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Abstract

Al systems often behave in ways that harm people, such as by perpetuating racial
stereotypes, violating privacy, damaging health, and causing economic losses. There
have been many efforts to address Al harms that are led top-down by researchers,
industry practitioners, government officials, or other technologists. These top-down,
more centrally-led approaches to AI harm remediation tend to view Al systems as
inevitable and thus conceive of reformist solutions to harm.

At the same time, people affected by Al harm regularly take both small and large
actions, from individual workarounds on algorithmic platforms to collectively orga-
nized protest and sabotage of algorithmic systems, to resist AI harm in the ways
they can. These bottom-up forms of resistance to Al harm have broader imaginaries
than top-down methods of addressing Al harm, envisioning beyond the bounds of
Al system logics to see technology as part of the picture but not necessarily so.

Examining bottom-up resistance to Al harms is especially important because ex-
isting structures of power around Al systems often fail to empower those who di-
rectly interact with and are most affected by Al harm. But, there has been less work
focusing on how to directly support those negatively impacted by Al systems taking
action in bottom-up ways. I argue that to make meaningful progress toward ad-
dressing the harmful impacts of Al systems, bottom-up resistance must be better
understood, valued, engaged with, and broadly supported.

In the first part of this dissertation, I examine one form of bottom-up resistance
that I call everyday algorithm auditing, a process by which people work from the bot-
tom up to surface, interrogate, and work toward remediation of Al harm that may
elude detection via more centrally organized forms of auditing. First, I conceptual-
ize this process to understand its dynamics and characteristics. Then, I investigate
how people go about searching for and making sense of potentially harmful Al be-
havior from the bottom up, highlighting ways they might be further supported in
their auditing activities. Finally, I examine how industry practitioners engage with
bottom-up auditing, drawing out a complex relationship with fraught power dy-
namics between practitioners and everyday auditors.

To that end, in the bridge section of this dissertation, I then step back to examine
the function and impact of algorithm audits—including bottom-up ones—in larger
structures of power. This highlights a need to attend to the relationship between acts
of bottom-up resistance and larger power dynamics.

Thus, in the second part of this dissertation, I take a more expansive look at how
bottom-up resistance interacts with power. First, I develop a taxonomy of bottom-up
resistance to Al harm that connects different acts of resistance, including everyday
algorithm auditing, to existing theorizations of power. Next, I study how people
understand their own power in algorithmic systems, highlighting ways to support
them in more fully realizing and taking action using their power. Finally, I examine
disconnects and alignments in perceptions of bottom-up resistance held by Al de-
ployers and Al resistors, using speculative cases of algorithmic system sabotage as
probes, and explore challenges and opportunities for the powerful to more produc-
tively engage with, value, and support bottom-up resistance to AI harm.
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Chapter 1

Introduction

With the increasing integration of algorithmic systems into everyday life has also
come the production, perpetuation, and amplification of harms and other negative
impacts on people who use and interact with these algorithmic systems [473]. For
example, Google’s algorithmic search engines have displayed sexism and racism in
their search results [379]; police use of facial recognition has led to wrongful arrests
[341]; Amazon has algorithmically recommended groups of merchandise expedi-
ent for killing oneself that have been called “suicide kits” [250]; and companies like
Waymo have put self-driving cars on the road that block busses and emergency ve-
hicles [338], create more traffic [198], and increase surveillance [365].

Significant efforts in academia and industry have aimed to address Al harms. For
example, efforts to detect biased, discriminatory, or otherwise harmful behaviors in
algorithmic systems are known as algorithm audits, and are typically led top-down
by researchers, industry practitioners, government officials, or other technologists.
Trying to address concerns about their vehicles, Waymo had an audit conducted by
an independent technical inspection service company [515]. And to address issues
of blocking emergency vehicles, Waymo developed a training for first responders
[269].

These top-down, more centrally-led approaches to Al harm remediation tend to
view Al systems as inevitable and thus conceive of reformist solutions to harm that
do not substantially alter the logics of the Al system. For example, Waymo’s au-
dit excluded “remote driving, dispatching, and customer support to occupants or
other road users”, meaning that it completely failed to consider incidents when re-
mote employees need to step in to, for instance, guide the autonomous vehicles past
emergency vehicles. Similarly, Waymo’s safety training aims to change how first re-
sponders behave, rather than make any adjustments to the design or deployment of
their self-driving cars.

At the same time, people affected by Al harm have been taking action themselves
from the bottom up, in ways large and small, to resist Al harm in the ways they can.
For example, people have been protesting, signing petitions, and attending public
meetings to voice their opposition to self-driving car expansion [24]—and they also
discovered that putting cones on self-driving car hoods makes them inoperable until
an employee comes in person to address it [396], so they’ve been doing that, too. To
name some other examples, TikTok users who had their posts unjustly restricted by
moderation algorithms invented new forms of language to work around the harm-
ful system [498]. High-school students who had not consented to be monitored by
facial recognition unplugged the behavior-monitoring cameras before their exams,
stopping the surveillance [592]. And Twitter users who extensively raised aware-
ness about racial bias in the platform’s image cropping algorithm caused Twitter to
retire the algorithm [85].
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These forms of bottom-up resistance work to create material change in the world,
allowing people to begin to move toward the worlds they want using what power
they have. Additionally, bottom-up resistance has broader imaginaries than top-
down methods of addressing AI harm; these acts envision beyond the bounds of Al
logics, seeing technology as part of the picture but not necessarily so. This means
that bottom-up resistance can push in directions that more fundamentally change
how Al is deployed—including changing whether it is deployed.

Examining bottom-up resistance to Al harms is especially important because ex-
isting structures of power around Al systems often fail to empower those who di-
rectly interact with and are most affected by Al harm [22, 284, 364]. I argue that we
need to center these acts of bottom-up resistance if we truly care about mitigating Al
harm—that to make meaningful progress toward addressing the harmful impacts
of Al systems, bottom-up resistance must be better understood, valued, engaged
with, and broadly supported.

1.1 Overview & Contributions

This dissertation provides enhanced understanding of how people engage in forms
of bottom-up resistance to Al. Bottom-up resistance can effect change, but it im-
plicitly puts the burdens for change on affected people themselves, when really the
burdens should be on those with power over Al systems. To that end, my work also
provides directions moving forward for how researchers and technologists might
better support bottom-up resistance.

1.1.1 Part I: Everyday Algorithm Auditing

In Part I of this dissertation, I present my work on one form of bottom-up resistance,
which I call everyday algorithm auditing.

In Chapter 3, I propose and explore the concept of everyday algorithm auditing,
a process in which users detect, understand, and interrogate problematic machine
behaviors via their day-to-day interactions with algorithmic systems. To do this, I ana-
lyze real-world cases of everyday algorithm audits and argue that users are powerful
in surfacing problematic machine behaviors that may elude detection in more formal
forms of audits. This work contributes a conceptualization of how bottom-up resis-
tance can have unique, often effective abilities to respond to harm emanating from
algorithmic systems; an argument for expanding the scope of what research com-
munities might understand as legitimate and useful forms of auditing; and design
directions for future work to support everyday algorithm auditing.

In Chapter 4, I investigate how people go about searching for and making sense
of harmful algorithmic behavior, both individually and collectively, through a series
of think-aloud interviews, diary studies, and group workshops. The study’s findings
indicate that users’ search strategies and interpretations are heavily guided by their
personal experiences with and exposures to societal bias, and that collective sense-
making amongst multiple users is invaluable in user-driven algorithm audits. This
work contributes the first in-depth empirical investigation of how users find and
make sense of harmful behaviors in algorithmic systems, both individually and col-
lectively; a conceptual process model capturing the ways that users find and make
sense of biased and harmful algorithmic behaviors, developed through an analysis
of the study participants” actions and explanations; and directions for the design
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of future methods, platforms, and tools to support user-driven algorithm auditing,
informed by the process model.

In Chapter 5, I examine how industry practitioners view and employ user-engaged
auditing practices themselves through a series of interviews and iterative co-design
activities. This work contributes an in-depth understanding of industry practition-
ers’ motivations, current practices, and challenges in their engagement with user-
engaged auditing. Additionally, this work contributes insights into the complex
relationship between practitioners and user auditors and suggests directions and
design opportunities based on these insights for future work.

1.1.2 Bridge: Audits & Power

In the Bridge, I take a broader view of algorithm audits, considering their function
and impact within larger power structures.

In Chapter 6, I argue that algorithm audits are fundamentally limited mecha-
nisms to address the harmful impacts of algorithmic systems, as they give the ap-
pearance of addressing algorithmic harm without meaningfully challenging the sys-
tems they claim to scrutinize. To do this, I examine and bring attention to three
interrelated pitfalls of algorithm auditing: that algorithm audits further the concen-
tration of power, that algorithm audits limit how both problems and solutions are
envisioned, and that algorithm audits preserve a facade of positive change. This
work contributes an argument that work on Al accountability should shift focus
from algorithm audits to the broader systems of power in which audits and other
accountability sit, a direction I take on myself in Part II.

1.1.3 Part II: Power Dynamics & Bottom-Up Resistance

In Part II of this dissertation, I focus on better understanding the dynamics of power
surrounding bottom-up resistance to harmful Al systems. I first work to explore
how acts of bottom-up resistance interact with power, then investigate how resistors
themselves understand their power, and close with a comparison between technol-
ogist and resistor views of bottom-up resistance.

In Chapter 7, I explore acts bottom-up resistance to Al harm by collecting doc-
umented, historical cases and developing a taxonomy. The taxonomy connects dif-
ferent types of resistance tactics to existing theorizations of power and centers how
people employ, shift, and build power in bottom-up resistance by protecting them-
selves, pressuring those in control of algorithmic systems, and strengthening their
capacity by building their reserves of power. This work contributes a broader, over-
arching understanding of how structurally disempowered people resist algorithmic
harm in ways that interact with power; an argument that researchers should actively
work with affected people to further their efforts to defend themselves from algo-
rithmic harm; and opportunities for future work to support efforts from structurally
disempowered people to resist algorithmic harm.

In Chapter 8, I investigate how users understand their own power to influence
algorithmic systems through interviews with users of algorithmic social media plat-
forms. The findings indicate that users perceive their power as limited and indi-
vidualistic, that sharing support facilitates user connection and control, and that
feelings of safety can enhance user agency. Drawing upon research foregrounding
how games can support understanding of power dynamics in complex systems, this
work contributes not only increased understanding of how people conceptualize
their own powers in algorithmic systems but also opportunities and directions for
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the design of future games to help algorithmic system users with systems thinking,
collective action, and exploration and play that can support users in more fully real-
izing and taking acts of bottom-up resistance using their power.

In Chapter 9, I focus on cases of algorithmic sabotage as a form of bottom-up
resistance that is often dismissed by those with power over algorithmic systems
as immoral, unreasonable, and unhelpful. I investigate how saboteurs themselves
compared to deployers view acts of algorithmic sabotage. The findings indicate
that deployers understand sabotage as feedback to improve their systems and often
describe saboteurs as uninformed and unimaginative, while, in contrast, saboteurs
described sabotage as a way to enact alternatives to systems, rejecting engagement
with deployers they viewed as unreceptive to feedback that challenged their agenda.
This work contributes an in-depth empirical investigation of how saboteurs and de-
ployers view algorithmic sabotage; a rich, nuanced understanding of disconnects
and alignments between their perceptions of algorithmic sabotage and its aims; and,
informed by the results, implications for researchers and technologists might better
support algorithmic sabotage and resistance more broadly as communicative, de-
sign, and ideological practice.

1.1.4 Overall Contributions
In summary, this dissertation contributes the following:

¢ Conceptualization of how bottom-up resistance provides unique, often effec-
tive abilities to respond to harmful Al systems

* Empirical knowledge of the ways that people engage in bottom-up resistance
to harmful Al systems

¢ Increased understanding of how people understand their own powers in algo-
rithmic systems

¢ Increased understanding of how those with power over algorithmic systems
view and engage with bottom-up resistance to algorithmic harm

* Design opportunities for how HCI researchers and other technologists might
better prioritize and support actions of bottom-up resistance to algorithmic
harm

1.2 Interpreting the Contributions

In this section I provide necessary context for how to interpret and understand this
dissertation.

1.2.1 Positionality

Here I provide a reflexive positionality statement, in line with suggestions from [327].
In this dissertation, I attempt to understand existing efforts of bottom-up resistance
to harmful AI systems. As an academic, I have seen and experienced the ways in
which power shapes discourse, values, and priorities; as such, I focus here on the
ways in which bottom-up resistance to algorithmic harm can elucidate how power
dynamics are experienced and navigated by their actors, as well as the ways in which
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these responses might be further supported. As a junior scholar, I wield compara-
tively less power within academia while holding relatively high power as a tech-
nologist and researcher to influence the ways decisions around algorithmic systems
are made and considered. I understand my position as imbued with responsibility
to use my work to shift power to others who are directly affected by algorithmic
systems—a group that includes me, as I too have experienced some of these sys-
tems” harms firsthand—yet have little control over these systems. I aim to do this by
bringing together and strengthening existing currents of thought and action around
bottom-up resistance to Al systems. At the same time I acknowledge the limitations
of research as a vector for change; as such, I understand my research to be speak-
ing primarily to other researchers and technologists. Additionally, my aspirations to
represent complexity in the dynamics of and around bottom-up resistance to algo-
rithmic harm are limited by my own set of experiences: my training as a computer
scientist, writer, and human-computer interaction specialist in the United States has
been conditioned by the implicit and explicit normalization of Western culture and
hegemony where I currently live and work, even as I resist it. And my current work
home at Carnegie Mellon University has both afforded me additional legitimacy
and thus access in technological research and practitioner spaces while also surely
shaped my approach in more computer science—centric ways. As such, I look for-
ward to the ways in which others might expand, critique, reshape, and build on this
work in ways that shift power even more to those who take bottom-up action to
resist algorithmic harm.

1.2.2 Key Concepts

What follows is brief additional context about the understandings of key terms fre-
quently used in this work.

First, algorithmic systems are understood as ideological projects, for which the im-
pacts and uses are as if not more important than the technical details. This follows
Ali Alkhatib’s contention that “Al is a political artifact through and through” [20]
and, similarly, Eryk Salvaggio’s contention that “Al as an ideology is less about what
the tech does and more about where the tech is doing it” [445]. Additionally, based on
the lack of clear, universal definitions of algorithms and Al as well as the frequent
conflation of the terms what what they represent, I use “algorithms” and “AlI” inter-
changeably throughout this dissertation [339, 503].

Next, I understand algorithmic harm as wrongful and harmful algorithmic system
impacts [152], for which those affected are the arbiters. That is, I take an expansive
view of harm, referring to those harmed to define for themselves what counts as
harm. Further, harm is conceptualized in relation to power in this work and as such
connects to ideas of injustice, structural violence, and domination [95, 340]. This
follows Jenna Burrell’s notions of algorithmic injustice as domination, of “the denial
of self-determination and control” [95].

I understand bottom-up resistance to Al as practices that structurally disempow-
ered people engage to oppose the harmful impacts of Al systems and create more
just sociotechnical spaces. I draw on Michel de Certeau’s and James C Scott’s ideas
of “everyday resistance” to examine the ways that relatively powerless people ex-
ert power and agency in the face of dominant ruling structures in their everyday
lives [139, 460]. I bring together related HCI conceptualizations that are focused on
technology, specifically “routine infrastructuring” in which people build everyday
resilience around algorithmic systems [466] and “tactics from below” in which peo-
ple build power over technology when that power has not been given to them [568].
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Throughout this dissertation I understand power as a contextually-based, mul-
tifaceted concept, largely informed by feminist standpoint theory [242], in which
power can emanate from multiple sources and is fundamentally about structurally
influenced relationships between different groups of people [305]. HCI researchers
have highlighted the importance of social and political theory conceptualizations of
power as “power-over others” and as “power-to do” [23, 456]. I adopt these fram-
ings, focusing on the ways that everyday people retain, maintain, and create both
1) ways to get others to engage in actions that diminish algorithmic harms that they
encounter and 2) ways to act directly to shape their experiences with algorithmic sys-
tems. Following past work on power within and around algorithmic systems [284,
364], I focus on the structurally influenced relationships between different groups of
people [23]. This power-aware view enables deeper understanding of how every-
day people, responding to algorithmic harm, seek to interact with, garner, and use
power. Notably, when advocating for shifting power or empowering, I mean this
as a contention to push for systemic changes: following [121] the goal is not to as-
similate everyday people affected by algorithmic harm into dominant structures but
rather to reshape those dominant structures—and understand how they are being
reshaped already by everyday people.

1.3 Prior Publications

The work in this dissertation not only involved but required the time, energy, in-
sights, and care of many others. Throughout, regardless of whether I use singular
or plural first-person pronouns, the work presented should be understood as a col-
lective effort produced with the support of collaborators without whom the work
would not have been the same, or simply would not have been.

To that end, much of the work that this dissertation includes and draws from has
been published or is in submission or preparation as follows:

¢ Hong Shen*, Alicia DeVos*, Motahhare Eslami, Kenneth Holstein. Everyday
Algorithm Auditing: Understanding the power of everyday users in surfacing harmful
algorithmic behaviors. CSCW, 2021.

¢ Alicia DeVos, Aditi Dhabalia, Hong Shen, Kenneth Holstein, Motahhare Es-
lami. Toward User-Driven Algorithm Auditing: Investigating users’ strategies for
uncovering harmful algorithmic behavior. CHI, 2022.

¢ Wesley Hanwen Deng, Bill Boyuan Guo, Alicia DeVrio, Hong Shen, Motahhare
Eslami, Kenneth Holstein. Understanding Practices, Challenges, and Opportuni-
ties for User-Engaged Auditing in Industry Practice. CHI, 2023.

* Alicia DeVrio, David Gray Widder. No More Plaudits for Algorithm Audits: A
Provocation. AIES, 2026.

¢ Alicia DeVrio, Motahhare Eslami, Kenneth Holstein. Building, Shifting, & Em-
ploying Power: A taxonomy of responses from below to algorithmic harm. FAccT, 2024.

* Alicia DeVrio, Jessica Hammer, Kenneth Holstein. “Wow, we can’t do shit”: Op-
portunities to support social media users’ conceptions of power with games. In Prep.

* Alicia DeVrio, Cella Sum, Samantha Shorey, Jonathan Zong, Richmond Wong,
Sarah Fox, Kenneth Holstein. Algorithmic Sabotage: Understanding disconnects
and alignments between saboteur & deployer perceptions. In Prep.



Chapter 2

Related Work

Algorithmic harm is "the adverse lived experiences resulting from [an algorithmic]
system’s deployment and operation in the world" [473]. With the immense amount
of harm produced by algorithmic systems has come considerable work aiming to
understand these harms, teasing out the distinctions around types of algorithmic
harm in order to direct algorithmic harm mitigation efforts in more fruitful directions
(e.g., [25, 74, 108, 453, 473, 565]). For instance, one recent taxonomy outlines five
high-level categories of algorithmic harm—representational, allocative, quality-of-
service, interpersonal, and social system harms—with 20 subcategories [473]. In this
chapter I overview first some existing work related to addressing algorithmic harm
via auditing, then some work on the importance of centering power relations when
addressing algorithmic harm.

2.1 Algorithm Auditing To Address Algorithmic Harm

Many efforts—in academia, industry, governmental sectors, and beyond—have at-
tempted to ensure that algorithmic systems adhere to notions of fairness in order to
root out algorithmic harms such as bias (e.g., [6, 126]). For example, a well-known
distinction between allocative and representational harms arose from research on
algorithmic bias [50, 129].

A growing body of work in human-computer interaction, machine learning, arti-
ficial intelligence, and other related communities has proposed tools, processes, and
frameworks to audit algorithmic systems for biased, discriminatory, or otherwise
harmful behaviors (e.g.,[127, 323, 417, 447]). However, these methods often fail to
surface serious issues that everyday users of algorithmic systems are quickly able
to detect once a system is deployed in the wild, which I explore more in Part I. In
this section, I briefly overview existing approaches to algorithm auditing, an area
that has received increasing attention from the CSCW, HCI, and ML communities in
recent years.

2.1.1 Existing Approaches to Algorithm Auditing

Scholars have proposed a number of approaches to audit algorithmic systems for
biased, discriminatory, or otherwise harmful behaviors, often under the broad um-
brella of “auditing algorithms” [447]. Drawing from a wide range of methods in
areas such as investigative journalism, information security and finance, and hous-
ing and employment audits, this line of work often involves third-party external
experts (e.g., researchers, technologists, or policymakers) in assessing the alignment
of deployed algorithmic systems with laws and regulations, societal values, ethical
desiderata, or industry standards (e.g., [91, 151, 414, 447]). Meanwhile, a growing
body of work has proposed tools, processes, and frameworks for internal algorithm
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audits, conducted by ML teams themselves, with the aim of detecting and mitigating
misalignments prior to deployment (e.g., [127, 256, 323, 417]).

Past research in this domain has uncovered harmful biases across a wide range
of algorithmic systems such as search engines [312, 379, 431], housing websites [40],
hiring systems [110, 136], and e-commerce platforms [241] using different kinds of
approaches led by experts and researchers. For example, Robertson et al. used a
survey and web browser extension to collect users’ experiences in order to audit
partisan audience biases in Google search results [431]. In another example, Hannak
et al. used web scraping techniques and hired Amazon MTurk users as testers in
order to audit a variety of top e-commerce sites for price steering and discrimina-
tion [241]. These are just a few examples of many auditing efforts that have been
conducted during recent years on algorithmic systems.

Inspired by early methods of the social scientific “audit study” [366], Sandvig et
al. [447] proposed a taxonomy to summarize different algorithm auditing methods
and research designs, including 1) code audits, 2) noninvasive user audits, 3) scrap-
ing audits, 4) sock puppet audits, and 5) crowdsourced/collaborative audits. A code
audit typically requires auditors to have secure access to the source code and system
design. A noninvasive user audit might use methods like surveys to collect and syn-
thesize users” experiences in order to support inferences about the underlying oper-
ations of an algorithmic system. A scraping audit involves researchers sending out
repeated queries to test how an algorithmic system behaves under a variety of con-
ditions. In a sock puppet audit, researchers generate fake user accounts, or “sock pup-
pets,” to investigate how an algorithmic system may behave differently in response
to different user characteristics or patterns of behavior. Finally, in a crowdsourced/-
collaborative audit, instead of using “sock puppet” accounts, researchers might hire
crowdworkers as testers via crowdsourcing platforms like Amazon MTurk to work
on decomposed subtasks.

2.1.2 Limitations of Existing Auditing Approaches

Past literature has generally focused on expert-led algorithm auditing approaches
that are performed outside the context of everyday use of an algorithmic system.
Conducted as research projects or professional services, most algorithm auditing
approaches that have been discussed in the literature require individuals with some
level of technical expertise to initiate, conduct, or direct the entire process. For ex-
ample, even approaches that rely on crowdsourcing techniques involve some cen-
tralized organization. In such crowdsourced/collaborative audits, it is still the re-
searchers’ responsibility to design and initiate the audit by assigning crowdwork-
ers specific tasks, and then to convert the crowd’s outputs on distributed tasks into
meaningful insights about an algorithmic system’s behavior.

However, such centrally-organized, formal audits often fail to surface serious is-
sues that everyday users of algorithmic systems are quickly able to detect once a
system is deployed in the wild. Many harmful algorithmic behaviors are challeng-
ing to anticipate or detect outside of authentic, situated contexts of use, for a vari-
ety of reasons. For example, certain algorithmic behaviors may only arise, or may
only be recognized as harmful, when a system is used in the presence of particular
real-world social or cultural dynamics [256, 343, 462, 465]—dynamics that may be
difficult or infeasible to predict and simulate in an artificial setting.

Other harmful behaviors may only emerge when a system is used in unantici-
pated ways or in unanticipated contexts, perhaps due to changing norms and prac-
tices surrounding the use of a given algorithmic system over time [127, 190, 465].
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One highly publicized example is Microsoft’s Al chatbot Tay, which was set up to
learn over time based on its interactions with users on Twitter. In less than 24 hours
of exposure to Twitter users, who began interacting with Tay in ways its developers
had not foreseen, the bot began exhibiting misogynistic and racist behaviors and ul-
timately needed to be shut down [549]. These examples align with the broad notion
of “emergent bias,” discussed in Friedman and Nissenbaum’s seminal work on bias
in computer systems [190].

Existing auditing approaches can also fail to detect serious issues when those
conducting an audit lack the relevant cultural background and lived experience to
recognize or know where to look for harmful behaviors [589]. For example, Hol-
stein et al. [256] found that even when ML product teams thoroughly audit their
systems using existing approaches, they often are subsequently blindsided by user
complaints about myriad issues that their investigations had not revealed. In one
case, even after devoting many months to identifying and mitigating gender and
racial biases in their image captioning system, a product team learned about a wide
array of additional issues that their efforts had ignored (e.g., mosques, synagogues,
and other religious sites being labelled as “churches”) only after the system was de-
ployed and in use across a range of real-world contexts. Although crowdsourced/-
collaborative auditing approaches invite participation from a larger number of peo-
ple, such audits typically rely on crowdworkers, who do not necessarily represent
the demographics of a given algorithmic system’s user base, and who are participat-
ing in structured tasks outside of their regular interactions with technology. Without
engaging diverse, contextually situated users in the process of auditing complex al-
gorithmic systems, existing approaches are likely to suffer major blindspots, with
critical issues surfacing only post-deployment (e.g., [127, 169, 190, 256, 465]).

2.2 The Importance of Power Dynamics for Addressing Al-
gorithmic Harm

Researchers have highlighted that we cannot productively address harmful algorith-
mic behaviors like bias without centering systems of power [22, 69, 74, 284, 299, 364].
For example, Miceli et al. argue that issues of power have not yet been sufficiently
centered and explain how seeing the world through only the lenses of bias and fair-
ness neglects power [364]. Alkhatib similarly contends that algorithmic harm de-
rives from structural power and thus harm reduction requires withdrawing power
from algorithmic systems [22]. In this dissertation, I focus on power as a way to get
at issues of algorithmic harm.

This focus is especially important since existing structures around algorithmic
systems often fail to empower those who directly interact with and are affected by
algorithmic harm [22]. In response to such power imbalance, people affected by al-
gorithmic harm frequently adopt workarounds and counter-practices to algorithmic
systems in place. Recent research and real-world case studies indicate that responses
“from below”—i.e., from members of the public or others without direct power to
make decisions about the design or deployment of algorithmic systems [568]—can
be effective in garnering power and working toward harm remediation (see Part I,
[313, 552, 568]).

Organizations in charge of algorithmic systems often fail to address algorithmic
harms sufficiently of their own impetus [250, 414, 530, 562]. Frequently companies
respond to concerns surrounding algorithmic harm only when faced with signifi-
cant evidence and negative repercussions—and even then, often only provide empty
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statements. For example, families who criticized Amazon’s auto-recommendations
of materials used for suicide were acknowledged with an Amazon statement that
“it made customer safety a top concern” [250]. However, Amazon continued to
sell the relevant products, claiming they were not responsible for customers” mis-
use [530]. Clearly those affected cannot always count on organizations to remediate
harms they introduce with their algorithmic systems. Structural power often fails to
empower those who directly interact with and are affected by algorithmic systems,
rarely allowing them input into these systems [22]. Even when everyday people are
enabled to participate in Al, rarely are they able to control decisions themselves [123,
487].

In the face of this, collective action presents a way for people to work toward
shared goals by banding together. A significant body of existing research examines
the power of collective action to bring about positive change and investigates the
ways that researchers can support collective action (e.g., [61, 319, 337, 422, 551, 580]).
However, there are many unknowns around the best ways to employ collective ac-
tion within the context of algorithmic systems.

As such, some emerging research has investigated how to empower affected peo-
ple in their efforts at algorithmic harm remediation. For example, Protective Opti-
mization Technologies (POTs) provide ways for affected parties to “correct, shift, or
expose harms” in algorithmic systems without the cooperation of service providers
[313]. Data leverage, which presents ways for people to wield their own input data
to harm or support technologies and associated companies [552], can occur in the
context of algorithmic systems. I orient this work accordingly and consider it in line
with the notion of tactics from below in which people “build power over technology
when power has not been given” [568].
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Chapter 3

Understanding the power of
everyday users in surfacing
harmful algorithmic behaviors

This chapter is adapted from my paper [474]:

Hong Shen*, Alicia DeVos*, Motahhare Eslami, Kenneth Holstein. “Everyday
Algorithm Auditing: Understanding the power of everyday users in surfac-
ing harmful algorithmic behaviors.” In Proceedings of the ACM on Human-
Computer Interaction 5. CSCW2 (2021). *indicates equal contribution

A growing body of literature has proposed formal approaches to audit algorith-
mic systems for biased and harmful behaviors. While formal auditing approaches
have been greatly impactful, they often suffer major blindspots, with critical issues
surfacing only in the context of everyday use once systems are deployed (Chap-
ter 2). Additionally, as argued in Chapter 6, algorithm audits are currently situ-
ated within larger structures of power in limiting ways. Recent years have seen
many cases in which everyday users of algorithmic systems detect and raise aware-
ness about harmful behaviors that they encounter in the course of their everyday
interactions with these systems. However, to date little academic attention has been
granted to these bottom-up, user-driven auditing processes. In this chapter, I pro-
pose and explore the concept of everyday algorithm auditing, a process in which users
detect, understand, and interrogate problematic machine behaviors via their day-to-
day interactions with algorithmic systems. I argue that everyday users are power-
ful in surfacing problematic machine behaviors that may elude detection via more
centrally-organized forms of auditing, regardless of users” knowledge about the un-
derlying algorithms. I analyze several real-world cases of everyday algorithm au-
diting, drawing lessons from these cases for the design of future platforms and tools
that facilitate such auditing behaviors. Finally, I discuss work that lies ahead, toward
bridging the gaps between formal auditing approaches and the organic auditing be-
haviors that emerge in everyday use of algorithmic systems.

3.1 Introduction

Algorithmic systems increasingly exercise power over many aspects of our every-
day lives, including which advertisements or social media posts we see, the quality
of healthcare we receive, the ways we are represented to our peers or potential em-
ployers, and which neighborhoods are subjected to increased policing [151, 206, 379,
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463, 540]. These systems, however, are not infallible. A growing body of research has
drawn attention to the societal impacts of algorithmic systems’ behaviors, examining
the ways these systems can, whether inadvertently or intentionally, serve to amplify
existing biases and social inequities or create new ones (e.g., [91, 379, 512, 597]). In
response to these concerns, scholars have proposed a number of approaches to audit
algorithmic systems for biased, discriminatory, or otherwise harmful behaviors!—
both internally, within the organizations responsible for developing and maintaining
these systems, and externally [417, 447].

Algorithm auditing approaches that have been discussed in the literature often
occur outside the context of everyday use of an algorithmic system or platform: au-
ditors, such as researchers, algorithmic experts, and activists, initiate, conduct, or
orchestrate the auditing process. While such audits have made significant contribu-
tions in detecting biases and harmful algorithmic behaviors, they often fail to surface
critical issues. For example, even after devoting months of effort to internal auditing,
machine learning development teams often struggle to detect and mitigate harmful
biases in their systems due to their own cultural blindspots [256]. Additional reasons
why formal auditing approaches can fail to detect serious issues include the presence
of unanticipated circumstances or social dynamics in the contexts where a system is
used, as well as changing norms and practices around the use of algorithmic systems
over time [190]. These factors make detecting certain harmful algorithmic behaviors
difficult for auditors unless they are embedded within particular real-world social
or cultural contexts [127, 254, 462, 589].

While existing formal audits often struggle to detect critical issues in algorithmic
systems, recent years have seen many cases in which users of algorithmic systems
detect and raise awareness about biased and harmful behaviors that they encounter
in the course of their everyday interactions with algorithmic systems. One recent ex-
ample is the highly publicized case of Twitter’s image cropping algorithm exhibiting
racial discrimination by focusing on white faces and cropping out Black ones. Twit-
ter users began to spot issues around this algorithm and came together organically
to investigate. Through online discussions, they built upon one another’s findings
to surface similar biases or to present evidence or counter-evidence for a pattern
discovered by another person. This occurred even though the company stated that
“it had tested the service for bias before it started using it” [249]. Twitter’s testing
procedures failed to detect this bias because during real world usage, users were in-
teracting with the cropping algorithm in ways the team did not anticipate up front.

Although similar auditing behaviors have been observed around a range of al-
gorithmic systems, including image search engines, machine translation, online rat-
ing/review systems, image captioning, and personalized advertising, many open
questions remain regarding how users of algorithmic systems come to detect, re-
port, and theorize about harmful algorithmic biases and behaviors in their day-to-
day use of a platform. What factors facilitate “successful” user-driven algorithmic
audits, and what factors prevent such audits from having an impact? How might
we effectively support everyday users’ motivation and strengths in surfacing harm-
ful algorithmic behaviors, so as to overcome the limitations of existing auditing ap-
proaches?

In this chapter, we take a first step toward answering these questions by propos-
ing and exploring the concept of everyday algorithm auditing: a process in which users

IThroughout this chapter, I distinguish between harmful algorithmic biases and harmful algorith-
mic behaviors more broadly, as appropriate. Although these categories often overlap, I acknowledge
that not all algorithmic harms are best understood as “biases,” and not all algorithmic biases are nec-
essarily harmful [74].
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detect, interrogate, and understand problematic machine behaviors via their daily
interactions with algorithmic systems. In contrast to formal auditing approaches,
everyday algorithm auditing occurs in the context of “everyday use” of an algo-
rithmic system or platform. Accordingly, throughout this chapter, we use the term
“everyday users” to refer to social actors who take part in everyday use of an algo-
rithmic system. We draw insights from past literature in “everyday resistance” [139,
460] and “algorithmic resistance” [542] to theorize such behaviors. We interpret ev-
eryday algorithmic auditing efforts as a form of everyday resistance by which users
actively, continuously question and repurpose mass cultural products in their every-
day lives to resist the hegemonic culture forms of their times. In resisting algorith-
mic harms and conducting everyday audits, everyday users usually form counter-
publics, “parallel discursive arenas” [186], where communities impacted by harmful
algorithmic behaviors come together and participate in their own forms of collective
sensemaking, hypothesis development, and algorithm bias detection.

We adopt an exploratory case study approach, examining several recent cases to
understand the nature and dynamics of everyday algorithm audits. In particular,
we examine two types of algorithmic sociotechnical platforms, the Twitter cropping
algorithm and online rating algorithms, that have been the target of everyday algo-
rithm audits in recent years. First, we analyze the Twitter racial bias case mentioned
above [249]. Second, we look at another everyday auditing process investigating po-
tential gender bias caused by the same algorithm [411]. Third, we turn our attention
to a case surrounding Yelp’s review filtering algorithm, in which a large group of
small business owners came together to verify its bias against businesses that do not
advertise with Yelp [285]. Finally, we examine a case surrounding Booking.com’s on-
line rating algorithm, wherein users came together to audit the system after noticing
that the ratings calculated by the algorithm did not match their expectations [168].
In all of these cases, we compare the different paths everyday users took to detect,
examine, discuss, and understand biases in algorithmic systems’ behavior.

Analyzing these cases and comparing their dynamics led us to a process-oriented
view of everyday algorithm audits encompassing (1) initiation of an audit to (2)
raising awareness of observed issues to (3) hypothesizing about observed behav-
iors and testing an algorithmic system to ideally (4) some form of remediation. Al-
though some everyday audits may terminate before touching all of these phases, this
process-oriented view provides a useful high-level understanding for describing the
paths everyday audits can take, comparing different everyday audits, and envision-
ing new kinds of interventions to facilitate such audits. We argue that day-to-day
users are powerful in surfacing problematic machine behaviors that may elude de-
tection via existing, formal auditing approaches, even when users lack technical
knowledge of the underlying algorithms. Furthermore, we suggest that everyday
algorithm auditing may be most powerful when audits are conducted collectively,
through interactive discussions among users with a diverse range of experiences.

Our case analysis and process model of everyday algorithm audits inform a se-
ries of design implications for future work toward supporting more effective ev-
eryday algorithm auditing. We outline five broad categories of potential design in-
terventions to support everyday audits—a) community guidance, b) expert guid-
ance, c) algorithmic guidance, d) organizational guidance, and e) incentivization—
and discuss potential design trade-offs. Finally, we close with a discussion of work
that lies ahead, in order to bridge the gap between existing algorithm auditing ap-
proaches in academia and industry versus everyday auditing behaviors that emerge
in day-to-day use of algorithmic systems.
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3.2 Everyday Algorithm Auditing

We develop the concept of everyday algorithm auditing as a general framework to
capture and theorize a diverse set of emerging user behaviors around algorithmic
systems. We define everyday algorithm auditing as the ways everyday users de-
tect, understand, and/or interrogate problematic machine behaviors via their day-
to-day interactions with algorithmic systems. Following [447], we use “auditing” to
refer to behaviors undertaken, whether formally or informally, to test and investi-
gate whether a given algorithmic system operates in a socially harmful way, such
as behaving in ways that produce inequitable outcomes along lines of class, race,
or gender. Building on Suchman [504], we argue that everyday algorithm auditing
practices are situated actions in which everyday users encounter problematic ma-
chine behaviors via their routine interactions with algorithmic systems, then adjust
their behaviors to understand and act on what they encountered.

Recent years have seen several cases of everyday algorithm auditing, with some
publicized widely. However, apart from some notable exceptions [168, 169], to date
little academic attention has been granted to characterizing these bottom-up, user-
driven auditing behaviors. In this chapter, we aim to bridge the gap between algo-
rithmic auditing approaches proposed in the academic research literature and audit-
ing behaviors that users exhibit day-to-day. In doing so, we explore what lessons can
be drawn from the study of everyday algorithm auditing to overcome limitations of
existing auditing approaches in the literature.

In this section, we first describe the scope and boundaries of everyday algorithm
auditing. We then elaborate on how we develop the concept based on two streams
of past literature, namely, everyday algorithmic resistance and counterpublics. As
discussed below, we argue that everyday algorithm auditing can be viewed as a form
of everyday resistance. When performed by a group of users, everyday algorithm
auditing can additionally be understood through the lens of counterpublics, where
members of often disadvantaged and marginalized social groups participate in their
own form of collective sensemaking, opinion formation, and consensus building.

3.2.1 Scope and Boundaries

As an emerging phenomenon, the conceptual boundaries of everyday algorithm au-
diting remain somewhat fluid. In this chapter, we scope this concept broadly, to
include any actions taken by everyday users to notice, interpret, question, or bring
attention to problematic algorithmic behaviors. Below we highlight some key as-
pects of the concept to help elucidate its scope: (1) what algorithmic expertise the
everyday users have, (2) the extent to which an everyday audit represents a col-
lective effort, and (3) how organic the entire process is. These three dimensions,
reviewed below, are not intended to be exhaustive; rather, they serve as a starting
point to better illuminate the definition.

Algorithmic Expertise: While everyday algorithm auditing is defined by every-
day use, this does not imply that the users engaging in these behaviors necessarily
lack technological skills and algorithmic expertise. Sometimes, everyday audits are
conducted by users who have a high degree of relevant technical knowledge. For
example, Sweeney, who is a professor of the practice of government and technology,
performed her classic audit of online ad delivery only after she found that her own
name was linked with an arrest record during a casual search on Google [512]. In
this case, Sweeney acted as a situated user while also having relevant technical ex-
pertise in the area. In another example, Noble, a professor of information studies
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and expert in algorithmic bias and discrimination, began her examination of racist
bias in search engines after trying to find an engaging activity for her stepdaughter
and nieces by googling “black girls.” Instead, her web search yielded pornography
[379]. In a third example, Buolamwini, a researcher with expertise in algorithmic
bias and accountability, embarked on the Gender Shades project to formally audit
facial recognition systems after facial analysis software that she needed to use for an
engineering project would not recognize her face unless she wore a white mask [321].

In other cases, everyday users may have little algorithmic expertise. For exam-
ple, many small business owners collectively initiated an everyday audit of Yelp’s al-
gorithm after noticing that positive reviews were not showing prominently on their
business pages [169]. As another example, a group of Google Maps users uncovered
that searching the N-word directed them to the White House, which Obama then
occupied [191]. Since “expertise” is multi-faceted, everyday users may have some
relevant technical expertise, while lacking specific knowledge of machine learning.

Collectiveness: Everyday algorithm audits can also vary in the extent to which
users work together collectively. Some cases are more individually led, such as the
case when Alciné discovered that Google’s image recognition algorithm labelled
some Black people as “gorillas” [231]. Similarly, Sweeney conducted her audit alone,
a highly individual case [512]. Other cases, such as the time when LGBTQ+ YouTu-
bers came together to investigate the demonetization of their videos, are more col-
lective [433]. It is worth noting that having a large number of users involved does
not always mean an everyday audit is collective. For example, in the case where
Booking.com users instigated an audit [168], they did so with little ability to com-
municate amongst themselves, resulting in a less collective audit despite its large
scale.

Organicness: Though everyday algorithm auditing is based on everyday use, in
practice the process can be more or less organic. Some everyday audits begin with
an outside intervention but become more organic and user-led over time. For ex-
ample, ImageNet Roulette was a simple online tool built by artists and researchers
to support users in exploring and interrogating the input/output space of an im-
age captioning model trained on the ImageNet dataset. However, after the tool was
released to the public, users had autonomy in deciding how to use it. Collective au-
diting behaviors emerged organically through discussions on social media, as users
shared findings and hypotheses and sometimes built upon each other’s explorations
[130, 363]. By contrast, other everyday audits start organically but later turn highly
organized. For example, Sweeney, Noble, and Buolamwini all commenced their ev-
eryday audits inadvertently through everyday use, then turned to more formal au-
diting methods for testing and analysis [90, 379, 512]. Still other everyday audits are
organic throughout the entire process. In the case of racial bias in Twitter’s cropping
algorithms, Twitter users started and self-directed the whole audit with minimal in-
tervention (in the form of a few tweets from Twitter employees whose input was
invalidated by the users” auditing process [116, 359, 559].

3.2.2 Everyday Algorithmic Resistance

We argue that everyday algorithm auditing can be thought of as a form of everyday
algorithmic resistance [542]. In their seminal work, Certeau and Scott [139, 460] devel-
oped the idea of “everyday resistance” to examine the ways in which people exercise
their agency in front of dominant power structures and hegemonic culture formats
in their everyday lives. Instead of thinking of resistance as organized actions that
pose a revolutionary challenge, they foreground a different type of resistance that is
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less visible and more incidental but nevertheless constantly contesting the existing
power relations in everyday forms.

In the algorithmic era, we see similar resistance by everyday users around al-
gorithmic systems. For example, in his analysis of gay men’s resistance of Blued,
China’s largest gay dating app, Wang looked how users act on the data they provide
to dating apps to shape algorithmic dating outcomes in a different direction than
what the system was originally designed for [557]. Similarly, Devito et al. examined
how Twitter users mobilized via hashtag to resist the introduction of algorithmic cu-
ration of Twitter’s timeline [146]. Instead of characterizing the relationship between
users and algorithms as passive consumers versus omnipotent machines, this line
of research helps us foreground users” agency, capacity, and tactics in their regular
interactions and contestations with algorithms.

As a form of algorithmic resistance, in everyday algorithm auditing we see how
users constantly test the limits of algorithms in their everyday use of the system.
Sometimes, these auditing behaviors might be incidental and incremental: for ex-
ample, a user might encounter harmfully biased algorithmic outputs and merely
report their observations online. In other cases, these incidental and incremental be-
haviors might spur a group of users to work together, build on each other’s findings,
and collectively interrogate the underlying system.

3.2.3 Counterpublics

We argue that everyday algorithm auditing, when performed by a group of users
collectively, can also be viewed as a form of counterpublics. Nancy Fraser devel-
oped this influential idea as a critique to the concept of a universal public sphere
developed by Habermas [232]. She proposes that counterpublics can be understood
as “parallel discursive arenas” [186], where members of often disadvantaged and
marginalized social groups come together and participate in their own form of col-
lective sensemaking, opinion formation, and consensus building.

In the past a few years, we have seen growing efforts in building counterpublics
around algorithmic systems. For example, Geiger examined bot-based collective
blocklists in Twitter, which have been developed by volunteers to combat harass-
ment in the social networking site [199]. Xiao et al. [583] discussed how finstas—
secondary Instagram accounts that feature content often unacceptable to users’ pri-
mary accounts—have developed forms of counterpublics for young people to share
emotional or vulnerable content with their close friends.

In everyday algorithm auditing, we saw similar counterpublics emerging. In-
deed, many influential cases started with individual users complaining about cer-
tain socially harmful machine results in their everyday lives, but ended up with a
large group of users working together for a collective and collaborative action. For
example, in 2019 a group of YouTubers came together to show that the YouTube rec-
ommendation algorithm demonetizes LGBTQ+ content, resulting in a huge loss of
advertising revenue for LGBTQ+ content creators [433]. They tested the system with
new examples, validated or invalidated each other’s findings, and interdependently
probed the possible working mechanisms of the underlying system. During the pro-
cess, they formed temporary counterpublics against the dominant algorithm, collec-
tively making sense of the system, forming their own understanding and opinion,
and building consensus toward possible remediations. In contrast to crowdwork-
ers independently working on decomposed subtasks determined entirely by outside
parties, in everyday algorithm auditing, the crowd collectively decides the course an
audit takes, often through discussion threads or other social channels. For example,
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in the YouTube LGBTQ+ demonetization case, users started forming counterpublics
on different platforms such as content creation websites (e.g., Patreon) and social
media (e.g., Twitter) to work together detecting algorithmic biases as well as sup-
porting affected communities.

When forming counterpublics, users are involved in a process of collective sense-
making [564] of observed algorithmic behaviors. A rich tradition in HCI and CSCW
has contributed to our understanding of how groups of people can work together,
build upon each other’s explorations and insights, and work to achieve common
goals. Past work has examined collective sensemaking across a range of domains,
including citizen science [128], knowledge mapping and curation [179, 200, 234], and
social commerce [111], to name just a few. Similarly, in everyday algorithm audits,
users come together to collectively question, detect, hypothesize, and theorize about
problematic machine behaviors during their interactions with algorithmic systems.

3.3 Methods

We set out to understand what we can learn from existing everyday algorithm au-
dits in order to inform the design of platforms and tools that can better support
these practices. Thus, we asked: How can we better understand the characteristics,
dynamics, and progression of everyday auditing practices? How can we support
everyday users in detecting, reporting, and theorizing about problematic machine
behaviors during the course of their interactions with algorithmic systems?

In order to understand the nascent phenomenon of everyday algorithm audit-
ing, we adopted an exploratory case study approach [410], examining several re-
cent, prominent cases. We began with a small set of high-profile cases that at least
one of the co-authors was already familiar with. We iteratively reviewed and dis-
cussed these known cases to form the initial idea of “everyday algorithm audit-
ing”. Through this process, we generated related keywords (e.g., “auditing,” “test-
ing,” “algorithm,” “algorithmic,” “bias,” “harm,” “users,” “collective,” and “com-
munity”). Next, we searched news media (e.g., Google News, Google Search) and
social media (e.g., Twitter, Facebook) using combinations of these keywords to get a
rough sense for the scope of this phenomenon. The search yielded 15 cases (see Table
1) that met our definition for everyday algorithm auditing: one or more everyday
users act to detect, understand, and/or interrogate biased and harmful algorithmic
behaviors through their everyday use of a platform. These cases span multiple al-
gorithmic domains, including image captioning, image search, machine translation,
online rating/review, image cropping, credit scoring, and advertising and recom-
mendation systems. We reference these cases throughout the chapter to ground our
discussion in concrete examples. However, this set of cases is by no means compre-
hensive. Furthermore, as discussed in our Design Implications section, we expect that
these existing cases represent only a thin slice of what is possible for everyday algo-
rithm audits in the future. At this exploratory stage, our aim is to begin formalizing
this concept, to help guide future empirical and design research in this space.

Case Selection: To support depth as well as breadth in our analysis of everyday
algorithm audits, we chose a small subset of four cases to examine in greater de-
tail. To select these cases, we iteratively extracted patterns from our initial dataset
through a series of discussions among our research team. We set out to choose a
set of cases that a) span multiple domains and vary along the three dimensions out-
lined in the Scope and Boundaries section (algorithmic expertise, collectiveness, organ-
icness) and b) were accessible to us via multiple data sources (e.g., user discussion

awr
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Domains Cases Descriptions

Search Google Image Search [379] Researcher Noble searched “black girls” on Google and found out the
results were primarily associated with pornography.

Rating/review Yelp advertising bias [169] Many small business owners on Yelp came together to investigate
Yelp’s potential bias against businesses that do not advertise with
Yelp.

Booking.com quality bias [168] A group of users on Booking.com scrutinized its rating algorithm
after realizing the ratings appeared mismatched with their expecta-
tions.

Image cropping Twitter racial cropping [528] Researcher Madland posted an image on Twitter of himself and a

Twitter gender cropping [411]

Black colleague who had been erased from a Zoom call after Zoom'’s
algorithm failed to recognise his face. Twitter automatically cropped
the image to only show Madland. After Madland posted this too on
Twitter, users joined him in testing the Twitter cropping algorithm.

A researcher noticed that when VentureBeat shared an article with an
image of two women and two men on Twitter, the algorithm cropped
out both women'’s heads. This was followed by other reports and
testing by Twitter users.

Image captioning

ImageNet Roulette [130]

Artists/researchers Crawford and Paglen built an interface to help
users test a model trained on the ImageNet dataset. Although techni-
cal experts provided a tool that supported everyday auditing behav-
iors, users had autonomy in directing their efforts and using images
of their choosing. Collective auditing behaviors emerged through dis-
cussions on social media.

Image recognition

Google Photos [231]

Programmer Alciné uploaded photos to Google Photos and noticed
the app labelled his Black friends as “gorillas.”

Advertising

Google’s online ad delivery
[512]

Researcher Sweeney performed her classic auditing of online ad de-
livery after she found her own name presented as linked with an ar-
rest record in one of her many typical searches on Google.

Recommendation
systems

YouTube LGBTQ+ demonetiza-
tion [433]

Google Maps [191]

TikTok recommendation algo-
rithm [288, 485]

A group of YouTubers found that the YouTube recommendation algo-
rithm demonetizes LGBTQ+ content, resulting in a huge loss of ad-
vertising revenue for LGBTQ+ content creators.

A group of users reported that when they searched for the N-word
on Google Maps, it directed them to the Capitol building, the White
House, and Howard University, a historically Black institution. Other
users joined the effort and uncovered other errors.

A group of users found that TikTok’s "For You Page" algorithm sup-
presses content created by people of certain social identities, includ-
ing LGBTQ+ users and people of color. As a result, they worked to-
gether to amplify the suppressed content.

Translation

Google Translate Quality-of-
service harm [427]

Google Translate gender bias
[387]

Computer engineer Rezanasab noticed that Google Translate mis-
translated “condolences” in Persian to “congratulations” in English
when the phrase was directed toward people of certain countries, like
Lebanon. In response, other users collectively tested the system using
their own examples, showing this bias for some other nations, and
discussed their observations.

Social media users tested Google Translate for gender bias after notic-
ing it associates certain genders with professions and activities when
translating from gender-neutral languages such as Turkish, Hungar-
ian, and Farsi.

Credit Card

Apple Card [546]

Tech entrepreneur Hansson noticed the credit limit of his Apple Card
was 20 times higher than his wife’s, even though she has a higher
credit score and they file joint tax returns.

Facial recognition

Gender Shades [90, 91]

Researcher Buolamwini noticed a problem when she was working
with a facial analysis software: the software didn’t detect her own
face. She went on to evaluate the accuracy of a number of Al-powered

gender classification products on people of different genders and skin
tones.

Table 3.1: 15 cases of everyday algorithm auditing across various domains, which we use to
ground our discussion throughout this paper. Bold cases are analyzed in depth.

posts, news articles, research studies), enabling a rich analysis.

In particular, we chose two different domains that each have each been the target
of everyday algorithm audits in recent years: image cropping algorithms and rating
platform algorithms. Within each domain, we examined two cases that vary across
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the three dimensions discussed above to support comparison. Figure 3.1 summa-
rizes the four cases, visualizing varying degrees along each dimension. For exam-
ple, there are highly collaborative, less collaborative, and individual levels of col-
lectiveness among the four cases. In addition, these cases span multiple levels of
algorithmic expertise and organicness. The cases serve as illustrative examples to
better understand how everyday audits can work, what paths they can take, and
what impacts they can have.

For each of our four primary cases, we gathered and reviewed discussion threads
from the platforms where the everyday audits took place, then supplemented this
information by drawing upon relevant media (e.g., news articles, academic publi-
cations) collected in our earlier search. We describe these four cases, their charac-
teristics, and their dynamics in the next section. From this process of examining
the progression of each case, a set of broader lifetime dynamics emerged, which we
describe later in the chapter.

3.4 Case Studies

Now, we focus on four cases of everyday algorithm auditing to illustrate and in-
vestigate the characteristics and dynamics of these audits more broadly. We look at
two algorithmic sociotechnical platforms that each have been the target of everyday
algorithm auditing in recent years. For each platform, we examine two different
categories of biases that were detected via everyday algorithm auditing, as well as
the different paths users took to conduct these audits. We compare these cases with
each other to understand similarities and differences between everyday audits, and
we consider how the paths taken contribute to their impacts.

3.4.1 Twitter Image Cropping Algorithm

Twitter employs algorithms throughout its infrastructure to make decisions about
how content is presented to users. One such algorithm on Twitter uses neural net-
works to automatically crop the images users tweet, with the aim of improving
users’ experiences [521]. Twitter crops images included in tweets based on how
many images appear in a tweet, where more images contained in a tweet mean that
each image appears as a smaller thumbnail; the dimensions for this cropping have
been shared widely among Twitter users trying to understand why images in their
tweets appear the way they do [144, 367]. Twitter’s cropping algorithm attempts to
find the parts of images most interesting to people—as judged by how likely people
are to look at a certain region and termed “saliency”—and center that part of the im-
age within the frame, theoretically cropping the least interesting parts of the image
out of the thumbnail [521]. This appears to be a good solution for users and Twitter
alike: maintain consistent design of tweets while highlighting the part of an image
users most want to see.

But Twitter users noticed that the image cropping did not always match what
they would have guessed to be the most “salient” parts of images: specifically, they
noticed problematic trends in the behavior of the automated cropping, leading them
to suspect bias within the cropping algorithm. In one high-profile case in September
2020, Twitter users investigated potential racial bias in the way the cropping algo-
rithm decided whom to focus on and whom to crop out. In another case that gained
less traction in January 2019, Twitter users considered possible gender bias in the
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Cases Algorithmic Expertise Collectiveness Organicness

Case 1: Twitter  Many users had some technical The audit was almost entirely

Racial Bias expertise, but few had relevant organic, though a few of the
algorithmic expertise. platform’s employees stepped

in once the audit gathered at-
tention, and attempted to help.

Case 2: Twitter Users acted mostly individu-
Gender Bias ally; participation rarely in-
volved discussion.

Case 3: Yelp Ad- Users did not necessarily have | Users came together to discuss, This audit was almost entirely

vertising Bias algorithmic expertise beyond | theorize, and strategize on the | organic, though the resulting
using the platform to advertise [platform’s forums. lawsuits were certainly orga-
their businesses. nized.

Case 4: Book- Users did not necessarily have  Users acted mostly individually,
ing.com Quality algorithmic expertise beyond as there were few mechanisms
Bias using the platform to review for communication on the plat-

hotels. Later, a researcher, who form.

also stumbled upon this bias via

everyday use, conducted a for-

mal audit to establish firmer ev-

idence for the bias.

FIGURE 3.1: High-level descriptions of our four primary case studies across the three dimensions out-
lined in the Scope and Boundaries section. These cases serve as illustrative examples to better understand
how everyday audits can work, what paths they can take, and what impacts they can have. Darker
shades represent higher levels along a given dimension; lighter shades represent lower. Note that less
variation is presented along the “Organicness” dimension given that this chapter focuses on everyday
audits toward the more organic end of the spectrum as less organic everyday audits have been well
described by past literature.

cropping algorithm’s decisions. Below, we describe these two cases and the paths
they took along with their dynamics, results, and impacts.

Case 1. Racial Bias:

Our first case began when a user of the video conferencing platform Zoom realized
that a colleague’s trouble using virtual backgrounds might have to do with the soft-
ware not recognizing darker skin, then tweeted about it [344]. The user tweeted
images with the explanation, single shots that captured the Zoom screens of both
the colleague, who has darker skin, and the tweeting user, who has lighter skin,
side-by-side. The final tweet cropped this wide image to show a thumbnail of just
the lighter-skinned person, prompting the tweeter to notice unexpected behavior
and theorize that Twitter’s cropping algorithm might be racially biased, then tweet
about this new subject [346]. The individual tweeting—that is, the initiator of the
everyday audit—stumbled upon Twitter’s photo cropping issue in the midst of reg-
ular use of Twitter: sharing information with others on the platform. Incidentally,
the information the initiator set out to share on Twitter was related to the issue no-
ticed on Twitter itself, which may have helped the user enter the correct headspace
for more awareness of these types of strange and potentially biased behaviors.

Having developed a hypothesis that the cropping issues were related to skin
color, the initiator kicked off testing by tweeting the same image as before but flipped
so that the person initially on the right was now on the left and vice versa [345]. This
test also showcased the lighter-skinned person. Others on Twitter began to join in,
tweeting images of their own creation to see what the algorithm would prioritize and
what the algorithm would crop out. At the same time as users tested whether the
algorithm was indeed biased by skin tone, other users developed new hypotheses
that would lead to more tests in attempts to confirm or invalidate.
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For example, one highly shared thread put Mitch McConnell at one end of a
long image and Barack Obama at the other, finding that McConnell appeared in
the thumbnail no matter which end he appeared on [34]. When a new hypothesis
surfaced suggesting that the preference in this case might be based on the clothing,
specifically the ties, that the two politicians wore in the photos used—perhaps the
algorithm prioritizes the color red, which is worn by McConnell while Obama wore
a blue tie—a new test was run: exactly the same as before, but switching the ties
worn by the two men. McConnell again appeared in both thumbnails.

Other theories arose, leading many users to conduct a wide range of tests in
tweets involving elements such as background shade [115, 371], background color
[30], cartoon characters [348, 482], lighting [390], women [391], different numbers
of people [1], a variety of skin tones [31, 78], image contrast [372, 373], and even
dogs [26, 350]. Throughout, users built on and countered each other’s suppositions,
wielding the tests they had run as evidence supporting or opposing the claims of
various hypotheses.

The audit by everyday Twitter users of Twitter’s cropping algorithm for racial
bias had both specific and broader impacts. Broadly, the highly collective nature
of this audit where users worked together to determine a direction for the audit,
constantly interacting with each other along the way, led to the creation of a large
counterpublic space in which thousands of Twitter users interacted [34]. This space
allowed users to question the algorithmic authority of the very platform they con-
versed on, develop concrete concerns, and push for change. As might be expected
for a group this large, the media picked up on what was happening and many ar-
ticles were published about the issues highlighted by the audit (e.g., [86, 279, 448,
528]). In addition to—or perhaps because of—these broad reverberations, Twitter
provided an official response addressing how they would attempt to fix the issues
highlighted by the everyday audit: ultimately, they aimed to reduce cropping’s re-
liance on an ML model and allow for more user controls as well as ensure that image
thumbnails in the preview of a tweet accurately represented what the image thumb-
nails would look like once the tweet was live [8].

Case 2. Gender Bias:

The second case began when VentureBeat shared an article with an image of two
women and two men on Twitter [54]. A Twitter user pointed out that both women’s
heads had been cropped out while neither of the men’s had. As a result, while
the cropping algorithm highlighted the men’s heads, it focused instead on women’s
chests [411]. The individual who shared this issue to start the everyday audit had
noticed it while looking at the VentureBeat tweet, a normal usage of the Twitter plat-
form. Coincidentally—ironically?—the VentureBeat article featured four prominent
Al researchers, with one focusing on responsible Al [278], so this may have nudged
the user into a mindset that took notice of the cropping issue.

Unlike the previous, racial cropping issue, very few other Twitter users joined
this everyday audit. Because of this, there was little additional hypothesis forming
or testing, though some conversation did happen in replies to the initiating tweet
[412] as well as in a thread begun by another user that mostly focused on whether
Twitter or VentureBeat was to blame [196]. The gendered cropping issue was re-
visited in September 2020 and received more (but still relatively little) engagement,
including minimal testing of how Twitter crops other images, on the heels of the
prominent racial cropping case discussed above.
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Overall, the gendered cropping issue gained little traction. It stayed more in-
dividualized: only a handful of people participated when it was first brought up
in 2019, and though over a thousand liked the 2020 tweet resurfacing the issue, still
very few engaged in any sort of conversation about the issue. One might suspect that
the initiators of the gender bias case were not as influential or active as the initiators
of the racial bias case; but the initiators and of both the racial cropping audit and the
gender cropping audit have comparably large Twitter followings. Examining this
under the lens of meme virality produces some potential explanations for why this
might have occurred. While both Twitter cases can be understood as a meme in the
sense that it is a “unit of cultural transmission” [138], this one lacks the elements
of mimicry and remix some view as vital to meme-hood and virality [476]. In the
previous case of racially biased cropping, mimicry and remix can be seen as users
build upon each other’s observations, hypotheses, and testing strategies in the form
of tweets and retweets. Another possible explanation for the disparity in engage-
ment is that current events in 2020, such as the ubiquity of the Black Lives Matter
movement, might have led people to be more aware of and more interested in issues
of racial justice. This is a particularly appealing possibility given that information
in memes tends to propagate from mainstream news to social media [324]. Since
content with greater emotive strength is more likely to spread [226], another possi-
bility is that Twitter users are less interested in gender-related bias than race-related
bias. However, in November 2020, a Twitter user apparently unconnected to either
of the past conversations around gender cropping tested gender bias in a thread that
received almost four times the amount of engagement as gender cropping before,
suggesting that people are interested in the gender cropping issue as well [156]. So,
why did these two types of everyday audits, both occurring on the same platform
due to biases introduced by the same algorithm, receive different levels of attention
and take diverging paths? This remains an open question that needs further investi-
gation.

Likely because of the small number of people involved in the gender cropping
audit, it had little impact. A small counterpublic space did arise, briefly, but not
much else occurred. The small number of people kept the audit mostly individu-
alized in nature, with people who engaged mostly supporting the audit’s existence
rather than participating or helping to direct it. Not many people meant that the
audit had much more difficulty gaining any sort of traction beyond itself and was
ultimately unable to garner publicity or platform change like the racial cropping
audit.

3.4.2 Rating Platform Algorithms

Rating platforms are another type of sociotechnical system that use algorithms to
determine how to present information to users. Final ratings can have huge impacts
on a business’s livelihood as consumers look to the ratings to direct their behaviors:
for instance, restaurants were 30—49% more likely to fill their seats following just a
half-star rating increase on Yelp [29]. Though some users might assume that a final
rating is determined as a simple, raw average of all the ratings given by individual
users, many rating platforms do not follow this method. For example, in calculat-
ing a product’s rating, Amazon considers factors including how old the associated
review is, whether the reviews have verified purchases, and the number of votes
the review received for being helpful [73]. Other platforms like Yelp [586] do fol-
low this method of straightforward averaging but only include authentic reviews,
as classified by their algorithms.
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Additionally, the mechanisms behind these rating systems often lack transparency
[169], which has caused controversy about algorithmic bias in recent years. In May
2016, for example, Uber was accused of exploiting its rating system’s opacity to
slowly decrease the ratings of its Australian drivers so that it could suspend them
and charge high reinstatement fees [525]. Similarly, Yelp has been criticized for
lack of transparency around the inner workings of its rating system [184]. After
suspecting that the platform manipulated its rating system in order to force busi-
nesses to pay for advertising, Yelp users conducted an investigation. Below, we
explore the Yelp everyday algorithm auditing case as well as the Booking.com case
in which users scrutinized the rating algorithm after realizing the ratings appeared
mismatched with their expectations.

Case 3. Yelp Advertising Bias:

The Yelp case has a long history, beginning as early as 2011 when small business
owners on Yelp began to suspect that Yelp manipulated its review filtering algo-
rithm to hide positive reviews [44], which would then compel business owners to
pay for advertising to boost their rating positions to make up for having fewer pos-
itive reviews. Many small business owners on Yelp claimed to have noticed this
apparent algorithmic aberration after they had received phone calls from the Yelp
sales team about advertising with Yelp; when they rejected the offer, opting not to
pay for Yelp advertising, the positive reviews for their businesses started to get fil-
tered out. Even worse, the negative reviews for their businesses inexplicably moved
to the recommended page. The business owners took, naturally, to Yelp, where they
began posting on the Yelp Talk discussion forums about what they had noticed (e.g.,
[44]). In this way, the business owners together initiated the everyday algorithm au-
dit by sharing the perceived issue with others after encountering it through typical
usage of the platform.

Having developed a hypothesis that the filtering issues were related to the adver-
tising offer, business owners began to test by seeing what happened to reviews for
businesses following calls from Yelp Sales agents (e.g., [134]). Results of these tests
were circulated to others via the discussion forums, where business reviewers joined
business owners in conversation about the filtering algorithm. Alternate hypotheses
arose, such as the theory that reviews were being filtered out because writers ap-
peared illegitimate based on profile appearance or behavior—e.g., no profile picture
and few friends; writing too few, too pithy, too extreme, or too infrequent reviews
[175, 440]. These conjectures were often based on users’ folk theories about how
the filtering algorithm operated and not on concrete data [169]. Yelp users probed
these hypotheses through debate in the forum and through further testing that of-
ten involved business owners analyzing the elements of filtered and recommended
reviews and business reviewers visiting establishments and leaving reviews to test
whether they would be visible [393]. Business owners participated especially in-
tentionally, as they often had personal motivation if the algorithm had started fil-
tering their business’s positive reviews or recommending their business’s negative
reviews. Throughout, the users referred to the tests they had run and witnessed as
evidence in support of or in opposition to various proposed hypotheses.

The audit of Yelp’s review filtering algorithm by everyday Yelp users has a num-
ber of ramifications. In perhaps the largest and most visible result, the claims of
the audit led to many lawsuits filed over the years with almost 700 accumulated
over time [286, 395]. Though these lawsuits were ultimately unsuccessful [209], they
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created a large amount of public awareness and forced Yelp to engage with the com-
plaints, at least in the legal arena. Perhaps the widespread initiation of this everyday
audit, with different business owners in widely separated locations noticing the in-
consistency in the filtering algorithm’s behavior at the same time in a sort of collec-
tive initiation, forged the way for such large impact. In a smaller but still important
way, the everyday audit created awareness and support in a counterpublic space
within the Yelp platform on Yelp Talk discussion forums as users collectively con-
sidered the filtering algorithm. Yelp unintentionally allowed this, but it formed an
imperative aspect of this everyday audit and highlights the value of providing an
ecosystem for communication and discussion between audit participants.

Case 4. Booking.com Quality Bias:

The other case of rating platform bias began when Booking.com users rated hotels
where they had stayed and noticed a discrepancy between their desired total rating
and what the algorithm calculated. Booking.com asks users to assess a number of
different elements of their lodging experience, then uses an algorithm to calculate an
overall rating based on this assessment. The discrepancy appeared when disgrun-
tled hotel guests selected the lowest option for every element, aiming for a score of 1
or 0 out of 10, only to discover that the algorithm would produce a score of 2.5 [168].
Similar to the previous, Yelp case, many users realized this strange Booking.com be-
havior around the same time, initiating the audit by pointing out the issue in the
body of their hotel reviews, and they did so during typical platform usage: trying to
leave poor reviews.

Unlike the Yelp case, this everyday algorithm audit stayed highly individual-
ized. After Booking.com users reported the issue they observed through reviews,
there was no on-platform way for the users to communicate with each other, in con-
trast to the Yelp case where users could talk on the Yelp platform. Booking.com users
thus individually set out to test their hypothesis that the rating algorithm would not
dip below 2.5 by trying different combinations of rating inputs. Multiple hypotheses
for the Booking.com behavior eventually did emerge, such as that the algorithm was
purposefully skewing the ratings to present a better image for low-to-medium qual-
ity hotels, that the algorithm rated overly high in general, and that the algorithm was
just incorrect [168]. Users attempted to warn others of both the bad hotel experience
and the unrepresentative algorithm behaviors, using review writing as a method for
raising awareness since this was the only way to communicate on the platform.

In terms of impact, this everyday audit had few. The Booking.com case gener-
ated little publicity, despite having proven existing bias. This is especially interest-
ing when taken in conjunction with the Yelp case, which generated an abundance of
publicity despite never having proven bias—in fact, the Yelp case was ultimately dis-
missed due to the lack of scientific evidence [209]. Perhaps this difference arises from
a difference in personal injury: in the Yelp case, the livelihoods of many business-
owning everyday auditors were at stake, whereas in the Booking.com case, the most
at stake for the everyday auditors was the ability to fully trust the ratings upon
which they based hotel reservation decisions. Or perhaps more collective every-
day audits invite publicity, as the collective nature means that not only are more
people aware of the audit occurring, but also they are more aware of it as they
actively participate in sensemaking discussions and actions. While Booking.com’s
audit participants lacked collectiveness, they still changed their behaviors to try to
make changes to the system; that is, they signaled to other users a more accurate
presentation of their hotel stays, and they trusted the overall platform ratings less
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[168]. Booking.com did eventually make changes to its rating system to make the
lowest possible score to 1 (instead of 2.5) and allow users to select an overall score
that will appear unchanged by an algorithm [81], which are likely indirect results of
this everyday audit.

3.5 The Lifetime and Dynamics of an Everyday Audit

Below we propose a process-oriented view of everyday algorithm audits, with phases
ranging from (1) initiation of an audit to (2) raising awareness of observed issues to
(3) hypothesizing about observed behaviors and testing an algorithmic system to (4)
some form of remediation. In practice audits may follow a non-linear path through
these phases, and may terminate before reaching all phases, for various reasons dis-
cussed below. Regardless, these provide a useful high-level understanding for de-
scribing the paths everyday audits can take, comparing different everyday audits,
and envisioning interventions to facilitate such audits.

3.5.1 Initiation

Everyday algorithm auditing usually starts in the moment that an individual or
group of individuals finds an instance of harmfully biased behaviors through nor-
mal usage of an algorithm. Some of the cases such as the Twitter cropping algo-
rithm’s racial and gender bias start with one individual user, the initiator, and then
continue via other users. On the other hand, in some cases such as Yelp’s filter-
ing algorithm or Booking.com’s rating algorithm, many users notice a potential bias
around the same time in different locations with or without previous connections
with each other. These behaviors, as we call individual and collective initiation re-
spectively, could play a role in the spread and impacts of an everyday audit.

Everyday audits are often initiated by incidental exposure to problematic machine
behaviors: in other words, users may not necessarily intend to conduct an audit
from the start. Rather, users often stumble upon concerning algorithmic behaviors
in the midst of their day-to-day use of a system. For example, in the Twitter racial
cropping case began when, in the course of tweeting an image, noticed that out of
two people shown in the image, the person with darker skin was excluded from
preview thumbnails. While everyday audits frequently begin through incidental
exposure, users may be more likely to detect and spread awareness of problematic
machine behaviors when they are already “primed” to look for such behaviors. For
instance, in the Twitter racial cropping case, the audit initiator noticed a concerning
cropping behavior in the context of tweeting about a different racial bias observed
on another platform (Zoom). As might be expected, unintentional initiation is more
likely to arise from the users’ situated actions whereas more intentional initiation is
more likely to arise from the actions of external auditors and not in the context of
everyday use.

3.5.2 Awareness Raising

After detecting a problematic algorithmic behavior, the initiator or initiators broad-
cast what has been discovered to others. For example, in both Twitter cropping
cases, this took the form of a tweet to other users. Others can then spread the word
to even more people. Promoting the audit is a valuable part of the process, as it can
bring more people into the discussion and increases visibility of the issue at hand.
Sometimes, like in the racial cropping Twitter case, this promotion by other users
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creates the opportunity for further sharing and for participating in other parts of
the audit like hypothesis forming and testing, which we explain in the next section.
Other times, when discussion between users is more limited by a platform like in the
Booking.com case where users had to communicate through reviews, this promotion
by other users solely creates more awareness among those who see it, helping them
to adjust their own behavior in using the system.

Raising awareness has ramifications both internal and external to the everyday
algorithm audit. Internally, sharing information about the audit, for example in the
racial cropping case on Twitter when some people created larger threads combining
information from multiple places, serves to draw more participants into the audit in
a cascading, self-referential way that potentially increases its collective nature. That
is, the more users promote the audit, the more new people notice its happening and
are then more likely to promote the audit themselves. Externally, sharing informa-
tion about the audit makes it more likely that the awareness will eventually extend
beyond the audit, as will be discussed more in Remediation below.

Everyday audit participants also can generate awareness through supporting the
mechanisms of the audit. The LGBTQ+ YouTube demonetization is an example of
this, as some YouTubers worked together to collect keywords, and a large number
of people did a lot of YouTube tagging as well as shaming the company on Twitter
for its actions. While this can promote the audit itself, these actions are more fo-
cused on assisting—but not guiding—other parts of the audit. Often a core group
of people collaborate in the auditing process and are surrounded by a larger ring of
people supporting their actions. The lack of many people in this support ring might
help explain the lower traction for the Twitter gender cropping case as compared
to the racial cropping case. Both the core group and the surrounding ring form a
counterpublic space that supports the everyday audit as it progresses.

3.5.3 Hypothesizing & Testing

Following initiation and/or awareness raising, an everyday algorithm audit may
progress toward users forming hypotheses for the observed behavior and intention-
ally testing an algorithmic system to collect further evidence. This process may in-
volve just the individual who initiated the audit or may extend to many users if
the initiator raised awareness and inspired others to get involved. Individual users
who proceed alone continue with little support either from other situated users or
from external experts. In more collective everyday algorithm audits, a group of ev-
eryday users organizes and builds on each others” efforts in the process. The users
collectively decide on and steer the process, often through online discussion.

When users start hypothesizing about the potential biases of a system and testing
their hypotheses, they usually develop “folk theories”: non-authoritative theories a
user forms to explain and understand how a technological system works [145, 165].
These theories, regardless of their validity, shape user behaviors and inform how
they act around a system. In an everyday algorithm audit, these theories help users
to form hypotheses about the sources of a bias, then test them. Sometimes these tests
fail, such as switching the tie colors of McConnell and Obama in the Twitter racial
cropping algorithm case to test the hypothesis that the algorithm might prioritize red
over blue [34]; other times these tests succeed, such as manipulating the algorithm
inputs in the Booking.com case to test the hypothesis that the algorithm skewed the
minimum score up [168]. These examples show the importance of folk theory de-
velopment in the process of an everyday audit: the more the platform allows users
to develop and test theories, the more users have the opportunity to discover biases.
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One way to empower users in this process is seamful design; as Eslami et. al. de-
scribed, adding visible hints disclosing aspects of an automation process, or seams,
into the design of an algorithmic system can help users construct better conceptual
understandings and theories about the system [165]. This increased transparency
can provide users with more visibility, which may aid in detecting potential biases.
The increasing number of everyday algorithm audits, along with new regulations
around algorithmic bias [212, 261], can push algorithmic sociotechnical systems for
a more transparent and seamful design.

Hypothesizing and testing often involves different degrees and forms of collab-
oration. In cases where users perform the auditing in an individual endeavor, they
might spot an issue and quickly report it via social media channels or the platforms’
internal discussion forum or, if coming from a background of high technical exper-
tise, they might conduct the auditing in a more systematic way alone. In other more
collective cases, users come together to make sense of how the system actually pro-
duces such biased results. During this process, they might raise new evidence, test
each other’s evidence, and collectively search for patterns that emerged from their
discussion. For example, in Yelp’s filtering algorithm case, users collectively worked
together on the Yelp platform itself to form different hypotheses about how the al-
gorithm works, test those hypotheses, and report the results back to the community.

Similar to the motivations behind initiation of the audit, the hypothesizing and
testing process can range from organized to organic. More organized testing often
involves external stakeholders (e.g., researchers, developers, journalists) who inter-
vene in the process, while more organic testing often arises naturally without outside
intervention as everyday users detect and assess algorithmic behaviors and play an
active role in determining the course the audit takes. We argue that everyday algo-
rithm auditing can receive—and often benefit from—different degrees and forms of
external intervention. For instance, in some cases, developers with insight into the
inner workings of a given system may be able to provide useful feedback to guide
hypothesis formation, such as in the Twitter cropping case when an engineering
team lead chimed in to let audit participants know that facial recognition is not part
of the cropping algorithm [559]. To the extent that external interventions represent
guidance for an otherwise collectively-led audit, rather than directing or orchestrat-
ing the collective’s activities as in a crowdsourced/collective audit, we do not view
such interventions as invalidating the everyday nature of the audit.

3.5.4 Remediation

At its core, an everyday algorithm audit has a singular objective: instigate change
based on the issues identified and investigated. Change can occur at multiple levels.
One type of change creates or increases external awareness through publicity. As
the audit gains traction, news and other media sources are likely to become aware of
the audit as well and may publish articles on the audit and the issues it highlights.
This leads to broad social impact via greater awareness of the issues in the public
sphere by all types of people, who may then choose to share this information with
still others, alter their own patterns of behavior, or even take part in the audit if it is
still occurring.

Another type of change comes in the form of legal action. For example, in the
Yelp case, close to 700 lawsuits were filed in attempts to force Yelp to change its
review filtering algorithm [285]. Though none of the lawsuits in the Yelp example
were successful, they had the potential to put the platform in a position in which it
would have been required to respond and enact change or risk behaving illegally.
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There are also less direct repercussions of the legal action. Regardless of whether a
lawsuit has the desired result for the plaintiff, the filing of a legal case in itself creates
publicity for the issue.

Perhaps the most effective type of change is at the platform level. Sometimes
when an everyday algorithm audit brings a problem to the forefront, the creators or
employers of the algorithm take notice and agree that a change should occur. An
official statement can create legitimacy around the audit and the identified issue,
and swift redress can occur, since those who have decided on change now include
those who have the power to enact change. Both of these resulted from the Twitter
racial cropping case, as Twitter posted on the company blog [8] and committed to
changing the way that image previews are cropped. In another example, Google
revised its image recognition algorithm’s racial bias in classifying some Black users
as gorillas (which was found and reported by everyday users) [548]. However, plat-
forms’ attempts at redress are not always effective. For example, Google preemp-
tively announced in 2020 that it had fixed its translation classifier to address bias
that assigned gendered pronouns in an often stereotypical way to professions and
activities when translating gender-neutral languages [387, 574]; the issue reemerged
in 2021 with other languages (e.g., [177, 330, 536]).

When platforms fail to act to fix a harmful and biased algorithmic behavior, ev-
eryday users sometimes go beyond detecting, testing, and reporting a bias to begin
rectifying the behavior themselves. For example, in the Booking.com case, users
started manipulating the algorithm to return lower algorithmically calculated rat-
ings in their hotel reviews so that the actual ratings better aligned with users’ in-
tended ratings [168]. Everyday users also engage in what we call “collective repair”
to resist and ameliorate the harm an algorithm can bring to a community. For ex-
ample, in an everyday audit TikTok users found that the platform’s For You Page
algorithm suppresses content created by people with certain social identities, such
as LGBTQ+ users and people of color. In response, some users worked together
to amplify the suppressed videos by specifically engaging with them and adding
comments [288, 485].

3.6 Design Implications

We have discussed users” auditing behaviors around the Twitter image cropping al-
gorithm and around rating algorithms on Yelp and Booking.com. Across these cases
of everyday algorithm auditing, we observed similar patterns: a group of day-to-
day users comes together to detect, understand, and interrogate problematic ma-
chine behaviors during the course of their ordinary interactions with algorithmic
systems. In this section, we explore what lessons might be drawn from the study of
everyday algorithm auditing to overcome limitations of previously proposed audit-
ing approaches. We ask how designers might facilitate everyday algorithm auditing
practices, building upon regular users’ existing motivations to engage in such au-
diting behaviors and supporting their unique strengths in surfacing harmful algo-
rithmic behaviors. How might designers support and scaffold everyday algorithm
audits, without intervening so heavily as to sacrifice their bottom-up, user-driven
nature?

Below we outline five broad categories of potential design interventions—a) com-
munity guidance, b) expert guidance, c) algorithmic guidance, d) organizational
guidance, and e) incentivization—and discuss potential design trade-offs.
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3.6.1 Design for Community Guidance

Across our cases, we observed different degrees and forms of collaboration among
everyday auditors. In general, more collective efforts may lead to more impactful ev-
eryday algorithm audits. For example, everyday auditors in the Yelp case engaged
in more collaborative auditing behaviors compared with the Booking.com case. We
could speculate that, through increased interaction with other everyday auditors,
Yelp users may have been more likely to form “counterpublics” against the domi-
nant algorithmic system, in a collective effort toward sensemaking and consensus
building. Moreover, more collective everyday auditing efforts may be more success-
ful in raising awareness and pushing for changes on the algorithmic, platform, and
even societal level, as we observed in our discussions around Twitter’s cropping
algorithm.

One way designers might support collective auditing behavior is to offer mech-
anisms that help everyday auditors guide each other’s efforts. At minimum, this
might include providing spaces for community discussion so that everyday audi-
tors can discuss, raise awareness about, and build upon each other’s findings, as we
have already observed in the Yelp and Twitter cases. Apart from directly facilitat-
ing the auditing process, public discussion forums may help garner support from
advocacy groups and news organizations to raise awareness and push for potential
remediations on different levels, as we observed in the YouTube LGBTQ+ demone-
tization case.

Beyond simply providing spaces for discussion, we might imagine tailoring or
augmenting discussion channels with mechanisms that are explicitly designed to
support everyday auditing. For example, a discussion platform designed for ev-
eryday auditing might allow community members to upvote specific algorithmic
behaviors that other community members have reported, in order to collectively
surface the most severe reports, or reports that may benefit from further discussion.
Furthermore, when an everyday auditor selects a particular report, the discussion
platform might provide an overview of relevant hypotheses and findings that other
auditors have generated so far, to help the auditor build upon previous contributions
instead of retreading old ground.

When designing to support community guidance, we should also consider the
possibilities of leveraging existing platforms rather than creating entirely new ones.
In the Yelp case, users were able to leverage embedded discussion forums to orga-
nize their everyday auditing. In the Twitter case, the platform being audited was
itself a discussion platform, allowing users to discuss and test algorithmic behavior
simultaneously. This evokes Grevet and Gilbert’s “piggyback prototyping” technique
in which existing, popular platforms (e.g., Facebook and Twitter) are appropriated
in the design of new social computing systems in an attempt to help overcome the
challenges of obtaining critical mass on entirely new platforms [222]. A potential
trade-off is that hosting community discussion within the same platforms that are
under audit may lead to concerns about platform-driven censorship or suppression,
given uneven power dynamics and the potential for value conflicts between justice-
oriented audits and profit-oriented platforms. We anticipate that in certain cases,
everyday auditors may feel more comfortable hosting these discussions elsewhere.

3.6.2 Design for Expert Guidance

Although the cases we reviewed were often initiated organically by situated users,
others with relevant technical expertise sometimes weighed in as well. In the Twitter
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photo cropping case, developers from Twitter intervened in the discussion of racial
bias to weigh in with some of the background knowledge they had available on
how the cropping algorithm functions [559]. We expect that everyday algorithm
audits can benefit from expert input, whether from system developers, researchers,
or regulators. However, it remains an open question what forms and degrees of
expert engagement may be most helpful in facilitating everyday audits.

To help steer everyday auditors’” ongoing efforts in more productive directions,
designers might invite relevant experts to continuously monitor community discus-
sions and intervene as needed [107, 158]. For example, at any stage of an everyday
audit, a product team might weigh in and provide feedback, based on technical
knowledge of their products, regarding the plausibility of user-generated hypothe-
ses. However, if this is not handled carefully, experts’ involvement may risk di-
minishing everyday auditors’ sense of community and autonomy. For example, the
insertion of technical or domain experts into the middle of an everyday audit might
create unequal power dynamics in community discussions.

Relevant experts may also provide guidance to users at the initiation stage. For
example, to complement their own internal auditing efforts, a product team may ac-
tively draw users’” attention to suspected issues or components of a system that they
would like users to audit, then suggest testing strategies for users to try [256]. Sim-
ilarly, in the case of ImageNet Roulette [130], researchers built an interface to help
everyday users quickly and easily audit a model trained on the ImageNet dataset,
then disseminated this interface on social media. In turn, the ImageNet Roulette in-
terface went viral, spurring a large and diverse group of users to test for algorithmic
biases using images of their choosing. Although audits were initiated by techni-
cal experts in both of the above examples, users still had agency and autonomy in
directing their collective efforts via social media.

The design of bidirectional feedback mechanisms between developers and every-
day users of algorithmic systems represents a critical direction for future research.
In addition to the need for systems that help developers provide effective feedback
and guidance to users who are engaged in everyday auditing behaviors, there are
opportunities to design systems that scaffold users in providing more useful, action-
able feedback to developers.

3.6.3 Design for Algorithmic Guidance

For certain auditing tasks, such as exploring a system’s behavior, gathering evi-
dence, or testing hypotheses, everyday auditors may benefit from algorithmic assis-
tance. For instance, designers might develop auditing interfaces that automatically
surface potentially important instances for everyday auditors to examine further.
As a foundation for such interfaces, it may be possible to build upon emerging al-
gorithmic techniques for crowd-in-the-loop detection of “unknown unknowns” in
ML models (e.g., [48, 98, 314, 332, 378, 535]), which automatically surface cases that
are more likely to be mislabelled and/or misclassified. These methods focus on sur-
facing regions of a model’s error space in which the model is highly confident yet
incorrect [314]. This form of algorithmic guidance could supplement guidance that
users may receive from each other (e.g., via upvoting mechanisms) and from expert
guidance (e.g., suggestions for how everyday auditors should direct their search ef-
forts), potentially surfacing cases that these other forms of guidance would miss.

In some of the everyday auditing cases we have reviewed in this chapter, es-
tablishing the presence of certain issues requires some form of comparison. We dis-
tinguish between two major categories of auditing behaviors: “instance-based” and
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“comparison-based” auditing. Instance-based auditing applies to cases where the
observation of an isolated harmful algorithmic behavior is sufficient to ground an
argument for remediation. For example, when users found that the Google Photos
app assigned a photo of Black people with the label “gorillas” [231], it was not nec-
essary to demonstrate that most photos of Black people receive the same label, nor
was it necessary to demonstrate that Black people are consistently assigned this label
at a higher rate than white people. Rather, users felt that the app should never assign
such a harmful label to images of Black people. By contrast, comparison-based au-
diting applies to cases where, in order to establish that a harmful bias truly exists and
is worth addressing, it is necessary to compare multiple instances and demonstrate
the existence of statistical patterns. For example, when Sweeney [512] found that a
web search for her own name yielded arrest record ads, she wanted to understand
whether systematic discrimination was present. To do so, it was necessary to search
for many Black sounding names and statistically compare the results against those
for other names [512]. To support such forms of comparative auditing, designers
might provide interfaces and algorithmic guidance to empower everyday auditors,
who typically lack knowledge of statistics or causal modeling, in testing statistical
or causal hypotheses.

3.6.4 Design for Organizational Guidance

In our cases, we also observed fluid divisions of labor among users across the life-
time of an everyday algorithm audit. For example, in the Twitter cropping case,
some users largely focused on tweeting images to test how the image cropping algo-
rithm would behave for each. Meanwhile, other users contributed more in retweet-
ing and raising awareness about observed issues, or in forming hypotheses about
observed algorithmic behaviors.

Designers could help guide the division of labor through interventions that en-
courage everyday auditors to take on particular roles during an auditing process,
including roles that are expected to be important and might not arise organically.
For example, across all of our cases, a major challenge was a lack of effective syn-
thesis mechanisms to help users keep track of each other’s findings and hypotheses
and build upon each other’s contributions so far (cf. [128]). “Synthesizer” may be a
valuable role for some everyday auditors to take on, in order to help the collective
make more cumulative progress. More broadly, we could imagine organizing every-
day auditors along a number of major roles, such as (1) Initiators, who focusing on
identifying problematic algorithmic behaviors; (2) Generalizers, who examinine in-
stances flagged by initiators, and use these to inform hypotheses about the scope of
the issue and possible underlying causes; (3) Amplifiers, who help share and broad-
cast what has been discovered to others, raising awareness of findings, hypotheses,
and relevant discussions so far; and (4) Synthesizers, who transform the outputs of
this iterative auditing process into summaries for others to build on.

3.6.5 Design for Incentivization

Finally, while community, expert, algorithmic, and organizational guidance may
help to improve ongoing auditing processes, another major design opportunity is
to explore mechanisms that incentivize everyday auditors to have more active and
sustained participation. For example, one potential design direction is to offer an “al-
gorithmic bias bounty program,” drawing inspiration from “bug bounty” programs
in cybersecurity. The core idea of security’s “bug bounty” program is to incentivize



Chapter 3. Understanding the Power of Everyday Users 33

hackers to share vulnerabilities with legitimate organizations for monetary and rep-
utational rewards, as an alternative to selling or exploiting those vulnerabilities [392,
452]. Similarly, in the context of everyday algorithm audits, we could encourage
users to directly report detected biases to organizations and platforms, offering so-
cial incentives (e.g., reputations and points) and monetary incentives accordingly. A
potential risk is that, if not designed carefully, the provision of extrinsic rewards for
algorithm auditing may reduce useful spontaneity or may inadvertently diminish
users’ existing intrinsic motivations to engage in everyday auditing behaviors.

Indeed, while this chapter was under review, Twitter announced its own “bias
bounty” program, inspired by cybersecurity “bug bounty” programs and by its own
image cropping cases. This program aimed at incentivizing people to detect, test,
and report potential biases [114]. However, such “bias bounty” programs also heav-
ily rely on participants with relevant technical expertise to detect biases, similar to
bug bounty programs in cybersecurity, which rely on experienced hackers to iden-
tify bugs. We see design opportunities here to develop systems that can combine
strengths of both technical experts and everyday users. For example, an audit could
begin by inviting a wide and open range of everyday users to participate in surfacing
harmful algorithmic behaviors. Initial hypotheses and observations from everyday
users could then serve to inform further, systematic investigations by machine learn-
ing experts and analysts. The initial, open phase of auditing may uncover issues that
anarrower group of technical experts might otherwise have missed. Indeed, in some
ways, this is how the Twitter “bias bounty” program proceeded, given that partic-
ipants in the program were directly informed by observations and hypotheses that
everyday users had developed previously.

In addition to incentivizing auditors, there is also a need to incentivize devel-
opers and platforms both to implement these measures (e.g., supporting user-led
audits on embedded discussion forums) and to remediate issues that users uncover.
Holstein et al. (2019) found that commercial product teams, fearful of negative pub-
lic attention, are often motivated to uncover harmful algorithmic behaviors as early
in the process as possible. Acknowledging the limitations of existing auditing ap-
proaches, several industry practitioners interviewed in this research expressed inter-
est in implementing mechanisms for user-led auditing [256]. Some product teams
were motivated enough to experiment with developing their own collective audit-
ing tools and processes. While these findings highlight that some product teams and
companies are already motivated to implement such measures, others may be hes-
itant to encourage users to scrutinize their systems. Prior work has demonstrated
that, even where motivation is lacking, public awareness raising around harmful
behaviors in commercial Al systems can motivate target companies to prioritize re-
mediation [414]. Similarly, recent work from Vincent et al. [552] discusses potential
ways for the public to withhold their data contributions as leverage, reducing the
effectiveness of specific data-driven technologies in order to motivate companies to
address users’ concerns. Finally, given the uneven power dynamics between users
and platforms, structural interventions are also needed (e.g., policy and legal inter-
ventions) to ensure external accountability.

3.7 Discussion

We have taken initial steps to theorize and explore an under-studied phenomenon
in which everyday users detect, interpret, question, and bring attention to problem-
atic machine behaviors in their day-to-day interactions with algorithms. We argue
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that such “everyday algorithm auditing” is especially powerful in detecting harm-
ful behaviors that are challenging for existing auditing approaches discussed in the
academic literature. In this section, we discuss the unique power and contributions
of everyday algorithm auditing and raise a few open questions on how to better
support it for future research.

3.71 The Power of Everyday Algorithm Auditing

Past research has highlighted the limitations and blindspots of existing auditing ap-
proaches and speculated that everyday users might be able to overcome these lim-
itations (e.g., [169, 256]). In this chapter, we take a step further by studying how
such user-led audits unfold in the real world and by exploring how we might better
support these processes. Through detailed case studies, we have shown that every-
day users are able to detect harmful algorithmic behaviors that are challenging for
traditional auditing approaches and that users can exercise agency and autonomy
in directing their own auditing process. Below we highlight a number of unique
contributions of everyday algorithm auditing and how it can help overcome some
of the limitations presented in existing approaches.

First, everyday algorithm auditing leverages the lived experiences of everyday
users. Past literature suggests that existing approaches often fail to involve audi-
tors with relevant cultural backgrounds and lived experience that are critical to de-
tect sensitive harms [589]. Everyday algorithm auditing, with contextually situated
users, is especially powerful to appropriately identify the problems at hand. Al-
though a crowdsourced/collaborative auditing approach [447] also invites users’
participation, it often relies on crowdworkers, who do not necessarily have lived
experiences with the algorithms being audited, do not communicate and work to-
gether toward a common goal, and therefore might not be sensitive to the related
harms.

Second, everyday algorithm auditing engages and leverages the situated knowl-
edge of everyday users. As past literature suggests, many harmful machine behav-
iors are challenging to detect outside of situated contexts of use [127, 190, 256, 343,
462]. Through their day-to-day interactions with an algorithmic system, everyday
users are particularly well positioned to detect these types of behaviors that emerge
in real-world contexts of use, in the presence of complex social dynamics, and in the
changing norms and practices of using algorithmic systems over time.

Third, in an everyday algorithm audit, users are able to form counterpublics via
different social media channels or community forums and participate in their own
collective sensemaking and consensus building. This is especially powerful since
only in such collective attempts, will users be able to build on each others’ contribu-
tions, test each others” hypotheses, and support each other in different forms (e.g.,
helping publicize their efforts). In contrast, in a crowdsourced/collaborative audit
[447], users are often working on individualized tasks that have been assigned to
them, without participating in discussion.

Finally, in an everyday algorithm audit, users have control over the auditing pro-
cess. This differs from a crowdsourced/collaborative audit [447], in which users are
hired via crowdsourcing platforms to work on decomposed subtasks determined en-
tirely by outside parties; in an everyday algorithm auditing, users—often collectively—
decide their own course of action. Their autonomy and agency help steer the audit
in the directions that are most useful and meaningful for them, which are often over-
looked by existing approaches.
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3.7.2 Appropriate and Timely Interventions

We have discussed five types of design interventions we might offer to support
everyday algorithm auditing: community guidance, algorithmic guidance, expert
guidance, organizational guidance, and incentivization. We have also discussed
some potential trade-offs that we need to consider when offering these types of in-
terventions. Below we raise open questions regarding the appropriate timing and
proper degree of intervention for future research.

When to intervene and when to stop

We have discussed that interventions can happen at any stage of an everyday al-
gorithm audit and that different stages might benefit from different types of inter-
ventions. For example, we might anticipate that having expert guidance during the
initiation stage (e.g., as in the case of ImageNet Roulette) and the hypothesizing and
testing stage (e.g., in the Twitter racial cropping case) might be especially helpful. On
the other hand, community guidance might be more useful at the awareness raising
stage (e.g., as in the YouTube LGBTQ+ demonetization case) and the hypothesizing
and testing stage (e.g., in the Yelp and Twitter cases). However, currently we have
very limited understanding of the appropriate timing for intervention. For example,
how can we maintain the organic nature of everyday algorithm auditing, especially
at the initiation stage, but also prompt a group of people to start auditing first, which
might inevitably remove some of the organic nature?

How much intervention

We have also discussed different forms of intervention and some hypothesized trade-
offs. For example, introducing expert guidance might create unequal power dynam-
ics in community discussions and risk diminishing users’ sense of community and
autonomy. Hosting community discussions within the same platforms that are un-
der audit may lead to concerns about platform-driven censorship or suppression.
Currently we are only at the starting point to understand and explore the appropri-
ate degrees of these interventions. How much intervention is too much? What are
the trade-offs in moving from more organic to more organized at different phases
of an everyday audit? These questions need further research and investigation; the
exploration of everyday algorithm auditing is in its infancy, and our work presents
a first step .

3.8 Conclusions

In this chapter, we have drawn on real-world case studies and prior theories of ev-
eryday resistance and counterpublics to understand how everyday users—either in-
dividually or collectively—detect, understand, and interrogate problematic machine
behaviors in their day-to-day interactions with algorithmic systems. By comparing
the lifetime and dynamics of several cases of everyday algorithm auditing, we have
proposed a process-oriented view of everyday algorithm audits, involving initiation,
awareness raising, testing and hypothesizing, and remediation. We have drawn
lessons from these cases for future research and design around everyday algorithm
auditing, outlining five broad categories of potential design interventions to sup-
port everyday audits—a) community guidance, b) expert guidance, c) algorithmic
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guidance, d) organizational guidance, and e) incentivization—along with potential
trade-offs.

As the first work conceptualizing and studying everyday algorithm auditing,
this research is highly exploratory in nature. The lifetime and dynamics presented
as part of an everyday audit are intended to be representations of what we see at
this stage of exploration, capturing both current practices we have observed and
possibilities we see for future practice. As such, these represent a set of untested
assumptions about everyday algorithm audits that could change over time as more
empirical work is conducted in this space. That is, neither the cases presented in
this chapter nor the approaches we used to analyze them are comprehensive: they
outline an observed phenomenon and serve as illustrative examples to better un-
derstand how everyday audits work, what paths everyday audits could take, and
what impacts everyday audits could have. Future research should conduct in-depth
follow-up studies with users to investigate the practices and strategies they use to
find and make sense of harmful algorithmic behaviors. Another fruitful, comple-
mentary area for future research includes an exploration of the design opportunities
discussed above. For example, how can we design platforms that support users in
conducting more effective everyday algorithm audits, both individually and collec-
tively?

In sum, this work is an initial step toward bridging the gap between algorithm
auditing approaches in academia/industry and everyday auditing behaviors that
emerge in day-to-day use of algorithmic systems. It is my hope that this work will
help to inform future research on everyday algorithm auditing, as well as the de-
sign of future platforms and tools that empower people to meaningfully audit the
algorithmic systems that impact their lives every day.
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Chapter 4

Investigating Users’ Strategies for
Uncovering Harmful Algorithmic
Behavior

This chapter is adapted from my paper [148]:

Alicia DeVos, Aditi Dhabalia, Hong Shen, Kenneth Holstein, Motahhare Es-
lami. “Toward User-Driven Algorithm Auditing: Investigating users’ strate-
gies for uncovering harmful algorithmic behavior.” In Proceedings of the 2022
CHI Conference on Human Factors in Computing Systems. (2022).

Recent work in HCI suggests that users can be powerful in surfacing harmful
algorithmic behaviors that formal auditing approaches fail to detect. However, it is
not well understood how users are often able to be so effective, nor how we might
support more effective user-driven auditing. To investigate, I conducted a series of
think-aloud interviews, diary studies, and workshops, exploring how users find and
make sense of harmful behaviors in algorithmic systems, both individually and col-
lectively. Based on the findings, I present a process model capturing the dynamics
of and influences on users’ search and sensemaking behaviors. I find that 1) users’
search strategies and interpretations are heavily guided by their personal experi-
ences with and exposures to societal bias; and 2) collective sensemaking amongst
multiple users is invaluable in user-driven algorithm audits. I offer directions for
the design of future methods and tools that can better support user-driven auditing.

4.1 Introduction

The presence of biases and inequities in algorithmic systems has led researchers to
develop new approaches for algorithm auditing to detect biased, discriminatory, or
otherwise harmful behaviors! (e.g., [91, 127, 168, 256, 323, 379, 417, 447, 512, 597]).
Typically these auditing techniques are led by experts such as researchers, activists,
industry practitioners, and government agencies [106]. For example, in “scraping
audit” techniques, experts query an algorithmic system and investigate and com-
pare the outputs [447]. As another example, in a “sock puppet audit”, experts use
computer programs to impersonate different types of users, inject fake data into the
system, and evaluate the results [447]. Although expert-led auditing approaches

IWhen relevant, we differentiate between harmful biases and harmful behaviors more broadly in
algorithmic systems. While these categories often overlap, not all algorithmic harms are best under-
stood as “bias,” and not all algorithmic biases are necessarily harmful [74].
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have been greatly impactful, the absence of the actual context of use and every-
day users in the auditing process can still result in major blindspots in practice. As
well as experts’ cultural blindspots, social dynamics, changing norms, and new cir-
cumstances can hinder experts” detection of many types of algorithmic biases and
harms [127, 190, 254, 462, 474, 589]. In contrast, recent years have seen many cases
in which users uncover and raise awareness about harmful algorithmic behaviors
that they encounter while interacting with algorithmic systems [168, 169, 249, 474].
Some examples include Twitter users detecting racial bias in Twitter’s image crop-
ping algorithm [249], Apple Card holders uncovering gender bias in Apple’s credit
limit algorithm [546], and a group of YouTubers reporting the demonetization of
LGBTQ+ content by the YouTube recommendation algorithm [433].

Inspired by these observations, researchers are beginning to explore ways to sup-
port the power of users and crowds in order to overcome limitations of expert-led al-
gorithm auditing approaches [474]. For instance, researchers evaluated personaliza-
tion impacts of search algorithms as well as price steering algorithms on e-commerce
websites by crowdsourcing the outputs of these algorithms and evaluating the re-
sults [240, 241]. Another related line of research has developed prototype interfaces
and crowdsourcing pipelines intended to support people in actively searching for
algorithmic errors, biases, or harmful behaviors (e.g., [43, 98, 130, 383, 505]).

While these efforts have demonstrated promising results, it remains poorly un-
derstood how people go about searching for and making sense of harmful algorith-
mic behavior, let alone how they are often able to be so effective at doing so. In
order to guide the design of more effective supports for user-driven algorithm au-
diting processes, it is critical to understand how these processes unfold, what search
and sensemaking strategies users are likely to use, and where these strategies may
be likely to break down. To begin to address these issues, in this chapter, we ex-
plore the question: How do people find, make sense of, and evaluate potentially
harmful algorithmic behavior?

We conducted a three-phase study with 23 everyday users of algorithmic systems
to investigate how they surface and make sense of potentially harmful algorithmic
behaviors. In the first phase of this study, we conducted think-aloud interview ses-
sions in which individual participants were tasked with actively searching for and
making sense of potentially harmful algorithmic behaviors in the context of Google
Images search engine. To complement these live observations, participants then took
part in a 14-day diary study in which they were asked to report potentially harmful
algorithmic behaviors that they found both through active searching and inciden-
tally during the course of their day-to-day interactions with algorithmic systems.
Finally, we invited participants to participate in group workshop sessions and work
collectively to interpret and discuss some of the cases that were uncovered during
the diary study.

Throughout our study, participants showed great ability to detect and reason
about potentially harmful algorithmic biases. For example, participants submitted
a total of 160 evidence-supported reports of potential biases or other harmful algo-
rithmic behaviors in the diary study, spanning gender, sexual orientation, race/eth-
nicity, socioeconomic class, age, body type, disability, religion, politics, and combi-
nations of these. Our analyses yielded a three-stage model capturing the process by
which people uncover biased and harmful algorithmic behaviors: 1) search inspira-
tion encompasses ways in which participants came up with ideas for where to look
for potential biases in an algorithmic system, 2) sensemaking involves the ways that
participants understood and evaluated algorithmic behaviors that might be harm-
fully biased, and 3) remediation covers participant actions and desires to mitigate the
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ramifications of harmful algorithmic bias. Connected to each stage of this process,
we uncovered two common influences on the process across participants: knowl-
edge and beliefs, and platform affordances. Participants used their prior knowledge
and beliefs related to biased and harmful algorithmic behavior (i.e., their conception
of bias and harm, exposure and experience, expectations and values, and folk theo-
ries) to make sense of problematic algorithmic behaviors they encountered. Partici-
pants’ abilities to detect and make sense of such behaviors were enabled and guided
by platform affordances.

Based on our findings, we offer directions for the design of future methods and
tools that can better support user-driven algorithm auditing. We discuss benefits,
limitations, and challenges of user-driven algorithm auditing, informed by our pro-
cess model. In doing so, we look to ways that future user-driven algorithm auditing
platforms and tools might be designed to best leverage the benefits, mitigate the
limitations, and navigate the tensions.

In summary, this work contributes the following to the HCI and CSCW commu-
nities:

¢ The first in-depth empirical investigation of how users find and make sense of
harmful behaviors in algorithmic systems, both individually and collectively

* A conceptual process model capturing the ways that users find and make sense
of biased and harmful algorithmic behaviors, developed through an analysis
of our study participants” actions and explanations

¢ Directions for the design of future methods, platforms, and tools to support
user-driven algorithm auditing, informed by our process model

4.2 Related Work

421 User-Driven Algorithmic Auditing

Recent years have seen many real-world cases in which users uncover and raise
awareness about harmful algorithmic behaviors that they encounter through their
day-to-day interactions with algorithmic systems, both individually and collectively
[168, 249, 474]. In a recent, highly publicized example, Twitter users noticed prob-
lematic behavior from Twitter’s image cropping algorithm and suspected that the
algorithm was prioritizing white faces over Black ones (e.g., [86]). Twitter users
came together organically to investigate. They tested Twitter’s cropping of various
images to assess whether the cropping algorithm exhibited a systematic, harmful
bias against Black faces. They built upon each other’s findings in online discus-
sions to present evidence or counter-evidence for patterns discovered by other users
or present new evidence and hypotheses of their own. Similar cases of “everyday
algorithm auditing” have been observed around a range of algorithmic systems, in-
cluding image search engines, online rating/review systems, machine translation,
personalized advertising, and image captioning [474].

Researchers have begun to explore the design of systems that can support the
power of everyday users and crowds to surface harmful algorithmic behaviors that
formal auditing approaches might otherwise miss [474]. A related line of work has
developed prototype interfaces and crowdsourcing pipelines intended to support
people in actively searching for algorithmic errors, biases, or harmful behaviors.
For example, ImageNet Roulette was a simple online interface developed by artists
and researchers to support users in exploring and interrogating the input/output
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space of an image captioning model trained on the ImageNet dataset. This project
provoked discussions on social media, as users shared findings and hypotheses,
and sometimes built upon each other’s observations [130, 363]. In another project,
Ochigame and Ye developed a web-based tool called Search Atlas, which allows
users to explore and easily compare Google search results as if they were located in
different countries [383]. Another body of work has explored the design of crowd
pipelines, interactive visualizations, and interfaces to support crowdworkers in search-
ing for and making sense of algorithmic errors (e.g., [43, 98, 505]). For example, At-
tenberg and Ipeirotis developed a game-like task called “Beat the Machine,” which
asks crowdworkers to find cases where an automatic predictive model is incorrect.
While these efforts have demonstrated promising results, many open questions re-
main regarding how everyday users go about uncovering harmful algorithmic be-
havior, let alone how they are often able to be so effective at doing so.

4.2.2 Information Search & Sensemaking

In this chapter we build upon existing work in the realm of information search and
sensemaking to understand how people go about surfacing harmful algorithmic be-
haviors both individually and collectively. Pirolli and Card [400] proposed a gen-
eral model of information search and sensemaking, based on cognitive task analyses
conducted with data analysts. Their model posited four major phases of the sense-
making process, which may proceed through iterative cycles rather than in a linear
sequence. These phases included information gathering, the representation of infor-
mation in ways that aid analysis, the development of insights through manipulation
of this representation, and the creation of some knowledge product or direct action
based on these insights. Pirolli and Card’s model organizes these phases into two
major loops: the foraging loop and the sensemaking loop. At a high-level, these
loops map onto the phenomena we investigate in this chapter: how users search for
and make sense of harmful algorithmic behaviors.

In the sensemaking literature, both search and sensemaking are understood to
be influenced by the prior knowledge and beliefs of the sensemaker(s), as well as to
influence their knowledge and beliefs [87, 281, 308, 439]. As such, we might expect
that the strategies people use to search for and make sense of harmful algorithmic
behaviors will be shaped, in part, by folk theories they hold about the workings of
a given algorithmic system [145, 165] and by their existing perceptions and beliefs
about algorithmic bias and unfairness in a given context [62, 66, 88, 136, 223, 577] —
both of which are active areas of research in their own rights. However, it remains
unknown how exactly such prior knowledge and beliefs inform people’s search and
sensemaking strategies in the context of everyday algorithm auditing, and it is un-
clear what other individual or group-level factors might influence these search and
sensemaking processes. The current research aims to build on this prior research as
a foundation to explore these questions, with the ultimate goal of informing novel
design interventions to support more effective everyday algorithm audits in prac-
tice.

4.3 Methods

In this study, we sought to investigate how people uncover harmful behaviors in
everyday algorithmic systems: How do people find, make sense of, and evaluate
potentially harmful algorithmic behavior? To explore this question, we conducted a
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three-phase study with 23 participants. We first conducted think-aloud interviews
in which participants were tasked with actively searching for potentially harmful
algorithmic behaviors online and making sense of these behaviors. These think-
aloud interviews provided an opportunity to closely observe participants” thought
processes and ask clarifying questions in a relatively controlled setting. Second, to
complement these live observations, participants then took part in a 14-day diary
study in which they documented harmful algorithmic behaviors that they found
through active searching or during the course of their day-to-day interactions with
algorithmic systems. The diary study enabled observation of participants” search
and sensemaking strategies in a more naturalistic setting and over a longer period
of time, allowing for the possibility of chance encounters with harmful algorithmic
behaviors. Third, we then invited participants who completed the think-aloud inter-
view and diary study to participate in group workshop sessions. In these sessions,
participants were tasked with working together to evaluate and discuss some of
the cases that were uncovered during the preceding diary study. We describe these
phases in more detail in the following sections.

4.3.1 Recruitment

We recruited participants via social media (i.e., Twitter, Facebook groups, and Nextdoor),
Craigslist Jobs, and mailing lists for local community organizations. Participant di-
versity was particularly important in this study as previous work suggests that lack
of diversity in auditing teams may result in blindspots in finding harmful algorith-
mic behaviors [256, 474, 589]. Therefore, the recruitment blurb directed those inter-
ested to a demographic information questionnaire to provide characteristics includ-
ing gender, race/ethnicity, sexual orientation, religion, political views, employment
status, income, locations lived, languages spoken, level of education, tech savviness,
and familiarity with algorithms. We pulled these characteristics from types of algo-
rithmic bias in previous literature and framed relevant questions by drawing from
a combination of other HCI research [457], the US Census survey [93], and a confer-
ence panel including Pew Research Center advice on categorizing religious groups
[257]. Sixty-five people completed this screening form, from which we invited peo-
ple spanning a diverse range of identity characteristics and backgrounds to partici-
pate. We first focused on inviting people from marginalized identity groups, as they
tend to be underrepresented in research, then invited people with characteristics we
lacked in our already signed up group. For example, after the first set of invites, we
noticed a gender skew toward women in our signups, so we began to focus on re-
cruiting men and non-binary people, inviting any who completed the questionnaire.

4.3.2 Participants

The screening process yielded a group of 23 participants (61% women, 30% men, 9%
nonbinary) aged 35.2 on average with an age range from 20 to 64. Thirty-five per-
cent of the participants were white, 30% Asian, 26% Black, 9% Hispanic or Latino,
9% American Indian or Alaska Native, and 4% Middle Eastern. (Participants could
select multiple races/ethnicities.) See the Appendix A for more participant demo-
graphic details. Despite research recruitment commonly lacking enough people
from marginalized identity groups, we noticed that we had somewhat less diffi-
culty recruiting participants from marginalized groups (e.g. Black, LGBTQ) than ex-
pected. Additionally, no one who expressed interest in participating self-identified
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as “very conservative” politically, though that was a presented option, and we re-
cruited half as many men as women participants despite inviting every man who
filled out the demographic survey to participate. We speculate that these trends
might arise from the topic’s relevance to marginalized groups (and, conversely, di-
minished personal relevance to those who are not marginalized), mirroring recruit-
ment patterns observed in prior studies related to algorithmic fairness and bias (e.g.,
[256, 343]).

The think-aloud interviews and diary study took place from November to De-
cember 2020, and the workshops occurred in February 2021. Participants were com-
pensated with $20 for the think-aloud interview. In the diary study, participants
received $5 per submission (up to a maximum of $30). Finally, participants received
an additional $25 for participation in the workshop. We refer to the participants as
P1-P23 throughout this chapter. Unless mentioned otherwise, quotes are taken from
think-aloud interviews.

4.3.3 Bias & Harm

As a study about bias and harm, our definitions and participants” understandings
of these concepts are important in interpreting our results. In this study, we first
asked participants about their understandings of these terms. This exercise revealed
that participants did indeed tend to view bias and harm as distinct, but related con-
cepts. Participants were then told that the current study was focused on “possible
cases of harmful bias and discrimination in algorithmic systems”, which in turn was de-
fined broadly in terms of instances where an algorithmic system “behaves in ways that
might cause harm for certain individuals, groups of people, or society.” We purposefully
used this expansive definition to ensure that participants had enough of an under-
standing to complete the study tasks, while at the same time trying to avoid pushing
participants toward overly restricted definitions. In the interest of investigating par-
ticipants’ perceptions, we wanted to avoid prescribing precisely what it means to be
more or less harmful or biased.

4.3.4 Phase 1 - Think-Aloud Interview: Individual bias search & sense-
making

We conducted 23 remote think-aloud interview sessions, each approximately one-
hour long, over Zoom. We chose Google Images as the domain for the think-aloud
portions of our interview, given both that it was likely to be familiar to participants
and because many historical cases of users finding harmful algorithmic behaviors
have taken place in the context of image search [203, 216, 227, 294, 461]. For ex-
ample, in a widely publicized case, users discovered that Google Images search re-
sults for the term “unprofessional hairstyles” overwhelmingly consisted of photos
of Black women, compared with search results for the term “professional hairstyles”
[18, 268].

The interview consisted of two steps. First, we asked participants to search for
specific images. These image search tasks were chosen based on previous work that
showed or research team discussions that suggested the image search results might
be discriminatory or negatively impact some users. This step aimed to understand
users’ perceptions and evaluations of algorithmic behaviors anticipated to be biased
in a harmful way. In the second step, participants started looking for new cases
of algorithmic bias by exploring, generating, and trying out new ideas for search
queries. This step aimed to aid our understanding of how users search for and make
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sense of potentially biased algorithmic behavior. Below we describe these steps in
more detail.

Evaluating Existing Biases

At the beginning of the interview, we briefly described harmful bias and discrim-
ination in algorithmic systems, then asked participants whether they had heard of
this and, if so, what they thought it meant as well as any thoughts and reactions
about times they might have experienced it in their own lives. We then asked partic-
ipants to search for concepts that were known to be associated with societal biases
across gender, race, sexual orientation, body image, religion, and culture, as based
on prior work and research team investigations. We intentionally selected a diverse
sample of tasks to try to avoid biasing participants toward certain kinds of biases
and harms. This list of tasks included asking participants how they might find an
image of a) a librarian, as the results showed mostly white women, b) a thug, as
the results showed mostly Black men, c) one person nagging another, as the results
showed mostly heterosexual couples where a woman nagged a man, d) a beauti-
ful woman, as the results showed mostly thin, white women, and e) a wedding,
as the results showed mostly Western culture weddings based in Christianity. We
acknowledge that our perceptions of bias within these tasks may not represent the
only biases present in them (indeed, participants identified others we missed); we
used these categorizations merely as a method to select cases to use in the tasks. The
cases appeared in the form of targeted think-aloud tasks that asked participants to
search for images (using their choice of keywords), then interpret and discuss the
search results.

Our motivation for starting with these targeted tasks was two-fold. First, we
wanted to see whether and how participants detected biases in the context of search
queries that are known to have problematic results. Second, we used these initial,
targeted tasks to get participants used to finding and making sense of harmful biases
in the context of Google Images, in preparation for the less scaffolded, more open-
ended tasks to come. After a participant completed a given targeted search task
and interpreted the search results on their own, we probed 1) whether participants
thought the search results were biased or discriminatory in harmful ways that might
negatively impact people, 2) why (and how) or why not, and 3) what they would do
if they had the option to change/adjust the search results.

Looking for New Biases

In the next portion of the interview, we wanted to learn how people go about ac-
tively seeking out new cases of harmful algorithmic behavior and what factors in-
fluence where and how they look (e.g., what search queries they decide to try, in the
context of image search). Thus, participants were instructed to perform the more
open-ended task of finding new examples of image search queries that might yield
problematic image search results. As participants explored, generating and trying
out new ideas for search queries, they were asked to think aloud to provide insight
into their thought processes. Interviewers asked follow-up questions in order to bet-
ter understand how participants generated ideas for search queries to try, why they
searched for the specific terms they did, and how they interpreted the image search
results they saw in response. At the end, we asked participants what they might do
if they encountered something online like what they did in the session’s tasks, what
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they thought should happen when they do an image search online, and for general
session thoughts.

4.3.5 Phase 2 — Diary Study: Finding harmful algorithmic behavior in
everyday life

We next invited interview participants to take part in a 14-day-long diary study in
which participants were asked to look for potential cases of harmful algorithmic bias
or discrimination online. The goal was to better understand how people encounter
and make sense of harmful algorithmic behaviors on their own, either through their
everyday interactions with algorithmic systems or by actively searching for such
behaviors. Participants were asked to record observations of potentially harmful
algorithmic behavior via a screenshot; a brief textual description; and an explanation
of why they thought it might be harmful or problematic, whom it might harm, and
how they found this case. 22 interview participants submitted reports, submitting
just over 7 reports on average with the 4 as the lowest number of reports submitted
by an individual and 15 as the highest. We encouraged participants to submit cases
of harmful algorithmic behavior they weren’t entirely certain about, giving them
the freedom to explore their thoughts and suspicions in different situations without
needing validation.

Interview & Diary Study Data Analysis

We conducted a thematic analysis approach of the data from both the think-aloud
interviews and diary studies. The two interviewers (the first and second authors of
this chapter) performed an initial round of thematic coding by coding portions of
the interviews and diary studies separately using NVivo. The goal was to capture
a diverse and open range of qualitative observations, including reflections partici-
pants shared about how they conceptualize and understand bias and unfairness, the
strategies they used to come up with search queries to find harmful algorithmic be-
haviors, and their perspectives on ways to remediate harmful algorithmic behaviors
that they identified. Next, the research team collectively engaged in an iterative pro-
cess of discussing and clustering codes into higher level themes. Below, we describe
these themes.

4.3.6 Phase 3 — Workshops: Collective evaluation & validation of reported
biases

Whether they arise incidentally as in the Twitter photo cropping case discussed ear-
lier [249], or are initiated intentionally as in the case of ImageNet Roulette [130, 363],
user-driven audits typically involve users coming together to evaluate and validate
harmful algorithmic behaviors or potential biases that they or other users have ob-
served [474]. Therefore, after investigating individual users’ strategies to uncover
harmful algorithmic behavior in the think-aloud interviews and diary studies, we
engaged participants in collective follow-up activities. We conducted a set of four
60-90-minute workshops with 3-5 participants each, with the dual goals of a) under-
standing how people work together to evaluate user reports of potentially harmful
algorithmic behaviors and b) beginning to understand how we might design to fa-
cilitate such collective activities.

In these workshops, participants were presented with de-identified reports of
potentially harmful algorithmic behavior, generated and submitted by individual
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participants during the diary study. We curated this set of individually reported bi-
ases, drawing from the full set of diary study responses, in order to span a range of
“types” of reported biases and harms. Specifically, we conducted a bottom-up tag-
ging of cases submitted in the individual reports, with tags including gender, sexual
orientation, race/ethnicity, socioeconomic/professional, age, body depiction, reli-
gion, and political focus in the reported issues. Given that our goal was to under-
stand how users work together to evaluate potentially harmful algorithmic behav-
iors, we selected all submissions in which 1) the submission describes the issue as
having to do with algorithms and 2) the submission describes the issue as harmful.
This produced a set of 77 user reports. From this set, we randomly selected one sub-
mission with each tag (as submissions could have more than one tag, some overlap
is present in this set). We also included a few user reports that did not fit the criteria
above, motivated by knowing that such noisy reports do appear to arise in practice
and wanting to see whether and how workshop participants might differentiate be-
tween these and reports of genuine algorithmic behaviors during their discussions.
To get these, we randomly selected 3 submissions that did not follow one or both of
the conditions above (i.e., one was not algorithmic, one was not harmful, and one
was neither). Our entire selection process yielded 11 individual reports for use in the
tirst workshop. After the first workshop, we chose a smaller set of 6 reports because
reviewing this set of 11 reports took a substantial amount of time from participants
in the first workshop. Since reports could have multiple tags, we removed reports
such that we had one instance of each tag in this set of 6 reports.

We asked workshop participants to evaluate these individual user reports and
work together to create a collective report that provides insights for someone who
might be able to act on them. Each workshop proceeded in two phases. The first
phase involved selecting a case to collectively write a report about. To do this, partic-
ipants individually examined the user reports and advocated for what they thought
was the highest priority to create a report for (e.g., in two workshops we asked par-
ticipants to choose two of the submitted cases to focus on in the collective report and
explain their rationales). Based on this, one user report was selected (e.g., based on
which were most advocated for by participants) as the focus for the next phase of
the workshop. Table 4.1 shows the cases selected in this phase and discussed and
written about in the next phase of the workshops.

In the second phase, participants worked together to make sense of the selected
user report, asking and answering questions collectively about the reported issue.
We provided a report template, designed to structure and prompt workshop partici-
pants’ discussions. We generated the first, bare-bones version of this template based
on our knowledge of the minimal information that might be important for decision-
makers receiving such a report to know about an issue when attempting to address
it. This template included prompts to get participants thinking about the desired
report recipient, what happened, evidence available and evidence still needed, and
actions moving forward. We iteratively honed the template over the course of the
workshops based on our observations of how participants interpreted (or misinter-
preted) each prompt. To help inform our broader project—toward designing ways
to facilitate more effective everyday algorithm audits—we also iterated on other as-
pects of the workshop implementation across the four workshop sessions. For exam-
ple, after noticing that participants took on some roles naturally and desired others
that did not come as naturally, we began assigning roles in the second phase of the
workshop. However, in this chapter, we focus primarily on common themes that we
observed across all four workshops.
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Workshop Cases Descriptions

Disability on Google Images The participant searched “person with disability” on Google Images
and the results were primarily about “visible disability” such as the use
of canes and wheelchairs.

Pierced earrings on Google Images The participant searched “pretty ear piercings” on Google Images and
the results were all images of white women.

Game developers on YouTube The participant searched “game design for beginners” on YouTube and
the recommendation algorithms kept recommending related videos that
target/represent men game developers.

Engineers on Google Images The participant searched “engineers” on Google Images and the search
results were predominantly about “civil engineers.”

TABLE 4.1: Detailed descriptions of the four primary cases (user reports from our diary study) selected
by workshop participants.

Workshop Data Analysis

To analyze data from these workshops, our research team conducted a series of
four Interpretation Sessions. In these, the research team first went over one work-
shop’s data at a time to mark important observations as a group. Then, the research
team iterated upon these observations through group discussions to cluster them
into higher-level categories. Through our interpretation sessions, high-level themes
emerged that were grouped with themes from the interviews and diary studies. We
describe these themes below.

4.4 Results

Our study results highlight the significant power that users have to surface potential
biases and harms in the algorithmic systems they interact with. In the following
sections, we explore this as well as a process model developed based on our analysis
of the actions our study participants took and their explanations of theses actions.

4.4.1 Users’ Power in Detecting Anticipated & Potential Biases & Harms

Participants showed great ability to detect and reason about potentially harmful al-
gorithmic bias in both specific tasks where the research team anticipated bias might
be found and in less prescriptive searches where participants directed their own in-
vestigations. In their evaluations, participants identified a wide variety of biases.
Types of algorithmic biases named by participants included age bias, appearance
bias, disability bias, gender bias, job type bias, location bias, cultural bias, political
bias, racial bias, skin tone bias, sexual orientation bias, religious bias, and socioeco-
nomic bias.

In terms of the ways that algorithmic behaviors could harm, participants de-
scribed representational harm (i.e., lack of representation, overrepresentation, mis-
representation), the generation of negative emotions (e.g., offense, anger, annoy-
ance, upsetedness), the perpetuation of incorrect ideas (e.g., misleading stereotypes),
and sometimes no harm. Participants considered harm in a variety of ways: they
mentioned specific communities or groups of people who would be negatively af-
fected, such as marginalized identity groups and populations vulnerable to being
misled (e.g., children and older adults were frequently mentioned); they connected
to the potential for concrete physical or allocative repercussions; and they frequently
pointed out that harmful algorithmic behaviors impact everyone, not just the most
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G romantic love couple images hc &

How this case was found (e.g., Where did you see this? What were you
doing? How did you find/notice this? What is the context?):

“I used Google search for images of romantic couples. There images that came
up were diverse, they appeared to represent couples from different cultures.”

— Romantic Couple HD Wallpap.
amazon.com

Why this case might be harmful/problematic & whom it might harm:

iful Romantic HD Lov.
entmesh.com

“The only image for a biracial couple was a black and white hand holding no e«
actual person, no images of middle aged or elderly couple, no same sex couple,
except for a Hallmark movie preview of an upcoming movie featuring 2 males
that would be highlighted in the movie. Middle aged, elderly couples of all races
and cultures, same sex couples of all races and cultures could be harmed.”

Romantic Couple Hd Wallpap

cutewallpaper.org

FIGURE 4.1: One example case submitted by our diary study participant P3 (“romantic couples”),
including a screenshot of the potential bias, how this case was found, why this case might be harmful
and whom it might harm.

directly connected people, through the perpetuation of harmful ideas that damage
society at large.

Existing Biases

In both the think-aloud interviews and the diary study, participants detected and
made sense of a wide range of potentially harmful algorithmic behaviors. Partici-
pants were typically able to identify the kinds of biases that the research team had
anticipated, and went further, pointing to additional potential biases in image search
results. For example, while we gave the “wedding” search task due to its lack of rep-
resentation of homosexual couples, many participants went beyond this to bring up
other types of bias such as lack of representation of disabled people.

Potential Biases

In the next part of the interview, participants looked for new cases of bias and iden-
tified cases that were similar to the examples presented in the first part of the inter-
view as well as entirely new observations of bias. For example, participants built
on the “thug” search task to do similar searches such as “criminal” and “police” but
also came up with searches like “Chinese food” that were unrelated to prior inter-
view tasks.

In the diary study, participants submitted a total of 160 reports. 74 of these re-
ports reflected observations that participants had made in the course of their every-
day use of algorithmic systems, whereas the remaining 86 reports reflected discover-
ies participants made through active searching. The submissions described potential
harm or bias spanning areas including gender, sexual orientation, race/ethnicity, so-
cioeconomic class, age, body type, religion, politics, and combinations of these. 84
submissions included evidence or suggestion that the behaviors observed had to do
with algorithms, and 126 included written evidence that the submitter thought the
behavior was harmful. We will discuss many of the submitted cases in detail in the
rest of the chapter; see Figure 4.1 for an example.
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FIGURE 4.2: Process model depicting stages of and influences on users’ bias search and sensemaking
process. Bold boxes and text represent the three major stages of the process; other bubbles and text rep-
resent influences on and impacts of this process. Larger arrows represent movement between stages of
the process, while the smaller arrows represent interactions between the process stages and influences
on the process (i.e., platform affordances, user knowledge and beliefs).

4.4.2 Developing a Process Model of Bias Search & Sensemaking

Our analysis of data yielded a three-stage process model capturing the process by
which people find and make sense of biased and harmful algorithmic behaviors as
well as significant influences on different stages of this process. Figure 4.2 illustrates
this model. In our open coding, three connected high-level stages of people’s bias
search and sensemaking process emerged: search inspiration, sensemaking, and re-
mediation. While the process tends to occur in this order, it is not necessarily linear,
and each stage can occur after any other stage. Search inspiration encompasses ways
in which participants came up with ideas for where to look for potential biases in an
algorithmic system. Sensemaking involves the ways that participants understood and
evaluated algorithmic behaviors that might be harmfully biased. Remediation covers
participant actions and desires to mitigate the ramifications of harmful algorithmic
bias.

Connected to each part of this process, we uncovered common influences on the
process across participants: knowledge and beliefs, and platform affordances. Par-
ticipants used prior knowledge and beliefs about biased and harmful algorithmic be-
havior to make sense of potentially harmful algorithmic behaviors they encountered,
and they gained new knowledge and beliefs along the way. Participant capabilities
were made possible and guided by platform affordances such as aggregate views in
interface presentations and autocomplete suggestions by search engines. In the next
sections, we first present a high-level description of the influences, then delve into
reporting of different stages of the process.

4.4.3 Influences on Bias Search & Sensemaking

In this section, we describe major influences on the bias search and sensemaking
process that we observed in the three phases of our study: 1) users” knowledge and
beliefs about bias and algorithmic systems and 2) the affordances for bias search and
sensemaking that are present in a given algorithmic platform. In addition to influ-
encing the bias search and sensemaking process, users” knowledge and beliefs are
themselves influenced by the process via the sensemaking stage. Below, we describe
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each of these influences and how they interact with users’ bias search and sensemak-
ing process.

Knowledge & Beliefs

Almost all participants (n=22) revealed that they held pre-existing knowledge and
beliefs about biased and harmful algorithmic behavior that influenced the search
and sensemaking process. In Figure 4.2, a bidirectional arrow is shown between
sensemaking and users’ knowledge and beliefs, reflecting that these knowledge and
beliefs both influence and are modified via their sensemaking of specific algorithmic
behaviors. Participants referenced specific kinds of relevant knowledge and beliefs:
a) conception of bias and harm, b) exposure and experience, c) expectations and
values, and d) folk theories of algorithms, each of which we describe below.

Conceptions of Bias & Harm The search and sensemaking process was heavily
shaped by participants” conceptions of what constitutes “bias” as well as “harm”.
Participants defined algorithmic bias based on the intentions behind the design, the
potential for imposition, and the priorities of algorithmic systems. Highlighting de-
sign intention, one participant defined bias as when algorithms “don’t actually do
what they’re intended to do” (P7). Alternatively, focusing on the potential for impo-
sition, another said, “Bias means you are trying to influence the choice of the individual
and try to impose your opinion” (P18). Another participant defined bias by focusing
on algorithmic prioritization, describing algorithmic bias as “a preference towards cer-
tain individuals or certain languages or certain types of information, whether it’s images or
text, based on what is coded into the algorithm itself” (P16). And some focused on the
source of the bias, saying algorithmic bias arose via “reflecting some human bias |[...]
injected through the data set or in the machine learning pipeline” (P14) or via “things that
are calculated in the algorithm [...] through robotic systems that emulate humans” (P22).

Participants’ conceptions of harm also heavily shaped the search and sensemak-
ing process. P3 mentioned a distinction between bias and harm, saying they “see
bias and negative impact and can’t see harm.” In this vein, participants occasionally
brought up cases that were algorithmic mistakes but not necessarily biased or harm-
ful. For instance, although P14 would expect to see images of humans in the results
of a search for “machine learning developer” (P14), the results mostly lacked visible
faces and displayed abstract images and charts.

Some participants understood algorithmic harm based on the ramifications of
algorithmic behaviors. A few participants saw harm as a primarily concrete and
tangible effect. For example, participants described a situation where someone “may
not want to hire them” (P16), which harms because “it’s a financial hurt” (P10) and “pre-
vented someone from [...] employment, not being chosen, because of the way he dresses, the
way he looks” (P3). Others described how lack of representation “further promotes the
idea that you don’t belong and perpetuates the sense of alienation” (P2), how overrepre-
sentation “promotes a fairly narrow view” (P12), and how misrepresentation “reinforces
a stereotype” (P19). One participant teased out how harm might occur in some ways
but not others: “It's not going to cause any physical harm, but it could cause mental or
emotional harm” (P6). Another described a spectrum where harm is compared by
severity: “It doesn’t really negatively impact someone to the extent that it’s life threatening
[...] harmful to a certain extent, but I wouldn’t consider that superbly harmful” (P21).

Other participants understood algorithmic harm based on the people affected
by algorithmic behaviors. Some focused on those directly impacted. For instance,
P1 described an image search for “thug” that showed predominantly Black men:
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“It damages all of the Black community because if you're damaging Black men, then you're
hurting Black families.” Others focused on groups of people less directly connected to
the algorithmic outputs: P12 mentioned broadly that “kids are especially open to being
influenced from stuff like this.” Many described algorithmic harm as being “problematic
for everyone” (P19) because anyone’s “beliefs and views would and could be shaped by
this” (P8).

Exposures & Experiences Participants’ prior exposures to and experiences of bias
had large influence on how they went about searching for and making sense of bi-
ased or harmful algorithmic behaviors. In all the phases of the study, most partic-
ipants (n=17) referred to a) their personal background and identity, b) their inter-
actions with others, and c) external media sources when elaborating on the ways
they had experienced and been exposed to biased and harmful behaviors. Below we
describe these and their roles in the process of bias search and sensemaking.

Several participants (n=11) referenced their identity and the related experiences
they had as members of particular demographic groups. For example, in the sense-
making stage, participants drew upon their individual backgrounds to consider how
image search might manifest harmful and biased behaviors. While looking at the
image results for “group of people”, P1 said, “From being a plus-size person myself, I
think about body positivity and body neutrality a lot.” This helped P1 decide that lack of
body size representation in the results had harmful repercussions. Participants also
referenced their personal backgrounds and identities while in the search inspiration
and remediation stages. For example, when searching “weddings”, P12 said, “I'm
bi and [...] would love to see more couples of women represented.” In this way P12 con-
nected their identity to imagined ways to remedy problems showing in the search
results. Participants also brought up their relationships and interactions with others
in the think-aloud interviews and diary studies (n=11). For example, P1 reasoned
about potential harm in search results after being tasked with finding an image of
a thug in the interview: “My partner’s Black, and I just hate this whole stereotype that
the face of crime is a young Black man. Similarly, in the workshops, participants often
drew upon prior exposure and experiences to relate to the user reports presented.
For example, when discussing how the presentation of disability on search engines
might generate harmful results in Workshop 3, P18 quickly contextualized the user-
reported issue within a specific usage scenario that they had personally experienced
(the diagnosis of an autistic child in their family): “We needed to search on Google or
other websites, depending upon the symptoms. And we are not getting the correct reflection
from the search engine so ultimately if someone is searching... it may be misleading”.

News, information about current and past events, and other mass media in-
formed people’s exposures and experiences of bias as well (n=12). Beyond movies
and television, some reported in the diary study that they “decided to read current
news” (P4) in order to find potential biases and drew in the interview from what is
printed “in fiction [... or] in a newspaper or in a magazine” (P14).

Expectations & Values Most participants (n=20) anticipated how an algorithm
would behave in a particular situation, forming expectations about algorithmic be-
havior. In addition to predictions of how an algorithm will behave, participants also
expressed normative expectations, or thoughts about how an algorithm should be-
have, which they linked to their general values. Both what participants expected an
algorithm would do and what participants thought an algorithm should do in a given
situation were important parts of the process, as participants evaluated ways that an
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algorithm’s observed behaviors diverged or aligned with those expectations. Partic-
ipants began searching with expectations, then compared search results with their
expectations to refine their conceptions of bias and harm (n=17). Sometimes partic-
ipants expected and found bias (n=5). For instance, P12 conducted an image search
for a “thug” and found overwhelmingly pictures of Black men: “I've heard that the
word ‘thug’ is generally racialized in addition to being kind of associated with delinquent or
criminal activity, and so even just the history of that term kind of says— these results don’t
surprise me a ton.” On the other hand, sometimes participants expected bias but were
surprised by search results (n=5). In the interview, P13 searched for “cooks” then
“cooking” and said, “I was expecting to see a bias towards females at home at least, which
is obviously incorrect [...] yeah no, I think it's fine. It's not fitting any stereotypes.”

Folk Theories of Algorithms Most participants (n=18) mentioned folk theories
about why algorithms behave in the ways that they do, which informed their search
and sensemaking process. For example, one participant thought that “Google has no
control over what is seen” (P10), placing responsibility to algorithmic behaviors else-
where [167]. Another participant considered certain images in a set of image search
results: “Who is searching them to the point that they’re so high up that that’s what people
have to see immediately?” (P16). In this way the participant put forth a belief that
other users” behaviors are impacting the ordering of what shows up while also ex-
pressing dissatisfaction with the result [480]. Participants displayed a wide range
of algorithmic folk theories that interacted with their expectations [146], values, and
conceptions of bias [288] to influence how they conducted their searches [165], how
they made sense of search results [166], and what ideas for remediation they gen-
erated [146, 542]. This corroborates previous work that users develop folk theories
to understand and guide their behaviors within algorithmic systems [145, 147, 165,
288].

Platform Affordances

All three stages of participants” bias search and sensemaking process — search in-
spiration, sensemaking, and remediation — appeared to be influenced by platform
affordances. For example, the Google Images search interface presents an aggregate
view of multiple image results in a grid as its default view, which makes distribu-
tional trends (and deviations from these trends) easier to recognize: when search-
ing for weddings in a specific task, P1 only mentioned that “these all seem to be very
Western-looking weddings” after seeing “one is actually a different culture.”. In other
cases, Google Images’ autocomplete suggestions inspired participants to search terms
they might not have otherwise. One participant described a time when the sugges-
tions caused them to be more precise in their search: “As I was typing the word ‘li-
brarian’, I could see a lot of the other choices that were popping up. And because I could
see ‘librarian memes’, I didn’t want memes, so that quickly caused me to modify my word”
(P19). Sometimes, Google’s search query autocomplete suggestions inspired partici-
pants to propose related ideas to remedy issues they observed. For example, worried
about being unknowingly influenced, P18 thought in “that first initial searching, the
user should be allowed to type completely through — no tooltip should be available.”

4.4.4 Stage 1: Search Inspiration

The first stage captures how people are inspired to search for potential biases and
how people generate ideas for where to look for potential biases. This inspiration
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can occur incidentally, during a user’s regular interactions with an algorithmic sys-
tem, or it may occur intentionally, when a person is actively trying to come up with
inputs to an algorithmic system (e.g., search queries) that surface biased or harm-
ful behaviors. Two main themes related to search inspiration emerged through our
analysis: noticing patterns (or lack thereof) and drawing upon prior exposures to
societal biases.

Noticing Patterns (Or Lack Thereof)

Sometimes participants noticed clear patterns or lack thereof in autocomplete sug-
gestions, signalling the presence of potential biases and inspiring participants to look
closer. For instance, P22 noticed when searching “nagging” that ““wife” immediately
comes up” many times in the autocomplete suggestions. As another example, P23
noted during the diary study that Facebook stories have automatically suggested
reactions saying “beautiful” that “only popped up on stories where there was a woman
or feminine figure featured or a pet.” Similarly, when participants noticed discrepan-
cies between their expectations versus observed algorithmic patterns, they theorized
about potential biases, and tried to look deeper. For example, P21 noticed and sub-
mitted a potential bias in the diary study “because it was an advertisement for entertain-
ment news and I do not follow any celebrities on my Twitter account” and, similarly, P23
said, “It struck me because it is so out of character for the folks I follow.”

Drawing Upon Prior Exposures To Societal Biases

Participants were often inspired to search for particular kinds of algorithmic biases
based on their own prior experiences or exposures to societal biases. For example,
when brainstorming during the open-ended interview task, P12 said, “I study com-
puter science, so I'm sure if you google computer scientists you would get a lot of men.”
One participant explained that searching “image of a maid” was inspired by the
racial bias depicted in the movie The Help: “I thought I was gonna see some ladies
from The Help [...] that was my first thought when I chose to search this particular im-
age” (P3). This participant drew from the movie’s representation of Black women
as maids in the movie. And P1 referred to a discussion with their partner about
under-representation of women in the video game community as an inspiration:
“My partner really likes playing video games and we talked a lot about how the video game
community skews male [...] so I'm going to try to look up gamer because that might pop up
some things.”

4.4.5 Stage 2: Sensemaking

In the course of testing various inputs to algorithmic systems, participants inspected
and made sense of algorithmic outputs to evaluate whether they might encode harm-
ful biases. This sensemaking process generated new inspiration for searching, new
beliefs about algorithmic systems, and new ideas for ways to remedy problematic
algorithmic behaviors that participants observed. Below, we describe the related
themes that emerged in the sensemaking stage.

“The Bias Is in the Eye of the Beholder”: Interpreting algorithmic biases through
the lens of their own biases

Participants made sense of potential algorithmic biases through the lens of their own
stereotypes and prescriptive desires. The fact that “everybody has their own definition
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about [...] bias” (P4) led participants to subjective interpretations of whether what
appears in search results is biased /harmful or not. In one case, many participants
mentioned that the concept of “beauty” is subjective (n=6), so it is unclear how a
search should represent that. For example, P1 said, “I definitely do have more of that
kind of Western society bias [...] I hadn’t really thought about that kind of cultural aspect
of it as much.” Similarly, when P10 was evaluating the search results of “beautiful
woman” for potential biases, they did not consider the presentation of beauty via
makeup a harmful bias because “I feel like a woman should wear makeup. [...] I guess
that’s the way my mother feels, so it kind of drips down to me.”

Different conceptions of bias among participants sometimes prompted opposing
views of whether an algorithmic output encoded harmful biases or not. For example,
after searching “beautiful woman”, P8 said, “I was pretty sure [...] everybody would
probably be represented here” and concluded that “everybody like I said is represented here
as far as race goes.” However, many other participants commented on the lack of
racial representation when they performed the same search task: “They do need more
diversity [...] I don’t see anybody with different skin tones” (P7).

The Interaction between Bias Evaluation & Perceptions of Reality

Participants compared algorithmic outputs with their perceptions of reality to eval-
uate what is and is not biased (n=13). For instance, P13 considered the results from
a specific task to find an image of a wedding and said, “As an Indian, I know that it’s
not accurate for India”, comparing their experience of reality to help them examine
potential cultural bias in the search result. Some participants believed that results
that reflected reality were necessarily less biased: “the demographics fit the population
which is what I think it should come out to be when you do a search.” (P5). In practice,
this led to the expectation that search results should reflect reality: For example, P5
thought a search for “professor” during the interview might not be biased despite
showing little gender and racial diversity because “maybe most professors are white
males, in which case I think it would be fair that’s what the search shows”, or similarly, “If
all firefighters were white men, then that’s I think what should come up” (P5).

Some had more nuanced insights when comparing with reality, saying that, though
a search might technically be accurate to real-world data, “the data might not be re-
flecting the reality” (P14). P14 provided an example: “If you look at the surface there
are indeed more African Americans being arrested or reporting violent [...] but then this
is institutional bias, right?” In this way the participant elaborated that data is not a
neutral reflection of reality and can contain biases as well. Similarly, some thought
the results were “maybe not necessarily inaccurate towards how [a search term]’s used. It's
just, the way it’s used itself is kind of biased” (P12). In line with findings from [256],
a few participants noted that some biases might reflect reality in informative ways,
and preferred to preserve these biases: “It’s reflecting human condition and human bias,
which is actually good because if you make it extremely balanced, it’s almost unreal” (P14)
and “it would seem almost wrong if it was all reversed” (P5). However, it has been
pointed out that real-world search results can conflict with outcomes desirable to
society [294].

While participants’ perceptions of reality impacted how they interpreted and
evaluated potential biases of algorithmic outputs, they were also shaped by algo-
rithmic outputs. A few participants (n=7) who believed representation in search
results should reflect reality concluded that the search results were likely accurate
regardless of any biases present. In line with prior literature on perceptions of bias in
image search (e.g., [294]), these participants then used search results as a basis for
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making inferences about reality. For instance, P10 said about a search, “I see a lot of
women, not a lot of men” and concluded, “I guess it's a predominantly women’s field.”

Reflecting on Uncertainty in Bias Evaluation

While participants tried to interpret the algorithmic outputs in various cases, several
(n=10) described difficulties in knowing whether biases were actually present. Re-
peatedly, participants mentioned that they “really didn’t have any solid evidence, it was
just a feeling” (P3). Participants pointed out that the information available to them
was insufficient to prove some of what they noticed. For example, when looking
at image search results for “beautiful woman”, P19 said, “I also don’t see anyone who
would jump out to me as a transgender woman, and so I do believe that this leaves them out.
And I mean, sometimes it's hard to tell.” In this way, P19 detected a potential lack of
representation while simultaneously acknowledging that the way someone presents
does not necessarily have bearing on that person’s gender.

Reflecting on their uncertainty, participants discussed the information they would
need to have a more certain evaluation of an algorithmic outcome. For example, in
the course of their collective investigations in the workshops, participants often re-
flected on missing contextual information needed to properly evaluate a given user
report. In some cases, participants recognized that they lacked crucial information
needed to determine whether a reported issue represented biased and/or harmful
algorithmic behavior. For example, in Workshop 1, when discussing the pierced
earrings case (refer to Table 4.1), P5 expressed uncertainty that the reported behav-
ior actually resulted from algorithmic decision-making: “I don’t know [...] I was un-
der the impression it was an ad from a company, you know it wasn’t a Google search, so I
just thought, maybe that company sells that specific style of earrings (for women) [...] men
wouldn’t wear them.”

Workshop participants sometimes asked specific relevant questions about infor-
mation they lacked for a reported case. For example, in the Workshop 4 group report,
when trying to assess whether a user report provided evidence for a possible gender
bias in the YouTube recommendation algorithm, participants reflected on the miss-
ing information needed for an effective investigation: “Does the user have personalized
ads on? Their actual gender and age? Incognito mode or not? Prior search history do they
often search for this kind of content?”.

Advocacy & Solidarity

As participants reasoned about algorithmic harms, they sometimes advocated for
marginalized demographic groups. For example, during Workshop 1, as partici-
pants discussed the limited diversity in search engines’ representations of roman-
tic couples, P10, middle-aged at 46, argued that elderly couples would be harmed:
“When my grandma said she had a boyfriend, [my little cousin] was like, ‘Grandmas don’t
have boyfriends.” [...] It's just a stereotype and it’s ingrained in people’s memory.” While
advocating for marginalized groups, participants sometimes discussed the further
consequences of such algorithmic biases: P16 in Workshop 2 said, “By whitewashing
these disabilities, whether they’re visible or not, it also leads to some of the issues in the med-
ical field where doctors don’t trust women and also minorities and people of color when they
talk about their pain threshold.”

Participants” advocacy of marginalized groups sometimes turned into collective
solidarity during workshops when participants worked together. For example, we
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observed that by drawing upon prior experiences and invoking parallel cases, par-
ticipants sometimes attempted to form a shared identity with others in their work-
shop groups. A particularly interesting example emerged during Workshop 1. Al-
though the group consisted of participants with different self-reported demograph-
ics, including two women and one non-binary participant, participants seemed to
form a shared femininity in their discussion of the pierced earrings case. For in-
stance, in the Workshop 1 final report, the group elaborated on why this was harm-
ful: “Society dictates how we act as women and how we should dress and wear jewelry. It is
kind of expected by others that we wear these things in public.”

Nuances in Meaning of the Selected Algorithmic Input

Participants also considered the various ways their inputs to algorithmic systems
could be interpreted when considering potential bias (n=7). Some noticed linguistic
connotations because search results depicted a singular version out of many possi-
bilities: P2 image searched “elegant” in the diary study and said, “It almost exclusively
depicts very thin, white women in expensive evening wear [...] ‘elegant’ can just as easily
apply to a math concept or sculpture.” On the other hand, some participants noticed
linguistic elements because search results depicted more possibilities than what was
imagined while searching: P11 image searched “model” in the diary study and said,
“interestingly, one of the results is a biomedical model of the skin [...] I didn't stop to think
about other semantic interpretations of the word ‘model’.” This could lead to participant
analysis of word meanings, as participants considered how definitional and inter-
pretational differences between terms might affect a search. For example, when im-
age searching terms like “fashion”, “cute dress”, and “sexy” in the diary study, P17
found mainly images of white women and said, “These words even though they are not
gendered seem to have heavy gendered interpretation.” Participants wondered about how
some words can have more neutral connotations, how other words “are imbued with
a harmful, [racist] connotation, and how this arises in images online” (P11). Some mused
about how communities reclaim certain words used negatively to describe them and
what that means for image search representations. For example, P4 described how
“thug” could be highly associated with Black men in search image results partially
due to some Black men rappers choosing to self-describe as “thugs”. P19 mentioned
that “thug” could have been reclaimed in the same way as “queer”, “a word that has
been reclaimed and chosen by the LGBTQ community”.

Sensemaking through Comparison

Many participants used comparison on the platform as a method for evaluating and
making sense of search results (n=14). Sometimes this meant doing more searches as
a sort of test. For example, P16 image searched “good neighborhood” and then, in
order to make sense of the search results, searched “bad neighborhood”, comparing
the visual depictions of the two. Similarly, participants followed up image searches
for “nagging” with searches for “men nagging other men”, “nagging man”, and
“man nagging” in (unsuccessful) attempts to force depictions of men who are nag-
ging into the search results (P10, P14).

Other times, this meant comparing the amount and type of representation. In
Google Images, this could take place across multiple searches, as participants used
the amount of representation in one search result to situate themselves in another,
or in a single search, as participants compared resultant images to each other, some-
thing Google Images’ search interface makes straightforward. Perplexingly, noticing
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one or two images of a type of person sometimes led participants to conclude that
the ratio of representation seemed bad within the set of results and thus the search
was biased, but other times led participants to conclude that various types of people
were represented and thus the search was not biased. Past work has discussed the
role of comparison in sensemaking and other cognitive processes [210].

Placing Responsibility for Algorithmic Outputs

Participants considered what controlled platforms and caused bias to appear. Some
participants believed that Google intentionally produced the representation — or
lack thereof — in image search results (n=4). When more diversity appeared in
a search result, participants expressed that “they’re trying to achieve better represen-
tation” (P12). Participants left “they” unspecified, a pronoun with no antecedent,
some person or people who have the power to unleash their intent in Google Im-
ages search results. When less diversity appeared, participants similarly claimed
that “there’s a pretty narrow definition being pushed here” (P12).

Others theorized that the algorithm itself was neutral and that results were a
reflection of the data (n=6). Explaining the lack of diversity in a search result, P10
said, “They might not have the picture available”, moving responsibility from the algo-
rithm to the data. Others posited that Google was “not hand picking this stuff” (P12),
blaming their own search behavior for their inability to find better representation in
a search: “It’s probably because I'm not searching [...] this is just a brief search. If I took
the time, I'd probably find some” (P4). This suggested that search result bias is symp-
tomatic of the searcher’s bias in selecting certain search terms in which they could
“demonstrate something without thinking” and inadvertently neglect “other things that
[they] could choose instead” (P11). Others blamed results not on individual users but
on users en masse, claiming that results were “based on what people have been typing
into the search bar” (P21).

Many participants thought the algorithm targeted individual users (n=8). Partic-
ipants described this as personalization that provides “the response that’s best suited
to the question you're asking” (P16). Some participants thought this happened via
“targeting advertising based on the metrics that I provide” (P23), leading to a situation
where, for example, “they think I'm a 40-year-old man because of my athletic preferences
or something because I clicked on some shoe thing” (P11). Another theory suggested that
the search results changed based on time relevance: “I think it'd be interesting to see
how the algorithm changes with current events because it’s definitely something that would
change on a day-to-day basis” (P11). Many hypothesized that results were “probably
based on [their] location” (P1) since “Google definitely knows where I am” (P13), which
led participants to “wonder how this changes when you're looking at [results] from differ-
ent countries” (P16).

We similarly observed in the workshops that, in the process of collectively inves-
tigating whether an individual user report represented a case of harmful algorithmic
behavior, participants questioned how the behavior originated. However, they often
had a hard time untangling different possible explanations for an observed behavior
based on the information provided in the user report. For example, in Workshop 2,
when discussing the disability case, participants started a discussion to figure out
the sources of bias and eventually concluded that it could be a mixture of multiple
factors: “It could be algorithm or human... or sometimes it’s both? Even if there was a de-
veloper, putting in the source code in the beginning, if input [is biased...] the computer will
be running on that additional information” (P16). Responding, P21 said: “It’s a couple of
different factors. Like how much people are searching, that could be one of the factors” (P21).
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4.4.6 Stage 3: Remediation

The third stage describes the actions that people take to avoid or counter harmful
biases. We observed that, while reflecting on potential changes that could be made
at a platform or societal level to counter harmful biases, people often reinterpreted
the algorithmic behaviors they had observed, questioned whether these truly repre-
sented biased algorithmic behaviors, and reflected on relevant information that they
lacked, leading them back to sensemaking. Through sensemaking, some remedia-
tion actions also informed search inspiration. For example, in the context of image
search, we observed that some people avoid searching for a particular term or alter
their search terms in efforts to avoid seeing potentially harmful biased search results.

Participants valued remediation of potentially biased and harmful algorithmic
behaviors (n=22). Through their actions and desires, they expressed ways to try to
fix potential issues they encountered. When they were able, participants took ac-
tion; other times, participants described methods for the platform or society more
broadly to take action. Five types of remediation emerged — representation, resis-
tance, awareness, pressure, and communication—and are described below.

Improving Representation in Content, Diversity, & Ordering

Improving representation included desires for increased diversity and for increased
accuracy in representation (n=17) — that is, wanting “to get accurate results and [want-
ing] to get diversified results and [not wanting] to use stereotypes or certain biases against
certain types of people” (P22) — goals that are sometimes, but not always, aligned.
This tension highlights that bias removal is not always a reasonable option, as people
have different values, expectations, and conceptions of bias. Beyond broadly think-
ing that results “should represent a more diverse group” (P17) or should “be more statis-
tically correct” (P13), participants described concrete methods of curation by which
they thought these representation aims could be achieved.

One described method involved bringing some of the images “up to the top” be-
cause “that might be more balanced than what pops all the way to the top” (P19). Re-
ordering images to “add in more [diversity] in the first two rows” (P21) would ensure
that representation appears “in the beginning, where people most are paying attention”
instead of further down the page, “where people aren’t going to be scrolling” (P9). A
related method put forth that “it'd be good to have one [image] after the other kind of like
alternating with different faces, different ages, different ethnicities and races, just to make
it clear that everyone’s represented here” (P16). To achieve this curation, some pointed
to a platform-level need to “be more careful about balanced data set” (P14) and even
consider “[doing] it in a way where [platforms] have their own images” (P10) instead of
pulling from other sources for data. With or without curated results, P18 empha-
sized that users can always “go more deep to the search or go to the next page” to get
more representation.

Individual User Resistance

Participants took a variety of actions to counteract bias themselves (n=12). Some
created representation themselves out of inadequate results by “finding images [...]
that don’t perpetuate those stereotypes quite as much” (P12). When potentially biased
results appeared after using a search term, others opted “to not search for that [term]
and try to search for something else” (P7), to “try different word searches in the search box”
(P4), and to “be more specific in the way I search” (P16). For example, after noticing a
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dearth of cultural representation in a “wedding” image search, P13 said, “I'd type in
‘Indian wedding” and [that] will definitely be what I would be expecting for sure.”

For some participants, being reactive was not enough: they sought preemptive
remediation. When tasked with finding an image of a wedding, P11 searched “les-
bian wedding”, explaining, “I'm in a lesbian partnership right now and wanting to get
married and envisioning a wedding [...] and I'm so sick of [seeing] these straight weddings.”
Similarly, when tasked with finding an image of a beautiful woman, P19 searched
“women”, explaining, “I was concerned that if I typed in ‘beautiful women’ I might not
like it. I might get a whole lot more white people, and I might get more swimsuit models and
stuff like that.” In this way, participants showcased their awareness of biased norms,
highlighting that at some level they knew they needed to alter their search terms to
try to guard against this and get the desired results.

Other participants took even stronger measures. Some attempted to prevent
their ability to see potentially harmful content by trying “to block out the stuff that of-
fended me” (P10) and “to avoid that thing, block that particular person or group or website”
(P18). And one participant said bias could make them “reconsider the kind of mediums
that I'm using, the kind of information I'm taking in” (P16). Such attempts to resist algo-
rithmic bias align with the concept of everyday algorithmic resistance [542] in which
users try to exercise their agency over algorithmic structures. Past work also showed
users resisting algorithms to define their own identities in relation to the algorithm
[288].

Fostering Awareness of Bias

Participants sought to bring bias to the surface of people’s minds through raising
various kinds of educational awareness (n=16). Sometimes this awareness raising
occurred at a societal level. For example, P14 said that a search result was “so bad
that it's actually good for society because it just reminds people how this kind of stuff has
happened before [...] we should really dive into this phenomenon and look into the root of the
discrimination and try to change it.” In this way, P14 suggested that demonstrations of
bias could spur further anti-bias work.

Some thought that users should be “trained how to use the technology [...] what are
the do’s and don’ts, what are the ethics” (P18) and taught “how to do more robust image
searches and more robust searches” (P19). Some particularly suggested public educa-
tion. For example, in Workshop 2, when discussing how certain forms of disability
(e.g., depression) are rendered invisible in image search results, participants advo-
cated for public education around the nature and scope of disability as a path toward
addressing this: “They [the public] need to be educated about what a disability is” (P19).
Similarly, participants in Workshop 3 wrote in their group report that “A lot of requla-
tions around [accessibility]... people are just not aware of it. There are a lot of organizations
to go for. It’s well researched and documented but not getting enough attention from the
population. [We need to] survey the public about their awareness.”

Additionally, participants thought that the tasks they were asked to do as part of
the think-aloud interviews and diary study could be useful in educational contexts.
P11 described being able to “use [these] as teaching tools a lot. I teach a lot about harmful
stereotypes |[...] like we do semantic prototypes for one of our topics,” and P12 thought that
the tasks were “super valuable in terms of portraying [algorithmic bias] pretty clearly” and
could be useful to “teach about algorithmic bias in some kind of interactive thing.” Partic-
ipants felt the tasks were educational for themselves as well: “It was very important,
revealing just the disparaging of minorities on a daily basis, in certain places” (P8).
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Some participants said that they would raise awareness on a more personal level.
Telling others who think and feel similarly presented as a method to both raise
awareness and share feelings. For example, P1 said, “I feel like my friends and I will
commiserate on it, since it's something that several of us experience.” Similarly, P22 would
“share with my friends to kind of laugh at why is this the first thing that shows up?” Telling
others who might not think and feel similarly also came up. One participant did
this “to see what their opinions are” (P9). Another “[raised] these points to my peers who
may not be as aware to start the conversation” (P16). And others described doing this to
teach others who “could probably benefit from hearing that discussion” (P1). For exam-
ple, P12 said, “I've got a little sister. I would probably be like, *Yo, these search results are
kind of bad. Here’s why.”’

Exerting Pressure on Companies

During our workshops, participants expressed desires for companies to take respon-
sibility and fix issues on their platforms. Collectively, they described how they might
pressure companies to take action using the aforementioned awareness raising. For
example, in Workshop 4, P13 wanted to give the report to “a news agency, because I
think if it went straight to the developers they might ignore it if it’s something that makes
them money.” In this way, raising awareness connects to influencing a company via
publishing issues to a wide audience. As P9 also in Workshop 4 said, “You want the
news to get out to the whole public and reach a wide variety of viewers.” Similarly, P16 in
Workshop 2 would “recommend reaching out to civil society and maybe nonprofits that
[...] would have a stake in this and sometimes they can put more pressure on larger com-
panies like Google.” As a concrete way to exert pressure, P19 in Workshop 2 brought
up money, saying they “could also pick a couple advertisers who would not want to be
associated with those biases and see if we could get their attention on it, [see] if we couldn’t
get Google to act.”

Communication between User & Platform

Participants thought platforms could communicate with and understand users in
ways that better address harmful algorithmic behaviors (n=15). A frequently men-
tioned method to accomplish this involved changing the communicative burden
[331] to rely less on user behaviors. Some participants wanted the platform to un-
derstand users via idealized personalization that could “magically come up with the
thing that I want in my head” (P11) so that users “get the response that’s best suited to the
question you're asking” (P16). However, participants knew they could be “so biased by
everything that it pops up” (P19); because of this, one remedy proposed that “the search
engine should allow the user to type the complete criteria or word or sentence [they] want to
search” (P18).

Others wanted the platform to provide additional information about what was
happening. Some thought explanations of algorithmic behavior and how to interact
with it could help: P21 thought “a note [...] explaining why certain searches give you
certain results could be useful,” and P18 similarly said that platforms “should provide a
module or instructions, do’s and don’ts on the top.” Though this action would be done
by platforms, it would presumably result in changed user behavior that leads to
less biased results. Others wanted platforms to provide more context about some
searches, such as by offering users “all of the different meanings [of a term] up in the first
screen” (P19) or through “a feature that allowed you to get a description of the term before
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you see images” (P16). Another mentioned way to include context was through “some
kind of disclaimer saying, “This word has a racialized history”’ (P12) in relevant places.

Participants also would appreciate increased ability to give feedback to plat-
forms. Wanting to report a concern, P3 wondered, “Who do I write to, to make this
complaint?” In that vein, P18 said, “If [the] option is available, then I'll submit [issues]
as spam or harmful post.” Others described a slightly different interaction style where
“you should be able to flag [issues] for someone to either remove or add context” (P16) and
“mark them as inappropriate” (P13). Participants emphasized the need for ease, as
they are “not going to go out of my way to look for people to tell” (P8), and for action to be
taken in response, as P11 described situations—"“when I tend to report harmful things
on Facebook or Instagram [...] it still doesn’t go anywhere”—that led to frustration with
ineffective reporting processes.

4.5 Limitations

It is important to highlight some specific limitations of our methods. In this study,
we focus on image search as our problem domain for the interview study, as it pro-
vides a familiar, straightforward starting point for our participants to search for
problematic machine behaviors. It offers an interface that supports easy compari-
son across different images, through which biases in result ranking and distribution
can be more easily identified. However, biases are also present in other types of al-
gorithmic systems and digital platforms, where such patterns may not be salient. In
addition, this kind of comparison-based pattern detection is not always relevant to
identifying harmful machine behavior, which can manifest as a single problematic
instance (e.g., an image-caption pair) rather than a statistical pattern [231]. Also,
when considering harmful bias, a large number of participants brought up biases
that were caused by misrepresentation and stereotypes. This focus might have been
influenced, at least in part, by the examples we chose in the specific interview tasks
and the use of image search as our initial problem domain in this study.

4.6 Discussion

Past literature has shown that everyday users can be powerful in detecting harmful
and biased machine behaviors in their daily interactions with algorithmic systems
[474]. However, little is known regarding how such power can be supported and
guided. In this chapter, we have begun to shed light on these questions by investi-
gating the strategies everyday users use to surface potentially harmful algorithmic
behavior, both individually and collectively. Below, we discuss design implications
and future research directions toward supporting user-driven algorithm auditing.

4.6.1 Supporting User-Driven Algorithm Auditing

In this chapter, we investigated how people surface harmful algorithmic behaviors
with the aim of informing the design of new tools and methods to support user-
driven algorithm auditing. We presented a process model capturing influences and
stages of users’ bias search and sensemaking process. Our investigation primarily
focused on scenarios in which participants actively search for potential algorithmic
biases; future investigations could explore how we might better support people in
following up on incidental encounters with algorithmic biases. Here we discuss how



Chapter 4. User Strategies for Uncovering Algorithmic Harm 61

our process model can inform the design of new interventions to facilitate future
user-driven audits.

Utilizing Prior Experiences & Exposures in Uncovering Harm

The results of our studies suggest that people’s exposures and experiences have a
large influence on what types of bias they are able to identify. In addition, be-
yond their personal identities and backgrounds, participants drew upon second-
hand knowledge of the experiences of those close to them, or knowledge from me-
dia that they had consumed. Assigning people to particular auditing roles based
on their specific exposure and experience could boost future auditing efforts. For
example, in order to surface potential racial biases in an algorithmic system, it may
be most useful to engage users with exposure to and experience with related racial
bias. Further, this indicates that having auditors with a diverse set of exposure and
experience is crucial to comprehensively unearth harmful algorithmic behaviors.

Participants also showcased their own cognitive biases as they made sense of
potential biases. Sometimes participants entered a term and said that they searched
it because they expected a certain bias to appear. Then, despite having little to no
evidence to support the expectation, they concluded that their expectation of bias
was correct. It may be that people held preconceptions so strongly that they fell prey
to confirmation bias. Future supports for user-driven algorithm auditing should
anticipate such cognitive biases, and should be explicitly designed to mitigate their
impacts.

Facilitating Bias Detection & Reporting via Platform Affordances

In our studies participants mentioned desires and actions to raise awareness of prob-
lematic algorithmic behaviors. Participants described telling other people that they
know, sharing information with impacted groups, and getting the word out via mass
media, and they also expressed that they would like to communicate issues with
platforms and companies. We can leverage our knowledge that platform affordances
influence the process by providing straightforward ways to report bias, either to the
platform or beyond, through the design and mechanisms of the platform itself.

We also know that participants frequently used comparison as a method by
which to notice, understand, and evaluate potential bias. For instance, Google Im-
ages’ search interface allows users to easily view groups of multiple images in ranked
search results, which is useful for examining patterns and finding biases that only
emerge through comparison. Participants also used comparison to look for more
evidence, testing for the presence of bias through levelled searches that they would
then compare to each other. This proved helpful to participants’ consideration of
bias. Employing platform affordances to facilitate this comparison could lead to
richer and more fruitful user-driven algorithm audits.

Another type of platform affordance comes in the form of quantification. Al-
though we see potential for user-driven auditing in identifying qualitative harms,
participants sometimes attended to quantitative information present in the platform
in forming their judgments. As one example, participants often looked for propor-
tions represented in image search results, which could be productive in surfacing
certain issues where participants noticed a dearth of certain categories. But we also
observed several cases where we believe it was distracting to look at proportions,
such as when participants identified the presence of a single instance of a category
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as proof that there was enough representation. So quantitative reasoning for quali-
tative harms can be helpful or counterproductive, depending on the method.

Toward Building Algorithmic Counterpublics

As previous literature [474] suggests, when a group of users work together to col-
laboratively make sense of problematic algorithmic behaviors, they often form what
Nancy Fraser termed as “counterpublics” [186] — where members of often marginal-
ized social groups collectively participate in their own form of sensemaking, opinion
formation, and consensus building. For example, via the platform’s internal discus-
sion forum, Yelp users were able to form algorithmic counterpublics against biased
rating algorithms [169].

We observed similar counterpublics forming in our four workshops. Indeed,
in the workshop sessions, we saw how participants from various backgrounds at-
tempted to establish common understanding around the issues being reported via
actions such as untangling the sources, reflecting on the context, and proposing pos-
sible remediation solutions. How can we better support such collective auditing
behaviors to build more successful algorithmic counterpublics?

We observed that the lack of contextual information remains as one of the major
challenges for our workshop participants, as they often had a hard time untangling
different possible explanations for an observed behavior based on the information
provided in the user report. One way designers might help auditors overcome this
challenge is to allow them to ask follow-up questions of people who report their
observations. For example, since none of these workshops had access to the de-
mographic information of the user report submitters, participants were constantly
questioning whether the problematic machine behavior could be a type of “demo-
graphic targeting”. Future designers should consider strongly encouraging auditors
to provide necessary contextual information (e.g., demographic information) to bet-
ter facilitate such collective sensemaking. Another way for designers to support
such types of collective sensemaking is to offer cues to remind the auditors to reflect
on the missing information. For instance, in workshop four, participants did not
necessarily reflect on missing information until filling out the final report, after they
had already discussed a given case at length. In this case, some of the questions in
our workshop’s final report served as cues for our participants.

We also observed interesting dynamics of the demographic makeup of our work-
shop participants. For example, if in a workshop, all participants shared similar
backgrounds (e.g., shared experience or similar technical expertise), they might be
missing certain information in bias validation due to the constraints of team diver-
sity. However, sometimes similar backgrounds and shared identities might also
allow people to bring in new ideas without them seeming threatened. Future de-
signers should consider how to balance such dynamics in supporting more effective
team formation.

There is great opportunity in encouraging users to come together within their au-
diting activities. Though users can and do individually audit algorithms, oftentimes
it is only together that can they conduct tests as different, authentic users to gather
robust evidence. Only together can they discuss and provide general consensus or
disagreement, or raise awareness at the scale required to put pressure on companies
and hold them accountable.
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4.6.2 Limits & Challenges of User-Driven Algorithm Auditing

Though user-driven algorithm auditing has many strengths, it comes with its own
challenges and limitations. Everyday algorithm audits have had varying levels of
success [474]. One relevant factor may be the difficulty in creating productive struc-
ture and organization in a user-driven algorithm audit. Establishing structure and
organization is especially difficult amongst large groups of users, though collective
action is exactly what many user-driven audits need to interrogate, hypothesize,
test, and raise awareness effectively. Our process model offers insights for how
users work, together and independently, that can be leveraged to carefully create
and support this structure and organization at scale.

User-driven audits thus far have occurred in situations where users notice po-
tential issues within algorithmic systems, whether by stumbling upon or by actively
searching for problematic algorithmic behaviors. This limits the relevance of user-
driven auditing to algorithms that are directly visible to users to interact with, ne-
glecting many algorithmic systems that are offline and invisible to users. However,
tools and platforms that facilitate user-driven auditing can be designed to provide
and encourage interaction with algorithms that users do not normally interface with.
A similar but distinct challenge involves situations in which those targeted and po-
tentially harmed by algorithms are not the the direct users who interact with these
systems day-to-day. For example, in many high-stakes algorithm-assisted decision-
making contexts like child welfare decision-making and recidivism prediction, pub-
lic sector workers are the direct users of such systems, but the citizens and usually
marginalized people are the ones who are impacted by these algorithmic systems’
outcomes. In such settings, it may be beneficial to bring in diverse stakeholders with
relevant knowledge—especially those who are impacted by algorithmic outcomes.

Not all algorithmic behaviors are equally visible, and sometimes people are harmed
by algorithmic behaviors without their knowledge. In this chapter we have largely
focused on harmful algorithmic behaviors that people have opportunities to en-
counter in their day-to-day lives and that (at least some) people can plausibly be
expected to recognize as harmful. Not all algorithmic harms fit this description. In
some cases, this may be because those most affected by a given algorithmic system
are not the users who directly interact with the system, as discussed above. It may
also be due to the opaque nature of some algorithmic systems. For example, gig
workers often are unable to tell how the algorithm managing them works. But apps
to compare wages have helped gig workers to collectively reveal inequities [352].
The creation of new platforms like these apps, with affordances that support col-
lective investigation and sensemaking, can provide avenues for the recognition of
harmful algorithmic behaviors that may otherwise remain invisible.

Determining what is noise and what is legitimate, relevant information is another
challenge. Often the users are not technical experts and have no straightforward way
beyond their own input/output based testing to determine the correctness of their
hypotheses about how the algorithms work. Identifying signal versus noise is rec-
ognized as a challenging problem for user- and crowd-driven approaches in general.
Some bug bounty programs use experts to ensure they have more signal than noise
[218]. But weeding out noise requires care, as the process can involve a level of sub-
jectivity. Apparent “noise” may actually be an important signal, indicating where
the ground truth is contested (e.g., representing substantive disagreements across
different social groups) [351, 451].

Of note, supporting user-driven auditing inevitably involves priming users’ per-
ceptions and auditing behaviors to some degree. Just as we primed participants with
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specific tasks and examples in this study, users on a platform would also necessarily
have to be primed to some extent in order to support the process of user-driven au-
diting. For example, the onboarding or training provided to users who are new to a
user-driven auditing platform may influence their subsequent bias search and sense-
making behaviors, no matter how diligent platform designers are in reducing such
priming effects. Similarly, if a user-driven auditing platform recommends specific
auditing tasks to users, there are risks that the selection and presentation of tasks
will inadvertently serve to prioritize the interests of some social groups over others,
or that the structure of a given task will facilitate identifying certain kinds of biases
over others.

4.6.3 Algorithmic Harm Remediation: What’s next?

A critical question that any user-driven auditing platform must be designed to ad-
dress is this: in cases where users identify harmful algorithmic biases, what might it
actually look like to “fix” the issue? Our participants showcased varied definitions
of bias through their differing interpretations of algorithmic outputs. Some par-
ticipants envisioned accuracy and matching with reality, while others envisioned
diverse representation regardless of accuracy. For accuracy, the process of choos-
ing ground truth is fraught, as many sources are littered with biases and other is-
sues themselves. For diverse representation, what would ideal representation look
like? Interestingly, participants found representation important in both positive (e.g.
“beautiful woman”) and negative (e.g. “nagging”) contexts. This begs an ethical
question about when the negative context is harming those who are represented
and thus increasing representation would consequently harm more types of peo-
ple: Is representation the answer? And if it is, who or what should be represented in
negative contexts like this? These tensions would need to be dealt with in any future
remediation.

In many cases, it may not be possible to simultaneously achieve all remediative
ideals, especially when there is no alignment as to what bias is in the first place.
This means that designers of future user-driven auditing platforms cannot fully es-
cape making design decisions that will impact whose values will be prioritized and how.
The design of equitable processes for recommending or deciding upon remediation
strategies is a critical open problem in this space.

When fixing bias is neither desirable nor possible, promoting awareness of algo-
rithmic biases and other harmful behaviors can be especially valuable. User aware-
ness helps users adapt their behaviors in and around algorithmic systems, in turn
fostering user-driven auditing and supporting remediation of harmful issues by
other means. Participants described a wide range of ways that awareness of bias
could be promoted, and most of the other remediative methods they described re-
quire user awareness in order to commence.

Beyond discussions of how algorithmic systems should be “fixed” are questions
about how many outstanding issues we as a society are willing to accept and mark
as ‘need to be fixed” before taking more severe recourse. Other researchers have
highlighted the ways that algorithmic harm derives from the structural power given
them [22, 364]. Though a common reaction to harmful algorithms is to address spe-
cific issues, there have been times when the response has instead removed the al-
gorithm’s power entirely (e.g., [136, 307, 549]); indeed refusal instead of repair has
been highlighted as an often appropriate way to respond to bias [53, 568]. At what
point in a harmful algorithm’s existence do we mitigate the harm by stopping the
algorithm altogether rather than just attempting to mitigate specific issues?
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4.7 Conclusion

In this chapter, I demonstrated everyday users’ strong abilities to detect and rea-
son about potentially harmful algorithmic behaviors through a three-stage process
model (i.e., search inspiration, sensemaking, and remediation) as well as significant
influences on the process (i.e., knowledge and beliefs, and platform affordances).
These findings reveal many opportunities in designing user-driven algorithm audits
such as utilizing users’ prior exposure to and experiences of harms and biases as well
as leveraging platforms” affordances for comparing and reporting potential cases of
algorithmic harms. The collective effort of users in the workshops to understand,
investigate, and consider remediations for potentially harmful algorithmic behav-
iors also showcase opportunities for building counterpublics and collective audit
platforms. However, balancing the dynamics of such platforms including the de-
mographic makeup and community guidance and feedback needs further research,
along with a careful design process.
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Chapter 5

Understanding Practices,
Challenges, & Opportunities for
User-Engaged Algorithm Auditing
in Industry Practice

This chapter is adapted from my paper [141]:

Wesley Hanwen Deng, Bill Boyuan Guo, Alicia DeVrio, Hong Shen, Motah-
hare Eslami, Kenneth Holstein. “Understanding Practices, Challenges, and
Opportunities for User-Driven Algorithm Auditing in Industry Practice.” In
Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems.
(2023).

Recent years have seen growing interest among both researchers and practition-
ers in user-engaged approaches to algorithm auditing, which directly engage users
in detecting problematic behaviors in algorithmic systems. However, we know
little about industry practitioners” current practices and challenges around user-
engaged auditing, nor what opportunities exist for them to better leverage such
approaches in practice. To investigate, I conducted a series of interviews and it-
erative co-design activities with practitioners who employ user-engaged auditing
approaches in their work. The findings reveal several challenges practitioners face
in appropriately recruiting and incentivizing user auditors, scaffolding user audits,
and deriving actionable insights from user-engaged audit reports. Furthermore,
practitioners shared organizational obstacles to user-engaged auditing, surfacing a
complex relationship between practitioners and user auditors. Based on these find-
ings, I discuss opportunities for future HCI research to help realize the potential (and
mitigate risks) of user-engaged auditing in industry practice.

5.1 Introduction

In recent years, algorithm audits have risen to prominence as an approach to uncover
biased, discriminatory, or otherwise harmful behaviors in algorithmic systems [91,
127,168, 169, 290, 361, 417, 447, 512, 597]. Today, algorithm audits are typically con-
ducted by small groups of experts such as industry practitioners, researchers, and
activists [361, 447]. Although expert-led approaches have been highly impactful,
they often suffer from major blindspots, and fail to detect critical issues. For ex-
ample, expert-led audits can fail when those conducting the audit lack the relevant
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cultural knowledge and lived experience to recognize and know where to look for
certain kinds of harmful algorithmic behaviors [148, 256, 474, 589].

To overcome limitations of current algorithm auditing techniques, researchers in
HCTI and Al have begun to explore the potential of more user-engaged approaches to
algorithm auditing, which directly engage users of Al products and services in sur-
facing harmful algorithmic behaviors. Recent years have seen many cases in which
users organically came together to uncover and raise awareness about harmful be-
haviors in algorithmic systems they use day-to-day, which had eluded detection by
industry teams or other expert auditors [474]. Inspired by these observations, re-
searchers have begun to explore the design of systems that can leverage the power
of everyday users and crowds to surface harmful algorithmic behaviors that might
otherwise go undetected (e.g., [43, 98, 300, 315, 382, 383]). The designs of existing
research systems span a spectrum of user engagement, from more practitioner-led
approaches—such as crowdsourcing workflows in which users’ testing and auditing
activities are more heavily guided and constrained by requesters—to more user-led
approaches in which users take greater initiative in directing their own activities.

In parallel to these research efforts, several major technology companies have be-
gun to experiment with approaches that engage users in auditing their AI products
and services for problematic behaviors. For example, in 2021 Twitter introduced its
first “algorithmic bias bounty” challenge to engage users in identifying harmful bi-
ases in its image cropping algorithm [114]. In another effort, Google launched the
“Al Test Kitchen,” a web-based application that invites users to experiment with
some of Google’s latest Al-based conversational agents, and to report any prob-
lematic behaviors they encounter [560]. More recently, inspired by Twitter’s “al-
gorithmic bias bounty,” OpenAl initiated a “Feedback Contest” to encourage users
to “provide feedback on problematic model outputs” during their interactions with
ChatGPT chatbot [15].

Despite growing interest from industry, there remains a gulf between the aca-
demic research literature on user-engaged auditing and current industry practice. In
particular, we still know little about industry Al practitioners’ current practices and
challenges around user-engaged auditing, and what opportunities exist for them to
better leverage such approaches in practice. To investigate, in this chapter we ex-
plore the following research questions:

RQ1 What are Al practitioners’ current motivations and practices around user en-
gagement in auditing their AI products and services for problematic algorith-
mic behaviors?

RQ2 What opportunities and challenges do practitioners envision for user-engaged
approaches to better support their algorithm auditing efforts?

We conducted a two-stage study with 12 industry practitioners from 9 technology
companies, all of whom have experimented with engaging users in auditing their Al
systems for problematic algorithmic behaviors. We first conducted semi-structured
interviews to understand practitioners’ current practices and challenges around en-
gaging users in Al testing and auditing. We then conducted co-design activities,
working with practitioners to iteratively co-design three design artifacts as a way
to further probe challenges perceived by practitioners and opportunities to better
support user-engaged approaches to algorithm auditing in industry practice.
Overall, our participants shared three major motivations for engaging users in
Al testing and auditing: understanding users’ subjective experiences of problematic
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machine behaviors, overcoming their teams’ blindspots when auditing their prod-
ucts and services, and gathering evidence from users to help them advocate for fair-
ness work within their organizations. Participants shared prior experiences engag-
ing users on different scales, from individual user study sessions, to focus group
workshops, to large-scale user feedback and crowdsourcing activities. However,
in doing so, practitioners encountered various challenges in engaging users effec-
tively. For instance, practitioners discussed challenges they faced in recruiting and
incentivizing the “right” group of auditors for a given task, with relevant identi-
ties and lived experiences. Participants also discussed the difficulties in scaffolding
users towards productive auditing strategies, without biasing them to simply repli-
cate industry teams” own blindspots. Finally, practitioners discussed the challenges
of quantification when deriving actionable insights from user-engaged auditing re-
ports: relying upon the majority vote runs the risk of masking the very biases an
audit is intended to uncover. In addition, participants shared broader organizational
obstacles to user-engaged auditing, highlighting key tensions that arise in practice
when involving users in algorithm auditing efforts such as potential PR risks, profit
motives that work against protecting marginalized groups, and privacy and legal
concerns.

As private companies increasingly experiment with user-engaged approaches to
algorithm auditing, HCI research has a critical role to play in shaping more effective
and responsible practices. To this end, this work contributes:

¢ Anin-depth understanding of industry practitioners” motivations, current prac-
tices, and challenges in effectively engaging users in testing and auditing Al
products and services. Our findings shed light on the types of problems prac-
titioners aim to address through user engagement around algorithm auditing,
as well as the the ways practitioners navigate organizational tensions around
user involvement in Al development processes.

* A set of design implications for user-engaged algorithm auditing, beyond stan-
dard considerations for human computation or user feedback systems.

* Insights into the complex relationship between user auditors and industry
practitioners working on responsible Al, suggesting opportunities for future
HCI research to help realize the potential (and mitigate risks) of user-engaged
auditing in industry practice.

5.2 Related Work

5.2.1 Understanding and supporting responsible Al practices in industry
contexts

In recent years, significant effort has been directed towards the development of ap-
proaches, guidelines, and tools to help industry practitioners audit their Al products
and services for unfair, biased, or otherwise harmful algorithmic behaviors (e.g., [14,
56, 67, 68, 368, 425, 426]). Early work in this area has largely been guided by ad-
vances in academic research on Al fairness [3, 32, 51, 172, 310, 414]. Yet in a series
of interview studies and surveys with industry Al practitioners, Holstein et al. [256]
found that there were major disconnects between the tools offered by the research
community, versus the actual on-the-ground needs of industry Al practitioners. To
address such gaps, a growing line of research in HCI has focused on better under-
standing industry Al practitioners needs and designing to support responsible Al
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practices in industry. For example, studies from Madaio et al. [342] and Rakova et
al. [419] investigated the organizational challenges and barriers that practitioners
face in practice when attempting to build more responsible Al systems.

Meanwhile, to better support responsible Al practices, companies have been de-
veloping responsible Al guidelines such as People + Al guidebook [426], trustwor-
thy Al principles [537], Al fairness checklists [425], and responsible Al toolkits such
as Al Explainability 360 [14] and Fairlearn [67]. However, recent HCI research has
surfaced gaps between fairness toolkits’ capabilities and practitioners’ needs [142,
323, 430]. For example, Kaur et al. [291] found that Al practitioners often over-
trust and misuse Al explainability toolkits. Other work from Lee et al. and Deng et
al. identified misalignment between the designs of existing fairness toolkits versus
practitioners” actual desires and usage of these toolkits [142, 323, 430]. In interviews
with AI practitioners, these authors found that, beyond the functionality provided
by current toolkits, practitioners desired tools that could help them bring in per-
spectives from relevant domain experts and users, in order to aid them in auditing
their Al systems [142]. In the next sections, we discuss emerging work that aims to
support the power of users in algorithm auditing.

5.2.2 The power of users in algorithm auditing

Metaxa et al. [361] define an algorithm audit as “a method of repeatedly querying
an algorithm and observing its output to draw conclusions about the algorithm’s
opaque inner workings and possible external impact.” A growing body of work
in HCI, Al, and related communities has developed tools and processes to audit
algorithmic systems for biased, discriminatory, or otherwise harmful behaviors (e.g.,
[91, 361, 447]). Past work in algorithm auditing has uncovered harmful algorithmic
behaviors across a wide range of algorithmic systems, from search engines to hiring
algorithms to computer vision applications [40, 91, 241, 379, 408, 512].

Today, algorithm audits are typically conducted by small groups of experts such
as industry practitioners, researchers, activists, and government agencies [361]. How-
ever, such expert-led audits often fail to surface serious issues that everyday users of
algorithmic systems are quickly able to detect once a system is deployed in the real
world [256, 474]. For instance, this approach can fail when those conducting the au-
dit lack the relevant cultural knowledge and lived experience to recognize and know
where to look for certain kinds of harmful algorithmic behaviors [148, 256, 474, 589].
In addition, expert-led audits may fail to detect certain harmful algorithmic behav-
iors because these behaviors only arise—or are only recognized as harmful—when
a system is used in particular context or in particular ways, which auditors may fail
to anticipate [127, 168, 190, 256, 465, 474].

Recent years have seen many real-world cases in which users have uncovered
and raised awareness around harmful algorithmic behaviors in systems they use
day-to-day (e.g., search engines [91], online rating/review systems [168, 512], and
machine translation systems [408]) although expert auditors had failed to detect
these issues. Shen et al. [474] developed the concept of “everyday algorithm au-
diting” to describe how everyday users detect, understand, and interrogate prob-
lematic machine behaviors via their daily interactions with algorithmic systems. In
the cases these authors reviewed, regular users of a wide range of algorithmic sys-
tems and platforms came together organically to hypothesize and test for potential
biases. More recently, DeVos et al. [148] conducted a series of behavioral studies to
better understand how users are often able to be so effective, both individually and
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collectively, in surfacing harmful algorithmic behaviors that more formal or expert-
led auditing approaches fail to detect. As discussed next, recent research is begin-
ning to explore ways to support the power users in algorithm auditing to overcome
limitations of expert-led approaches.

5.2.3 Supporting user-engaged algorithm auditing

Recognizing the power of users in algorithm auditing, researchers have begun to
explore the design of systems to support more user-engaged approaches [148, 315]
to algorithm auditing, which directly engage users in surfacing harmful algorithmic
behaviors that might otherwise go undetected.

A line of work has developed interfaces, interactive visualizations, and crowd-
sourcing pipelines to support people in actively searching for algorithmic biases and
harmful behaviors [43, 98, 300, 382]. The designs of these research systems span a
spectrum of user-engagement, from more practitioner-led approaches to more user-
led approaches in which users take greater initiative and control in directing their
efforts. For example, Ochigame and Ye developed a web-based tool called Search
Atlas, which enables users to easily conduct side-by-side comparisons of the Google
search results they might see if they were located in different countries to spot [383].
Kiela et al. developed a general research platform called Dynabench, which invites
users to try to identify erroneous and potentially harmful behaviors in Al models
[300]. Using Dynabench, users can generate test inputs to a model to try to find
problematic behaviors, flag behaviors they identify, and provide brief open-text re-
sponses if they wish to offer additional context. More recently, Lam et al. developed
a tool called “IndieLabel,” in order to empower end users to detect and flag prob-
lematic algorithmic behaviors and then author audit reports to communicate these
to relevant decision-makers [315].

In parallel, several major technology companies have begun to experiment with
approaches that engage users in auditing their Al products and services for prob-
lematic behaviors. For example, in 2021 Twitter introduced its first “algorithmic
bias bounty” challenge to engage users in identifying harmful biases in its image
cropping algorithm [114]. In another effort, Meta adopted the Dynabench plat-
form described above, to discover potentially harmful behaviors in natural language
processing models [300]. More recently, Google launched the “Al Test Kitchen,” a
web-based application that invites users to experiment with Google’s latest LLMs-
powered conversational agents, and to report any problematic behaviors they en-
counter, with the stated goal of engaging users in “learning, improving, and inno-
vating responsibly on Al together” [560]. In addition, organizations like OpenAl and
HuggingFace are beginning to include built-in interface features that invite users to
report harmful algorithmic behaviors they encounter while interacting with LLM-
powered applications like text-to-image generation tools. HuggingFace developed
features to engage end users in flagging ethical/legal issues on their API [401]. In
addition, OpenAl initiated a feedback contest around their LLM-based tool Chat-
GPT, with the goal of encouraging users to “provide feedback on problematic model
outputs” [15].

Despite growing interest in both academia and industry, there remains a gulf
between the academic research literature on user-engaged auditing and current in-
dustry practice. To date, little is known about industry Al practitioners’ current
practices and challenges around user-engaged auditing, nor what opportunities ex-
ist for them to better leverage such approaches in practice. In this chapter, we take a



Chapter 5. Industry & User-Engaged Algorithm Auditing 71

“Developer-led” User-engaged Auditing Pipeline “User-led” User-engaged Auditing Pipeline

User-engaged Audit Report User-engaged AuditData Cases/Projects

FIGURE 5.1: Two potential user-engaged auditing pipeline designs that were iteratively co-designed
with participants. The left image shows the “developer-led” pipeline design, and the right image
shows the “user-led” pipeline design. Each figure illustrates a possible interaction flow between user
auditors and AI product teams, showing how auditing tasks are created, how background information
on user auditors is shared, how user auditing reports are generated based on auditors’ findings, and
how these reports are shared with AI product teams. During the co-design activity, participants could
zoom in, annotate, and modify the details. We used these pipeline flowcharts as probes, not as final
products, to investigate more deeply on practitioners’ challenges and desires.

first step towards understanding current practices, challenges, and design opportu-
nities for user-engaged approaches to algorithm auditing in industry practice.

5.3 Method

5.3.1 Study design

We conducted a two-stage study involving semi-structured interviews followed by
iterative co-design activities. We first conducted semi-structured interviews to un-
derstand participants’ current practices and challenges around engaging users in Al
testing and auditing. In the next stage, we engaged participants in a co-design ac-
tivity to further probe the opportunities and challenges in supporting user-engaged
algorithm auditing in industry practice. We worked with participants to iteratively
design three artifacts: a user-engaged audit report, representing a “wish list” of
types of information that they would ideally want to solicit through a user-engaged
auditing approach, and two user-engaged auditing pipelines, building upon initial
designs informed by interview findings and insights from prior literature [148, 361,
447, 474]. Throughout the study, we iterated on these design artifacts based on feed-
back and design ideas from prior participants. We used these artifacts and the process
of co-designing them to provoke deeper conversations around participants’ desires,
as well as potential risks they anticipate, for new systems that support user-engaged
auditing.

Following an iterative co-design process similar to prior work (cf. [255, 343]),
for our first five participants, we ran the two stages of our study in separate ses-
sions in order to better inform the design of the initial versions of the artifacts based
on the needs and desires these participants expressed in the first set of interviews.
However, we soon encountered difficulty in retaining industry participants due to
their busy schedules (e.g., one participant was not able to return to complete the
co-design). Therefore, after our first five participants, we ran both stages in a sin-
gle session. We then continued to iterate on the artifacts during the study sessions
themselves. Below, we describe each of these activities in more detail.}

IWe also provide our interview and co-design protocol in the supplementary material.
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Stage one: Semi-structured interviews

To understand practitioners’ current practices around engaging users in Al testing
and auditing, we conducted semi-structured interviews, each lasting up to an hour.
We adopted a directed storytelling approach [174]. We first asked participants to de-
scribe their team’s prior experiences in trying to detect or address biased or harmful
behaviors in their Al products or services, with a specific focus on whether, why,
and how they engaged users in the process. For example, we asked “Could you de-
scribe how your team attempted to engage users in auditing the Al products and services
you mentioned” and “What motivated you or your team to engage users in this way?”
Through follow-up questions, we probed deeper into challenges participants had
encountered when attempting to engage users in the auditing process. As partici-
pants shared specific challenges they had encountered, we also invited them to share
ideas for potential solutions to these challenges. For example, in response to specific
challenges raised by participants, we asked “How did your team attempt to tackle these
challenges?” and “How effective were your team'’s approaches?”

Stage two: Iterative co-design activities

To further envision future opportunities and solicit potential challenges and risks
for user-engaged algorithm auditing approaches, following the interviews, we then
involved participants in a series of co-design activities, following an iterative co-
design process similar to prior work (cf. [255, 343]). This stage of the study lasted
up to 45 minutes, and involved participants in co-design around three design arti-
facts: a user-engaged audit report and two user-engaged audit pipeline flowcharts.
We first designed initial versions of these artifacts based on participant needs and
desires expressed during stage one, as well as prior research on user-engaged al-
gorithm auditing [148, 474]. We then iterated on their designs with practitioners
throughout the co-design activities. We note that these design artifacts were not the
goal of our study, but rather served as tools to probe more deeply on practitioners’
challenges and desires. Below, we describe the process of co-designing these three
artifacts, and how we used this process to probe on future opportunities and risks
of user-engaged audits.

User-engaged audit report: We invited each participant to contribute to the de-
sign of a report that they would ideally like to see as the output of a user-engaged
auditing process. We first asked participants open-ended questions such as “What
information would you ideally want the service to report back to your team?” and encour-
aged them to sketch as they generated new ideas. To help participants come up with
ideas, we presented participants with example of actual written responses gener-
ated by users during a user-engaged algorithm auditing workshop in prior work?
[148]. Viewing examples of actual user responses on an auditing task provided an
opportunity for participants to reflect upon gaps in their own report designs, and
to anticipate potential challenges in soliciting useful information from user auditors
(cf. [254, 343]). We then presented participants with a user-engaged audit report
template that we initially designed based on previous work and iterated through
the design during the study. Our goal was to further probe participants” feedback
by providing them with potential content that an audit report can consist of (such as
information about the auditors, details of the reported issue, evidence, the severity
of the issue, etc.). However, we intentionally showed this report after participants
generated ideas about what a report can include to avoid biasing them towards a

2We provide the example user report we used in the study in the supplementary material
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Table 5.1: Summary of participants’ backgrounds and relevant experience.

specific report format, yet giving them the opportunity to discuss other options and
iterating through the report design based on their initial ideas.

User-engaged audit pipeline flowcharts: We also co-designed two opposing car-
icatures of user-engaged audit pipeline designs with participants which varied in
the degree of initiative users assumed in the auditing process: (1) a “developer-led”
pipeline, in which the audits were primarily initiated and coordinated by the de-
velopers of an Al product or service; (2) a “user-led” pipeline, in which the audits
were primarily initiated and coordinated by users (see Fig. 5.1). For the developer-
led pipeline, the Al product teams can fully control what Al systems (or what parts
of the Al systems) should be audited, who should be considered eligible auditors,
and how the auditing should be executed. In the “user-led” pipeline, users are those
who initiate and control the auditing based on their interactions with the Al systems.
Users could collectively initiate the auditor selection criteria, defining auditing pro-
tocol, generating audit data, and synthesizing reports. In this case, Al practitioners
can only access the audit data without getting involved in or having a say in the
auditing process. While we anticipated that neither of these caricatures would rep-
resent ideal designs from industry practitioners’ perspectives, we presented these
in order to provoke further discussion about design trade-offs between greater user
versus developer control in auditing processes.

5.3.2 Participants

We adopted a purposive sampling approach [102], with the aim of recruiting indus-
try practitioners who either (1) had direct prior experience employing user-engaged
algorithm auditing approaches, or (2) had an interest in such approaches and had adja-
cent experience crowdsourcing approaches as part of their Al work. Specifically, using
an online screening survey, we recruited members of industry teams that design and
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build Al products and services, and who had already attempted to engage users in
detecting fairness-related issues in their Al systems. In addition, we opened up the
study to interested practitioners who had not yet experimented with user-engaged
approaches to algorithm auditing, but who had prior experience using crowdsourc-
ing approaches in other areas of their AI work. We broadened our criteria to in-
clude these participants because we expected that prior experience with crowd-
sourcing would help participants envision ways user-engaged approaches might
support their algorithm auditing efforts. In the end, however, all 12 of our partic-
ipants had direct prior experience experimenting with user-engaged approaches to
algorithm auditing (see Table 5.2). In addition, all but three of our participants had
prior experience with crowdsourcing methods.

We recruited our participants through social media (e.g., Linkedin and Twitter),
and through direct contacts at large technology companies. As discussed in prior
literature that studies responsible Al practices in industry (e.g., [142, 256, 323]), re-
cruitment for such studies can be highly challenging. Practitioners are often wary
of participating in such interview studies, for instance, given that participation may
require admitting the existence of flaws in their products and services that have not
been made public, or sharing disagreements about their companies’ current orga-
nizational culture. Although we assured potential participants that their responses
would be carefully de-identified, as discussed below, we expect that such concerns
likely had an influence on our recruitment.

In total, 25 practitioners completed the recruitment screening form, of which 18
met our recruitment criteria. Ultimately, 12 of these practitioners, spanning 9 com-
panies, responded to our study invitation and participated in the study. All 12 par-
ticipants participated in the interview session; all except one participant participated
in the co-design session. (P4 was not able to return to complete the co-design activ-
ity due to busy schedule.) All participants were compensated at a rate of $35 per
hour for their participation. Table 5.1 overviews participants’ job titles, their years
of experience with user-engaged auditing, their company size, the types of Al prod-
ucts or services they worked on, and their experiences with user-engaged auditing.
While 9 of our participants conducted user-engaged algorithm auditing as part of
their main job function; three participants (P2, P6, P12) engaged users in algorithm
auditing on their own initiative, to help them in advocating for fairness issues to be
addressed within their organizations.

Following prior work on responsible Al practices in industry [142, 256, 342, 343],
to avoid identifying individual participants who work at the forefront of sensitive
topics, details about participants” demographics are omitted, and we abstract some
details about participants” companies and roles. In addition, we assured participants
that we would not ask them to reveal any confidential or personally identifying
information about their colleagues and that we would de-identify all responses at
the individual, team, and organization levels. Finally, participants were instructed
that they were free to skip any questions they were uncomfortable answering, or to
leave the session at any time for any reason.

5.3.3 Data analysis

Our study sessions yielded approximately 15 hours of audio that we transcribed.
To analyze our interview and co-design session transcripts, we adopted a reflexive
thematic analysis approach [80]. Two of the authors met after each interview and
co-design session to conduct an interpretation session, and then conducted open
coding of the transcripts. Throughout this coding process, the authors continuously
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FIGURE 5.2: High-level overview of our findings. We first share participants’ existing motivations and
practices for user engagement around algorithm testing and auditing (Section 5.4.1). We then describe
challenges participants have faced in their attempts to effectively engage users (Section 5.4.2). Finally,
we share broader organizational obstacles to user-engagement around algorithm auditing perceived
by participants, highlighting key tensions that arise in practice when involving users in algorithm
auditing efforts (Section 5.4.3).

discussed discrepancies in interpretation, and iteratively refined the codes based
on these discussions [80, 356]. In total, we generated around 1,125 unique codes.
Through an iterative, bottom-up affinity diagramming process, we grouped codes
into successively higher-level themes. The first level clustered our 1,125 codes into
271 themes. These were then clustered into 59 second-level themes, 15 third-level
themes, and three final themes. We present our results in the following section,
organized around our three final top-level themes.

5.4 Findings

In this section, we describe how industry practitioners navigate the complicated pro-
cess of engaging users in surfacing harmful algorithmic behaviors. As discussed
below, practitioners mediate conflicts between (1) the underlying values of user en-
gagement in algorithm testing and auditing, (2) inherent challenges in effective user
engagement, and (3) the cultural, legal, and organizational obstacles that disincen-
tivize bringing users’ voices into algorithm testing and auditing processes. We show
that practitioners see clear advantages of engaging users in and around algorithm
auditing processes, which have led them to explore leveraging crowdsourcing plat-
forms and the design of new interfaces that enable in-situ feedback from their users.
Yet practitioners also discussed complexities of engaging users in surfacing algo-
rithmic harms, which introduce unique challenges beyond those faced with conven-
tional human computation or user feedback systems. We summarize our findings in
Figure 5.2.

5.4.1 Practitioners’ motivations and practices for engaging users to audit
Al products and services

Participants believed that engaging users in testing and auditing Al products and
services could help them understand users’” subjective experiences of problematic
machine behaviors and help to overcome developer teams’ blindspots. Participants
also noted that having direct reports of potential issues from users could serve as
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powerful ammunition when making the case internally for a particular course of ac-
tion. Driven by these motivations, participants reported having experimented with
user engagement at various scales to test and audit their systems for problematic
behaviors.

Motivations to engage users in auditing Al products and services

In our semi-structured interviews, all 12 participants reported that they currently
use fairness toolkits or internal auditing with the developer teams to detect prob-
lematic behaviors in their Al products. However, participants quickly encountered
limitations with these approaches, which prompted them to explore user-engaged
approaches as an alternative. Below, we discuss three major motivations that partic-
ipants shared for experimenting with more user-engaged approaches to algorithm
auditing.

Understanding users’ subjective experiences of problematic machine behav-
iors: Participants were motivated to adopt user-engaged approaches because in
many settings, they felt that it was not possible to measure “unfairness” or “harm-
fulness” without an understanding of users” perceptions. As shown in Table 5.2,
eight of our 12 participants had previously used open-source ML fairness toolkits
(e.g., Fairlearn [67], AIF360 [13]) to attempt to audit their teams” Al systems. Par-
ticipants said these toolkits only offered aggregate fairness metrics, whereas appro-
priately assessing algorithmic biases and harms in their systems required in-depth,
qualitative assessments (e.g., for representational harms [129, 256]). For example,
P3 shared that their main role initially involved quantitatively assessing potential
biases in NLP applications using fairness toolkits. However, P3’s team soon sought
out user voices, because “things like representational harms were difficult to quantify and
analyze using fairness toolkits, without understanding the reason behind why users with
certain identit[ies] feel uncomfortable or offended.” To this end, P3’s team conducted fo-
cus groups with users who encountered harmful biases in their NLP applications, in
order to better understand users’ experiences in their own words.

Several participants described sometimes needing help from users to determine
what “fair” or “non-harmful” behavior would look like in the first place. For ex-
ample, P9 said a common approach when auditing a recommendation system is to
assess “how diverse the recommendations on your platform are.” However, different users
often have conflicting perspectives regarding what it means to have appropriately
“diverse” recommendations. P9 believed the way to understand this was to “directly
ask them[users] what they think.” Similarly, P11 emphasized that in order to empower
their team to design effective remediations, “It’s not enough to just have people flag that
a recommendation is stereotypical, we want to understand why they think it is so that our
team could brainstorm potential solutions.”

Overcoming developer teams’ blindspots: Another motivation for adopting
user-engaged testing and auditing approaches was to overcome cultural and expe-
riential blindspots among product team members. Ten of our 12 participants said
they conducted internal testing within the product team (see Figure 5.2, column 2).
However, echoing findings from Holstein et al. [256], participants reported that in-
ternal testing with small groups of developers often resulted in blindspots, prompt-
ing them to involve users to surface “unknown unknowns” (P10), or the issues that the
team does not know exist. For example, P8 noted that the images on their platform
came from all over the world, involving signs and languages that were deeply cul-
tural and regional, so “it would never be possible for [their] team to capture all these diverse
aspects.” Similarly, P5 complained that “a lot of [their] Al ethics and bias activities
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Approaches that do not engage users User-engaged approaches for testing and auditing their AI systems
Fairness toolkits | Internal testing  User studies Focus groups | Crowdsourcing| Crowdsourcing| In-situ user feedback
within the through through
product team third-party internal
platforms platforms
P1 X X X X X
P2 X X
P3 X X X X
P4 X X X
P5 X X X X X X
P6 X X X
P7 X X X X
P8 X X X X
P9 X X X X
P10 X X X X X
P11 X X X X X
P12 X X X X

TABLE 5.2: Participants’ existing practices for testing and auditing their Al systems for harmful behav-
iors and biases. In this table, we report both approaches that do not engage users and user-engaged
approaches. Section 5.4.1 describes the limitations of approaches that do not engage users. Section 5.4.1
describes the user-engaged approaches in detail. In this table, approaches that do not engage users
are color-coded in gray; approaches for user-engagement at small scales are shown in light green; and
approaches for user-engagement at larger scales are shown in darker green.

only contain [their] own employees, and the perspectives are extremely limited.”
P5 found that bringing in perspectives from external stakeholders helped to surface
problematic algorithmic behaviors that their internal teams had never considered.

Some participants specifically emphasized the importance of engaging marginal-
ized community members in auditing their Al products. P12 said, “No one in the de-
veloping team speaks the language and knows the idioms — how would they properly audit
the outcomes? That's why I have been spending time bringing native speakers into the au-
diting process.” When P11’s team first started auditing the recommendation system
in their product, they attempted to use personas to simulate real-world stakeholders
and bring empathy to the team members, but they soon realized their blindspots
persisted, as “the hypothetical personas are still basically what we imagined based on our
understanding [...] it’s just not realistic for a group of white people to truly understand
Black artists” perspectives through fictional cards.”

Bringing in evidence from users to advocate for fairness work: Finally, five
participants shared that one of their major motivations for adopting user-engaged
approaches was to gather evidence, in the form of direct quotes from users, that
could help them persuade others on their teams that an issue was worth addressing.
This was a particularly important motivation among three participants (P2, P6, P12)
who were self-motivated to address fairness issues in their teams’ products and not
in roles that directly incentivized and supported this work. For example, P2 shared
that, while building Al services to predict potential donors to their client institution,
conversations with donors from marginalized communities inspired their team to
“fundamentally reevaluate the potential biases towards who will donate in their dataset.” As
another example, P6 said their “engineers were pretty confident about the performance of
[their] model and just making assumptions about the real-world situation when people are
using the tool actively,” rarely communicating with UX researchers like P6. However,
P6 “got the luxury to chat directly with folks who are working on building the product”
when they brought in users’ voices and activities about the tool. Similarly, P4 shared
that when data scientists voice concerns about the ML model being unfair and bi-
ased using numbers and graphs, “it is not a tangible risk to a business owner [...] bad
experiences and feedback from the users work way better than numbers to motivate business
owners to think deeper about the product’s potential negative impact.”
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Existing algorithm auditing approaches that engage with users

Driven by the motivations discussed above, all 12 of our participants reported hav-
ing experimented with user-engaged approaches to test and audit their systems for
problematic algorithmic behaviors. As shown in Table 5.2, these methods varied in
scale: practitioners conducted user studies and focus groups with small groups of
users, but they also attempted to engage a larger number of users in the auditing
process through crowdsourcing tools or in-situ user feedback.

User studies and focus groups: Nine participants shared that they have con-
ducted single-person user studies, and eight said they have conducted focus groups,
to engage users in testing their Al services and products. Participants shared how
working with users provided them with different and new perspectives on a prod-
uct and its potential biases. To expand their perspectives, some practitioners specifi-
cally sought out users who belonged to marginalized groups. For example, in order
to mitigate potential biases in their donor database—which was used as the training
data set for their Al service to identify potential future donors—P2’s team connected
with prior donors who have minority backgrounds and were “not being included in
the current database [that was] full of rich white people” in order to understand their do-
nating perspectives and experiences. This approach helped P2’s team realize that
their database prioritizes privileged race and gender groups and change their over-
all problem formulation and development strategy for their models. Similarly, P12
helped their machine translation team better understand how errors in their prod-
ucts impacted marginalized immigrant communities through “chatting with immi-
grants living in the US with low language proficiency both individually and in groups.”

Crowdsourcing and in-situ user feedback approaches: Although talking to users
provided practitioners with new perspectives on potential harms their products
might introduce, practitioners desired more scalable approaches to reach larger and
more diverse groups. As a result, 9 of our 12 participants reported that they had
previously leveraged crowdsourcing or in-situ user feedback approaches to attempt to
engage users in surfacing harmful machine behaviors at scale. This included using
both third-party and internally-built crowdsourcing tools, as well as soliciting in-
situ feedback directly from users during everyday interactions with their products
and services.

In our semi-structured interviews, some participants reported using third-party
crowdsourcing platforms like Amazon’s Mechanical Turk or company-internal crowd-
sourcing platforms to invite a large number of crowd workers to help audit their Al
products. For example, P3’s team found it useful to conduct focus group work-
shops to have users audit their NLP applications. However, given the number of
languages that their applications cover, their team turned to more scalable methods.
For instance, to audit a model intended to detect offensive sentences, P3 deployed
a task on Amazon’s Mechanical Turk to “ask crowd workers if they find the sentence of-
fensive or not, and ask them to flag the offensive ones.” This approach helped P3’s team
uncover a large number of offensive sentences that were previously not predicted
as offensive by their language models. Similarly, P5’s team paid crowdworkers on a
third-party crowdsourcing platform to detect potential biases exhibited in their opti-
cal character recognition (OCR) model towards hand-written characters in different
source languages.

Inspired by recent cases in which users surfaced biases through their day-to-day
interactions with the Al systems (e.g., [114, 474]), four participants developed fea-
tures that were seamlessly integrated into their Al systems’ user interfaces, to allow users
to provide feedback on potential biases and harmful behaviors in-situ, during their
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everyday interactions with a system. For example, P7 led an effort to build a plug-in
to help users report any harmful outputs encountered while using their image recog-
nition service. Similarly, P10 led an effort to build a web-based application where
users could interact with an unreleased conversational agent prototype and report
any problematic algorithmic behaviors they encountered during their interactions
with the prototype.

5.4.2 Challenges and needs in user-engaged algorithm auditing

Participants noted that although their current crowdsourcing and in-situ user feed-
back approaches could mitigate some of the limitations of existing auditing ap-
proaches, they still faced numerous challenges in effectively engaging users beyond
existing design considerations for human computation or user feedback systems.
For example, detecting harmful algorithmic behaviors requires recruiting and in-
centivizing the right group of auditors, with relevant cultural backgrounds, lived
experiences, and perspectives. In addition, designing auditing tasks can introduce
unique complexities, beyond those faced in conventional human computation tasks:
the tasks need to guide users towards productive auditing strategies, but without
overly influencing them to simply replicate industry practitioners” own biases and
blind spots.

Identifying and recruiting the right group of auditors

All 12 participants emphasized the importance of identifying and recruiting users
with relevant identities, cultural backgrounds, and expertise to better test and audit
the Al systems.

Identifying relevant subgroups of users: While discussing the design of the
“developer-led” user-engaged auditing pipeline, many participants (N=6) shared that
they found it challenging to determine which demographic subgroups were most
critical to engage in auditing specific Al products. For example, P6’s team wanted
to engage real-world users to audit their conversational Al products, yet they did
not know “who are these users, how much they will be impacted by our product, and how
to reach out to them.” When P7’s team attempted to recruit users to assist in auditing
their image search service, they became overwhelmed as they “started to think about
the intersectionalities [of users], and the demographics just blew up into a billion different
categories” leading P7’s team to wonder “what is the right level of identity intersections
to look at?” P7 noted that this challenge caused their team to “get lost” in the pro-
cess of setting up their own user-engaged auditing pipeline. Similarly, P9, whose
team worked on building fairer recommendation systems, shared, “We were having
[a] hard time defining the genre of the content from the artists, and we don’t want to just
label the artists by ourselves and project our biases [towards] the users even before we started
to engage them.” Given this experience, P9 viewed the challenge of identifying rel-
evant subgroups of users as “a fundamental but intractable first step” to conducting
user-engaged auditing on their product.

Recruiting a diverse and representative set of users: All 12 participants shared
that, even when they knew what identities or background expertise they wanted
to target, their current approaches were inadequate to actually recruit the targeted
groups of users. Six participants reported that, in order to recruit user auditors, they
relied heavily on personal networks or existing relationships with previous users. As
such, they encountered challenges in recruiting users auditors from demographics,
domains, regions and cultures they had not established such relationships with. For
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example, P1 shared that, as a US-based company with few Asian employees, their
team encountered challenges in recruiting “users from Japan and Korea” to judge, for
example, whether their Al services generate “potentially offensive labels for a sea area
between Japan and Korea, given that these two countries had previous conflicts on the naming
and jurisdiction of that area.” Similarly, P12 mainly relied on their team members’
existing personal relationships with customers to recruit marginalized community
members, but often stumbled when attempting to reach out to a community that
none of their team members had previously interacted with.

During the co-design sessions, several participants (N=9) expressed the belief
that future tools that support more “user-led” approaches to auditing, which appeal
to users’ intrinsic and social motivations to participate, could be helpful in reaching
users with specific identity characteristics and /or domain knowledge. For example,
P5 drew an analogy to Wikipedia, believing that a more “user-led” process could at-
tract users to voluntarily and collaboratively audit Al systems that affect their lives,
similar to how “people collectively edit articles on Wikipedia based on their interests, and
will attract people with similar interests to join.” Similarly, P12 saw potential for more
“user-led” approaches to user-engaged algorithm auditing to organically attract peo-
ple with similar identities and shared experience: “For example, people on Reddit with
shared identities will come together and discuss problems they are facing.”

Incentivizing sustained, high-quality user contributions

While previous work has shown both external and intrinsic motivators driving on-
line collective actions [260, 309, 329], in our study, we found that practitioners cur-
rently rely primarily upon external motivators, such as financial and social incen-
tives, to motivate user auditors to make sustained, high-quality contributions. Mean-
while, participants shared challenges in employing these motivators.

Challenges in implementing financial incentivization in more “user-led” pipeline:
All 12 of our participants shared that they currently provide financial compensation
to motivate user auditors. While participants found it relatively straightforward
to implement financial incentivization in a more “developer-led” auditing pipeline,
during the co-design activities, five participants raised challenges around how to
compensate users in a “user-led” auditing pipeline that was more exploratory and
discussion-based. For example, P7 commented that the “open-endedness” in the “user-
led” auditing pipeline also made it difficult to decide how to compensate user audi-
tors: “How do you pay people in this context? Right? Like what with the task-based things,
it’s like, there’s a clear incentive: you do the tasks, you get paid. Here, where it's exploratory,
[do] you pay people for just spending time in this interface? Do you pay them for just chat-
ting? Or just generating hypotheses?” Similarly, P10 shared a prior experience where
their team “had discussed paying the users who gave good amounts [of] and quality feed-
back”, but the conversation died when their team struggled to come up with clear
definitions of “good amounts” and “quality” to implement a concrete compensation
plan.

Benefits and risks of social motivators: P1’s team leveraged social motivators
like “peer recognition” and “social interaction” by creating a “star system” to reward
high quality auditors, as they found users enjoyed earning stars to demonstrate their
“high reputation.” P1’s team further “implemented a leader board to keep track of who is
bringing in the best feedback, the most feedback, and whose feedback is being endorsed by
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lots of other auditors,” and to allow users to write “recommendation letters” for one an-
other to audit other tasks. During the co-design study, several participants (N=8) be-
lieved that a more “user-led” auditing pipeline could potentially amplify social mo-
tivators. Nevertheless, participants raised concerns that “certain user groups” voices
might be further marginalized in [the ‘user-led’] pipeline” (P9). To combat this, partici-
pants suggested developers should intervene and facilitate the conversations among
the user auditors, to amplify marginalized voices throughout user-engaged auditing
processes.

Effectively scaffolding users in auditing algorithms

Participants noted that it was challenging, in practice, to design user auditing tasks
and instructions that could empower users to generate meaningful insights about
their AI products and services. As we discuss below, participants shared several
challenges they had faced in guiding user auditors without imposing the develop-
ment team’s own biases upon them, and in prompting user auditors to provide more
critical feedback on an Al system’s overall design.

Guiding users towards productive auditing strategies, without overly biasing
them: During the interview portion of our study, participants shared experiences
where user auditors had misunderstood the tasks they were given or had failed to
provide sufficient detail and context for industry teams to act on their reports. Thus,
throughout the co-design portion of our study, several participants (N=8) expressed
desires for ways to help user auditors better understand their team’s intended goals
for an audit, and to scaffold them in auditing a system more effectively. For instance,
P5 suggested “sharing with the users a theoretical structure of biases, an algorithmic harm
taxonomy” to reference both during an onboarding phase and at any point during
their auditing activities. However, P5 was uncertain what such a taxonomy would
look like in their context (i.e., sentiment analysis). Similarly, P8 and P10 desired
better ways to nudge user auditors to “think out of the box” (P8) and “ask hard questions
[to a conversational agent] and break the model and surface our ‘unknown unknown’” (P10).
P7 noted that, in the context of image search, user auditors may not always test
the impacts of small perturbations, so they suggested prompting users to do so:
“Changling] a small word might lead to a very different search result, and we definitely
want to guide users to explore these small changes” (P7).

Despite this desire to guide user auditors in more productive directions, some
participants (N=6) expressed concerns that providing too much or the wrong kinds
of scaffolding might bias users to think too much like their own teams—potentially
limiting the value of a user-engaged auditing approach. For example, during our co-
design activity, P10 noted that designing guidelines and specific prompts for user
auditors was “quite tricky since of course we want to offer detailed guidelines and ask
specific questions like ‘do you think this output is biased towards Asians or women,” but our
questions might actually bias the users when they are finding biases. [...] We need to make
sure that we don’t let our confirmation bias affect this [user-engaged audit process]”.

Acknowledging the challenge of navigating these tradeoffs, five of our partici-
pants emphasized the importance of cross-functional collaboration in designing ef-
fective guidelines, tasks, and prompts for user auditors. For example, in most of
these teams, the design of auditing tasks was left to engineers who had no training
in the design of human subjects research methods. By contrast, P10 worked on a
team where UX practitioners were involved in the design of auditing tasks. How-
ever, the UX and Al teams often worked in silos. P10 felt that “with a UX background,
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I only have a surface understanding of large language model[s]. I can’t design a good au-
diting task just by myself if we eventually want to incorporate some auditing feedback from
users into the current model.”

Soliciting critical and holistic feedback from user auditors: Ten of our 12 par-
ticipants expressed desires for better ways to prompt more critical and holistic feed-
back from user auditors. While iterating on the user-engaged audit report and the
“developer-led” auditing pipeline, P9 suggested that in order to prompt critical feed-
back, it could be helpful to share the team’s rationales behind particular design de-
cisions, which might otherwise remain opaque to user auditors. P9 shared a prior
experience where their team had initially struggled to gather the sorts of critical
feedback they were hoping for. However, after their team shared more details about
specific design rationales, “[user auditors] asked questions like, ‘Do I actually want to get
recommendations in this way? What's a better way to design this that fits my preference?’
These types of questions are the ones we wish our users [would] ask when auditing and in-
clude [in] their final report.” Similarly, while describing their team’s prior experiences
with user-engaged audits, P7 mentioned that users sometimes express a desire to
know more about “why and how” their Al products and services are designed, in
addition to seeing the Al’s outputs, so that they could surface potential procedural
issues that might not otherwise be as visible to them.

Several participants believed that a more “user-led” algorithm auditing process
could help to catalyze more critical inquiries from users. For example, while iter-
ating on the “user-led” audit pipeline, P12 said, “when it’s ‘developer-led,” we are still
testing if there are mistakes or unfairness in the product, right? But what if users believe this
Al product shouldn’t even exist? This is something you can get by giving people more free-
dom to discuss.” For this reason, 1 believed it was critical to “allow [user auditors] to
chat with each other,” in contrast to conventional crowdsourcing approaches, in which
crowdworkers perform tasks in independent silos. Similarly, P10 argued that plat-
forms or tools for user-engaged algorithm auditing should include mechanisms “for
users to share and discuss the issue they found during the auditing process”

Deriving actionable insights from user-engaged auditing

Seven out of 12 participants shared challenges they currently face in deriving ac-
tionable insights from the user audit reports. In particular, participants shared that,
unlike in conventional crowdsourcing approaches, understanding the perspectives
of “outliers” may often be more important than understanding the majority view.
In addition, participants found it challenging to communicate qualitative auditing
results to key decision-makers within their organizations, given a culture of valuing
numbers over more complex stories.

‘It is no longer simply checking the majority vote.” Aggregating and inter-
preting user-engaged auditing reports: Throughout our co-design activities, all 12
participants highlighted the challenges of aggregating and interpreting results from
user-engaged auditing processes. As P3 put it, “in more traditional numerical crowd-
sourcing activities, you would throw away a person who like always contradicts what ev-
eryone else says.” However, P3 noted that the “outliers” in a user-engaged audit are
often the ones that developer teams care the most about. These “outliers” may rep-
resent users in the margins, who are sensitized to issues that other auditors are not:
“So maybe like everyone said, sample A was not offensive or problematic, except for like,
auditor number 39 [...] because number 39 actually found problematic things others didn’t”
(P3). Similarly, P2 said that in their view, “a few [user] audit results stating potential
biases and harms might weigh more than one hundred similar good audit results”, similar
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to doing UX tests when “a single negative review might surface key insights for room to
improve.”

The challenge of interpreting results in aggregate becomes especially hard when
the number of user audit reports gets large. P7 stressed the importance of collect-
ing ““why’ information” from users, such as open-text responses explaining why a
user perceives a particular algorithmic behavior as problematic. However, P7 com-
plained that they currently lack an “efficient mechanism to combine quantitative and
qualitative insights from users’ feedback [...] it is no longer simply checking the majority
vote.” While discussing the user-engaged audit report, P5 said, “When I have thou-
sands of training data annotations from crowd workers, I could just check the statistics of the
aggregated results [...] but now with thousands of these audit reports, how am I supposed to
figure out the most valuable information?” P5 believed that in order to institutionalize
user-engaged auditing in their organization, their team needed to invest in develop-
ing new automatic pipelines to augment their current manual process of reviewing
user-engaged audit reports.

“It’s just our current culture, we still believe more in the numbers”: Quan-
tification and its challenges: All 12 of our participants mentioned that, in order
to effectively integrate findings from a user-engaged audit, they need to be able to
present clear, quantifiable metrics to leadership and other team members. As P11
putit, “It's just our current culture; we still believe more in the numbers.” However, this
often presented challenges in the context of user-engaged algorithm auditing. For
example, when P12 could not offer a clean cut number but only “a complex story”
in response to questions from developers such as “[what] percentage of users believe
their recommendation is bad,” they were told by their product manager that they were
being “distracting and counterproductive” to project progress. While iterating on the
user-engaged auditing report, P6 shared related concerns about how to measure the
progress of a user-engaged audit: “One consideration for combining these user-engaged
reports is, what is the metric to define ‘success” here? How many [reports] is enough? How
much more do we need before we stop?” P6 suggested that in order to effectively trans-
late these reports into concrete actions from the product team, defining such metrics
and clearly scoping the goal of a user-engaged audit would be critical given that
“[monetary and time] cost is [always a] concern.”

5.4.3 Organizational obstacles to user-engaged algorithm auditing

Beyond challenges in effectively engaging users, participants also shared broader,
organizational obstacles they perceived around potential PR risks, profit motives
that work against protecting marginalized groups, and privacy and legal concerns.
Taken together, our findings shed light on the ways practitioners currently navi-
gate organizational tensions specifically around user-engagement in algorithm test-
ing and auditing.

“What if this destroyed the company’s reputation?” Potential PR risk

Multiple participants (N=6) raised concerns regarding the feasibility of full institu-
tional buy-in to user-engaged auditing from their organizations. Participants were
especially skeptical of the more “user-led” pipeline, as it seemed to hold the great-
est potential PR risk. For example, while co-designing the “user-led” pipeline, P7
shared, “PR issuels are. .. ] one main reason I see companies don’t want [user-led algorithm
auditing] as an everyday thing.” P7 backed this fear with a specific experience: “We had
users just try to find the absolute worst thing possible in our models and [they] made it into
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a story for social media instead of reporting back to us.” P7 also said their team leader-
ship worried that this behavior could “expose the vulnerability of [their] models to their
competing companies” and that ultimately “involving users might create more headlines
that damage the company’s public image”. Similarly, P3 said these fears constituted “a
major reason why [their] company is still experimenting [with user-engaged approaches] on
some applications instead of making it a company-wide thing.” Even P8, whose company
began user-engaged auditing after PR pressure, worried that user-engaged auditing
could cause new PR issues. After co-designing the report, P8 said,“This report would
be extremely useful if it only goes to us,” and wondered how to “hold the users accountable
and make sure they don’t destroy the company’s reputation after gaining the trust.”

“It’s all about yelling power”: Company motives to amplify certain users’ voices
over others

An important goal of user-engaged algorithm auditing is to translate the problems
users find into concrete remediations from the product teams. However, eight of our
12 participants mentioned that, realistically, companies will prioritize addressing is-
sues raised by certain groups of users over others. For instance, P1 said, “If[...] a large
group of researchers from [a major US-based research institute] and a single user from a com-
munity college both raised concerns about our knowledge graph, unfortunately our business
team would have to prioritize the former.” P1 concluded that when addressing issues
raised in user-engaged audits, “It’s all about [the] yelling power of the users.” During
the co-design activity, P12 stated that in order to incorporate user-engaged audit in
their day-to-day Al work, “the biggest challenge is not to design the perfect workflow, but
to make sure [the company] wants to do [user-engaged auditing] for social good, [not just]
for earning more money from more people.” Similarly, P4 shared that in their current
user-engaged auditing work, they constantly find themselves battling the business
teams since “the business teams sometimes choose to neglect the users” audit outcome if the
reports were not from their ‘original [target] audience.”” P4 believed that, if their team
is not implementing remediation in response to reports from the most marginalized
users, their organizations “run the risk of participating in an ethics-washing activity.”

Several participants also shared that they often ran up against a “vicious cycle”
(P12), in which a dearth of data from low-resource areas and marginalized commu-
nities makes it difficult for practitioners to advocate for more resources to address
these areas. P12 said they struggled to get enough resources to test their language
technologies with marginalized communities, as their data scientists required large-
scale, quantitative evidence before approving studies with new groups of commu-
nity members. Yet as P12 noted, “There is, of course, not enough evidence, when these
groups were not even considered as users in the first place.”

“There are always things we can’t get and things we can’t share”: Privacy and
legal concerns

As mentioned in Section 4.2.1, participants highlighted that access to user auditors’
demographics and other background information is critical in order to assign tasks
to appropriate user auditors and to understand which perspectives are represented
in reports from user auditors. However, all 12 participants also shared that it was
often challenging to obtain certain demographic information due to privacy and le-
gal concerns—mirroring challenges that practitioners face in Al auditing work more
broadly [109, 256, 539]. However, beyond standard concerns around the collection
and use of sensitive data for Al auditing, participants also shared concerns about
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the data user auditors might share on an auditing platform, as well as the data they
might need to share with user auditors to enable effective audits. For example, when
discussing the “user-led” auditing pipeline, P7 noted the challenges that could arise
if a user auditor were to “[take] somebody else’s photo and share it with other users for the
purpose of auditing” or “[share] any users’ race and gender with other users if they don’t
want to share.” P10, on the other hand, brought up their internal concerns around
“losing the competition [with other companies] on building large language models,” by ex-
posing too many model details to user auditors. As P10 shared at the end of the
co-design session, “There are always things we can’t get and things we can’t share.”

5.5 Limitations

Similar to prior HCI work studying responsible Al practices in industry (e.g., [256,
343, 419]), our findings shed light on current practices, challenges, and needs among
a set of practitioners who may be at the forefront of an emerging industry practice.
As discussed in Section 5.3.1, we recruited participants using a purposive sampling
approach [102]. All of our participants were passionate about addressing harmful
behaviors in their Al systems, and they had direct experience experimenting with
user-engaged approaches to algorithm auditing in their work. Furthermore, most of
our participants worked at large technology companies, and all of our participants
were located in the US (see Table 5.1).

5.6 Discussion

Drawing upon prior literature in areas such as algorithm auditing, crowdsourcing,
participatory design, and fairness in Al, we discuss opportunities for future HCI
research to help realize the potential and mitigate the risks of user-engaged auditing
in industry practice.

5.6.1 Unique challenges in supporting user-engaged algorithm auditing

Prior research demonstrates great potential for human computation and crowd-
sourcing approaches to advance Al research and practice, especially in areas such
as data generation and annotation [100, 438] and human-level evaluation [27, 538,
593, 594]. In our study, we found that industry practitioners” current approaches to
user engagement in algorithm auditing are often built atop existing crowdsourcing
pipelines (Section 5.4.1). However, practitioners quickly ran up against limitations
of conventional human computation and crowdsourcing approaches (Section 5.4.2).
Below, we highlight five design implications for user-engaged auditing that extend
beyond standard considerations for human computation approaches, and discuss
corresponding directions for future HCI research.

Focusing on “who”

First, crowdsourcing approaches used to support Al research and practice typically
focus more on what crowd workers do and less on who they are [27, 100, 438, 490, 538].
However, the “who” factors that encompass users’ intersectional identities and lived
experience play critical roles in user-engaged auditing, as discussed in Sections 5.4.1
and 5.4.2. Prior work has also shown that users’ personal experiences with and expo-
sures to bias influence the ways they search for and make sense of harmful behaviors
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in algorithmic systems [91, 148, 165, 167]. Future research should explore better pro-
cesses and tools to support practitioners in identifying and recruiting appropriately
diverse and representative user auditors, for particular algorithm auditing tasks.

Supporting sustained, long-term contributions

Second, in contrast to the relatively transient, on-demand nature of most crowd
work [65, 303], user-engaged auditing often requires sustained, long-term contri-
butions from user auditors, to continuously improve Al systems (Section 5.4.2). This
requirement entails radically different designs on both the process and interface lev-
els. For example, future research may explore the interaction design space of in-
situ feedback mechanisms, to solicit user auditors’ feedback in the context of their
day-to-day interactions with algorithmic systems. A key challenge for this line of
exploration is to solicit feedback on algorithmic behavior in formats that are quick
and relatively unobtrusive to collect from users, yet at the same time are readily
interpretable and actionable for Al practitioners on the receiving end [43, 224]. To
better support long-term contributions in user-engaged auditing, it is also critical to
design intuitive and efficient interactive interface for users auditors [579]. In addi-
tion, future research may explore the design of social platforms to build sustained
online communities of users who are motivated to engage in testing and auditing
algorithmic systems together [474].

Navigating inherent ambiguities in auditing tasks and outcomes

Third, traditional crowdsourcing typically starts with well-defined goals and antici-
pated outcomes set up by the “requesters” [303]. In contrast, there may be benefits to
empowering users to collectively take the lead in directing auditing efforts (Section
5.4.2). With too much direction and guidance from industry Al teams, user-engaged
audits risk replicating the very biases and blindspots that they were meant to over-
come (Section 5.4.2). Prior HCI research has mainly focused on developing tools
and processes to better prompt users discovering more “unknown unknowns" [42,
505, 579]. Future research should explore the design of scaffolding mechanisms for
user auditors that can navigate the trade-offs between promoting more effective al-
gorithm auditing behaviors versus providing too much direction, limiting the kinds
of issues user auditors are able to surface.

Reconsidering aggregation and quantification approaches to ensure marginalized
voices are heard

In addition, as discussed in recent HCI research (e.g., [217]), typical crowdsourc-
ing approaches involve aggregate analyses and evaluations, for example, by relying
on “majority vote” from the crowd in order to arrive at the results. Practitioners
emphasized that relying exclusively on quantification to derive actionable insights
from user-engaged auditing could be harmful and counterproductive (Section 5.4.2).
Resonating with findings from prior research [142, 342], we found that practitioners
desired practical tools to support them in advocating for marginalized communi-
ties through an integration of both qualitative and quantitative forms of evidence
(Section 5.4.3). Strategies like “tactical quantification” proposed by Irani et al. [271]
could support practitioners in advocating on behalf of user auditors within their or-
ganizations, in industry contexts where numbers are culturally valued over more
complicated stories. Future HCI research should explore the design of new tools,
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computational techniques, and visualization approaches that can aid practitioners
in persuasively advocating on behalf of marginalized groups of users (cf. [217, 432,
475]).

Designing user-engaged auditing mechanisms with teeth

Finally, prior work has emphasized the activist nature of auditing, which differs
from much prior research on human computation and crowdsourcing [361]. The
end goal for user-engaged auditing is to improve products and protect future users
from algorithmic harms. Yet achieving this goal requires that companies are actually
held accountable for addressing the issues that user auditors uncover [91, 244, 417,
458]. Thus, it is critical for future HCI research to design for user-engaged auditing
with accountability and collective empowerment in mind. For example, researchers
could explore building platforms that support user auditors in collectively applying
pressure and holding companies to account, when serious issues are not addressed
[271, 443]. In the next section, we further expand on the discussion around these
design implications.

5.6.2 The complex relationship between industry practitioners and user
auditors

Our study explored industry practitioners” perceptions of and relationships with
user-engaged approaches to algorithm auditing. A key component of this is the
relationship between practitioners and the user auditors who power the auditing
process. As these two groups strive to surface and address harmful algorithmic
behaviors, a complex relationship and a delicate mutual (dis)trust is revealed that
can be friendly or antagonistic, depending on the situation.

How might users trust Al practitioners?

For user auditors, auditing is often seen as a form of activism, in which rooting
out harmful behaviors in algorithmic systems benefits society [361]. Past research
on user-engaged algorithm auditing highlighted users” advocacy for marginalized
groups of people, expressing solidarity via their auditing activities [148]. However,
industry practitioners in our study rarely brought up similar rationales for engage-
ment with user-engaged auditing (Section 5.4.2). This might be because industry
practitioners have greater opportunity to directly effect change on issues in the algo-
rithmic systems they work on, whereas users typically need to rely on their collec-
tive power to raise awareness in order to be heard [361, 474]. Though user-engaged
audits can empower users through the ability to directly connect with industry prac-
titioners to try and identify issues together, they also firmly place the choice to take
action with practitioners, potentially leaving users with less room for leverage via
other means.

Given this asymmetric power dynamic between user auditors and Al practition-
ers, how could HCI researchers support empowering users’ collective action when
users’ needs are not met and their trust fractured? Previous platforms like Turkopti-
con [271] and WeAreDynamo [443] demonstrated the potential for HCI researchers
to consciously build spaces for activism, leveraging their collectiveness to negotiate
their desires and needs. Incorporating similar spaces into future user-engaged au-
diting processes could alleviate users” concerns and empower them to act, ensuring
that issues they collectively surface will be addressed in satisfactory ways.
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How might AI practitioners trust users?

Despite the desire for holistic and critical auditing processes (Section 5.4.2), industry
practitioners in our study expressed trust concerns around opening their systems to
be audited by users (Section 5.4.3). As described above, users frequently turn to pub-
lic awareness raising around problematic algorithmic behaviors they encounter as
leverage to pressure companies into addressing those issues. How can practitioners
fully trust users to audit their systems without publicizing issues before practitioners
have had a chance to address them? Indeed, in our study, practitioners frequently
cited apprehensions that user auditors might harm company reputations through
negative PR (Section 5.4.3). However, other practitioners viewed themselves as more
on the side of users. These practitioners work beyond their main job functions to ad-
vocate for users, while simultaneously using the issues brought by user auditors
as evidence to convince their teams to act, putting pressure on companies from the
inside. How might we support and protect practitioners who genuinely strive to
mitigate or avoid problematic algorithmic behaviors in their Al products and ser-
vices? To this end, similar to supporting user activism, there may be opportunities
to build platforms (cf.[271, 443]) to support collective actions amongst these practi-
tioner individual advocates within companies.

One possible avenue of exploration to address the tensions of required mutual
trust might take inspiration from security bug bounties [347]. In these, security ex-
perts turn over information about security vulnerabilities to companies in exchange
for monetary compensation and the promise of a fix, with the understanding be-
tween parties that if the issue is not addressed in a given time frame, then the secu-
rity expert will publicize the issue. Borrowing from this model could enhance the
trust between user auditors and industry practitioners as well, allowing practition-
ers a protected timeframe to fix issues but enacting a strict deadline for users to take
further action if practitioners’” promises are not upheld. Indeed, emergent projects
like bias bounties [114, 418]have begun to transfer some bug bounty success to the
territory of user-engaged algorithm auditing.

5.6.3 Users’ perspectives on user-engaged algorithm auditing

As prior research has begun to explore users’ practices and perspectives around
user-engaged algorithm auditing [148, 315, 474], the main goal of our study is to
begin to fill the gap between this emerging literature and industry practitioners’
perspectives. However, while supporting practitioners in designing and implement-
ing more effective forms of user-engagement in algorithm testing and auditing, it is
critical to continue to explore users’ perspectives and values. To this end, future
work should bring together industry practitioners” and users’ perspectives, poten-
tially through the collaborative design, development, and oversight of user-engaged
auditing procedures and platforms.

Importantly, when users are engaged in algorithm testing and auditing, they
necessarily observe and likely experience some of those harms themselves. In our
study, practitioners described thinking about better ways to target user auditors with
relevant identity characteristics. This is in line with prior research, which has found
that people with certain exposures and experiences are more able to surface related
issues in algorithmic systems [148]. These people may be ideal candidates to serve
as user auditors. At the same time, since these are often members of marginalized
communities, who are already overburdened and more likely to be the targets of
harmful algorithmic behavior [243, 265, 487], they are also more likely to be harmed
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through participation in algorithm testing and auditing. Furthermore, drawing an
analogy to platform content moderation, in which moderators are often exposed
to violence and harassment and could be subject to long-term psychological harms
[157, 499], auditing for problematic algorithmic behaviors may also result in long-
term psychological harms towards user auditors.

Therefore, future research should consider and design to alleviate potential emo-
tional burdens and psychological harms toward user auditors. Furthermore, user-
engaged algorithm auditing could harm users if their labors are co-opted in ways
that are not aligned with what they might have wanted. We highlight these burdens
on users as vital areas for further research. Despite the burdens, user-engaged au-
diting, when implemented well, can serve to reduce algorithmic harms present and
acting in the world now. We urge continual evaluation of user-engaged auditing
processes by practitioners to ensure that these burdens and potential harms are mit-
igated. Future research should also explore the potential of computational or other
alternative solutions to reduce the need for continuous involvement of the most vul-
nerable populations in the auditing process (e.g., [217, 315]), with the caution that
computational approaches may also risk introducing new types of harms to users.

5.7 Conclusion

In this chapter, I conducted a series of interviews and iterative co-design activities
with industry practitioners to gain insights into the current landscape and future
opportunities for user-engaged algorithm auditing in industry practice. I surfaced
major motivations for engaging users in Al testing and auditing and described prac-
titioners” existing approaches for user-engaged auditing. I found that practition-
ers face challenges around appropriately recruiting and incentivizing user auditors,
scaffolding user audits, and deriving actionable insights from user-engaged audit
reports. Furthermore, practitioners shared broader organizational obstacles to user-
engaged auditing, highlighting key tensions that arise in practice when involving
users in algorithm auditing efforts such as potential PR risks, profit motives that
work against protecting marginalized groups, and privacy and legal concerns. Based
on these findings, I discussed the complex relationships between practitioners and
user auditors, offering potential remediation for developing mutual trust. I then
described various opportunities to support user-engaged auditing beyond existing
design considerations for human computation or user feedback systems.
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Chapter 6

Power-Related Pitfalls of
Algorithm Audits: The need for
challenging power structures

This chapter is adapted from my paper [150]:

Alicia DeVrio, David Gray Widder. “No More Plaudits for Algorithm Au-
dits: A Provocation.” In Proceedings of the AAAI/ACM Conference on Artificial
Intelligence, Ethics, and Society, (2026).

Algorithm audits have been increasingly proposed, pursued, and prioritized as a
way to improve problematic algorithmic systems. And yet, the same issues continue
to plague algorithmic systems, with algorithm audits making little headway toward
remediation of algorithmic harm. In this provocation, we argue that algorithm au-
dits are fundamentally insufficient mechanisms by which to ameliorate the violent
impacts of algorithmic systems because they give the appearance of addressing algo-
rithmic harms but do not meaningfully challenge the profitable systems they claim
to scrutinize. To show this, we examine how algorithm audits sit within structures
of power, bringing attention to three interrelated pitfalls of algorithm auditing: that
algorithm audits too often further the concentration of power, that algorithm audits
limit how both problems and solutions are envisioned, and that algorithm audits
preserve a facade of positive change. We conclude with discussion of some neces-
sary commitments for future work to start to grapple with and avoid these pitfalls
and of how the insufficiencies of algorithm audits highlight broken dynamics in the
broader Al accountability ecosystem. As such, we contend that fixing problematic
algorithmic behaviors requires deprioritizing algorithm audits and instead shifting
scrutiny to the systems of power in which audits and other accountability practices
sit, which in turn mediate whether these practices and the theory of change they
espouse are effective.

6.1 Introduction

Algorithmic systems have repeatedly displayed problematic behavior in ways that
create, further, and amplify wrongful and structural harms as a result (e.g., [152, 362,
473]). Recent egregious cases include wrongful arrests following police use of facial
recognition technology [341], algorithmic amplification of Nazi hate speech on Tik-
Tok [155], and algorithmic welfare payment discrimination against disabled people



Chapter 6. Power-Related Pitfalls of Algorithm Audits 92

and single mothers [358], among many others. In response to harms like these, algo-
rithm audits have been proposed and pursued in attempts to remediate algorithmic
system issues. Significant academic, industry, and government attention has focused
on and prioritized algorithm auditing, leading the method to rise to prominence as
a way to surface and counteract harmful algorithmic systems. For example, Safiya
Umoja Noble’s algorithm audit highlighted search algorithm discrimination, specif-
ically that Google searches for “black girls” yielded overly sexualized results [47,
379, 380].

But are algorithm audits meaningfully fixing anything? Google has repeatedly
claimed to address the issues in its search algorithm, but issues continue to plague
the system. Noble herself describes how the initial searches that attuned her to is-
sues within Google’s search results “launched a years-long research process, follow-
ing offenses and ‘fixes”” (scare quotes original) [379]. In 2011, Noble identified the
problematic search results for “black girls” in Google’s search algorithm [379, 381].
While Google fixed this specific issue, in 2020 searching “Black girls” in Google’s ad-
vertising platform resulted in algorithmically suggested adult content ads [39, 587].
And this came after Latanya Sweeney’s 2012 audit showing how Google’s adver-
tising algorithm associated Black-sounding names with arrest record ads [512]—an
issue Google had also already applied fixes to [214].

Cycles like this, from audit to issue to fix and back again, are not difficult to find.
Google’s translation service has gone in similar circles related to algorithmic issues
of sexism (e.g., [75, 311, 407]). Auditing found racism in algorithmic predictive polic-
ing software PredPol in 2016 [489], but PredPol in 2019 was still used by many US
cities [246]—and then in 2021 another audit found the same issues in the software
[449]. In practice algorithm audits often surface and provide evidence for iterations
of the same issues, issues that are already known, over and over.

In line with recent Al ethics scholarship interrogating the theories of change that
guide the community’s work [194, 388, 575], we are concerned about the theory of
change upon which algorithm audits rely. The auditing landscape is going around
in circles, repeatedly reinventing the wheel, inuring society to issues in algorith-
mic systems, both when they are brought up and when they are not sufficiently
addressed. When society becomes accustomed to this circle—when the issues that
audits find become normal and thus less shocking—audits lose their ability to spark
change. Audits usually lack direct means of intervention [189], in turn degrading
their utility as a tool to use to accomplish real, positive change.

Even when those in control have taken action to address algorithmic system is-
sues raised by audits, the actions taken are often middling at best. Fixes are enacted
in which little about the algorithmic system as a whole is changed, such as in the ex-
amples involving Google above, or those in power disregard the results of audits by
arguing the audit’s methodology is incorrect. And this latter response has come even
in the case of very prominent audits. For example, after Virginia Eubanks detailed
issues with the Allegheny Family Screening Tool (AFST) in the book Automating In-
equality [170, 172], the Allegheny County Department of Human Services released a
statement calling the audit inaccurate [171, 180]. Similarly, after ProPublica surfaced
issues in Northpointe’s COMPAS algorithm used to predict recidivism [32], North-
pointe released a report that claims the audit’s methods have errors [153]. Round
and around the issues go.

At their core, algorithm audits are supposed to address issues in algorithmic sys-
tems—but what constitutes an algorithmic issue depends on perspective [571]. For
those who interact with algorithmic systems or are otherwise impacted by algorith-
mic systems, the issues are the harmful, violent enactions of systems that were not
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designed or built for them to thrive in [22]—that is, for impacted people, the is-
sues are the negative impacts they are forced to experience: structural and wrongful
harms. However, for those in control of algorithmic systems, such as tech compa-
nies, the issues are the complaints they receive about harmful algorithmic behav-
iors—complaints that bring the perception that their algorithmic systems perform
poorly, the suggestion that they do not care about adverse impacts from their sys-
tems, and broadly bad PR. That is, for those in control of algorithmic systems, the
issues are not the problematic algorithmic behaviors themselves but the barriers those
problematic behaviors create to their business incentives under capitalism.

These differing perspectives of what constitutes an algorithmic system issue af-
fect understandings of what algorithm audits are supposed to do, leading to a funda-
mental tension within algorithm audits. On their face, algorithm audits are designed
and used to help surface, provide evidence for, and remediate algorithmic system is-
sues. However, algorithm audits have been significantly prioritized by those already
in control of algorithmic systems, and returning to their perspective of algorithmic
system issues above, algorithm audits can then be understood as ways to reduce
complaints about algorithmic systems and limit the resource investment they must
spend on algorithmic system issues, all aligned with profit incentives. That is, al-
gorithm audits serve to further the capitalist pursuits of those in control of algo-
rithmic systems by convincing those affected by algorithmic systems that enough
is being done to address the harms they encounter. Thus, audits are used to give
the appearance of addressing harms, but do so in a way that does not meaningfully
challenge the profitable systems they scrutinize. Or: algorithm audits support those
with power in claiming to prioritize care while actually enacting prioritization of
profit at the expense of those who use, interact with, and are affected by algorithmic
systems.

Because of this, we argue that algorithm audits are insufficient, ineffective, and
even harmful mechanisms to address the structural and wrongful harms of algorith-
mic systems. In this provocation we examine where algorithm audits sit within sys-
tems of power, bringing attention to three central pitfalls of algorithm audits mani-
fested by this double bind: that algorithm audits further the concentration of power,
that algorithm audits limit how both problems and solutions are envisioned, and
that algorithm audits preserve a facade of positive change. We then outline some
necessary commitments for future work as starting points for the Al ethics commu-
nity to begin to confront and avoid these pitfalls of algorithm audits. These include
suggestions that Al ethics community members orient themselves and their work
toward tackling systems of harm, expanding notions of what is considered valuable
evidence, acting directly and helping others act directly, and working to shift power
to those affected by algorithmic systems. We conclude by discussing how the insuf-
ficiencies of algorithm audits highlight how the broader Al accountability ecosystem
is broken, and call for the Al ethics community to thus deprioritize algorithm audits
and instead shift scrutiny to the systems of power in which audits sit.

Our primary contributions are as follows:

¢ Three pitfalls developed from synthesizing and building on existing critiques
that elevate these critiques into an urgent provocation that centers how broader
power dynamics inhibit algorithm audits—and indeed the larger Al account-
ability ecosystem—from achieving lasting positive impact.

* A critique of and push to develop a better theory of change that drives how the
Al ethics community handles problematic algorithmic systems impacts, along
with some starting directions for how we as a community can begin to rethink
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the existing Al accountability ecosystem such that its structuring better chal-
lenges power and holds those in control of algorithmic systems accountable
for their systems’ impacts.

6.2 What are algorithm audits?

In this work, we discuss algorithm audits and the theory of change they espouse.
We align our work with Gansky and McDonald’s argument that FAccT theories of
change are ineffective, especially that they cannot be effective due to the dominance
of profit and corporate power [194]. Following Birhane et al.’s critiques of algorithm
audits as suffering from power asymmetries as well as limitations in scope, method-
ology, and practice [72] and following calls to focus more on power dynamics in Al
ethics work [69, 71], our work questions whether addressing these issues is currently
or ever possible under the banner of algorithm auditing due to audits” positioning
within larger structures of power. In this section we explain our understanding of
algorithm audits used in this piece.

Significant work has investigated and studied algorithm audits, which have been
defined in a wide variety of ways [385, 541]. To name a few prominent examples:
Sandvig et al. propose algorithm auditing as “a starting point for how researchers
might look inside the black box of the algorithm to pursue knowledge about press-
ing public problems” [447]; Raji and Buolamwini describe algorithm auditing as in-
volving “the collection and analysis of outcomes from a fixed algorithm” in order to
“uncover problematic patterns in models of interest” [414]; Jack Bandy understands
algorithm auditing as “an empirical study investigating a public algorithmic system
for potential problematic behavior” [47]; Metaxa et al. describe algorithm auditing as
“a method of repeatedly and systematically querying an algorithm with inputs and
observing the corresponding outputs in order to draw inferences about its opaque
inner workings” [361]; Birhane et al. and Ojewale et al. call for Al accountability to
be a significant goal of algorithm audits [72, 385].

Guided by these dominant definitions in academic literature, we understand al-
gorithm audits as systematic investigations of algorithmic systems to surface prob-
lematic issues, with the aim of achieving some form of meaningful accountability.

This begs the question: what is an algorithmic system? Algorithms and AI lack
clear, universal definitions' [339, 503]; as such, we understand algorithmic systems
based on their political implications. Ali Alkhatib has aimed to capture the broader
project of Al by defining Al as “an ideological project to shift authority and au-
tonomy away from individuals, towards centralized structures of power” [20]. We
adopt this framing, gesturing toward the interplay between imaginaries and reali-
ties of algorithmic systems that can make powerful that which is seen as powerful
[105].

Returning, then, to algorithm audits with this understanding of algorithmic sys-
tems in hand clarifies what the purpose of algorithm auditing. Broadly speaking, in-
terventions against problematic algorithmic behavior that aim to be effective should
ultimately counteract reductions of authority and autonomy, which we understand
as problematic issues that, as per the above definitions, are currents embedded in the
ideology of Al As algorithm audits aim to surface and achieve meaningful account-
ability for algorithmic issues, algorithm audits as a project should ultimately halt
or lessen the congealing of power inherent in algorithmic systems and shift power

1Based on this, in addition to the frequent conflation of the terms and what they represent, we use
“algorithms” and “Al” interchangeably throughout this work.
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away from domineering institutions toward systemically disempowered individu-
als. In the following section we examine how algorithm audits are ineffective at
accomplishing this.

6.3 Pitfalls of algorithm audits

In this section, we highlight three interrelated pitfalls of algorithm audits that sur-
face upon examining how audits sit within larger structures of power. In doing this,
we trouble conceptualizations of audits” abilities to address problematic, harmful is-
sues in algorithmic systems. Our broad scope of inquiry examines algorithm audits
within larger dynamics of power. The power-related pitfalls we draw out apply to
external audits—arguably the only truly transparent and trustworthy forms of algo-
rithm audits [125, 189]—as well as, in similar if not worse ways, internal audits. We
note that distinctions between categories of internal and external algorithm audits
can be complex and uncertain [519]. Despite work finding internal audits insuffi-
cient and calling for more external audits [334], in our examination external audits
do not escape the core pitfalls we identify because they too are situated within and
fail to significantly change larger dynamics of power in the Al accountability ecosys-
tem (e.g., [204, 225, 578]).

This section provides insight into the following three pitfalls of algorithm audits:
First, we describe how algorithm audits must be reckoned with as mechanisms that
support the powerful in steering the narratives around negative impacts from algo-
rithmic systems, in externalizing the labor required to address those impacts, and in
retaining control throughout. Next, we highlight how algorithm audits frame prob-
lems too narrowly, constrain and exclude forms of knowledge, and are limited in
their visions of solutions; that is, algorithm audits lack the expansiveness, on multi-
ple fronts, required to sufficiently address issues arising from, perpetuated by, and
intensified with algorithmic systems. Finally, we discuss how algorithm audits per-
formatively reify and maintain the appearance of doing good, a facade that distracts
from the insufficient capacity that audits have to actually drive change, which in
turn leads to frequent reiteration of roughly known issues.

6.3.1 Algorithm audits further the concentration of power.

Algorithm audits serve to further solidify existing power structures, concentrating
additional power in the hands of those who already have significant control over
algorithmic systems [573], even as they purport to shift power to those with less.
Using an algorithm audit is itself a choice that points in some directions and fore-
closes others, regardless of whether an algorithm audit can be characterized as more
or less internal or external, and regardless of whether that choice is reducible to a
single person, group, or institution. While internal audits inherently suffer from au-
ditors coming from the bed of power, external audits are often beholden in other
ways to power asymmetries and the interests of those in control of the systems they
target [72], such as through nondisclosure agreements that restrict how much they
can share about their findings [125, 385]. The prioritization of algorithm audits—any
kinds of algorithm audits—thus furthers the concentration of power by instantiat-
ing a commitment to ways of knowing and ways of taking action that have been
deemed acceptable and desirable within the larger currents of systemic power, of-
ten via people and institutions that hold considerable sway over those currents. We
draw from DeVrio et al.’s framing of “algorithmlords” as “those holding greater
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power to envision and construct algorithmic systems, occupying positions ‘above’
those subjugated by their decisions” [149]. For example, designers and developers
could be algorithmlords while creating an algorithmic system, as could company
management or city officials while deploying an algorithmic system, as could leg-
islative members or other policy experts while requiring certain behaviors from an
algorithmic system. We understand the designation of algorithmlord to apply in a
way that varies depending on context and does not necessarily signal individuals’
endorsement of the systems they are part of, as even people in relatively powerful
positions can lack the ability or knowledge to change these systems and their incen-
tives [230, 572].

Algorithm audits orient additional power toward algorithmlords by allowing
them to decide what is a problem in an algorithmic system. STS scholar Michel
Callon has explored and described the power wielded in how an issue is “problema-
tized” [101], and likewise, those who identify problems in algorithmic systems using
audits have significant power to define the shape of the problem. Instead of allow-
ing people affected by algorithmic harms to raise issues in ways that they choose,
emphasizing parts of problematic issues they find most salient or urgent via their
own means, algorithm audits place narrative control in the hands of algorithmlords:
problem formulation occurs in specific ways due to auditing. To that end, issues
are regarded as unknown or alleged until an algorithm audit documents them in a
formal way, thereby relegating to the sidelines other efforts to identify and remedy
issues that may occur without an audit.

Additionally, defining problems via algorithm audits empowers the definers to
determine the solutions to those problems, as the shape of a problem lends itself
more to certain directions forward. Narrative control of both algorithmic problems
and their solutions by those already in power is further facilitated by power imbal-
ances between relevant parties as well as by a society that has largely bought into
engineering logic and systematic reasoning as more legitimate than other ways of
knowing. Zong and Matias have pointed out in the realm of data collection that “it
can appear to be a good thing when data collectors offer well-defined processes for
people to opt out or voice dissent. However, data collectors often use these pathways
of dissent to limit refusers’ agency by directing them away from other unspoken pos-
sibilities” [596]. Similarly, algorithm audits can appear to offer clear ways to raise
harmful issues to the attention of algorithmlords, but they permit little agency for
those affected and instead grant algorithmlords the power to direct when and how
algorithmic systems are investigated, as well as in what ways issues are attended to.

More participatory forms of algorithm auditing can return some agency to af-
fected people, but they contribute to the concentration of power in their own ways.
While many algorithm audits do not even pretend to share or shift control of the
process to those affected by algorithmic harm, forms of algorithm auditing have
been proposed and pursued that include and empower communities and affected
people in participation and some control of auditing processes (e.g., [141, 148, 289,
306, 474]). Algorithm audit processes that not only involve but are driven by on-the-
ground communities have the potential to address some of the pitfalls we describe
here, as evidenced by much work on public co-design of technologies and related
technospaces (e.g., [259, 510]). However, algorithm audits that grant affected peo-
ple and communities significant control to direct the process are far from the rule,
and mere inclusion or participation in processes like algorithm audits should not be
straightforwardly equated with shifts of power to those people [36, 70, 125, 487]. An
especially pernicious aspect of participation like this in algorithm auditing, as de-
scribed by the organizers of Queer in Al, is that it may “deny space for alternatives,
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thereby serving as a justification of the systems in question” [16].

Algorithm auditing can also prop up existing structures of power by supporting
algorithmlords in externalizing the work required to vet and improve their algorith-
mic systems. Participatory forms of auditing can exploit the labor of people in a
system reliant upon trickle-down positive effects that neglects to ensure individuals
are actually better off themselves as a result of their participation [70, 135]. Regard-
less of the level of involvement of affected people in an algorithm audit, the process
often allows and supports relocating the burden of ensuring that algorithmic sys-
tems are safe, fit for purpose, ethical, fair, or otherwise good away from companies
and others in control of these systems who should be responsible for their impacts
and toward external groups who do the work of auditing.

6.3.2 Algorithm audits limit how both problems and solutions are envi-
sioned.

That algorithm audits allow those in power to control the framing of both issues
within algorithmic systems and potential ways to address those issues, as argued in
the previous section, implies that algorithm audits severely limit the framing of both
problems and solutions. While above we focus on how this consolidates power, in
this section we discuss in what ways this shapes the problems and solutions them-
selves. Algorithm audits are mechanistically limited in their remit [72], a fact of
design that confines their capacity to adequately identify and handle algorithmic
system issues. That is, due to their formulation, algorithm audits are inherently
small scope, individualizing, and reductionist, obscuring systems-level critique by
restricting what is understood as acceptable evidence and focusing primarily on
tractable problems and solutions. The mechanistic limitations of algorithm audits
delegitimize types of issues that fall beyond the bounds of their inclusion as well as
subjugate many potential futures—and their visionaries—through terms that make
alternative possibilities incomprehensible. These pitfalls of overly repressed, defi-
cient imagination for framing both problems in and solutions for algorithmic sys-
tems occurs across the spectrum of internal to external algorithm audits.

Algorithm audits constrain evidence by only making use of certain types of evi-
dence. Algorithm audit evidence typically must allow for quantitative ways of view-
ing a potential problem, as many audits seek to statistically prove whether issues
exist or are significant enough to warrant pursuing further. David Widder details
how casting Al ethics work as objective, rational, and quantitative has legitimized it
but has come at the cost of dismissing other kinds of knowledge that are challeng-
ing to fit within neat engineering-like processes such as audits [570]. Fundamentally
this restricts what sorts of evidence is and is not acceptable for an algorithm audit.
Qualitative forms of evidence such as personal anecdotes about experiences with
an algorithmic system must be able to be categorized, measured, and compared.
Similar to Sara Ahmed’s work describing how certain forms of complaints are le-
gitimized by the infrastructures that exist for complaining [10], algorithm audits’
epistemic constraints on evidence further notions of what sorts of evidence is not
only acceptable for audits but legitimate writ large.

In addition to constraining and problematically reshaping evidence, algorithm
audits exclude other forms of evidence. For example, algorithm audits follow stan-
dardized forms of reasoning and logic, non-emotional forms including but not lim-
ited to seeking statistical significance as a vehicle for establishing proof. As such,
they sideline emotional, embodied, and experiential forms of evidence that can also
significantly highlight to what extent and in what ways issues can manifest in and
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around algorithmic systems [298]. We relate this to the concept of respectability poli-
tics in which the presentation of issues and desires for change can be more successful
when they adhere to notions of what is socially acceptable (e.g., [245, 251, 402]); sim-
ilarly, algorithm audits advance specific notions of what is acceptable—that which
is or can be systematically proven—and are designed to promote the surfacing and
addressing of issues that work with and within this.

In part due to the limited nature of evidence they deem acceptable, algorithm
audits frame algorithmic system problems narrowly. Methodologically algorithm
audits focus on specific examples of algorithmic system failures that are straight-
forward to isolate, prove, and fix. This means that the audits are set up to show
problems that have more tractable solutions, such as racial bias or disparate impact
in an algorithmic system which can be addressed by balancing the discrepancy. In
turn, this may contribute to why industry and others in charge of algorithmic sys-
tems have shown so much interest in audits, investing significant time and money
into them in recent years. Indeed, audits provide natural solutions—but only ones
constrained to the scope of the inquiry. By focusing on specific point examples of
harm, audits are not a natural tool for documenting systemic problems emanating
from algorithmic systems, of which there are many [22]. As Birhane et al. put it, re-
ductions in problem and subsequently solution scopes can “risk equating processes
and outcomes that are fair with those that are equitable and just” [71].

Overly narrow problem identification limits the reform made possible by au-
dits to the logics of an already existing system. Algorithm audits are framed under
the assumption that normally algorithmic systems are correct, innocent until proven
guilty, and that issues revealed by audits are aberrations which can be individually
removed. This makes the issues highlighted by people affected by algorithmic sys-
tems guilty until proven innocent: that is, the issues rather than the system bear the
burden of proof and legitimacy. This move naturalizes algorithmic systems, forcing
potential solutions to algorithmic issues to work within the assumption that the al-
gorithmic system at hand will always exist, to take as predetermined the existence of
the algorithmic system and its overarching logic. As such, algorithm audits cannot
be broadly imaginative in their visions of alternative futures, of better worlds (see,
e.g., [57,236]).

6.3.3 Algorithm audits preserve a facade of positive change.

Finally, algorithm audits performatively purport to address problematic algorithmic
behaviors but in reality frequently fail to accomplish this. This makes algorithm
audits not only deceptive but even actively harmful themselves, as the prioritiza-
tion of audits consumes valuable resources that could be used otherwise for posi-
tive change. Contributing to the appearance of positive change occurs regardless of
whether algorithm audits are internal or external. While external algorithm audits
avoid conflicts of interest and internal algorithm audits have potential to surface
issues before deployment, both can provide reputation management for those in
control of an algorithmic system [417]. That is, algorithmlords can gesture at any
type of algorithm audit to signal that they are working to address issues from their
systems, even when those audits fail to achieve lasting positive outcomes.

It follows then that algorithm auditing can be virtue signalling, when co-opted
by powerful institutions for their own advantage. This can be considered a form
of “ethics washing” whereby institutions like tech companies attempt to keep up
the appearance of being ethical without actually substantiating with depth of action
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[64]. This veneer of self-critique furthers the perception that positive change is oc-
curring regarding harmful algorithmic systems while in reality enabling stasis [213].
Similarly, Lee Vinsel has used the term “criti-hype” to describe how some criticism
of technologies can simultaneously generate interest in that technology and, more
insidiously, distract from ongoing harms actively affecting people [554]. As Ahmed
wrote about a complaint submitted to academic institutions: “In effect, the report
was a means by which the university was able to not deal with the situation by ap-
pearing to have dealt with it” [10].

Beyond or perhaps because of this, algorithm audits at this point tend to reit-
erate issues generally known to exist. Racial and gender bias, for example, seem
to repeatedly be “discovered” through audits of algorithmic systems. Seeking to
prove harms rarely leads to adequate addressing of practices that cause those harms
in practice [49, 71, 211], which can contribute to attempts to prove the same issues
over and over again. Algorithm audits themselves often have little structural power
to enforce changes based on their results; as such, their prioritization can result in
focusing time, effort, and other valuable resource on surfacing or providing more ev-
idence for known issues rather than working toward ways to address those issues,
wider issues, and less commonly thought of issues.

In addition to resource seepage, algorithm audits can mask harms that come
with the method. For example, some algorithm audits can lead to incremental, often
quantitative improvements, such as the decrease in bias following the famous Gen-
der Shades audit [414]; however, some biases still persisted years later, suggesting
that larger changes than those offered by algorithm audits are required for justice
[415]. Additionally, the algorithmic system being audited in that case involved gen-
der classification, an oppressive technology itself (e.g., [235, 297, 416, 454]). This
highlights how, beneath the surface of algorithm audit fixes, there often lie more
fundamental human rights issues with the algorithmic system that algorithm audits
are unfit to handle (e.g., [247, 299]). To that end, Keyes and Austin have described
how auditing can produce new harms even while aiming to address existing harms
[298]. In garnering evidence of harm, algorithm audits often ask survivors of trauma
from algorithmic systems to relive their experiences and translate them to be legi-
ble for others who may be more invested in the audit than in advocating for those
affected or otherwise working toward justice or harm reduction.

6.4 Ways Forward: Grappling with power toward a more ef-
fective theory of change

In this provocation, we have argued that algorithm audits are insufficient, ineffec-
tive, even detrimental ways to address the structural and wrongful harms of al-
gorithmic systems. To do this, above we have examined some significant, power-
related pitfalls of algorithm audits. In this section, we provide directions forward
for the Al ethics community to reconsider the algorithm auditing theory of change
and reorient future work in light of this, all via attending to and grappling with
power dynamics. We start by providing a set of commitments the Al ethics commu-
nity must take on in order to begin to avoid the pitfalls we identify above. Then, we
discuss how the pitfalls of algorithm audits highlight broken dynamics in the larger
algorithmic accountability ecosystem, and consequently we encourage restructuring
this ecosystem such that more radical futures are prioritized and those with power
over algorithmic systems are held accountable for their systems” impacts
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6.4.1 Embracing new commitments

In this section, we suggest necessary commitments for the Al ethics community to
take on such that they can begin to grapple with and avoid the above pitfalls. These
commitments are not intended to be comprehensive fixes and do not perfectly cor-
respond to the pitfalls described above; rather, we see these as fundamental orien-
tations that, when truly pledged and pursued, might help in future avoidance of
algorithm audit pitfalls. We seek to encourage pragmatic directions that on the one
hand do not accept sociotechnical systems as they are, as unable to be changed or
controlled [406], while on the other do not ignore that existing structural currents
shape the potential impacts of any actions we undertake.

First, we entreat the Al ethics community to commit to tackling systems of harm
rather than point instances of problematic algorithmic behavior. Algorithm audits
tend to focus on individual issues within algorithmic systems; as such, we see oppor-
tunities for expanding focus to encompass entire algorithmic systems, including the
factors that contribute to their design, development, and deployment in the world
as well as their internal working. This has been understood as a commitment to
“non-reformist reforms” which, in contrast to reformist reforms that look for ways
to improve existing systems, look for “ways to achieve emancipatory social condi-
tions” by starting beyond rather than within existing systems [219, 221, 266]. The
incremental changes that come from reformist reforms might be seen as positive on
their face but in reality can reinforce oppression long-term by supporting the sta-
tus quo [221]. As such, we echo other scholars in calling for algorithmic issues to
be engaged with as sociotechnical problems that can only have sociotechnical so-
lutions (e.g., [182, 465, 473]). This acknowledges how algorithmic systems can be
imbued with harms as a feature [236], requiring that their entire logics and existence
be brought under question for adequate mitigation of their issues.

Second, we call for the Al ethics community to commit to expanding notions of
what is considered valuable evidence beyond the systematic, quantitative nature of evi-
dence that is legitimized by algorithm audits. Scholars have emphasized the impor-
tance of translation work [374, 508]; we similarly see opportunities for researchers to
convey evidence of algorithmic system issues from affected people to those with the
power to address those issues in ways that are comprehensible and understood as
significant to those in power. We understand that translation work can be conducted
via algorithm auditing where necessary. In many cases, however, we see opportuni-
ties for the Al ethics community to work to convey the legitimacy and importance of
varied forms of evidence to those in power regardless of what the existing norms of
legitimacy and importance might dictate. We especially see the need for advocacy
for human aspects of algorithmic impacts—often excluded by algorithm audits—as
evidence. For example, emotional evidence conveying how algorithmic issues made
people feel or acts of anger in response to problematic algorithmic behavior can be
understood as legitimate and productive feedback about in what ways and to what
extent algorithmic systems have issues that can be addressed. Including and elevat-
ing these sorts of evidence can expand legitimacy to more of the ways that everyday
people engage with and are affected by algorithmic systems as well as support the
redirection of resources toward addressing issues rather than toward seeking to find
additional proof.

To that end, we encourage Al ethics community members to commit to acting
directly and helping others act directly rather than working to convince others to act to
improve conditions created and exacerbated by harmful algorithmic systems. The
anarchist principle of direct action provides a way to make change without waiting
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for the approval or buy-in of powerful institutions or people and has been proposed
as useful for the realm of Al ethics [7]. Affected people already frequently respond
to algorithmic harm they encounter using what power they have in a variety of
ways [149, 313, 568]. For example, destruction and sabotage of algorithmic systems
has been observed and even promoted as a way to more comprehensively address
harmful algorithmic systems [21, 149, 313, 552]. Relatedly, we highlight that anger
can be productive and a form of power [11, 46, 113, 336]. Though algorithm audits
relegate emotions to the sidelines of what justifies evidence—as discussed above—as
well as what is useful for building power, we see anger as having the potential to
bring groups together for collective action, to motivate people to have their voices
heard, and to encourage those in charge of algorithmic systems to listen and make
tangible change in response. For example, anger can spur significant negative PR,
which can be a strong incentive for tech companies to address issues (e.g., [149, 474]).
Relational ethics also offers pathways toward more just outcomes in and around
algorithmic systems [69]. For the Al ethics community, this can mean prioritizing
work and research that supports people affected by algorithmic systems in what
they are already feeling and doing to resist harmful impacts of those systems [267].
This could involve creating networks to connect people for collective action and
solidarity, designing pathways for raising issues in more visible ways, supporting
the development of more localized sociotechnical systems that do not rely on big
tech, or building tools to allow people to more fully opt out of harmful systems or
avoid parts of harmful systems they do not want to engage with.

In this vein, we call on the Al ethics community to commit to shifting power to
those affected by algorithmic systems in ways that cede more control than many forms
of participation do [9, 243, 284]. Supporting everyday people in taking action di-
rectly, as above, is a productive way to do this. Auditing has origins as a community-
driven method for accomplishing real change [541]. More priority from the Al ethics
community can and should be given to what people affected by algorithmic systems
are themselves prioritizing [510]. The Al ethics community can reprioritize, shifting
focus from finding and proving issues via audits to understanding and support-
ing what people are already doing to resist and shape algorithmic systems to create
better on-the-ground outcomes [506]. This means supporting community owner-
ship and control of algorithm audits instead of bringing in community members
as merely included consultants, participants, or people who labor to surface issues.
Communities need to have the power to redirect and reprioritize algorithm audits,
which necessarily requires Al ethics community researchers and others to cede some
of their own power to make those decisions in return. This also means allowing
community members to define the frame of what should be done with regards to
algorithmic systems, such that the possibility space can include the refusal to en-
gage with, the decision to destroy, or the creation of joyful alternatives to harmful
algorithmic systems as well as survival in and mitigation of harmful algorithmic sys-
tems. We encourage the Al ethics community to look toward the many community
collectives that already exist and to offer themselves as partners, collaborators, and
assistants to accomplish their aims.

6.4.2 Scrutinizing the accountability ecosystem

The existing structures of accountability surrounding algorithmic systems, espe-
cially those related to the regulation of tech companies, often necessitates the forms
of language and evidence provided by algorithm audits in order to convince those
in power to begin to make changes. Though we argue that algorithm audits have
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pitfalls that make them ineffective at addressing problematic algorithmic behavior,
we would be remiss not to acknowledge that they can be valuable tools in some
ways. Audre Lord famously wrote, “For the master’s tools will never dismantle the
master’s house. They may allow us to temporarily beat him at his own game, but
they will never enable us to bring about genuine change” [335]. Following David
Widder’s work on hierarchies of epistemic power in Al ethics labor [570], we iden-
tify the master’s tools as not the audits themselves but as the ways in which audits
instantiate hegemonic perspectives about worth: what is worth listening to, what
is worth taking action on, who is worth supporting. When audits are leveraged to
counter these perspectives, such as through using audit reports to pile on evidence
to showcase to those in charge of algorithmic systems, they can eventually lead to
incremental benefits.

But there is a sense of stasis in finding and proving very similar issues repeat-
edly, a sense of helplessness in seeing this as the primary vector for changing an
issue-strewn technological landscape. To free us from what can feel like and in many
regards is a Sisyphean approach, we look toward ways to expand the notion of what
algorithm audits are. Existing research has sought to critique algorithm audits and
broaden the scope of what we can consider to be an audit beyond more expert-
and/or institutionally-led investigations that focus on systematicness and scientific
proof above all (e.g., [99, 201, 306, 474]). One piece at a time, we can tactically re-
place the parts of algorithm audits while remaining under the banner of algorithm
auditing, trading sanctioned representations of harm with more expansive ones that
better match affected people’s experiences, until we have created an audit of The-
seus that shifts the onus of scrutiny from affected people providing evidence for
the harms they experience onto those with control over the algorithmic systems that
instigate those harms, as it should be.

Ultimately, we view algorithm audits as “tactics of soft resistance” [377, 576],
holding some possibilities but reliant upon the discourses and logics of the systems
they try to make change from within. But what power might we gain from freeing
our imaginations from dominant ways of thinking [57], beyond “soft” audits? We
advocate for the abolition of auditing—or the expansion and repositioning of the
notion of auditing within the larger ecosystem of accountability, such that audits
become “hard”—in favor of more radical tactics that shift power more wholesale
to those who are affected by algorithmic systems’ negative impacts, allowing them
to set the terms of what is required for their own survival in the landscape of al-
gorithmic violence and rejecting the notions of legitimacy that current structures of
power insist upon. Building on calls to strengthen AI accountability infrastructure
(e.g., [41, 125, 385, 417, 418]), we contend that we should direct much of our atten-
tion as a community of research and practice toward finding ways to reshape this
ecosystem’s power dynamics and finding, reckoning with, and moving in directions
that prioritize futures with more imaginative possibility that are unconstrained by
or actively refuse the logics and requirements of algorithmlords today. This will be
a significant undertaking that requires collective input and effort, interrogation and
reworking of stagnant theories of change, and embracing and taking action with the
new commitments above in hand to better challenge power.

Locating responsibility with the powerful. The starting commitments we point
toward and indeed our argument critiquing the effectiveness of algorithm audits
largely focus on the Al ethics community and those affected by algorithmic systems.
We have called upon the Al ethics community to reorient its stance toward algorithm
audits due to fundamental flaws in the theory of change they pursue. In doing so, we
advocate for increased engagement with and power ceded to communities affected
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by algorithmic systems. These directions are given assuming that those in control
of algorithmic systems cannot be relied upon to adequately address the harmful
impacts of their own systems.

However, by focusing on affected people and their determinations of what are
reasonable ways to remedy algorithmic issues, we have implicitly but unintention-
ally put some burden of responsibility on them to determine those pathways for-
ward. For instance, expanding the scope of auditing likely still requires affected
people to identify issues they encounter, which can burden and even involve harm
to those people in the process [532]. A tension exists here, as affected people attempt
to drive change because the status quo is that their experiences and lives are wors-
ened by harmful algorithmic systems. Only when people affected by algorithmic
systems also have power and control over those systems themselves can this tension
start to be resolved—that is, when they are in positions such that they engage not
only because their survival necessitates it but also to create technospaces of radical
joy and thriving for themselves.

To reach this future, we emphasize that responsibility for algorithmic system im-
pacts, and especially for algorithmic system issues, must remain with those with
power over algorithmic systems: the organizations and institutions with control of
the design, development, and deployment of these systems. We echo Lucy Such-
man’s framing of “located accountabilities”, or how those involved in the produc-
tion of technology should identify, understand, and take responsibility for their po-
sitions within larger structures of power [502]. At the end of the day, while we look
to the potential of systemic change starting now, those with power over algorithmic
systems should remain accountable for the outcomes of those systems. Let “soft”
audits not placate and distract us from organizing for refusal, demanding hard reg-
ulation, and raising hell until change occurs.

6.5 Conclusion

In this provocation, we have examined three power-related pitfalls of algorithm
auditing that illustrate the ineffectiveness of algorithm audits” espoused theory of
change. Looking forward, we call for a reorientation of the AI ethics community
that involves commitments to grappling with power dynamics and reprioritizing
such that algorithm audits as they are now are no longer pursued as a primary way
to address harmful algorithmic systems. We emphasize that the Al ethics commu-
nity should rethink the structure of the Al accountability ecosystem and direct more
focus, attention, and material resource toward supporting and themselves partic-
ipating in the work that affected people are already doing to address algorithmic
system issues.
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Chapter 7

A Taxonomy of Responses From
Below to Algorithmic Harm

This chapter is adapted from my paper [149]:

Alicia DeVrio, Motahhare Eslami, Kenneth Holstein. “Building, Shifting, &
Employing Power: A Taxonomy of Responses From Below to Algorithmic
Harm”. In Proceedings of the 2024 ACM Conference on Fairness, Accountability,
and Transparency. (2024).

Alarge body of research has attempted to ensure that algorithmic systems adhere
to notions of fairness and transparency. Increasingly, researchers have highlighted
that mitigating algorithmic harms requires explicitly taking power structures into
account. Those with power over algorithmic systems often fail to sufficiently ad-
dress algorithmic harms and rarely consult those directly harmed by algorithmic
systems. Left to their own devices, people respond to algorithmic harms they en-
counter in a wide variety of ways, but we lack broader, overarching understandings
of the various methods people engage to resist harmful Al systems. In this work, I
synthesize documented, historical cases into a taxonomy of responses “from below”
to algorithmic harm. This taxonomy connects different types of responses to existing
theorizations of power from fields including anthropology, human-computer inter-
action, and communication, centering how people employ, shift, and build power in
their responses to algorithmic harm. Based on the taxonomy, I highlight an oppor-
tunity space for the FAccT community to engage with and support such action from
below.

7.1 Introduction

Aiming to root out algorithmic harms, a large body of research has attempted to
ensure that algorithmic systems adhere to notions of fairness and transparency. In-
creasingly though, researchers have highlighted that effectively addressing harmful
algorithmic behaviors requires centering systems of power in and around algorith-
mic systems [22, 69, 74, 284, 299, 364]. This focus is especially important since exist-
ing structures around algorithmic systems often fail to empower those who directly
interact with and are affected by algorithmic harm [22].

In response to such power imbalance, people affected by algorithmic harm fre-
quently adopt workarounds and counter-practices to algorithmic systems in place.
Recent research and real-world case studies indicate that responses “from below”—i.e.,
from members of the public or others without direct power to make decisions about



Chapter 7. A Taxonomy of Responses From Below to Algorithmic Harm 106

the design or deployment of algorithmic systems [568]—can be effective in garnering
power and working toward harm remediation [148, 313, 474, 552, 568]. For example,
Twitter users who noticed, tweeted about, and extensively worked together to test
racial bias in the platform’s image cropping algorithm succeeded in causing Twitter
to reconsider and change its use of the algorithm [474]. And after Uber and Lyft
algorithmically determined inadequate ride fares, drivers coordinated turning their
apps off to feign a driver shortage and were able to boost fares [313, 513].

While responses from below can be effective in mitigating some algorithmic
harms, actors’” structural disempowerment can limit the effectiveness of their re-
sponses. For example, Elon Musk disbanded Twitter’s Al ethics team after taking
over the company [140], and rideshare companies continue to perpetuate algorith-
mic wage discrimination [160]. How can we better understand the ways that re-
sponses from below interact with power? What lessons can we draw from past
responses to empower future action from below?

In this chapter, I develop a taxonomy of existing types of responses to algorith-
mic harms, centering actions that people take from below in response to algorithmic
harms. I focus on the nature of the responses themselves and, where described by
actors, their motivations and aims; I do not in this work attempt to categorize the
effectiveness of various responses. Our taxonomy emphasizes how these responses
from below are linked to power dynamics through three broad categories: “protect-
ing” themselves by employing their own power, typically within the context of a
harmful algorithmic system; “pressuring” those in control of algorithmic systems by
shifting power away from them; and “strengthening” their capacity by building their
reserves of power, enhancing their abilities to pressure and protect. Protecting re-
sponses can lead to mitigations more immediately, but they tend to occur within the
existing logics of algorithmic systems, which inherently limits their outcomes. For
example, when users found Booking.com’s hotel review algorithm problematic and
acted to fix its outputs by manipulating their review scores, they were constrained by
fundamental issues within the algorithm: its lowest possible output rating was 2.5,
so altering inputs did not help when users wanted ratings lower than 2.5 [168]. More
widespread, systemic change often comes from pressuring responses. For exam-
ple, following worldwide protests of unfair algorithmically generated A-level exam
scores, the algorithmic scores were revoked and replaced with teacher-determined
ones [404]. And people need sufficient power, which strengthening responses build,
to do any of this. For example, to escape algorithmic surveillance and control, food
delivery workers in China created virtual communities that allowed them to share
tactics to better navigate food delivery platforms [509].

Based on this taxonomy of responses, I discuss opportunities for the FAccT com-
munity to better engage with everyday peoples’ current actions in response to algo-
rithmic harm to further amplify actions they are already taking in productive ways.
This work identifies ways that structurally disempowered people create and fur-
ther their own counterpractices intended to secure power over algorithmic systems.
Supporting efforts from below can put those most affected and with little systemic
power in control of remediation efforts, which can enable progress even when pow-
erful actors like companies fail to see worth or incentivization in working toward
algorithmic harm remediation. In addition to efforts to mitigate harms from above
(e.g., by supporting developers in assessing and addressing issues), it is critical that
the FAccT community helps affected people defend themselves from actively harm-
ful systems.
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7.2 Related Work

7.2.1 Responses From Below to Algorithmic Harm

Significant research investigates how users and others affected by algorithmic sys-
tems perceive algorithmic harm (e.g., [148, 192, 328]). For example, DeVos et al.
sought to understand how users identify, make sense of, and evaluate potentially
harmful algorithmic behaviors [148]. In this work, I focus on steps that everyday
people take after they have perceived harm in an algorithmic system.

Recent research has revealed that people with little structural power have unique
abilities to respond to algorithmic harms [148, 313, 474, 552, 568]. With the preva-
lence of algorithmic harm, many of these people’s responses can be considered forms
of “everyday resistance”, a continuous struggle implemented with "the ordinary
weapons of relatively powerless groups" [460]. I also draw on “routine infrastructur-
ing”, as actors work to re-appropriate and build resilience around algorithmic sys-
tems [466]. For example, the concept of “everyday algorithm auditing” highlights
how users, in their everyday interactions with algorithmic systems, can surface, in-
terrogate, and work toward remediation of harmful algorithmic behaviors that more
formal auditing methods fail to find [474].

However, we lack broader, overarching understandings of the nature of the ex-
isting responses from below to algorithmic harm. Some work has investigated the
ways that users and others affected respond to harmful algorithmic behaviors (e.g.,
[168, 313, 485, 596]). Throughout, many questions have arisen regarding the nature
of these remediative responses from below. In this chapter, I start to provide this in-
sight, extending past literature around responses from below such as data leverage
and POTs [313, 552]. However, instead of centering data or technologies, this work
centers what the disempowered do now to respond to algorithmic harms and how
their actions are rooted in dynamics of power.

7.3 Taxonomy of Responses from Below to Algorithmic Harm

In this section, I describe nine types of responses from below to algorithmic harm,
organized into five broad categories (see Table 7.1). Our taxonomy centers people and
captures the actions they take from below to employ, shift, or build power in response to
algorithmic harms. Each subsection presents a type of response and examines power-
related strategies associated with it, using a range of existing examples to illustrate
the scope of each.

7.3.1 Process of Response Collection & Categorization

Our research team gathered 96 documented cases with 169 embedded responses
from below that intend to remediate perceived algorithmic harm to create our tax-
onomy. The collection process started with an initial set, and expanded via iterative
search of various resources including research literature, news media, and social me-
dia. Our cases spanned many different algorithmic domains (e.g., recommendation,
image cropping, facial recognition) and types of harm (e.g., financial, stereotyping,
surveillance). More collection details can be found in Appendix B.

I understand actors and actions from below as those lacking direct power to con-
trol the design and deployment of algorithmic systems. To emphasize power rela-
tions, I broadly refer to those who have control over algorithmic systems as “algo-
rithmlords”, inspired by past work describing “data barons” who control data and
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Response Type |

Protecting Pressuring Strengthening Examples

Mitigating individual algorithmic
harms

Changing search terms after problematic re-
sults [148],

Engaging with hidden content to amplify it
[288]

Pursuing legal avenues against
algorithmic harm

Instituting policies to reclaim Al governance

[183, 569],
Litigating companies who deploy harmful al-
gorithms [169]

Investigatin% potentially harmful
algorithmic behaviors further

Researching background information [568],
Testing potential issues [474]

Refusing engagement with harm-
ful algorithmic systems

Impairing an algorithmic system

Depriving an algorithmic system

Confusing an algorithmic system

Slashing tires of self-driving cars [421, 434],
Unplugging privacy-invasive cameras [228,

92]

Logging out of Facebook [561],
Leaving data-labelling job [398]

Mirroring, cropping, and filtering duplicate
videos [584],

Downloading software that automatically
clicks ads [264]

Communicating algorithmic harm
with others

“Complaining” to those with more
power

Publicizing algorithmic harms
broadly

Sharing, discussing, and organiz-
ing with others affected by the al-
gorithmic system

Contesting errors using a platform’s appeals
system [302],

Submitting complaint to government agency
[104, 120]

Tweeting about an issue [176, 474, 529, 590],
Holding a press conference [568]

Describing in writing where others can see
[168, 474],
Creating, joining, and discussing in WeChat

groups [591]

TABLE 7.1: Types of responses (bold), their strategies that interact with power (X), and examples

“digital feudalism” in which tech companies behave as modern-day feudal lords
[159, 205, 275]. In the vein of [568], I understand algorithmlords as those holding
greater power to envision and construct algorithmic systems, occupying positions
“above” those subjugated by their decisions, while acknowledging that relation-
ships between people are more complex and nuanced than this fully captures (see
[164, 253]).

I extracted and qualitatively coded responses from the cases I gathered, then
conducted a bottom-up thematic analysis with a series of interpretation sessions on
these responses. Based on this, I grouped the responses into types of responses based
on similar responder behaviors present and, based on prior literature on power, syn-
thesized these into three high-level strategies, each of which captures a different way
that these responses aim to interact with power:

Protecting strategies: ways that people responding to algorithmic harm act from
below to directly affect their or others” “power-to” do [456]. Typically this occurs
within the context of the algorithmic platform itself and serves to make people’s
interactions with algorithmic systems safer. These responses fit into repair politics
[262, 273]—that is, responses that work “through improvisations, patches and inge-
nuity, together with and within algorithmic systems” [542]—and more immediately
improve the experiences and abilities of the disempowered.

Pressuring strategies: ways that people responding to algorithmic harm act from
below in attempts to gain “power-over” algorithmlords [456]. These responses often
have the ultimate aim of persuading algorithmlords to make changes. However,
they may vary in their degree of forcefulness, from punishing an organization with
negative PR, to convincing an organization by flagging issues for them to address,
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to forcing a company with new legal requirements.

Strengthening strategies: ways that people build up their reserves of power, en-
hancing their future abilities to protect or pressure. Strengthening also encompasses
ways that actors recognize and become better equipped to leverage their existing,
often collective, power. Strengthening can help people understand the scope of the
harm they have encountered, determine what should be done next, and gain per-
ceived legitimacy.

I see the cases used as the basis for our taxonomy as illustrative but not nec-
essarily exhaustive. Responses and types of responses commonly span multiple
strategies. Additionally, due to the constantly changing and emerging nature of
algorithmic systems, of their applications, of related harms, and of related responses
to these harms, I see this work as an initial exploration and invite future researchers
to expand on it. More process details can be found in Appendix B.

7.3.2 Mitigating Individual Algorithmic Harms

In this type of response, people adjust their own behaviors in and around algorith-
mic systems to change how the system works in a particular circumstance, with-
out fundamentally changing how the algorithmic system works as a whole. I un-
derstand such actions as protecting responses, as people employ their own abilities
to shield themselves from the harms a given algorithmic system foists upon them.
These responses parallel conceptions of technological repair, which has been theo-
rized as “the ongoing work of fixing and maintaining the objects and systems around
us” [262] and has been previously applied to users addressing harmful algorithmic
behaviors [168]. Additionally, these responses can be seen as a form of algorithmic
resistance, theorized by Velkova and Kaun as action that “takes place from within
the logic of the algorithm” and “does not deny the power of algorithms but operates
within their framework” [542].

Algorithmic harm workarounds. Sometimes people act to mitigate individual algo-
rithmic harms by avoiding them, creating distance between themselves and poten-
tial harm (e.g., [420, 486]). For example, Chinese food delivery workers chose not to
follow platform-suggested routes, instead relying on their own knowledge of faster
shortcuts [591]. In another instance, Bangladeshi users who felt misunderstood and
unreasonably censored by Western Facebook moderation policies changed the ways
that they posted—adding English translations, combining Bengali and English let-
ters to write, and refraining from posting publicly [467].

Avoidance can also occur before harmful algorithmic behavior presents. A Google
Images user anticipated a heterosexual bias in “wedding” search results and pre-
emptively switched to use the search term “lesbian wedding” from the start [148]. As
another example, Amazon began using Al Netradyne cameras that frequently pun-
ished delivery drivers for unsafe driving in situations that were not unsafe or not
the driver’s fault. Some drivers responded by driving over cautiously to preemp-
tively avoid punishment, such as braking “once before a stop sign for the Netradyne
camera, and another time for visibility before crossing an intersection” [229].

Instead of changing their usage to operate around harms, some actors protect
themselves by masking algorithmic harm from their view. This can present in the
form of using built-in platform affordances to block certain content or people [148].
For example, TikTok users pressed “not interested” buttons associated with content
they did not wish to see or found violating [485], and Bangladeshi Facebook users
who saw problematic advertisements responded by unfollowing related pages as
well as muting ads using the platform’s settings [471]. Other times, this masking is
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less supported by platforms and their affordances. Ad blocking is a prevalent ex-
ample of this, wherein users who dislike the experiences they receive from advertis-
ing algorithms use third-party blockers to remove the issues from their experiences
[354]. TikTok users also sometimes protect themselves by intentionally seeking out
and engaging more with videos similar to what they want to see, in order to shape
algorithmic behavior [485].

Beyond self-protection. The workarounds above tend to protect only the person
responding. In the above examples, others can be impacted secondarily, but these
effects can be difficult to identify due to their diffuse nature. For example, if enough
TikTok or Facebook users mark a specific post as uninteresting, the recommendation
algorithm might deprioritize that video preemptively on other users’ pages.

People also directly act to mitigate individual algorithmic harms that can pro-
tect many others beyond those taking action. For example, TikTok users who be-
lieved that the For You Page algorithm suppressed videos with social-justice content
responded by engaging with apparently suppressed videos en masse: users com-
mented, liked, and shared these videos repeatedly in attempts to boost video con-
tent that might have otherwise been hidden [288]. These actions aimed to amplify
content broadly on the platform, using the For You Page algorithm to spread poten-
tially previously suppressed content to many other TikTok users. And social work-
ers using an Al tool individually adjusted and compensated for biased and incorrect
suggested child-maltreatment risk scores, with the goal of protecting children and
families [112, 293]. Similarly, Indian community health workers re-ran tests when
they believed an Al app’s diagnosis was incorrect [386].

Other times, actions to mitigate algorithmic harms may protect a subset of users.
For instance, in response to beliefs that the For You Page algorithm suppressed
videos created by people of certain identities, such as LGBTQ+ and Black creators,
some TikTok content creators with more algorithmically favored identities shared
their accounts with suppressed creators, allowing amplification of algorithmically
suppressed voices via new platforms [288]. Additionally, some TikTok creators whose
videos were suppressed responded by simply re-uploading videos that were taken
down or by changing the aesthetics of their videos to better fit what they believed
the algorithm prioritized [288, 485]. These actions aimed to amplify content mainly
to the set of TikTok users who engaged with a certain content creator, either an algo-
rithmically favored one in the former example or an algorithmically suppressed one
in the latter ones.

7.3.3 Pursuing Legal Avenues Against Algorithmic Harm

In many cases, actors from below take legal action in response to encountering algo-
rithmic harm. In this type of response, people attempt to leverage legal institutions
to shift power away from algorithmlords; thus, I consider these responses to be a
form of pressuring.

One way people do this is by suggesting and signing bill initiatives that aim to
curb harmful algorithmic behaviors that they have encountered. For instance, three
Californians, upset with how technology companies collect and use their personal
data in algorithmic systems, proposed a ballot initiative for consumer privacy [556].
More than 600,000 other Californians signed in support of the initiative, certifying it
so that it could later pass into law [555, 556].

People also exert pressure via direct legal action against algorithmlords. As one
example, many business owners, believing that Yelp algorithmically removed posi-
tive reviews from their profiles because they did not pay for Yelp’s advertising, filed
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almost 700 Federal Trade Commission reports against Yelp [169, 474]. Additionally,
Amazon has recently been sued for “selling suicide kits”, or algorithmically recom-
mending buying combinations of items expedient for poisoning oneself, by parents
of users who have died by this method [33, 250, 529].

Finally, due to the concentration and predominance of algorithmlords in colo-
nialist (often Global North) countries, entire jurisdictions (often at some point colo-
nized and/or Global South) occupy positions of subordinate power in and around
algorithmic systems. As such, governments of these nations can respond from below
to colonialist, exclusionary algorithmic systems by creating new policies to force al-
gorithmlords to behave in ways less harmful to them. Indigenous Data Sovereignty
is one example of this, advocating for “the right of Indigenous peoples to control
data from and about their communities and lands, articulating both individual and
collective rights to data access and to privacy” [403]. Indigenous groups world-
wide have adopted processes and principles supporting this, such as the Maori in
Aotearoa/New Zealand, the Sami in Sweden, and the Ktunaxa Nation in Canada
[413]. In another example case, much African population data must be stored in
servers outside the continent since non-African companies own much of the data
infrastructure; in response, African governmental leaders are instituting policies to
make these companies adhere to privacy regulations and pay taxes, shifting some of
the governance to themselves [163, 183, 403, 543, 569].

7.3.4 Investigating Potentially Harmful Algorithmic Behaviors Further

Another type of response from below to harmful algorithmic behaviors involves
gathering more information about an issue. For instance, when Rotterdam’s welfare
fraud algorithm began unreasonably ranking people as high risk, one affected per-
son requested the information contributing to their score [94]. This information can
be leveraged to add legitimacy to people’s claims and convince other groups with
more power to listen and take action as well. As these investigations primarily help
disempowered people build power, I view this response as strengthening.

Investigation can build people’s power by helping them figure out what to do
next and legitimize their claims. For example, San Diego residents dedicated signif-
icant effort to reading documents related to proposed smart streetlights as a “fact-
finding mission” [568]. These people then leveraged what they had learned to refine
their arguments and ensure use of language legible to those they engaged with [568].

Shen, DeVos et al. introduced the concept of “everyday algorithm auditing” to
describe the process by which people “detect, understand, and/or interrogate prob-
lematic machine behaviors via their day-to-day interactions with algorithmic sys-
tems” [474]. For example, users conducting an everyday algorithm audit of poten-
tial racial bias in Twitter’s image cropping algorithm carried out tests and gathered
evidence around various hypotheses that they developed [474]. This helped users
assess the extent to which racial biases were present and build up evidence that they
used to push Twitter for change. As reviewed in [474], numerous cases of everyday
algorithm audits have been documented in recent years.

7.3.5 Refusing Engagement With Harmful Algorithmic Systems

In another type of response to algorithmic harm, people refuse to engage with harm-
ful algorithmic systems. These responses draw on concepts of Indigenous and femi-
nist refusal [12, 483] and especially parallel refusal of various technological practices
[118, 195, 595, 596]. Thus, I consider these responses to be forms of algorithmic refusal.
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Often people do this by removing some or all of themselves from an algorith-
mic system’s visibility. This type of response can be protective in the sense that it
requires people to employ their own power and, typically, limiting or eliminating
true engagement serves to expose people to fewer harms, which makes their inter-
actions safer. Additionally, this type of response can pressure by diminishing the
engagement and data that algorithmic systems can consume. This penalizes those
in charge of algorithmic systems and shifts some power and control to people acting
from below.

People can also refuse engagement by actively seeking to impair or confuse algo-
rithmic systems. These types of responses serve to pressure algorithmlords, making
their disapproval of a system hard to ignore, and to protect themselves, obstructing
an algorithmic system from its typical functioning.

Impairing an algorithmic system

Disempowered people sometimes react to harmful algorithmic systems by attempt-
ing to render them useless. For example, upset at being part of Waymo’s self-driving
car beta tests without their consent and at injuries these cars had caused, Arizonan
pedestrians chose to fight back in response: they slashed the car tires and threw rocks
at them [421, 434]. This protected the actors and others in the area to some extent, as
it made self-driving cars less operable and sometimes forced humans inside the car
to override the automated driving [434]. Additionally, this response pressured com-
panies by making explicit the disapproval of potential customers. Similarly, when
Amazon began using Al-powered cameras to surveil workers, some drivers covered
the cameras with stickers so that they could no longer record, making the affected
cameras inoperable [229].

In the same vein, people have put other potentially harmful algorithmic systems
out of service. One way people do this involves disconnecting systems or making
them otherwise unable to collect data. For example, a Carnegie Mellon University
graduate student unplugged privacy-violating sensors that had been installed in
his office without consent [228]. Similarly, before their exams, Chinese high-school
students unplugged cameras used in facial recognition systems that monitored their
behaviors during class [592]. The students had not consented and worried about
accuracy, reliability, and bias within the system [592].

Depriving an algorithmic system

People sometimes refuse engagement with algorithmic systems by withholding needed
inputs like their personal data or by removing those that have already been submit-
ted. “Data strikes” in which “users withhold their data labor from a tech company,
some of the company’s essential services will suffer, and this would then force the
company to make concessions that are desired by the public” constitute one signif-
icantly theorized about form of this response [551]. When done collectively, these
responses aim to exert greater pressure but retain protective effects, whereas indi-
vidually these responses protect more than they pressure.

Boycotts have been used for decades to pressure companies by refusing to en-
gage, typically aiming to economically stunt via withholding money from compa-
nies. Boycotts operate similarly in digital contexts, often by removing user pres-
ence and thus revenue-generating ad impressions. For example, after Facebook
disproportionately targeted Black users with misinformation ads, Facebook users
boycotted the platform by logging out for a week [326, 561]. This put pressure on
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Facebook, but it also protected users by making them unable to encounter harmful
Facebook ads for a time.

People can also leave harmful systems with similar aims. In one case, African
workers at Sama, which performs some of Facebook’s outsourced content modera-
tion, left the company because of poor pay, poor working conditions, and poor men-
tal health resulting from their job functions [398]. Resigning like this mainly serves
to protect people from harmful work conditions and impacts, but it also mildly pres-
sured Sama by showing that some were unwilling to work for them under current
conditions.

People can also “leave” within the context of online algorithmic systems. For in-
stance, in her “Opt Out” project Janet Vertesi says that deleting her Google account
and ceasing use of Google-related tools “aimed at keeping [her] and [her] family
away from the evils of data-collecting algorithmic systems” [544]. As another exam-
ple, Twitter users frustrated by algorithmic control (and new ownership) responded
by leaving Twitter and, in what has been called “conscious data contribution” [550,
552], moving to Mastodon, a platform without an algorithmic feed [497]. While these
examples have underlying elements of pressure, they primarily serve to create safer
existences online for those responding.

People can also withhold without the high commitment of entirely quitting all
use of a platform, often via some form of hiding from an algorithmic system. For
example, people adopt “practices of keeping personal and private aspects of life
offline, such as not sharing images of young children and babies online, using en-
crypted services like Signal, [...and] the adoption of anonymous social media ac-
counts to speak to a smaller circle of confidants” [193]. People can perform more
manageable data strikes with smaller actions like using private browsers or refusing
to rate, review, or comment on products [551]. For instance, Bangladeshi and Indian
users, bothered by targeted ads, turned off location data or changing microphone
settings for some apps on their phones to allow less access to their data [471]. Less
severe actions like this lead to less pressure felt by companies or other targets. Re-
sponders gain some algorithmic anonymity and freedom from data collection, but
the protection is less complete than leaving a platform wholesale, with the trade-off
of retaining the ability to interact with the system.

Confusing an algorithmic system

People also refuse engagement by providing false or unexpected information to
harmful algorithmic systems. One version of this is “data poisoning”, in which peo-
ple provide “data that was created with the intention of thwarting the technology”
[652]. Similarly, “obfuscation” encompasses “the deliberate addition of ambiguous,
confusing, or misleading information to interfere with surveillance and data collec-
tion” [89].

This response often serves to obscure the personal data and behaviors of actors.
Thus, confusing an algorithmic system can be protective. For example, Uber and
Lyft drivers found their algorithmically determined ride payments inadequate, so
they turned off their apps at coordinated times to feign a driver shortage and boost
fares through app price surges [313, 513]. Baidu Deliveries, Ele.me, and Meituan de-
livery workers in China used similar methods, turning on work mode only at times
or locations when the platform algorithms would not give them undesirable orders
[509]. Acting individually, a user described pushing back against Facebook’s adver-
tising “data mining bot” by randomly and inaccurately liking pages [97]. Addition-
ally, downloading and using some anti-tracking browser extensions enables this: for
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example, AdNauseam clicks ads automatically in the background to confuse online
trackers [264]. These actions protect people from having their data collected and
used harmfully while also subtly pressuring algorithmlords by forcing them to col-
lect inaccurate data.

Confusing algorithmic systems can protect others beyond those responding. Ob-
fuscating data has been described as a way to reduce algorithmic discrimination
[188]. And Chinese online protesters created hundreds of duplicate videos of events
by mirroring, cropping, and filtering them to evade algorithmic censorship [584]. As
another example, after Twitter algorithmically amplified the racist hashtag “#white-
livesmatter”, Twitter-using K-Pop fans “took over the hashtag [...] drowning out
white-supremacist messages with nonsensical or anti-racist posts” [283]. Besides
protecting, these responses pressure algorithmlords by rendering their algorithmic
systems inoperable as intended.

7.3.6 Communicating Algorithmic Harm With Others

People also respond by communicating algorithmic harm with others to protect, pres-
sure, or strengthen. This communication resembles past descriptions of users raising
awareness about harms [148, 474]. These responses can involve communications
from disempowered people to algorithmlords, to others affected by the same algo-
rithmic system, or broadly to the public.

“Complaining” to those with more power

When people communicate to those with more power, like algorithmlords or mem-
bers of legal institutions, they typically raise issues in hopes that those with more
power will take action to address the conveyed harm. In doing this, people em-
ploy their existing power to try to create safer experiences for themselves while also
putting a limited amount of pressure on algorithmlords. “Complaining” can have
negative, patronizing connotations; I reference Ahmed’s conception of complaints
in which they can be powerful ways to change harmful structures, and I format this
type of response in quotation marks to signal this [10].

Disempowered people have described submitting, flagging, or reporting issues
as harmful when these options are built into platforms [148]. For example, YouTube
creators harmed by demonetization errors in the advertising algorithm responded
by contesting the errors using the platform’s appeals system [302]. As another ex-
ample, Wikipedia users surfaced algorithmic harms to Wikipedia platform develop-
ers, collaborating so that developers could then work to address the issues [233]. In
these cases, people raise issues, using means often built into an algorithmic platform
or otherwise systemically supported, to employ their own powers.

Sometimes existing pathways are nonexistent or insufficient, so people commu-
nicate in other ways. For example, after Facebook unreasonably restricted some
Bangladeshi users” accounts, affected users failed to reach adequate resolution using
the platform’s appeals process; in response, several users asked people they knew
who worked at Facebook for help restoring their accounts [467]. And workers at
Sama, mentioned previously, sent management a list of their stipulations to improve
their working conditions [398]. Voicing concerns to algorithmlords exerts light pres-
sure: collaborative convincing to make changes, or beginning what could become a
more involved and hostile process of shifting power through more intense, forceful
means.
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To exert more pressure on algorithmlords, people voice concerns about harmful
algorithmic behaviors to legislators. For example, San Diego residents, troubled by
potential surveillance from a smart streetlights program, showed up at community
forums and lobbied city council members [568]. And a worker at Plastic Forte in Al-
icante, Spain, submitted a complaint to the Spanish data protection agency (AEDP)
after discovering that the company monitored employee working times using secret
facial recognition [104, 120].

Publicizing algorithmic harms broadly

When communicating issues broadly, people often aim to create bad PR for algo-
rithmlords and connect with others who might help support their cause. Thus, pub-
licizing can be viewed as both pressuring and strengthening. These two aims feed
on each other, with increased media broadcasting leading to increased public aware-
ness and support, which in turn often leads to more media coverage.

This type of response can be as straightforward as posting about encountered
algorithmic harms on social media. For example, LGBTQ+ YouTubers harmed by
automated video restrictions took to Twitter to describe the issues [176, 474, 590], as
did lawyer Carrie Goldberg to share widely about Amazon’s harmful “suicide kits”
[33]. And Weibo users posted with the hashtag “#ThankGodlGraduated Already” to
spread awareness about surveillance cameras installed in Chinese highschools [592].
This can lead to additional support, such as through retweets on Twitter, which
builds users” power. If the posts gain significant popularity, the media often picks
up the issues, which pressures algorithmlords.

People also publicize algorithmic harms broadly through protests. For example,
when algorithmically determined A-level exam scores affected university admis-
sions for students, especially those from lower socio-economic backgrounds, in over
160 countries including the UK and Bangladesh, students and teachers protested and
demonstrated worldwide [2, 162, 404, 472]. This garnered significant public support
and many news outlets covered the protests, both strengthening those affected and
pressuring algorithmlords.

People also directly contact news outlets to publicize algorithmic harms they
encountered. For example, San Diego smart streetlights opposers planned a press
conference to disseminate their concerns [568]. And after Johanna Burai saw only
light skin in image searches for hands, she created a website and ran a media cam-
paign to spread awareness and create more links to her site, pushing it higher in
Google results [92, 542]. Directly contacting media can shift power by exerting PR
pressure, and the resultant publications can help the public gain legitimacy and thus
build power.

Another way people publicize algorithmic harm broadly involves writing longer,
often more formal pieces or reports. This can further legitimize their own argu-
ments to the broader public, strengthening their position, and provide resources
external to the system for others. Additionally, these writings exert pressure when
they are shared and spread widely. For example, the smart streetlights opposers
created a policy report, which they also publicized by sharing its findings with jour-
nalists [568]. And after researcher Joy Buolamwini’s noticed facial recognition could
only detect her face with a white mask, she wrote and published a research paper
about the issues [91, 321].
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Sharing, discussing, & organizing with others affected by the algorithmic system

People also respond by sharing information with others affected by the same al-
gorithmic system. This communication can aid in the formation of counterpublic
spaces, or “parallel discursive arenas” [186], like those in which users collaborate
and discuss potentially harmful algorithmic behaviors [474]. These spaces help sim-
ilarly affected people strengthen their positions, exchanging useful knowledge and
building power in numbers, and protect themselves via the development of solidar-
ity, which can actively make algorithmic spaces safer for them.

Sometimes people simply convey information to others. For example, when
Booking.com users noticed the rating algorithm calculated higher overall ratings for
hotels than they intended, they warned others about this in the text portion of their
reviews [168, 474]. As another example, TikTok users saw harmful content on their
For You Pages and created videos of their own describing the problematic elements
of that content to others [485]. In these ways, users alerted other users to harms
present and tried to educate those who might not recognize the same harms.

Beyond simply sharing information, people also discuss issues with others af-
fected. For example, Chinese riders for food delivery platforms created and joined
small WeChat groups to develop networks for solidarity, sharing knowledge like dif-
ficult delivery locations [591]. And African workers at “ethical AI” company Sama
created and used a WhatsApp group to discuss traumas of moderation work, low
pay, lack of benefits, and unreasonable work hours [77, 398]. In these cases, people
developed mutual support to protect themselves while discussing the nuances of an
issue and potential directions for remediation, which helps them build power.

Finally, people also organize into collectives to take action with others, which
can be used to protect themselves and pressure algorithmlords. For instance, smart
streetlight adversaries in San Diego formed a coalition called TRUST San Diego to
work together to counter the smart streetlights program [568]. The Chinese food
delivery workers mentioned above used their chat groups for mutual aid amongst
themselves, supporting each other in ways like informal transfers of orders to get
deliveries completed on time and the formation of unofficial unions that provide
increased bargaining power [77, 509, 591]. And African content moderation workers
for ChatGPT, TikTok, and Facebook formed the African Content Moderators Union,
strengthening themselves to push for better pay and work conditions [397].

7.4 Limitations

Though I attempted to ensure that the responses in our taxonomy are drawn from
cases around the world, an early overrepresentation of Global North cases suggests
a bias in the field that impacts our work despite our efforts. Regardless, differences
between observed cultures and their norms of behavior, between designers’ values
and the relevant actors” values, and between pertinent legal systems can drastically
affect how extensible a response is from one context to another. For example, a
response of public protest that works well in one place might be much more dan-
gerous or less efficacious in another. Additionally, I did not try to collect undocu-
mented responses, so our analysis and taxonomy tends toward types of responses
that receive some amount of visibility or leave some trace. Future work should ex-
plore responses from below in additional contexts and cultures, as well as in other
languages and formats. Further, while our broad scope allowed development of an
overarching understanding of responses from below, it necessarily abstracted away
many specifics of individual cases, such as different actors” affiliations, incentives,
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possible actions, and complex and diverse relationships with power like their posi-
tions in the matrix of domination [253].

7.5 Discussion

I have presented ways that people currently respond from below to algorithmic
harm, through a taxonomy that connects different types of responses to existing
theorizations of power. In this section, I discuss significant challenges related to
supporting responses from below and highlight open opportunity spaces for future
research to better support disempowered actors and their responses to algorithmic
harm.

7.5.1 Burdens of Responding to Algorithmic Harms From Below

While our work has shown the potential and power in driving toward positive
change from below, it is critical to consider the burdens this can have on the ac-
tors, particularly members of marginalized communities. In this work, I observed
that documented responses to algorithmic harms largely come from communities
affected by algorithmic harm (e.g., people of color, sexual and gender minorities).
Thus more burdens are thrust onto members of marginalized and underserved groups
who are already more prone to be exposed to and negatively affected by societal and
algorithmic harms [141].

These burdens can further disempower people who respond from below. When
helping other actors like industry practitioners to address algorithmic harm, their ef-
forts tend to recede from view. In addition, many types of responses burden respon-
ders with the work of transforming and transporting knowledge between cultures,
known as translation work, of some kind [374]. For instance, translation work can
aim to convey the legitimacy of information about algorithmic harms to those with
greater power [508]. And efforts to support the disempowered in responding to al-
gorithmic harm can simultaneously serve to prop up existing systems of power. For
example, Turkopticon was intended to support Amazon Mechanical Turk workers,
but its public legacy emphasized the value of design rather than the value of labor
or laborers [270].

Ideally everyday people’s concerns would be valued by default, but given the re-
ality I see translation work as invaluable, especially when governmental institutions
and actors from below are not in sync and communication in comprehensible for-
mats is crucial for alignment. The FAccT community can collaborate with everyday
people affected by algorithmic systems to build tools designed to push algorithmic
complaints into view in ways that cannot be ignored. Building on existing reposito-
ries that collect and document real-world algorithmic harms (e.g., [4, 5]), platforms
like this could be developed with and for everyday people, focusing on them as the
primary users and contributors, and pressure algorithmlords by bringing issues to
the attention of policymakers and the broader public.

To lessen the burdens of translation work on everyday people, I see opportuni-
ties for the FAccT community both to help actors from below most effectively frame
findings from specific investigations and to proactively shape what forms of knowl-
edge and evidence are understood as legitimate by powerful actors, such as algo-
rithmlords and policymakers. The FAccT community has opportunities to elevate
people’s complaints to ensure that they are heard and acted on, recasting what af-
fected people have already been saying into forms that will be appropriately valued
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by those with more power [374, 508]. In this vein, Ahmed breaks down the labor
behind making complaints legible to an institution [10].

That being said, affected people should not have the burden of duty to sur-
face and address issues as they arise; ideally, algorithmlords should preemptively
address algorithmic harms so that affected people are not forced to take action.
Changes after harm has occurred can be insufficient: replacing algorithmically gen-
erated A-level scores after protests, as described in Section 7.3.6, still left an “al-
gorithmic imprint” of different scores than had the algorithm never existed [162].
With policymakers, the FAccT community could support actors from below by de-
veloping new systems and structures that incentivize algorithmlords to proactively
identify, recognize, and address issues, and especially holding them accountable to
harms they put into production [552]. For example, the US Federal Trade Commis-
sion recently penalized a company with a harmful algorithmic system, forcing them
to pay a fine and delete data and related AI models [82, 295].

7.5.2 (Adverse) Impacts of Responses From Below to Algorithmic Harm

Responses from below can significantly help remediate algorithmic harms, but they
can also have less desirable effects. For instance, broadly publicizing Amazon’s
harmful “suicide kit” recommendations [33] also makes more people aware of this
suicide method. Such consequences become even more challenging with the pres-
ence of bad actors who misuse responses, intentionally or not, to algorithmic harms.

It is difficult to fully anticipate what sorts of impacts a response from below
might have down the line, especially given how expansive they can be. In this re-
search I saw these responses have both individual and more widespread impacts.
Additionally, although I focused on more immediate effects of responses in this
chapter, responses can also have significant indirect effects.

While there might not be well-defined ways to identify and eliminate the adverse
impacts, designers and developers who aim to empower responses from below to al-
gorithmic harms can make harmful misuse more difficult. For example, Fawkes is
a researcher-developed system that allows users to protect their digital images from
unwanted facial recognition by making visually imperceptible pixel-level changes
[470]. In theory, someone could use Fawkes to impersonate someone else. But be-
cause Fawkes was designed for avoiding identification in unauthorized models, for
which most people want to avoid being recognized, being mistakenly identified con-
tributes to the collective goal of obfuscation without causing harm to individuals..
Additionally, to further retain focus on mitigation of algorithmic harms, designers
could create tools aligned with principles of restorative and transformative justice,
making them more difficult to redirect toward harm [444, 582].

The FAccT community might also further consider concepts of consent and agency:.
I see opportunities for researchers to investigate, understand, and work toward a
world in which consent and refusal are equally viable options [58, 484]. Zong and
Matias highlight the ways in which refusal can preemptively avert harm [596]; to
that end, the FAccT community should also consider their own agency and when it
might be most beneficial to not design, to not deploy, or to declare insufficient and
retract [53, 143, 258].
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7.5.3 Obstacles Faced When Responding From Below to Algorithmic Harms

The specific contexts of algorithmic systems present unique challenges for responses
from below to succeed. It can be challenging to pin down issues and productive di-
rections forward due to the opaque nature of algorithmic systems and the emergent
nature of algorithmic behavior in real-world use contexts [96, 190]. Additionally, it
can be unclear whom to hold accountable and whom to contact for recourse, due
to the diffuse and debated nature of responsibility for algorithmic behaviors [322].
Furthermore, different groups of people have different values around algorithmic
systems [274], which can impact whether and how they respond. For some, the
dynamics of power around these systems create a view of Al as necessarily author-
itative and correct, which can lead them to take on responsibility for system harms
themselves and to abstain from responding to address these harms [287, 420]. And
finally, for some, entire categories of responses may be infeasible. For example, one
response I observed involves leaving an algorithmic system—which is infeasible for
some, such as rideshare drivers whose livelihoods are attached to the system. As
highlighted by such cases, people often lack the power to fully disengage from algo-
rithmic systems [252].

Algorithmic contract. Similar to theories of a social contract [333, 436], the public
has found themselves within what I call an “algorithmic contract” in which they have
theoretically consented and chosen to trade information about themselves and their
behaviors in exchange for the computational promise and benefits of algorithmic
systems. Although this algorithmic contract purports to be an agreement between
everyone, in reality it is difficult for the public to disengage from algorithmic sys-
tems; more realistically, the algorithmic contract is an agreement between techno-
logical giants, in which algorithmlords with power to determine which algorithmic
systems to use, how to use them, and where to deploy them have consented to these
algorithmic systems for the rest of society. This parallels ideas of a technocracy, in
which experts are the ruling power [173, 207], and leads to the current situation, one
rife with algorithmic harms [442]. When people attempt to take back some control
over the algorithmic systems that affect their lives via responding from below to
algorithmic harms, they do so with few legal rights.

The FAccT community can work to improve legal protections and rights, and
thus power, of those responding from below to algorithmic harm. I see researchers
as having a responsibility to intervene and participate in the development of policy,
helping create needed regulation that can have concrete positive impact in specific,
real-world situations [493]. For instance, researchers could push to extend rulings
like those recently won by Sandvig and the ACLU, which increased protections for
researchers and journalists who break website terms of service to audit potentially
harmful systems [496], to cover the public and their investigations. Researchers can
also work with policymakers to create regulations that help people leave harmful
systems. For instance, the EU’s General Data Protection Regulation (GDPR) requires
that users consent to data collection and stipulates users’ rights to have their per-
sonal information erased [423]. Laws like this start to make it possible for people
to fully separate from algorithmic systems and are especially important to actors
for whom leaving an algorithmic system might be riskier. Additionally, researchers
could develop and lead more workshops, special interest groups, or other discus-
sions (e.g., [318, 479, 585]) that focus on ways that policy can support people’s re-
sponses to algorithmic harm or render the responses unnecessary in the first place.
FAccT community members can also serve as expert advisors providing oversight
and nuance for legal pathways that shift power to help ensure that they sufficiently
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remediate algorithmic harm.

I see opportunities for the FAccT community to reframe the idea that algorithm-
lords or others with systemic power and expertise retain control throughout the de-
ployment of an algorithmic system. The development of new forms of governance
of algorithmic systems could allow for everyday people to be involved and empow-
ered from the start, by design.

7.6 Conclusion

In this chapter, I characterize real-world cases of responses from below to algorith-
mic harm and synthesize these cases into a taxonomy that categorizes responses
based on their behaviors and their power-related aims. In doing so, our taxonomy
offers the FAccT community (1) a set of major types of responses from below that fu-
ture work can aim to support; and (2) a synthesis of existing theories on power and
actions from below in and around algorithmic systems from fields such as anthro-
pology, HCI, and communication. I call on FAccT community members to actively
work with affected people to empower their efforts from below to safeguard them-
selves from algorithmic harm, and I present several existing opportunities for this.
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Chapter 8

Algorithmic Users’ Conceptions of
Power

This chapter is adapted from my paper:

Alicia DeVrio, Jessica Hammer, Kenneth Holstein. ““Wow, we can’t do shit’:
Opportunities to Support Social Media Users” Conceptions of Power With
Games”. In Prep.

Recent HCI research highlights how, in response to harmful and otherwise un-
desirable algorithmic systems and insufficient changes from those in control of al-
gorithmic systems, users of algorithmic systems like social media platforms can be
powerful actors with significant abilities to influence and shape the algorithmic sys-
tems they operate in. But how do users understand their own power to influence
algorithmic systems? I investigate this question in the context of algorithmic so-
cial media, drawing upon research that foregrounds how games can support under-
standings of power dynamics in complex systems. Through 16 interviews, I find
that users perceive their power as limited and individualistic, that sharing support
facilitates user connection and control, and that feelings of safety can enhance user
agency. From these findings, I identify opportunities and discuss directions for fu-
ture game design to help algorithmic social media users with systems thinking, col-
lective action, and exploration and play such that they might more fully realize their
power and take action using it.

8.1 Introduction

Recent HCI work has shown that in response to harmful and otherwise undesir-
able algorithmic behaviors that those in charge of algorithmic systems fail to ap-
propriately remediate, users of algorithmic systems like social media platforms can
be powerful actors with significant abilities to influence and shape these systems
(e.g., [148, 149, 313, 474, 552, 568]). For example, in data strikes, users collectively re-
move their data from a platform to starve its systems and gain leverage themselves
[551, 552], and in “everyday algorithm audits”, users work together to test poten-
tially harmful algorithmic systems and to raise awareness about issues in order to
push for change [474]. In these examples, users’ collective power can successfully
effect change by pushing those in charge of algorithmic systems to more sufficiently
address issues than they likely would have otherwise [149]. To that end, existing re-
search has emphasized how, similar to workers organizing into unions to agitate for
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better conditions, users can be understood as laborers with abilities to exert worker
power to improve their algorithmic experiences via collective action [37, 325].

But to what extent do social media users view themselves as powerful actors? In
this work, we asked RQ1: How do social media users conceptualize their power to
influence social media platforms?

It can be challenging for people to fully grasp the complex dynamics of power
around systems they operate in. Significant research highlights the advantages of
games for helping people understand complex systems and causal relationships.
For instance, one strength of games is their ability to model systems and their dy-
namics [79]. Additionally, game players can interact with and shape these systems
(e.g., [238]). Thus, we asked RQ2: What opportunities exist to support social me-
dia users’ understandings of their own power on social media platforms through
the use of games? By understanding users’ current conceptions, we can better un-
derstand how games might effectively intervene to support their understandings of
social algorithmic systems and their own powers within these systems, empowering
them to take action to shape these systems in ways they want and need.

To address these questions, we conducted 16 semi-structured interviews with
users of algorithmic social media platforms who also play games. We investigated
how social media users understand their own power and capabilities on social me-
dia platforms, finding that users perceive their power as limited and individualis-
tic, that sharing support facilitates user connection and control, and that feelings of
safety can enhance user agency. Based on these findings, we identified opportunities
for games to help algorithmic social media users with systems thinking, collective
action, and exploration and play; as such, we discuss directions for the design of
future games that can support users in more fully realizing and taking action using
their power.

8.2 Related Work

Here we provide a brief overview and discussion of existing work related to algo-
rithmic systems and games. Specifically, we detail research on power dynamics in
algorithmic systems as well as users” power in algorithmic systems, and highlight
some related games and games literature for each of these.

8.2.1 Power dynamics & games

Algorithmic systems often produce less-than-ideal experiences for users of those
systems. For example, there is significant HCI research on the harmful behaviors
produced and perpetuated by algorithmic systems (e.g., [152, 379, 459, 473]). A
growing body of HCI work has highlighted how algorithmic harm and other issues
stem from structural power differences (e.g., [22, 69, 74, 149, 284, 299, 364]). For ex-
ample, Alkhatib describes how algorithmic systems “specifically misread marginal-
ized groups disempowered by the structures of power surrounding the systems that
cause harm” [22].

Everyday users are often unable to rely on those in control of algorithmic systems
to shape these systems in ways that are suitable and beneficial to users [149]. For ex-
ample, Facebook not only unfairly restricted the accounts of multiple Bangladeshi
users but also failed to provide satisfactory contestation mechanisms for these users,
leaving them to handle their restrictions on their own [467]. Everyday users are
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rarely brought into the design and development process of algorithmic systems—
and even when they can participate, they rarely have significant power over deci-
sions [123, 487].

Games research showcases the significant potential for games and play to help
people learn about systems. For one, games and play have long been studied as sites
to help people learn (e.g., [187,197, 304, 478]). Additionally, games’ abilities to model
systems and their dynamics have been described as “the greatest strength of the
medium” [79]. And players have abilities to interact with and shape these systems:
for instance, Hammer et al. describe how in role-playing games, players use their
power relations to change the game world, get their way when others disagree, and
define what is valued [238].

There are many games and playful educational experiences focused on algorith-
mic systems. For example, most likely machine has players build their own algorithm
and watch its consequences [38]. Interland teaches players how to be kind and pro-
tect themselves from other users online [215]. Bad News and Choose Your Own Fake
News teach players about mis- and dis-information [272, 435]. And in Can you break
the algorithm? players are journalists investigating an algorithm with harmful im-
pacts [19]. Games like these broadly aim to support players in learning about algo-
rithms and how they work.

However, few games to date focus on the power structures of algorithmic sys-
tems. Some focus on the role of tech companies and their choices: The Future of
Memory is a text-based game in which players are workers at a social media company
who ultimately participate in censoring online speech [558], and Trust and Safety Ty-
coon has players manage a trust and safety team and navigate the choices that come
up [353]. #ForYou: A Game About Algorithms has players act as social media content
creators who want their content seen more broadly or as a social media company
that wants to make more money [488]. Similarly, in Unveiling Interfaces, players pub-
lish apps in an algorithmically-driven marketplace [384]. Both these games focus
on helping players understand how algorithms work, though they do also allow for
some critical engagement of users’ abilities within systems. However, they conceive
of users’ roles as primarily individuals who must take whatever the algorithm doles
out.

8.2.2 Users’ power & games

Disempowered users of algorithmic systems have taken action themselves to shape
algorithmic systems in the ways that they want and need, through forms of their
own “everyday resistance” [460] and “tactics from below” [568]. DeVrio et al. col-
lected and taxonomized many ways that everyday people respond to algorithmic
harms [149]. For example, cases of everyday algorithm auditing illustrate how ev-
eryday users interrogate, collect evidence about, and push for remediation of algo-
rithmic harms they encounter in everyday contexts [474]. And cases of data lever-
age like data poisoning show how everyday people can provide false information
in attempts to reduce a harmful system’s ability to function [552]. In a more labor-
focused context, Kellogg et al. describe strategies workers use to resist algorithmic
control, which they term “algoactivism” [296]. Other work has proposed that users’
data (or simply engagement [276, 518]) can inform an understanding of users as
laborers, which in turn gives rise to ideas of how users could leverage power as
workers that largely comes via forms of collective action [37, 325, 405].
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Actions like those descried above frequently involve groups of users uniting and
using collective power to push for change. For instance, data leverage and every-
day algorithm auditing are conceived as being powerful enough to exert change
particularly when many are involved. Similarly, the book Algorithms of Resistance:
The Everyday Fight against Platform Power puts forth that “computational power can
be confronted only through cooperation, mutual aid, and collective power” [76].
Carmi and Nakou also conclude that “collective mobilisation [is] necessary to inter-
vene in existing institutional hierarchies and achieve a significant social and political
change” [103].

That being said, collective action can be challenging to achieve, especially in al-
gorithmic contexts. For instance, Viljoen discusses how “datafication does not result
in the kinds of visceral oppression that spurs organizing and builds counter-power”
and goes on to describe challenges around forming collectives and working together
to push for change [547]. Similarly, Li et al. caution that data labor that does not re-
quire connections with others “makes it difficult to organize collectively and gain
power to influence technology operators” [325].

At the same time, there are many games focused on collective action in labor con-
texts. These tend to be more experiential, directly relating play to power structures
and labor relations. For example, Trapped, Against the Grain, and The Price of Coal
are all set during specific historical events—the 1911 Triangle Shirtwaist Factory fire,
a 1944 World War II production company, and the 1921 West Virginia coal miners’
Battle of Blair Mountain [45, 526, 567]—that allow players to experience real-world
contexts. Other games focus on labor relations more detached from specific labor
contexts, such as the cooperative game STRIKE! The Game of Worker Rebellion and
role-playing game Comrades [17, 282]. In Bitches in the Club, players role-play as ex-
ploited service workers who want to regain control of their club [533]. And "Twas
the Labour Dispute Before Christmas and Beat the Boss aim for people to learn specific
union organizing skills while playing [202, 495].

At the same time, we identified just one game that delved into collective power
on social media: Kristine Is Not Well is a VR simulation of resistance to algorithmic
surveillance and censorship [409]. This dearth suggests opportunities for games and
playful experiences that allow players to interact with, examine, and better under-
stand their powers within algorithmic systems, helping them learn about how they
might effect change within the complex dimensions of algorithmic power structures.

As such, we focus in this work on understanding the ways that users of algorith-
mic systems see their own powers and how games might support these understand-
ings. In line with recent HCI work on empowerment, we especially aim to better
understand how to help the disempowered to confront those in power [456]. We
orient our work toward understanding opportunities for everyday people to fully
understand and take action with their power.

8.3 Methods

In this study we set out to investigate how algorithmic social media users under-
stand their own power on social media platforms, as well as what opportunities
might exist for further support of these conceptions by using games. To explore this,
we conducted 16 semi-structured interviews with adult social media users. We use
P1-P16 to refer to the participants, and all participant quotes in this chapter are from
these interviews. Our institutional IRB approved this study.
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We recruited participants via social media (i.e., Twitter, Facebook, Instagram,
NextDoor) and Craigslist Jobs in August 2023. As we wanted our interviews to cover
a variety of algorithmic social media platforms and types of people, we directed
interested people to fill out a brief screening survey to provide information about
what social media platforms they had an account on, which social media platform
or platforms they used most often, and basic demographic information (age, gender,
race/ethnicity, education). Following [148] we framed our demographic questions
based on the US Census survey [93] and other HCI research [455]. We received 143
responses to this form, from which we selected participants who spanned a diverse
range of algorithmic social media platforms and demographic backgrounds.

Our recruitment process provided a set of 16 interviewees (69% women, 12%
men, 25% nonbinary—participants could select multiple genders) ranging from 19
to 71 years old with an average age of 39. Two of our interviewees were transgender,
12 were not, and 2 did not wish to say. Our participants were 62% white, 6% His-
panic or Latino, 19% Asian, 6% Middle Eastern, and 25% Black or African American.
(Participants could select multiple races/ethnicities.) For 19% the highest level of
school they completed was high school, for 25% some college, for 12% a bachelor’s
degree, for 19% some graduate school, for 19% a master’s or professional degree,
and for 6% a doctoral degree.

The semi-structured interviews took place in August and September 2023 re-
motely over Zoom. Each interview lasted 30-60 minutes, and participants were
compensated with $20 Visa giftcards. Social media platforms” algorithmic systems
can differ, so we centered the questions in each interview around experiences of a
specific popular algorithmically driven social media platform, based on the plat-
form the participant reported that they used the most in the screening survey: 6
interviews focused on Facebook, 3 on Twitter, 3 on Instagram, 2 on YouTube, 1 on
LinkedIn, and 1 on Reddit. As we are interested in broader, non-platform-specific
implications regarding user understandings and actions related to their own power,
we focused our questions on this: that is, to structure our interviews, we iteratively
wrote, piloted, and revised a set of questions that cover 1) thoughts about and behav-
iors on algorithmic social media, with a focus on conceptualizations of user power
and related actions and 2) experiences of and feelings about playing games, with a
focus on power. We recognize that significant work exists on experiences of and feel-
ings about power dynamics within games; in our interviews, we ask questions about
these areas not to generate novel findings about games but to collect responses about
both algorithmic social media platforms and games from the same participants, al-
lowing for fuller interpretation and more direct comparison in our analysis.

Using transcripts produced from recordings of the interviews, we conducted a
bottom-up thematic analysis of the data from the interviews [119]. As described
above, we aimed to understand broader implications about how social media users
conceive of and act with their own power, so we conducted our analysis by espe-
cially looking for patterns across our participants and across the different algorith-
mic social media platforms in our interpretation of results. The first author manu-
ally thematically coded all interview transcripts using ATLAS.ti, aiming to capture
a wide and varied range of qualitative observations about how participants concep-
tualize and understand their power on social media platforms, the actions they take
with their power on social media platforms, what factors might affect their conceptu-
alizations and actions, and how their conceptualizations and actions on social media
platforms compare to their conceptualizations and actions in games contexts. The
full research team then engaged in a series of interpretation sessions to discuss and
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identify important observations about codes as well as to cluster codes into higher-
level themes. We present these themes below.

8.4 Results

In this section, we explore how 1) participants understand their power on algorith-
mic social media platforms and 2) how these understandings compare with their
understandings of power within games. Based on these explorations, we identify
three opportunities for games that can support social media users in more fully un-
derstanding their power and taking action in algorithmic social media contexts. In
the following discussion section (§8.6), we elaborate on these opportunities, outlin-
ing specific directions for the future game design.

8.4.1 Users perceive their power as limited, individualistic: The need for
systems thinking

Participants mostly described their power on algorithmic social media platforms
in individualistic terms, suggesting opportunities exist for social media users to de-
velop greater understanding of the system-level impacts of their actions. In response
to questions about how much control they had to change the way social media algo-
rithmic systems work, aside from P4 who described observing but not participating
in collective action, all participants either said they did not have much power or
described actions they took on their own to try to change the way the algorithmic
system behaves. For example, participants described trying to control algorithmic
behavior by “changing the type of photos that I post [...] if I'm trying to play with the
algorithm” (P12) and “reporting spam or harassment” (P1). In addition to describing
individual actions, participants tended to describe the impacts of these actions at an
individual level: they described their own powers in terms of how they could influ-
ence the behaviors of social algorithmic systems for themselves—that is, how they
could affect their own, personal experiences. For instance, participants described
how their engagement actions could be powerful inputs that contributed to shaping
their own algorithmic experiences on social media platforms. P10 said, “Let’s say I
join a cat subreddit. And I think Reddit sees this, the algorithms are like, “Oh, she likes cats,
so let’s suggest to her other similar cat subreddits.”” In this example, P10 identifies the
content shown to them as a direct result from their earlier actions. Participants also
saw their own actions as affecting the ordering of content they are shown: “Things
that I click on more frequently would come up first” (P2). Participants extended this un-
derstanding to purposefully leverage their interactions to shape their experiences.
For instance, P11 said, “I wanted to eat more plant based, so I went through and clicked
on a couple of content creators that were showing me recipes like that, and then it was like,
that’s all I saw for a while.”

Games offer ways for users to recognize the potential system-level impacts of
their actions on algorithmic social media platforms. Games are known to be effec-
tive in helping people understand system dynamics and how actions have impacts
within those systems beyond the individual (e.g., [79]). Participants frequently de-
scribed their impact in games as broad, talking about their abilities to control ma-
jor elements of game worlds. In role-playing games, participants expressed feeling
“control over my environment and the choices that I'm making” (P6). For instance, P12
felt powerful from “just being able to move through the space and be in charge of like, what
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tool are we going to use. [...] I wasn’t told that there was only one choice to me and I had to
follow it.”

Additionally, participants expressed feeling little agency on social media plat-
forms, describing feeling their actions did not matter or they could not take much
action on social media. This signals opportunities to scaffold where users could act
as well as to bring more visibility for users to see the impacts of their actions. For
example, P4 recounted a time when user actions seemed not to matter: “a lot of the
subreddits kind of closed down in protest” to a change in Reddit’s API but that “most
of those [subreddits] are back up right now [...] and it definitely is a release valve for how
people are feeling, but it often doesn’t do anything.” P4 concluded, “I can’t really think of
many moments where I'm like, “We do have power.” It's mostly moments in reverse where
I'm like, "Wow, we can’t do shit.”” Similarly, P15 described feeling stuck, out of options
for action: “I've tried really every which way [...] there is really no other way to get [Insta-
gram’s algorithms] to change much honestly.” In contrast, games are often specifically
designed to enhance feelings of agency, such as with flexible, dynamic stories that
can allow a freedom of choice that enables players to feel their influence. For ex-
ample, P4 described how in computer role-playing games like Skyrim, “You can run
around and be whatever you like. You could be an assassin. You could be a maid. You can be
the head of the dark brotherhood. [...] You could be a werewolf.”

Participants identified corporate individuals as in charge of social media, sug-
gesting opportunities to support participants” understandings of broader structural
power dynamics, both within and beyond powerful institutions like social media
companies. For example, participants described “Mark Zuckerberg, CEO” (P3), “Elon
Musk [...] and the rest of the exec board” (P7), “a Facebook headquarters with a bunch of
scientists” (P11), and “the 10 dudes in power in general in the world” (P12) as in charge.
This suggests that some participants tried to make sense of power and systems using
the kinds of reasoning and attributions that make more sense for individuals (e.g.,
see [237, 349, 527]). Games offer a good potential way to help social media users
broaden their understandings of power, as games are well equipped for showing
systems of power. Participants occasionally described structural power dynamics
in which institutions like social media govern them. For instance, P12 continued
to describe how “power begets power, money begets money [...] most social media is just
the latest institution that is kind of governing us”. This showcases participant under-
standings of the disperse nature of power in social algorithmic systems (e.g., [572])
and highlights an opportunity for participants to understand their own roles within
broader power structures, to recognize that they have power within these systems.
Games are well suited for helping players see their roles within systems of power
and their potential to impact these systems of power.

Participants did see themselves as providing value to corporate entities, but they
saw this value as minimal, especially small when compared to the total production
value of a social media platform. This suggests participants needed better under-
standings of the collective value of users on social media platforms, as well as how
this value is central to social media—that is, social media could not exist without
users. For instance, expressing how users are valuable to companies, but mainly for
the purpose of data gathering, P4 said that users provide companies with “informa-
tion that you're kind of freely giving them in return, so like your preferences, what people you
are interested in, what you buy, where you live, [your] social life, your literal social networks,
like the people you know.” A couple participants recounted how users can make money
from the content they contribute to a platform, but only if the platform is also mak-
ing money from those users. For example, P12 said that Instagram “let you monetize
reels if you have a certain number of followers, so every reel that you posted for a month, you
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could earn up to $1,200. $1,200 was for 11 million views [...] you have to wonder how much
[the platform is] pulling already from those reels.” Similarly, P9 said, “There’s ads, and so
people who make videos make money, but also YouTube itself makes money from all the ads
that it hosts.”. So while participants saw social media users as having some value,
they understood this value as dwarfed by the value generated by social media plat-
forms. Games have potential to support these conceptions by helping players reflect
on their individual and collective value within game contexts.

8.4.2 Sharing support facilitates connection and control: The need for col-
lective action

In line with previous literature (e.g., [28, 277, 464]), participants saw connecting with
others and forming community as a strong motivation for their use of social media
platforms, and they valued their connections for how they facilitated the sharing
of support. This suggests that helping users continue and enhance their sharing
of support on social media can help them form connections, which are central to
collective user power on social media. For example, P15 expressed how they feel
supported simply from observing their connections on social media: “if you're feeling
a little lonely or down [...] it’s just kind of a nice way to see what everybody else is doing.”
Participants also described ways they intentionally drew on their connections for
acts of support. P2 described using a Facebook group to “literally chat every day now
so that it’s like we’re a support group.” And while stuck in an airport with back pain, P13
said, “I was posting [on Instagram...] and then when I came back [home] almost everybody
checked in with me to see if I'm safe or not.” In these examples, social media connections
directly supported participants through messages showing care.

SImilarly, participants valued connections in games for how they facilitated the
sharing of support. Participants described how playing games with others could
be supportive. P13 explained how support can occur in games from mutual recog-
nition: “I see you, you see me [...] just like liv— being there with each other.” And P3
described how player connections can support learning real-world skills: “My son,
he needs help with his social skills. I play games with him, but he also plays with his friends,
and then he feels more confident, overcoming his shyness.” Player connections can extend
beyond the realm of gameplay itself as well. For example, P6 discussed getting to
know players outside of gameplay and leaning on each other in a variety of ways,
from “asking somebody for advice about [...] looking to buy a new laptop” to “somebody is
in high school calculus and needs help on their math homework.” This example highlights
how support from games can extend beyond the interactions explicitly supported or
anticipated in gameplay.

Within the realm of support, participants described taking actions to impact oth-
ers’ experiences on social media, in contrast to how they conceived of their influence
on social media as more limited in scope, as described earlier. This suggests oppor-
tunities to help users understand that the kinds of actions they see as supportive
are the same actions they can take to have wider influence on social media—that
is, there are opportunities for users to learn to take support actions not only in the
realm of support, or to expand their notions of the realm of support. For example,
participants described supporting other users via intentional actions to manipulate
how a platform’s algorithm behaved. P6 said, “One of my friends who is a tattoo artist
will post that they’re opening commissions or post art or recent work that they ve done, and
I always will like and maybe even try to comment on those [...] ‘cause I'm aware that that
engagement also helps boost their content to other people.” In this example, P6 chose be-
haviors with the explicit aim of impacting other users’ experiences. Participants also
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described seeking and providing support in ways that typically involve acting more
collaboratively. For instance, P3 said that people in need “might go to a mutual aid
group” in which users could work together to share resources for support. And P6
said that social media is “useful to amplify” things like “activist groups and news about
like mutual aid projects.” This supportive amplification requires many users to boost
information in tandem.

Games can help users see shared incentives, helping foreground ways that sup-
port and change can be accomplished by acting together. Impetus for collective
action is especially needed because, though participants described acting together
for support, when talking about acting together to change how social media works,
they described themselves passively, more as observers than organizers. For exam-
ple, P10 described a group of Reddit users who came together to create and amplify
information raising awareness about a problematic company running an ad cam-
paign on the platform. However, about their own involvement, P10 said, “I'm not
very— 1 would like to be more active and be a part of these campaigns, but I don’t think I've
ever really consumed social media quite like that.” In the same vein, P4 described how
sometimes posts that involve “bullying” people in charge of social media can encour-
age those in charge to “reverse a horrible decision” about the platform, but that they
do not post on social media themselves. These descriptions signal that participants
are aware of how they might engage in collective actions in attempts to change how
an algorithmic system works—in addition to their already existing participation in
collective acts framed as supporting others—but that they need an additional push
to take action themselves to push for desired changes.

In contrast, participants frequently described ways they collaborated with oth-
ers while playing games, working collectively toward shared goals. For instance, P2
and P9 described working together with others to brainstorm and help with game-
play. About this, P6 said, “I think that [it] is like, morally or even psychologically or
spiritually important in some sense to experience being on a team, communicating with each
other.” And P10 emphasized how collective experiences were linked to the controls
afforded by games, explaining ways a game highlighted “how our decision-making,
how we interact with other people, how our choices affect others, both now in the immedi-
ate and in the long term.” As such, games offer ways to foster players’” participation
in and even initiation of acting collectively via incentivizing and providing avenues
for collaboration during gameplay.

8.4.3 Feelings of safety enhance agency: The need for play & exploration

Participants described how knowledge of rules and system logics impacted their
feelings of control, highlighting opportunities to enhance social media users’” feel-
ings of and abilities to act to control by helping them have more knowledge of sys-
tem rules and logics. In some examples, participants recounted times when they
were able to take actions that resulted in desired, planned outcomes in games and
on social media, showcasing how knowledge of rules and system logics can allow
people to anticipate the influence they might have and feel some level of control.
For instance, participants recounted understanding and working with the logics of
algorithmic social media systems: P15 described “utilizing more of the features that I
wasn’t before” to add “pizzazz” such as tagging the location and other people in posts
to get more views. Similarly, in a games context, P6 said, “I tweak one more thing where
I find the right setting, and then I'm able to beat a difficulty level that I wasn’t able to beat
before.” In other examples, participants recalled times they were unable to change
or directly inspect the system rules under which they operated, highlighting how
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unclear or missing rules and system logics, whether in games or on social media,
can lead people to feel they have little control. For instance, P7 described cryptic
requirements for reporting harmful content on social media: “Twitter either [...] says
this doesn’t break any of the guidelines or like this is a fine, correct Tweet, which I would
disagree with.” And P12 described these confusing requirements as a poster whose
content was repeatedly removed from Instagram: “Every time it happens it truly sur-
prises me [...] Instagram tells you a set of rules and then applies them in a way that is like
totally all over the place.” In games contexts, participants also described being unable
to change or directly inspect system logics: P6 said they “really wish there would be
some ability to permanently just put somebody on a block list,” and P1 talked about a card
game with unknown rules that required “a lot of trial and error. Like you’ll play a card
or a sequence of cards, and they'll be like, ‘no this is wrong.””

To that end, some participants expressed interest in having greater control over
granular adjustments of social media algorithmic systems, highlighting opportu-
nities for games to help people accomplish this. Greater control on social media
could involve, for instance, that “people come up with their own bespoke personal al-
gorithms” (P6). Participants described similar desires fulfilled within certain game
spaces that allow people to experience and play with granular control. For example,
P15 said about a game, “it’s just cool to be able to customize or do whatever you want. [...]
I love to be able to pick my character and pick everything on the car down to like mirrors and
exhaust or whatever, or being able to customize tracks or customize the music, or like being
able to curate your own experience and make it yours.” This suggests games could help
social media users experience and accomplish control.

That said, many participants did not want to burden themselves with having
more algorithmic control on social media, pointing to a need to shift perceptions of
control from being seen as work to being seen as opportunities, even fun ones. For
example, P14 said, “I don’t necessarily want to shape the content that I see. [...] I don’t
think I'd want to be bothered with making lots of decisions all the time.” Additionally, P5
worried that with more controls, “I would get carried away with nerdiness, and then I
would lose the whole point of being on Facebook, which is the fun of it.” Essentially, partic-
ipants worried that more controls on social media might involve work, and that this
work of control might diminish their enjoyment of social media.

Games, however, offer potential ways to help people feel more excited about pos-
sibilities for enthusiasm and joy with control rather than just staving off the negative
in a deficit-focused way. In contrast to their feelings about control on social media,
in games participants felt curious about involving themselves in complex decisions.
P10 was intrigued by the breadth and intricacies of role-playing games: “So you have
that curiosity about, what’s this world like? What are the neat things about this world that
make it different from my own world? What are these characters like?” And participants
described being interested in and drawn to games involving puzzles and complex
thinking. For example, P11 said, “I used to love that [game] because it was hard [...]
and it was challenging.” Similarly, P15 said, “Ooh I get to figure out this puzzle [...] and
I kinda use that time to have fun with the journey rather than trying to move through as
fast as I can.” Perhaps it is unsurprising that people might be more eager for control
when it feels closely connected to enjoyable pursuits rather than staving off negative
experiences.

Speaking of negative experiences, participants described vulnerability, little con-
trol, and reluctance in response to bad behavior they encountered on social media,
suggesting a need to change these feelings so that they can feel and exert their power
against this bad behavior. Participants talked about how they do not know how to
control situations on social media where others “can put information out there about



Chapter 8. Algorithmic Users” Conceptions of Power 131

people that they don’t want out there, like not getting consent” (P2) and where “somebody
could post something where they're talking about their experiences, and seeing how quickly
people would attack them for those experiences. [...] That’s part of the reason why I'm re-
luctant to actually create my own content” (P10). Situations like these can translate to
feeling threatened.

On the other hand, in games participants often saw bad behavior as a challenge
rather than a threat. For instance, P2 described having influence over game char-
acters: “You have to protect different characters from bullies. [...] You're helping these
other people, and you defeated a bully. So that’s powerful "cause you defeated a bully, pow-
erful because you made someone who was dejected feel happy.” And P10 described fight-
ing wicked characters in games as “A dopamine hit! [...] When you are just running
around killing all the monsters, it’s like you get a nice, huge dopamine fix because it's fun
[...] and you're getting stronger.” Feeling challenged in these situations might arise in
part from knowing that success is possible, that there exists some way to overcome
difficult encounters by design of the game.

These distinct feelings of control also had bearing on participants” feelings of
safety and vulnerability in games. For example, P6 said about games, “There’s a
level of safety. 1 feel like I'm in an environment that I understand, that I sort of have control
over, which is nice when you don’t necessarily have that in the rest of your life.” Participants
often contrasted their feelings of safety within games to feelings of less safety outside
of games like this. As another example, P12 said, “I was very scared of the ocean” and
described how a game provided “a way for me to learn about [the ocean] without literally
immersing myself physically in it. [...] It was like, I can conquer this fear [...] I can conquer
the unknowing, but 1 have this virtual interface, so I'm not actually gonna get eaten by a
shark.” And participants described how feeling safe in games extended to existences
outside of games: “If you're queer, like in a video game that has more queer themes or
characters, that has kind of emotional resonance and value in the real world, too, that you,
like, see yourself” (P4).

That said, real-world resonance could mean diminished feelings of safety as well.
Participants mentioned situations outside of games on social media that made them
feel less safe. For instance, P13 described how being queer online can lead to “re-
ceiving so much hate comments.” Similar situations can occur within games. P6 talked
about watching streamers for a team game that sorts players via “a ranked ladder, so
at higher levels there are less people”: “They’re in the top 100 of the game, so you get a lot
of the same people over and over again, and they really wish there would be some ability to
like permanently just put somebody on a block list, like don’t put me on the same team as
this person because they are a transphobic asshole.” At the same time, P6 described game
communities on Discord and Twitch as “really really important and cool and give me
hope for the future [...] I can talk to other trans people. I can talk to other queer people who
are gamers. [...] Especially with all the anti-trans legislation happening, a really important
part of being part of the queer community, in some sense, is online in these sort of spaces.” In
these ways P6 emphasized the complex ways identity intersects with feelings within
the game, even saying that more abilities in the game world “would help me feel more
able to like, have the same amount of power and control and autonomy as everybody else in
the game, right?”

8.5 Limitations

In this work, we focus on popular algorithmic social media platforms that many
have experience with. Within algorithmic social media, our interviews focused on



Chapter 8. Algorithmic Users” Conceptions of Power 132

six different platforms, but this is by no means an exhaustive set. For example,
though some of our participants had TikTok accounts, none of them used TikTok
more than any other social media platform, perhaps in part due to TikTok’s age
skew: 25% of TikTok’s users are under 20 years old [263]. Given our goal of under-
standing opportunities for games to support system understanding, we interviewed
people who both use social media and play games—two very large categories (e.g.,
65% of Americans play video games [35]). However, many people remain who do
not use social media but do play games, who do use social media but do not play
games, or who do not use social media or play games. In addition, given that our in-
terviewees were all adults, our findings do not provide direct insight into youths’
conceptions and perspectives despite their heavy games and social media usage
(e.g., of teens, 85% play video games and up to 95% use social media [220, 511]). Fi-
nally, our interviewees were all US-based English speakers, which limits the scope of
algorithmic social media platforms discussed, as well as the potential cross-cultural
generalizability of our work.

8.6 Discussion

Existing work has highlighted the significant potential of everyday users of algo-
rithmic systems to leverage their power toward positive change (e.g., [149, 325]).
However, much remains to be understood about how users can be supported in the
formation and application of this power. Based on our findings above (§8.4) that
foreground needs of social media users to more fully conceptualize and act on their
own power, in this section we discuss opportunities for how games can help ad-
dress these needs. These directions for future game design outline specific ways that
games can support social media users in thinking about systems, in taking collective
action, and in playing and exploring social media algorithmic systems.

8.6.1 Supporting systems thinking through games

Our study found that algorithmic social media users tend to perceive their power
as limited and individualistic. This echoes past work showing that people often see
systemic problems at an individual rather than systemic level, and that when people
intervene they translate these mindsets into their actions (e.g., [63, 437]). Our work
thus indicates opportunities to support social media users in recognizing larger sys-
tems of power, their roles within these systems, and how their actions can be pow-
erful in these systems. We see opportunities for games to help social media users
connect to systems thinking, as games provide models of system dynamics and can
teach people to engage and reason at a systems level [79]. For example, games can
support players in seeing and learning about larger systems at work and what ac-
tions they can take within those systems. One way a game about social media could
do this is by distinguishing between the power that social media CEOs, software de-
velopers, users with many followers, and users without many followers have, pro-
viding them each with different abilities that impact the system differently depend-
ing on their position. This is similar to role-playing game Rosenstrasse that makes
clear to players the larger systems of power in which they consider and choose how
they will act to resist injustice and protect vulnerable populations [239]. To that end,
games can foreground to players how their actions have impacts on other players,
allowing them to directly see the consequences of their choices on how gameplay
proceeds.
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Participants in our study described feeling their little power to take action and
have it matter on algorithmic social media platforms, highlighting opportunities for
games specifically designed to enhance feelings of agency. For instance, a game
might support player abilities to try on identities that they do not have in real life,
such as acting as the CEO of a social media company or a software engineer or some-
one on a platform’s moderation team or an influencer with hundreds of thousands of
followers on the platform. Many existing games support similar taking on of roles,
such as role-playing game Baldur’s Gate 3 in which you can choose between many
fantastical characters to play or simulation game Lemonade Tycoon in which you take
on the role of a business owner [83, 553]. And games can make more obvious and
direct the connections between player actions and their impacts. For example, a
game where players boost social media content that pushes companies for change
might include a consequential decrease of the social media company’s PR points or
a thematic world-building pop-up saying something like “national news picked up
the content you pushed; social media company frantic”, similar to pop-ups in idle
games like Cookie Clicker and Egg, Inc [161, 522]. Simulation games like RollerCoaster
Tycoon provide additional directions for games to more directly connect player ac-
tions and impacts in real-world contexts, as they have vast acceptable action spaces
and allow players to see larger, systemic impacts of their actions from more of an
omniscient viewpoint [450].

Enhancing agency in games and allowing players to take on roles they do not
have in real life raise some questions regarding their relationship with power on so-
cial media platforms. Is it better to give people practice with more plausible roles
or fantastic ones? For example, is it more effective for people to act as CEO of a
social media company or as the wizard of the internet? There is a trade-off here be-
tween the knowledge of real-world specifics of power that can come with realistic
depictions and the freedom from constraints of incorrect or limited preconceptions
of power on social media platforms that can come with more fantastical roles. Fur-
ther, are roles closer to or further from actually held identities preferable? For in-
stance, might users respond more openly to changing how they consider systems in
the CEO role than in the user role they actually occupy? Might users learn through
practice more of the actions they can actually take in the user role than in the CEO
role? And enhancing feelings of agency on social media platforms via games raises
an ethical question: Does this give people an unrealistic sense of agency, and if so, is
that deceptive or inspiring? This question echoes similar ones about what fairness
should look like in algorithmic systems—does it reflect the world as it is, or does it
reflect the world as we want it to be (e.g., [148])? Future work can investigate how
these different framings affect the efficacy of games aimed at increasing social media
users’ perceptions of their power, actions based on these perceptions, and resulting
impacts.

In games, participants saw their impact as broader, impacting the entire game
world; however, these feelings of influence in games can change depending on a
game’s set up. For example, single-player games intentionally cede all player-level
decisions to a sole player, whereas multiplayer games create situations where mul-
tiple players have control that is sometimes split between players in asymmetric
games like the board game Root [563], other times afforded to any player who seizes
the opportunity like in the board game Catan [520], and still other times determined
by consensus amongst all players like in the cooperative board game Pandemic [320].
In multiplayer games like these, social play often involves some level of ceding
power to others, whether by the game’s design or due to existing social hierarchies
[238].
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Participants also understood their own value on social media platforms as dwarfed
by the total production value of social media, suggesting opportunities to improve
understandings of the collective value of users on social media. This collective value
is made visible through deeper understandings of systems, which games are good
at facilitating, as described above. Games can support social media users in under-
standing their full value by having players reflect on their individual and collective
value. For example, games could be designed for players to brainstorm how they
have provided value in breaks throughout gameplay or at the end of the game, echo-
ing post-game reflective activities in many role-playing games such as Alice Is Miss-
ing [494]. Games themselves could also consist of and include interactive reflective
activities, such as conversation starters like in the Big Talk game [481].

8.6.2 Supporting collective action through games

The results of our study foreground that social media users are more apt to see
and take action in collective ways when they view themselves as participating in
the sharing of support. As such, we see possibilities for games to help people see
more opportunities for sharing support. For example, games that simulate scenar-
ios where collective action is needed to push for some kinds of desired change on
social media platforms can encourage players to practice supporting each other, as
this support is required to succeed in the game. Games themed around algorith-
mic social media could align end-game goal conditions with generating awareness
about certain issues, boosting certain types of content, or convincing those in control
of the social media platform to make a change, all aims that are benefited by and of-
ten necessitate collective action from users. Cooperative games or mechanisms that
facilitate cooperation between players, such as providing benefits to players who
work together in certain ways, are especially useful for this.

Our participants described taking part in collective action for support but at the
same time described having limited influence to impact algorithmic social media
contexts. To convey more opportunities for collective action, games can help peo-
ple to broaden their conceptualizations of what they consider sharing support on
social media. For instance, games are well suited for continuing and even enhanc-
ing connection as well as highlighting shared incentives for action. Much games
research has examined various ways that game structures can put players in relation
with each other [394], such as through cooperative or competitive approaches; de-
pending on where they fall, the game system shapes relationships between players
differently [581]. We see significant potential for games to help people work to-
gether, as systems in games often showcase shared goals amongst players and make
explicit the need for collectivity. Games might assign players different roles and
through gameplay have them learn more about each others’ roles and motivations
through typical actions on social media platforms, allowing them to practice con-
necting as well as to discover common frustrations, desires, and motivations writ
large. In addition to encouraging acting together in more ways, understanding a
broader breadth of motivations in this way as well as how users” motivations might
align in non-obvious ways can shed light on the supportive potential of actions that
might have felt detached from and unhelpful to others previously. Games are es-
pecially effective in doing this as they can connect higher-level system dynamics to
on-the-ground shared social realities.

Additionally, as participants described themselves as observers but not active
participants of collective action to change how social media works, games can help
people feel more a part of communities and empowered to take action themselves.
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Past research has highlighted the potential of games to allow players to both resist
and thrive in counterspaces [84, 132, 133]. Participants described connecting and
collaborating with others while playing games, often to share support; beyond shar-
ing support with each other, games can provide spaces to explore collaborations that
do not directly aim to support but rather act to resist, disrupt, and exert pressure for
desired changes. For instance, a game could assign one player the role of a social
media company and have all other players collaboratively work to change the so-
cial media platform, similar to board game Betrayal at House on the Hill in which all
players but one work to defeat the remaining player, who has unique powerful abil-
ities as the “traitor” [208]. Competitive games in which a player or players vie with
a social media company—whether one with pre-programmed actions determined
by game designers or one played by another player—can emphasize the potential
of counter-power by giving players a sense of the sorts of antagonistic actions they
can take and the power those actions have, teaching players through practice and
encouraging similar actions on social media platforms.

8.6.3 Supporting play & exploration through games

Our findings indicate enhanced agency on social media platforms could come with
greater feelings of safety and freedom to explore their powers on these platforms.
Games offer many opportunities to help with this. For one, our participants de-
scribed how knowledge of rules and system logics impacted their feelings of con-
trol and influence, suggesting that more knowledge of these rules would support
increased feelings of control and ability to act. Games are good at incentivizing
discovery of rules and system logics through action, as they can allow players to ex-
periment with how their actions will affect gameplay outcomes. For example, games
could be designed to have minimal explicitly stated rules, instead taking more of a
mysterious puzzle approach in which players discover how algorithmic social me-
dia works through observing the outcomes of their various actions during gameplay.
This is similar to the video game Tunic in which players uncover how the game’s lan-
guage works through adventuring around [477].

It is important to consider risks involved in supporting feelings of safety in ex-
ploring and uncovering system logics: many risks can be diminished unrealistically
in game contexts. For instance, there are fewer social risks, as players can post and
interact in a game context without actually engaging with real contacts from their
real social media profile. The risk of account restriction is also lowered, as another
example, since games can be restarted or provide easier outs, while a user being
banned, shadowbanned, or having content removed from social media is not as sim-
ple to reverse. Generally, the lowering of real-world risks like these in game contexts
heightens the risk that players might develop unrealistic perceptions of the potential
ramifications of actions on social media platforms, leading them to take actions they
might not have otherwise.

Additionally, our participants described wanting more control over granular ad-
justments of social media algorithmic systems but not wanting to be overly bur-
dened with this control. We see opportunities for games to help people experience
what control might feel like in playful, fun ways. For example, a game could be
designed that allows players to fiddle with an algorithmic system in ways that have
silly or delightful impacts on the game world and its players. This is similar to the
card game We Didn’t Playtest This at All in which cards played add new ways to lose,
win, and navigate the game [117]. Players can be encouraged to explore the results of
adjusting game rules in puzzle games, where solving the puzzle requires changing
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the rules such that player actions have desired outcomes, drawing from video game
Baba Is You in which players manipulate rule tiles to help them reach goals [516].
Games can also push players to more imaginatively consider what sorts of algorith-
mic experiences they might desire by broadening the action possibility space, such
as by providing options for more open-ended choices as in the card games Dvorak
or Nomic which allow players to brainstorm and propose new rules however they
want [137, 501]. Encouraging creativity and exploration in playful ways like these
can help players learn how controls of algorithmic social media can be fun, engaging
activities driven by curiosity or joy rather than just staving off the negative.

However, though game designers create opportunities to encourage forms of
player excitement in experiencing control, social media designers do not necessarily
have the same interests or impetus. In order for games to support improving the
situation on algorithmic social media platforms, it is important for them to clearly
connect their messaging to social media for players. To do this, games might themat-
ically focus on social media platforms. This could bring the social media context—an
arena that can feel more serious—under a playful lens. To that end, game narratives
could center on more lighthearted plots based on real-life social media cases that
teach players ways they can act to control the script themselves before moving on to
more serious story elements, if at all. And, as another example, games could have
players occupy roles they might not normally fill, such as having people play as
those in charge of social media platforms like how in Trust and Safety Tycoon play-
ers manage a content moderation team, allowing players to witness and learn about
user controls in a way that makes light more of the social media company than of
the users and their actions [353]. Game elements also might be integrated into social
media platforms themselves to encourage interest in controlling more aspects of the
algorithmic system; for instance, third-party plug-ins could give users goals related
to taking more control of social media and award fun badges when they reach those
goals.

Participants described feelings of vulnerability, little control, and reluctance to
bad behavior they encountered on social media, suggesting opportunities to change
those feelings such that they feel empowered to take action. Games can help players
feel safer [523] and feel that there are possibilities for them to exert their powers in
successful ways. For example, games can present bad behavior commonly found
on social media platforms as a challenge, and because games have a structure un-
derstood as controlled and purposefully designed for player engagement, players
can feel confident that a path exists toward overcoming the challenge even when it
appears very difficult. Games can also support players in taking on bad behavior in
more manageable chunks, providing options in choose-your-own-adventure-style
choices that make responses feel more accessible. Additionally, in many board games
the systems at play are often clear and straightforward enough for players to take in
all their rules before playing; this player knowledge and visibility into the workings
of the game can support players who take on bad behavior to visualize potential
good outcomes alongside less ideal ones. Games can be designed to enhance this,
encouraging players to map out different potential trajectories of their actions to
learn that acting on bad behavior in social media contexts can be beneficial.

That being said, participants” feelings of safety and control within game spaces
had complexity as well. Many participants expressed that games allowed them to
explore broader possibilities and have more control than they are able to in the rest
of their lives, often tying the significance of this power to their identities. In addi-
tion to the examples provided in results, P3, who is deaf, described how playing
a karaoke game led to feelings of power in contrast with the non-game world in
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which “sometimes people with disabilities are told that they can’t be successful.” At the
same time, participants nuanced these feelings of game safety and control, noting
that game spaces are far from idylls free from dangers like hate speech [124, 566].
We see opportunities for games to leverage this tension as sites of increased safety
and control that cannot entirely escape from real-world perils. Games, good at sys-
tems, are well suited to engage with the ways the matrix of domination means that
control, oppression, and identity are all interconnected [253]. In these ways, games
can allow players to navigate realistic, weighty types of decisions and tradeoffs in a
space that calls additional attention to players” potentials for powerful actions.

8.7 Conclusion

In this chapter, I demonstrated that users of algorithmic social media conceptualize
their power in limited and often individualistic ways. Additionally, the sharing of
support facilitates social media users in connecting with each other and taking ac-
tion to control algorithmic social media, and feelings of safety enhance their agency
on social media platforms. Based on the findings, I highlighted and discussed op-
portunities to help algorithmic social media users more fully conceptualize and act
with their own power by supporting systems thinking, collective action, and play
and exploration through games. I encourage researchers studying and designing
interventions for everyday resistance in algorithmic systems to further explore the
potential of games to support social media users in understanding and leveraging
their power.
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Chapter 9

Understanding disconnects and
alignments between saboteur &
deployer perceptions of
algorithmic sabotage

This chapter is adapted from my paper:

Alicia DeVrio, Cella Sum, Samantha Shorey, Jonathan Zong, Richmond Wong,
Sarah Fox, Kenneth Holstein. “Algorithmic Sabotage: Understanding discon-
nects and alignments between saboteur & deployer perceptions”. In Prep.

People have burned autonomous vehicles, cut down automated license plate
readers, and poisoned Al training datasets. We characterize these acts as algorithmic
sabotage: deliberate impairment of an algorithmic system’s operation by people who
are subject to the system but do not hold power over its deployment. Companies
who deploy systems targeted by sabotage dismiss these acts as senseless vandalism,
but because saboteurs rarely make their reasoning public, it is difficult to understand
how saboteurs view their own acts—or for deployers to understand their intended
message. To better understand how saboteurs and deployers think about sabotage
of Al systems, we ran a series of group design workshops, first with people who had
sabotaged algorithmic systems and then with people who held power over the de-
sign, development, or launch of systems that saboteurs had targeted. In these work-
shops, participants worked through speculative scenarios built from real sabotage
cases and ranked the outcomes each act might produce. The findings indicate that
deployers understand sabotage as feedback to improve their systems and often de-
scribe saboteurs as uninformed and unimaginative. In contrast, saboteurs described
sabotage as a way to enact alternatives to systems, rejecting engagement with de-
ployers they viewed as unreceptive to feedback that challenged their agenda. Based
on the findings, we discuss how the HCI community might support better engage-
ment with algorithmic sabotage and resistance more broadly across communicative,
design, and ideological levels.

9.1 Introduction

“Waymo autonomous vehicle attacked by an ‘erratic” pedestrian in Arizona” [248],
“One rebel’s malicious “tar pit” trap is driving Al web-scrapers insane” [131], “Van-
dals, thieves attacking L.A. food delivery robots” [122] — there have been many
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recent cases of sabotage against Al systems, highlighting a clear and escalating di-
vide between those who deploy Al systems and those who interact with them on the
ground that begs further interrogation. As shown in the headlines above, acts of Al
sabotage are routinely covered dismissively by the media, with saboteurs assumed
to be unreasonable (“erratic”) and nefarious (“malicious”, “vandals”).

Researchers, practitioners, and others with deployment power over Al systems
also frequently fail to appreciate acts of Al sabotage, writing off these acts as illegit-
imate. For instance, human-robot interaction research that explores destruction of
robots and autonomous vehicles tends to be oriented toward protecting devices and
direct end users rather than understanding and taking action based on the motiva-
tions and concerns of attackers, framing attacks on robots as “emotional” and even
as “hate crimes” [370, 389]. Similarly, Microsoft has called data poisoning attacks
“a serious threat to machine learning models” and noted that they and other com-
panies like OpenAl have been developing countermeasures against data poisoning
attempts [55]. Waymo condemned obstructing autonomous vehicles, calling these
acts “vandalism” and threatening to call the police [396].

Concurrently, some forms of breaking Al systems, such as red teaming, pen-
etration testing, jailbreaking, and algorithm auditing have been incorporated into
corporate technology design practice to reveal and address system failures or vul-
nerabilities (e.g., [178, 301, 357, 474]). At the same time, other recent research has
pointed toward the multifaceted nature of Al sabotage. For example, Ali Alkhatib
has argued that sabotaging Al is a valid and moral response to the harms wreaked
by Al systems [21]. DeVrio et al. examined how intentionally impairing Al systems
is one amongst many actions people take when they cannot rely on the powerful to
address Al harm [149]. Vincent et al. have highlighted how the public can choose to
sabotage data-driven technologies like Al through a set of “data levers”, including
data poisoning, in order to regain power over tech companies [552]. Researchers
have built tools, such as Glaze and Nightshade [468, 469], that enable artists to pro-
tect their artworks from Al theft through data poisoning. Zong and Matias have
contended that data poisoning and other forms of resistance to data collection and
use can be understood as generative design practices themselves [596]. And very re-
cently, a team of human-robot interaction researchers argued that some acts of robot
vandalism can be understood as ideologically motivated rather than senseless [154].

While existing work has illustrated a wide expanse of conceptual understand-
ings of Al sabotage, prior empirical studies have explored observational data about
perceptions of sabotage, but not how actual saboteurs understand acts of algorithmic
sabotage. In part due to this, it remains poorly understood how saboteur perspec-
tives compare with perspectives of Al sabotage from Al system deployers them-
selves. In order to surface opportunities for deployers and others with decision-
making power around Al system deployments to engage more productively with
Al sabotage, it is crucial to develop an in-depth empirical understanding of how Al
sabotage is perceived by Al saboteurs and deployers themselves. What disconnects
and alignments exist between saboteur and deployer perceptions of Al sabotage,
and what implications does this have for how the HCI community might sup-
port more productive engagement with algorithmic sabotage and resistance more
broadly?

To address these questions, we conducted two sets of group workshops with 15
total participants. In one set, we brought together groups of people with experience
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sabotaging algorithmic systems; in the other, groups of people with experience hav-
ing some power over any aspect of deployment—whether during design, develop-
ment, or launch—of algorithmic systems that have been sabotaged. In these work-
shop sessions, participants discussed sabotage and its potential outcomes through
the use of speculative friction scenarios [181] of algorithmic sabotage and prioritized
a set of fictional outcomes that the sabotage might effect, all based on real-world
cases.

Our findings highlight significant disconnects in how saboteurs and deployers
of algorithmic systems view algorithmic sabotage, as well as some nuanced points
of alignment in their views. Saboteur participants rejected a framing commonly held
by deployer participants that algorithmic sabotage can serve as useful feedback for
improving the algorithmic systems targeted. Instead, saboteur participants under-
stood algorithmic sabotage as a way to imagine and create better worlds. Though
deployers had some parallel perceptions—understanding algorithmic sabotage as a
way to protect from harm and attend to unbalanced power dynamics—they largely
dismissed algorithmic sabotage as unimaginative, ill-informed, and malicious. Fi-
nally, the results of our study highlight how acts of sabotage aim to propel broader
resistance movements against problematic logics deeply ingrained in many Al sys-
tems. In contrast, in their responses to Al system sabotage, deployers largely operate
with an assumption of the inevitability of algorithmic system logics; that said, de-
ployers did also occasionally mention needs for more fundamental reconsideration
of problem formulation driving algorithmic system deployment.

Based on our findings, we discuss implications for how the HCI community
might better support algorithmic sabotage and resistance more broadly. Considering
algorithmic sabotage as a communicative act, we discuss how to support saboteurs
and deployers given that they each see algorithmic sabotage as communication with
different audiences and for different purposes. Considering algorithmic sabotage
as a design practice, we discuss opportunities for expanding the bounds of techno-
logical design to include algorithmic destruction and supporting both saboteurs and
deployers in engaging thus. And lastly, considering algorithmic sabotage as an ideo-
logical practice, we discuss implications our work has for the attending to the power
dynamics navigated by saboteurs and deployers both, looking toward opportunities
to build bridges between these groups.

Our work contributes the following:

* An empirical investigation of how saboteurs themselves understand acts of
sabotage toward Al systems;

¢ An in-depth empirical investigation of how deployers of targeted algorithmic
systems understand acts of sabotage toward algorithmic systems;

* A rich, nuanced understanding of disconnects and alignments between sabo-
teurs” and deployers’ perceptions of algorithmic sabotage, based on a compar-
ative analysis; and

¢ Implications for how the HCI community might better support algorithmic
sabotage and resistance more broadly, informed by our results.
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9.2 Related Work

In this section, we situate our work on algorithmic sabotage amongst prior research
in which breaking Al systems is used to test and understand those systems and in
which breaking Al systems is used to refuse and resist those systems.

9.2.1 Breaking Al systems & testing

There is a history of rigorously evaluating how good technology is by stress test-
ing it, or trying to break it, through methods like quality assurance (QA) testing.
With the increasing prevalence of Al have come newly endorsed forms of testing Al
systems by attempting to find ways to break them, such as red teaming and other
related evaluation methods like penetration testing, jailbreaking, and algorithm au-
diting [178, 301, 357, 474]. Some scholarship in this area has highlighted how users of
Al systems can be helpful in these activities: for example, some research has shown
that user-driven algorithm audits are able to surface issues that more top-down au-
dit approaches missed [148, 474].

At the same time, despite the parallels between sabotage of Al systems and these
forms of testing Al systems, those with power over algorithmic systems frequently
write off algorithmic sabotage as unhelpful and something to be protected against.
For example, much work in human-robot interaction considers sabotaging robots to
be a form of harassment, using terms to describe algorithmic sabotage in this arena
like “abuse”, “griefing”, “bullying, and “hate crime” (e.g., [370, 389, 429, 446]). Ad-
ditionally, tech companies have categorized algorithmic sabotage as threats and van-
dalism, and taken actions in response to protect their Al systems against sabotage
and punish saboteurs (e.g., [55, 396]). This follows a long history of technological
resistance in the form of sabotage being seen as illegitimate [360].

This tension, in which algorithmic sabotage is variously seen as helpful or in-
appropriate, signals the need for deeper understanding of the views of those with
power over algorithmic systems in these situations. Some existing work has investi-
gated related topics. Researchers have explored why, when, and how deployers en-
gage with those impacted by their algorithmic systems, such as, for instance, front-
line workers, community members, and end users [141, 292]. Researchers have also
explored the feelings and responses of tech workers facing backlash related to their
associations with tech companies [500].

In this chapter, we extend this area of work with an in-depth empirical investi-
gation of how those with power over algorithmic systems view algorithmic sabo-
tage. Public-facing comments related to algorithmic sabotage from companies and
other deployers offer some insight into these perspectives; we go further through a
method that sets up situations of prompt and dialogue, inherently challenging exist-
ing perspectives and asking for reflection on normative positions within the field of
AL

9.2.2 Al refusal & resistance

From the perspective of those acting to sabotage algorithmic systems, algorithmic
sabotage might be understood as a form of refusing engagement with and resisting
the targeted Al system. Scholars have argued that acts of algorithmic sabotage can
be motivated by ideological or political aims: scholars have attempted to reframe
robot vandalism from being a “senseless” act to one that has broader goals [154].
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Sabotage of technological systems is not a new form of resistance. For example,
during the 1960s and 1970s a number of students engaged in sabotaging their uni-
versity computer centers as points of leverage for negotiation [316, 317]. Similarly,
scholars have described how taking action to sabotage algorithmic systems can serve
as a way to take back power and address the negative impacts of those systems [21,
369]. For example, impairing algorithmic systems through acts like slashing tires of
self-driving cars, covering surveillance cameras, or submitting false data to a system
can pressure the owners of the impaired systems [149, 552]. To that end, acts of un-
making and material reconfiguration have been described as ways to resist harms of
generative Al [517].

Existing research has also described how taking apart or refusing algorithmic
systems can be a generative practice. Some examples of this emphasize how these
acts involve repair work, such as literature examining how workers disassemble and
reconfigure Al systems on the job [185, 534]. Additionally, acts of refusal like sabo-
tage have been conceptualized as forms of design themselves, in which refusers are
designers who generatively participate in the the design of sociotechnical systems
[59, 596].

There has been significant work that engages with people affected by Al systems
to better understand how and why they resist algorithmic systems. To give a few
examples: recent work explores how queer artists resist and refuse generative Al
[514]; how workers organize to resist algorithmic control [507]; and how users sur-
face issues in Al systems and push for change [148]. In the space of algorithmic sab-
otage specifically, there does exist work investigating why “user aggression” against
robots occurs [428]; however, this research bases its findings on university student
participants rather than people with actual experience sabotaging. In this chapter,
we build on these areas of work by directly engaging with people who themselves
have experience sabotaging algorithmic systems. As such, we offer the first in-depth
empirical investigation of saboteurs’ views and motivations around algorithmic sab-
otage.

9.3 Methods

To understand the disconnects and alignments between saboteur and deployer per-
ceptions of Al sabotage, we conducted two sets of three group workshops. Aiming
to understand how tensions and disagreements can move complex sociotechnical
systems forward, we scaffolded workshop discussions using speculative design fric-
tions [181].

To develop these frictions, we first collected 21 documented, real-world cases of
algorithmic sabotage from sources such as research and news articles and social me-
dia. We understand “algorithmic sabotage” as direct actions that people take to mess
with, obstruct, or destroy an algorithmic system—broadly construed—with the in-
tention of impairing its functioning. Case collection helped us begin to understand
the scope and motivations for acts of algorithmic sabotage. Based on these real-
world cases, we developed a set of 9 speculative scenarios of algorithmic sabotage
that span a wide range of types of algorithmic systems and forms of sabotage: push-
ing broken code for drone development as a software engineer, setting self-driving
cars on fire, trapping delivery robots, submitting bogus information to a welfare al-
location system, unplugging cameras in your school, submitting false information
about your interests for targeted ads, blocking cameras that watch your work as a
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delivery driver, tearing down smart city lampposts, and distorting your art for gen-
erative Al data scrapers.

In the workshop sessions, which we discuss below, participants selected which
speculative scenarios to focus on; as such, in our scenario development we aimed to
cover enough breadth that multiple scenarios would resonate with and be provoca-
tive for any given participant’s experiences without making participants feel they
were pigeonholed into choosing scenarios so close to their experiences that they
were forced to share more information about their experiences than they wished to.
For the final part of our design frictions, we developed and tailored a wide-ranging
set of provocative, speculative next steps for what could happen after each of the
speculative scenarios. These too were created based on real-world cases and with
the goal of scaffolding discussion, perspective sharing, and new speculations from
participants themselves.

We ran two sets of group workshops using these design frictions. For the first
set of workshops, we recruited participants with experience sabotaging algorith-
mic systems, referred to as “saboteurs” going forward. For the second set of work-
shops, we recruited participants with experience having some power over any as-
pect of deployment—whether during design, development, or launch—of algorith-
mic systems that have been sabotaged, referred to as “deployers” going forward.
We recruited participants through direct contacts from within the research team and
through snowball sampling [376]. To ensure participants were a good fit for the
study, our recruitment blurbs directed prospective participants to fill out a survey
that collected information about, at a high level, what sorts of relevant experiences
they had with sabotaging algorithmic systems or having their algorithmic systems
sabotaged. In this screener survey, we also asked participants how they felt about
the increased use of Al in daily life, using language from the Pew Research Center
[531], as well as their level of familiarity with Al on a scale of 1 (not at all familiar) to
5 (extremely familiar). We invited all those with relevant experiences who filled out
the survey to participate.

Our recruitment process yielded 15 participants: nine saboteurs split across three
workshops, and six deployers split across three workshops. Participant ages ranged
from 25 to 56 years old and were largely, though not entirely, based in the United
States. Of our nine saboteurs, all were “more concerned than excited” about the
increasing use of Al in daily life, except one who was “ambivalent or unsure.” Sabo-
teurs selected on average a 4 for their level of familiarity with AI. We refrain from
sharing details about their experiences with sabotage to protect their anonymity.
Of our six deployers, two were “more concerned than excited”, two were “about
equally concerned and excited”, and two were “more excited than concerned” about
the increasing use of Al in daily life. We acknowledge that our deployers’ feelings
about Al do not as a whole align with public sampling research, which suggests
that experts are excited about AI [355]. This may have been due to our topic, as we
speculate that deployers who are more concerned about Al might be more likely to
have interest in the opportunity this study provided to reflect on public backlash
to Al deployments. As such, our deployer workshops may result in more critical
stances than are representative across all Al deployers; at the same time, our spec-
ulative approach supports participants in expressing views from multiple different
perspectives, including ones they may not hold themselves. Deployers selected on
average a 4.5 for their level of familiarity with Al Deployers had relevant experi-
ences from a wide variety of sites, including industry, the public sector, research
institutes, non-profits, and venture capital.

Prior research describes challenges around recruiting industry practitioners for
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studies [256, 576], such as concerns that participation might involve discussing non-
public information or might leak their identity and thus damage their company’s
reputation or lead to professional retaliation. We anticipated similar concerns for
our study from both industry and non-industry deployers. Recruiting algorithmic
system saboteurs is also challenging as this group often acts with the aim of never
being identified—making it difficult to find them in the first place as well as making
them wary about potentially being identified via their study participation. Addi-
tionally, while considering whether to participate in the study, multiple saboteurs
wanted more information about how the information from this study was going to
be used, as they worried that publishing information about specific sabotage tac-
tics might lead, even if unintended, to the development of tools and systems that
impede acts of algorithmic sabotage. To address these concerns, our workshop dis-
cussion and activities focus on perceptions, opinions, thoughts, and feelings about
algorithmic destruction rather than description of specific tactics and experiences
(cf. [524]). We designed our study around fictional speculative scenarios in part to
support this, as well as to allow participants to draw on their own experiences with-
out actually needing to give us details about their own experiences. We also allowed
people to participate in groups that only included people they already knew; two of
our workshops—one of saboteurs and one of deployers—had this makeup.

The workshops took place from October 2025 through May 2026, and partici-
pants were compensated $30. Prior to each set of workshops, we ran pilot sessions
to refine aspects like the clarity, timing, and group prompting and scaffolding in
the protocol. All workshops and pilot sessions were conducted virtually to accom-
modate participants’ time, ease group scheduling, eliminate commuting logistics,
and allow for participants spread across larger geographic regions. Workshops with
participants were approved by institutional IRB. Throughout this chapter, we refer
to saboteurs as S1-S9, deployers as D1-D6, and participants” workshop sessions as
WS1-WS6 throughout this chapter.

We ran one set of workshops with algorithmic system saboteurs, and another set
with deployers of sabotaged algorithmic systems, but both sets followed the same
structure. The group workshop sessions included two main parts, followed by a
reflective discussion. In the first part, participants selected one or two of the spec-
ulative scenarios to imagine themselves in. For example, in WS2, saboteurs chose
to discuss the speculative scenario about tearing down smart city lampposts: “Your
city has invested in smart city initiatives and is installing smart lampposts throughout the
city. However, this initiative has brought forth a number of public concerns about increased
policing and surveillance. During a city-wide protest, you and a small group of protesters de-
stroyed some of these lampposts using electric saws. Videos on social media also have shown
other people kicking and spray painting the fallen lampposts.”

We asked questions to scaffold discussion about their perceptions of the algorith-
mic sabotage described in these scenarios and to have them begin to consider what
they might want to happen next as a result of the events in the scenario. The framing
of this differed slightly between groups: saboteurs were asked to consider their mo-
tivations and aims as if they were the saboteur in the scenario, while deployers were
asked to share their views of the sabotage and saboteurs described in the scenario
and how they might respond if they had deployed the sabotaged algorithmic system
in the scenario.

In the second part, participants work together to discuss, add to, and prioritize
fictional next steps for what could happen after the speculative scenario they just
discussed as an outcome or, for deployers, a response. Note that we slightly modi-
fied the speculative scenarios and next steps for each set of workshops so that they
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came from either a deployer or saboteur point of view to match the participants’
experiences. Using the speculative scenario from WS2 above, here is the order of
the saboteurs’ final prioritization of speculative next steps, from best (#1) to worst
(#19). Bolded steps were added to the list by saboteurs; the rest were provided to
spur discussion by the research team:

1.

AL

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

There is a collective memory of the public’s displeasure (with smart lamp-
posts)

Dismantling the program and re-routing the funds to community-identified
priorities

So many people act that the city cannot prosecute everyone
There is more widespread resistance & concern, more public pushback
The actions help remove the myth of nonviolent protest being the only to resist

City workers join in from the inside by starting to contribute small acts of sabotage to
the deployment of the lampposts being targeted

Specific surveillant uses of the lampposts are made public

Smart City Initiative workers engage in a letter-writing campaign to upper manage-
ment calling for the technology they have deployed to be pulled back

The city starts erecting barriers around the lampposts to protect them from vandalism

The city puts into place new organizational incentives, such as quarterly goals and
bonuses, that rely upon showing changes made to smart lampposts based on negative
feedback

Smart lamppost deployers add stickers to lampposts with contact information that en-
courages potential attackers to share feedback via a web form instead of engaging in
destructive actions

The city engages in a media PR campaign that demonizes attackers and showcases the
goodness of smart lampposts

The actions are condemned as violent/riots

The city develops a method to collate and analyze prior communication and feedback
attempts, specifically those that involve intensely negative conceptions of the lamp-
posts and threats to them

Specific people are prosecuted based on video evidence from social media

City officials push for a law that prohibits city tech from being tampered with, with
specific punishments for defiance

Increased local investment in surveillance cameras to make it easier to find attackers
as well as to identify resultant damages, collateral or otherwise

Increased deployments of surveillance | collaborations with broader govern-
ment agencies

Surveillance is normalized and embraced/inspires a larger pro-cop counter-
movement
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This prioritization activity helped us gain insight into how participants viewed
the theories of change driving algorithmic sabotage, revealing many of their beliefs
and assumptions. It also fostered conversation and disagreement amongst partici-
pants, helping provide more nuance into participant views of algorithmic sabotage
more broadly. After the prioritization activity, workshop sessions concluded with a
group reflection based on participants” experiences in and beyond the session, espe-
cially focused on their views of algorithmic sabotage, its aims, and its challenges.

The remote workshop sessions were recorded and transcribed, and facilitators
also took notes during each session. To analyze the data collected, the lead author
conducted bottom-up qualitative thematic coding on all the data [119]. The goal
was to understand emerging themes from saboteur data and then, separately, from
deployer data. We continued conducting workshops until we reached saturation in
these themes. Then, the whole research team together engaged in multiple rounds of
a comparative analysis across saboteur and deployer data. This comparative anal-
ysis involved multiple rounds of interpretation sessions and group discussions to
iteratively and inductively revise our comparisons, refine the interpretations, and
identify emergent themes. With this analysis, we aimed to compare saboteur and
deployer views of algorithmic sabotage, including a range of reflections about how
they understand algorithmic sabotage and perspectives on the theories of change
put forth by algorithmic sabotage. Below, we present the results of this analysis.

9.4 Results

The results of our study foreground how both saboteurs and deployers consider Al
sabotage and its aims. In this section, we explore significant disconnects and align-
ments between these two groups’ perceptions of the theories of change that drive
destructive forms of resistance to Al systems as well as between their understand-
ings of what should ideally happen after algorithmic system sabotage occurs.

Below, we first introduce deployers’ view that sabotage can be seen as feedback
to improve their algorithmic systems, which saboteurs themselves reject. Next, we
present saboteurs’ view that sabotage is a way to imagine better futures, while de-
ployers see sabotage as unimaginative. Finally, we describe what saboteurs hope to
realize with their acts and compare these ideal outcomes with how deployers con-
sider their own responses to algorithmic system sabotage.

9.4.1 Sabotage as feedback to improve algorithmic systems?
Deployers saw sabotage as feedback to improve their Al systems

Deployers often understood sabotage of algorithmic systems as a signal that these
systems were not functioning as intended. For example, discussing a speculation in
which students unplug cameras that use facial recognition to assess whether they
are distracted in class, one participant said, “How much can the software really tell
the difference between a kid who is distracted and a kid who maybe just doesn’t make eye
contact, or doesn’t look up, or finds a different way to stay engaged in the material?” and
was interested in “if the distractions are being detected appropriately” (D2, WS4). Here,
D2 focused on potential accuracy errors in the system’s functioning.

Deployers saw this potential system bias against students who learn in certain
ways, this algorithmic exclusion that may lead to inaccurate results for the student
in question, as a justified reason for blocking the system: D3 said, “If it's gonna affect
their grade, and they believe that their way of working through the material does not comport
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with the way that their work is measured, the way that their face is measured, then I could
easily understand somebody wanting to subvert the system” (WSb). Similarly, in another
case, D1 said, “What is the performance of the system? ... If there are a lot of false positives
being thrown, or a lot of mistrust built in that feedback loop, then there’s probably something
wrong with the product, or the camera, which is why they re [blocking the system]” (WS4).
This largely considers sabotage as a reaction to errors like false positives from the
algorithmic system.

As such, deployers viewed sabotage as a form of feedback that should spur fur-
ther investigations of algorithmic system performance. For instance, D1 said, “Def-
initely putting my product hat on, I would try to investigate what issues first are being
reported by these 300 drivers? Really sit them down, do user interviews or ethnographic UX
research or just follow them around in the course of a day, just to understand the performance
of the system because what typically happens is, you deploy a particular system and then just
let it operate in the wild, and you don’t really understand on the ground what is happening.

. So yeah, just do a really more thoughtful, measured approach to investigating the is-
sue” (WS4). In this description, D1 sought to gather more information and evidence
about the algorithmic system’s behavior, grounded in a framing of analyzing system
performance.

Largely getting more information about deployed algorithmic systems was seen
as a productive way to respond to sabotage by enabling improvements to those algo-
rithmic systems. D5 said, “You're just listening to what'’s not great with the product, and
you're iterating, which I think is awesome” (WS6). That said, D5 also noted that gath-
ering more information may not lead to a change: “Doesn’t mean every single negative
piece of commentary’s gonna be pursued, not there’s gonna be a fix to it, necessarily, but this
is just something that we should have visibility on as a company” (WS6).

Saboteurs reject framing sabotage as feedback to improve algorithmic systems

Unlike deployers, saboteurs did not view their acts of algorithmic system sabotage
as feedback to improve algorithmic systems. For example, S9 said, “It seems to me
quite unlikely that a feedback mechanism by the company at this point would be able to make
a big difference” (WS3). S9 also explained how sabotage is “this breakdown of any other
pathway of trying to be heard that people experience. There is no way of giving feedback that
people have tried and made any impact into any of those technology companies that exposed
us to all of these things” (WS3). So saboteurs are no longer interested in participating
in broken feedback systems that lead to no meaningful change.

Saboteurs described how these broken feedback systems reduce sabotage into
less radical pathways for change, forcing it into overly narrow frames of problem
formulation. For example, S4 said, “I wouldn’t want whatever I do to be taken as a bug
report for the developers ... I wouldn’t be happy basically [with] the framing of those things:
one is like, ‘Oh, bogus entries, that’s a bug we can fix,” and then, ‘oh, it’s biased, that's a
thing we can fix.” I would be interested in trying to find methods of resistance that do not
yield themselves to those frames” (WS1). In this, S4 describes wanting acts of sabotage
as well as the reasons for acts of sabotage to be understood not as issues to fix but
more expansively.

These narrow frames of problem formulation lead to narrow views of solutions,
specifically ones that focus on improving the existing algorithmic system. One sabo-
teur talked about how focusing on identification of performance issues can lead to
less ideal outcomes, describing how they “reflected a lot on how their original tactic of
calling [the algorithmic system] out as a faulty tool was an incomplete tactic, because then
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it just leads the company to try to perfect their technology” (56, WS2). Similarly, S8 de-
scribed this framing as less desirable, as a devolving: “the company tries to devolve
some kind of feedback mechanism, or tries to maybe car better, basically” (WS3). And S5
discussed “addressing negative feedback, this kind of way to make the smart street lamp-
posts better” by calling it “reformist” and saying, “I don’t trust any of that, and I feel like
that actually makes them a little more insidious ... in the worst category” (WS2).

Saboteurs explained that seeing sabotage as feedback to improve algorithmic
systems fails to fully consider the power dynamics at play. For instance, one sabo-
teur said, “The recourse mechanisms assume, or at least pretend, that there’s an equal status

. and I think [affected people] often know that that isn’t the case, that they are subordinated
already, and that these systems are thus only going to entrench that subordination ... and
are acutely aware of that power differential and know that the feedback form is as good as
nothing, or even worse” (54, WS1). Here, S4 says there is no inherent incentive for de-
ployers to take action based on feedback from people affected by their algorithmic
systems.

And saboteurs also reject the framing of sabotage as design feedback to improve
algorithmic systems because it often leads to changes that preserve the problem-
atic aspects of the deployment. For example, S6 described how using feedback to
make fixes to a smart lamppost system is “kind of in the realm of reformist ... show-
ing changes to the smart lampposts means those smart lampposts are still surveilling the
public” (WS2). In this way, S6 explains how seeing sabotage as feedback to improve
the system targeted neglects consideration of more expansive directions that engage
directly with issues stemming from the logics that drive the algorithmic system. In-
stead of framing sabotage as feedback to improve algorithmic systems, saboteurs
viewed sabotage as a way to move beyond existing algorithmic system feedback
and improvement paradigms that they viewed as ineffective.

9.4.2 Sabotage as design?
Saboteurs see sabotage as a form of imagining better worlds

Moving beyond unwanted paradigms of improving algorithmic systems, saboteurs
viewed algorithmic system sabotage as an imaginative and positively impactful act
of design. Participants talked about how sabotage allows saboteurs to gain control
over the terms of engagement and make deployers engage on saboteurs’ terms. For
instance, one participant described algorithmic system sabotage as resistance that is
“not on the terms of the oppressing force that is deploying it” (S6, WS2). This can manifest
as changing the terrain of a deployment, making deployers take actions in response
to sabotage that convey something is happening, that a deployment is not smooth
and universally welcomed. Discussing a speculation in which smart lampposts are
torn down by saboteurs, one participant said, “Every time they need to put a new lamp-
post up, they need to also pay for the barrier” (S5, WS2), to which another participant
responded, “It’s like a visual indication of how scared they are” (S7, WS2). This conver-
sation highlights how sabotage allows saboteurs to articulate and control potential
design outcomes, forcing deployers to engage with saboteurs” design process.
Saboteurs described sabotage as a considered choice taken in order to design
actually impactful outcomes that they have power over. For example, S2 talked
about how “engaging in these destructive behaviors also gives [affected people] back a sense
of agency and control. ... In the moment, it’s a lot easier to just take back control of the
situation when you feel like you don’t have any by [sabotaging] and going about your day”
(WS1). In this way, saboteurs emphasized how sabotage provided a certain ease
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through a theory of change that does not rely on those in power in order to address
problematic algorithmic systems. Another participant similarly said, “I think people
have a good sense of the time trade-off, or the pay-time trade-off there of, like, ... no, I'm
not gonna just go talk to my boss and ask them to pretty please take the thing out, because
that’s not gonna work. I'm not gonna do this slightly disruptive thing; I'm just, I know this
is wrong, and I'm gonna fuck with it” (54, WS1). As described here, acts of algorithmic
system sabotage were compelling to saboteurs for not only the control they wielded
but also for the ways they quickly led to changes.

Saboteurs see algorithmic system sabotage as design that effects tangible changes.
For example, S6 said, “There’s also a real material benefit to breaking. ... It's also liter-
ally disabling its usage. ... I do think that there’s something more effective to directly
taking down infrastructure sometimes” (WS2). This saboteur went on to emphasize
how “being able to take direct action, have some kind of material destructive outcome for
these systems, is liberatory in its own respect” (56, WS2). That is, in this example S6
explains that stopping the functioning of a problematic algorithmic system is itself
a form of designing improved worlds. Similarly, discussing a speculation in which
self-driving cars are destroyed, S9 described sabotage as “about stopping these trials
that they are currently allowing to go on, and listening to the local neighborhoods and the
local population to say, “We don’t want these trials to happen in our neighborhoods or in
our city” and to act on that” (WS3). Here, the saboteur also emphasizes the material
outcomes of sabotage, as well as imagines an alternative world in which control is
redistributed toward people affected by the algorithmic system.

To that end, saboteurs talked about how sabotage is a form of imagining other
possible futures. For instance, one participant said, “Mariama Kaba talks about how
abolition is not necessarily just a destructive force but a creative force as well. And so I was
thinking about how we get rid of the drones and the smart street lamps, but at the same time
we are also trying to divert those funds to something else, and something better. So the de-
struction is only one hand, and the other hand there needs to be a creative abolitionist project
that goes hand-in-hand with that” (S5, WS2). This conceives of sabotage as a form of
design that is not only about breaking and blocking but is also about creating. Push-
ing this line of thought further, participant saboteurs contended that sabotage as
destruction and obstruction is inextricably tied to sabotage as creation and design:
“I think when things fall apart, it’s also an amazing moment that you can imagine new
things out of. And I like to think that when you throw a stone at a surveillance tower, it’s
not just destroying it, it’s also thinking about new ways to live, new ways to be” (57, WS2).

Deployers are somewhat aligned, seeing sabotage as a form of protection and a
reaction to lacking power

In some alignment with saboteurs, deployers did view sabotage as a way that people
can make tangible change and address their lacking power; however, deployers de-
scribed these perceptions largely scoped to the specific contexts of privacy and work.
In particular, for one, deployers saw sabotage as an act to protect privacy from algo-
rithmic systems that involve constant monitoring and data collection. For example,
discussing a speculation in which delivery drivers placed stickers over cameras that
monitored their work, one deployer said, “It isn’t clear to me how the company explained
exactly how the footage was gonna be used. You could use it for anything and everything.
... Typically during these 8-hour shifts, they’re afforded, like, two breaks and a sort of meal
break. Are the cameras operating during the breaks, too? Or is it just when they’re driv-
ing? When are the cameras being used, and when are they not?” (D1, WS4). In asking
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these questions, the participant emphasizes the potential privacy concerns of an al-
gorithmic system that could be constantly collecting your data. Another deployer
connected this to sabotage: “From the perspective of not wanting to be monitored all the
time, not wanting to constantly have to be in a public setting where your day-to-day actions
are giving feedback to a larger company, I understand [sabotage] completely” (D2, WS4).
Here, the participant saw sabotage as justified because of the privacy concerns they
described. This deployer also mentioned that “when you monitor people, and you don’t
tell them where it's going, and you don't tell them why, and they find out after a lot of it’s
been deployed, there is a huge backlash. And there’s a reason for it: because people do expect
some level of privacy” (D2, WS4). So not only might algorithmic system sabotage arise
to protect privacy, but it also might arise due to finding out about a problematic
algorithmic system only after its deployment.

In that vein, deployers saw sabotage as a way to attend to lacking power and con-
trol. Some deployers framed sabotage not as a way to take back power but instead
as a less generative reaction to lacking power. For example, one deployer described
saboteurs as being “put in a position where they were out of control, or feedback, or input.
And it's sort of, okay, retaliation makes sense to me” (D1, WS4). This participant sees
sabotage as a reaction, a retaliation, that is justified.

Other deployers also justified sabotage, particularly in workplace contexts in
which algorithmic systems are taking over parts of human jobs: One participant
said sabotage occurs because “we are subverting their ability to profit from that work.

. I think those concerns deserve to be taken seriously within the company from an ethi-
cal standpoint” (D3, WS5). Another deployer emphasized their view that sabotage
is motivated by wanting more say in deployment processes: D4 said that people’s
“livelihoods are threatened. Their ability to pay rent, their ability to send their kids to college
is threatened by the tools that we build. ... And those people rightly see that the products
that we build over the course of the next five, ten, twenty years will make many of those jobs
obsolete or threatened. And that is fundamentally hurting their ability to take care of their
families, to take care of themselves, and to live the lives they want to live. It's not surprising
to me that they want to have a voice in how that evolves” (WS5).

At the same time, other deployers viewed sabotage as unjustified in these same
workplace contexts. For instance, one deployer said, “People are also losing their jobs,
right? ... And it’s like, Al is here, automation is here, you are burying your heads in the
sand” (D6, WS6). Here, sabotage is viewed as a naive resistance to reality. Another
participant described sabotage as resistance based on emotions and not actually en-
gaging with the algorithmic system: “Just building a technology that is objectively useful
to teachers, administrators, students, even doing that is still hard to pitch. In particular to
teachers, right? They're just very skeptical of anyone telling them anything about how they
should do their job. ... And so the reasons why somebody might unplug it would top-
line probably be just straight resentment that someone thinks that they know my class better
than I do” (D3, WS5). D3 thus framed sabotage as unreasonable—emotionally driven
resistance to an “objectively useful” (D3, WS5) algorithmic system.

But deployers tend to write off sabotage as ill-informed, malicious, & unimagina-
tive about the future

In contrast to saboteurs, deployers viewed acts of algorithmic system sabotage as
malicious, ill-informed, and unimaginative about the future—and for these reasons
largely saw sabotage as unjustified. The least generous framing held by deployers
was that sabotage occurs for harmful reasons that are not aligned with the public
good. For instance, one deployer said, “I see it a bit as bullying. ... You have some sort
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of superior mobility to this robot, and you decided whether it was for a joke or for whatever
reason to trap it and cause it some frustration. So I look at it a bit more like big kids picking
on a little kid—yeah, a bully” (D5, WS6). This framing of actors as children was also
adopted by D6, who said, “My head goes to, it's kids. ... all they want to do it rip that
apart, so my head would go to teenage boys” (WS6). Identifying unknown saboteurs as
children in these ways diminishes their actions, framing them as mean and not fully
thought out, more about destroying for its own sake; to that end, D6 described acts
of destruction as “malicious” and acts of obstruction as “a prank” (WS6).

Deployers also projected selfishness onto saboteurs, seeing their acts of destruc-
tion as malicious in that they were over-focused on unearned personal gain. For
example, deployers described saboteurs as trying to get away with not doing their
jobs, saying that saboteurs “don’t actually want to get in trouble for what they're doing
at their job” (D2, WS4) and “maybe they believe that the tech is telling all the truth, and
they’re getting in trouble, and that they don’t want to get in trouble and so they want to
escape discovery” (D3, WS5). In these examples, deployers understood sabotage as a
way for saboteurs to get away with bad actions that would have been revealed by
the algorithmic system sabotaged.

In addition to being motivated by forms of malice, deployers perceived sabotage
as ill-informed about how algorithmic systems work, pointing to a lack of under-
standing as fostering sabotage. This implies that more understanding about algo-
rithmic systems would diminish backlash to those systems, suggesting that existing
backlash is unreasonably motivated. For instance, D5 described “a huge Al literacy
gap” that leads to “distrust or at least hesitation with these systems” (WS6). Similarly,
D2 said, “What I see is, there’s a lack of understanding. ... There isn’t a lot of clear infor-
mation, and people don’t always understand when their information is being used in those
systems and when it isn’t. And that makes people outside of technology very hesitant to want
to engage in it and want to use it, or want to be subjected to it” (WS4). These examples
show how deployers perceive sabotage as stemming from lack of knowledge about
systems, implying that more transparency about algorithmic systems mechanisms
would address any issues. These examples also frame negative emotions toward al-
gorithmic systems as ungrounded in reality—saying that more information would
help turn the emotions positive—and thus illegitimate.

One deployer, however, said that negative emotions toward Al cannot be fully
addressed until more information is available about the impacts of these systems
then currently exists: “I think that people have a deep-seated apprehension ... and so even
if universal basic income came in and saved the day, and all of the money that these companies
are making was just going right back into the public so that we could all just have a four-hour
work week, there would still be a concern and a resistance based on the difficulty that we have
in reckoning with what this technology is and how it affects us in a deep psychological and
emotional way that we don’t yet understand” (D3, WS5). Unlike above, this deployer
empathizes with saboteurs, emphasizing that the information needed to inform and
assuage people is not yet known.

That said, deployers also dismissed algorithmic system sabotage as a fear of and
resistance to change, writ large. Deployers said that “naturally humans are adverse to
change” (D5, WS6) and that “there’s a lot of distrust, and fear, and that also breeds violence”
(D6, WS6). This aversion to change naturally connects to technology development,
since, in the words of a participant, “When a technology is introduced into the world
it is meant to disrupt a system. It is meant to change the ways people are used to work
or live their lives,” which means that “there will always be backlash to any sort of new
technology” (D1, WS4). Together, these examples highlight a deployer viewpoint
that normalizes resistance as an inherent part of algorithmic system deployment,
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which lead to deployer responses that aim to make it through backlash rather than
listen to it. Deployers, as such, held a theory of change that emphasizes the rightness
and inevitability of innovation, of disruption from algorithmic systems—positioning
sabotage, in contrast, as unimaginative and unreasonably afraid of the future.

9.4.3 Sabotage aims to propel resistance movements against problematic
algorithmic system logics, but deployer responses to sabotage frame
the system logics as inevitable

In this section, we describe how saboteurs viewed the ideal outcomes from acts of
sabotage. We then contrast these ideals with deployer considerations for how they
might respond to acts of algorithmic system sabotage. Broadly, our findings suggest
that saboteurs aim with acts of sabotage to propel widespread resistance movements
against problematic algorithmic system logics forward, but deployers consider re-
sponses to sabotage within a framework that assumes the existing logics of those
algorithmic systems.

Saboteurs aim to cultivate widespread movements of resistance against problem-
atic logics in algorithmic systems

Saboteurs perceived sabotage as ideally leading to more widespread resistance against
problematic algorithmic systems. One way they saw sabotage as accomplishing this
was through creating more visibility around acts of resistance, which could serve to
normalize it. One saboteur said that sabotage is “always worth doing because setting
that precedent was really important. I always think of failed actions as, they may have failed,
but then I remember I"ve been very inspired in the past by looking at a lot of previous protests.

. an attempt is always really, really worth doing, even if it’s pretty unpopular” (S7, WS2).
S7 went on to say, “The desired effect of [sabotage] is something both destructive for the
company and also, to me, something very public, something very well known” (WS2). This
sentiment was echoed by other saboteurs: “The more widespread the infrastructure itself
is, the more visible the dismantling of it is, I think that creates its own sense of collectivity. ...
Like you're walking on the street and you see that the camera on the streetlight is mangled.
You're like, ‘Oh, what’s that about?” Or like, ‘Oh, that’s just happening, that’s cool, there’s
other people doing this’” (S6, WS2).

Saboteurs hoped that sabotage might not only normalize resistance but also in-
spire others to join in resisting as well. One participant said, “I think the ideal for any
of these scenarios is that it inspires, that there’s a ripple effect in terms of, like, ‘Oh, we’re set-
ting fire to Teslas? 1I'm down to do that too”” (S6, WS2). Another participant generalized
this sentiment, saying, “With any sort of direct action—type approach, I guess it’s always,
does this empower other people to act? Does this change the limits on what we think is pos-
sible?” (S8, WS3). Saboteurs discussed how visible sabotage can inspire further acts
of resistance, a benefit of acts “which are able to be leveraged towards building collective
power” (S4, WS1). For example, S9 said, “I think there needs to, to me, ideally be a public
component to it that somehow ... makes the media inspire other people to do the same in
different other [algorithmic system] developing companies, to potentially inspire other peo-
ple to do the same and resist equally in their work contexts” (WS3). And S6 described
how within acts of sabotage “there is a desire to spread the knowledge in terms of how to
actually carry these actions out” (WS2).

Other saboteurs highlighted how sabotage itself is a signal that there are others
resisting—suggesting some form of a collective—and that the existence of this col-
lective is what can encourage others to join in. For instance, S3 said, “When you have
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a critical mass of people who are doing something, it’s often easy to convince new people to
get on board” (WS1). And another participant emphasized diminished risks present
when collectives act: “The more there’s a perception of widely taken actions, I think the
more common it becomes, and the more safety that’s created, because then the city can’t pros-
ecute everyone” (56, WS2).

Saboteurs discussed how acts of sabotage could also spur responses from de-
ployers that further made resistance visible and inspired others to resist. S8 said, “I
hope that the company gets mad and does something evil in response, and then people get
fired up ... and that it can initiate this kind of feedback loop where the company and [resis-
tors] are put more at odds ... and that maybe at that point, the direct action won’t seem as
radical, or maybe it’s more in the mainstream consciousness so that these actions can become
more normalized, and maybe the movement grows as a result” (WS3). In this, deployer
responses that on their face are bad, or “evil” (S8, WS3), gain new shape as ways to
further compel people to resist. Saboteurs described how deployer responses can
also bring more focus to issues that motivate their acts. Considering new barriers
installed to protect self-driving cars from sabotage, saboteurs noted that the barriers
“are obviously somewhat negative, although also makes it more visible ... It’s kind of a re-
minder that ‘Oh, this is not beloved”” (56, WS2) as well as that “if now people cannot cross
the road any longer, that might equally help push the point that self-driving cars shouldn’t
be on the road” (59, WS3).

More broadly, beyond simply inspiring more acts of resistance, saboteurs wanted
sabotage to drive more critical stances toward fundamentally problematic algorith-
mic systems. This meant that saboteurs understood not only the visibility of but
also the motivation—the message—behind sabotage as important: “I think the phys-
ical dismantling sabotage is important, [and] having it being visible, having it be connected
to a specific message, all feel like additional pieces to me” (56, WS2). In this example, S6
explains how sabotage is not only about material change and visibility but is also
about fostering the development of critical consciousness.

In this vein, and related to symbolic rather than practical aspects of Luddism
[441], saboteurs viewed sabotage as symbolizing power dynamics. One participant,
considering a scenario about tearing down smart lampposts, posed a new idea for
sabotage: “A slingshot is very evocative. Very David and Goliath” (S7, WS2). And an-
other saboteur explicitly described the symbolism involved in acts of sabotage, say-
ing, “I'm not sure if it's the action itself that is the key, the most impactful thing, or if it’s,
like, the action is symbolic, sort of like [a] discursive marker” (S8, WS3). In this way, S8
appraised the aspects of sabotage that make it impactful, concluding that the act’s
ability to hold and stir conversation are central.

Relatedly, sabotage broadly aimed to create a longer-term memory of the impacts
of certain algorithmic system deployments that could be extrapolated from moving
forward. For instance, one saboteur said, “The best possible outcome is not only public
pushback and resistance against it[the algorithmic system in the scenariol, but also, again,
this moral shift of just being anti-surveillance and embracing means of preventing injustice,
and maybe achieving justice without the use of the carceral state. It's more of a societal moral
shift” (S7, WS2). Illustrating this point, other participants compared this moral shift
with other possible outcomes from sabotage. One discussed an outcome in which
sabotage successfully leads to a rolling back of the deployment targeted: “It’s obvi-
ously a good thing, but if it stops people from— if it makes people feel that the problem has
gone away, I guess, maybe the problem we see is the way that tech companies interact with
the city, or something like that. Then maybe it kills the resistance movement and makes
it harder for us to resist other fights” (58, WS3). Here, S8 worries that without a col-
lective moral shift, resistance can be pacified without deeper change. And another
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saboteur emphasized the importance of this moral shift in order to avoid starting
from scratch to resist every single unjust algorithmic system deployment: “To me, I
feel like the collective memory of the public’s displeasure is best case because there’s no end
to these smart city deployments, so I think that kind of memory is a better safequard than
many of the other outcomes” (56, WS2). Additionally, S9 emphasized how this moral
shift requires being involved in deeper, on-the-ground organizing and relationship
building, rather than relying solely on sabotage: “I think there’s a need for these actions
to be taken with some kind of neighborhood-level support or understanding or relationship
building rather than, “We're just coming in and destroying things”” (56, WS2).

In contrast, deployers largely considered responses to destruction that don’t change
the system’s existing logics

In contrast to the aims of sabotage, responses to sabotage described by deployers
failed to deeply engage with fundamentally problematic aspects of deployed algo-
rithmic systems, instead preferring responses that mostly aimed to increase trust
around largely unchanged existing deployments. In order to increase trust, deploy-
ers described choosing responses that were not explicitly antagonistic to saboteurs.
For example, one deployer said that “demonizing the attackers is just never a good strat-
egy. ... you're trying to build trust in your company and in the systems that you build”
(D1, WS4). At the same time, deployers implicitly dismissed saboteurs’” concerns
about the nature of algorithmic system deployments by characterizing them as trust
issues.

Deployers shared a variety of responses to algorithmic system sabotage that in-
volve changing the information conveyed about the targeted algorithmic system.
One method for this was to increase transparency around the algorithmic system
and its interactions with people. For example, D6 talked about “trying to have that
transparency honestly somehow incorporated in this so that people can build trust. ... I
work in the autonomous vehicle space, and being very transparent about the data, the safety
data, the crash data, that’s really important” (WS6). Similarly, D2 said that sharing uses
of camera-collected data with people whose data is collected helps them “feel more
comfortable being in front of the camera” (WS4). Notably, increases in transparency
described by deployers did not involve changing anything about the algorithmic
system or its uses, just the information shared about the system and its uses.

Deployers also discussed how they could respond to algorithmic system sab-
otage through efforts to publicly emphasize the benefits of the targeted systems.
One deployer talked about illustrating the positive impacts of delivery robots: “Our
robots helped grandma get her medicine without her having to exert herself and put her-
self in danger of falling. That’s a good PR move; that could be a commercial” (D5, WS6).
Another similarly spoke of redirecting public framings of algorithmic cameras that
monitor workers: “Worker safety was the underlying principle that they were trying to
g0 with, versus surveillance of misbehavior. I think they should have leaned into the worker
safety principle a bit more and then communicated that, and built their messaging around it”
(D1, WS4). In PR responses like these, deployers aimed to valorize their deployed
systems and bring more positive sentiment rather than backlash. D2 summarized,
saying, “Making sure that those good points are really what people are learning about all
of these systems is the priority over some of the negative” (WS4). Promoting the advan-
tages of algorithmic systems, similar to increasing transparency, did not involve any
modifications to the system deployments themselves, focusing instead on reshaping
public sentiment in more favorable ways.
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Another way deployers talked about changing PR strategies around targeted
algorithmic systems entailed acknowledging fault for problematic system deploy-
ments. One participant emphasized the importance of accepting blame for building
trust: “Being honest with everyone about either where you went wrong as the company or
where the product went wrong in your implementation of it is very important to build that
trust back up” (D2, WS4). Deployers also described improved deployments as ways
to acknowledge issues. For instance, D1 said, “There has to be a mea culpa of sorts, like,
‘Okay, we messed up in the rollout of this system. We have taken XYZ steps to improve it,
and we will roll it out in a more responsible, measured way’” (WS4). And D3 described
wanting to pause use of the system in order to “acknowledge the moment and the con-
cerns, and it allows the company to be thoughtful about how it would proceed. ... I think
that could be interpreted as, “We're just gonna pause it until the tumult dies down, and then
we can just put it back on the market, and it’ll be fine’ so I could imagine the economists
being persuaded to do it as well, but I would want to do it for what I would interpret as
the ethical reasons” (WS5). Here, D3 discusses navigating different incentives held by
decision-makers that differ from their own preferences. In these examples, accept-
ing blame can come with additional consideration of how system issues might have
occurred and what to do about them.

To that end, deployers described responding to algorithmic system sabotage by
further investigating system performance, as in section 9.4.1, and they aimed to
use the information gained to deploy improved algorithmic systems that inspired
greater trust. For instance, one participant said, “At the end of the day, you want to
build trust. ... And so I think the thing I would do, I'd like to shut the whole system down

. and troubleshoot what's wrong with that, and then try to deploy a better system” (D1,
WS4). D1 added that in addition to further investigating issues, testing an algorith-
mic system can show that it deserves trust, describing a process to “rigorously test ...
because that’s how you build trust in these systems to show that they are actually working
effectively” (WS4).

However, deployers also talked about how they pursued further investigations
in order to create the appearance of making changes without actually making changes.
One deployer said, “You'd like to do the minimum necessary to get everyone off your back,
and to say that you've listened, and that you are still paying attention to them, but also
they’re gonna keep using the product, and they’re gonna keep paying you for it” (D4, WS5).
As such, this deployer describes feedback as a way to make people feel heard with-
out actually listening and changing anything meaningful about the deployment.
Further emphasizing the lack of real interest in expansively collecting feedback, an-
other deployer discussed potential implementation of a new way to collect and ana-
lyze feedback: “I could imagine a company going this route, but only after they've already
deployed a formal feedback mechanism. And they re gonna say, ‘I don’t care what people have
emailed us up to this point, let’s start fresh with our form that we control, where the mes-
sages are coming directly to us through this one pipeline’” (D3, WS5). Here, the company
feigns interest in further investigation of issues while actually limiting the feedback
they engage with. D3 additionally noted that collecting feedback “might deter at-
tacks, because you're able to file a complaint” (WS5), suggesting a belief that the aim
of collecting feedback is placation of backlash rather than addressing problematic
deployments.

Deployers did also mention some consideration of higher-level problem formu-
lation in response to algorithmic system sabotage. Deployers described doing this
by engaging with different levels of people involved in deployment processes. D2
stressed the necessity of going to the top level and “having an honest conversation with
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whoever’s in charge of deploying these systems, or purchasing them, or however it’s struc-
tured, of whether it really is meeting that end goal” (WS4). At the same time, D4 stressed
the opposite: “You need to have it in a more bottom-up set up, and less of a top-down, forced
way of doing things” (WS5). Though they call for prioritizing engagement with differ-
ent groups, together these examples highlight the importance of power dynamics in
problem formulation processes.

Reconsidering problem formulation often went hand-in-hand with investigating
issues further; that is, deployers occasionally discussed how investigation can be
at broader levels in which problem formulation is reconsidered. For instance, one
deployer said, “You basically have to relaunch, and find out what the real problems are that
your tech is missing. I don't like the idea of saying, "We have a hammer, can you show us your
nails?”” (D3, WS5). To that end, another participant also emphasized the importance
of reexamining what the real problems are: “What is the user problem that’s trying to be
solved? What is the core of it? And attack that problem versus put a band-aid on whatever
the current issues are” (D1, WS4). In these examples deployers moved to a level where
they described interest in actually reconceptualizing their algorithmic systems’” uses
and impacts.

9.5 Limitations

Our speculative scenarios were developed based on observable real-world cases; we
assume that there are also many cases that go without notice, that are done with
the intention of plausible deniability, that are designed to never be discovered, that
happen internally in workplaces where actions are less likely to be made public. As
such, we encourage future work to investigate these less visible forms of resistance
and how saboteur and deployer views change when the observability changes. To
that end, we conducted a speculative design study, so while we did learn a lot about
participant motivations and perceptions, and did get to hear scaffolded discussions
with conversations amongst multiple participants, we are unable to draw conclu-
sions about what people would actually do in practice in situations like these. We
encourage future work to examine how people decide their actions in real-world
settings. Our participants were all English speakers and predominantly located in
the United States (though one was in Argentina), and our recruitment was limited to
those who would talk to us. This makes it more challenging to extend our findings
to saboteurs who may have preferred to remain fully anonymous and to deployers
who are not interested in revisiting moments of backlash to their deployed systems.
There are opportunities for future work to investigate the views of these groups in
particular, as well as to focus more on particular contexts of algorithmic sabotage.

9.6 Discussion

In this chapter, we investigated how Al sabotage is understood by both saboteurs
and deployers of algorithmic systems, with the aim of informing ways for the HCI
community to better support more productive engagement with algorithmic sabo-
tage and resistance more broadly. The findings showcased significant divergences
and alignments in saboteur and deployer perspectives, especially in how they con-
ceived of what algorithmic sabotage is and which theories of change motivate it.
Throughout our results, participants described various interpretations of algorith-
mic sabotage—as a communication practice, as an imaginative practice, and as an
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ideological practice. Here, we discuss directions forward for how the HCI commu-
nity can support more productive engagement with the phenomenon of algorithmic
sabotage across these multiple levels, highlighting the complex nature of resistance
to algorithmic systems as well as the challenges and opportunities that come with
understanding and supporting it.

9.6.1 Supporting Al sabotage as communicative practice

The results of our study suggested that both saboteurs and deployers view acts of
algorithmic sabotage as forms of communication. Deployer interpreted sabotage
largely as “feedback” that can help them improve algorithmic systems, but saboteurs
disagreed. Saboteurs rejected the feedback framing not because they are opposed
to participating in feedback processes at all but because the Al feedback processes
they have experienced have been broken to the extent that they seek sabotage as an
alternate mode of recourse—and they are not the first to express this feeling [588].
Our results indicate that this stems in part from overly constrained communication
channels between deployers and those resisting algorithmic systems that filter any
feedback they receive into narrow conceptions of what change is possible. To that
end, saboteurs might be more interested in feedback processes that are more imag-
inative about potential problems and solutions beyond aiming to reform existing
technologies, and that provide saboteurs and resistors more control over the out-
comes of the process.

For their part, saboteurs understood sabotage as communication toward differ-
ent audiences and toward different ends than deployers did. In particular, sabo-
teurs expressed wanting their acts to convey that resistance is happening to others
who might then be spurred to resist. This framing parallels the concept of “bright
spots”, or "observable community successes beyond the norm” in environmental
conservation research [60]. That is, saboteurs see algorithmic sabotage as creating
“bright spots” of visible success in resisting Al—and there are opportunities here
for helping these spots shine even brighter by bringing more attention to them in
both research and more public facing media. While ideally this attention would also
legitimize these bright spots of resistance, our saboteur participants noted that even
antagonistic or dismissive engagements with algorithmic sabotage can help make
sites of contestation more visible and thus still meet some of their communication
aims. That is, saboteurs described how algorithmic sabotage allows them to change
the terrain that everyone operates on, often forcing deployers to communicate more
widely and on saboteurs’ terms with their responses to algorithmic sabotage.

In that vein, saboteurs also wanted their acts to communicate dissatisfaction with
algorithmic system deployments to society broadly, in order to develop a collective
and long-term memory that can facilitate and sustain movements to resist various
forms of injustice. How might acts of sabotage be supported to spread and coor-
dinate movements? There is opportunity for the HCI community to continue ex-
amining historical and ongoing movements of tech resistance (e.g., [441]), such that
people resisting algorithmic systems can more clearly understand their specific so-
ciotechnical context and build solidarity and that deployers of algorithmic systems
might themselves learn about and join movements of algorithmic resistance.

Similarly, both deployer and saboteur participants discussed desires for those af-
fected by algorithmic systems to have more knowledge about those systems. How-
ever, the tenor of this knowledge varied; while people in both groups used terms like
“Al literacy”, they had widely ranging interpretations of what this meant in practice
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and why it was important. While deployers focused mainly on greater system trans-
parency so that people could trust those systems more—spreading knowledge rather
than changing anything about the system—saboteurs focused more on developing
critical consciousness that can drive strategies for resistance and repair: spreading
knowledge in order to change the system. This contrast indicates the need for fur-
ther reflection on the extent to which directions like algorithmic literacy are helpful
for equipping people with the information needed for resistance, versus contribute
to ossification of mindsets that algorithmic systems are inevitable and that individ-
uals” experiences with Al alone do not bring them enough expertise to take action.
How do methods in areas like algorithmic literacy compare to on-the-ground prac-
tices of mutual aid, support, and skill sharing? While we see opportunities for HCI
researchers to further support on-the-ground practices of information sharing, fol-
lowing [524] we do caution that some details and tactics should not be shared in
academic venues as this can lead to attempts to frustrate rather than support algo-
rithmic resistors.

9.6.2 Supporting Al sabotage as design practice

Our findings also indicate the imaginative potential of algorithmic sabotage. This is
in line with Ruha Benjamin’s conception of imagination as a way to break down and
move beyond structures of tyranny [57]. To that end, saboteurs described how they
viewed algorithmic sabotage as a generative practice, a practice of design itself. This
follows work arguing that acts of refusal to technologies, like algorithmic sabotage,
can be understood as acts of design [596], as well as work that considers how acts of
dismantling sociotechnical systems, of taking them apart, are also acts of remantling:
of collaboratively creating and constructing new realities [52].

Here we see opportunities for the HCI community to work to further understand
in what ways algorithmic sabotage on the ground embodies and contributes to de-
sign principles. For example, in our study the materiality of an algorithmic system
seemed to matter, as physical instantiations provide different sorts of affordances
and resistance possibilities than fully digital instantiations of algorithmic systems.
Participants discussed different sorts of risks and expertise needed depending on
these differences in system materiality—such as a smart lamppost allowing spray
paint or throwing rocks but requiring risks of acting in public, whereas drone soft-
ware requiring code-writing prowess but might allow plausible deniability if caught.
These different skills needed, tactics selected, and mindsets around risks accepted
lead to distinctly different forms of designing new sociotechnical systems through
sabotaging Al—opening questions around how to expansively consider the charac-
teristics that constitute a designer while upholding the value of expertise.

Algorithmic sabotage can also imaginatively move toward social justice in ways
that extend beyond existing categories of design and making as a form of “elimi-
nation for good”, an emancipatory act of unmaking [441]. In this vein, there are
implications for HCI to support deployers of algorithmic systems to reconceive of
their plans for building and launching their systems such that they include ways to
not only adjust but discontinue the deployment, to undesign technologies [399]. In
the realm of algorithmic systems, this includes forms of retraction such as algorithm
abandonment [280], as well as more forceful methods of direct action that involve
obstruction or destruction of algorithmic systems.

Algorithmic sabotage offers unique lessons for the HCI community. We see op-
portunities to support deployers to themselves participate in algorithmic sabotage.
Though we focused on two distinct groups of saboteurs and deployers, these groups
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can have overlap: a number of our saboteur participants had at times also been
deployers of algorithmic systems. This might involve finding ways to bring more
visibility to acts of sabotage and other forms of resistance to algorithmic systems
that are already happening from deployers themselves, as these actions tend to go
more unnoticed. Any methods that aim to do this must also balance the reality that
deployers committing algorithmic sabotage may rely on plausible deniability or an
ability to not be found out, which would make them naturally wary of connecting
with others and want to evade publicity.

We also see opportunities for the design of affordances in algorithmic systems
that are specifically intended for breaking or blocking those systems. This parallels
related notions of un-crafting [375], unmaking [491, 492], obsolescence and break-
down [273] as relevant to design practices and ways to provide space for more ex-
pansive modes of engagement with sociotechnical systems. Built-in affordances for
sabotage can be understood as a way to ensure ongoing consent from those who
interact with algorithmic systems. And designing for algorithmic sabotage provides
a way for deployers to intentionally probe for intensely negative reactions to their
algorithmic systems that may otherwise have been unheard, underappreciated, or
underexpressed while also allowing those reactions to avoid broken feedback chan-
nels and have direct impact immediately.

9.6.3 Supporting Al sabotage as ideological practice

Throughout our study’s results, participants discussed algorithmic sabotage at an
ideological level, especially discussing how algorithmic sabotage attends to issues of
and aims related to power. Though there were many disconnects between saboteur
and deployer perceptions of algorithmic sabotage, saboteur views of resistance did
resonate with deployers at certain points: both viewed sabotage as a way to attend
to lacking power and control, though deployers largely considered this within the
contexts of privacy and work. Additionally, some deployers described desires to
reconsider the higher-level problem formulation of algorithmic systems, in line with
saboteur desires to resist not just specific instantiations of algorithmic systems but
the larger political projects of algorithmic systems.

These points of resonance between saboteurs and deployers of algorithmic sys-
tems suggest opportunities to support bridge-building between these groups. We
see openings to help deployers broaden their conceptions of where power and con-
trol is relevant, such as by helping develop their critical consciousness around the
ideological and political project of Al through which power is consolidated and
shifted away from individuals and toward owners of algorithmic systems [20, 506,
545].

Many deployers are themselves positioned closer to the individuals with little
power than to the AI owners, which might prime them to be more sympathetic to
those who engage in algorithmic sabotage and other forms of resistance even as
they feel constrained by their own workplace incentive structures and internal hi-
erarchies. In particular, the deployers in our study did not necessarily hold higher
positions of decision-making power and expressed some stances related to ethics
and justice that paralleled those of our saboteur participants. For example, D3 de-
scribed how an Al system’s problem formulation was entirely incorrect and should



Chapter 9. Saboteur & Deployer Perceptions of Algorithmic Sabotage 160

be reconceptualized; at the same time, D3 also described needing to frame any ac-
tions in ways that resonate with other decision-makers and their incentives. Fol-
lowing research that has identified opportunities for tech workers in similar posi-
tions, we see opportunities for HCI to support “soft” tactics of resistance that oper-
ate within a larger, dominant technology industry. This might involve the creation
of tools designed specifically for deployers in positions like this to help them act in
ways sympathetic to saboteurs by framing their actions in ways palatable to values
within their organizations.

Additionally, we see opportunities to support more overt resistance from de-
ployers, such as designing new strategies for building solidarity through formal
and informal workplace unions. This space requires new methods to help deployers
themselves avoid, resist, and sabotage algorithmic systems that their organizations
turn on them to suppress efforts for collective power [424]. To that end, there are
opportunities for recruiting deployers as saboteurs, building bridges between those
who design, develop, and launch algorithmic systems and those who are affected by
and engage in on-the-ground resistance of algorithmic systems. It is already the case
that some algorithmic system deployers advocate for people impacted negatively by
their systems (e.g., [141]. At the same time, given existing feedback processes, sabo-
teurs are not interested in algorithmic sabotage being used for design feedback. As
such, we see opportunities to connect advocating deployers with sabotage and re-
sistance movements—in safe ways that do not reveal identities of either—so that de-
ployers might further develop their critical consciousness, share information about
points of leverage regarding the algorithmic systems they deploy, and begin partici-
pating in algorithmic sabotage themselves from the inside.

9.7 Conclusion

We provided a deeper, more nuanced understanding of saboteurs” and deployers’
views of algorithmic sabotage and its aims, highlighting significant points of dis-
connect and partial alignment. Our findings indicate that 1) saboteurs and deployers
both view algorithmic sabotage as a form of communication, but for different audi-
ences and purposes and 2) saboteurs view algorithmic sabotage as an imaginative
practice, while deployers write off algorithmic sabotage as unimaginative. These
findings indicate opportunities for the HCI community to build bridges between
these saboteurs and deployers in order to support broader movements of resistance.
For example, needs for Al literacy can be interpreted as a need for further devel-
opment of critical consciousness, encouraging deployers to share knowledge of and
skills related to Al systems specifically for the purposes of more effective resistance.
Additionally, algorithmic systems might be intentionally built with affordances for
sabotage that can be used by both saboteurs or deployers if the system acts prob-
lematically. We highlight that power dynamics mediate not only acts of sabotage
but also deployer responses to those acts, so supports for either group will require a
careful consideration of specific hierarchies and risks involved.
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Chapter 10

Conclusion

This dissertation has investigated a range of acts of bottom-up resistance to harmful
Al systems—from everyday algorithm auditing to algorithmic sabotage, from in-
dividual workarounds to collective pressure, from communicating issues upward
to communicating contestation outward—highlighting the breadth of tactics that
people use to oppose harmful Al systems. Throughout, bottom-up resistance has
revealed itself as an embodied practice that creates material change in the world.
Even when structurally limited, people have some power and take action, leverag-
ing it to begin designing the worlds they want. This dissertation emphasizes the
importance of affected people and their self-determined actions in Al harm remedi-
ation efforts and in sociotechnical spaces more broadly, highlighting the capabilities
of bottom-up resistance to provide an antidote to insufficient existing mechanisms
for accountability and redress around harmful Al systems.

I understand this research as an attempt to bring more focus in research and
technological spaces to acts of bottom-up resistance that have been happening, are
happening, and will continue to happen. My contributions then fall largely into two
categories: understanding the details and depths of how bottom-up resistance is
enacted on the ground, then translating that into research spaces while synthesizing
arguments for why these acts deserve space and legitimacy as well as implications
for what researchers and technologists, once convinced, can do next. Throughout I
have explored the dynamics of power, the complexities of pushing for change, and
the nuances of positionality—but much remains to be explored on these fronts. To
that end, building on this dissertation, here I rhapsodize on directions for future
work:

Moving forward, this work can be extended by developing theoretical frame-
works that capture the situated, evolving, and heterogeneous ways that resistance
unfolds. Different groups of people have vastly different needs and motivations for
their engagements with and resistance to harmful Al systems. Additionally, as the
implementations and features of Al systems change over time, different forms of re-
sistance become more or less tenable. As such, future work should continue to study
Al resistance in a variety of contexts in order to provide detailed, nuanced, empir-
ical knowledge of what is happening on the ground around Al systems and what
opportunities exist to support affected people’s self-determination moving forward.

Working to understand and support acts of bottom-up resistance also begs more
reflection regarding risks from multiple angles. For one, the risks of resisting dif-
fer depending on the context. Throughout my work, the importance of knowledge
sharing came up many times as a way to form collectives, to share solidarity, to
understand and resist systems more effectively, to develop critical consciousness.
How can knowledge about the complexities of risks in these processes be devel-
oped, recorded, and shared to support resistors in situation-specific risk analysis, so
that they can develop better precautions to limit their risks and decide exactly what
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sorts of safety they are willing to cede when acting? Sharing information about
bottom-up resistance can itself come with risks. How can we ensure that research
and tech spaces direct more attention to supporting resistance efforts without over-
stepping by making sensitive details public? And supporting bottom-up resistance
can also come with risks of supporting bad actors, as not all bottom-up actions are
positive. How can supports be designed such that they are more difficult to redi-
rect in harmful ways themselves? How can we both maintain the importance of
expertise for action while expanding notions around what expertise is?

To that end, there is significant contention around what is a “good” versus a
“bad” act of resistance. Future research should work to further understand the nu-
ances around forms of legitimacy that bottom-up resistance to Al both attempts
to work within and break free from. For example, everyday algorithm auditing in-
volves people collecting information and conveying issues within frames of logic,
quantification, and proof held by decision-makers; at the same time, everyday al-
gorithm auditing can also involve pushing collectively for change in more forceful
ways that do not bow to acceptability standards of the powerful. Here, emotion and
use offer two particularly interesting points of entry. Negative emotions like anger
are often used as reasons to dismiss forms of bottom-up resistance like Al sabotage
as unreasonable; however, anger can provide significant push to drive individual
resistors and larger movements of resistance forward. Additionally, acts of bottom-
up resistance to Al are often written off as misuses of Al systems, even though—as
shown by my work—expansions on the category of use when people resist and at-
tempt to reconfigure Al systems are important for meaningfully addressing Al harm.
How can we move away from limiting ideologies of legitimacy and toward a vision
that centers community agency, resistance, and transformative change to inform the
governance of AI?
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Appendix A

Ch. 4 Demographic information

# % # % # %
Gender Race/Ethnicity Political Views
Female 14 | 61% White 8 35% Very Liberal 7 30%
Male 7 30% Asian 7 30% Liberal 6 26%
Non-binary 2 9% Black or African American 6 | 26% Moderate 5 | 22%
American Indian or Alaska Native 2 9% Conservative 3 13%
Sexual Orientation Hispanic or Latino 2 9% Prefer not to disclose 2 9%
Straight 15 | 65% Middle Eastern 1 4%
Bisexual 4 17% Highest Degree Completed
Lesbian 2 9%, Religion Bachelor's degree 7 30%
Gay 1 4% Protestant 5 22% Some college 5 22%
Queer 1 4% Nothing in particular 4 17% Master's/professional degree 5 22%
Hindu 3 13% Doctorate 2 9%
Atheist 3 13% Some grad school 2 9%
Something else 3 13% Highschool/equivalent 2 9%
Roman Catholic 2 9%
Prefer not to disclose 2 9% Income
Buddhist 1 4% $75-100k 6 26%
Muslim 1 4% $50-75k 6 26%
$30-50k 6 26%
$15-30k 3 13%
<§15k 1 4%
Prefer not to disclose 1 4%

FIGURE A.1: Self-reported participant demographic information from the screening questionnaire.

Familiarity with...

B Not atall

Al algorithms B Slightly
Somewhat
ML models B Moderately
W Extremely

Dataset construction in ML

Training an ML model

The use of algorithms in
prediction & recommendation
systems

The use of Al in social media
platforms

Implementation of ML models
in various domains

25

Participants

FIGURE A.2: Participant familiarities with various algorithmic concepts, on a 5-point Likert scale.
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Appendix B

Ch. 7 Additional Details on Process
of Response Collection &
Categorization

To explore the space, we adopted a case study approach, gathering documented his-
torical cases of responses from below that intend to remediate perceived algorithmic
harm. We understand actors and actions from below as those lacking direct power to
make decisions about the design and deployment of algorithmic systems. To empha-
size power relations, we broadly refer to those who have control over algorithmic
systems as “algorithmlords”, building on past work describing “data barons” who
control data and “digital feudalism” in which tech companies behave as modern-day
feudal lords [159, 205, 275]. In the vein of [568], we understand algorithmlords as
those holding greater power to envision and construct algorithmic systems, occupy-
ing positions “above” those subjugated by their decisions, while acknowledging that
relationships and interactions between people are more complex and nuanced than
this fully captures. We included cases in which the system is described as algorith-
mic in the source material (making no attempt to further define what an algorithm
is [339]), the actor perceives harm from that system and takes action in response,
and the actor lacks direct power to make decisions about the design or deployment
of algorithmic systems (following [568]).

We began with a set of 10 documented cases drawn from seven past research pa-
pers that the authors were familiar with [148, 168, 169, 288, 302, 474, 552]. From our
initial set of research papers, we used both forward and backward citation chaining
to find additional examples, following relevant citations to find other cases. We also
conducted searches of research literature, news media, and social media using com-
binations of relevant keywords (e.g., “algorithmic”, “harm”, “users”, “respond”)
to find additional relevant cases. Our cases spanned many different algorithmic
domains (e.g., recommendation, image cropping, facial recognition) and types of
harm (e.g., financial, stereotyping, surveillance).

While collecting cases, we also began analyzing and categorizing the responses
present in the cases we had already gathered. We coded each case with the algorith-
mic harm identified by the responder(s), who was impacted, the algorithmic sys-
tem, the actor(s) responding, the response action or actions, any tools used, and if
described, the desired and actual outcomes. As a single case often included respond-
ing in multiple ways, we extracted all the responses from each case. We conducted
a bottom-up thematic analysis with a series of interpretation sessions on these re-
sponses and, based on this, grouped our set of responses into types of responses
based on similar responder behaviors present, which we then synthesized into three
high-level strategies, each of which captures a different way that these responses aim
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to interact with power.

Finally, based on discussions with researchers beyond our team, we identified
additional relevant cases that could inform the development and refinement of our
taxonomy. For example, Global North locations were overrepresented in our ini-
tial set of cases. To mitigate this bias, we added specific responses from cases that
emerged in our discussions and from conducting additional searches that covered
other regions.

We conducted initial searches in the spring of 2022, then coded and interpreted
as already described in the Appendix. We then conducted additional searches that
targeted regions underrepresented in our dataset by appending region names to the
previous search terms and identified an additional 50 responses across 26 cases, us-
ing the criteria described above. We iteratively integrated the cases into our cate-
gories, expanding one of our categories in the process. Continuing our searches in
2023, we identified 19 more responses over 11 cases that, when coded and integrated
in our analysis, did not impact the taxonomy’s structure.

In all, we collected 96 cases from 75 sources with 169 extracted responses from
below to algorithmic harm. We stopped collecting cases when we reached saturation
in our categorization: that is, when we stopped finding examples of new types of re-
sponses. We emphasize that we see the cases used as the basis for our taxonomy as
illustrative of the phenomenon under study, but not necessarily exhaustive. Addi-
tionally, due to the constantly changing and emerging nature of algorithmic systems,
of their applications, of related harms, and of related responses to these harms, we
see this work as an initial exploration and invite future researchers to expand on it.
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