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Abstract

Decompilation is the process of converting executable programs back into source
code, reversing compilation. Decompilation is used in several security-related tasks
for which the source code of the program of interest is typically unavailable, includ-
ing malware analysis, vulnerability research, and patching legacy software. Unfor-
tunately, a significant amount of information is discarded during compilation, which
means that information is unavailable for decompilers to use when reconstructing
the source code. As a result, decompiled code is missing details like variable names,
user-defined types, and comments, and is often structured in substantially different
ways. The end result is that decompiled code is substantially more difficult to read
than traditional source code, making reverse engineering a painstaking process. The
key goal of this thesis is a method to recover these missing details with machine
learning while not undermining the stronger correctness properties that determinis-
tic decompilation provides.

In the first thrust, to gain insights into the nature of decompiled code with an eye
towards how it can be improved for reverse engineers, we conduct an empirical study
of decompiled code. In particular, we build a comprehensive, hierarchical taxonomy
of the ways in which decompiled code is unfaithful to the original source code from
which it was derived (through compilation and subsequent decompilation). Two key
conclusions from an analysis of our taxonomy are (1) a lack of type information,
especially user-defined-types, are directly or indirectly involved in over half (8/14)
of all top-level issues, and (2) arbitrary textual transformations are required to fix all
issues generally.

Leveraging these insights, in the second thrust, we built a neural decompilation
tool, IDIOMS, to help address the fidelity issues with decompiled code. Because type
information and much of the information needed to rewrite the decompiled code is
discarded during compilation, our approach is probabilistic, based on machine learn-
ing. IDIOMS consists of a family of fine-tuned language models of code. IDIOMS
jointly rewrites decompiled code and provides definitions for all user-defined types
used within the rewritten code. IDIOMS takes as input the decompiled form of a func-
tion and, because code throughout an executable program can inform the prediction
of user-defined types, other nearby functions in the binary.

The final thrust addresses a fundamental limitation of neural decompilation tools
like IDIOMS: incorrect predictions (mispredictions). Especially concerning are se-
mantic mispredictions: those that do not faithfully represent the behavior of the un-
derlying binary. Mispredictions are a critical threat to validity for neural decompilers
because a misprediction could mislead a reverse engineer into drawing incorrect con-
clusions about the executable. We introduce a technique, FAULTLESS, that checks
for the absence of semantic mispredictions by comparing a neural decompiler’s pre-
dicted code with the decompiled code, allowing the reverse engineer confidence that
the rewriting can (or cannot) be trusted. FAULTLESS can also be applied to evaluate
a neural decompiler by comparing the predicted and original code.
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Chapter 1

Introduction

Decompilation—the process of analyzing a compiled program and recovering a source-code pro-
gram that portrays the same behavior—is a crucial tool in computer security, as it allows security
practitioners to more quickly gain a deep understanding of the behavior of compiled programs.
This is particularly useful in security scenarios such as analyzing malware and commercial-off-
the-shell software where the source code may be unavailable. By converting executables into
human-readable C-like code, decompilation allows reverse engineers to more effectively under-
stand and respond to the threats posed by malware [104]. An example of this can be seen in
the study by Durfina et al. [116], where analysts employed a decompiler to analyze the Psyb0t
worm, a piece of malware that infects routers to build a botnet. Reverse engineering is a painstak-
ing process which involves much time spent rebuilding high-level program design as the reverse
engineer develops an understanding of what the executable binary does [104]].

Analyzing and understanding the behavior of executable code is significantly more difficult
than analyzing source code due to information that is discarded during the compilation process.
Source code is a dual-channel medium, containing a formal channel that specifies execution se-
mantics and a natural (language) channel that communicates information to developers who read
and write the code [19]]. Unfortunately, while high-level programming languages contain natural-
channel abstractions and constructs such as variable names, types, comments, and control-flow
structures that make it easier for humans to write and understand code [90]], executable programs
do not. These abstractions are not necessary for an executable program to run, and thus they are
discarded, simplified, or optimized away by compilers in the interest of minimizing executable
size and maximizing execution speed. This means that those useful abstractions are not present
when it comes time to analyze an executable program without access to its source code. Tra-
ditionally, security practitioners would reverse engineer executables by using a disassembler to
represent the semantics of the program as assembly code. While better than nothing, assembly
code is still far from readable. Decompilers fill this gap by analyzing an executable’s behavior
and attempting to recover a plausible source code representation of the behavior. Decompilers
are one of the most popular tools used by reverse engineers. Despite a great deal of work, de-
compilation is a notoriously difficult problem and even state-of-the-art decompilers emit source
code that is a mere shell of its former self [40, 65, 89,107, [108]].

One way to help would be to recover the natural-channel abstractions that are designed for
human comprehension in the first place. Unfortunately, this cannot be done deterministically be-



1 static void enqueue (struct queue *q, struct urb = 1 __int64 _ fastcall func7(_QWORD xal, __ int64 a2) {

urb) { 2 __int64 result; // rax

2 if (g->head) { 3
3 g->tail->next = urb; if (xal)
4 } else { 5 * (_QWORD x) (al[l] + 8LL) = a2;
5 g->head = urb; 6 else

} 7 *al = a2;
7 g->tail = urb; 8 al[l] = a2;

urb->next = ((void x)0); 9 result = a2;
9} 10 * (_QWORD x) (a2 + 8) = OLL;

11 return result;
}
(a) Original Source (b) Decompiled

Figure 1.1: A function, and the same function having been compiled, then decompiled. The
decompiled function is missing abstractions like identifier names and user-defined types which
make the code more difficult to read.

cause those details are discarded. However, it is usually the case that natural-channel abstractions
and formal-channel semantics are linked: the former is used to describe and give structure to the
latter. Moreover, software is natural: predictable given context [45]. In other words, program-
mers are often consistent about how they use programming languages to express ideas in code.
For instance, a call to mal1oc is often followed by a NuLL-check. In combination, these two ideas
suggest that it may be possible to predict natural-channel abstractions like names, types, and code
structure from the formal-channel abstractions that remain in the executable. For instance, the
name of a variable that controls the maximum value of an integer used to index into an array is
more likely to be called 1ength or size than it is filename or node. Such a prediction tech-
nique must be fundamentally probabilistic, and thus may occasionally be wrong, at least relative
to the original source, in the (by definition) rare case that these abstractions are unnatural, such
as when a programmer uses an unusual or even misleading variable name. However, there is still
the potential to significantly improve the decompiled code.

A rapidly growing body of work leverages these insights to improve decompilation with
machine learning. Broadly, this work falls into two categories: techniques that target one or
more specific abstractions (e.g. variable names, variable types, function names), updating the
placeholder values in the traditional deterministic decompilation [21} 29} 54} 159, 162, [76, 79,
105, 1106, 113, [114] and work that generates a complete code snippet (based on the executable,
assembly, or deterministic decompilation) [, [17, 48, 50, 53, 57, 98]. We refer to the former as
targeted-abstraction-prediction and the latter as neural decompilation. Neural decompilation is
attractive because it elegantly can predict all natural-channel abstractions at once. Because there
are numerous differences between decompiled and original code, as we show in Chapter 3] it is
impractical to maintain targeted models that handle each of them. However, it is also inherently
more risky because the neural decompiler could mistakenly generate code that does not faithfully
represent the semantics of the binary, thereby undermining reverse engineers’ understanding
of the executable and thus undermining decompilers’ key purpose in the first place. Beyond
this, existing neural decompilation techniques do not handle user-defined composite types, like
structs and unions, well. In particular, they will generate code with these types but not the
definition of those types, meaning that their solutions are underspecified. This is a key limitation,
because user-defined composite types are very common in real code.
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In this dissertation, I present work to help address this gap. First, to gain insight into the na-
ture of decompiled code, I conduct an empirical study of decompiled code, building a taxonomy
of the ways in which decompiled code differs from the original. I leverage insights derived from
analyzing our taxonomy to inform a new neural decompilation approach. In particular, it jointly
generates type definitions along with the code, and, based on the observation that type recovery
is a fundamentally interprocedural task, I provide other functions in the binary as context. Neural
decompilers are probabilistic and may predict code that does not faithfully represent the binary;
they may make semantic mispredictions. To address this, I introduce a new technique that helps
detect mispredictions by checking that the code predicted by the neural decompiler is equivalent
to a reference version. In a controlled evaluation setting, the reference can be original source
code, while in an online reverse engineering scenario the reference code is the decompiled code.
Program equivalence is an undecidable problem with no general-purpose solution; different tasks
may be best addressed by different techniques. Here, I take advantage of the fact that the original,
decompiled, and predicted code should all be, if correct, implementations of the same algorithm
and thus have structural similarities.

In this thesis, I focus on decompiler’s targeting C code, which is the language targeted by
most commercial decompilers of machine code.

1.1 Thesis Statement

Deterministically decompiled code differs substantially from the corresponding original source
code, especially in terms of abstractions designed to aid in program comprehension. Neural
decompilation, leveraging interprocedural information to help jointly predict types and code,
can help address the deficiencies of deterministic decompilation, while equivalence checking
that leverages the structural parallelism between the predicted code and the reference original or
decompiled code can measure and mitigate the risk of semantic mispredictions at an acceptable
runtime cost.

1.2 Terminology

For clarity, we define terminology that we use throughout this dissertation.
* Decompiler/Deterministic Decompiler: a deterministic tool that converts machine code
into a higher-level language using program analysis algorithms. Examples include IDA
Pro’s decompiler and Ghidra’s decompiler.

* Neural Decompiler: a machine learning model that converts a deterministically derived
representation of the machine code as input, including the raw machine code, the assembly,
or deterministic decompilation, into a higher-level language.

* Original code/Original source code: the developer-written source code for a software
application.

* Decompiled code: code produced when a traditional deterministic decompiler is applied
to machine code.



* Predicted code/Neurally Decompiled Code: code produced by a neural decompiler. In
keeping with machine-learning convention, the code is the model’s prediction.

* Decompilation Improvement: adding additional detail to or clarifying information in
decompiled code.

* Idiomatic: an adjective used to describe code that follows conventions typical of what
human developers use. Decompiled code is generally not idiomatic.

* User-Defined Types (UDTSs): types that are not part of the language definition but which
are instead defined in a library or software application. While aliases to primitive types can
be thought of as user-defined types, we do not do so here. In Chapter ] this term refers to
structs and unions.

1.3 Outline of Contributions

This thesis contains three main pieces of work.

A Taxonomy of C Decompiler Fidelity Issues. It is well-known that decompiled code is not
idiomatic and significantly differs from the original code. Certain other details are eminently
notable: variable names are missing, and type reconstruction, especially for user-defined types,
is incomplete. However, beyond this, the nature of decompiled code has not been systematically
studied in existing literature. With the aim of better understanding decompiled code to better de-
velop decompilation improvement solutions for it, we conduct an empirical study of decompiled
code in which we build a hierarchical taxonomy of the (consequential) ways in which decompiled
and the corresponding original code differ. Two important takeaways for neural decompilation
improvement are: (1) a lack of type information, especially user-defined-types, is the indirect
cause of a variety of issues, and (2) arbitrary textual transformations are required to fix all issues
generally. This latter point motivates the need for neural decompilation rather than a more tar-
geted approach focusing on one particular type of decompilation improvement.

This work was originally published in USENIX Security 2024:

Dramko, Luke, Jeremy Lacomis, Edward J. Schwartz, Bogdan Vasilescu, and Claire Le Goues.
“A Taxonomy of C Decompiler Fidelity Issues.” In 33rd USENIX Security Symposium (USENIX
Security 24), pp. 379-396. 2024.

IDIOMS: A Simple and Effective Framework for Turbo-Charging Local Neural Decom-
pilation with Well-Defined Types. Using the insights we gained from our empirical study, we
designed IDIOMS, a state-of-the-art neural decompiler. IDIOMS differs from prior work in two
key ways. First, we observed that recovering user-defined types is critical to the ultimate syn-
tactic form of the code. Existing tools can predict code that uses UDTs, but they do not define
the types they are using. For example, they might predict code where a field of a structure is
accessed, but the layout of that structure is not provided. This means that a reverse engineer
using these tools does would not know either the type of the field nor its position in the larger
data structure, both of which are very useful pieces of information. Second, all existing neural
decompilation work focuses on one function at a time. The primary features of the decompiled
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code that suggest the layout of a given UDT are the relative offsets in a decompiled field access
operation (see lines 5 and 10 of Figure[I.1b|for examples) and the context in which they occur. In
general, field accesses to a given structure may be spread out throughout the binary. Therefore,
to correctly predict a UDT, it may be necessary to look at multiple functions. IDIOMS uses ad-
ditional functions as context to better predict UDT definitions. IDIOMS achieves state-of-the-art
results both on the most challenging existing benchmark. The work also introduces a dataset that
features a more realistic concentration of UDTSs than existing benchmarks.

This work was originally published in NDSS 2026:
Dramko, Luke, Claire Le Goues, and Edward J. Schwartz. “Idioms: A Simple and Effective

Framework for Turbo-Charging Local Neural Decompilation with Well-Defined Types.” In 34th
Network and Distributed Security Symposium (NDSS), 2025.

FAULTLESS: Equivalence Checking for Neural Decompilers. Neural decompilers can pro-
duce code that is idiomatic and includes meaningful identifier names and types. However, as
probabilistic machine-learning models, neural decompilers may also make mistakes, misrepre-
senting the semantics of the program under analysis. This incurs a risk of misleading reverse
engineers, potentially wasting their time or causing them to make incorrect conclusions about
the functionality of the program. As a solution, we introduce, FAULTLESS, a technique check the
correctness of neural decompilers’ predictions. When evaluating neural decompilers, the cor-
rectness can be checked by comparing predictions with the gold-standard original source code.
While comparing with the original source is standard when evaluating a neural decompiler in a
controlled experimental setting, a reverse engineer using a neural decompiler in practice does not
have access to the original source code. However, deterministically decompiled code is readily
available, and has stronger correctness properties than neurally decompiled code, making it a
feasible oracle against which correctness can be checked in active reverse engineering scenar-
10s. Program equivalence is a very difficult problem that is undecidable in general. It is made
even more difficult here because it is difficult to even compile decompiled or predicted code,
and compilation is a prerequisite step to many existing program equivalence techniques. How-
ever, the task of neural decompilation affords opportunities as well: the decompiled code and
predicted code by construction should follow the same algorithm as the original code. FAULT-
LESS takes advantage of this fact, ascribing dynamic semantics to single-static assignment [3},84]
¢ instructions to decompose the equivalence checking into tractable overlapping subproblems.
FAULTLESS is effective as both a correctness evaluation technique and for verifying the absence
of mispredictions in online reverse engineering scenarios.






Chapter 2

Background and Related Work

Decompilation is a very difficult task, made so by the lossy nature of compilation and the so-
phistication of the code transformations performed during compilation. In recent years, there
has been increasing interest in applying machine learning to decompilation, either replacing the
decompilation process entirely or operating on the output of a decompiler in an effort to improve
it. Program equivalence has a longer history, but many existing techniques make assumptions
that do not hold in the task of neural decompilation. In this section we first provide some back-
ground on decompilation and machine learning, then outline related work in machine learning
for decompilation and program equivalence.

2.1 Decompilation

Decompilers reverse the process of compilation, converting a lower-level language into a higher-
level language. In this work, we are primarily concerned with decompiling machine code into
C pseudo-code, though there exist decompilers for other pairs of source and target languages
as well, such as those that target transform Java bytecode into Java code. We say C pseudo-
code because many decompilers may produce code that resembles C but is not syntactically or
semantically valid; decompilers often prioritize readability over correctness. A key challenge
of decompilation—and focus of this thesis—is that compilation is lossy; some source-level in-
formation is discarded during compilation. Compilers are not injective [88]; that is, textually
distinct source code programs can compile into the same machine code. This means that decom-
pilers can at best produce a representative version of the source.

Decompilers work by performing a sequence of steps that is roughly the inverse of a com-
piler (24} 25]. The first step is disassembly: converting binary machine code into assembly, an
equivalent format that is easier to work with. In theory this is a relatively simple translation, but in
practice it is challenging to differentiate between code and data, which can be muddled together
in modern binary formats. The assembly code is lifted to a higher-level intermediate representa-
tion that abstracts away machine-specific details like concrete registers and flags. Some source
level concepts like division can be represented by multiple assembly instructions; these patterns
are recognized and reversed. The higher-level intermediate representation provides a suitable
format for performing analyses, such as those that reconstruct yet higher-level constructs like
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control flow structures and variables. In control flow recovery, unstructured control flow (e.g.
jump and branch instructions) are converted to structured control flow (e.g. if-statements and
loops) by analyzing and partitioning the control flow graph. Variables and their types, ubiquitous
in source code, don’t exist at the machine level; only typeless registers and memory. A given
register can represent multiple conceptual variables, even one of different types, in the same
function. In type recovery [14, 73], constraints on types are inferred from registers’ interaction
with instructions (e.g. the argument to a floating-point addition must be floating point) and these
constraints are solved. In variable recovery, each register or accessed memory location at each
program location could represent a unique variable but these can be merged together to represent
conceptual variables. When all analyses are complete, code in a high-level language like C is
generated from the representation inferred in the previous passes. Despite the complexity of this
process, decompiled code often looks very little like the original. We systematically analyze the
differences between decompiled and original code in Chapter 3]

Notably, deterministic decompilers are generally unsound. An exception is byte-equivalent
decompilation [87]], in which the decompiled code can be re-compiled to produce exactly the
same machine code as the original binary, byte-for-byte. While better than regular decompila-
tion, it is also generally very difficult to achieve by following traditional decompilation methods
described above. Instead, a guess-and-check approach is used where the source code is iteratively
modified and compiled to draw it closer to the goal; Schulte et al. [87] use an evoluationary search
algorithm. This approach is not guaranteed to find a byte-equivalent solution.

2.2 Machine Learning: Background

Many state-of-the-art neural decompilation techniques, including IDIOMS (Chapter {) are based
on causal language models. In this section, we provide a brief machine learning background, dis-
cussing some machine-learning basics, pretraining/finetuning, self-supervision, causal language
modeling, adapters, and data leakage.

State-of-the-art language models are neural networks, machine learning models that encode
information in terms of real numbers called parameters, which are usually organized in tensors.
Inputs are transformed into output predictions by multiplying, adding, or otherwise combining
them with the parameters in a sequence of steps dictated by the model architecture. Models learn
via training, where the error of the prediction relative to some ground-truth oracle, the label, is
quantified, and the parameters are adjusted a small amount to minimize the error via a process
called backpropagation [86]]. Over time, the model learns to map the inputs to the outputs. Neural
networks are universal function approximators—if given enough data and parameters, they can
model any function, mapping arbitrary inputs to arbitrary outputs [47].

A key challenge in machine learning is finding a suitable oracle for generating enough in-
put/output pairs to train a model sufficiently well. A popular solution to this challenge is the
pretrain/finetune paradigm. If a lot of data is available for a task related to the target mapping,
the model can be trained first on the related task. The model will generally do much better on
the target task with limited quantities of data.

Another popular solution is self-supervision: creating an artificial task for which an oracle can
be automatically constructed for otherwise unlabeled data. Usually this happens by hiding part
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of the input and training the model to predict the hidden part. This is the case in causal language
modeling, where the beginning of a text sequence is used to predict the next word/token. (Due
to how text is input to the model, text is broken up into a sequence of words or subwords called
tokens.)

The aggregation of these effects has lead to the creation of large, pretrained, general-purpose
causal language models trained on a variety of different types of text, which have shown to
produce state-of-the-art results on a variety of different downstream tasks. Some of these models
train on source code text in particular; we focus on these in this work.

As state-of-the-art pretrained models have increased in size, finetuning them has become
increasingly computationally expensive. In particular, a key challenge is fitting the model and
associated training information in the VRAM of the GPUs used to train models efficiently. LoRA
adapters [49] help alleviate this issue by storing a high-fidelity, small-memory-size approxima-
tion of the collective updates to the parameters that occur during fine-tuning. For each n x m
matrix in the original model, where n and m are large, LORA stores an n X r and a r X m matrix
that together, when multiplied, approximate the sum of the changes to the parameters that occur
during finetuning. If r is small, the memory savings are substantial. QLoRA [32] increases the
savings even further by quantizing—that is, approximating with a representation that uses less
memory—the weights of the original pretrained model.

A key risk in machine learning is that of data leakage. Machine learning models tend to
“memorize” examples that they have been trained on, and as a result, evaluating a model on
examples in the training set leads to inflated results that are unrealistic in practice. An important
dataset preparation step is to check that the training and evaluation sets are disjoint. As we discuss
in Section |4.5[the risk of data leakage via pre-training is relatively low for neural decompilation
in particular, but the risk of data leakage during finetuning is higher. In constructing the dataset
for IDIOMS, we take aggressive measures to avoid data leakage, outlined in Section4.2.2]

2.3 Machine Learning for Decompilation

A large body of prior work has applied machine learning to the problem of decompilation in
an attempt to predict information lost during compilation. We categorize ML-based approaches
into two broad categories: neural decompilation and targeted abstraction prediction. First, we
discuss the former, of which IDIOMS is a member, before turning to the latter.

ML-for-decompilation work has shown improvements over time, but the problem is far from
solved. No existing technique in either category is accurate enough to reach widespread indus-
trial adoption yet. Additionally, some older techniques are impacted by methodological issues
resulting in data leakage, limiting the validity of the results.

2.3.1 Neural Decompilation

Neural decompilation approaches attempt to reconstruct the original source code for a particular
binary. Some neural decompilation approaches take assembly as input; others use the output
of a deterministic decompiler. This latter approach is sometimes called decompilation refine-
ment [98]].



Early work in neural decompilation focused on adopting more powerful architectures and
tailoring them to the task of neural decompilation. Katz et al. [57]] use a recurrent neural net-
work. Coda [36]] uses a multi-stage model with tree-based encoder and decoder to generate an
approximate solution followed by an ensemble of other models to edit the first stage’s output.
Cao et al. [17] use a graph neural network.

Since the transformer model has become dominant, work has shifted to scaling these models
in size and leveraging them in novel ways. BtC [48] uses the powerful transformer architec-
ture [102] in its encoder-decoder (sequence to sequence) configuration. SLaDe [S] is 50% larger
than BtC [48] and uses numerous small adjustments. LLM4Decompile [98] introduce a family
of large causal transformer models with sizes in the billions of parameters. LLM4Decompile
models come in two flavors: one that takes assembly as input and one that takes deterministic
decompilation from Ghidra as input. Nova [33] is designed to handle assembly using a custom
hierarchical self-attention mechanism designed to handle the low information density and long
sequence lengths of assembly code.

IDIOMS, described in Chapter ] is also a neural decompilation model. Unlike all prior work
in neural decompilation, IDIOMS produces the definitions for user-defined types used within the
code it generates. This addresses a key gap in prior work, which is underspecified with respect
to user-defined types. To help predict the UDT definitions, IDIOMS leverages interprocedural
context, an approach not seen in prior neural decompilation work.

2.3.2 Targeted Abstraction Prediction

Other work has focused on targeting a particular issue with decompilation, or a fixed set of a
few issues. For instance, one of the most obvious deficiencies with decompiled code is the lack
of variable names; some techniques target only variable names. As we discuss in Chapter [3]
there are numerous issues with decompiled code. Accordingly, there are techniques targeting
numerous different issues. Following is a discussion of recent work in each of several popular
target issues.

Variable names In DIRE [62], Lacomis et al. develop a novel technique to generate super-
vised training data for predicting variable names in decompiled code by compiling and decom-
piling binaries with debug information then stripping away debug information and decompiling
again. They also contribute an ensemble neural model consisting of an LSTM lexical model
and a GGNN graphical model. DIRECT [76] follows up this work with a more modern trans-
former [102] neural architecture to improve performance on the DIRE dataset. VarBERT [79]]
is a transformer-encoder variable name prediction model using a newer corpus, VarCorpus, and
which predicts names from a fixed set. In contrast, GenNm [97] uses a generative decoder-only
model to predict variable names. Unlike VarBERT, it can generate arbitrary names, and unlike
all of the above work, uses information from a function’s calling context to inform variable name
predictions.

Variable Types Several techniques have attempted to predict the types of variables present in
an executable. Stateformer [80] uses an attention [8]]-based architecture to predict types in de-
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compiled binaries, pretraining their model on a generative state modeling task (predicting the
complete set of execution states in assembly snippets) before training on a type prediction step.
Their approach does not predict the composition of composite types like st ructs. Osprey [113]]
uses binary analysis to identify and eliminate candidate types, using probabilistic reasoning to
resolve ambiguities. TyGr [114] uses a graph neural network predict variable types for C. Os-
prey and TyGr only predict the composition of composite or user-defined types, not the names of
the types or their fields. Lehmann and Pradel [66] use an LSTM model to predict types in We-
bAssembly code in a custom, expressive type language. Of course, computer security researchers
have also studied non-learning techniques for type recovery for decades [15} 165, 68, 93].

Function Names David et al. [29] introduce the Nero tool, which generates a call graph and
predicts function names based on the structure of the call sites and the position of nodes in the
call graph. Likewise, SymLM [354] uses program analysis techniques to analyze an executable,
identifying the calling contexts of each function. This information, as well as information about
the function itself, is fed into a heterogeneous collection of neural models to predict each func-
tions’ name. Kim et al. [59] use a single transformer model for the same purpose.

Multitask Methods Some techniques provide the ability to perform multiple of the above tasks
in a single model. DEBIN [43] is a tool that uses conditional random fields on a dependency
graph between elements of a lifted IR representation of an executable to predict DWARF de-
bug information, including variable names, variable types and function names in an executable.
DIRTY [21] predicts variable names and types and is based on the transformer [[102] architecture.
Based on the intuition that variable names and types are not independent, it contains a custom
interleaving variable name and type decoder. A key drawback of DIRTY, however, is that it pre-
dicts types out of a fixed set. ReSym [103] is also a name-and-type prediction method. It has two
language-model-based decoders, one which generates the names and types for local variables,
and the other which generates field access information, if needed. The results from each model
are aggregated using a Prolog-based inference system. HexT5 [106] is general-purpose language
model for security, evaluated on four different tasks: summarization, function name prediction,
variable name prediction, and code similarity.

2.4 Program Equivalence

The proposed work verifies that a neural decompiler’s prediction preserves the semantics of the
decompiled code. In other words, it is a program equivalence task. Program equivalence is un-
decidable; iteration (via loops or recursion) is the concept which makes it so. Approaches to
handling loops can be grouped into four main categories: (1) assuming an iteration in one loop
matches an iteration in another [[10} 30, 135} 163, [75]], (2) using bounding to limit the number of
iterations to a user-specified maximum value [7, 163, 169, [115]], (3) relying on an external source
of additional information, like a human engineer, execution trace, or compiler (during optimiza-
tion), to help infer loop-related properties [23} 156} [74], and (4) using heuristics designed to take
advantage of certain properties of the input and output programs [23| 27, 41]]. Early work is
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primarily based on the syntactic form of the input programs [75, [109]], while much more recent
work has taken advantage of advances in SMT solvers to decide equivalence [/, 23} 127, 169l

One of the most well-studied applications of program equivalence is translation valida-
tion [82]: ensuring that the input and output of a program that changes the syntactic form
of a program are semantically equivalent. The primary use case for translation validation is
checking that compiler optimizations do not affect program semantics [[75]. Alive2 [69] uses
loop unrolling to handle loops, which is unsound (a validated translation may actually be not
semantics-preserving), but can still detect many interesting mis-optimizations in LLVM. It is
designed to ensure that no new undefined behavior is added during optimization. Some com-
piler validation techniques use information provided by the compiler to help perform optimiza-
tion [S6, [74, [75)]. Neural decompilers are black-box machine learning models and thus cannot
inform the equivalence-checking process.

Other equivalence techniques are more amenable to black-box code transformations. Churchill
et al. [23] use test cases to create traces for the input programs, then compares them to suggest
relationships between states in the input programs. JFTGs [27, 41] bundle control flow with
nonbranching code and attempt to match branches in the input programs with each other with
a heuristic guess-and-check strategy; Gupta et al. [42] use a similar technique guided by coun-
terexamples. These approaches either use execution information which is difficult and possibly
dangerous to obtain in neural decompilation scenarios or are very computationally expensive.
Another approach is to summarize the entire program with constrained Horn clauses and using
an appropriate solver to show equivalence [30, 35]. These approaches require the synchroniza-
tion of one loop with another. A very different paradigm for translation validation is that of
equality saturation [96, 99], which involves repeatedly applying transformations known to be
semantics preserving. This approach is limited by the manually-specified transformation rules.

A related task is semantic differencing: finding a functional difference between two progams,
such as a counterexample generated by an SMT solver. Differential symbolic execution [81]]
identifies textual or AST-based differences in code, symbolically executes them, and queries the
SMT solver to check their equivalence. ArrDiff [[7] builds on this work by extracting information
from unchanged code blocks that may nonetheless be useful for showing the diffs equivalent.
Symbolic-execution-based approaches are useful, but are unsound with respect to loops, are
expensive to run, and must usually compile the input programs, which renders them useless for
tasks like evaluating neural decompilers. In contrast, SymDiff [63] translates input functions
into Boogie [9], a verification language, and creates logical formulas summarizing the effects of
the functions, then uses an SMT solver to check their equivalence. This approach cannot fully
handle loops; they must be unrolled to a specified depth or translated to tail-recursive functions,
the latter of which are checked for equivalence separately.
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Chapter 3

A Taxonomy of C Decompiler Fidelity
Issues

To motivate and guide our efforts to improve decompiled code, we begin with a study of the
problem itself: what makes decompiled code difficult to work with? Or, more concretely and
less subjectively, how does decompiled code differ from the corresponding original code?

3.1 Introduction

Figure3.1]shows an example of a decompiled function and its original source code definition.
Although the decompiled code is C source code it is arguably quite different from the origi-
nal. We say that decompiled C code is not idiomatic; that is, though it is grammatically legal C
code, it does not use common conventions for ensuring that source code is readable. Further, as
Figure [3.1] also illustrates, decompiler output may be incorrect; that is, it may be semantically
nonequivalent to the code in its executable form. We collectively call these readability and cor-
rectness issues fidelity issues because they do not faithfully represent the software as intended by
its authors. (See Section for a discussion of fidelity).

Fidelity issues are problematic because decompiled code is usually created to be manually
read by reverse engineers. Reverse engineering is a painstaking process which involves much
time spent rebuilding high-level program design as the reverse engineer develops an understand-
ing of what the executable binary does [104]. Code that is more faithful to the original source
contains more of the abstractions designed to assist with human comprehension of code. Thus,
the fidelity of decompiled code to the original source matters, as it can significantly impact re-
verse engineers’ productivity. Evaluating the products of decompilation based on fidelity to the
original source is common in existing work [[17, 21,136,157, 162].

However, while variable names and types are certainly important for program comprehen-
sion, including in a reverse engineering context [13} [104, [110], there are many more fidelity
issues in decompiled code, and there is relatively little knowledge of what they are, how they
vary across decompilers, and what the implications are for learning-based approaches aiming to
improve the fidelity of decompiled code to the original source.

'Decompiled code is not always syntactically correct C code.
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Original

| void cbor_encoder_init (CborEncoder *encoder, uint8_t xbuffer, size_t size, int flags)
2 A
3 encoder->ptr buffer;
encoder->end buffer + size;
5 encoder->added = 0;

5 encoder->flags = flags;

Decompiled

I long long cbor_encoder_init (long long al, long long a2, long long a3, int a4)

2 A

3 long long result;

4 * ((_QWORD *) al) = a2;

‘ *((_QWORD x) (al + 8)) = a3 + a2;
+

* ((_QWORD *) (al 16)) = OLL;
7 result = al;
* ((_DWORD ) (al + 24)) = a4;

return result;

Figure 3.1: A decompiled function and its original source definition. Decompilers cannot recover
many of the abstractions that make source code readily readable by human developers. Further-
more, they may incorrectly recover semantics, as demonstrated by the decompiled function’s
extra return statement.

We argue that before designing more advanced solutions, we first need a deeper understand-
ing of the problem. Consequently, in this chapter we set out with the Research Goal of devel-
oping a comprehensive taxonomy of fidelity issues in decompiled code. Concretely, we start by
curating a sample of open-source functions decompiled with the Hex—Rays Ghidra retdec
and ang [92] decompilers. Next, we use thematic analysis, a qualitative research method for
systematically identifying, organizing, and offering insights into patterns of meaning (themes)
across a dataset [[11], to analyze the decompiled functions for fidelity defects, using those func-
tions’ original source code as an oracle. To minimize subjectivity, we develop a novel abstrac-
tion for determining correspondence between code pairs, which we call alignment. Using this
abstraction, we define fidelity defects in decompiled code, creating a taxonomy consisting of 15
top-level issue categories with 52 in total. We then use our taxonomy to suggest how the issues
could be addressed, framing our discussion around the role that deterministic static analysis and
learning-based approaches could play.

In this study, we focus primarily on decompiled code from C-language binaries; that is, those
that were built from C-language source. C is a common source language for malware and other
binaries targeted by reverse engineering efforts. Further, most decompilers of machine-code
executables generate output in terms of C pseudocode regardless of the language in which the
source code for the executable was written. It is unclear what it would mean for a C decompiler
to correctly decompile a Golang executable into C, for example, since Golang contains concepts
and features without a direct equivalent in C.

Zhttps://hex-rays.com/decompiler/
3https://ghidra-sre.org/
“https://github.com/avast/retdec
Shttps://angr.io/
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We also examine Java decompilation. However, we find that decompiled Java code is of very
high fidelity and thus there are few fidelity issues to classify.
Our results are robust both across different researchers as well as the four decompilers we
considered.
In summary, in this chapter, we make the following contributions:
* A comprehensive, hierarchical taxonomy of fidelity issues in decompiled code beyond
names and types.

* 235 coded decompiled/original function pairs, identifying over one thousand instances of
issues in our taxonomy.

* A novel abstraction for assigning code correspondence in source code pairs and a frame-
work built on this abstraction for rigorously applying open coding to those source code
pairs.

* A comparison of four modern decompilers.

* An analysis describing classes of decompiler issues and suggestions for how to fix them.

3.2 Methodology

To build our taxonomy of fidelity issues in decompiled code, we used open-coding techniques [S8]]
followed by thematic analysis [[11] to group these codes into hierarchical themes. In particular,
we used pairs of function representations: a decompiled function and the corresponding original
function. Open coding is typically used to systematically analyze textual data, such as interview
data. Coding pairs of source code functions like this offered some unique challenges. First, we
detail the philosophy we developed to help overcome those challenges. Next, we discuss prac-
tices we used to help guide the coding process. Finally, we discuss the process we used to code
our examples and develop the codebook.

In open-coding techniques, features of the analyzed entity are assigned labels called “codes.”
Unfortunately, “code” is also a word used to describe text written in a programming language.
In this paper, for clarity, we will use “label” to refer to open-coding codes and “code” or “source
code” to refer to text written in a programming language. “Original code” and “decompiled
code” are types of source code, the former (most likely) written by a human programmer and
the latter generated by a decompiler from an executable program. We continue to use the term
“codebook” to indicate the collection of all open-coding labels rather than the term “labelbook.”

3.2.1 Fidelity

We seek to identify, characterize, and catalog the characteristics of decompiled code that make
it differ from the corresponding original source code; the original source code is our oracle.
Accordingly, the labels in our codebook are presented in terms of differences relative to the
original source code. Henceforth, we use the term “difference” to refer to the difference between
a piece of decompiled code and the corresponding piece of original code.

Broadly, we consider two ways in which decompiled code is not faithful to the original source
code:
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* Correctness issues occur when there is a semantic difference between the decompiled code
and the corresponding original code.

* Readability issues occur when the code is semantically equivalent but is communicated

using different language features that are difficult to interpret.

Our oracle is most suitable for diagnosing correctness issues. A human researcher can look
at the decompiled code and, with sufficient effort, determine if it is semantically equivalent to
the corresponding original code. It is less suitable for identifying readability issues. After all,
there is no guarantee that the original source code is readable. Furthermore, readability itself is
somewhat subjective. What some might consider readable others might not.

To shore up this source of subjectivity, we introduce a second test. To determine if a differ-
ence affects readability, we ask if the difference simply reflects a difference between two common
idiomatic styles. For example, the decompiler may place opening curly-brackets on a new line
after an if-statement conditional, while the original code might place them on the same line as
the conditional. Both styles are common and idiomatic, so this does not constitute a readability
issue. Each unique readability issue, along with each correctness issue, is assigned a label.

Unfortunately, our solution to the readability oracle problem does not eliminate subjectivity.
Rather, it shifts the subjectivity to a different place—what styles are idiomatic? We estimate
idiomaticity by asking if a given style is common in C-language source code. For example,
some original code functions include extraneous code like a do { ... } while(0); loop. In
each instance we observed this, the decompiled code does not include the extraneous code. We
consider this difference to be benign. Another example is inverted conditional statements. The
original code might have an if statement of the form if (!a) b else c, while the decompiled
code might represent that if statement as if (a) c else b. One ordering of the clauses is
not necessarily more idiomatic than the other. Missing volatile or static keywords in the
decompiled code are also benign differences because they do not affect the computations the
function performs. We provide a list of differences that we do not consider to be non-idiomatic,
and thus not readability issues, in the supplementary material.

We treat borderline cases, as well as differences which only sometimes result in non-idiomatic
code, as readability issues. A summary of the decision process we used to determine if a code
should be added to the codebook is shown in Figure [3.2]

3.2.2 Coding Standards

Performing open-coding on our data presented some interesting challenges. We detail them and
our solutions here.

A critical assumption made in Section (3.2.1| was that differences between decompiled and
original code could be easily identified. However, it is not immediately evident what precisely
constitutes a “difference.” Our goal is to determine if and how clearly the functionality present
in the original code is communicated. Thus, we want to determine which pieces of the the code
are supposed to represent the same functionality. We say two code fragments that perform the
same functionality (or are intended to) are aligned. 1f the text of aligned code fragments is not
identical, this constitutes a difference.

We found that it is often easy to align code by hand, though there are are some challenges to
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/ Difference between decompiled and original code /

Results in different Is decompiled code

idiomatic?

function semantics?

Yes
Yes l NoO
Add to codebook Benign

Figure 3.2: The process by which a difference between the decompiled code and corresponding
original code was added to the codebook. Differences added to the codebook are considered
meaningful defects, while others are considered benign differences in style. When in doubt,
differences were added to the codebook.

Original Decompiled

1 void help_object (obj_template_t *obj, help mode t

mode) long long help_object (long long al, unsigned int

- a2)
2 A {

3 if (obj == 0) )

4 {

5 set_error("help.c", 436, ERR_INTERNAL_PTR, 0);
¢ return;

} o

unsigned int v3;
if ('al)
return set_error("help.c", 436LL, 2LL, OLL);

v3 = get_nestlevel (a2);

obj_dump_template (obj, mode, get_nestlevel (mode) return obj dump template(al, a2, v3, OLL);

, 0);

Figure 3.3: A decompiled function along with the corresponding original definition. Aligning
decompiled code with the original is often easy to perform by hand, but even a relatively simple
function like this one illustrates some of the challenges in defining alignment precisely. Except
for return behavior, the decompiled function exhibits the same functionality as the original. How-
ever, the decompiled code uses a different, though equivalent, test in the i f conditional, contains
extra variables, reorganizes expressions, and uses a constant instead of the original code’s macro.
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doing so. Figure [3.3|demonstrates several factors that can complicate determining an alignment.
Decompilers may introduce extra statements, such as declarations and operations for variables
that have no equivalent in the original source code (e.g., decompiled line 3 of Figure [3.3). De-
compilers may also break complex expressions down into multiple statements, as happens when
line 9 in the original code is broken into two statements in the decompiled code (lines 7 and 8).
The opposite can be true as well—decompilers can inline expressions that are separate in the
original code, and can even exclude code from the original function like redundant or extraneous
assert statements. Thus, line numbers and other simple heuristics are generally unsuitable for
aligning statements. In fact, many-to-one and one-to-many mappings between statements, like
Figure [3.3]s original line 9 and decompiled lines 7 and 8, means that alignment cannot even be
thought of as a mapping between individual statements.

Despite this, in most cases, alignment is evident when coding an example. To ensure that our
definitions are robust in corner cases, we provide a formal definition of alignment. The formal
definition can be found in the supplementary material for this chapter.

3.2.2.a Multi-coding

Certain decompiler defects exhibit the characteristics of several different labels at once. In these
cases, we allow for multiple labels to identify the same issue. We carefully select labels so that
each fundamental issue receives its own label.

3.2.3 Dataset

We drew examples for our study from a large dataset derived from open-source projects on
GitHub. This dataset was generated in an automated fashion by scraping GitHub through its
API to collect majority-C language repositories. In total, our dataset contains functions from
81,137 repositories. A build of each project was attempted by looking for build scripts such as
Makefiles and executing those to build executable binaries using a tool called GHCC [31].
All binaries generated by the build process were collected. Next, each binary was decompiled
using the Hex-Rays decompiler, and all functions in the binaries were collected for a total of
8,857,873 across all projects. These functions were matched with the corresponding original
function definitions in the original code. These functions were divided by size. Functions with
more than 512 sub-words (which together make up an identifier name) and AST nodes were
sorted into in the large function dataset (31% of the total); those with more were sorted into the
smaller function dataset (69% of the total). We mostly used functions from the small function
dataset, though we also coded ten functions from the large function dataset, as we discuss in the
next section.

3.2.4 Coding Procedure

We selected a random sample of 200 decompiled/original function pairs from the small function
dataset. We split the sample into two sets, which we refer to as the small function development
set and small function test set. We coded in several phases.
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Table 3.1: Cohen’s Kappa coefficient of intercoder agreement for each round of testing. After
the first round of testing, we updated our codebook to make it more robust, which increased
agreement. Cohen’s kappa is usually interpreted as follows: > 0.4 indicates moderate > 0.6
indicates good, and > 0.8 indicates very good agreement. The bottom two rows are the mean
and weighted mean of Cohen’s kappa individually.

Measure Round 1 Round 2
Lines researchers agreed had fidelity issues 0.67 0.78
Mean agreement across all labels 0.44 0.58
Weighted mean agreement across all labels 0.70 0.78

1. Collecting Differences. We examined each example in the small function development
set, building a set of differences without making judgement as to which semantics-preserving
differences constituted readability differences. This also allowed us to get a sense of com-
mon, idiomatic practices from amongst the original code samples.

2. Building the Codebook. Next, we assembled a codebook from the differences. To do
this, we first classified each semantics-preserving difference as either a readability issue
or a benign difference. All readability issues and non-semantics-preserving differences
(correctness issues) were assigned a label. Labels were organized hierarchically; higher-
level labels generalizing several related labels were created when necessary.

3. Coding Examples With a complete codebook, we then labeled all 100 examples in the
small function test set as well as 10 examples from the large dataset. This was an iterative
process which ultimately involved refining the codebook and deriving precise definitions
for each label. There was some interplay between this phase and the next. While missing
variable names and types constitute readability issues, we did not label these issues on our
examples because they are trivial and significantly clutter the coded examples.

4. Generalization Across Decompilers The process so far had been dependent on code that
was decompiled by the popular Hex-Rays decompiler. However, we wanted to ensure that
our results were representative of issues faced by decompilers in general and not specific
to a certain tool. Thus, we randomly sampled 25 of the second 100 examples, decompiled
the corresponding binaries using three other decompilers, Ghidra, retdec, and angr, and
extracted the requisite functions. We then labeled those examples using the same code-
book. Our codebook developed on Hex-Rays worked well, requiring one modification:
differentiating between different types of incorrect return behavior. (As discussed in Sec-
tions[3.4.1.c|and [3.4.2] Hex-Rays exhibited only one type of incorrect return behavior.)

5. Generalization Across Coders To ensure that our codebook was robust, we performed
several rounds of inter-coder reliability testing [6]. We gave the completed codebook,
along with thorough documentation and examples, to a researcher with reverse engineer-
ing experience. We randomly sampled 25 out of the second 100 examples, and gave these
to him to code. We then computed inter-rater agreement using Cohen’s kappa between his
labels and the corresponding labels of the first author. Next, we measured the agreement
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and analyzed the results for any source of disagreement. We then updated the codebook
and performed the process again with a different researcher, updating the codebook each
time. Our evaluation of inter-coder agreement is shown in Table [3.1f The agreement is
generally good, though worse for rare issues. Additionally, we found that some disagree-
ment was not true disagreement but rather the result of mismatched assumptions about
information external to the example function or simple fatigue.

6. Generalization Across Languages In steps 1-5, we focused exclusively on C code. We
also wanted to determine if our taxonomy was applicable to other languages. We chose
Java, which as an object-oriented and managed language, is significantly different from C
and may offer different challenges to decompiler writers. We used the Defects4J dataset [55],
which contains seventeen real-world Java projects and their corresponding build scripts.
We built each project, randomly selected 25 non-unit-test functions from the dataset, then
identified and decompiled the corresponding class files using the JD-GUI decompiler [1].
Finally, we applied our codebook to our sample of the dataset.

3.3 Taxonomy

Our study yielded a comprehensive codebook of defects in decompiled code. Our codebook is
organized hierarchically, with broad, fundamental classes of issues at the top of the hierarchy
and more specific instances at lower levels. There are 15 top-level labels, and 52 codes across
all levels. In this section, we discuss each of the top-level labels in turn. Figure [3.4] contains
several artificial example functions, composed of code fragments and specific issues observed in
our dataset, which collectively illustrate all 15 top-level labels at least once. The full codebook
is in the supplementary material.

C0. Incorrect identifier name: refers identifier names in the decompiled code, including
variable names (C0.a), types (C0.b), and function names (CO0.c), which do not match the corre-
sponding identifier names in the original code. Compilers discard essential information about
these abstractions: variable and some function names are discarded entirely, while type abstrac-
tions are reduced to memory offsets. In the examples we labeled, we did not explicitly label CO
issues because they vastly outnumber the other types of issues and because they have already
been studied extensively in existing work [21}, 43162, 76, [113]].

C1. Non-idiomatic dereference: This occurs when a pointer variable in the decompiled
code is used in a way that does not reflect its type in the original code. More precisely, it refers
to a mismatch between aligned operator(s) where the operator in the original code is used to
access value at or relative to a memory location. For example, in Figure[3.4] C1 labels what was
a struct dereference in the original code (current->next) decompiled as a sequence of three
operations: pointer arithmetic, a typecast, and a pointer dereference (« ( (_QWORD *) (v5 + 8))).
The example in Figure [3.4|is in particular an instance of the sub-label C1.a.i. (Pointer arithmetic
to access struct members) but there are others, including situations where st ructs are accessed
as if they are arrays (Cl.a.ii.), and where arrays are accessed with pointer arithmetic (C1.b.ii.).

C2. Unaligned code: refers to situation where decompiled code does not align with any code
in the original function; that is, the code is extra or missing relative to the original. Figure
illustrates an example where an extraneous variable, i.e., one that does not occur in the original
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Original Code

void mklst (Node ** list, int n) {
Node * head = malloc(sizeof (Node));

ead->x = 0;
head->y = 0;

W N
W N

4 4
5 head->next = 0; C11. Abuse of memory layout 5
7 Node * current = head; 7
8 for (int i = 1; i < n; i++) { 8
10 current current->next; 10
11 current->x 0;

i/; ) current=>y = 0N (1. Non-idiomatic dereference -
14 14
15 current->next = 0; 15
16 *list = head; 16

C8. Issue in representing global variable
C13. Decomposition of composite variable

1 char * format_name() {
2 int len = (strlen + 4);
3 char * buffer = malloc(len x sizeof (char));

buffer[0] = '\0’;
| strcat (buffer, "{");|

C7. Obfuscated |_ ,

Jo U1 W

5 |v3 = __readfsqword (0x28u); |-
) v4 = malloc(24LL);
] * ((_QWORD %) v4) = OuLL; |

strcat (buffer, user.name); 6 v2 = malloc(vl);
strcat (buffer, ["T\n"); | control flow \'v2[0] = 0;

Decompiled Code

unsigned long long mklst (_QWORD xal, int a2) {
unsigned long long v3;
_QOWORD *v4;
_QOWORD *v5;

C2. Unaligned
code

*( (_QWORD =*) (v4 + 8)) = 0;
v5 = v4;

for (i = 1; i < n; ++i) {

ig/l * ((_QWORD *) (v5 + 8))| = malloc(24LL);
2 v5 = % ((_QWORD x) (v5 + 8));

* ((_QWORD *) (v5)) = 0;
}

* ((_QWORD =*) (v5 + 8)) = 0;

* (_OQWORD x)al = v5;

|return __readfsqword (0x28u) * v3; |
} |

C12. Incorrect return behavior

char * format_name() {
int vi1;

char * v2;
char *|v3;

&dword_9368) + 4;

C5. Unaligned
variable

8 return [buffer;| 8 * ((_WORD ) (v2)) = 123;|
9 1} 9 strcat (v2, &dword_9368);
10 v3 = &v2[strlen (v ;
L. L. . 11 *x (_(_WORD 3 :
C6. Non-idiomatic literal representation B v3[2] = 0;
13 return|v2; |
C0. Incorrect symbol name '

1l int xwalloc2d_int(long n, long m) 1l _OWORD %alloc2d_int (int al, int a2)

2 q 2 A

3 if (n <1 || m<1) 3 _QWORD *v3;

4 error exit ("Invalid size"); 4 char *v4; .

5 5 long long v5; C3. Typecast issue

6 int xdata = malloc((n * m) * (sizeof(int))); 6 int i;

7 if (!data) 7 if (al <1 || m < 1)

8 return 0; 8 error_exit ([(long long)| "Invalid size");
10 int x*xarray = malloc(n * (sizeof(int x))); 10 v4 = (char x) malloc((4LL * a2) x al);
11 for (int i = 0; i < n; i++) 11 if (!'v4)

12 12 return OLL;

13 [array[i] = &data[i * m];|—— Cl4. Type- 13

14 } dependent 14 v3 = malloc(8LL * al);

15 nonequivalent |15 for (i = 0; i < al; ++i)

16 long bytes = n * m * sizeof (int) expression o Jv3[i] = &v4[(4 * a2) * i]{
17 bytes += n * Isizeof(int *) ;I 17

8 . ! 8 = . .
f} [Logalloc (bytes) ;] 9. E ded Symbol h Zg = :; : :i ::Ig C10. Use of decompiler-

’ 9. Expande mbo - — L necifie N
20 return array; P y 20 ILODWORD (v5)|—-—0-,— specific macro
21} 2 llogalloc (v5, al); |

C4. Nonequivalent Expression 22
23 return v3;
24}

Figure 3.4: Examples of each of the top-level labels in our codebook. These examples have been
artificially constructed by combining code fragments and common patterns from our sample in
such a way that all fifteen top-level labels are represented at least once. For legibility, only one
instance of each top level label is identified in the diagram, though there are multiple instances
of certain issues present across each of the functions. In some cases, a subclass of the top-level
label might apply; in this diagram, we identify issues only by their top-level labels for simplicity.
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Original Code Decompiled

1 while (pack->next_object != obj) 1 for (i = a2;
2 A 2 al !'= (x((_QWORD *) (i + 64)));
pack = pack->next_object; 31 = *((_QWORD *) (i + 64)));

}

Figure 3.5: A decompiled while loop that qualifies as an instance of label C7 (obfuscated con-
trol flow). This example also contains instances of C1 (non-idiomatic dereference), which also
contribute to making it harder to read.

source code, is itself initialized by an expression that does not occur in the original source code.

C3. Typecast issues: refers to extra or missing typecast operators relative to the original.
We do not consider this to be a part of C2 because extra or missing typecasts are a consequence
of decompilers’ imprecise type recovery and in that sense could be considered to align with
other operators to ensure that the decompiled code typechecks properly. Figure|3.4|illustrates an
instance of an extra typecast added to a string literal, a pattern with some string literals in our
dataset.

C4. Nonequivalent expression: refers to a collection of operators that align but that are not
semantically equivalent to each other. Figure [3.4]illustrates one of several patterns found in our
dataset, where a function call in the decompiled code receives an extra argument.

CS. Unaligned variable: This label refers to a situation where a variable in the decompiled
code is missing or extra relative to the original code. We define alignment as a mapping between
operators. Those operators can be connected in various ways by variables while still ensuring
semantic equivalence. We define an alignment of variables as a mapping between sets of dataflow
connections between operators. A good variable alignment minimizes the differences between
sets. For example, in the format_name function in Figure the decompiled code’s variable
v1 aligns with len, and v2 aligns with buffer. However, the variable v3 in the decompiled
code does not correspond to any variable in the original code; rather, it helps perform part of the
functionality of an inlined function. Thus, it is extra relative to the original source code. Another
example of a situation where extra variables can occur is when a multi-operator expression in the
original code is broken up into two separate expressions with a variable storing the intermediate
result. This occurs in Figure[3.3|where line 9 of the original code is split into lines 7 and 8 of the
decompiled code.

C6. Non-idiomatic literal representation: This label is used to label literals used in non-
standard ways. For example, in Figure [3.4] the string literal "} \n" is replaced with the integer
constant 2685.

C7. Obfuscated control flow: This label is used when control flow is used in a way that is
not idiomatic. In Figure the strcat function is inlined. It may be harder to recognize what
the decompiled code is doing relative to the original source code when a function definition is
presented inline instead of the name which summarizes that functionality. Another example of
C7 is a for-loop used in a non-idiomatic way as illustrated in Figure [3.5]

C8. Issues in representing global variables: Decompilers sometimes struggled to represent
global variables correctly. In our examples, global variable names were not explicitly stripped
out. Thus, in some cases, a reference to a global variable could occur by referencing the name of
the global variable, just as occurred in the original source code. However, this was not always the

22



case, especially with composite global variables. For example, Figure |3.4|illustrates an example
of a pattern in our dataset where a global st ruct is broken up into multiple variables. The .name
component of the struct is represented with a reference to a decompiler-generated global variable
seemingly named after a memory location.

C9. Expanded symbol: refers to the situation where a macro or similar construct like sizeof
is represented by its value rather than by the symbol itself. For example, Figure [3.4] shows an
example of how a sizeof expression is replaced with a constant.

C10. Use of decompiler-specific macros: Some decompilers define and use macros in
decompiled code. An example of this is the LopworD macro shown in Figure and similar
macros used by the Hex-Rays decompiler, which are used in some situations involving type
conversion and bitwise operators. As with any feature of decompiled code, these may become
less problematic the more a reverse engineer becomes familiar with them, but they represent
information a user must know to interpret decompiled code.

C11. Abuse of memory layout: This label refers to the situation where memory is used
in a non-idiomatic while being semantically equivalent to the original code. For example, Fig-
ure [3.4] illustrates a situation where two consecutive elements of a struct are each initialized to
0. The decompiled code treats both struct members as a single entity and assigns O to the entire
construct.

C12. Incorrect return behavior: Sometimes, a decompiled function returns a value while
the original function does not or vice versa. In these scenarios, we code C12; there is one sub-
label for each of the two situations. Figure @ shows an instance of C12.a, where a function that
is originally void has a return value.

C13. Decomposition of a composite variable: When composite variables like st ructs or
arrays are used directly in a function (as opposed to with a pointer), the decompiler may interpret
the members of those composite variables as separate variables. Figure [3.4]illustrates this with a
global variable.

C14. Type-dependent nonequivalent expression: This occurs as a by-product of the de-
compiler choosing an incorrect type. When the decompiler chooses an incorrect type, it may
cause other expressions to become incorrect relative to the original code such that changing only
the type does not fix the code. In Figure [3.4] the decompiler interprets what should be an int
array as a char array. Accordingly, to ensure the behavior of the function remains the same,
the decompiler uses the expression (4 x a2) » i as compared with the original code’s i » m
(where a2 aligns with m). If the type in the decompiled code was corrected to int *, the resulting
code would be incorrect without further changes.

3.4 Discussion

Our taxonomy can be used to reason about issues in decompiled code. In particular, we are
interested in improving the fidelity of decompiler output. We use our taxonomy to reason about
how certain classes of issues can be fixed. Next, we compare the four decompilers used in the
study. We use the taxonomy to identify how each decompiler performs. Finally, we discuss how
our taxonomy applies to Java.
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3.4.1 Automatically Mitigating Issues

Our taxonomy classifies the types of defects that can be introduced when decompiling code. A
natural question is then whether these differences can be automatically corrected. In this section,
we analyze how some classes of defects might be automatically mitigated.

Many aspects of decompilation are fundamentally undecidable because multiple distinct
source programs can compile to the same executable. Consequently, decompilers rely on approx-
imation and heuristics to make decisions. Traditionally, decompiler researchers have approached
the problem of constructing decompilers by creating sophisticated static analysis algorithms that
examine a single executable in isolation. We call such approaches deterministic because they
will always decompile an executable to the same code. More recently, researchers have been ex-
perimenting with probabilistic approaches such as machine learning [17, 21,136, 57,162, [76]. In
addition to examining the executable being decompiled, these approaches incorporate knowledge
about the distribution of other programs.

Probabilistic approaches are attractive because they can leverage information about the dis-
tribution of programs to compute an answer that is—on average—most likely to be correct, even
if it is not always correct. In some cases, this can allow predictions to be made that would be
impossible using a deterministic approach. As an extreme example, a probabilistic approach can
predict a variable’s name by examining the context in which it is used, even though a variable’s
name can be changed without affecting the executable form of the program [62]. The down-
side to probabilistic approaches is that they are inherently more difficult to understand, which
can lead reverse engineers to mistrust them; this is a previously-identified problem in AI [112]].
In contrast, as a reverse engineer who participated in Votipka et al.’s [104] study of the reverse
engineering process said, ”[...] Hex-Rays can be wrong [...] but [it] is only wrong in specific
ways.”

Thus, we prefer deterministic solutions when possible, because they are easier to understand,
and thus to trust. In this vein, we differentiate between four different categories of determinism
in our analysis:

* Deterministic: A deterministic function can be applied to the original decompiled code to
repair the defect.

* Deterministic given types: Some defects are caused by inaccuracy during type recovery.
Type prediction itself cannot be solved deterministically because multiple source programs
with distinct types can be compiled to identical executables. However, if the decompiler is
provided with accurate types—either by the user, or a system such as DIRTY [21]—then
the issue can be fixed by a deterministic analysis.

* Deterministic heuristic: Most of these defects can be addressed using a deterministic
heuristic—a heuristic that only examines the program being decompiled—but not always.
The general case requires probabilistic reasoning.

* Probabilistic: These defects cannot be remedied by any function that only leverages infor-
mation in the executable. Consequently, the best that can be hoped for is making likely
decisions based on an expected distribution of programs.

In the following discussion, we make references to the relative frequencies of certain labels.
We caution that our sample may not be representative of software in general, and that these
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Original Code Decompiled by Hex-Rays Decompiled by Ghidra

1 sreg |=1 << 7; 1 LOBYTE (result) = sreg | 0x80; 1 sreg = sreg | 0x80;
g g g g
2 sreg = result;

Figure 3.6: How an example bitwise operation is decompiled by Hex-Rays and Ghidra compared
to the original source code. Wherever we identified code C10 for Hex-Rays, we did not identify it
for Ghidra. Label C10 refers to decompiler-specific macros used with bitwise operators; LOBYTE
here.

relative frequencies may differ in other software.

3.4.1.a Deterministic

Some types of defects can be repaired by applying a deterministic analysis. However, they are
rare. It appears the sophisticated static analysis techniques used by modern decompilers already
take advantage of most deterministic opportunities for improving fidelity.

One issue that can be deterministically repaired is C10.a (bitwise operators with decompiler-
specific macro). Figure [3.6) shows an example of a C10.a issue that occurs in Hex-Rays, but not
in the other three decompilers. This indicates by example that it is possible to decompile such
operations without decompiler-specific macros. Some users of Hex-Rays may find these macros
helpful because they help explicitly specify what is happening to specific bytes in an expression.
However, in general, we do not know if they are more or less preferable to reverse engineers than
the original code. In any case, C10 represents a barrier to entry for those unfamiliar with this
aspect of the tool.

C6.d is another issue that can be repaired deterministically, and refers to situations where a
string literal is replaced by a reference to another location in the binary, e.g. £z_strlcpy (param_4,
&DAT_00100cdf, param_5) instead of fz_strlcpy (buf, "CBz", size). In this case, a rule
that allows for the recovery of the string is to go to the location provided and replace the refer-
ence with the string at that location.

Finally, a subset of C5.a.i (extraneous variable duplicating another variable) issues can be
addressed deterministically. This can happen when a duplicate variable:

* copies the value in another variable

* could be replaced with the variable they copied without altering function semantics. (In
many cases, duplicate variables are never read from after initialization).
To fix these issues, replace the duplicate variable with the variable from which it takes its value.
Deterministic issues can be fixed such that they match the original code exactly.

3.4.1.b Deterministic given types

We say some codes can be fixed by a function that is deterministic when given type information.
Many codes fall into this category: CO0.b, C1, C3, C8, CI11, CI13, and C14. Type prediction
itself is undecidable in general. However, if some technique can correctly predict the type of
the variables involved, then each code in this category can be resolved deterministically. Some
decompilers, such as Hex-Rays, already feature an API to re-decompile a function when type
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information is given to correct these issues; that is, the deterministic piece is already built into
these decompilers.

There is existing work on type prediction. Chen et al. [21] develop a probabilistic model,
DIRTY, for predicting types in decompiled code. A key limitation of DIRTY, however, is that
its prediction for a given variable is based on the memory layout of that variable on the stack
and how that variable is used within a single given function. This is problematic in the case of
a very common class of variables: pointers, especially pointers to composite types like structs.
The memory layout of a pointer variable on the stack is simply a single value representing the
memory location of the data.

However, it is still possible to infer the composite types being pointed to based on how these
types are accessed; different types may have different access patterns. For example, an array may
be more likely to have its members accessed sequentially in a loop, while a struct may be more
likely to have unordered accesses to arbitrarily-sized memory offsets. Accesses of different parts
of a composite type are, in general, spread out throughout multiple functions. Therefore, it might
be necessary to examine all functions in which a given composite data type is used to determine
what that type is. We identify general type prediction as a major opportunity to significantly
improve the output of decompilation.

Type prediction can also often help with better representing literals in certain situations. For
example, the decompiler often represents character literals as small, positive integers (C6.a);
when these integers are used in conjunction with char variables, it may be reasonable to convert
each integer literal to the corresponding character literals (i.e., 65 to " A").

If the type prediction mechanism is correct, these issues can be fixed so they match the
original code exactly. However, probabilistic type prediction may make mistakes.

3.4.1.c Deterministic heuristic

Most issues in this class can be fixed by applying a deterministic heuristic. However, the heuristic
is known to be incorrect in some cases.

Unaligned Variables Unaligned variables (C5)—that is, those that are extra (C5.a) or miss-
ing (C5.b) relative to the original code—are examples of unaligned variables. Data can flow
between operators in various ways. If the first argument to bar is the result of evaluating
foo, we can represent this dataflow in source code by either inlining the two expressions (as
in bar (foo ()) ;) or by assigning the result of foo to a variable and passing this to bar (as in
vl = foo(); bar(vl);).

In our observation, all four decompilers usually opt for the second approach. This results in
many extra variables (C5.a) not present in the original source code, cluttering the code and, in
our experience, making it harder to follow.

Of course, sometimes it makes sense to use variables to store intermediate values. When the
result of an expression is used more than once, saving the value rather than recomputing it often
makes sense or even may be necessary (in the case of functions with side-effects). Variables
are often needed when their values are updated in a loop body. And in some cases, breaking
a long expression down into smaller sub-expressions in a sensible way can help make those
complicated expressions easier to understand. Finally, programmers will occasionally declare
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extraneous variables on purpose, often for type-related reasons, as occurs in this snippet from
our dataset:
| void FreeTextStream(void x*ios)
2 TextStream xio = ios;
// other code using io but not ios ...

In general, though, for all four decompilers, extra variables greatly outnumbered missing
ones, indicating that decompilers generally tend to err too much on the side of using intermediate
variables, at least relative to what the authors of the original code had written. In many cases,
extraneous variables can be eliminated by applying the following rule: if the variable is assigned
to once then subsequently read from once, eliminate the variable and inline the two expressions.
In fact, this rule applies to v3 in Figure [3.3] It is possible that this may help reduce reverse
engineers’ mental strain because they have to track fewer variables in the decompiled code.

We empirically validate this heuristic by showing that the vast majority of variables writ-
ten to and read from once are not present in the original source code. To do this, we use the
DIRE dataset [62], a large dataset of decompiled functions wherein generic decompiled vari-
able names are matched with the corresponding variable names in the original source code, if
any. We search each function for non-parameter local variables that are written to and read from
once. The percentage of these that are decompiler generated (i.e., are lacking a corresponding
developer-provided name from the original source code) is 85.9%. In other words, the vast ma-
jority of variables that are written to and read a single time are fabrications of the decompiler.
Cates et al. [20] evaluate how breaking down expressions into smaller expressions with interme-
diate variables affects comprehension. They found that breaking down expressions using extra
variables impedes comprehension, which also suggests that our inlining heuristic may be reason-
able. However, we caution against making strong conclusions due to the study’s small number
of participants (n = 6).

Extraneous Expressions (C2.a.i is a common byproduct of C5.a (extra variable in the decom-
pilation), which is discussed in the preceding section. C2.a.1 refers to situations where an extra-
neous expression (i.e., one that does not align with anything in the original source code) is used
to initialize an extraneous variable. Identifying extraneous variables cannot be done determin-
istically but can be done heuristically, as discussed above. If extraneous variables are identified
and the extraneous expression has no side effects (which is usually the case), then the whole
extraneous initialization statement can be removed.

Incorrect Return Behavior Incorrect return behavior (C12) is another instance of an issue
that a heuristic can remedy. We consider two possible cases for incorrect return behavior: C12.a
(return value for void function) and C12.b (no return value for non-void function). A determin-
istic heuristic that often fixes C12.a is to make a decompiled function return void if no function
that calls it uses its return value. This rule does not work all of the time, however, in the case of
functions that do have a return value that just so happens to be unused by all other functions in
the program. Interestingly, it appears that Ghidra may follow this rule, while Hex-Rays, retdec
and angr seemingly do not. Accordingly, our Ghidra sample has no C12.a labels but falls afoul
of C12.b.
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1 long long help_object (long long al, unsigned int a2)
2 {
if (!al)
return set_error("help.c", 436LL, 2LL, OLL);

return obj_dump_template(al, a2, get_nestlevel (a2), OLL);
7}

Figure 3.7: The decompiled function from Figure with the heuristics in Section ap-
plied. Applying the heurisitics increases similarity to the original.

Thus, applying this rule incurs a trade-off. We endorse its use, however, because the code
to prepare a return value that is never used can be thought of as extraneous from the perspective
of the program as a whole. Eliminating it may in fact enhance clarity. Meanwhile, unnecessary
extra code for returning values unnecessarily can clutter up decompiled functions, sometimes
significantly. Additionally, C12.b also seems to be less common than C12.a, though we caution
that this observation may be due to sample size.

We empirically evaluate this rule by measuring how often the return values of functions are
used by other functions in the same project (i.e., GitHub repository) across all the projects and
functions in the dataset from which we sampled our labeled examples. We perform this study on
the original code so our results reflect the ground truth of how developers use return values. For
each function in our dataset, we determine whether or not its return value is used in that project
by scanning the body of each other function in the project and recording if a call to that function
occurs in an expression that uses the function’s return value. In addition, we record whether or
not the function is void. There are thus four possible classes that a function can fall into:

1. void function, return value unused
2. non-void function, return value used
3. non-void function, return value unused

4. void function, return value used.

We count the first and second cases as rule successes, the third case as rule failures, and the
fourth as undefined behavior. Undefined behavior was very rare (0.75% of the total). Excluding
undefined behavior, our rule is successful 76.1% of the time across the projects in our dataset. To
prevent very large projects from dominating the results, this number is calculated by computing
the success rate in each project and averaging across projects.

Figure shows the decompiled function from Figure when both of these heuristics are
applied. Applying the heuristics increases similarity to the original.

Issues identified as probabilistic cannot be accurately remedied in general, because of the
inherent undecidability in decompilation. However, these classes of issues can be improved in
practice by techniques such as statistical modeling or machine learning.

Incorrect identifier names (CO) require nondeterminism because the information needed to
reconstruct them is partially or completely discarded during compilation.

The label C2 refers to missing or extra code in the decompiled code relative to the original.
In general, without access to the original source code, determining what is missing or extra is
not possible. There are a few exceptions with C2.a (extra statement), however. As is discussed
in Section extra statements correlating with extraneous variables (C5.a) and extraneous
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Table 3.2: A comparison of the frequency at which selected labels occurred on a sample of 25
functions decompiled by four different decompilers. Note that these results may not generalize
due to the relatively small sample size. The full table is given in the supplementary material (see

AVaIbiliy).

Label Hex-Rays Ghidra Retdec Angr

Cl.ai 20 22 20 0
Cl.a.u 8 4 0 20
C4 9 2 28 52
C4.a.i 2 0 3 21
CS.a. 14 16 24 16
CS.ai 0 4 8
Cl2.a 11 0 12 5
Cl12.b 0 1 0 3

return behavior (C12.a) can be eliminated. C2.b (missing code) issues are usually serious, and
are discussed at the end of the section.

The label C7 refers to non-idiomatic control-flow representations. This is a good use case
for function-level statistical modeling. In C7, the semantics of the code are presented correctly,
but in a confusing manner, as illustrated in Figure [3.5] Because all of the correct semantics are
present, the non-idiomatic code is reasonably predictive of the more idiomatic version.

C9 labeled issues (expanded macros and other symbols) generally require nondeterminism
to address. This is especially true for user-defined macros, which in our sample overwhelmingly
were used to “name” a constant (like CRYPT_ERRTYPE_ATTR_ABSENT representing 3). These
macros can be useful because they communicate information about the meaning of certain con-
stants. Addressing C9 issues may require whole-program level information because it is often
not clear from a single instance of a constant the meaning that the author assigned that constant.
It may be possible, however, for these usage patterns to be teased from the program as a whole.
The same is generally true for other macros, though some may be easier than others. Constant
macros from common libraries may be guessable (e.g., 0_RDONLY for C’s open function).

C2.b issues occur when functionality is missing, and C4 represents most types of semantic
non-equivalence between two pieces of code. These are particularly difficult issues to handle.
With most other issue classes, the semantics of the program as provided by the decompiler are
predictive, sometimes in a roundabout way, of the target original code. However, with C2.b and
C4, this is not the case. Thus, we would not generally expect a predictive model to be able to cor-
rectly fix them in general. It might be possible to infer the correct behavior if a nondeterministic
technique is able correctly infer the purpose of the program as a whole. However, these issues
might be best addressed by refining the rules decompilers use to generate source code.

Probabilistic techniques in the best case can fix issues so that they match the original code
exactly. However, they are also capable of making arbitrary mistakes.
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3.4.2 Comparison of Decompilers

To ensure the generality of our codebook, we randomly sampled 25 functions from the small
function test set (Section [3.2.4)) and decompiled them with the Hex-Rays, Ghidra, and retdec,
and angr decompilers. We then coded the output from each decompiler using our codebook.
We found that our codebook was applicable to all four decompilers, but that each decompiler
tended to make different types of mistakes. In this section, we discuss the differences between
the decompilers. The relative frequencies of selected issues across decompilers are show in
Table

3.4.2.a Hex-Rays Decompiler

Hex-Rays is a popular commercial decompiler sold as an add-on to IDA, a popular, interactive
disassembly tool. Compared to the original source code, Hex-Rays created many extraneous
variables (C5.a). Hex-Rays also struggled with global composite variables, treating them as if
they were separate global variables, with names derived from memory offsets (e.g. dword_9368)
(C8 and C13). Hex-Rays also introduced a return value for many functions that did not have one
(C12.a). However, we recorded no instances of C12.b (no return value for non-void functions).
As a side effect of its tendency to create extraneous variables to store those extraneous return
values and to favor a single return statement at the function’s end rather than multiple throughout,
Hex-Rays sometimes added many extra lines of code.

3.4.2.b Ghidra

Ghidra is an open-source decompiler developed by the National Security Agency. Similar to
Hex-Rays, Ghidra introduces many extraneous variables (C5.a). Unlike for Hex-Rays, we ob-
served no instances of C5.a.i (extraneous variable duplicating another variable) for Ghidra. As
with Hex-Rays, Ghidra struggled with global variables, though interestingly, not always on the
same functions as Hex-Rays. In one case, Ghidra recognized an issue with overlapping symbols
at the same address and provided a comment warning about it. As discussed in Section
Ghidra is conservative with return values; we observed no instances of C12.a (return value for
void function) and only a single instance of C12.b (no return value for non-void function).

3.4.2.c Retdec

Retdec, an open-source “retargetable decompiler”, is a decompiler inspired by LLVM’s retar-
getable nature. Like the other decompilers, retdec uses many extraneous variables (C5.a). How-
ever, retdec is also the only one of the four decompilers to create extraneous variables that rep-
resent individual st ruct members (C5.a). Retdec has many issues representing global variables
(C8), and unlike the other decompilers, used generic placeholders instead of global variable
names (e.g., g2) even when those global names were available from symbols in the binary. Per-
haps most concerningly, retdec had many more instances of C4 (nonequivalent expression)—
28—than Ghidra (2) or Hex-Rays (9), though fewer than angr (52). Retdec has a tendency to
replace some expressions, especially string literals, with the constant 0.
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34.2.d Angr

Angr [92] is an open-source binary analysis framework with many features, including a decom-
piler. One notable feature of angr, unique among the decompilers we analyzed, is its generic
structure suggestions, such as

| typedef struct struct_1 {
char padding 0[8];
unsigned long long field 8;

} struct_1;

As expected, angr did not always correctly detect structs; it frequently decompiled structs
as arrays, resulting in many instances of Cl.a.ii (array access to access struct members). Inter-
estingly, unlike Hex-Rays and Ghidra, angr has instances of both C12.a (return value for void
function) and C12.b (no return value for non-void function). More concerningly, angr frequently
adds extra arguments to function calls that are not present in the original source (C4.a.1). Gen-
erally, angr’s decompiler output is more frequently semantically incorrect than all three other
decompilers (52 for angr as compared with 9, 2, and 28 for Hex-Rays, Ghidra, and retdec, re-
spectively).

3.4.3 Applying the Taxonomy to Java

To determine how well our taxonomy applies to a language other than C, we sampled Java func-
tions from the Defects4) dataset [S5]] and coded them as described in Section We found
that Java decompiler output has substantially fewer fidelity issues than C decompiled code. In
particular, we only found instances of C3 (typecast issues) and C4 (correctness issues). The latter
are mostly subtle, and we believe they are caused by decompiler bugs (rather than fundamental
undecidability). For example, in one C4 issue we found, a variable in the decompiled code is
declared inside an if-statement and used outside of it. This is semantically illegal in Java. In
the original code, the variable is declared directly before the if statement. We believe that the
additional information stored in Java bytecode makes the process of decompiling Java code sub-
stantially more tractable. We suspect this is true for decompiling other managed languages as
well.

In summary, while all fidelity issues we discovered in Java decompilation fit within our tax-
onomy, the naturally high fidelity of Java decompilation meant that there were very few issues to
classify.

3.5 'Threats to Validity

There are several threats to validity resulting from the dataset’s composition and construction. In
some security applications, binaries may be obfuscated, making them more difficult to reverse
engineer. The dataset we drew from did not include any obfuscated binaries. It also consisted
largely of C projects from GitHub. It is unlikely that many of them are malware. It is possible
that there are different fidelity issues that we did not consider that would be exposed had we
performed this research on obfuscated binaries or malware, which may be disproportionately
common in security settings.
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Additionally, the dataset was constructed by attempting to compile projects found on GitHub.
The sample is necessarily biased towards those projects that had recognizable build scripts and
further, that built.

Finally, the dataset that we drew from performed a filtering step that removed grammatically
invalid examples. Unfortunately, this filtering step filtered out some grammatically valid exam-
ples as well. This problem largely affected functions where st ruct type names were declared
using the struct keyword in the function. Struct variables whose types were declared with
typedefed names were unaffected, and thus our data includes many struct-typed variables. It is
possible, though unlikely, that this caused a certain type of decompiler issue to be excluded from
our sample, though we found no evidence of this during spot-checks.

3.6 Conclusion

Our study identifies nontrivial fidelity issues in decompiled code. It is probable, however, that
not all of these issues have the same impact on the difficulty of reverse engineering. A chal-
lenge for future work is to determine which issues have the largest impact on reverse engineers’
productivity.

Existing program comprehension literature, for the most part, does not cover issues in our
taxonomy. This is because to our knowledge all existing program comprehension literature fo-
cuses on normal (original) source code. Decompiled code is fundamentally different from normal
source and thus the issues identified by existing literature in program comprehension [38} 139, 164
differ from those in our taxonomy.

Our analysis of our taxonomy yields several key takeaways. First, techniques with the ability
to predict types in general, including the types of pointers, have the ability to help address a
large class of issues. Second, decompilers themselves could adopt a collection of rule-based
approaches which address some issue classes and minimize the impact of others. Finally, we see
the opportunity for nondeterministic techniques, especially scaled to be multi-function or whole-
program level, to broadly address many classes of errors including some of the most difficult
issues and corner-cases that other techniques do not solve.

While the second insight applies to deterministic decompilers, we leverage the first and third
to create IDIOMS, a novel neural decompilation technique, in the next chapter.

Availability

We make available all coded examples across all four decompilers and all coders. We also
provide a comprehensive codebook with a definition of each code, a definition of alignment, and
a list of benign (uncoded) issues. This material can be found at https://doi.org/10.
5281 /zenodo.8419614\
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Chapter 4

Idioms: Neural Decompilation With Joint
Code and Type Prediction

4.1 Introduction

Neural decompilation is the most general form of ML-based decompilation improvement, al-
lowing arbitrary transformations and rewrites of the input to statistically recover any type of
abstraction that is missing or distorted. As we find in Chapter 3, such ability to make broad
transformations is necessary to be able to fix all known fidelity issues in decompiled code. In
some cases, neural decompilers can greatly outperform traditional deterministic decompilers.

For example, Figure {.Ta) shows a function that initializes a time structure. Figure {.1b]
shows the same function, but after having been compiled and decompiled with the industry-
standard Hex-Rays decompiler. Notice that the decompiled code is missing meaningful names,
and the time structure is misrepresented as an array of integers. In contrast, Figure 4.1c| shows
the prediction of LLM4Decompile [98], a leading state-of-the-art neural decompiler. Although
LLM4Decompile did not recover meaningful names in this instance, it did predict that the func-
tion’s last argument was likely a structure, and the decompiled code is easier to read.

Although it may be an improvement over deterministic decompilers, the output of neural
decompilers is still far from ideal. A security practitioner can glance at the original source
code (Figure [A.1a) and immediately know that the function is time-related by looking at the
names (real_time_2_tm) or output type (struct rtc_time). In contrast, the neurally decom-
piled code (Figure contains no obvious clues that the function manipulates times. More
problematically, studies have shown that reverse engineers often work across multiple levels of
abstraction [104] such as assembly code and decompiled code. To map between abstraction lev-
els, it is necessary to know the memory layout of the data structures used in decompiled code.
Although we can tell from the figure that st ruct_t is a structure, a reverse engineer does not
know the memory layout because there is no type definition at all. The lack of type definitions
causes problems for code analysis as well. As is, the code in Figure is not well-defined
without a definition of st ruct_t; it cannot be analyzed by static analysis tools, and cannot even
be compiled.

This limitation is significant. As we discuss in Section (Table [4.1), user-defined types
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struct rtc_time {

2 int tm_year;

3 int tm_mon;

4 int tm_mday;
int tm_hour;
int tm_min;
int tm_sec;

}i

10 void real_time_2_ tm(int year, int mon, int
mday, int hour, int min, int sec,
struct rtc_time xtm) {

] tm->tm_year = year - (1900);

12 tm->tm_mon = mon;

13 tm->tm_mday = mday;

14 tm->tm_hour = hour;
min;

15 tm->tm min =
16 tm->tm_sec =

(a) A function which initializes a structure describ-
ing a date and time.

1 void funcO(int a, int b, int ¢, int d, int
e, int £, struct_t =xs) {

2 s->a = a - 1900;
3 s->b = b;
4 s—->c = c;

s—>d = d;

s—>e = e;

s—>f = £;

g 1

(c) Figure having been compiled, decompiled
and run through LLM4Decompile-Ref [98]. While
the predicted code represents the same sequence of
operations as it is difficult to know if the pre-
diction is correct without knowing the types of the
fields used and how they’re arranged within the type
struct_t. LLM4Decompile’s solution is under-
specified; the definition of the type struct_t is
necessary to fully define the semantics of the func-
tion.

1 _DWORD * funcO(int al, int a2, int a3, int
a4, int a5, int a6, _DWORD =*a7) {

2 _DWORD =*result; // rax
4 a7[5] = al - 1900;
5 a7[4] = a2;
6 a7[3] = a3;
a7[2] = a4;
8 a7[1l] = a5;
9 result = a7;
10 *a7 = a6;
11 return result;

12}

(b) Figure which as been compiled, then de-
compiled. The decompiled version is missing de-
tails like names and types, which makes it harder to
read.

struct date_t {

2 int year;
3 int month;
4 int day;

5 int hour;

6 int min;
/ int sec;
8 };

10 void set_date(int year, int month, int day
, int hour, int min, int sec, struct
date_t xdate) {

11 date->year = year - 1900;

12 date->month = month;

13 date->day = day;

14 date->hour = hour;

15 date->min = min;

16 date->sec = sec;

17 }

(d) Figure having been compiled, decom-
piled, and run through the IDIOMS version of
LLM4Decompile we introduce in this work using
our training process. Unlike Figure the ID-
I0MS model jointly predicts the necessary type def-
initions along with the function.

Figure 4.1: A function with a user-defined type and different decompilations of it.

(UDTs), such as structs, are widespread in real code. However, existing neural decompilers are
not designed to predict the definitions of UDTs. This problem is largely masked because the
benchmarks that existing neural decompilers are evaluated on feature very few UDTs, if any at

all.

In this chapter, we address these shortcomings by proposing a novel method for training
neural decompilers that more effectively reconstructs user-defined type definitions alongside re-
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constructed code. Figure shows the output of our approach, which we call IDIOMS, since it
recovers idiomatic code. Notice that IDIOMS predicts the type definition of the output structure,
struct date_t, as well as the names of the fields within it.

There are two key insights behind our approach:

Insight 1: Code and types should be predicted jointly. The code and function definitions
must be predicted jointly—in coordination with one another—so that the applications of the type
in the code (e.g., the field names) are consistent with the definition. The alternative approach—
predicting code and types independently—is problematic because an independent type recovery
tool is unaware of the neural decompiler’s prediction, and so it may produce field names that do
not match those in the prediction. For example, one might wonder if it is possible to use a neural
decompiler like LLM4Decompile alongside a separate existing type recovery tool [21,1105,114]],
but this will not help solve the issue in Figure Suppose a type prediction tool was used to
generate the following type definition:

struct s {int u; int v; int w; int x; int y; int z;};

This does not help someone interpret Figure because the field names do not match those
in Figure despite having the correct memory layout. Because type definitions must be
consistently applied throughout code, we argue that the code and types must be predicted jointly,
in a coordinated fashion. Field names relate a type definition to its use and application in its
associated code.

Insight 2: Scattered evidence for UDT reconstruction necessitates consideration of broad
context. A key reason it is difficult to predict UDT definitions is the scattered evidence prob-
lem: in general, only a subset of a UDT’s fields are accessed within any given function (Sec-
tion[3.4.1)). This motivates us to consider the broader context of a function’s call graph to provide
additional evidence for UDT reconstruction in model training and prediction. We train a series
of models where we provide additional context in the form of functions that are close in the call
graph, which we term neighboring functions. By nature, a function’s callees and callers process
the input, output, and some internal values associated with a function, and may offer additional
clues as to the types of those values. In turn, the types of values within those callees and callers
may be informed by their neighbors.

Based on these insights, we introduce a new training strategy and associated family of ID-
IOMS models, that (a) jointly predict code and type definitions, enabling consistent type appli-
cation, and (b) leverage neighboring functions in the call graph to provide necessary additional
context for UDT reconstruction. Like LLM4Decompile-Ref [98]], we use the output of deter-
ministic decompilers as input to our model(s), allowing us to take advantage of the decades
of work in deterministic decompilation and reduce the difficulty of the model’s task. Unlike
LLM4Decompile, we train our IDIOMS family of models to predict the complete definitions of
all UDTs used by a function along with the definitions of those functions. Decompiled code
is the only input required to our trained models; unlike other existing work [3], for example,
our approach does not require test cases, which are typically unavailable in reverse engineering
scenarios.
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Figure 4.2: Our high-level approach. We use our dataset, REALTYPE, to finetune causal language
models into IDIOMS models then evaluate them.

Our experiments show that neurally decompiling functions containing UDTs is more chal-
lenging than decompiling those without, even when controlling for function size. These find-
ings generalize across a variety of model sizes and architectures. We show that our approach
and family of models achieve state-of-the art neural decompilation results (even on code with-
out UDTs in the most challenging existing benchmark). We also demonstrate that neighboring
context substantially improves UDT composition prediction—the types and order of all fields,
recursively—by up to 63%, with larger models benefiting more.

In summary, in this chapter, we contribute

* A new dataset, REALTYPE, containing 154,301 training functions and 2,862 evaluation

functions with real UDTs. We extract complete definitions of all UDTs for all functions in
REALTYPE by parsing preprocessed original source code.

* A training procedure to jointly predict user-defined types and code in neural decompilation.

* A state-of-the-art family of neural decompilation models, which we call the IDIOMS family
of models.

* Experimental results showing the difficulty of UDT type prediction, the ability of our
neighboring-context training strategy to improve the prediction of UDTs and the gener-
alizability of both across a wide variety of model architectures and sizes.

In the interest of open science, we release the code used to build the datasets, train and

evaluate the models, as well as our dataset, REALTYPE, all IDIOMS models, and other models we
train in our experiments for comparisonﬂ

4.2 Approach

Figure 4.2] overviews our approach. Neural decompilation generally entails training machine
learning models to predict the original source code for some target function of interest from
some deterministically derived representation of the binary (left-hand-side of Figure 4.2). Our
IDIOMS models are trained to operate on the output of a deterministic decompiler, and to predict
the original source code definition of a target function, along with a list of user-defined types in

'Code can be found athttps://github.com/squaresLab/idioms; models and datasets can be found
athttps://zenodo.org/records/14797017.
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Figure 4.3: Organization of the sequences used to train the models. IDIOMS models use neigh-
boring context, which places decompiled functions starting from a target function in the context
window following a breadth-first search of the call graph. In the figure, A is the target function.
Function context is used in some experiments to compare with IDIOMS.

that function. Section 4.2.1] details the modeling approach, which entails finetuning pretrained
causal language models, using call graphs to select context to inform predictions.

Training models in this way requires suitable example input and output data. Existing datasets
for neural decompilation have two key limitations: (1) a lack of variables with UDTs and their
definitions, and (2) they are organized at the function level, meaning there is insufficient infor-
mation available to build a call graph. We build a new dataset, REALTYPE, that includes these
features, that we describe in Section4.2.2]

Using this data, we train a family of causal language models to predict the original code
associated definitions of user-defined types. Section4.2.3|describes training details.

Once trained, models are used to predict the original code and UDT definitions for a given
decompiled function (right-hand-side of Figure 4.2). For evaluation purposes, this must be per-
formed on data not included in the training dataset. We discuss evaluation in more detail in
Section

4.2.1 Modeling

Model architecture and finetuning. State-of-the-art language models are neural networks,
machine learning models that encode information in terms of real numbers called parameters.
Models learn via training on typically large quantities of data; the goal of training is to learn
parameter values that minimize the error entailed in the model’s prediction (using a process called
backpropagation). To partially overcome the challenges of sufficient training data for a particular
task, a model can be pretrained on data for a related task, and then finetuned on a much smaller
quantity of data relevant to the actual target task. This has been widely shown to be more effective
than training a model for the target task alone on smaller quantities of data. The approach we take
for neural decompilation follows this paradigm by finetuning causal language models pretrained
on code. Causal language models process token sequences. Figure [.3] illustrates the overall
organization of the sequence provided to our model.

In a supervised context like this, where the task is to learn to predict an output (original
code + UDT definitions) from an input sequence (decompiled code), the input and output are
concatenated into a single sequence, where the input precedes the output. We delimit the two
with a separator token which indicates that the input is complete. At evaluation time, or during
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use in practice, the input and the separator token are used to prompt the model to generate the
output (the rest of the sequence).

Jointly predicting code and types On the “output” side of the context is the definition of the
function and user defined types used within it from the original source code; in Figure this
is everything to the right of the ®. Importantly, code and type definitions are part of the same
sequence. Causal language models use the entire preceding sequence to predict the next token
in the sequence. This means the names of the fields as used in the prediction, as well as how
they are used, are available when the model is generating the type definitions. This allows type
definitions to be generated jointly with the decompiled code.

Neighboring context 1DIOMS models use neighboring decompiled context to help address the
scattered evidence problem for UDT composition. In Figure the decompiled context is to
the left of the ®. It is arranged such that the target decompiled code is placed first, and the
callees and callers of the target function are placed after it. Then their callees and callers are
placed if they haven’t been already added to the context, and so forth. This breadth-first order
is not arbitrary. Intuitively, the model must relate the information it learns from the neighboring
context to inform the prediction of variable types in the target function. That information can
only be related if there’s an unbroken trace from the source of the information to the target
function. Additionally, due to practical resource constraints, models can only handle sequences
up to a certain length, meaning that choices must be made on what context to put within the
available space. The BFS order means the context can be cut off arbitrarily on the right side to
fit context-length constraints while maintaining the property of having an unbroken trace back to
the target function. All of this context is followed by a special name-indicator token and tokens
of the decompiled target function’s name in the decompiled code.

Figure 4.3|also shows function-level context, which is used by all existing prior work on neu-
ral decompilation [S} [17, 136, 48l 153,157, 98]], though sometimes due to architectural differences
on some older models the decompiled code and original code are actually separate sequences.
Function-level context consists of only the target decompiled function. We demonstrate the value
of neighboring context experimentally (Section 4.4) by comparing with models built using only
function-level context.

4.2.2 Dataset

Machine learning requires training data, and our model architecture and overall goals impose two
requirements on a training dataset. First, it should contain code with user-defined types represen-
tative of those found in the real world. Second, we must be able to construct/use interprocedural
call graphs of the compiled binaries. Existing neural decompilation datasets like EXEBENCH [4]]
and HUMANEVAL-DECOMPILE [98] do not meet these requirements; they provide only func-
tion context, and have fewer and simpler UDTs than real-world code, if any. We examine this
in detail in Section We therefore construct a novel dataset, REALTYPE, that meets these
requirements.
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Mining functions with UDTs. To build REALTYPE, we cloned and compiled majority-C-
language repositories from GitHub using the GitHub Cloner and Compiler (GHCC) tool [51]].
The tool executes standard build configuration scripts, executes standard build scripts like Make-
files, and extracts any resulting ELF-format binary files, then archives the repository if it is under
100 MB in size. Among the ELF files are object (.o) files. Including object files increases
the amount of data available because not all projects build completely. However, it also means
that for projects that do build completely, the same function is present at least twice: once in
the object file, and once in the complete binary (executable or library). We filter out all object
files for which the functions in that object file appear in another ELF-format binary from that
repository. We adapt dataset preprocessing scripts from the DIRTY [21] replication package to
interface with the Hex-Rays decompiler to decompile each binary. We filter out PLT stubs, then
canonicalize the function names for functions in the binary to funcx, where X is an integer, a
standard canonicalization scheme [53, 98], [106].

To collect the original code and the types used in it (our output data), we modified GHCC to
run gcc’s preprocessor, inhibiting the generation of linemarkers (gcc - -P), and collecting any
resulting generated text files. To ensure that the original code and binary code represent exactly
the same version, we use the repository archives created in the previous step. We parsed the
preprocessed code, tracking typedef aliases and recording the definitions of UDTs. We store all
types in a python object model representing the C type system built on top of DIRTY’s [21] type
system, allowing fine-grained programmatic analysis of types. The types we collect reflect the
expressive power of C types, including UDTs nested arbitrarily deep and typed function pointers.

Next, we extract and textually canonicalize each function. To do this, we traverse the func-
tion’s AST and record all type descriptors (e.g. at variable declarations, typecasts, and the func-
tion’s return type). We de-alias each name by searching the previously created typedef alias
chains to locate the original form of each name, then replace the names in the function’s text
with the standard name. For instance, int32 and _int32_t each becomes simply int. || We do
this to provide a standard form for each type. This makes results easier to evaluate and reduces
the ambiguity in the conceptual mapping between the memory representation of each type and
its syntactic form that the neural decompiler must learn. We store the canonicalized form of each
function along with the type of each variable in the function.

With the decompiled and original code prepared, we matched preprocessed functions with
decompiled functions and organize them by the binary in which they occur. We do this so as
not to leak information during training; a reverse engineer will attempt to analyze one or more
binaries at once, without access to the original source. Within each binary, we compute and store
the call graph between functions in that binary.

Deduplication. Data leakage is a key risk in machine learning. Machine learning models
tend to “memorize” examples in the training dataset; evaluating a model on examples in the
training set leads to inflated, unrealistic results. Thus, an important dataset preparation step is

>The C standard specifies the minimum size of each type, but not the maximum, so technically int is
ambiguous—hence the reason for the alternative integer type names in the first place. We performed all experi-
ments on the same platform, x86_64 linux with gcc, so this was not an issue in our case. We chose C keywords for
ease of use, but an alternative convention that more explicitly describes the size of each type would also work, so
long as it is consistent. It is the myriad of equivalent but different naming conventions that is the key issue.

39



Table 4.1: Complexity in Evaluation Datasets

HUMANEVAL-DECOMPILE [98] EXEBENCH [4] (test_real) REALTYPE (ours)

Lines of code (mean) 15.2 13.9 14.2
Variables with a UDT (%) 0 0.5 26.4
Functions with a UDT (%) 0 1.9 53.4
Recursive UDT field count (mean) N/A 2.2 17.6
Type-tree complexity (mean) 1.4 1.5 16.2
UDT Type-tree complexity (mean) N/A 4.2 57.3

In this context, a UDT is a user-defined type, specifically a struct or union. Our dataset is
extracted from real code on GitHub, while HUMANEVAL-DECOMPILE is based on programming
challenge problems. EXEBENCH is also extracted from real code on GitHub, but the dataset
construction process biases it against UDTs. Each primitive type is a leaf node in a type-tree
and each other modifier is an internal node. The complexity measure is the total number of
nodes: int has complexity 1, int * has complexity 2, and struct s{int x; int y;}; has
complexity 3.

to check that training and evaluation sets are disjoint. As we discuss in Section {.5] the risk of
data leakage via pretraining is relatively low for neural decompilation. However, the risk of data
leakage during finetuning on this constructed dataset remains, because duplicates on GitHub are
common [95].

To mitigate this risk, we deduplicate the dataset aggressively, so that we can confidently split
the dataset into training and testing splits that we expect to be disjoint. Our approach is two-fold:

* Minhashing [12]]: This deduplication technique, originally developed for deduplicating
webpages, clusters similar text files, and has recently become popular in deduplicating
code datasets [37,61] due to its robustness. Exact-match deduplication is insufficient be-
cause many copies of popular projects represent different past versions of that project or
contain small modifications. We treat all C files in a repository as a “document” (the order
is arbitrary due to shingling) and treat the resulting clusters of repositories as duplicates.
We select the repository from each which produced the most data. Sometimes some dupli-
cates will fail to build, perhaps due to modifications made to build scripts.

* By-project splitting: we ensure that all data from a given repository ends up in entirely
either the train, validation, or test set and is not spread across those sets. This is because
the model can memorize project-specific details and conventions, including UDTs, and
apply them at test time, greatly inflating results. Indeed, Xiong et al. [106]] find that not
performing by-project splitting in variable name prediction for decompiled code inflates
results by 200-300%.

Using both strategies substantially increases their efficacy. Using by-project splitting without
minhash deduplication means that a duplicate of a project in the training set could end up in the
test set. By-project splitting is required to ensure that project-specific details aren’t leaked across
set boundaries even when duplicates are not present.
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REALTYPE characteristics. After deduplication, our dataset contained 154,301 training func-
tions, 540 validation functions, and 2,322 test functions. We refer to this dataset as the REAL-
TYPE dataset. REALTYPE has substantially more user-defined types than existing benchmarks.
Table 4.1 compares REALTYPE with two popular benchmarks used to evaluate the state-of-the-
art models LLM4Decompile [98] and Nova+ [S3]]. They contain very few, if any, user-defined
types, and those that are present are unrealistically simple.

4.2.3 Training Details

To show the generalizability of our training approach, we finetune IDIOMS models from five
pretrained model architectures and sizes:

* CodeQwen?2.5 [52], 0.5 billion parameter version

* LLM4Decompile [98]], 1.3 billion parameter version
* CodeGemma [100], 2 billion parameter version

* CodeGemma [100], 7 billion parameter version

* CodeLlama [85], 7 billion parameter version.

We use the common convention in machine learning to attach -xb to the name of each model,
where x is the number of parameters in that model, in billions, e.g. codellama-7b.

For models under 1 billion parameters in size (CodeQwen2.5-0.5b), we perform traditional
finetuning. For models above 1 billion parameters in size, finetuning becomes computationally
prohibitive; we therefore leverage recent research using adapters and quantization (QLoRA [32]]
adapters), allowing for a high-fidelity approximation of full finetuning at a fraction of the com-
putational cost and VRAM consumption.

When training on the full compilable partition of the EXEBENCH dataset (for comparison
with REALTYPE), we trained CodeQwen for 8 epochs, the 1-2 billion parameter models for two
epochs, and the largest models for 1 epoch. We find that the larger models need less finetuning
before they converge; they are inherently more capable. Simultaneously, larger models are more
expensive to finetune. Uniquely among the models we use, LLM4Decompile has been pretrained
on decompiled code, though it was trained on code decompiled with Ghidra rather than Hex-
Rays. We train all models with a cosine learning rate scheduler [70] starting from a learning rate
of 5 x 107°. We use a batch size of 64.

To mitigate overfitting concerns, on the 8-epoch experiments, we use standard machine learn-
ing procedure and evaluate after each epoch on the validation set. The best performing version
of the model is used for the final evaluation on the test set.

For our function-context models, we configure the context window—the maximum amount
of tokens the model will process at once—to be up to 2048 tokens, 1024 of which is reserved for
the original code tokens and UDT definitions. We configure the context window size for IDIOMS
models with neighboring context to be up to 4096 tokens, 3072 of which is the decompiled
function and neighboring context and 1024 of which is reserved for the original code and UDTs.
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4.3 Experimental Design

Our experiments are designed to answer three research questions:

RQ1: How effectively do neural decompilation models, including IDIOMS, predict code and
UDTs, and how does performance relate to model and dataset size? We examine the overall
performance of IDIOMS and neural decompilation models in general and how scaling up the
process impacts that performance.

RQ2: To what extent, if any, do UDTs increase the complexity of neural decompilation?
Existing work is evaluated on benchmarks that contain limited UDTs. But as we have discussed
previously, predicting UDTs is valuable, and UDTs are commonplace in real code. Do UDTs
impose additional challenge for neural decompilers, and if so, how much?

RQ3: How does adding neighboring context affect the quality of neural decompilers? The
scattered evidence problem tells us that the evidence needed to understand UDTs may be spread
throughout different functions of the program. Does providing neighboring context help the
model predict UDTs more effectively, and if so, by how much?

4.3.1 Datasets and Baselines

The experimental configurations entail two datasets: REALTYPE (our new dataset), and EXEBENCH [4].
EXEBENCH is the most challenging existing benchmark used to evaluate existing work. It fea-
tures code extracted from GitHub, along with definitions for external symbols associated with
some functions. Most of the definitions are synthetic and automatically generated by the authors.
They do not feature the full definitions of UDTs, however. Many have a single field named
dummy, marking it as a placeholder value. A minority of the examples, about 15.4% of the over-

all dataset, have unit test cases that the authors automatically generated. The test and validation

sets are selected out of those 15.4% of the functions for which tests could be generated (hence

the bias illustrated in Table [4.T]).

Our primary baseline is an unmodified existing state-of-the-art model, LLM4Decompile [98],
which we evaluate on EXEBENCH [4]. Note that originally, LLM4Decompile was trained on
code decompiled by Ghidra rather than Hex-Rays. For the purposes of baseline results, we re-
decompile the EXEBENCH test set using Ghidra and use this as input to the LLM4Decompile
model; evaluating it directly on Hex-Rays data would represent a covariate shift that would hurt
LLM4Decompile’s performance. Later, we also finetune LLM4Decompile on Hex-Rays data as
part of our main experiments.

We do not compare against two other pieces of notable recent work in neural decompilation:
SLaDe [3]] and Nova+ [53]. SLaDe achieves very strong results for a very small model size.
However, by design, SLaDe uses the test cases bundled with EXEBENCH for each function during
prediction to decide which is correct. Unfortunately, this is unrealistic in practice, because the
source code was used to create the test cases, which of course defeats the purpose of a decompiler.
Even with the source code available, the authors of EXEBENCH [4] were only able to generate
tests for 15.4% of the dataset.

Nova+ [53] is a neural decompiler that uses assembly code as input rather than decompiled
C. Nova expects the assembly to be highly processed and regularized before being fed into the
model. Because the work is under review, their preprocessing script is unavailable. Attempting
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to decompile without the preprocessing script introduces a covariate shift for the model, and it
produced very poor results. We look forward to testing Nova+ when it is released.

General purpose LLM chatbots like ChatGPT have been shown to be poor neural decompil-
ers [S, 153 98], especially for their immense size, likely because they are trained on vastly more
“normal” source code and little decompiled code.

4.3.2 Metrics

Ideally, a perfect neural decompilation exactly matches the original source code. In practice,
we want a neural decompiler to (1) preserve the execution semantics, and (2) restructure the
names, types, and code to be more readable and idiomatic, or written in a style that mimics a
human developer’s. In comparison with deterministic decompilation, the former means that a
good neural decompiler should be no worse than a deterministic one, and the latter means it must
add value beyond what a deterministic decompiler can provide. We use a suite of metrics to
measure a neural decompiler’s efficacy on both fronts, comparing to the original source code as
the gold standard.

Semantic preservation. There is no easy way to check the semantic equivalence of the neu-
ral decompiler’s prediction because program equivalence is undecidable. Instead, we use two
complementary proxies: one complete, but unsound; the other sound, but incomplete:

* Unit test accuracy: whether the neural decompiler’s prediction passes all available unit
tests. EXEBENCH includes unit tests with each example in the test set, intended to evaluate
semantic fidelity of decompiled code. Tests are complete but unsound, but still a useful (if
optimistic) proxy for correctness. (Metric name: passes exebench tests)

* Static, dependency-based equivalence. To address the limitations of unit testing and as-
sess correctness for REALTYPE (which lacks unit tests), we use static, dependency-based
equivalence checking, comparing against the original source code as ground truth. We
use features of the CODEALIGN analysis framework [34] to extract control and dataflow
dependencies between operations and determine if the resulting dependency graphs are
isomorphic. Intuitively, isomorphic dependency graphs mean that the programs execute
the same sequence of operations in the same partial order, while ignoring variable names
Doing so is a sound approximation of equivalence [[109]], subject to two limitations: type
compatibility and side effects. We also report the fraction of the neural decompiler’s pre-
dictions for which the prediction is isomorphic (matches the ground truth), and for which
all variable types match. (Metric names: dependency-based equivalence, dependency-
based equivalence + typechecks.)

Code improvements. It is also important to quantify how the neural decompiler has improved
the code by adding abstractions like accurate variable names and types. A challenge in evaluat-
ing variable name accuracy is determining which variables in the prediction correspond to those
in the original source. The prediction may break up expressions into smaller subexpressions,

3We say partial order because the order of some statements can be swapped without affecting semantics. For
instance, x++; y++; and y++; x++; are functionally equivalent.
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with results stored in intermediate variables, or vice versa. This means that, except for function
parameters, it can be ambiguous how to programmatically map between variables in the orig-
inal and the decompiled versions of a function to compare their names and types. To address
this challenge, we identify the operations that map to one another in the previously-computed
isomorphic maps computed for dependency-based equivalence. With this mapping, we compare
variables’ names and types. (Metric names: variable name accuracy, variable type accuracy)

If code has the same dependency structure as the original, that means it represents the al-
gorithm expressed in the binary in terms of the same operations in the same partial order. In
other words, the structure of the predicted code mimics that of the original code. Dependency-
based equivalence thus also serves as a measure of how often the neural decompiler recovers the
structure of the original code.

UDT accuracy. One of the key challenges with decompiling real C code is reconstructing user-
defined types. One novelty of the IDIOMS approach is that it predicts UDTs alongside the code,
and thus we measure accuracy on UDTs separately. UDTs are often named, as are their fields.
Perfectly predicting the name of a UDT and each of its constituent fields is a challenging task.
We therefore also look at partial metrics that decompose accuracy on UDT predictions. Namely,
knowing type composition, and accurately predicting it — that is, the type of fields it has and the
order in which those fields occur — can still be helpful to a reverse engineer. We therefore report
the fraction of UDTs for which the composition matches (which ignores field names). When
computing our sound equivalence metric “dependency-based equivalence + typechecks” we use
UDT composition to determine if all UDT variables typecheck rather than requiring that UDT
names match as well. (Metric names: variable UDT names + composition accuracy, variable
UDT composition accuracy)

In summary, unit test accuracy is an upper bound on the rate at which neural decompilers
preserve semantics, while dependency-based equivalence + typechecking forms an approximate
lower bound. Variable name accuracy, the three type accuracy measures (variable type accuracy,
variable UDT names + composition accuracy, variable UDT composition accuracy), and the
fraction of the decompiled examples that have the same dependency structure as the original,
quantify the improvements that neural decompilers make to the code.

4.3.3 Experimental Methodology

To answer our research questions, we train and evaluate each of the five base models described in
Section4.2.3|under four conditions. The primary evaluation of our proposed IDIOMS approach is
neighbors-realtype (idioms): Models are trained and evaluated on the REALTYPE dataset, using
neighboring functions identified by call graph traversal as context.

The other three conditions are designed to provide causal comparisons by differing one factor
at a time, enabling assessment of the role of dataset composition and size, and IDIOMS design
features:

* exebench: Training and evaluating on EXEBENCH

* parity-exebench: Training and evaluating on a subsample of EXEBENCH that is the same
size as REALTYPE.
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* functions-realtype: Training and evaluating on REALTYPE, but using only the decompiled
function as context, as existing work does.

* and finally, neighbors-realtype represents the full IDIOMS setup.

The first set of conditions mirrors using existing state-of-the-art training practices on the most
challenging existing benchmark used in neural decompilation research, EXEBENCH [4]]. Exper-
imental conditions exebench and parity-exebench differ in dataset size; parity-exebench and
functions-realtype, the dataset used; and functions-realtype and neighbors-realtype, the type
of context provided. We train/evaluate all models under all conditions to assess generalizabil-
ity to model sizes. Notably, only neighbors-realtype uses neighbors-context; the other three
experimental settings all use function-only context.

For the configurations that use EXEBENCH dataset, we used the compilable partition of
EXEBENCH for which deterministic decompilation succeeded. For consistency, we process the
dataset in the same way as we did ours in Section 4.2.2] with a few exceptions dictated by the
information available. In particular, we compiled each function individually rather than each
project/repository together, since the dataset is not organized by project and there is no project-
specific build information. We also made use of the function-specific dependencies (typedefs,
function declarations, and type definitions) provided in the dataset rather than running the pre-
processor on an entire project at once.

Thus, for the exebench setting, we trained on the full compilable train set for which deter-
ministic decompilation succeeded, which consists of 2,383,839 functions. EXEBENCH is sub-
stantially larger than REALTYPE, which consists of 154,301 functions, and machine learning
model performance generally increases with training set size, so to control for this, we randomly
subsampled EXEBENCH to create a smaller training set of the same size. Then, we trained each
model on this subset for the parity-exebench setting.

For exebench and parity-exebench, we evaluate only on the “real” subpartition of EXEBENCH’s
test set. As described in Section[4.3.1] the “synth” partition contains unrealistic synthetic depen-
dencies, including user-defined types. Further, the authors of SLaDe find that the “synth” sub-
partition is substantially easier to predict than the “real”, with all techniques scoring at least 20%
higher (in absolute terms) on “synth” alone as compared to “synth” and “real” together. (Real
alone is not evaluated.) We also exclude from the EXEBENCH test case evaluations any examples
where the provided oracle solution and dependencies don’t compile, or fail at least one test. This
makes up about 16% of the overall test_real partition. The authors of SLaDe [5] find that
about 44% of oracle solutions across both real and synth partitions fail.

To evaluate the role of dataset type and quality on UDT and neural decompilation effec-
tiveness, we compare models trained only on REALTYPE, but without additional context. This
is the functions-realtype experiment, which uses only the decompiled form of a function to
predict the original form of a function and its user-defined types. Comparing this setting to
the neighbors-realtype experiment allows an assessment of the value of neighboring context in
neural decompilation.
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4.3.4 Dataset and Prediction Processing

We perform a small amount of necessary filtering on the evaluation datasets. DIRTY’s [21]]
decompilation scripts fail on about 16% of the EXEBENCH test_real set; we are forced
to filter these out because otherwise we have no input to provide to the model. Following
LLM4Decompile [98]], we do not evaluate on any examples for which the decompiled func-
tion does not fit within the model’s context window. This filters out about 3% of each test set.
The “neighbors” experiments have expanded context windows; for a fair evaluation, we ensure
that they are evaluated on the same subset of the test set as the corresponding “functions” model.

In our experiments, all models are trained to predict the decompiled code first, followed by
any user-defined types used in the function or in other user-defined types. Especially with the
realtype experiments, the model’s predictions often include degenerate text [46], usually type
definitions following some kind of repeating pattern. Degenerate text is a common issue in
even large and powerful language models, and its causes are not well understood. We find that
degenerate text can occur even when the prediction of the function’s text is correct, and also even
when the definitions of the UDTs of the functions are present and correct. (The correct UDTs,
without observed exception, immediately follow the predicted function definition; degenerate
ones follow the correct ones.) We hypothesize that the degenerate text is at least partially a result
of the extreme difficulty of the task: in general, as we discuss in Section 4.1} it is difficult if not
impossible to fully predict a user-defined type from a single function that does not use all of its
fields. Because the decompiled code, especially in the realtype-functions experiments, is not
predictive of all UDTs, the model learns simply to generate some arbitrary UDT definitions after
generating the function text and any function definitions it can figure out. The fact that the effect
is less pronounced in the exebench experiments supports this view.

Fortunately, the degenerate text affects the evaluation very little. Type accuracy is computed
for each variable; if no variable uses a degenerate UDT, it is simply ignored.

Table 4.2: LLM4Decompile [98] Baseline

LLM4Decompile
dependency-based equivalence 20.85
dependency-based equivalence + typechecks 14.15
variable name accuracy 13.44
variable type accuracy 43.39
variable UDT names + composition acc 0.00
variable UDT composition accuracy 0.00
passes EXEBENCH tests 39.23

All values are percentages. UDT accuracy is 0% by construction because LLM4Decompile does
not generate UDTs.
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4.4 Results

To calibrate expectations about model performance, we provide baseline results of LLM4Decompile [98]]
on EXEBENCH in Table .2l UDT accuracy is 0% because LLM4Decompile does not na-

tively generate UDT definitions. The authors of LLM4Decompile only evaluate their assembly-

based models, LLM4Decompile-End on EXEBENCH, not their decompilation-based models,
LLM4Decompile-Ref. They report a unit test passing rate of 17.86%, but it’s important to note

that LLM4Decompile-Ref is more powerful, and there are several experimental conditions that

differ, so this number is not directly comparable with the last row of Table [d.2] This is why we
provide a baseline.

The results of our four main experiments—exebench, parity-exebench, functions-realtype
and neighbors-realtype—are shown in Figure Each column represents an experiment, and
the columns are arranged such that each experiment differs by exactly one experimental setting
from the one next to it. Between the first and second it is dataset size (2,383,839 vs. 154,301
training functions), between the second and third it is the dataset type (EXEBENCH vs. REAL-
TYPE), and the third and fourth differ in the amount of context provided (decompiled function
only vs. decompiled function and neighboring functions). The last column thus corresponds to
the primary experiment, neighbors-realtype, which uses the full IDIOMS approach. Note that
there is high variance in UDT metrics for the two EXEBENCH-based experiments because there
very few UDTs in the test _real subset of EXEBENCH.

4.4.1 RQ1: Model Performance and Trends

In general, in machine learning, model performance scales with dataset size and parameter
counts, but performance gains are usually logarithmic in training set size; doubling either does

not lead to a doubling in scores. We see this as well across all of our data. For instance,
CodeQwen2.5-0.5b, our smallest model, produces dependency-equivalent code 30.65% on EXEBENCH.
Meanwhile, CodeGemma-7b scores 33.70, a percent increase of about 10% despite being 14
times larger. We also see this in terms of scaling the dataset. Columns 1 and 2 illustrate this.
Column 1 represents a size increase of over 15 times but the gains in the same metric are only 6-

11%. The gains on both counts are relatively modest, which may be attributable in the latter case

to the fact that the models are pretrained on C code, which means they possess some inherent
reasoning ability about C (or, more precisely, they model a good distribution of C code).

IDIOMS (column 4) follows a similar trend albeit on a more difficult dataset (see RQ2).
CodeQwen2.5’s dependency-based equivalence score is 15.55%, though this drops to 7.17%
when type correctness is also factored in. Meanwhile, the two 7-billion parameter models,
CodeGemma-7b and CodelLlama-7b score only 18.25, 8.31 and 18.40, 7.99, respectively. How-
ever, the scores UDT composition matches increase much more rapidly with model size. (We
discuss this further in RQ3.) The best IDIOMS model recovers UDT compositions over 15.06%
of the time. Considering the mean size of UDTs (Table , and the fact that all UDTs must
recursively have identical compositions, this is an impressive feat.
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(a) CodeQwen2.5-0.5b

exebench parity-exebench ‘ functions-realtype neighbors-realtype (IDIOMS)

dependency-based equivalence
dependency-based equiv+typechecks
variable name accuracy

variable type accuracy

variable UDT names+composition acc
variable UDT composition accuracy
passes EXEBENCH tests

30.62
20.37
18.76
54.42
11.11
37.04
44.43

25.96
16.96
15.23
45.64

6.90
10.34
32.09

16.21
7.11
13.85
32.94
3.16
6.03

15.55
7.17
13.63
30.40
3.69
6.36

(b) LLM4Decompile-1.3b-v2

exebench parity-exebench ‘ functions-realtype

neighbors-realtype (IDIOMS)

dependency-based equivalence
dependency-based equiv+typechecks
variable name accuracy

variable type accuracy

variable UDT names+composition acc
variable UDT composition accuracy
passes EXEBENCH tests

31.87
23.29
19.16
54.90
13.79
41.38
49.11

29.08
19.79
17.22
49.59
12.00
28.00
41.33

17.95
8.45
16.14
36.08
3.78
9.96

17.28
8.30
16.88
35.34
4.60
11.09

(c) Codegemma-2b

exebench parity-exebench ‘ functions-realtype

neighbors-realtype (IDIOMS)

dependency-based equivalence
dependency-based equiv+typechecks
variable name accuracy

variable type accuracy

variable UDT names+composition acc
variable UDT composition accuracy
passes EXEBENCH tests

30.89
21.54
19.45
55.60
24.14
55.17
48.32

29.00
21.09
16.95
50.62
24.14
41.38
41.29

16.97
8.49
15.73
36.08
3.77
7.40

18.12
8.61
17.56
35.42
4.86
11.53

(d) Codegemma-7b

exebench parity-exebench ‘ functions-realtype neighbors-realtype (IDIOMS)
dependency-based equivalence 33.70 31.35 18.06 18.25
dependency-based equiv+typechecks 23.93 22.09 7.09 8.31
variable name accuracy 20.61 18.20 16.28 19.09
variable type accuracy 58.18 53.19 36.36 37.92
variable UDT names+composition acc 20.69 17.24 4.04 5.72
variable UDT composition accuracy 34.48 44.83 9.23 15.06
passes EXEBENCH tests 54.43 47.42 - -

(e) Codellama-7b

exebench parity-exebench ‘ functions-realtype neighbors-realtype (IDIOMS)

dependency-based equivalence
dependency-based equiv+typechecks
variable name accuracy

variable type accuracy

variable UDT names+composition acc
variable UDT composition accuracy
passes EXEBENCH tests

32.72
22.22
19.31
55.81
20.69
41.38
48.35

29.15
19.99
18.04
53.86
25.93
48.15
42.01

17.76
9.06
17.20
36.45
4.07
10.03

18.40
7.99
19.26
37.73
5.52
14.10

Figure 4.4: Main results. All values are percentages; higher is better. Adjacent columns differ in

one experimental condition.
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Answer to RQ1: Larger models and training sets increase performance modestly across all
model types, including IDIOMS. The best IDIOMS models are able to achieve dependency-
based equivalence scores of over 18% and UDT composition scores of over 15% on real code
and types.

4.4.2 RQ2: The Challenge of Real-World Code with UDTs

The second and third columns compare datasets of the same size and with similarly sized func-
tions (Table {.1)) but the third column represents our dataset, REALTYPE, which has far more
UDTs. This change causes a substantial decrease in performance on all metrics except variable
name accuracy. For dependency-based equivalence (row 1 on each of Tables #.4a}{4.4¢)), the drop
is 38-42%, relative to performance on EXEBENCH. The drop is even steeper when type correct-
ness is factored in (row 2): around 55%-68%. These data highlight the challenge that UDTs
provide for real code.

The absence of UDTs in existing benchmarks masks the need for predicting UDT definitions
alongside the code. REALTYPE helps close this gap.

Answer to RQ2: Code with UDTs is substantially more challenging to neurally decompile
than code without UDTs, with dependency based-equivalence + type equivalence dropping by
55%-68% following the introduction of data with real UDTs.

4.4.3 RQ3: The Role of Neighboring Context

Providing additional context in the form of neighboring functions’ code can lead to an increase
in scores, especially with larger models. Interestingly, correctness is largely unchanged, though
there is typically a slight increase. On the other hand, there is typically notable increase in UDT
accuracy, especially in terms of composition where type and field names are ignored. Larger
models are better able to take advantage of the additional context: UDT composition accuracy in-
creases 63% for codegemma-7b, 41% for codellama-7b, and 56% for codegemma-2b, with small
increases in most or all other metrics. Smaller models struggle to handle the additional context,
at least without tradeoffs. LLM4Decompile gains 11% UDT composition accuracy, but suffers
small losses in dependency-based equivalence and type accuracy. The smallest, QwenCoder2.5-
5b gains only 5% but likewise suffers small losses in structural equivalence, type accuracy and
additionally the combination of the two: overall typechecked dependency-based equivalence.

Answer to RQ3: Neighboring context help increase UDT accuracy with little to no downside
in terms of other metrics, though larger models benefit more.

4.5 Limitations and Threats to Validity

A key threat to validity with most work involving large language models is data leakage through
pretraining. The training sets for most LLMs are not public, but they usually consists of large
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quantities of text scraped from the internet, including code from GitHub; our dataset is also de-
rived from GitHub. Despite this, we think the risk of data leakage is small. Relatively little
decompiled code is found on GitHub or on the internet in general; models will likely be unfamil-
iar with it. Further, the key function that a neural decompiler must learn is the mapping between
decompiled and original code; there is likely even less of this data used in pretraining.

In this work, we only consider unoptimized (-00) code. Several existing pieces of work con-
sider different levels of optimization in neural decompilation or related tasks [3, 21} 153, 79, 98]].
They generally find that optimizations cause a small-to-moderate decrease in efficacy. Consider-
ing optimizations would have lead to a combinatorial explosion in the number of models to train
and evaluate (4 experiments x 5 architectures/sizes x 4 optimization levels), exceeding our com-
putation budget. Rather than reconfirm a generally well-understood phenomenon, we opted to
show the generalizability of our results across models of different architectures and sizes. How-
ever, it is possible that optimizations make recovering UDTs specifically particularly difficult.
We leave this to future work.

Some targets of decompilation, especially malware, are often obfuscated: that is, transformed
in a way that makes them more difficult to understand, usually by making them more convoluted.
We view deobfuscation as an orthogonal problem as there are a variety of deobfuscation tech-
niques [26, 28,133,167, 101, [111] that can be applied to de-obfuscate the code before feeding it to
the neural decompiler. However, in cases where these fail or a novel obfuscation is encountered
it may be necessary to input the obfuscated code to the neural decompiler directly. We leave
studying the impacts of this to future work.

Finally, our dataset is necessarily biased towards open source projects on GitHub that built. It
is possible that some decompilation targets, especially malware, may have systematic differences
from our data and thus affect performance.

4.6 Conclusion

In this chapter, we introduce the IDIOMS family of neural decompilers, which perform joint code
and type recovery. We build a dataset, REALTYPE, which contains 157,163 total functions and
the definitions of their user-defined types. We train models on EXEBENCH and REALTYPE, and
show that REALTYPE is a more difficult dataset despite their functions being of a similar size.
Additionally, we show that additional neighboring context helps address the scattered evidence
problem and thus improves performance on UDTs.

IDIOMS achieves state-of-the-art results, but neural decompilation is an extremely difficult
problem. Of particular concern is semantic correctness. Even on EXEBENCH, using the most
optimistic correctness metric, passing all EXEBENCH tests, the best model achieves only 54.43%
accuracy. In other words, the model is wrong about half the time, making it much difficult to
trust. To address this, in the next chapter, we propose a technique to check whether a neural
decompiler has failed to preserve semantics by comparing the deterministically decompiled code
with the neurally decompiled code.
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Chapter 5

Robust Evaluation and Validation of
Neurally Decompiled Code

5.1 Introduction

Neural decompilers are powerful tools that can help address the many fidelity issues with de-
compiled code, which are a key barrier to reverse engineers’ productivity. In other words, neural
decompilers can add substantial value beyond what traditional deterministic decompilers can
provide. Yet at the same time, neural decompilers are not strictly better than deterministic de-
compilers. This is because neural decompilers are probabilistic and may sometimes produce
code that does not faithfully represent the executable. Here, we are especially concerned about
semantic misrepresentations.

An analysis of the results in Table reveals several limitations with neural decompilation
in practice. First, semantic misrepresentations in neural decompilation are fairly common. Even
on the easiest dataset in the evaluation, EXEBENCH, on the most permissive metric, unit tests,
the best-performing model scores only 54.43% accuracy, meaning it contains semantic mispre-
dictions about half the time. The presence of mispredictions may make it difficult for reverse
engineers to frust the tool output, which in turn may make them less likely to actually use the
tool in practice. In contrast, while deterministic decompilers can also incorrectly represent the
semantics of the binary [18, 103} [115], they tend to be wrong in specific and well-understood
ways [104], such as by including a return statement where none should exist. However, because
neural decompilers probabilistically rewrite the code, they lose this reliability.

In recent years, large-scale commercial LLMs have become widely prevalent and have anec-
dotally been reported to be increasingly proficient at reverse-engineering-related subtasks, in-
cluding neural decompilation. It is possible that frontier models have become sufficiently adept
at neural decompilation that rates of semantic nonequivalence are negligible, so reverse engineers
can trust them. However, it is difficult to determine whether or not this is the case using existing
techniques: in other words, existing evaluation techniques are insufficient. In the preceding chap-
ter, we use two primary complementary metrics: codealign [34], which is theoretically sound but
incomplete, and unit tests, which are complete but unsound. In other words, if codealign returns
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that the techniques are equivalent, then they are indeed equivalentﬂ while if it returns nonequiv-
alent the code may or may not be. Likewise, if unit tests determine that the prediction is not
equivalent, it is not, but if all tests pass, the prediction may or may not be equivalent. We note
that the gap between codealign’s dependency-based equivalence scores and unit test accuracy is
quite large, around 40% (20% in absolute terms), indicating insufficient precision to conclude
much about model’s trustworthiness. A manual analysis indicates that unit tests are much closer
to the “true” equivalence rate (though it is still an overapproximation) than dependency-based
equivalence, but unit tests are unsound, and, as we discuss further below, it is extremely difficult
to generate meaningful unit tests in practice for real-world functions.

Thus, it is evident that existing evaluation techniques are insufficient for neural decompila-
tion. Further, as we show in Section while modern frontier LLMs perform well, they still
may make mistakes on even unoptimized code—neural decompilation is an extremely difficult
problem. To increase the trustworthiness and reduce the risk of using neurally decompiled code,
we propose performing validation: comparing the neurally decompiled code with determinis-
tically decompiled code. If the two are equivalent, then the prediction is no worse than the
deterministically decompiled code, which reverse engineers already find useful.

These two tasks are highly related. Both
are code equivalence problems comparing two
code representations that occur in the context
of neural decompilation. In evaluation, the
neurally decompiled code is compared with
the reference original code. In validation, the
neurally decompiled code is compared with
the deterministically decompiled code. Fig-
ure 5. Tlillustrates these two tasks in relation to
the neural decompilation process as a whole.

In this chapter, we introduce a new tech-
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nique, which we name FAULTLESS, for the
evaluation and validation of neurally decom-
piled code. The nature of these tasks offers
both challenges and opportunities.

Perhaps the most far-reaching challenge—
that which has the greatest impact on FAULT-
LESS’ design, and which also makes most al-

Decompilation

— Code transformation

Figure 5.1: The four code representations in the
neural decompilation problem, the relationships
between them, and the two comparison tasks
that FAULTLESS performs.

ternative prior work unsuitable for the tasks of

validating and evaluating neural decompilers—is the context-independent nature of the problem.
By this, I mean that the functions under analysis are arbitrary functions from inside the program
and that most dependency information is not available. This means, for instance, that when at-
tempting to show these functions equivalent, we don’t have access to the calling context, the
definitions or declarations of callees, nor the declarations of global variables. This constraint
is realistic in the context of neural decompilation. Reverse engineers will often do a high-level
sub-component scanning step when beginning to work on a binary [104]; they may choose any

!That is, subject to some limitations around side effects, which codealign does not model.
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part of the binary that looks most promising to being their investigation. Further, binaries may
be quite large and it may not be cost effective, practical or even possible with current techniques
to neurally decompile the entire binary, especially in a way that renames symbols consistently
across the entire neurally decompiled binary so that these dependencies can be reliably found.

A key implication of this challenge is that the code can’t be compiled by typical C compilers
which require full definitions of all dependencies. This aspect of the problem renders many
existing program equivalence checking techniques unusable for this problem. This includes unit
tests, because proper compilation is a prerequisite to execution.

One dependency we can rely on is the definitions of structs and unions: in the terminology
of Chapter 4} user-defined types. As we show in the prior chapter, it may be feasible to obtain
useful definitions of UDTs from a partial snapshot of the program and its call graph.

The validation task also introduces some additional challenges. As discussed in Chapter [3]
deterministically decompiled code may be semantically nonequivalent to the original, though
usually in ways that are well-understood. For instance, a decompiled function may return a
value where the original does not because the compiler uses the return register as a general-
purpose scratch register and the decompiler conservatively assumes that the temporary value
within should be returned. Alternatively, a compiler may widen a 32-bit integer variable to a
64-bit one, causing a deterministic decompiler to assume that variable is the larger type. Neural
decompilers, on the other hand, are trained to predict the original code. Accordingly, they may
not—and are indeed trained to not—make the same conservative assumptions as a deterministic
decompiler. Thus, there may be subtle semantic differences between a deterministic decompila-
tion and a neural decompilation, even if the prediction of the neural decompiler is ideal: that is,
identical to the original code. Because of this, a naive application of existing program equiva-
lence techniques to this problem would result in spurious false negatives where the deterministic
and neural decompilers’ predictions are “essentially” the same are flagged as nonequivalent. Ef-
fectively, to be useful, a carefully-callibrated degree of flexibility is required for equivalence
checking between deterministically and neurally decompiled code. To this end, wherever possi-
ble, FAULTLESS ignores compiler-specific details and instead tries to capture the algorithm that
the functions under comparison implement.

It is this property of the problem—that the functions under analysis are by construction im-
plementations of the same algorithm—that offers a key opportunity that help inform one of the
main design decisions of FAULTLESS. Iteration is the property of programs that make program
equivalence especially difficult. At a high level, two implementations of the same algorithm
should have the same loop arrangement. That is, for each loop in the original source, there is
a corresponding loop in the decompiled code. Following prior work [34, [75], we say that two
loops are equivalent iff (1) the state of memory at the start of the loops is the the same (2) if the
1th loop iterations modify memory in the same way and incur the same side effects.

For the validation task, this may not always hold due to optimizations; some optimizations do
restructure loops. (This is not a problem for the evaluation task because neural decompilers are
trained to undo optimizations). In this context, if using an LLM, it is possible to simply prompt
the model to preserve the loop structure of the deterministically decompiled code while otherwise
improving the code as much as possible. We explore this possibility in RQ6 (Section[5.4.2.c)).

Our experiments show that FAULTLESS is substantially more capable of performing evalua-
tion and validation of neural decompilers than prior techniques. We also show that FAULTLESS
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Figure 5.2: An overview of FAULTLESS. It takes as input two C functions and outputs a proof
result (equivalent or nonequivalent with a diagnostic reason). It contains three main stages:
a compiler, which converts raw C code into a custom intermediate representation (IR), an in-
terpreter, which symbolically executes a function in this IR and records information about the
execution, and a proof engine, which uses this information to construct a proof to, if possible,
show the programs are equivalent. The first two stages are run twice, once for each of the two
functions being compared.

&l

is very efficient, performing 90.1% of equivalence checks on functions in REALTYPE in under
one second and 96.7% in under two seconds.
In short, we contribute:
* FAULTLESS, an equivalence-checking technique for evaluating and validating neural de-
compilers.

* A python implementation of FAULTLESS totaling more than 11,500 lines of code. FAULT-
LESS has only two dependencies: tree_sitter, a parsing library, and z3, an SMT solver.

* A comprehensive evaluation measuring completeness and runtime performance, providing
empirical evidence for soundness, and showing how FAULTLESS can be directly applied to
neural decompilation with state-of-the-art models.

5.2 Faultless

The FAULTLESS proof system contains three main components: a compiler, a symbolic inter-
preter, and a proof engine, as shown in Figure[5.2] The technique takes two functions as input—
in evaluation, the predicted (neurally decompiled) code and the reference original code, and in
validation, the deterministically decompiled code and the predicted code—and returns a proof
result, which can be “equivalent” or “unable to show equivalent.” (Because FAULTLESS is sound,
there may be equivalent functions that it is unable to prove equivalent; these cannot always be
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distinguished automatically from nonequivalent functions. For convenience, we may refer to an
“unable to show equivalent” judgement as a “nonequivalent” one.) The first two components are
run in sequence for each function. Then the resulting execution contexts are compared in the
proof engine.

In the following section, I’ll begin by defining the objective: that is, what I mean by “equiva-
lence.” I'’ll then introduce two core abstractions, the execution model and the memory model, that
influence nearly every other component. Finally, I’1l step through each component of faultless in
order.

5.2.1 Defining Equivalence

The way FAULTLESS defines equivalence is carefully calibrated to balance utility and a robust
notion of equivalent observable behavior. A C function can return a value, modify program
state that persists beyond the deallocation of its stack frame (i.e., the state of the heap or global
variables), or read input or output; FAULTLESS captures all of these. In this section, we discuss
the equivalence criteria in an informal way to provide intuition for what FAULTLESS is trying to
achieve and to motivate design decisions. We will formalize these conditions once the execution
model, memory model, and other abstractions have been defined.

FAULTLESS uses a broad notion of functional equivalence. To programs are functionally
equivalent if they output the same values given the same inputs. FAULTLESS’ notion of inputs and
outputs are not limited to the values of parameters and return values. FAULTLESS also considers
the values reachable from pointers; that is, the values in memory found at the memory address
stored in the pointer. Global variables and function calls can serve as inputs and/or outputs, and
FAULTLESS models these as well.

The minimum necessary conditions for FAULTLESS to declare equivalence (hereafter referred
to as the “necessary equivalence conditions”) are, when given the same input:

* the two functions return the same values.

* if the return values represent valid memory addresses, then memory on the heap reachable
from the return value in each function is equivalent (contains the same values at the same
offsets).

* at the function’s exit, memory on the heap reachable from each argument to the function is
equivalent to the memory reachable from the corresponding argument in the other function.
This captures pass-by-reference behavior. Note that by context independence, FAULTLESS
doesn’t know if the pointee referenced a pass-by-reference argument is on the heap or
the stack (a fact which may differ by callsite), so without loss of generality FAULTLESS
assumes that memory addresses in arguments are locations on the heap.

* function callees, functions that are called inside the functions whose equivalence FAULT-
LESS is trying to determine, may also modify program state, read input or write output.
Therefore, FAULTLESS requires each callee in one function is equivalent to one in the
other. To prove one callee equivalent to another, faultless requires:

* the arguments to function callees are the same.

* to capture pass-by-reference behavior to function callees, memory on the heap reach-
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Table 5.1: Options FAULTLESS provides to loosen equivalence checking to accommodate com-
mon decompiler patterns that result in trivially nonequivalent behavior.

Code ID  Code Name FAULTLESS Option Name Description

CO0.b. Incorrect type Math-integer modeling Model integers as mathematical integers (Z) instead of bit-vectors

CO0.b. Incorrect type Decompose compound values  In decompiled code, structs in argument lists are often represented

in parameter lists as multiple independent arguments in sequence. Perform the same

flattening operation on the original code’s structs in argument lists.

C4.a.i. Extra arguments Ignore extra arguments When extra arguments are provided to the function or its callee,
assume that they are decompiler artifacts and ignore them.

C12. Incorrect return behavior ~ Ignore mixed return behavior If one function is void and the other is not void, do not compare
return values.

CO.c. Incorrect function name Require exact function names  Require equivalent functions to have equivalent names.

Off by default.

able from each argument is equivalent to memory reachable from the corresponding
argument in the other callee.

= function callees occur under equivalent control-flow conditions.

* function names and global variable names are consistent between the two functions. Neu-
ral decompilation may rename global variables and function callee names, so they may not
exactly match those in the decompiled code or those in the original code. Instead of requir-
ing them to match exactly, which is often too strict in the context of both the evaluation
and validation tasks, we require a bijective mapping to exist between the function names in
each input function and likewise for the global variables. We discuss consistency in more
detail in Section

* mapped global variables store the same values.

It is also instructive to consider what FAULTLESS does not require to show equivalence.
FAULTLESS intends to capture algorithmic behavior while abstracting away compiler-specific
details wherever possible. Therefore, FAULTLESS may declare two functions equivalent even if
they have observably different side channels or may be vulnerable to different specific exploits
(e.g. those that depend on a specific stack layout). There are two other noteworthy areas in which
FAULTLESS does not require equivalent behavior or equivalent state: in handling decompiler ar-
tifacts during validation, and with regards to side effects.

As previously noted, decompiled code is often not semantically equivalent to the original
source code it was compiled from, though often in very well-understood ways. To prevent trivial
“nonequivalent” results, FAULTLESS is equipped with a range of options each of which narrowly
loosens the necessary conditions for equivalence, each of which is derived from a code from the
codebook in Chapter [3] These options are summarized in Table

Additionally, FAULTLESS does not require that side-effect-inducing expressions (such as calls
to other functions) be in any particular order. For instance, FAULTLESS judges the following
functions equivalent:

void foo() { void foo() {
2 printf("a\n"); 2 printf ("b\n");
3 printf ("b\n"); 3 printf ("a\n");
1} 1}
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The alternative—requiring that side effects do occur in a particular order—would be very
limiting. Due to the context-independent nature of the problem, FAULTLESS does not know
which callees and callers have side effects, nor does it know which global variables are read or
written from within each callee. This means that to properly model function calls, FAULTLESS
would have to conservatively assume that every function has side effects and that it reads from
and writes to every global Variabl Such assumptions would make the equivalence checking
very brittle, limiting the utility of FAULTLESS.

Finally, the current implementation of FAULTLESS has several soundness limitations which
mean that functions which produce different outputs for the same inputs may be judged equiva-
lent. These are discussed further in Section[5.5.1]

5.2.2 Execution Model

To prove two functions equivalent, FAULTLESS must show that for any input, the two functions
return the same value, read the same inputs, produce the same outputs, and modify program state
in the same way. To do this, FAULTLESS uses a symbolic-execution-based approach, providing
each function with a set of arbitrary inputs in the form of symbolic variables. It then incre-
mentally builds up mathematical expressions in terms of these symbolic variables by executing
versions of each operation (i.e. +, -, sizeof, etc.) which have been redefined to operate on
symbolic expressions instead of the usual concrete values.

Unlike many contemporary techniques, FAULTLESS uses static symbolic execution instead of
dynamic symbolic execution. In symbolic execution, when a branch instruction is encountered,
if the value of the conditional is a symbolic expression containing a symbolic variable, execution
may fork to both the true and false branch. In dynamic symbolic execution, the two paths are
maintained separately in the symbolic execution interpreter, and are both executed to completion.
Usually there is just one copy of the interpreter which alternates between different paths, execut-
ing a fragment of one, then another. Unfortunately there may be a number of paths exponential in
the number of branch instructions encountered, a problem known as the path explosion problem.
And because loop branch conditions may be defined in terms of symbolic variables, there may
in fact be an unbounded number of possible paths, meaning symbolic execution on any function
with such a loop will never terminate.

Static symbolic execution is different in that it features path merging. If two paths would
execute the same code, the instead the interpreter halts execution and combines the state of the
two paths before proceeding. This means combining the modifications made to the stack and
heap from each path, as well as disjoining the path conditions from each path, signifying that
that code fragment could be reached by following one path or the other.

More concretely, FAULTLESS’ execution model operates on basic blocks in a control flow
graph. Basic blocks are sequences of instructions with no intervening control flow which serve
as nodes in the control flow graph. A basic block is ready to execute when all of its predecessors
in the control flow graph have been executed. The entry basic block has no predecessors and so
is ready to be executed immediately when the interpreter starts up. Each basic block is executed
in sequence with no interruption. When the basic block is finished executing, its final state—the

2Effectively, this means that FAULTLESS assumes that callees don’t read or write to global variables.
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state of the stack, heap, and path condition to this point—are saved. Then, for each of that block’s
successors, the interpreter checks to see if all of the successors’ predecessors have been executed
and thus have final states saved. If so, then it merges the incoming states, and adds the merged
state and the corresponding basic block to a queue of “ready” basic blocks.

5.2.2.a Loops

The above algorithm is only guaranteed to progress through the control flow graph if the control
flow graph is acyclic. However, this is not the case for many control flow graphs due to the
presence of loops.

To address this problem, FAULTLESS identifies which basic blocks are impacted by iden-
tifying loops from the control flow graph using a standard natural loop analysis pass [2, 44].
(Unnatural loops—which in C can only be created with gotos—are not supported.) FAULTLESS
chooses the loop head as the location to break the cycle, because a loop head is always the first
basic block in the loop that is reachable from the entry block of the function. When a loop head
is encountered, only the predecessor from the outside of the loop will have a completed end state.
To make up for the lack of other predecessors, FAULTLESS abstracts over all possible values that
the variables could take on during the loop, assigning each variable whose value changes in the
loop a unique symbolic variable. FAULTLESS identifies such variables using SSA (Single Static
Assignment) form [3}184] ¢ instructions, so these variables are referred to as ¢-variables. In SSA-
form code, each variable in the program is mapped to a collection of variables, each of which is
written to exactly once. ¢ instructions are flow-sensitive copy operations placed at the start of
basic blocks that receive a different value for a program variable from different successors. A
¢ instruction at a loop head, then, indicates precisely the program variables that are mutated by
the loop and thus must be abstracted over by FAULTLESS with a symbolic variable. In essence,
¢ variables parameterize an arbitrary loop iteration, just as symbolic arguments to the function’s
parameters represent an arbitrary call to the function.

The introduction of ¢ variables mean that symbolic expressions that occur during the execu-
tion of the function may be defined in terms of not only the function inputs, but also one or more
¢ variables. This is problematic for some tasks that symbolic execution is traditionally used for,
such as finding example inputs that lead to a crash or vulnerable state. However, it is actually
advantageous here, because of the way FAULTLESS performs inductive proofs of loops in the

proof engine (Section[5.2.6.5).

Because loop bodies can be executed multiple times, a given ¢ variable can represent mul-
tiple dynamic values. This stands in contrast to a regular symbolic variable, which represents a
singular dynamic value. A variable that is modified during a loop may be used after that loop
terminates, but at that point, the variable also represents a singular dynamic value. This distinc-
tion is important with regard to the memory model. Therefore, for each ¢ variable, we introduce
a corresponding post-loop ¢ variable, which we denote gg We refer to “regular” ¢ variables that
model an arbitrary loop iteration as mediloop ¢ variables, from the Latin word for “middle.”
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void func(int xa, int x) {

Index: 0

L ?[0] =5; Condition: True
if (x > 0) { Value: 5
4 a[l] = 15;
5 a[2] = 25;
if (x < 3)
foo (a[x]); Index: 1
else Condition: x > 0
9 bar(a[x]); Value: 15
10 }
] a[x] = 100;
e} Index: 2
Condition: x > 0
(a) A function which writes to a at different points Value: 25
and offsets in the control flow graph.

Figure 5.3: A function and the address space
graph for the heap variable a. If there were more
variables written to in func, there would be an Write
address space graph for each one. Address Map-
ping objects like the Heap and Stack map from
the base address to a node in the AddressSpace (b) Heap Address Space Graph for a
graph, representing the state of memory at that

point in the code.

Index: x
Condition: True
Value: 100

5.2.3 Memory Model

FAULTLESS features a 3-layer memory model consisting of virtual registers, the stack, and the
heap. Registers are the simplest part of the memory model. They store intermediate values in
multi-operation expressions which are not assigned to any particular program variable, like the
value x « 2 in the expression y = x = 2 + 1. The FAULTLESS interpreter has an unbounded
number of virtual registers.

Much of the power of FAULTLESS’ memory model, however, comes from the stack and heap.
The stack and heap are each instances of an abstract Address Mapping data type. An Address
Mapping is a map from a base address to a segment of memory, similar to a “heaplet” in sepa-
ration logic [83]]. Each memory segment is its own unbounded address space. The stack is an
Address Mapping indexed by program variables (i.e. variables declared in a program that rep-
resent memory locations where data is stored), and the heap is an Address Mapping indexed by
symbolic-execution-style symbolic variables. We will write program variables in monospaced
font (p), and symbolic variables in italics (p).

The values of an Address Mapping’s key-value store are themselves an abstract data type, an
Address Space. An Address Space is conceptually a flow-sensitive unbounded symbolic array
implementing McCarthy’s array axioms. Each Address Space is implemented as an immutable
directed acyclic graph (DAG); Figure [5.3| shows an example. Writing to an address space means
adding a node to the graph, with a singular outgoing edge pointing to the most recent prior value.
In this way, the graph represents the complete “history” of all writes to a given base address. The
Address Mapping stores the pointer to the most recent node in the history graph. In this way, an
Address Mapping can represent a “snapshot” of the state of memory at a given point: because the
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graph is immutable and the pointers in the graph point only to the past, pointing to a given node
represents the state of memory immediately after the memory write pointed to was executed.
For instance, in Figure [5.3] the state of the Heap saved for checking the necessary equivalence
conditions of the calls foo and bar is at the write on line 5, while the state of the Heap at the
function’s exit is at the write on line 11.

An Address Space is a graph rather than just a linked list because of how control flow interacts
with memory. Different values may be written down different paths. When a branch instruction
is encountered each resulting path receives a copy of the stack and heap. The mappings can be
mutated independently, adding new nodes which point to the most recent prior node and creating
a “fork” in the memory graph.

Path merges create an additional challenge because there are multiple possible write histories.
To handle this, Address Space graphs include another type of node, a Join node. Join nodes are
parameterized by a boolean condition and point to two prior history nodes, one for the true branch
and one for the false branch. The boolean condition used is the boolean condition found in the
branch which originally caused the divergence in control flow.

5.2.3.a Reading

While a write simply involves appending the value written to the Address Space graph, it is not
immediately clear how to read a value from this graph. To do this, we first need to examine what
is stored in each Write (non-Join) node of the graph. Each Write node contains three attributes:
* The index, relative to the base address, at which the value is stored. For a scalar variable
this will simply be 0O, but it could be any symbolic expression for an array variable (e.g. for
the expression a[x + 1], the index would be x + 1, or, more precisely, the symbolic value
stored on the stack in the program variable x, which we can’t know without knowing the
preceding code, plus one).

* The path condition at which this write occurred. We call this the write condition.

* The value written.

An address space represents a conceptually unbounded chunk of memory, with each storage
location represented by a unique ID, or address, as is the case in virtual memory implemented in
modern operating systems. Unlike in virtual memory, the unique IDs are represented as offsets
relative to the base address, starting from zero.

A read query is parameterized by an index, which may be symbolic, and the path condition
at which the read occurs, the read condition. To read a value, the memory graph is searched,
starting from the node pointed to by the Address Mapping for that base address. If the indices
are equivalent under the read and write conditions, then the value stored in that write node should
be returned.

That is the ideal, anyway, but unfortunately things do not always work out this cleanly. The
property of reads that makes reading difficult is that indices may be arbitrary symbolic expres-
sions. While a concrete value like O or 8 represents a fixed offset with respect to the base address,
a symbolic offset like  may be any offset, so, depending on the value that ¢ takes on, this value
may or may not be read. For instance, if we previously executed arr (0] = 7 before executing
the read arr[i], (under empty read and write conditions) the index ¢ could take on the value O,
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alx] at foo(...)

Formula  Expression Result

ICnodne(;(i:ti%n:True 1 overlap T=2ANz<3ANz>0 satisfiable

Value: 5 coverage T <3ANxz>0 = z>0Azx=1 invalid
overlap z=1AN(x<0Vz#2)Az<3Az>0Az>0 satisfiable

coverage (z<O0Vz#2)Az<3Az>0 = z>0Az=1 valid

Read value: i f (z = 2, 25, 15)

Index: 1
Condition: x > 0

C Value: 15

Index: 2
Condition: x > 0

Value: 25

al[x] atbar(...)

Formula  Expression Result

overlap r=2Az>3Azxz >0 unsatisfiable
overlap z=1Az>3Az >0 unsatisfiable
X \ 3 overlap x=0Az>3Axz>0 unsatisfiable

oo(a[x]) Heap @ bar(alx] Read Value: da [x] (a derived symbolic variable (Section[5.2.3.b))

B —

Figure 5.4: A representation of the reads that occur in the argument lists of foo and bar in
Figure Both read a[x], from the same heap, but the differing read conditions cause the
two reads to return drastically different values. To perform a read, FAULTLESS traverses the
Address Space graph, evaluating coverage and overlap formulas for satisfiability and validity,
respectively. A valid formula is one that is always true. In practice, the symbolic value p,
representing the value to the first parameter, would stored in x, but we use x here for clarity.

or it could not, so the read value could be 7, but may not be. However, under the read condition
¢ > 0, it is not possible for 7 to be 0, and it is therefore impossible for the read value to be 7 (at
least from this Write node). And of course if the read index was also 0 instead of ¢ (reading back
arr[0]) then the read value would be guaranteed to be 7.

To handle this complexity, FAULTLESS introduces two concepts: overlap and coverage. If a
given read query overlaps the write, that means there is at least one index where the read and
write condition are equivalent, subject to the read and write conditions. If a given write query
covers the read, that means that all indices in the read query have a matching index in the write.
There are three possibilities:

* no overlap: this write cannot be the read value. Search deeper through the write history. It

is not necessary to check coverage.

* overlap but no coverage: this write may contribute to the read value, but we also need to
find other possibilities in the write history.

* coverage: the read value is the value stored at this Write node.

Figure @] contains examples of all three situations; steps 1, 2, and 3 for bar (a[x]) are no
overlap read-write interactions, step | for foo(a[x]) represents an overlap but no coverage
interaction, and 2 for foo (a[x]) represents a coverage interaction.

When there is overlap but no coverage, multiple different read values are possible. FAULT-
LESS uses symbolic “if-then-else” expressions (z3.1f) to represent them as a single value. The
condition of the if-expression is a symbolic formula which captures the indices read from in this
read/write iteraction, the consequence is the value of the current Write node, and the alternative
is the result from recursively calling read on the next node in the Address Space write history
graph. The recursive call includes an additional constraint, the negation of the if-expression’s
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condition, that prevents recursive read calls from matching over the same indices that overlap the
current (and thus more recent) write, progressively refining the query to a smaller set of indices.

Let x, be the read query index, and let «,, be the write query index. Let 7 be the read
condition, and let w be the write condition. All are symbolic formulas. We discharge queries
over symbolic variables to the z3 SMT solver [31]]. The formulas for overlap, coverage, and the
recursive constraint are as follows:

Overlap. For a write to overlap the read, subject to the read and write conditions, there must be
at least one satisfying assignment of values to variables that makes the read and write indices
equivalent and for which the read and write conditions are both true. Thus, the overlap formula
is a simple conjunction of the equality of the indices and the read and write conditions. Formally,
there is overlap if the following formula is satisfiable:

(Kr = Kuw) AT AW (5.1

Coverage. For a write to cover a read, every possible index specified in the read query must also
exist in the write. Read indices are subject to the read condition, so we need only consider the
cases when the read condition is true. But otherwise, for every possible value of the variables in
the read and write index formulas, the read indices must be equivalent, and the write condition
must allow for them to be. Formally, the write covers the read if and only if the following formula
is valid, that is, always true for any assignment of values to symbolic variables:

T = (WA (K = Ky)) (5.2)

This simple form of the equation works in loop-free code. However, mediloop ¢ variables rep-
resent multiple dynamic values at once, as opposed to regular symbolic variables, which only
represent one. This means we must quantify over mediloop ¢ variables. Let ¢, ... ¢,, be the
mediloop ¢ variables that occur in the read index or read condition symbolic formulas, and let
Duy - - - Puw,,, E the mediloop ¢ variables that occur in the write index or write condition symbolic
formulas. (We do not have to be concerned about this for overlap because SMT expressions are
implicitly existentially quantified and overlap is by its nature purely existential). The formula
says: for all possible mediloop read ¢ values that satisfy the read condition, there exists a combi-
nation of corresponding write mediloop ¢ values subject to the write condition such that the read
and write indices are equivalent. Formally, this is:

Vore . O . T = 3wy ... bu,. WA (K = Ku)) (5.3)

Because validity is the dual of satisfiability and SMT solvers find satisfying assignments of values
to variables, the ask the solver if the negation of Equation is unsatisfiable.

If-Condition. The consequence (the “true” branch of the symbolic “if”” expression) of an overlap-
ping but uncovered read is the value stored in the write node. The condition of the if-expression,
then, must be true for all values for which the read and write indices are equivalent, and false
when they are not. This is similar to what the coverage condition, which Equation [5.3[expresses.
However, we do not include the read condition. By construction, the read condition holds over
the entire value read. Including the read condition in the if-expression condition would provide
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an interpretation of the read value where the read condition is not met, which is nonsensical.
Formally, the if-condition is:

E]stwo Tt gbumf wA (’fr = /{w) (5.4)

The negation of this formula helps refine recursive queries. Intuitively, new writes to the same
address in memory should overwrite older ones at that same address. Equation formula
describes all addresses that are read from the current Write node. We want to ensure that subse-
quent reads do not read from those indices, so we assert the negation Equation[5.4]in conjunction
with the read condition. In step 2 for foo (a[x]) in Figure[5.4] the refinement is the negation of
xr>0Az=2,whichisx <0V zx #2.

Join-Nodes. Join nodes represent places in the program where write history to memory differs
depending on the path taken. To read from a join node, FAULTLESS also uses an if-expression.
FAULTLESS recursively reads down both the true and false branch, asserting the branch condition
and its negation, respectively, as additional refinements. The if-expression is parameterized by
the branch condition, with the result of the recursive call on the true successor of the Join node
assigned as the if-expression’s true argument and the result of the recursive call on the false
successor of the Join node assigned as the if-expression’s false argument. If the Join-node’s
branch condition is unsatisfiable under the read condition then instead only the value from the
false branch’s recursive call is returned. Likewise, if the negation of the Join-node’s branch
condition is unsatisfiable under the read condition, then only the value from the true branch’s
recursive call is returned.

5.23.b Context Independence, Progenitor Variables, and Derived Variables

Suppose that there is no write in the write memory graph which completely covers the read for
a given query. In the simplest case, this occurs when a read happens before any write to a given
address, such as in the snippet

void foo (int* ptr) {
2 int first = ptr[0];
3 // ...
4}
FAULTLESS’ answer to this problem lies in its context-independent nature. By being context-
independent, FAULTLESS assumes nothing about the calling context (nor the definitions of callees
or global variables). Thus, FAULTLESS knows nothing about the values in the chunk of memory
that the argument pt r is pointing to, nor does it even know the size of that chunk of memory. In-
stead, FAULTLESS records the assumptions that the function makes about the calling context—in
this particular instance, about the calling context memory. It allocates a fresh, unique symbolic
variable for each combination of base address and accessing index, symbolizing that the func-
tion assumes that there is a value at that location, or those locations if the index is a symbolic
expression capable of representing multiple values.
We call symbolic variables create this way derived variables. Derived variables are derived
from other derived variables (as in ptr[0] [0]) or progenitor variables. Progenitor variables
serve as the roots of derivation trees. They come from five different sources:
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* symbolic parameters. As mentioned in Section FAULTLESS provides a set of sym-
bolic parameters to each function to begin execution. The variable derived from ptr above
is derived from a symbolic parameter.

* ¢ variables, both mediloop and postloop, as described in Section

* function calls. Calls to other functions are treated as uninterpreted, in keeping with the
context-independent assumptions of FAULTLESS, and each function call is associated with
a unique symbolic value. For more information about function calls, see Section[5.2.5.b]|

* global variables. By context independence, FAULTLESS know nothing about the values
in global variables when the function is called so each global is initialized with a unique
symbolic variable.

* uninitialized local variables. FAULTLESS initializes all parameters with symbolic values,
and most other local variables are initialized with symbolic expressions defined in terms
of those variables or with constants. But variables which are read before they are initial-
ized get their own unique symbolic values. Unlike with the other three types of derived
variables, we know what is present in uninitialized locals, or, rather, that they contain no
particular value.

The majority of the work FAULTLESS’ proof engine (Section [5.2.6)) does involves mapping pro-
genitor variables to each other so that symbolic variables in expressions across different functions
are defined in terms of the same variables. Once progenitor variables are mapped together, their
derived values can be mapped together as well based on the corresponding index expressions.

Derived symbols are created and stored by the Memory Symbol Factory in the interpreter, as
shown in Figure

5.2.3.c The Stack and Compiler Independence

The stack is simply an Address Mapping indexed by program variable. Each program variable is
mapped to its own Address Space. As noted above, each Address Space represents an unbounded
set of addresses, with the base address mapping to index 0. This choice may seem odd for
modeling a frame on the call stack, since we know the types of all local variables and thus the
amount of space each local variable takes up. This stands in contrast to the heap, for which, by
context independence, we know nothing of the size of the memory allocated at each base address
so we cannot bound heap Address Spaces by any particular concrete value.

However, using an Address Space model is helpful for the Stack for different reasons. In
addition to being context-independent, FAULTLESS is, wherever possible, compiler-independent
as well. That means FAULTLESS makes no assumptions about the layout of the stack frame, such
as the order of variables in the frame or the amount of padding placed between them. The nature
of Address Mappings and Address Spaces allows for this compiler-independent behavior.

For the vast majority of regular local variables, though, all reads and writes just occur at index
0, so each write covers each read and the value read is simply the last value written.
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5.23.d Addressability

Both reads and writes to memory happen relative to some base address. Unlike in normal pro-
gram execution, these base addresses are not merely integers but are instead symbolic values (for
the heap) or program variables (for the stack). FAULTLESS determines what the base address is
for a given expression through its addressability model.

A key challenge in modeling addressability comes from the validation task, in which FAULT-
LESS must compile and execute decompiled code, which features frequent integer-to-pointer
casts. For instance, a frequent occurrence in code produced by the Hex-Rays decompiler is a pa-
rameter typed as a long 1long which is then cast to a pointer type and dereferenced. The variable
a1l in Figure is an example of this. A memory address, is, after all, just an integer identifying
a particular virtual memory cell; pointers wrap a layer of abstraction around memory addresses,
modeling how much memory is being referred to starting from that cell and how to interpret the
bit pattern found in those memory cells. Decompilers simply sometimes strip variables of that
semantic wrapping and then manually apply it later. Thus, we must allow integers to serve as
legitimate base addresses as well. In fact, any integer or pointer symbolic value is a valid base
address: by context independence, FAULTLESS doesn’t know whether a given symbolic variable
is a memory address or not based on the calling context, so if the function uses the symbolic
value as if it is a memory address, FAULTLESS records the assumption by treating it as one.

The addressability model is most directly derived from the properties of memory addresses
in position-independent code. FAULTLESS determines the base address not only from the type
but from how each value is used. Because memory addresses in position-independent code my
vary from execution to execution, only certain operations on valid memory addresses preserve
the property that the result may be a valid memory address on an arbitrary run. For instance,
multiplying an address by two will result in a value that is likely outside of the address space
to or from which the process can read or write. Instead, in position-independent code, valid
memory addresses can only be obtained by adding or subtracting offsets relative to an existing
address.

Addressability is thus a recursive property. Plain symbolic values form the base case. Then
if a symbolic expression is addressable and it is added or subtracted from another symbolic
expression, the resulting expression is also addressable. There is a caveat here: if both of the
operands to an addition are addressable expressions, what is the resulting base address? After
all, it could be that both operands represent memory addresses, and summing or differencing
two memory addresses also leads to an invalid address. In this case, FAULTLESS takes a hint
from the operands’ types: if one is a pointer and the other an integer, then the pointer is the base
address. If both are integers (both pointers is a compilation error) then the resulting expression
is not addressable because the base address cannot be determined. Attempting to store a value at
a non-addressable lvalue is an execution error.

Supporting integer-to-pointer casts as a first-class feature is both extremely important for
supporting decompiled code but also relatively unusual in symbolic execution and equivalence
checking techniques; for instance, Alive2 [69] explicitly disallows integer-to-pointer casts, and
Klee [[16] has very limited support for them.
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5.2.4 The Compiler

FAULTLESS’ compiler converts each C function into a high-level three-address-form intermediate
representation (IR). To preserve compiler independence, the level of abstraction is kept as high
as possible, preserving source-level details. In FAULTLESS, compilation, then, serves less as a
method of conforming the software to the hardware and more of a way of providing a distinct
partial ordering of operations for execution, breaking down large expressions into smaller ones
with intermediate results being stored in temporary variables. The control flow graph is built
directly as a first-class feature of IR generation instead of inferred later from branch instructions
and their targets in the code.

The FAULTLESS compiler module is based upon the compiler model from codealign [34],
though it features numerous improvements, including the ability to parse and model types.
(Codealign is type agnostic.) We modified the type-parsing code from the IDIOMS project and
incorporated it into the compiler to help accomplish this.

Context Independence. Because FAULTLESS does not require the definitions of callees or glob-
als, it must determine which identifiers correspond to these constructs, which it does through a
collection of heuristics, inherited from codealign [34]. If an undeclared identifier is used as the
name of a function in a call expression, we assume it is a function. If an undeclared identifier
is used as a value, it’s assumed to be a global variable. If the definition of a global variable or a
function is given, FAULTLESS will parse and use it, making it unnecessary to infer that particular
identifier’s identity. FAULTLESS does require the definitions of types used in the function, though
as shown in Chapter ] neural decompilers like IDIOMS can provide them.

5.24.a Type Deduction

FAULTLESS applies C’s rules around integer promotions, arithmetic type conversions, implicit
casts, and assignment semantics to derive the types of intermediate temporary variables and to
typecheck the code. We refer to this process as type deduction to distinguish it from the process
of type inference, described in the next section.

Deterministic decompilers may not be strictly compliant with the C standard’s typing rules,
which can lead to trivial typing errors when compiling decompiled code for the validation task. In
particular, they often feature size-based placeholder types, like Hex-Rays’ _oworp and Ghidra’s
undefineds8. The FAULTLESS API features a way to specify which identifiers correspond to
these types and their sizes. They’re treated as supertypes of all primitive types of the same size.

5.2.4.b Type Inference

When FAULTLESS infers that a given identifier is a global variable or function, it does not in-
herently know that variable’s type, and it is initially given a special UnknownType. But types
are necessary to define the functions’ semantics. As a result, FAULTLESS features a module that
infers the types of these symbols based on the context in which they are found in the function.
The C programming language’s typing rules only provide unique types when applied in the
forward direction. For instance, if g is a global variable, we can conclude from the snippet

66



short x; g = x + 1; that g has type int by C’s integer promotion rulesE] In contrast, there
are multiple possible types when applying the rules backwards: in int x = g + 1;, g could be
a char, unsigned char, short, unsigned short, int, Or €ven _Bool.

The challenges associated with inferring types for C code are well studied, including for use
in decompilers themselves [15, 165, 77,194] and for C code more generally [/1,72]. FAULTLESS’
type inference module was designed in collaboration with and synthesized by Al based upon
common patterns in related work.

The type inference module assigns a type variable to each unknown type, which is associated
with a domain, a set of possible types that the variable could be. The inference module generates
constraints over those type variables based on their usage. For instance, if a variable with an
unknown type is used in a bitwise & operation, it must be an integer type. If a variable with an
unknown type is dereferenced, it must be a pointer type (though more evidence is required to
determine the pointee type). Applying a constraint to one or more type variables narrows the
type domain. The constraint solver uses a worklist algorithm to propagate constraints, using
information in a given constraint to narrow the domains of type variables used in the constraint.
Whenever a variable’s domain reduces in size, constraints mentioning that variable are added to
the worklist. The process proceeds to a fixed point.

If a type variable’s domain is empty, then type inference has detected an inconsistency in
the typing of the input function. However, it is entirely possible and indeed common for a type
variable’s domain to contain more than one type at the end of type inference; these represent
the set of types that are consistent with the typing evidence available. This is the case for the
int x = g + 1; example from earlier (assuming that g is not used elsewhere in the function).
To handle this, the type inference module maintains a set of preferences associated with each
type choice. Among integer types, for instance, the smallest type that can hold the value without
loss of information is preferred. If there is not enough information to determine this, then int is
chosen.

After type inference completes, type deduction is run again to propagate the inferred types of
global variables and function signatures through all of the program’s temporary variables.

5.2.4.c Preparing Loops

To further prepare the FAULTLESS IR, it is converted into SSA form. The interpreter directly exe-
cutes the SSA form IR; the ¢ instructions at loop heads are important for FAULTLESS’ abstracted
iteration summary execution (described in Section [5.2.2). We refer to these ¢ instructions as
loop-¢ instructions. To differentiate loop-¢ instructions form other ¢ instructions, FAULTLESS
performs a standard loop-analysis pass, then merges together all natural loops with the same
head. (Natural loops are uniquely identified by back edges; two natural loops can have the same
head if a continue statement is used.) The operand of each loop-¢ which does not come from
within the merged loop body is recorded as the base-case operand.

3 Actually, g could still be any integer type or even a float type because C will implicitly cast this integer-typed
x + 1 expression to the declared type of the variable. But from a type inference perspective, the typing rules do
provide an obvious unique type in this case.
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5.2.5 The Interpreter

The interpreter implements the execution model (Section [5.2.2)) for FAULTLESS IR. It builds
expressions in terms of symbolic variables, and logs information around the return state and
function calls for use in the proof engine.

The interpreter initializes the stack by writing position-dependent symbolic variables to each
local variable on the stack. Here we’ll denote them py,...,p,. Each global variable is also
initialized with a unique symbolic variable based on its name.

5.2.5.a Interactions with Memory

The interpreter directly executes the SSA-form IR. Each instruction which produces a result is
assigned a unique variable; each variable is assigned a register. Registers are implemented as a
simple dictionary mapping an instruction to the result of executing that instruction.

If an instruction’s result corresponds to a declared program variable instead of a compiler-
generated temporary variable, then the result of executing that instruction is also written to the
stack. Likewise, when an instruction’s SSA variable is used as an operand to another instruction,
if that instruction wrote to a variable on the stack, that value is read from the stack instead of
from the registers. This is for two reasons. First, unlike temporary variables, declared program
variables can have their addresses taken and can be read from and written to by reference. Sec-
ond, the stack already features logic for managing path merges, so ensuring that values are stored
there obviates the need for a separate path-merging implementation for registers. An implication
of this second point is that ¢ instructions which are not loop-¢ instructions are ignored.

Struct values are written to memory by writing each field to the stack or heap, at the offset
given by the ABI for that struct’s layout. This partially breaks compiler independence, or at least
platform independence (currently it is implemented for x86_64) and is the reason FAULTLESS
requires UDT definitions. However, this approach is important for processing decompiled code,
where struct-field access operations are often decomposed into arithmetic with a hardcoded off-
set, a typecast to a pointer, and a dereference, as in Figure 3.1 Mapping back to numeric offsets
helps ensure that values written to the same fields end up in the same offsets in memory across
both the decompiled and original versions of the code in the validation task. An alternative ap-
proach would be to treat field names as symbolic variables representing an unknown offset, but
these would have to be carefully constrained to take on consistent values across various memory
interactions and to prevent two different fields from being assigned the same offset.

5.2.5.b Executing Function Calls

Consistent with context independence, FAULTLESS treats function calls as uninterpreted func-
tions. Each semantically distinct set of function arguments is assigned a unique symbolic vari-
able. Because function calls may return pointers to memory, these symbolic variables serve as
progenitor variables (Section [5.2.3.b).

Modification-By-Reference Symbolic Variables. C functions may also have pass-by-reference
behavior, meaning they may return results by modifying memory accessible from the input ar-
guments. To model this, FAULTLESS features the option to write to the base address of each
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addressable argument a unique modification-by-reference symbolic variable. This is a fairly dis-
ruptive and invasive option, so it is disabled by default; most functions do not modify any param-
eters by reference and those that do often only change one or two. Due to context independence,
FAULTLESS cannot know which function arguments are modified by reference.

Stack Initializer Inference. There is one instance where modification-by-reference is especially
common: when initializing local variables through functions like fscanf and memcpy. FAULT-
LESS also features an option to enable the stack-initializer-inference heuristic: if a local variable
is uninitialized and its address is passed to a function call as an argument, that function argu-
ment is inferred to be an initializer argument. Under this option, only initializer arguments are
assigned their own unique modification-by-reference symbolic variables. This option is on by
default.

5.2.5.c Entering and Exiting Loops

Under the execution model (Section @), loops are executed once, with values changed during
the loop abstracted to mediloop ¢ variables to represent an arbitrary loop iteration. Mediloop ¢
symbolic variables have special semantics in that they represent multiple possible dynamic values
instead of a single, arbitrary dynamic value like a regular symbolic variable, so FAULTLESS must
convert these to distinct postloop b symbolic variables after the loop: if the corresonding program
variable is read from after the loop, we would expect the value stored there to be in terms of its
postloop symbolic variable.

To accomplish this, FAULTLESS ascribes special semantics to loop-¢ instructions. Each loop
head is executed twice, once before and once after the execution of the loop’s body; different
semantics are given to the instruction on the first and second executions. Conveniently, all pro-
gram variables whose values change during the loop have a ¢ instruction at the loop’s head, and
¢ instructions are placed at the start of the basic block, before all other instructions. Therefore,
on the first execution, ¢ instructions simply write the corresponding mediloop ¢ variable to the
stack location for the corresponding program variable. On the second execution, the ¢ instruction
writes the postloop qZA> symbolic variable to the same stack location. (Loop ¢ instructions have
additional semantics, which will be covered in the next two sections).

FAULTLESS’ compiler emits two types of branch instructions: Loop and 1f branch instruc-
tions. Loop branch instructions are critical to facilitating this process. The first time a Loop
branch is executed, only the true-branch successor is marked as ready-to-execute. Thus, the
stack initialized with mediloop ¢ variables is used for the loop body. On its second execution, a
Loop branch instruction’s false branch will be marked as ready-to-execute. By this point, the ¢
instructions will have written postloop ngS instructions to the stack, and so these are the exposed
values that can be read by code after the loop for those program variables.

Loops may not be exited by just the regular looping condition, however; break statements
can also be used to exit the loop, as can return statements, implicitly. At branches that exit
the loop created by these statements, FAULTLESS implements a change-of-variables, reading the
current value of each loop-impacted program variable, substituting each instance of the mediloop
¢ variable for the postloop one, and writing the resulting value back out to memory. This change-
of-variables is also performed on the path condition.
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5.2.5.d Pre-Execution and Loop Invariants

To better characterize loop iterations, where possible, FAULTLESS infers loop invariants for what
we refer to as generalized affine loops. Let c be the change to the value stored in a given program
variable v during the execution of an arbitrary loop iteration. When a value does not change
during the loop, c is trivially nothing, so we concern ourselves only with program variables
that are modified during the loop, which are precisely those that we initialize with mediloop
¢ variables. Then ¢ = stack.read(v) — ¢, where the stack in question represents the state of
memory after the arbitrary loop iteration. FAULTLESS’ inference code supports generalized affine
loops: those for which c is not a function of ¢,,. We call these generalized affine loops because
the th iteration ¢, is of the form ci 4 b, where b is the base case given by the initial value of the
variable before the loop. If c is strictly increasing, FAULTLESS also infers that ¢ > b, and if ¢ is
strictly decreasing, then FAULTLESS infers that ¢ < b.

The necessary conditions for a change to a variable to be a generalized affine update are
fairly strict, but the majority of modifications to stack variables in loops are generalized affine:
on REALTYPE, 71.5% of loop-¢ variables meet the criteria and at least one invariant is inferred.

To infer these invariants, FAULTLESS performs an additional execution of the code before
the main execution. The base cases and changes made during the loop are logged and used to
compute the invariants. Then during the main execution, the invariants are injected into the path
condition. If there are no loop-¢ instructions in a function, the pre-execution is skipped.

5.2.5.e The Heap Replay Buffer

When a linked data structure is traversed in a loop, a loop-¢ instruction captures the changing
value of the pointer to the current part of the data structure during iteration. Intuitively, these
modifications should impact the initial pointer as well; the subsequent read of head->va1l should
logically return O in Figure [5.5] But because the stack slot for the modified variable (current)
is initialized with a mediloop ¢ symbolic variable in the loop’s head, the modifications are made
relative to the ¢ symbolic variable, not the value in head (which here would be p,, the value of
the first parameter). So by default, the memory model would return a fresh derived variable for
the head->val memory read.

To handle this situation, FAULTLESS applies a replay buffer. We define the replay buffer as a
function, r(s), where s is a symbolic variable. The replay buffer captures reads and writes made
to the heap relative to the mediloop ¢ symbolic variable ((¢)) through the duration of the loop.

At the beginning of the loop, the ¢ instruction records the base address b of the ¢ instruction’s
base case as corresponding to that variable’s mediloop ¢ symbolic variable. In Figure it
records that ¢y rrent maps to pg. Then if the base case’s base address is read from, the replay
buffer first applies replayed writes to the heap, writing r(b), or for Figure specifically, r(po),
which is just head->val = 0. FAULTLESS uses reads in the buffer to apply the replay buffer
recursively. Thus head->next->next->val would also return 0.
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struct node { int val; struct node * next; }; 1 $0 = head

2 void foo(struct node * head) { 2 %1 phi (%0, %5)
E struct node * current = head; 3 loop %1
4 while (current) ({ 4 %$3 = %$1->val
> current->val = 0; 5 %4 = store %3 0
current = current->next; 6 %5 = %$1->next
} /7 ...
// ... 8 %2 = head->val
9 int value = head->val; 9// ...
10 // ...
) (b) Figure[5.5a)in FAULTLESS IR. SSA variables

are assigned names in the format %X, following

(a) Initializing a linked list in C.
the style of LLVM IR.

Figure 5.5: A function which initializes a linked list, then access a value written later from the
head pointer.

5.2.6 The Proof Engine

The proof engine uses information recorded during the execution to attempt to show that the nec-
essary equivalence conditions (Section[5.2.1)) hold. We refer to the two functions being compared
as the left and right functions.

In checking that the necessary equivalence conditions are met, FAULTLESS often checks if
two symbolic expressions, one from the left function and the other from the right (e.g. return
values or callee arguments), are equivalent to each other. Any expression can be viewed as a
function of its free variables; x + y + 2 is a function of x and y, for instance. It only makes
sense to consider the equivalence of two expressions if they are defined in terms of the same
free variables. Unfortunately, this is not the case for many pairs of expressions in FAULTLESS
because loop-¢ instructions and function calls introduce fresh progenitor variables. Thus, a
prerequisite to checking the necessary equivalence conditions is building a coupling relation,
denoted C', between the two programs, populating it with pairs of symbolic variables shown
to be equivalent to each other. These pairs of variables can be considered “the same” for the
purposes of determining if two expressions are equivalent.

The process of building a coupling relation often itself requires a (smaller) coupling rela-
tion. For instance, in order to show two function calls equivalent (and thus add their progenitor
variables to the coupling relation), it is necessary to show that each pair of arguments is posi-
tionally equivalent. Those arguments are symbolic expressions themselves defined in terms of
symbolic variables, whose coupling relationship must be known prior to proving equivalence.
Thus, building a coupling relation is an incremental affair that goes hand-in-hand with showing
the necessary equivalence conditions.

5.2.6.a Synchronization Graphs

The key data structure which structures the equivalence checking process is the synchronization
graph. Figure [5.6] shows an example. It is a directed, possibly cyclic, graph. The left and right
functions each have their own synchronization graphs. The nodes in the graph are instructions
that introduce progenitor symbolic variables (Section [5.2.3.D)); that is, loop-¢ instructions and
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void scale_cell (double c[3][3], double s)
2 q
if (s < 0)
4 s = pow(-s/cell_volume(c), 1.0/3);
for(int i1 = 0; i<3; ++i) {
real prod(c[i], s);
}
8 }

(a) A small function featuring several function calls

and a loop. cell_volume is a dataflow depen- (b) The synchronization graphs for Figure
dency of pow, which in turn is a dataflow de- (left), and a hypothetical decompilation of it (right).
pendency of read_prod. The loop-¢ for i is a Dashed lines indicate a back-dependency edge go-
dataflow and control dependency of read_prod. ing from the loop body to its head.

Figure 5.6: A function and the synchronization graph derived from it. A synchronization graph
captures the control and dataflow dependencies between the instructions which introduce pro-
genitor symbolic variables (Section[5.2.3.b), which we refer to as synchronization instructions.

function calls. The edges represent transitive dataflow and/or control dependencies between the
nodes: if there exists some combination of dataflow and/or control flow edges between two
progenitor-instructions in the IR, then there is an edge between them in the synchronization
graph. If there is an edge from node n to node m in the synchronization graph, we say that m is
dependent on n, and that n is a dependency of m.

Control dependencies are basic-block-level abstractions while synchronization graph nodes
and dataflow dependencies are instruction-level abstractions. To convert control-dependencies to
instruction level-dependencies, FAULTLESS adds an edge in the joint dataflow/control flow graph
used to build the synchronization graph between each instruction in the dependent block and the
branch instruction that induced the control flow.

The synchronization graph precisely captures the free variables in the expressions associated
with each progenitor variable. In Figure [5.6] the execution of ce11_volume produce a unique
symbolic progenitor variable, cce11 volume. The symbolic expression for the first argument
of pow iS —p1/Cce11 volume, is defined in terms of this variable. This is reflected in the edge
between cell_volume and pow in the synchronization graph.

5.2.6.b Building the Coupling Relation

FAULTLESS builds the coupling relation from the left and right synchronization graphs G; and
G,. An entry in the coupling relation consists of a pair of synchronization graph nodes—an
element of the product graph—which have been shown to be equivalent to each other. Only
entries of the same operation type can be equivalent: a function call cannot be equivalent to a
loop-¢ instruction. Then the coupling relation C' is a subset of the cartesian products of the call
nodes and the ¢ nodes in the synchronization graphs:

C C {(ny,n,) | type(ny) = type(n,) An, € Gy An, € G,.} (5.5)

Naively, FAULTLESS would have to check each element of the product graph and determine if
the pair of nodes is actually equivalent based on the logged execution data. But enumerating
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all combinations is expensive, and as discussed previously, performing such equivalence check-
ing often requires a smaller partial coupling relation over the free variables for the expressions
involved.

Instead, FAULTLESS uses the edges in (G; and G, to structure the building process. The
coupling relation is initially empty. The algorithm begins with independent nodes: those associ-
ated with no free variables or whose free variables consist of only parameters. In Figure
the cell_volume and func7 nodes are independent nodes. (By FAULTLESS’ induction sys-
tem, discussed below, the ¢; instructions are actually independent nodes as well). For each
pair (n, n,.) of same-operation, independent nodes, FAULTLESS proposes the conjecture that the
left and right elements of the pair are equivalent, say that ce11_volume = func?7. If a conjecture
can be proven, FAULTLESS adds the corresponding progenitor variables to the coupling relation
and adds each pair of same-operation direct dependent nodes of n; and n, as conjectures if no
such conjecture already exists. In Figure[5.6] if ce11_volume is proven equivalent to func7, then
(Ccell volumes Cfuncy) Will be added to the coupling relation and pow and func3 will be added
as a conjecture. When each free variable in the left node of a conjecture is related to one in the
right node and vice versa, FAULTLESS will attempt to prove the conjecture. If it can’t but addi-
tional relational information between the nodes’ free variables is later proven, then FAULTLESS
will attempt to re-prove that conjecture. FAULTLESS uses a worklist algorithm similar to the one
used in codealign [34] to perform this process.

Proving a Conjecture. To prove a conjecture that two function calls are equivalent to each other,
FAULTLESS checks the conditions defined in the necessary equivalence conditions (Section|[5.2.1))
under the coupling relation. This includes that checking that each pair of arguments to the func-
tion calls is positionally equivalent, that heapspace memory reachable from each addressable pair
of arguments is equivalent, and that the calls occur under the same control-flow conditions. For
the control flow check, FAULTLESS uses only the components of the path condition that are tran-
sitive control dependencies of the function call because only those components actually influence
the control flow conditions under which a given instruction executes.

Loop-¢ instructions are not described in the necessary equivalence conditions because they
are internal features of a function that do not, by themselves, produce externally observable
behavior. To prove two loop-¢ nodes equivalent, the “base case” arguments from outside the
loop must be equivalent, the “recursive case” arguments form inside the loop must be equivalent,
and the path conditions required to reach any back edge from the start of the loop must be
equivalent.

Dependency Cycles and Induction. Loops can create cycles of dependencies in the synchroniza-
tion graph. Self-loops are common: inabasic for (int i = 0; i < n; ++i) loop like the one
in Figure[5.6] the recursive case for the ¢; node is ¢; + 1; thus, there is a dataflow dependency
between the ¢; instruction and itself. In general, all recursive case arguments of a ¢ instruction
must involve some kind of cycle. Cycles mean the coupling relation can’t contain the necessary
variable relationships when attempting to prove the recursive arguments equivalent. To solve
this, FAULTLESS uses induction to break cycles of dependencies, also mirroring codealign [34]].
For the base case of the induction, FAULTLESS will attempt to show that the base case arguments
of two ¢ nodes are equivalent. If it can, it makes the inductive hypothesis—if the values are
equivalent at the start of the loop iteration, then the values at the end of the loop iteration are
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equivalent. Concretely, FAULTLESS provisionally adds an equivalence relationship between the
¢ variables to the coupling relation and then re-visits the node to prove the recursive cases and
path conditions equivalent with the updated coupling relation when it has finished proving rela-
tionships inside the loop. If the inductive hypothesis cannot be proven, FAULTLESS revokes the
inductive assumption and anything from inside the loop proven based on the unprovable assump-
tion. For instance, if the ¢; instructions in the original and decompiled code in Figure[5.6]cannot
be proven equivalent, then that assumption is revoked and the lemma real_prod == func4 is
also revoked if it exists. To maintain soundness, FAULTLESS only allows elements of the cou-
pling relation that are transitive dependencies of a given conjecture for use in the proof of that
conjecture; that way, if one of those dependencies was a bad inductive assumption, FAULTLESS
knows to revoke it.

5.2.6.c Heaplet equivalence

Several of the necessary equivalence conditions require that memory reachable from a certain
address e.g. (function arguments, the return value) is equivalent. Determining whether or not
this is the case is the job of the heaplet equivalence checker. In other words, the heaplet equiva-
lence checker implements support for McCarthy’s extensionality axiom for arrays. The heaplet
equivalence checker takes as input a base address from the left function and one from the right
function, as well as the heaps for each of these functions and a coupling relation.

Under the extensionality axiom, two arrays—or in our case, Address Spaces—are equivalent
if they are equivalent at all indices. To accomplish this, we read a value of the type of the base
address, t, at an arbitrary index e. Concretely, we run the query heap.read(sizeof(t) - €, ¢). Note
that this implements the extensionality axiom with respect to a type as opposed to treating every
memory cell as a collection of untyped bits. Because FAULTLESS offers the ability to represent
integers as “math” integers rather than bitvectors, (see Table and floats as real numbers rather
than IEEE-754 floating point numbers, this distinction is required to perform heaplet equivalence
checking under all primitive type modes. Math integers can’t be represented as untyped bits.

The reads are done for both the left and right base addresses on their respective heaps, and
the result is checked for equivalence subject to the coupling relation.

Memory Formatting for Decompiled Code. One of the key challenges with decompiled code is
the lack of user-defined types, especially structs. In the validation task, it is often the case
that the base address is a pointer to a structure while in the decompiled code it is a pointer
to a primitive type, usually a size-based placeholder type (see Section [5.2.4.a). The resulting
values read will be trivially nonequivalent because one is a composite data type and the other is
a primitive data type. To prevent this, FAULTLESS provides the option to allow the decompiled
code to be read with the original code’s composite type.

5.2.6.d Global Assumptions

Global variables represent inputs and outputs for a function. Unlike parameters, however, which
we can reliably relate to each other positionally on the parameter list, or return values, which
are trivial to relate because a function can only return one value, it is not immediately clear how
global variables relate to each other across the left and right functions, especially when both the
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left and right functions have multiple global variables. And unlike ¢ or callee return values,
globals cannot be aligned by the way that they are computed from function inputs, because
globals themselves are function inputs.

Instead, FAULTLESS determines that two globals are the same if they are used in the same
context. When two symbolic expressions are checked for equivalence in the construction of the
coupling relation and the expressions are nonequivalent, FAULTLESS checks to see if there is
one global variable involved in each of the expressions. If so, then FAULTLESS checks to see if
equating those two global variables results in the expression being equivalent. If it does, then
FAULTLESS assumes that those variables are equivalent and records this assumption.

While it’s difficult to tell which global variables correspond to each other, it is sometimes
easy to tell which globals do not correspond to each other by looking at the values stored in the
globals when the function terminates: globals holding different values are definitely different
variables. FAULTLESS rejects any assumed equivalence relationship between globals that store
different values.

5.2.6.e Checking Equivalence Conditions

In building the coupling relation, FAULTLESS has already started to satisfy the necessary equiva-
lence conditions (Section by showing certain function calls in the left function equivalent
to those in the right function. But there are other necessary equivalence conditions that must be
satisfied to declare the left and right function equivalent.

For callees, FAULTLESS must show that each function call in the left function is equivalent to
at least one in the right function.

Using the entire coupling relation, FAULTLESS attempts to prove the return values equivalent.
If both return values are addressable, it attempts to prove that the heaplets reachable from the left
and right base address are equivalent. If one is addressable and the other is not, FAULTLESS
returns that the left and right function are not equivalent. FAULTLESS also checks that memory
reachable from each input parameter in the left function is equivalent to the memory reach-
able from the corresponding input parameter in the right function using the heaplet equivalence
checker.

Consistency Checking. Finally, FAULTLESS must ensure that function and global variable names
are consistent across the left and right function; that is, that the function and global variable
names form a bijective mapping. Each of these name types is checked for consistency separately.

To do this, FAULTLESS sets up a constraint satisfaction problem. Each name is assigned a
unique integer variable: [; for the left function and r; for the right function. Within a given
function, distinct names are constrained to have different integer variables: [; # [;. The cross-
functional constraints are somewhat more complicated. Let /; be the name variable of a call in
the left function. Then let R be the set of name variables in the right function for calls that have
been shown equivalent in the coupling relation (for function names) or assumed equivalent (for
global variable names). Then FAULTLESS adds the constraint \/, _, [; = r. FAULTLESS also adds
its mirror image on the right.

The generalized-disjunctive form of the cross-functional constraints is important to handle
the case when there are multiple possible bijective mappings amongst the names. For instance,

75



consider decompiled code containing the calls func1 (0) and func2 (0) which a neural decom-
piler might rename to foo (0) and bar (0). Here, by arguments, these are all equivalent. There
are multiple possible bijective mappings: funcl <+ foo and func2 ¢+ bar Or funcl <+ bar and
func2 <> foo. If we forced every name variable in the left function to be equivalent to the name
variable on the right, the constraint problem would be unsatisfiable:

lfuncl = Tfoo Alfunc2 = Tfoo N lfunc1 # lfunca-

The disjunctive constraint prevents this issue.

5.3 Evaluation

We ask three research questions to empirically characterize FAULTLESS’ capabilities.

Because program equivalence is undecidable, any program equivalence technique must be
sound, complete, or neither, but not both. Faultless is designed to be sound to foster trust between
the reverse engineer and the neural decompiler by ensuring that there are no semantic mistakes in
the neural decompiler’s prediction. A consequence of this design decision is that it is necessarily
incomplete: there are equivalent pairs of code which are the technique cannot prove equivalent.
Therefore, we ask RQ1: How complete is FAULTLESS? That is, how often can FAULTLESS prove
equivalent pairs of functions equivalent?

There are some known soundness limitations in its current implementation (see Section[5.5.1)).
Therefore, we also ask RQ2: How frequently do FAULTLESS’ soundness limitations cause and
unsound equivalence judgment?

Finally, on the validation task, FAULTLESS is intended to be used live by reverse engineers as
part of their tool suite. That means runtime performance is especially important, so we ask RQ3:
What are the runtime performance characteristics of FAULTLESS?

We answer these questions with data from two experiments using two complementary or-
acles. We observe that the original code and deterministically decompiled code for the same
function are equivalent by construction, but significantly syntactically different (excepting some
decompiler unsoundness). In the first experiment, we use this “deterministic transformation”
oracle. However, because the pairs of functions are all equivalent, this doesn’t provide any pairs
of nonequivalent functions for answering RQ2. Instead, in the second experiment, we use unit
tests as an oracle. They’re unsound (there could be some differentiating behavior between the
two functions that the tests do not exercise) but complete. That means that if the unit tests return
that two functions are not equivalent, they aren’t; the test case serves as a counterexample.

5.3.1 Experimental Design

We conduct two experiments, one using each of the two complementary oracles. In both experi-
ments, we use codealign’s [34] dependency-based equivalence as a baseline. We are not aware of
other techniques designed to check the equivalence of C functions in isolation without the rest of
the codebase, especially for decompiled and predicted code—a key motivator for the existence
of FAULTLESS in the first place.

76



5.3.1.a Experiment 1: Deterministic Transformation Oracle

The deterministic transformation oracle uses compiler and decompiler transformations to provide
equivalent pairs of code. In Chapter [, we constructed REALTYPE, which already contains these
pairs, there as labeled training data for a machine learning model. We reused REALTYPE for this
experiment, though we rebuilt it for this experiments to include definitions of types referenced
in the type descriptors of the function that are not part of a variable declaration. (IDIOMS only
predicted variables’ types so those type definitions were unnecessary.)

We use the test set in the experiments. We filter from the test set examples that include
unsupported features, including gotos, unions, enums, the variadic parameter API, inline assem-
bly, compiler extensions, SIMD vector types and #pragma directives that were not handled in
the preprocessor run when constructing the dataset. FAULTLESS does not currently support Hex-
Rays’ partial-object macros (like LopworD). Also unsupported is the subtraction of two pointers,
a rarely used feature of C, which is only defined if those pointers point to the same array object;
under context independence, it usually cannot be determined if two pointers do actually point
to the same object. When an array type is declared in a header and its length is defined not as
integer but as an arbitrary C expression, the REALTYPE dataset construction script provides a
sentinel array length of —1. This is of course an invalid length so FAULTLESS filters these ex-
amples out. Finally, sometimes the Hex-Rays decompiler will recognize and define variables of
standard-library types like jmp_buf and __compar_fn_t. We provided a header of many stan-
dard library types (all those that show up in the decompiled code in the validation set), but there
are some types in the test set that aren’t in the validation set. After this filtering, the rebuilt test
set’s 2229 examples were reduced to 1565.

In the experiment, we run faultless on each original/decompiled pair and report whether
FAULTLESS reports the functions equivalent, nonequivalent, or crashes. We also record the time
it takes to perform the equivalence checking. We provide the definitions of UDTs used in the
functions along with the original code.

We also perform some normalization modifications prior to calling FAULTLESS on each ex-
ample pair. The compiler or decompiler sometimes replaces print £ with puts, putchar, fputc,
or fwrite, adjusting the arguments to match the function. When these functions do not appear
in the original code but do appear in the decompiled code, we normalize the functions in the de-
compiled code back to print £. Additionally, we normalize decompiler fidelity issue C4.c. from
the taxonomy in Chapter [3| which refers to the pattern where the decompiled code includes an
extra address-of « around global variables in certain circumstances, like function calls and return
values. If is is observed in the decompiled code, the s is stripped out.

In general, we try to use math-int (Z) representations of integers rather than bitvectors, if
possible. Math-int modeling allows FAULTLESS to abstract away issues with imprecise primitive
type recovery, putting the emphasis on showing the algorithms equivalent. However, bitwise
operations like >> and | are not defined on math integers, so we switch to bitvectors if any such
operations occur in either function.

Deterministic decompilers are known to be unsound, and indeed in Section @ we found cases
where the decompiled code was not equivalent to the original. Many of these instances followed
systematic patterns, which FAULTLESS is designed to handle via the options in Table How-
ever, some instances of unsoundness do not fit any such pattern; the decompiled code is truly just
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Table 5.2: Experiment 1 Results: Completeness

Correct Incorrect Crash
FAULTLESS 805 (51.4%) 495 (31.6%) 265 (16.9%)
O0 Dependency-Based Equivalence 69 (4.4%) 1273 (81.3%) 223 (14.2%)
Dependency-Based Equiv. (Consistency) 109  (7.0%) 1233 (78.8%) 223 (14.2%)
FAULTLESS 664 (45.1%) 491 ((B3.4%) 316 (21.5%)
O1 Dependency-Based Equivalence 65 (4.4%) 1199 (81.5%) 207 (14.1%)
Dependency-Based Equiv. (Consistency) 85  (5.8%) 1179 (80.1%) 207 (14.1%)
FAULTLESS 599 (“43.1%) 515 (B7.1%) 276 (19.9%)
02 Dependency-Based Equivalence 69 (5.0%) 1094 (78.7%) 227 (16.3%)
Dependency-Based Equiv. (Consistency) 88  (6.3%) 1075 (77.3%) 227 (16.3%)
FAULTLESS 581 (44.7%) 491 (37.7%) 229 (17.6%)
03 Dependency-Based Equivalence 70  (5.4%) 1009 (77.6%) 222 (17.1%)

Dependency-Based Equiv. (Consistency) 86  (6.6%) 993 (76.3%) 222 (17.1%)

Results of the completeness experiment. All pairs of examples are equivalent by construction;
scores reflect how many pairs each technique was able to prove equivalent (correct), unable to
prove equivalent (incorrect), or which crashed on the input (crash). Codealign [34] is used for
dependency-based equivalence.

incorrect. This somewhat undermines the reliability of the deterministic transformation oracle.
To account for this, we manually analyze the results for a random sample of the predictions.

5.3.1.b Experiment 2: Unit Test Oracle

For the unit test oracle, we use EXEBENCH [4]], a dataset of C functions mined from GitHub
which we also used in evaluating IDIOMS in Chapter [d] Its test and validation sets have unit tests
bundled with each example. EXEBENCH provides, then, the unit test oracle itself as well as the
original code. For the functions to compare with the original code, we use IDIOMS’ predictions
(particularly those from the best performing model, codegemma-7b). Code predicted by a neural
decompiler is exactly the sort of thing that FAULTLESS is designed to handle. Conveniently,
codegemma-7b IDIOMS scores around 50% accuracy on EXEBENCH (Table 4.4d) so there is an
approximately equal number of both equivalent pairs and nonequivalent pairs of code.

EXEBENCH is inconsistent with itself on some examples; the original code functions don’t
always pass the unit tests included in the dataset. We filter out these examples. We also filter out
examples with unsupported features as in Experiment 1. After filtering, there are 881 examples
remaining of 1741.

In this experiment, we turn on the option which requires two functions to have equivalent
names (instead of just consistent names) to be considered equivalent. This better reflects the
behavior of the unit test oracle, which counts differently-named functions as incorrect.
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Table 5.3: Experiment 2 Results: Comparison with Unit Tests

(a) FAULTLESS (b) Dependency-Based Equivalence
‘ ‘ equivalent ‘ not equivalent ‘ crash ‘ ‘ ‘ equivalent ‘ not equivalent ‘ crash ‘
‘ tests pass ‘ 525 ‘ 81 ‘ 168 ‘ ‘ tests pass ‘ 367 ‘ 402 ‘ 5 ‘
| tests fail | 6 | 70 | 31| | tests fail | 1| 105 1]
Agreement: 87.243% Agreement: 53.942%

Results of Experiment 2, comparing FAULTLESS and codealign with unit tests, including confu-
sion matrices and agreement scores. The agreement scores are the sum of diagonal, where both
unit tests and the equivalence technique agree that the code is equivalent or not, divided by the
sum of all four noncrash cells of the matrix. Function-name consistency is disabled to better
conform to the unit test oracle. The bottom left cell represents instances of unsoundness.

5.3.2 Results

The results are shown in Table[5.2|for experiment 1 and Table [5.3|for experiment 2. The runtime
performance results are in Figure

5.3.2.a RQ1: How complete is FAULTLESS?

FAULTLESS is able to prove equivalent above 50% of the equivalent original/decompiled code
pairs equivalent at O0, and around 43-45% at the other optimization levels as shown in Table[5.2]
FAULTLESS greatly outperforms codealign [34] in this experiment, which simulates performing
the validation task on a perfect neural decompiler, because dependency-based equivalence is
too brittle to handle features of decompiled code like desugared field-access operations. On
EXEBENCH, (Table[5.3) FAULTLESS agrees with unit tests 87.2% of the time, substantially clos-
ing the completeness gap between sound codealign and unsound unit tests, which are an over
approximation of equivalence.

FAULTLESS has a higher success rate in Experiment 2 on EXEBENCH than in Experiment 1 on
REALTYPE because REALTYPE is a more challenging dataset containing the full spectrum of C
complexity. We sampled a set of 30 original/decompiled function pairs judged nonequivalent by
FAULTLESS and manually analyzed the reasons for failures. Many of these—17, over half—are
fairly mundane and unrelated to FAULTLESS’ novel modeling and equivalence checking con-
tributions. Five are FAULTLESS compiler bugs, three are printf canonicalization bugs, seven
are dataset generation issues, and two contain static variables, which FAULTLESS doesn’t cur-
rently support. This suggests that with additional implementation effort, FAULTLESS has room
to improve its performance.

Four of the 30 cases were from oracle failures, where the decompiler is not semantics pre-
serving, even when accounting for the systematic issues identified in Chapter [3] with the options
in Table FAULTLESS correctly rejects these as not equivalent, whereas the experiment pre-
sumes them to be equivalent. While this was not the motivation behind the design of FAULTLESS,
it is fairly effective as a decompiler-testing technique like D-Helix [[115], helping to locate bugs
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in decompiled code.

The final nine cases are fundamental completeness limitations in FAULTLESS. FAULTLESS
must necessarily be incomplete. Three of these examples highlight the limitations of operating
in a context-independent environment—while the decompiled code is not technically incorrect,
FAULTLESS does not have enough information to soundly show the functions equivalent. FAULT-
LESS’ completeness limitations are discussed in detail in Section[5.5.2]

The crash rate of around 17% reported in Table [5.2]is relatively high. A minority of these
crashes, 36 in total, are due to limitations in the addressability model: attempting to access
an address for which the base address cannot be uniquely determined. The majority of these
cases occur when there are base addresses from different paths encapsulated in an if-then-else
expression. The fix is conceptually simple: access both base addresses subject to the additional
read/write condition of the if-condition (for the then branch) or its negation (for the else branch).
Other crashes are due to corner cases in compiling and modeling the full breadth of the complex
C programming language.

Codealign is designed for the evaluation task while this experiment simulates the validation
task on perfect predictions; as a result, its crash rate is around five times higher than reported in
the original paper due to difficulties with processing decompiled code.

Answer to RQ1: Faultless is able to prove equivalent more than 50% of equivalent pairs of
decompiled/original functions in unoptimized code and more than 43% in optimized code.

5.3.2.b RQ2: How frequently do FAULTLESS’ soundness limitations cause and unsound
equivalence judgment?

Table shows that FAULTLESS’ soundness limitations are relatively uncommon, at least
on EXEBENCH. Virtually all of the disagreement is in the “tests pass”/“FAULTLESS reports
nonequivalent” category on the top right of the confusion matrix, which represents incomplete-
ness. Of the six instances of unsoundness in the bottom left corner of the confusion matrix
only five are real: one is due to undefined behavior in the EXEBENCH-provided harness and test
case; the actual generated functions are equivalent. We discuss soundness limitations further in
Section three of the instances of unsoundness fall into categories discussed there.

Answer to RQ2: FAULTLESS’ soundness limitations are exploited less than 1% of the time on
EXEBENCH.

5.3.2.c RQ3: What are the runtime performance characteristics of FAULTLESS?

As shown in Figure FAULTLESS is generally very fast. FAULTLESS can produce an equiv-
alence judgement in under one second for 90.1% of examples in REALTYPE and in under two
seconds for 96.7% of examples.

SMT solver queries dominate the runtime of FAULTLESS, so it follows that functions which
produce more or larger solver queries constitute the remaining 3.3% of high runtimes. There are
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(a) FAULTLESS Runtimes (b) FAULTLESS Runtimes: Equivalent Only

Runtime (s)
Runtime (s)
=

0 10 20 30 40 50 0 10 2 30 20 %
Lines of Code Lines of Code

Figure 5.7: Runtime efficiency for FAULTLESS on Experiment 1 with quadratic regression trend

lines. Crash runtimes are excluded because crashes usually happen before the expensive proof

engine stage. Figure includes pairs of functions that FAULTLESS reported nonequivalent.

The trend line in Figureis pulled up by a few outliers with runtimes greater than 7.5 seconds.

two main culprits. The first is large synchronization graphs with many synchronization nodes—
function calls or loop-¢ instructions—with equivalent dependencies. If there are n calls in each
function and each has no dependencies, the proof engine will perform n? call equivalence checks,
which is expensive. In contrast, if the ith call was a dependency of the ¢ + 1st call, then the
proof engine will have to perform only n call equivalence checks. The dependency structure
can substantially influence FAULTLESS’ runtime. Most dependency structures produce relatively
small sets of synchronization nodes with the same dependencies, but exceptions exist.

The second is large fixed size arrays (e.g. stack allocated or as a struct field) in circum-
stances where the entire array needs to be read from memory, such as when a struct with a large
fixed-size array member is passed by value to a callee. Reads for full composite data types are
decomposed into reads of each of their members. That means n reads for an array of length n.
Then suppose there are m writes relative to the base address for that array. That means that in the
worst case, there are 2nm solver queries, an overlap query (Equation and a coverage query
(Equation [5.3)) for each Write node, plus any additional queries for Join nodes. This quickly
becomes expensive.

Answer to RQ3: FAULTLESS is very fast, producing equivalence judgements in under one
second for 90.1% of functions and in under two seconds for 96.7% of functions on REALTYPE.

54 Utility

FAULTLESS’ ability to compared decompiled, predicted, and original code allow it to fulfill mul-
tiple roles in both research and practice, assisting in both evaluation and validation tasks. In this
section, we show FAULTLESS’ utility on these tasks.
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Recently, large language models have anecdotally become increasingly effective at perform-
ing neural decompilation. But it has been difficult to measure how good they have become.
FAULTLESS offers the ability to quickly and effectively benchmark these models’ correctness. In
this section, we perform a series of experiments on a frontier model, GPT-5.5. To begin, we ask
RQ4: How effective is a modern frontier model on neural decompilation?

In Chapter 4] we show that for smaller, fine-tuned or adapted models, adding neighboring
context leads to an increase in model performance. The motivation for adding neighboring con-
text is independent of model size or architecture, though; it’s a question of information: there is
sometimes not enough information within a compiled function to correctly decompile that func-
tion, especially when it comes to user-defined types. While FAULTLESS does not evaluate UDT
predictions directly, they are factored into the equivalence judgements by the offsets to which
their fields map. We use FAULTLESS to help answer the research question RQ5: To what degree
does neighboring context improve the correctness of a frontier model’s predictions?

One of the key challenges that FAULTLESS faces is optimizations which transform loop struc-
tures, like loop unrolling or loop tiling. By requiring ¢ instructions to be equivalent to prove val-
ues and calls affected by loops equivalent, FAULTLESS effectively requires one iteration of one
loop in the left function to correspond to one in the right function. In traditional neural decompi-
lation, the model is trained to predict the original code, thereby undoing the optimizations. This
is problematic for validation because FAULTLESS won’t be able to prove even a perfectly correct
prediction equivalent. However, with large language models, one mitigation is to ask the model
to preserve loop structure while otherwise making the code match the likely original source
code as closely as possible, thereby offering the benefit of cleaned-up neurally decompiled code
while also gaining the correctness assurances that FAULTLESS provides. We use FAULTLESS to
help answer the research question RQ6: To what degree does preserving loop structure increase
FAULTLESS validation effectiveness?

FAULTLESS’ validation equivalence judgements can be used by reverse engineers to reduce
the risk of receiving incorrect code from a neural decompiler. But these scores need not only
be used by reverse engineers: FAULTLESS’ equivalence judgement and textual description of
the reason for nonequivalence can also be used to provide feedback to the model to correct its
prediction. Thus, we ask the research question RQ7: How effective is FAULTLESS at improving
neural decompilers’ predictions through re-prompting?

5.4.1 Experiment Methodology

To perform the experiments, we use REALTYPE and prompt the frontier model GPT-5.5. We use
the same filtering as in Section [5.3.1.af RQ6 requires performance data on optimized code; to
save API costs, we chose one optimization level, O2, because it is the most difficult for FAULT-
LESS in Table [5.2] To answer the four research questions in this section, we perform seven
different experiment runs with the settings:

* 00, function-level context

* 00, neighbors-level context

* 00, neighbors-level context with re-prompting

* 02, function-level context
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Table 5.4: GPT-5-5 Neural Decompilation Performance

(a) OO0 Results

Context Type and Experiment Settings Evaluation Accuracy Validation Accuracy

functions 56.5% 78.6%
neighbors 55.9% 73.5%
neighbors (reprompting) 58.2% 92.1%
(b) O2 Results
Context Type and Experiment Settings Evaluation Accuracy Validation Accuracy
functions 46.2% 74.1%
neighbors 48.7% 72.8%
neighbors (loop preservation) 48.3% 78.1%
neighbors (loop preservation & reprompting) 48.0% 92.4%

* 02, neighbors-level context
* 02, neighbors-level context with loop preservation prompting
* 02, neighbors-level context with loop preservation prompting and re-prompting
For the loop-preservation prompting experiments, we append the following text to the prompt:

Preserve the loop structure shown in the decompiled target. Do not attempt to undo
loop-transforming compiler optimizations that may have changed the number, nest-
ing, ordering, or boundaries of loops. Otherwise, make the code match the likely
original source as closely as possible.
For the re-prompting experiments, we re-prompt up to three times before giving up; re-prompting
only occurs if FAULTLESS judges the prediction to be incorrect.

In these experiments, we have all three source-level representations from Figure[S.1] There-
fore, it’s possible to judge the models on how well they would perform in validation, how well
the prediction matches the decompiled code, and evaluation, how well it matches the original
code.

When reporting scores, we exclude FAULTLESS crashes. In this section, we are not evaluating
FAULTLESS (as we were in Section [5.3), rather, we are using FAULTLESS to evaluate (and vali-
date) a large language model. FAULTLESS crashes reflect bugs in or limitations of FAULTLESS
and do not provide any useful information on the correctness of the model’s prediction.

5.4.2 Results

The experiment results are shown in Table
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5.4.2.a RQ4: Evaluation of A Frontier Model

The frontier model GPT-5.5 performs well at neural decompilation, scoring above 55% accuracy
on evaluation and 73% on validation on unoptimized code and at least 46% on evaluation and
72% on validation at O2. The fact that the validation scores are higher may be surprising, because
neural decompilers are supposed to predict the original code and clean up decompiler artifacts in
the decompiled code. While GPT-5.5 does certainly clean up decompiler artifacts and the code
looks reasonable, the structure of the code it generates more closely matches the decompiled code
than the original code. For instance, despite disabling inlining via command line arguments,
some functions are still inlined in REALTYPE. (In at least some instances, we observed this
was due to an always-inline attribute present in the original code.) To succeed in evaluation,
the model would have to recognize which expressions or statements correspond to an inlined
function, extract the function, and choose the correct argument order. Meanwhile, to succeed at
validation, the function need only propagate the body of the inlined function in the decompiled
code to the predicted code like any other statement or expression—a much easier task!

The scores here are also an underestimate of GPT-5.5’s performance because FAULTLESS is
incomplete. While the model does make mistakes, the majority of FAULTLESS’ nonequivalence
judetments we observed are due to its incompleteness; the predictions were actually correct.

Answer to RQ4: Frontier models are very proficient at recovering semantics in neural decom-
pilation, scoring above 70% validation accuracy on FAULTLESS.

5.4.2.b RQS: Function-Level vs. Neighboring Context for a Frontier Model

Central to IDIOMS design and the driving force behind the addition of neighboring context is
the scattered evidence problem for UDTs. In this experiment, we see how neighboring context
impacts the much larger GPT-5.5.

Surprisingly, the addition of neighboring context has little effect, or actually decreases over-
all performance: validation accuracy decreases from 78.5% to 73.5% at OO0 and 74.1% to 72.8%
at O2. Some functions are entirely self-contained and need no additional context, and irrelevant
context has been shown to distract large language models [91]. The scattered evidence problem
means there are fundamental limits to the UDT definitions that the LLM can recover, and in-
correct offsets, will, if they are related to a function behavior that FAULTLESS checks, result in
nonequivalence. However, we frequently observed the LLM, unbidden, inserting padding fields
of the appropriate size to make the offsets correct, preventing this from being an issue. Addition-
ally, the LLM has memorized the definitions of all standard-library st ructs, making it easy to
bypass the scattered evidence problem in these instances and predict the entire st ruct correctly.

Answer to RQS: Neighboring context does not help improve frontier models’ FAULTLESS
scores, though it is necessary for full UDT definitions in some cases.
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5.4.2.c RQ6: The Impact of Loop Structure Preservation

A key limitation of FAULTLESS is that it requires on loop in the left function to correspond to
one in the right and vice versa. Prompting the model to preserve loop structure helps to mitigate
this limitation.

In particular, we see that adding the loop preservation prompt increases validation scores
modestly from 72.1% to 78.1%. The baseline scores are already fairly high. Not all loops
are impacted by loop optimizations and many functions are relatively small (the median length
for REALTYPE is 14.2 lines of code) and contain no or one loop, so the probability of having
a loop with unaffected by structure-altering optimizations is reasonably high. Combined with
GPT-5.5’s propensity to conform to the decompiled code, this means that it can score relatively
well without the additional prodding in the prompt. However, for functions with loops that are
impacted, structure preservation can help.

Evaluation scores are largely unaffected but decrease slightly; this is in line with expectations
because the preservation of optimized loop structures makes the code less like the unoptimized
original source code and therefore less likely to be judged equal to the original code.

Answer to RQ6: Loop preservation prompting provides a modest increase in validation accu-
racy from an already high baseline, raising it from 72.1% to 78.1%.

5.4.2.d RQ7: Reprompting Based on FAULTLESS Feedback

FAULTLESS can provide quick equivalence judgements along with error messages indicating
the reason for nonequivalence (i.e. differing return values, a specific callee in one function
doesn’t match one in the other). These properties make it suitable for re-prompting the LLM if
FAULTLESS is unable to prove the LLM’s prediction correct. Table [5.4] shows that re-prompting
offers significant validation performance gains over the baselines, jumping from 73.5% to 92.1%
at O0 and from 78.1% to 92.4% at O2.

FAULTLESS does catch and help the model correct genuine errors. Figure [5.8| shows an ex-
ample of how FAULTLESS corrects GPT-5.5 about a missing function call. However, GPT-5.5
often overreacts to FAULTLESS’ feedback by aggressively matching the decompiled code. For
instance, it may revert a struct field access operation back to pointer arithmetic, e.g. changing
root->left to * (long =*) (al + 8) inthe second prediction. In the most extreme instances, the
new prediction is nearly identical to the decompiled code. The especially high (90%+) scores are
partially a result of this kind of reward hacking. The model may also change variable or function
names back to the corresponding names in the decompiled code. It is surprising that even a single
reprompting instance can cause GPT-5.5 to completely disregard the detailed original prompt to
produce code like the expected original.

Neural decompilation is ultimately a complex, multiobjective problem. As discussed in Sec-
tion [4.3.2] a neural decompiler has two main goals: (1) correctly representing the functionality
in the binary or decompiled code, and (2) improving the code by re-introducing higher level
abstractions, adding names, removing decompiler artifacts, and generally making the code eas-
ier to read and more similar to the original code. FAULTLESS offers significant improvement
in the state of the art for checking (1), but does not make any attempt to evaluate (2). Indeed,
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) N

1 void xhash_find(struct hash xh, void *item)

{
int index = hash_find_index(h, item);
if (index -1)
return ((void =*)0);
void xout = gap_get (h->data, index);
return out;

(a) The Original Code

1 void xhash_table_lookup (struct hash table =«

table, void xkey) {
int index;

index = hash_table_find index(table, key);
if (index == -1)
return O;

return table->entries[index];

(c) GPT 5.5’s Initial Prediction

int64 func5(__inté64 al,
_ int64 result; // rax

__int64 a2) {

int v3; // [rsp+1Ch] [rbp-4h]
v3 = func4(al, a2);
if (v3 == -1)
result = OLL;
else
result = funcl (* (_QWORD =x) (al + 8), v3);

return result;

(b) The Decompiled Code

1 void xhash_table_lookup (struct hash_ table «x

table, void xkey) {
int index = hash_table_find index(table,
key) ;
if (index == -1)

return O;

return hash table get_entry(table->entries
, index);

(d) GPT 5.5’s Corrected Prediction

Figure 5.8: An example of a successful instance of re-prompting. GPT 5.5’s initial prediction
based on Figure is shown in Figure This prediction is not correct; it’s missing the call
to gap_get. (gap_get is not simply h->data[index]; it performs additional checks.) FAULT-
LESS reports that the call is missing, and when prompted again the call is added as shown in
Figure @} FAULTLESS then judges the prediction correct.
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when a validation “nonequivalent” judgement is a result of a FAULTLESS’ incompleteness and
the prediction is actually correct, reprompting can actually degrade the final prediction by un-
doing some of the improvements under the model’s aggressive reward-hacking behavior. This
suggests that FAULTLESS should be part of a larger suite of validation metrics which help push
the model towards producing code that is both correct and higher quality.

Especially in combination with suitable improvement metrics, FAULTLESS could be used as
part of a reinforcement-learning setup to help improve neural decompiler predictions.

Answer to RQ7: Re-prompting is very effective at improving FAULTLESS validation scores
and can help correct mispredictions, but models may overfit to the feedback and degrade the
quality of the prediction.

5.5 Limitations

Program equivalence is an extremely challenging task, and any program equivalence technique
must navigate its inherent undecidability by making tradeoffs between soundness, completeness,
and utility to end users.

5.5.1 Soundness

While FAULTLESS is designed with soundness in mind, in its current implementation, there are
several well-defined areas in which it can report equivalence for nonequivalent functions. None
of these soundness limitations are fundamental; rather, they represent features that were depri-
oritized because the implementation effort required to support them was disproportionate with
respect to their frequency in our datasets.

5.5.1.a Heap Base Case and Inductive Disassociation

An important feature of FAULTLESS’ execution model is that ¢ symbolic variables are valid base
addresses; writes relative to a ¢ variable represents a write on an arbitrary loop iteration. How-
ever, because ¢ variables are distinct from the corresponding base-case arguments, a heapspace
memory check from the base case will not incorporate the ¢ instruction’s memory. Therefore,
FAULTLESS reports the two functions in Figure [5.9) equivalent, seeing no writes relative to the n
parameters.

In its simplest form, the solution is simple: when checking that memory accessible from
two arguments is equivalent, the corresponding ¢ instructions’ heaplets should be checked for
equivalence as well. The heap already tracks the relationship between base cases and ¢ variables
in the heap replay buffer (Section[5.2.5.¢€), making it easy to know which ¢ variables’ heaplets to
check. This becomes more expensive when there are multiple ¢ instructions’ heaplets to check.

Dissociation between the base cases’ and ¢-variables’ heaps is the most common soundness
issue detected in Experiment 2 (Table accounting for four of the five real soundness issues.
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typedef struct node {
int val;
struct node * next;
} Node;

5 void initialize (Node =*n)

10

Figure 5.9: Two differing writes to

while (n) {
n->val = 1;
n = n->next;

}

{

memory in a loop that FAULTLESS does not detect when

typedef struct node {
int wval;
struct node * next;
} Node;
void zerolist (Node =*n)
while (n) {
n->val = 0;

n = n->next;

checking the equivalence of memory reachable from the input arguments.

5 Node * newlist () {

o

10

12

13

Figure 5.10: A pair of functions which are equivalent at one level of indirection but not at two
levels of indirection; the tail node’s val field is initialized with a 0 on the left and -1 on the right.

typedef struct node {
int wval;
struct node * next;
} Node;

Node * tail =
tail->val = 0;
tail->next = NULL;
Node * head =
head->val = 0;
head->next = tail;
return head;

malloc (sizeof (Node)) ;

malloc(sizeof (Node));

FAULTLESS currently reports these as equivalent.
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1 typedef struct node {

5

o

int wval;

struct node * next;
} Node;
Node * newlist () {

Node * tail = malloc(sizeof (Node));

tail->val =
tail->next =
Node * head =
head->val = 0;
head->next = tail;
return head;

_1;
NULL;

{

malloc (sizeof (Node)) ;



void divloop (int *x, int y) { void div(int *x, int y) {
2 while (*x > y) { 2 if (*x > y) {
3 *x = *x / 2; 3 *x = *x / 2;
4 } 4 }
5} 5}

(a) A function which mutates the same heap memory (b) A loop-free function which FAULTLESS reports
cell on each iteration of the loop. equivalent to Figure

Figure 5.11: A pair of examples which FAULTLESS currently reports equivalent but which are
not equivalent. Because the value controlling the iteration is on the heap rather than the stack in
divloop, there is no ¢ instruction for »x.

5.5.1.b Recursive Heap Equivalence

As part of the necessary equivalence conditions (Section [5.2.1]), FAULTLESS requires that mem-
ory reachable from the function’s arguments and callee arguments to be equivalent to the corre-
sponding arguments in the other function. However, at present FAULTLESS does not apply this
requirement recursively: it does not require that memory referenced at heap locations accessible
from the input arguments are equivalent across the two functions. Thus, FAULTLESS will report
the functions in Figure[5.10|as equivalent.

The fix is involved but conceptually simple: for each addressable component of the memory
locations read by the heaplet equivalence checker, the checker should be called recursively until
a difference or an empty heaplet (no writes relative to that base address) is found.

This feature was deprioritized because programming paradigms around multi-indirection
make it less of a pressing issue. Many functions which recursively process linked data structures
operate one “layer” (e.g. node) of a data structure at a time. Or, alternatively, the whole data
structure is processed sequentially in a loop, which results in special loop-¢ related semantics.
No soundness issues of this type were discovered in the soundness testing experiment, though
the EXEBENCH dataset is light on st ructs.

5.5.1.c Heap Induction

FAULTLESS uses SSA ¢ instructions to identify variables which are mutated during the loop. ¢
variables are used to help perform induction to prove loops equivalent. This works for the vast
majority of loops.

However, ¢ instructions apply to variables on the stack that are assigned to during the loop. It
is also possible to mutate the same heap location on each iteration of a loop; Figure shows
an example. This function has no ¢ instructions of any kind because all definitions (the two
in the parameter lists) dominate all uses, so FAULTLESS never performs induction. Essentially,
FAULTLESS treats the loop as an if-statement as in Figure [5.11b]

To handle this case, FAULTLESS would have to perform induction on heap memory locations
that are modified on multiple loop iterations. Note that most in-loop heap modifications that
occur 1in real code, like iterating over a linked list or array while to initialize it, are not an issue
because the modifications are defined in terms of ¢ instructions. Instead, heap induction is
required when there is a read from and write to the heap in a loop, where neither the base address
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struct node { char * s; struct node *x next; };

2 wvoid alloc_str(struct node * n, int len) { 2 wvoid func3 (_QWORD xal, int a2) {
3 n->s = my_alloc(len); 3 *al = funcO (a2);

4 if ('n->s) { 4 if ('xal) {

> exit (0); 5 exit (0);

} }

Figure 5.12: A function and its hypothetical decompilation. They are equivalent, but FAULTLESS
will judge them nonequivalent due to the indirect heapspace dependency between my_alloc and

exit.

nor offset is defined in terms of a ¢ symbolic variable: if this is the case, it means the memory
location accessed is constant with respect to the loop and is thus acting like a stack variable
which also has a constant address with respect to the loop.

A proposed, though unimplemented, solution to this issue is to place instructions of a new
type called ¢/ instructions at loop heads in which heap induction occurs. These should have one
argument: the address of the heap location that is modified during the loop. To perform heap
induction, for the base case, the values at the address must be equivalent when the loop iteration
begins. Then if they have the same value at the start of the loop, they should have the same values
after the loop. v instructions should write mediloop and postloop symbolic i) variables to their
memory addresses, just like ¢ instructions. This is related to memory SSA, which we discuss
further in Section[5.5.2.al

In the soundness experiments, only one instance of heap induction was observed. This is a
rare programming pattern.

5.5.2 Completeness

Because faultless is designed with soundness in mind, it is necessary incomplete. Some com-
pleteness limitations are due to limitations in what FAULTLESS can soundly assume in a context-
independent environment. Below are several important completeness limitations. There are
others besides those listed here; these are some of the most consequential.

5.5.2.a Indirect Dependencies through Memory

In the proof engine, the synchronization graph captures the dependencies between the proof
obligations. Dependencies reflect membership in the free-variable sets of synchronization nodes;
a synchronization node is dependent on each other node which defines a symbolic variable in
the former’s free-variable set. FAULTLESS traverses a joint SSA and instruction-level control
dependency graph to find these relationships. However, not all dependencies are reflected in this
graph.

The missing dependencies occur indirectly through the heap. Figure [5.12]shows an exam-
ple. The function and its decompilation are judged as not equivalent because FAULTLESS cannot
prove the exit calls equivalent, despite the function in theory satisfying the necessary equiv-
alence conditions. The exit calls are control dependent on the if statement condition; to be
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considered equivalent two functions must be called under the same control flow conditions.
These if statements are in theory dataflow dependent on the values returned from my_alloc
and func0. But there is no SSA edge between the i f condition and source of those calls. Thus
when FAULTLESS goes to attempt to prove the exit functions equivalent, it compares their con-
trol flow conditions, by asking if (cpy a110c = 0) = (¢funco = 0) is valid (always true), which
it is not because FAULTLESS does not know that ¢y 4110c actually represents the same thing
a8 Cfunco-

The best solution for this problem would be an analog of SSA for the heap, which would also
solve the heap-induction soundness limitation (Section[5.5.1.c). This is harder than regular SSA
because def-use relations for heapspace memory is implicit and alias-dependent, but the problem
is well studied in the literature [22, 160, 78] and could represent a promising future direction.

5.5.2.b Byte-Level Type Reinterpretation

A key goal of FAULTLESS is to see if the algorithm captured by a neural decompiler’s prediction—
the partial sequence of operations it performs—is correct without focusing too much on the
types in which that algorithm is expressed. To this end, FAULTLESS models primitive and
pointer types—those which conceptually represent a single number from the perspective of the
C language—as atomic, indivisible values. Composite values, like st ructs and arrays, are rep-
resented as aggregations of these atomic values at specific offsets. This is advantageous when
dealing with deterministic decompilers’ necessarily imprecise type recovery and helping to pro-
vide compiler independence, bypassing trivial nonequivalence results due to type differences,
and allowing for a seamless transition between math-int mode and bitvector mode.

However, this approach has its limits and also incurs some trade offs, particularly when pro-
cessing decompiled code. Decompiled code especially may abuse the memory layout of a given
variable and represent multiple conceptual values in the original code as a single value. For
instance, consider the following snippet from a REALTYPE example:

char query[] = "aby"; 1 v2
2 int res = bs(query, p, 5); 2 v3

7955041;
bs (&v2, vl, 5LL);

In the decompiled code, the four-byte (including the null terminator) string "aby" is packed into
a four-byte integer variable. FAULTLESS sees the value in query as four distinct values while the
value in v2 as one value, so it rejects the calls to the binary search function as nonequivalent,
despite the fact that they may be represented as identical byte sequences.

5.5.2.c Composite Globals in Validation

Global variables are generally difficult for FAULTLESS because there is no a priori mapping be-
tween global variables; rather, which globals in the left function correspond to those in the right
must be inferred based on context. In the validation task, where the right function is produced
via deterministic decompilation, this problem is compounded when the global variable is a com-
posite variable like a struct or an array because of the ways in which deterministic decompilers
recover composite global variables. In particular, different components (e.g. fields, elements) of
the variable may be recovered as entirely different variables, sometimes just referencing a spe-
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cific offset relative to the binary’s base address, as occurs in the following original/decompiled
snippets from a function in REALTYPE:

774766593LL;
OLL;

root->i_size = (2 * sizeof (struct dir_entry)); | qword_4044D0
2 root—>i_time = time(((void *)0)); 2 qword_4044D8

In the original C code, even if FAULTLESS had the definition of the composite type, which FAULT-
LESS does not assume for globals, the offsets to the fields are relative to the start of the global
variable root, not the binary’s base address as with the qword_x symbols in the decompiled
code. Additionally, FAULTLESS sees the components as derived symbolic variables relative to
a single unique variable base address, while the three qwords are seen as three separate global
variables. The decompiled code has no way to delineate where a composite global variable ends
and another begins.

This is a context-independence and compiler-independence limitation; without knowing more
about the global variables and the way they are laid out in memory, it’s difficult to prove anything
equivalent here.

5.6 Conclusion

Neural decompilation is a promising technique for helping overburdened reverse engineers to
more quickly reconstruct abstractions in the target program. Neural decompilation’s greatest pit-
fall, however, is its probabilistic nature; predictions may be incorrect. Assessing semantic cor-
rectness reduces to program equivalence. FAULTLESS is a novel program equivalence technique
which is designed with neural decompilers in mind. It is designed for two tasks, evaluation and
validation, the former involving comparing a neurally predicted function with a gold-standard
reference original version and the latter involving comparing the prediction with deterministic
decompilation. FAULTLESS is largely context independent and compiler independent, requiring
no information from the functions’ calling contexts or dependencies aside from type definitions
and it abstracts over most compiler-level details, modeling the C language at a higher level.
FAULTLESS is substantially more capable than codealign [34], an existing program equivalence
technique for neural decompilation. We show how FAULTLESS is useful in evaluating a model’s
performance, comparing modeling approaches, ensuring that predictions are correct, and guiding
the model to produce better predictions through re-prompting.
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Chapter 6

Conclusion

In summary, this thesis contains a wholistic exploration of neural decompilation: motivating
it through a rigorous analysis of the underlying problem, providing datasets and a modeling
approach, as well as methods for evaluating the output of neural decompilers and validating
their predictions’ correctness. This work is in service of reverse engineers, helping to reduce
the difficulty of an extremely challenging task and thereby help them handle the increasingly
dangerous cyber landscape.

The nature of the field has changed substantially since I began my PhD in this area six years
ago. My first paper featured research on DIRE [62]], a variable-name prediction model initially
built by my colleagues from an LSTM and graph neural network, so unlike the ubiquitous trans-
former models of today. It also fit comfortably on a consumer GPU. Since then, models have
exploded in size and power, with profound implications for the future of neural decompilation
and reverse engineering more broadly. While the future always has surprises in store, I do ex-
pect the field to shift away from smaller, custom trained or fine-tuned models towards large
remotely hosted models. Smaller custom models trained from scratch or fine-tuned have made
great strides, but typically fall short of the reliability of large, powerful frontier models, which
can handle optimized or even obfuscated code with ease. IDIOMS, for instance, has correctness
rates on unoptimized code peaking at 50-60%. This is pretty good, but pales in comparison to
the observed accuracy rates of nearly 80% in Section with the true accuracy rates being
even higher due to limitations in the evaluation methodology. Further, local models, especially
the bigger and more performant ones, require some fairly expensive hardware, while API access
is comparatively inexpensive: performing neural decompilation via the frontier model GPT-5.5
involved making predictions for over 10,000 functions, much of it with neighboring context, and
the total cost was less than $300: less than 3 cents per function. And there are cheaper models
available for less intensive tasks; just as we saw in Figure decreasing model size by an order
of magnitude leads to much less than an order of magnitude decrease in performance. For the
experiments, I wanted to evaluate the best of what was currently available, but a smaller and
cheaper model may sometimes be a better choice.

That being said, there are definitely some trade offs. Some organizations may be unwilling
to send sensitive data to a third-party company’s servers. Other organizations might be large
enough that it is cost effective to run a medium-size model accessible from their local network.
Still others may want to be able to tinker with the source code or weights of their models. In

93



these cases, validation approaches like FAULTLESS are especially valuable, making modest error
rates admissible while still providing utility.

What does this mean for the neural decompilation research of the future? The most pressing
need that I can see is better evaluation strategies, on both the correctness and code improvements
fronts. FAULTLESS is an excellent step in the direction of the former, and could get better with
more engineering work. That being said, context independence and comparing with decom-
piled code have fundamental limits. FAULTLESS’ approach of modeling C abstractly with as few
lower-level details as possible also pins the success of the approach on the ability of the decom-
piler to propagate low-level details into the higher-level space of C, as shown in Section [5.5.2]
Evaluating code improvements is also extremely difficult, but in a different way—what does
high quality code look like? Measuring code quality is notoriously difficult because it’s such
a difficult thing to define. Nevertheless, it is a critical step—without the ability to accurately
measure performance, it’s hard to know if a given approach is successful or not. And based on
the results in RQ7 [5.4.2.d] effective code quality metrics may also be important for validation
and re-prompting as well as for evaluation.

While I expect direct modeling work like IDIOMS to reduce in prominence, there’s still a lot
left to do from the machine learning side as well. An important contribution of IDIOMS was
not just the modeling tools that it introduced, but also the modeling approach, which addressed
a fundamental problem (scattered evidence) in neural decompilation. However, as RQ5 [5.4.2.5]
shows, for models not trained to handle interprocedural context in the neighboring context style,
irrelevant extra context might actually undermine the model instead; a different approach to
providing interprocedural context may be needed. Also unresolved in current work is making
identifier names inferred across multiple model queries consistent, so that reverse engineers can
consolidate all of the information that they’ve learned. More broadly, while it’s hard to compete
with the sheer scale of frontier AI models, there is substantial work to be done in leveraging them,
either through building proof-of-concept prototypes or directly interacting with the models. Even
FAULTLESS, through re-prompting interactions, could be considered to be a part of a modeling
approach.

Finally, most neural decompilation research has been confined to C because most major de-
terministic decompilers only output C and performing cross-lingual evaluations (i.e. comparing
predicted C with Golang) is very challenging. But the flexibility of modern LLMs has opened
the door to purely ML-based decompilation, allowing any target output language, in the vein
of Hosseini and Dolan-Gavitt’s thesis in their 2022 paper [48]]. Evaluating correctness and code
improvements in languages beyond C is an attendant challenge, especially when considering lan-
guage features that don’t exist in C and aren’t handled by existing techniques, like objects and
smart pointers.

Of course, Al has also made reverse engineering harder; adversaries have access to it as well.
Their innovations might spur the next generation of reverse engineering challenges.
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