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Abstract

ORA is a network analysis tool that detects risks or vulnerabilities of an organization’s
design structure. The design structure of an organization is the relationship among its
personnel, knowledge, resources, and tasks entities. These entities and relationships are
represented by the Meta-Matrix. Measures that take as input a Meta-Matrix are used to
analyze the structural properties of an organization for potential risk. ORA contains over
100 measures which are categorized by which type of risk they detect. Measures are also
organized by input requirements and by output. ORA generates formatted reports
viewable on screen or in log files, and reads and writes networks in multiple data formats
to be interoperable with existing network analysis packages. In addition, it has tools for
graphically visualizing Meta-Matrix data and for optimizing a network’s design structure.
ORA uses a Java interface for ease of use, and a C++ computational backend. The current
version ORA1.2 software is available on the CASOS website:
http://www.casos.ece.cmu.edu/projects/ORA/index.html.
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P € 5 (0] 11 B PR PRI 234

BOWLIC ...ttt 234

CRAIN ..ttt ettt et et aees 235

CATCLE ettt et ettt nees 235

ST ettt ettt ettt e b e e ettt e st e e bt e sh bt ebeesaaeens 236

RemovIng PeNdants ...........cccooiiiiiiiiiiiiiiicee e 236
From the drop down menu in the Visualizer tool bar > Tools > Hide Pendant
ENEITIES. eveeitiiiieeteee ettt ettt st ettt et s e ettt e be e st et nane e 237

Removing Entities In The Visualizer.........c.cccooveveiiieiiiiiiiiieeiieeeeceeeeeeee e 238

Resize Entity by Attribute Or MEASUTE.........eevviiiiriiiiiiiieeiiceeeceetee e 240

Sizing entities by basic SNA MEASUIES........cccvieriiieeriieeriieerieeerreeerreeerireeeaeeeeaeeens 240

SIZING DY ATITDULES ...eeeiiiiieeiieeeie ettt ettt e et e st e e sibee e 248

SUMMARY ..ottt ettt ettt st e st e bt e sabeebeesaaeens 250
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Rotating A ViISUALIZAION. ......ccccuiiiiiiiiiiieiee ettt 250

Sphere Of INTTUENCE .......eeieiiieiiie et eare e eeenree s 251
Sphere of Influence BasiCS........couviiiiiiiiiiiiiiiieiiccece e 251
From the Visualizer's Main Menu select: Tools > Sphere of Influence ................. 252
Sphere of Influence WIndOw ..........coooiiiiiiiiiiiiiiieieeeeee e 253
Sphere of INflUence FIter .........cooiiiieiiiiiiieceeee e 254
Entity must match AT LEAST ONE filter ........coooouiiiiiiiiiiiiiiieieeeeeeeeeeen 254
Entity must match ALL filtersS .......c.ccooiuiiiriiieiiieciie e 255
Sphere of Influence EXample..........coooiiiiiiiiiiiiiiiiiiiicecceeeee e 255
The Tool Bar EXplained..........cceeeeiiiiiiiiiiiieeciee ettt 260
COPY PASLE ..ottt sttt et s 260
PIAY / PAUSE ...cecuevieeiieeeieeeeee ettt et ettt e et e et e e et e e et e e enbaeeennaeeenaee s 261
Magnifying / MaXiMIZING ......cccueeeriieeriieeniiieeiieeeniteeerieeeeiteesiteesiteesateesbeeesseeesaneens 261
Rotating The VisualiZation ...........cccueeriiieriieeiiieeiie e seee e sveeesvee e s 261
SHOW LaDEIS ..ottt 261
SHOW EA@ES.....uviiiiiiieiie ettt ettt et e et e e tae e eaveeesaaeeensbeeensaeeensaeenns 262
SHOW ATTOWS .ttt ettt ettt s et e e eneesaneens 262
FONE SIZE ettt ettt st et 262
ENULY S1ZE...eeiiieiiieeieeeeee et ettt ettt et s 262
e eI T 11 s OSSPSR 263
IMELA SIZE ..ottt ettt ettt et es 263
ENELY STZES .eviieiiieeiieeeeeee ettt ettt e et e et e e etre e eaee e enbeeeennaeennaee s 263
Hide Edges by WeEIZht ....cco.uiiiiiiiiiiieie ettt 264
ViISUALIZET TOOIS ..ottt st 265
WZ070) 1111 1 U OO PO PR PP PSRRI 266
TASKS 1ottt ettt ettt ettt e et e et e et e e e b e e e tb e e e taeeenaaaeeneeeenbeeennbeeeennes 269
Creating A MetaMatrix From An Excel Spreadsheet..........c.ccccoovveiiiiiiniiiiniienniinnne. 269
LSS OMS ...ttt ettt ettt ettt et eh bttt e e h bt et enabe e b e e eaaeeaeas 276
LLESSOM 1 .ttt et et et e 276
Overview of ORA INEEITaCE.......coiiiiiiiiiiiiieeeeeee e 276
Loading a meta matrix into ORA.......cccoiiiiiiiiiiiieeeeeece et 277

I. What does the network 100K lIKe? .........cooiiiiiiiiiiiiiiiieeeeee e 278
LLESSOM 2 ..ttt ettt ettt nees 279
Loading, Manipulating, and Saving Data ..........cccceevieniiiiiiniiiiiieeeccceeeeeen 279

L Loading Data ...ccc..eeeeiiiiiiiee et 279
IL. Data IMport Wizard...........oocvieeiiieiiieeiie ettt sbee e s 282
IILIMPOTt DAtabDase ...cc..vveeeuiiiiiiiieiiie ettt ettt ettt e e s 287
IV. Import Atribute FIle........cccviiiiiieiieeieeecee et 288
V0PN WOTKSPACE ...ttt ettt 293
VL SaVe MEtAMALTIX ...eeiuiiiiiieiieeiieeee ettt ettt e 294
VIL SaVe MEtaAMALIIX AS....eiiiiiiieiiieeniiieeriieeeette et eit e et e st e st esbte e sibeeesabeeesaneees 295
VIII SAVE WOTKSPACE .....eeueteiiieiieeiieeie ettt ettt st 296
IX. Network FOrmat CONVEITET........coiiiiiiiiiiiiiieeiieeeiee ettt 298
Select the file tyPe CSV . ..ot 299

X. CSV Table CONVEITET .......eeiiiieiiiieiiiie ettt ettt ettt et e et e st e e st esbeeesaree s 302
LLESSOM 3 ..ttt et ettt e 307
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Running an Intelligence RePOTt........ccccuiiiiiiiiiiiiiiieiiecceceeee e 307

Who are the Critical ACtOTS?......cccueiiuiiiiiiiiiiiieeteec et 307
INTELLIGENCE REPORT ........cooiiiiiiiiieie ettt e 309
KEY ACTORS . ...ttt ettt et ens 309
Emergent Leader (cognitive demand)...........cocueeeriieiniieniiieniieeniieeeeeeeieeesiee e 309
In-the-Know (total degree Centrality) ........cccceevveeerieeeriieeiieeeiee e 310
Number of Cliques (CliQUe COUNL).....cccuuiiiriiiiiiiiiiie ettt 310
Most Knowledge (row degree centrality) .......ccveeeveeerueeerieeenieeeniieeeieeeeieeeeveeenneens 311
Most Resources (row degree CEeNtrality) ......eeeeueeeeeeeeeriieriiieeniieeeiieeeieee st 311
Leader of Strong Clique (eigenvector Centrality) ........cccceecveeerveeerveeniieeneieesieeenneenn 312
Potentially Influential (betweenness Centrality)..........cceevveeervieeriiieeniieeniieenieeenneenn 312
Connects Groups (high betweenness and [ow degree) ..........ccceeevveeerveencieencveeeneneen. 313
Unique Task Assignment (task eXCIUSIVILY) ..oc.eeerriiieriiieiiiieniieeiieeeieeeeeeeee e 313
Special Expertise (knowledge eXCIUSIVILY) ..ocovvieriiiieriieeniie e 313
Special Capability (resource eXClUSIVILY) ...ccoveieriieeniiieeniieeiiee e et e e 314
Workload (actual based on knowledge and reSOUICe) ..........eevvveerveeenveeereveenieeennnnenn 314
KEY KNOWLEDGE ........cociiitiiiitiiietenteeeee ettt 315
KEY RESOURCES ... .ottt sttt e 315
KEY LOCATIONS ...ttt sttt sttt ettt st 315
PERFORMANCE INDICATORS ..ottt 316
III. What do we know about an actor of Interest?..........cooovveervieeriieeniieeniieeneeeeenn 317
1. Visualize information about a selected actor ..........ccceevueeriinieiiieniieenienieeeeeiene 317
2. Visualize an actor's sphere of influence...........cccooevieeiiiiiiiiniiiiieceeee 318
3. Run a Sphere of Influence Report............ccooueeiiiiiiiiiiniiiiieecceeeeeeee 319
SPHERE-OF-INFLUENCE REPORT ........coooiiiiiiiiiiieeieeee e 320
Sphere of Influence Analysis for agent ahmed_ghailani.............cccoeeevevviiieniieennnnn, 320
SIZE STALISTICS ...eeinitieiiiee ettt ettt ettt ettt e et e e et ee ettt e s bt e e sabbeesabteesabeeesabeeenns 321
AITIDULES. ...ttt et e et e et e e et e e et e e esabeeessaeesnsseesnsaeeenseeennseees 321
EXCIUSIVE CONNECIONS ....couiiiiiiieeiiieeeiiie ettt ettt eit e st e st e st e e st e e sabeeesanee s 322
Most STMILAr NOAE.....c.eiiiiiiiiie et 322
TOP IMEASUIES ...ttt ettt et e e e et e st e e st e e sabte e sabeeesabeeesaree s 322
Measure Value RANGe ........coocuviiiiiiiiiiiiiieeeeeee ettt 323
Resource AnalysisS SECION. ....ccuuiiiiiiiiiieiiie ettt et 323
IV. What are the connections between two actors of interest?..........ccccceeeeeveeneennen. 324
V. What is the immediate impact of a particular agent on the network?.................... 325
V1. What happens to the network when certain entities are removed?....................... 325
LLESSOM 4 .ottt et ettt ettt e et s e et e e s be e e abeeenans 331
What iS GOING 0N WRHETE?......cooiiiiiiieiiie ettt e e e e e e eaae e es 331
I. Who are the critical actors and where were they seen together?...........c.ccoecueeenneen. 331
LOCATION-ANALYSIS REPORT .....c.eeiiiiiiiiiiteeeeee et 333
Key locations (the most connections to non-location entities) ...........cceevuveerrueeerueenne 333
Central locations (the most connections to other 10Cations) ...........ccccoeevvvveveeeeeeiiinnnns 334
Most active 10Cations fOr EVENLS. ......ccccuiiiriiiiiiieiiiie ettt et 334
Highest concentration Of QCtOTS ........ccccvieeriieeiiiieeriieeriee et eree e eareeeaeeeeaee e 335
Actors at the MOSt JOCAIONS .......eeiriiiiiiiiiiiiieeieeee et 335
II. What do we know about the actors of Interest? ..........cccceevieeiienieiieeniiceneenieeee. 336
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III. What are the important 10CatioNS? .........ccovveeeriieriiieniiieniee et 340

Remember; deselect the current location before selecting the new location. ......... 341

IV. How do the agents, locations and events tie together? ...........cccevvveeviieenieeenneen. 343
LLESSOM S ettt ettt e ettt e e et e e e et e e e ettt e e e eabtaeeeeaaaeeeeaan 344
Performing a View Network Over-Time Analysis ........ccoocveervieeniiieeniieeniieenieeenneenn 344

Note: For our purposes, we have changed data in this example and have renamed the
Meta-matrix for three different years. This will denote different network variables
that have changed OVET tIME. .......cccvieiiiieiiie e e eee e eree e 345
Performing the Over-Time AnalySiS........ccccueeiiiiiiiieiiiienieeeieeeieeeee e 348
Please note: Depending on the complexity of the network and the extent to which
relationships (ties) have changed, the visualization of those changes may be subtle.

................................................................................................................................. 349
Example SHder POSTHON ©......cccoiiiiiiiiiiiiiieeieceeeeeeeee et 349
Example SHder POSTHON 2........c.oiiiiiiiiiieeiieeiie ettt 350
Example SHider POSIHON 3......ccc.oiiiiiiiiiiiiieeeeteee ettt 350
WTC Event Node: Detail 1 - 1996 .......cooiiiiiiiiiiiiiieeeeeeeteeeeeeeeee e 351
WTC Event Node: Detail 2 - 1997 ...ttt 352

Notice who how the relationships of this node to the rest of the network has changed

frOmM 1996 £0 1997 ...t 352

Notice that the connections (links) have changed from 1996 to 1997.................... 352
SUMMATY Of LLESSOM c..iiiiiiiiiiiieeitee ettt ettt st e s 353
Performing the View Measures Over-Time AnalysiS........cccoeevveeerveeeiieencieencieeenennenn 353
Interpreting The Results After Performing View Measures Over-Time Analysis ..... 355
SUMMATY O LLESSOM 1.ueviiiiiieeiiie ettt e e e e e e aaeeeareesbaeeensaeenes 356

LLESSOM 6 ..ttt et e nees 356
Immediate IMPACE .....cccuiieeiiiecieeceeee et e e e eesnaee s 356
From the menu bar: Analysis > Generate Reports > Immediate Impact ................ 356
IMMEDIATE-IMPACT REPORT ......cooiiiiiiiiiee et 361
Before ISOIation........cooiiiiiiiiiiieece e 362
AT TSOLALION ...ttt e 363
SUIMIMIATY ...ttt ettt e st e et e eesab e e ebbeeebbeesabbeesabbeesabeeesabaeenns 366
LLESSOM 7 ettt ettt et h e et e bt e be e st e e bt e eaeeeeean 366
Near Term Impact analySis ......c.eeeeuieeriiiiniieiiieeieeeeeeee ettt 366
LLESSOM 8 .ttt et ettt e 379
IMPOTE DAL ..ottt ettt ettt s 379

From the Main Menu Bar: Data Import Wizard > Import Data into ORA window

(ShOULA QPPEAT)..ccueeieiiiiiiiie e et 380

CIICK INEXL. ettt ettt ettt et sab e et e st e b e saneens 383

Select FINISH. c..eoiiiiiiiiiieee et 385
ODBC Compliant Databases ..........ccccvueeriiiieriiiieniiieenieeesieeesieeesreeeiveeesaneesseeesseeenns 386

(O)pen (D)ata (B)ase (C)ONNECLIVILY ....eevuveieriieeniiieaniiieeiieeeieeeeiteeeiree e e 386
SUNMNIMATY ..teeeeitie ettt et e ettt e et e e et e e s teeessbeeessbeeesssaeassseeesseeessseeensseesnsseennsneenns 386

BibIHOZIAPRY ...t 387

2007 ORA Users Guide - Page 11



Getting Started

Welcome to ORA's Help File system. The ORA help set is organized into the following
top-level folders:

The Main Interface

The Main Interface is the area for working with MetaMatrices. This includes loading &
merging, performing various math on the Matrices, generating different networks, and
running reports.

The Visualizer
This are is for visualizing the MetaMatrices you worked with in the Main Interface.
Contains tools for hiding and revealing sets or individual entities and edges. It also allows

you to group the entities in various ways.

ORA Measures

Explanation of the specific rules to place on MetaMatrices for viewing data.
Lessons

Lessons designed to teach specific material
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What Is ORA?

An Overview

The Organizational Risk Analyzer (ORA) is a statistical analysis package for analyzing
complex systems as dynamic social networks. Many complex systems such as
organizations, intra-state alliances, food webs, etc. can be represented as an ecology of
interlinked networks. Within ORA any complex system is represented as a MetaMatrix.

What follows is a general description of ORA's primary capabilities. Specific instruction
is provided under the correlating folders in this help system.

The ORA Visualizer

The ORA Visualizer renders conceptual images of social networks. Entities such as
Agents, Task, Knowledge and Organizations are represented as Entities. Entities which
share the same attributes can be further grouped together creating metaentities. Links,
also called ties or edges, connect entities that share a direct relationship. Such
relationships are derived from the MetaMatrix ORA's single unit of data input, and are
referred to as graphs. The ORA Visualizer is interactive. You can zoom, rotate, isolate,
add and remove entitysets, and much more.

See Basic Terms for additional definitions relating to Social Networks.

Reports

ORA can run many reports: Risk, Intelligence, and Sphere of Influence to name a few.
Multiple organizations can be compared against each other, network structure can be
optimized, subgroups within a network can be identified, and scenarios involving the
removal of agents, links, or nodes can be examined. Reporting capabilities are constantly
being refined and updated.
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See Report for detailed instruction and an explanation of each of ORA's current reports.

Charts

Four chart types are available: Bar Chart, Scatter Plot, Histogram, and Heat Map. Each
one in turn presents a different statistical profile of a selected nodeset. Examples of these
reports and how to access them can be found under Basic Usages.

See Charts for detailed description of the measures and alogoriths that drive ORA
Charts.

System Requirements

ORA performs best on machines that meet or exceed the following specifications:
Windows XP, 256 MB RAM, Pentium 4 processor (or equivalent) running at 1.0 GHz.

When working with extremely large data sets, increasing processing speed and RAM is
highly recommended.

Basic Terms

Adjacency Matrix — A Matrix that is a square actor-by-actor (i=j) matrix where the
presence of pair wise edges are recorded as elements. The main diagonal, or self-tie of an
adjacency matrix is often ignored in network analysis.

Aggregation — Combining statistics from different entities to higher entities.

Attribute — Indicates the presence, absence, or strength of a particular connection
between entities in a Matrix.

Centrality — The nearness of an entity to all other entities in a network. It displays the
ability to access information through edges connecting other entities. The closeness is the
inverse of the sum of the shortest distances between each entity and every other entity in
the network.

Classic SNA density — The number of edges divided by the number of possible edges not
including self-reference. For a square matrix, this algorithm first converts the diagonal to
0, thereby ignoring self-reference (a node connecting to itself) and then calculates the
density. When there are N nodes, the denominator is (N*(N-1)). To consider the self-
referential information use general density.

Clique — A sub-structure that is defined as a set of entities where every entity is
connected to every other entity.
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Clustering coefficient — Used to determine whether or not a graph is a small-world
network.

Congruence — The match between a particular organizational design and the
organization's ability to carry out a task.

Degree — The number of edges to other entities in the network.
Density —
¢ Binary Network: The proportion of all possible edges actually present in the
Matrix.
e Value Network: The sum of the edges divided by the number of possible edges.
(i.e. the ratio of the total edge strength that is actually present to the total number
of possible edges).

Dyad - Two entities and the connection between them.

Dyadic Analysis — Statistical analysis where the data is in the form of ordered pairs or
dyads. The dyads in such an analysis may or may not be for a network.

Dynamic Social Network — Dynamic Network Analysis (DNA) is an emergent scientific
field that brings together traditional social network analysis (SNA), link analysis (LA)
and multi-agent systems (MAS).

Edge — A specific relation among two entities. Other terms also used are tie and link.
Entities — General things within an entity class (e.g. a set of actors such as employees).
Entity — A specific entity (e.g., Joe, Martha, Bob; or, airplanes, buses, bicycles).
Entity Class — The type of items we care about (knowledge, tasks, resources, agents).
Entity Set — A collection of entities that group together for some reason.

FOG - (F)uzzy (O)verlapping (G)roups.

General density — The number of edges divided by the number of possible edges
including self-reference. For a square matrix, this algorithm includes self-reference (an
entity connecting to itself) when it calculates the density. When there are N entities, the
denominator is (N*N). To ignore self-referential information use classic SNA density.
Gini coefficient — The measure of inequality of a distribution of income. Uses a ratio
with values between 0 and 1: the numerator is the area between the Lorenz curve of the

distribution and the uniform (perfect) distribution line; the denominator is the area under
the uniform distribution line.

2007 ORA Users Guide - Page 15



In-Degree — The sum of the connections leading to an entity from other entities.
Isolate — any entity which has no connections to any other entity

Link — see Edge

Main Diagonal — in a square matrix

Math Terms

These mathematical terms and symbols are used: Let S be any set:

e card(S) = ISI = the cardinality of S (the cardinality of the entity-sets is represented
as |Al, IKI, IRI, ITI)

e ‘R denotes a real number
e Z denotes an integer

Matrix Algebra — The part of algebra that deals with the theory of matrices.

Measure — A measure is a function that maps one or more networks to R". Measures are
often scalar (n=1) or vector valued with n=IV| or n=[UlI.

MetaMatrix — A statistical graph of correlating factors of personnel, knowledge,
resources and tasks. These measures are based on work in social networks, operations
research, organization theory, knowledge management, and task management.
Monte Carlo — A random optimization of your organization

Multiplex — Network where the links are from two or more relation classes.
Multimode Network — Where the entities are in two or more entity classes.

Neighbors — Entities that share an immediate edge to the entity selected.

Network — Set of links among entities. Entities may be drawn from one or more entity
classes and links may be of one or more relation classes.

A network N is a triple consisting of two sets of entities, called U and V, and a set of
edges E[1UxV. Thus, we write N=(U,V,E). An element e = (i,j) in E indicates a
relationship or tie between entities 111U and jI V. A network where U=V and therefore
ECJVXYV is called unimodal; otherwise the network is bimodal. We write G=(V,E) for
unimodal networks. For our purposes, unimodal networks will not contain self loops,

which means that (i,1))¢E foriJV.

Network Types:
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e Unimodal networks are also called square networks because their adjacency
matrix is square; the diagonal is zero diagonal because there are no self-loops.

Node: — see Entity
Notation:
The following matrix notation is used throughout the document for an arbitrary matrix X:

X(i,j) = the entry in the i"™ row and jth column of X

e X(i,) =1i" row vector of X

e X(:j) =™ column vector of X

¢ sum(X) = sum of the elements in X (also, X can be a row or column vector of a
matrix)

¢ dich(X) = dichotomize (make binary) X, so that dich(X)(i,j) = 1 iff X(i,j) >0

e X'=the transpose of X

e ~X =for binary X, ~X(i,j) = 1 iff X(i,j)) =0

e X@X = element-wise multiplication of two matrices (e.g. Z=X@Y =>Z(i,j) =

X(1.)*Y (1))
ODBC - (O)pen (D)ata (B)ase (C)onnectivity
An access method developed by the SQL Access group in 1992 whose goal was to make
it possible to access any data from any application, regardless of which database
management system (DBMS) is handling the data.
Ontology — A branch of Metaphysics dealing with the nature of being.

Organization — An organization is a collection of networks.

Out-Degree — The sum of the connections leading out from an entity to other entities.
This is a measure of how influential the entity may be.

Pendant — Any entity which is only connected by one edge. They appear to dangle off
the main group.

Relation — The way in which entities in one class relate to entities in another class.

Simulated Annealing — The term Simulated Annealing draws its inspiration from
metallurgy, where essentially atoms within a metal are heated thereby dislodging them
from a metal's internal structure transforming the metal into another atomic state. In this
way, your organization is heated changing its components in the attempt to arrive at an
optimized state.

Sphere of Influence — One entity's direct relationship with one of it's neighbors as a
function of specified path length.
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Social Network Analysis — The term Social Network Analysis (or SNA) is used to refer
to the analysis of any network such that all the entities are of one type (e.g., all people, or
all roles, or all organizations), or at most two types (e.g., people and the groups they
belong to).

Tie — see Edge

Trails — Analyzes the trails that an entity class makes through another entity class; for
example, how vessels pass through ports.
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Social Network Analysis (SNA)

Social Network Analysis is a scientific area focused on the study of relations, often
defined as social networks. In its basic form, a social network is a network where the
entities are people and the relations (also called links or ties) are a form of connection
such as friendship. Social Network Analysis takes graph theoretic ideas and applies them
to the social world. The term social network was first coined in 1954 by J. A. Barnes
(see: Class and Committees in a Norwegian Island Parish). Social network analysis is
also called network analysis, structural analysis, and the study of human relations. SNA is
often referred to as the science of connecting the dots.

Today, the term Social Network Analysis (or SNA) is used to refer to the analysis of any
network such that all the entities are of one type (e.g., all people, or all roles, or all
organizations), or at most two types (e.g., people and the groups they belong to). The
metrics and tools in this area, since they are based on the mathematics of graph theory,
are applicable regardless of the type of nodes in the network or the reason for the
connections.

For most researchers, the entities are actors. As such, a network can be a cell of terrorists,
employees of global company or simply a group of friends. However, entities are not
limited to actors. A series of computers that interact with each other or a group of
interconnected libraries can comprise a network also.

Where to find out more on SNA

e Scott, John, 2000, Social Networks, Sage (2nd edition)
o  Wasserman, S. & K. Faust, 1994, Social Network Analysis: Methods and

Applications
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Dynamic Network Analysis

Dynamic Network Analysis (DNA) is an emergent scientific field that brings together
traditional social network analysis (SNA), link analysis (LA) and multi-agent systems
(MAS). There are two aspects of this field. The first is the statistical analysis of DNA
data. The second is the utilization of simulation to address issues of network dynamics.
DNA networks vary from traditional social networks in that are larger dynamic multi-
mode, multi-plex networks, and may contain varying levels of uncertainty.

DNA statistical tools are generally optimized for large-scale networks and admit the
analysis of multiple networks simultaneously in which, there are multiple types of entities
(multi-entities) and multiple types of links (multi-plex). In contrast, SNA statistical tools
focus on single or at most two mode data and facilitate the analysis of only one type of
link at a time.

DNA statistical tools tend to provide more measures to the user, because they have
measures that use data drawn from multiple networks simultaneously. From a computer
simulation perspective, entities in DNA are like atoms in quantum theory, entities can be,
though need not be, treated as probabilistic. Whereas entities in a traditional SNA model
are static, entities in a DNA model have the ability to learn. Properties change over time;
entities can adapt: A company's employees can learn new skills and increase their value
to the network; Or, kill one terrorist and three more are forced to improvise. Change
propagates from one entity to the next and so on. DNA adds the critical element of a
network's evolution and considers the circumstances under which change is likely to
occur.

Where to learn to more:

o Kathleen M. Carley, 2003, “ Dynamic Network Analysis” in Dynamic Social
Network Modeling and Analysis: Workshop Summary and Papers, Ronald
Breiger, Kathleen Carley, and Philippa Pattison, (Eds.) Committee on Human
Factors, National Research Council, National Research Council. Pp. 133-145,
Washington, DC.
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Kathleen M. Carley, 2002, “ Smart Agents and Organizations of the Future” The
Handbook of New Media. Edited by Leah Lievrouw and Sonia Livingstone, Ch.
12, pp. 206-220, Thousand Oaks, CA, Sage.

Kathleen M. Carley, Jana Diesner, Jeffrey Reminga, Maksim Tsvetovat, 2005-
forthcoming, Toward an Interoperable Dynamic Network Analysis Toolkit, DSS
Special Issue on Cyberinfrastructure for Homeland Security: Advances in
Information Sharing, Data Mining, and Collaboration Systems.
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ORA and DNA

In general, you may want to use ORA in conjunction with other computational tools to
advance DNA theory. The CMU CASOS tools that work with ORA to form tool chains
are AutoMap (extracts networks from texts) and various DNA simulators including both
Construct and DyNet. These tools have been used in a number of real world applications:

Designing adaptive teams for Command and Control Networks
Estimating the impact of organizational downsizing
Estimating the effectiveness of new structures

Evaluating risk in organizational designs

Examine impact of IT effectiveness

Impact analysis of actions in asymmetric warfare simulation
Impact analysis of weaponized biological attacks on cities

ORA is interoperable with a number of other SNA and link-analysis tools: UCINET,
KeyPlayer, and Analyst Notebook. Additional information is listed under data import and
export.

Where to learn more about CASOS tools and this tool chain:

Kathleen M. Carley, Jana Diesner, Jeffrey Reminga, Maksim Tsvetovat, 2004, An
Integrated Approach to the Collection and Analysis of Network Data, In Proceedings of
the NAACSOS 2004 Conference, Pittsburgh, PA

Kathleen M.Carley, 2004, Estimating Vulnerabilities in Large Covert Networks Using
Multi-Level Data, In Proceedings of the NAACSOS 2004 Conference, Pittsburgh, PA

Kathleen M. Carley, 2003, Dynamic Network Analysis in Dynamic Social Network
Modeling and Analysis: Workshop Summary and Papers, Ronald Breiger, Kathleen
Carley, and Philippa Pattison, (Eds.) Committee on Human Factors, National Research
Council, National Research Council. Pp. 133-145, Washington, DC.
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Kathleen M. Carley, Jana Diesner, Jeffrey Reminga, Maksim Tsvetovat, 2005-
forthcoming, Toward an Interoperable Dynamic Network Analysis Toolkit, DSS Special
Issue on Cyberinfrastructure for Homeland Security: Advances in Information Sharing,
Data Mining, and Collaboration Systems.
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Where To Begin

To begin, you must load a Meta-Matrix into ORA. Your Meta-Matrix file can be of the
following file formats: DyNetML (a specially defined markup language for representing
dynamic networks), CSV, GraphML, and the text (DL) and binary data formats of
UCINET.

Other methods to load a Metamatrix include building your own graph from an excel
spreadsheet and cutting and pasting the information directly into ORA. For now, we will
assume you have a MetaMatrix in one of the commonly defined formats above. There are
two ways to load a MetaMatrix:

Select the folder icon from the tool bar. The navigate to the directory
where the Metamatrix data set is saved

OR

From the Main Menu select: File > Open Metamatrix. Then navigate to
the directory which contains the Metamatrix you want.

ORA can work with multiple MetaMatrices. Whether you load a MetaMatrix for the first
time or if you had been working with a MetaMatrix from a previous session, a pop-up
window displays the following button options:

Load Organizations from embassy.xml

® Do wou wank the Organizations in "embassy.,xml*
L]

ko replace only the currently selected Crganization,
ko be appended as additional Organizationis),
ar to replace all currently loaded Crganizationis)?

[ Replace Selecked Crg ] [.ﬁ.ppend as Additional Crg ] [ Replace All Crgs

2007 ORA Users Guide - Page 24



Choose Replace Selected Org to remove the previous Metamatrix and replace it with the
current one;

Choose Append As Additional Org to add it to any MetaMatrices already loaded in the
ORA session;

Choose Replace all Orgs to remove any Metamatrices loaded into ORA and start over
with the current Metamatrix only.

ORA's Main Interface

The ORA interface is organized into three resizable window panes. In the left corner
appears a tree directory of the current MetaMatrix or MetaMatrices loaded into ORA. On
the right, appears a pane that tells you basic information about the MetaMatrix you
loaded, such as how many entities are represented. This pane also allows quick access to
ORA's Visualizer, Reports and Chart tools. By selecting the Visualize button, the
currently loaded MetaMatrix will render in the ORA Visualizer, which will load in a
separate window.

Note the considerable amount of empty space in the ORA interface's bottom pane. This
area will be used for report data generation. For now, it can be resized to one's
preferences.

-« ORA: Organirational Risk Analyzer w. 1.8.1
File Edt MetaMabric Hanagement  Generasbe Networks  &nalpsis  Data Yisualestion  Help

5 e T8 3 e e T

MM;.YW - : r;';’.t;i;:l::-f:ﬂmﬁf_twmﬁ_it?

anis [omecs] abie: 16 Mist st 10 embassy_tanzanis_ct2
aca [knovdedge] soe: MstaMatric Flenams | Cllawnibnankions_jwvaksampby datasmbassy_tanaania_ot2.am
aoo [Everk, marus_e
ace [location, marusl_ [ Reports | [ "afe vissalzs | [ 5 viow charts |
non [resource] soe: 4
g [task] sz & Statktics
[#3 Entity Sat Mamas (Soa): hﬁiﬁ“ﬂfﬁm]m-m size: 3; [lrewdadge] size: 4; [location, mansl |
3 ogent x manisl_lo Entity Comank= B Panel 2
1" sgent x resours [ Edge Count: 1258
*T™ agenit x tarsk [Aget Graph Count: 14

-

1™ knowhedgn x bask | Tokal Densky: 0,.22798115
=T moanusal_svent x u
=1 manusl_svent x m

£ > L x|

w

Panel 3
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Panel 1

Panel 1 contains all the MetaMatrices you currently have active. Clicking on the plus
icon will expand the MetaMatrix showing all the Entities and Graphs.

+- 288 - tanzania_4
+m— tanzania_5
—m— kanzania_3
- ono [agent] size: 27
' ------ ooo [belief] size: 2

- ooo - [event] size: 5§
------ ooo [knowledge] size: 40

And if you hover the pointer over a graph it will display information about that graph.

------ ooo [task] size: 93

...... *$* agentfagegt [Agent x Agent]
...... e agen [Agent x Belief]
----- T a3enl Graph: agent x agent
...... *%*® agenl ID: Agent x Agent nowledge]
______ *$® anen Edge c-:uunht: 53 Bicn ]

------ ‘*r"' agenk x organization [Agent x Organization]

o, YT R T alfnant v Dacoiwes 1

Panel 2

Panel 2 displays the information regarding the

Graph Count; and
Total Density.

1. Name of the active MetaMatrix;

2. Currently selected metaMatrix showing it's pathway;
3. Entity Set Names (Size);

4. Entity Set Count;

5. Entity Count;

6. Edge Count;

7.

8.
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MetaMatrix: tanzania_3

1 MetaMatriz ID Lanzania_3
7 MetaMatriz Filename C:\Program FilestORA-1.5. 5 includet tanzania_3, xml
[ = Reports ] "2l Yisualize ] [_— Wigw Charts]
Skatistics

[agent] size: 27; [belief] size: 2; [event] size; 5; [knowledge] size; 40; [location] size: 61;

3 Enitity Set Names (Size): [organization] size: 2; [resource] size: 53; [task] size: 93;

4 Entity Set Count: &

5 Entity Count: 783

& Edge Court: 1599

T Graph Count: 15

8 Taokal Density: 0.05496356
Panel 3

Panel 3, which at the start is blank, will contain any reports that are run on the
MetaMatrices.

Adding and Removing Entities In The
Editor

The MetaMatrix Composer is accessed through ORA's main interface and allows you to
add or remove entities and entitysets by creating or removing attributes you wish to
associate with your MetaMatrix. An attribute is a label that you wish to give a particular
entity and can literally be anything you wish (worker, leader, Africa, March, 1989, etc.)
Attributes can be used to define entities and entitysets according to your specific
descriptions. For example, if you wanted to add the attribute leader to describe several
entities, you can go directly inside the MetaMatrix Editor and give attributes to those
entities which you attribute the description leader.

From ORA's main interface > "Editor" tab > Enter desired attribute
under selected row and column for appropriate entity.

The black ellipses below highlight how to access the MetaMatrix Editor from ORA's
main interface.

2007 ORA Users Guide - Page 27



« « (RA: Drganizational Risk Analyzer w, 1.5.6

Fl= Edt WView Depot Dstsset Evslistion Dsts Viesslzston Dats Help

5 (| #2212 4oos —cco| 4710 1

i commete £ | ]
| L) nitributnfi e ey ikt altribate 3 ltricutn ) itriutn 31 i dn}
e itan_ramon | | | atkonauts | |
e ey | e L
3 |ahmedm. |
4 urma_dul
5 |anmed |
6 chve_salah
T rasd_hiad |
T loulze_latr_ |
5 gul_agha | |
) bazir_kham
1 |adham_h_ | lworshipar |
e e : Linhaoee B2 1Y
13 ||¢i’"1l:|‘_!'|'l |
_u hindu_kugh | |
5 2z 5
-
Reaulls X

File Menu

#-8 Edit MetalMatrix Management  Gene
[ Open MetaMatrix
[ Daka Impart Wizard Chrl4-0
[ Import Database
[ Tmpart Atkribute File
E Cpen Warkspace

B 522 MetaMatriz k45
[l save MetaMatrix As...
gl Save workspace

Metwork Farmat Converker
3% Table Converker

Exit

Open MetaMatrix

This item opens up a single MetaMatrix with the following formats:
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Dynetml (the native ORA xml format), .dl, .##h (UCINet), .CSV (comma separated
values, Excel spreadsheet out), .txt (text files), .raw, .net (Pajek), .graphml, .stl (GMU
model), .lo (pathfinder)

Data Import Wizard

This item contains additional options for importing MetaMatrices such as multiple file
importing.

Import Database

An advanced feature for importing a database.

Import Attribute File

It is used to add an attribute into a file. The file selected must be in the CSV format.
Open Workspace

You may open an entire workspace that you were previously using. A workspace consists
of a set of MetaMatricx files that were all open at the same time, and saved as a
workspace.

Save MetaMatrix As...

Save the changes you've made in a MetaMatrix under a new filename.

Save Workspace

Save all active MetaMatrices into a Workspace which can be opened up at a later date.

Network Format Converter

The Network Format Converter takes files from one format and convert it to an ORA
format.

CSV Table Converter
Convert a .csv file into an ORA format.
Exit

Close the program and leave
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Creating A MetaMatrix From An Excel
Spreadsheet

If you don't have a MetaMatrix, you can create one from scratch. Below is step-by-step
instruction on how to do this.

We will create "Network Midas" an agent-by-agent square MetaMatrix. We say it is
"square" because all row headings correspond directly to column headings. This is
important as it relates to specific measures ORA can run on a graph. If the graph is not
square, some measures will not work (See Measures for additional instruction).

Begin by opening a blank Microsoft Excel work book. In "column A" we will enter the
name of all agents that make up our social network or organization.
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Note: When creating your spreadsheet, do not add any additional titles,
notes, or other headings, which will interfere with the ''square"
properties of the MetaMatrix.

@ mMicnosoli-Exeal - NetwonkMidassxls)

@_1 File Edit WVew Insert Format Tools Data Window Help  Adobe PDF
= B = AT R - RN RS 10 NN 5
k=Rl

B1 - b

A B | ¢ | b | E | F | 66 | H

Hank
Addison
Caroline
Joe
Anthony
Jerry
Robert
Rasheed
10 |Malcalm
| 11 [John
Larry
Martan
Layla
Peter
16 |Jeremy
| 17 |Lou
Bruce

]
2
3
4
]
6
T
8
g
2
4

=k =%
=X

1

=k

—

3
=
16
8
9

=k =2

=k

:
| 20]

2

g

Next, create column headings using the correlating names as they appear in row
headings. Again, this will ensure that our MetaMatrix will be square.
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@ mMicnosoli-Exeal - NetwonkMidassxls)

@_Xl File Edit WVew Insert Format Tools Data Window Help  Adobe PDF
= B = AT R - RN RS 10 NN 5
k=Rl

Al19 - f

s B8 | ¢ | D | E | FE | &6 | H
Hank Addison Caroline Joe Anthony | Jerry Robert

Hank
Addison
Caraoline
Joe
Anthony
Jerry
Robert
Rasheed
10 |Malcalm
| 11 [John
12 |Larry
| 13 |Mortan
|14 |Layla
| 15 |Peter
16 |Jeremy
| 17 |Lou

3 |Bruce
9 |
0

[ 1]
| 2 |
| 3 |
. 4 |
| 5 |
| 6 |
| 7 |
| & |
| 9 |

0

=k
=X

= |k | =k

Pt |

B

Here we will create "links (aka edges, and ties)" between each agent. We do this by
entering a "1" if a direct connection or relationship exists and a "0" if it does not. Please
note that headings that cross-reference themselves are considered redundant and thus are
left blank or "0." For instance, in cell "B2" it is assumed "agent Hank" has a tie to
himself.

In the example below, "Red Xs" are used to illustrate the redundant ties. This redundancy

should continue as a smooth diagonal line from the top left corner of your MetaMatrix to
the bottom right.
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.llg MicrosottEcel Shletwork Midas. xis:

E‘_I] File Edit Wew Insert Format Tools Data Window Help Adobe PDF
NS H oI e@d- 9B -2 e [ -
iRl

A19 hd 23

s © | ¢ | b | E | E | & | H
Hank Addison  Carcline | Joe Anthony  |Jerry Robert

1
| 2 |Hank
3 |Addison
4 |Caroline
| 5 |Joe
| 6 [Anthony
| 7 |Jemry
| & |Robert
' 9 |Rasheed
10 |Malcalm
11 |John
12 |Larry
| 13 |Morton
14 |Layla
| 15 |Peter
|16 |Jeremy

Lou

4 [Bruce
g 1
0

'y =%
=&

=2 ek | o [

M|

2

Tip! If you can't make this smooth diagonal line, you graph is not
square.

Using /sand Os to establish linkages, complete your spreadsheet.

In the "Network Midas" example, we have assigned relationships randomly. Within your
organization or network, however, you can describe any direct connections or
relationships you are interested in analyzing. For instance, you may determine that a
"direct connection" exits if agents within your network consult with each other at least
once a month; literally, it can be anything you decide.

Below is our completed MetaMatrix, Network Midas (The red fill illustrates cells that do
not require input due to their redundancy).
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£ ierpeli b e iy

==

PE) Be B Vew [rset Fpmet Took Qs Wedew  Hep  Adoherse

Type & questen for help

=0 =B sy [E=EEE s EO-2-A F

SN R 1T 1Y e [ N 1A W

Al - A
I A1 ] I c I [1] I E ] G I H I 1 I J I K B
1 WHank Addipon Cargling Jog Anthamy Jeary Riciert Rashead Malcolm John

| 2 |Hani 1 1 1 1 1 1 1
ERLT 1 1 1 1 1 [] [’ 1
| 4 |Carnbra 1 1 a 1 1] L] L]
|5 lioe 1 1 1 1 1 (] 1 1
| & Anthony 1 1 (] 1 1 1 i i
[T Loy 1 1 1 1 1 0 1 1
| 8 Robart 1 1 1 1 1 1 o [} 1
3 Rashesd 1 1] (1] 0 1 0 [] L] L]
| 10/ Maicoim 1 1 0 1 1 1 1 1 1
| 11 Ldohn 1 1 [ 0 ] 0 [] 0 0

A2 |Lany (] [] 0 0 1 0 [] (] [ [
13 | Marton 1 1 a 1 1 1 1 1 1 1
14 Layla 1 1 1 1 L] 1 1 o L] L]
15 | Peter 1 1] L] 0 o 0 1] o L] 0
16 ey 1 1 1 1 (1] 1 1 ] 1 1
A7 Lew 1 1 1 0 ] 1 1 o 1 1
18 |Bruce 1 1 ] 1 (] 1 [ o [ [
| 18 Sam [ 0 [ 0 1 1 [] 0 1 1
EQ

21

Now that we have essentially built a MetaMatrix from scratch using Excel, the next step
is to save it in a compatible file format ORA can interpret. For Excel spreadsheets, in all
likelihood, this will be the "CSV" (comma separate values) file format.

From the drop down menu: File > Save As > Save As Type > CSV (comma delimited)

(*.csv)

iS] pe gSt wew (et Fpomat Toos Qe Window pelp  Adoperoe

456

=w Bz uEEEE s O A §

Type & queston for help

P e A BB T - £ anel

Al - &
R B [ ¢ | 0] E F 6| W] I [ kK §®
[ THank Addison Carling Joe Anthony Jorry Reber Rasheed  Maicolm John
| 2 [Fani . e 1 1
| 3 |Addson 1 cLras (%] 1] 1
o g e G0 a@xadme [P ¢
|6 Anthany 1 z Rlreeswork Mo, cxv i i
| 7 oy 1 1 1
8 Rsben s o 1
9 Rashood 1 o o
10 | Maicaim 1 @ 1
11 LJahn 1 o
12 |Lamy (] Deskin o 0
13 | Marton 1 ) 1 1
14 Layla 1 ’ o 0
15 |Pater 1 = 0 0
16 | Jeiemy 1 SN Eate 1 1
AT Lou 1 1 1
98 Bruce 1 ? ] ]
L’; Saen 0 Al 1 1
£l <
l22] Filpame: Pigtwort Melat i
e ek : B =]
0 Phaces Seve [R5 (Comma delmted]) (.o ]
(2] e (-t =
E
Ll
|25
|28
E
|31
|32
3| ]
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The selected file type does not support workbooks that contain multiple sheets.

il‘: « To save only the active sheet, dick OK.

= To save all sheets, save them individually using a different file name for each, or choose a file type that supports
multiple sheets,

Lok ] [ Lconcel

Click "OK"

MicrosofiExcel

e

Metwork Midas, csv may contain features that are not compatible with CSV (Comma delimited). Do you want to keep
the workbook in this format?

-
Q) « To keep this format, which leaves out any incompatible features, dick Yas.

« To preserve the features, dick No. Then save a copy in the latest Excel format,
» To see what might be lost, dick Help,

Ly J Lo | [t |

Click "Yes"

Congratulations! You have now created your own MetaMatrix from scratch. Now, simply
load your saved CSV file as you would any DynetML file, and work with your data the
same way.

Below is a our MetaMatrix Network Midas rendered in the ORA Visualizer
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Razheed

Jerermy

Caraline

ORA Charts

Charts
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

Three charts are available: The Bar chart, Scatter Plot, Histogram, and Heat Map. ORA
Charts can be accessed through the Main Interface by clicking the View Charts For This
MetaMatrix button in the MetaMatrix Composer window pane or from the Main Interface
drop down menu.

From the Main Menu select Data Visualization > Charts; OR
Select the [Charts] button.

In the screen shot below, ellipses highlight both methods to access ORA Charts.
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+- ORA: Organizational Risk Analyzer v. 1.8.1

File Edit MetaMatrix Management Generabe Metworks  Analysis NECSSeSEEtinY}
5 | #3382 4ono —ane 4577 =70 charts
: .

4 i -

Me.tama'true Hanages — ¥ View Measures Over Tirme 1

S8 #8lerhassy_tanzania_ck? g : L
. 0DB [agert]sizs: 16 Metal  View Metwork Over Time nzania_ct2
e Dorill-Diowan Window [
oea [knowledge] size: 4 Metal s dora_javalsample data\embassy_tanzania_ct2.xml
ooa [event, manual_svent] size: 3 als e e e S e ittt
oea [lecation, manual_location] size: 54 Loom T] | 22, Visualze {l = view Charts |
ooo [resowrce] size: 4 e
ooo [task] size: 5 Statistics
49 agent x agent [Agent x Agent] Eritiy Set Names {5izel [agent] size: 16; [event, manual_event] size: 3; [knowledge] sizc
*$*® agent x knowledge [Agent x Knowledge] [resource] size: 4; [task] size: S;
*$*® agent x manual_evenk [Agert x Event] - Entity Sef Count: &
#$® agent x manual_location [Agert x Locatio Entity Count: 86
*$* agent x resource [Agent x Resource] Edge Court: 1253
** agent x task [Agent x Task] Graph Count: 14
*T*® knowledge x task [Knowledge x Task] Total Densiy: R 3l
Lo o JFSTVITN EERRTIE TN | PR R NS | ! L
(s 22

After choosing Reports, the following pop-up window will appear. Select the entityset
you are interested in Charting and select the [Next] button. For this example, we will
simply select the currently loaded entityset Agents. ORA produces the following Bar
Chart, displayed in the screen shot below.

: = Chart Results: [agent] size: 16 |Z|@|®

Lize this: windos to views measures Tor the Metabtatrix

Select a nodeset to viewr then chck Nexd:

[senk] size: 16 b

[agent] size: 16

[kroswledge] size: 4

[event, manual_gvenk] size: 3
[location, manual_location] size: 54
[resource] size: 4

[bask] size: 5

[ ned= | [ cose |

By now, you should be able to access ORA Charts by loading a MetaMatrix by either

using the [Charts] button in the MetaMatrix Composer window pane or from the Main
Menu of the main interface. See Chart Types Explained for more detailed information
about the four chart types.
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- = Chart Results: [agent] size: 16 |Z"§|®
File

! Bar Cherl | Scatter Plot | Histodram

Lize this panel to cresle bar chars of Ora messures.
Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the charl for more options.

Stlect & messure to view: (Certrality, Column Degree: Agertxagert | Sort By: ['wahee v;
] show tep: | |mdt$ [¥] Shover names
n=16 min=00 max=04 mean=01166 sd dev. = 01108

Centrality, Column Degree
.00 D.l:'.IIE D'.”J D.JE I:I.IEIZI 0.25 l:}.:IIEI 0.35 0.40

Wadih al Ha —

Mohammed Fa G
Usama Ein L [
Abdullab an

Mohammed Sa _

Ali Mohamme NG

al-F awwaz

Aldal Rakhma
Fazul Alkdul

Jimad Moham _
abouhalima S
Khalfarn FKha I

Ahmed the G |

Almed Khalf |

Mohammec 52 '
al=-Facdl |

Chart Types Explained
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

Below are examples of each type of ORA charts: Bar Chart, Scatter Plot, and Histogram.

ORA Bar Chart
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

A bar chart, also known as a bar graph, is a chart with rectangular bars of lengths usually
proportional to the magnitudes or frequencies of what they represent. Bar charts are used
for comparing two or more values. The bars can be horizontally or vertically oriented.
Sometimes a stretched graphic is used instead of a solid bar.
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- = Chart Results: [agent] size: 16
File

;E‘Hrﬁ'ﬂ‘l Scatter Plot | Histoaram

Lize this panel to cresle bar chars of Ora messures.
Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the charl for more options.

Select ameasure o view: Cerfralty, Colurn Degree: AgertxAgert ¥ | SoiBy: [Vake v
] show tep: | Imdts Shiw Hames
n=16 mn=00 max=04 mean=01166 =5td dev. =0.1108

Centrality, Column Degree
.00 D.l:'.rﬁ D'.”J 0.15 I:I.IEIZI 0.25 G.IEEI D.?E D.:il'l:l

wadih al Ha
Mahammed Fa IR
usama Ein L
Andullah an I
Mohammed Sa NG
Ali Mohamme NG
al-F awwaz
Abdal Rahma
Fazul akdul N
Jimad Moham _
abouhalima S
Khalfarn FKha |
Ahmed the G |
Almed Fhalf
Mohammed 52|
al=F sl

Scatter Plot
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

A scatterplot, scatter diagram or scatter graph is a chart that uses Cartesian coordinates to
display values for two variables. The data is displayed as a collection of points, each
having one coordinate on the horizontal axis and one on the vertical axis.

A scatterplot does not specify dependent or independent variables. Either type of variable
can be plotted on either axis. Scatterplots represent the association (not causation)
between two variables.

A scatterplot can show various kinds of relationships, including positive (rising), negative
(falling), and no relationship. If the pattern of dots slopes from lower left to upper right, it
suggests a positive correlation between the variables being studied. If the pattern of dots
slopes from upper left to lower right, it suggests a negative correlation. A line of best fit
can be drawn in order to study the correlation between the variables. An equation for the
line of best fit can be computed using the method of linear regression.
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- = Chart Results: [agent] size: 16

File
Bar Chart | Scatier Pit | Histogram
Use this panel to creste scalter plots of Cra measures.
Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the chearl for more options.
¥ acds: Centrality, Column Degree; Agerixagent | ez Boundsry Spanner: Agentxiugent b
n=16,r=0.7240, r1 =0.5242, m=24734, b =-01010
Centrality, Column Degree: AgentxAgent x Boundary
Spanner: AgentxAgent
1.0 [ ol ]
0.0
0.8
_ o7
a
S om-
m
G 05
5 04/
=
c
S 03
® 02/
0.1 1
001 ~"m u o
044
0.00 0.05 0.10 0.15 020 025 030 035 0.40
Centrality, Column Degres
o ) e
Histogram

Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

In statistics, a histogram is a graphical display of tabulated frequencies. A histogram is
the graphical version of a table which shows what proportion of cases fall into each of
several or many specified categories. The histogram differs from a bar chart in that it is
the area of the bar that denotes the value, not the height, a crucial distinction when the
categories are not of uniform width (Lancaster, 1974). The categories are usually
specified as non-overlapping intervals of some variable. The categories (bars) must be
adjacent.

The word histogram is derived from histos and gramma in Greek, the first meaning web

or mast and the second meaning drawing, record or writing. A histogram of something is
thus, etymologically speaking, a drawing of the web of this something.
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- = Chart Results: [agent] size: 16
File

Lize this panel to view histograms of Ora measures.

Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the charl for more options.

Select & measzure to view: Boundary Spanner: AgenfxAgent b |

Murrier of Bins: 55

Boundary Spanner: AgentxAgent

fragquancy

8 = M W p

0o : ; 03 04 05 0.6 07 o8 08 10
walue

Over-Time Viewer

The Over-Time Viewer enables you to study changes within your organization or
network over a time period. For instance, the overall centrality value of your network can
be analyzed as it relates to network data compiled over the years, say, 2000, 2001, 2002.
The time interval is dependent only on your data collection samples. Such an analysis can
then be compared to external or internal events.

As an example, let us say you are interested in learning how the events of September 11,
2001 affected a terrorist organization or how the passing of anti-terrorism legislation
impacted the same network. In either case, you can run measures in the Over Time
Viewer on your network samples (loaded as multiple MetaMatrices) then compare the
results against such external events.

There are three lessons showing the functions of the Overtime Viewer.

1. Lesson 5: Overtime Viewer
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2. Lesson 6: Immediate Impact
3. Lesson 7: Near Term Impact Analysis

Over-Time Viewer

The Over-Time Viewer enables you to study changes within your organization or
network over a time period. For instance, the overall centrality value of your network can
be analyzed as it relates to network data compiled over the years, say, 2000, 2001, 2002.
The time interval is dependent only on your data collection samples. Such an analysis can
then be compared to external or internal events.

As an example, let us say you are interested in learning how the events of September 11,
2001 affected a terrorist organization or how the passing of anti-terrorism legislation
impacted the same network. In either case, you can run measures in the Over Time
Viewer on your network samples (loaded as multiple MetaMatrices) then compare the
results against such external events.

There are three lessons showing the functions of the Overtime Viewer.

1. Lesson 5: Overtime Viewer
2. Lesson 6: Immediate Impact
3. Lesson 7: Near Term Impact Analysis

ORA Measures

ORA contains over 100 measures. A measure is a function that takes as input a
MetaMatrix and outputs a single value or a vector of values. Consider the measure
Density. The output for this measure is a single number used to analyze an organization.
By default, all measures are run on a MetaMatrix. To view which measures are available,
go to the Tools menu and select the Measures Manager.

DNEREEN Daka Yisualization |

Generate Reporks
Report Selection Wizard
Mebwork, Optimizer

Measures Manager

Cryad Measures Tool
Aktribuke Parkition Taoal

Mear-Term &nalysis

The Measures Manager dialog box will appear. A drop down box displays the measures
in ORA.
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- - Measures Manager

Uze this window to select which measures to include when generating reports.
Select a measure to include it in your reports, de-select a measure to exclude it

Uze the box below to fiter the measures list.

Mode-Level Meazures W

Measure Marne Min Max 2wy Stdew Table ~
Access Index, Knowledge Bazed [ Set Parameters ]
Access Index, Resource Based [ Set Parameters ]
Actual Wiorkload [ Zet Parameters ]
Actual Workload, Knowledge [ Zet Parameters ]
Actual Wiorkload, Resource [ Set Parameters ]
Boundary Spanner [ Set Parameters ]
Boundary Spanner, Potential [ Set Parameters ]
Certrality, Betweenness [ Set Parameters ]
Centrality, Bonacich Power [ Set Parameters ]
Centrality, Closeness [ Set Parameters ]
Centrality, Column Degree [ Zet Parameters ]
Centrality, Eigenvectar [ Zet Parameters ] 3

| selectan || Desslectan | | close |

The Measures Manager categorizes measures in the following ways: Entity Level, Graph
Level, and Risk Category.

An Entity Level measure produces vector output, a single value per entity. For example,
Betweenness Centrality run on the Agent x Agent network outputs a value for each agent
entity. A Graph Level measure outputs a single value. For example, Density run on any
network outputs a single number. Additionally, seven risk categories include measures
describing certain aspects of your organization's structure. All of the measures can be
selected and de-selected using the buttons at the bottom of the dialog box. When a
measure is deselected, it will not be used when generating certain reports.

Some reports use a predefined set of measures, and these are not affected by the Measure
Manager selections (for example, the Intel, Context, Located SubGroups, Sphere of
Influence, and Immediate Impact reports). The Risk Report, however, uses only the
measures selected in the Measure Manager.
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The following sets of entities (with their abbreviated symbol) are used throughout the
document: Agent (A), Knowledge (K), Resource (R), and Task (T). The following
networks defined on these entity sets are used throughout the documentation.

Symbol

AA
AK
AR
AT

KK
KR
KT
RR
RT

TT

Input:

This lists each of the matrices that are required as input to the measure. If a measure takes

Entity Sets

U A\

Agent Agent
Agent Knowledge
Agent Resource
Agent Task
Knowledge Knowledge
Knowledge Resource
Knowledge Task
Resource  Resource
Resource Task

Task Task

Name

Communication Network
Knowledge Network

Capabilities Network

Assignment Network

Information Network

Training Network

Knowledge Requirement Network
Resource Substitute Network
Resource Requirement Network
Precedence Network

as input a specific matrix from the Meta-Matrix, such as the Agent x Knowledge (AK)
matrix, then it is listed. If the measure runs on any square (unimodal) network then N is
given. A measure can require more than one input matrix.

a. Each input matrix can have one or more of the following requirements:
square: the matrix must have the same number of rows as columns

1.
1.

1il.

1.

1.

1il.

A complete list of all measures available in ORA, along with references, input and output

binary: it must be binary data (i.e. any edges in the matrix are assumed to

have a weight of one)
symmetric: the matrix must be undirected
b. ORA does the following when a matrix does not meet one or more of the above

requirements:

square: measure is not computed
binary: measure is computed, and edge weights are ignored (all edges are

given value one)
symmetric: measure is computed, and the matrix is first symmetrized
using the union method

specifications, can be found in the following Ora Measures sections.

Access Index: Knowledge and Resource
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The Boolean value is true if a particular agent is the only agent who knows a piece of
knowledge and who is known by exactly one other agent. The one agent known also has
its KAI set to one.

The average shortest path length between entities, excluding infinite distances.
Ashworth, 2003

TYPE: Entity Level

INPUT:

Knowledge: AK: binary; AA: binary

Resource: AR: binary; AA: binary

OUTPUT: Binary

The Knowledge Access Index (KAI) for agent i is defined as follows:

let

AK(®L 8) ~ (sum(AK(.8) = 1)~ (sum(A@G ) = 1))

S;=1s
for Resource replace AK with AR

Then

S =0 A AG) =1))

1

KAL=((S,=@)v (3]

for Resource replace KAI with RAI
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Actual Workload, Knowledge and
Resource Based

The knowledge an agent uses to perform the tasks to which it is assigned.
Carley, 2002

TYPE: Entity Level

INPUT:

Knowledge: AK: binary; KT: binary; AT: binary

Resource: AR: binary; RT: binary; AT: binary

outpuT: R €[0.1]

Actual Workload for agent i is defined as follows:

[AK * KT * AT |(1.1) / sum(KT)

for Resource replace AK with AR and KT with RT

Note how Potential Workload is the first matrix product.
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Measure: Average Distance

The average shortest path length between entities, excluding infinite distances.
Netstat

TYPE: Agent Level

INPUT: N: square, binary

OUTPUT: Graph Level:

R [0, V]

Let G=(V,E) represent a square network. Define a set S of all pairs (i,j) of entities such
that 1 can reach j. Then average the shortest paths.

let S = {(i,j) | j is reachable in G from j }
Then,

Ndg (1)
(ipes

Average Distance =

S
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Boundary Spanner

An entity which, if removed from a network, creates a new component. This is often
called a Gate Keeper entity.

Cormen, Leiserson, Riverest, Stein, 2001 p.558
TYPE: Agent Level

INPUT: N: square, binary, symmetric
OUTPUT: Entity level: Binary

A Boundary Spanner is an articulation point of N, as defined in the referenced book.

Centrality, Betweenness

The Betweenness Centrality of entity v in a network is defined as: across all entity pairs
that have a shortest path containing v, the percentage that pass through v. This is defined
for directed networks.

Freeman, 1979

TYPE: Entity Level

INPUT: N: square

outpuT: K €[0.]]

Let G=(V.E) be the graph representation for the network. Let n=IV], and fix an entity

W=

For (WLW) E VIV 1o 1lg (u, W-\'I'be the number of geodesics in G from u to w.

it (W) € E, then set Dg (11. W-\j =1.

Define the following:
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let

S={(n,w) e VxV |d,(u.w)=d,,v)+d;(v,w)}
between= > (114 (1, V) *n4 (v, W) /n, (0, W)

let (uwes

w5 = - - R AYE
Then Betweenness Centrality of the entity * between / ((n-1)(n-2)/2 }

Note: if G is not symmetric, then between is normalized by (n-1)(n-2).

Centrality, Bonacich Power

The Bonacich Power Centrality computes the centrality of each entity based on the
centrality of its neighbors. Beta should be chosen such that its absolute value is less than
the reciprocal of the larges eigenvalue of N.

Bonacich P, 1987

TYPE: Entity Level

INPUT: N: square
beta = 3R
outpuT: K £ [0.]]

Let A = adjacency representation of the network N. Then Bonacich Power Centrality for
the network is the solution c to the following system of linear equations:

(I-pA) " c=A

€ where I is the identity matrix, and e a vector of ones.

Note that if beta is 0, then c is simply equal to the row degree of each
entity.

The values of ¢ are not normalized.
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Centrality, Closeness

The average closeness of an entity to the other entities in a network. Loosely, Closeness
is the inverse of the average distance in the network between the entity and all other
entities. This is defined for directed networks.

Freeman, 1979

TYPE: Entity Level

INPUT: N: square

outpuT: R €[0.1]

Let G=(V,E) be the graph representation of the square network.
Fix

veEV

let

dist = S dg(v,1)

eV , if every entity is reachable from v.

Then Closeness Centrality of entity
v = ([V]-1)/dist,

If some entity is not reachable from v then the Closeness Centrality of v is IVI.
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Centrality, Eigenvector

The centrality of a entity based on its degree and the degrees of its neighbors.
Bonacich P, 1972
TYPE: Entity Level

INPUT: N: square, symmetric

outpuT: R €[0.1]
Calculates the eigenvector of the largest positive eigenvalue of the adjacency matrix

representation of a square network. A Jacobi method is used to compute the eigenvalues
and vectors.

Centrality, In Degree

The In Degree Centrality of a entity in a network is its normalized In-degree.
Wasserman and Faust, 1994
TYPE: Entity Level

INPUT: N

outpuT: K €[0.]]

Consider the matrix representation X of a network with m rows and n columns. Each
column j is assigned an in-degree centrality based on the sum of entries in its column.

The In-Degree Centrality for column j

1 11
column j= — T‘ X(L ])
m =g

This measure is also called Column Degree Centrality.
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Centrality, Information

Calculates the Stephenson and Zelen information centrality measure for each entity.
Wasserman and Faust, 1994 (pg. 195)

TYPE: Entity Level

INPUT: N: square

OUTPUT: Entity Level:

Re[0]]

Calculates the measure described on pg 195-6 of Wasserman and Faust. Isolates (entities

with no edges) are first removed from the network, and the measure computed on the
resulting sub-graph. The isolates are given centrality value 0.

Centrality, Inverse Closeness

The average closeness of a entity to the other entities in a network. Inverse Closeness is
the sum of the inverse distances between an entity and all other entities. This is defined
for directed networks.

Wasserman and Faust, 1994 (pg 195)

TYPE: Node Level

INPUT: N: square, binary

outpuT: K €[0.]]

Let G=(V,E) be the graph representation of the square network.

Fix VEV
let
oo
dist= > ———  where ———— =0 and —— =1
= do(v,1) dg(1,1) d,(v,1)
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if 1 1s not reachable from v.

Then, Inverse Closeness Centrality of entity v = dist/(IVI-1).

Centrality, Out Degree

The Out Degree Centrality of a entity in a square network is its normalized out-degree.
Wasserman and Faust, 1994
TYPE: Entity Level

INPUT: N: square

outpUT: R € [0 (1f N is binary)

Consider the matrix representation X of a network with m rows and n columns. Each row
11s assigned an out-degree centrality based on the sum of entries in its row.

The Out-Degree Centrality
1 H

row 1= — T‘ X1, j)
nsa

This measure is also called Row Degree Centrality.

Centrality, Total Degree

The Total Degree Centrality of an entity in a square network is its normalized in plus out
degree. The Total Degree Centrality of an entity is the normalized sum of its row and
column degrees.

Wasserman and Faust, 1994 (pg 199)

TYPE: Entity Level
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INPUT: N:square

outpuT: K €[0.]]

Consider the matrix representation X of a square network with n entities. Each entity is
assigned a value based on the sum of its row and columns.

The Total Degree Centrality for

1 L
entity 1 = —— T‘ SUX(, 1)

Note that the diagonal values are ignored.

Clique Count

Computes the number of distinct cliques to which each entity in a square, undirected
network belongs.

Wasserman and Faust, 1994 (pg 254)
TYPE: Node Level

INPUT: N:square, symmetric

ouTpUT: £ (not scaled)

A clique of an undirected, square network is defined in Wasserman and Faust as a
maximal complete subgraph of three or more nodes. The clique detection algorithm
employed is the Bron-Kerbosch maximal clique algorithm, which is Algorithm 457 of the
Collected Algorithms from CACM.

Clustering Coefficient, Watts-Strogatz
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Measures the degree of clustering in a network by averaging the clustering coefficient of
each entity. The clustering coefficient of a entity is the density of its ego network which
is the sub graph induced by its immediate neighbors.

Watts and Strogatz, 1998

TYPE: Graph Level, Entity Level

INPUT: N: square, binary

OUTPUT:
Graph Level:ﬂi e[0.1]

Entity Level:ﬂ{ €[0.1]
let G=(V,E) be the graph representation of a square network.
Define for each node V & Vits Clustering Coefficient C'Cv:

let Gv = ego network of entity v

Then Clustering Coefficient for

entity v = CC,, = density(Gv)

Cognitive Demand

Measures the total amount of effort expended by each agent to do its tasks. Measures the
total cognitive effort expended by an agent to do its tasks.

Individuals who are high in cognitive demand are emergent leaders. Removal of these
individuals is quite disruptive to networks.

Note: The minimum input requirement is the AA network. All other
networks are optional.
Carley, 2002

TYPE: Agent Level

INPUT: AA:binary; [AT:binary]; [AR:binary]; [RT:binary]; [AK:binary]; [KT:binary];
[TT:binary]

OUTPUT: Agent Level:
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‘Wel0]]

The Cognitive Demand for an agent i is an average of terms, each of which measures an
aspect of its cognitive demand. Each term is normalized to be in [0,1]. The number of
terms depends on the input networks. The computation of each term for agent i is detailed
below:

let x1 = # of agents with which i interacts

=sum(AA(,:)) / (IAl-1)

let x2 = # of tasks to which i is assigned

=sum(AT(,:)) / ITI

let x3 = sum of the # of agents assigned to the same tasks as i

= sum(ATA(,:)-ATAG,1)) / (ITI(IAl-1)), where ATA = AT*AT'

let x4 = # of resources i manages

= sum(AR(,:)) / Rl

let x5 = # of knowledge 1 manages

= sum(AK(i,:)) / Kl

let x6 = sum of # resources i needs for all its tasks

= sum(ATR(,:)) / (ITI*IRI), where ATR = AT*RT'

let x7 = sum of # knowledge i needs for all its tasks

= sum(ATK(,:)) / (ITI*IKI), where ATK = AT*KT

let x8 = sum of resource negotiation needs i has for its tasks

= HammingDistance(AR(,:), [AT*RT'](i,: )) / IRI

let x9 = sum of knowledge negotiation needs i has for its tasks

= HammingDistance(AK(,:), [AT*KT'](i,: )) / IKI

let x10 = sum of agents that i depends on or that depend on i

let w = # number of agents assigned to each task
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= colsum(AT)

let s = # agents that dependent on each task
= (T+T")*w

let v = # tasks that agents are dependent on
= AT*s

Then, x10 = v(i) / ( IA¥ITI*(TI-1)).

Then Cognitive Demand for agent 1 is the average of the above terms.

Cognitive Distinctiveness /
Cognitive Distinctiveness, Relative

Measures how distinct are two agents based on the number of knowledge bits they hold
oppositely.

Carley, 2002
TYPE: Dyad Level

INPUT: AK: binary

outpuT: K €[0.]]

For each pair of agents (i,j) compute the number of knowledge bits they have exactly
opposite. Then normalize this sum by the total number of knowledge bits. In effect, this is
the exclusive-OR of their knowledge vectors.

|
SAK, F~ AR )+ (< AK L FAK )

CD,, ==

K

CD.. =0

i
Note that the CD output matrix is symmetric.

Relative Cognitive Distinctiveness normalizes each element of CD as follows:
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CD,,
K|
>'CD,,
=

ECD =

Thus, the elements of the ith row are normalized by the ith row sum.

Relative Cognitive Distinctiveness

Measures how distinct are two agents based on the number of knowledge bits they hold
oppositely.

Carley, 2002
TYPE: Dyad Level
INPUT: AK: binary

OUTPUT:

Cognitive Expertise /
Cognitive Expertise, Relative

Measures the complementarity of two agents based on their knowledge.
Carley, 2002
TYPE: Dyad Level

INPUT: AK: binary

outpuT: K €[0.]]

For each pair of agents (i,j) compute the number of knowledge bits that j knows that i
does not know. Then normalize this sum by the total number of knowledge bits that agent
i does not know.
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K]
S (~ AKLL; * AKLK )

- _ k=l
CE,; = =
(| K _,-T‘.AKLL;.\J
]
CE,; =0

Note that the CD output matrix is NOT-symmetric.

Relative Cognitive Expertise normalizes each element of CE as follows:

CE, .
RCE,. = ——

LI K]
N
..".—l'(-?Eirj
j=1

Thus, the elements of the ith row are normalized by the ith row sum.

Cognitive Resemblance /
Cognitive Resemblance, Relative

Measures the degree of resemblance between agents based on the number of knowledge
bits they both have or both do not have.

Carley, 2002
TYPE: Dyad Level

INPUT: AK: binary

output: R €[0.1]
For each pair of agents (i,j) compute the number of knowledge bits they have in common

- whether known or unknown. Then normalize this sum by the total number of
knowledge bits.
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IE|
SAK,, *AK, )+ (~AK, *~ AK,)

CR,, ==

o | K

Note that the CR output matrix is symmetric.

Relative Cognitive Resemblance normalizes each element of CR as follows:

_ CR,,
RCR,, = -2

K|

> 'CR,
=

Thus, the elements of the ith row are normalized by the ith row sum.

Cognitive Similarity /
Cognitive Similarity, Relative

Measures the degree of similarity between agents based on the number of knowledge bits
they both have.

Carley, 2002
TYPE: Dyad Level

INPUT: AK: binary

outpuT: K £ [0.]]

For each pair of agents (i,j) compute the number of knowledge bits they have in common.
Then normalize this sum by the total knowledge between them.
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K|
S(AK,, *AK )

als _ k=l

cs,, == |
S(AK,, +AK )
)

CS,. =1

i1
Note that the CS output matrix is symmetric.

Relative Cognitive Similarity normalizes each element of CS as follows:

A
CS,

A
i (-fBjs.}
=1

Thus, the elements of the ith row are normalized by the ith row sum.

Communication

Measures the degree of similarity between agents based on the number of knowledge bits
they both have.

Carley, 2003

TYPE: Agent Level

INPUT: AA:binary; AT:binary; AR:binary; RT:binary, TT:binary
outpuT: R €[0.1]

Communication uses the concepts from Communication Congruence:
Handoff, Co-Assignment, and Negotiation.

let H, C, and N be defined as in Communication Congruence.

let M(i,j)) = [AA + (H+H'") + C + (N+N")](1,j) > 0, and M(1,1) =0
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Note that the transpose of H and N is used to make the
communication reciprocal.

let d = sum(M(i,:))
letd =d/ (IAl-1), normalizing d to be in [0,1]

Then Communication for agent i is d.

Component Count, Strong

The number of strongly connected components in a network.
Wasserman and Faust, 1994 (pg 109)
TYPE: Graph Level

INPUT: N:square, binary

]

Given a square, symmetric network G=(V,E), the Strong Component Count is the number
of strongly connected components in G. This is computed directly on G, whether or not G
is directed.

ourput: Z [0,V

Component Count, Weak

The number of weakly connected components in a network.
Wasserman and Faust, 1994 (pg 109)
TYPE: Graph Level

INPUT: N:square, binary, symmetric

]

Given a square, symmetric network G=(V,E), the Weak Component Count is the number
of connected components in G. Such components are called weak because the graph G is
undirected.

ourput: £ [0,|V

Component Members, Weak
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Assigns each entity an integer which corresponds to the weak component in the network
to which it belongs.

Wasserman and Faust,1994

TYPE: Node Level

INPUT: N:square, binary, symmetric

]

Given a square, symmetric network G=(V,E), the Weak Component Member for
a entity is the weak component to which the entity belongs. The components are
numbered from 1 to the number of weak components (Weak Component Count).

output: Z£[0.[V

Congruence, Agent Knowledge Needs /
Congruence, Agent Resource Needs

The number of skills that an agent lacks to complete its assigned tasks expressed as a
percentage of the total skills required for the assigned tasks.

Lee, 2004
TYPE: Agent Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary

outpuT: K £ [0.]]

Agent Knowledge Needs compares the knowledge needs of the agent to do its assigned
tasks, with the actual knowledge of the agent.

Let N = AT*KT' = knowledge needed by agents to do assigned tasks.
for Resource replace KT with RT
We need to sum the knowledge needed but not available.

Then, Agent Knowledge Needs for

2007 ORA Users Guide - Page 63



K|
SN, *(~AK,)
i=1

agent 1=

Agent Resource Needs is analogous, replacing AK with AR, and KT with RT.

Congruence, Agent Knowledge Waste /
Congruence, Agent Resource Waste

The number of skills that an agent has that are not needed by any of its tasks expressed as
a percentage of the total skills of the agent.

Lee, 2004
TYPE: Agent Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary

outpuT: K €[0.]]

Agent Knowledge Waste compares the knowledge of the agent with the knowledge it
actually needs to do its tasks. Any unused knowledge is considered wasted.

Let N = AT*KT' = knowledge needed by an agent to do its assigned tasks.
for Resource replace KT with RT

We need to sum the knowledge the agent has but which is not needed.
Then, Agent Knowledge Waste for

K|
STAK, (N, = 0)
i=1

agent1= R]
ra— 2

i=1
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The equation for Agent Resource Waste replaces AK with AR, and KT with RT.

Congruence, Communication

Measures to what extent the agents communicate when and only when it is needful to
complete tasks. Hence, higher congrunce occurs when agents don't communicate if the
tasks don't require it, and do when the tasks require it.

Communication needs to be reciprocal.

Carley, 2002

TYPE: Graph Level

INPUT: AA: binary, AT: binary, [AR/RT]: binary, [AK/KT]: binary, TT: binary

outpuT: K £[0.]]

One of the following pairs of matrices must exist: AK/KT, AR/RT. If both exist, then the
measure first concatenates them into [AK AR], [KT RT] and uses them.

Communication Congruence = 1 iif agents communicate when and only when it is
needful to complete their tasks. There are three task related reasons when agents i and j

need to communicate:

(a) Handoff: if i is assigned to a task s and j is assigned to a task t and s directly precedes
task t.

(b) Co-Assignment: if i is assigned to a task s and j is also assigned to s.

(c) Negotiation: if i is assigned to a task s and j is not, and there is a resource r to which
agents assigned to s have no access but j does.

The three cases are computed as follows:

(a) let H = AT*TT*AT'

(b) let C = AT*AT'

(c) let N = AT*Z*AR', where Z(t,r) = [AT'*AR - RT'](t,r)<0

Note that C is always symmetric, but not necessarily H and N.

let Q(i,j) = [ (H+H') + C + (N+N"](,j) > 0.
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Communication Congruence requires reciprocal communication, explaining the
transposes of H and N to make them symmetric.

let d = hamming distance between Q and AA, which measures the degree to which
communication differs from that which is needed to do tasks.

The maximum value for d is d_max = |AI*(|Al-1)

Then Communication Congruence = 1 - (d /d_max), which is in [0,1].

Congruence,
Organization Agent Knowledge Needs /
Organization Agent Resource Needs

Across all agents, the skills that agents lack to do their assigned tasks expressed as a
percentage of the total skills needed by all agents.

Lee, 2004
TYPE: Graph Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary

outpuT: K € [0.1]

As in Agent Needs, let N = AT*KT
for Resource replace KT with RT
Then

Al K]
> SN F(~AK, )

e |

1=l =1

Organization Agent Needs =

sum(N)

Organization Agent Resource Needs is analogous, replacing AK with AR, and KT with
RT.
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Congruence,
Organization Agent Knowledge Waste /
Organization Agent Resource Waste

Across all agents, the skills that agents have that are not required to do their assigned
tasks.

Lee, 2004
TYPE: Graph Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary

outpuT: R € [0.1]

As in Agent Waste, let N = AT*KT
for Resource replace KT with RT
Then

&) K]
N STAK, (N, = 0)

=1 =1l

sum(AK)

Organization Agent Neelds =

The equation for Organization Agent Resource Needs replaces AK with AR, and KT with
RT.

Congruence,
Organization Task Knowledge Needs /
Organization Task Resource Needs

Across all tasks, the skills that tasks lack expressed as a percentage of the total skills
needed by all tasks.

Lee, 2004

TYPE: Graph Level
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INPUT: AK/AR:binary; KT/RT:binary; AT:binary

outpuT: R €[0.1]
As in Task Needs, let S = AT'*AK

for Respource replace AK with AR

Then
T K]
S i=1 =1
Orgamization Task Needs = J —
sum(KT)

The equation for Organization Task Resource Needs replaces AK with AR, and KT with
RT.

Congruence
Organization Task Knowledge Waste /
Organization Task Resource Waste

Across all tasks, the skills supplied to tasks via agents that are not required by them,
expressed as a percentage of the total skills needed by all tasks.

Lee, 2004

TYPE: Graph Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary
OUTPUT: Graph Level:

R < [0.1]

As in Task Waste, let S = AT'*AK

for Resource replace AK with AR

Then
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T K |
>SS, %= KT,)

Il
—_

i=l ]

Orgamization Task Waste = —
sum(S)

The equation for Organization Task Resource Waste replaces AK with AR, and KT with
RT.

Congruence,
Strict Knowledge/Strict Resource

Measures the similarity between what knowledge is assigned to tasks via agents, and
what knowledge is required to do tasks. Perfect congruence occurs when agents have
knowledge when and only when (strictly) it is needful to complete tasks.

Carley, 2002

TYPE: Graph Level

INPUT:

Knowledge: AK:binary; AT:binary; KT:binary

Resource: AR:binary; AT:binary; RT:binary

output:h € [0.1]

Knowledge Congruence = 1 iff agents have knowledge when and only when it is needful
to complete their tasks. Thus, we compute the knowledge assigned to tasks via agents,
and compare it with the knowledge needed for tasks.

let KAT = dich(AK'*AT)

for Resource KAT becomes RAT and replace AK with AR

let

Kl 7]
d= S S KAT(Q, ) *KT(, 1)
i=l j

for Resource replace KT with RT
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let <d =d / (IKI*ITl), which normalizes d to be in [0,1]
for Resource replace |K| with |R|

Then Knowledge Congruence = 1 - d

Congruence, Task Knowledge Needs /
Congruence, Task Resource Needs

The number of skills not supplied to a task, and required to do the task, expressed as a
percentage of the total skills required for the task.

Carley, 2002

TYPE: Task Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary

OUTPUT:

Re[0]]

Task Knowledge Needs compares the knowledge requirements of each task with the
knowledge available to the task via agents assigned to it. It is similar to Knowledge
Congruence, but quantifies only the under supply of knowledge to tasks.

Let S = AT*AK = knowledge supplied to tasks via assigned agents

We need to sum the knowledge required but not supplied.

Thus,

K|
STKT!, *(S,,= 0)
i-1

Task Knowledge Needs for task 1= T

NKT?
Jra— 1’-1
=

The equation for Agent Resource Needs replaces AK with AR, and KT with RT.
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Congruence, Task Knowledge Waste /
Congruence, Task Resource Waste

The number of skills supplied to a task via agents that are not required by it expressed as
a percentage of the total skills required for the task.

Carley, 2002

TYPE: Task Level

INPUT: AK/AR:binary; KT/RT:binary; AT:binary

OUTPUT: Task Level:

Re[0]]

Task Knowledge Waste compares the knowledge requirements of each task with the
knowledge available to the task via agents assigned to it. It is similar to Knowledge
Congruence, but quantifies only the over supply of knowledge to tasks.

Let S = AT'*AK = knowledge supplied to tasks via assigned agents

We need to sum the knowledge supplied but not required.

Thus,

K|
NS K~ KT)
j=1

Task Knowledgze Waste for task 1= K

i L]
i=1

The equation for Agent Resource Waste replaces AK with AR, and KT with RT.

Connectedness, Krackhardt

Measures the degree to which a square network's underlying (undirected) network is
connected.

Krackhardt, 1994
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TYPE: Graph Level

INPUT: N:square, symmetric

outpuT: K £[0.]]

The Connectedness of a square, symmetric network is the Density of its Reachability
Network.

Constraint, Burt

The degree to which each entity in a square network is constrained from acting because
of its existing links to other entities.

Burt, 1992
TYPE: Node Level

INPUT: N: square

outpuT: K €[0.]]

This is the Constraint measure described by Equ. 2.4 on pg. 55 of Burt, 1992. Note that
the matrix Z is the adjacency matrix representation of the network N.

Density

The ratio of the number of edges versus the maximum possible edges for a network.
Wasserman and Faust, 1994 (pg 101)
TYPE: Graph Level

INPUT: N

outpuT: K= [0.1]
Let M be the adjacency matrix for the network of dimension m x n.
If the network is unimodal, then m=n and M has a zero diagonal, and therefore

Density = sum(M)/(m*(m-1)).
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For rectangular networks, Density = sum(M)/(m*n).

Diameter

The maximum shortest path length between any two nodes in a unimodal network
G=(V,E). If there exist i,j in V such that j is not reachable from i, then the diameter is
returned as [VI.

Wasserman and Faust, 1994 (pg 111)

TYPE: Graph Level

INPUT: N:square, binary

]

The diameter of G=(V,E) is defined as:

oureut: £ [0,V

max{d,(1,7)|1]V}

That is, the maximum shortest directed path between any two vertices in G. If there exists
1 and j such that j is not reachable from i, then VI is returned.

Diversity, Knowledge/Resource

The distribution of difference in idea sharing. This is the Herfindahl-Hirshman index
applied to column sums of AK.

Borgatti, 2003

TYPE: Graph Level
INPUT:

Knowledge: AK:binary

Resource: AR:binary

outpuT: K £ [0.]]

This is the Herfindahl-Hirshman index (economics: sum of the squares of each firm's
market share) applied to the normalized column sums of AK. This measures the degree to
which knowledge is equally known.
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let

|4
W= Y AKGK) forl <k <|K]

i=1

let
K|
W= >'w,
k=1
Then
Kl oy
Knowledge Diversity = 1 — T‘ (w, /W)
k=1

Resource Diversity is analogous, replacing AK with AR.

Edge Count, Lateral

Fixing a root entity x, a lateral edge (i,j) is one in which the distance from x to i is the
same as the distance from x to j.

Carley, 2002

TYPE: Graph Level
INPUT: N:square
outpuT: R [0.1]

Let G=(V,E) be the graph representation of a network. And fix an entity x[ 1V to be the
root entity.

Let
Let S={(ij)eE| ds(x,1) =d (X))}

Then Lateral Edge Count = ISI/ |EI
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Edge Count, Pooled

A pooled edge in a network N=(V,E) is an edge (i,j)[ ] E such that there exists at least one
other edge (1,k) [1 E, and k #].

Carley, 2002
TYPE: Graph Level

INPUT: N

outpuT: K €[0.1]

Let M be the adjacency matrix representation of a unimodal network.
Let S = { (i,)) I M(i,j)=1 [1 sum(M(:,j))>1 }

In other words: edge (i,j) is a pooled edge iff the in-degree of entity j > 1.

Then Pooled Edge Count = ISI/ |[El

Edge Count, Reciprocal

The percentage of edges in a network that are reciprocated (also called Reciprocity). An
edge (i,)) in the network is reciprocated if edge (j,1) is also in the network. Self-loops are
ignored.

Carley, 2002

TYPE: Graph Level

INPUT: N: square, binary

outpuT: R €[0.1]
Let G=(V,E) be the graph representation of a network.
Let S=card{(i,j) Eli<,(j,i)) L/ E}

Then Reciprocral Edge Count = ISI/ |EI

Edge Count, Sequential
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The percentage of edges in a network that are neither Reciprocal Edges nor Pooled
Edges. Note that an edge can be both a Pooled and a Reciprocal edge. Self-loops are
ignored.

Carley, 2002

TYPE: Graph Level

INPUT: N: square, binary

outpuT: K £[0.]]

Let G=(V,E) be the graph representation of a network, and let X = set of Pooled edges of
G, and let Y = set of Reciprocal edges of G.

Then Sequential Edge Count = | E-X-Y|/ |EI

Edge Count, Skip

The fraction of edges in a unimodal network that skip levels. An edge (i,j) is a skip edge
if there is a path from entity 1 to entity j even after the edge (i,j) is removed.

Carley, 2002
TYPE: Entity Level

INPUT: N: square, binary
outpuT: R €[0.1]
A skip edge in a network G=(V,E) is an edge (i,j) | E such that j is reachable from i in the

graph G'=(V,E\(i,j)), that is, the graph G with edge (i,j) removed. Skip Count is simply
the number of such edges in G normalized to be in [0,1] by dividing by IEI.

Effective Network Size

The effective size of an entities's communication Network based on redundancy of ties.
Burt, 1992
TYPE: Entity Level

INPUT: N: square, binary
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outpuT: K €[0.]]

This is the Effective Size of Network measure described by Equ. 2.2 on pg. 52 of Burt,
1992. Note that the Communciation Network is used for the matrix Z.

Efficiency, Global

Measures the closeness of the entities in the network.
Latora and Marchiori, 2001
TYPE: Graph Level

INPUT: N:square, binary, symmetric

outpuT: K €[0.]]

Global Efficiency is the normalized sum of the inverse geodesic distances between all
entity pairs. Let G be a square network on n entities.

Then,

1 1
Global Efficiency= — T‘ .
nn-1)=d, 1))

Efficiency, Krackhardt

The degree to which each component in a network contains the minimum edges possible
to keep it connected.

Krackhardt, 1994

TYPE: Graph Level

INPUT: N: square, binary, symmetric

outpuT: R €[0.1]

Let G=(V,E) be the graph representation of a square, undirected network.

let

2007 ORA Users Guide - Page 77



n = number of components in G

let

C;=number of nodes 1 component 1
let

penalty = [E| - [V|+ C

let

maxPenalty = C - [V|+ T’ c.(c.—1)/2

181
i

Then Efficiency = 1 - penalty/maxPenalty

Efficiency, Local

Measures the closeness of the entities in each ego network in the network.
Latora and Marchiori, 2001

TYPE: Graph Level

INPUT: N: square, binary, symmetric

outpuT: R [0.1]

Local Efficiency is the normalized sum of the inverse closeness of the ego networks
(here, the ego network for entity i does not include entity 1).

Let G = (V,E) be any square, symmetric network with [Vl = N entities.

let

V. = get of nodes adjacentto1={j|(1j)EE }

E. = edges between nodes adjacent
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1={(0k |Gk EiyeV, ]}
define

G, =(V..E,)

Then,
1 ¥
Local Efficiency = N N GlobalEfficiency(G; )
i=1

Entity Level

The Entity Level for a entity v in a square network is the worst case shortest path from v
to every entity v can reach.

Carley, 2002
TYPE: Entity Level

INPUT: N:square

=[0.|V

~1]

Let G=(V,E) be the graph representation of a square network and fix an entity v.

OUTPUT: Z

v = max { v D ieV: i reachs o in G
Entity Level for v = max { dG (v,]1)]1 €V, ]reachable from v in G,

cannot reach any entities, then its level

Exclusivity —

Knowledge, Resource, Task
Detects agents who have singular knowledge or Resources.
Ashworth, 2003

TYPE: Entity Level

INPUT:
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Knowledge: AK:binary
Resource: AR:binary

Task: AT:binary

outpuT: K € [0.1]
The Knowledge Exclusivity Index (KEI) for agent i is defined as follows:

Resource Exclusivity Index (REI) or Task Exclusivity Index (TEI)
Kl e . e
?H AK(1, 1) *exp(1—sum(AK(: 7))

for Resource replace AK with AR
for Tasks replace AK with AT

The Resource Exclusivity Index (REI) for agent i is defined exactly as for Knowledge
Based Exclusivity, but with the matrix AK replace by AR.

The Task Exclusivity Index (TEI) for agent i is defined exactly as for Knowledge Based
Exclusivity, but with the matrix AK replaced by AT.

Fragmentation

The proportion of entities in a network that are disconnected.
Borgatti, 2003

TYPE: Graph Level

INPUT: N: square, binary, symmetric

output: K €[0.1]

Consider a square, symmetric network G=(V,E).

let

n=|V|

let
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S, be the number of nodes in the k* component of G, 1 =k =n
Then,

S_Sk(r?k—l_\}
k

n(n—1)

Hierarchy, Krackhardt

The degree to which a square network N exhibits a pure hierarchical structure.

Fragmentation= 1 —

Krackhardt, 1994
TYPE: Graph Level

INPUT: N:square

outpuT: K £ [0.]]

Let N be a square network. The Hierarchy of N is the Reciprocity of the Reachability
Network for N.

Interdependence and Radials

The percentage of edges in a network N that are Pooled and Reciprocal.
Carley, 2002
TYPE: Graph Level

INPUT: N:square

outpuT: R €[0.1]
Let G=(V,E) be the graph representation of a square network.
Let a = Pooled Edge Count and b = Reciprocal Edge Count of the network.

Then Interdependence = (a+b)/IEl
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Interlockers and Radials

Interlockers and radial entities in a square network have a high and low Triad Count,
respectively.

Carley, 2002

TYPE: Entity Level

INPUT: N: square, binary
OUTPUT: Binary

Let N=(V,E) be a square network.

Let

V

f = Triad Count for node i, l<i<

Let

F o
! = the mean of * l; s
Let

P
f?r = the variance of * 'rf S

Then,

ez (ut+d)

, then agent k is an interlocker.

t,<(u-d)

If 7, then agent k is a radial.

Load, Knowledge or Resource

Average number of knowledge or resource per agent.

Carley, 2002
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TYPE: Graph Level

INPUT: AK:binary

OUTPUT: Re [{:}‘ ‘K‘]

Knowledge Load = sum(AK)/ (IAl)

Resource Load is defined analogously, replacing AK with AR.

Negotiation, Knowledge or Resource

The extent to which personnel need to negotiate with each other because they lack the
knowledge to do the tasks to which they are assigned.

Carley, 2002

TYPE: Graph Level

INPUT:

Knowledge: AT:binary; AK:binary; KT:binary

Resource: AT:binary; AR:binary; RT:binary

output; R €[0.1]

Compute the percentage of tasks that lack at least one knowledge (or Resource):

let
Need = (AT *AK) - KT’
for Resource replace AK with AR and KT with RT

let
S=1{1] 115"1‘?—"* 33 Need(ig) <=0}

Then Knowledge (or Resource) Negotiation = ISI/ [T|
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/ \

Networlk Betweenness Cent. = ‘ d d

Y, 1_1_t1 A

Network Centralization, Column Degree

A centralization based on the out degree of the column vertices in a network N.
TYPE: Graph Level

INPUT: N

outpuT: R €[0.1]

Let N be a network with n column entities.

let

d ;= degree of columnnode 3, 1 < j < 1

let

d= max{d;[1<j<n}

Then
iy A

Column Degree Network Centralization = ‘ d d ‘ (11)
nlﬁ]ﬁn

/.

Network Centralization, In Degree

A centralization of a square network based on the In-Degree Centrality of each entity.
TYPE: Graph Level

INPUT: N:square

outpuT: K €[0.]]
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Let N be a unimodal network with n entities.

let

di =1In Degree Centrality of node 1
let

d= max{d,|1<1<n}

Then

In Degree Network Centralization = | T‘ d—di ‘D

I'\ 151. Eﬂ. _.f'l

where D = (n-2) if N is undirected, and (n-1) otherwise.

Network Centralization, Out Degree

A centralization of a square network based on the Out-Degree Centrality of each entity.
NetStat
TYPE: Graph Level

INPUT: N:square

outpuT: R €[0.1]
Let N be a unimodal network with n nodes.

let

di = Out Degree Centrality of entity 1
let

d=max{d |[1<1<n)

Then
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/ \

Out Degree Network Centralization = ‘ d d ‘

\ l_l_ﬂ ,-'

where D = (n-2) if N is undirected, and (n-1) otherwise.

Network Centralization, Row Degree

A centralization based on the out degree of the row vertices in a network N.
TYPE: Graph Level

INPUT: N

outpuT: K € [0.1]
Let N be a network with n row nodes.

let

d = degree of rownode j, 1 = j < n
let

d= max{d;|1<j=n}

Then

Row Degree Network Centralization = ‘ d d ‘ (11}
l'i]'in

Network Centralization, Total Degree

A centralization of a square network based on total degree centrality of each entity.
Freeman, 1979

TYPE: Graph Level
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INPUT: N: square, symmetric

outpuT: K €[0.1]
Let N be a unimodal network with n entities.

let
di = Total Degree Centrality of entity 1
let

d=max{d |[1<1<n)

Then
Total Degree Network Centralization = T‘ d—d,; |/(n—2)
"\ lﬂiﬂ /"

Network Levels

An entity level metric is one that is defined for, and gives a value for, each entity in a
network. If there are x entities in a network, then the metric is calculated x times, once
each for each entity. Examples are Degree Centrality, Betweeness, and Cognitive
Demand.

A network level metric is one that is defined for, and gives a value for, the network as a
whole. The metric is calculated once for the network. Examples are Centralization, Graph
Hierarchy, and the maximum or average Betweeness.

Given an entity level metric, e.g., degree centrality, then the minimum, maximum,
average, and standard deviation of that metric for that network level metrics. Examples
are average degree centrality, maximum betweeness, and the standard deviation in
cognitive demand.

TYPE: Graph Level

INPUT: N:square, binary

=[0,[V]-1]

OUTPUT: Z
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Let G=(V,E) be the graph representation of a square network and fix an entity v.

Then

the Levels of G=max { d;(1,]) | 1j € V;j reachable fromiin G }

Omega, Knowledge or Resource

The degree to which an organization reuses knowledge or resource.
Carley, Dekker, and Krackhardt 2000

TYPE: Graph Level

INPUT:

Knowledge: AT:binary; KT:binary; TT:binary
Resource: AR:binary; RT:binary; TT:binary
output: h € [0.1]

Let TAT = TA*TA'

Let N = (T'@TAT)*KT") @KT'

for resource replace KT with RT

Then Knowledge Based Omega = sum(N)/sum(KT)

for resource replace KT with RT

Performance as Accuracy

Measures how accurately agents can perform their assigned tasks based on their access to
knowledge and resources.

Carley, 2002
TYPE: Graph Level

INPUT:
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AT: binary; [AK/KT]: binary; [AR/RT]: binary

outpuT: K €[0.]]

One of the following pairs of matrices must exist: AK/KT, AR/RT. If both exist, then the
measure first concatenates them into [AK AR], [KT RT] and uses them.

Accuracy is computed based on the binary classification problem. It is computed in one
of two ways:

(1) Knowledge based: Let b be a binary string of length IKI, let N=KT", and let S=AK. Fix
atask t.

let
e =T L T‘ '} T‘ R
answer = ( Nrklk ,_,.Nr,k' .5)
1<k =K| 1<k

which is the correct classification of b with respect to task t.
Now, let I={ i | AT(,t)=1}.

let

answer(1) = ( Nikf‘) b,/ Nikf‘) - 511

151c-i|1<:| 151c-i|1<:|
This is agent i's classification of b with respect to t.
The group of agents classify b using majority voting.
That is,
]. T‘ T -

group_answer = (— » answer(1) =.5)

e

1el
Then, if group_answer = answer, then the group was accurate, otherwise not.

This is repeated multiple times for each task, and across all tasks. The percentage correct
is Performance as Accuracy.

(2) Resource based: let N=RT' and S=AR in the analysis of case (1).
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Personnel Cost

Total number of people reporting to an agent, plus its total knowledge, resources, and
tasks.

Carley, 2003
TYPE: Agent Level

INPUT: AA:binary; AK:binary; AR:binary; AT:binary

outpuT: K € [0.1]
Personnel Cost is the sum of the in-degree centrality of all AA matrices in the graph (this
computes the number of agents reporting to each agent), plus the out-degree centrality of

any AK, AR, and AT graphs.

This sum is scaled so that each entity gets a score in [0,1].

Potential Workload — Knowledge or
Resource

Maximum knowledge or resource an agent could use to do tasks if it were assigned to all
tasks.

Carley, 2002

TYPE: Entity Level

INPUT:

Knowledge: AK:binary; KT:binary

Resource: AR:binary; RT:binary

output: R =[0.]
Potential Knowledge Workload for agent i = sum((AK*KT)(i,:))/sum(KT)

for Resource replace AK with AR and KT with RT
Redundancy, Access
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Average number of redundant agents per resource. An agent is redundant if there is
already an agent that has access to the resource.

Carley, 2002
TYPE: Graph Level

INPUT: AR:binary

R = [0.(

OUTPUT: _\"‘ -1 ‘RH

This is the Column Redundancy of matrix AR.

Redundancy, Assignment

Average number of redundant agents assigned to tasks. An agent is redundant if there is
already an agent assigned to the task.

Carley, 2002
TYPE: Graph Level

INPUT: AT

outpur: R = [0, (4= 1) *T]

This is the Column Redundancy of matrix AT.

Redundancy, Column

The mean number of column node edges in excess of one.
TYPE: Graph Level

INPUT: N of dimension m X n

outpur: R € [0.(m—1) *n]

Let M be the matrix representation for a network N of dimension m x n.

let
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d;= max{0,sum(M(:, j)) — 1}

for

1= j=n

this is the number of column entries in excess of one for column j.

Then

', .
Column Redundancy = ‘ T‘
- .."d ]

]=

y,

d. ‘ mn

e,

Redundancy, Knowledge

Average number of redundant agents per knowledge. An agent is redundant if there is
already an agent that has the knowledge.

Carley, 2002
TYPE: Graph Level
INPUT: AK: Binary

R [0,(]4

OUTPUT: -D* ‘K H

This is the Column Redundancy of matrix AK.

Redundancy, Resource

Average number of redundant resources assigned to tasks. A resource is redundant if
there is already a resource assigned to the task.

Carley, 2002
TYPE: Graph Level

INPUT: RT:binary
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OUTPUT: Re [{:}‘ {\‘R‘ N 1) * ‘T‘]

This is the Column Redundancy of matrix RT.

Redundancy, Row

The mean number of row entity edges in excess of one.
TYPE: Graph Level

INPUT: N of dimension m X n

R e[0,(n—1)*m]

OUTPUT: for N dimension m x n
Let M be the matrix representation for a network N of dimension m x n.

let

d,= max{0,sum(M(.:)) -1}

for

l<i<m;

this is the number of column entries in excess of one for row i.
Then

./ \"'

m
=i

4 ] = 1 f_.

b

Row Redundancy = ‘ N'd. ‘..-""111

Shared Situation Awareness

The similarity of actor pairs based on social interaction, physical distance, and socio-
demographic data.

Graham, 2005

TYPE: Agent Level | Dyad Level
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INPUT:

AA: interaction/communication
AA: physical proximity
AA: socio demographic similarity

OUTPUT:

Agent Level: R | not scaled

Dyad Level: R ., not scaled

SSA consists of weighted terms of interaction between actions.

Let
.3, v, 0. L be Real number (these are weights).

Let A = Agent x Agent interaction/communication matrix
Let P = Agent x Agent physical proximity matrix

Let S = Agent x Agent social demographic similarity matrix
Let e = eigenvector centrality measure computed on A

Let G = dyadic geodesics computed on A

Then the SSA measure between agents 1 and j is:

05(1, )

SSA(L 7) = ce() e()) +pPP(L 1) + ——=
v( 3(1, ]\J

+ pA(L 1) AQ,1)

Simmelian Ties

Computes the normalized number of entities to which each node has a Simmelian tie.
Krackhardt, 1998
TYPE: Entity Level

INPUT: N: square, binary, symmetric
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outpuT: K €[0.]]

Let N be a square network with n entities. The Simmelian Tie value for entity i is
computed as follows:

let NS = network N symmetrized using the Intersect (Minimum) method.

All cliques of size >= 3 are computed on NS and clique membership is recorded. Let C;

be the number of entities that are in a clique with entity i.

Then the Simmelian Ties value for emtity i is C:’.

Span of Control

The average number of out edges per node with non-zero out degrees.
Carley, 2002

TYPE: Graph Level

INPUT: N: square, binary

R [0,

OUTPUT: ~

~1]

let S = set of entities in V that have positive out-degree

let

K= > outDegree(i)

iel
Then

Span of Control =K/ ||

Speed, Average

The average inverse geodesic distance between all entity pairs. The highest score is
achieved for a clique, and the lowest for all isolates.

Carley, 2002
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TYPE: Graph Level

INPUT: N:square, binary

outpuT: K £[0.]]

Average Speed is the average of the Inverse Closeness Centrality for the network entities.

Speed, Minimum

The maximum shortest path length between entity pairs (i,j) where there is a path in the
network from 1 to j. If there are no such pairs, then Minimum Speed is zero.

Carley, 2002
TYPE: Graph Level

INPUT: N:square, binary

outpuT: K £[0.]]

Minimum Speed = 1 / (Levels for the Network)

Task Completion —
Knowledge Based / Resource Based

The percentage of tasks that can be completed by the agents assigned to them, based
solely on whether the agents have the requisite knowledge to do the tasks.

Carley, 2002

TYPE: Graph Level

INPUT: AK:binary; AT:binary; KT:binary
output: R [0.1]

Find the tasks that cannot be completed because the agents assigned to the tasks lack
necessary knowledge.

let
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Need =[(AT*AK) - KT]
let
S={i|l<1= ‘T‘ 3 j: Need(i,j) <0}

Knowledge Based Task Completion is the percentage of tasks that could be completed =
(ITI-ISI / ITI

Resource Based Task Completion is analogous, replacing AK with AR and KT with RT.

Transitivity

The percentage of edge pairs {(i,j), (j,k)} in the network such that (i,k) is also an edge in
the network.

NetStat

TYPE: Graph Level

INPUT: N:square, binary

outpuT: R €[0.1]

Let G = (V,E) be the graph representation of the square network.
let

I={(19.k) =£V?¥]|13.k distinct }

let

Potential = { (15.k) €1 |(1y)€E, and (j.k) €E }
let

Complete = { (1,).k) = Potential | (1.k) =E }

Then

Transitivity = [Complete| / [Potential

2007 ORA Users Guide - Page 97



Triad Count

The number of triads centered at each entity in a square network.
NetStat
TYPE: Agent Level

INPUT: N:square, binary

~ 10 (1 — 7
OUTPUT: Ze [{'}‘ (n 1 -\J'(H = \J'] for N dimension n.
Let G=(V,E) represent a square network with n entities.

And let Triad be a matrix of dimension n X n.

Triad(1,1) =0
Triad(ij) = card{ k |k '=1, k'=); AA(1)) " AA(Lk) 7 AAk)) }. 12

Then

the Triad count for agent 1 = sum(Triad(1.:))

Under Supply —
Knowledge / Resource

The extent to which the knowledge/Resource needed to do tasks are unavailable in the
entire organization.

Carley, 2002
TYPE: Graph Level

INPUT: AK:binary; AT:binary; KT:binary

outpuT: K £[0.]]

This is the number of required knowledge not available to tasks based on the current
agent task assignments normalized by the number of tasks.
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Knowledge Under Supply = sum(dich( KT - AK"*KT)) / ITlI

Under Resource Supply is analogous, replacing AK with AR, and KT with RT.

Upper Boundedness, Krackhardt

The degree to which pairs of agents have a common ancestor.
Krackhardt, 1994
TYPE: Graph Level

INPUT: N: square, binary

outpuT: K £[0.]]
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Adding and Removing Entities In The
Editor

The MetaMatrix Composer is accessed through ORA's main interface and allows you to
add or remove entities and entitysets by creating or removing attributes you wish to
associate with your MetaMatrix. An attribute is a label that you wish to give a particular
entity and can literally be anything you wish (worker, leader, Africa, March, 1989, etc.)
Attributes can be used to define entities and entitysets according to your specific
descriptions. For example, if you wanted to add the attribute leader to describe several
entities, you can go directly inside the MetaMatrix Editor and give attributes to those
entities which you attribute the description leader.

From ORA's main interface > "Editor"” tab > Enter desired attribute
under selected row and column for appropriate entity.

The black ellipses below highlight how to access the MetaMatrix Editor from ORA's
main interface.

<1 ORAz Organizational Risk Analyzer v, 1.5.6

Fle Edt Wew DrpobDstsset Evshisbon  Duts Viuslioshon  Dats Marsgsres Heip
5 i #5882 4ese = #T T
Irput Dabaget : Compe
13- o _ra_ten_isant £ = = = — e |
----- mgeni| se 611 Fiim slirbutedl | sfribuba’d sirbuiwt | bl | airbubeX) | bl i dnd !
K |

agant % sgant (sgent-igent] | ian_raman astonauts | A

| ormse_oth
lahm?ﬂ_n:
.||rr.a'_|1nl [
.ahmr:l_la |
|chei_satan |
'rasd_ma:i
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o |gul_agha | | | any

10 Ibagn_kh.an o

i Iadh:r\.'\u_hu I I | wuorshipar |

12 |Hnader b |
12 feardo_m
14 hmﬂll_k‘ush
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Copy / Paste Editor Values
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Creating a new Entity Set

There are times you need to create a new Entity Set with existing values from another
Entity Set. For example, I will create a second Entity from the set [agent] size: 15.

=38 - embassy_tanzania_ct_periodS
UL 5=t ] size: 15

------ ooo [event] size: 3
. ...... ooo [knowledoe] size: 4

Select the Add New Entity Set... button.

#on0 —ana| $°3° —"7°

1|
V\ﬁ Add Mew Ertity Set.,, P
Ll

This will bring up the Create Entity Set dialog box. I give it a new name, Agent-new,
leave the type as Agent, and set the Enter a size for the entity set to 15 in order to match
the existing set. The select the [OK] button.

. = Create Entity Set

Please select the id and type For your new entity set,

IC:
!.ﬁ.gent-new |

I'_I'_y_f_pe:
|Agent v

measures For this organization. You can select an existing bype or enter a new one.
Mat all entity set bypes are recognized by all ORA measures,
Refer ko the help file for more information.

A new Entity set will appear in the left panel, [Agent, Agent-new] size: 15.

E}m— embassy_kanzania_ck_perinds

Go back to the original Entity set.
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=33 8- embassy_tanzania_ct_periods

o= 1=[= M et ] size: 15

------ ooo [event] size; 3

------ ooo [knowledge] size: 4

Move the pointer into the topmost cell and Left-Click. This selects the entire column of
values.

Title
1 moharme $ .
z khalfan_rm...
3 moharnm...
4 ahmed_th...
5 fazul_rmoh...
] hin_laden
7
PR e
9
10
11
12 jihad_mao...
13 mahmud_...
14 abdullah_...
15 abdal_rah...

From the main menu select Edit > Copy Editor Values

s Metatlatrix: Manag

KI:DFIITI Editor Yalues

Paste Editar Yalues

Copy Entity Set(s)
Paste Meta Matrix

Preferences

Re-Select the new Entity set.

E}m— erbassy_kanzania_ct_periods
- ------ ooo [agent] size: 15

ol TN Aok, Agent-new] size: 15

------ ooo [event] size: 3

Move the pointer into the topmost cell and Left-Click. This selects the entire column of
values that you want to replace.
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Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .

(AL
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L T Y S T e T
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From the main menu select Edit > Paste Editor Values

MetaMatrix Manag

Copy Edikar Yalues

Paste Editor Yalues

Copy Entity Sekls)
Paste Meta Matrix

Preferences

The values are now copied into the new Entity set.
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Title ]

mohamed.: FEE =TI

Ela Acent-new. .
= Agent-new. .
ahmed_th... FsElpi=rms
fazul_moh... ERE ST
hin_laden  FRsElpigl=rmm
ali_moha... FEERSETI.
Agent-new...
Agent-new. .
BN Aoent-new...
B Anent-new..
Agent-new...
mahmud_... EE =T
abdullah_... FElpi=res
abdal_rah... FEESETI.

L T Y S T e T

el el e
0| | L | M| = | O

Creating a new {Partial} Entity Set

There may be times when you need to create a new Entity set but only need some of the
values from an existing set. The procedure is similar to that above.

Again, Select the Add New Entity Set... button.

#oga =oma 4°7° —"1°

L
V\ﬁ Add Mews Ertity Set.,, P
ILaI

This will bring up the Create Entity Set dialog box as before. But this time we'll create a
different sized Entity set from the original.

Give the set a new name, Agent-new-2, leave the type as Agent, and this time set the

Enter a size for the entity set to 4 in order to match the existing set. The select the [OK]
button.
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. - Create Entity Set

Please select the id and tyvpe For your new enkity set,

I

i.ﬁ.gent-new-z |
The id is the name of this enkity set,

Type:

i.ﬁ.gent b d |
The type determines haw this entity set will be used when ORA calculakes
measures for this organization, You can select an existing type or enter a new one,

Mot all entity set types are recognized by all ORA measures,
Refer to the help file For more information,

Enter a size for the entity set; 4 ﬂ

[ Ok ][ Cancel ]

The new Entity set, [Agent, Agent-new-2] size: 4 appears in the left panel.

E}m— ermbassy_tanzania_ct_periods Title i8]
- ------ ooo [agent] size: 15

Anent_1 Agent-new. .
Agent_2 Agent-new...
Anent_3 Agent-new. .
Agent_4 Agent-new...

- ooo [Agent, Agent-new] size: 15

------ [Agent, Agent-new-z] size: 4
i ooo [event] size: 3

BT O T T

i ooo [knowledge] size: 4

Re-Select the original Entity set. Move the pointer to the first value you want to copy.
Move the pointer to the last value you want to copy. Press and hold the Shift key and
Left-click the last value.

E}m— embassy_tanzania_ct_periods 1 rnoharned...
------ [agent] size: 15

------ ooo [Agent, Agent-new] size: 15
...... ooo [Agent, Agent-new-2] size: 4
------ ooo [event] size: 3

...... ooo [knowledge] size: 4

------ ooo [location] size: 54

Re-Select the new Entity set and Left-Click in the top cell to select all the values.

Em— embassy_tanzania_ct_periodS
- ------ ooo [agent] size: 15
------ ooo [Agent, Agent-new] size: 15
- ------ [Aaent, Agent-new-z] size: 4

Agent-new...
Agent-new. .

Agent-new...

------ ooo [event] size: 3
i ooo_[knowledge] size: 4 SREIL ¢ AQENt NEw.
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From the main menu select Edit > Paste Editor Value

|a[ N MekaMatrix: Manag
Copy Editar Yalues

Paste Editar Yalues

Copy Entity Set(s)
Paste Meta Matrix

Preferences

The four values form the original 15 have been copied into a new, smaller, Entity set.

E}m— embassy_tanzania_ct_periodS
""" oo [agent] size: 15 khalfan_m... ERENE =
- oo [Agent, Agent-new] size: 15

i " . e moharmm... FEER=r
e [Agent, Agent-new-2] size: 4

ahmed_th... FRsElpi=rms

- ooo [event] size: 3
. oo Tosledae] size: 4 fazul_moh... EEEEEi=rs

Analysis

CNEREEN Daka Yisualizakion

Generate Reporks
Report Selection Wizard
Mebwork, Optimizer
Measures Manager
Cryad Measures Tool
Attribute Partition Tool

Mear-Term &nalysis

Generate Reports — Brings up a dialog box that enables you to choose to run any report
on any currently active MetaMatrix then select the format you want the results.

Report Selection Wizard — Assists you in selecting the best reports for the selected
MetaMatrix.

Network Optimizer — Creates new MetaMatrices based on an existing MetaMatrices
using a particular set of measures. Use this tool to maximize one or more measures within
your organization by changing network variables and analyze your organization under
various scenarios.

Measures Manager — The option allows you to choose which measures are to be used in
generating reports for the selected MetaMatrices. The dropdown menu allows you to
chose measures lists which divide them up into categories such as: Slow Measures,
Critical Risk Employees, and Resource Allocation Risk.
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Dyad Measures Tool — Use this tool to produce new graphs from existing MetaMatrices
using specific measures. You can either create new MetaMatrices or append these graphs
to existing MetaMatrices.

Attribute Partition Tool — Creates new MetaMatrices using an existing MetaMatrices and
uses attribute values to affect the result.

Near-Term Analysis — Tool used to detect the results when a set of entities is removed
from an existing circumstance. See Lesson 7 for more information.

ORA Charts

Charts
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

Three charts are available: The Bar chart, Scatter Plot, Histogram, and Heat Map. ORA
Charts can be accessed through the Main Interface by clicking the View Charts For This
MetaMatrix button in the MetaMatrix Composer window pane or from the Main Interface
drop down menu.

From the Main Menu select Data Visualization > Charts; OR

Select the [Charts] button.

In the screen shot below, ellipses highlight both methods to access ORA Charts.

B=ES

- = DRA: Organizational Risk Analyzer v. 1.8.1
File Edit PstaMatnix Management Generabe Networks Analysis JEESRESFEUREITT]

L5 | #338 ~£12 oo —aus 407 43¢

: [ Al
Pahan: Kanager - " View Measures Over Time
E s e8dembassy_tanzania_ck2 : ; JIL
aoe [agert] size: 16 Metal  View Nebwork Over Time nzania_ctZ
ZiE Drill-Diwan Window F

e [knowledge] size: 4 Metal ; dora_javalsample dstalembassy_tanzania_ck2.xml
oee [event, manual_event] size: 3 GIS =
ooo [location, manual_location] size: 54 Loorm ﬂ | "ate Visualze | = View Charts |
ooo [resource] size: 4 —
osee [rask] size: 5 Statistics
*3® agenk x agent [Agent x Agent] Enitity Set Names (Size): [=gent] size: IE..J' [‘svurl:, n_lanlua!_mnt] size: 3; [knowledge] size
S agent x knowledge [Agent » Enowledge] [resource] size: 4; [task] size: 5;
*$* agent x manual_evenk [Agent x Event] Entity Set Count: 6
*$* agent x manual_location [Agert x Locatio Entity Count: a6
=T® agent x resowce [Agent x Resource] Edge Court: 1258
*T* apent x task [Agent x Task] Graph Count: 14

Lo ®F® knowledge x task [Knowledge x Task] | Total Densky: 0.23798115 3l
o s JNPPRRPY TR SRR Y | SR S Y, |

> 4 >
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After choosing Reports, the following pop-up window will appear. Select the entityset
you are interested in Charting and select the [Next] button. For this example, we will
simply select the currently loaded entityset Agents. ORA produces the following Bar
Chart, displayed in the screen shot below.

: = Chart Results: [agent] size: 16

Lize this: windos to views measures Tor the Metabtatrix

Select a nodeset to viewr then chck Nexd:

[senk] size: 16 b

[kroswledge] size: 4

[vent, manual_svent] sie: 3
[location, manual_location] size: 54
[resource] size: 4

[bask] size: 5

[ ned= | [ cose |

By now, you should be able to access ORA Charts by loading a MetaMatrix by either

using the [Charts] button in the MetaMatrix Composer window pane or from the Main
Menu of the main interface. See Chart Types Explained for more detailed information
about the four chart types.
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- = Chart Results: [agent] size: 16 |Z"§|®
File

| Bar Chaet | Scatter Plod | Histooram

Use this panel to create bar charls of Ora measures.

Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the charl for more options.

Select & messure to view: (Cerfraity, Column Degres: Agertxagent | Sort By: |Vahue v
] show tep: | lmde:s [¥] Shover names

n="16 min=00 max=04 mean=01166 std. dev. =0.1108

Centrality, Column Degree
.00 D.l:'.IIE D'.”J D.:IE I:I.IEIZI 0.25 D.:IIEI 0.35 0.40

Wadih al Ha
hohammed Ra
usama Ein L
Alcullah &k
Mohammed Sa
Ali Mohamme

'[

I

al-F avewaz
Abdal Rakhma
Fazul Alkdul
Jimad Moham
abouhalima

Il

Khalfarn FKha |
Almed the G |
Ahmed Khalf |
Mohammed S2 |
al=Fadl |

Chart Types Explained

Below are examples of each type of ORA charts: Bar Chart, Scatter Plot, and Histogram.

ORA Bar Chart
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

A bar chart, also known as a bar graph, is a chart with rectangular bars of lengths usually
proportional to the magnitudes or frequencies of what they represent. Bar charts are used
for comparing two or more values. The bars can be horizontally or vertically oriented.
Sometimes a stretched graphic is used instead of a solid bar.
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- = Chart Results: [agent] size: 16
File

;E‘Hrﬁ'ﬂ‘l Scatter Plot | Histoaram

Lize this panel to cresle bar chars of Ora messures.
Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the charl for more options.

Select ameasure o view: Cerfralty, Colurn Degree: AgertxAgert ¥ | SoiBy: [Vake v
] show tep: | Imdts Shiw Hames
n=16 mn=00 max=04 mean=01166 =5td dev. =0.1108

Centrality, Column Degree
.00 D.l:'.rﬁ D'.”J 0.15 I:I.IEIZI 0.25 G.IEEI D.?E D.:il'l:l

wadih al Ha
Mahammed Fa IR
usama Ein L
Andullah an I
Mohammed Sa NG
Ali Mohamme NG
al-F awwaz
Abdal Rahma
Fazul akdul N
Jimad Moham _
abouhalima S
Khalfarn FKha |
Ahmed the G |
Almed Fhalf
Mohammed 52|
al=F sl

Scatter Plot
Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

A scatterplot, scatter diagram or scatter graph is a chart that uses Cartesian coordinates to
display values for two variables. The data is displayed as a collection of points, each
having one coordinate on the horizontal axis and one on the vertical axis.

A scatterplot does not specify dependent or independent variables. Either type of variable
can be plotted on either axis. Scatterplots represent the association (not causation)
between two variables.

A scatterplot can show various kinds of relationships, including positive (rising), negative
(falling), and no relationship. If the pattern of dots slopes from lower left to upper right, it
suggests a positive correlation between the variables being studied. If the pattern of dots
slopes from upper left to lower right, it suggests a negative correlation. A line of best fit
can be drawn in order to study the correlation between the variables. An equation for the
line of best fit can be computed using the method of linear regression.
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- = Chart Results: [agent] size: 16

File
Bar Chart | Scatier Pit | Histogram
Use this panel to creste scalter plots of Cra measures.
Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the chearl for more options.
¥ acds: Centrality, Column Degree; Agerixagent | ez Boundsry Spanner: Agentxiugent b
n=16,r=0.7240, r1 =0.5242, m=24734, b =-01010
Centrality, Column Degree: AgentxAgent x Boundary
Spanner: AgentxAgent
1.0 [ ol ]
0.0
0.8
_ o7
a
S om-
m
G 05
5 04/
=
c
S 03
® 02/
0.1 1
001 ~"m u o
044
0.00 0.05 0.10 0.15 020 025 030 035 0.40
Centrality, Column Degres
o ) e
Histogram

Charts — Charts Explained — Bar Chart — Scatter Chart — Histogram

In statistics, a histogram is a graphical display of tabulated frequencies. A histogram is
the graphical version of a table which shows what proportion of cases fall into each of
several or many specified categories. The histogram differs from a bar chart in that it is
the area of the bar that denotes the value, not the height, a crucial distinction when the
categories are not of uniform width (Lancaster, 1974). The categories are usually
specified as non-overlapping intervals of some variable. The categories (bars) must be
adjacent.

The word histogram is derived from histos and gramma in Greek, the first meaning web

or mast and the second meaning drawing, record or writing. A histogram of something is
thus, etymologically speaking, a drawing of the web of this something.
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- = Chart Results: [agent] size: 16
File

............... ';I
Lize this panel to view histograms of Ora measures.
Measures whose values do not vary are simscktheough- and not available for viewing,
Right-click the charl for more options.

Select & measure to view: [Boundary Spanner. AgentxAgent v

Murrier of Bins: 55

Boundary Spanner: AgentxAgent

& 8
a
Ea
@
= 0
B
4
3
2
[
o : . - . . —
oo . i 03 0.4 05 og 0.7 o.e 00 1.0
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Copy / Paste Editor Values

Creating a new Entity Set

There are times you need to create a new Entity Set with existing values from another
Entity Set. For example, I will create a second Entity from the set [agent] size: 15.

=38 - embassy_tanzania_ct_periodS
UL 5=t ] size: 15

. moo [event] size: 3

v oon [knowledge] size: 4

Select the Add New Entity Set... button.
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#oga =oma 4°7° —"1°

L
V\ﬁ Add Mews Ertity Set.,, P
]

This will bring up the Create Entity Set dialog box. I give it a new name, Agent-new,
leave the type as Agent, and set the Enter a size for the entity set to 15 in order to match
the existing set. The select the [OK] button.

. - Create Entity Set

Please select the id and tyvpe For your new enkity set,

I

r

[Agent-new |
The id is the name of this enkity set,

Type:
i.ﬁ.gent b d |

measures for this organization, You can select an existing type or enter a new one,
Mot all entity set types are recognized by all ORA measures,
Refer to the help file For more information,

Enter a size for the entity set; | 15/ %]

A new Entity set will appear in the left panel, [Agent, Agent-new] size: 15.

E}m— embassy_kanzania_ck_perinds
i ooo [agent] size! 15

Go back to the original Entity set.

=38 - embassy_tanzania_ct_periodS
UL 5=t ] size: 15

------ ooo [evert] size: 3
------ ooo [knowledge] size: 4

Move the pointer into the topmost cell and Left-Click. This selects the entire column of
values.
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Title
N

1 moharmed:.
2 khalfan_rm...
3 moharmm...
4 ahmed_th...
5 fazul_mmoh...
f hin_laden

K

g o

9

10

11

1z jihad_ma...
13 mahmud_...
14 ahdullah_...
15 ahdal_rah...

Paste Editar Yalues

Copy Entity Set{s)
Paste Meta Matrix

Preferences

Re-Select the new Entity set.

=-#22 - embassy_tanzania_ct_periods
- ------ ooo [agent] size; 15

Move the pointer into the topmost cell and Left-Click. This selects the entire column of
values that you want to replace.
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Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
Agent-new...
Agent-new. .
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From the main menu select Edit > Paste Editor Values

MetaMatrix Manag

Copy Edikar Yalues

Paste Editor Yalues

Copy Entity Sekls)
Paste Meta Matrix

Preferences

The values are now copied into the new Entity set.
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Title ]

mohamed.: FEE =TI

Ela Acent-new. .
= Agent-new. .
ahmed_th... FsElpi=rms
fazul_moh... ERE ST
hin_laden  FRsElpigl=rmm
ali_moha... FEERSETI.
Agent-new...
Agent-new. .
BN Aoent-new...
B Anent-new..
Agent-new...
mahmud_... EE =T
abdullah_... FElpi=res
abdal_rah... FEESETI.

L T Y S T e T

el el e
0| | L | M| = | O

Creating a new {Partial} Entity Set

There may be times when you need to create a new Entity set but only need some of the
values from an existing set. The procedure is similar to that above.

Again, Select the Add New Entity Set... button.

#oga =oma 4°7° —"1°

L
V\ﬁ Add Mews Ertity Set.,, P
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This will bring up the Create Entity Set dialog box as before. But this time we'll create a
different sized Entity set from the original.

Give the set a new name, Agent-new-2, leave the type as Agent, and this time set the

Enter a size for the entity set to 4 in order to match the existing set. The select the [OK]
button.
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. - Create Entity Set

Please select the id and tyvpe For your new enkity set,

I

i.ﬁ.gent-new-z |
The id is the name of this enkity set,

Type:

i.ﬁ.gent b d |
The type determines haw this entity set will be used when ORA calculakes
measures for this organization, You can select an existing type or enter a new one,

Mot all entity set types are recognized by all ORA measures,
Refer to the help file For more information,

Enter a size for the entity set; 4 ﬂ

[ Ok ][ Cancel ]

The new Entity set, [Agent, Agent-new-2] size: 4 appears in the left panel.

E}m— ermbassy_tanzania_ct_periods Title i8]
- ------ ooo [agent] size: 15

Anent_1 Agent-new. .
Agent_2 Agent-new...
Anent_3 Agent-new. .
Agent_4 Agent-new...

- ooo [Agent, Agent-new] size: 15

------ [Agent, Agent-new-z] size: 4
i ooo [event] size: 3

BT O T T

i ooo [knowledge] size: 4

Re-Select the original Entity set. Move the pointer to the first value you want to copy.
Move the pointer to the last value you want to copy. Press and hold the Shift key and
Left-click the last value.

E}m— embassy_tanzania_ct_periods 1 rnoharned...
------ [agent] size: 15

------ ooo [Agent, Agent-new] size: 15
...... ooo [Agent, Agent-new-2] size: 4
------ ooo [event] size: 3

...... ooo [knowledge] size: 4

------ ooo [location] size: 54

Re-Select the new Entity set and Left-Click in the top cell to select all the values.

Em— embassy_tanzania_ct_periodS
- ------ ooo [agent] size: 15
------ ooo [Agent, Agent-new] size: 15
- ------ [Aaent, Agent-new-z] size: 4

Agent-new...
Agent-new. .

Agent-new...

------ ooo [event] size: 3
i ooo_[knowledge] size: 4 SREIL ¢ AQENt NEw.
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From the main menu select Edit > Paste Editor Value

|a[ N MekaMatrix: Manag
Copy Editar Yalues

Paste Editar Yalues

Copy Entity Set(s)
Paste Meta Matrix

Preferences

The four values form the original 15 have been copied into a new, smaller, Entity set.

=-#22 - embassy_tanzania_ct_periods
- ------ ooo [agent] size; 15

: L ET e Acent-new. .
- oo [Agent, Agent-new] size: 15

mohamm... FEE =TI

. ...... [4gent, Agent-new-2] size: 4
o oon [event] size: 3
. oo Tosledae] size: 4 fazul_moh... EEEEEi=rs

ahmed_th... FRsElpi=rms

Default and Advanced Experiment Type

The Default and Advanced Experiment Type options are relevant to both the Monte
Carlo and Simulated Annealing Optimization methods. If you select "Default" option in
the Network Optimizer window pane, for either Monte Carlo or Simulated Annealing, no
further input is necessary. Simply select the Next button. If you choose "Advanced" the
following screen appears (screen shot below) requesting parameter input respective to
either the Monte Carlo or Simulated Annealing optimization method.

Monte Carlo

This screen shot below requests parameter input for an "Advanced" Monte Carlo
Simulation. The recommended value for the Monte Carlo Experiment is between 50,000
and 500,000.
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- = Network Optimizer

Morte Carlo Sirnulstion Parameters

Pleaze Enter Mumber of Experiments : |

|_ =--Previous J[ Mext--= ] [ Cancel

Simulated Annealing

This dialog box allows the input of the parameters for the Advanced Simulated
Annealing optimization.

The recommended value for Initial Temperature is around 100.

recommended value for Temperature Coefficient is around 0.95.
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- = Network Optimizer

Simulated Annealing Parameters

Enter Initial Temperature : |
Mote © Values betvween 30 and 200 recommended

Enter Temperature Coefficient [
Mote © Values between 0.65 and 0.995 recommended

[ =--Previous ][ Mext--= ] [ Cancel ]

Tip! The term "Simulated Annealing'' draws its inspiration from
metallurgy, where essentially atoms within a metal are heated thereby
dislodging them from a metal's internal structure transforming the
metal into another atomic state. In this way, your organization is
""heated'' changing its components in the attempt to arrive at an
optimized state.

Data Visualization

Drata Yisualization WgEs
Charts
Wisualizer
Wiew Measures Ower Time
Wigw Metwork Over Time
Dorill-Crover windoe
&Is

Lo
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Charts — When run this function will plot the three graphs, Bar Chart, Scatter Plot, and
Histogram on the choosen Matrix.

Visualizer — This menu item calls up the Visualizer.
View Measures Over Time — Requires multiple MetaMatrices. First plots points for
measure selected on each of the Matrices active with the option to see a direct line from

the earliest to the latest point.

View Network Over Time — Requires multiple MetaMatrices. Displays entities and edges
for each of the active MetaMatrices

Drill-Down Window — Allows for quick, plotting of entities connected to a choosen
entity.

GIS (Geographical Information System) — Analyze, forecast, and visualize a wide variety
of spatial interactions and networks within a global-scale.

Loom — Works with entities moving between places over time. Requires the use of a
trailset.

Generate Networks

Generate Metworks W e Ry

Randomize Existing Metwork,

Create Skylized Mebwork, b

Caonstruck TrailSek

Generate Networks according to predefined algorithms

Randomize Networks

Scrambles the edges of a graph

Create Stylized Network

Generates new MetaMatrices using various Mathematical formulas.
Construct Trailset

Coming soon

2007 ORA Users Guide - Page 121



The GIS Visualizer

Data load in ORA main window

e Before running ORA GIS, a DynetML file should be loaded in the ORA main
window.

The data to visualize should be highlighted.

MetaMatrix Manager

------ ooo [Agent] size: 69

------ ooo [Event] size: 916

------ ooo [Locakion] size: 134

------ ooo [Task] size: 1475

------ =%® Agent x Agent [Agent-Agent-SharedInformation]
------ #2*® Agent x Agent [Agent-Agent-SharedIinformationEw
------ #2* Agent x Agent [Agent-Agent-SharedInformation]Ge
------ #2*® Agent x Agent [Agent-Agent-SharedInformation;Ta
------ *3*® Agert x Event [Agent-Event-Craated]

------ 9 Agert x Event [Agent-Event-Modified]

------ 9 Agent x Location [Agent-Lacation-Created]

------ 9 Agent x Location [Agent-Location-Madified]

------ =%® Agent x Task [Agent-Task-Created]

------ #2*® Agent x Task [Agent-Task-Modified]

------ #2*® Event x Event [Event-Event-Proximal{ <=250,0m}]
------ #2*® Event x Location [Event-Location-Proximal{ <=250.1]
------ S92 Fuenk x Task [Event-Task-Proximal{ <=250.0rm)]

Run ORA GIS

e After loading data, select Data Visualization > GIS.
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Ciata Visuslization [gEs
Charts
Visualizer

View Measures Owver Time
View MNetwork Over Time
Orill-Down Window

Loom

e Then, ORA will display ORA GIS window showing the geospatial distribution of
the entities across the world.

Y

| L
HEREEETENREEREEEFEREEERE I W R e R kP % B ®m ®» ® b &

Re-center and zoom-in
You can re-center:

1. Changing mouse mode as a recenter mode (click the recenter mode in the toolbar)
2. Clicking a point of the map.

You can zoom-in and zoom-out:

1. Changing mouse mode as a zoom-in/out mode (click the zoom-in/out mode in the
toolbar)
2. Clicking a point of the map.
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Fle Display Anabsis

| | Zoom-out mouse
OlOIOIO®

Entity selection mouse Zoom-in mouse
mouse mode mode mode

Or, you can use other zoom-in/out methods in the toolbar.

Zoom-Ini¥ 23 Zoom-Cukl) 23 Zoom Ievel:g 1:120,000,000

/

YVarious zoom infout methods in the toolbar

.-"_"\-\.-“"_\"'"\f-\. |

- CF

. g
(T "

Label display and entity size

e You can display the labels of the entities by changing the label button in the
toolbar.
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Smaller label font

-
=
Bigger
Label label font
onfoff
2 ———
| 4 I| o
% ';—z_ ) : -Tﬂ-;
.'.I ('{I - - ml' =2
| _." "“-H\_\_._.- 'J#" | — - e o
.-: ,l[ = I

button in the tool bar.

Lbl | oaA

Entity size adjustment
Also, you can adjust the size of the entity by changing the entity display mode
You can change the entity display mode by clicking the display mode change

A

=

MNode display mode
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e The entity size will represent the number of the entities in the region.

Edge display

e You can turn on/off edge display by selecting form the menu Display > Show
edge.

Digplay: gk

Copy the chart in the clipboard

Display general information »

Show labels

Display method for overlapping nodes »

Line type 4
Displayved networks ’
Zoom in

Zoom out

Maximum zoom out
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Selective network display (1)

e You can selectively display networks. First, you can hide all the displayed
networks by selecting form the menu Display > Displayed Networks > Hide all
networks

Copy the chart in the dipboard
| Display generd nformation *
| # Show edges
Show Labets i
Display methed for overlapping nodes » |
Line type ¥

Show all retworks
Zoom n e al networks
Zoorn ouk  [who does what]
Madrninm zoom out » Agent-Event-Created

« fgent-Locaton-Created

« [who does what]

« Agent-Event-Modfied

» Agent-Locaton-Modfied

| o [who knows wha]

o [who knows wha]

o [who knows wha]

# [who knows wha)

» Task-Task-Proximal(<=250.0m)

» Evenit-Task -Prosarmal <= 250.0m)

¥ Event-Event-Proximall < =250.0m)

¥ Lacator-Locator-Proxirmal( < = 250.0m)

» Location-Task-Prosamal] <= 250.0m)

¥ Event-Location-Proximal(< =250.0m)

Displayed networks
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e Then, you can select the network you want to show by selecting from the menu
Display > Displayed Networks > [who knows who].

B s
Copy the chart in the cipboard
Display genera information »
v Show edges
Show labels
Display methed for overlapping nodes »
Line type ¥
T - s
Zoom n Hide all networks
Zoom out [who does what]
Maxirmum zoom out Agenit-Event-Created
Agent-Location-Created
[who does what]
Agent-EvertModified
Agent-Location-Modified
[k knows who ]

Selective network display (2)

e This is the result of showing only who-knows-who network and turning on the
label display.
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Distance network creation
You can create a distance network among the displayed edges.

1. Select on the menu Analysis > Show a distance network

Clear the analysis results

Shew a distance network

2. Set the threshold for edge generation.

X

Distance threshald

Input the distance threshold for edges (Unit: KiloMeter)
300 |

[ Ok ] I Cancel l

3. Then ORA GIS tells you how many edges are created and the created edges will
be in the map with blue links.

‘jg) Finished, Found 43 edge(s)
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Add general locations of interest

e ORA GIS can show the world cities, airports and harbors. Select Display >
Display general information > Add airports.

Arebvss
the chart in the dipboard

Copy
v Show edges
v Show labels
Display method for overlapping nodes »
Line type ¥
Dhsplayed networks ¥
Zoomn

Loom out

Mezarnirm zoom out

e Then, the map will show the airports. This will give you some chance to reason
how closely the entities are located to the important locations of interest.
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Clip board copy of the image

e From the menu select Display > Copy the chart in the clipboard

Analysis

e chart in the clipboard

Cisplay general information »

v Show edges
v Show labels

Cisplay method for overlapping nodes »

Line type »
Displayed networks r
£00m in

Zoom out

Maximum zoom out

e ORA GIS will copy the image to clipboard, so you can paste the image on MS
Word or MS Powerpoint.
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Entity selection

¢ Change the mouse mode to entity selection mode by clicking a button in the
toolbar.

elect the entity on the map

e Then, click one of the entities on the map, then you will get a popup window
displaying the detailed information of the entity at the location.

2007 ORA Users Guide - Page 132



nfo. (lat:40. 1670321 = (B3

B o+ (B8 i ow e om | By owesemd s Dl o e 216016 (et bnghate)
= aperk (1)
5 ] TACZ:4ID (TAC2:410)
& bypeaclser
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Matrix Algebra

The Matrix Algebra allows you to perform mathematical operations on two matrices. The
options in ORA are addition, subtraction, and multipication. These functions help spot
strong and weak connections within a Matrix.

I start with one MetaMatrix loaded.

MetaMatrix Manager
e e lembassy_tanzania_ck?

From the menu select MetaMatrix Management > Matrix Algebra...

The Matrix Algebra dialog appears. There are six areas which you can manipulate. These
are each described below the dialog box.
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Note: Both matrices should be the same dimensions.

1.

Lhda W b

@)

Add: This function adds together corresponding cells of two different

- = Matrix Algebra

Idse this window to add, subtract, or mulkiply graphs within a Metalatriz,
You can seleck bwa ar mare graphs, The value of each edae will be rmulkiplied By
the specified weight before the operation takes place.

Select a MetaMatrix;:
|embassy_tanzania_ct2 b I

Select an operation:

' Add v |

LU TR |

Select graph 1: Wieight:
w i

!agent » agent [Agent x Agent] | !

Select graph 2: Weight:

| @gent x agent [Agent x Agent] w : il |

[ Add another graph ]

Enter a name for the new graph:
\mewGraphi]

The new graph will be added ko the MetaMatrix selecked abowve,

Cancel ] [ o, ]

Select a MetaMatrix

embassy_tanzania_ct2

embassy _tanzania_ctz

This dropdown menu will show all the MetaMatrices you currently have active.
To perform a math function on a matrix, highlight it in the dropdown menu.

Select an Operation

This option allows you to choose which operation, Add, Subtract, or Multiply,
you want to perform on the graphs.

graphs.
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o Substract: his function subtracts together corresponding cells of two
different graphs.

o Multiply: Multiplication is slightly different than the add or subtract. The
number of rows in the first Matrix must equal the number of columns in
the second. A Matrix can be multipied by itself to help reveal specific
strong and weak areas.

3. Select Graph 1:

Next select the first graph you want to work with.

agent x agent [Agent x Agent] "

agent x agent [Agent x Agent]

agent x knowledge [Agent x Knowledge]

agent x manual_gvent [Agent x Event]

agent x manual_location [Agent x Location]

agent x resource [Agent x Resource]

agent x bask [Agent x Task]

knowledge x task [Knowledge x Task]
manual_event x agent [Event x Agent] W

4. Select Graph 2:
Then select the second graph to do the algebra on.

agent x agent [Agent x Agent] "

agent x agent [Agent x Agent]

5. Add Graph:

If you wish, you can add additional graphs to the equation. Different selections in
the previous choices will give you different options in each dropdown.

[ #dd another graph ]

6. Enter a name for the new graph:
When everything is set, type in the name for your new graph.
Finally, select [OK] to create you new graph. You can then create more graphcs if
desired. When you are done, Select [Cancel] to remove the dialog box from the

screen.

Your new graph will now appear in the box with your MetaMatrix. Next highlight
the graph you just created.
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MetalMatrix: Manager

Bm‘ embassy_tanzania_ck2

------ ooo [agent] size; 16

------ ooo [knowledge] size: ¢

------ ooo [event, manual_ewent] size: 3

------ ooo [location, manual_location] size: 54
------ ooo [resource] size: 4

------ ooo [task] size: 5

agent x agent [newraphl]
------ *9® agent x agent [Agent = Agent]

------ *3® agent x knowledge [Agent x Knowledge
------ 3 agent x manual_event [Agent x Event]
------ *$* agent x manual_location [Agent x Locat
------ 9® aoent x resource [Soent x Resource]

Next, select the [Visualize Only this Graph] button

[ **, Yisualize Only this Graph |

You will get a warning box asking if you're sure you want to visualize only one graph.
Select [OK] to run the Visualizer or press the red X to close the box.

L] . g %
1 This option will lnad only the current graph
into the wisualizer, This can be useful when viewing a large meta matrix,

This will bring up the Visualizer displaying the graph. Your display will depend on the
graph selected. In this particular example there are only Agents and Edges connecting
Agents displayed in the Visualizer and the Legend.

ali
atmed_the_german

Fbdullah_ahmed_abdullah

ed_owhali

mohammed_salim.
MRAfas debhamed
ahmed_ghailani
mahmud_abouhalima
jamal_al-fadl.
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«: Legend
Edit

.[agent] zize: 16

agent x agent [newGraphi]

Now we'll create a second graph. This time we'll use the multiply operation, the second
graph will throw knowledge into the mix.

Note: Remember to name your file something different.

it Matrix Algebra

Use this window to add, subtract, or multiply graphs within a Metalatris.
‘fou can select bwo or more graphs, The value of each edge will be multiplied by
the specified weight before the operation kakes place.

Select a Metatatri:

|emhassy_tan2ania_ct2 b i

Seleck an operation:
| TEE—
| MulEiphy |

Select graph 1: Wieight:
|agent % agent [Agent x Agent] v I |1 |
Select graph 2: Wieight:
| agent x knowledge [Agent x Knowledge] w I i1 |

I Add another graph ]

Enter a name for the new graph:
|newGraph2|

The new graph will be added to the MetaMatrix selected above.

[ Cancel ] [ oK ]

Highlight your newly created graph and select the Visualize Only this Graph once again
and select OK in the dialog box.
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MetaMatriz Manager

E}m— embassy_tanzania_ct2

------ ooo [agent] size: 16

------ ooo [knowledge] size: ¢

------ ooo [event, manual_event] size: 3

------ ooo [location, manual_location] size: 5¢

------ ooo [resource] size: ¢

------ ooo [kask] size: 5

------ 3 agent x agent [Agent = Agent]

------ *3® agent x agent [newmiGraphl]

------ &89 agent x knowledge [Agent x Knowledge]
agent x knowledge [newaraphz]
------ #$* agent x manual_event [Agent x Event]
------ *$* agent x manual_location [Agent x Locati

This time, since a graph with knowledge was selected the Visualizer and Legend display
both Agents and Knowledge and also the Edges connecting them all.

mohammed_salim.

jamal_al-fadl'd_the_german

jihad_mohamm

khalfan_mohamed

abdal_rahmad extremism

pextige el-hage

ahmed_ghailani

mahmud_abouhalima )
media_consultant
me

Edit

.[agent] size: 16
.[knowledge] size: &

agent < knowledge [nemizraphz]

Monte Carlo Network Optimization
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Monte Carlo, as the name implies, is a random optimization of your organization. To
initiate a Monte Carlo Network Optimization, first select the measures you would like to
optimize. Note that you can select multiple measures to be optimized simultaneously.

Graph Level allows you specify the node type: Agent, Agent; knowledge, knowledge;
Task, Task; Resource, Resource.

The black ellipses below highlight areas of the Network Optimizer window pane that
enable you to customize your network optimization.

« + Network Optimizer

Select the measures you wiould like to optimize.
Yiou Can maximize of minimize any measure.

For measures which take a squars matrix a5 input you can also select the matrix to be optimized.

i Y
Graph Leyel Measures -
A e . w | Average Distance
...... ~ | Clustering Coefficient, Watis-Strogatz
AA | L

Cormmuricative Need

Ly ent Count, Strong

it Count, Weak

yence, Communication

&, Organization Agent Knowlsdge Nesds
------ uence, Organization Agent Knovwledge YWaste
...... * | Congrueence, Organization Agent Resource Meeds

| Congruence, Organization Agent Resource Wazte

...... w | Congruence, Organization Task Krowisdge Needs
...... » | Congruence, Organization Task Knowlsdge Waste
______ » | Congrusnce, Organization Task Resowce Needs

W

[ <previous || Net> | [ concel |

After selecting the measures you want, select the [Next] button.

The next screen presents you with the variables to choose along with the parameters for
each.
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Please note: In the Monte Carlo method you can specify if you would
like to run optimization with fixed or random density, and if you want
to keep at least one non-zero element in every row of sub-matrices.

=+ Network Optimizer @

Yariable Matrices: Density: Constraint
vy Random Density O
Ckk
Crr
O

L - Previous J[ Meset--= J [ Cancel J

After making your selections select the [Next] button.
Specify the location for the data log file, without specifying an extension.

Select the [Browse] button(s) to select the directory you want to save
the file(s).

: = Network Optimizer

Qutput Setup

Specify the location for repaott file: (without extension)

| i[ Browae ]

Specify the location for the aptimized netwark in dynetml farmat: Cwithout extension)

| |[ Browese ]

=--Previous ][ Finizh ] [ Cancel ]
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After selecting the destinations for your files select the [Finish]
button.
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View Measures Over Time

Using the View Measures Over Time on a MetaMatrix allows you to see the affect over
multiple MetaMatrices.

In this example I start out with three MetaMatrices loaded.

MetaMatrix Manager
=337 -
m— tanzania_4
#3228 tanzania_S

From the main menu select Data Visualization > View Measures Over
Time

Data Visualization Wglle
Charts
Wisualizer

View Measures Owver Time

Wiew Metwork Over Time
Drill-Crowr Window

GIs

Loam

A dialog box will appear stating it will run on the currently loaded MetaMatrices. If you
have any MetaMatrices you do not want in the calculation nit [Cancel] and remove them
from Panel 1 before proceeding.

Once you have the MetaMatrices you wish to work with active, select [OK].
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Over-Time Viewer

= The Ower-Time viewer will compute Ora measures on the
\l) currently loaded the meta matrices.
Moke: the nodesets in the meta matrices will be merged
inko the union of all the nodes in all the meta matrices.
Therefore the computed values may differ From those computed on
each meta matrix individually,

EooK |[ Cancel ]

The View Measures Over Time box will appear. It consists of three sections:

1. Set Aggregation Level — A slider allowing you to choose between plotting all
Matrices or just the beginning and end points.

2. The Measures selection tabs — Choosing a particular tab will reveal the measures
that are capable of being run on that particular entity.

3. The Time / Value charting area — The area in which the plots will be plotted.

Graph Level | soent | bebef | mvent | knowledge | location | organization | resource | kask

Salect one or more measures to display:
Congruence, Communication “~
5:‘“‘ aggregation avel; Congrugnce, Orgarization Agent Knowledge Needs

Congruence, Crganization Agent Knowdedoe Waste

i s Congruence, Organization Agent: Resource Needs
Congrusnce, Organization Agent Resourcs Waste
Congruence, Organization Task Knovledge Needs

Cengruence, Orgarization Tazk Knowledge Waste
{fick to automatically recompute values whie siding | [Cengruence, Orgarizsticn Tesk Rescurce Needs
- & Congruence, Crganization Task Resource Waste
[5¢] Click bo cache: computed measure values con v, Sirict i
Congruence, Strict Resource: o

BTN T

1.05 ¢
1.00 |
0.85 |
080 |
0.5

08D |
0.78
070

065 4
D80 4
0.85 |

0.50 |
0,35 |
D.40 |
0.35 |
0.20 4
0.25 {
0.20 4

Value

0.15
0.0
o.os |

0.00
Time

[(cose |

In this example I set the Aggregation Level to 1 and chose Clustering Coefficient.

The program then plotted the three points form the three MetaMatrices I had loaded,
tanzaniz_3, tanzaniz_4, and tanzaniz_5.
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Graph Level agent | belisf | event | knowledge | location | organization | resource | task
Select ome or more measures to display:
; Task Completion, Crveral ~|
egation bevel; Task Completion, Resource Based
Inder Supphy, Krowledge
3 Ureder Supply, Resource
Hverage Distance: Agent x Agent
d EBreadth, Column: Agent x Agerk
Breadth, Row: Agent x Agent
Click bo aukomatically recompute valuss while shiding (Chustering Coefficiant, Watts-Srogaks: fgent x Sgant
[+#] Click b cache computed measurs vahses C: xi;:"ef x:aloer'tx ¢
Component Court, Strong: Agent x Agent |
l Select all l Unselect all
0.325 4
[ - .
0300 4
0275 ‘I
0.250 i .
0.5 | .
0.200 I
@ 0178 ul
2 |
[
= paso |
| u
0,125 {
!
0.100 |
0o7s ‘I
0.050 {
|
o.o2s '|
0.000 -
1 2 |
Time
ILCIusiering Coefficient, Watts-Sfrogatz Agentxﬁ.geni]
Chose

Moving the pointer to Aggregation level 2 draws a line form the beginning value to the
ending value.
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Select one or more measures bo display: .
Task Completion, Oweral ~

Seleck aggregation level; Task Completion, Resource Based i
- der Supply, Knowledge
1 Supphy, Resource

age Distance: Agent x Agent
EBreadth, Column: Agent x Agerk
Breadth, Row: Agent x Agent

[#] Click bo anskomiaticalty recompute values whils siding
[+#] Click b cache computed measurs vahses

Complexity: Agent x Agent
.Cmpmﬂt(urt,. Slm:q;#qutm’-wk

TR T

3

0.325

0.300

D.I75

0.250

D225

0.200

078

Valug

0.150
0,125 .
0.100
0.075
0.050

oo2s

D000

Time

-# Clustering Coefficient, Watts-Strogatz: Agentxﬁgeml
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Mental Model Reports

Single condensed files - per chunk, where a chunk is N days prior to or posterior to an
event, excluding the day of the event

Number of concepts - Number of words (frequency count per email) Carley and Kaufer,
1993

Number of isolated concepts - Number of words that were coded as knowledge items, but
did not get linked into statements Carley and Kaufer, 1993

Number of statements - Number of edges (frequency count per email) Carley and Kaufer,
1993

Density - Density of semantic network Carley and Kaufer, 1993

Set-Theoretic and qualitative (word-level) comparison of maps from before and after
event

Concept Analysis - Concepts are classified according to whether they have high and low
values for the measures: total degree centrality, betweenness centrality, and consensus.

Allusions - high degree, low betweenness, low consensus Carley and Kaufer, 1993
Buzzwords - low degree, high betweenness, low consesus Carley and Kaufer, 1993
Emblems - low degree, high betweenness, high consensus Carley and Kaufer, 1993
Factoids - low degree, low betweenness, high consensus Carley and Kaufer, 1993
Ordinary Words - low degree, low betweenness, low consensus Carley and Kaufer, 1993
Placeholders - high degree, high betweenness, low consensus Carley and Kaufer, 1993
Stereotypes - high degree, low betweenness, high consensus Carley and Kaufer, 1993

Symbols - high degree, high betweenness, high consensus Carley and Kaufer, 1993
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Mental Model Reports Bibliography

e Carley, Kathleen & Kaufer, David. (1993). Semantic Connectivity: An Approach
for Analyzing Symbols in Semantic Networks. Communication Theory, 3, 183-
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o  Wasserman, S., & Faust, K.. Social Network Analysis: Methods and Applications.
New York and Cambridge, ENG: Cambridge University Press.

e Watts, D.J., Strogatz, S.H.(1998) Collective dynamics of 'small-world' networks.
Nature 393:440-442.
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Edit Menu

s MetaMatrix Manag
Copy Edikar Yalues
Paste Editor Yalues

Copy Meka Matrix

Preferences

Copy Editor Values / Paste Editor Values

Used to create New Entity sets. The sets created can be identically sized (allowing you to
paste an entire column in) or a smaller, subset allowing you to choose only a portion of
the original set.

Copy MetaMatrix / Paste MetaMatrix

Used for quickly creating duplicate MetaMatrices to work with so your original Matrices
remain unchanged.

Preferences

Contains settings for controlling the environment for working within ORA.
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File Menu

#-8 Edit MetalMatrix Management  Gene
[ Open MetaMatrix
[ Daka Impart Wizard Chrl4-0
[ Import Database
[ Tmpart Atkribute File

[ Open Waorkspace

|
L

[l save MetaMatrix As...
gl Save workspace

Metwork Farmat Converker
3% Table Converker

Exit
Open MetaMatrix
This item opens up a single MetaMatrix with the following formats:
Dynetml (the native ORA xml format), .dl, .##h (UCINet), .CSV (comma separated
values, Excel spreadsheet out), .txt (text files), .raw, .net (Pajek), .graphml, .stl (GMU
model), .lo (pathfinder)

Data Import Wizard

This item contains additional options for importing MetaMatrices such as multiple file
importing.

Import Database

An advanced feature for importing a database.

Import Attribute File

It is used to add an attribute into a file. The file selected must be in the CSV format.
Open Workspace

You may open an entire workspace that you were previously using. A workspace consists

of a set of MetaMatrix files that were all open at the same time, and saved as a
workspace.
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Save MetaMatrix As...

Save the changes you've made in a MetaMatrix under a new filename.

Save Workspace

Save all active MetaMatrices into a Workspace which can be opened up at a later date.
Network Format Converter

The Network Format Converter takes files from one format and convert it to an ORA
format.

CSV Table Converter
Convert a .csv file into an ORA format.
Exit

Close the program and leave
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MetaMatrix Management

MetaMatrix Management

Matrix Algebra. .. MetaMatrix 2P add Mew MetaMatrix
MetaMatriz Transkorm, .. =32 remove Selected MetaMatrix
Entity Set =000 Remove Selected Entity Set
Graph Set Entity Set Size...
Add Aktribuke, .,
+*2® add Blank Graph...
="%* Remove Selected Graph
Set Diagonal

These sets of menu items enable you to control the addition or removal of MetaMatrices,
Entity Sets, and Graphs as well as adding Attributes to an Entity Set.

The Matrix Algebra and MetaMatrix Transform also create new Matrices, Sets, and
Graphs but do it with Mathematical operations.

MetaMatrix Algebra... — Enables you to perform mathematical operations on two
MetaMatrices.
MetaMatrix Transform... — Tools which enable you to clean up a Visualizer display

making it easier to read.

MetaMatrix — Used for adding or removing MetaMatrices from use.
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Entity Set— Enables you to add an Entity Set, remove an Entity Set, change an Entity Set
size, or Add an Attribute to an existing Entity Set. Depending on what you have selected
different options may be greyed out.

Graph — Similar to Entity Set only working with Graphs. Enables you to either add or
remove a graph.

This also enables you to Set the Diagonal of a graph to either -1, O or +1. Useful for
setting consistent values on an agent-by-agent graph.

Set Values

True {+1)
True (-1}
False {0}
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Matrix Transform

On some occasions the display in the Visualizer is too cluttered to make sense of. But
there are ways to clean up the display in order to make it easier to view your data.

In the main menu select MetaMatrix Management > MetaMatrix
Transform...

MetaMatrix Management =y

Matrix Algebra. ..

MetaMatrix Transform., .

MetaMatriz b
Entity et ¥
Graph [

The MetaMatrix Transform dialog box will appear. It consists of two sections. The top
section allows you to pick the MetaMatrix to work with. The bottom sections allows you
to select how you data will be transformed.
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: + Meta Matrix Transform

IJse this window ta kransform the entire Mekatatrix,

Select a MetaMatrix; embassy_tanzania_ck2 w |

Select one ar mare kransfarmations ko apply, The transfarmations are
applied in the order they are lisked,

[] Gichotomize with edges IlessThan w : walue: iIII.EI |

[ ] symmetrize by method;

[ ] Create partition graphs by attribute; Eattril:uuteS w |

[ ] Create union matrices
[ ] Remove isalates

[] Remave pendants

[ Close | [ Transfarm

From the top section dropdown you can select which MetaMatrix you want to work with.
It will list all the Matrices you currently have active.

embassy_kanzania_ck? W

embassy_tanzania_ct2

Transformations
Dichotomize with Edges

Dichotomize with Edges will turn valued data into binary data. First choose the type of
measurement to determine your break point, lessThan, lessThanEquals, equals,
greaterThanEquals, or greaterThan. Then input a value to use. By setting the
dichotomizing value you can turn the value of the edges into a representation of the
absence of presence of an edge.

Dichokarnize with edges | lessThan w | walue: (0.0

[] symmnetrize by method:

) . lessThanEquals
[[] Create partition graphs equals :I

[ ] Create union matrices  [greaterThanEquals
greater Than

[] remove isolates

[] Remove pendants
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Symmetrize by Method

Symmetrize is a tool that is used to turn directed or asymmetric network data into un-
directed or symmetric data. All three methods use a pair of values from the upper and
lower portions of the table (e.g. cell 1, 3 is compared to cell 3, 1)

e Maximum Compares the values and uses the larger of the values. This is using the
strongest value

¢ Minimum Similar to Maximum only it uses the lower, or weaker, value.

e Average takes the two values and averages them.

[] bichotomize with edges walue:
Symmetrize by method: | Maxinum W
[] create partition graphs b

[] create union matrices

[] Remove isalates

[] remave pendants

Create partition graphs by attribute:

This partitions the entity set according to the values of the specified entity attribute and
then creates a collection of new graphs based on the partitioned entity set.

This kind of grouping is often done in network analysis to understand how some sets of
entities are embedded in various social roles or how they interact within larger entities.

Example, if you have an Agent entity set that has a gender attribute for each entity that
takes on values male and female, then using this feature four new Agent x Agent graphs
would be created that contained edges from males to males, males to females, females to
males, and females to females. No new entity set is created and no data is changed.

[] bichatomize with edges wvalue: |
[] symmnetrize by method:
Create partition graphs by atkribute: | attribukes W

[] Create union matrices attributes
ethno-religious

[] Remove isalates A

[] Remove pendants First_name

Friendship

gender

hostility _lewvel
joined_al_gaeda W
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Create union matrices
This creates new graphs that are the union of all graphs of the same type.

Example, if the meta-matrix had two Agent x Agent graphs, then using this feature a new
Agent x Agent graph would be created that was the union of the two.

[] bichotomize with edges | lessThan w [walue: 0.0

[] 5ymmetrize by method:

[] create partition graphs by attribute: | attributes W
Create union matrices

[] Remove isalates

[] remave pendants

Remove Isolates

Selecting this checkbox will remove any isolates from the Visualizer.

[] bichotomize with edges | lessThan w [walue: 0.0

[] 5ymmetrize by method:

[] create partition graphs by attribute: | attributes W
[] create union matrices

Remove isolates

[] remave pendants

Remove Pendants

Selecting this checkbox will remove any pendants from the Visualizer.

[] bichotomize with edges | lessThan w [walue: 0.0

[] 5ymmetrize by method:

[] create partition graphs by attribute: | attributes W
[] create union matrices

[] Remove isalates

Remove pendants
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View Network Over Time

The View Network Over Time allows you to set up multiple Matrices that encompass
various time frames and view them in succession. First, make sure you have two or more
MetaMatrices active in the leftside panel.

MetaMatriz Manager
. 288 - tanzania_3
m tanzania_4

Now select form the menu Data Visualization > View Network Over
Time

Data Visualization Wglle
Charts
Wisualizer

View Measures Owver Time

Wigt Metwork Cver Time

Drvill-Cranr YWindiaw
GI5
Lo

This will bring up the Visualizer along with the Time Viewer window. At the start the
pointer starts at the first position. You can see in the blue ellipse that hum is connected
singularly to file.

.Jhmu_narnaﬂ_ali

.S-ilf_al-aﬂlﬂ

h _atef
diiving_experize @ menammec_ate

= - . @ 2nas lbriace @ ibrahim_eidarous
= Time Viewer E| @ 4e1_thohsmmed_abd® simagid_bary
mustafa_fadhil ahmed_the_german

Vigwing metamatrix 1 of 3

ayman_al-zaeahin . ‘ lbdu”ah a'h od aiaﬂll“rh

g ance i Lkl

muhsin_atwah gy i gj)ﬁﬂmmw ali
" Andl o BRERE kg i
- s =
g Ny

J_abeuhalima

d ‘Iec‘kll’l\.ﬁ_lﬂ ease

Moving the pointer to the second position you can see that hum is no longer connected to
file but it still connected to another entity inside the cluster.
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adel_mohsmmed_abdul_aimagid_bary g @ 2yman_akzawani

@ iit_ak-adel

muhsin_shvah gy diiving_expedise @ mehammed_atet

+t Time Viewer

@ dnas_libytace @ =hmed_hamed_ali

Viewing mekamatric 2 of 3
ahmed_the_german

information @ brahim_gidarous

photograph

franseript amal_al-fadl

My "'\ christian
L = L % mahmud_abouhalima

artiater o

policy
batint g O = maradaistey
2 relwase
. politf P activiem
meno

Moving the pointer to the third position causes hum to become a completely isolated
entity. file is still connected to the cluster.

@ Mohammed_odeh
adal_mohamm-nd_ahdul_aimagid_haly. .s‘”_a'_aﬂl
@ maohamad_owhali
mnhammwd_alwf.
@adih_slhags @ orshim_sidarous
khaltan_mahamed g
driving_sspartisa
'b"",{.’,.,',","?_'im_nmm @ 2yman_al-zswshii
dullah_ahmed_abdullah

document
explosives_ewpeise

information a4 i reeillance_ewpetize
hmed_qha ﬂ_m’mﬂﬁﬂ?med_ﬂllm

ransi|
e 11-mw Bl
anas_libyface @ eterznee
N

muhsin_ahuah gyecording A christian
idea
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The Network Optimizer

The Network Optimizer is a tool to maximize one or more measures within your
organization. You can use this tool to change network variables and analyze your
organization under various scenarios.

First, make sure you have a MetaMatrix loaded. Next, start up the Network Optimizer.
From the Main Menu select Analysis > Network Optimizer

ONEEEN Data Yisualizakion

Generate Reparts

Metwaork Optimizer

k Measures Manager
[rvad Measures Tool
Aktribuke Partition Tool

Mear-Term analysis

This will bring up the Network Optimizer wizard interface. Below is a screen shot of the
Network Optimizer Interface.

2007 ORA Users Guide - Page 160



. = Network Optimizer

The Mebwork Cptimizer is used to create a new meta matrix,
based on an existing meta matrix, that maximizes or
minimizes a particular set of measures,

Select a MekaMatrix bo Optimize:

(%) Embassy_tanzania_ctz

{:} embassy_tanzania_ckl

Choose Experiment bype
{#) Default

(") Advanced

Choose the Optimization Method:
(%) Monte Carlo

(" Simulated Annealing

[ Mezk--= ] [ Cancel ]

Select the MetaMatrix you wish to optimize. You can choose from any MetaMatrix you
have loaded into the MetaMatrix Manager. In this example, we will use the MetaMatrix
embassy_tanzania_ct2.xml.

Choose Experiment Type

Choose Experiment type

) Default
) Advanced

Default will make the optimum selections for you.

Advanced allows you to select various options.

Optimization Method

Choose the Optimization Method:
(%) Monte Carlo

() Simulated Annealing
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Monte Carlo creates a totally random network optimization based on a variety of
variables. After selecting Monte Carlo, select the [Next] button.

Simulated Annealing allows for a more structured network optimization. Simulated

Annealing requires a selection of certain variables that will run your network
optimization in a more structured manner.
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Preferences

Setting up your environment

The ORA preferences allow you to group Reports and set of files to open automatically.

Reports
Reports — Export Settings — Datasets

From this window you can Rename and Restore report names, Export settings for
automatic loading, and Import previously created load sets. Below is the default
preference window.
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i = OraPreferences

Select the reports to be displayed in the report generator window,
Right-click ta re-name a report,

&ll Measures ~
“hange in Key Modes

Communicative Power
Communicators
Complete =
Cantent Analysis

Cantext
Care Metwork
Drill Do
Ewent Analysis

| [w] Group Talk
Reset report names ] [ Export Settings ] Import Settings

[ Ok ][ Cancel ]

To rename a report Right-click on the name. A small box will popup, Rename this
Report. If you wish to rename this report Left-click the box.

i« OraPreferences

Categary Select the reports ko be displayed in the report generator window,
: Right-click ko re-name a repart,

. !.EEFII:Ir'tS
i..[iagka Sets all Measures 5

s e Fename This Repaork
Communicative Fower

Commuricatars ng ht-Click

on a name.
Complete T Select all

Contert Analysis
Conkext

Care Metwark
Dvill Doy

Ewent Analysis

| [#] Group Talk bt
Reset repork names ] [ Export Settings H Impork Settings

Clear all

[ Ok H Cancel ]
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A dialog box will appear. Enter the name you want to rename the choosen report.

Rename Report

D ) Flease enter the new name for the report titled Change in Key Modes
| |

[ 4 ] [ Cancel

In this case I chose the name fizzbin.

Rename Report

Please enter the new name For the report titled Change in Key Modes

.} "
\Q/’ !Fizzl:uin |

[ ]9 H Cancel ]

To rename the report select OK. The report formerly known as Change in Key Modes is
now know as fizzbin.

: =« Ora Preferences

Select the reports to be displayed in the report generator window,
Right-click to re-name a report,

&l Measures o
Fizzbin

Cammunicative Power

Cammunicakors

Complate E Select Al

Content Analysis

Clear Al
Context

Care Metwork,

Drill Dowin
Event Analysis

| [+] Group Talk b

Reset report names ] [ Export Setkings ][ Imnpork Setkings

[ Ok ” Cancel ]
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Now say you wish you hadn't renamed all those reports cause a name like fizzbin really
doesn't make much sense. Select the button marker Reset report names. A dialog box will
appear asking if you want to reset your report names.

Note: Resetting report names reset ALL report names!

Reset Report Mames

P |\ Do youwant bo reset all of the report names
\{() to the defaulk values?

Now all your reports names are back to their defaults.

i = OraPreferences

Categary Select the repotts ko be displayed in the report generatar window,
: Right-click ta re-name a report,

e eparts

...Data Seks all Measures A
“hange in Key Modes

| [+ Communicative Power
Communicators

| [#] Complete
Cantent Analysis

Cantext
Care Metwork
Drill Do
Ewent Analysis

|[v] Group Talk i
Reset report names ] [ Export Settings ] Import Settings

[ Ok ][ Cancel ]

Now let's say that you know that you don't need ever single report to show up in the
program. You can set which reports are visible and hidden. By unchecking the box to the
left of the name the report will be invisible to the program.
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i = OraPreferences

Categary Select the repotts ko be displayed in the report generatar window,
: Right-click ta re-name a report,

e eports

...Diata Seks all Measures A
[]Zhange in key Modes

| [+ Communicative Power
Communicators

[ ] Complete Select Al

EZTE
Content Analysis
Context
[] cCore Metwark.
Crrill Do
Ewvent Analysis

|[v] Group Talk hel
Reset report names ] [ Export Settings ][ Import Settings

[ Ok ][ Cancel ]

Export Settings
Reports — Export Settings — Datasets

After you've finally decided which reports you want visible (and invisible) and what you
want all your reports to be called you can save this setting for future reference. So even if
someone else changes report names or visibility settings you can call your personnel
setting up and quickly resume your work.

First select the Export Settings button at the bottom of the dialog box. This will bring up
a second dialog box. Select OK to confirm this is the action you wish. If not, select the X
in the top-right corner.

Export Report Preferences

i IJse this option ko expark the names and visibility values
aof the reports that you have set on this panel,

This will bring up a Save dialog box. Type in the name you want to save your settings at
and select Save
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« . Save |Z|
Save in: |[adavec V| ,E '._3!|E

£

My Recent
Documents

E

eskto

=

=
=)

My Documents

=

My Compuker

g File: name: ImySettings | [ Save ]

Ty Metwork

Places Files of type: |p.|| Files " | Cancel

So the next time you start up the program and names and settings have been changed you
can select Import Settings, navigagte to the directory you saved you Settings file and
have ORA reset the nanmes and visibility settings.

Import Report Preferences

i =& this apkion ko impart the names and visibiliey values
of the reparts you have saved previously.

Save this file in a place you remember so you can call up your settings quickly.

2007 ORA Users Guide - Page 168



Look in: |[hdavec V| 5 ] "__9||E

[ee] mySettings

&

My Recent
Documents

My Documnents

%‘1

My Compuker

&

\ File name: |m\,-'Settings | [ Cpen ]
Iy Mebwark,

Places Files of type: |.c|.|| Files w | Cancel

Data Sets
Reports — Export Settings — Datasets

This dialog box controls what MetaMatrices will load up during startup. There are three
options.

2007 ORA Users Guide - Page 169



1. Do not load any files at startup

: =« Ora Preferences

Category

IJse this panel to determing which data files to lnad at startup,

Yau can specify a set of files ko always load at skartup here, or you can re-load
whichewver files are loaded when you close the program.

(%) Da not load any files at startup
(") Restore previously loaded workspace Files at startup

() Load specified files below:

[ oK |[ Cancel ]

2. Restore previously loaded workspace

i = OraPreferences

Cakeqgory

IJse this panel ko determine which data Files ta lnad at skarkup,

You can specify a set of files ko always load at startup here, or you can re-load
whichever files are loaded when you close the program.

() Do ot load any files at startup
(¥} Restore previously loaded warkspace files at startup

{7 Load specified files below:

=2MOY'e Flles

ook |[ Cancel ]
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3. This option is a little more complicated.

First select the Load specified files below radio button. Then select the Add Files button.

i = OraPreferences

Cakeqgory Use this panel ko dekermine which data files to load at startup.

You can specify a set of files ko always load at startup here, or you can re-load
whichever files are loaded when you close the program.

() Do ot load any files at startup

{1 Restore previously loaded workspace files at startup

(%) Load specified Files below:;

[ &dd Files ” Remove Files

[ Ok ][ Cancel ]

The Open dialog box will appear. Navigate to the directory of the files you want to
automatically open. Select one or more files. In order to select more than one file press
and hold the Ctrl key while selecting multiple files. You will see them appear in the File
name text field. When you have selected all your files select the Open button.
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A

My Recent
Dacuments

=

Deskiop

S

My Documents

My Compuker

Py Metwark,
Places

Lookin: ||E| dynetml V| 5 _5!|E

IC7) big Files Leavenworkh-2005-session-. xml
=) manoy list_repart_conbined. sl
=) over-time mideastz_unified_2004, xml
AllradeTypes, xml Maodel 1-2-4 active g h 022306 -3 Initi
A T xml Simple Organization Hypothetical ol
A0I1_axa_no_bin_ladin, xml sperm.xml
Author_Grank_Meka_Matrix, xml skartup_company, xmil
blank, xml startup_company_mulbipleds, xml

{ ¥ starkup_company_with_Fog_agroups.xn

2 kest.xml

divalamerged_1_1.xml @ testDoc, xml
embassy . xml tree.xml
| embassy_multiple_graphs, xml
JackieMerrill_HealthiZare. xml
join_graph.sml
£ | >
File name: "casos.xm" "chain.xml" "embassy _multiple_graphs. xml" | [ Qpen |

Files af type: EDvNetML w | Canc-| Open seh
|

In the Ora preference dialog box the files you selected will appear under the Add Files

button.

: =« Ora Preferences

Category
--Reparts

IJse this panel to determing which data files to lnad at startup,

whichewver files are loaded when you close the program.
") Do not load any files at startup
(") Restore previously loaded workspace Files at startup

(%) Load specified files below:

| &dd Files |[ Remove Files ]

Cisvnltrunkiora_javalsample dataidynetmlicasos. xml
Cilsvntrunkiora_javalsample dataidynetmllchain, cml
Cisvnltrunkiora_javalsample dataldynetmiembassy_multiple_graphs. xml

[ Ok ” Cancel

Yau can specify a set of files ko always load at skartup here, or you can re-load
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If at some time in the future you wish to delete one or more of the files you selected from
automatically opening up on startup you can clear multiple files form the list. Select one
or more files (pressing and holding the Ctrl key for multiple files. Then select the OK
button.

: =« Ora Preferences

Category IUse this panel bo dekermine which data files to load at startup,

Yau can specify a set of files ko always load at skartup here, or you can re-load
whichewver files are loaded when you close the program.

rata Sets

") Do not load any files at startup
(") Restore previously loaded workspace Files at startup

(%) Load specified files below:

[ Add Files H Remove Files ]

Cisvnltrunkiora_javalsample dataidynetmlicasos. xml

svntrunkiora_javalsample dataidynetmlichain, ml

Cisvnltrunkiora_javalsample dataldynetmiembassy_multiple_graphs. xml

[ Ok ” Cancel

You will be prompted to confirm your choice.

Remove Files

If you selected Yes then the selected files will be removed from the list of files to load at
startup.
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i = OraPreferences

Cakeqgory Use this panel ko dekermine which data files to load at startup.

- ----- Repoarts
You can specify a set of files ko always load at startup here, or you can re-load
whichever files are loaded when you close the program.

() Do ot load any files at startup
{1 Restore previously loaded workspace files at startup

(%) Load specified files below:

[ Add Files ]| Remove Files |

Chsvnitrunkdora_javalsample dakaldynetmlicasos, xml
Chsvnitrunkdora_javalsample dataldynetmliembassy_mulkiple_graphs. x<mil

[ Ok ][ Cancel
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Randomize Existing Network

A random graph is obtained by starting with a set of n entities and adding edges between
them at random. Different random graph models produce different probability
distributions on graphs.

Creating a Random Graph

This function randomizes the edges in a MetaMatrix

MetaMatriz Manager
#2228 tanzania_3
m— tanzani
w232

From the menu select Generate networks > Randomize Existing
Network

zenerate fetworks WEE e s

Randorize Existing Metwork,

Create Stylized Metwork, b

Construck TrailSet

The dialog box and form the drop down menu select the MetaMatrix you want to
randomize.
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Randomize Network

IJse this Function ko randomize an existing networl,

& new network is created with identical nodesets, and with graphs of the same
size and densiky, but with edges diskributed randamly according to Erdos-Reny,

Select a network o randomize below:

tanzania_3 w

Fanzania_4
Fanzania_5S

In leftside panel a new MetaMatrix will appear named after the selected Metamatrix and
denoting it has been randomized.

MetalMatriz Manager
#2282 tanzania_3
m— tanzania_4
#2382 - tanzania_s
m— kanzania_3 randomized

First, return to the original MetaMatrix and select a graph. Here I selected the agent x
agent graph.

MMetaMatrix Manager

=% 32 - tanzania_3

------ ooo [agent] size: 27

------ ooo [belief] size: 2

------ ooo [event] size: 5

...... ooo [knowledge] size: 40
------ ooo [location] size; 61
------ ooo [organization] size: 2
------ ooo [resource] size: 53
------ ooo [kask] size: 93

agent x agent [Agent x Agent]

And select the Visualize Only this Graph.

[ ** . Wisualize Only this Graph l

You will get a visualization of the agent x agent graph.
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l.mu:-hammeu:l_salim

.anas_liby'face. .ahmed_hamed_ali
j.arnal_al-fadl.

khalid_al-fanmaz jihad_mohammed_ali

ali_maohamed

Salf_a|-3dE|. madih_el-hage A

mahmud_abouhalima

abdal_rahmad

auuh ali
abdullah_ahmed_abdullah

ahmed_the_german
ayman_al-zawahiri 9

fazul_mohammed .mnhammed_atef

il:-r.ahim_eidar-:-us.

muhsin_atwah
ahmed_ghailani

adel_mohammed_abdul_almagid_bary
fahid_m®alam

Now select the newly created randomized MetaMatrix you just created. Select the same
agent x agent graph as per the original MetaMatrix.

=¥ 38 - tanzania_3 randomized

------ ooo [agent] size: 27

------ ooo [belief] size: 2

...... ooo [event] size: 5

...... ooo [knowledge] size: 40

------ ooo [location] size; 61

------ ooo [organization] size: 2

------ ooo [resource] size: 53

------ ooo [kask] size: 93

agent x agent [Agent x Agent]

And again, select the Visualize Only this Graph.

** Visualize Only this Graph I

As shown in the Visualizer the edges have been randomized.
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amedan_sheikh

khalid_al-fawwaz
anas_libylace
mohamed_owhali

gfimed_hamed_ali

abdal_rahmad e 3 adel_mohammed_abdul_almagid_bany

bin_laden

mahmud_abauhalifra ohammed_salim
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ORA Reports

Reports
Reports — Reports Explained

Reports are one of ORA's core functions, which also include the Visualizer and Chart
tools. You can access ORA reports from the main interface drop-down menu bar or from
the Reports button, which should appear in the right panel of the main interface after you
have loaded a MetaMatrix.

From the Main Menu select Analysis > Generate Reports; or
Select the [Reports] button

The red ellipses on the screen shot below highlight how to access ORA Reports from the
main interface.
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- ORA: Organizational Risk Analyzer v. 1.8.1

) rania_ctZ ~

Measures Manager
ooa [agent] size: 16 Dyad Measures Tool embasey_tanzania_ctZ
3o o Attribute Partition Tool
ooa (knowledge] size: 4 e hrkis n. S Chsvnitrunkiora_javalsample dakalembassy_tanzania_ct2.ml
ooo [event, manual_evert] size: 3 Near-Term Anshysis
coa [lacation, manusl_locakion] size: 54 | (I =) Reports Iu =22, Visugize ] [ = view Charts ]
ooo [resource] size: 4
ooa [bask] size: 5 || Statistics
i ®3® agerk x agent [Agent x Agert] Entity Set Mames (Size): [agent] size: 1?;1[Ie\;$, n_nmlu:_event] size: 3; [knowledge] size
4* agent x knowledge [Agent x Knowledge] | [resource] size: 4; [task] size: 5;
I ®F® agent x manwal_event [Agent x Event] || Entity Set Count: &
*3*® agent x manual_location [Agent x Locatio Enkity Count: 86
- ®® agent x resource [Agenit x Resource] Edge Count: 1253
3 agent x bask [Agent x Task] Graph Count: 14
[ *3° loowledge x task [Knovdedge x Task] | || 7ot t Densiey: 0.22758115 2
La o T PR S T | T SRR e, | {] ]
< > b >

ORA Reports provide a computational tool to analyze data that comprise a network as
representated by a MetaMatrix or MetaMatrices. They are driven by a variety of key
measures proven useful to researchers in the analysis of networks.

Reports Explained
Reports — Reports Explained

All Measures - Runs a collection of measures and categorizes the output according to risk
categories. Each category analyzes a particular aspect of the Meta-Matrix structure.

Belief - The Belief report contains the most common beliefs shared by most people, the
beliefs with the highest GINI coefficient, the most strongly held beliefs, the most likely to

change beliefs, the most neutral individuals, and the most opinionated individuals.

Capability - This report is used to assess an individuals' and organizations' capability to
perform tasks.

Change in Key entities - Analyzes the changes over time of the agents that score the
highest in measure values.

Communicative Power - Analyzes one or more mental map models, classifying concepts
according to their values for selected measures.

Communicators - Analyzes the communication network (agent by agent) and gives high
level statistics on its structure.

Complete - Computes all network analysis measures.

2007 ORA Users Guide - Page 180



Context - Compares measured values against various stylized forms of networks in an
effort to characterize the networks topology.

Core Network - Computes the core network and reports general statistics.

Drill Down - Computes the drill down from a selected organization and then to a selected
agent

Event Analysis - Computes the central events with respect to other network entities.
Group Talk - Analyzes the relationships between agent and knowledge.

Immediate Impact - Computes the key actors of a network, and then isolates them
individually to determine the effect on measure values.

Influence Net - Displays the influence network and gives high level statistics on its
structure.

Intelligence - Identifies key entities and groups who by virtue of their position in the
network are critical to its operation.

Located Subgroups - Identifies the subgroups present in the network using various
grouping algorithms.

Location Analysis - Computes the central locations with respect to other network entities

Management - Identifies over and underperforming individuals and assesses the state of
the network as a functioning organization.

Potential Errors - Detects potential errors in agent to agent interactions based on the
expected interactions from cognitive similarity and expertise.

QAP Analysis - Computes QAP Correlation and Regression (Dekker and Y-Permutation
methods) on input matrices.

Semantic Network - Analyzes one or more mental map models, computing the central
graphs and key concepts and statements.

Shortest Path - Computes the shortest path between two entities and general statistics on
the paths. The Sphere of Influence on each entity is also computed.

Simmelian Ties Analysis - Calculates the number of Asymmetric, Sole-Symmetric, and

Simmelian ties in all Agent by Agent and Organization by Organization graphs and
computes the standard measures on them.
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Sphere of Influence - For each individual, identifies the set of actors, groups, knowledge,
resources, etc. that influence and are influenced by that actor.

Standard Network Analysis - Calculates the standard network analysis measures (degree
centrality, betweenness, centrality, etc.)

Trails - Analyzes the trails that an entity class makes through another entity class; for
example, how vessels pass through ports.

Version Test - Recomputes the measures contained within the DyNetML file and
compares them with the existing measures. This is a diagnostic tool.
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Simulated Annealing Network
Optimization

Select the measures you would like to optimize. Note that you can select multiple
measures to be optimized simultaneously. Graph Level allows you specify the node type
(Agent, Agent; knowledge, knowledge; Task, Task; Resource, Resource). The black
circles below highlight the areas of the Network Optimizer window pane that allow you
to customize your network optimization.

« - Network Optimizer

Select the measures you vwould like to optimize.
You can maximize or minimize any measure.
For measures which take a square matrix a3 ingat you can also select the matrix to be optimized.

(

* | Average Distance
* | Clustering Coetficient, Wattz-Strogatz
Communicative heed

rraEnize
______ | Congfusnce, Organization Agent Knoswledge heeds

...... dhgroence, Organization Agent Knowledge Waste
i | Congruence, Organization Agent Resource Mesadls
* | Congruence, Organization Agent Resource Waste
______ w | Congruence, Organization Task Knowiedge Needs
...... v | Congruence, Organization Tazk Knowledoe Waste
= ¥ | Congruence, Organization Task Resource Needs »

| <previcus || met> | | cancel
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After you have selected the measures you are interested in
optimizing, select the [Next] button.

Choose the sub-matrices that to be varied during the optimization process. If you chose
Monte Carlo method you should also specify if you would like to run optimization with
fixed or random density, and if you want to keep at least one non-zero element in every

row of sub-matrices.

- - Network Optimizer

Yariakle Matrices:

[¥] a2
[]ar
[laT
[ ke
[ 1rR
ClrT
| 11y

[ =--Previous H Mext--= ] [ Cancel

Select the [Next] button

Then choose the optimization criterion: Sum or Product.
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- - Network Optimizer

Chooze Optimization Criterion :
(%) Sum

{:} Product

[ =--Previous H Mext--= ] [ Cancel

Select the [Next] button

Specify the location for the data log file, without specifying an extension. Select Verbose
if you want to analyze the whole process of optimization.

i = Network Optimizer

Qutput Setup

Specify the location for report file: (without extension)

| " Browese ]

Specity the location far the aptimized netwark in dynetml format: (without extension)

| " Browse ]

=--Previous ” Finizh ] ’ Cancel ]

Select the [Finish] button

The data log file will be displayed in the bottom panel of the main ORA Main Interface
window.
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The ORA Visualizer

The ORA Visualizer renders a MetaMatrix graphically. You can interact with your data
in a variety of ways: remove key actors, isolate certain links, or focus on any particular
relationship by using tools such as the Path Finder and grouping algorithms.

Below is a visualized MetaMatrix of the al Qaeda terrorist network believed to behind the
1998 U.S. Embassy bombing in Dar es Salam, Tanzania. In this example, red squares
denote actors; light blue triangles denote resources; green pentagons denote knowledge
bases; and blue pentagons denote tasks. The shapes are called entities. The colored lines,
which link entities together, represent a connection or direct relationship to each other.
The terms edge, tie, and link are used interchangeably to describe these connections.

Actions

The contains a description of the functions of the Action Menu:
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DYyt Tools  Ophions  Help
Hide Isolated Entities
Hide Pendant Entities
Recursively Hide Pendants

Recursively Hide Pendants and Isolates
Showe &ll Entities

Shio &l Entities Except Isolates

Set Title

Reset Entiky Colors and Size

Color Entities by Component

Color Enkities by Meswman Grouping
Color Enkities by Concaor Grouping
Color Entities by Attribute or Measure

Size Entities by Akkribube or Measure
Campuke FOG Groups
Compute Standard Measures For Wisible Metwark,

RFun MDS Layout

Fun Tree Layaouk

Hide Isolated Entities : Remove any entity which has zero edges connecting it to other
entities.

Hide Pendant Entities : Remove any entity which has only one edge connecting it to
another entity.

Recursively Hide Pendants : This function will run the both the Hide Pendant routine
until there are no more Pendants.

Recursively Hide Pendants and Isolates : This function will run both the Hide Pendant
and Hide Isolate routines until there are no more Pendants or Isolates.

Show All Entities : Any entities that were previously hidden will be revealed.

Show All Entities Except Isolates : Reveal any entities that were previously hidden with
the exception of entities that have no edges connecting them to another entity.

Set Title : Allows the user to specify a title for the Visualizer picture. Useful for creating
slides that need a labeled picture

Reset Entities Color and Size : If colors and sizes have been changed this option will
reset them to the defaults.
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Color Entities by Components : This computes the components of the visible network
and then color codes the entities according to which component it is in. A component is a
single piece of a network whereby any two entities in a component are connected by a
sequence of edges.

Color Entities by Newman Grouping : This computes the Newman algorithm on the
visible network and then color codes the entities according to which Newman group it
belongs.

Color Entities by CONCOR Grouping : This computes the CONCOR algorithm on the
visible network and then color codes the entities according to which CONCOR group it
belongs.

Each pair of actors is correlated then each row extracted and correlated with each other
row. Shows how similar is the vector of similarities of actor X to the vector of similarities
of actor Y? Repeat this process over and over. The elements are iterated correlation
matrix converge on a value of either +1 or -1.

CONCOR then divides the data into two sets on the basis of these correlations. Then,
within each set (if it has more than two actors) the process is repeated. The process
continues until all actors are separated. The result is a binary branching tree that gives
rise to a final partition.

Color Entities by Attribute or Measure : This allows the user to select a entity attribute
and color code the entities according to its value for the attribute.

For Attribute: If each entity contained the race attribute, then entities that had an attribute
value of hispanic would be one color, those with value white would have another color,
etc.

For Measure: The user selects a measure to compute on the visible network and then the
entities are sized according to its value for the measure.

Note: All of the operations are on the visible network, that is,
whatever entities and edges are currently displayed in the Visualizer.

Size Entities by Attribute or Measure : Allows the user to scale entity sizes based on a
measure or entity attribute. Measures are run on the visible network.

Compute FOG Groups : The ORA Visualizer can locate FOG Groups within your
MetaMatrix. FOG (Fuzzy Overlapping Groups) indicates entities that can belong to
groups with various strength and the likelihood those entities will participate in events
associated with that group.
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Compute Standard Measures for Visible Network : Computes the following collection of
measures on the visible network: Total Degree Centrality, Betweenness Centrality,
Eigenvector Centrality, Cognitive Demand, Resource Exclusivity, T ask Exclusivity,
Knowledge Exclusivity. The measure values can then be viewed within the Entity Status
Window.

Run MDS Layout : This runs an alternative layout algorithm which determines how the
entities and edges are displayed on the screen. It uses a Multi-Dimensional-Scaling
algorithm. This can sometimes create better layouts than the default. But it takes longer to
run.

Run Tree Layout : Displays the current visible network as a Bayes Network.

ahmed_the_german

abdullab
nairobi

media_consultant '

jihad_mohammed_ali
g expertise

mahmud_abouhalima

nbo
kandahar

Compute FOG Groups

FOG Group Basics

Basics — Example
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The ORA Visualizer can locate FOG Groups within your MetaMatrix. FOG (Fuzzy
Overlapping Groups) indicates entities that can belong to groups with various strength
and the likelihood those entities will participate in events associated with that group.
Overlapping occurs when individuals belong to many groups simultaneously, so that the
groups share members. To access the ORA Compute Fog Groups you must first be
working in the Visualizer.

From the Visualizer drop-down tool bar: Actions > Compute FOG
Groups

The red circle below highlights how to access the Compute FOG Groups function.

Tools Options  Help
Hide Isolated Entities
Hide Pendant Entities
Recursively Hide Pendants
Recursively Hide Pendants and Isolates
Showe &l Entities
Showw Al Entities Except Isolates
Showa Entities By Graph b
Reset Entity Colors
Zolor Entities by Component
Color Entities by Mewman Grouping
Color Entities by Concor Grouping
Color Entities by Attribuke

_ompube FOG Groups )

Compute Standard Measures For Yisible Mebwork,

FOG Group Example

Basics — Example

Using the Embassy.xml MetaMatrix, we will use the Compute FOG Group function to
determine FOG groups within our network.

1. Load in the Embassy.xml MetaMatrix

2. Then access the Compute FOG Group function from the Visualizer drop-down
tool bar. The red ellipse below highlights where to find the Compute FOG Group
function.
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Tools  Options  Help
Hide Isolated Entities
Hide Pendant Entities
Recursively Hide Pendants
Recursively Hide Pendants and Isolates
Showe &l Entities
Showw Al Entities Except Isolates
Showa Entities By Graph b
Reset Entity Colors
Zolor Entities by Component
Color Entities by Mewman Grouping
Color Entities by Concor Grouping
Color Entities by Attribuke

_ompube FOG Groups )

Compute Standard Measures For Yisible Mebwork,

Click Compute FOG Groups

The following Group Viewer selector box will appear. The yellow ellipse show the
Group Viewer box. By default, the selector box will be set to "1"

The first FOG Group will be displayed, denoted in the screen shot below as the purple
square in the smaller yellow ellipse.
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&
Select & nurber of FOG groups to view.
15

Fadl .

Ali Mohammed .
Uzama Bin Ladin .
.ahouhalim

i ohammed Sadiq Odeh
rd Salim lad bohammed Al . ."1 3

fMohammed Rashed Daoud al-Owhali .

'azul Abdullah Mohammed

sbdal Rahmad . .<halfan Khan
dullah Ahmed Abdullah .

.Ahmed Khaltan Ghailani

Ahmed the German -

Select the number of FOG Groups to compute.
In this example, we will change the selector to "2" Notice the changes in the Visualizer.

The screen shot below displays the Embassy.xml MetaMatrix with the Compute FOG
Group with two groups.
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al-Fadl .
Ali Mohammed .

Usam+ Bin Ladin

ohammed Salim .had Mohammzd Ali

'H
Abdal Rahmad -
Abdullah Ahmed Abdullah .

Ahmed the German .

e

Select a number of FOG groups to view.
26

.ntadih al Hage
.abouhalima

b o dic Oidok

88

Entity class s "FOG Groups”
IDis "38"

12 links

Actributes
gain="4.,333%-020"
suppaork="3g"
Measures:

niane

Meighbors:

[0, 1::FOG Groups

[A13, Jihad Mohammed Ali]::agent
[89, ]::FOiG Groups

[a6, Wadh al Hage]::agent

[132, ]::FOG Groups

[A5, Ali Mohammed]::agent

[A5, Fazul Abdullab Mohammed]::agent
[a12, al-Fawwaz]:1agent

[A7, Usama Bin Ladin]: :agent

[a3, Mohammed Sadiq Odeh]::agent

% Zoom: 23  { Hyperbolic: 0 18 nodes, 4 edges

[al4, abouhalima]::agent
[A1, Mohammed Rashed Daoud al-Owhali]::agent

Two FOG Groups are displayed, denoted in the yellow ellipses in the screen shot above.

By clicking on any individual FOG Group you can access the Entity Status Box (shown
above). This will list that FOG Groups Attributes, Measures, and Neighbors.

Finally, below is a screen shot with the Compute FOG Groups selector set to "4" using
the Embassy.xml MetaMatrix as an example.
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ke . .abouhalim
ER .

Jihad Mohamme 1 Ali

Faz il Abdullah Mohammed
asned Daoud al-Cuwhali

flohammed Salim . ‘szama Bin Ladin

T
-89

iru'lohammed Sadiq Odeh

53

Select a number of FOG groups ta viewy .
43

W
.Khalfan Khamiz M
Abdullah Ahmed Abdullah .

.ﬁ«bdal Rahmad

Creating A Meta-Entity

A Meta-Entity contains multiple entities collapsed into one. You can create Meta-Entities
based on the entitysets in your organization, or you can create MetaN-Entities based on
the attributes of the entities. To create Meta-Entities, you must access the Meta-Entity
Manager. There are two ways to do this:

1. From the drop down menu > Tools > Meta-Entities

a8 Options  Help
Blockmap
Drill Dowwn
Entiky Skakus
Group Yiewer
key Set Seleckor

v Legend

Meta-Entities
Path Finder

aphere of Influence
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2. from the Visualizer tool bar

> 1l @l M&e@ Show Labals | Show Edges | Show Arrows |Fonk Size| 10 7| Entity Sine| 11 7| Edge Width 35:@i

—

Hide: Edges with Weight:  Less Than ¥ 0.0%

In the screen shot below Meta-Entities were created for the attribute Nationality of our
Agent by Agent MetaMatrix graph. The Visualizer itself, shows your condensed
visualization. All the entities, which share the same attributes, are now groped into Meta-
Entites.

«+ Meta Entity Manager

Lise the Meta Entiby Manager to handie cresting and
remdring meta entities.

& meta entity contains other entities collapsed into one.
The area of & meta entity i proportional to the number of
enkities i contains,

Yo £a0 crésbe mets entiies based on the entity S8 in
the meka mmatrix, Of yoU CaN Crests meks entities based
on attributes of the entities,

[ Expard al meta entkies ]

[ crests Meta Ertiins by Entiy St |

Select & properiy:
potonaty ——————— |2
Salect & measure:
<P Misasunes arvailable > -

To view what is contained in one of the meta-entities, right-click an entity to bring up the
contextual menu and highlight Expand Entity.

Wiew Meta Entity Info
Select Entity

Hide Entity

Center Entity

Fir Entiky

Expand Enkity

Set Picture

Pin Submenu r

Whatever entities were contained inside the Meta-Entity will be revealed. In the example
only one entity was revealed.
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khalid_al-fawewaz

Drill Down Wizard

With the ORA Dirill-Down Wizard you can quickly visualize ego networks by overall
entity class (knowledge, tasks, resources, agents) or by choosing individual nodes from a
checklist. The ORA Drill-Down Wizard is only accessible through the Visualizer: From
the ORA Visualizer Main Menu select Tools > Drill Down

The following window box will appear.
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< = Drill Down Wizard

Select one or more entity sets below:

[ ][agent] size: 16

[ [knowledge] size: 4

[ ] [event, manual_event] size: 3

[] Macation, manual_location] size: 54
[ [resource] size: 4

[ [kask] size: &

Search: |
0 entitylies) selected, 86 visible, 36 total,

L _manu-;i location | resource | bask |
Al | agent | knowledge | manual_ewent |
Entity Title | Entity ID Class
<seb filk,,, » | <setfilk,,, » | <set fil
] A
] =
]
[
]
O -
<0 »

Close

The top sections allow you to choose the entities for use. The bottom tabs allow for
choosing specific entities within a set.
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Drill Down Wizard Example

Using the Embassy MetaMatrix, we will render the various entity classes using the Drill-
Down Wizard Tool. The screen shot below displays the Embassy MetaMatrix as it should
first appear in the Visualizer.

ahmed_the_german

building_for_bombmaking

h_ahmed_abdullah

H-l-HﬁbéHg r nairobi

media_gonsultant '

mahmud_abouhalima

enbo e
kandahar

From the Main Menu select Tools > Drill Down.

This will bring up the Drill Down dialog box as shown below).
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< = Drill Down Wizard

Select one or more entity sets below:

[ ][agent] size: 16

[ [knowledge] size: 4

[ ] [event, manual_event] size: 3

[] Macation, manual_location] size: 54
[ [resource] size: 4

[ [kask] size: &

Search: |
0 entitylies) selected, 86 visible, 36 total,

L _manu-;i location | resource | bask |
Al | agent | knowledge | manual_ewent |
Entity Title | Entity ID Class
<seb filk,,, » | <setfilk,,, » | <set fil
] A
] =
]
[
]
O -
<0 »

Close

Here, select the entity class Knowledge by selecting the Knowledge check mark box. The
screen shot below, displays the end result that you should now see in the Visualizer.

2007 ORA Users Guide - Page 199



+ + Drill Down Wizard

Belect one o mone entity sets below:
[ [ngant] size: 16

[] Denoswbecipe]) size: 4

[C] [event, manusl_svent] size: 3

[ ocation, manusl_locstion] sive: 5+
] [resoumen) sima: 4

[ task] size: 5 Prerovone_wpeine
Def'ﬂ:'.{lts] selected, 65 visile, 86 total Preiaioes_exdremism

surceitlanoe_sxperise .
manial_location respuIce Lask

| Entity Title | Enbity ID |Clags
| woct .. v oot i v]:.-.:tﬂ

it | 'mldil_ea‘mmm

ooogoo

Next, with the Knowledge entity box checked, add the entity class Task. The screen shot
below displays the end result.

++ Drill Down Wizard

Felact one or more antity sets below:

[[] [agent] size: 16

[knevdedge] size: 4

[ [ewent, manusl_svent] size: 3

[[] Descation, manual_lncation] size: 54
[ [resource] size: 4

IE MSB: ' bomb_prap

igligisus_sxiremizm

miving_training

apons_sxpatiss

earch: | weapan_lraining

0 enkity(ies) selected, 85 visible, 86 total.
manual_lacation — task sumtillence h‘mmnllame_mwrﬁst

Al | agent knowledge marnwal_gvent
[EnttyTitle |EntitylD  |Class | P dia_comaitant
%cseitf‘t... e | zoat fik,.. | <gat il |

O A|

I:l 1

]

O

D |

O |
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Next use the search bar feature of the Drill-Down Wizard to narrow the search.

Enter the word Bombing in the Visualizer search field below. Then select the check box
on the bombing row. The screen should now reflect your new search parameters.
Everything not associated with bombing has been turned off.

% Drill Down Wizard X
Eelect one or more entity sets below:

LI [agent] sia: £5 .delnuicuus_e:aremism
[#] [knovdedge] size: 4

[] [event, manual_svent] size: 3

[[] Docation, manual_location] size: 54
[ [resource] size: 4 Ariving_training

[task] size: 5 bomb_prep

ambing

.we Apons_gxpeartis

B —

1 entityf ed, 1 visible, 36 total.

manieal_location resource kask
All | agent knowledges mianual_svent

[EntiyTie |Entity 10 | Class Typ

[esetfil... v |csetfil... v <setfir...
@ [bombing  [bombing  [task

|~

£,

Drill Down Wizard Explained

The ORA Drill Down Wizard can be broken down into three primary sections of input:

1. Section 1: enables you choose individual entity sets or combination of entity sets
to display in the Visualizer.

2. Section 2: of the Drill Down Wizard enables you to search for a particular entity
within your MetaMatix. This can be handy when you dealing with large entitysets
and the one you are interested in finding is not easily located.

3. Section 3: enables you check mark an individual entity within your MetaMatrix
by entity class if so desired.
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< = Drill Down Wizard

Select one or more entity sets below:

[ ][agent] size: 16

[ [knowledge] size: 4

[ ] [event, manual_event] size: 3

[] Macation, manual_location] size: 54 1 -
[ [resource] size: 4

[ [kask] size: &

___manual_location || resource | task

Al |- agent |I kEwledge. | manual_event

Ery T EI'ITITTIU__za-a‘SSé
<seb filk,,, » | <setfilk,,, » | <set fil
] A
O ==
]
[
]
O L
<0 b3

Close

Hide Edges With Weight

At times you will want to view the Visualizer with just the more weighted edges
displayed. You can select to hide edges either Less Than or Greater Than a certain value.

. L8 | QH#{D Show Labels | Show Edges | Show Arows |Fork Sizs| 10 3 | Entity See| 11 % Edgewicth 3.5 3 ® :

Hide Edges with Weight:  Less Than w 0.05

Lo Than

For this example we'll keep the Less Than option.

Less Than w h.o

4y
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e In the example below both confession and propaganda have a connection weight
to bin_laden of 1.0.
e Dbelief has a connection weight to bin_laden of 2.0.

letter

[L=10

From bin_laden T 2 nzcript
To belief
‘WWeight {double) s 2.0

From bin_laden
To propaganda
Weight (double) s 1.0

belief —
propaganda

e

manual

From bin_laden
To confession
Weight {double’ < 1.0

evidence confession

Increasing the edge weight to 1.1 will hide every edge less than that, namely confession
and propaganda.

Y
Less Than w 1.1 088

belief, with an edge weight of 2.0, remains connected to bin_laden but the edges for
confession and propaganda are now hidden (along with most of the other edges).

data

techinat_sci

nangE

confession

iz hiemistry

bin_laden .\
beliaf

reference
propaganda
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Entity Status

Entity Status Window

Window — Example

The Entity Status Window is selected by default. It first pops-up when you select any
entity in the Visualizer. This window provides you with a snapshot of the currently
selected entity by displaying that entities unique Attributes, Measures, and Neighbors.

Below is a screen shot of the Entity Status Window. By un-checking the box Show this
window when a entity is selected, the entity Status Window will cease to appear when
clicking on entities within the Visualizer.

.« Entity Status: wadih_el-hage E|

This window shows information for the currently selected
entity in the visualizer,

To select an entity in the visualizer, click on the entity, To
de-select an entity, click it again,

Show this window when a entity is selected

wadih_el-hage Y
Entity class is "agent”

10 is "wadih_el-hage"

13 links

Attributes
joined_al_gaeda="1989"
nationality_relation="haoskilz"
hiostility_lewel="1"
nyi="prosecutor”
nationality="lebanese"
left_al_gaeda="1995"
source_date="z006-05-10"
last_name="gl-hage"
source_name="xmldata/pacrim_ilchul.xml"
first_name="wadih"
alias="wadih_al_hage"
Measures:

none

Meighbors:

ali_mohamed; 1.0

ali_mohamed: 1.0

bin_laden: 1.0

bin_laden: 1.0

bin_laden; 1.0

bin_laden: 1.0

bomb_rmaterial: 1.0 st
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Attributes are descriptions you may or may not have given to particular entity or
entitieset in your network.

Measures describes computational functions in which the entity is directly involved. A
more complete description can be founc under ORA Measure.

Neighbors are entities that share an immediate link to the entity selected.

Entity Status Example

Window — Example

Using the Embassy MetaMatrix visualization, select the entity media consultant
highlighted in the following screenshot with the red circle.

media_consultant

hmed_the_geman

bir_laden

The screen shot below displays the result. You will see that the entity media consultant
has two neighbors, Usama Bin Laden and Khalid al-Fawwaz.
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+ + Entity Status: media_consultant @

This window shows information For the currently selected
entity in the visualizer,

To select an entity in the visualizer, click on the entity, To
de-select an entity, click it again.

media_consultant
Ehow Ehis window when a enkity is selecked %

khalid_al-favanaz

bin_laden
media_consultant
Entity class is "knowladge"
ID i= *media_consultant™

2 liriks

Attributes

source_dake="2006-02-01"
source_nane="xmidatafembassy_tanzania.<md®
Measures:

nane

Meighbors:
bin_laden: 1.0
khalid_al-fawwaz: 1.0

Tip! If you are more interested in using other functions within the
Visualizer, such as the Path Finder, deselect the Entity Status option to
un-clutter your visualization.

Group Viewer

The Group Viewer helps separate entities into distinct groups. Take the starting view
form the Visualizer. Not much can be discerned from this rather jumbled view with all of
the entities choosen.

There are five group which can be called up: CONCOR, Newman, Johnson, FOG, and K-
FOG
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. - Group Viewer

This window will let you compute and visualize groups

within the currently visible network, Select the algorithm

woll wank to see, then compute the groups and select the number
of groups,

CONCOR vl
i ol

When you first call up the Visualizer every entity is listed and displayed on screen. At
first glance, not much can be discerned.

.[agent] size: 27
.[belief] size: 2
[ewvent] size: &
knowledge] size: 40
[lac ation] size: G4
'[nrganizatinn] zize: 2
[resource] size: 532
9 [tash] size: 93

prowide_manay

get_monen
faaiad

zouth_a
Tafs_ b hE RAR DYy

I

puichase_adg
divwing_sxpariize

gl iy
kara

LariB 5Ty 2 2 il 'i__;
|E’iﬂ!ﬂ5!l II\‘I 3

run_bomb_factons convicled
ennsyhrania g sohoul e
: impyizer ]

1] AhGE

death_penaty b antiadict

caplune o Yy |y : ¥ -
parela = - - Hebrate_h
mon_haeha._ K . b o aiguae
2 Ty ApprovE
inag / g ) ks “m‘hﬁ, S P

united_states_of_america ’llln-’f

khobar_towss_bombing_1006
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One way is to visualize one of the graphs. Highlight one of the graphs you want to view
in difference groups.

=38 - tanzania_3

------ ooo [agert] size: 27

------ ooo [belief] size: 2

------ ooo [event] size: 5

...... ooo [knowledge] size: 40

------ ooo [location] size: 61

------ ooo [organization] size: 2

------ ooo [resource] size: 53

------ ooo [kask] size: 93

------ ®9° agent x agent [Agent x Agent]
...... °':'°' agent x belief [Agent x Belief]

...... *3® agent x event [Agert x Event]

agent x knowledge [Agent x Knowledge]
------ *4® agent x location [AY

nk x Location]

Then Select Visualize Only this Graph

[ **, Yisualize Only this Graph |

We now have a much more manageable display.

ahmed_hamed_ali. .ahmed_the_german

anas_litytace gy abdullah_shmed_abdullah

explosives_expertize

infarmation khalfan_p ali_mohamed

Armd_ gupteakizmed

mohammed_salim

ahmed_ghailani

zaif_al-adel ) !_. 'E&i&sﬁj@n@lmmed_ali

photographinté) H'J immed_odeh med_nwhali
sunveillance ; ' W iamal_al-fadl .abdal_rahmad

propaganda halidy bl - 'l
avtidia oheulthht T R A b e

recording \/ rofgitus * &
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Select from the Menu Tools > Group Viewer

IEH Cptions  Help

Drill Doy
Entity Staktus

Group Yiewer

Key Set Selector
v Legend

Meka-Entikies

Path Finder

Sphere of Influence

Which calls up the Group Viewer dialog box. First let's see what happens with the
CONCOR options. Select [Compute] to activate the grouping.

. - Group Viewer

This window will let you compute and visualize groups

within the currently visible network, Select the algorithm

woll wank to see, then compute the groups and select the number
of groups,

v|
|

Select a number of groups to see:

I

The default is one group with all visible entities connected to the center
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répart G PR iR d_salim
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sur\reium -fawig \ meh s Al A TS mm e d_ali
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The dialog box, increase the Select a number of groups to see: to 2.

. - Group Viewer

This window will let you compute and visualize groups

within the currently visible network, Select the algorithm

woll wank to see, then compute the groups and select the number
of groups,

| CONCOR |

|

Select a number of groups to see:

T |

Now displayed are two groups. On the left most of the knowledge entities are connected
to two agents, bin_laden and mustafa_fadhil. The group on the right consists of the
remaining agents combined with a few of the knowledge entities. Notice that the
knowledge driving_expertise is one of the knowledge entities on the right.

ahmeiED AL PRI 28

ahldullg _ahm _:—:.-p,.

Gl L uld: chitT ?ﬁﬁ%ﬁ?ﬁ-mﬁ_ﬁﬁm
d\ ok / igiew fil P Fhammed_ali

phoio‘mg&ﬁ"m“ erh:e jamal_al-fadl
[a]
ropaganda 19—“’9 ] : abdal_rahmad
PrRa vetlloage =Rott i file

article

\ @ fahid_msalam

St AT, it

reqgdfingl_gctivism

confession P anedan_shdikh
Jiliaieus. LT diving lexpertice
belief bk I'_: adsl_ﬂ'ﬁharhmed_labdul_armagidubargr
meme mohaemad_
idea®
ngwos
newes_eleagemd
transcript

reference theony

Now change the group to Newman and select [Compute] and increase the Select a
number of groups to see: to 2.

2007 ORA Users Guide - Page 210



. - Group Viewer

This window will let you compute and visualize groups

within the currently visible network, Select the algorithm

woll wank to see, then compute the groups and select the number
of groups,

| Mewrnan Y |

Select a number of groups to see:

Once again we see two groups but the division is different. The left group contains all the
knowledge entities except driving expertise. And now there are fewer agent entities
connected to this knowledge.

farad mmb i
Aoy ’ b
[EETTET)] 3 = ti
abdullah_abwreidank dullapeglize © 14m4, -
eyl L

exmoﬂp{swﬁ%ﬁ d. hepradn_al-zawahiri
dog nt
) ||%?!?ige..¢e- =ait_al-adel
information rapgiaus =

ahmed_ghailani
surreillance

repo
photograph

antidgasafion muhsir AR g_expertize

Tl

recording M.
alief-

Now change the group to Johnson and select [Compute] and increase the Select a number
of groups to see: to 2.

. - Group Viewer

This window will let you compute and visualize groups

within the currently visible network, Select the algorithm

woll wank to see, then compute the groups and select the number
of groups,

|J|:|hn5|:|n w |

—

Select a number of groups to see:

driving_expertise is still the only knowledge in the right group but notice that now there
is only one agent connected to it, mustafa_fadhil. Looking back, he was connected to
driving_expertise in Newman but not CONCOR.
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Hyperbolic View

The Hyperbolic function creates a bulge within your visualization adding a sense of
depth. By moving the slider from right to left, you can increase or decrease this bulge
effect and create different depth-added views. The Hyperbolic radio button and slider can
be found at the bottom of the window.

...-F"'"-_—____"""\-.
" Foom: -6 i % ertities, 1255 edges
{ ‘“‘-"-\————'"i",
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Note : The Hyperbolic function, when selected, converts the slider to
this feature. This is also true of using the zoom and rotate functions. Use
all three in conjunction to get your visualization just the way you want
it. Scroll down below this screen shot for another when viewed with the
Hyperbolic feature.

libria

driwing_training ahmed_the_german

building_for_bambmaiing 4 i hmad

"‘-I‘-_ n_ahmad_abdullah
i g _material
media_sonsultant

il:ag!mw’zemmtd_m.

2 illenoe

ohammad_salim

nexid echlle" ¢

ahmud_abouhalima

In the screen shot below, black ellipse highlights the effect of adding the Hyperbolic
View to a visualization. Compare the slider positions and visualizations in both screen
shots to examine this subtle effect. Of course, the best way to become familiar with the
Hyperbolic view is to simply experiment within the Visualizer itself.
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th_ahmed_abdullah

pmbin
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media_oonsultant

Note : It is useful to use this tool in conjunction with the Rotate and
Magnify tools to obtain just the view you desire.

Removing Isolates

To further simply a visualization, it may prove useful to remove isolated entities from the
visualization. Isolated entities are entities not directly linked or connected to other
entities, which share direct ties with each other. In the screen shot below, the red ellipse
highlights an isolated entity which needs removed.
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maohamed_owhali

ahmed_the_german

khalfan_mohamed

abdullah_ahmed_abdullah

mahammed_odeh

.mnhammed_salim
An [solated Entity

Select from the Main Menu: Actions > Hide Isolated Entities.

DYl Tools  Options  Help
v Hide Isolated Entities

Hide Pendant Enkities

Recursively Hide Pendants

Recursively Hide Pendants and Isolates

Show All Entities

Showe All Entities Excepk Isolates

Shiowe Graph b
Set Title

Layout Entikies by MDS

Reset Entity Colors and Sizes

Color Entities by Component

Color Entities by Meswsman Grouping

Color Entities by Concor Grouping

Color Entities by Attribute

Size Entities by Measure

Compuke FOG Groups

Compute Standard Measures For Wisible Mebwork

Fun Bayes-Net Layout

In the screen shot below, after removing isolated entities, the visualization is further
simplified.
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mohamed_owhali

ahmed_the_german

khalfan_muohamed

abdullah_ahmed_abdullah

mohammed_odeh

Adding And Removing entities In The
Key Set

The ORA Key Set Selector allows you to determine which entities are visible in the
Visualizer. The Key Set Selector is accessible through the ORA tool bar.

From the ORA menu choose Tools > Key Set Selector

blaize_campaore .

ghaulani._-———-"" ......

.aziz_na

This will bring up the following dialog box in which to make your selections.
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: - Key Set Selector

Ilse the Key Set Selectar to determine which entities are visible in the visualizer,

Yisualizer Commands

[ Showe Only Checked Items ” Show All But Checked Ikems ]
[ Add Checked Items ][ Remove Checked Items ]
[ Create Meka Entiky ][ Highlight Checked Items ]

key Set Commands

Entity Selection Rule: (3) Entity must match AT LEAST OME Filker () Entity musk match ALL filkers

[ Reset Filkers l Search:i

36 entityiies) selected, 86 visible, 36 total,

All I_Egent knu:uw_l,_alz_i_ge' manual_event | manual_location | resource | Itask_
Entity Title | Entity ID Class Type | Class D aftribute3 I
et filk,,, | <setfile,., w | <sebfilk,,. w | <setfilk,,. w | <setfit.., » |-
ahdal_rah... [abdal_rah... |agent agent e
abdullah_... [abdullab_... |agent agent 2
ahmed_g... [ahmed_g... |agent agent
ahmed_th... [ahmed_th... |agent agent
ali_moha... |ali_moha... |agent agent
hin_laden  |hin_laden |agent agent ceo
fazul_moh... |fazul_moh... |agent agent -
| < | >
[ Select All l l Clear All

Close

Above is a screen shot of the Key Set Selector accessible through the ORA Visualizer
tool bar. The red rectangles show the primary areas of the Key Set Selector, which enable
you to hide and add entities to your visualization. Note the green checkmarks along the
first column. These checkmarks indicate exactly which entities within your visualization
are selected. The button within the Visualizer Commands section of the window pane,
allow you to view your visualization by Show Only Selected or Show All But Selected.

Furthermore, Visualizer Commands allows you to Add Selected, Remove Selected, and
Create Meta entities.

Note: The difference between Showing and Adding and conversely
Show All But Selected and Remove Selected.

Essentially, when you add you are literally adding entities to your visualization versus
showing, which is displaying entities already part of the current visualization.
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The Node Title Row, highlighted by the middle red rectangle on the screen shot below,
allows you filter entities in your visualization. To view only the entities in your
visualization that contain a certain attribute, which you are interested in examining, you
can turn the filter on by clicking the drop down tab in the row immediately following the
Entity Title row (Scroll for another screen shot of filtering the current MetaMatrix using
attribute 1 from the Key Set Selector column heading).

In the screen shot below, note that using the filters we selected under attribute 1 the
attribute 1988 from the drop down menu. A black ellipse highlights that by selecting this
attribute, 4 out of 611 entities contain that attribute. By clicking Show Only Selected the
ORA Visualizer will render these four entities. Note that the green check marks in the
first column have been unselected. Only the entities that shared the 1988 attribute will be
selected. If you scroll down this column, those entities will turn up as selected. By
clicking Show All But Selected the ORA Visualizer will render the MetaMatrix without
the four entities containing the attribute 1988. Other filters can be used to create a variety
of visualizations correlating any attributes that you are interested in examining. Note also
that you will note be able to add attributes directly into the Key Set Selector. This must
be done in the MetaMatrix Editor (See Adding and Removing entities In the Editor to add
attributes).

: « Key Set Selector

Uze the Key Set Selector to determine which nodes are visitle in the visualizer,

Hey Set Comemants |
Yisualizer Cormmars
[ Show Only Selected I Show All But Selected |
| Add Selected JI Remove Selected |
| Create Meta Node |
Hode Selection Rusee™T2) Node ch AT LEAST ONE fiter () Mode must match ALL fiters
_Ssleclrd node cpunt: 4 out of B11
NOTFe—ttdeset . |Nodesety] |afiributel gtirbute10 | atiibutell |atiibute12 |attributel3

Ly

By clicking the Show Only Selected button in the Visualizer Ket Set Commands, the four
entities, which contained the attribute 1988, will appear in the Visualizer. You can see
that these entities share no direct ties.
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.ih.al:-_ali

.muntasir_zay'g.rat

mohammed_al-masri .

Show / Hide Labels

Entity labels, which often prove helpful in describing entity points, can sometimes clutter
a visualization. Thus, it may be necessary to eliminate labels from your visualization. The
following procedure will help clarify the screen when it is clouded by the many labels.

To remove labels go to Visualizer tool bar and select Show Labels
button.

The red circle highlights where to find the Label Button on the Visualizer tool bar.

" II &Rd#(D Show Edges Show Arrows | Fonk Size 1|:|: Enkity Siza 1i: Edge Width 35: e i.

Hide Edges with Weight: | Less Than ¥ 0.0/

This initial screen shot shows the Visualizer with all the labels.
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liberia
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7 QL;E eill:nce

goal_al-fadl

mahmud_abouhalima

manhattan

darfur

When you click the Label button on the Visualizer tool bar ORA removes all labels. In
the screen shot below, our example above has the labels removed. Note that now a much
more clearer conceptual picture of the network is produced.
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Legend

The Legend box allows you to quickly hide and reveal entities and edges in the
Visualizer. Placing a mark in the checkboxe will make an element visible.

When you start the Visualizer up all the boxes will contain checkboxes.
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«: Legend E| .

.[agent] zize: 16

’[event. manual_svent] size: 3

K [

.[kn-:nwledge] size: 4

&

.[Incatinn. manual_location] size: 54

3

. [resource] size: 4

.[task] size: 5

agent:x agent [Agent x Agent]

agent x knowledge [Agent = Knowledge]
agentx manual_ewvent [Agent x Event]
agent x manual_location [Agent = Location]

agent x resource [Agent x Resource]

agent x task [Agent = Task]

krowledge = task [Knowledge T ashk]

manual_eventx agent [Event = Agent]

manual_ewventx manual_location [Ewent = Location]
manual_location x agent [Location x Agent]
manual_location x manual_ewent [Location x Event]
manual_location x manual_location [Location x Location]

resource x task [Resource x Tash]

REREEHEEEREREREEREE E

N

tash x tash [Tash = Tash]

And in the Visualizer all entities and edges are revealed.

2007 ORA Users Guide - Page 222



ahmed_the_german

.Iiberia

lah_ahmed_abdullah

media_consultant. Ramking

mahmud_abouhalima

manhattan

By using the Legend checkboxes you can selectively hide entities and edges. Deselect the
checkbox to the left of [agent]. Notice in the Visualizer that all of the Entities marked as
agents are now hidden, along with any connections they had with the rest of the entities.

] .[agent] zize: 16

building_for_bombmaking ‘

driving_training
ﬁg%e

ambing .nairobi

'religious_ex‘tremism

media_consultant.
wedpon_training

money

residhbr
. ban sunveillance_expertise
sin
i ﬁuweillence
ameH kenya
jalalabat

manhattan

’wtc
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Then Selecting and Deselectin various checkboxes will affect what is displayed on the
screen. Here we've reselected [agent] and deselected [event, manual_event], [knowlegde],
location, manual_location], and [resource]. In the Visualizer only [agent] and [task]
remain visible and connected.

.[agent] size: 16

D .[event. manual_ewvent] size: 3

F .[kn-:-wledge] size: 4

D .[Iu:-catiu:un. manual_location] size: 54
D ‘[resnurce] size: 4

.[task] size: 5

driving_training

ahmed_ghailani

ahmed_the_german

mohammed_salim

jamal_al-fadl

ali_mohamed

mahmud_abouhalima

khalid_al-favawaz

Next Reselect all the entities and Deselct all edges except knowledge x task. Most of the
entities are now disconnected except the few that contain knowledge x task edges.
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« - Legend E|

Edit

.[agent] size: 16

’[event. manual_ewvent] size: 3
.[kn-:-wledge] size: 4

.[I-:-cati-:-n. manual_location] size: 54
‘[resource] size: 4

.[task] size: &

agentx agent [Agent = Agent]

agent x knowledge [Agent x Knowledge]

agent x manual_ewvent [fgent x Event]

agent ®x manual_location [Agent = Location]
agent x resource [Pgent = Resource]
agent x task [Agent = Task]

knowledge = task [Knomledge = Tash]
manual_event x agent [Event x Agent]
manual_ewvent x manual_location [Eventx Loc:
manual_location = agent [Loc ation = Agent]
manual_location = manual_event [Location = E
manual_location = manual_location [Location :

resource ¥ task [Resource x Task]

tash x task [Tash x Tash]

S Moo OoOROOOEO O

In the screenshot below the two red circles show the only two groups that remain
connected. By removing the checkmarks from all but the knowledge x task edges only
two groups remain.
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sunveillance_experdisa .

surveillence

'”'5'9. APt

Options

Help

Showe Edge Weights

Show Self-Loops

Edge Color ]

Cpkions

Shiow Maouse Overs
Entity Style ]

EBlack And Wwhite Only
Backaraund Calor [

Backaround Image r

Color Enkities From Caolar Atkribuke

Show Weight Edges — Toggles whether the weight of various edges is displayed.

Show Self-Loops —

Edge Color — Options for coloring the edges.
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Edge Color Drefaulk

Match Source Enkity
Match Target Entity

Show Mouse Overs —

Entity Style —
Entity Skyle Srall
v Mediur
Large
Black and White Only —

Background Color — Changing the background color changes it in both the Visualizer and
the Legend.

Beware: Some of the possible background colors can make it difficult to
view the Visualizer. Your best choice is white.

Background Color Black
Whike
Cuskam,.,

Background Image — Allows you to chose a .jpg, .gif, or .png to use as a background.

Background Image Load...
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Color Entities from Color Attribute —

The Path Finder

Path Finder Basic

Basics — Examples

The Path Finder allows you to focus or drill down on a particular entity, or multiple
entities, that you may be interested in analyzing in greater detail. This is accomplished
within the ORA Visualizer by using the Path Finder tool, accessible from the Visualizer
menu. The Path Finder creates an Ego Network for any particular entity or selection of
entities and can show you how entities are connected.

An Ego Network, or Sphere of Influence, is essentially a visual representation of a
selected entity and its relationship to its immediate neighbors, or other entities, within the
network. Each direct tie between an entity and its neighboring entities in a network is
referred to as a path. Path length is the number of ties that separate any two entities.
Multiple entities can be used by the Path Finder for comparing Ego Networks.

From the Main Visualize Menu select Tools > Path Finder

a8 Options  Help
Blockmap
Drill Dowwn
Entiky Skakus
Group Yiewer
key Set Seleckor
Legend
MMeta-Entities

M

phere af Influence

After selecting the Path Finder, the following dialog box will appear.
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: = Path Finder

IJse this window ko see the paths bebween a pair of entities,
Select bwo entities below or use chrl-click ko select bwao entities in the
visualizer,

Select a length (0 means ko show only sharkest paths):

[ ] Auto-Zaom
Filter "Extra" Edges
| a

Compute shortest paths use only these entities:
[ ][agent] size: 16

[ ] [knowledge] size: 4

[ ] [event, manual_evert] size: 3

[ ] [lacation, manual_location] size: 54

[ ] [resaurce] size: 4

Entity 1 | Entity 2

key Set Commands

Entity Selection Fule: (&) Entity must match AT LEAST OME filker ) F

Reset Filkers | Search: | |

0 entity(ies) selected, 86 visible, 56 total.

manual event || manual_location || resource | bask
Al | agent kniowledoe

Entity Title Entity 1D Class Twpe | Cl
<zt filk,,, | <sekfilk,.. % | <setfilk.., »|<s

P

OO0

W

4 | b

Close

From this dialog box you select which entities you want to use, then select the two
entities from the tabs at the bottom.

Path Finder Example

Basics — Examples

In this example, we are working with the MetaMatrix embassy_bombing. Below in an
example of this MetaMatrix as it first appears in the Visualizer. We will now attempt to

2007 ORA Users Guide - Page 229



find the path between the agent entity Abdal Rahmad and the knowledge node Media
Consultant. We will now connect the circled entities in the Visualizer.

bdal_rahmad

liberia

ahmad_the_gaiman

ahmed_ghaklan
bunker

ahmud_abouhalima
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From the Main Menu select: Tools > Path Finder

: = Path Finder

IJse this window ko see the paths bebween a pair of entities,
Select bwo entities below or use chrl-click ko select bwao entities in the
visualizer,

Select a length (0 means ko show only sharkest paths):
™ ol

[ ] Auto-Zaom
Filter "Extra" Edges
| a

Compute shortest paths use only these entities:
[ ][agent] size: 16

[ ] [knowledge] size: 4

[ ] [event, manual_evert] size: 3

[ ] [lacation, manual_location] size: 54

[ ] [resaurce] size: 4

...........................

Entity 1 | Entity 2

key Set Commands

Entity Selection Fule: (&) Entity must match AT LEAST OME filker ) F

Reset Filkers | Search: | |

0 entity(ies) selected, 86 visible, 56 total.

manual event || manual_location || resource | bask
Al | agent kniowledoe

Entity Title Entity 1D Class Twpe | Cl
<zt filk,,, | <sekfilk,.. % | <setfilk.., »|<s

P

OO0

W

4 | b

Close

To filter out any extemporaneous edges, select the Filter "Extra" Edges

[ ] Auto-Zoom
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Now select the entity sets you wish to use to connect the two entities

Compute shortest paths use only these entities:
[agent] size: 16

[knowledge] size: 4

[][event, manual_svent] size: 3

[ ] [location, manual_location] size: 54
[][resource] size: 4

[ [task] size: 5

Make sure the Entity 1 tab is active. In the search box, type abdal This will filter out all
but the abdal_rahmad line. In other MetaMatrices there may be others that match. Type in
as much as needed to find your choice. Select the checkbox on the left.

Entity 1 | Entiby 2
kKey Set Commands

Entity Selection Fule: (&) Entity must match AT LEAST ONE filker () E

Reset Filters | Search: | abdal

1 entity(ies) selected, 1 visible, 86 total,

manual event manual_location resource kask
Al agent knowledge
Entity Title Entity 1D Class Type |
<seb filker= % | <sebfilk,., % | <sebfilk,,, |
| ahdal_rahmad |ahdal_rah... |agent al
£ *

Close

Now select Entity 2. In the search box now type media. This will filter out everything but
media_consultant
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Entity 1 | Enfity 2
kKey Set Commands

Entity Selection Rule: (3) Entity must match AT LEAST OME filker () ¢

Reset Filters | Search: | media

1 entity(ies) selected, 1 visible, &6 takal,

manual ewvent manual_location rESOUrCE kask,
Al agent knowledge

Entity Title Entity D Class Type

«set filker = | =set filk, .. [w | <set filt... | %

| media_consultant  |media_co... | khowledge

£ >

Close

Now select the [Close] button.

You are now shown the path from abdal_rahmad to media_consultant without any extra
entities or edges.

% .abdal_rahmad
media_consultant /
=z . . ohamed_owhali

Visualizer Patterns

This is a list of patterns that can make it easier to find various clusters.

No Edges

No Edges — 2-Group — Bowtie — Chain — Circle — Star
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i Legend

Edit

X

O

O
O
O
O

.[ﬁgent] size: 5

Agent = Agent [2-Group]
Agent = Agent [Bowntie]
Agent = Agent [Chain]
Agent = Agent [Cincle]
Agent = Agent [Star]

3

|<I

2-Group
No Edges — 2-Group — Bowtie — Chain — Circle — Star

Agent_1 .

.Agent_2

Agent_3 .
.Agent_-ﬁl

.Agent_ﬁ

Edit

i: Legend

OO0O0OF

Bowtie

.[ﬁgent] size: §

Agent x Agent [2-Group]
Agent x Agent [Bondie]
Agent = Agent [Chain]
Agent x Agent [Circle]
Agent = Agent [Star]

Agent_1

Agent 3

Agent

__.ﬁ-.gent_ﬁl-

Agent_5 .__

No Edges — 2-Group — Bowtie — Chain — Circle — Star
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« - Legend
Edit

.[Agent] size: &

Agent = Agent [2-Group]

Agent x Agent [Bondiz]
Agent x Agent [Chain]
Agent x Agent [Circle]

OO00OFO

Agent = Agent [Star]

Chain
No Edges — 2-Group — Bowtie — Chain — Circle

Agent_2

— Star

. - Legend
Edit

.[Agent] zize: &
Agent x Agent [2-Group]
Agent x Agent [Bowdie]
Agent = Agent [Chain]

Agent = Agent [Circle]

Agent x Agent [Star]

Circle

Agent_1

Agent_2

No Edges — 2-Group — Bowtie — Chain — Circle — Star
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X

i+ Legend
Edit

.[ﬂxgent] zize: &

D Agent x Agent [2-Group] Agent 3
I:l Agent x Agent [Bowrtie]

D Agent ¢ Agent [Chain]

Agent = Agent [Cincle]

D Agent x Agent [Star

Star
No Edges — 2-Group — Bowtie — Chain — Circle — Star

= Agent_2
+: Legend X ?

Edit

.[Agent] size: &
Agent_5
D Agent x Agent [2-Group] ﬁgent_S._ﬂﬂ;hu.‘—__. I

Agent x Agent [Bowntie]

Agent: Agent [Chain]

Agentx Agent [Circle]
E ﬁgent_ﬁl-.
Agent x Agent [Star] 3

O
O
O

Removing Pendants

Pendant entities share links to other entities. But their linkage is tangential and therefore
isolated from the core linkages you may be interested in examining. Pendant entities, like
Isolated entities, can be removed.
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From the drop down menu in the Visualizer tool bar > Tools > Hide
Pendant Entities.

Wbana

CHEEETTY

mahmud_aboubalima

Below is a Before/After screen shot of the visualization before showing the removal of
the pendant entities. The red circles show the entities which have been removed.
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med_abdullah ) 3 med_abdullah

- b
_mohammed : ¥ ] f fazul_mohammed

mahmud_abouhalima mahmud_abouhalima

Removing Entities In The Visualizer

You can remove entities directly from the ORA Visualizer by right clicking on a entity
and selecting Hide Entity.

In the Visualizer, find the entity you want to hide. Here we will hide mohamed_owhali.
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halfan_mohamed

bdullah_atmed_abdullah

abdal_rahmad

moRamradedin mohamed_owhali

jihad_mohammed_ali
bin_laden

Place the cursor over the entity and right-click on the entity to bring up the contextual
menu. Highlight Hide Entity.

halfan_mohamed

bdullah_atmed_abdullah

Select Entity
Hide Entity
Center Enkity
v Pin Entity
Expand Entity
adih_el-hag Sek Picture

L LT T LT %mnhamed owhali

hammed_ali
bin_laden

Fin Subrmenu  k

When you release the button mohamed_owhali's entity will be hidden. From this action
we see the elimination of mohamed_owhali isolates jihad-mohammed_ali
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halfan_mohamed

bdullah_atmed_abdullah

abdal_rahmad

mohammed_odeh

.jih.ad_m-:nharnrned_ali

bin_laden

Resize Entity by Attribute or Measure

Sizing entities by basic SNA measures

ORA has the capability to visualize entities by scaling them relative to each other in
relation to common SNA Measures or Attributes as selected within the ORA Visualizer.
The key benefit to sizing entities by Measure or Attribute is the ability to conceptually
capture which entities in your network figure more prominently in terms of measures by
simply gauging their size visually and intuitively.

To demonstrate this function will work with a graph of the
TanzaniaEmbassyEnhanced_2-07_1999 dataset.

First, we will load our Metadata into ORA.

Below is a screen shot of the TanzaniaEmbassyEnhanced-2-07_1999 Metadata set loaded
into ORA's main interface:
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<« ORA: Orpanizational Risk Analyzer v. 1.8,

(]

File Edt MetaMatric Management Generate Nebworks  Analysis  Data Visualzation  Help
: 5 | 212 =11} 4ooo —eme| TR 00
MetaMatix Manager w1 Metamatrix ID [TanzanisEmbassyEnhanced_2-07_1997 B
S8 8 & 8 TanzanisEmbassyEnhanced 2-07_19¢ ( MetaMatrix Flename  |=:|Documents and Settings\Daddy's Stufficarne
Som TAQu1 A i 16 o i ettt ot S it
ooe [evert] size: 3 [ B Reports | [ “22, visusize | [ view:
eoo [knowledge] size: 4
oom [location] size; 54 Statistics
ooo [resource] size: 4 Entity Sek Names (Size): Lo9ENE] size: 16 [event] size: 3; [knoviedge] siz
ooo [task] size: 5 (ize) [task] size: 5;
*T* agent x agenkt [Agenk x Agent] Entity Set: Count: &
*$* =gent x event [manusl_sgent_ewi Entity Courk: 86
-~ "® agent x knowledge [Agent x Know Edge Count: 1273
*3* agent x location [manual_agent i Graph Count: 14
=87 agent x reource [Agent x Restra Total Density: 23089953
*1* agent x bask [Agent x Task] | 2|
& - 3 ||& >
Results .4

To better illustrate the functionality of this tool, we will choose to work with a sub-graph
part and parcel of the above Tanzania Meta-Matrix. Let us select the agent x knowledge
graph of the of the TanzaniaEmbassyEnhanced_2-07_1999 dataset. The screen shot
below displays this graph when selected in the ORA Main Interface.

= DRA: Organizational Risk Analyzer v. 1.8.6
File Edt MetaMatric Mansgement Ganerate Networks Analysis  Data Visuslization  Help

5 4302 =12 onn maae 4700 =020

MetaMatrix Manager # (4 Graph: [who knows what]
=232 TanzaniaEmbassyErhanced _2-07_19 It | Echtce
ooo [agent] size: 16 it e — =
oo [avenk] size: 3 Graph ID {Agent x Knowledge
emo [knowledge] size: 4 r
coa [location] size: 54 Source: {pgent
ooo [resource] size: 4 Target |l:nmuindge
ooo [task] size: 5 "
I directed? |true
*3* agent x agent [Agenk x Agent] g I

*1* agent = event [manual_sgent_sw
b 4l 20t knowidedge [Agent x Know

L
t14

s Visualize this Graph | | =%, visuslize Only thi

[

*3* agent x location [manual_agent Edige Counit: 26

*1* agent x resource [Agent x Resour Drensity s 0, 40625000

*3° soentxtaskingemtx ekl g || - =
=== - tl
Results x

After the graph is selected, click the Visualize this Graph button to display this graph in
the ORA Visualizer. The screen shot below displays the result:
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-« TanzaniakmbassyEnhanced_2-07_1997 - ORA Network Visu. .. [';]E|E]
File Actions Tools Ophions  Help

| b- | II G‘l RDtatE@ Show Labels | Show Edges || Show Arrows | Font Si2
; T 1
Hide Edges with Weight: | Less Than v | 0.0 2

* Foom: =11 O Hyperbaolic: 0 20 entities, 26 edges
L [ >

Note: we have zoomed in on this image, thus obscuring from view two
isolate nodes.

Next, we will size the entities in this graph by accessing the Visualizer's Main Menu bar.

From ORA Visualizer's Main Menu Bar > Size Entities by Attribute or
Measure

The red ellipse on the screen shot below shows how to access the Size Entity by Attribute
or Measure tool from ORA's Visualizer Main Menu Bar.
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: » TanzaniaEmbassyEnhanced_2-07_1997 - ORA Network Visu... |Z|[E|g]

File By Tools Options  Help

: Hide Isolated Entities R ,
: a thow Edges || Shaw Arrows | Fonk Siz
© 1 Hide Pendant Entities L
' Hid Recursively Hide Pendants Ij

i

| Recursively Hide Pendants and Isolates
Shiows All Entities
Show &l Entities Except Isalates
Set Title

Reset Entity Colors and Size

Color Entities by Component

Color Entities by Mewman Grouping
Colar Entities by Concor Grauping

Size Entities by Atkribuke or Measure

Compute Standard Measures For Visible Metwork,

Fun MDS Layaouk
¥

Run Tree Layouk V

o Foom: =11 © Hyperbaolic; 0 20 entities, 26 edges

£ | >

After you select Size Entities by Attribute or Measure, the Entity Size Selector pop-up
window will appear:
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- « Entity Size Selector

IJse this window to size entities by measure walue or
attribute,

Select an attribuke:
! wzgleck s w |

Select a measure:
| wselact = { W
relect» -

_oagnikive Distinctiveness
_oagnikive Expertise
Cognitive Resemblance

Felative Expertise
R elative Similarity

Close

Using the drop down arrows, you can choose to select a Measure or Attribute by which to
size your entities. In our example we are going to choose the measure Exclusivity,
Knowledge from Select a Measure drop down arrow selector.

2007 ORA Users Guide - Page 244



- « Entity Size Selector

Ilse this window to size entities by measure value or
attribute,

Select an atbribute:
! <select W |

Select a measure:

I Exclusivity, Knowledge

Close

After we choose the measure to size, the Visualization should now scale your entities

relative to their respective Exclusivity, Knowledge measure value. The screen shot below
shows the result of this selection for our dataset:
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-« TanzaniakmbassyEnhanced_2-07_1997 - ORA Network Visu. .. |Z|[E|E]
File Actions Tools Ophions  Help

| b- | II G‘l Rotate (D Show Labels | Show Edges || Show Arrows | Font Si2
: 1
Hide Edges with Weight: | Less Than v | 0.0 2 |

* Foom: =11 O Hyperbaolic: 0 20 entities, 26 edges
L [ >

Notice that the size of the nodes has now changed according to the entities relative value
of Exclusivity.

Let us drill down on the wadih_el-hage agent entity, which is ostensibly larger than the
other agent entities. We will now check to see that this entity's Exclusivity, Knowledge
value is higher than a smaller sized entity render in the ORA Visualizer.

To do so, click on the entity wadih_el_hage. The Entity Status window will appear which
shows information for the currently selected entity in the Visualizer. Scroll down in this
window to you find the Measures value. The screen shot below shows were to find the
Measures value in the Entity Status window.
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.= TanzaniaEmbassyEnhanced_2-07_ 1997 - ORA Metwaork Visualizer

Fil=  Actions

Tools Options  Help

: % | 2 | BROY maq} Show Labals || Show Edges | Show Amows FontSze| 107 EntitySze| 113 Edge Wickh| 2 3

Bim_laden

wadih_4

jamal_gl-dadl

EMEMMW: Lz Than - 004
- Entity Status: wadih_el hage
This window shows infiormation for the ourmently selscted
mohamed_cwhali entity in the visualzer,
T selact an enkity in the visuakeer, chick on the entity. To
il de-sedact an entity, dick it again,
- khaltan_mohamed

[] Shoowe this window when a entity is selectad

RIS TR TR
source_name="cmidat ajpacrien_ichul ol
rryi="prosaoutor
souree_dabes="2006-05-10°

I~ Hyperbee: 0 20 entities, 26 edges

= Zoom: <11
<

,I

Now we will compare this Measure value with that of the entity Mohamed_owhali, which

is ostensibly smaller in size than wadih_el_hage.
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<= TanzaniaEmbassyEnhanced_2-07_1997 - ORA Metwork Visualizer

Fi= fActions Todls Options  Help

Brll ® ma@ Show Labals || Show Edges || Show Amows |FonkSize| 105 | Ectity Sze| 11 2| Edge Width

bin_laden
e diby

jarmal_al-fadl

&13

de-salact an antity, cck it again,

2]
| HideEdges wthWeight: | LessThen || 00 2
maham This window shows infiormation for the currently selected
enkity in the visualzer.
To salact an entity in the visuakeer, chick on the entity. To
4 khaban_mohamed

[] Showe this window when & entity is selected

i Exchusteity, Knovdedge: 00006

saudi_arabla: 1.0

kl: 1.0

21 1.0

15: 1.0

ktarzania: 1.0 »

left_al d -~

al¥ 1.0
alé: 1.0

abdolah_;

bin_laden: 1.0

k3: 1.0
khalfan_mohamed: 1.0
rd: 1.0

1.0

£

I'“? Toom: <11 (" Hyperbolc: 0 20 entities, 26 edges

’I

Notice that this much smaller sized entity reflects a much smaller value (.00006) for the
Exclusivity, Knowledge measure versus the wadih_el-hage entity (.0058).

Sizing by Attributes

You can also choose to size entities by Attributes. To do so, follow the procedures above
until you get to the Entity Size Selector box.
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- « Entity Size Selector E'

Ilse this window to size entities by measure value or
attribute,

Select an atbribute:

Select a measure:

<select > b |

Close

This time opt for the first drop down selector Select an attribute and pick and attribute
from the choices available. The screen shot below shows you the attributes available for
our example Tanzania Bombing dataset.

2007 ORA Users Guide - Page 249



- « Entity Size Selector

Ilse this window to size entities by measure value or
attribute,

Select an attribute:

| £select v

attribuked
First_name
gender
hoskility_level
joined_al_gasda
kinship
last_name
left_al_gaeda
nationality
nationality _relation
iy

religion
source_date
SOUFCE_Name
Litle

Close

The ORA Visualizer will now scale your entity sets according to attribute.

SUMMARY

By now you should know how to accomplish the following tasks:

e Understand the benefit of sizing an entity set by attribute or measure.

e Access the Size Entity by Attribute or Measure tool in the ORA Visualizer.

e Select and Attribute or Measure available to your graph and render the graph in
the Visualizer scaled according to a measure or attribute value.

Rotating A Visualization

You can rotate a visualization with the slider bar at the bottom of the interface or from
the tool bar at the top. To do this from the slide bar, click the rotate option toward the
bottom of the interface. This activates the rotate feature. As you move the slider from the
left to right, your visualization will rotate correspondingly. From the tool bar, you can
click inside the rotate icon, which will turn the visualization depending on exactly where
you clicked. In the screen shot below, the yellow ellipses highlight where to access
ORA's rotate tool both at the bottom and top of the Visualizer interface.
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Note : Use the rotate feature in tandem with the magnifying glass to find
a visualization's maximum screen size.

* - embasyy_{arrania 017 - DR Hetwsri Vivesloer
B A Pl Cptare el

s [Age it wsaghl s Thn, - .05

e

I Pork See 0% BedkySen| 11 2 (u. i

12 embassy_larcanis_ci? - DR Hedwark Vicesliner
‘:" Ble  Abard  Pook  Cptarn  Hel

‘;. -‘ il gt wlth wimghis  Lsas Tha. - [ B

""""" R Z 2.0V FTNIE ©) N T

qqqqqq
-----

PR o RN e g N T T
________

.......

e [dges st mmghl;  Less Thae. = 0.0

Ii"f["l > .@..';l ”:Iwun. 107 ey e .-;qﬂ' ;

mad_ My prn g i

111111

Sphere of Influence

Sphere of Influence Basics
Basics — Filters — Examples

Each entity within a network has a unique Sphere of Influence or Ego Network.
Essentially it's a direct relationship with it's neighbors as a function of specified path
length. The ORA Visualizer allows you to focus on this relationship by creating an Ego
Map centered on any particular entity you choose.
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From the Visualizer's Main Menu select: Tools > Sphere of Influence

a8 Options  Help
Blockmap
Drill Dowwn
Entiky Skakus
Group Yiewer
key Set Seleckor
Legend
MMeta-Entities
Path Finder

Sphere of Influence

The following dialog box will then appear. From here you can select the Size of your
sphere's influence, the entitySets, and Key Sets to use.
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« = Sphere of Influence {Ego Network) @

IJs& this window ko view the sphere of influence (ego netwark) of a entity or set of entities, Select one or more
entities Fram the lisk below,

Select a size far the sphere of influence to display:

() Auta-Zoom
() Auto-Center

[ ] Hide connections between levels

Expands only these entities:

[ ][agent] size: 16

[] [knowledge] size: 4

[ ] [event, manual_svent] size: 3

[ ] [location, manual_location] size: 54

[ ] [resource] size: 4

kKey Set Cammands

Entity Selection Fule: (&) Entity must match AT LEAST OME filter () Enkity must match ALL Filkers

Reset Filters Search: :

0 entity(ies) selecked, 86 visible, 86 takal,

Al Egent kniowledge | manual_event | manual_location || resource | kask

Entity Title | Entity ID Class Type |Class 1D alias attribiute3 =]
<seb fil,,, » | <setfilk,,, » | <setfilk,., » | <sebfilt,,, » | <sebfilt,., »|<setfik,., »|=<

|||
ol

Sphere of Influence Window

Size Selector box : The drop down box allows you to choose the path length you are
interested in for that particular entity or set of entities.

Auto-Center : Keeps the visualized Ego Network centered within the Visualizer display.

Auto-Zoom : Maximizes your ego network within the Visualizer.
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Expand only these entities : Allows you to select the components you wish to have
displayed in a entity's Sphere of Influence.

Key Set Commands :

Entity selection table : Allows the selection of individual entities for visualization.

Sphere of Influence Filter
Basics — Filters — Examples

Using the embassy bombing MetaMatrix, we will find the Sphere of Influence of the
Task entity bombing by performing a basic analysis. First will we run it with the filter
Entity must match AT LEAST ONE filter. On the second we will change that to the filter
Entity must match ALL filters so you can see the difference.

Entity must match AT LEAST ONE filter

Checkmark [agents] under Expands only these entities:. Next make sure the radio button
for Entity must match AT LEAST ONE filter is selected. At the bottom of the screen you
will notice is states that there are 18 entities and 45 edges.

Ligm Hhis weiracioss b views Hoe sphere of influeroe (200 retwork] of @ enkly o
saf of erifier. Select one o more entibes from Hhe kel beices
Select & sow for the sgibere of influsnos Bo displany,

) faitire Do
(=) Fastu-Carban
[7] Heie cosrranaines asicpmse esos
oy Hhese arbbes:
] s 16
LI [irwmndacion] st 4
[ [evmnt, msruesl_gevmri] sz 3
[ Ploscistionn, imarmasl_locistion | sipa: 54
[ trosource] sowc 4

[ D] s

R Te——
trﬂﬂ-dml.m?rl.utmkhm LEAST CME Fiter () Eniity s
[Creset Piters | search | bomb

5 ittt e, 4 b, 56 Lot o,

| pgect | lrmdecion | marapl_gvent | manal_koction | nesource | bask,
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Entity must match ALL filters

This next example is similar to the above except we are going to change the filter to
Entity must match ALL filters. The first thing you notice is the amount of entities and
edges has changeed to 11 entities and 19 edges

3 %

—

Lo thes sanucioss o viess e sphare of influsncs (B0 neteark ) of & snbity o
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] s b
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[ ferwent, manul et | sizez 3
] lesctionn, marnssl location] sire: 54

T g
[ [henren] s 4

[ frask) sve:

¥y St Cimnfuafel sl _ghailay

Enitity Selection Fule: () Entity mast MmATILHTMI‘l@«‘n
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Sphere of Influence Example
Basics — Filters — Examples

The Sphere of Influence allows you to see how other entities relate to a particular entity
you have choosen. For this example we want to see what other entities are connected to
bombing.

The size is set to 1, Hide connections between levels is checked to turn off extra edges,
and all the checkboxes under Expands only these entities are empty except for [agents].
At the bottom of the box, type bombing into the search box. In the table at the bottom,
one row will be displayed - bombing. Select the bombing checkbox. Then select the
[Close] button.
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- = Sphere of Influence (Ego Network) E]

IUse this window to wiew the sphere of influence {ego network) of
a entity or set of entities, Select one or more entities From the lisk
below,

Select a size For the sphere of influence to display:
| 1]

() Auto-Zoom

(%) Auto-Center

Hide connections between levels

Expands only these entities;

[agent] size: 16

[ ] Tknowledge] size: 4

[ ] [event, manual_evert] size: 3

[ ] [lacation, manual_location] size: 54
[ [resaurce] size: 4

[][task] size: 5

Key Sek Commands

Entity Selection Rule: (3) Enkity must match AT LEAST OME filker

Reset Fiters | Search: | bombing|

5 entityiies) selected, 1 visible, 86 katal,

manual event rnanual_location tesource kask
Al agent knowledge

Entity Title | Entity D Class Type |
<ok Fil,,, w0 | <setfilk,,, W | =setfilk,,, » | <]

1 hambing hombing task tE:

Close

The Visualizer will display the task bombing and any entity that has a connection to
bombing. In this instance, there are five agents that are connected.
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ahmed_the_german

fazul_mohammed

khalfan_mohamed

jihad_mohammed_ali

mohamed_owhali

Next let's add an attribute to the mix. We want to see what other knowledge has
connections to the task bombing. Then select the [Close] button.

Expands only these entities;
[agent] size: 16

knﬂwledge;ls'm*

[ ] [event, manual_event] size: 3

[ ] Mhacation, manual_location] size: S+
[ ] [resaurce] size: 4

[ ] [task] size: &

In addition to the five agents previously connected to bombing, we see the knowledges
weapons_expertise and religious_extremism have been added to the display.
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ahmed_the_german

'we apons_sexperise

religious_extremism .

fazul_mohammed

khalfan_maohamed

jihad_mohammed_ali

mohamed_owhali ‘

Now let's take a step backwards. and change the way the Visualizer will display the
information.

1. Increase to 2 the selector Select a size for the sphere of influence to display.
2. Uncheck the knowledge checkbox.
3. Select the [Close] button.

Select a size For the sphere of influence to display:
e

(1 Auto-Zoom

(%) Auto-Center

Hide: connections between levels

Expands only these entities:

[agent] size: 16

[ knawledge] size: 4

[] [event, manual_event] size: 3

[] Docation, manual_location] size: 54

[] [resource] size: 4

[ [task] size: 5

You'll see that weapons_expertise and religious_extremism have displayed form the
display. But also you'll notice that six more agents (denoted with the blue circles) have
appeared, but the new agents are only connected to agents directly connected to bombing.
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bambing

.’ihad_mohammed_ali

fazul_mohammed

ahmed_ghailani ‘

abdal_rd

ohamed_owhali

haltan_mohamed ahmed_the_german

.nwhammed_odeh

gbdullah_ahmed_abdullah

wadih_el-hage . bin_laden .

Next, we'll add the knowledge attributes back to the display. Once again, add in the
Knowledge attributes again. Select the [Close] button.

Select a size for the sphere of influence to display:

2%
() Auto-Zaoom
(%) Auto-Center

Hide connections between levels

Expands only these entities:

[agent] size: 16

[ ] [event, manual_evert] size: 3
[ ] [lacation, manual_location] size: 54
[ [resaurce] size: 4

[][task] size: &

Notice that in addition to the tasks, weapons_expertise and religious_extremism

reappearing the task surveillance_expertise also appears but is only connected as a second
level away from bombing.
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bombing

.'ihad_mohammed_ali

fazul_mohammed ahmed_the_german

ahmed_ghailani

abdal_rd

wadih_el-hage jamal_al-fadl

ali_mohamed

'su reeillance_experise

So by changing the size of the sphere of influence or switching which entities you want
displayed will ultimately alter the information displayed in the Visualizer.

The Tool Bar Explained

When you first load a MetaMatrix you will see the pause button depressed in the
Visualizer tool bar.

You can layout the network by clicking the play button. The visualization will space
apart across the screen. This is called laying out a MetaMatrix. The Visualizer is
separating entities and ties that at first appear on top of each other. You can pause this
process again when you think the network is satisfactorily spaced apart or you can let
ORA lay out the entire MetaMatrix. Your computer speed as well as the complexity of
MetaMatrix will determine how long this takes.

This section explains the function of each of the toolbar's buttons.
Copy Paste
[ | BESY Rntm@ Show Labals | Show Edges | Show Amaws |ForkSize | 10|23 EntitySize| 11 3| Edgewith 352 | W) =

Hide Edges with Weight:  Less Than w 0.0%

The Copy Paste feature allows you quickly capture a visualization and save it to be
pasted into another document later.
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Play / Pause

b ra -
Q mm\_r) Show Labels | Show Edges  Show Amows |ForkSize| 103 ErtitySize| 113 Edgewidth 357 @ =

Hide Edges with ‘Weight:  Less Than w 0.0%

The Play Pause function works very similar to the play pause feature on any device. The
pause button (two vertical bars) is depressed, the Visualizer stops laying out a network.
When the play button is depressed (right pointed triangle) ORA Visualizer begins laying
out the network as described above. The red ellipse highlights on the tool bar where this
feature is located and accessible.

Magnifying / Maximizing
> "Dtabe':D Show Labals | Show Edges  Show Arows |ForkSize| 103 ErtitySize| 113 Edgewith 355 || @ =

Hide Edges with Weight: | Less Than w 0.02

The Magnifying Glass icon with the plus sign inside it, allows you to instantly fill the
Visualizer window pane with the currently rendered MetaMatrix. The red circle in the
screen shot below highlights where to access this feature on the Visualizer tool bar.

If there are any entities off screen, clicking the button once will bring all the entities into
view on the screen.

Tip! This function works well when selecting a small part of your
overall network and magnifying it to fill the visualizer screen.

Rotating The Visualization
See also Rotating a Visualization

> 1l asharuhels Show Edgas | Show Arrows |FonkSize| 103 Entity Size| 11 3| Edgewicth| 355 | Wl =

Hide Edges with Weight:  Less Than w 0.0%

-

To Rotate your visualization look for the word next to the Noon-pointing sundial icon in
the tool bar. This feature is another way to manipulate your visualization to fill the entire
visualizer window pane.

Tip! Use this feature in conjunction with the magnifying glass function
to work your visualization into largest size possible.

Show Labels
See also Show/Hide Labels
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Hide Edges with Weight:  Less Than e 0.0%

The Show Labels button allows you to toggle the labels on & off in the visualizer.

Show Edges

L

11| ® rotste (D) $hn-ubtls@shwmrn-: ForkSize| 10 3| Entity Size| 11 3 Edgewiath 35 % Wl

Hide Edges with Weight:  Less Than e 0.0%

The Show Edges button allows you to toggle the edges on & off in the visualizer.

Show Arrows

| || QW&@ Show Labals Bho-Ediﬂ@m 10/5 | Ertity Size | 11 | Edge Width | 3.5 |3 . i

Hide Edges with Weight:  Less Than w 0.0

The Show Edges button allows you to toggle the arrows on & off in the visualizer.

Font Size

|| Qmam@ Show Labals | Show Edges | Show Arrows Fork Sie| 10 2 JErttySize| 11 5 Edgewicth 352 @ 2

Hide Edges with Weight: | Less Than w 0.0/%

The Font Size allows for setting the size of the font in the visualizer

bt Size |(* & 2 YEntity [how Aous | Fort Size (10 2 Entity Sze | 8f Show Amows | FontSize (36 2 Entty Se | 8 2 |Edgewidth 22 il j

o o t®

MM“’“ Mx german flilﬂﬁ%o training

This allows you to change the size of the font to suit you needs for each individual
visualizer set. It ranges from 4, which is almost unreadable, to extremely large numbers,
which can also be unreadable by virtual of overcrowding. So pick the size of font that
best suits your screen.

Entity Size

> 1l QM-M@ Show Labals | Show Edges  Show Arrows |FontSize| 10 5 (Entity Size| 11 2 )Edgewicth 352 B =

Hide Edges with Weight: | Less Than w 0.0%
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The Entity Size allows for changing the entity size, larger or smaller by increments of
one. Four is the smallest size possible and creates a very small, almost indisguishable dot.
As the number increases is becomes easier to see the indivdual entities until the number
gets to a point where is can simply overpower the screen. But this gives you the ability to
customize the entity size to suit your needs.

Entity Size [ 4 % | Edge width| 2 % ‘Entit\; Ertity Size| 15 =) Edge width| 2 {Entity Size [ 40 2 | Edge width| 2 2 .

e e

driving_training driving_training driving_training

liberia liberia i
l hahmed_the_german ] Wahmed_the_ge 6“""9‘1 the_german

Edge Width

(|| @lmn@ Shaw Labals | Show Edges | Show Arows |Fork Size | 10 3 Entity Size| 11 5 (Edgewicth 355) W =

Hide Edges with Weight:  Less Than e 0.0%

The Edge Width allows for changing the entity size, larger or smaller. And as the options
before you can pick the exact size which best suits your needs for the display.

Edge ‘Width @ Edgs ‘Width @ Edgs ‘Width @

— — -

phmed_the_german g ahmed_the_geman ahmed_the_geman
lib&iia lib&iia

@ diiving_training diing_training

libetia
diiwing_training

Meta Size
See also Creating a Meta Entity

=1l Qmm@ Sheow Labals | Show Edges | Shew Araws |FonkSize | 10%| Ertity Size| 11 % | Edge width 35:®i

Hide Edges with Weight: | Less Than W 0.04

Use the Meta Entity Manager to handle creating and removing Meta Entities.
Entity Sizes

11 QM#{D Show Labels | Show Edgas  Show Arrows Fork Size| 107 | Ertity Size| 11 5 Edge Width | 35 7 @

—

Hide Edges with Weight: | Less Than w 0.0%

The Toggle Entity Size rotates through three sizes for the entities (As seen below).
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Hide Edges by Weight
Hide Edges by Weight

[0 | RECY Rotate (1) | Show Labels | Show Edgas | Show Arows |FontSize| 105 | Entity Size| 11 % Edgewicth| 35 2| @@ =

@th#t; Less Than w 0.05

Lo Than

Use the Hide Edges with Weight to select which edges to display or not. As long as there
are edges with different values you can hide edges of smaller values leaving only the
more important edgesa visible. This can assist in seeing edges that might normally be too
cluttered to view.
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Visualizer Tools

The ORA Visualizer provides a suite of tools to visually analyze your MetaMatrix:

a8 Options  Help
Blockmap
Drill Dowwn
Entiky Skakus
Group Yiewer
key Set Seleckor

v Legend
MMeta-Entities
Path Finder

aphere of Influence

e Drill Down

With the ORA Drill-Down Wizard you can quickly visualize ego networks by
overall entity class knowledge, tasks, resources, agents) or by choosing individual
nodes from a checklist. The ORA Drill-Down Wizard is only accessible through
the Visualizer:

e Entity Status

The Node Status Window is selected by default. It first pops-up when you select
any node in the Visualizer. This window provides you with a snapshot of the
currently selected node by displaying that nodes unique Attributes, Measures, and
Neighbors.

e Group Viewer Allows viewing of current display to be viewed in various
grouping: CONCOR, Newman, Johnson, FOG, and K-FOG
e Key Set Selector

e Legend
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Allows for toggling visibility of entities and edges on the fly.

e Meta-Entities
A MetaEntity contains multiple entities collapsed into one. You can create
MetaEntities based on the entitysets in your organization, or you can create
MetaEntities based on the attributes of the entities. To create MetaEntities, you
must access the MetaEntity Manager.

e Path Finder

The Path Finder allows you to focus or drill down on a particular entity, or
multiple nodes, that you may be interested in analyzing in greater detail.

e Sphere of Influence

Each entity within a network has a unique Sphere of Influence or Ego Network,
essentially it's direct relationship with it's neighbors as a function of specified path
length.

Z.ooming

At the bottom of the Visualizer interface is a sliding zoom bar. The red ellipse below
highlights this feature. You can drag the slider it to the left or to the right increasing or
decreasing the magnification of your visualization. In this example, we will click on the
slider and move it toward the right. Scroll down to see a screen shot of the following
visualization magnified.
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In the screen shot below, note the position of the slider on the slide bar highlighted with
the red ellipse. You can increase the magnification to the point that parts of the
visualization will move off the screen.
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Note : Use the Magnifying glass in the Visualizer tool bar to zoom your
visualization to the greatest possible size, which still captures the entire

visualization.
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Tasks

This section explains how to analyze your network or organization by taking you step-by-
step through common tasks such as simplifying complex visual networks or how to create
your own MetaMatrix from scratch.

Creating A MetaMatrix From An Excel Spreadsheet
Eliminating Labels

Hyperbolic View

Rotating a Visualization

Zooming

Creating A MetaMatrix From An Excel
Spreadsheet

If you don't have a MetaMatrix, you can create one from scratch. Below is step-by-step
instruction on how to do this.

We will create "Network Midas" an agent-by-agent square MetaMatrix. We say it is
"square" because all row headings correspond directly to column headings. This is
important as it relates to specific measures ORA can run on a graph. If the graph is not
square, some measures will not work (See Measures for additional instruction).

Begin by opening a blank Microsoft Excel work book. In "column A" we will enter the
name of all agents that make up our social network or organization.
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Note: When creating your spreadsheet, do not add any additional titles,
notes, or other headings, which will interfere with the ''square"
properties of the MetaMatrix.

E mMicrosofit Excel S ietwork Midas. xis

Eﬂ File Edit Wew Insert Format Tools Data Window Help Adobe PDF

NEEHRSG B SRR -8 -4 me [ ;
B1 - %

A B | ¢ | b | E | F | & | H

Hank
Addison
Caroline
Joe
Anthony
Jerry
Robert
Rasheed
Malzolm
John
Larry
Maorton
Layla
Peter
Jeremy
Lou
Bruce

ilmalm|lwlalalalalalalalala
b g o e = e e e [ s = e il e il el el el

Next, create column headings using the correlating names as they appear in row
headings. Again, this will ensure that our MetaMatrix will be square.
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E Microsoft Excel - Network Midas. xls,

|§|_1 File Edit View Insert Format Tools Data Window Help Adobe PDF

g H DD B8 -3 @ s -

TR
A9 - &~
A 8 g [ ® i E | B | e |
Hank Addison Caroline | Joe Anthony Jerry Rohert

Hank
Addison
Caroline
Joe
Anthony
Jerry
Robert
Rasheed
Malcolm
John
Larry
Morton
Layla
Peter
Jeremy
Lou
Bruce

il lala|lalalalalalalala
R st = e e e s e e I e = ) il el el el e

Here we will create "links (aka edges, and ties)" between each agent. We do this by
entering a "1" if a direct connection or relationship exists and a "0" if it does not. Please
note that headings that cross-reference themselves are considered redundant and thus are
left blank or "0." For instance, in cell "B2" it is assumed "agent Hank" has a tie to
himself.

In the example below, "Red Xs" are used to illustrate the redundant ties. This redundancy

should continue as a smooth diagonal line from the top left corner of your MetaMatrix to
the bottom right.
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@ Microsoft Excel - Network Midas. xls,

|§|_1 File Edit View Insert Format Tools Data Window Help Adobe PDF

NSO B R s e [ .

TR
E £

s B | ¢ | b | E | FE | & | H
Hank Addison Caroline | Joe Anthony Jerry Rohert

Hank
Addison
Caroline
Joe
Anthony
Jerry
Robert
Rasheed
Malcolm
John
Larry
Morton
Layla
Peter
Jeremy
Lou
Bruce

il lala|lalalalalalalala
R st = e e e s e e I e = ) il el el el e

Tip! If you can't make this smooth diagonal line, you graph is not
square.

Using /sand Os to establish linkages, complete your spreadsheet.

In the "Network Midas" example, we have assigned relationships randomly. Within your
organization or network, however, you can describe any direct connections or
relationships you are interested in analyzing. For instance, you may determine that a
"direct connection" exits if agents within your network consult with each other at least
once a month; literally, it can be anything you decide.

Below is our completed MetaMatrix, Network Midas (The red fill illustrates cells that do
not require input due to their redundancy).
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Now that we have essentially built a MetaMatrix from scratch using Excel, the next step
is to save it in a compatible file format ORA can interpret. For Excel spreadsheets, in all
likelihood, this will be the "CSV" (comma separate values) file format.

From the drop down menu: File > Save As > Save As Type > CSV (comma delimited)
(*.csv)

';i;l &‘“- hh‘ w ar Ig* Qeta  Wrdow Hep  AdoherDe Type & queston for "vcu. 3

O [ R TS =N Nt R e A0 N I‘-’"‘ zw =B & u[EEE s O S A I
Al - &
I a1 B I [ I 1] I E ] F G L H I 1 I J I K
1 IHank Aadrson Cargling Jog Antiony ey Ripheri Rashasd Malgolm John

| 2 Hars : —— 1 1
| 3 |Addsen 1 i %] @] i
+‘c|;m : Savein: ) Researdh B & & ¥ - Tk ? ?
6 Janthony 1 D [P i :
| 7 Loy 1 1 1
8 |Roben 1 it [ 1
| 8 Rasheed 1 [ [
10 | Malcom 1 1

11 Jahn 1 [3 [

12 |Larry ] [ [ 0
13 Maron 1 ) 1 1
14 |Layla 1 * 0 1]

15 | Peter 1 --} ] 1]
16 | Serurry 1 My Dosurmants 1 F
7 Lo 1 1 1
|18 |Bruce 1 a 0 [l
L; Sam [ o 1 1
£l < ==
| 2] Fle pacse:  petwerk M.y -
F=1 My gtk i =
[2a] Places Seve i et Cov (Comma delmited) ("oxe)
| 25|
|26
il
|28
| 23|
|30
Eil
|32

33 |
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The selected file type does not support workbooks that contain multiple sheets,

i'E « To save only the active sheet, cick OK.
» To save all sheets, save them individually using a different file name for each, or choose a file type that supports
multiple sheets.

Lok ] [ cance

Click "OK"

MicrpsoftiExcel

e

Metwork Midas, csv may contain features that are not compatible with CSV (Comma delimited). Do you want to keep
the workbook in this format?

-
\%) » To keep this format, which leaves out any incompatible features, dick Yes,

» To preserve the features, dick No. Then save a copy in the latest Excel format,
+ To see what might be lost, dick Help.

Lre ) Lo | [ ben |

Click "Yes"

Congratulations! You have now created your own MetaMatrix from scratch. Now, simply
load your saved CSV file as you would any DynetML file, and work with your data the
same way.

Below is a our MetaMatrix Network Midas rendered in the ORA Visualizer
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Lessons

This sections contains lesson on running various facets of ORA.

ORA Interface

Loading, Saving, and Manipulating Data
Running an Intelligence Report

What's Going on Where

Over-Time Viewer

Over-Time Viewer-Immediate Impact
Over-Time Viewer-Near Term Impact Analysis
Using the Data Import Wizard

NN R W=

Lesson 1

Overview of ORA Interface
An overview of the ORA interface

Below is a screen capture showing the ORA interface:
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PANEL 3

The menu bar runs across the top of the window, and the rest of the screen is divided into
three panels.

Panel 1 displays a list of the meta matrix that has been loaded into ORA and its
components and sub-matrices. To view information about a particular meta matrix or
sub-matrix, single-click on it in Panel 1 to highlight it.

Panel 2 displays information about whatever meta matrix or sub-matrix is highlighted in
Panel 1.

Panel 3 displays information about the results of analyses you run on your meta matrices.

Loading a meta matrix into ORA
You have three options for opening your meta matrix in ORA:

¢ Go to File in the ORA menu bar and click Open MetaMatrix. A small window
titled Help: Opening Meta Matrix pops up. Your data should already be in the
correct format, so click [OK].

e Next, a file chooser titled Open pops up. Browse to the location of your dataset,
single-click on it, and click the Open button in the bottom right corner.

e Click the first icon in the row directly below the menu bar. It looks like a half-
open file folder. A window titled Import Data into ORA will pop up. Click the
Select Files button. A file chooser titled Open pops up. Browse to the location of
your dataset, single-click on it, and click the Open button in the bottom right
corner. You will be returned to the Import Data into ORA window. Click the
Finish button in the bottom right corner.
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e In panel 2, click the Load button on the far right. A window titled Import Data
into ORA pops up. Click the Select Files button. A file chooser titled Open pops
up. Browse to the location of your dataset, single-click on it, and click the Open
button in the bottom right corner. You will be returned to the Import Data into
ORA window. Click the Finish button in the bottom right corner.

You will see a list of your meta matrix and sub-categories in Panel 1, as well as the

location and basic statistics of your meta matrix in Panel 2. You are now ready to begin
analyzing the meta matrix.

I. What does the network look like?

To visualize a meta matrix, first make sure the meta matrix you wish to visualize is
highlighted in Panel 1. If it is not highlighted, single-click on it.

In Panel 2, click the Visualize this MetaMatrix button. A new window will pop up
displaying your meta matrix graphically. A small legend also appears.

Below is a screen capture showing the visualization of the meta matrix for the Tanzania
Embassy bombing data:
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The visualization displays the connections between all items in the Tanzania Embassy
bombing network. For example, the red circles represent key agents in the terrorist
network that carried out the Embassy bombing. A line connecting an agent to another
agent indicates that those two agents were in direct communication.

You might want to keep this visualization window open for future analysis (minimize it
but don't close it).
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Lesson 2

Loading, Manipulating, and Saving Data

1. Open MetaMatrix

2. Data Import Wizard
3. Import Database

4. Import Attribute File
5. Open Workspace
6

7

8

9

1

Save MetaMatrix
Save MetaMatrix As...
Save Workspace
. Network Format Converter
0. CSN Table Converter

ORA allows a variety of ways to load and Save data: Loading single or multiple
MetaMatrices, Appending data into open MetaMatrices or Saving MetaMatrices as single
files or Workspaces. All these options are all located in the Main Menu under File.

Below is a reminder of the names of the panels we will be using throughout the lessons.

-« DRA: Organizational Risk Analyzer w. 1.8.1 El@lgl
Fila Edt MstaMsbric Msnsgement  Gererste Networks  fnsfpsiz  Dats Visuslostion  Malp

| 5 i 4328 =EIT doue —see @770 =T

Mt aMaliic MLadagér h-: MetaMalri: smbassy_tanzan_ct2
i [axgerit] sew: 16 Mataiatric 0 embassy_tarcania_ct2
ace [Enowledge] soe: - Mt aMatric Fberame Chvnibrankions_jwalsamply dota’smbassy_tangani_ct2,em
ooo [event, maras_en
oo [locston, marusl_ |E‘|I|.WI|'.I.'.M:]|_—_MMM]
oo [rescorce] sioe: 4
oen [tack] dze: 5 Stakistics
LE T . i i 1 i i . i
[  [aenk] size: 16: [event, marual_svent] size: 3 [revdedge] size: 4; [ocation, manssl |
Enthy Sct Mames (Soe: [ oanimea] siza: 4; [kask] sizn: 5
Panel 1| . Entiy Set Count; 6
T sgent = marsal_lo Enity Courd: a8 Panel 2
"I" sgentcresowrce| | | Edge Count: 1258
*T" agent x tarsk [agm Graph Count: 14
17 troviedas x tusk Tokal Danshy: 0.22798115
=1 manusl_svent x m
=T sl _svent x m @l
« o T || Ml |

T

LOMCATEDN-ANALYSIS REPORT N

LOCATION-AMALTSIS REFORT

Irput data! SEbESSY TARTania_cu?
Seact time: Tue Har 06 19:08:40 2007 Panel 3

Befors the caloulation of the msasurss che inpat netwverk is transtormsd to
crasté & Single graph per cype. For ezaspls, all Lecarion 3 Locacisn geaphs W

l. Loading Data

Open MetaMatrix opens up a single MetaMatrix file.
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e From the Main Menu File > Open MetaMatrix.

W Edit  Metafatrix Management

k.’ Cpen MetaMatrix Chrl4-0

1 Data Impork Wizard
[ Import Database
[=F Impart Attribuke File

[ Open Workspace Ale+P
[ Save MetaMatrix fs... Chrl4+5
|l save workspace Chrl+P

Reduced Form
Metwaork Format Converker
3 Table Converker

Exit

The dialog box below will appear informing you that this option is primarily for opening
up a MetaMatrix file.

Help: Opening Meta Matrix

2

Use this option to read in an entire meka matrix into Ora,

If wour file is not in the native Ora Format (dynetml) you wil
be asked to provide some additional information so that Ora will
ko hiow Eo inkerpret wour daka correctly,

[ Ok J [ Cancel ]

If you are not sure which format your data is and how to proceed then select [Cancel].
e Select [OK] to bring up the Open dialog box.

From here you can navigate through your directories and find the MetaMatrix you wish
to open.
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Highlight the file you want in the main window and will it's name will appear in the box
titled File name.

e Select the [Open] button.

Lok | G sample deta | & EE
.;_‘IM'I' notebioak
D e
My Recent S d
Drocuments

) dymetrd
P ) el
@ ) GraphML
Dreskbop i) M
I raw
L |
My Documents | | (=) embascy_banzanis-i.ml

5 embassy_tanzania,mi
1=} embassy_tancania_etl.oml

‘9 Fil name: embassy_tanzenia_ckZ.wml
Flaces Filizs of bype: [l ORA Files (* ool ® cooml; *. chyrebrel:® bt * raw; ® covi *, i ® b ® el ® graphend:® slt;* nek) Cancel

Your Meta Matrix will then appear in Panel 1.
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Il. Data Import Wizard

The Data Import Wizard menu item allows you other options in importing MetaMatrix
files.

e From the Main Menu select File > Data Import Wizard.

Edit  MetaMatrix Management ¢
[ Open MetaMatrix Chel4+-0
h Drata Import \Wizard

[ Import Database
[=F Impart Attribuke File

E Qpen Workspace alt+P
2 Metatatrix Chrl+5

[ Save MetaMatrix fs... Chrl4+5
|l save workspace Chrl+P

Reduced Form
Metwaork Format Converker
3 Table Converker

Exit

The following dialog box will appear asking you to indicate the file you wish to open.
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Under the section [Select one or more files below to begin] select the [Select
Files] button.

« « Import Data into ORA

Ise this wizard to import any bype of data inko Cra.

The supported file types are: dynetml (native Ora xml Format),
ol Adth (UCIMet), csv (Excel format), (txk, raw, (net (Pajek),
.graphml, and .stl {GMU Maodel),

Select one or mare files below to begin,

Select Files

[ ] Load Analyst Moteboak Files

[ ] Load Email Files

[] Load Singapore Trails Data

Cancel iackh Mt

This will bring up the Open dialog box where you can navigate to the directory with the
file you wish to open.

e Highlight the file you want to open

e Select the [Open] button.
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¥ ¥ EE
E embassy_tanzania- 1.l
1 2 embassy_tanzaria,xml
ﬁ! g embassy_tanzania_ctl.oml
My Computer | T embassy_tanzania_ct,xml
i T sequemd
‘g File pame: embassy_tanzania-1.xml Qpen
Py Metwark
Places Files of bype: Al Rl Files (%, omly ™, comll,® dymekmd; ®. bk ® rawe = oo ® ¥, 280 ool ¥ graphml; ® it net) W

The file you selected will now appear in the box under [Select one or more files below to
begin].

« « Import Data into ORA

Ise this wizard to import any bype of data inko Cra.

The supported file types are: dynetml (native Ora xml Format),
ol #h (UCIMet), (csv (Excel format), JExt, .raw, .net (Pajek),
.graphml, and .stl {GMU Maodel),

Select one or mare files below to begin,

Select Files

[ ] Load Analyst Moteboak Files

[ ] Load Email Files

[] Load Singapore Trails Data

Cancel Bac Mexk Finish

You can also open multiple files from this dialog box. This can be done in two ways.
Select the [Select Files] button to call up the Open dialog box and navigate to the
directory with your files.
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NOTE: You can only open multiple files that are in the same directory
with this procedure.

If all the files in sequential order,

Select the topmost file you want to add.
Press and hold the Shift key
Select the bottomost file you want to add

This will highlight a set of files (as per the example below)

Selecting [Open] will place them in the Import Data into ORA dialog box.

i1 Open E
Look jn: || sample data w '_? s EE
4, ) analyst notebook
L) oo

MyRecert  [Z3d
Dacumnesits ._'lmw

- ) excsl
[ﬂ' £ Graphiil

Deshtop ) MMV

=) embassy_tanzania_ckl.xmi|
E ambassy_tanzania_ct2,om
3 ey, xml

‘i File parma: Ty_tarzania- Lol “embassy _tanzania sl “embasey _tanzania_ctlael” “embascy_tanzania_ct2,xml Cipesny
Places Flles of bype: | Al 088 Files (* ool coomls ™, dynetmd; ® by ® ras;® csvy® o *. 80 ok * graphml® sl net)

If the files are not in sequential order

Highlight the first file you want

Press and hold the Control key

Highlight another file

Continue this procedure till all files you want are highlighted (as per the example

below)

NOTE: If you selected a file and change your mind or selected a file in
error, then press and hold the Control key and click the mouse pointer
on the file to deselect it.

Selecting [Open] will place them in the Import Data into ORA dialog box.
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= Open |.>_<
Lok in; dwpbdabn » ER

D |G
My Rescent d
Documents =) dymetmd

1 el

@ Sown

Decktop 1) MM

I ram
: 1) ucinet

EI ernbassy_banzania- . rml
- = embassy_tanzania, ol
g! EI ednhassy ranzania_ okl vl
My Computer | | = embassy_tanzania_ct2 .l

File name: | “embassy_tanzania-1.xml" "embassy_tanzania_cti.xml* g, zml®
Places Filss oF Eype: |l Opet, Files (%, ol ® el . chymetred * bk raw® esv . ol ™ #h® el * graphneds =, it * et w0 Cancel

At the Import Data into ORA dialog box the files you have selected are ready to load.
(The example below shows 4 files selected)

< Import Data into ORA

Lkce this wizard bo impoet. arvy bype of dats into Ora

Ther supported fils types ane: dynetel (native Coa sl Famat),
o, E#h (UCINet), .cov (Excel Format), o, oraw, .net (Pajek),
e, snd ot (GML Model)
Selact one or more files below to begn,

4 Fibers sebscbed

Select one or mare files below to begin,

[ setect Fies |

e e |4F|Ies selected,

[

. Select Files
| ] Load Analyst Nobehook

[ 1| Load Emaid Flas

| Load Singapors Trals Cata

| Carmel | | Firish |

e When you are sure these are the file(s) you want, select [Finish]
Next a dialog box will appear and you will be asked how you wish to open this file.

The Import Data dialog box has three options for opening files which are explained
below.
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Import Data

L | Do you want the files vou selecked ko replace only the currently selected MekaMatris,
\-'\'(J ko be appended as additional MetaMatrices, or ko replace all currently loaded MetaMatrices?

1 (2) 3
eplace Selected MetaMatrix ppend as Additional Metaatrix ] Replace All MetaMatrices ]

1. Replace Selected MetaMatrix — If you had a MetaMatrix currently selected in
Panel 1 then the new MetaMatrix will replace it. All other MetaMatrices will
remain unaffected.

2. Append as Additional MetaMatrix —

Replace All MetaMatrices — All current MetaMatrices will be deleted and the new

MetaMatix(s) will become active.

»

After selecting one of the three options your files will appear in Panel 1 of the Main
Interface.

Below is an example showing the multiple files opened in Panel 1.

MetaMatriz Manager

#2282 - embassy_tanzania-1
m— embassy_kanzania
m— embassy_kanzania_ckl

m_

tanzania_ckz

embassy

lll.Import Database
The Import Database function is an advanced feature.

=8 Edit MetaMatrix Management
[ Open MekaMatrix Chrl4-C
[ Data Import Wizard

!Lj Import Attribute File

[ Open Workspace Alt+P
[l save MetaMatrix As... Chrl+s
[ Save Warkspace Chrl4+-P

Reduced Formn

Metwork Format Convverter
5% Table Converter

E:xik
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IV. Import Attribute File

This function requires that a file is set up to match an existing MetaMatrix. It is used to
add an attribute into a file. The file selected must be in the CSV format.

The CSV ("Comma Separated Value") file format is often used to exchange data between
disparate applications. The file format, as it is used in Microsoft Excel, has become a

pseudo standard throughout the industry, even among non-Microsoft platforms.

¢ From the Main Menu select File > Import Attribute File

=8 Edit MetaMatrix Management
[ Open MekaMatrix Chrl4-C
[ Data Import Wizard
[ Import Database

k. Import Attribuke File

[ Open Workspace Alt+P
|

[l save MetaMatrix As... Chrl+s
[ Save Warkspace Chrl4+-P

Reduced Form
Metwaork Farmat Canverker
3% Table Converter

Exit

The following dialog box contains the parameters for how the attribute file will be
imported. Each section will be explained separately.
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« « Import Attributes

IJse this window to import an attribukes file in CSY format,

If the first line of the file contains column labels, then these wil
define the attribute names, Otherwise, yau must supply an attribute name.

Lise colurnn |abels ko define attribuke names:

[ ] There are no column labels; use the attribute name:

Each line of the file contains attributes For an entity,
Please select how to match up the entities with the rows,

The first colurmn has an entity id

[] The rows are ordered according o the entity set

[ Select Attribute Fils

Select an entity set below, The attributes will be added to the entity set in
all of the currently loaded meta-matrices.

agent W

[ Ok H Cancel ]

If your CSV file contains a headers row leave the check in the top checkbox. If there is
no header row then select the bottom checkbox. You will be prompted to give the data an
attribute name. The example file has no column headers so we will give it an attribute
name.

e This file has not header so the bottom box is checked. This file will be used to
specify whether an agent speaks English. Type english into the box on the right.

IF the first line of the file contains column labels, then these will
define the attribute names, Otherwise, you must supply an attribute name,

[ ] Use colurn labels ta define atkribute names

There are no column labels; use the attribuke name: | english

If your CSV file contains information regarding the entities leave the check in the top
checkbox. If there is no entity information within the CSV file place the check in the
bottom checkbox.

e This file has no information regarding the entities so place a check in the bottom
checkbox.
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Each line of the file contains attributes For an entity,
Please select how to match up the entities with the rows,

[ ] The First colurn has an entity id
The rows are ordered according to the entity set

o Select the [Select Attribute File] button to open the Open dialog box. This allows
you to select the new attribute file to open.

| Chsvnitrunkiora_javalsample datacsvlagent_knowledge.csy |

| Select Attribute File |

An Open dialog box will appear.

e Navigate to the Attribute file you wish to use and select [Open]

«+ Open El
Lock in: |3 esv ~ T E=
éj] agent_agent _lasbellsd,csv
. 3 \g agank_ncededge. cov
My Recent ) casosattributes.csv
Documents ] casosattributes_hesders.csv
- ) cpof _over_time_data.csv
La ) softco_agenk_sgent.csv
Deskhop 5] softco_sgank_bnowlsdge.csv
@ softoo_agent_task.csy
2 5] soften_krowdedge_task cev
My Documents
My Computer
:a File name; agent_agert_labeled cov
My Matvaork.
Flaces Files of bype: | ol ORA Files (%, il ool * cyriebrnd® bacts®, rav ™, oo Ll = by ol * graphed ;. 2l H net) W

After selecting [Open] at the bottom of the dialog box the Import Attributes dialog box
will reflect your choices showing the path to the file you chose.
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« « Import Attributes

IJse this window to import an attribukes file in CSY format,

If the first line of the file contains column labels, then these wil
define the attribute names, Otherwise, yau must supply an attribute name.

Use colurnn labels ko define attribute names

[ ] There are no column labels; use the attribute name:

Each line of the file contains attributes For an entity,
Please select how to match up the entities with the rows,

The first colurmn has an entity id
[] The rows are ordered according o the entity set
Cisvnitrunkdora_javalsample datatcsvhagent_agent_labelled.csy

| Select Attribute File |

Select an entity set below, The attributes will be added to the entity set in
all of the currently loaded meta-matrices.
agent W

[ Ok H Cancel ]

Finally, at the bottom of the dialog box, is a drop-down menu for choosing the type of
entity for this attribute file. The file we chose was agent_knowledge so we will be leaving
it set to agent.

Select an entity set below, The attributes will be added to the entity set in
all of the currently loaded meta-matrices,

agent b

knowledge [ ok H Cancel

Below is the complete dialog box.
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« « Import Attributes

IJse this window to import an attribukes file in CSY format,

If the first line of the file contains column labels, then these wil
define the attribute names, Otherwise, yau must supply an attribute name.

Use colurnn labels ko define attribute names

[ ] There are no column labels; use the attribute name:

Each line of the file contains attributes For an entity,
Please select how to match up the entities with the rows,

The first colurmn has an entity id
[] The rows are ordered according o the entity set
Cisvnitrunkdora_javalsample datatcsvhagent_agent_labelled.csy

| Select Attribute File |

Select an entity set below, The attributes will be added to the entity set in
all of the currently loaded meta-matrices.
agent W

[ Ok H Cancel ]

e Select [OK] to load the file(s) into ORA.
Return to the Main Interface.

e Select the [agent] entity from Panel 1
e Select the Editor tab from Panel 2.

Displayed in the table will be the new attribute that was imported under the heading
English with the data from the file.
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++ ORA; Organizational Risk Analyrer v, 1

Fis Edt  MetaMatre Msragemert  Genersto Networks  Sealvos  Dets Vieslostion  Help

BT bt b i .. English

L
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*
=
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*

L
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¥
# ®

L
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wow
® 4

-

(== (ST | (e P ) | ot e e i | o P e | (o e e ) e Y | (e e | (e [ e

V.Open Workspace

You may open an entire workspace that you were previously using. A workspace consists
of a set of MetaMatricx files that were all open at the same time, and saved as a
workspace.

¢ From the Main Menu select File > Open Workspace

=8 Edit MetaMatrix Management
[ Open MekaMatrix Chrl4-C
[ Data Import Wizard
[ Import Database
[ Import Attribute File

hﬁ' Open Warks Ale+P

B 5ave MetaMatrix Ckrl+3
[l save MetaMatrix As... Chrl+s
[ Save Warkspace Chrl4+-P

Reduced Formn

Metwork Format Convverter
5% Table Converter

E:xik
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A dialog box will appear to make sure you understand you're asking to open a workspace.

Open Workspace PS_(|

i & Warkspace saves the list of Files which are currently
W) loaded in QRA so they can be easily loaded again in the future,

To open yaour warkspace now, click O, otherwise click Cancel,

[ Ok, ] [ Cancel ]

e Select [OK]

+: Open ORA Workspace
Look in: ||awork5pace "| ,? ,3||E|

doiworkspace, CWS

&

My Recent
Documents

=

Desktop

3

2>

My Dacuments

My Computer

e
\ Y
X File: pname: | dows, WS ] | ’ Qpen ]
My Metwork z
Places Files of bype ace Files (*.oms) v Cancel

e Navigate to the directory where your Workspaces are saved
e Select one of the Workspaces (files with the extension .ows)
e Select [Open]
All MetaMatrices contained within the choosen workspace will be open in ORA.

VI. Save MetaMatrix

This option is currently non-functional. Usethe menu item below Save MetaMatrix As...
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-8 Edit MetaMatrix Management ¢
[ Open MetaMatriz ChrlH-C
[ Daka Import Wizard
[ Import Database
[ Import Attribute File

/;ﬁnﬂw

a i e S
[l save workspace Chrl+P
Reduced Form

Metwark, Format Converter
Z3Y Table Converter

Exik

VIl. Save MetaMatrix As...

Choose the Save MetaMatrix As... menu item to save the changes you've made in a
MetaMatrix.

FEW Edit  MetaMatrix Management ¢
[=F Open MetaMatrix Chrl40
[ Data Import Wizard
[ Import Database
[ Impart Attribute File
Lj Open Workspace alk+P

k' Save MekaMatriz As.,. Ckrl+S

[l Save Workspace Ctrl4+-P

Reduced Form
Metwark, Format Converter
23V Table Converter

Exik

Selecting this option will bring up the Save MetaMatrix dialog box. From here you can
save your MetaMatrix to any directory and rename it a different name. You can either
lightlight an existing file in the window or type in an entirely new filename.
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i1 Save MetaMatrix embassy_tanzania_ct2

Save in: ||b sample data V| 5 F}'||E|
L () analyst notebook svg.xml
A )esv

My Recent d
Documents 3 dynetrl

= () excel
[ (=) GraphmML
Desktop = My
() raw
(25 ucinet

____/ (7)) workSpace

My Documents L) xml

doworkSpace, OWS

= embassy_kanzania-1.:xml

s embassy_tanzania,xml

Ty Computer embassy_tanzania_ck1.xml

. | emb _ck2.=
5}- File name: | embassy_tanzania_ctZ,xml | l Save ]

Ty Metwiark

Places Files of type: |.n.|| Files v | Cancel

VIl Save Workspace

While working with multiple MetaMaarices you may want to retain that information for
later use. The Save Workspace menu item

=8 Edit MetaMatrix Management
[ Open MekaMatrix Chrl4-C
[ Data Import Wizard
[ Import Database
[ Import Attribute File
[ Open Workspace alk+p
B 5ave MetaMatrix
[l save MetaMatrix As... Chrl+s

space Chrl+P

Reduced Formn

Metwork Format Convverter
5% Table Converter

E:xik

After selecting Save Workspace the following dialog box will appear. This informs you
exactly what you're going to do.
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i & Warkspace saves the list of Files which are currently
\‘J) loaded in QRA so they can be easily loaded again in the future,

To save yaur warkspace now, click OK, atherwise click Cancel.

[ Ok, ] [ Cancel ]

This will bring up the Save ORA Project window. In the File name box, type the name
you wish to save your workspace to.

+: Save ORA Project
Save in: |[h warkSpace V‘ T ;"llE

D

My Recent
Docurnents

F

Deskiop

}

5]

&

My Docurments

=

My Computer
i L

b
File: name: | detarkspare] :I | [ Save ]

Ty Mekwork

2
Places Files of type: ; Tes (*.ows) | | Cancel

This Workspace can then be called up with the L.oad Workspace in a future session.
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IX. Network Format Converter

=8 Edit  MetaMatrix Management ¢
[ Open MetaMatrix Chel4+-0
[ Data Import Wizard
[ Import Database
[=F Impart Attribuke File
lﬁ Qpen Workspace alt+P
2 Metatatrix
[ Save MetaMatrix fs... Chrl4+5
|l save workspace Chrl+P

Reduced Form

‘b etwork Formakt Converter
3 Table Converter

Exit

The Network Format Converter takes files from one format and convert it to an ORA
format. The screenshot below shows the main interface with no MetaMatrix loaded.

«« DRA; Organizational Risk Analyzer v. 1.8.1
File Edt MetaMatri: Managament  Generate Networks Analysts  Data Visualization  Help
22 i #18 =I11 #mue mums| 40t =1

fetaiatri: Manager

Metailatrix:

.

IMataMatrix 1D

MataMatriz Filenams 5 Load...

[ B reports | [ 22, visuslize | [ S view Charts |

Statistics

Entity Sat Mamas (Sze):
Enkity St Counk:
Enkity Count:

Edge Count:

Graph Count:

Tokal Density:

PR - O — T - -~

-

¢ From the Main Menu File > Network File Converter.

The dialog box will appear. So to the tab marked Load Network.
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Network Format Converter

X

Load Mebwork l Tranzfarm Metwark, ] Mode Setz ] Graphz ] Save Metwork ]

Select a netwark. ar graph to load. DukethdL files can be multi-zelected o union.

Fow type: Col bype:

Farmat: iagent Ll |agent ﬂ Load...

Statuz:

Analpzt Maotebook, >3 J

e Move the pointer over the inverted triangle to select the format of the file to
convert.

Below is the list of file types available to convert.

Select the file type CSV.

OYNETML =

CYMETHL

e Select the [Load] button

This will bring up the Open dialog box.
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Lok jr: | 9 cav

/) agent_agent_|abelled csv

=

o

&]agent_knuwledge.csv

My Recent @]casosattributes.csv
Documets @casnsattributes_headers.csv
I'_’T'- @]cpuf_wer_time_data.csv
- @suftcu_agent_agent.csv
Desktop h]softco_agent_knowledge. csv

@suftcu_agent_task.csv
@snftcu_knowledge_task.csv

\$

ky Documents

k1w Computer

@

bed i M etwork File name: |agent_agent_labe|led.csv _"J Open |
Places
Files of type: J ﬂ Cancel

e Select the file you wish to convert and select the Open button.

Your screen should now look like that below.

Metwork Format Converter

Load Netwark ] Transform Metwork | Mode Sets] Graphs1 5 ave Metwark

Select a network or graph to load. Dy etbdl files can be multi-zelected to union.

ﬂ Load...

Col type:

LI |agent

R type:

__11 i agent

Format; i Co

Statuz:

Analyzt Haotebook > J

Now select the Save Network tab. Select the file format you want to convert your file to.
In this case we'll leave it at DYNETML.
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MNetwork Format Converter

X

Load Netwurk] Tranzfarm Netwnrk] MHode Sets] Graphs Save Metwork l

Save the network to a file. Multiple files will be created for some formatz, uzing the
zpecified filename az a stem.

Farmat:

e Select the [Save] button
e Navigate to the directory you want to save your file.
e Type in the name you want your file to be called.

NOTE: Remember to type in the extension .xml so it will be recognized
by ORA.

Save jn: ||fi'| zample data :_I & 5 E2-
§ ki) analyst notebaook embassy_tanzania_ck2,xml
- i csy @svg.xml

My Recent @ d
Documents 6_:'
dynetml

rl_ @excel
) GraphiL
Dezktop @MMV
i raw

-—/ @ucinet
[CworkSpace

My Documents |-
) el
deworkSpace, OWS

51)! E embassy_tanzania-1.xml
My Camputer E embassy_tanzania.xml
@ ermbassy_tanzania_ct1.xml

E‘Iﬂ _--'-—__-‘-_—_
Flw Network File name: @_agent_labelledﬂ) j Save |
Places
Save ag type: I _ﬂ Cancel

In order to access this file in ORA goto File > Open MetaMatrix and open it normally.

Below is a screenshot showing the newly saved file agent_agent_labelled.xml.
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E. 3 anatyst noteboak || svguml

Iy Computer _37 embassy_banzania_ck 1ol
[ eerbacey_banosnia_or2.wml

g Fil name: astsattnbutes, xmil

Flaces Files of LyDe: | gl ORA, Files ol ool . chyriekred; * bty * v ®. el e ol . graphend; =, sl net) v

X. CSV Table Converter

=8 Edit MetaMatrix Management
[ Open MekaMatrix Chrl4-C
[ Data Import Wizard
[ Import Database
[ Import Attribute File
[ Open Workspace alk+p
B 5ave MetaMatrix
[l save MetaMatrix As... Chrl+s
[ Save Warkspace Chrl4+-P
Reduced Form

Metwaork Farmat Canverker

‘h C3w Table Converter
E:it

Below is a screenshot of ORA with no MetaMatrices loaded. From here we'll convert a

.csv file and load it into ORA.
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« - ORA: Organizational Risk Analyzer v. 1.8.1
File Edk MetaMatrix Management Genersbe Networks  Anabysis  Data Yisualzstion Help

5 i $838 L32] #uee —eea[ 4770 =017

Matalatric:

b

MetaMatrix [0

MetaMatric Flename | | [E5 Losa...

B

"2 Wisuslize | | S view Charts |

Skatighics

Entiy Sat Mames (Size):
Ertity Set Count: 1]
Ertity Count: a
Edge Count: 1]
Graph Count: 0
Total Density: e

-

e From the Main Menu goto File > CSV Table Converter to bring up the CSV
Table Converter.

f:‘;, CSV¥ Table Converter E|

Load Table | |

[¥ Check to create new nodes from those discovered while parsing.

Add a graph to the netwark. based on edaes from the source and target columng
-Add Graph -

Source colummn: = Taiget colurmn: = wieight column: I e
Source nodesel | 5qen ...] Target nodeset: | 3gem1 o

Add Graph name: ] [ Check to add edge weights for duplicate edges.

Add attributes from the table to the network.

i Add Attribute
Mode columm .] Attnbute value columr; ] LI
Modeszet: agent o Attribute name; ]
ddd

Current Netwark

Graphs [ ;J Nodes; ] j

Clear Nstwork{ Create Key Field | Save Nstwnrkl oK |

e Select the [Load Table] button at the top which will bring up the Open window
e Navigate to the file directory you want, highlight the file, and select the [Open]
button.
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Loak in:

09 cav :_l O 3 i o

[ ‘agent_agent_labelled. csv
@agent_knuwledge.csv
My Recent @]casusattributes.csv

Documents @casu:usattril:uutes_headers.u:sv
FI @cpuf_wer_time_data.csv
- @]suftcu_agent_agent.csv
Dezktop

@su:uFtcu:u_agent_knu:uwledge.u:sv
@suftcu_agent_task.csv
@]su:uFtcu:u_knu:uwIedge_task.csv

\$

ty Documents

by Computer

kA Metwork File name: |agent_agent_lal:uelled.csv ﬂ Open

Places
Filez of type: ] _vJ Cancel

i

The window will show the file you selected in the text field.

LoaclNetwurkl Load Table || \

W Check bo create new nodes from those discovered while parsing,

We want to show this information in some sort of graph.

e Type in the name of the graph in the field Graph Name
e Select the [Add] button

Add a graph ta the network based on edges from the sowce and target columins
Audd Graph

Source columne | 4 ~|  Tagetcolumn: |4 ~|  Weight column: |<mﬂe> b
Source nodeset [Laent v| Targetrnodeset | qqq -

Graph name: |graph1 [ Check to add edge weights for duplicate edges.

Near the bottom of the window it will reflect the graph you just created.
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Current MNetwark,

Graphs: |agent % agent : graphl

=

ﬂ Modes: | agental

Select the [Save Network] button at the bottom to create a new MetaMatrix.

Clear Nstwo:k[ Create Key Field |

Sawve Network 4

This will bring up the Save dialog box.

Navigate to the file directory where you want to save your file.
Type in the name for your file (remembering to attach the .xml extension).
Select the [Save] button.

Cave | I sample data

=~ & ®8eFE-

B |7 analyst notebaook
L}é ) s
My Recent ladl
Drocuments G dvnetl
@ b ecel
- ki) GraphML
Desktop ) MMy
: i) raw
.j ) ucinet
|5 worksSpace
My Documnents &2 sl

o

by Computer

deWorkSpace, OWS

)

agent_agent_labelled. xml

@ embassy_tanzania-1.xml

embassy_tanzania_ck1,xml
embassy_tanzania_ctZ, xml
newMetworkFile. sl

@ swg. il

@ embassy_kanzania, xml
‘3] B
My Metwork.  File name; |newMetaMatri:-:.:-:mIJ) Save |
Flaces

Save az type:

[ ===

#
j Cancel

You will return to the CSV Table Converter dialog box

close the window.

At the bottom of the CSV Table Converter window select the [OK] button to
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£ CSV Table Converter E|

Load Netwnrkl I

W Check to create new nodes fram those discovered while parsing,

&dd a graph to the network based on edges from the source and target columns
Add Graph

Source column: [ 41 = Taigst column: | 51 = Weight columm: |<"°"'E> -
Source nodeset [Loent w| Tagetnodeset |zqem -

Add Graph name: I [ Check to add edge weights for duplicate edoes.

Add attributes from the table to the netwoark.

Add Attribute
Node column: | 49 - | Altibute value column; ] al LI
Modezet: agent = Attribute name: I

Add

Current Metwork,

Graphs: | :J Modes: | LI

Clear Network | Create Key Field | Save Network | oK

The exit dialog box till appear.

e Select [Yes] to exit and return to ORA.

CsvlableConverter lz|

\;‘:) fre wou sure you wank ko close?

Mo ‘ Cancel J

Now you are ready to load your newly created MetaMatrix into ORA.

e From the Main Menu goto File > Open MetaMatrix.

This will bring up the Open dialog box.
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e Find the file you just created
e Highlight the new file
e Select the [Open] button.

Laak in: |@ sample data b | 3 ’ll =
L () analyst natebook [ newMetamatrix, xml
@ ) csw niewietwiorkFile, xml
My Recent CHd svg,xml
Documents [ dynetml
— C3) excel
[ [C5) GraphML
Desktop (=
(L5 raw
. (25 ucinet
_J (5 warkSpace

My Dacuments | (L) xml
agent_agent_labelled. sl
embassy_tanzania-1.xml

1 embassy_tanzania,xml
My Computer ermbassy_tanzania_ct1.:xml
embassy_tanzania_ct2, xml

@

L File name: | niewstletatdatriz, cml | [ Open J
Iy Metwork ;
Places Files of type: |.ﬁ.II ORA Files (*.xml;*, cooml;®  dynetml;®. bt rav ™. csv;® % | Cancel

Below is Panel 1 in the Main Interface showing the newly loaded file.

MetaMatri: Manager

You could then go and convert any number of individual CSV files and load them into
ORA as shown below.

Lesson 3

Running an Intelligence Report
Who are the critical actors?

An Intelligence Report identifies key actors (individuals and groups) who are positioned
in the network in ways that make them critical to its operation.

To run an Intelligence Report:

e Return to the ORA interface.
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Go to Analysis in the menu bar and click Generate Reports which brings up the
Generate Reports dialog box.

At the top of the window is a pull-down menu titled Select Report. Pull down the
menu by clicking the small inverted arrow icon to its right, and select Intelligence.
In the box titled Select one or more meta matrices: select the box for the Tanzania
Embassy bombing meta matrix.

At the bottom of the popup window is a file chooser titled Enter a file name (any
extension will be ignored) for the results file: Select the [Browse] button to the
right and navigate to the location you want. Type in a filename (for example,
IntelOutput) and select Open.

Below is a screen capture showing the popup windows with the correct options chosen:

- » Generate Reports E =+ Generate Reports

Select Repoet: T - Selent the paramehers for the Intsligsnce report.

Descriphhon: Lentes ey entitie snd grode wh by wittus of ther posiion inthe St the number of ranked sntites bo diplee | 1008
rostwsnl, e ot b RS open stion,

Sesbect one or e wet s matTices:
(5] ebassy_Laroanis ol

B
[ e ma

[ Shows st traneefoemation options.
Saewr) thn rafsirt lamiati 10 diaate:

=] Tt

Eirma

s

] Erjtde

[ ot dhyramc graphece [S9G] in HTHL reports (beta)

Eriter & Nieied [y eolifrih wil b red) far tha resuls fls:
wiel Sectingedolmbes My Doouament LR bessons iacstondealrss [ Brovese |

[ Mei—> | [Ccaedl |

. [spresen | [ Fret | [ cocd ]

e Select the [Next] button at the bottom of the dialog box. Select the [Finish]
button.

An HTML file will pop up in your browser displaying the Intelligence Report. The same
text is also displayed in Panel 3 in ORA.

Below is a screen capture of the ORA interface with the Intelligence Report displayed in
Panel 3:
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-« DRA: Organizational Risk Analyzer w. 1.8.1

File Edt MetaMabric Hanagement

Gererate Networks  Anafysis  Data Visuslostion  Melp

*1" agent x manual e
*1" agent x mangsal_k
"I agent i« resounce [
3T agent i bk [Ag
*T* knowledos x bask [ ¥

g >
L E— -
INTELLIGEMCE REFORT |3 |

INTELLIGERCE REFORT

KEY ACTORS

Input date; sEbAFSY_TANGanLe_otI
Beart vime:! Wed Mar 07 15:37:47 ZOOT

Emargent Leadsr [(cogmitive desand]
Hasasures the total aseust of cognivive offort expanded by asch agent to ds its
-t

55 b #EE3 =131 ess —eme 97 =T

MetaMakiio: Marnager hi_: MetaMalri: smbassy_tanzank_ct2 ~|
““ ]: “ i hetadastric I embassy_baroanis ot
aa i [kunkackys] sia: | MetaMatric Flename | Clawilbnunkions_javalsampls dataljsmbassy_tarcania k2. eml
aoo [event, manus s
o= [location, merual, (S [ B Reports | [ "0 venssize | [ S viow Chasts |
non [resource] soecd |
oon [bask] size: 5 Statistics
*1* aqgent x agent [0 " [k size: B5; [evant, manusl_svent] size: 3; [resdedge] size: 4; [location, man
1% agent x krowkedg: Sy (502): i msource sie: 4; (bask] sizn: 5;

Entity Sat Count: [

Ertiy Conmnkz i

Edge Count: 1258

ﬁ'..u)lhfnlﬂ- I 14 el 3
£ >

Below is the HTML file for the Intelligence Report on the Tanzania Embassy bombing

data:

INTELLIGENCE REPORT

Input data: TanzaniaEmbassyEnhance_2-07

Start time: Fri Feb 23 10:30:55 2007

KEY ACTORS

Emergent Leader (cognitive demand)

Measures the total amount of cognitive effort expended by each agent to do its tasks.

Rank Value Nodes

AN AW =

0.378917 fazul_mohammed
0.341104 khalfan_mohamed
0.299063 mohamed_owhali
0.280313 al3
0.269833 mohammed_odeh
0.243792 abdullah_ahmed_abdullah
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7 0.192542 al0

8 0.183771 a4

9 0.180042 wadih_el-hage
10 0.176083 al6

In-the-Know (total degree centrality)

The Total Degree Centrality of a node is the normalized sum of its row and column
degrees.

Input graph(s): Agent x Agent

Rank Value Nodes

04 wadih_el-hage
0.266667 mohamed_owhali
0.266667 bin_laden

0.2 abdullah_ahmed_abdullah
0.133333 ali_mohamed
0.133333 khalid_al-fawwaz
0.133333 al6

0.1 mohammed_odeh
0.0666667 fazul_mohammed
0.0666667 al3

O© 0 3 N Lt A W N =

[S—
(=]

Number of Cliques (clique count)
The number of distinct cliques to which each node belongs.

Input graph(s): Agent x Agent

Rank Value Nodes

2 wadih_el-hage

bin_laden
mohamed_owhali
ali_mohamed
khalid_al-fawwaz
abdullah_ahmed_abdullah
al6

~N QN L B W N
_— e = = N
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8 0 khalfan_mohamed
9 0 mohammed_odeh
10 O a4

Most Knowledge (row degree centrality)
The Row Degree Centrality of a node is its normalized out-degree.

Input graph(s): Agent x Knowledge

Rank Value Nodes

1 0.75 mohamed_owhali
2 0.75 mohammed_odeh
3 0.75 fazul_mohammed
4 0.5 khalfan_mohamed
5 0.5 wadih_el-hage

6 0.5 ali_mohamed

7 0.5 al0

8 0.5 jamal_al-fadl

9 0.5 al3

—
)

0.25 bin_laden

Most Resources (row degree centrality)
The Row Degree Centrality of a node is its normalized out-degree.

Input graph(s): Agent x Resource

Rank Value Nodes

1 0.75 abdullah_ahmed_abdullah
2 0.5 fazul_mohammed

3 0.5 ahmed_ghailani

4 0.25 khalfan_mohamed

5 0.25 mohammed_odeh

6 0.25 wadih_el-hage

7 0.25 bin_laden

8 0.25 al0

9 0.25 al6
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10 O mohamed_owhali

Leader of Strong Clique (eigenvector centrality)

Calculates the principal eigenvector of the network. A node is central to the extent that its
neighbors are central.

Input graph(s): Agent x Agent

Rank Value Nodes

0.167408 wadih_el-hage
0.147407 bin_laden

0.101381 mohamed_owhali
0.0992916 ali_mohamed
0.0992915 khalid_al-fawwaz
0.0836873 abdullah_ahmed_abdullah
0.0791944 mohammed_odeh
0.0583699 al6

0.0527998 mahmud_abouhalima
0.0527997 fazul_mohammed

O 0 9 N L W =

—
)

Potentially Influential (betweenness centrality)

The Betweenness Centrality of node v in a network is defined as: across all node pairs
that have a shortest path containing v, the percentage that pass through v.

Input graph(s): Agent x Agent

Rank Value Nodes

0.233333 wadih_el-hage

0.197619 mohamed_owhali
0.192857 bin_laden

0.0690476 abdullah_ahmed_abdullah
0.0452381 mohammed_odeh

0 khalfan_mohamed

a4

fazul_mohammed

O 00 1 O Lt A W N =
o O

)

ali_mohamed

[S—
(=]
o

ahmed_ghailani
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Connects Groups (high betweenness and low degree)

The ratio of betweenness to degree centrality; higher scores mean that a node is a
potential boundary spanner.

Input graph(s): Agent x Agent

Rank Value Nodes

0.26046 mohamed_owhali
0.254184 bin_laden

0.205021 wadih_el-hage

0.158996 mohammed_odeh
0.121339 abdullah_ahmed_abdullah
0 khalfan_mohamed

a4

fazul_mohammed

O 00 3 O L A W N =
o O

)

ali_mohamed

[S—
(=]
o

ahmed_ghailani

Unique Task Assignment (task exclusivity)

Detects agents who exclusively perform tasks.

Rank Value Nodes Speciality
1 0.205078 fazul_mohammed t3
2 0.0136876 mohamed_owhali t1
3 0.0136876 al3 tl
4 0.011305 abdullah_ahmed_abdullah t1
5 0.00995741 ali_mohamed t1
6 0.00507781 khalfan_mohamed t5
7 0.00366313 a4 t5
8 0.00141468 mohammed_odeh t4
9 0.00141468 al6 t4
10 0.00134759 ahmed_ghailani t4

Special Expertise (knowledge exclusivity)

Detects agents who have singular knowledge.
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Rank Value

1 0.0919699
2 0.0919699
3 0.00214043
4 0.00214043
5 0.00214043
6 0.00191246
7 0.00191246
8 0.00168449
9

—
)

Nodes

bin_laden
khalid_al-fawwaz
mohamed_owhali
mohammed_odeh
fazul_mohammed
khalfan_mohamed
ali_mohamed

Speciality
k4
k4
k3
k3
k3
k3
k3

abdullah_ahmed_abdullah k3
0.000455941 wadih_el-hage
0.000455941 al0

k1, k2
k1, k2

Special Capability (resource exclusivity)

Detects row nodes who have singular ties to column nodes.

Input graph(s): Agent x Resource

Rank Value

1 0.108996

2 0.0965488
3 0.0919699
4 0.0919699
5 0.0170257
6 0.0124468
7 0.0124468
8 0.00457891
9 0.00457891
10 O

Nodes

Speciality

abdullah_ahmed_abdullah r4

ahmed_ghailani
bin_laden

al0
fazul_mohammed
wadih_el-hage
al6
khalfan_mohamed
mohammed_odeh
mohamed_owhali

4
r2
r2
r3
r3
r3
rl
rl

Workload (actual based on knowledge and resource)

The knowledge and resources an agent uses to perform the tasks to which it is assigned.

Rank Value

1
2

Nodes

0.692308 fazul _mohammed
0.307692 mohamed_owhali
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0.307692 khalfan_mohamed
0.230769 mohammed_odeh
0.230769 al3

0.230769 abdullah_ahmed_abdullah
0.153846 wadih_el-hage

0.153846 al6

0.0769231 ali_mohamed

10 0.0769231 ahmed_ghailani

O 0 9 N L bW

KEY KNOWLEDGE

Dominant Knowledge (total degree centrality)

The Total Degree Centrality of a node is the normalized sum of its row and column
degrees.

Rank Value Nodes
1 0.571429 k2
2 0.428571 kl
3 0.333333 k3
4 0.0952381 k4

KEY RESOURCES

Dominant Resource (total degree centrality)

The Total Degree Centrality of a node is the normalized sum of its row and column
degrees.

Rank Value Nodes
1 0.333333 13

2 0.285714rl
3 0.190476 r4
4 0.142857 12
KEY LOCATIONS

Dominant Location (total degree centrality)
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The Total Degree Centrality of a node is the normalized sum of its row and column
degrees.

Rank Value Nodes
1.125 u_s
0.847222 afghanistan
0.833333 pakistan
0.722222 washington
0.708333 indonesia
0.701389 europe
0.673611 airport
0.604167 america
0.527778 turkey
0.506944 somalia

O 00 1 O L A W N =

[S—
(=]

PERFORMANCE INDICATORS

Entity class Size
agent 16
event 3
knowledge 4
location 54
resource 4
task 5

Overall Complexity = 0.22707503

Density of the Meta-Matrix: Social Density = 0.11666667

Density of the Agent x Agent network: Social Fragmentation = 0.45

Fragmentation of the Agent x Agent network: Communication Congruence = 0.416667
Measures to what extent the agents communicate when and only when it is needful to
complete tasks. Perfect congruence requires a symmetric Agent x Agent network:
Knowledge Congruence = 0.55

Measures the similarity between what knowledge are assigned to tasks via agents, and
what knowledge are required to do tasks. Perfect congruence occurs when agents have

access to knowledge when and only when it is needful to complete tasks: Performance
As Accuracy = 0.36
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Measures how accurately agents can perform their assigned tasks based on their access to
knowledge and resources: Avg Communication Speed = 0.438406

The average speed with which any two nodes can interact. This is based on the inverse of
the shortest path lengths between node pairs.

Produced by ORA developed at CASOS - Carnegie Mellon University

From this Intelligence Report, it appears that Fazul Mohammed, Khalfan Mohamed,
Mohamed Owhali, Mohammed Odeh, Abdullah Ahmed Abdullah, and Wadih El-Hage
are among the most important people in the terrorist network. This means they may have
a great deal of knowledge, influence over many other agents in the network, special
expertise or capability, or access to important resources and locations.

For example, Wadih El-Hage is important because he is the most in-the-know, commands
important cliques within the network, and has the most potential influence in the network.

Ill. What do we know about an actor of interest?

There are three ways to get additional information about an actor of interest:

1. Visualize information about a selected actor
For example, we can view information about Wadih El-Hage.
e Return to the meta matrix visualization pop-up window.
e Single-click on the red circle for the actor of interest. A window will pop up

displaying information on the actor.

Below is a screen capture of the information resulting from clicking on the red circle for
Wadih El-Hage:
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«» Entity Status: wadih_el-hage E

This window shiows Rformation For the curmently selsctad
entity in the visualizer,

anmed_the_german

To sedact an enbby in the vicuslcer, dick on the sntity, To
da-sbect an entity, chck i agan,

[#] Ehecw this window when a entity is selected

walih_el-hage |
(Endily cled i “agant”
B bs "weacdh_el-hage”
13 links

Attributes
joired_al_gssda="1089" L
=l — "Rz e
hostiity_jevei1" / ’ i gl 1. N cnanmed_salim
nastionally="lehanes™
left_sl_nasda="| 558"
source_date="205-05-10"

ek rusrmem”al-hage”
Fource_names="umidatalpacrim_ikchul o™
lirst_rusnae"vadh®

Mpasures

g

Meighbaors:
ali_moharmsd; 1.0
ali_mohamed: 1.0
lin_Jaden: 1.0
lsn_laden: 1.0
an_laden: £.0
lin_laden: 1.0
bomb_materid: 1.0

|x

2. Visualize an actor’s sphere of influence

A sphere of influence is the set of actors, groups, knowledge, resources, events, and
locations that influence and are influenced by a particular actor of interest.

For example, we can examine the sphere of influence of Ahmed Ghailani.
To visualize an actor's sphere of influence:

e Return to the meta matrix visualization pop-up window.

e Make sure the whole meta matrix is visualized. If it isn't, go to Actions in the
menu bar and select Show All Entities.

¢ Go to Tools in the menu bar and select Sphere of Influence. A window titled
Sphere of Influence (Ego Network) will pop up.

e In the Search field halfway down the popup window, type the beginning of the
actor's name. From the options that appear in the chart below, click the box next
to the name of your actor of interest. That actor's sphere of influence will be
displayed in the visualization window.

Below is a visualization of the sphere of influence of Ahmed Ghailani:
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To return to the original full meta matrix visualization, go to Actions in the menu bar and
select Show All Entities.

3. Run a Sphere of Influence Report

A Sphere of Influence Report for an individual identifies the set of actors, groups,
knowledge, resources, events, and locations that influence and are influenced by that

actor.

For example, we can examine the sphere of influence of Ahmed Ghailani.

To run a Sphere of Influence Report:

Return to the ORA interface.

Go to Analysis in the menu bar and click Generate Reports. A window titled
Generate Reports pops up.

At the top of the window is a pull-down menu titled Select Report. Pull down the
menu by clicking the small inverted arrow icon to its right, and select Sphere of
Influence.

In the box titled Select one or more meta matrices: click the box for the Tanzania
Embassy bombing meta matrix.

At the bottom of the popup window is a file chooser titled Enter a file name (any
extension will be ignored) for the results file: Click the Browse button to the right
and navigate to the location you want. Type in a filename (for example,
SOIOutput) and click Open.

Click the Next button at the very bottom of the popup window.

From the pull-down menu titled Select an Entity: choose Ahmed Ghailani.
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e Click the Finish button.
It may take a few minutes for ORA to run the Sphere of Influence Report. When ORA is
finished, a small window will pop up tell you the analysis was successfully completed.

Click OK.

An HTML file displaying the Sphere of Influence Report will pop up in your browser
window.

Below is the HTML file for Ahmed Ghailani's sphere of influence:

SPHERE-OF-INFLUENCE REPORT

Input data: TanzaniaEmbassyEnhance_2-07

Start time: Fri Feb 23 11:10:54 2007

Sphere of Influence Analysis for agent ahmed_ghailani

The radius of the network is 1
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iy i

aftic s

/

somalia

ed_ghailani

Size Statistics

Contains the size of each node type within the ego network, expressed as an absolute
value and as a percentage of the nodes in the original input network.

Node Type Size Percent
agent 1 +6%
manual_location 6 +11%

resource 2 +50%
task 1 +20%
Attributes

These are the attributes of the ego node.

Name Value
first_name ahmed

2007 ORA Users Guide - Page 321



hostility_level 2

kinship mother

last_name ghailani

nationality tanzanian
nationality_relation hostile

nyi president

source_date 2006-05-10

source_name xmldata/pacrim_ilchul.xml
title ahmed_khalfan_ghailani

Exclusive Connections

Find nodes that have connections exclusively to the ego node. These are also called
pendant nodes of the ego.

There are no pendants attached to this node.

Most Similar Node

Computes the node that is most similar to the ego node with respect to Cognitive
Similarity. This is computed two ways: first, using just the ego network, and second,
using the original input network.

Network Node Type Node Name
Original Network agent abdullah_ahmed_abdullah
Ego Network agent ahmed_ghailani

Top Measures

Computes a collection of standard network analysis measures and reports those for which

the ego node is among the top 10 nodes.

Measure Name Measure Input Rank Value
Centrality, Row Degree Agent x Resource 3 0.5
Centrality, Betweenness Agent x Agent 10 0
Boundary Spanner, Potential Agent x Agent 10 0
Exclusivity, Task Agent x Task 10 0.00134759
Exclusivity Agent x Resource 2 0.0965488
Actual Workload Agent x Knowledge 10  0.0769231
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Measure Value Range

Computes a collection of network analysis routines for all the nodes in the network and
reports whether the ego node has a Low, Medium, or High value with respect to the other
nodes. Low means less than one standard deviation from the mean; high means more than
one standard deviation from the mean; Medium is neither low nor high.

Measure Name Measure Input Range
Cognitive Demand Agent x Agent Medium
Centrality, Total Degree Medium
Clique Count Agent x Agent Medium
Centrality, Eigenvector Agent x Agent Low
Centrality, Betweenness Agent x Agent Medium
Boundary Spanner, Potential Agent x Agent Medium
Exclusivity, Task Agent x Task Medium
Exclusivity, Knowledge Agent x Knowledge Medium
Exclusivity Agent x Resource High
Actual Workload Agent x Knowledge Medium

Resource Analysis Section
Computes the resources that ahmed_ghailani can directly leverage and that can be
mobilized. Direct resource are those directly connected to it, and indirect resources are

those directly connected to a neighbor.

Resources that can be leveraged

Resources that can be mobilized

ahmed_ghailani does not have any resources to mobilize.

Measure Value Percent of total
Direct resources 2 +50%

Indirect resources 0 0%

Possibly constrained resources 0 0%
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Possibly constrained resources are both directly and indirectly linked to the ego entity.

Contacts with the most resources (directly linked entities with the most resources):

Name Number of resources

Contacts with the unique resources (directly linked entities with exclusive resources):

Name Unique resources

Produced by ORA developed at CASOS - Carnegie Mellon University

1V. What are the connections between two actors of interest?

Sometimes, rather than influencing an actor directly, you may want to examine whether
that actor has a connection with someone who is more interesting to you. For this, the
Path Finder feature is most useful.

For example, we can look at how Ahmed Ghailani and Wadih El-Hage are connected.
To use the Path Finder feature:

e Return to the meta matrix visualization pop-up window.

e Make sure the whole meta matrix is visualized. If it is not, go to Actions in the
menu bar and select Show All Entities.

e Go to Tools in the menu bar and select Path Finder. A window titled Path Finder
will pop up.

¢ In the bottom half of this pop-up window, there are two tabs titled Entity 1 and
Entity 2. Entity 1 is the from entity, and Entity 2 is the to entity. In other words,
Path Finder searches for communication and information that is passed from
Entity 1 to Entity 2.

e In the Entity 1 tab, type the name of your first actor of interest into the Search
field. From the chart of agents below the Search field, check the box for the name
of that agent. (For example, Ahmed Ghailani).

e Click on the Entity 2 tab and type in the name of your second actor of interest into
the Search field. From the chart of agents below the Search field, check the box
for the name of that agent. (For example, Wadih El-Hage).

e The visualization of the connections between Entity 1 and Entity 2 will appear in
the visualization window.
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Below is a screen capture showing the connection between Ahmed Ghailani and Wadih
El-Hage:

:! Path Finder 3]

Uiz this wandow to see the paths betwean o pair of entithes.
Sebect Bveor enbibies bedow o use chri-chick bo select tveo entities inthe
wisualzer

Select a length (0 means bo show only shortest pathe):
0%

] Ao~ Zescam,

[ Fiter "Extra” Edges

Compute chortast pathe use only thece antitie:
[¥] [ogerk] size: 16

] [hracwbendpa] sive: 4

(] [k, emcarusal_svent] size: 3

[#] [ocation, manual_location] size: 54

(] [resource] size: 4

Abamad_ghailan ., (] [bask] size: &

m&.

Entity 1 | Entity 2

Ky Sat Commands

Erkity Selaction Rule: (=) Entity sust mabch AT LEAST ONE Fites (3 F
seacod
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V. What is the immediate impact of a particular agent on the
network?

VI. What happens to the network when certain entities are
removed?

We can examine the impact of removing a particular entity from the network by using
Near Term Analysis (NTA). NTA removes a given entity and estimates the changes in
the remaining network.

This provides a what if?... analysis of the network. We can simulate strategic
interventions or eliminations of certain agents, and examine how the network should
react and change. For example, we can look at how the Tanzania Embassy bombing
network changes if Ahmed Ghailani and/or Wadih El-Hage are eliminated.

To run a Near Term Analysis:
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1. Start the Near Term Analysis window

NTA has two modes, Novice and Advanced, displayed as tabs in the Near Term Analysis

Return to the ORA interface.

Make sure the meta matrix is highlighted in Panel 1. If it is not highlighted,
single-click on it.

Go to Analysis in the menu bar and select Near-Term Analysis. A window titled
Near Term Analysis will pop up.

pop-up window. Novice mode provides an automatic analysis set-up, but does not allow
users to set up their own hypotheses.

Click on the Advanced mode tab to switch to Advanced mode.

Below is a screen capture showing the Advanced mode tab in the Near Term Analysis
pop-up window:
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In the field titled Settings, find the number boxes on the far right. Change the
number of replications (the top number box) to 2, and the number of simulated
time-points (the bottom number box) to 52. The timeline in the Simulated time
line field will expand to include 52 time-steps.

2. Open the simulation scenario wizard
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e In the middle of the pop-up window, find and click the Add new simulation
instances button. A small window titled Near Term Analysis - Simulation
scenario create wizard will pop up.

Below is a screen capture showing this wizard window:

+ = Hear Term Analysis - Simulation scenario create wizard
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e In this wizard window, make sure the first option in the Options field is selected.
Click the Next button. The wizard window will display options for creating a
custom scenario.

Below is a screen capture showing this custom scenario field in the wizard window:
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3. Remove Wadih El-Hage
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e Click the box for Wadih El-Hage in the table of agents in the wizard window.
Change the Timing box to 10 in the same row.

e To add this event set-up to the Near Term Analysis, click the Add events button
located next to the Search field (above the list of agents).

The timeline at the top of the wizard window will mark the isolation of Wadih El-Hage at
time 10.

Below is a screen capture of this timeline:

= = Hear Term Analyss - Simulation scenarks creste wizard
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e Click the Add a simulation button at the bottom of the wizard window. The
wizard window will close automatically. In the NTA window, the new simulation
case will appear in the Cases to simulate field.

4. Remove Ahmed Ghailani

e Follow Step 3, but replace Wadih El-Hage with Ahmed Ghailani.

Your two simulation cases appear in the Near Term Analysis window in the Cases to
simulate field, along with the Baseline case. The Baseline case is simply the network with

no entities removed.

You can view your different simulation cases by clicking on them in the Cases to
simulate field, and the simulation time-line will change accordingly.

5. Run the Near Term Analysis
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e Click the Execution button at the bottom of the Near Term Analysis window.

e A small window will pop up to warn you that the execution may take a long time.
Click OK. Another small window will pop up to show you how the simulations
are progressing in the Near Term Analysis.

6. View the results of the Near Term Analysis

e When the analysis is complete, a new window titled Near Term Analysis Results
will pop up.

Below is a screen capture of the results pop-up window:

Rrvaien e baavin of Dewicriiffanion
L
L1

- AR Afww BN b w16 Immintion Wadn ol bage ot 10]

Bt e T 11 e s P ey g s . | Wt i ey

Pt ramra g

..........

These two performance lines correspond to deviations from the baseline of knowledge
diffusion over time. Examining this performance change over time reveals how much an
agent's elimination impacts the performance of the organization.

e To draw a bar chart, click the Draw bar chart button in the results window. The
resulting bar chart displays a performance comparison for each time-point.

Below is a screen capture of the bar chart:
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- Bar chart for Mear term analysis result

Knowledge Ditfusion dstance between the cases and the baseline

Isolation Ahmed the German at 10 solason Wadh o Hage at 2
Isclation Instances

[- Isolation Ahmed the German at 10 © Isolation Wadih al Hage at 2

The results of the Near Term Analysis are also available in HTML format.

7. Save the results of the Near Term Analysis in HTML format

¢ Go to File in the menu bar and select Save the html report. A file chooser window

will pop up. Navigate to the location you want and type a filename for your
HTML report.

e A window titled Image Size Input will pop up. Type in the width of the image and

click OK.
e Another window titled Project Saved will pop up displaying the location of your
saved analysis results. Click OK.

8. Save the organizational structures resulting from your simulations in ORA

e Return to the ORA interface.

e To save the Agent-to-Agent communication network at time-step 40 in the
simulation, go to File and select Save the Agent-to-Agent communication
matrices during evolution.

e A small window titled Save the probability of interaction matrix will pop up.
Click the Yes button.

¢ Another small window titled Save timing will pop up. Enter 40 and click OK.

e A final window titled Saved will pop up. Click OK.

You can view saved simulations in Panel 1 of the ORA interface.
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Below is a screen capture of Panel 1 after simulations have been saved:

MetaMatrix Manager
+-¥32 - embassy
31 232 - baseline of Agent-to-Agent matrix at 40
- 232 - Isolation Ahmed the German at 10 of Agent-to-Agent matrix at 40
1
ooo [agent] size: 16
*2*® agent x agent [agent x agent]

Lesson 4

What is Going on Where?

We want to identify what events are related to what agents and the locations pertinent to

both.

I. Who are the critical actors and where were they seen
together?

A Location Report identifies the central locations with respect to other network entities.

To run a Location Report:

Return to the ORA interface.

Under Analysis in the menu bar and select Generate Reports.

A window titled Generate Reports pops up (see below).

At the top of the window is a pull-down menu titled Select Report. Pull down the
menu by selecting the small inverted arrow icon to its right, and select Location
Analysis.

In the box titled Select one or more MetaMatrices: select the box for the Tanzania
Embassy bombing MetaMatrix.

At the bottom of the popup window is a file chooser titled Enter a file name (any
extension will be ignored) for the results file: Select the Browse button to the right
and navigate to the location you want. Type in a filename (for example,
locationReport) and select Open.

Below is the popup window with the correct options chosen:
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. - Generate Reports EI

Select Report: | Location analysis L7 |

Description: Computes the central locations with respect to other nekwork entities,

Select one or more meta matrices:
embassy_kanzania_ck?

Select Al

Clear all

[] Shiows matrix transfarmation options.

Select the repart Formats ko create:

Text
HTML
[] s

[ ] DyhetrL
[ ] Create dynamic graphics (SYG) in HTML reports (beta)

Enter a filename {any extension will be ignored) For the results File:

| and SettingstdoolurmbusiMy DocumentsiORAY essonsilocationAnalysis || Browse l

—Previous [ Finish ] [ Zancel ]

¢ When you've chosen the parameters you want, select the Finish button.

ORA will now create an HTML file which will open your internet browser and display
the file. The same text is also displayed in Panel 3 in ORA.

Below is the ORA interface screen with the Intelligence Report displayed in Panel 3:
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-« ORA: Organirational Risk Analyzer v. 1.8.1
File Edt MetaMabric Hanagement  Generasbe Networks  fnalpsis  Data Yisualestion  Help

Mt abiabrin: r:n'nmql_twm_:tl

Matadatric I embassy_tarcania_ot?

Miskabatric Flerame Chmbnankions_wvalsamply datslembasey_tarcans o2, em

| [ Reports Il'.‘-'..lmudzn]l_—_ hmll:hul:s]
non [resource] soe: 4
oon [bask] size: 5 Statistics
*1* agent x agent [Ag Eriity St K [k size: B6; [evant, manussl_svent] size: 3; [knowdadge] size: 4; [ocation, manisl |
1% agent x krowkedg: e (502): i msource sie: 4; (bask] sizn: 5;
=L agent « manusal_e Entity Set Count: ]
1" agent x manissl_lo EntRy Connk: 86
1" sgentxresource [ || Edge Count: 125
*1° agent x tarsk [Agm Graph Count: 14
"7 Hnoviedge x bask Tokal Dansky: 022798115
=T moanusal_svent x u
T menual eventam |
< e T < ol |

-

LIRCATEON-AMALYSIS REPORT x

LOCATION-AHALTSIZ REPORT
Iepur dara: SEDASSY TAnEania el

Start time; Tue Mar O£ 1%:08;40 Z00OT

Befors the caloulstion of the msasurss che inpat netwverk is transtormed to
crasté & fingle graph per cyps. For exaspls, all Locarion ¥ Locacion graphs ot

Below is the HTML file for the Location Analysis Report on the Tanzania Embassy
bombing data:

LOCATION-ANALYSIS REPORT

Input data: embassy_tanzania

Start time: Mon Feb 26 09:56:07 2007

Before the calculation of the measures the input network is transformed to create a single
graph per type. For example, all Location x Location graphs are unioned. Further, bi-

modal graphs, such as Location x Agent, are unioned with their transposes, in this case
Agent x Location.

Key locations (the most connections to non-location entities)
The Row Degree Centrality of a node is its normalized out-degree.

Input graph(s): location x agent, location x event

‘Rank |Va1ue ‘manual_location ‘
1 105263 |u_s |
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0.631579 |afghanistan
0.578947 jpakistan
0.473684 |america
0.421053 |somalia
0.368421 leurope
0.315789 |saudi_arabia
0.315789 |tanzania
0.315789 [london
0.315789 |indonesia

Central locations (the most connections to other locations)

The Total Degree Centrality of a node is the normalized sum of its row and column

degrees.

Input graph(s): manual_location_location

Rank |Value

O X0 NN =W N =

—
)

manual_location
1.33962 |u_s

1.03774
1.0283  |pakistan
0.924528 |washington
0.90566
0.886792 leurope
0.877358 |airport
0.735849 |america
0.679245 |turkey
0.641509 sudan

afghanistan

indonesia

Most active locations for events.

The Row Degree Centrality of a node is its normalized out-degree.

Input graph(s): location x event

Rank [Value manual_location
1 2 u_s
2 2 afghanistan
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1.66667 |pakistan
1.66667 |america

1 europe
0.666667 saudi_arabia
0.666667 london
0.666667 [indonesia
0.666667 |somalia

10 /0.666667 spain

O| 0| I N | b~ W

Highest concentration of actors
The Row Degree Centrality of a node is its normalized out-degree.

Input graph(s): location x agent

Rank |Value manual_location
0.875 |u_s

0.375 tanzania

0.375 pakistan

0.375 'somalia

0.375 \afghanistan
0.375 africa

0.25 |saudi_arabia
0.25 israel

0.25 |london

0.25 |indonesia

O X0 A NN | W[ —

—
)

Actors at the most locations
The column Degree Centrality of a node is its normalized in-degree.

Input graph(s): location x agent

Rank [Value agent

1 2.40741 |bin_laden

2 0.222222 |ahmed_ghailani
3 0.185185 |ali_mohamed

4 0.111111 |wadih_el-hage
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5 0.0740741 mohamed_owhali
6 0.0740741 mohammed_odeh
7 0.0740741 jamal_al-fadl

|8 ‘0.037037 |khalfan_m0hamed
9 0.037037 [fazul_mohammed
10 0.037037 khalid_al-fawwaz

Produced by ORA developed at CASOS - Carnegie Mellon University

From the report we notice a couple of locations that contain high values in multiple
tables: U.S., Afghanistan, Pakistan, and Somalia. In the last table, Actors at the most
locations, we see both Bin Laden and Ahmed Ghailani have the highest degrees of
Centrality. We will explore how Bin Laden and Ahmed Ghailani relate to each other as
well as to the five most prominent locations.

Il. What do we know about the actors of interest?

First run the Sphere of Influence tool to find any connection between Bin Laden and
Ahmed Ghailani and the location(s) they have both been reported to be seen at.

e First make the Visualizer the active window by selecting the Visualize button
underneath the filename path in the middle of the Main Interface window.

| embassy_tanzania_ck?

| Chsvnitrunklora_javalsample datalembassy_tanzania_ck

[ = Reparts ] [ '.'.‘.I.I_'-.:isualize l [_—_ Wiew Charts

b

2007 ORA Users Guide - Page 336



Under Actions on the menu select Show All Entities.

DYt Tools  Options  Help
Hide Isolated Entities
Hide Pendant Entities
Recursively Hide Pendants

Recursively Hide Pendants and Isolates

&hnw all Entities Except Isolates

Shiow Graph »
Set Title

Under Tools on the menu select Sphere of Influence.

=N Cptions  Help
Blackmap
Dorill Coovean
Entity Staktus
Group Viewer

key Set Seleckor

Legend
Meta-Entities
Path Finder

Sphere of Influence

In the dialog box that appears find the section Expands only these entities:. Make
sure that only the [agent] and [location] boxes contain checkmarks.

[lacation, manual_location] size: 54

eSS } e

[ [kask] size: &

In the lower part of the dialog box there is a table. Select the tab labeled agent.
Then find the rows containing the names of both Bin Laden and Ahmed Ghailani.
Place a checkmark in the box in each of these rows. Make sure you have no other
agents selected.
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2 entity(ies) selecked, 16 visible, 16 bakal,
_manual location | resource | task |
&ll | agent | knowledge || manual_event
Entity Title Entity
f—"—m w | <sek fi
il N &
vV hin_laden hin_lz
|:| =
[\ ahmed_ghailani ahme
W
< !/ »

The visualizer will now display all the locations that are connected to both Bin Laden and
Ahmed Ghailani. At this time, it will display every location that they have in common.

Select Close in the Sphere of Influence dialog box.
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fazul_mohammed

ahmed_ghailani

mohamed_owhali
12 niz 3

afgnanim::na B ali_mohamed
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bunker 1 &

! e
- egypt
(=
paris

kandahar
cambtdia g

britain

-Taneeaz .
residence

jalalabad province

'IIII'LI' Iran

check baghdad

lebanan i)
sp oyl f i oy, — . ingapore
khartoum ) SR

i i
B hiarbor

130 —
m.ﬂ' philippines

djibouti

Obviously this is more information than we want to displayed at this time. There's a way
to reduce the amount of information displayed.

e Under Actions on the menu, select Hide Pendant Entities. This will effectively
reduce the information to only the locations that are common between Bin Laden
and Ahmed Ghailani.

Ofifalpt Tools  Ophions  Help
v Hide Isolated Entities

vhHidE Pendant Entities

Recursively Hide Pendants

Below is the new display in the Visualizer. This has removed all the locations that were
attached to only one or the other agent, Bin Laden or Ahmed Ghailani, and show the
locations they have in common.
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afghanistan g

i kaden ahmed_ghailani

lll. What are the important locations?

Now let' take a look at the individual locations in the above display and the events that
they have in common.

e Under Tools on the menu select the Sphere of Influence.
e First make sure the Hide connections between levels box contains a check in
order to make the extra edges invisible.

#) Bybn-Cankak
Hide connections betwe@

e Next, under Expands only these entities: select both [agent] and [event].

[][resource] size: 4

[][task] size: 5

¢ In the lower table select the tab labeled manual-location.

2007 ORA Users Guide - Page 340



1 entitylies) selected, 54 visible, 54 takal,

Al anent A knowledge <
manual_event | manual_location | FesOUrCe task
Entity Title | Entity ID Class Type
<setfilb,.. » | <sebfilk... » | <setfilt,.,
B ] A
( u_s ) u_s location E
T
F
] ™
£ >

e Select each of the locations in the display above, individually.

After doing this for each of the six locations you will be able to view how the six
locations relate to Bin Laden, Ahmed Ghailani, and the events within the database. The
six figures below show the screenshots of the six locations displayed individually and
their connections to people and events.

Remember; deselect the current location before selecting the new
location.

ahmead_ghailani bin laden ahmed_ghailani

in_laden
new_yok

Jihad

1-zap

ahmed_ghailani

ahmad_ghailani

ahmed_ghail ani jihad

bin_ladan

zomalia pakistan

akmed_ghailani
19-22p

From these six displays we can see the following information:
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e Five of the locations, U.S., New York, Afghanistan, Somalia, and Pakistan, are all
connected to 11-sep.

e Three of the locations, U.S., Afghanistan. And Pakistan, are connected to jihad.

e From the Actions menu, select Show all entities in order to display all
information.

e From the Tools menu, select the Sphere of Influence.

This brings up the Sphere of Influence dialog box again.

e Make sure to select Hide connections between levels to remove any extra edges.

Hide connections between levels

e Under Expands only these entities: Select [event]

Expands only these entities:
[ ][agent] size: 16

[ ] [locafion, —facakion] size: 54

[ [resaurce] size: 4

[ [task] size: 5

¢ In the bottom table select the tab labeled manual-location.

5 entity(ies) selecked, 54 wisible, 54 takal,
All | aoent knowledae manual_event
manual_location rESOUFCE kask.

Entity Title Entity [D
<set filker = w | set filk,,,

== PN

El

pakistan akistan

[

E—_-——___——'—'-_ﬂ-ﬂ-’ W

£ ) >

¢ One at a time place a checkmark next to the five locations obtained from the last
Sphere of Influence report: U.S., New York, Afghanistan, Somalia, and Pakistan.
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The following will be displayed in the visualizer. This shows how each of the five
locations relates to each of the events.

pakistan somalia

jiad

nEw york

IV. How do the agents, locations and events tie together?

e In the Sphere of Influence dialog box place a checkmark next to [agent].

Expands only these entities;

[ [knowledge] size: 4

Find all of the agents other than Bin Laden and Ahmed Ghailani, and right-click on each
to bring up the contextual menu. Select Hide Entity to hide them form the current display.
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pakistan g

jihad

ali_mohamed Ay
Fin Enticy
wadih_el-hage f ExperdEnity
Sel Picture:
Fin Submerus  »

Now you have the two Agents (Bin Laden & Ahmed Ghailani), how they relate to the
five Locations (U.S., New York, Afghanistan, Somalia, and Pakistan), and their
relationship to the two Events (Jihad & 11 SEP).

Lesson 5

Performing a View Network Over-Time Analysis

The purpose of this lesson is to perform both a View Network Over Time and View
Measures Over Time Analysis. To do so requires multiple network datasets
representative of your network over different time periods. The goal is to analyze how a
network changes across multiple time periods. The time period is determined by the
intervals of collected network data and presented as multiple Meta-Matrices, which are
loaded into ORA in sequential order. The steps below provide detailed instruction on how
type of analysis.

To perform a View Network Over-Time Analysis, you must load Meta-Matrices that
relate to different time captures of your network data, which need to be in the form of
multiple Meta-Matrices.

In the following example, we will use network time captures of the 1998 Embassy
Bombing in Tanzania Meta-Matrix data set and compare the same data set as we knew it
in 1997 and 1996 and 1998. We will then compare all the Meta-Matrices in the Network
Over-Time Viewer to gain a visual representation of how this network changed between
1996 and 1998.
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Note: For our purposes, we have changed data in this example and
have renamed the Meta-matrix for three different years. This will
denote different network variables that have changed over time.

You will see in the left window pane under input dataset three Meta-Matrices, 1998,
1997, and 1996, have been loaded.

From the menu bar: File > Open Meta Matrix

- = Import Data into ORA @

IJse this wizard ko import any bype of data inko Ora.

The supported File types are: dynetml {native Ora xml Farmat),
ol AR (UCINeR), csv (Excel Farmat), bxk, raw, (net (Pajek),
.araphml, and st {GMU Model),

Select one or more Files below to begin,

Select Files

[]Load Analyst Motebook Filas
[ ] Load Ermail Files

[ ] Load Singapore Trails Data

Cancel
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Choose [Select Files]

- = Dpen M
Lookin: |5 sample data v| ? qm
1) analyst notebook, [ rewietamatrix, xml
_&b ) csv B reslletwarkFle. xml
MyRecent (5 dl = svg.xml
Dacuments ) dynetml [=) TanzanisEmbassyEnhanced_2-07_
. ) excel [Ei TanzanizEmbassyEnhanced_2-07_
Ea ) GraphiL E TanzanizEmbassyEnhanced_2-0
Deskbep L) Mot _g wihoknowsthat sl
Craw
) ucinet

__'__.;' 1) workSpace
My Documents () xml
=) agent_sgert _labeled, sl
- @ embassy_tanzania-1.xml
g’ =) embassy_tanzania.xml
My Computer @ embassy_tanzania_ct1 ol
@ embassy_tanzania_ctZ xaml

Q‘ File name: 6, 2wl “TanzanisEmbassyEnhanced_2-07 _1997. xml" “TanzaniaEmbassyEnhance
My Network e — - e el 0 : bt
Flaces Filiss of Lype: | Al QR Files (¥l ®, cmil; ®. chymestmd; bty = rave * oo ® dl* b el ¥ grap

You will see all of our example data sets, which will load simultaneously into ORA, buy
highlighting and selected all the files.
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Highlight all files you analyze in Over-Time Viewer. Press [Enter].

« « Import Data into ORA

Ise this wizard to import any bype of data inko Cra.

The supported file types are: dynetml (native Ora xml Format),
ol Adth (UCIMet), csv (Excel format), (txk, raw, (net (Pajek),
.graphml, and .stl {GMU Maodel),

Select one or mare files below to begin,

| 3 files selected.

Select Files

This is a dynetml file, the native file Farmat of Ora, Click Finish ko load this
file.

[]Load Analyst Motebook Filas
[] Load Ermail Files

[ ] Load Singapore Trails Data

Cancel Eiach Pk Finish

The import data window will appear (below). This will confirm the files you wish to
analyze.

Import Data

P | Do vyou want the files you selected to replace only the currently selected MetaMatriz,
‘\f‘/ ko be appended &5 addibional MetaMatrices, or bo replace all currently loaded MetaMatrices?

| Replace Selected Metamatrix | [ Append as Additional MetaMatrix | | Replace All MetaMatrices

Select [Finish].

All three Meta-Matrices should display in Panel 1.
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-« ORA: Organizational Risk Analyzer w. 1.8.1
File Edt MetaMabric Hanagement  Generasbe Networks  fnalpsis  Data Yisualestion  Help
(5 I LD LY Aene —ame| 470 =010

4 Metababi |

=T - TanzanisEmbassyEnhanced_2-07_L 996
-1 TanzanisErmbassyEnhanced_2-07_L947 e phintris I

e B3R - TenzanisEmbassyEnbanced_2-07_L 98 Mt aMatrte Fleraie

| B reports | | “ae vimsalzn | | 5 view charts |

[Ertity Set Mames (Soe):
Enktity Set Count:

Ertity Coark:

Edgs Count:

Graph Count

Tl Daneaity:

| B e e e

| [

-

Performing the Over-Time Analysis

Now that we have time captures of our network data represented and loaded into ORA in
the form of three Meta-Matrices relating to 1996, 1997 and 1998, we can perform the
Over-Time Analysis.

From the Menu Bar > Data Visualization > View Network Over-Time

[rata Visualization Wk
Charts

Yisualizer

View Measures Over Time

Wiew Mebwork Cwver Time

Drrill-Davn Windos
IS

Loam

The ORA Visualizer will render all of the loaded Meta-Matrices.

Please take special note of the Time Viewer pop-up Window. This window displays a
slider, which will allow you to quickly change from the first Meta-Matrix time capture of
1996, to 1997 and 1998 respectively.
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By moving the slider from one Meta-Matrix to the next, you will gain a visual
perspective on how the network has changed over Time.

The series of screen shots below display how the visualized data changes from one slider
to position to the next. These renders then allow you a picture of how the network
changes Over-Time.

Please note: Depending on the complexity of the network and the
extent to which relationships (ties) have changed, the visualization of
those changes may be subtle.

The screen shots below, however, will emphasize the extent to which the role of the
WTC Event entity has changed from 1996 to 1998 in relation to the network of which it
is part of namely the Tanzania data set. Below these screen captures, are a series of detail
screen captures focusing on the WTC Event node.

Example Slider Position 1

2 Time Viower X
‘Wiewang metamatric 1 of 3

w

1 3 3

(o )=

jamal_akfadl

mi, -l ah
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Example Slider Position 2

+ = Time Wiewer

Viewsing metamatric T of 3

=

1 2 3

78 ETN)

JJJJJJJ

Example Slider Position 3

Viswing metamatric 3 of 3

L

3
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Detail of WTC Event Node when visualized in the Over-Time Viewer as part of the
1996, 1997 and 1998 Tanzania Data Sets.

WTC Event Node: Detail 1 - 1996

LR " 2
=« lime Viewer

1999 Tanzania
Data Set: WIC
Event Entity

ahmud_abowhalima
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WTC Event Node: Detail 2 - 1997

Notice who how the relationships of this node to the rest of the
network has changed from 1996 to 1997.

1997 Tanzania
Data Set: WIC
Event Entity

mahmud_abouhalima

Notice that the connections (links) have changed from 1996 to 1997.

mahmum 1998 Tanazia Data

Set: WTC Event

Entity
Wiewing metamatrix 3 of 3

=

! 2 3
[ Pay |[ stop | &
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As you can see, as we progress through the data sets pertaining to 1996, 1997 and 1998,
the event node WTC lost direct ties to other parts of the network. In the 1996 data set,
WTC had 3 ties to other entities in the Tanzania Embassy network; In 1997, only 2;
Finally, in 1998, the WTC event node had only 1 link to Tanzania Network. This may
indicate that the WTC node may have lost importance from one year to the next.

Summary of Lesson

At this point, you should be able to complete the following tasks to perform an Over-
Time Network Analysis.

e Load multiple Time Data Captures in the form of Meta-Matrices, which are
representative of your network (Meta-Matrix) over time.

e Use the Over-Time slider window tool to move from one time capture to the next.

e Gain a visual perspective of how your overall network has changed from one time
capture to the next.

Performing the View Measures Over-Time Analysis

ORA provides an alternative method to analyzing your network data (in the form of
MetaMatrices captured over time) than the only in the Visualizer. By running a View
Measures Over Time analysis you can visualize how your network changes in relation to
any given measure in the form of charts, which take you from one time point to the next.
Below is a series of screen captures and instruction on how to access the View Measures
Over Time feature:

From the main menu bar: Data Visualization > View Measures Over
Time

Data Visualization Wglle
Charts
Wisualizer

View Measures Owver Time

Wiew Metwork Over Time
Drill-Crowr Window

GIs

Loam
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Select View Measures Over Time.

Owver-Time Viewer

The Ower-Time viewer will compute Ora measures on the
currently loaded the meta matrices,

Mote: the nodesets in the meta matrices will be merged
into the union of all the nodes in all the meta matrices.,

Therefore the computed values may differ From those computed on
each meta matrix individually,

[ 4 l [ Cancel ]

Select [OK]

The View Measure Over Time Window will appear. You will see that this window is

primarily organized into three sections.

Area 1: is a slider where you can control various inputs that affect the aggregation level

of your Meta Matrices.

Area 2: is a tabbed index allowing you to select the graph level you desire and the
individual entity sets you are interested in analyzing.

Area 3: displays the actual chart based on the measures you selected in the tabbed index

and the position of the aggregation slider.

+» View Measures Ower Time

[#] Chick b cache: compubed measure values

[ Sk by sk omaticaly recompeute walses whils siding Congrusnce, Orgarization Task Resourcs Needs
Corgrusnce, Ongarization Task Resource 'Washe
Corsgrusnces, Shrck Knowledes

Congruence, Strict Resiurce

|Area1 Graph Levdl | agert | event | knowledge | locstion | resource | bask

Select one or more measures bo displey:
gL, COnieaneC alon

ff‘i!‘l axregution level: Congruence, Organization Agent Encwdedge beeds
) CONgrURnGH, Organization Agent Knomndge Waske
i > Congrusnce, Organizstion Agent Resoorcs Mesds
Congrunni, Qrgarization Agent Rasourcs Waste
Congrusnce, Onganization Task Knowledoe Hesds Area 2
COngrusnon, Qrganization Takk Knoviedos Wirkbe

[ seleczaa ][-Llnsded.hl ]

[:F-]
o -
[-F]

=1 =l

o AreaSI -
a1

2 3
Time

I_- Songrusnss, Organization Agent Kncededge u"m]

|£
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Interpreting The Results After Performing View Measures Over-
Time Analysis

In the example above, we have loaded all three of our network time captures into the
View Measures Over Time Analysis tool. The result of our analysis, as we have indicated
before, will be displayed as a chart in the bottom section of the ORA interface in Panel 3.
But, what does this tell us? To find out, we will examine the Graph Level measure
Knowledge Waste. From the tabbed measures window:

Graph tab > Congruence, Organization Measure, Knowledge Waste.

The result is displayed below.

«» View Measures Ower Time E|@|E|

iGraph Lévdl | agerk | event | knowledge | location | resource | task

Select one or more measures bo displey:

<l 5 U N, Conmieanicaton rs
P sregation level: Congruence, Jrgarization Agent Enowledgs Meeds

¥ Conarunnce, Crganization Agent Krowledge 'Wasts

i 5 Congrusnce, Organization Agent Resoorce hesds

Congrusnn, Orgarizabion Agend Rasouros Wasts
Congrusnce, Onganization Task Knowledoe Hesds
Congrusnce, Drganization Task Knowhdos Wasts
[ Sk by sk omaticaly recompeute walses whils siding Congrusncs, Orgarization Task Resourcs Needs
= Congrusnge, Onganization Task Resource 'Washe
[+] ke b caches compubed mesmrs walies Congrusnce, Strict Knowledae
Congruence, Strict Resiurce

£

[ | e |

os

1]

L] - -
=2
792

0z

LR

oo

1 2 a

Time

r
|'® Congruence, Organization Agent Knowlsdge Wats |

Qosz_|

We can see the chart displays an axis scale correlating to our networks over time. The
graph level measure of Knowledge Waste was selected using the View Measures Over
Time tool and the result is displayed in the chart area of the window.

We can see that the graph level measure of Knowledge Waste held a value slightly above
40 in the first Meta Matrix, 1996, displayed with 1 on the Time axis. We can deduce from
the chart that in 1997 something affected our measure of Knowledge Waste to increase
the value to nearly 60. This corresponds to the time scale axis of 2, which represents
1997, our second year of network data. In the final year, 1998, our measure of
Knowledge Waste declined to the value in 1996. This should be visually evident with its
relative line graph position.
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It is clear that the value for the Knowledge Waste Measure increased from the first Meta
Matrix (1996) to the second (1997) and then retreated back to its original (1996) level. It
would be up to you to determine what may have affected that measure for it to undergo
this progression and regression.

Summary of Lesson

At this point, you should be able to complete the following tasks to perform a View
Measures Over-Time Analysis:

e Load multiple data files into ORA (in the form of Meta-Matrices) representative
of your network across certain periods of time.

e Select an aggregation level and choose a graph level or entity entity set to
analyze.

e Analyze the data output in the charting tool located in the bottom section of the
View Measures Over Time window.

e See how your network may have changed from one time capture to the next for
any given graph level or entity node measure.

e Use this visual comprehension to draw conclusions about how your network
changed across multiple time periods.

Lesson 6

Immediate Impact

The Immediate Impact report in ORA allows you to analyze what happens to a network
after isolating or removing a key actor. The actor can be any entity: knowledge, task,
location or agent. The idea behind the report is to give you a statistical breakdown of key
changes that are affected by removing or isolating any particular agents.

To access the Immediate Impact report:

From the menu bar: Analysis > Generate Reports > Immediate Impact

The highlight bar in the following series of screen shots show how to access this report
from the ORA main interface.
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MetalMatriz Manager

- §32- embassy

& 232 baseline of Agent-to-Agent matrix at 40

¢} 232 - 1solation Ahmed the German at 10 of Agent-to-Agent matrix at 40
: [solation ‘Wadih al Hage at 10 of Agent-to-Sgent matrix at 40

. poo [agent] size: 16
*3® agent x agent [agent x agent]

At this point the Generate Reports window will appear. You can find the Immediate
Impact report under the drop down arrow menu. It will also list the other reports available
in ORA. Note that on the Generate Reports window you can choose text or html output or
both. You can also select one or more of the MetaMatrices currently loaded into ORA.

For our example we are using the Tanzania Embassy bombing data set. The version we
are using is te_3. Once you have selected or changed all variables, select Next.

senerateseporissimmedigied mpact; .
Select Report: | EIZEI7 I

Description: Computes the key actors of the network, and then
isolates them individually to determine the effect on measure

values,
Select one or more meta matrices: _
te_3 Select Al
Clear all
[_] Show matrix transformation options.
Select the report formats to create:
Text
HTML
--Previous [ Next--> ] Cancel ]
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The Generate Reports Immediate Impact window will appear.

o . % " % v,
il Generate REPOTES et e nEe: d-l

Select the number of ranked entities ko display; 10,
Select an atkribute and walue ko indicate critical entities:

ID: | <Select an attribute, ., = || Walue:

Select which entities to remaove From the Meta Matrix before running the Immediate Impact Repart:

agent I event | knowledge || lacation || resource | bask,
[] abdal_rahmad

[ ] abdullah_abmed_abdullahb
[ ] ahmed_ghailani

[ ] ahmed_the_german

[ ] ali_mohamed

[] bin_laden

[] Fazul_mohammed

[ ] jamal_al-Fad|

[ ] jihad_mohammed_ali

[ ] khalFan_maohamed

[ ] khalid_al-Fawwaz

[ ] mahrmud_abouhalima

Select how ko generate the before and after nebwork pictures;
Show the ertire netwark

[] Shaws the union of sphere of influence networks of radius:

agent
event

[ <--Previous H Finish ] [ Cancel ]

The Generate Reports Window provides you with options relating to the specific type of
analysis you wish to produce and what variables you would like to change. Pay particular
attention to the tabbed window pan, where you can access individual agents, events,
knowledge, location, resources, and task entities for removal.

The screen shot below shows where the tabbed options are located. Here you can specify

exactly which entity you would like to isolate (remove). The tabs separate your entities
by entity class, such as knowledge.
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Select the number of ranked entities to display: 10 =
Select an attribute and value to indicate critical entities:

ID: | <Select an attribute..,> bl Value:

ing the Immediate Inmps

ies to remove From the Meta

agent  event | knowledge  location | resource  task

[ "] abdullah_ahmed_abdullah
[ ] ahmed_ghailani

[ | ahmed_the_german
[ ali_mohamed

The Generate Reports — Immediate Impact window does allow additional filtering of your
entities according to any entities particular attributes. The screen shot below shows the
attribute and value filters.

Select the number of ranked entities to display: 10 ==

= Impact Report:

agent  event | knowledge | location | resource | task

[ ] abdal_rahmad L}
[ ] khalfan_mohamed

[ khalid_al-favwaz

[ ] mahmud_abouhalima =i

felect how to¥generate the before and after network pictures:
Show the
[] Show the

ehtire netwark

ion of sphere of influence networks of radius:

agent
event

| <]

[ <-Previous |[ Finsh | [ Cancel |
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In our example we are going to select ahmed_the_german. This will be the entity we
chose to isolate. Select ahmed_the_german by checking the appropriate box. We will
leave all the other boxes checked to their default settings.

' [[] abdal_rahmad
| [] abglabmabeme abdullah
A | ahmed_ghailani

agent | event knowledge | location | resource | task|

After you have finished selected your entity to be isolated, in our case,
ahmed_the_german, select the finish button. The Progress window should appear as ORA
completes the report.

28 Propress,.. fﬂ

i

Ora is Running
Creating after picture. ..
[IIIIIIIIIIIIIIIIIIIIIIIIIIIIII ]

Cancel

You should see a complete box when the analysis has been completed successfully by
ORA.

f Lompiete m‘

\1}) The analysis completed successfully.

OK
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You may recall we selected both the HTML and Text output options previous. The
HTML report will be displayed in a web browser. The text report will be displayed in the
bottom window of the main ORA Interface.

Below is the completed immediate impacted analysis as displayed in HTML. Here are
results are displayed in a Mozilla Firefox web browser.

IMMEDIATE-IMPACT REPORT

Input data: te_3
Start tune: Fri May 11 13:1545 2007
“What is the impact of the removal of selected key entities firom the network?

The selected entities are removed from the network and the effects are measured by
comparing the values of key metrics before and after their removal. The results are shown
graplucally in terms of the portion of the network "near” the enfities that are removed and
statistically based on the enfire meta-matrix. The portion of the network that 15 "near” the
entities that are removed 15 defined as all known entities of the user selected entity classes
within a path length of 2 from the target entihes.

For example, if the entity class 1s agent, and the target 1s Alexander Bell then the displayed
network contans all other agents that are directly connected to Bell or are dwrectly
connected to someone who is directly connected to Bell.

The following entihes were removed:

FEntity class Name

.a,gent ahmed_the_german

Before Isolation

Below is the full report as produced in the HTML out put option.

IMMEDIATE-IMPACT REPORT

Input data: te_3
Start time: Fri May 11 13:15:45 2007
What is the impact of the removal of selected key entities from the network?

The selected entities are removed from the network and the effects are measured by
comparing the values of key metrics before and after their removal. The results are shown
graphically in terms of the portion of the network "near" the entities that are removed and
statistically based on the entire meta-matrix. The portion of the network that is "near" the
entities that are removed is defined as all known entities of the user selected entity classes
within a path length of 2 from the target entities.
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For example, if the entity class is agent, and the target is Alexander Bell then the
displayed network contains all other agents that are directly connected to Bell or are
directly connected to someone who is directly connected to Bell.

The following entities were removed:

Entity Name
class
agent ahmed_the_german

Before Isolation

powered by ORA, CASOS Center @ CMU
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After Isolation

powered by ORA, CASOS Center (@ CMU

Before After Percent Change

Number of nodes 86 85 -1.16%

Density
Diffusion

0.227981 0.234285 +2.76%
0.558594 0.586667 +5.03%

Performance As Accuracy 0.16 0.16 0.00%

Emergent Leader (cognitive demand)

Measures the total amount of cognitive effort expended by each agent to do its tasks.

Name

fazul_mohammed
khalfan_mohamed

mohamed_owhali

jihad_mohammed_ali

Rank Value Rank Value After Value
Before Before  After Change(%)

1 0.378917 1 0.379524
2 0.353604 2 0.354857
3 0.305313 3 0.307667
4 0.280313 4 0.281
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mohammed_odeh 5 0.276083 5 0.278238 +0.78%

abdullah_ahmed_abdullah 6 0.243792 6 0.245762 +0.81%
mohammed_salim 7 0.192542 7 0.193429 +0.46%
ahmed_the_german 8 0.183771 Entity removed

wadih_el-hage 9 0.180042 8 0.183429 +1.88%
ahmed_ghailani 10 0.177292 10 0.178143 +0.48%

Centrality (the nodes with the most links to other nodes)

The Total Degree Centrality of a node is the normalized sum of its row and column
degrees.

Input graph(s): agent x agent

>tr>
Name Rank Value Rank Value Value
Before Before After After Change(%)

wadih_el-hage 1 0.433333 1 0.464286 +7.14%
mohamed_owhali 2 0.366667 2 0.392857 +7.14%
bin_laden 3 0.266667 3 0.285714 +7.14%
abdullah_ahmed_abdullah 4 0.2 4 0.178571 -10.71%
mohammed_odeh 5 0.166667 5 0.178571 +7.14%
abdal_rahmad 6 0.133333 6 0.142857 +7.14%
ali_mohamed 7 0.133333 7 0.142857 +7.14%
khalid_al-fawwaz 8 0.133333 8 0.142857 +7.14%
fazul_mohammed 9 0.1 9 0.107143 +7.14%
jihad_mohammed_ali 10 0.0666667 10 0.0714286 +7.14%

Potentially Influential (betweenness centrality)

The Betweenness Centrality of node v in a network is defined as: across all entity pairs
that have a shortest path containing v, the percentage that pass through v.

Input graph(s): agent x agent
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Rank Value Rank Value Value

Name Before Before After After Change(%)

wadih_el-hage 1 0.292857 1 0.319597 +9.13%
mohamed_owhali 2 0.271429 2 0.28663  +5.60%
bin_laden 3 0.104762 3 0.117216 +11.89%
mohammed_odeh 4 0.0690476 4 0.0677656 -1.86%
abdullah_ahmed_abdullah 5 0.0571429 6 0.010989 -80.77%
fazul_mohammed 6 0.047619 5 0.0549451 +15.38%
abdal_rahmad 7 0 7 0 NA

Produced by ORA developed at CASOS - Carnegie Mellon University

Below is the completed Immediate Impacted analysis as rendered with the TEXT output
option.

ORASOrpamizatipnal RIsHA TRy 1582
Fle Edit MetaMatrix Management Generate Networks Analysis Data Visualization Help
L e e bt et
MetaMatric Manager H Metaiiatro: te_3 E|
=-332- 1) B —
L i [ageck] sios 16 B | MetaMatrix ID te_3
ooo [event] size: 3 MetaMatrix Filename | C:\Documents and Settingsidefault\My Doo
ous [movledge] size: | Enthesmimtd bl il M
ooo [lacation] size: 54 [ B Reports | [*22, visualze | [Z— v
- oo [resource] size: 4 | v
[FETJF——— B | [ |

IMMEDIATE-IMPACT REPORT x

IMMEDIATE-IMPACT REPORT

Al
Input data: te_3 H‘

Starc time: Fri May 11l 13:15:45 2007

What is the impact of the removal of selected key entivies from the network?

The selected entities are removed from the network and the effects are measu
by comparing the values of key metrics before and afrer their removal. The
results are shown graphically in terns of the portion of the netwvork near tk
entities that are removed and statistically based on the entire meta-matrix.
porvion of the necwork that is near the entities that are removed is defined
all known entities of the user selected entity classes within a path length
from the target entities.

For example, if the entity class is agent, and the target is Alexander Bell
the displayed network contains all other agents that are directly connected
Bell or are directly connected to someone who is directly connected to Bell.

V]
e —"
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Summary
At this point you should be able to do the following in ORA:

Understand the purpose of the Immediate Impact Report analysis;

Locate the Immediate Impact Report in ORA;

Perform a Immediate Impact Analysis

Filter your network data and use the Generate Reports — Immediate Impact
window.

e Choose variable relating to the output of your analysis in either HTML or TEXT
format.

Lesson 7

Near Term Impact analysis

In this step, we use a Tanzania bombing dataset to see how Near Term Analysis (NTA) in
ORA is working. NTA is an analysis function utilizing a multi-agent model, Dynet.
Particularly, NTA assumes a set of node removals from a given organizational structure
and estimates the performance changes and the emergent structures. Thus, the what-if
analysis with NTA will provide an answer on how the organization will behave and
change with a sequence of strategic interventions or unexpected personnel loss. This
demonstration hypothesizes two agent removals: Wadih-Al Hage and Ahmed the
German, from the bombing dataset.

1) Loading an organizational structure and starting the Near Term Analysis function.

The target data should be loaded in the dataset management panel in ORA main window,
as in Figure 1. Also, the data must be highlighted before starting NTA.

Mt aMatric Mansjsr
ooo [agent] size: 16
aan [knowledge] size: 4
aon [resounce] sze: 4
aon [task] size: 5
“3* agent x agent [Agent x Agent]
*1* sgert x krowdados [Agent x Knowledge]
*3* agert x resource [Agent x Resource]
*T* spent x bask [Agent x Task]
*T" knowledge x bask [Knowledge x Task]
3% resource x task [Resource x Task]
" bask x bask [Task x Task]

Figure 1 — a loaded dataset in the ORA main window

Under the Analysis menu in the ORA main window (Figure 2), you can find Near-Term
Analysis. Click the menu to start NTA.
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Data Visuszation
Generabe Reports
Metwork Optimizer
Measiures Manager
Cryad Measures Tool
Attribute Partition Tool

Mear-Term Analysis
Compute Groups

Figure 2 — menu for starting Near Term Analysis

If your dataset has all the necessary information for the analysis, ORA should display the
NTA main window, Figure 3.

=+ Mear Term Analysis
Plovice et | pfenrcnd meie

Thet recrvane el e Tewrs: Arualysis o ovides tw et and Tashetl wary D0 petug e crlaion cirkes ane oiblan the resits lrom thew, You can specly
tha runter of repkiations, the rumber of sredatedtma-poris, ardthe molston tming. 15 cteasn rore relable s stabls rewlts, you may rneresss

the rassier of Fephoations. Ak, wi L NOnease th Fumbss of smlsted hime-ponts b 0o whethe the s kstion Derfarmanis Ressres resth plates.
Py, you cars iy th iolabion Esing. Befon Hha olaton, awery mulation cased sl Qiverabe iams e, bt the et mll becoms dfferent
after the irclabon. The smlson canet vl be subomatricaly seiup bumed on the inbel regort. Theentiaes Isted n iop 10 by ey meanures in the intellreport.
o ORA vl e molated ore at o umlstions cane.

trgk Data
Melabalriv name | embasry
Sattigs
i Fasaton o ¢apltations - Thi raphealicrn maan sofhatod i atvotd mlf i ki EvuLIEEn Sbup afd Alficant | ardoi bedi. 1
Thes ramiber of smulated bie-{unts - Thes ramibes of smlated bime ponds determares the lergth of each smlstion, Drymet vl Rershe e sgent inbe schiore for (e rmbest of bines &
Tuclation timrg « A2 the nolabion Bmnng, the ertlies St supgoied 1o be nclabed wil be actusly solsted from the mete matr.
St e rodeted types lor selations - vou thoose 3 nodesed Trpe, the hey nodes of the type el b induded in e sdstion ks
=]t
[] brwdecie:
[] reenren

Total 24 manxs = 14 simulstion caves X 1 replications for cach case.

Figure 3 — a novice mode of Near Term Analysis

NTA has two modes: Novice and Advanced (Figure 4). Novice mode provides an instant
analysis setup, so you can just click the button, Execute, at the bottom of the window.
However, this demonstration will not use this mode because Novice mode does not allow
users to setup their own analysis question and virtual experiment hypothesis. Instead of
using Novice mode, we will use Advanced mode, and you can switch Novice mode to
Advanced mode by clicking on the tab of Advanced mode.
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The novice mode of Near-Term Analysis provides the d
the number of replications, the number of simulated tin
the number of replications. Also, you can increase the
Finally, can specify the isolation timing. Before the
=N SO = L=

Al S S O

= 15 i

Figure 4 — tabs for Novice mode and Advanced mode
2) Analysis Setup in the Advanced mode of Near Term Analysis

After clicking the Advanced mode tab, the NTA main window will change like Figure 5.
We will proceed our rest of the demonstration in this mode. The NTA main window
consisted of four sub panels: input panels, settings, simulation time line and cases to
simulate. We will see the usage of the sub panels throughout this sub section.

= Mear Term Analysis

Zeliigs
Fob pur b 5

The rurnbeer of repie stern « The rogltsten s repealod sewlatvsn with & came wmoistion jelup ol dffererdt rarakon doerds

Thee ravter of gimabed bme-pornis - The rumber of smetsted tives points debermines thes lengch of et simution. Cymet wll bersbs the agent interasctions for e rumbes of bmes F

F Y p————— |‘Pm‘ﬂmr¢h&r‘runt‘.un.iﬂu—h} ] Frraren o b v fsbions: ] || it b motnctnd sarmuiation: 1 " »

S diation biene iFe
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Figure 5 — an advanced mode of Near Term Analysis

First, we change the global parameter in Settings. As in Figure 6, we change the number
of replication and the number of simulated time-points to 2 and 52, respectively. The
inside analysis engine of NTA is Dynet, a stochastic multi-agent social simulation.
Therefore, we specify the number of replication and the simulation length for each virtual
experiment cell. After specifying the simulation length as 52, you should see that the
simulation time line expands to 52 time steps.
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Figure 6 — global parameter setting
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Figure 7 — simulation time line

After setting up the global parameters, we setup the virtual experiment cells. Initially,
there is a pre-defined simulation cell, Baseline. Baseline is the cell without any entity
removals, so it can be a result when the organization does not experience any
interventions. Besides Baseline, we will setup two more cells, the removal of Wadih-Al
Hage and that of Ahmed the German. We start setting an experiment cell by clicking Add
new simulation instances, located above the simulation time line and under the global
parameters.

After clicking Add new simulation instances button, you should see a dialog, titled as
Near Term Analsys — Simulation scenario create wizard. This wizard supports the
creation of virtual experiment cells in three different ways. First, you can setup as you
want by choosing the first option, and we will use this option. The second and the third
option will ask you a set of criteria for selecting important agents in the network and
make experiment cells according to the selection. Therefore, the first option give full
flexibility to users, and the second and the third option provides a systematic analysis
setup method. To proceed this demonstration, we select the first option and click Next.

: Near Term Analysis - Simulation scenario create wizard
Setmllblioh Cirke Ereste vwazbrd

Descrighion

Senustion caze generstor provides ways to setup the Bolstion cases by specfying who and mhen
b isodate. There e theee modes to setup the smulstion cases.
1) Crmate i simulation case by apphying erwents Lo user-spaclind agents at user-spacifisd time
) Creste 5 5ed of cases by Eolating agents ona by ons by generating the simulstion cases
corespondng to sgents
) Creatn o st of cases by molating a et of sgerts detected by & maaoure i ORA intel report by
cresting the simulation cases cormesponding to measimes in the intel report
Thee first and the cecord methods wil generate a set of smulstion cases based on ORA inbel repcret, and
thar third esesthod will give Users the Ful conbrel of simulstion case setup,

Optioes

Please sslect ona out of the three options below

(%) 1. Crests one simulation case by spphing events to user-specified agents st user-specified tims

() 2. Creste a set of cases by isolating agents ane by one by generating the smulation cases corresponcding bo agents

() 3. Creake » soft of coses by solating a st of agents detected by a measurs in ORA inbel report by creating the smulation cases conmesponding bo measures in the inbel report

net | [ Cocel

Figure 8 — a simulation scenario creation wizard
Selecting the first option brings the dialog window in Figure 9. We can setup events by

using the table in the window, add the events to the simulation case, and add the finished
simulation case to the NTA main window.
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Figure 9 — a scenario creation wizard for user specified event option

First, we will make a case experimenting the removal of Wadih-Al Hage. This case
consists of an event, the removal (isolation) or Wadih-Al Hage. To create the event, we
find his name in the table located at the bottom of the dialog window. Then, we check his
name in the left most check box, and change the event timing at 10 (or the time step when
you want to isolate him). After that, the setup should look like Figure 10.

Figure 10 — select an agent and assign an event and its timing to that agent

We finished the setup of one event, so we have to add the event to the simulation case. To

. Add k
add the setup event, we click Add events button () located next to the

search text input display. After adding the event, the time line in the dialog will change as
Figure 11, which means that we are isolating one agent at time 10. For now, we finished
making one simulation case because we are removing just one agent for each case. To
finish the setup of the case, we click Add a simulation button located at the bottom of the

dialog ( I focssinsaio I ). After clicking add a simulation button, the dialog will
disappear, and the NTA dialog will have one simulation case at Cases to simulate display.
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Figure 11 — after 'add event' in the case creation wizard

Just going through the above one more time, we create one more simulation case by only
differentiating the removed agent name, from Wadih-Al Hage to Ahmed the German.
Thus, we have two removal simulation cases in the list.

s o st
Total & runs = 3 cases X I reg Tor each case
Seleartionty Erelation Caes Tsalation Id ormation
[ Ad_i0 Teolstun Aaved the Gesmar st 10
] i Tsolation Wisdh o Hage o 10

Figure 12 — simulation case list in NTA main window after add simulation in the wizard.

NTA dialog window tells you that we have total six simulations to run because we have
three cases (one baseline + two removal case) that should be replicated for two times.
Also, you can highlight the simulation case by clicking it, and the simulation time line
will change as you change the highlight. The simulation time line tells how the
simulation case is designed.

Total 6 runs = 3 simulation cases X 2 replications for each case

Figure 13 — information on how many simulation runs will be initiated.

P Py e

Serniaticn Tirvs o, (g : 0 r 52 ), Sirwbslion Ciké nafe | 1sclahon Al e Geiman ot 10
5 L o o el » “ L s

Total 6 russ = 3 cases X 2 re For each cane

Eolgtion Ahwmad the German 4 10
Ab_Lo Bulation Widh ol Hage o 10

Figure 14 — simulation time line display for each of different cases.
3) Running the Near Term Analysis

Since we finished setting the three simulation cases, we have to execute the simulations.

We click Execute button () at the bottom to start the simulations. After starting
the execution, you will see a small warning dialog, Figure 15. This is just a warning
about the long execution time when you have a large network. This dataset should not
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take such a long time. After clicking OK, a dialog will display how many simulations are
done, Figure 16.

Alert X

\i) The near term calculation may take a long time
if you specified many replications, simulated times,
or entiies in the meta matrix. You can estimate the
whole running time based on the progress bar because
each run wil cost a similar run-time.

Figure 15 — a warning about long simulation time when the dataset is big.

: ! Processing Near term anal... [=|[B]X)

Current Sirmulation Run : 1 Total Simulstion Run : 6

- 17% ]

Figure 16 — simulation processing procedure.
4) Results from Near Term Analysis

The simulation results will be displayed in a new window Near term analysis result,
Figure 17. Because we have two removal experiment cells, we have two performance
lines over time. The lines represent the deviation from the baseline in terms of a
performance measure, Knowledge diffusion. Examining this performance change over
time reveals how much the removal of the agent will impact to the performance of the
organization. Also, we can draw a bar chart by clicking Draw bar chart button

([ Draw bar chart

]). The bar chart, Figure 18, will display the performance comparison at
the end time of the simulation.
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Figure 17 — a line chart from Near Term Analysis displaying the performance over time.
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Figure 18 — a bar chart from Near Term Analysis describing the deviation of performance
at the end time.
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We can obtain just the displayed charts, Figure 20 and 21, by putting the chart in the
clipboard of Windows. You can find a menu, Copy the chart in the clipboard, Figure 19,
and it will take the displayed charts in the clip board, so you just paste in any Word
Documents or Graphics editing tools.

Copy the chart in the clipboard
v Stadard Deviation ranges
v Grid lines in the chart
v Legends in the chart
*Deviation from the baseline
Show actual value

Background color ’

Figure 19 — a menu for copying the images into the windows clipboard.
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Figure 20 — copied line char image.
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Figure 21 — copied bar chart image.

NTA produces three performance different estimations: knowledge diffusion, binary task
accuracy and energy task accuracy. You can change the Y-axis performance value by
selecting one of the three performance metrics from the drop down box at the middle of
the result window, Figure 22.

Performance measure ;| Rt "

Figure 22 — performance metric change.

The text output is available in HTML format. You can save the result HTML document
by clicking Save the html report menu under File menu, Figure 23. After the click, you
will be asked to provide a file name, the width and the height of images, Figure 24 and
25. If the HTML report is successfully saved, NTA will pop up a dialog saying that the
document is well saved, Figure 26. The produced HTML report will look like Figure 27.
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Display

Save the Construct launch scripts

Show text report on the CRA main window

Save the completely evolved MetaMatrixes

Save the Probability of Intercation matrixes during evolution

Save the Agent-to-Agent communication matrixes durng evolution
Save the Agent-to-Knowledge matrixes during evolution

Save the Agent-to-Task matrixes during evolution
Save the html report

Save the text report

Save the Knowledge Diffusion ine chart

Save the Task Accuracy lne chart

Save the Energy Task line chart

Save the Knowledge Diffusion result CSV fie
Save the Task Accuracy result CSV fie

Save the Energy Task result CSV file

Close

Figure 23 — a menu for saving the HTML report.

. Save the HTML report e
Savain: ||y deer ~ 2 EE
My Riecont
Documents
Deshbop
Iy Documents
Iy Computer
s
9 Fil panes: by sis-result.himd
My Nsbwaork: :
Places  FlesofDype: | LTI Fdes (*.himl)

Figure 24 — file name specification
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Image Size Input X

Input the width of the image
fi024)

OK || Cancel |

Figure 25 — width/height specification for the images in the HTML report.

Project Saved

\i’) Saved: C:\Documents and Settings\imoon\Desktop\demo\analysis-resuit.htrml

Figure 26 — success indication about saving HTML report.

Mear Term Impact Analysis Report - embassy

Changes over time of Binary Task Accuracy
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Improvernent of Binary Task Accuracy at the last time-point

Figure 27 — the saved HTML report.

Finally, you can save the emerged organizational structures after simulations in the ORA
main window. Under File menu, there is a set of menus about saving different emergent
structures. This demonstration will save the Agent-to-Agent communication network at
simulation time step 40. First, you can find Save the Agent-to-Agent communication
matrixes during evolution menu under File menu, Figure 28. If you click it, NTA shows a
warning, Figure 29, that the saved networks will be from the simulation cases that you
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selected. You can select or deselect a simulation case by changing check boxes in the
simulation case table at the bottom of the NTA window, Figure 30. If you click okay at
the warning, NTA will ask you which time step you want to save, so we specify time step
40, Figure 31. If saving is successful, it will produce a popup dialog. After this, you will
be able to see additional saved meta-matrixes in the ORA main window, as in Figure 33,
so you can run additional ORA reports on the saved networks.

Display

Save the Construct launch scrpts

Show text report on the ORA main window

Save the completely evobred MetalVatrixes

Save the Probability of Intercation matrixes during evoluton
Save the Agent-to-Agent communication matrixes during evolution
Save the Agent-to-Knowledge matrixes during evoluton
Save the Agent-to-Task matrixes during evolution

Save the html report

Save the text report

Save the Knowledge Diffusion ne chart

Save the Task Accuracy line chart

Save the Energy Task line chart

Save the Knowledge Diffusion result CSV fie

Save the Task Accuracy result CSV file

Save the Energy Task result CSV fie

Close

Figure 28 a menu for saving the evolved organizational structure

Save the probability of interaction matrix EI

\g) Thig function will save the only mabees of the selected

cases, The selected cases are the visualzed caszes in the chart:
area, and you can change the selection by changing the value of
the checkboxes in the table below the chart, Flease clke To'
button if you did not finished selecting the isclation cases that
you want o save ther matrix

Figure 29 a warning about selecting cases to save
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Simulation selection | Simulation information |

Isolation Info. Isolation Background Select
baseline
Isolation Ahmed the German a...
Isolation Wadh al Hage at 10 [

Figure 30 the simulation case list for selection

Save timing

Input the time to save the Agent-to-Agent mabix (Range from 0 to 51)
40

Lok ][ cancel ]

Figure 31 the simulation time-step to save

\y Saved 3 matrixes

[ox]

Figure 32 success message about saving the emerged structure

MetaMatrix Manager
+ 232 - embassy
232 - baseline of Agent-to-Agent matrix at 40
X33 - 1colation Ahmed the German at 10 of Agent-to-Agent matrix at 40
2o ¢ $¥1<0lation Wadih al Hage at 10 of Agent-to-Agent matrix at 40
.. ooo [agent] size: 16
":" agent x agent [agent x agent]

E-&

[t

Figure 33 ORA main window showing the saved meta-matrixes

Lesson 8

Import Data

The purpose of this lesson is to become familiar with loading your own network data into
ORA. Your primary tool for doing so is the ORA Data Import Wizard, which is
accessible from ORA Main Menu bar. The goals of this lesson are following:
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e How to locate the Data Import Wizard

e Learn what formats ORA can read.

e How to work with a CSV file

¢ How to work with an ODBC compliant Database

The screen shot below illustrates where to find the Data Import Wizard from the Main
Menu bar.

#-8 Edit MetalMatrix Management  Gene

[ Open MetaMatrix

< "E— Ciata Impork Wizard o Chrl+O

[ Import Database

[ Tmpart Atkribute File

[ Open Waorkspace

|
[l save MetaMatrix As...
gl Save workspace

Metwork Farmat Converker
3% Table Converker

Exit
In this example, we are first going to load a MetaNetwork,
TanzaniaEmbassyEnhanced_2-07_1996.xml, which is already is in ORA's native

formatting language - Dynet.ml.

From the Main Menu Bar: Data Import Wizard > Import Data into ORA
window (should appear)

The screen shot below displays the Import Data into ORA wizard.
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« = Import Data into ORA

IJse this wizard to impark any bype of data inka Cra.

The supported File bypes are: dynetml {native Ora xml Farmat),
ol ##th (UCIMet), sy (Excel Format), (txk, raw, .net (Pajek),
.araphml, st (GM Madel), and .o (PathFinder],

Select one or more files below to begin,

Select Files

[ Load Analyst Motebook Files
[ ] Load Email Files

[] Load Singapare Trails Data

Cancel

The Import Data into ORA window lists the acceptable file formats that can be read into
ORA. They are the following:

e Dynetml (the native ORA xml format)

e dl

e ##h (UCINet)

e .CSV (comma separated values, Excel spreadsheet out)
o .txt (text files)

e raw

e .net (Pajek)

e .graphml

e st (GMU model)

¢ .lo (pathfinder)

Note! ORA will only recognize the file extension to determine what form
the data is in. Additionally, the ORA Import Data Wizard is a separate
tool from the ORA application (e.g. When accessed, ORA launches a
separate executable file - .exe).

From the Import Data Into ORA window, click the Select Files button.

From the Main Menu Bar: Data Import Wizard > Import Data into ORA window >
Select Files

The ORA Open window will appear (screen shot below).
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Lookn: | () datasets ¥ 2 EE

@_] netmkMil:ias.xis

‘_J ) Success.csv
Recent @ Success,xls
)] success_logo,csv
— # TanzaniaEmbassyEnhanced 2-07_1996-TanzaniaEmbassyEnhanced 2-07_1996-location-oy
B [=) TanzaniaEmbassyEnhanced_2-07_1996.himl
Desktop [£] TanzaniaEmbassyEnhanced_2-07_1996.bxt

[=) TanzaniaEmbassyEnhanced_2-07_1996.xm
=) TanzanisEmbassyEnhanced_2-07_1997.xml

___,;' E TanzaniaEmbassyEnhanced _2-07_1998.mml
My Documents
My Computer
File: pame: I anzaniaEmbassyEnhanced_2-07 1996,

Places Files of type: | all Files

We will select the .xml file TanzaniaEmbassyEnhanced_2-07 in this example. You
will see that the file path is now populated in the Select Files field.

« = Import Data into ORA

Ilse this wizard to import any bype of data inko Cra.

The supported file bypes are: dynetml (native Ora xml format),
ol b (UCIMet), cswv (Excel Format), (Ext, raw, net (Pajek),
.graphml, .stl {GMU Model), and .lo {PathFinder).

Select one or more files below o begin,

|“Iell-:un'l,-:ura'l,l:lataSets'l,TanzaniaEmbassyEnhanced_E-I:I?_l996.I:xl: !

Select Files

This file should contain a single graph withowt labels, Click Mext
ko continue and load this File,

[ Load Analyst Motebook Files
[ ] Load Email Filas

[] Load Singapare Trails Data

Cancel Back, Mext Finish
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Click Next.

The Import Data into ORA window will now prompt you for several options concerning

the network you are importing. In particular, you need to specify what kind of graph you

are creating and if you are adding it to a MetaNetwork already in ORA or if this will be a
new one completely. The screen shot below shows these options.

« = Import Data into ORA

IJs& this page ko load a single graph From a File,

File to load:
|CHiDocuments and SettingsiDaddy's StuFF'l,l:arnegieMeIIDn'l,l:ura'l,d-|

() Create Mew MetaMatrix
(1 Add To Existing MetaMatrix

Choose a source entity set:
|.ﬁ.gent bl

Choose a karget entity set:
| Agent bl

Enter a unique graph name:
|.ﬁ.gent ¥ Agent |

[ Cancel ] [ Back ] Mgt | Finish

Select the drop down menu under Choose a source entity set: to specify a source entity.
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« = Import Data into ORA

IJs& this page ko load a single graph From a File,

File to load:
|C:'|,D-:u:uments and Settings\Daddy's StuFF'l,l:arnegieMeIIDn'l,l:ura'l,d-|

() Create Mew MetaMatrix

(1 Add To Existing MetaMatrix

Choose a source entity set:

| Agent _V;"_

Knowledge

Fesource
Task.

Location
Ewenk

<new bype, .. =

l _dITET ] l OdLF. ] THEXL I TTI=TT 1|

Next select a target entity under Choose a target entity set:.

« = Import Data into ORA

IJs& this page ko load a single graph From a File,

File to load:
|C:'|,D-:u:uments and Settings\Daddy's StuFF'l,l:arnegieMeIIDn'l,l:ura'l,d-|

() Create Mew MetaMatrix
() Add To Existing MetaMatrix

Choose a source entity set:
|.ﬁ.gent b |

Choose a karget entity set:

T
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At this point you have an option to specify a graph name. You can call it whatever you
choose. By default, it will name your graph based on the source and target entity set.

If you are working in a CSV file, please be aware that the rows are the source and

columns are the target.

« = Import Data into ORA

File to load:

Ilse this page to load a single graph from a File.

iC:'l,D-:u:uments and SettingsDaddy's StuFF'l,u:arnegieMeIInn'l,u:ura'l,d.|

(%) Create Mew MetaMatrix
() Add Ta Existing MetaMatrix

Choose a source entity set:

| Agent

Choose a target entity set:

| Agent

Enter a unique graph name:

Cancel ] [ Back, ]

Select Finish.

The Import Data window will appear.

Import Data

2

Do vyou want the files you selecked ko replace only the currently selected Mekatatri,
to be appended as additional MetaMatrices, or to replace all currently loaded MetaMatrices?

x]

| Replace Selected Metaatrix | [.ﬁ.ppend as Additional MetaMatrix ] [

Replace All MetaMatrices

Now you can choose to replace any selected MetaMatrix already loaded into ORA;

Append your new graph to a MetaMatrix; or, choose to replace all MetaMatrices.

You should now see your MetaMatrix loaded into ORA's main interface.
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« - ORA: Organizational Risk Analyzer v. 1.8.5

File Edit MetaMatrix Management Generate Metworks  Analysis  Daka Wisualization  Help

5 | #2232 =228| doon —eus|4tte =010
MekaMatrix Manager 4_\|: MetaMatrix ID |TanzaniaEmbasstnI' 4__\_
= m TanzaniaEmbassyEnhanced '

- ooo [agent] size: 16

- ooo [event] size: 3 =1 Reports E

- ooo [knowledge] size: 4

Metalatrix Filename iC:'l,Du:u:uments and S

- ooo [location] size: S4 =katistics
- ooo [resource] size: 4 ; : [agent] size: 16; [eve
Entity Set Mames (Size ) ;

- oon [rask] size! 5 Y lze [task] size: 5;

- ®P® agent x agent [Agent x Agent] Entity Set Count: 6

’f’ agent x event [manual_agent_ewve Entity Count: g6

- R agent x knowledge [Agent x Knaw Edge Count: 1276

- TR agent x location [manual_agent_lo S St 14

o : ® agent x resource [Agent x Resour

. [~ ' Total Density: 23106158
St agent % task[Bgent x Task] gl =0 0 e o
B e i e ¥

£ | ¥ L [ >
ﬁ_v
Results |

ODBC Compliant Databases
(O)pen (D)ata (B)ase (C)onnectivity

ORA has the capability to read ODBC compliant databases. Generally speaking, ORA
will need to know what type of query to run. To do so requires wrapping a query in the
proper XML format. Therefore a user must be familiar with writing an XML script to
accomplish this task. The details of exactly how to do this are beyond the scope of this
lesson. However, should you require technical assistant in doing just that, please contact
the CASOS Center for specific instructions.

Summary

After completing this lesson, you should be able to:
e Locate the Data Import Wizard from the ORA Interface.
e Learn what formats ORA can read.

e How to work with a CSV file
¢ How to work with an ODBC compliant Database
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