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Abstract

We explore the logical underpinnings of higher-order, security-typed languages
with mutable state. Our analysis is based on a logic of information flow de-
rived from lax logic and the monadic metalanguage. Thus, our logic deals with
mutation explicitly, with impurity reflected in the types, in contrast to most
higher-order security-typed languages, which deal with mutation implicitly via
side-effects.

More importantly, we also take a store-oriented view of security, wherein secu-
rity levels are associated with regions of the mutable store. In contrast, most
other accounts are value-oriented, in that security levels are associated with in-
dividual values. Our store-oriented viewpoint allows us to address information
flow security while still using a largely conventional logic, but we show that it
does not lessen the expressive power of the logic. An interesting feature of our
analysis lies in its treatment of upcalls (low-security computations that include
high-security ones), employing an “informativeness” judgment indicating under
what circumstances a type carries useful information.

This material is based on work supported in part by NSF grants CCR-9984812
and CCR-0121633. Any opinions, findings, and conclusions or recommendations in
this publication are those of the authors and do not reflect the views of this agency.
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1 Introduction

Security-typed languages use a type system to track the flow of information
within a program to provide properties such as secrecy and integrity. Secrecy
states that high-security information does not flow to low-security agents, and
integrity dually states that low-security agents cannot corrupt high-security in-
formation. In this paper, we will restrict our attention to secrecy properties.
A variety of security-typed languages have been proposed, and several of them
are both higher-order (i.e., support first-class functions) and provide mutable
state [3, 8, 10, 12, 19].

In this paper, we explore the logical underpinnings of higher-order, security-
typed languages with mutable state. Although most such languages rely on
side-effects to manage mutable state, a logical analysis requires us to make
store effects explicit. Thus, an appropriate programming language is Moggi’s
monadic metalanguage [6, 7], and the corresponding logic (via a Curry-Howard
isomoprhism) is laz logic [2].

Our presentation of lax logic is based on that of Pfenning and Davies [9].
The principal distinctive feature of Pfenning and Davies’s account is a syntactic
distinction between terms and expressions, where terms are pure and expres-
sions are (possibly) effectful. They show that this distinction allows the logic to
possess some desirable properties (local soundness and local completeness) that
state in essence that the logic’s presentation is canonical. Although these prop-
erties are not particularly important here, the distinction also provides a clean
separation between the pure and effectful parts of our analysis, which greatly
simplifies our system.

A basic but important novelty of our account lies in the way we structure the
security discipline. Most security-typed languages associate security levels with
values, thus producing a situation in which some values are better than others.
Although one could doubtless build a logic based on this structure (perhaps
building on Abadi et al. [1]), it would certainly differ from the conventional
logic in which one value is as good as another.

Instead, we adopt a structure in which security is associated with the mutable
store and with operations on that store. Not only does this provide a more
conventional logic, it also meshes nicely with our focus on effects. A natural
question is whether this store-oriented security discipline limits the expressive
power of our account relative to ones based on a value-oriented discipline, but
we show (in Section 6) that it does not.



Overview The static semantics of our analysis is based on two typing judg-
ments, one for terms (M) and one for expressions (F). Recall that terms are
pure and that security is associated with effects, so the typing judgment for
terms makes no mention of security levels. Thus, the typing judgment takes the
form ;T M : A (where T is the usual context and ¥ assigns a type to the
store).

Expressions, on the other hand, may have effects and therefore may interact
with the security discipline. Each location in the store has a security level
associated with it indicating the least security level that is authorized to read
that location. Thus, the typing judgment for expressions tracks the security
levels of all locations an expression reads or writes. Only the reads are of direct
importance to the security discipline (recall that we do not address integrity),
but writes must also be tracked since they provide a means of information flow.
The judgment takes the form:

»I'+E ~(rw) A

indicating that r is a upper bound to the levels of E’s reads, and w is a lower
bound to the levels of its writes, and also that E has type A. Naturally we
require that » C w, or else E' could manifestly be leaking information.

In lax logic, expressions are internalized as terms using the monadic type
OA. A term of type (A is a suspended expression of type A. Thus, the intro-
duction form for the monadic type is a term construct, and the elimination form
(which releases the suspended expression) is an expression construct. Similarly,
our expressions are internalized as terms using a monadic type written O, ,)A.
Since the effects of the suspended expression will be released when the monad
is eliminated, the levels of those effects must be recorded in the monad type.

Most of the rules in our account follow from the intuitions above. One re-
maining novelty deals with the information content of types. Ordinarily, an
expression would be deemed to be leaking information if it were to read from
a high-security location, use the result of the read to form a value, and pass
that value to a low-security computation. However, that expression would not
be leaking information if one could show that the type of that value contained
no information, or contained information usable only by a high-security com-
putation (who could have performed the read anyway). Thus the type system
contains a judgment - A 7 a stating that the type A contains information
only for computations at the level a at least. This notion of informativeness is
essential to accounting for the key issue of upcalls (low-security computations
that include high-security computations).

The remainder of this paper is organized as follows: In Section 2 we present
our basic logical account, including static and dynamic semantics, but omitting
the key issue of upcalls. In Section 3 we extend our account to deal with upcalls.
In Section 5 we state and prove a non-interference theorem. In Section 6 we show
that our store-oriented account provides at least the expressive power of value-
oriented accounts by embedding several previous approaches into our language.
Section 7 discusses some related work, Section 8 offers some concluding remarks.



A, B,C € types

= 1| bool | A— B
| refq A | refrg, A | refw, A

| O, A
M,N € terms = T variables

| * unit

| true | false boolean values

| if M then N; else Ny conditional

| Az : A.M abstraction

| MN application

| ¢ store location

| val E suspended computation
E,F € expressions = [M] return

|letvalz =M in E sequencing
| refy, (M : A) store allocation
| 'M store read
| M :=N store write
I' € contexts = - |T)z: A
Y € store types = {}| ={¢: A}
V€ wvalues = x| true | false
| \e: AM | £ |val E
H € stores w= {}| H{{— V}
S € computation states == (H,%,F)

lete=FinF = letvalx=valEinF
run M = letvalx = M in [z]

Figure 1: Syntax

2 Secure Monadic Calculus

We now describe the syntax, typing rules and operational semantics of our
language.

2.1 Syntax

As in other work on information flow, we have in mind an arbitrary fixed lattice
(that is, a partial order (£, C) equipped with a join U, meet M, and least L and
greatest T elements) of security levels. We use the meta-variables a, b, ¢, r, w, ¢
to range over elements of L.

The full syntax of our language is given in Figure 1. The language is split into
two syntactic categories: terms M and the expressions F, following Pfenning
and Davies [9] . The terms are pure and evaluated to values V, while the
expressions are executed for effect (but also return a value).



Operation levels To track the flow of information, we classify expressions
not only by the value that they return, but also by the security levels of their
effects. In particular, we keep track of an operation level o = (r,w), for each
expression. The security level r is an upper bound on the security levels of
the store locations that the expression reads, while w is a lower bound on the
security level of the store locations to which it writes.

Since expressions that write at a security level below their read level are
obviously insecure, we restrict the operation levels to be elements of the set O:

O={(r,w) e LXL|rCw}

Henceforth, when we write an operation level (r,w), we will implicitly assume
that it is an element of O.

The operation levels have a natural ordering (r,w) < (r/,w’). Given some
expression F, if it reads from level at most r, then it surely reads from level at
most 7/, provided that  C /. Similarly, if it writes at level at least w, then it
writes at level at least w’, provided that w’ C w. That is, operation levels are
covariant in the reads and contravariant in the writes:

(r,w) < (r', ') iff (r £ and w' C w)

There is a subsumption principle for operation levels: if expression E has oper-
ation level o, and 0 < ¢/, then E has operation level o'.

Terms At the term level, we have variables, unit, booleans and conditional
terms, function abstractions and applications. In support of our operational
semantics, store locations are also terms. With each location £ is associated a
fixed security level Level(£). The store associates locations with the values they
contain. A subtyping relation (explored later in this paper), allows us to treat
store cells as either read-write, read-only, or write-only.

The term val E allows expressions to be included at the term level as an
element of the monadic type (),A. Since terms are pure, a val E does not
execute the expression F, but rather represents a suspended computation.

Expressions The expressions include a trivial return expression [M]. The
return expression has no effect, and simply returns the value to which M evalu-
ates. In general, when an expression has no read effects, we say its read level is
L, and if an expression has no write effects, we say its write level is T. Accord-
ingly, the operation level of [M] is (L, T). Note that (L, T) is the least element
in the < ordering, so our subsumption principle will let us weaken the operation
level of [M] to any operation level.

The sequencing expression let val z = M in F evaluates M down to some
val F/, and executes E followed by F'. The return value of expression F is bound
to the variable z in F'. If £ and F' both have operation level o, then so does the
sequencing expression.



We will often write let *+ = E in F as syntactic sugar for let val =z =
val E in F, and run M for let val y = M in [y]. The derived typing rules
are given in Appendix A.2.

In addition, there are expressions that allocate, read from, and write to the
store. A read expression !M has operation level (a, T), where a is the security
level of the store location being read, and returns the contents of the store
location. Dually, a write expression M := N has operation level (L, a) and
updates the store location with the value of IV; it does not return an interesting
value (i.e., it returns unit).

Store allocation ref, (M : A) specifies the security level a and type A of the
new store location.

Allocation cannot leak information. Evidently, it is not a read operation.
Less obviously, it is not a write operation either. With a write, another expres-
sion may learn something about the current computation by observing a change
in the value stored at a particular store location. However, the key to this sce-
nario is that the same location is mentioned by more than one expression. On
the other hand, allocation creates a new location that is mentioned nowhere else.
Thus, there can be no implicit flow of information via an allocation expression.
As a result, allocation has operation level (L, T).

States A computation state is a partially executed program, and consists of
a triple (H,X, E) of a store H, a store type ¥ and a closed expression E. The
store maps locations to values, and the store type maps locations to the types
of those values.

We assume that in a state (H,X, E), the store binds occurrences of store
locations ¢ in H and E, and we identify computation states up to renaming of
store locations. In addition, as usual, we identify all constructs up to renaming
of bound variables.

2.2 Static Semantics

The type system of our language consists of two main mutually recursive judg-
ments for typing terms and expressions, and some judgments for typechecking
stores, and computation states that are summarized in Table 1. The first judg-
ment

> I'-M:A

says that the term M has type A in the context I', where the store has type X.
The second judgment typechecks expressions

STHE+, A

says that the expression E returns a value of type A and performs only opera-
tions within level o, as discussed above. Each rule is given with its rule number,
and the full set of rules appears in Appendix A.2.

We assume that contexts I' are well-formed, that is, they contain at most
one occurrence of each variable x. We tacitly rename bound variables prior to



Table 1: Typing judgments
| Judgment | Meaning
5'EM:A | Term M has type A
;' E =+, A | Expression F has type A
and operation level o

FA<B Type A is a subtype of B
FH:X Store H has type X
FS+, A Computation state S is well-typed

adding them to a context to maintain well-formedness. Similarly, we assume
that store types are well-formed, that is, they contain at most one occurrence
of each store location £.

Terms The typing rules for terms are unsurprising for a simply-typed lambda
calculus with unit, abstraction and applications. A store location ¢ (provided
that it is in dom(X)) has a ref-type with its security level:

(24)

E;F F: reﬂ_eve“g) E(ﬁ)
A computation term val E has the type (),A, provided the expression E
has type A and operation level o:
W THE, A
S kval E:(O,A

(27)

Expressions The typing rules for expressions follow our informal description.
Trivial computations have the type of their return value, and operation level
(L, T):
>S5I'FM:A
Tk [M] ~(L,T) A

The sequencing expression typechecks provided both of the sub-computations
have the same operation level (which may require using the weakening rule for
operation levels):

(29)

STEM:O,A STx: ARE =+, A (30)
Y;Fletvale=MinE+, A
Allocation returns a new read/write store location:
>S5I'FM:A
YT Frefy (M2 A) =y 1yref, A

(31)

For read and write expressions we only require that the corresponding store

location is readable or writable, respectively:
;' M :refr, A
T HM ~(a,T) A

(32)



;' M :refw, A S;TEN:A
E;FFM::N+(J_)UJ)1

(33)
In general we may weaken the operation level of a computation (indeed, as noted

above, this is often necessary for the letval typing rule to apply):

S T'FE+, A 0=0
STFE=y, A

(34)

Subtyping A subsumption rule allows us to weaken the type A of a term M
or an expression F, provided A is a subtype of B:
>WI'FM:A HFA<ZB
>5I'M:B

(28)

S THE+,A FA<B
STFE=,A

(36)
Read-only store cells are covariant in the type of their contents and in their

security level, and dually write-only cells are contravariant in each:

FA<B aCb (17) FB<A bCa (18)
F refr, A < refr, B F refw, A < refw, B

Read/write store cells are neither covariant nor contravariant, but may be weak-
ened to read-only or write-only cells:

FA<B a;b( ) FB<A bCa (16)
Fref, A < refr, B Fref, A < refw, B

Finally, the monadic type (), A4 is covariant in the return value type and oper-

ation level
FA<B 0=

FOoAL OB

(14)

Stores and states A store H is well-typed with store type 3, provided that
each value V; in the store is well typed under ¥ and the empty context, where
3 has the same domain as H

dom(X) = {t1,..., 0} X;-FV;:X(¥;) for1<i<n
F{th—>V1,...0,—V,}: 2

(37)

(Note that since ¥ appears on the left in the premise of the rule, it must be
well-formed).

A computation state (H, X, E) is well-typed provided that the store and the
expression are each well-typed with the same store type:

FH:Y Y FEa,A
F(H,S,E) =, A

(38)



2.3 Operational Semantics

A computation state is called terminal if it is of the form (H, ¥, [V]). An evalua-
tion relation S — S’ gives the small-step operational semantics for computation
states. We write S | if for some terminal state S’, S —* S’. Since terms
are pure and do not have an effect on the store, their evaluation rules may be
given simply by the relation M — M’ (no store is required). The entire set of
evaluation rules is given in Appendix B.

We write M[N/z] and E[N/z] for the capture-avoiding substitution of N
for = in the term M or expression E. We write H{¢ — V} for finite map that
extends H with V at .

It is instructive to consider how a computation in state
So = (H,X,let val z = M in F') would evaluate. There are three stages:

1. LETVAL1 is repeatedly applied until M is evaluated down to a value val E,
S1 = (H,%,letval z =val E'in F)

2. LETVALVAL is then applied until the subcomputation (H,X, F) is evalu-
ated to a terminal state (H',%’, [V]),
Sy = (H', ¥ letval x = val [V]in F)

3. LETVAL substitutes the value V for z in F' and computation continues in
state So = (H', X/, F[V/z]).

For the proof of non-interference (specifically for the proof of the Hexagon
Lemma), it will be useful to have the following lemma. It says that if a term
evaluates to a value (or if a computation state evaluates to a terminal state) then
the syntactic subterms (or subexpressions) of the given term (or computation
state) will likewise evaluate to values (or terminal states). That is, our account
is call-by-value.

Lemma 2.1 (Subterm/Subexpression Termination). o If(H,3,FE) |
in n steps, then

1. if E=[M] then M ="V
2. if E=letvalx = M in F then M —F val F,
(H,X,E") | in m steps

and k+m<n
3. if E=refy (M : A) then M —*V and k <n
4. if E=\M then M —*V and k <n
5. ifE:M::NthenMHthN—»mVQ and k+m <n

o If M =™V then

1. If M = N1 Ns, then Ny —* Vi and ViNy =™ ViV and k+m < n
2. If M = if Ny then N, else N3 then Ny —* V; and k <n



Proof by induction on the number of steps in the evaluation relation, by
cases on the last rule. The details are given in Appendix C.

Our operational semantics are deterministic. Of course computation states
are only deterministic up to renaming of store locations: recall that we consider
store locations to be bound by the store in a computation state. We allow
a bound store location £ to be renamed ¢', as long as Level({) = Level(¢').
(Alternately, think of each security level as determining a collection of store
locations; each bound store location may be renamed only to a location within
the same collection.) Determinacy is used in the proof of non-interference.

Lemma 2.2 (Determinacy). If M — My and M — My then My = Ms. If
S — S1 and S — Sy then S1 = Sy

Proof. by induction on the evaluation relations. By cases on M — M; (or
S — Sl)

In each case, by the structure of M (resp., S), there is a single evaluation
rule for M — Ms (resp., S — S2), then by TH. O

Since allocation extends the store, the following lemma shows that in any
sequence of evaluation steps (of a not-necessarily well-typed state), the store
type only grows. We use this fact in the HSS Lemma.

Lemma 2.3 (Store Size). If (H,X,FE) —* (H',%',E') then ¥’ O %

Proof. Suffices to show for one step: if (H,X, FE) — (H',Y', E’) then ¥’ D X.
The multi-step result follows because D is reflexive and transitive. We proceed
by induction on the evaluation derivation (H,%, E) — (H',%’, E’) Consider the
last evaluation rule used:

e Case REF: Evidently, ¥/ D X.
e Case LETvALVAL: By IH

e In the remaining cases, the store type is unchanged.

3 Upcalls

Although the approach discussed so far is secure, it falls short of a practical
language. There is no way to include a computation that reads from the high-
security store in a larger low security computation. In any program with a high
security read, the read level of the entire program is pushed up. However, many
programs that contain wupcalls to high security computations followed by low
security code are secure.

Consider the program let z = P in £ where P <+t 1)1 and E has operation
level (L, 1). As we argued in the introduction, P does not leak information

10



because 1 carries no information. Thus we would like to give the entire program
the operation level (L, 1). However the type system we have presented so far
would instead promote the operation level of E and the entire program to (T, T).

In order to have a logic of information flow, we must offer an account of up-
calls. Indeed, the power to perform high security computations interspersed in
a larger low-security computation is the sine qua non of useful secure program-
ming languages. We offer a detailed analysis of two cases where upcalls do not
violate our intuitive notion of security. From these examples, we develop a gen-
eral principle for treating upcalls. We take up the question of non-interference
in Section 5.

3.1 An example with unit

Let E be some expression with type A and operation level (r,w) (recall that
this implies that 7 C w). In general, £ may read values from store locations
with security level below r, write values to store locations with security level at
least w, and return some value of type A.

Suppose that A = 1. In that case, no matter what E does, if it terminates, it
must return *. The return value is not informative.! Any other computation F'
that may gain information through the execution of F must be able to read store
locations at security level at least w. But since » C w, F' could just directly
read any store locations that E reads. On the other hand, any computation
with operation level (r’',w’) where w [Z 7’ can neither observe E’s effects nor
gain any information from its (uninformative) return value.

As a result, in either case, we can say that F has an effective read level of
L just as if it had no reads:

;T FE +(r,w) 1
Tk E+(J_,w) 1

Note that the read level now refers only to informative reads, not all reads.

The new rule allows us to have some high-security computations prior to low
security ones. Suppose ;- E <+t 1)1, and ¥;2: 1+ F <+ 1) A for some A.
That is, F is a high-security computation, and F' is a low-security one. With
the new rule, the upcall to F, followed by the low-security computation F', can
be type checked using the new rule (%), F has operation level (L, T), which can
be weakened to (L, 1) by rule (34), and thus:

E;'l_E'+(l7L)1
E;'I_V3|EZO(l7L)1( ) E;l’:l}_F+(L1L)A
Yi-Fletvalz =val Ein F'+( 1) A

(30)

IWe are dealing here with weak non-interference: the knowledge that E terminated at all
is deemed not to carry any information.

11



Note that the rule (x) does not alter the write level of the expression (that
is, the operation level in the conclusion is not (L, T)). Such a rule would allow
programs to leak information.

3.2 A more general example

Now consider a computation F with operation level (r, w), but this time, suppose
that E has type ref, B for some type B. Are there any situations where £ may
be given a different operation level?

Suppose that r C a. In that case, any computation that may read the ref, B
is also able to read any store locations that F may read. Again, any computation
can either do what F does itself, or it cannot gain information from E’s return
value.

On the other hand, consider the case where r Z a. The particular value
of type ref, B that E returns may carry information from store locations at
security level r. For example, £ may return one of two such store locations
{1 or £o from level a based on some boolean value V from a store location at
security level r. In that case, a computation that reads at security level a may
learn something about E’s reads (at level r) by reading from E’s return value.
Since r [Z a, this represents a violation of secure information flow.

So if E returns a ref, B, we can demote its reading level whenever r C a,
because any computation that wishes to make use of that return value would
need a read level of at least . In other words, a ref, B is informative only to
computations that may read at least at some security level (namely a) above 7.

Thus, we may wish to add a new rule for ref, B:

S I'EE+quwrefa B 1Ca
SiTE E (1w refa B

(x)

However, instead we add a general rule that allows us to demote the reading
level of an expression E:

S THFE<qumA FA T
SiTFE (1w A

(35)

where the new judgment - A 7 r formalizes the idea that values of type A, if
they are informative at all, are informative only at level r or above.?

In terms of our new notation, our earlier observations are that 1  r for
any r, and - ref, A /' r whenever r C a.

3.3 Informativeness

We now consider some properties of the new judgment - A " a. Several
structural rules for the judgment are immediate. If A is any type at all, then

Fas1 W

2Informativeness is closely related to protectedness in DCC [1]. We discuss the relationship
in Section 7.

12



That is, if A is informative at all, then it’s informative only at | or above. In
the interest of brevity, in the sequel we will say “informative only above a” to
mean “informative only at ¢ and above.”

Also, if A is informative only above a and if b C a, then A is informative
only above b. That is, we may choose to discard some knowledge about when a
type is informative

FA " a bCa

a7 10

Finally, suppose A is informative only above a, and A is informative only
above b. Then for any r if values of type A are informative to computations
that read at r, we know that both a C r and b C r. Therefore, for any such r,
alUbCr. Soin fact, A is informative only above a LI b:

FA,/a FA D
FA a0y 4D

With the structural rules in place, we may consider each of the types in
our language. We should keep in mind, that by adding rules to the judgment
F A 7 a we increase the expressive power of the language by allowing more
programs to be well-typed. It is always safe to add more restrictive rules in
place of more liberal ones. Below we take the most permissive rules that still
maintain non-interference, although it is not clear in all cases that there exist
programs which need the added flexibility of certain rules.

A value of type bool is informative for any computation at all, since it may
be trivially analyzed with a conditional. So aside from the structural axiom
F A L, there should be no other rules for bool. We would give a similar
account of other type constructors that may be analyzed by cases. For example
sum types A + B or integers int.

A value of type A — B is used by applying it to some value and using the
result. So A — B is informative exactly when B is:

FB “a (3)
FA—B "a
One straightforward rule for refs says that a ref is only informative if we can
get at the value within it.
— (b
Fref,b A 7~ a (5)
However there is another rule for refs. Even if a computation can read

from a store location of type ref, A (i.e., its read level is above b), only if A is
informative at its operation level, can ref, A be informative:

FA "a
Fref,b A ~a (6)

Read-only store locations are useful only to computations that may read
from them. Consequently, by an argument similar to the one for read-write
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store cells, we have the two rules:

FA "a
Frefr,bA /a (7) FrefrpbA /b (8)

For write-only store cells refw, A, we have to consider aliasing. One way that
a computation may learn whether two store locations are aliases is by writing
a known value to one of them, and then reading out the value from the other.
Because of subtyping, if a lower-security computation has a store location ¢ of
type refry A, a value of type refw, A may be informative if the computation can
read from (the seemingly unrelated) ¢. As a result, we have the following rule:

Frefw, A " a (9)

It is instructive to consider in detail the problem with write-only store lo-
cations refw, A. Suppose that instead of the rule (9), we had the following

rule
(incorrect)

Frefw, A b
That is, the same as the rule for unit: a value of type refw, A is only informative
above some security level b, for any b, i.e. not informative.
The following computation shows that with the incorrect rule, it is possible
to leak high security information (whether the value of secret, a T-security bool,
is true) to a low security computation®:

let x = ref | (false : bool) in
let y = ref | (false : bool) in
let z = (let ¢ = !secret in

[if ¢ then z else y]) in
let - = z :=truein
run lz

The program lets z alias either x or y depending on the value of secret. The
computation whose value is assigned to z may be subsumed to type refw bool,
and by the incorrect rule, - refw; bool / T, so the operation level of that
computation can be dropped to (L, T) (and subsumed to (L, L)). Then by
writing a known value to z, whether we can observe a change in another alias
of the same location is sufficient to learn about secret. We can give the entire
computation the operation level (L, T) while it demonstrably returns the high-
security value.

Finally, consider the type O w)A. A value of this type is informative both
to computations that may read at least security level w (that is, the level the
suspended expression writes to), and to computations for which the type A is
informative:

FA "a

= O(r,w)A / wlla

(4)
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Ac: O(TﬁT)bOOL
val
let wref = refr (val [+] : QL)1) in
let w = [val (let b = run cin run (if b then val (let w’ = lwref in run w’) else val [x]))] in
let .= wref :=win
run w

Figure 2: untilFalse : Ot 1ybool — 1 1)1

With informativeness in hand, many more useful terms become well-typed.
Consider, for example, the term in Figure 2. The function until False takes as
argument a computation that reads and writes high before returning a boolean,
and runs that computation repeatedly until it returns false. Recursion is accom-
plished using backpatching: a store location with a dummy value is allocated
and is bound to wref, recursive calls in the body of the loop dereference wre f
and run the contents. The recursive knot is tied by overwriting the contents of
wref with the real loop body w.

Interestingly, although until Flalse takes a high-security computation as an
argument, our type system is able to give it the type Ot 1)bool — O 1)1,
that is its return type is a low-security computation. Intuitively, even if f is
a high-security computation, untilFalse f does not leak any information to
low-security since any information gained from f’s return value is used only
within the loop. To formally show that until False is well-typed, observe that
I'Fletb=runcinrun(...) =+ )1, and since = 1 / T, it can be given
operation level (L, T). The rest of the typing derivation is straightforward.

4 Type Safety

Our language enjoys the usual type safety property: well-typed computations
do not become stuck. We may show type safety in the usual manner — using
Canonical Forms, Preservation and Progress lemmas.

Lemma 4.1 (Canonical Forms). If¥;-+V : A and
1. if A=1then V = x
2. if A= bool then V = true or V = false
3. ifA=B—C thenV =Xz : B'.M
4. if A=refy B then V =4 and £ € dom(X)
5. if A=refr, B then V ={ and ¢ € dom(X)

3Recall that let x = F in F is syntactic sugar for let val x = val E in F'
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6. if A=refw, B then V =1{ and { € dom(X)
7. if A= OB then V =val E

Proof. by induction on the typing derivation; by inspection of the last typing
rule used. O

Lemma 4.2 (Preservation). If+ S+, A and S — S’ thent S =+, A

Proof by induction on the evaluation relation. Proof given in Appendix
C.1.4.

Lemma 4.3 (Progress). If - S+, A then either S is terminal, or 35’ such
that S — S’

Proof by induction on the typing derivation. Proof given in Appendix C.1.4.
Theorem 4.4 (Type Safety). If+- S and S —* S’ then S’ is not stuck.

Proof. By induction on the number of evaluation steps. If S takes zero steps,
then by Progress, it is not stuck. If S takes n + 1 steps, then by Preservation it
takes a step to some well-typed state, and so by the induction hypothesis, S’ is
not stuck. O

5 Non-interference

Informally, non-interference says that computations that have a low read level
do not depend on values in high security store locations. As in similar arguments
[19, 18], “low” means below some fixed security level ¢, and “high” means not
below (.

Operationally, the low security sub-computations of a program should be-
have identically irrespective of the values in the high security store locations.
On the other hand, it is okay for high security sub-computations to behave
differently depending on values in high security store locations. However once
a high security sub-computation completes, the low security behavior should
again be identical modulo the parts of the computation state that are “out of
view” of the low security part of the program.

Formally, we define an equivalence property of computation states such that
two states are equivalent whenever they agree on the “in view” parts of the com-
putation state. Then, in the style of a confluence proof modulo an equivalence
relation [5], we show that this property is preserved under evaluation.

5.1 Equivalence relation

We axiomatize the desired property as a collection of equivalence judgments (on
states, stores, terms and expressions) that are summarized in Table 2.
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Stores and States Certainly values in high security store locations are out
of view. Less obviously, some values in the low security locations are out of
view as well: if a low security store location appears only out of view, its value
is also out of view. We parametrize the store equivalence judgment by a set U
of in-view store locations. Two (well-typed) stores are equivalent only if their
in view values are equivalent:

I—Hl:El I—HQZEQ

S U=%, U Y1380 F Hi(€) m=¢ Hay(£) : 21(€) for £ € U

(58)

H (Hl : El) ’&’(U (Hg : 22)
Where the notation ¥ [ X is the restriction of X to just the locations in the set
X.

For a pair of computation states, only low security locations that are common
to both computations are in-view. Since allocation does leak information, it
is possible for two programs to allocate different low security locations while
executing high security sub-computations. However such locations are out of
view for the low security sub-computation.

Pairs of computation states are equivalent if their stores are equivalent on
the in-view locations, and if they have equivalent expressions:

F (Hl . 21) %2om(H1)ﬁd0m(H2)ﬁl(C) (H2 . 22) 21; 22; . F E1 %C E2 o A
F(H.1, 21, Ey) =¢ (H2, X2, E2) +0 A

(59)
Where [(¢) = {¢ | Level(¢) C ¢} is the set of all low security locations.

Terms and Expressions High security sub-computations of a program may
return different values to the low security sub-computations. However, by the
upcall rule, the type of those values must be informative only at high security.

Values of a type that is informative only at high security are out of view.
As a result, any two values of such a type are equivalent since two such values
vacuously agree on their in view parts:

SUTFVI:A ST FV:A FA/ a alZ(
Zl;ZQ;FFVl %g‘/g t A

(39)

The remaining rules for term and expression equivalence are congruence rules
that merely require corresponding sub-terms or sub-expressions to be equivalent.
They are listed in Appendix A.3.

Having defined the equivalence judgments, we establish several structural
properties. First we show that it is reflexive, symmetric and transitive, so that
it is indeed a partial equivalence relation. The proofs are given in Appendix
C.2.

Next, we establish inversion and functionality. Inversion will let us by cases
in subsequent proof. Functionality is the analog of a substitution for the equiv-
alence judgment.
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Table 2: Equivalence judgments
| Judgment | Meaning |
Y1380 ' My m=¢ My : A | Term Equivalence
Y1;29; ' By =¢ By +, A | Expression Equivalence
F(H :Xq) %CU (Hg : ¥2) | Store Equivalence
FSimeS+oA State Equivalence

Lemma 5.1 (Equivalent Term Inversion). If ¥1;%9;T - My ~¢ Mo
then either

there exists a B, such that+- B < A and+ B /" a and a £ ¢ and
My and My are values and X;;T'F M; - B fori=1,2,

or
1. if My = x then tT'(z) < A and M = z.

if My =« thent 1< A and M = .

if My = true then F bool < A and My = true.

if M = false then - bool < A and M- = false.

A N

: A

Zf My, = if Ny then Piq else Py then My = if No then P else Pso

and 21;22;1“ H N1 74 N2 : bool and Z];EQ;P H P11 74 P21 : B and

El;EQ;FI—PH 74 PQQZBI andl—BﬁA, }—BISA

6. if My =4 then - refy B < A and Ms = ¢ and b C ¢ and 3;(¢) = B for

i=1,2 and Level(¢) = b

7. if Mi = Ax : B.N; then F B—C < A and My = Az : B.Ny and

Y8502 BNy =¢ Ny : C

8. if My =val By then - OoB < A and My = val Ey and ¥1;32; T - By ~¢

EQ +OB

9. ’Lf Ml = Nlpl then MQ = NQPQ and El;ZQ;F + Nl %C N2 : B — C and

Y85 TP ~; P,:BandFC <A
Proof. by induction on the derivation.

Lemma 5.2 (Functionality). If ¥1;39; T, IV - My =¢ Ms : A then

O

1. if £3589 0,2« A T' B Ny =¢ Ny : C then ¥q1;50; T, TV = Ny [My /2] ~¢

Ng[Mg/w]:C

2. Zf DD IPT RN A,F/ F Ey ¢ Es =+, C then El;EQ;F,FI H El[Ml/x] ¢

EQ[MQ/.T] -0 C.
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oM o~ MY A
Figure 3: Informal statement of the Term Hexagon Lemma

Proof. by induction on the TD. o

Although we established Functionality for arbitrary terms to be substituted
for z, as befits a call by value language, we only substitute values in the proof
of non-interference.

5.2 Hexagon lemmas

Non-interference will follow as a consequence of a pair of Hexagon Lemmas:
one for terms and one for expressions. We show that by starting with some
two related terms (or expressions) that both take a step, we can find zero or
more steps that each of them could take so that we get back to related states
(respectively, expression).

The lemma for terms is summarized in Figure 3, the name “Hexagon Lemma”
is motivated by the shape of this diagram.

Lemma 5.3 (Term Hexagon Lemma). For all(, if¥1;39;- F My ~¢ My : A
and My — M| and My — M} and M7 | and M} |, then there exist M{', MY
such that M{ —* M{', M} —* My, ¥1;%q;- = M{ ~¢c MY : A

Proof by induction on the given derivation. Most cases are vacuous. In the
cases of function application and if-then-else, proceed by subcases on M; — M.
The full proof is given in Appendix C.3.

Before we prove the Hexagon Lemma for expressions, we need the following
technical lemma. Intuitively it says that a computation running above the
security level of the observer does not affect the store in any way that is visible
to the observer.

Lemma 5.4 (Single High Security Step). If - (H,X,E) +, A, o = (r,w)
andw Z ¢, and (H, X, E) — (H',X',E') then - (H : ) %?om(E)ﬂi(C) (H':Y).
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Proof by induction on the evaluation relation. The details are given in
Appendix C.4.

Corollary 5.5 (Multiple High Security Steps). If+ (H,3,E) +, A, o =
(ryw) and w Z ¢, and (H,X,E) =" (H',¥',E’) then - (H : X) zgom(z)m(o
(H':3).

Proof. by induction on n, the number of steps.
By inversion,

e FH: %
e Y. FE, A

If n = 0, the result follows by Reflexivity.
If n >0, then (H,%,E) — (H", X", E") ="' (H',Y, E').

1. By Single High Security Step, - (H : ) ~{ (H" : X") where U =
dom(%) N [(¢)

2. By Preservation, - (H", X" E") +, A
3. By TH, - (H" : ) &V (H' : 5) where U’ = dom(3) 1 |()
4. By Store Size, ¥’ D X
5. Therefore, U’ D U
6. By Store Equivalence Coarsening, - (H" : %) ~¢ (H' : 3)
7. By Transitivity - (H : X) ~¢ (H': ') since U 2 U'NU
O

The following corollary of the Multiple High Security Steps Lemma is used
in the proof of the hexagon lemma for expressions. Essentially it says that
given two related stores, executing any two computations (even ones at different
types!) that are high security with respect to a (-observer will produce stores
that are indistinguishable by a (-observer.

One complication in this corollary is that evaluation of two distinct com-
putation states Sp, Se may inadvertently allocate the same store location ¢ for
distinct purposes. However we will show that for each such ¢, we may choose
an element of the a-equivalence class of S; or Sy such that all such accidental
sharing is eliminated.

Corollary 5.6 (High Security Step (HSS)). Given (Hy,%1, E1) and (Hz, X2, Es)
such that

o b (Hy:%1)~Y (Hy: X2) where U = dom(21) N dom(X2) N (),
e X;-FE;+,, C; for some 0; = (r;,w;),C; with w; £ ¢ fori=1,2,
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and if (H1,%1, E1) —* (H{,X), E}) and (Ha, Xq, Eo) —* (HS, XY, EY) then
o b (H} 3 AU (H) 3y
e and U = dom(X}) Ndom(3%) N [(C)
Proof. 1. By Regularity of Equivalence, - (H; : ¥;) for i = 1,2
2. By Multiple High Security Steps, for ¢ = 1,2:
o b (H;: %) =" (Hj: $}) where U; = dom(3;) N [(C)
3. By Regularity, - H] : ¥ for i = 1,2
4. Note also that U C U; fori=1,2
5. Consider £ € U
(a) L1330 F Hi(f) m¢ Ho(0) : A, Z1(0) =Z2(0) = A
(b) Evidently, also ¢ € U;
(¢) p; 85 F Hi(0) =¢ HI(0) : A, E,(0) =%L(0) = A, for i = 1,2
(d) By Symmetry, ¥;%1;- = H{(¢) ~¢ Hi({): A
(e) By Transitivity, X9;35;- = H{(¢) ~¢ Hj(¢) : A
So, by rule (58), - (Hj : 39) ~¢ (Hj : %)
By Regularity, dom(H}) = dom(X}) for i = 1,2
Now let U’ = dom(X]) Ndom(35) N [(¢)

© »® 3 o

By Store Size, ¥; D %;,s0 U' DU
10. Suppose £ € U'\ U

(a) Since £ € U’, ¢ € dom(X)) for i = 1,2
(b) Since £ € U, then ¢ & dom(X;) for at least one of i =1 or i = 2
(¢) Suppose £ & dom(X1) (the other case is similar)

)

(d) Choose a fresh store location £’ € dom (X} )Udom(X,) with Level(¢') =
Level(¢), and systematically rename ¢ with ¢’ in (Hj, %}, E7).

(e) Evidently we have an element of the a-equivalence class of (H1, X4, EY)
where ¢ ¢ dom(H])

11. SoU' =U

We may now show a hexagon lemma for expressions.
Lemma 5.7 (Hexagon Lemma). For all (, if o = (r,w) with r C ¢, and if
e 5 ¢ Sy +, C
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e S5 — 81, 5 — 5
o 511,81
then there exist SY,SY such that
o St —* 8y, S, —* 5]
o - F SV~ S+, C

The full proof is given in Appendix C.5. We highlight several important
cases below.

We proceed first by Inversion on = 51 ~¢ S2 +, C, to get that

o S1=(H1,%1,E1), So = (Ha, Yo, Es)

o b (Hy:%1)~Y (Hy: X2) where U = dom(%;) Ndom(Es) N [(¢)
o Y;Xo-FE re B+, C

And then, by induction on the derivation of ¥1;Xs;- F E1 =¢ E2 +, C. In
each case we exhibit the appropriate S} = (H{, XY, EY), SY = (HY, X4, EY).

e Case
El;EQ;FFEl ¢ FEs +(T/)w)C' FO/‘T’/

El;EQ;F = E1 ¢ E2 +(J_)w) C

(51)

By pattern matching, r = L
Consider two subcases: either 7' C ¢ or v’ [Z (. The former case follows
eventually by the induction hypothesis. In the latter case,

1. Since ' C w, then w Z ¢

2. Since S/ |, (H;, %, E;) =T (H!, 2! [V;]) for some SI' = (H!", %, [Vi])
fori=1,2

3. Therefore we can apply HSS to get

- F(H X)) z? (HY - 30)

— U =dom(H{) Ndom(HY) N |(¢)
4. By repeatedly applying Preservation, ¥7; - = [Vi] + (/) C for i = 1,2
5. And by various typing rules, £7; X5 - = [V1] =¢ [Va] +4 C

e Case
Y380 My e My A
Y1580 Frefy (My 2 A) ~¢ refy (My 2 A) - 1yref, A

(55)

By pattern matching, E; = ref, (M; : A), o= (L, T), C =ref, A
There are two possible evaluation rules for (Hy,%4, Eq) — (Hy, 37, EY)

— Subcase REF1 follows eventually from the Term Hexagon Lemma.
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— Subcase REF: M; value, H] = Hy{l; — M}, ¥ = X1{¢; : A},

By

1.
2.

e Case

= [¢1], where ¢; & dom(H;), Level(¢1) = a

By Equivalent Values, M, is a value
Only REF rule is applicable to (Hz, X2, Es) — (H, X4, Eb):
Hé = Hg{ég = MQ}, 2/2 = 22{62 : A}, Eé = [62], where
U5 & dom(Hs), Level(f2) = a
Consider two subcases now, either a C ¢ or a £ (:
* Subcase a C (
(a) Since in both S] and S5, ¢; and ¢5 are freshly allocated, we
may a-vary S7,S4 such that £; = ¢5 = £ for an appropriate
14
(b) Then Level(¢) = a, £ ¢ dom(H;) Udom(Hs)
(c¢) Let SV = (Hi{l— M;},2:;{¢: A}, [{]) fori=1,2
(d) The result follows since the freshly allocated location is (by
construction) in the set U” = UU{¢} of common locations
between S} and S%, and it contains equivalent values.
x Subcase a £
In this case the newly allocated locations 1, £5 are not in the
common set of S1' and S since they have high security levels.
Furthermore X1{¢1 : A};Xo{ls : A};- F 1 ~¢ €y : refq A,
since - ref, A /" a and a £ ¢. The result follows.

21;22;'FM1 74 MQ : refraC' 6
21; 22;- F!Ml %C!Mg +(a)-r) C ( )

By pattern matching, E; =!M;, o = (r,w) = (a, T). Recall that a =r C ¢
There are two applicable rules for (Hq,X1, F1) — (H, X, EY)

— Subcase BANG1 follows by the Term Hexagon Lemma
— Subcase BANG: M = 61, H{ = Hl, 2/1 = 21, Ei = [Hl(él)]

1.
2.

By Equivalent Values, M5 is a value
The single applicable evaluation rule for (Ha, Xo, E2) — (Hj, 25, EY)
is BANG: M5 = fg, Hé = H>, 212 =3, Eé = [Hg(fg)]
Let SZ/I = (Hl, Ei, [Hz(fl)]) for i = 1, 2
So it only remains to show that X1;39;- F H;(¢1) ~¢ Ha(ls) : C
By Equivalent Term Inversion on i;¥9;- = €1 ~¢ fo : refr, C,
there are two possibilities:

x Either ¥;;- F ¢; : Band - B < refr,C and F B " b and

bZ ¢

It follows by inversions that B is either refry B’ or ref, B’
and in either case F B’ ' ¢ for some ¢ Z (. The result
follows.
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e Case

% Or {1 = ly = ¢ where Level({) = b C (,
and b ref, 51 (¢) < refr, C and %1 (¢) = X3(¢). This case
follows since £ is in the common set of Y1, Y5 and since the
stores are equivalent.

21;22;- - M1 74 M2 : refWaA 21;22;- H N1 74 N2 tA
Y1329 F My =Ny ¢ My := Ny ~(L,a) 1

(57)

By pattern matching, E; = M; := N;, o= (r,w) = (L,a), C =1

There are three applicable rules for (Hy,%1, E1) — (H, X4, E7). If the
rule was ASSN1 or ASSN2, the result follows from the Term Hexagon
Lemma.

Otherwise, the rule was AssN, and we have: My = {1, Ny value, H| =
Hl{fl = ]\71}7 2/1 = El, Ei = [*]

1.
2.

By Equivalent Values, M5y, Ny are values

The only applicable evaluation rule for (Hs, Yo, Es) — (H5, 35, EY)
is AssN, and we have: My = {3, H) = Ha{ls — N3}, ¥} = X,
Ey = [¥]

Let S = (H;{¢; — N;},%;,[*]). It suffices to show that the updated
stores are still equivalent.

By Equivalent Term Inversion on Xq;Xg; - = {1 ¢ l5 : refw, A, there
are two possibilities:
— Either ¥;;-F¢;: Band - B <refw, A, - B /" band b[Z (
By Subtyping Inversion, either B = refw, B’ or B = ref,, B’ and
in either case F A < B’ and a C ¥’
x If B = refwy B’, then it eventually follows from inversions
that Level(¢;) Z ¢, and so the ¢; are not in the common set
U of locations, and the result follows.
x If B =refy B’
(a) By Subtyping Inversion, B’ = %;(¢;) and b/ = Level(¥¢;) for
i=1,2
(b) By Informativeness Inversion, b C b’ U¢ and + B’ 7 ¢ for
some ¢

(c) Since b [Z ¢, either o' [Z ( or ¢ £ ¢

(d) If & Z ¢, we can use the same argument as the previous
subcase: B = refwy B'.

(e) So instead suppose b’ C (; it must be the case that ¢ £ (.

(f) Consider ¢; (the argument for ¢ is symmetric)

(g) Evidently Level(¢1) = b C ¢, so suppose ¢1 € U (if not,
same argument as previous subcase)
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(h) If £, = £y then the situation is the same as the next subcase
(b1 =ty = ¢, ...) below; so suppose {1 differs from (5
) So 41 € dom(X) = dom(Hz)
) By heap typing inversion, ¥o;- = Ho(€1) : Xa(fq)
(k) Since /1 € U, 22(61) = 21(61) =B’
) By rule (39), £1;X9;- F Ny =¢ Ha(l1) : 1(41)
) Therefore for all £ € U, XY; 55, - F H{'(£) ~¢ Hy () : 27 (0)
(n) So by rule (58), - (H{ : XY) ~¢ (HY : 3Y)
— Or 4y = ly = ¢ and Level({) C ¢ and X,(¢) =
ref._e\,e|(g) 21 (f) S refwa A
We can show that ¢ is in the common set U of locations; the
result follows by a straightforward derivation.

$5(6), and F

5.3 Non-interference theorem

Finally we are ready to prove non-interference. Starting with some initial store
H (well-typed with store type ) and an expression to execute E with a free
variable z, if we plug in different values Vi, V5 for x, then provided that the
in-view parts of Vi, V2 are equivalent, we expect that if the resulting pro-
grams (H,X, E[V1/x]), (H,X, E[V2/z]) run to termination, the resulting ter-
minal states will be equivalent on their in view parts.

Theorem 5.8 (Non-interference). If- H : ¥ and X2 : A+ E+ () B and if
5% F Vi &, Vo A then if (H, X, E[Vi/z]) =* S1 and (H, X, E[V2/x]) —* S2
and both S1, S are terminal, then = Sy~ S2 =+ (rw) B

Proof. By Reflexivity and Functionality, we can show that
%% F EVi/a] =, EVa/x] +(rw) B

By repeated application of the Hexagon Lemma, the two computations evaluate
to equivalent terminal states. Since the operational semantics are deterministic,
those terminal states are S; and Ss, respectively. O

6 Encoding value-oriented secure languages

Our account differs substantially from prior secure programming languages
where each value has a security level. In such languages, terms are classified
by security types: pairs of an ordinary type and a security level. The type
system ensures that each term is assigned a security level at least as high as
the security level of the terms contributing to it. In our account only the store
provides security. A natural question is whether we sacrifice expressive power
in comparison to value-oriented secure languages.

We will show that our language is at least as expressive by showing how to
embed several value-oriented secure languages in our account. The embeddings
are not only type correct, but also preserve security properties of the source
languages. We assume some familiarity with SLam [3].

25



t € types 1| bool | 81 — s
s €  security types == (t,a)

e € expressions = x| #4 | true, | false,
| if e1 then e else e3

| (Az:s.e),
|

protect e

Figure 4: SLam Calculus Syntax

6.1 A purely functional language: SLam calculus

Our presentation of the SLam calculus is based on the purely-functional call-
by-value variant presented in Abadi, et al. [1]. The types of SLam include unit,
booleans and functions from security annotated values to security annotated
results. The syntax of expressions is summarized in Figure 4. In addition to
variables, SLam has a security-annotated unit value, and security-annotated
boolean values, and functions. Since functions are themselves values, abstrac-
tions are annotated not only with the security type of the argument, but also
with a security level for the function itself. One additional operation protect,e
is used to increase the security level of the value of e.

The complete operational semantics and typing rules of SLam are presented
in Appendix D.

The idea of the embedding is to translate expressions e of SLam to expres-
sions F (not terms) of our language in such a manner that the operation level
of E is (L, T). That is, the translated expression does not read (informative)
values above L nor does it write below T.

In order to get the desired effect, we store the result of e in a ref cell. The
ref has the effect of sealing the return value of e at its corresponding security
level: values stored in a ref cell are informative only at the security level of the
ref. So for example if e had security type (bool, T), the result of the translation
would be a newly allocated store location of type ref+ bool.

Finally, since a ref, A is informative only above a, we may demote the read
level of E to 1. And since SLam is purely functional, there are no writes in the
translation, so the write level is T.

Suppose z is a SLam variable with security type (bool, T). The SLam ex-
pression
if x then falseT else truer

negates x. In the translation, z stands for a T-level store location containing
that contains a boolean: refrt bool. The expression if z then false else true is
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translated into the expression:

let y =!xin
let val y' = (if y then val ref 1 (false : bool)
else val refT (true : bool)) in

']
First y is bound to the value stored in x. That sub-expression has operation
level (T, T), there so must the other sub-expressions for the translation to be
well-typed. Based on the value of y, ¢’ is bound to the result of one of the two
allocation expressions, and the value of y’ is the result of the whole expression.

The entire expression has operation level (T, T) and return type ref+ bool. Since
that type is informative only at T, the operation level may be lowered to (L, T).

The Encoding We define the function ~ to formalize our embedding of SLam
security types:

(t,a) = refr,t
1T =1
bool = bool
51 o8 = 51— 0Owmns2

Since SLam security types are translated to store types in our language, the
translation of SLam functions must be able to read from the store. So the
translation of the SLam function type has a monadic codomain.

The encoding for SLam expressions is given by a judgment ' Fe : s = F
in Figure 5). We assume that the metavariable y stands for variables in our
calculus that are not used in SLam expressions. We use run M as syntactic
sugar for let val y = M in [y]

Here s; < sg is the SLam subtyping judgment, given in Figure 6. The
following lemma shows that type translation translates SLam subtypes into
subtypes in our language.

Lemma 6.1. If s; < sy then 37 <353

Proof. by induction on the derivation of s; < s O

Let T be defined by ©= -, T,z : s = ',z : 5. We show that the translation
from SLam is type-correct. Then type-correctness of our embedding is given by
the following theorem:

Theorem 6.2 (Type-correct translation). IfI' - e : s = E then {};T -
E ~(L,T) S

The proof is by induction on the given derivation; it is given in Appendix
D.3.
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'kz:T(x) = [z]

T'Fxg:(1,a) = refg (x: 1)

Tt true, : (bool, a) = ref, (true : bool)

T+ false, : (bool, a) = ref, (false : bool)

I'tey:(boolia)=FE; They:s=FEy I'kes:s= FE3

let y1 = E1 in

let yo =y in
't if e; thenes else ez : sUa = run (if yo

then val Ey
else val E3)

Izrz:ste:s = F
'k (A"E : S'e)a : (S - S/,a) = refa ()\ZC :swval £ :5— O(L,T)?)

F'ter:(s—8,a)=FE Tley:s= FEy

let y1 = F1 in
let yo = !y in
. o
I'kFeex:sUa= let ys = s in
run (y2 ys)
I'te:s=F

I' - protect,e : sla = E

T'kFe:si=FE 51 <359
I'te:so = F

Figure 5: SLam encoding
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81 <82 82 < 83

51 < 81 81 < 83
alCa alCa
(a) < (L) (int.a) < (nt. )

$1<s81 $2<s, ald

(s1 — s2,a) < (8§ — sh,a’)
Figure 6: SLam subtyping judgment

Security Of course a type correct (but insecure) embedding could be con-
structed by ignoring the security levels of the source and placing everything at
level 1. We wish to show that the embedding is actually secure. To do so,
we show that the following property, an instance of SLam’s non-interference
theorem, is preserved by the embedding:

ifalZb,and if - f: ((¢,a) — (bool,b),b) and F ey, es : (¢,a) then
fer = fes

Corresponding to the SLam expression f is its translation F' in our language,
which has type:
refry (refr, t — O, yrefr, bool)

That is, F' evaluates to a store location that contains a function from store
locations (of appropriate type) to computations that return a store location
containing a boolean. We would like to show that given different initial locations,
the result store locations contain the same boolean value, since the security level
a of the inputs is high in relation to the security level b of the results.

Theorem 6.3 (Adequacy of translation). Supposet f : ((t,a) — (bool,b),b) =

F and a L b. Let H,X be arbitrary such that = H : X, and let ;- F £1,¢5 :
refr, t. Let
E= lety=Fin
let z =lyin
run (z yo)

fori=1,2, and suppose
(H,%, Eltx /yo]) —* (H1, %1, [VA])

and
(H,%, E[l2/yo]) =" (Hz, X2, [V2])

then Vi =} and Vo = £, and Hy(¢)) = Ho(44)
Proof. By the type-correctness of the translation,

{}-F F =y 7y refry (refry © — O, 7)refry, bool)
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By various typing rules and reflexivity, it is easy to show that
3 S5 yo : refrg t = By &y By +(p, 1) refry bool
Furthermore, since a £ b,
ikl o~y by crefrg €
So by non-interference,
F (Hy, X1, [V1]) = (Ha, 2o, [Va]) +,T) refry bool

From which it follows for ¢ = 1,2 that V; = ¢, by a Canonical Forms lemma,
and Level(¢}) C b by inversion . By inversion on the equivalence derivations, it
follows that ¢} = ¢}, and by inversion on the store equivalence, it follows that

Y13 g5+ = Hy(£]) =~y Ha(45) : bool

And since bool is informative only above |, by inversion on the equivalence,
Hy(6y) = Ha(l5) O
6.2 An imperative language: \5EE

When a computation analyzes a value of a datatype by cases, each arm —
by virtue of control flow — gains information about the subject of the case
expression. In a purely functional setting, that additional information may only
be used to compute the return value of the expression. Thus it suffices to require
the return type of each arm (and thus the entire case expression) to be at least
as secure as the case subject.

On the other hand, in an imperative setting, information gained via control-
flow may leave an expression non-locally (e.g., via a write to the store). As a
result, it becomes necessary to track such implicit flows of information. Secure
imperative languages use a so-called program counter security level, pc, as a
lower bound on the information that a computation may gain via control flow.
Consequently, the results and effects of each expression must be at least as
secure as any information gained via control flow.

In contrast to value-oriented secure programming languages, in our account
we expect that case analysis is at the term level, and thus the arms of the
case term do not have side-effects. We show that our approach is at least as

expressive as imperative value-oriented secure languages.

We consider the language ASEE (summarized in Figure 7) of Zdancewic [15].

In addition to unit and boolean types, it has function types that are annotated
with a lower bound on the write effects of the function body, and store locations.

The base values of ABEE are annotated with a security level inside expressions.

The typing rules for A§5E are given by a pair of mutually recursive judgments
for base values and expressions, given in Figures 8 and 9.

The following key property is maintained by the )\ggg typing judgment.
Intuitively, it captures the idea that the value of an expression is at least as
secure as the information that the expression gains via implicit information

flow.
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t € types i= 1] bool| s &5 sy | refs

s € security types = (t,a)
bv € base values = x| true | false | £ | A\[pc]z : s.e
e € expressions n= x| bug |
| if e1 then es else e3
| eren

| (ref (e:5)) | le| e:=¢

Figure 7: A§EL Syntax

YIEx:1

;' F true : bool ;T F false : bool
T30

;T z:slpclbe:s
ST H Apdz: se 15 25

YTk :t! Ft' <t
'k bv:t

Figure 8: )\EECF base value typing.
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Y Tlpc]ke:s

5T,z :slpc]Fa:sUpc

'k bu:t
3 T[pc] F bug : (¢, a U pc)

3;T[pc] Feq : (bool,a) X;T[pcUalbes:s X;T[pcUalbes:s
3, T[pc] Fif e then ez else ez : s

YiTlpc] Fep: (s 25 s,a) S;T[pc Fey:s’ pclal pc
3:T[pc] Feres:sla

i T[pcFe:s
3:T[pc] b (ref (e : s)) : (ref s, pc)

3 T[pc] e : (ref s,a)
Y T[pc] Hle:sUa

3 T[pc] ey : (ref (¢,0),a) X;T[pc]Fea: (t,0) alb
3 Tpc] Fer :=ea: (1, pc)

iTlpcjke:s Fs <s
Y;Tlpc]ke:s

Figure 9: )\EECF expression typing.
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Lemma 6.4. If 3;T[pc] ke : (t,a) then pc C a.

The proof of this fact appears as Lemma 3.2.1 in Zdancewic’s thesis [15].

Encoding As with purely functional SLam, our embedding places source-
language values into target-language store cells in order to emulate the sealing
behavior of security types. A slight complication arises in the translation of
ref types since our language associates a security level with ref cells, but AL
does not. In value-oriented security languages, the contents of ref cells have
a security level, however. So we use the security level of the contents as the
security level of the ref cell itself in our translation.

Function types are translated into functions types that return monadic types.
Ina )\gEEg function of type s 5, ¢ the program counter annotation pc is a con-
servative approximation of the information gained by the body of the function.
Therefore, values written by the body must have security level at least pc. Thus,
the corresponding writes in the translation must have write level at least pc.
Consequently, the corresponding translated type for a function is 5 — (O ch)y.
The type encoding is summarized below:

(t,a) = refryt
1 =1
bool = bool
ref (t,a) = ref, (¢, a)
S1 = Sg = § — O(J_,pc)g

The encoding for SLam expressions is given by a pair of judgments ¥;I" -
bv:t= M and X;T[pc] F e : s = E, shown in Figures 10 and 11. We assume
that the metavariable y stands for variables in our calculus that do not appear

in )\EECF programs.

Type-correctness In order to show that our proposed encoding preserves
typing, we first have to establish the following facts. The first shows that our
encoding judgments agree with AS5E typing judgments; the second shows that

the encoding preserves subtyping.
Lemma 6.5. 1. If5;TFbv:t= M then 3;T Fbv:t
2. IfX;TFe:s= F then ;T Fe:s
Proof. By induction on the given derivations. Observe that in each case, the

rules of the encoding judgment have the same premises as the corresponding
typing rules. O
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B kFbv:t=M

Y;IEx:1= %

3Tk true : bool = true

¥;T' I false : bool = false

S5THE:ZW) =4

ST,z :sifpc]ke:se = FE

;T F Apclz : sy.e: 81 2 so = Mz :57val E

S:Thbw:t'=F Ft <t
;5 I'Fbw:t=F

Figure 10: ASEE base value encoding.

Lemma 6.6 (Subtyping Translation). 1. If-t' <t thent <%
2. If-s' <sthenks' <3
Proof. Both parts simultaneously, by induction on the given derivation. O
Finally, we need to extend our type-translation to store types
N l:s=%,0:3
We are now ready to show type-correctness.

Theorem 6.7 (Well-typed Translation). 1. If 5T - bv : t = M then
S:I'-M:t
2. If S;T[pc] Fe:s= E then ;T - E=+(1p03

The proof is by simultaneous induction on the given derivations. The full
proof is available in Appendix E.

Non-interference As with the purely-functional language, we show that our

encoding respects an instance of the non-interference theorem for )\ESCF .

Theorem 6.8 (A5 non-interference). Suppose Xo; : (¢,a)[b] - f : (bool, b) =

F where a £ b, and suppose that H, X are such that ¥ 2 Xg, and - H : X. If
¥l crefrgt for i = 1,2 and if there exist Hy, Ho, 1, X2, V1, Vo such that

(Hlvz/vF[éi/x]) —* (Hivziv [‘/Z])
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[Tl e:s= B

Y T,x: s[pc] bz sUpc = [z]

S kbv:t=M
X;Tpc] b= bug : (t,a U pc) = refaipe (M : 1)

Y Tlpc] F ey : (boolya) = E; X;T[pcUalbes:s= FEy X;T[pcUalles3:s= FEs

let y = Fqin
let 3/ =y in
Y;Tlpc] Fif eg theneg else ez : s = run if ¢/
then val Es
else val F3

YiT[pd Fer: (s 5 s,0) = By B;TpcFeg:s = Ey pcliaCpc

let Y1 = E1 in
. . let yo = Fs in
5 Tpc] Feres : sUa = let | = lys in

run (y1y2)

S TpkFe:s=FE

let y = Fin
ref, (v : (¢,a))

3 Tlpe] = ref (e : (¢, a)) : (ref (¢,a), pc) =

Y;Tlpc]ke: (ref s,a) = FE
:T[pc]He:sUa=lety=FEinlety =lyinly

S Tpc] F ey : (ref (¢,0),a) = Ey X;T[pc]Feq: (t,b) = FEy alb
let y1 = E1 in
let yo = Fs in
Y Tpc] ey :=ea:(1,pc) = lety] =lypin
let -=gy] :=y2in
refpc (x 1 1)

SiTpclFe:si=FE Fs;<sy
S Tpc]Fe:sa=FE

Figure 11: A§EE expression encoding.
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fori=1,2 then V; = £, and H1(¢}) = Ha(l%) as booleans.

Proof. 1. By the type-correctness of the translation, and by heap extension,
s refry t B F (1 ) refr, bool

s x:refrg t B F <+ ) refr, bool

s x:refrg t B F <+ refry bool

Niobl; crefrptfori=1,2 alZb Frefr,t /a
M-y my o refrg t

(39)

4. Therefore, by non-interference,

F (Hy, %1, [Vi]) =o (Hz, X2, [Va]) +(b,p) refry bool

5. By inversion,
Y13 89; - F Vi &y Vs : refry bool

with &' C b
6. By regularity, for i = 1,2,

;- B Vi refry bool

7. By Canonical Forms, for i = 1,2, V; = ¢, € dom(%;)
8. Since Level(¢)) =V C b, ¢4 =}, € dom(X;) Ndom(Xz) N (D)
9. Therefore, ¥1; Xo;- = Hy(¢)) = H2(45) : bool

10. Since F bool L, by equivalent term inversion, Hy(¢}) = Ha((5).
O

An encoding into our account is useful not only to show that our language
is at least as powerful as value-oriented secure languages, but it may also be

used to guide the design of such languages. We explore one alternative design

REF
for ASgpé -
REF

As mentioned above (in Lemma 6.4), Adg&: typing judgments maintain the
invariant that in well-typed programs the program counter security level is a
lower bound on the security levels of the values computed by the program. The
present formulation of )\ggg leaves the invariant implicit; it is a consequence of

the typing rule for base values and variables:

Y;I'Fbv:t
Y Tlpc] F bug : (t,a U pc) ;T2 s[pc]Fa:sUpc
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An alternative formulation would instead check that pc is below the secu-
rity level of any values propagated by the computation. The proof of type-
correctness of the translation into our language may be used as a guide: any-
where that Lemma 6.4 is invoked in the proof, we may instead alter the typing
rule to check the pc explicitly and rely on subsumption to raise the security
level of values where required:

'k bv:t
3:Tlpc] F bug : (¢, a) STz s[pcFx:s

5 Tpc] F ey : (bool,a) ;T pcUalbFez:s X;T[pcUalkes:s
3:T[pc] Fif e; thenegelsees : slla

3:Tlpc] ey : (ref (¢,0),a) X;T[pc]Fea: (t,b) alpcCh
3:T[pc] F e1 := ey : (bool, 1)

Y T[pcFe:s
Y Tlpc] b ref (e :s): (ref s, 1)

Note in particular that the alternate rule for if-expressions now has a similar
form to the corresponding rule in SLam. Only writes depend critically on the
program counter security level, since it is only through side-effects that infor-
mation gained via control flow can escape non-locally (i.e., not in the result of
an expression).

7 Related Work

There is a large body of existing work on type systems for secure information
flow. Volpano, Smith and Irvine [14] first showed how to formulate an infor-
mation flow analysis as a type system. An excellent survey by Sabelfeld and
Myers [13] outlines the key ideas in the design of secure programming languages.

Prior work on secure languages with imperative features, such as Pottier and
Simonet’s work on core-ML [11, 12] take the side-effect view of computations: a
term of any type A may have a side-effect. In contrast, we have taken a monadic
view of computation: only expressions may have an effect.

Our account is most related to the Dependency Core Calculus of Abadi,
Banerjee, et al. [1]. Like our language, DCC uses a family of monads to reason
about information flow. However in DCC, terms of monadic type are used to
seal up values at a security level. In our account, monads are used in a more
traditional role as a means of threading state through a program.

Central to DCC is the notion of protectedness of a type at a security level.
If T is protected at a then T is at least as secure as a. This is closely related to
our notion of informativeness. (Also, a similar notion called “tampering levels”
appears in Honda and Yoshida [4].)
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When viewed through the lens of the encoding of SLam, the two relations
serve the same purpose, ensuring that a computation’s output is at least as
secure as its inputs. In DCC, this is done directly. In our account, this occurs
indirectly: to access a value carrying information only at a particular level, a
computation must adopt a read level at least as high. (However, our account
also offers the facility — not employed in the SLam embedding — not to seal
all computations’ return values in order to obtain a L effective read level).

The definitions of protectedness and informativeness are the same on the
standard type operators, but do not include the idiosyncratic cases: our lan-
guage has no analog of DCC’s monad, nor does DCC contain references or a
traditional (i.e., effects-oriented) monad. Moreover, if it did, we conjecture that
DCC’s definition for these would be somewhat different from ours.

Nevertheless, the similarity between the two suggests that our account might
be profitably combined with DCC to produce a language capable of expressing
security in both value-oriented and store-oriented fashions.

8 Conclusion

We give an account of secure information flow in the context of a higher-order
language with mutable state. Moreover, motivated by the logical underpinnings
of computation, we arrive at an store-oriented approach to security. Rather than
sealing values at a security level, we instead associate security with the store.
A family of monadic types is used to keep track of the effects of computations.
To account for upcalls, we classify the informativeness of types at particular
security levels.

Since we treat terms apart from the effectful expressions, our approach can
straightforwardly encompass additional type constructors. The question of how
to account for additional effects requires further work. From the point of view
of non-interference, effects introduce the possibility of different behavior from
seemingly related expressions. We expect that by further refining the monadic
type to restrict the behavior of related terms, we may be able to account for
effects such as I/O or non-local control transfers.

Our formulation of the monadic language is in the style of Pfenning and
Davies [9]. One avenue of future work is to study whether there is a formula-
tion of information flow in a modal logic that decomposed our monad into the
possibility and necessity modalities.

Several questions remain about our language. In the case that the lattice
of security levels L is finite, it is obvious that the informativeness judgment
F A 7 ais decidable. Although it is reasonable to assume that in a practical
secure programming system, there would only be a finite number of security
levels, it is nonetheless interesting to know whether = A " a is decidable even
in the general case where £ may be infinite.

A general open problem in the area of secure programming languages is
how to devise a type system for a language with declassification operations.
Declassification occurs when a low-security computation makes use of a high-
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security value, but in a way such that the information gained from the high-
security value is deemed an acceptable leak. Recently, Zdancewic and Myers [17]
show how to characterize so-called robust declassification in programs such that
an attacker may observe the declassified values, but may not exploit them to
gain additional high-security information. Zdancewic [16] then gives a type
system for robust declassification. Since declassification is fundamentally an
operation, we conjecture that our store-oriented viewpoint could be meshed
with Zdancewic and Myers to provide a logic of declassification.
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A Judgments

A.1 Informativeness judgment rules

Fas1 W

F1 7a (2)

FB “a
FA—B "a (3)
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FA "a
FO@uwd /S wha

(4)

Fref,b A 7D (5)

FA "a
Freh A 7 O

FA "a
Frefr,b A 7 a (™)

Frefr,b A b (8)

Frefw, A " a 9)

FA, "a bCa

—ra 10

FA/a FA D
FA “alb (11)

A.2 Typing judgment rules

Faza 1

FA<A" FB'<B
FA'—-B <A—B

(13)

FA<B o0=0d
FOoA<OuB

(14)

FA<B alb
Fref, A <refry B

(15)

FB<A bCa (
Fref, A < refw, B

16)

FA<B alb (17)
F refr, A < refr, B
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FB<A bCa (18)
F refw, A < refw, B

S I'HFM:A

srre1 1Y
S;Tka:T(x) (20)
(21)

;T true : bool

;T F false : bool (22)

;' M :bool X;T'HFN;i:A X;TENy: A
;T Fif M then Ny else No : A

(23)

24
E, I'+21: I’efLevel(l) E(E) ( )

»:I'yx:A+-M: B
S T'HFXe:AM:A— B

(25)

»5WI't+tM:A—-B Y, I'HFN:A
>;'HFMN:B

(26)

S:THE+, A
;T kEval E: (O,A

(27)

>WI'FM:A HFALZB
»>I'-M:B

(28)

STHE+, A

>S5I'FM:A
Tk [M] +(J_,T)A

(29)

STEM:OA STz AFE =+, B
;'kletvale =M in E+,B

(30)

>S5I'FM:A
YT Frefy (M2 A) =y 1yref, A

(31)
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X;I'E M :refr, A
>, I'HIM ~(a,T) A

(32)

»:I'E M :refw, A S;THN:A
Ui PEM =N+ a1

(33)

S THFE=-y A o =o
STFE<, A

(34)

S THE<qumA FA T .
SiTFE (LA (35)

YST+HE+,B FB<C
STFE+,C

(36)

dom(X) = {t1,..., 0} X;-FV;:X(;) for1<i<n
F{ti—V,... 0, — V,}: X2

(37)

FS+, A

FH:Y YX,-FE+,A
F(H,Z,E)=+, A

(38)

Derived typing rules for syntactic sugar

S THFE+, A ST a: A F+,C
X;I'Fletz=FEinF=+,C

»TEM:0O,C
>;I'kFrunM +,C

A.3 Equivalent view judgments rules

Y% T F M, :zCMg:A‘

FA "a alZ( Y;THFVI:A SoTHEV: A
El;zg;rl—vlf-?ﬁc‘/giA

(39)

Y2 Exme sl (40)

43



41
LY Thaerex:T(x) (41)

42
31;29; ' = true ~¢ true : bool (42)

31; 29; ' - false = false : bool (43)

El;EQ;F H Ml %g M2 : bool
El;EQ;F H Nl %g NQ c A
El;EQ;F H Pl %g PQ t A

if My then Nj else P; =
if Msthen Noelse P, : A

(44)
21; 22; '+

Y; 80,0 A My =¢ My : B

S FXrc AMy ¢ de: AMy: A— B (45)
El;EQ;Fl_Ml'RJCMQZA_)B
El;EQ;FFNl%gNQ:A 4
El;EQ;F H M1N1 %C M2N2 : B ( 6)
El; Eg; ¢ 74 l: ref._evd(z) El(f)

El;Eg;Fl—El RﬁcEQ%OA 48
El;EQ;FI—V3|E1 %CV3|EQZOOA( )
El;EQ;FI—Ml%CMQZA '—ASB 49

El;EQ;FI—Ml’Rﬁ(MQZB ( )

El;EQ;Fl—Elzc.Eb%OC
El;EQ;FFElﬁgEb%O/O O/jO 50
El;EQ;FFE1%€E2+OC ( )
El;EQ;FFEl ngQ%(nw)C FC/T 51

El;EQ;FFE1%<E2+(L1w)C ( )
Y1;%TFE; =~ Es+, B FB<ZC(C
15 242 1 ~¢ L2 (52)

El;EQ;FF E1 ¢ E2 +OC

El;EQ;FFMl 74 MQZO
Y15 80 T [My] ¢ [Ma] +1 1) C

(53)
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El;Eg;Fl—Ml ¢ M2 : OOA
21;22;F7$2A|—E1 ¢ Ey,+,C

let val M;inE (54)

. . etvalr = 1IN £y =¢

213 g3 ' letval x = My in By +,C
21;22;1“ H M1 "-?JC Mg cA (55)

- refo (M1 : A)  =~¢
21,22,:["7 refa(M21A) +(L1T)refaA

S Lo T F My me My crefra A
31329 T FIMy = M> +(a,T)A (56)

El;EQ;F - M1 %g MQ : refwaA
El;EQ;FF N1 %C NQ c A

El;EQ;F F M, =N, ¢ My := Ny +(J_,a) 1 (57)

+ (Hl : 21) %2] (HQ : 22)

I—Hi:Eifori: 1,2
Y2 1U=%[U
DRI Hl(f) ¢ Hg(f) : El(f) foralll € U

H (Hl : El) %CU (Hg : 22)

F S ¢ So =+, C‘
- (Hl : 21) xgom(Zl)ﬂdom(Eg)ﬁl(C) (H2 . 22)
DI FFEq ¢ Ey+,C (59)
F(Hy, %1, Br) =¢ (H2, %2, Ea) +, C

B Evaluation Rules
M — M’

M — M Irl
if M then Ni else Ny — if M’ then N else N,

IFTRUE

if true then Ny else N9 — N

IFFALSE

if false then Ny else Ny — Ny
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M — M’
MN = arN APPl

!
NN oo

VN - VN
O - ANV = M[V/a] 2FF
S — 9’
N /
M= M RET1

(H,%,[M]) — (H,%, [M'])

M — M LETVALL
(H,Z,letvalz = M in E) — (H,X,letval z = M’ in E)

(H,3,E) — (H', Y, E') .
(H,S,letval o = val Ein F) — (H', %, letval o = val E/ in F) " VAIVAL

LETVAL

(H,%,letval z = val [V]in E) — (H, X, E[V/x])

M — M REF1
(H,Z,ref, (M : A)) — (H, X, ref, (M’ : A))

¢ ¢ dom(H) Level(f)=a
(H,Sref, (V: A) = (H{l = V}.5{0: AL, ) F°F

M — M’

(B, 1M) — (H,x,1p7) BANGl

BANG

(H, X, ) — (H, X, [H(¢)])
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M — M’

(H,E,M = N) — (H,E,M/ — N) AssN1
N — N’
(H,2,V :=N) — (H,%,V := N) AssN2
¢ € dom(H)
AssN

(H,5,0:=V) — (H{{— V},>, [+])

C Proofs

Subterm/Subexpression Termination
e If (H,X,FE) | in n steps, then
1. if E = [M] then M —-"V
2. if E=letvalz = M in F then M —* val E’,
(H,X,E") | in m steps
and k+m <n
3. if E=ref, (M : A) then M —*V and k < n
4. if E =M then M —* V and k < n
5. f E=M:=Nthen M -* Vi, N =" Voandk+m<n
o If M —»™V then
1. If M = N1 Ny, then Ny —* V4 and ViN, =™ ViV and k+m < n
2. If M = if N; then Ny else N3 then N; —F V; and k < n

Proof. by induction on the number of steps in the evaluation relation.

Part (1)

If n =0, evidently E = [V],s0 V =" V.

If n > 0, then (H,X,FE) — S and S | in n — 1 steps. Proceed by cases on
the last rule used in (H,3,E) — S

e Case RETL: E=[M], S=(H,2,[M')), M — M'.
By IH, M' ="'V, 50 M —"V
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Case LETVALL: E =letvalz =M in F, S = (H,3,letval x = M’ in F),
M — M

By IH, M’ —* val E', (H,%,E") | in m steps, and k+m < n — 1. So
M' =kl val B/ and k4+1+m < n.

Case LETVALVAL: E = letval x = val E' in F, S = (H', %/ let val =
val E" in F), (H,%,E') — (H',S', E").

By IH, val E” =0 val E”, (H',Y,E") | in m steps, m < n — 1. So
(H',X',E') | in m + 1 steps, m+ 1 < n.

Case LETVAL: FE =letval z =val [V]in F, S = (H,%, F[V/x]).
Evidently val [V] =% val [V], and (H, X, [V]) = (H,%,[V]), and 0 < n.
Case REF1: E =ref, (M : A), S= (H, X, ref, (M': A)), M — M’.
ByIH, M' =*V k<n—1.S0o M =1V and k+1 < n.

Case REF: E =ref, (V:A), S=(H{—V}X{{: A}, [4), ¢ & dom(H).
Evidently V =%V, 0 < n.

Cases BANG1, BANG: Similar to REF1, REF, respectively.

Case AssN1, AssN2, AssN: Similar to previous cases.

Part (2)

If n =0, evidently M is a value. Case is vacuously true.

If n > 0, then M — M’ and M’ —"~1 V. Proceed by cases on the last rule
used in M — M.

Case Aprl: M = NlNQ, M = N{NQ, N1 — N{

By IH, N| —=* Vi, Ny =™ Vo, and k+m < n — 1. So N —*+1 V; and
k+1+m<n.

Case APP2: Similar to preceding case.

Case App: M = (Az: AN)Va, M' = N|[Vy/z]
Evidently (Az : A.N) =% (\z : A.N), and V2 —° V5 and 0 < n.

Case Irl: M = if Ny then N else N3, M’ = if N then N, else Nj,
Nl —>N{

By IH, N —=* Vi, k<n—1. So Ny =**1 Vj, and k + 1 < n.

Cases IFTRUE, IFFALSE: Evident.
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C.1

Type safety proof

C.1.1 Properties of informativeness and subtyping

Before we go on to prove type safety and non-interference, we take the time to
prove several (standard) lemmas.

Lemma C.1 (Informativeness Inversion). If+- A / a and if

A = bool then a = L
A=B — C thent-C /a

A=O@uw)B thena Ewnbandt=B /b
A=refyBthent B /candaC clUb
A=vrefryBthent B /candaC clUb

A =refwy, B thena T b

Proof. by induction on the given derivation. By cases on the last rule used.

Case rule (1). For each case of A, immediate.

Case rule (2). Vacuous.

Case rule (3). Evidently A=B — C, and - C  a.

Case rule (4). Evidently A = O(,)B and a = wMb where - B /" b.

Case rule (5). Evidently A = ref, B. Let ¢ = L, then F B " ¢ and
al 1l Ua

Case rule (6). Evidently A =ref, Band - B /" a. Then a C alUb.
Case rules (7), (8). Similar to cases for rules (5), (6), respectively.
Case rule (9). Evidently A = refw, B.

Case rule (10). Evidently A /" o’ and a C «a’. By subcases on the
structure of A:

— Subcase A = 1. Vacuous.

— Subcase A =bool. By IH, '’ = 1,s0a = 1.

— Subcase A=B— C. ByIH,-C 7 a'. By rule (10),FC /a

— Subcase A = O(r,u)B- By IH, ' Ewnband = B 7 b. So evidently
aC wlb.

— Subcase A = ref, B. By IH, '’ E clUb and - B  ¢. So evidently
al clUb.

Subcase A = refr, B. Same as previous subcase.
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— Subcase A =refw, B. By IH, @’ Eb. So a C b.

e Case rule (11). Evidently - A a3 and - A /" a3 and a = a; U az. By
subcases on the structure of A:

— Subcase A = 1. Vacuous.
— Subcase A =bool. By IH, a1 =as =a = 1.

— Subcase A=B — C. ByIH, - C /a3, - C / az. By rule (10),
FC 7a

— Subcase A = Ouw)B-
1. ByIH, a; Cwnb; and - B 7 b; fori =1,2.
2. By rule (11),+ B /by U bs.
3. aigwl_lbigwl_l(bll_lbg) fOI"L':LQ.
4. So a Cwn (b Ube).

e Subcase A = refy B.
1. ByIH,a; E¢c;Ub,and - B /¢;fori=1,2
2. arUas EcpUeaUb
3. By rule (11),F B / ¢1 Uco

e Subcase A = refr, B. Similar to previous subcase

e Subcase A = refw, B. By IH, a; C b, so a; U as C b.

Lemma C.2 (Subtyping Inversion). If+ A’ < A and if
e A=1then A =1
e A = bool then A’ = bool
e A=B—=CthenA =B —-C'" and-B< B and-C'<C

A =ref, B then A’ =ref, B
o A =refr, B then

— either A’ = refrys B with+ B’ < B anda’ C a
— or A" =refy B witht B’ < B and a' C a

e A =refw, B then

— either A’ = refw, B’ with+= B < B’ and a C a’
— or A" =refyy B with+ B < B’ and a C o

e A=oB then A’ = Oy B’ andt+B' < B and o’ <o
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and moreover, all the result derivations are subderivations of the given deriva-
tion.

Proof. by cases on the last rule used in the given derivation. Each case follows
immediately from the rules. O

Lemma C.3 (Transitivity of subtyping). The following rule is admissible

FA<B FB<C
FALZC

Proof. by induction on the derivations.
By caseson - B < C

o Case 1
I—BgB( )

By pattern matching B = C. Immediate
e Case

|—01§Bl l_BQSCQ
|—Bl—>32§01—>02

(13)

By pattern matching B = B; — By, C = C7 — Cs.

By inversion, A = Ay — As and - By < Aj and F Ay < By
By IH,F C; < A; and F Ay < Cs

By rule (13),F A< C

=W D=

e Case
FB <C op=o.

F o, B" < Oo.C

(14)

1. By pattern matching B = O,,B’, C = 0,,C’
2. By inversion, A = ,, A’ and - A’ < B’ and o, < 03
3. By IH, - A’ < '
4. Evidently o, =< o,
5. By rule (14),F A< C
e Case

FB' <C' bCc
F ref, B’ < refr. C’

(15)

1. By pattern matching B = ref, B’ and C = refr.C’

2. By inversion, A = B. Immediate.

o Case
FC'<B dCV

F ref, B’ < refw, C’

(16)
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1. By pattern matching B = ref, B’ and C = refw. C’

2. By inversion, A = B. Immediate.

o Case
FB' <C' bCec

F refr, B’ < refr, C’

(17)

1. By pattern matching B = refr, B’, C = refr. C’

2. By inversion, either A = ref, A" or A = refr, A’, and in either case
aCband - A < B’

3. ByIH, A <
4. Evidently a C ¢
5. By either rule (15) or (17),F A< C

e Case
FC'<B ¢Cb

F refw, B’ < refw,.C’

(18)

1. By pattern matching, B = refw, B’, C = refw. C’

2. By inversion, either A = ref, A’ or A = refw, A’, and in either case
bCagand B < A’

3. By IH, - O < A’
4. Evidently c C a
5. By either rule (16) or (18), - A< C

C.1.2 Typing judgment properties
Lemma C.4 (Substitution). If 5;T, I+ M : A and
1. if 5T : ATVE N : B then 3;T, T+ N[M/z] : B
2. if ST,z : AT F E +o B then S;T,1" + E[M/x] =, B

Proof. Parts (1) and (2) simultaneously by induction on ;T z : A,T'+ N : B
(or %;T,z : A,T'+ E +, B). By cases on the last rule used.
Part (1)

e Case rules (19), (21), (22), (24): Immediate.
e Case rules (23), (26), (27), (28): By IH.

o Case

2
S:Tox: ATVEa : (D,x: AT () (20)

If o’ # x then o/[M/x] = 2/, and by rule (20), 3; T, TV F o’ : (T, TV)(2/)
If o’ =z then 2'[M/x] = N,so ([,x : A, T)(2') = A,and ;T TV - N : A.
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o Case

»:Tyx: AT, y:CHP:D
Sz : ATVFXy:BP:C—D

(25)

By IH, ;T\, I,y : C+ P[M/x]: D

2. By rule (25), 5; IV F Ay : C.P[M/z]: C — D

Part (2)
o Case

o Case

=W o=

By properties of substitution, N[M/x] = (A\y : C.P)[M/z] = Ay :
C.P[M/z]

So, 3;I\TV = N[M/x] : B

rules (29), (31), (32), (33), (34), (35), (36): By IH.

S:Tx : ATVFP:0,C ;T x:Al,y:CHF+,B
»Ihz:AT'Fletvaly=PinF+,B

(30)

By IH, T, IV - P[M/z] : O,C
By IH, ;I\ ",y : C+ F[M/x] +, B
By rule (30), ;T TV I let val y = P[M/x] in F[M/z] +, B

By properties of substitution, E[M/x] = let val y = P in F[M/x] =
let val y = P[M/z] in F[M/z]

So ST, IV - E[M/z] +, B

Lemma C.5 (Inversion). Two parts:

o If 3

e o~

NS &

8.
o If 3
1.

I'M:A and

if M =x then T (x) < A
if M =xthenkF1<A
if M = true or M = false then F bool < A

if M = if Ny then Ny else N3 then 3;T' = Ny : bool, ;' Ny @ B,
S:I'FN3:B',and-B<A FB <A

if M =Xz : B.N then ;T2 : BFN:C and- B—-C< A

if M=NP then ;TFN:B—C and ;TP :Band-C <A
ZfMZE then ref._e\,e|(4) E(f) SA

if M =val E then X;THFE -+, B and (O,B< A

I'FE-=+, A and

if E=[M] then 5;THFM: A
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2. if E=letvalz =M in F then 5;T' - M : OyB and ;T z : B+
F=,C,FC<Aand o = (r',w') with either o 20 ort-C /1
and (L,w") <o

3. if E=ref, (M : B) thentref, B< Aand 3;T+M: B

4. if E=IM then X;T'F M :refr, B andt B < C, = C < A and either
(a, T)=<oork-C /a

5 if E=M:=N then ;T M :refw, B, 5;TFN: B, F1< A, and
(L,a) <o

Proof. by induction on the given derivation. By cases on the last rule used.
For part (1), in cases of rules (19) — (27) the result is immediate, by rule
(12). In case of rule (28), the result follows by IH, and transitivity.
For part (2), consider the following cases:

e Case rules (29), (30), (31), (32), (33): Immediate

o Case
YSWIFE=-y A o =o

STFE=, A

(34)

By IH, there are five subcases

— Subcase E = [M], ;T F M : A. Immediate
— Subcase E =letvalz = M in F, ;' M : OoB, &I,z : B+
F+,,C,FC <A and 0" = (r",w") with either o’ <o’ or-C /1"
and (L, w"”) < o. Evident, since o’ <o
— Subcase E =ref, (M : B), Fref, B< AY;TF M : B. Immediate
— Subcase £ =IM, ;' M : refr, Band F B < C}F- C < A and
either (a, T) <o’ or F C /" a. Evident, since o’ < o
— Subcase E =M := N, %I’ M :refw, B, X5; TN : B, F1<A,
and (L, a) < o'. Evident since o’ <o
® Case STFE+qmA FA/
; + T, r
L (35)
STFE A

By pattern matching, o = (L, w)

By IH, there are five subcases

— Subcase E = [M], ;T - M : A. Immediate

— Subcase E =letvalz = M in F, ;T M : OgB, ;T2 : B+
F+,C,FC < A and o = (r,w') with either o/ < (r,w) or
FC /v and (L,w') < (r,w).

x If o < (r,w)
1. By definition, ' C r, and w C w’
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2. By rule (36), %;T,2: BF F+, A
3. By rule (12),F A< A
4. By rule (10), - A 77/
5. By definition, (L,w’) <o
x* IfHA /7 r and (L,w') 2 (r,w
By definition, (L,w') <o
— Subcase E =ref, (M : B), Fref, B< A Y¥;T'+ M : B. Immediate
— Subcase E =IM, ;T M :refr, Band - B < C,+F C < A and
either (a, T) < (r,w) or FC " a.
x If (a, T) X (r,w)
1. By definition, a C r
2. By rule (12),F A< A
3. By rule (10),F A /a
« f-C a
Immediate
— Subcase E =M := N, %' M :refw, B, X;THFN: B, F1<A,
and (L, a) < (r,w).
By definition, w C a. So (L,a) = (L, w)

);

e Case
>WI'tE+,B FB<A

STFE=, A

(36)

By IH, there are five subcases

— Subcase E = [M], %;T-M: B
By rule (28), X;THFM : A

— Subcase E=letvalz =M in F, X5;T'F M : (OyC and ;T 2z : CF
F =+, D, FD< B and o = (r,w) with either o’ <oor D /¢
and (L,w') <o
By transitivity, F D < A.

— Subcase E =ref, (M : C), Fref,C < BXT'+M:C
By transitivity, - ref, C < A

— Subcase £ =M, ;' M : refr,C and F C < D, - D < B and
either (a, T) XoortD /a
By transitivity, - D < A

— Subcase E =M := N, S;T M :refw,C, 5;THFN:C, 1< B,
and (L,a) <o
By transitivity, F 1 < A

Lemma C.6 (Canonical Forms). If ;- -V : A and
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S N R

if A=1 then V = %

if A = bool then V = true or V = false

if A=B— C thenV =Xz : B".M

if A=refy B then V ={ and ¢ € dom(X)
if A =refr, B then V =/ and { € dom(X)
if A=refw, B then V =/{ and ¢ € dom(X)
if A= B then V =val E

Proof. by induction on the typing derivation; by inspection of the last typing
rule used. o

C.1.3 Store properties

Lemma C.7 (Store Weakening). If ¥/ O % and X' well-formed, and

o if ;TFM:AthenXY;THM: A

e if;I'FE+,C thenY;I'FE+,C

Proof. by simultaneous induction on the given derivations. By cases on the last
rule used.

o Case

24
E;F F: refLevng) E(ﬁ) ( )

1. Since Y’ is well-formed, there is at most one occurrence of ¢ in Y’

2. Evidently ¢ € dom(X), therefore ¢ € dom(X).

3. Since X' D %, 3/ (£) = S(0).

4. By rule (24), ¥';T' = £ : refievei(e) X' (€).

e All the remaining cases are straightforward by IH.

O

Corollary C.8 (Allocation Safety). If ;- -V : A, - H : X and if { &
dom(H) then - H{{ — V} :3{(: A}

Proof. 1. By inversion, dom(H) = dom(X), and ;- F H(¢) : 3(¢') for each

¢ € dom(H)

Therefore ¢ ¢ dom(X), and therefore ¥/ = ¥{¢: A} is well-formed.
By Store Weakening, ¥';-FV : A

By Store Weakening, ¥';- = H(¢') : ¥(¢') for ¢’ € dom(H)
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5. Since &' D X, ¥/(¢') = X(¢') for ¢’ € dom(H)
6. Evidently dom(H{{+— V}) = dom(Y’)

7. By rule (37),F H{{ — V}: ¥/
O

Lemma C.9 (Store Update). If+- H : ¥ and if £ € dom(X) and &;- + V :
Y(¢) then H{{ —V}: X

Proof. 1. By Inversion, dom(H) = dom(X)
2. So dom(H{¢ — V}) = dom(X)
Consider ¢' € dom(X)
If ¢ = 0, then H{f— V}(') =V, s0 ;- F H{l — V}(¢') : D(¢)
0 #4, then HU— V() =H{)so Z;-F H{{— V) : S(¢)

S oo W

By rule (37),F H{{ — V}: X

C.1.4 Preservation, Progress and Type safety
Lemma C.10 (Term Preservation). If ¥;- F M : A and M — M’ then
SoFM A

Proof. by induction on the evaluation relation. By cases on the last rule used.

e Case IFl: M = if Ny then N else N3, M’ = if N; then Ny else Nj,
N1 —>N{

1. By Inversion, ;- = Ny : bool, ¥;- = Ny : B, ¥;- - N3 : B’ and
FB<AFB <A

2. By IH, ;- + N’ : bool

3.
BENptB FBSA o S ENg B FBSA L
Y-+ Nj : bool Yi-FNy: A Y;-FN3: A 53
oM A (23)

e Case IFTRUE: M = if true then Ny else N3, M’ = N,

1. By Inversion, X; - - true : bool, ;- = Ny : B, X;- = N3 : B',F B < A,
F B <A

2. By rule (28), %;-F Ny : A
e Case IFFALSE: M = if false then N5 else N3, M’ = N3

Similar to previous case.
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e Case ArPl: M = NP, N — N, M'=N'P

1. By Inversion, 3;-F N: B—Cand ;- P: Band-FC < A
2. ByIH, ;- N':B—C

3.
;-FN:B—C %;--P:B

;- N'P:C
SoFM A

(26)
FOSA g

e Case APP2: M = NP, P — P/, M' = NP’

1. By Inversion, ;- N: B—Cand 3;-F P: Band-FC < A
2. ByIH, ;- P': B

3.
5 FN:B—-C X%;-FP:B

;- NP : C
SoFM A

(26)
FOSA Ly

e Case App: M = (Az: B.N)P, M' = N[P/x]
1. By Inversion, ;- - Az : B.N : B — C’ and X;- - P : B’ and
FC'<A
By Inversion, X;z: BFN:Cand+-B —-C < B — ('
By Subtyping Inversion, - B’ < B+ C < ('
By transitivity, - C < A
By rule (28), X;-+ P: B
By Substitution, ¥;- - N[P/z]: C
By rule (28, %;-+ M': A

NS ok N

Preservation If-S-+,Aand S — S thenF S =, A

Proof. by induction on the evaluation relation.
By pattern matching, S = (H,%, E), S’ = (H', %', E'), o = (r,w)
By Inversion,

e FH: X

e Y, . FE+, A

Now proceed by cases on the last rule used in S — S’

e Case RETl: E=[M],H' =H, Y =% FE =[M1],M - M
1. By Inversion, ;- M : A
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2. By Term Preservation, ¥;- = M’ : A

3.
M
> M A (29)
E;~F[M’]+(J_7T)A (J_,T)jo a4
i-FE +, A (34)

4. By rule (38),F 5"+, A
e Case LETVALL: E=letvale =M inF,H =H,¥ =%, E =letvalz =
M in F, M — M’
1. By Inversion, ;- M : OB and X2 : BE F+, C, - C < A with
o = (r',w') and either o’ <o or both - C /7’ and (L,w') <o
2. By Term Preservation, ;- = M’ : O B
3. By rule (30) X;-Fletvalz = M’ in F +, C

4. If o' <o
E'-I—E/+O/C ! <
’ 0 =9 (34)
S FE <, C FCSA o
;- FE -, A
5. HFC /7 and (L,w') <o
R
E;-FE’+(J_7w/)C' (L,w') <o 24
»-FE +,C (34) FCgA(%)
R E +, A
6. By rule (38),F 5"+, A
e Case LETVALVAL: E = let val x = val By in F, E/ = let val z =

val Bl in F, (H, S, E)) — (H',Y, E)

1. By Inversion, X;-Fval By : OB and ;2 : B F+, C,FC < A
with o’ = (r',w’) and either o’ <o or both - C " and (L,w') <o
By Inversion, X;- + Ey +o» B’ and F Qo B’ < O B
By rule (38), - (H,X, Ey) +o B’

By IH, - (H',S', E}) <o B’

By inversion, - (H' : ¥/), ¥';- + E] +,» B’
By rule (27), ¥';- Fval Ef : Qo B’

By rule (28), X';- Fval Ef : On B

By Store Size, ¥’ O %2

By Store Weakening, ¥';- - F +, C

© 0Nk W

99



10.
11.

12.

13.
14.

By rule (30) ¥/;- F let val x = val E{ in F +, C
Ifo' <o ) ) )
i FE +5C o 2o
Y * 0 —_ 4
¥ FE +,C (34)
IfFEC /7 and (L,w') <o
Vb B C RO o
Yiob B C (L,w') <o ”
Y:.-FE +,C (34)

By rule (36), ¥';-F E' =, A
By rule (38), - S" +, A

e Case LETVAL: E =letvalz =val [V]inF, H = H,Y =%, F' = F[V/x]

1.

9.
10.

N

By Inversion, ;- Fval [V]: OB and X;2: BE F+, C, - C < A,
with o’ = (r',w’) and either o' <o or both - C " and (L,w') <o

By Inversion, ¥;- F [V] =, B and F Qo B’ < O B
By Inversion, ;- =V : B’

By Subtyping Inversion, - B’ < B and 0" < o

By rule (28), X;-+V : B

By Substitution, ¥; -+ F[V/z] +, C

If o' <o
Yo FE - C o <o

iR E =, C

(34)

IfEC /7" and (L,w') <o
S b By C FC /0
- - E +(J_7w/)c
Y-FE -, C

(35) (L,w') <o

(34)

By rule (36), ;- F E' +, A
By rule (38), - S" +, A

Case REF1: similar to RET1

Case BANG1: similar to RET1

Case ASssN1: similar to RET1

Case ASSN2: similar to RET1

Case REF: E =ref, (V:B), H = H{{ — V}, ¥ =3{¢: B}, E' = [{],
where ¢ ¢ dom(H), Level(¢) = a
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1.
2.
3.

4.

By Inversion, X;-FV : B, Fref, B< A
By Allocation Safety, - H' : ¥/

ikl :ref, B (24) Fref,B<A
ikl A

YR A

YioFE -, A

(28)

(29)

By rule (38), - S" +, A

e Case BANG: E=l{, H = H, Y =%, E' = [H({)]

1.

RO AR Sl R

By Inversion, X;- = £ : refr, B, and F B < C, - C' < A, with either
(a, T)=<oorFC /Ja

By Inversion, I ref| eyei(¢) £(¢) < refr, B

By Subtyping Inversion, Level(¢) C a, - 3(¢) < B
By transitivity, - 2(¢) < C

By Store Typing, ;- H(¢) : £(¢)

SR H(O) 2 F2() <O
ik E' ~(a,T) C

(32)

7. If (a, T) = o, then by rule (34), 3;- - E' =, C
8. If HC /" a, then

9.
10.

E;-FE’%(aﬁT)C l—C/‘a
E;~FE/+(J_)T)C
Y-FE +,C

(35)

(34)

By rule (36), ;- F E' +, A
By rule (38),F S" +, A

e Case AssN\: E=(:=V, H =H{{—V}, ¥ =%, F =[+], { € dom(H)

IR S

By Inversion, X;- = ¢ :refw, B, 3;-FV : B, F1< A, (L,a) <o
By Inversion, = ref| evei(¢) £(¢) < refw;, B

By Subtyping Inversion, - B < X(¢), b C Level(¢)

By rule (28), ¥;- F V : X(¢)

By Store Update, - H' : &

MiobFxc:l (19) F1<A (36)
E;-FE/ +(J_7-|—)1 (J_,T) <o
5o E +, A (34)
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7. By rule (38),F 5"+, A
(]

Lemma C.11 (Term Progress). If X;-+ M : A then either M is a value, or
M’ such that M — M’

Proof. by induction on the given derivation. By cases on the last rule used.

® Case S FM:B FB<A
7 >ioFM:A — (29
By IH.
e Case rules (19), (21), (22), (24), (25), (27): Immediate, evidently M is a
value.

e Case rule (20). Vacuous, context is empty.

e Case
Y;-F Ny:bool X;-FNy: A X¥;-FN3: A

Y- Fif Nythen Nyelse N3: A

(23)

By pattern matching, M = if N then N5 else Nj.
By IH, either N; is a value, or Ny — Nj.

— Subcase Nj is a value
1. By Canonical Forms, either Ny = true or N; = false.
2. In the former case, M — N5 by IFTRUE
3. In the latter case, M — N3 by IFFALSE
— Subcase Ny — Nj
Evidently M — M’ where M’ = if N then N3 else N3 by IF.
e Case
> FN:B—-A %X;--P:B
Y;-FNP: A

(26)

By pattern matching, M = NP.
By IH, either N is a value, or N — N’

— Subcase N is a value By IH, either P is a value, or P — P’
* Subsubcase P is a value
1. By Canonical Forms, N = \z : BN’
2. Let M’ = N'[P/z]. Evidently M — M’ by App.
* Subsubcase P — P’
Let M’ = NP'. Evidently M — M’ by App2.
— Subcase N — N’
Let M’ = N'P. Evidently M — M’ by Aprpr1.
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Progress If S <, A then either S is terminal, or 35’ such that S — S’

Proof. By pattern matching, S = (H, X, E).
By Inversion, - H : ¥, and ;- - E =+, A.
Proceed by induction on the typing derivation, by cases on the last rule used:

e Case rules (36), (34), (35): Immediate by TH.

o Case
;-FM:A

E;- + [M] +(J_7-|—)A

(29)

By pattern matching, £ = [M], o= (L, T)

By Term Progress, either M is a value or M — M’
If M is a value, then S is terminal

IfM— M, let 8= (HX% [M]);S— S by RET1

= o=

e Case
;M :B

E; - refa (M : B) +(L,T) refa B

(31)

1. By pattern matching, E =ref, (M : B), o= (L, T), A=ref, B
2. By Term Progress, either M is a value or M — M’
3. If M is a value, let 8" = (H{¢ — M}, 3{¢: B},[{] for ¢ & dom(H);
S — S’ by REF
4. UM — M’ let S’ = (H,X,ref, (M’ : B)); S — S’ by REF1
e Case
;' M :refr, A (32)
I HM ~(a,T) A

1. By pattern matching, F =!M, 0 = (a, T)
2. By Term Progress, either M is a value or M — M’

— If M is a value
(a) By Canonical Forms, M = ¢, { € dom(X)
(b) By store typing, dom(H) = dom(X), so ¢ € dom(H)
(c) Let 8" = (H,X,[H(¢)]; S — S’ by BANG
—IfM— M let S"=(H,X,!M"); S— S by BANG1
o Case
;' M :refw, A S;TEN:A
BiTEM: =N+ 41

(33)

1. By pattern matching, E =M := N, 0= (L,a), A=1
2. By Term Progress, either M is a value, or M — M’
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— If M is a value
(a) By Term Progress, either N is a value or N — N’
* If N is a value
i. By Canonical Forms, M = ¢, ¢ € dom(X)
ii. By store typing, dom(H) = dom(X), so ¢ € dom(H)
iii. Let 8" = (H{{— N}, %,[%]); S — S’ by AssN
«x N — N let = (H,X,M:=N'); S— S by Assn2
—IftM— M let S"=(HX, M :=N); S— S by Assn1
o Case
SWI'EM:OoB ST z:AFF+, A

SsThletvalz=Min F+, A (30)

1. By pattern matching, F = letvalz = M in F
2. By Term Progress, either M is a value, or M — M’
— If M is a value
(a) By Canonical Forms, M = val E4
(b) By Inversion, ;- + Fy =, C, F O C < O,B
(¢) By IH, (H,X, E1) is either terminal or
(H,%,Ey) — (H', X EY)
x If (H,X, Ey) is terminal
i. By pattern matching, Eq = [V]
ii. Let S’ = (H,X, F[V/z]); S — S’ by LETVAL
« If (H,X,E,) — (H,X,E}),
let S = (H',Y,let val x = val E{ in F); S — S’ by
LETVALVAL
—IfM— M, let S"=letvalz =M'inF, S — S by LETVAL1

O

C.2 Structural properties of equivalence

We show that the judgments for ~¢ admit reflexivity (for well-typed computa-
tions), symmetry, and transitivity rules, that is they are equivalence relations
on well-typed computation states.

Lemma C.12 (Reflexivity). 1. If5;T'F M : A then ;5,7 - M ~¢ M :
A.

2. If 885 THFE+,C then 5; 5, TFE~: E+,C
3. IfF H:X thent (H : X) %2] (H:X) for all U C dom(H)
4. IfFS+,C thenk S=¢ S +,C
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Proof. Parts (1) and (2) simultaneously by induction on the given derivation,
by cases on the last rule used. Parts (3) and (4) follow by inversion on the single
rule for the given derivation, and then using parts (1) and (2).

In part (1), the case of store locations is not immediate:

o Case

24
ST E £ refeveey 2(€) (24

There are two cases, either Level(¢) C ¢ or Level(¢) Z (:
— Subcase Level(¢) C (:

Level(¢) C ¢ X(0) =X(¢)
E; E;F 7 74 I refLevd(g) 2(6)

(47)

— Subcase Level(¢) £ :

) . 5
i ELerefie) B0 F refl gaq 2(6) / Level(Z) (5)
ST £ refevee) 2(€) Level(¢) IZ ¢
39
E; E,P [ f %C é : ref._e\,e|(g) E(f) ( )
The remaining cases follow by induction O

Lemma C.13 (Symmetry). 1. If3;30; ' F My ~¢ My : A then¥o;3; T F
MQ %C Ml D A.

2. Ile,ZQ,FFEl ¢ Es +~, C then Eg;zl;FFEQ ¢ FEi+,C
3. IfF (Hl : 21) %CU (H2 : 22) then (HQ : 22) %CU (Hl : 21)
4. If}— S e Sy +, C then = S ¢ S1+,C

Proof. by induction on derivations. Evident as all the judgments are symmetric.
O

Lemma C.14 (Transitivity). Four parts:

1. If 21;22;1—‘ = M1 ¢ M2 : A and 22;23;1“ = M2 ¢ M3 : A then
21;23;FFM1 %CMglA

2. If 21;22;1“ F Ey e FEy +, C and 22;23;1“ F Es 74 FE3 +, C then
El;El;I‘FEl ¢ E3+OC

3. If F (Hl : El) ’,QJCU (Hg : 22) and + (Hg : 22) Q:CU (H3 : 23) then
- (Hl : 21) %CU (Hg : 23)
4. IfF S ¢ Sy +, C and = Sy ¢ Sg -, C then F S ¢ Sg =, C
Proof. Parts (1) and (2) follow by simultaneous induction on derivations.

Part (3):
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1. By Inversion on each given derivation, - H; : 3; for i =1,2,3, X, [U =
22 r U = 23 r U, and for each /¢ € U, 21;22;- H Hl(f) Rﬁc Hg(f) : El(f)
and 22;23; . F Hg(é) %C Hg(é) . 22(6)

2. By Part (1), for each ¢ € U, £1;X3;- - Hi () =¢ H3(£) : £1(€)
3. By rule (58), F (H;y : ¥4) zg (Hs : 33)

Part (4):

1. By pattern matching, S; = (H;,%;, F;) for i =1,2,3

2. By IHVGI'SiOIl, I (Hl : 21)) '&’2]12 (Hg : 22), 21;22;- = El e E2 -0 C
where U12 = dom(El) N dOHl(ZQ) n l(C)

3. By Inversion, - (Hz : ¥2)) zCUZS (Hs : X3), Y93 ¥3;- F By =¢ E3 +,C
where U23 = dOHl(EQ) N dOm(Zg) N l(C)

4. Let Uys = dom(X;) Ndom(X3) N [(¢)
5. Suppose £ € Uyz \ (dom(22) N 1({))

(a) Evidently, £ & Uy and ¢ & Usas
(b) Choose ¢ ¢ Uy3 Udom(32) such that Level(¢) = Level(¢)
(¢) a-vary (Hs, X3, E3) with ¢ for ¢

6. So for all £ € Uy, £ € dom(X2) N ()

7. Evidently, U1z C Uiz and Uz C Usg

8. By Store Equivalence Coarsening, - (Hy : X1) zg”‘ (H2 : X9), and
(Ha : $9) ~={"* (Hs : ¥3)

9. By Part (3), - (Hy : £1) ~{** (Hs : 33)

10. By Part (2), £1;33;- F By ~¢ E3 +,C

11. By rule (59), F S1 ~¢ S5+, C

Lemma C.15 (Regularity of Equivalence). Four parts:
1. If 313800 My m=¢ My : A then 85T M; - A
2. If ¥1;30; T F By =¢ Ep +,C then ¥;; ' E; +, C
3. IfF (Hy: %) R%CU (Hy : Xo) then - H; = %,
4. IfE Sy =¢ So+,C thent S; +,C

Proof. by induction on the derivations. O
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Lemma C.16 (Store Equivalence Coarsening). If - (H; : X4) %CU/ (Hs :
¥2) and U C U’ then b (Hy : X1) zg (Hz : X9)

Proof. 1. By Inversion, - H; : X; for i = 1,2, 31 | U’ = ¥y | U’, for each
{ e U/, 21;22; - Hl(g) ¢ HQ(E) : 21(6)

2. Evidently, ¥ [U =% [ U
3. Evidently, for each £ € U, ¥1;X9;- - H1 () =¢ Ha(¢) : 1(0)

4. By rule (58), F (Hy : ¥1) z? (Hs : X9)
O

Lemma C.17 (Equivalent Values). If ¥1;Xq;- F My ~¢ My : A then My is
a value if and only if Ms is a value.
Proof. by induction on the equivalence derivation. By cases on the last rule

used.

e Case:rules (39), (40), (42), (43), (45), (47), (48). Evidently both M; and
M are values.

e Caserule (41). Vacuous, I' = -.
e Caserule (44), (46). Evidently both M; and M, are not values.
e Case:rule (49). By IH.
O
With the Equivalent Values lemma in hand, we can establish the Hexagon

Lemma for terms.

C.3 Term Hexagon lemma proof

Term Hexagon Lemma For all ¢, if ¥1;%9;- - My =¢ My : A and M; —
M{ and My — M} and M7 | and M3 |, then there exist M7, M} such that
MY —* MY, My —* My, 1 b MY~ My : A

Proof. by induction on the given derivation. By cases on the last rule used.

e Cases rules (39), (40), (42), (43), (45), (47), (48). Vacuous, My, My are
values, no applicable evaluation rules.

e Case rule (41). Vacuous, I' = -

e Case rule (49). By IH.
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e Case rule (44):

21;22;- F Nl ¢ N2 : bool 21;22;' = P11 e P21 A 21;22;- F P12 e P22 :

Y1;%9; - Fif Ny then Pyq else Pyo e if N5 then Py else Py : A

By pattern matching, M; = if N; then P;; else Pys for i =1,2

There are three possible evaluation rules for My — Mj

— Case IFl: M| =if N{ then Pi; else Pi3, Ny — Nj

1.
2.

d.
6.

By Equivalent Values, N5 is not a value

The only applicable evaluation rule for My — M} is IFl: M} =
if Né then P»; else Pyo, Ny — Né

By Subterm Termination, Ny |, Nj |

By IH, there exist N{', N4’ such that N/ —* N/’ for i = 1,2, and
Y1589 B Ny =¢ N : bool

By repeated application of Irl, M! —* M/ for i =1,2

By rule (44), ¥1;%9;- = M| =¢ M} : A

— Case IFTRUE: N; = true, M| = Pi;

1.
2.

By Equivalent Values, N5 is a value
By Equivalent Term Inversion, there are two subcases:

x KEither there exists a B such that B < bool, - B  a,
aZCand X;;-FN; : B
By subtyping inversion, B = bool. By Informativeness In-
version, a = L, for a contradiction (since L C ()

x Or Ny = true

(a) There is a single applicable evaluation rule for My — M},
IFTRUE: M} = Py;.

(b) Let M/ = M/ for i =1,2.

(c) Evidently, 3¥1;39; -+ M{' = Mj : A

— Case IFFALSE: N; = false, M} = Py

Similar to previous case.

e Case rule (46):

21;22;'FN1%<N22B—>A 21;22;'FP1%<P2:B

21;22; -+ N1P1 %C N2P2 c A (46)

By pattern matching, M; = N;P; for i = 1,2

There are three possible evaluation rules for My — Mj

— Case AppPl: M| = N{P;, Ny — N]

1. By Equivalent Values, N> is not a value
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The only applicable evaluation rule for My — M} is App1l: M} =
Népg, N2 — Né

By Subterm Termination, Ny |, No |

By IH, there exist N{', N4’ such that N/ —* N/’ for i = 1,2, and
Y1;80-F N = N/ :B— A

. Let M!" = N/'P, fori=1,2
6.
7.

By repeated application of Appl, M/ —* M/ for i =1,2
By rule (46), $1;50;- - M} ~¢ My : A

— Case ApP2: N; value, M| = N1 P{, P, — P|

1.
2.
3.

O.
6.
7.

By Equivalent Values, N is a value

By Equivalent Values, P» is not a value

The only applicable evaluation rule for My — My is ApP2: My =
NQPQ/, P2 — PQ/

By IH, there exist P;’, Py, such that P/ —* P/’ for i = 1,2, and
Y1380 F P~ Py :B

Let M" = N;P" for i = 1,2

By repeated application of App2, M/ — M/ for i =1,2

By rule (46), 3¥1;X0;- = M{" =¢ M}/ - A

— Case App: N1 = Az : Bl'M117 P Value, M{ = Mll[Pl/:v]

1.
2.
3.

Evidently, V; is a value
By Equivalent Values, N» is a value, P; is a value
By Equivalent Term Inversion, there are two subcases:
x Either FQ < B—Aand+ Q /aandalZ ( and X;;- F
N;,:D—Cfori=1,2
(a) By Subtyping Inversion, @ = D — C, - B < D and
FC<A
(b) By Canonical Forms, Ny = Az : By.Ma;
(c) There is a single applicable evaluation rule for My — M},
App: Mé = le[Pz/x]
(d) By Inversion, ¥1;2 : B; - Mj7 : A; and - B; — A; <
D—Cfori=1,2
(e) By Subtyping Inversion, v D < B; and - A; < C for
i=1,2
(f) By transitivity, - B < B; for i = 1,2
(g) By Regularity, ¥;;-F P, : B for i =1,2
(h) By rule (28), ¥;;-+ P, : B; fori=1,2
(i) By Substitution, 3;;- = M/ : A; for i = 1,2
(j) By rule (28), X;;-F M; : C for i =1,2
(k) Since M |, there is some V;, such that M/ —* V; for
i=1,2
(1) Let M/ =V, fori=1,2

69



(m) By Transitivity of Preservation, X;;-+ V; : C

n) By Informativeness Inversion, - C' " a

o) By rule (39), X1;3q;- F M{ =~ MY : C

p) By rule (49), ¥1;39;- = M| ~¢ M} : A

* Or Ng = Az @ C. Moy, Y1339 : C B My =¢ Moy @ D,
FC—-D<B—-A

(a) There is a single applicable evaluation rule for My — M},

App: Mé = Mgl[Pg/w]

(b) Let M/ = M;

(¢) By Subtyping Inversion, F B< C,F D < A

(d) By rule (49), ¥1;39;-F Py ~¢ Py : C
)
)

(
(
(

(e) By Functionality, ¥1;X9;- - M11[P1 /] ¢ Ma1[Py/x] : D
(f) By rule (49), £1;Xq;- F M{ ~c MY : A
O

C.4 High Security Step proof
Single High Security Step If+ (H,X,E) <+, A, o = (r,w) and w [Z ¢, and
(H,%,E) — (H',Y,E') then F (H : 2) & &0 (g7 37y,
Proof. by induction on (H, %, E) — (H',Y',| F’)

By inversion on F (H, 3, E) +, A, we have

o -H: XY

e X, FE, A

Now consider cases on the evaluation rule used:

e Case RETl: E=[M],H =H,¥Y =% E =[N, M - N

By Reflexivity, - (H : £) =V (H' : ¥') where U = dom(Z) N (¢
¢

e Case LETVALL: E=letvalz =M inF,H = H,Y =% E' =letvalz =
NinF,M - N

Identical to preceding case

e Case REFl: E =ref, (M : B), H = H, ¥ =%, E' = ref, (N : B),
M — N

Identical to RET1 case
e Case BANGl: E=IM,H'=H,¥ =%, E' =IN,M —- N
Identical to RET1 case

e Case ASSNI: E=M =N, H' =H,Y =%, E' = M' := N, M — M’

Identical to RET1 case
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e Case ASSN2: E= M := N, M value, H = H, Y =%, ' = M := N/,
N — N’

Identical to RET1 case

e Case LETVALVAL: E = let val z = valE; in F, £/ = let val z =
val By in F, (H, %, E;) — (H',%', E)

1. By Inversion, for some o' = (', w’), X;- F val By : Ou B, Xz :
BFF -+, C,+ C < A, where either o/ < o0 or both - C /7' and
(L,w) <o

Either way, w C w’, so w' [Z ¢

By Inversion, ¥;- = E1 <o B’ and F Qo B’ < Qo' B
By rule (38), - (H,X, Fy) +o B’

By IH, + (H : %) %2] (H' : ¥') where U = dom(X) N [({)

o e LN

e Case LETVAL: E =letvalz =val [V]inF, H = H,Y =%, F' = F[V/x]

Identical to the RET1 case
o Case BANG: E=lf, H' = H,¥' =%, E' = H({)
Identical to RET1 case
e Case REF: E=ref, (V:B), H =H{{—V}, ¥ =%{¢: B}, E' =/,
¢ ¢ dom(H), Level({) = a
1. By Inversion, ;- V : B, Fref, B< A
2. By rule (37),F H' : ¥/
3. Consider ¢ € U, by construction, H'(¢') = H(¢') and ¥'(¢') = Z(¢')
4. By rule (58) - (H : X) ~¢ (H' : %)

o Case AssN: E=(:=V, H =H{{—V} ¥ =% E = [4

By Inversion, ;- + £ : refw, B, ;- -V : B, (L,a) <o, F1 <A
By Inversion, I ref| eyei(¢) £(¢) < refw, B

By Subtyping Inversion, - B < ¥(¥), a C Level(¢)

Since (L,a) < o, w C a C Level(¢)

Since w IZ ¢, Level(£) [Z ¢, so £ ¢ U where U = dom(X) N |(¢)
By rule (37), - H' : &/

By rule (58), - (H : ) ~¢ (H' : %)

NS Gt W =

O

We showed Equivalent Term Inversion in the body of the paper. Equivalent
Expression Inversion is proved below:
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Lemma C.18 (Equivalent Expression Inversion). If 31;3,;T F Ey ~¢
Es =+, A then

1. lel = [Ml] then E2 = [MQ] and 21;22;1—‘ = M1 74 M2 tA

Proof. by induction on the given derivation. By cases on the last rule used.
The following cases are relevant:

e Case
21;22;FFM1 %C MQSA

13 89 T = [My] ¢ [Ma] =11y A

(53)

Immediate.
e Case rules (50), (51): by IH.

e Case
El;ZQ;FFEH%CEQ%OB FBSA

El;EQ;FFEl ¢ Es5 +OA (52)

1. By IH7 if E1 = [Ml] then EQ = [MQ] and Zl;EQ;F = Ml %C MQ : B
2. By rule (49), ¥1;20;TF My = My : A

O
Next we show that any equivalent terms (or expressions) are equivalent under

larger store types. This is a technical result necessary for later proofs.

Lemma C.19 (Simultaneous Store Weakening). If ¥} D ¥; and 35 D %o,
and if 34,34 are well-formed, then

o if X1;50; T My e Myt A then S50 T F My e My A
° szl,EQ,F FE; ¢ Ey +~, C then ZS,Z/Q,F FE; ¢ Ey, -, C
Proof. by induction on the given derivation, by cases on the last rule used. Most

cases are immediate by TH, since they do not pose any restrictions on ;. The
following cases of the first part are interesting:

o Case
SuPEVI:A YosTEVL:A FA a alZ(

Y; TV =c Vot A

(39)

1. By Store Weakening, X4;T'F V; : Afori=1,2
2. By rule (39), X); 35, TF Vi ~; V2 : A
e Case
Level(ﬁ) C C El(f) = Zg(f)
El; 22; ¢ ¢ I ref._evd(z) El(f)

(47)
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1. Since ¥ is well-formed, and ¥} D ¥;, X4(¢) = £;(¢) for i = 1,2
2. Consequently, X (¢) = X5(¢)
3. By rule (47), ¥1; 55 T F £ = £ : ref eveie) 271 (£)

C.5 Hexagon lemma proof
Hexagon Lemma For all ¢, if o = (r,w) with r C ¢, and if
oSS+, C
e 5 — 81,8 — 5
e 511,851
then there exist Sy, S5 such that
o 51 —* 8y, 8 —* Sy
o FS!~8)+,C
Proof. By Inversion on - 51 ~=¢ Sz +, C,
e Sy =(H1,%1,E1), S2 = (Ha, Yo, E>)
o b (Hy: %) ~Y (Hy: X2) where U = dom(%;) Ndom(%s) N [(¢)
o Y30 FE & By, C

We prove, by induction on the derivation of ¥1;39;- F By =¢ Es +, C the
following statement:
Given

o (Hl : 21) zg (HQ : 22) where U = dom(El)ﬂdom(Eg)ﬂl(Q

[ ] (Hl,El,El) — Si and (Hg, EQ,EQ) — Sé

e 511,81

there exist Sy = (H{, XY, EY), SY = (HY, X}, EY) such that
1. §1 —* Sy, S, —* SY
2. F(HY : %) ng’ (HY - 34
where U’ = dom(XY) Ndom(X5) N [(¢)

3. ;%4 - F B =¢ B +,C

Note that the conclusion of the induction hypothesis suffices to show the con-

clusion of the lemma, by rule (59).
Case analyze the last rule used in the derivation.
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o Case
Y1;8-F By~ By +,B FB<C

Y1380 F By me B+, C

(52)

1. By IH, there exists S = (H{, XY, EY), S4 = (HY, X4, EY) such that
— §1 —*8Y and S§ — SY
— bk (HY X)) &Y (HY : $Y) where U' = dom(Xf) N dom(%4) N

L(©)

- X3y B = Ef +, B

2. By rule (52), ¥/;35;-+ EY ~¢ Ef +,C

e Case
21;22;'|—E1 'rla‘(EQ%O/C OIjO
Y1380 F By R B+, C

(50)

1. From o <0, 7" CrC(
2. By IH, there exist Sy = (H{, XY, EY), S5 = (HY, %4, EY) such that
- S —=* S/ fori=1,2
— bk (HY 2 &Y (HY - XY)
where U’ = dom(EY) Ndom(EY) N ()
- X055 F E e By +o C
3. By rule (50), £/;25;- F EY =¢ EJ +, C

e Case
El;EQ;FFEl ¢ Es +(T/)w)C' FO/‘T’/ 51
;39T By ¢ E2+(L1M)C ( )
By pattern matching, r = L
Consider two subcases: either v’ C ¢ or 7/ [Z ¢
—Ifr ¢
1. By IH, there exist Sy = (H{,%Y,EY), Sy = (HY, %4, EY) such
that

« S —* S fori=1,2
« B (HY - 2p) =Y (HY - 2)
where U’ = dom(XY) Ndom(X4) N [(¢)
* X895 B EY m¢ BY (0 C
2. By rule (51), 21;X4;- F EY m=¢ EY +,C
—IfriZ¢
1. Since v’ E w, then w IZ ¢
2. By Regularity of Equivalence, & H; : 3, Y5+ = Ej (0 ) C for
i=1,2
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3. Since S} |, (H;, X, E;) —T (H!', X!, [V;]) for some S/ = (H/', %, [Vi])
fori=1,2
4. By HSS
« B (HY: 57) ~¢ (Hy = X3)
x U =dom(H])Ndom(HY) N [(¢)
5. By repeatedly applying Preservation, ¥7;- & [Vi] +(/ ) C for
i=1,2
6. By Inversion, ¥/;-FV; : C for i =1,2

ok C FC 7!
X oFVa: C rZ¢

39
’1/; ’2/7|—V1"&“<Vv20 ((5)3)
%y F Vil = Vol =) © (L, T)=o (50)
S Vil &¢ (Vo] +0 C
o Case
21;22;-|—M1 "-?JC MQZC (53)
X1 Bo; - [My] ¢ [Ma] =1 1) C
1. By pattern matching, E; = [M;], o = (r,w) = (L, T)

The only applicable evaluation rules are: for ¢ = 1,2

(Hi, %, [Mi]) — (Hi, %, [M]])

RET1

By Term Hexagon Lemma, there exist M{', M such that M{ —* MY
My —* MY 3,505 M = My : C

A Let H' = H;, B! = [M!'), S/ =%, U' =U

5. By repeated application of RET1, (H;,%;, [M]]) —* (H/, X!, El")
6.

7. By (53), 21,34 F EY =¢c Ef +, C

3

Evidently, b (HY : £7) ~¢" (H} : £4)

e Case

21;22;'FM1%<MQZOOA El;EQ;IZAFlegFé%oO

Y1329 - Fletvalz = My in Fy ¢ letval z = My in Fy ~, C (54)

By pattern matching, E; = let val x = M, in F;
Consider the evaluation rule for (Hy,%4, Eq) — (Hy, 21, EY):

— Subcase LETvALL: M1 — M{, E} =letval x = M{ in Fi, H| = H;,

=3

1. By Equivalent Values, M, is not a value
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2. The only applicable evaluation rule for (Hz, X, F3) is LETVALL:
My — M, Bl =letval z = M} in Fy, Hy = Hy, ¥ = %o
3. By Term Hexagon Lemma, there exist M7', M4 such that
x M, —* My, M} — MY
% Mq;30; - MY e MY O,A
Let H' = H;, 3/ =%, E =letvalx =M/ in F;,, U' =U
By repeated application of LETVALL, (H], ¥}, E!) —* (H/, X!, E)
Evidently, - (Hy : £)) &Y' (HY : %)
7. By rule (54), ¥{;X9; -+ EY ~¢ Ef =, C
— Subcase LETVAL: My =val [V4], Ef = Fi[Vi/z], H] = Hy, 3] =34
By Equivalent Values, M, is a value.
Two applicable evaluation rules for (Ha, %o, F2) — (Hj, X5, EY)

A o

* Subcase LETVALVAL: Symmetric to a case below, omitted here.
*x Subcase LETVAL: My = val [Ws], E) = Fy[Va/z|, H) = Ho,
=%
By Equivalent Term Inversion, two subcases
* Y-k val[V]: BandF B<(O,Aand B “aandalZ(
1. By Subtyping Inversion, B = Oy A’ and F A’ < A, o' <o
where o' = (', w')

2. By Informativeness Inversion, a T w’ Mband - A" 7 b
3. SincealZ,w L bILC
4. By Inversion, ;- = [V;] +0o, Biy, F O, Bi < Qo A’
5. By Inversion, ¥;;- FV; : B;
6. By Subtyping Inversion, - B; < A’ and o; < o
7.

SR VB EBS A, o

Yi-FVi A fori=1,2
b¥¢
(39)

Y1 F ViR Vot A

8. By rule (49), X1;3s;- F Vi = Vo1 A

9. By Functionality, 31; 3g; - F F1[Vi /2] =¢ Fa[Va/z] +0 C
10. Let H = H = H;, ¥/ =%, =%,, El/! = E/, U’ = U for

i=1,2.

* 21;22;- = [Vi] ¢ [Vé] o B, F OO/B < OoA

1. By Equivalent Expression Inversion, ¥1;32;- = Vi ~¢ Vo :
B
By Subtyping Inversion, - B < A and o’ <o
By (49), £1;%g;-F Vi = Vot A
By Functionality, ¥1; Xo;- F F1[Vi /2] =¢ Fa[Va/2] +, C
Let H = H=H;, ¥/ =%, =%, U =U, E! = E|

Gk N
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— Subcase LETVALVAL: My = val Ey;, E| = let val x = val B}, in F,
(H1, %1, Bn) — (H{, X4, EYy)
By Equivalent Values, M, is a value
There are two applicable evaluation rules for (Ha, Yo, Fs) — (H, X4, Eb)
* Subcase LETVALVAL: My = val Ea;, B, = let val x = val El; in Fy,
(H27 Yo, E21) - (Hév 2/27 Eél)
By Equivalent Term Inversion on ¥1;39;- F My ~=¢ M @ OoA4,
there are two possibilities:
* Y1380 F B =¢ Eo1 o B, F OoB <04
1. By IH, there exist Hy, HY,¥Y, %4, EY,, EY, such that

(Hzla E;a Elll) —" (Hz{lv 22/7 E;/I) for i = 17 2
F(HY 2~ (HY : 2y) where U = dom(S])ndom(E5)N](C)
X085+ EY, =¢ By, +o B

2. Let B/ =letval x =val Elf in F;, S/ = (H!, X!, E!) for
i=1,2

3. By repeated application of LETVALVAL, S] —* S/

4. By Store Size, ¥/ D %;, for i =1,2

5. By Simultaneous Store Weakening, ¥7; 55,2 : A+ Fy ~¢
-, C

6.

8- F EY, m=¢ By +o B
X34 Fval EYy =¢val EY; : O B FOoB < (0.4
2345 Fval EY) =¢ val B : O.A

(48)
(49)

7. By rule (54), £7;25;- F EY m=¢ BEY +,C
* %' M; : B, and v B < (Q,A (where M; = val E;;, for
i=1,2)and F B /" a with a Z
1. By Subtyping Inversion, B = QA" and - A’ < A and
o' < o where o’ = (', w')
. By Informativeness Inversion, a C w’' Mband - A" b
. Evidently, w" Z {, b Z
. By Subterm Termination, (H;, %1, En) —1 (H!, 3}, [Vi])
. By HSS,

U = W N

- (HY - 3Y) ~¢ (HY : 25)
U = dom(HY}) N dom(HY) N |(¢)

6. By repeated application of LETVALVAL,
S, —* (H!', XY letval x = val [V;] in F}) for i = 1,2

7. And by an application of LETVAL, (H/,X7 let val z =
val [V;]in F}) — (H/', %Y, F;[Vi/z]) for i =1,2
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8. Let E = F;[V;/z] for i = 1,2
9. By repeatedly applying Preservation, ¥7; - - [V;] +, A’
10. By Inversion, X; -+ V; : A’
11. By rule (39), £7;25; -+ Vi ~¢ Vot A
12. By rule (49), 2/;25;-F Vi Vot A
13. By Store Size, £7 D %, for i = 1,2
14. By Simultaneous Store Weakening, X/; X5z : A - Fy ~¢
B+, C
15. By Functionality, Y;35;+ EY ~¢ EY +,C
* Subcase LETVAL: My = val [W], E), = Fy[Va/z|, H) = Ho,
S =¥,
By Equivalent Term Inversion, there are two possibilities
* X1;89;-F B =¢ [Vo] +o Band - OoB < 0,4
1. By Symmetry and Equivalent Expression Inversion, it fol-
lows that E1; = [M11] and Xo;Xq;- F Vo =¢ M1y : B
2. Recall that (Hy, 34, let val z = val By in Fy) — (H, X}, letval x =
val Ef; in Fy), by LETVALVAL, that is (Hy,Xq, E11) —
(Hiv Ellv Eil)
3. My, — My, since the only applicable evaluation rule for
(Hl, 21, [Mll]) is RET1
4. By Equivalent Values, M7 is a value
5. But this is a contradiction, since values do not evaluate
* N1;- Fval By @ B, Yo;- Fval [Vo] : B, and F B < (D,4,
FB "aandalZ(
1. By Subtyping Inversion, B = (), A’ and - A’ < A, 0o’ <o
where o' = (', w’)
By Inversion, X1;- F 1 +o A" and Xo;- = [Va] +o A
By Informativeness Inversion, a T w' Mband - A" b
Evidently w’' Z ¢ and b £ ¢
By Subterm Termination, since S} |, (Hi, X1, E11) —F
(Hy', XY, [Vi])
Let HY = H), = Hy, X)) = H, =%,
7. Trivially, (Ha, X2, [V2]) —=° (Hy, 3, [V2])
8. By HSS,

CUR W

>

F(HY 2) ¢ (Hy 2 %)
U = dom(Z)) Nndom(5) N |(¢)

9. By repeated application of LETVALVAL,
St —* (HY, %Y, let val z = val [V1] in F})
10. By an application of LETVAL,
(H!, 2 let val z = val [V;] in F}) — (H/, %!, F;[V;/x]) for
i=1,2
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11. Let B! = F;[V;/x] for i = 1,2

12. By repeatedly applying Preservation, X;- F [V;] +, A’ for
i=1,2

13. By Inversion, X/; -+ V; : A’

14. By rule (39), &1; X0 F Vi ¢ Vo o A

15. By rule (49), ¥7;X5; - F Vi ¢ Vot A

16. By Store Size, 37 D %, for i = 1,2

17. By Simultaneous Store Weakening, X/; X5z : A - Fy ~¢
B+, C

18. By Functionality, ;3% - - B ~¢ Ef +, C

e Case

21;22;'|—M1 e MQZA
DRI ref, (Ml : A) ¢ ref, (Mg : A) (L, ref, A

(55)

By pattern matching, F; = ref, (M; : A), o= (L, T), C =ref, A
There are two possible evaluation rules for (Hy,%1, Eq) — (Hy, 37, EY)
— Subcase REF1: H] = Hy, X) =X, E] =ref, (M7 : A) My — M|
1. By Equivalent Values, M; is not a value.
2. There is a single applicable rule, REF1, for (Hz, X, Es) — (Hj, X5, Eb):
Hj = Hy, X = o, B = refo (M} : A), My — M.
3. By Term Hexagon Lemma, there exist M{’, My such that M/ —
M and X1;39;- = M ~¢c My = A
A Let H' = H! = H;, X/ =X =%, U' = U, EV = ref, (M/" : A)
fori=1,2,
5. Evidently b (H{ : 3Y) &Y (H} : 2F)
6. By repeated application of REF1, (H[, ¥}, El) —* (H!', X!, El")
fori=1,2
7. By rule (55), £1;X5;- F EY m=¢ EY +,C
— Subcase REF: M; value, H] = Hy{l; — M}, ¥] = X1{¢; : A},
Ej = [¢1], where {1 € dom(H), Level(¢1) = a
1. By Equivalent Values, M, is a value
2. Only REF rule is applicable to (Hg,X2, Fy) — (Hj, X5, EY):
H) = Hy{ly — My}, ¥4 = Xo{ly : A}, E) = [{3], where
U5 & dom(Hy), Level(f2) = a
3. Consider two subcases now, either a C ¢ or a [Z (:
* Subcase a C (
(a) WLOG, we may a-vary S7, S5 such that {; =y =/
(b) Then Level(¢) = a, { ¢ dom(H;) Udom(Hs)
(c) Let H = H,, ¥/ =%}, E' = E] = [{]
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Level() =a T ¢ X/()=%5(()=A
Y E e fref, A

//1 //2 i C 1 . (55)
X85 F Bl ¢ B +,C

(47)

U’ = dom(X})Ndom(X%) N [(C)

(dom(X7) U{£}) N (dom(E3) U {£}) N (C)
= ((dom(X7) Ndom(X5)) U {£}) N L(¢)

= Uu{/}

(f) Evidently, &Y [U' =X§ [ U’
(g) By Simultaneous Store Weakening, 3%; X5; - = My ~¢ My :
A
(h) By Simultaneous Store Weakening, XY;35; - = H{' (') ~¢
HY() :3.(¢) for £/ € U
(i) By Regularity of Equivalence, Store Weakening, and rule
(37), - H! : X for i =1,2
(i) By rule (58), - (HY : &) =" (HY : )
* Subcase a [Z
(a) Let H = H/, X! =%, E/ = FE/ =[{;] for i = 1,2
(b) By Regularity of Equivalence, - H; : &, for i = 1,2
(c) By Store Weakening, 3/;-+ £, : A for i =1,2
(d) By rule (37),F H/ : X for i =1,2
(e) Evidently dom(XY) Nndom(X%) N |(¢) = U, since ¢; € |(¢)
fori=1,2
(f) SoX/1U=%; U fori=1,2
(g) By Store Weakening, for all ¢ € U, ;35 = H{ () ~¢
Hy () = XY (0)

(h)
FHY 2]
H Hg’ : Ei’
S IU=S4 U
2/1/; 212/;. - Hil(é) R Hé’(ﬁ) : E’l/(ﬁ) forall e U
- (H{/ . 2/1/) %CU (Hé/ . 212/) (58)
(1)
Skl crefg A ———— (5)
Sty ref, A Frefad /a i
(39)

Y85 by~ by ref, A
U805 F (] m¢ [la] +orefg A

(53)
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o Case
21;22;- - Ml ¢ Mg : refraC

Y13 %0; - FIM, %C!Mg ~(a,T) C ( 6)

By pattern matching, E; =!M;, o = (r,w) = (a, T). Recall that a =r C ¢
There are two applicable rules for (Hy, X1, Fy) — (Hf, X1, EY)
— Subcase BANG1: H{ = Hi, ¥} = X1, E{ =!M], where My — M]
1. By Equivalent Values, M; is not a value
2. There is only a single applicable rule for So — S5, BANG1: H) =
Hg, 2/2 = 22, Eé :!Mé, M2 — Mé
3. By the Term Hexagon Lemma, there exist M7’ M4 such that
M —* M{ and M} —* MY with ¥1;%9;- F MY ~¢ MY : refr, C
4. Let S/ = (H!,SV.E"), H' = H!, X/ = X! E!' =IM/ for
i=1,2
5. By repeated application of BANG1, S} —* SY for i =1,2
6. Evidently, - (H{ : XY) z? (HY : X8)
7. By rule (56), £7;X5;- F EY m=¢ BY +,C
— Subcase BANG: My = fl, H{ = Hl, 2/1 = El, Ei = [Hl(fl)]
1. By Equivalent Values, M, is a value
2. The single applicable evaluation rule for (Hz, X9, F2) — (H}, X5, E})
is BANG: M5 = 62, Hé = HQ, 2/2 = 22, Eé = [Hg(ég)]
3. Let H = H = H;, S/ =X, =%, U" =U, B/ = E! fori = 1,2
4. Evidently, b (Hy : X¢) ~¢" (HY : 3)
5. By Equivalent Term Inversion, there are two possibilities:
x Either ¥;;- F ¢, : Band - B < refr,C and F B /b and
bZ ¢
(a) By Subtyping Inversion, either B = refr,, B’ or B = refy B’
and in either case - B’ < C, V' C a

(b) In either case, by Informativeness Inversion, - B’ /' ¢ and
VCalec

(c) Since a E ¢, but ' [Z ¢, then ¢ £ ¢

(d) By Inversion, b refieeie,) Xi(4i) < B

(e) By Subtyping Inversion, Level(¢;) C b’ and F X;(¢;) < B’

(f) By Regularity of Equivalence , and store typing X7;- +
Hi() = 37 (4)

(g) By rule (28), X/;-+ H;(¢;) : B

(h) By rule (39), X7;X5; -+ H1(¢1) ~¢ H2(l2) : B’

(i) By rule (49), o;X5;-F Hi(¢1) =~¢ Ha(l2) : C

* Or ¢1 = l5 = ¢ where Level({) = b C (,

and I refy, X1 () < refr, C and X1 (¢) = X2(¢)
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o Case

(a) LeU
(b) By Subtyping Inversion, b C a and - %1 (¢) < C

(c) From equivalent store typing,
21; 22; . F Hl(g) %C HQ(E) . 21(5)

(d)
B335 H (0 R Ha(0) - 3 (0) F 30 < C

13355 F Hi(0) m¢ Ha(() : © )
6.
13295 = Hy(€y) m¢ Ha(ls) : C (53)
S5y F B ~¢ EY (1) C (L, T)=o (50)
%55 B m¢ By 0 C
Y3805 = My m¢ My :refw, A Xq5305- B Ny~¢ Nat A (57)

Y1329 F My =N ¢ My := Ny ~(L,a) 1

By pattern matching, E; = M; := N;, o = (r,w) = (L,a), C =1
There are three applicable rules for (Hy,%1, E1) — (H, X, EY)

— Subcase ASsSN1: Hi = Hl, 2/1 = 21, Ei = M{ = Nl, My, — M{

1. By Equivalent Values, M> is not a value

2. There is a single applicable evaluation rule for (Hs, o, Fo) —
(H), X4, EL), AssNl: HL = Hs, X, = %5y, Ef = M} := No,
M2 — Mé

3. By the Term Hexagon Lemma, there exist M7’ M4 such that
M —* M{ and M} —* M} and 31;X9;- - M{ = MY : refw, A

4. Let S/ = (H!',\ X!, E!'), H' = H, ¥/ =X, B! = M]' := N; for
i=1,2

5. By repeated application of AssN1, S, —* S fori=1,2

6. Evidently, - (HY : 2Y) ~{ (Hj : £5)

7. By rule (57), £1;X5;- F EY =¢ EY +,C

— Subcase AsSsN2: M;j value, H] = Hy, ¥} = ¥4, E{ = My := N
Ny — Ny

1. By Equivalent Values, M> is a value

2. By Equivalent Values, N5 is not a value

3. There is a single applicable evaluation rule for (Hs, X2, Es) —
(Hb, %), L), AssN2: H) = Hy, Xy = Sy, Ej) = M, = N,
Ny — N}

4. By the Term Hexagon Lemma, there exist Ny, NJ such that

]\]{ Lk N{/ and Né —* NQN, and 21;22; - N{/ ¢ NQN A
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6.
7.
8.

Let S/ = (H!',X!,E!'), H = H, ¥/ = X!, E' = M,; := N/ for
i=1,2

By repeated application of AssN1, S, —* SY fori=1,2
Evidently, - (Hy' : 3Y) =Y (Hy : 3)

By rule (57), ;54 F BV ~¢ EY +o C

— Subcase ASSN: M, = él, Ny V&lu@, H{ = Hl{gl — Nl}, 2/1 = 21,

By

1.
2.
3.

= [+
By Equivalent Values, M5 is a value

By Equivalent Values, N, is a value

There is a single applicable evaluation rule for (Ha, Yo, F3) —
(Hé,EIQ,Eé), ASSN: My = £, Hé = Hg{fg — N2}7 2'2 = Yo,
Ej = [+]

Let H = H/, ¥/ =%, =%,;, El'! = E| = [¥]

40
PN e I ! (40)

: (53)
B8 b ] e ¢ ey L
S0 b ¥ & [%] 0 1

(L, T)=o

(50)

. By Equivalent Term Inversion, there are two possibilities:

x Either 3X;;-F/¢;: Band - B <refw, A, B /band blZ(
By Regularity of Equivalence, ¥;;-+ £; : B
By Inversion, I refevel(e,) Xi(¢i) < B for i = 1,2
By Subtyping Inversion, either B = refw, B’ or B = ref, B’
and in either case - A < B’ and a C V'
*x If B= refwb/ B’
(a) By Subtyping Inversion, - B’ < X;(¢;) and b’ C Level(¢;)

fori=1,2
(b) By Informativeness Inversion, if B = refw; B’ then b C
b/

) By Regularity of Equivalence, ¥;;- F N; : A for i = 1,2

d) By rule (28), X;;- = N; : X;(¢;) for i = 1,2

(e) By Store Update, - Hi¢; — N; : &, for i = 1,2

(f) Since b C Level(¢;) and b £ ¢, then Level(¢;) Z ¢ so

L¢U

(g) Therefore, for all £ € U,
S8 HY (0) ~¢ HY(0) : Y (0)

(h) So by rule (58), - (H{ : V) %gU (HY - X8)

*x If B = refb/ B’

(a) By Subtyping Inversion, B’ = %;(¢;) and b’ = Level({;)
fori=1,2

(b) By Informativeness Inversion, b C b’ Uc and - B’ ¢

(c
(
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(c) Since bIZ ¢, either b/ [Z (or ¢ L ¢
(d) If b Z ¢, we can use the same argument as the previous
subcase: B = refw, B’. So suppose instead ¢ [Z ¢
(e) Note that we can further suppose that b C ¢ (if not,
same argument as previous subcase)
(f) Consider ¢; (the argument for ¢ is symmetric)
(g) Evidently Level(¢1) =o' C ¢, so suppose ¢1 € U (if not,
same argument as previous subcase)
(h) If ¢4 = ¢5 then note that we’re in the next subcase (¢; =
£y = ¢, ...) below; so suppose ¢; differs from ¢y
(i) So 41 € dom(X2) = dom(H>)
(j) By heap typing inversion, Xo;- F Ha(f1) : Xa(£1)
(k) Since ¢ € U, 22(51) = 21(61) =B
(1) By rule (39), 21;22;- H Nl e Hg(fl) : El(fl)
(m) Therefore for all £ € U, Y;55;- - H{(0) = Hy(¢) :
210
(n) So by rule (58), - (HY : &) zCU (HY = 38)
* Or £; = 5 = £ and Level(¢) C ¢ and %;(¢) = %3(¢), and
F refLevew) 21(6) < refwaA
(a) By Subtyping Inversion, - A < 3;(¢), and a C Level(¢)
(b) Evidently ¢ € U
(c) By rule (49), ¥7;%5;- F N1y =¢ No : 31(¢)
(d) By Regularity, X7;- = N; : £;(¢) for i = 1,2
e) By Store Update, - H;l; — N, : & for i = 1,2
)

(
(f) By rule (58), - (Hy : &) %gU (HY - X8)

Given + (HY : XY) zg/ (HY : 34) where U’ = dom(XY) N dom(Z4) N [(C)
and ¥7;X55;- + B =¢ EY +, C, by rule (59), - S ~¢ S5 +, C which proves

O

D The SLam Calculus

D.1 Operational semantics

e — €}

if e1 then ey else e5 — if €] then e else e3

if true, then es else e3 — eo

if false, then e else e3 — e3
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e1 — €} €9 — €h

e1 e — €} ey v ey — v el

(Az :s.e)q v — ev/x]

D.2 Typing rules

81 <82 83 <83

51 < 83
alCa aCa
(1,a) < (1,d") (bool,a) < (bool, a’)
s1<s $3<s, ald

We use the notation (¢,a) Lla’ for (t,a U a’), in the typing rules, below.

Fka:T(x)

Tk x,:(1,0a)

It true, : (bool, a) I' +- false, : (bool, a)

I'tep:(boolya) T'kea:s T'heg:s
I'Fif e; thenegelsees : sUa

Iz:s1kFe:sy
' (Az:s1.€)q - (s1 — s2,a)

Fkep:(s1—s,a) Theg:sy
I'Feiey:sUa

Tke:s 'e:s s<s
I'F protect,e: sUa 'ke:s
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D.3 Type-correct translation proof

Type Correct Translation IfI'Fe:s= Ethen {};TFE (T3

Proof. by induction on the given derivation. By cases on the last rule used.

o Case
I'Fe:s= F

I' - protect,e : sla = E

By pattern matching, s = (¢,a’), so sUa = (t,a’ Ua)
By IH, {};TF E <+ 1)refra

By rule (17), b refr, T < refrg ot

By rule (36), {};T+HE -+ 1)ysUa

= W=

e Case

Fke:(s—s,a)=FE Thkey:s= Ey
let val y; = val Fy in
let val yo = val ly; in
let val y3 = val E5 in
let val y4 = y2y3 in [y4]

T'Feer:s'Ua=

By pattern matching, £ = ...

By IH, {};T F Ey (1 1) refra (5 — O,m)s)

By IH, {};T F Ey T8

By rule (27), {};T - val E; : Ow,myrefry (§ — Q(LT)?)
Let I'y =T,y : refr, (E — Q(L)T)?)

SO T o

(20)
(32)
(27)

{};T1Fyp:refr,s — O(J_,T)?
{}, Fl F!y1+(a,T)§—>O(L,T)?
{hTiFvallys : Oe,m)s — Q(L,T)?
7. Let Dy =T1,y2:5 — O,y
8. By Context Weakening, {}; 2 - Fy +(1 )5

{(hTekF Ey+ )3
{(hTok By +(m)5
{hTekval By : Oe,1)s
10. Let I's =T'g,y3:s
11. By rule (26), {};Ts b yays : O(J_7T)?
12. By rule (28), {};T's b yays : O(a,T)y
13. Let Ty =T'3,y4: 5"

(34)
(27)
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14. By repeated rule (30), {};TF E +(,1) s

15. By pattern matching, s’ = (¢, a’) and s’ = refr,/ t/
16. By rule (17), I refry t/ < refrgq t/

17. Note that s’ La = (¢/,a’ Ua) = refrgqt’

18.

— 8
Frefrouat /o' Ua (®) aCdUa
Frefronat / a

(10)
19. By rule (36), {};TF E +(,1)s' Ua
20. By rule (35), {;TFE =+ 1)s' Ua

e Other cases similarly.

E ML well-typed translation proof
Well-typed Translation

1. IfS;TFbv:t= M then X;T - M : %

2. If ¥;T'[pc] Fe:s= E then ;T - E+(1p03

Proof. both parts simultaneously, by induction on the given derivations. By
cases on the last rule used.
Part (1)

e The cases for unit and boolean values, and store locations are immediate.

e Case
i T,x: s1fpc]Fe:sa = F
;T F Apclz : s1.e: 81 2 s = Mz :57val E
1. By IH, N
E;F,:c:TFE%u)pC)E
2. e
YT w:s1 E 1 po 52
S:T,z:57Fval E: O(L,pe)52

S:TF Az :51val E: s LAN So
e The case for subsumption follows by well-typed type translation

Part (2)
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o Case

% Tpc] F ey : (boolya) = E; XE;T[pcUa]lbes:s= FEy X;T[pcUalbes:s= Ej3

let y = F4 in
let 4/ =lyin
Y;Tlpc] Fif ey thenegelseez : s = run if i/
then val B
else val F5

1. By IH, ;T + E; “+(L,pc) refrg bool, and S:T + E; “+(L,peua) 8 for
1=2,3

Let I'y = f,y : refr, bool
By rule (32), ¥;T'; Hly “+(a,T) bool
Let FQ = Fl,yl : bool

Ot = Wb

= - (20) = - (27) ]
;s + vy : bool Yo Fval Bt O(L peia)s for 4 :(%,3?))

;T I if 3/ then val E; else val Es : O(L,peia)3

3: T - run if 3 then val E; else val Es “+(L,pclia) 3

6. We can promote the operation levels of ly and run ... to (a,pcU a),
such that _
STy blety’ =lyinrun ... +(qpcia) S
7. Let (t,b) = s, and note that 5 = refr, ¢.
8. By lemma 6.4, a C b. Hence -5 " a.

9. Therefore,

M:Tiklety’ =lyinrun ... “(apcia) 3 F3 a (35)
YTy Flety =lyinrun ... “+(L,pca) S (34)
S:TiFlety =!yinrun ... F(Lpo) S
10. Therefore,
S:Thlety=FE;inlety =lyinrun s T (Lpo) S

o Case

3:Tlpc] Fep: (¢ Ls,a) = F, X;T[pcJkes:s = Ey pcllal pc

let y; = E1 in
. . let yo = Fs in
5 Tpc] Feres : sUa = let !, = lys in

run (y1y2)
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1. By IH, o B
I+ Ey = (L,po) refr, s’ — O(L,pc’)g

2. By IH, - B
E; 'k Ey +(L,pc) s’

3. Let Fl = f, Yp - refra? — O(J_7pcl)§, Yo ! ?

4. Let (t,b) =s. Then sUUa = (t,alUb) and sUa = refrg 5 .

5. Since F5<sUa, s — Owpe)s < s — O(LpeysUa

6.

Ty by crefry s’ — OpeysUa

(32)

Ty Hlyy +(a,T) s — O(LpeysUa
7. Let Ty =Ty,4) : 8" — O pensda
8. Since a C pc’, a C (aUb) M pd, so
Frefrawt ~alb

F O peysUa / (aUb)Mpc
FOwpensta /a aC (alb) Mpc

F?—»Q(J_mcz)sl_la/‘a

9. Therefore, _ .
YTy =11y 8 = OwpeysUa

10. So

;T = run (y1y2) +(Lpc) S
3: Ty Flyy “+(L,pe) s — OpensUa ST F Yiya - O(Lpe)
3Ty Flet vy = lyp in run (yiyo) +(L,pe) refroin t

11. Since pc C pc’,
STk lety; = Eyinlet yo = By inlet yi = lyy inrun (yiy2)+ (1 pos U a
o Case
3 Tpc] ey : (ref s,a) = Ey
Y;Tlpc]Fley : sUa=lety=E;inlety =lyinly

1. Let (t,b) = s. Note sUa = (t,alUb), ref s = ref, 3
2. By IH, i,f F E = (L,pc) refr, ref, 5

3. Let Ty =T,y : refr, ref, 5
4

. By rule (32), B
¥ Hly ~(a,T) refy, s
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STy Hly o myrefys 5T,y trefySHY +, 13
(a, T) X (alb,T) (b, T) X (alUb,T)

=
_

FY=r(aup, T) ST,y crefy s HEY i) S

)

S:TiFlety =lyinly +(alb, T) 5

6. Since 5 = (t,b) = refry 1,

STy klety’ =lyinly +aun,T) 5 F3<Z refroun t

STy Flety =lyinly/ *+(aup,T) refraun t Frefrouet alUb

STy blety =lyinly = 1)refraust

7.
STy ety =lyinly (LT refroupt
(L, T) = (L,po)
S:THE; +(L,pe) refrq refys STy Flety =lyinly +(Lpc) refrant

SiThlety=FEyinlety =lyiny +( po refrant

Y;Dlpc] F eq : (ref (¢,0),a) = E1 X;T[pc]Fex: (t,b) = E2 alb
let Yy = E1 in
let Yo = EQ in
Y Tlpc] Fep:=ez: (1,pc) = lety) =lypin
let _=y] :=y2in
refpc (% : 1)

1. By IH, -
ST By (4 poy refrg refy refry ¢

and o
I+ Ey ~(L,pc) refrbf

2. By Lemma 6.4, pc C b
3. Let Ty =T,y : refr, refy refry 2, ys : refry

Ty Hlyy “+(a,T) refyrefryt (a,T) < (a,b)

Ty Hlyy +(a,p) refy refry
Note that (a,b) is a well-formed operation level since a C b
5. Let Ty =Ty, 4} : refyrefr, @
i; Ty F yi = Y2 (L) 1 i; s F refpc (* : 1) ~(L,T) refrpc 1
NiTp b let - =yl :=yz inrefye (x : 1) (1 p) refrpc 1 (L,b) < (a,b)

ST blet - =y) = yoinrefpc (x 1 1) S refrpc 1
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Ty Hlyy +(a,p) refy refry
SiTo b let =yl = yoinrefyc (k1 1) 4 refrpc 1

F1 7 a

i e
let y; = ty1in Frefrocl ' a

2T F let =y := yo inrefoc (1 1) (4 p) refrpc 1

<. let y§ = lyp in
Ik let = yj :=yainrefyc (% : 1) =1 p) refrpcl

7. Since pc C b,
ST Hlety; = Erinlet yo = By inlet yi = lyp in ... =1 ) refrpc 1

e Other cases are similar.
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