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Abstract

Social media bots are often treated as a homogeneous and inherently malicious
presence in online environments. This thesis argues that these automated accounts
actually function as as heterogeneous Cyber Social Agents (CSAs) embedded within
socio-technical systems. Their behaviors, roles and impacts emerge through the in-
teractions with other users, the content and the platform algorithms. Drawing on
multi-platform datasets that span political events, crises and international discourse,
this thesis characterizes a typology of CSAs and demonstrates that CSAs are de-
ployed strategically to influence narratives, disseminate information, and amplify
social signals. Contrary to common assumptions, bots and humans exhibit simi-
lar levels of moral and emotional language, and their distinguishing characteristics
arise primarily through coordination patterns, network positioning, and the system-
atic invocation of cognitive biases. Using network analysis and coordination metrics,
this thesis also shows that bot influence emerges collectively through synchronized
activity rather than individual behavior, and by working together, these agents ac-
celerate narrative spread and shape engagement and stance dynamics. Agent-based
simulations further demonstrate that automation is not inherently harmful: purpose-
designed “useful bots” can mitigate false information dynamics and improve infor-
mation resilience. To understand the information ecology, this thesis develops com-
putational frameworks for bot detection, archetype-based classification, and large-
scale social simulation. By integrating computational methods with sociological
theory, this thesis reframes bots as active social actors and provides a unified frame-
work for studying automation, influence, and intervention in modern information
ecosystems.
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Chapter 1

Introduction

An autonomous agent that operates in digital spaces, in particular the social media space, is
commonly referred to as a “social media bot”, or a “bot” for short. Social media bots have been
of great interest of the computational social science world because of their increasing population
in our online ecosystem. Studies estimate that more than half of the traffic on the Internet is
generated by bots [154]], a quarter of the tweets on Twitter is created by bots [31], and two-
thirds of the links posted on Twitter are generated by bots [310].

While the term “bot” often refers to a software program designed to automate social media
actions, this thesis studies the construct through the lens of agency theory and socio-technical
systems, rather than an inert piece of software or purely a technical artifact. Here, the bot is
conceptualized as a Cyber Social Agent (CSA). A CSA is a digital actor embedded within a
social network environment, with the capacity to perceive, process and act upon information in
ways that influence the narratives and other actors in the ecosystem. CSAs interact dynamically
with the users, content and algorithms of social media platforms. CSAs are not dead code, but
are active participants in social-technical systems whose actions can affect the social network
and narratives. They actively shape and drive our social environment, which makes them a
compelling object of study and a powerful mechanism that can be harnessed for social good.

A social media platform has three main elements: the users, the contents and the relation-
ships [212]. The social media platform is a virtual venue that hosts people to connect with
each other, and each platform provides a certain set of affordances to facilitate communication.
Users are represented by their virtual accounts. Users create, distribute and consume informa-
tion through their online conversations. Content is the information that users generate on the
platform, which manifests as posts, comments or other forms. Relationships are interactions
formed between user-to-user, user-to-content and content-to-content. These three elements can
be controlled by the users themselves as they use the social media application. There is a fourth
element, the algorithm, which is controlled by the platform, and determines the content or user
that is recommended to the users. Users can design their content to take advantage of these algo-
rithms, which can in turn affect their interactions. This User-Content-Interaction frame is useful
to analyze how social media platforms encourage user participation, mediate content visibility
and shape the interaction dynamics between users and user-content.

Cyber Social Agents are socio-technical entities that operate within these four elements. They
are programmed to enable them to strategically harness the platform’s dynamics and affordances



— for better or for worse. First, CSAs are automated users that are akin to social media bots
but with agency and evolution. They have different archetypes, each with unique behavior and
rhetorical characteristics. Their content have their own semantic style, narrative expressions
that are different from humans, and reflects their motivations such as establishing trust [150] or
provoking conflict [313]] or generating content at scale [[137]. CSAs build relationships through
extended star network typology and coordinated networks [217, 219], to influence the social
media discourse and manipulate opinions [59, 308]. Finally, CSAs harness the social media
algorithms by optimizing the posting times, hashtags, interaction strategies, flooding the zone
with incessant postings to game the platform’s recommendation systems to maximize visibility
of their narratives [20, |57, 200, [313]].

1.1 Fusing Computational Methodologies and Sociological The-
ories

The study of CSAs fuses this sociological backdrop into a necessary computational orientation.
It is insufficient to study these agents purely through a computational lens, because that reduces
them to purely algorithmic artifacts. At the same time, a pure sociological perspective will not
be able to precisely handle the analysis of the operation and impact of CSAs with the large-scale,
high-velocity data that characterize social media platforms. To profile a more well-rounded
view of CSAs, this thesis blends sociological theories with computational methods. Computa-
tional methods enable the systematic detection, measurement and modeling of agent behavior at
scale, while sociological theories provide the interpretive frameworks to understand the behav-
ior and effect of CSAs. This interdisciplinary framing positions CSAs as both objects of social
inquiry and computational phenomena, bridging the computer science and sociology fields.
lists the sociological theories and computational methods that are integrated in this the-
sis, demonstrating how theories from social psychology to network science are operationalized
through methods like machine learning, statistical analysis and ABM simulation.

1.2 Organization of This Thesis

This thesis is organized as such: (“Bot Detection”) examines the general nature of
an automated account and describes machine learning algorithms that can differentiate such ac-
counts from humans. (“From Bots to Cyber Social Agents”) introduces the idea of Cy-
ber Social Agents as nuanced set of archetypes of automated accounts rather than a monolithic
category of inorganic users. This chapter presents the different archetypes a Cyber Social Agent
(CSA) can take on, based on their behavior and content, and emphasizes that the same archetype
can be used for both good and for bad. (“Nature of Cyber Social Agents”) describes
the general nature of a CSA through their social political representation, narrative expressions,
motivations & agencies, linguistic signatures and cognitive bias triggers. (“Network
Interactions and Coordination Profiles of Cyber Social Agents”) uses a network science approach
to describe the unique interaction profiles of CSAs, the patterns of synchronization & coordina-
tion and the network impacts of CSAs. (“Social Simulations of CSAs & Humans”)

2



presents methodologies of modeling CSAs to generate synthetic data for research purposes, and
presents a simulation of how useful CSAs can prevent a conspiratorial society from forming.
Finally, (“Conclusions”) concludes this study of Cyber Social Agents, and

(“Contributions and Future Directions”) presents the contributions of the thesis and directions of
study that the thesis opens.



Title

Concepts of CSAs

Sociological Theories

Computational Methods

Bot Detection

What is a Bot?
Bot Detection Algo-
rithms

Machine learning (ensemble learning, mixture-
of-experts), Deep learning, Natural language
processing (sentence vectorization and classifi-
cation), Statistical Analysis, Word entropy

From Bots to

Bot Personas

Role theory

Statistical analysis, Large Language Models,

CSAs Network Science (random graphs
Good & Bad of Bots Technology Ambivalence Statistical analysis, Natural language process-
ing, Large Language Models
Nature of | Narrative expressions Affect theory, framing theory, persuasion | Natural language processing (topic analysis,
Cyber Social theory emotion analysis), Computer vision (image
Agents analysis), Big data processing, Distributed and

parallel processing

Motivations & Agen-
cies

Social Influence Theory, Strategic Com-
munication Theory

Natural language processing (topic analysis,
narrative analysis), Network science

Social & Political Rep-
resentation

Digital diaspora theory, Digital diplo-
macy

Machine learning (multilingual, transformers),
Big data processing, Network Science

Semantic Style

Communication accommodation theory,
linguistic style matching

Natural language processing, semantic analysis

Network Inter- | Network  interaction | Network theory Network science, Machine learning (ensemble
actions & Co- | profiles learning), Statistical analysis
ordination Pro-
files of CSAs
Synchronization & Co- | Network theory Network science, Statistical analysis, Temporal

ordination

analysis

Network impacts

Social influence theory

Machine learning, Statistical analysis, Tempo-
ral analysis

Content of interaction

Homophily bias, Authority bias, Affect
bias, Negativity bias, Illusory truth effect,
Availability bias, Cognitive dissonance,
Confirmation bias

Network science, Statistical analysis (Regres-
sion analysis, Correlation analysis)

Social Simula-
tions of CSAs
& Humans

Modeling of CSAs and
Humans

Statistical analysis, Large Language Models,
Network science, Graph isomorphism

Simulation of useful
CSAs

Conspiracy theories, confirmation bias,
motivated reasoning, monological belief
system, proactive inoculation

Agent-Based Modeling

Table 1.1: Summary of Sociological Theories and Computational Methods used in this Thesis




1.3 Data Used in This Thesis

We used a variety of data in this thesis. summarizes the data we used, and the corre-
sponding chapters they were used in. In the following paragraphs, we elaborate on the data.

Data | Properties | Chapters Used
X (previously Twitter)
OSOME Bot Dataset* Users: 86k, Posts: 3.4mil Ch 2: Bot Detection

2018 Black Panther Movie*

Users: 1.6mil, Posts: 17.7mil

Ch 2: Bot Detection
Ch 5: Network Interactions &
Coordination Profiles

Asian Elections*

Users: 951k, Posts: 4.1mil

Ch 2: Bot Detection

Ch 5: Network Interaction
Profiles

Ch 3: From Bots to Cyber So-
cial

Ch 4: Nature of Cyber Social
Agents

Ch 5: Network Interaction &
Coordination Profiles

2019 Canadian Elections*

Users: 1.9mil, Posts: 18mil

Ch 2: Bot Detection

2019-2020 US Elections*

Users: 1.6mil, Posts: 55mil

Ch 2: Bot Detection
Ch 5: Network Interactions &
Coordination Profiles

2020-2021 Coronavirus*#

Users: 208mil, Posts: 4.2mil

Ch 2: Bot Detection

Ch 3: From Bots to Cyber So-
cial Agents

Ch 4: Nature of Cyber Social
Agents

Ch 5: Network Interactions &
Coordination Profiles

Ch 6: Social Simulation

2020 ReOpen America*

Users: 201k, Posts: 4.4mil

Ch 2: Bot Detection

Ch 3: From Bots to Cyber So-
cial

Ch 5: Network Interaction &
Coordination Profiles

2021 Indonesian discourse

Users: 20k , Posts: 700k

Ch 3: From Bot to Cyber So-
cial Agents

Ch 5: Network Interaction &
Coordination Profiles




Data Properties Chapters Used

2021/ 2023 French Protests*# | Users: 343k, Posts: 644k Ch 2: Bot Detection

Ch 5: Network Interactions &
Coordination Profiles

2021 Capitol Riots Users: 290k, Posts: 1.7mil Ch 5: Network Interactions &
Coordination Profiles

2023 Chinese Balloon# Users: 121k, Posts: 1.2mil Ch 3: From Bots to Social
Cyber Agents

Ch 4: Nature of Cyber Social
Agents

2023 Russia-Ukraine# Users: 11mil, Posts: 38mil Ch 4: Nature of Cyber Social
Agents

Ch 7: Case Study of 2023
Russia-Ukraine Conflict

Reddit

2022 Reddit# ‘ Users: 667, Posts: 13k ‘ Ch 2: Bot Detection

Instagram

2022 Instagram# | Users: 1935 | Ch 2: Bot Detection

Telegram

2021 COVID# Users: 335,088, Posts: | Ch 2: Bot Detection
7,711,975, Channels: 10,633 | Ch 4: Nature of Cyber Social

Agents

Parler

2021 Parler# Users: 290,000, Parleys: 1.7 | Ch 5: Network Interaction &
million Coordination Profiles

Table 1.2: Table of Data used in this thesis. * indicates the dataset was collected from a public
repository. # indicates the dataset was self-collected.

1.3.1 X datasets

OSOME Bot Dataset (hybrid collection) is a series of datasets hostedon https://botometer.
osome.iu.edu/bot-repository/datasets.html, which consists of expert annotated

data of bot and human accounts in domains like political, entertainment and financial bots. Due

to Twitter’s Terms-Of-Service, only the account ID was shared on the OSOME website. To form

the complete dataset (i.e., user ID, user tweets, user metadata), we rehydrated the datasets in June
2021, collecting 40 tweets per account using the Twitter V1 API for data collection. We chose 40
tweets by referencing a prior study performed a systematic analysis on the stability of bot clas-
sification showed that 40 tweets is a reasonable collection size for a consistent bot probability
score [218]].

Asian Elections (obtained from repository) follows the elections in Philippines, Indonesia,
Taiwan and Singapore that occurred during 2019 and 2020 [292, 294].
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2018 Black Panther Movie (obtained from repository) was Marvel Studio’s first superhero
film with a strong female lead. This dataset follows the online discussion surrounding gender
diversity and misinformation about views from the actors [23].

2019 Canadian Elections (obtained from repository) took place on 21 October 2019. The
Liberal party won the vote and Justin Trudeau become the Prime Minister. The dataset follows
around six months of online campaigning and discussion about the election [146].

2020 US Elections (obtained from repository) dataset follows the United States elections
from the Primaries to the aftermath of the voting [206]. The Democratic party won the election
and Joe Biden was named the 46th President of the United States.

2020-2021 Coronavirus (hybrid collection) is a collection of tweets that stemmed from the
coronavirus pandemic during 2020-2021. This dataset follows one year of discourse on the
health pandemic. Most of the dataset is contained obtained from the CASOS lab’s central data
repository, but we had collected some portions related to conspiracy theories and the vaccine to
supplement it.

2020 ReOpen America (obtained from repository) protests were launched across the United
States against the government lockdown response to the coronavirus pandemic. The dataset
follows three months of Twitter discourse during the heightened protests emotions [175}206].

2021 Indonesian discourse (self-collected) dataset consists of two parts. (1) the discourse
written by Indonesian accounts on the Palestine-Israel conflict, collected from 14-20 May 2021
with the search term “Palestina”, the Indonesian word for Palestine, and are filtered for tweets
in the Indonesian language. (2) discourse written by Indonesian accounts on the issuance of
a decree about alcoholic beverages, collected from 26 Feb to 3 May 2021 with the hashtags
#BatalkanPerpresMiras, #PapuaTolakInvestasiMiras and #MirasPangkalSejutaMaksiat [70]].

2021/2023 French Protests (hybrid collection) dataset followed the protests in 2020 to 2021
that revolved around the vow from French President Emmanuel Macron to protect the right to
caricature the Islamic prophet Muhammad as a cartoon, and the protests in 2023 revolving around
the pension reformed signed by the French President Macron. The 2021 dataset was obtained
from a repository , while the 2023 dataset was self-collected [209].

2023 Chinese Balloon (self-collected) dataset followed the online conversations on Twitter
about the Chinese balloon spotted over the US airspace in January 2023. The US announced that
it was a surveillance balloon while China maintained it was a weather balloon. This dataset was
collected using the X Streaming API with the hashtags #chineseballoon and #weatherballoon
from 31 January 2023 to 22 February 2022 [207]].
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2023 Russia-Ukraine (self-collected) dataset collected the conversations revolving the Russia-
Ukraine conflict. On 24 February 2022 on the premise of a “special military operation”, which
has since escalated into a war that is still ongoing till today (2026). This dataset spans April to
June 2023 and covers the beginning of the Ukraine counteroffensive. It was collected with the X

Streaming API with the following keywords: “Russian invasion”, “Russian military”, “invasion
of Ukraine”. For this thesis, we only analyzed posts written in the English language [[179].

1.3.2 Reddit Dataset (self-collected)

The Reddit dataset was curated in 2022. For bot accounts, we downloaded the 500 highest ranked
“bad bot” in BotRankEL a crowdsourced list of bot ranking [288]]. For the humans, we collected
users from 5 subreddits that generally require conscious writing and manually verified that the
users are likely to he humans. We use the PushShift API [28]] to collect data for this dataset.

1.3.3 Instagram Dataset (self-collected)

The Instagram dataset was curated in 2022 through a manual collection, from an observation of
a group of accounts that followed a particular Instagram account within a few hours of the same
day [203]].

1.3.4 Telegram Dataset (self-collected)

The Telegram dataset was curated in 2022 through a snowball sampling collection that stemmed
from the “Disinformation Dozen”, a group of twelve people that the Center for Countering
Digital Hate had identified to most responsible for spreading disinformation about the coron-
avirus [52]]. Only eight of the Dozen had active accounts on Telegram at the time of this thesis.
We collected both the channel content originating from the Disinformation Dozen and the associ-
ated discussion by other users. We then computationally identified forwarded content in channel
posts and discussions and identified which channels/users messages were forwarded from, form-
ing our 1-hop channel list. We then collected channel messages from this 1-hop channel list.
Using a 1-hop snowball sampling method provided a way of characterizing the dissemination
of disinformation that stemmed from the original seed users — the Disinformation Dozen — as it
identified users that disseminated messages through forwarding and collected information from
the channels that received information second-hand. This technique allowed us to discover a
large number of channels and users that were previously hidden from view. [Figure 1.1|illustrates
the snowball collection process.

1.3.5 Parler Dataset (self-collected)

The Parler dataset were parleys (i.e. posts on parler) surrounding the discourse of the 2021
Capitol Riot event. This dataset consists of a partial HTML scrape of Parleys posted shortly
after the Capitol Riots when Internet users sought to preserve data from the Parler social network

'http://botrank.pastimes.eu


http://botrank.pastimes.eu

manual ) Identify ‘F :
discovery — forwarded
— > ) ) messages
AN ﬁ

_/ . .

» . Telegram Channels/ Discussions
Disinformation channels where messages are
Dozen owned forwarded to

\ Telethon API

Collected

messages

Figure 1.1: Data Collection pipeline for Telegram data (published in [221]])

because Amazon Web Services banned Parler from being hosted on its service [[170]. In total, the
dataset consists of 1.7 million posts from 290,000 unique users between January 3rd to January
10th of 2021.



Chapter 2

Bot Detection

2.1 Introduction

The study of Cyber Social Agents on social media begins with an examination of the general
nature of the bot. A social media bot is broadly understood to be an automated agent, but such
a generic description obscures the diversity of roles that automation can take. To characterize
Cyber Social Agents, it is first necessary to establish a foundational understanding on what a bot
is and how they express themselves in digital environments. Studying the nature of bots provides
the conceptual and empirical baseline to develop the broader framework of Cyber Social Agents,
where these automated actors embody particular agencies to shape narratives.

This chapter investigates the following guiding research questions:

1. What is a bot?

2. How do we build efficient bot detection algorithms that can accurately differentiate be-
tween bot and human?

3. What user, post, user metadata features are important in differentiating bot and human?

4. What value € should we use as a bot probability threshold for P(bot) for stable and consis-
tent bot detection results?

2.2 Related Work

2.2.1 Whatis a Bot

The term “bot” has become a pervasive metaphor for inauthentic and automated online users,
and many social media users and researchers have an understanding of a bot. Many existing def-
initions define bots through their malicious activity, for example: “public opinion manipulation”
[20]], “impersonate real users” [319], “malicious automated agents” [32]]. Such framing captures
only one aspect of the risk of bot activity, but conflates the technology of automation itself with
its harmful applications. At their core, bots are automated systems, and the same automation
that enables manipulation can also be harnessed for positive purposes [129, 151} 245]. Our work
consolidates definitions that have been written in both academic and industry contexts, then har-
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monizes them into a first-principles definition of a bot that describes the behavior of a bot with
accordance to the features of social media platforms.

2.2.2 Bot Detection Architectures

Bot detection architectures typically have three steps: a feature extraction step, the model step,
and a bot probability evaluation step.

Feature Extraction. The feature extraction step formulates a feature vector that represents
a user account. These features range from user meta-data features (i.e., location, presence of
profile pictures) to content-based features (i.e., linguistic structure, syntactic structure), to in-
teraction features (i.e., types of accounts the account follows) [6]. 37% of the bot detection
algorithms surveyed between 2018 and 2021 emphasized the use of user meta-data, 31% used
content features and 32% used a mixture of meta-data and content features [296]]. This feature
extraction step can get quite extensive, with the Botometer algorithm using over 1,000 extracted
and derived features [322]], and the BotHunter algorithm using a tiered approach as it increases
the number of features used [32]. However, building a bot detection algorithm to analyze mil-
lions of users [212] requires streamlining this feature extraction step. Our work complements
these algorithms by analyzing which features are actually important in the bot detection task.

Detection Model. There are several methods in which the model step can be constructed:
through temporally-based detection from user behavioral sequences [38, [182, 315]], supervised
machine learning and [32,[71] deep learning methods from matching feature vectors of manually
annotated bot and human user data [[122]], Graph Neural Networks that incorporate social interac-
tion structure and relational dependencies [86} 187,169, [173]], and most recently Large Language
Models (LLMs) that leverages on a large pool of contextual knowledge [44, [88]].

Probability Evaluation. The final step of a bot detection algorithm is the bot probability
evaluation step. The model in the previous step typically returns a bot-likelihood score P(bot) €
[0, 1] that represents the probability that the user is a bot. The closer the probability is to 1,
the more likely the user is a bot. Then, a threshold ¢ is usually arbitrarily defined, by which
if P(bot) > e, the user is considered a bot, and if P(bot) > e, the user is considered a human.
However, the value of ¢ differs across studies. In fact, even studies that use the same bot detection
algorithm can use different values of €. For the BotHunter algorithm, Beskow and Carley [34]
used € = (.5 to study bots originating from the Russian Internet Agency during the 2016 United
States elections, Uyheng and Carley [293] used ¢ = 0.8 to analyze the spread of online hate by
bots, and King et al. [146] used ¢ = 0.6 to ¢ = 0.8 to analyze the presence of bots spreading false
accusations during the 2019 Canadian elections. Such inconsistent threshold assignment can
impact the interpretability of bot detection results, as such, our work introduces a methodology
to determine a stable threshold for bot detection algorithms.

Many of these bot detection architectures can achieve high accuracy in a detection task but
have a few limitations. First, these algorithms are mostly specialized to differentiate bots vs
humans for a single platform only. Majority of these models are built for the social media plat-
form X [32,71, 86, [87]], with some algorithms targeted for the Reddit platform [134, 171} 317].
Second, most of these algorithms are built to analyze posts that are written in the English lan-
guage, mostly due to the availability of bot/human social media data annotated by human ex-
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perts from websites like the OSOME Bot repositoryﬂ and the ease of collecting data through
the now-deprecated Twitter API. However, focusing on a single social media platform and lan-
guage creates vulnerabilities: analysts are unable to examine the extent of automated activity in
a variety of platforms, and across languages. Third, many comercially available bot detection
algorithms require a live pull of the user’s social media data (i.e., Botometer [322]), or exten-
sive data collection (i.e., BotHunter [32]), or only has a one-time huge update (i.e., DeBot [58]]).
Such activities may not be possible when resources are limited (i.e., time allocated for collection,
money allocated for purchase of paid APIs, compute resources or GPUs available), or when the
user is no longer available (i.e., suspended, deleted). Therefore, our work seeks to create bot
detection algorithms that can (1) work on historical data, (2) accommodate multiple social media
platforms, (3) analyze multiple languages.

2.3 What Is a Bot?

This diverse perceptions of a bot necessitates a definition that isolates the essence of a bot —
its automation. To move beyond narrow, activity-based framings, this thesis consolidated in-
dustry perspectives and academic definitions (Table 2.T)), then identified their com-
ponents. From the commonalities of the set of reviewed definitions (Table 2.3)), I formulated
a first-principles definition of a bot, based on the user-content-interaction elements of a social
media platform. This definition is: “An automated account that carries out a series of mechanics
on social media platforms, for content creation, distribution and collection, and/or for relation-
ship formation and dissolutions” [212]]. This creates a User-Content-Interaction frame towards
describing the elements of social media agents. These three elements can be mostly controlled
and defined by users or operators.

A fourth element, the algorithm, is controlled by the social media platform, and determines
which content or user is recommended to others, and the affordances by which the users can
interact. Users can design their Content to take advantage of these Algorithms, which can in turn
affect their interactions. When social media platforms change their Algorithms, the Content that
gets created and the Users that post can dramatically change too.

This User-Content-Interaction-Algorithm frame is the basis of understanding the foundations
of Cyber Social Agents throughout this thesis.

2.4 Bot Detection Algorithms

Bot detection is the baseline method to surface, classify, and measure the presence of automated,
non-human actors online. This section describes the work done in developing bot detection
algorithms that this thesis constructs.

Developing Multi-platform, Multi-lingual Bot Detection Algorithms We developed five
bot detection algorithms to improve the state-of-the-art architectures. These models were built
with the following considerations in mind: (1) interoperability across multiple social media plat-
forms, (2) can operate on a variety of languages, (4) can operate on historical data and does not

https://botometer.osome.iu.edu/bot-repository/

12


https://botometer.osome.iu.edu/bot-repository/

Definition. (Social Media Bot)
user
An automated account that carries out a series of mechanics on social media platforms, for

content
content creation, distribution, and collection and processing, and/or for

interactions
relationship formation and dissolutions.

Figure 2.1: Definition of a Social Media Bot through a User-Content-Interaction frame. Pub-
lished in [212]

require live data, (5) can work reasonably fast and accurately for analysis of millions of users,
even on CPU architectures (i.e., does not require specialized GPU hardware to operate).
provides a summary of the comparison of the five bot detection algorithms developed.
This summarizes the platforms that they are built to identify bots for, the model used, their accu-
racy metrics and their key features and limitations.

Mixture-Of-Experts architecture The bot detection algorithms we developed are all based
on a Mixture-Of-Experts (MoE) architecture [327]. The MoE is an ensemble architecture based
on the principle of divide-and-conquer, and has three main components: several “experts” which
are specialized machine learning models trained on a subset of data, a gate that makes soft parti-
tions of the entire dataset, and a probabilistic model to combine the experts. This architecture is
commonly used in language translation [331]], stance detection [117] and text generation [252].
represents the general implementation of the MoE architecture for the bot detection
task. The social media data collected is split into six subsets: known information, user meta-
data, posts, username, screenname and description. An machine learning model is constructed
separately for each expert, depending on what is most suitable for the data type of the subset.

Each of these experts will evaluate the probability the user is a bot (P(bot)) given the data
subset it is specialized for, and the final bot-probability prediction is a weighted sum of the
experts. The known information expert is first evaluated, and if there are platform-specific infor-
mation that reveals the bot likelihood of the user, this information is directly used to determine
the bot probability, and the other experts will not be activated. For example, if a user is verified,
it will be directly marked as a human (i.e., P(bot) = 0).

We chose this architecture for our bot detection algorithms because (1) it allows individual
experts to specialize in one subset of the data, and therefore different machine learning models
can be used for each subset; and (2) it does not require collected data for all the features of the
social media user or post, and deals with incomplete data by making a decent prediction based
on given available data.

BotBuster BotBuster [203] is the first architecture we developed. BotBuster has five data pil-
lars: user metadata expert, post expert, username expert, screenname expert and the description
expert. Each expert is a deep-learning model that represents the input data pillar as a vector
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Figure 2.2: The BotBuster model architecture (Diagram published in [203])

representation and returns a bot probability score as determined by the specialized model trained
for the expert.

The username, screenname, and description experts are modeled with a 768-dimension-
vector of BERT transformer embeddings [74]] which is then fed into a pre-trained BERT trans-
former models with a Multi-Layer Perceptron (MLP) classifier [246]. The user metadata expert
takes in user metadata as a vector of normalized float values into a 4-layer MLP classifier with
a dense layer. The post expert combines (1) post texts that are tokenized with the BERT trans-
former model [74] to obtain sequence embeddings, (2) post metadata (e.g., retweet count, like
count) that are represented as a vector of normalized float values, and (3) derived post metadata,
which are linguistic cues extracted from the post text (i.e., number of emojis, number of words,
reading difficulty score), that are represented as a vector of normalized float values.

We trained and tested BotBuster on the following datasets from the OSOME bot reposi-
tory: astroturf, botometer-feedback-2019, botwiki-2019, cresci-rtbust-2019, cresci-stock-2018,
gilani-2017, midterm-2018, political-bots-2019, varol-2017, verified-2019; self-collected Red-
dit dataset; self-collected Instagram dataset and self-collected Telegram dataset. With the MoE
architecture, BotBuster is able to process 100% of the users in a dataset by using the available
data pillars the user has. This is a more superior performance compared to other bot detection
algorithms. For the same 11 datasets, BotHunter [32] is able to process 55.04% =+ 31.32 of users,
while Botometer [322] is able to process 51.61% =+ 34.49 of the users. In terms of accuracy,
BotBuster performs with an average accuracy of 72.23% =+ 18.33, compared to 63.61% =+ 28.12
of the returned users from BotHunter and 76.19% =+ 24.24 of the returned users from Botometer.

To better understand the strengths and the weaknesses of the BotBuster algorithm, we com-
pared that against the outputs of the BotBuster algorithm against the manual bot/human annota-
tion of the datasets. For each X dataset, we extracted about n = 2767 to n = 3000 data points,
making sure there were an equal proportion of bots and humans. Then we calculated the true
negatives/ false positives/ false negatives/ true positives, which are presented in This
table shows that the algorithm is better at detecting humans (or not-bots), which lends to the
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Figure 2.3: The BotBuster For Everyone model architecture (Diagram published in [210]])
difficulty of a bot detection algorithm.

BotBuster For Everyone Many of the experts in the BotBuster architecture used transformer-
based models, so the algorithm required a GPU to run smoothly. To make the model more
accessible to analysts, we constructed BotBuster For Everyone [210], which is able to run on
hardware with only a CPU. presents an illustration of the BotBuster For Everyone
architecture. BotBuster For Everyone trains each expert using the following machine learning
classifiers to each output a probability of (bot, human) tuple given the data input of the expert:
decision tree for username, screenname and description, gradient boosting classifier for user
metadata and random forests for posts. After training the models, their outputs are calibrated
using Platt’s scaling implemented using the Calibrated Classifier function in the sklearn libraryﬂ
Using Platt’s scaling calibrates the outputs of each classifier into a probability distribution using
logistic regression, and makes the probability returned in the (bot, human) tuple of each of the
classifiers comparable against each other [260].

Then, the probabilities from individual classifiers are combined in a Combined Aggregation
step. The (bot, human) probabilities from each tuple is averaged out to produce a final (bot,
human) probability. The final bot classification is determined by the larger of the values in the
final (bot, human) tuple. In this fashion, the need for determining a suitable threshold to classify
whether an account is a bot or a human is eliminated, reducing ambiguity of the classification.

We tested BotBuster For Everyone against the following datasets: from the OSOME repos-
itory we have botometer-feedback-2019, botwiki-2019, cresci-rtbust-2019, cresci-stock-2018,
midterms-2018, political-bots-2019, verified-2019, and self-collected Reddit and Instagram datasets.
In terms of overall accuracy, BotBuster For Everyone performs with an accuracy of 75.14% +
18.78. This is a superior accuracy compared to 34.62% =+ 32.73 of BotHunter and 31.42% +25.09
of Botometer. BotBuster For Everyone is also able to process 100% of the users, compared with

https://scikit-learn.orqg/stable/modules/generated/sklearn.calibration.
CalibratedClassifierCV.html
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of 42.06% =+ 40.93 of BotHunter and 45.52% =+ 41.07 of Botometer.

BotBuster-Telegram We adapted BotBuster For Everyone constructed BotBuster-Telegram [221]].
BotBuster-Telegram was to identify bot-like users on the Telegram platform. This bot detection
algorithm used our self-collected Telegram dataset.

First, we randomly sampled a subset of 3000 Telegram messages and 3000 Tweets. Both
sets of the sample were collected during the same time period for the same event. With these
datasets, we compared the messages, usernames and screen names, for these are the common
fields between both platforms. shows a statistics of comparison. We observed simi-
larities in the average number of words and punctuation in messages, as well as the number of
characters, numbers and capital letters in username and screen name. Further, there is no signif-
icant difference within the statistics at the p < 0.05 level when we perform a two-tailed t-test
between the statistics derived from X and Telegram. The length of the messages and the style of
the usernames and screen names are similar between the two mediums. Therefore, we can use
the BotBuster For Everyone algorithm tuned for the platform X for our Telegram data. Since the
Telegram platform does not have all the data fields that BotBuster For Everyone can leverage,
being able to activate a subset of experts to derive a final bot prediction is ideal for our Telegram
dataset.

X Telegram
Number of words in messages | 10.09+32.96 | 18.354+33.39
Number of punctuation in messages | 5.2648.34 3.98+8.31
Number of characters in username | 11.02+2.7 10.674+3.56
Numbers in username | 1.114+2.16 1.01£1.49
Capitals in username | 1.29+1.62 1.48+1.65
Numbers in screen name | 0.1240.59 0.134+0.66
Capitals in screen name | 2.27+2.72 1.894+1.25
Number of words in screen name | 2.0741.19 1.7740.75

Table 2.6: Statistics of messages, username, and screenname between X and Telegram. All
values between X and Telegram are statistically insignificant at the p < 0.05 value by a two-
tailed t-test, therefore the length of messages and the style of usernames and screen names are
similar between the two mediums.

We then harmonized the names of the data fields extracted from Telegram to the BotBuster
For Everyone algorithm convention. Then, we ran the Telegram data through the algorithm.
The BotBuster for Everyone algorithm determined our Telegram dataset to have 29.9% bots and
70.1% humans.

To verify the bot/human labels generated by the BotBuster for Everyone algorithm, we per-
formed manual annotation on a subset of data. From the BotBuster for Everyone output, we
randomly selected a 0.1% sample by stratified sampling, thus ensuring that the proportion of
bots/human users in the sample matches the proportions that are reflected by the BotBuster for
Everyone algorithm. In total, we extracted 2767 data points.

Two of the authors manually annotated the data points, reading through the user names and
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messages of each user before labeling the user as a bot or a human. In the event of a disagreement,
a third annotator served to break the tie. All three annotators are native English speakers.

We also calculated the inter-annotator agreement between the first two annotators using Co-
hen’s Kappa score. This score ranges from [-1, +1] and serves as an indication of the proportion
of annotations that were not in agreement due to random chance. We only compared the first
two annotators, with the third annotator serving as a tie-breaker. We obtained a Cohen Kappa
score of 0.92. This score is close to 1, indicating sufficient agreement between the two annotators
(17, [116].

Finally, we harmonized the manual annotations through maximum pooling, taking the most
common out of the three scores. These scores are thus regarded as the gold standard labels for
this set of data. We compared the BotBuster for Everyone-generated labels, finding a model
F1-score of 72%. This is a reasonable accuracy given that the original model that was fine-tuned
on Twitter data performed with an F1 of 73%.

Tiny-BotBuster While BotBuster For Everyone was fast, it was still slow if we were to de-
termine the P(bot) for millions of users. To address that, we optimized the time and size of
the model with Tiny-BotBuster [220]. The architecture is illustrated in In Tiny-
BotBuster, we used a minimal feature set of user metadata and post metadata. These two data
subsets are then fed into a MoE architecture that consists of Gradient Boosted Trees [96] and
Random Forests [41]]. The ensemble output of the MoE is passed through a logistic regression
model to return a P(bot) € [0, 1]. The P(bot) is then thresholded with a value of € = 0.7, where
P(bot) > 0.7 = bot, P(bot) < 0.7 = human.

Feature Set Mixture of Experts Classification Determination
] y' Bot
L + i
%} (— — , Bot Pgobabtlrty
o core
ms Human
L L
] Gradient Random Forests

L . Logistic Regression
User + Post Metadata ~ Boosting Trees

Figure 2.4: The Tiny-BotBuster model architecture (Diagram published in [220])

Multilingual BotBuster Finally, we addressed the mono-linguality of our bot detection algo-
rithm with Multilingual BotBuster [214]. While our algorithms performed with an average of
73.7% bot/human classification accuracy, they were only tuned for the English language. Our
extensive 2020-2021 Coronavirus dataset reflected that only 47.4% of the posts were written in
English [214]. Therefore, we used multilingual BERT embeddings to construct a multilingual
classifier.

We begin by creating a multilingual dataset. We used Google Translate to translate three
English-language datasets (cresci-rtbust-2019 [182]], botometer-feedback-2019 [321]], cresci-stock-
2018 [68]) that were manually annotated for bot/human users into three other languages. These
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three languages were: Chinese, Russian and Arabic. These languages were chosen because
past literature suggests that bots from these countries are active in influencing online narratives
(25, 137, 1268]].

Following which, we performed bot classification using different types of pre-trained tokeniz-
ers and classifiers on the texts. These tokenizers and classifiers are pre-trained models from the
HuggingFace repository. We used the default parameters for the classifiers, and used the same
tokenizers to embed the tweet texts. In applying these algorithms, we used a 80:20 train:test
stratified split to the dataset and ran a five-fold cross validation to determine algorithm accuracy.
These runs are compared against baseline algorithms, which are algorithms that are commonly
and commercially ran for social media bot detection.

We tested three types of models as text classifiers: (1) language-specific models, (2) multi-
lingual models and (3) Large Language Models.

For language-specific models, we tested 2 to 3 classifier types of each language, except
when not available. For the English language, we tested: distilbert/distilbert-base-uncased,
FacebookAl/roberta-base, google-bert/bert-base-uncased. For the Chinese language, we tested
google-bert/bert-base-chinese, hfl/chinese-roberta-wwm-ext. For the Russian language, we used
blinoff/roberta-base-russian-v0. For the Arabic language, we used CAMeL-Lab/bert-base-arabic-
camelbert-mix-pos-egy, asafaya/bert-base-arabic.

For the multilingual classifier, we tested 4 variations. The first is the TF-iDF vectorizer with
a random forest classifier. The next three are taken from the HuggingFace model repository:
google-bert/bert-base-multilingual-uncased, Facebook Al/xIm-roberta-base and Facebook Al/xIm-
mlm-enfr-1024.

For Large Language Models, we tested a total of 6 prompts, each inserting the tweet text as
the {Sentence}. These prompts were tested on two models: flan-alpaca-gpt4-x1 and gpt2. The
gpt2 model performed better than the flan-alpaca-gpt4-x1 model. However, the outputs of the
gpt2 model seemed unaffected by the prompt structure.

* Prompt 1: “““Do you think this sentence is written by a bot or a human? Output only the
class ‘bot’ or ‘human’. {Sentence}

* Prompt 2: ““Does this tweet look like it was written by a bot or a human? Output only
the class ‘bot” or ‘human’. {Sentence}

* Prompt 3: “““Bots are automated actors on social media platforms. Does this tweet look
like it was written by a bot or a human? Output only the class ‘bot’ or human’. {Sentence}

* Prompt 4: “““This sentence is in {Language} language. Do you think this sentence is
written by a bot or a human? Output only the class ‘bot’ or ‘human’. {Sentence} ™

* Prompt 5: “““This sentence is in {Language} language. Does this tweet look like it was
written by a bot or a human? Output only the class ‘bot’ or ‘human’. {Sentence} ™

* Prompt 6: “““This sentence is in {Language} language. Bots are automated actors on
social media platforms. Does this tweet look like it was written by a bot or a human?
Output only the class ‘bot” or ‘human’. {Sentence} ™

Finally, we selected the best performing multilingual model (google-bert/bert-base-multilingual-
uncased) to be used to identify bot and human accounts. This Multilingual BotBuster architecture
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Figure 2.5: Distribution of expert importances in the BotBuster architecture (published in [205])

performed with an average accuracy of 82.79% =+ 4.23 for all the three datasets across all three
languages, as compared to the baseline comparisons: BotBuster at 66.91% =+ 12.57, BotBuster
For Everyone at 77.69% + 6.38, Botometer at 50.63% =+ 11.30 and BotHunter at 58.12% =+ 18.83,
for English-only tweets.

2.4.1 Features important to Bot Detection Algorithms

Having constructed bot detection algorithms using machine learning techniques, we next seek to
find out what are the key features that identify a bot.

The expert importances of each of the experts in contributing to the final P(bot) score in
BotBuster are graphed in The final P(bot) score was a weighted sum of the ex-
perts derived by an expert gating network, which was a multi-layer perceptron. From the expert
importances analysis, the input weights were almost evenly distributed across the experts, sug-
gesting that all experts had almost equal importances for the final prediction. However, there
were slightly more emphasis on post information and descriptions and lesser value on screen-
names and usernames. The gating network placed more emphasis on the experts that had text as
input pillars compared to those that had numeric inputs (e.g. metadata), and within the text input
experts, had more emphasize on the experts with longer text input. This suggests that longer
writing was a key determinant of P(bot). In the training data, the average length of a username
was 3.02 £ 5.15 characters, and the average length of a screenname was 3.28 + 6.23 charac-
ters. The average Levenshtein distance between both name strings, reflecting the similarity of
the screenname and username was 2.36 +=4.89, suggesting users typically used similar strings for
both these names. The description data field of an account was usually more lengthy, containing
an average of 3.62 £ 6.33 words.

For the BotBuster For Everyone algorithm (and subsequently the BotBuster-Telegram, Tiny-
BotBuster and Multilingual BotBuster), we kept the feature spaces small in our feature extraction
implementation. Despite these, we were still able to achieve decent algorithm accuracy, show-
casing that bot detecting need only a few key features for a decent accuracy. We extracted the
feature importances of each of the estimators stored in Python’s sklearn classifiers used for the
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each of the data experts, and graphed their importances in

The username/screenname and post metadata features were numeric features, and the tree-
based classifiers of the experts separated them through the decrease in impurity. The higher mean
decrease in impurity, the more important the feature is in differentiating the final bot/human class.
For the username/screenname, the entropy of the name also plays a large factor in determining bot
classification. For post metadata, the most indicative feature was the number of retweets/shares,
followed by the number of likes and the number of replies that the post received.

Finally, the description of an account was a string of words, and hence was treated differ-
ently by the Decision Tree classifier. The classifier breaks down the description string into a
bag of words, so the feature importances in was represented by coefficients attached
to words. The coefficient scores reflect how important a word was within a description string.
The word with the highest coefficient and therefore the most important was “bot”. Words repre-
senting a person’s identity (i.e. writer, mom, host, author, reporter, editor etc.) were extremely
indicative words, suggesting connections between the expression of identities and bot likeliness
of an account. These suggests possible incorporation of heuristics to identify key signals of bot
accounts with words present.

Understanding the features that are important to a bot detection algorithm provides directions
for further bot account analysis by characterizing the defining features of bot vs human accounts.

2.4.2 Thresholding Bot Detection Algorithms.

Bot detection algorithms typically return a probability score of a user being a bot P(bot) that is
between 0 and 1, to which a threshold ¢ is being applied. If P(bot) is greater or equal to ¢, the
account is determined to be a Bot; if P(bot) is less than e, then the account is determined to be a
human. Many studies use an arbitrary e value, which can result in instability and misclassifica-
tions of users. Too tight a threshold (i.e., a higher € used) means that lesser users are classified as
a Bot, and there will be more false negatives. Too loose a threshold (i.e., a lower € used) means
that more users will be classified as a Bot, and there will be more false positives. We perform a
large scale longitudinal and statistical analysis to determine a suitable ¢ value for a bot detection
algorithm, which is an essential step for stable and comparable results across studies.

We collected the tweets of 5000 agents from X on a daily basis for 150 days beginning from
September 2020. These users had at least 100 tweets related to the 2020-2021 coronavirus and
the 2020 US elections. We used the BotHunter algorithm [32] as our detection algorithm. We
established the stability of P(bot) through the patterns of agents that flip bot classification. We
termed an agent to have flipped bot classification when it was previously classified as a bot and
currently classified as a non-bot or vice-versa. This flipping behavior was determined when an
agent had a bot score that fell below the pre-determined threshold value, then rose above that
same threshold value, or vice versa. With five threshold values € € [0.25,0.30,0.50,0.70,0.75],
we investigated the stability of P(bot) across two dimensions:

1. temporal stability, which was how bot scores changed with increasing number of days. At
each increasing number of days, we calculated the mean score difference of the agents’
current score at day ¢ = i against their first day’s score at t = 0, i.e. P(bot)—; — P(bot)—o

2. volume stability, which was how the scores changed across the number of tweets. At each
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increasing number of tweets, we calculated the we calculated the mean score difference of
the agents’ current score with the current number of tweets n = 7 against their first tweet’s
score at n = 0, i.e. P(bot),—; — P(bot),—o.

When we analyzed agent flipping behavior based on initial bot class, we find a decreasing
trend as time and volume increases. [Figure 2.7| and |[Figure 2.8 show the downward trend of the
proportion of agents that flip bot classification by temporal and volume analysis respectively.
This shows that bot classification stabilizes as the amount of data increases.

Additionally, a larger proportion of initial non-bots flipped their classification to bots. In
the temporal lens, the largest percentage of non-bots that flipped occurred at the 10-day mark,
with 6.32%. A largest percentage (5.13%) of bots that flipped their classification also occurred
at the 10-day mark. Through the volume lens, a maximum of 9.10% of non-bots that flipped
classification while 3.89% of bots flipped classification. Both occurred at the 20-tweet mark.

As the number of days and number of tweets increased, the proportion of agents with different
bot classification compared with the first classification tended to zero. By temporal steps, the
peak number of days of bot classification changes was 10 days, where 2.05% to 8.98% of agents
change classification. After which, the proportion of agents that changed classification decreased
across time. Observations by volume steps showed that a decent value for the sharp decrease in
the proportion of agents that change classification is around 20 tweets.

Flipping bot classification pointed to the instability of bot scores. Across all threshold val-
ues, initial bot percentages and proportion of agents that flipped were similar whether measured
by time or volume. This highlighted that the classification of agents into bots and non-bots were
actually relatively stable from the initial bot classification. In both temporal and volume perspec-
tives at the 0.75 threshold value, approximately 13% of agents flipped bot classification, which
is consistent with past studies Rauchfleisch and Kaiser [251]]

With this methodology, we established parameters for using supervised bot detection algo-
rithms. This methodology can generically be applied to any bot detection algorithm. In our
experiments, we utilized the BotHunter detection algorithm, and hence summarize our recom-
mendations for parameters to use with this algorithm:

1. For a consistent bot probability score, a reasonable data collection size is at least 20 days
of tweets or 40 tweets.

2. In terms of bot prediction algorithm stability, a recommended threshold level is 0.70. For
a consistent bot classification score, a recommended collection size is at least 10 days of
tweets or 20 tweets.

The amount of data required for a stable bot classification score was lesser than the data
required for a stable bot probability score because bot classification is a binary classification
dependent on a range of values. A small change in bot probability score that leads to the clas-
sification will unlikely alter the classification of the agent, except at the threshold boundaries.
However, the precise determination of P(bot) required more data because it is a float value in the
continuous range of [0,1].
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2.5 Conclusion

Our work aims to build bot detection systems that can differentiate between bot and human so-
cial media users. We developed five bot detection algorithms using the data-resilient Mixture-of-
Experts architecture: BotBuster, BotBuster For Everyone, Tiny-BotBuster, BotBuster-Telegram
and Multilingual BotBuster. Together, these algorithms can perform bot detection for four social
media platforms (X, Reddit, Instagram, Telegram), and across four languages (English, Chinese,
Arabic, Russian). Each algorithm improves on the previous in terms of accuracy and computa-
tional efficiency.
Despite our efforts at improving our bot detection algorithms, there are still some limitations:
1. Our bot detection algorithms are constructed for only four platforms (X, Telegram, Reddit,
Instagram), and primarily work for four languages (English, Russian, Chinese, Arabic).
While we expect bots to generally act with similar features across social media platforms,
we must not discount that bots will harness the affordances of each platform.

2. Current detection still focuses primarily on account-level (e.g., metadata, temporal ac-
tivity) and post features (e.g., number of words, reading difficulty). Richer multi-modal
features like images and videos remain unexplored.

Future work should evolve bot detection algorithms according to updates in social media
platform affordances and changes in platform usage. Being able to adapt to the changing content
modalities and bot strategies can be particularly impactful because it allows researchers and
practitioners to analyze and respond to the information environment.
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Year Reference | Definition

2016 [90] A social bot is a computer algorithm that automatically produces con-
tent and interacts with humans on social media, trying to emulate and
possibly alter their behavior.

2016 [[35]] [...] social bots, algorithmically controlled accounts that emulate the
activity of human users but operate at much higher pace (e.g., auto-
matically producing content or engaging in social interactions), while
successfully keeping their artificial identity undisclosed

2016 [58]] Automated accounts, called bots, [...]

2018 [LO8]] Bots are have been generally defined as automated agents that func-
tion on an online platform [..]. As some put it, these are programs that
run continuously, formulate decisions, act upon those decisions without
human intervention, and are able adapt to the context they operate in.

2018 [40] The term “social bot” describes accounts on social media sites that are
controlled by bots and imitate human users to a high degree but differ
regarding their intent.

2018 [32] [...] malicious automated agents

2020 [234] Social Media Bots (SMB) are computer algorithms that produce con-
tent and interacts with users

2020 [20] [...] social bots, (semi-) automatized accounts in social media, gained
global attention in the context of public opinion manipulation.

2020 [260] Malicious actors create inauthentic social media accounts controlled
in part by algorithms, known as social bots, to disseminate misinfor-
mation and agitate online discussion.

2021 [180] Social bots — partially or fully automated accounts on social media
platforms [...]

2022 [218]] Social media bots are automated accounts controlled by software al-
gorithms rather than human users

2023 [122] Social bots are automated social media accounts governed by soft-
ware and controlled by humans at the backend.

2023 [[8O] A bot is a software that mimics human behavior and operates au-
tonomously and automatically.

2023 [282] Twitter accounts controlled by automated programs.

2023 [319] Automated accounts on social media that impersonate real users, of-
ten called “social bots,”

2023 [318] Social bots are social media accounts controlled by software that can
carry out content and post content automatically.

2024 [144] Social bots are artificial agents that infiltrate social media

2024 [320] Social bots are social media accounts controlled in part by software

[...] Social media bots display profiles and engage with others through
various means, including following, liking, and retweeting

Table 2.1: Definitions of “Social Media Bot” in academic literature. (Table published in [212]])
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Year Reference Definition
2018 US Department | [...] Social Media Bots as programs that vary
of Homeland | in size depending on their function, capability,
Security [[73]] and design; and can be used on social media
platforms to do various useful and malicious
tasks while simulating human behavior
2024 Microsoft [188] Social media bots are automated programs de-
signed to interact with account users.
2024 Meltwater [269] Refers to the definition by US CSIA (see below)
Not Dated | CloudFlare [66] | [...] social media bots are automated pro-
grams used to engage in social media. These
bots behave in an either partially or fully au-
tonomous fashion, and are often designed to
mimic human users.
Not Dated | Cybersecurity Social Media Bots are automated programs
and Infrastructure | that simulate human engagement on social
Security Agency | media platforms.
(CISA) [65]
Not Dated | Imperva [135]] An Internet bot is a software application that
runs automated tasks over the internet.

Table 2.2: Definitions of “Social Media Bot” in industry literature. (Table published in [212]])
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Table 2.3: Components of definitions of “Social media Bot”. (Table published in [212]])
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BotBuster BotBuster Tiny  Bot- | Multilingual | BotBuster-
[205] For Every- | Buster [220] | BotBuster Telegram [221]
one [210] [214]
Model Ar- | Mixture-of- Mixture- Random Mixture- Mixture-of-
chitecture | experts + | of-experts Forests of-experts experts
Deep learning | + Random + Random
Forests Forests
Platforms | X, Reddit, In- | X, Reddit, In- | X X Telegram
Stagram stagram
Average 72.73 56.84 91.78 72.00 82.79
Accuracy
(%)
Key fea- | Handles in- | Fast version | Small model | Tested for En-
tures complete data | of BotBuster | size, ex- | glish, Russian,
pillars that does not | tremely Chinese, Ara-
require GPUs | fast  model | bic languages
building and
inference
Limitations | Slow model | For English | Solely for X | Relied on | Solely for
building and | language translated Telegram
inference, language data
requires GPUs

Table 2.4: Bot Detection Algorithms Developed in this Thesis

True Negatives

a bot

Algorithm doesn’t think user
is a bot & User actually is not

61.4%

False Positives

Algorithm think user is a bot
& User actually is not a bot

13.3%

False Negatives

Algorithm doesn’t think user
is a bot & User actually is a
bot

12.3%

True Positives

Algorithm think user is a bot
& User actually is not a bot

13.0%

Table 2.5: Accuracy Metrics of the BotBuster Algorithm
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Figure 2.6: Feature Importances from the BotBuster for Everyone algorithm. (published in

[2100)
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Figure 2.8: By Volume Steps: Agents that Flip Bot Classification(%). The largest percentage of
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flipping behavior, 20 tweets is a reasonable data size for stable bot classification. (published in
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Chapter 3

From Bots to Cyber Social Agents

3.1 Introduction

The term “bot” by itself describes a generic automation algorithm, treating all forms and behav-
iors of an automation as a homogeneous entity. We expand the term “bot” into a “Cyber Social
Agent” (CSA), framing automation in terms of nuanced sets of archetypes rather than a mono-
lithic category. Automated accounts are not merely scripts, but they are a suite of agents that
adopt specific roles, employ different strategies, and interact uniquely with humans, other CSAs
and platform infrastructures. These archetypes have agency, and therefore can be either good or
bad. Some CSAs serve constructive roles like news dissemination and emotional support, while
others spread misinformation and manipulate public discourse. This section describes the fifteen
different Cyber Social Agent archetypes, with the following guiding research questions:

1. What are Cyber Social Agents?
2. What are the different types of Cyber Social Agents that exist on social media space?

3. When and how do CSA personas contribute positively to social good, and when do they
become harmful?

3.2 Related Work

Typologies of social media agents Bot detection algorithms usually provide a binary classifica-
tion of a social media user [[71},1205,322]. That is, based on the features extracted from the user, it
is either a bot or a human. This binary classification can be insufficient for downstream analysis
of social media discourse, because there is a spectrum of behaviors that a user can undertake.
Automated accounts can be amplifiers [42], news broadcasters [163], repeaters [257], or even
include hybrid “cyborg” accounts that are partially automated and partially human [64, 2935]].
This heterogeneity in accounts highlights that computational detection should not be restricted
to separating bots from humans, but also account for the diverse form of automation that shape
digital interactions.

There are more nuanced classification of types of social media bots in the literature. Ty-
pologies mostly focus on either the content or the interaction mechanics of the automated user.
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Typologies focus on the content type (i.e., malicious or benign [279]]; original or not) [1,231], the
amount of content produced (i.e., none, some, a lot [1]]) or the effect on social media content (i.e.,
distributing, amplifying, distorting, hijacking content [[108, [184]). Typologies can also focus on
the interaction mechanics used. For example, accounts that constantly retweet other users are
retweet or amplifier bots [[82, [137], accounts that follow a lot of other accounts as fake-follower
bots [64], Our work expands the classification of automated users as a homogenous “bot” vs
“humans” into a nuanced set of Cyber Social Agent archetypes, where agents are situated along
multiple dimensions of visible behavior on social media platforms.

Goodness of Cyber Social Agents In the study of cyber social agents, many studies in the
literature focus on malicious agents that cause harm to the online ecosystem through false infor-
mation [4} 263] and information manipulation [100, 166, 204]. Indeed, there are plenty of good
bots: bots that provide notifications and entertainment [129], and bots that provide emotional
support during stress [245] and grieve [[151]. Unfortunately, while many bot detection algorithms
reliably differentiate whether a user is a bot or not, the subsequent analysis usually groups the
identified bots homogeneously as malicious entities to be studied. While it is important to profile
the potential harm of Cyber Social Agents, it is equally as important to examine the good agents
that quietly work behind the scenes to preserve our cyber social health by performing activities
like correcting false information [289].

3.3 Cyber Social Agents

A Cyber Social Agent (CSA) is a digital actor (the User) embedded within a social network
environment, with the capacity to perceive, process and act upon information in ways that influ-
ence the narratives (the Content) and other actors (the Interaction) in the ecosystem.
presents a formal definition of the Cyber Social Agent in the User-Content-Interaction frame.

Definition. (Cyber Social Agent)
user
A digital actor embedded within a social network environment,
with the capacity to perceive, process and act upon information in ways that

influence the narratives

interactions
and other actors in the ecosystem.

Figure 3.1: Definition of Cyber Social Agents

presents how the concept of Cyber Social Agents evolves from the general per-
ception of bots. Bots are the simplest form of Cyber Social Agents. While bots are typically
seen as automated scripts controlled by human operators, CSAs are understood as actors with
varying degress of agency, adaptability and self-evolution. The label “bot” usually connotes a
generic form of automation and is often associated with malicious activity [115]]. In contrast, the
CSA frame differentiates automated agents by their personas, their roles, behaviors and rhetori-
cal strategies. Crucially, CSAs are not inherently bad. Automation can serve both harmful and
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beneficial purposes, and should be evaluated along the dimensions of content, behavior and ef-
fect. This framing suggests that regulation should not apply uniformly to all automated agents,
but instead be tailored to each persona.

situates our Cyber Social Agents within the broader trajectory of agent develop-
ment. It compares CSAs to Agent-Based Modeling (ABM) Agents, Artificial Intelligent (AI)
Agents and Agentic Al across multiple dimensions, including autonomy, automation capacity,
learning ability, embodiment and modes of interaction with humans. Agent-Based Modeling
agents are computational agents programmed to realistically interact with the environment or
other agents that that is relevant to the complex system being studied [105]. ABM agents are
confined to simulation environments.

Al and Agentic Al agents primarily operate in decision-making contexts, with Al agents
residing solely in the digital space while Agentic Al Agents having physical-digital contexts.
Examples of Al agents are web agents [228] or coding agents, and examples of Agentic Al
agents are embodied Al robots [98]]. In contrast, CSAs are uniquely situated within social media
ecosystems. They combine features like high interaction with agents, natural language commu-
nication and multimodal content generation. These capabilities allow them to directly influence
public discourse and human behavior.

By contrasting CSAs against other (prior) forms of agents, illustrates that CSAs
are not simply another step in technical sophistication but are a qualitatively distinct category
of socio-technical actors. CSAs are digital entities that are embedded in, and sometimes co-
evolving with, human and social media platform dynamics.

Characteristics | General Perception of Bots | General Concept of Cyber Social
Agents

Agency Automated by operator Automated by operator, or can be self-
evolving, or can have agency

Types One general type Different types of personas

Nature Bad Can be good or bad
Can be harnessed for good or bad

Regulation Should be regulated in the | Can be regulated differently based on per-

same way sona, content, behavior.

Table 3.1: From Bots to Cyber Social Agents

31



Dimension Agent-Based = Mod- | Artificial Intelligence | Agentic AI (2023-) Cyber Social Agents
eling (ABM) Agents | (AI) Agents (2022-) (2026 -)
(1940-) Social Media Bots
(2008-)
Main use: Primary purposes of | Simulation- Decision making [256] | Goal directed action [2} | Announce informa-
main tasks assigned based [235]: Goal- 2] tion [19], influence,

directed action, deci-
sion making

engagement etc.

Autonomy: Degree of independent
action without external control

Full

Partial or Full

Partial or Full

Partial or Full

Automation Capacity: Types of
automated behavior execution

Heuristic-based [[67]

Large Language Mod-
els (LLMs) [1133]

Heuristic + LLMs

Scripted behavior or
heuristic or LLM or

combinations
Environment they live in: Con- | Simulation, Research, | Web [228], Code envi- | Physical-Digital Social media, online
texts and domains they operate in Prediction ronments [[191] interfaces (i.e., | platforms
robotics [[101])

Interaction with humans: How | No Moderate Extensive High
directly or meaningfully they inter-
act with people
Learning ability: Whether they | No Some (supervised) Yes (self-learning) Some yes, some no
learn from data, interactions or
feedback
Embodiment: Type of body pres- | Digital Digital Physical Digital
ence they have
Medium/ modality: Interface or | Code, numeric strings Natural language (text, | Text, voice, visual, | Text, image, video,
communication format voice), Code (APIs) physical action hashtags, URLs
Problem solving capability: Abil- | Scenario-driven  sim- | Logic, ML-based, rea- | Natural language | Natural language, hash-
ity to analyze and respond to com- | ulation logic  [76]; | soning (input/output), multi- | tags, emojis
plex solutions Response can be logic- modal

based, algorithmic-

based, mathematically-

based
Communication type: How com- | Numeric strings, often | Code-based  prompts | Code-based  prompts | Natural language

mands are expressed or interpreted

binary

with natural language

with natural language

Learning ability: Sources of
learning

None, Some (Learning
by being told, Bayesian
updating [291], Regres-
sion equations [60])

Mostly told (labeled
data)

Learned from experi-
ence, Bayesian updat-
ing

None (scripted), super-
vised learning, rein-
forcement learning




Dimension ABM Agents (1940-) Al Agents (2022-) Agentic AI (2023-) Cyber Social Agents
(2026 -)
Social Media Bots
(2008-)

Lifespan: Operational duration or | As needed by virtual | Often persistent for use | Long-lived,  requires | Operator-defined;

persistence experiments [195] in code maintenance Lifespan can be pre-
maturely terminated by
platforms

Mobility: Physical or virtual | None Virtual navigation in | Physical mobility | None (stationary ac-

movement capability code (robots, drones) counts), but the reach of
their network expands
their influence

Examples: Real-world implemen- | Conway  Game  of | Chat Bots [62], Recom- | Embodied Al | Social Media Bots

tations Life [141] mender Systems [132], | Robots [98]

Coding Agents

Table 3.2: Summary of the different types of agents and uses




3.4 Archetypes of Cyber Social Agents

CSAs are automated agents with a variety of archetypes, and each archetype impacts the online
conversation in different ways. Past works formulated typologies of automated users mainly
through the subjective process of human labeling [1, 108, 231], which is resource intensive and
difficult to scale when analyzing large volumes of users. We describe CSA personas along the
User-Content-Interaction framework that we had formulated for social media platforms in
and develop computational heuristics as a systematic scheme to provide a consistent clas-
sification of agent archetypes.

In developing this scheme, we surveyed literature from empirical studies and analysis of ty-
pologies of social media bots. This literature consists of papers published between 2015 and
2025 that were extracted using the keywords “social media bot types”, “social media bot typol-
ogy”, “typology of social media bot”, “types of social media bot” from Google Scholar. This
survey yielded 123 papers. We excluded 48 papers that constructed bot detection algorithms, 29
papers that were on bot activity analysis, 3 papers that were on both bot detection and bot activity
analysis, and 4 papers that were on bot vs human characteristics. This left us with 39 papers,
which are presented in These papers cover a wide variety of archetypes of bots, but
unfortunately do not have a systematic way of classifying these bots, nor a clean definition for the
classes of bots. These classifications are largely event-based or study-based, identifying bots by
intuition from a study of a set of data. This thus prompted our creation of a systematic taxonomy
of well-defined archetypes of bot agents.

Year Ref Archetypes listed Classification crite- | Limitations
ria
2015 (L] core bots, peripheral | types of bots in a bot | limited to the struc-
bots, generator bot net tural roles of users in
a network
2016 [231]] Broadcast Bots, Con- | How bots disseminate | Studied only bots that
sumption Bots, Spam | content are used for dissemi-
Bots nating & aggregating
content
2016 [314] political bot event-based only studied the po-
litical bot in different
political regimes
2016 [312] political bot event-based limited to an event
2016 [198] broadcast, spam, in- | study-based limited to the study
fluencer construct

34




Year Ref Archetypes listed Classification crite- | Limitations
ria
2017 [279] astroturfing bot, social | intentions Qualitative taxonomy
botnets in political based off examples
conflicts, infiltration from literature
of an organisation,
influence bots, sybils,
doppelganger  bots,
spam bots, fake ac-
counts, pay bots,
nonsense bots, news
bots, recruitment bots,
public dissemination
account, earthquake
warning bots, editing
bots, chat bots
2017 [295] simple bots, sophisti- | based on bot detec- | arbitrary probability
cated bots tion probabilities and | bounds to determine
whether they mention | bot type
humans
2017 [104]] celebrity status, very | number of followers limited to classifica-
popular, mid-level tion based on "influ-
recognition, lower encers”
popularity
2018 [31] social influence bot repetitive @mentions | event-specific
of each other
2018 (1] spam bot, emotional | event-based limited to an event
bot
2018 (111 simple  automation, | referenced from [110] | machine learning
human-like acting based case study
bots, intelligent acting
2019 [266] spam bots bot identified from a | limited to identifica-
honeypot tion of a single honey-
pot
2020 [260] spammer, simple bots, | based on data that has | limited to data bought
fake followers, self- | been bought
declared, political bots
2020 [LOS]] Web robots (Crawlers | the bot’s structure, | High-level quali-
& Scrapers), Chatbots, | function & use tative taxonomy,
Spambots, Social bots, and many nested,

Sockpuppets & Trolls,
Cyborgs & Hybrid ac-
counts

orthogonal questions
in each of the three
classification criteria
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Year Ref Archetypes listed Classification crite- | Limitations
ria
2020 [20]] bot, bot army, bot net, | the orchestration and | focus on clearnet and
cyborg bot, political | capabilities of a bot dark market places
bot, propaganda bot,
remote bot, social bot,
spam bot
2020 [130] news bot study-based limited to the study
construct
2020 [273] media bots study-based limited to the study
construct
2020 [o1]] astroturf, fake fol- | as per [322] classifica- | limited to [322] clas-
lower, financial, | tion sification
self-declared, spam-
mer, other
2021 [61] drifters study-based limited to the study
construct
2021 [259] heavy bots, political | content based cate- | limited to content dif-
bots, media spam- | gories ferentiation
bot, user-generated
bot, campaigner bot,
inciting agent bot
2021 [148] premium-+, ultima, | extent that the bot | based on the clas-
low, high, medium, | looks like a human, | sification of market-
standard, good, best type of action, speed | place bot rental ser-
of action vices and forums
2022 [46] spam bot event-based limited to an event
2022 [280] human, bot, self- | not sure narrow  and  un-
declared bot explained classifica-
tion
2022 [1&83]] trolls, bots, humans credibility, initiative, | Twitter-based classifi-
adaptability cation
2022 [272]] General, fake fol- | as per [322] classifica- | limited to bots that are
lower, other, self | tion involved in a specific
declared, spammer event
2022 [149] price, bot-trader type, | classified for people to | limited to bots that are
normalized bot qual- | understand the types | involved in a social
ity, speed, survival | of bots involved in | media attack
rate a social media attack
and estimate the attack
2022 [274]] brutal, vulgar, sex, de- | not sure limited to malicious

testation

conversational bots
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Year Ref Archetypes listed Classification crite- | Limitations
ria

2022 [299]] likers, disinformers, | technical, combat, | limited to a threat
reposters, commen- | trolls, disinformers, | framework, and some
tators, personal data | spammers, bot types are repeated
collectors, account under different cate-
blockers, discredia- gories
tors, haters, advertiser,
political troll bots,
opinion leaders, bul-
lying, simulators of
real user Dbehavior,
distributors of fakes,
clogging hashtags,
meaningless content

2023 [207]] general bot, news bot, | event-based limited to an event
bridging bot

2023 [1O] Social bots, Spam | Did not really explain | Bot types are for a
bots, Sybil bots machine learning al-

gorithm for bot detec-
tion algorithm

2024 [15]] spam bot, follower | not sure limited to information
bot, astroturf Dbot, manipulation and ma-
doppelganger bot, licious campaigns
political bot, sybil bot,
financial bot, romance
bot, social bot

2025 [164] spam bot, social ma- | bots that the authors | grouped by malicious
nipulation bot, person- | have observed in re- | activity and good bots
alized attack bot, in- | cent years
fluence manipulation
bot, news and infor-
mation bots, moder-
ation bots, entertain-
ment bots, customer
service and promotion
bots

2025 [212] General bot, Bridg- | providing examples of | Listing examples of

ing Bot, Political Bot,
Chat Bot, Activist Bot

bots that are used for
good and bad

Bots

Table 3.3: Survey of archetypes of “social media bot” from 2015 to 2025

From this set of survey, we harmonized the agents described to derive a cohesive set of
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Figure 3.2: Social influencers that coordinated together to hijack trending hashtags used high
amounts of information maneuvers (Figure published in [70])

archetypes of Cyber Social Agents, we manually annotated archetypes of agents described in the
papers, then used iterative manual refinement to arrive at our final set. The final set of archetypes
are described in and we will describe them in this section using the UCIA (User-
Content-Interaction-Algorithm) frame. We note that an archetype is not exclusive. An agent
can exhibit signs of multiple personas. For example, a News CSA can also be an Announcer
CSA, because it announces sets of news. Agents can also change their archetypes, either they are
programmed with a different set of goals, or because they are compromised accounts that have
been taken over [81].

Social Influencer are designed to shape public opinion by actively engaging with the dis-
course and steering conversations towards particular viewpoints. From a UCIA perspective, they
are distinguished by their Content and Interaction pillars, through their high reliance of informa-
tion maneuver cues and disproportionate use of replies. Their interactive and participatory nature
naturally makes them an account that is recommended by the Algorithm.

In a study we did on Twitter activity in Indonesia, social influence agents coordinated together
to hijack trending hashtags and actively engage in the conversation with high amounts of Back
/ Build / Distract information maneuvers [70]. This participation was retweet-heavy and reply
heavy. The plot[Figure 3.2]shows the high proportion of information maneuvers that these social
influence agents use as compared to normal agents.

Amplifiers are designed to boost the reach and visibility of specific pieces of content or
narratives through high-frequency sharing behaviors such as re-posting or re-tweeting. By re-
peatedly broadcasting a message, Amplifiers create the illusion of widespread grassroots support
and help manufacture momentum around their desired narrative themes, eventually amplifying
influence, so that their selected content circulates faster and farther than it would organically.
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Figure 3.3: Round Robin network of Amplifiers (published in [[137])

From a UCIA perspective, Amplifiers are primarily defined by their Interaction Pillar, be-
cause their hallmark is the excessive sharing patterns. This operational signature is evident in
their disproportionate retweet-to-original-post ratio and limited original message construction.
Algorithms of social media platforms prioritize engagement signals such as frequency, velocity
and repetition[199], so their excessive sharing patterns are rewarded by the algorithmic systems.

Within the 2021 cross-strait discourse between China and Taiwan, we discovered an algorith-
mic sequence for using amplifier agents [137]]. This tactic employs a round-robin sequence to
consistently promote the same accounts, thus amplifying them. The sequence plays out as such:
(1) A few core agents generate original tweets, (2) Peripheral amplifier agents retweet the tweets
generated by the core agents in a randomized order, and continue retweeting until each core tweet
has been retweeted once by every adjacent periphery agent, (3) a fresh batch of central agents
generates more original tweets, which the peripheral accounts also retweet as per the second
step. This sequence artificially creates engagement between the agents, making them seem less
bot-like, and might have contributed to their longer lifespan. [137] shows the all-communication
network of these amplifier agents. This network has four hierarchies: the core group of agents in
the center that create original tweets, then three other layers of amplifier agents in the periphery
that iteratively retweet the set of agents in the previous layer.

Cyborgs are hybrid accounts that combine automated functionality with human oversight.
Automation assists the human operator in tasks like mass sharing, high-frequency posting or
forwarding content, while human intervention provides flexibility, nuance and the personal touch.

From a UCIA point of view, Cyborgs are defined by their User properties and are sustained
by their dynamic interaction with the Algorithm. Cyborgs blur the boundaries between human
and automation and therefore have frequent changes in their bot classification, confusing both
bot detection systems and recommendation algorithms. The automated component of a Cyborg
keeps it algorithmically alive, and helps them maintain visibility through continuous activity,
while the human element introduces authenticity which allows the account to evade detection yet
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Figure 3.4: Methodology of identifying Bridger (published in [207])

maintain its audience reach.

In our analysis of 2020-2021 coronavirus discourse, we found Cyborgs by identifying ac-
counts that flipped from “bot” to “human” classification and back again, meeting quantitative
thresholds for duality in bot/human scoring [222]. From the empirical observations, we estab-
lished a quantitative threshold for Cyborg classification as agents that (1) excessively flip bot
classification (i.e. more than three times), and (2) have a large change in bot probability score
between the flips (i.e. more than 0.10 change). Many Cyborgs are centrally embedded in the
all-communication network, and have high betweenness and degree centrality. These agents
also have significantly longer active lifespan than traditional bots, suggesting that the bot-human
duality does improve agent survivability.

Bridgers are designed to connect otherwise separate groups of users and serve as interme-
diaries in the flow of information across communities. These groups can differ by interests,
identities, ideologies or social spaces. Bridgers draws them into shared conversations by tagging
multiple users, often cross-posting overlapping content that is of interest to the groups tagged.

From a UCIA perspective, Bridgers are identifiable from their Content with high Bridge
scores in the BEND metric[48]]. Another way to find bridges is to study their Interaction[224]:
Bridgers typically tag multiple people from different groups, whether social groups or groups
formed from interactions. Bridging Agents can be boosted by platform algorithms because their
engagement diversity and cross-audience interactions can be interpreted as broad resonance. [Fig-|
presents the methodology we used to identify the bridging bot agent, as implemented in
[207].

In the work studying the digital diplomacy between US and China, we found bridgers that oc-
cupied boundary positions between the US-affiliated users and the China-affiliated users, which
were also algorithmically determined Louvain clusters [207]. These agents consistently en-
gaged in cross cluster retweeting and tagging to draw audiences affiliated with both countries
into shared conversations. shows the all-communication network of the US-China
discourse and shows how bridgers straddle between Louvain clusters.

Repeaters echo content with little or no textual modification, recreating the same message
as an original post rather than relying on retweets or shares. Their defining trait is excessive
redundancy and replication, where they replicate the content of their own posts or other accounts,
generating near-identical messages that saturate timelines. Often, they change only a single word
or hashtag.

From a UCIA perspective, Repeaters are primarily defined by the Content pillar. Their ac-
tivity is distinguished by the frequent posting of highly similar texts rather than their unique in-
teractions. This frequent posting of highly similar or semantically similar texts aligns with how
platform Algorithms assess engagement and topical velocity. Algorithms often detect repeated
keywords, trending phrases and clustered temporal bursts as indicators of virality or collective
interest, so the near-identical messages of Repeater Agents simulate organic social consensus.
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Figure 3.5: All-communication network showing how bridging bot straddle between Louvain
clusters (published in [207])

Repeaters can be identified through their almost identical or slightly modified messages. In
a study of 2021 discourse on human rights abuses in the Xinjiang Uyghur region, we found a
total of 114 agents that were part of a repeater agent network [[138]. We determined whether
a tweet was part of a specific repeated sequence by first alphabetically sorting the messages,
then tokenizing the tweet text, then performing a rolling comparison of tweets within a 48-hour
period to check if a tweet had the same text as the tweet that was posted before it. We deemed
an agent to be a Repeater if it had repeated tweets at least three times. The primary narratives
that were promoted among the accounts were: refute of human rights abuse claims, spread of
positive messages about Xinjiang and dissent against other activist groups.

Self-Proclaimers openly label themselves as Bots, usually by embedding the term “bot” in
their usernames or profile descriptions. Self-Proclaimers adopt a rhetorical strategy of trans-
parency. By making their artificial nature explicit, they disarm suspicion and present themselves
as functional or entertaining agents.

From a UCIA perspective, they are characterized by their User information. They typically
have the word ‘Bot’ in their user information, signaling that their purpose is not deception but
functionality. Self-Declared Agents do not have any specific algorithmic interactions, except
being shown by the algorithm to other users that they are likely to be automated users. These
agents have a wide range of behaviors, and typically also take on the behavior of other types of
agents.

Synchronizers acts together with other automated accounts, producing synchronized bursts
of collective action. This is visible through near-simultaneous posting, sharing, or using the
same hashtags within narrow time windows. The impact of Synchronizers is amplified through
algorithmic reinforcement. The synchronized activity creates trending narratives and engage-
ment. Algorithms can interpret these sudden spikes in activity as organic virality, and promote
the coordinated content into trending lists, recommendation feeds or search suggestions.

There are many ways which agents can synchronize with each other. For example, agents
can use the same URLs, use same series of hashtags, and tag the same groups of people in
their tweets, as we have profiled in our work [203]. Such strategies are also termed as referral,
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semantic and social coordination. Another artifact that can be used in synchronization is the
tweet itself: using similar phrases in the tweet text [216]], or using similar images in the tweet
media [217].

Chaos-Creators create disruption and confusion within online conversations. They derail
threads, divert attention and destabilize discourse. These agents excel in introducing noise,
provocation or misleading signals that fracture the coherence of discussions and make it diffi-
cult for communities to sustain constructive dialogue. Their role is not to simply spread content,
but to undermine the stability of the conversational environment itself.

From a UCIA perspective, Chaos-Creators are identifiable through disproportionately high
values on influence maneuvers, such as distraction or disruption, which can be quantifiable mea-
sured through the BEND maneuver framework [48]. Their strategies of inflammatory or contra-
dictory posts, hijacked hashtags and rapid comment cascades can prompt bursts of algorithmic
amplification, pushing the disruptive content into feeds and recommendation systems.

In our analyses, we observed Chaos-Creators operating through hashtag hijacking and topic
derailment. In 2021 Indonesian discourse, coordinated agents systematically inserted 4-character,
irrelevant hashtags into otherwise coherent conversations, contaminating the trending topics with
noise and forcing fragmented discussion groups [[/0]. This behavior also aligns highly with the
Distract maneuver of the BEND framework, where high values of the distract maneuver was
observed from these set of agents [48]. We also found clusters of Chaos-Creators in a 2021
discourse about the human rights of the Xinjiang Uyghur region that used several different char-
acter artifacts like 4-letter artifacts, sets of punctuations and 5-character Chinese phrase blocks
to throw off the discussions [[138]].

Announcers provide automated notifications. They publish updates on a schedule or when
specific conditions are met. Their purpose is to surface new states (i.e., “it’s now Spm”, “site X
is down”) with minimal human interactions.

From a UCIA point of view, Announcers are characterized by content regularity. This is iden-
tified by periodic posting patterns in their content, whether by time-separated periodic patterns,
or by content-triggered periodic patterns. Their consistency and continued recency of posts are
indicators of reliability and relevance. Announcers exploit algorithmic refresh cycles by main-
taining predictable posting cadences to ensure their updates are perpetually visible.

An example of such announcers surfaced in our study of 2021 Indonesian discourse [70]. We
discovered 4,081 and 2,522 agents that engaged in the discourse over the Palestine-Israel conflict
and the latest alcoholic beverage ruling. Many of the tweets originating from these agents are
templated tweets that shows the sympathy to the notion of Khilafah, an Islamic state in Indonesia.
These tweets do sometimes include their opinions about the key events, but sometimes they do
not. The template messaging is as such: “<Measure of Time>, <Alhamdulillah/MasyaAllah;,
saya melihat di kota Jakarta sudah banyak orang yang sadar khilafah, kamu gimana mention
Twitter target account>". The English translation of the template, as translated by a native
Indonesian speaker, is: “<Alhamdulillah /MasyaAllah> There’s a lot of people in Jakarta this
last <Measure of time> that is aware of Khilafah. How about you?<mention Twitter target
account>"".

Content-Generators are designed to produce original material for online ecosystems. From
a UCIA perspective, the Content Generation Agent is characterized by the disproportionate use
of original content such as original posts, replies or quote tweets, rather than retweets or re-
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shares. Their operational signature lies in the volume of novel contributions relative to recycled
material. The impact of a Content-Generator is amplified through the algorithmic privilege of
novelty, where platform algorithms reward original and fresh material. This makes Content-
Generators effective in seeding new narratives in the information ecosystem to grab attention,
sometimes under the guise of spontaneity.

Information-Correctors are designed to identify and respond to false information by provid-
ing fact-checks, contextual clarifications or links to authoritative sources (i.e. government sites,
official websites, institutional sites). Their primary rhetorical strategy is to counter falsehoods
with corrective content and they position themselves as truth-oriented actors in the information
ecosystem.

From a UCIA perspective, Information-Correctors are characterized by both their Content
and Interaction pillars. On the Content side, they reference fact- checking websites or authorita-
tive sources, and typically use phrases or markers that signify negation (e.g., “This is false”, “fact
check”, “Correction”). On the Interaction pillar, they may sometimes publish stand-alone correc-
tion posts that summarize both the false claim and the corrected fact-check, or they may intervene
directly by replying to or quoting the original post containing false information and correct them.
Which interaction is used is a product of whether the Bot was designed for general broad-based
information correction or targeted interventions. However, their efficacy and reach is tightly
coupled with platform algorithmic dynamics. Algorithms prioritize recency and engagement,
so well-timed information corrections can surface prominently from viral misinformation, but
delayed interventions can also be buried or overlooked, especially when the misinformation has
gotten extremely viral.

Mono-maniacs are agents that are specialized to post within a narrow topical domain, or
a single genre. Rather than covering a broad range of issues, it persistently frames its content
within a single genre, such as sports, music, religion, politics or health, to name a few. These
Bots concentrate activity on one theme and carve out recognizable niches in online ecosystems.

From a UCIA perspective, a Mono-maniac is most clearly defined by the Content frame, be-
cause they disproportionately post or share content related to one topic cluster. These agents are
reinforced through algorithmic alignment because they appear authoritative or embedded within
a particular community of interest. We have observed such genre specific agents in political dis-
course, where these agents were activist accounts that advocated for an uprising or an action to
end the Indian-Pakistan dispute during the Kashmir Black Day season [202]].

Conversational Agents engage directly in dialogue with users, simulating interpersonal
communication. They operate rhetorically and mimic the style of human interaction, aiming
to build trust, foster rapport and sustain attention.

From a UCIA perspective, Conversationalists are primarily focused by their Content prop-
erties. Automated conversations tend to use more varied topical frames and produces messages
with higher linguistic complexity than the average social media user[127]. These agents ex-
ploit platform algorithms by sustaining extended conversations, thus appearing prominently in
comment threads and recommended interactions (i.e., “jUser; commented on jpost;”). The more
consistently they sustain exchanges, the more the algorithm interprets them as socially significant
nodes, thereby amplifying their presence and deepening their narratives within digital ecosys-
tems.

Engagement-generators are designed to maximize interaction rates on posts by strategically
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deploying rhetorical cues that elicit likes, shares and comments. They use targeted rhetorical
strategies, particularly those that trigger emotional or cognitive biases among readers.

From a UCIA perspective, Engagement-generators are primarily defined by their Content
properties. They often employ emotional language, humor or high valence expressions or emotionally-
charged images. These agents manipulate the platform’s algorithmic engagement loops. Since
their posts incite reactions and engagement, their posts are interpreted by platform algorithms as
organic popularity, and therefore fed into recommendation cycles that perpetuate both attention
and influence.

Broadcasters disseminate news updates on digital platforms. There are two main ways that
Broadcasters can post news. The first way is by being a news originator, where they post original
reports or link directly to articles published by established news organizations. The second way
is by being a news aggregator, to collect and redistribute articles or headlines from a single or
multiple sources, providing a continuous stream of topical updates.

From a UCIA perspective, Broadcasters are characterized by both the User and Content pil-
lars. User information often includes terms such as “news” in the user names or account descrip-
tions, marking their rhetorical focus and associating them with topical credibility. Content-wise,
their posts overwhelmingly consist of news headlines or links to external news articles. The
visibility and authority of Broadcasters are heavily shaped by Algorithmic mechanisms. The
headline-driven and structured news posts are sometimes rewarded by platform algorithms and
placed higher in the “trending” or “latest” feeds. However, since the posts of Broadcasters do
not necessarily optimize for engagement, their posts can be lost in the deluge of posts.

We observed that approximately 3.65-4.87% of the cyber social agents are broadcasters in
the US-Chinese balloon discourse. These agents are scattered throughout the communication
network, and thus have low eigenvector, betweenness and total degree centrality values [207]].
To bring across their messages, these broadcasters mostly use the Enhance and Explain BEND
information maneuvers to elaborate on the news and support their claims [48]].

shows the methodology we used to identify news broadcasters. We identify these
agents in two manners: through substring matching and via a machine learning classifier. The
first manner relies on the explicit expression of a broadcaster bot from the user’s profile informa-
tion. Broadcasters are identified by users that contain the word “news” in their profile (i.e., user
name, screen name, description) through regex substring matching in Python.

When the users do not explicitly state the word “news” in their profile but tweet news head-
lines, we use a machine learning classifier to identify if they were broadcasters. We trained a
random forest machine learning classifier on 100,000 examples of news headlines written be-
tween 1 January 2010 to 31 January 2020 from the News on the Web corpus [229] and 100,000
tweets from 3,298 human users. The classifier achieved a 92.3% accuracy. This classifier then
takes in a tweet and returns a probability of whether the tweet is likely to be a news headline or
not. By extension, if a majority of a user’s tweets are news headlines, the user is likely to be a
broadcaster agent. We used a 90% threshold for this determination of majority: if a classifier
reflects that 90% of a user’s tweets are similar to news headlines, then we reclassify the user as a
broadcaster.
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General Bots

Figure 3.6: Methodology for identifying Broadcasters (published in [207])
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Archetype

Definitions

Properties

Algorithmic
Effect

User

Content

Interaction

Chaos-
Creator

Sow chaos and
discord

Higher than
average
BEND
values!

Amplified
through
defensive
or  argu-
mentative
responses
by  other
users

Announcer

Announce infor-
mation

Periodic post-
ing patterns,
or posting
with templates

Exploit
algorithmic
refresh
cycles

by  main-
taining
predictable
posting
cadences

Content-
Generator

Generate content
for the online
ecosystem

Majority  of
posts are orig-
inal  content
rather than
shared content

Amplified
through the
algorithmic
privilege of
novelty

Information-
Corrector

Correct informa-
tion

Presence of
negation

References
to fact
checking
website

Dependent
on the
timing, re-
cency and
engage-
ment of the
information
correction

Mono-
maniac

Posts mostly on a
singular topic

Majority  of
the posts on
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Archetype Definitions Properties Algorithmic
Effect
User Content Interaction
Conversationaligfarry out a con- Content  has Appear to
versation  with Agent than av- be socially
other users erage reading significant
difficulty and nodes be-
varied use of cause  of
topic frames their role in
sustaining
conversa-
tions
Engagement- | Incite  engage- Use of emo- Posts incite
Generator ment from other tional cues engage-
users and high ment, thus
emotional appearing
valence as organic
popularity
Broadcaster | Post news up- | Presence of | Majority  of Heavily
dates the  word | posts are news shaped by
“news” headlines algorithmic
in user mecha-
metadata nisms

Table 3.4: Archetypes of Cyber Social Agents 'BEND cues are signals of information maneuver
tactics, derived from [48]]

3.5 Duality of CSA Archetypes

The automation technology used to develop a CSA is neither good nor bad, but rather, it is
the way the technology is employed that makes it good or bad. This is the duality of CSAs.
Each CSA archetype can exhibit either good or bad qualities depending on its environmental
conditions, which includes its narrative and its social interactions. Instead of jointly flagging
all automated social media agents as bad, each archetype should be evaluated according to their
content and interactions. This section presents guidelines for determining the goodness of a
CSA. These guidelines are determined by first surveying the literature for studies of good and
bad CSAs, which are listed in Thereafter, we manually tagged the characteristics of
the studies into the User-Content-Interaction framework (defined in [chapter T)). This goodness

of archetypes frame is presented in

Archetype \ Usage for Good
Behavior-Based Archetypes

| Usage for Bad
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Archetype

Usage for Good

Usage for Bad

Social Influencer

change people’s views towards
vaccination (anti to pro) [204],
influence purchase intentions
[270]

change people’s views towards
vaccination (pro to anti) [204],
opinion manipulation [S9]]

Amplifier

amplifying government or re-
gional news during crisis situa-
tions [55]]

amplify politically divisive nar-
ratives and narratives that tar-
get other countries [78, [137],
disseminate computational pro-
paganda through “flooding the
zone” technique [232], amplify
hate speech, amplify the spread
of misinformation, inflate popu-
larity of candidates during elec-
tion season [[185]]

Cyborg

alleviate workload of social me-
dia managers, politicians and in-
fluencers [108. 222]

trigger and initiate activism
[165,175]

Bridger

political commentators that ag-
gregate information across mul-
tiple parties [220]

cross-cultural social marketing
[24], information dissemination
across groups for political ma-
nipulation [207]]

Repeater

constant product promotion and
advertisement [162]

constant sharing politically divi-
sive narratives [137], spam con-
tent [8]]

Self-Proclaimer

useful and creative bot accounts
that label themselves as bots [8§]]

Synchronizer

synchronization in broadcasting
news to region specific accounts
[175]], raise citizen concerns on
government actions [209]

social botnets in political con-
flicts [1]], participation in online
influence campaigns [145]

Content-Based Archetypes

Chaos-Creator

bring attention to citizen con-
cerns like disrespect of muslim
ideology [209]], climate change
[166], organize resources during
chaos in crisis [128], organize
earthquake reporting from twit-
ter [22,169]]

infiltration of an organization
[84], sow discord to polarize
opinions [166]
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Archetype

Usage for Good

Usage for Bad

Announcer

promotion of product launch
[162], announcing locations to
get help, e.g. vaccine, crisis
[S6], earthquakes [22]

broadcasting propaganda mes-
sages  [16], call for action
against political incumbents
[210], publicize protests loca-
tions and information [89]]

Content-Generator

warning for natural disasters
[121], crisis communication and
emergency resource deployment
[129]], editing Wikipedia entries
[289]

generation of harmful racial and
ideological content [93], hi-
jack conversations to create ide-
ological polarization [70], dig-
ital marketing for e-commerce
[328]]

Information-
Corrector

bots on Reddit moderate con-
versations [123, [139], bots
on Wikipedia prevent vandalism
[289]

correct true information into
false ones [91]]

Mono-maniac

brand establishment and amplifi-
cation [222, 292], digital cam-
paigning [220] through candi-
date promotion [185], religious
prayer and worship generation
[233]]

political manipulation [24], use
religion to influence audience
[233]], radicalization and recruit-
ment for extremist groups [30,
178]], political accounts that sys-
tematically delete content [§]]

Conversationalist

provide emotional support dur-
ing stress [245] and grieve
[151], provide help in frequently
asked questions for e-commerce
sites [196]]

converses with racist and
derogatory terms [201]], exac-
erbates stereotypes, and gender/
race divides [311]]

Engagement-
Generator

provide humor [297], increase
perceived product value and user
engagement in e-commerce [83]

artificially inflate engagement or
popularity of malicious users,
e.g. disinformation spreaders
[106], creation of viral engage-
ment of bad content using botnet
(324]

Broadcaster

news production, dissemination
and interaction with audiences
in current media environment
[130, [163], active news pro-
moters [7/], curate target con-
tent from multiple information
streams [[163]]

spread disinformation news and
fake news [4, 1263], spread
news through click baits to earn
money [/]]

Table 3.5: Observations of the Duality of the Cyber Social Agents
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Good Agent Bad Agent
Content | Interaction Content | Interaction
Behavior-Based Archetypes
Social Influence | good content, | bad content, | cites bad infor-

Agent

positive emotion
cues

negative emotion
cues

mation sources

Amplifier Agent | good content high number of | bad content cites bad infor-
retweets mation source,
high number of
retweets
Cyborgs good content negative change | bad content cites bad infor-
in message tone mation source
Bridging Agent | good content bad content cites bad infor-
mation source
Repeater Agent | good content, bad content, | cites bad infor-
posts same posts same | mation source
message messages
Self-Declared good content bad content cites bad infor-
Agent mation source
Synchronized good content bad content cite bad infor-
Agent mation source

Content-Based Archetypes

Chaos Agent good content constructive bad content destructive
BEND  maneu- BEND maneu-
Vers vers, cites bad
information
source
Announcer, good content bad content cites bad infor-
Content Gener- mation source
ation, Informa-
tion Correction
Bot, Genre
Specific, Con-
versational,
Engagement
Generation,
News Agents

Table 3.6: Duality of Cyber Social Agents
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3.6 Conclusion

Bot detection provides the computational grounding to identify automated actors on social media,
and the theorization of CSA expands its scope into a socio-technical paradigm. Beyond identi-
fying the automated actors, their nature, personas must be understood to fully capture their role
in digital ecosystems and harness their capabilities. The typological approach of CSAs allows
us to capture the nuanced roles that these social agents play in shaping information diffusion and
discourse, providing a richer foundation for both theoretical analysis and practical interventions.
By considering both “good” and “bad” manifestations of each CSA persona, the CSA framework
emphasizes that automation is not a purely negative phenomenon, but instead highlights its dual
potential in a socio-technical system. However, the current positioning of agent archetypes do
come with some limitations:
1. The current case study suggests that the archetype the agent takes on is static, but agents
can change their level of automation and their behavior depending on the context or their
goals [110]].

2. The current goodness duality schema classifies users solely into two categories, good or
bad. In reality, the lines between these two classes are not as distinct, and are often mixed
with cultural and regional factors.

Future work involves formulating archetype-specific policies to regulate the social media
environment of bad agents and harness the strengths of each archetypes for social good. This
involves large-scale and longitudinal studies across multiple social media platforms to study the
effects of each archetype, and also simulation techniques to model the impacts of interventions.
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Chapter 4

Nature of Cyber Social Agents

4.1 Introduction

Bots and humans exhibit systematic differences in how they affiliate themselves, communicate,
and interact online. Many studies focus on posting frequency, noting that Bots often produce
almost twice as many posts as humans[279] and can be active during nocturnal hours[112].
However, posting volume is only one marker. Bots and humans diverge systematically across
other dimensions of online behavior. This chapter explores the differences between the two
species across five dimensions: social political representation, narrative expressions, motivations
& agencies, linguistic signatures, and use of cognitive bias triggers.
This chapter investigates the following guiding research questions:

What social and political groups do CSAs associate with?
What are the unique narrative expressions of CSAs?
What are the defining motivations and agencies of CSAs?

What are the defining linguistic signatures of CSAs?

ANl

What are the defining patterns of the use of cognitive bias triggers of CSAs?

4.2 Related Work

Bots and humans can have identifiable sets of differences. Some of these sets of differences are
the narrative expressions, the social interactions and geography, and the use of cognitive bias
triggers.

Social interactions and geography Social interactions between agents in the cyberspace are
reflective of offline communities and regional boundaries. For example, visualizing the telecom-
munication map reveals the physical boundaries between Wales, England, and Scotland [250]].
Many tools allow us to overlay the social interactions and geographies, which we coin as “so-
cial cyber geography”. Location-based social networks provide a plentiful source of geolocated
connections between individuals [12]. Analyzing such social cyber geographies provide us with
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a better overview of the ongoing social interactions, and help us have a more precise reponse
to events. For example, creating a social cyber geography of communications during the coro-
navirus pandemic revealed the level to which the countries were affected and indicated where
resources were needed [[79, [248]]. More so, in the area of social cybersecurity, which focuses on
understanding how behavior is influenced by relationships and communities and the analysis of
information maneuver campaigns [48]], creating a social cyber geography of these campaigns re-
veals patterns of global alliances and threats. For example, the social cyber geography of bots and
their stances during the 2022 Russian-Ukraine war revealed the distribution of political stances
on X towards each country [265]].

Narrative expressions Prior research shows that CSAs and humans can differ systematically
along the dimensions of the narratives that agents promote and the frames they adopt. Automated
agents tend to concentrate on a narrow set of narratives that are rapidly injected into conversa-
tions, often with high temporal regularity and limited contextual adaptation. In political and
crisis-related discourse, they disproportionately promoted a small number of dominant frames
rather than engage in narrative elaboration or deliberation[263? ]. Humans, in contrast, are more
likely to contribute heterogeneous narratives that incorporate personal experience and situational
contexts[39].

Hashtags are another social media identifier that distinguishes narrative expressions. Hash-
tags serve as topical markers that enable narratives to be aggregated, amplified and algorithmi-
cally surfaced. Past studies show that CSAs use hashtags more frequently and repetitively than
humans, often attaching multiple hashtags to a single post to maximize visibility and narrative
reach[42] 277]. Humans tend to use hashtags more contextually as conversational signals or
identity markers[39].

Motivations & Agencies In online environments, motivation refers to the underlying goals
driving behavior, while agency refers to the capacity of an actor to intentionally execute actions
through the technological affordances. On social media, motivations and agencies are rarely di-
rectly observable and must instead be inferred from behavioral traces and interaction patterns.
To make sense of motivations and agencies of online users, several analytic frameworks have
been proposed that map observable online behaviors to underlying strategies of influence. One
prominent example is the BEND framework, which conceptualizes online influence into sixteen
maneuvers, each associated with specific behavioral signatures and strategic intent[48]. Other
complementary frameworks similarly seek to bridge observed behavior and latent intent. The
DISARM framework adapts military doctrine to classify information campaigns according to
strategic objectives and operational phases, emphasizing the intentional design behind influence
activities[283]]. The SCOTCH framework emphasizes agency as an emergent property of a tar-
geted pipeline of influence actions[38]].

Use of cognitive bias triggers Social media platforms have billions of posts that circulate
daily, so users have to rapidly decide what to read and engage with. These decisions are rarely
the product of careful deliberation, but are often guided by mental shortcuts to navigate the over-
whelming digital information [[187,290]. Embedding such cognitive bias triggers in information
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can activate judgment heuristics, and influence user perception, memory and behavior [243]].

Cognitive bias triggers are already exploited extensively in marketing and political messag-
ing. For example, emotionally charged language are used to promote anti-vaccination campaigns
[303], ideological and religious issues are propagated with constant repetitive messages [70], and
online advertisements often use expert endorsements to lend credibility [316]. Such strategies
are effective because they activate biases like authority, availability, and affect, thereby bypass-
ing deliberative reasoning. Recent frameworks on the psychological factors behind viral online
content have also examined this mechanism, showing that content is more likely to be attended
to and propagated when it resonates emotionally, signals social identity, or offers morally salient
information [249].

4.3 Social Political Representation

We coin the term Social Cyber Geography as the physical geography of the social communities
that arise from the cyber realm. We combine geographical analysis and natural language process-
ing methods in a multidisciplinary methodology to construct Social Cyber Geographical (SCG)
maps of the 2020-2021 Coronavirus data. Due to resource and size constraints, we only analyzed
data of the first five days of each of the twelve months of the year. These maps summarized the
bot activity across countries, time, language and economic indicators.

We first used to extract bot agent from the data. Then we used a social location
identified model to infer the location of each bot agent, before constructing maps that represent

bot activity. This methodology is illustrated in

— i " "
E qop Geolocation @ i‘:azllals:;y:felgfte:cg:tr:ﬁ:‘ -
Data Collection Bot Detection |dentification y Y
— — — .
Coronavirus Data Multilingual BotBuster . . L AT EITEE 90untr|es
Social Location Identifier Map Across Time
T Map Across Language
= Map Across Country Indicators

Third Party Data [~ l

Gazetter, Language &
country indicators

Figure 4.1: Methodology used to construct Social Cyber Geographical Analysis of Bot Activity.

Social Geographical Identifier To identify the country that the agent affiliated with, we built
the Social Geographical Identifier module. Current methods of geolocation typically rely on
the Nomantim API or Large Language models[120, 207], but these methods can be slow be-
cause they rely on API calls. Therefore, we developed a gazetter-based comparison method,
which was fast running and returned up to 60% of location coordinates. This method relies on
a pre-consolidated gazetter that we grew from the Geonames geolocation database, and other
open-sourced databases: (1) the geonames and geolocation (latitude, longitude) of cities in
the world with a population greater than 1000 people https://public.opendatasoft.
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com/explore/dataset/geonames—all-cities—-with—a—-population—-1000/table/
?flg=en-us&disjunctive.cou_name_en&sort=name and (2) the geolocation of coun-
tries and their abbreviations ht tps://github.com/annexare/Countries. This gazetter
method also has an advantage over the other methods: the lack of reliance on API calls allows
for the method to be run on a CPU and is both cost-effective and time-effective.

This Social Location Identifier script first used the Stanford Named Entity Recognition parser
[92] to extract location words from the agent’s self-written user description. Next, the script per-
formed fuzzy matching of these extracted location words against the pre-consolidated gazetteer,
and retrieved the closest-matched location by Levenshtein distance from the gazetteer and the
location coordinates.

Social Cyber Geographical Map Across Countries After identifying the countries that each
tweet was affiliated with using the Social Location Identifier, we grouped the tweets by country,
and calculated the bot percentage for each country. Then, we plotted a geographic heat map to
reflect the percentage of bot users in each country present in the data.

By segregating the social bot discourse by their geography, we found that bots were present
in almost every part of the world that discussed the coronavirus pandemic. showed
that regardless of the country, the average proportion of bots is approximately 20%. This finding
mirrored a slew of past work that estimated the proportion of bots in country-specific events to
be about 20%: [214] analyzed ~200 million users and found that the bot volume across events
are ~20%, with the percentage increasing up to 43% during the US Elections; [254] suggested
that ~30% of the users were bots; [35]] identified that about 20% of the 2016 US-election-related
content came from bots; and [2935] claimed that the percentage of bots on X was between 9%
and 15%, and that industry estimates were up to 20%. In fact, Elon Musk, current Executive
Chairman of X, claimed that at least 20% of the users on X were bots [264].

Social Cyber Geographical Map Across Language From the tweet’s metadata, we extracted
the language of each tweet. This language annotation was determined by X’s internal machine
learning algorithms. We then grouped the tweets by language and calculated the bot percentage
per language. Then we plotted a bar chart reflecting the languages that have the most highest
average bot proportion, where we used the mean as the averaging function.

This language map characterizes the nature of discussions on X, and is presented in
Asian and European languages had the highest percentage of bots. Among Asian and
European languages, those with the highest percentage of bots were: Thai (59.5%), Japanese
(28.3%), Tamil (22.6%), Portuguese (18.7%), Greek (28.9%), Lativian (37.5%). In comparison,
the bot percentage of the English language was 14.7%. This statistic was also indicative of the
proportion of human speakers of each language. For example, there are approximately 1.5 billion
English speakers, while only 39.9 million Thai speakers. Therefore, there are more humans than
bots that use the English language than the other languages, which makes the percentage of bots
that predominantly tweeted in English lower. The language in which the bot wrote in reflected
its target audience — users who can read the language. Bots write different narratives in differ-
ent languages, revealing how they were used globally for strategic communications. The high
proportion of bots that used Asian and European languages indicates possible signs of narrative
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Figure 4.2: Social Cyber Geographic Heat Map of the average (median) percentage of bots
affiliated with each country, across the entire data. White areas indicated that there are no bots

present in the data we collected. On average, the number of bots affiliated to each country was
~20%.

massaging, which warrants deeper investigations in future work.

Social Cyber Geographical Map Across Dominant Language We retrieved each country’s
dominant language from the Wikipedia page ﬂ For the set of bots that were affiliated with each
country, we identified how many of them had tweets written in the same language(s) as the
country’s dominant language. We note that some countries have multiple dominant languages,
as per the Wikipedia article. We then plotted a geographic heat map to reflect the prominence of
bots that post in each country’s dominant language.

As a deeper dive into language distribution, we compared the bot distribution against the
dominant language of a country, which is presented in Despite the changing distri-
bution of the bot affiliation dominance, the distribution of language used was rather consistent
across the year-long data. On average, at least 80% of the bots affiliated with a particular country
used the dominant language of the country. This indicated that bots targeted language diasporas
across countries. There were nine countries where less than 80% of the bots affiliated with the
country used the country’s dominant language. When the dominant language was not used, the
bots used Asian and European languages (Table 4.1), which agreed with the observation that
Asian and European languages have the highest percentage of bots.

Social Cyber Geographical Map Across Economic Indicators We correlated bot percentage
with economic indicators of the country’s population and the GDP (Gross Domestic Product).
We retrieved the statistics for the GDP and Population per country from the World Bank. We then

Ihttps://en.wikipedia.org/wiki/List_of official langquages_by_country_and_
territory
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Figure 4.3: Social Cyber Geography of Bot proportion against commonly used languages by
month. Asian and European languages were popular languages that bot-authored posts were
written in.
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Bot Percentage in the Country’s Dominant Language in 2021

February

Figure 4.4: Social Cyber Geographical heatmap of bot proportion authoring posts in the country’s
dominant language by month. On average, 80% of the bots affiliated with a country used the

country’s dominant language.
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Country Languages

United English, Spanish, Chinese, French, Undefined
States

Russia English, Russian, Thai

China English, Chinese, Thai, Spanish

Antarctica  English, Thai, Undefined
Kazakhstan Russian, English
Indonesia Indonesian, English, French, Undefined

Niger English, Spanish
Mali English, Spanish, Tagalog, Hindi
Algeria English, French

Table 4.1: Languages that posts were authored in for the countries where < 80% of the bot
population wrote in the dominant language. The countries were ordered in descending order of
the frequency of the dominant language used

ran two linear regressions: the first of the percentage of bots affiliated with each country against
the GDP (percentage of bots = «(GDP) + ~), and the second of the percentage of bots affiliated
with each country against the population of the country (percentage of bots = «(population+-)).
We found no significant correlation between the bot percentage and the GDP or population of the
country. The R? value for bot percentage and GDP was 0.021. The R? value of bot percentage
and population is 0.022. This result is reflected in The Social Cyber Geographical
map of bot distribution is thus independent of country-based indicators or the population of the
country.
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Figure 4.5: Social Cyber Geographical Map of Mean Bot Proportion vs. (a) GDP (R? = 0.021)
and (b) Population of country (R? = 0.022). This map indicated that bot distribution was thus
independent of country-based indicators.
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4.4 Narrative Expressions

We study the use of narrative expressions in two ways. The first is via the use of sets of phrases,
and the second is the use of the set of hashtags.

Phrases Analyzing sets of phrases allow us to examine the discursive nature of narratives. We
studied tweets posted during the 2023 US-Chinese balloon discourse. These tweets contained
the search terms #chineseballoon and #weatherballoon and were authored from 31 Jan 2023 to
22 Feb 2023. In total, we collected 1,192,445 tweets from 121,048 unique users.

We first geographically profiled the users using the Geographic Location Identifier script
that we constructed in This segregates the users into three major locations that are
relevant to the incident: the United States (US), China and the rest of the world.

Then, we performed narrative analysis. We used a combination of textual and emoji analyses
to understand narratives put forth in this event. For textual analysis, we used a topic modeling
method to aummarize the themes that are being posted within the text of the tweets. We first pre-
processed the text to remove hashtags, @mentions and URLSs, retaining only the raw text. We
also removed stop words, which are words unimportant to the general meaning of the sentence.
Then, we used the Python SkLearn CountVectorizer module to convert words in text to token
counts. Finally, we used the Python wordcloud libary to plot wordclouds that represented the
frequency of words, in which a larger size of words in the cloud indicated a higher frequency of
a given word within a group of texts.

illustrates the differences between the narratives put forth by accounts geotagged
for each region. Accounts tagged in the U.S. were focused on the location of the balloon and
its This can be visualized by larger sized words of “Myrtle Beach”, “airships”, and “spotted
over”. Accounts from the U.S. consistently referred to the balloon as “spy balloon” or “surveil-
lance balloon”, leading to a high frequency of those words appearing in the word cloud. These
terms demonstrated that accounts from the U.S. perceived the balloon as a threat. Accounts
geotagged in China presented narratives on “MAGA” (Make America Great Again) and “Sleep-
yJoe”. “MAGA” is a phrase associated with previous U.S. president Donald Trump in his politi-
cal campaign, and “SleepyJoe” refers to a nickname that Trump invented for his political oppo-
nent Joe Biden in 2020. The presence of these phrases demonstrated that accounts geotagged to
be from China could be attempts to steer attention away from the event and the country.

In terms of textual narratives between CSAs and human accounts, the two account types gen-
erally expressed the same ideas. However, CSAs typically exaggerate the phrases that humans
express. For example, when the humans use phrases like “shoot” and “preparing [to go to war]”,
CSAs emphasize the phrase “go war”.

We also analyzed the emojis. Emojis are pictograms that are used to convey ideas. Within
our work, we analyzed the frequency of emojis and differences in usage and word representa-
tion across geographies. The analysis of emojis provided insights into a pictorial expression
of thoughts from accounts across geography, enhancing our understanding into perspectives to-
wards the event. We extract emojis from each text using Python’s regex and emoji packages.
Then, we calculated the frequencies of each emoji per geographic group and account type.

Figure 4.7| presents the differences in emojis used by different account types through a fre-
quency cloud. All three different geographic groups had a different focus within this event.
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Figure 4.6: Word cloud built from texts of accounts geotagged to each country (Published in
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Figure 4.7: Emojis presented by account type and region (Published in [208])

Accounts from the U.S. had a high frequency use of alarm bell and the blaring alarm emojis,
sounding an alarm over the presence of a balloon. Examples of the tweets are: “[alarm emoji]
#ChineseSpyBalloon Similar high-altitude surveillance balloons airships previously spotted over
Japan, Philippines [...]”, “[alarm emoji] Major explosion in the air over Billings, Montana, re-
portedly where the Chinese balloon was.” CSAs also used emojis differently as compared to
humans. For example, for users affiliated with the US, humans had a higher use of the crown and
sad face emojis, while CSAs had a higher use of the explosion and UFO emojis. CSAs geotagged
to China and the rest of the world had a high usage of the explosion emoji, while humans used a

large number of the laughing-with-tears emoji.

Hashtags Analyzing sets of hashtags used allows us to extract explicit narrative markers. We
studied the differential use of hashtags in the online conversation of the 2020 Singaporean elec-
tions. This data is a subset of the 2020 Asian Elections dataset described in [section 1.3l The
Singaporean elections dataset was collected with general hashtags related to the election dis-
course (e.g., #GE2020, #sgelections2020) and more specific terms related to prominent parties
(e.g., @PAPSingapore, @wpsg) and parliamentary candidates (e.g., @jamuslim). The data was
collected between June 18 to July 17, spanning a week before the previous parliament was dis-
solved and a week after the election day. This dataset contained a total of 240,000 tweets from
42,000 featured users.

From this dataset, we used the BotHunter algorithm [32] to identify CSAs. Next, we per-
formed hashtag analysis to characterize the messaging between CSAs and humans. Since hash-
tag usage can vary dramatically by raw scale, we obtained the ordinal ranking of hashtag usage
for predicted bot and human accounts. We were particularly interested in hashtags which ranked
more highly for bots than for humans, indicating disproportionate bot-driven focus on a partic-
ular message beyond the rest of the baseline conversation. In the context of an election during
the pandemic, we also sought to assess the prevalence of hashtags related to COVID-19 as well
as to voting in general. Hence, we examined the relative ranks of all hashtags containing the
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Figure 4.8: Scatterplot of hashtag ranking (log scale) based on mean usage by CSAs and humans.
(Published in [294])

(case-insensitive) strings ‘vote’ or ‘covid’.

plots the hashtags used by CSAs and humans. This figure ranks the hashtag ac-
cording to their total usage by both account types. We notice that most hashtags cluster around
the diagonal line. The diagonal line indicates where hashtags have the same ranking for both
types of accounts. Therefore, we note that many features of the online conversation were prior-
itized by both CSAs and humans. This intuition is borne out by a Spearman’s correlation test,
which results in statistical significance (p = 0.5926, p < .001).

When we consider the hashtags above the diagonal line, we observe hashtags that had high
rank for CSAs but low rank for humans. Most notably, we see in relation to “vote” the notion
of “#votersuppression” and “votethemout”. When humans use the hashtag “VoteWisely”, CSAs
use “VoteThemOut”. This echoes our earlier observations from the study of narratives through
phrases, that CSAs often exaggerate the narratives.

4.5 Motivations & Agencies

We situate our study of Motivations & Agencies within the BEND framework[48]]. The BEND
framework describes online actions as a set of narrative and community maneuvers, which are
intentional acts carried out by social media users to achieve a communication goal. These ma-
neuvers are further categorized as affirmative or adverse maneuvers, and are based on social-
psychological theory and empirical evidence.

Kinetic Conflict We analyzed a subset of our collected X data on Russia-Ukraine conflict.
This subset covered the period from January 2022 to November 2022, aligning with critical
events like the Russian invasion of Ukraine in February 2022, the Russian advancement into
Ukraine in May 2022 and the Ukrainian Kherson counteroffensive in August 2022. This dataset
consisted of 4.5 million tweets. We segemented the data temporally into three timeframes: (1)
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the Russian Invasion (08 February - 15 March 2022), (2) the Mid-point (15 May - 15 June 2022,
and (3) the Kherson counteroffensive (20 July - 30 August 2022).

We first performed stance detection via hashtags [153] to segregate the tweets into pro-
Ukraine and pro-Russian leaning tweets. For effective hashtag selection, we employed two
criteria: the exclusivity of the hashtag to a specific stance pole, and the prevalence to ensure
reliable agent stance detection. This process first involved sorting hashtags based on frequency
to identify probable pro-Russian and pro-Ukraine stances. Then, the selected hashtags were ex-
amined further using network analysis to confirm their exclusive association with the intended
stance and discover related hashtags. In this method, we identified over 2,000 unique hashtags
to categorize the stances of tweets.

Then, we performed the BEND analysis using the ORA-Pro software separately on the com-
munities segregated based on stance detection. We observe that pro-Ukraine CSAs leaned on
the B’s (Back, Build, Bridge, Boost) and E’s (Engage, Excite, Enhance) maneuvers to rally,
mobilize and clarify their pro-Ukraine stance. On the other hand, pro-Russian CSAs dispropor-
tionately used N’s (Negate, Neutralize, Narrow, Neglect) and D’s (Dismay, Distract) maneuvers
to invalidate opposing voices and inject negative affect.

Figure [4.9]illustrates the evolution of pro-Ukraine narratives within the Twitter bot commu-
nity. During the Russian invasion, there was a significant Boost and Build effort, using hashtags
like #westandforukraine and #istandwithzelensky to foster solidarity and sup-
port for Ukraine, reflecting the BEND framework’s principles of community building [48]. As
Russian activities escalated at the mid-point, Engage and Excite maneuvers increased, aiming
to make the conflict more globally relevant and counter Russian disinformation. During the
Ukrainian counteroffensive, Dismay, Distort, and Distract maneuvers surged, with hashtags like
#putinisawarcriminal, frussiaisaterroriststate, and #PutinGenocide chal-
lenging pro-Russian narratives and diverting attention from Russian messaging.

Figure 4.9|illustrates the evolution of pro-Ukraine narratives within the Twitter bot commu-
nity. During the Russian invasion, there was a significant Boost and Build effort, using hashtags
like #westandforukraine and #istandwithzelensky to foster solidarity and support for Ukraine,
reflecting the BEND framework’s principles of community building. As Russian activities es-
calated at the mid-point, Engage and Excite maneuvers increased, aiming to make the conflict
more globally relevant and counter Russian disinformation. During the Ukrainian counteroffen-
sive, Dismay, Distort, and Distract maneuvers surged, with hashtags like #putinisawarcriminal,
#russiaisaterroriststate, and #PutinGenocide challenging pro-Russian narratives and diverting at-
tention from Russian messaging.

illustrates the evolution of pro-Russian narratives within the Twitter bot commu-
nity. During the Russian invasion, there was a focus on Negate and Neutralize maneuvers, using
hashtags like #abolishNATO and #endNATO to diminish opposing narratives. Increased Russian
military activity saw Distort and Dismiss maneuvers, skewing the narrative in favor of Russia by
highlighting negative aspects of Ukraine, such as Nazi associations. In response to the Ukrainian
counteroffensive, Dismay and Distort efforts surged, with hashtags like #westandwithrussia and
#naziNATO, aiming to cause fear and discredit Ukraine while garnering support for Russia.
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BEND: Pro-Ukraine Stance
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Figure 4.9: BEND maneuvers of Cyber Social Agents for Pro-Ukraine tweets (Published in
[1790)

Digital Diplomacy Beyond hot war, digital diplomacy exhibit similar mechanics. We studied
tweets posted during the 2023 US-Chinese balloon discourse. These tweets contained the search
terms #chineseballoon and #weatherballoon and were authored from 31 Jan 2023 to 22 Feb 2023.
In total, we collected 1,192,445 tweets from 121,048 unique users.

We first geographically profiled the users using the Geographic Location Identifier script
that we constructed in This segregates the users into three major locations that
are relevant to the incident: the United States (US), China and the rest of the world. Next,
we extracted three types of CSAs (General agents, News agents and Bridging agents) using
the heuristics detailed in Finally, we ran the data through ORA-Pro to analyze the
usage and presence of BEND maneuvers. We analyzed the positive BEND maneuvers only,
because diplomacy are generally image-enhancing endeavors [278]]. In the BEND terminology,
the positive maneuvers are the B- and E- maneuvers.

[Figure 4.11| and [Figure 4.12| showcase the differences in the information maneuver tactics
used by the different types of bots, measured using the BEND framework. In terms of the B-
maneuvers (Figure 4.12), in which the users attempt to manipulate the social network, we find
that overall, users perform the Back maneuver the most, followed by the Build, Bridge then Boost
maneuver. This indicates that the bots are more concerned with supporting other users through
likes and shares, building larger groups through @mentions and hashtags, rather than increasing
the linkages between members. General CSAs performed the most Back maneuvers, Bridging
CSAs performed the most Build maneuvers, News Bots performed the most Bridge maneuvers
and General CSAs performed the most Boost maneuvers.

In terms of the E- maneuvers (Figure 4.T1)), in which users attempt to manipulate narratives,
we find that overall, users perform the Engage maneuver the most, followed by the Excite, then
Enhance then Explain maneuver. This indicates that much of the narrative manipulation relies
more on emotional appeal (Engage, Excite) rather than logical appeal (Explain). General CSAs
performed the most Engage and Explain maneuvers, Bridging CSAs performed the most En-
hance maneuver and News CSAs performed the most Excite maneuver.
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Figure 4.10: BEND maneuvers of Cyber Social Agents for Pro-Russian tweets (Published in
[179])

4.6 Linguistic Signatures

Linguistic signatures are patterns of how an account uses language. This includes the user’s
vocabulary choices, emotional tone, syntactic structure and so forth. The linguistic signature is
typically a measurable profile that persists across a user’s posts and distinguishes one actor (or
one actor type) from another.

One way to identify linguistic signatures is to extract psycholinguistic cues, which are fea-
tures in a sentences that facilitate word recognition and meaning construction. Such cues include
semantic cues (e.g., number of first person pronouns used, number of second person pronouns
used, Flesch-Kincaid reading difficulty of the text etc.), emotion cues (e.g., number of abusive
terms used, number of negative terms used etc), and metadata cues (number of URLSs or hashtags
used etc). In this thesis, we extract cues using the NetMapper softwareﬁ This software returns
the count of each cue in the sentence, i.e., the number of words belonging to the cue in the tweet.
There are three categories of cues that are generally derived from the software: semantic, emo-
tion and metadata. Semantic and emotion cues are derived from the tweet text, while metadata
cues are derived from the metadata of the user. Semantic cues include: first person pronouns,
second person pronouns, third person pronouns and reading difficulty. Emotion cues include:
abusive terms, expletives, negative sentiment, positive sentiment. Metadata cues include: the
use of mentions, media, URLs, hashtags, retweets, favorites, replies, quotes, and the number of
followers, friends, tweets, tweets per hour, time between tweets and friends:followers ratio.

[Figure 4.13| presents the differences in the cues used by CSAs and humans, examined across
large dataset repositories. From this figure, we see that there are consistent differences in how
CSAs and humans use the cues. For example, across all events, CSAs use significantly more
abusive terms and expletives. CSAs also tweet more than humans. On the other hand, humans
use more first person person pronouns, positive sentiment, and media (i.e., images, videos).

https://netanomics.com/netmapper/
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Humans tend to quote and reply to tweets, while bots tend to retweet.

The cue distribution across events are generally consistent, but some events look different. In
general, humans use more sentiment cues. However, in the two elections (US Elections 2020 and
Canadian Elections 2019), CSAs used more sentiment cues. This reveals a deliberate attempt to
use CSAs during the election seasons to polarize online sentiments. Prior research also shows
that automated bot agents can be highly negative during the election season [277] and can express
hugely different sentiments when mentioning different political candidates [8, 204]].
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Figure 4.13: Differences in psycholinguistic cues between CSAs and humans. Red cells show
that CSAs use a large number of the cue. Green cells show that humans use a larger number of
the cue. * within the cell indicates that there is significant difference between the usage of the
cue between CSA and human at the p < 0.05 level. (Published in [212])

compares the linguistic cues among three types of users in the self-collected
Telegram data: the Disinformation Dozen, the bots, and the humans. We find that the Flesch-
Kincaid reading difficulty of the messages by all three groups are very low, for short online
messages are not generally very complex. The largest use of linguistic cues is the positive and
negative terms, which could be used in discouraging vaccination and encouraging natural health
cures. Another commonly used linguistic feature is the 3rd person pronoun, e.g., “we”, which
gives a sense of community and that we are all in it together [204]. The 1st person pronoun,
e.g., “I”, is also frequently used, which provides a personal touch with personal anecdotes and
opinions [142].

The differences in linguistic signatures are useful not only for detecting CSAs and humans,
but also for interpreting the strategies of CSAs. For example, that CSAs rely heavily on ampli-
fication cues and emotionally restrained content reflect their primary motivation as information
broadcasters and disseminators in an influence campaign, whereas the use of more personal lin-
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lished in [221]])

guistic of humans reflect more organic social engagement.

4.7 Cognitive Bias Triggers

Social media posts from both Bots and Humans can activate these cognitive shortcuts through the
use of bias triggers, such as emotional language or repetitive framing. Prior studies have observed
that viral misinformation frequently relies on triggering cognitive biases through affective or
credibility cues to increase traction [241}300].

Developing measures of cognitive bias triggers We use a theory-driven computational frame-
work to detect and quantify eight cognitive biases in the tweets from the 2020-2021 COVID-19
pandemic that are related to information. We first begin by conducting an extensive review of
psychological theories and empirical studies of the observation of the biases in the social media
context. These empirical studies are presented in|Table 4.2] and reveals that the use of biases can
positively influence social media algorithm systems to prioritize one’s narratives.
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Bias

| Observations in Literature

Judgment by Representativeness: Evaluate an outcome’s likelihood by its simi-
larity to the known prototype, leading to judgments influenced by individual similar

events

Homophily Bias Retweet posts of similar political leaning [316]
”Social network homogeneity”: users are exposed to like-
minded information in online networks [47]]
TikTok’s recommendation system that recommends videos
based on user’s demographics [125]]

Authority Bias Tweets that tag influencers or important politicians on Twit-

ter to lend credibility and enhance belivability [316]

A small but vocal minority of anti-COVID-19-vaccine med-
ical professionals leveraging their professional titles and
medical expertise as evidence to persuade people to believe
them [230]]

Authority cues are most effective at inducing credibility
bias [[160]

Perceived experts are influential in spreading anti-vaccine
misinformation on social media [118]]

Judgment by Availability: Evaluate an outcome’s likelihood by the ease with
which relevant information can be retrieved or accessed

Affect Bias

Antivaccine content tend to use more emotions rather
than narratives and express sentiments through images and
videos to increase emotional appeal [303]

Aesthetically pleasing Instagram posts are used to spread
QAnon-related content and conspiracy theories [[14]]

Bots invoke emotions for call to action in crises [202]]

Negativity Bias

Bots increase exposure to negative/ inflammatory contents;
Bots generate specific content with negative connotation
that targets most influential individuals [277]]

Anti-vaccination groups use significantly more negative af-
fect terms and references to death on Twitter [262]]

Bots consistently display significantly more negative senti-
ment and demonstrate consistently negative impact during
heated online periods [[158]]

[lusory Truth Effect

Bots repeat the same messages on democracy ideals multi-
ple times [137]]

Repeating the same message multiple times with misinfor-
mation corrections also make people believe the misinfor-
mation [[155]]

Bots discussing religious issues surrounding Indonesia on
Twitter often repeat a message with slight variation while
retaining the same message template [70]].
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Bias Observations in Literature
Content moderators of COVID-19 headlines can be suscep-
tible to illusory truth effect from viewing the same false
news multiple times and thus believe the false news [[159]]
Availability Bias The average number of retweets for non-credible Bots is

higher than that of credible bots/users [316]]

Retweet frequency is used as a feature for identifying social
media Bots [182, [301]]

Bots display hyper social tendencies by initiating retweets
in the coronavirus discourse [326]]

Judgment by Anchoring: Evaluate an outcome’s likelihood by prior anchors, i.e.,
personal experiences, exisiting beliefs

Cognitive Dissonance

Peer pressure by coordinated bots results in users changing
their expressed stance towards the vaccine [204]

Counter-attitudinal exposure causes people to strengthen
their opinions [114]

Confirmation Bias

social media platform’s news engagement algorithm aggre-
gate like-minded news content to reinforce users’ existing
beliefs, leading to the formation of echo chambers where
minority perspectives with opposing views are marginzalied
(11472 ]

Confirmation Bias on Twitter during the COVID-19 pan-
demic induced polarization and echo chambers [192]]

”Online selective exposure”: users maintain their prior be-
lief in the presence of Google search algorithm results [271]

Table 4.2: Examples of Biases Triggered on Social Media in Literature.

We had two expert annotators to annotate a 1% sample (n=800) of tweets for the presence of
cognitive bias triggers in each tweet. These two annotators were trained in the understanding of
cognitive biases and had not seen the dataset before. A tweet can be labeled with multiple types
of biases. If no bias trigger was found in the tweet, the tweet was unlabeled. A third annotator
was recruited to break any disagreements, resulting in the formation of final labels. This human
annotation would be the gold label. The two annotators reached agreement 71.89% of the time.

From these expert annotations, we distilled computational heuristics based on the identifica-
tion heuristics the annotators used. These heuristics are summarized in [lable 4.3| with illustra-

tions of observations in our dataset.

Cognitive Biases Observations in our | Computational Detec- | Scope
dataset tion Heuristics for Bias
Triggers

Judgment by Representativeness
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Cognitive Biases Observations in our | Computational Detec- | Scope

dataset tion Heuristics for Bias
Triggers

Homophily Bias Author @EasyWorldNews | Author shares tweets from | Tweet
writes: “@globalfirstnews | people with same affilia-
Readers’ poll: if you are | tion as oneself.
offered a Covid vaccina-
tion, will you accept? ”

Authority Bias Author retweets: “RT | Author tags authority | Tweet
@DrEricDing: Dan- | sources, or Author use
gerous anti-vaccine & | keywords about authority
far-right groups shut down | sources, or Author is an
Dodger Stadium’s mass | authority source.

#COVID19  vaccination
site [...]”
Judgment by Availability

Availability Bias Author retweets three | Author retweets/quotes the | User
times: “RT @Userl: | same tweet at least 3 times.
India fastest country to
cross 1 million Covid-19
vaccinations, 25 lakh
doses administered so far:

Government”

[llusory Truth Effect | Author shares the tweet | Author posts at least 3 | User
“The fastest way to end | tweets that are g¢geq80%
the #COVIDI19 pandemic | similar to each other.
is to make safe and effec-
tive #vaccines available to
everyone on the planet!”
three times, each tagging
different users.

Affect Bias “Apartheid Israel is with- | Tweet contains at least 3 | Tweet
holding the coronavirus | emotion words or at least
vaccine from Palestinians, | 1 media content.
whilst simultaneously
bombing their hospital”

Negativity Bias “This is a disaster, and | Tweet contains at least 2 | Tweet

it’s getting worse!!l: In-
side Pfizer’s feverish rush
to bring a Covid-19 vac-
cine to market in record
time”

negative words.

Judgment by Anchoring

74




Cognitive Biases Observations in our | Computational Detec- | Scope
dataset tion Heuristics for Bias
Triggers
Cognitive ~ Disso- | First tweet shows anti- | Messages in two time | User, Tem-
nance vaccine sentiments: | frames have different | poral
“[...]I will never have the | stances towards the
vaccine ever, [...]J#NoVac- | COVID-19 vaccine topic.
cine” to “March 2020 | The first messages does
wwas the hardest. March | not match the majority
2021 slightly better due | stance of the user’s inter-
to #vaccines”; second | action network, but the
tweet shows pro-vaccine | second message does
sentiment: “Protect your
community.  #getthevac-
cine”
Confirmation Bias Three tweets from the | Author posts at least 3 | User, Tem-
same user shows anti- | consecutive tweets with | poral

vaccine sentiment: “Im-
mediately add immunity-
building/antiinflammatory/d
viral garlic/Vitamin D3
to the treatment mix!;
Garlic cuts colds by 50%
(COVID-19 is a form of a
cold)”; “per the Israelis,
2000-5000 1Us of daily
D3 cuts COVID+ cases
50% also.”

the same stance towards
the COVID-19 vaccine; or
nthe tweet contains at least
2 sentence of the same
stance towards the vaccine

Table 4.3: Computational Detecting Triggers of Human Biases.

On average, the computational method achieved an accuracy of 43.54% compared to the gold
standard of manual labeling. This accuracy was reasonable, because it surpassed the accuracy
expected from the random assignment of bias labels (14.28%). We note that for authority bias,
we identified two heuristics, one that uses explicit authorities (i.e., government officials, public
figures, authoritative occupations like teacher, police), and another that uses implicit authorities
(i.e., social media influencers, context-specific authorities). Combining implicit and explicit
authorities increases heuristic accuracy, but requires a list of manually compiled set of social
media influencers and context-specific authorities. Measured separately, the heuristics scored
an accuracy of ~ 62%. We elected to use the explicit authority version in order to make our
methodology more widely generalizable. [Table 4.4{ reflects the agreement percentage between
the first two annotators and the computational accuracy of the developed heuristics.
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Bias Inter-Annotator Agree- | Accuracy (%)
ment
Homophily Bias 98.88 50.00
Authority Bias (Implicit Authority) | 60.02 62.00
Authority Bias (Explicit Authority) | 60.02 62.10
Affect/ Negativity Bias 69.00 54.07
Illusory Truth Effect 97.48 66.67
Auvailability Bias 67.46 82.93
Confirmation Bias 32.54 61.00

Table 4.4: Annotation Statistics. Accuracy (%) denotes the proportion of annotated tweets
(n=800) that our computational algorithm matched the human annotation. Inter-annotator agree-
ment represents the proportion of tweets the first two annotators agreed upon.

Patterns of Cognitive Bias Triggers usage shows that, on average, CSAs applied
bias triggers 4.71 + 4.42 times more than humans do. The majority of human tweets (54.16%)
did not employ any bias trigger, whereas the majority of CSA tweets (80.19%) included at least
one bias trigger. A proportion z-test comparing the presence of bias triggers across both CSA
and human tweets confirmed this difference.

is a heatmap that illustrates the co-occurrence of bias triggers within individual
tweets. Between Humans and CSAs, their tweets exhibit distinct co-occurrence patterns of bias
triggers. Bot tweets display more frequent and diverse pairings, supporting prior findings that
CSAs tend to embed more bias triggers overall. Notably, the most common Bot pairing, (Cogni-
tive Dissonance, Availability Bias), was rarely observed in Human tweets. This echoes past work
that Bots are more likely to shift their stance to align with dominant network opinions, then am-
plify those views through repeated quoting or retweeting, a behavior that contrasts with typical
human tendencies [204]. The most frequent Human pairing was (Confirmation Bias, Cognitive
Dissonance), which suggests that when Humans adjust their views to match their social environ-
ment, they are more likely to reinforce their new stance with original posts rather than sharing
existing content. Both strategies seek to reinforce the revised position and construct a coher-
ent narrative trajectory — Cyber Social Agents via algorithmic amplification, Humans through
organic expression.

Another frequent bias pairing among CSAs, (Affect/Negativity Bias, Availability Bias), high-
lights their tendency to amplify emotional content, in line with rumor theory that emotionally
charged and familiar narratives are more readily accepted as truth [[147]. However, Humans ex-
hibit only light co-occurrence between Affect/Negativity Bias and other biases, suggesting that
emotional appeal in human writing tends to emerge organically rather than through strategic bias
combinations [240]]. In addition, some pairings like (Authority Bias, Homophily Bias) appeared
sporadically in Human tweets but were virtually absent in CSA tweets. This pattern aligns with
social signaling theory: like-minded Humans occasionally invoke shared authorities to reinforce
group identity, whereas CSAs tend to avoid in-group based appeals. Instead, they borrow the
persuasive power from authoritative figures while favoring broad and generalizable messaging
strategies to engage with diverse audiences [181].
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Figure 4.15: Distribution of the Bias Triggers. This illustrates the percentage of tweets that
attempted to trigger cognitive biases by two different user types.
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Figure 4.16: Co-Occurrence of Bias Triggers. The heatmap is color-coded according to the
prevalence of co-occurring triggers for two biases within individual tweets.

Effectiveness of Cognitive Bias Triggers We measure the effectiveness of the use of bias
triggers through engagement metrics. Social media engagement are behavioral manifestations
between users and their audience [325]]. These behavioral manifestations include: retweets,
likes, replies, link clicks, media clicks, hashtag clicks and so forth [325].

We further analyzed the relationship between cognitive bias triggers and engagement through
Ordinary Least Squares (OLS) regression models by user type (Humans vs. CSAs), illustrated

by [Figure 4.17| The regression statistics show certain key findings.

First, CSAs consistently exhibit statistically significant associations between most biases and
engagement metrics, except for Homophily Bias. These associations are particularly pronounced
for shallow engagement, the retweets and favorites actions, which are low-effort, single-click
interactions. Bias triggers show little influence on replies and quote tweets, which typically
require more cognitive effort and deliberation.

In contrast, Human tweets demonstrated negligible or economically insignificant effects
from the same bias triggers. This divergence suggests that shallow engagement (e.g., likes and
retweets) is more susceptible to heuristic-driven responses, which bots are designed to exploit.
CSAs are strategically constructed to activate cognitive shortcuts and elicit such rapid, low-effort
reactions from users (247, 277]. Empirical studies have shown that CSAs amplify the reach of
low-credibility content by targeting these low-cost engagement mechanisms [263,277]. By com-
parison, Human tweets are often embedded in richer interpersonal or contextual meaning, which
requires more cognitive alignment from readers. As a result, bias triggers alone are insufficient
to predict engagement with human content. [181].

Three biases, Affect/Negativity Bias, Cognitive Dissonance and Confirmation Bias, when
triggered by CSA tweets, were consistently associated with increased user engagement across
all four metrics. Affect/Negativity Bias aligns naturally with the social media environment, as
emotionally charged content rapidly captures attention [249] and increases tweet engagement up
to 4%. Although users naturally seek to avoid Cognitive Dissonance, in which one’s expressed

78

100000
75000
50000
25000



opinions do not line up with the majority of one’s immediate social environment, this bias acts
as a motivational trigger. When CSAs resolve this tension by changing the expressed stance of
subsequent tweets, these tweets show an increased engagement of up to 9%. Confirmation Bias,
which affirms pre-existing beliefs, can increase the perceived validity of tweet and strengthen in-
group alignment, thereby encouraging audience endorsement (increased interaction up to 3%).
From a dual-process of processing perspective, these bias triggers operate primarily through the
System 1 cognition processing, prompting fast, low-effort and emotion-driven interactions [85]].
In the high-speed context of social media, what matters is whether a bias affirms or challenges
beliefs, but whether it captures and activate emotional or identity-relevant responses that elicit
engagement [54].

In contrast, another three biases, Homophily Bias, Availability Bias, and Authority Bias,
demonstrated a disengaging effect. Availability Bias emerged as the most potent in reducing
engagement: its activation in recipients lead to a decrease in favorite counts by up to 28% and
retweet counts by nearly one third. The repeated retweeting activities from Bots could be seen
as spam that thus reduced credibility of the retweeted narratives [295]. Both Homophily Bias
and Authority Bias are linked to the decision-making process governed by the representative-
ness heuristic. Among the two, Authority Bias exhibited a greater negative impact. Bot tweets
containing Authority Bias were found to reduce favorite counts by 22% and retweet counts by
25%. This echoes prior work that there is a cultural paradox in the influence of authority: recom-
mendations from authority figures tend to have diminished persuasive power, particularly in the
United States than in Europe [[190]. Distrust towards explicit authority figures was rampant in
the COVID-19 climate, with only 43.8% of people surveyed worldwide trusting their government
[287].

The same bias can produce opposite effects depending on the source. Authority Bias in-
creases retweet engagement in Human tweets but retweet decreases engagement in Bot tweets.
This reflects the idea of human reception by source credibility from communication accommo-
dation theory, where readers respond more favorably to bias triggers when they know or trust the
author’s identity [99]. Humans likely understood their audience and referenced authorities who
would likely lessen the distrust of the general public towards the authority figures and govern-
ment during the pandemic [276]. Meanwhile, CSAs likely apply a general strategy of implanting
Authority Bias triggers following a list of generic authorities whom the receivers distrust more
[111]. Triggers of Availability Bias increased the retweet count of Human tweets by 5% and
decreased CSA tweets by 25%.

4.8 Conclusion

This chapter examines the nature of Cyber Social Agents. First, it presents that CSAs are dis-
tributed throughout all regions of the world, which allows for constructions of Social Cyber
Geographical maps that present their distribution across countries, time and economic indica-
tors. Next, we presented the key elements of how these agents differentiate from humans. Our
findings emphasize the distinct roles CSAs and Humans play in the online ecosystem. Bots are
heuristic-based agents, systematically engineering content for influence at scale, while Human
communication remains socially embedded and contextually nuanced. These observations are
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presented in our work through how the linguistic cue usage of CSAs prioritizes the easier to
automate cues such as the use of hashtags, whereas human cues prioritize the use of replies. In
terms of motivations and agencies, CSAs exhibit more goal-directed and repeatable strategies
and amplified agency through automation, while humans tend to exhibit fluid, context-dependent
motivations and limited individual agency. For the use of cognitive bias triggers, CSAs use
techniques like repetition, stance changes and emotional words, which have lower cost imple-
mentation.
Limitations of our study of the nature of such agents include:
1. For social political representation, we identified the agent’s country of affiliation through
the comparison of a gazetter with the agent’s declared location. The gazetter needs to be
constantly updated with the latest social media location lingo.

2. For linguistic cues, we studied the differences in the use of psycholinguistic cues across
isolated events. These differences could also be attributed to the nature of the event.

3. For motivations and agencies, we limited our studies to English-language tweets. While
this limitation provided us insight towards the motivations of agents that target the English-
speaking audience, it leaves out the broader picture of the motivations towards other lan-
guage groups.

4. For cognitive bias, while our classification method achieved high accuracy (~ 62.7%)
compared to human expert annotations, the interpretation of whether a tweet was intended
to contain a specific bias trigger ultimately rests on the author’s true intent, something that
is not directly observable.

Future Work includes: for social political representation, the inference of an agent’s loca-
tion need not only rely on the description the agent put, but rather should also infer that from
the textual cues of the post. For linguistic cues, conditioning the difference between psycholin-
guistic cues based on events. For motivations and agencies, future work involves analyzing these
motivations with diverse language groups. For cognitive bias triggers work, another future work
involves integrating social network features on whether the network positions of the CSA/human
will amplify or diminish the bias.
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Chapter 5

Network Interactions and Coordination
Profiles of Cyber Social Agents

5.1 Introduction

Agents do not live in isolation on social media. They interact with other agents too. The range of
interactions that agents can perform depends on the affordances of the platforms. Each platform
has its own nomenclature for similar mechanics. For example, the function that allows for sharing
a post is named as “retweet” on X and “share” on Facebook. This naming differences reflect how
the algorithms are designed differently to prioritize and differentiate social media mechanics,
and shape the interpretation and social meaning of the mechanic. For example, “retweet” on X
indicates amplification, whereas “share” on Instagram indicates casual sharing. Such branding
reflects how users engage with the mechanic and thus drives patterns of agent-content and agent-
agent engagement [72]. Excessive interactions between two agents within a short time window
are termed “coordination”, because it seems that the two agents are in cahoots with each other
to deliver a message. This chapter explores the agent interaction profiles and agent coordination
profiles as observed and measured in social media platforms.
This chapter investigates the following guiding research questions:

1. What are the unique characteristics of the CSA interaction profiles?

2. How do CSAs coordinate with each other to disseminate information and increase influ-
ence?

3. What are the impacts of CSA interactions on the social network?

5.2 Related Work

5.2.1 Network Topologies

The communication network between agents on social media can be represented as a graph
G = (V, E), where the vertice set V' are the agents, and the edge set £ are communication links.
Social media communication networks exhibit a range of canonical topologies such as scale-free,
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small-world or random networks[27? ]. These patterns shape how connectivity shape

Social media graphs exhibit a range of canonical topologies—including scale-free, small-
world, and assortative or disassortative mixing patterns—that shape how information, influence,
and connectivity emerge across the network [27? ]. These topological properties differ between
human-driven and bot-driven communication structures. Studies have shown that automated
accounts tend to form highly centralized or hub-dominated clusters, and often exhibiting unnat-
urally high activity and degree patterns[35]]; whereas human networks more commonly reflect
organic community structure with clustered, reciprocated, and heterogeneous ties [295]. Both
types of users imprint different signatures on the network’s macro structure, resulting in struc-
tural differences that shape how information spreads and communities form on the platform.

Within the social network graph consists of motifs, which are recurring patterns of small
subgraphs that represent the building blocks of complex networks [189]]. Network motifs are a
powerful analytical tool for understanding complex social phenomena. The triad motif is a three-
node pattern used to analyze relationships reciprocity, transitivity, and balance [302]. Human
interactions on social media tend to have balanced and reciprocation, with friendships and edges
forming through triadic closure [[156]]. These online human relationships formed from commu-
nication and friendship ties have predictable structural triadic balance and reciprocity[281]]. In
contrast, CSAs often exhibit asymmetric patterns such as repeated one-directional interactions
(i.e., retweeting action of amplifier agents) or inflated out-degree to many accounts (i.e., multiple
engagement of synchronized accounts).

Star network motifs describe structures in which a single central ego node connects to many
peripheral nodes. These motifs have long been recognized as fundamental building blocks of
networks, offering insights into how social capital is unevenly distributed and how information
and influence flow through a system. Foundational work in sociometry by Moreno [194] first
documented star-like patterns in group interactions, showing how central actors shape relational
dynamics. Bavela’s classic research on communication structures demonstrated that centralized
star motifs can be especially efficient for coordinating problem-solving tasks [29]. Freeman later
formalized the mathematical basis for detecting central actors—introducing measures such as
degree centrality—which remain essential for identifying and quantifying star structures [94].

More recent studies extended these ideas to digital environments. Research on egocentric
networks reveals that star-like formations are common in social media platforms, where indi-
viduals maintain a small inner circle of strong ties surrounded by a much larger set of weaker,
higher-degree connections [[136]. Work on network individualism further highlights how peo-
ple now curate personal networks that span online and offline spaces, underscoring a shift from
group-based affiliation to person-centered connectivity [307].

5.2.2 Coordination

The study of coordinated manipulation of conversations on social media has become more preva-
lent as social media’s role in amplifying information that results in hate clusters and polarization
come under scrutiny. For example, studies have been performed on how coordinated groups arti-
ficially manipulate online information on elections. Analysis of Facebook co-shares of political
news stories during the 2018-2019 Italian elections identified hundreds of groups that coordi-
nated to boost political and non-political identities[103]. Similar coordinated influence efforts
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have been documented in contexts of US and Brazil political scenes[ 145, 298].

Coordinating groups on social media are of concern to researchers and policymakers because
their activities are not necessarily confined to the online space. Their coordinated campaigns
can pose a threat to the social fabric, especially when their campaigns spill over into the offline
medium and result in protests and riots. For example, the use of hashtag coordination can capture
the noticeable change between online coordination and offline protests in 16 countries affected
by the 2011 Arab Spring protests[275].

Online coordination is a multi-dimensional problem. Current coordinated activity detection
techniques typically uncover anomalously high level of synchronized action within a time win-
dow. An action is a behavior a user can take on a social media platform such as retweets [303]],
@-mentions, [[174], using similar texts [219], posting common URLs [26], or other behavioral-
traces that links two users [237]]. These approaches define coordination by the repeated pattern
of co-occurrence of multiple actions as signals that when combined, can influence information
systems. More advanced approach combine these signals to detect higher-order coordination
patterns. For example, network-based methods identify clusters of accounts that repeatedly co-
engage with similar content through retweets and sharing [? ], temporal graph mining uncovers
behaviors that deviate from the expected human rhythm of online interaction[109], and semantic
coordination detect groups that converge on shared messaging frames even when their specific
words differ [[304]].

5.3 Network Interaction Profiles

Network interaction profiles are the characteristic shape of an agent’s connections on social me-
dia. The network topology describes with whom the actors interact with, how often the interac-
tions are, and in which direction. The structure of the network of an agent governs its influence
mechanics and potential, and the connections the agent has are the signatures through which the
agent can possibly broadcast, brokerage or converse with other actors, which would shape the
online discourse.

5.3.1 CSA vs Human

CSAs and humans have visually different social interaction patterns, which can be represented
by their network topology profile. We investigated the all-communication ego network of the top
20 most frequent communicators in the Asian Elections dataset. An all-communication network
is a network where nodes represent users and the links between users represent a communication
interaction: retweeting, sharing, tagging a user. The thicker the link, the more communication
interactions between the two users.

shows the typical network interaction profiles of CSAs and humans through a two-
degree all-communication ego network. That is the communications of the ego’s set of alters and
the connections among them, and the alters’ set of alters and the connections among the alter’s
alters.

This difference in interactions profiles between CSAs and human users reveals the commu-
nication patterns of both user classes. CSAs typically have an extended star-shaped ego network,
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suggesting a hierarchy of interconnected agents in an operation network to disseminate informa-
tion. This ego agent connects to many alters that rarely interact with each other. The extended
star network structure is a result of the CSAs broadcasting their messages widely and simultane-
ously, and therefore is well-suited and commonly used for amplification campaigns like repetitive
content sharing to maximize reach [226]].

The extended star structures are effective in providing scale and speed, but the lack of struc-
tural cohesion means the structure struggles to sustain narratives once the initial visibility fades.
The peripheral agents do not really interact with each other. The narrative propagates from the
ego agent to the ego’s alters to the alters’ alters. Without the ego, there would be no information
that was shared across those alters. Therefore, star networks are highly fragile. The sustenance
of the narratives depends on the central node. If the central node were to be removed, whether
through inactivity or platform suspension, the network often collapses entirely. This limits the
durability of such a strategy of influence spread. This suggests that people might set up such
automated agents to broadcast messages, but shut them off once the message is announced. Such
CSAs strategies make it hard for analysts to track the ephemeral agents. For example, on GitHub,
an online code-sharing platform, 11.3% of the projects enable then later deprecate the Depend-
aBot, a Bot set up to blast announcements about the software project [[124]].

On the other hand, humans have a hierarchal network topology, where communications are
organized in nested tiers. Humans communicate predominantly within their immediate network
before extending their communication outwards. This hierarchal form is a digital reflection of
how humans embed themselves in community in real-life: the ego connects with his friends, who
are then connected with his friends of friends [[13]].

The multi-layer network of a human user results in slower information diffusion but supports
credibility and persistence of messages through the repeated exposure as the message propagates
through the layers. Over time, this redundancy of multiple message propagation routes makes
human-driven narratives more resilient to disruption and more likely to endure beyond short-lived
bursts. In fact, our study of coronavirus disinformation on Telegram observed that it was humans
rather than automated agents that sustained the disinformation spread through their sharing of
messages across channels [221]. The human hierarchal sharing structure created a snowball
effect that continuously kept the narrative active and prolonged its visibility within and across
channels.

CSA Humans

In-degree 0.05 + 0.08 0.02 + 0.02
Out-degree  8E-4 + 14E-3 1.6E-3 + 3.3E-3
Total degree 0.15 + 0.09 0.16 £0.11

Density 0.35 + 0.06 0.034 4+ 0.06
% CSA alters  9.66 + 2.98 7.31 £3.10

Table 5.1: Comparison of network metrics. For the in-degree, out-degree, total degree and den-
sity, we present the ratio of mean(metric) for agent type : max(metric) across all agents in the
event. (published in [212])

We also compared network metrics of the all-communication graphs, which is presented
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1-degree 2-degree

CSA
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Figure 5.1: Two-hop Ego network structures of CSAs and Humans who are the most frequent
communicators in the Asian Elections dataset. Nodes represent social media users. Links be-
tween users represent a communication relationship between the two users (i.e., retweet, men-
tion). Bot users are colored in red, human users in grey. The width of the links represent the
extent of interactions between the two users. In these most frequent communicators, CSAs have
a star network structure, and humans a hierarchal structure. (published in [212]])

in CSA ego networks have higher density than human ego networks (8.33% more
dense) which reflected how the CSA star communication structure is tighter and form more
direct interactions than humans’ ego networks. In terms of the composition of alters, on average,
a CSA has 9.66% CSA alters and 90.34% human alters; whereas on average, a human has 7.31%
CSA alters and 92.69% human alters. This shows that both CSAs and humans interact more
with humans rather than other agents in their ego network. By the principle of homophily, it is
natural for humans to interact with other humans [37]. However, CSAs violate the principle of
homophily, and are actively forming communication interactions with humans rather than other
agents.

5.3.2 Star Motifs

Star network motifs are motifs where a central ego node is connected to multiple peripheral
nodes. These star motif structures have long known to be key elements in networks, and are
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important for studies of social capital distribution and pathways of information diffusion and
influence. Prior research typically studied networks where all nodes are humans [307], and in
such structures, all had the same affordances in terms of ability to communicate. Extending
on these prior research, we study star motifs where there is a mixture of automated CSAs and
humans.

We examined the presence of star motifs in a subset of the 2020-2021 coronavirus data. We
filtered the data for tweets that were written one week before the Pfzier coronavirus vaccine was
officially launched and were related to the vaccine in that they used the hashtag #covidvaccine.
Then, we ran the BotHunter algorithm [32] with a threshold of 0.7 to identify automated agents.
We thus collected data of 580,135 unique X users, of which 26.43% of them are bot users.

Then we constructed retweet interaction networks. We chose to construct network graphs
based on retweet interactions to capture information sharing and amplification. The act of
retweeting shares the tweet to the user’s network, representing both implicit endorsement and
information amplification [39]. A retweet network graph is thus defined as G, in which G =
(V, E). In a retweet network graph, the edge e; ; between v; and v; meant that v; retweeted v;.
Each edge has a weight w,, ; that indicates the number of retweets between the two agents. A
thicker edge indicates sustained retweeting actions by v; of v;.

From the retweet networks, we extracted the ego networks that have the star motifs. Ego
networks describe the connections of an agent (the ego ng) with its social peers (the alters n €
N, n # ng) [15]. Finally, we define a star network motif as a motif where one ego node is
connected to multiple peripheral alters. A traditional definition states that the alters should not
have connections with each other, but since we were dealing with social media data, we relaxed
this constraint and allowed for the alters to have minimal links with each other. Formally, we
define a star motif S} as a connected subgraph with k£ + 1 nodes consisting of one ego node v,
and k peripheral alters {vq, va, ..., vy}, where:

Sk = (V, E) where V = {v., v1,v9, ..., 0%}
E={(ve,vi) i €{1,2,... k}}

Constraints:
* deg(v.) = k (ego node has degree k)

e deg(v;) <2,Vi e {1,2,...,k} (each alter can have at most 2 edges with other alters)

e deg(v;) <3,Vi € {1,2,...,k} (each alter has degree at most 3)

For simplicity, we studied the undirected star motifs. That is, the edges in £ do not have a
defined direction. represents a typology of six star motifs that can be formed between
CSAs and humans. The singular ego node ng is one drawn from the set of {CSA ,human}. ng
has multiple alters 1, = {741, 742...}, mainly three scenarios of alters: {CSA, human, mixed}.
Therefore, there are 2 X 3 = 6 primary combinations of ego-alters. The notation of the star
motifs in the figure contains three characters Sab. S indicates the star shaped network. a = 0, 1
indicates whether the ego n( is a human or CSA. b = 0, 1, 2 indicates the ordinal formulation of
whether the alters n, are entirely CSAs, entirely humans, or a mixture of CSAs and humans.

From a content analysis of these six star motifs, we observe that the motif patterns demon-
strated distinct amplification strategies. CSA-ego motifs (S00, SO1, S02) exhibited characteris-
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Figure 5.2: Variations of undirected star shaped motifs between CSAs and humans (published in
[226])

tics of deliberate, and perhaps coordinated, information spreading, where CSAs leverage their
central network position to rapidly disseminate content to multiple peripheral nodes, similar to
findings by previous research of how CSAs can be information super-spreaders and create effi-
cient information propagation pathways [42]. Human-ego motifs (S10, S11, S12) demonstrated
more organic community formation patterns with natural clustering around authoritative sources
and shared interests. This observation is consistent with the principle of homophily [186]. The
motifs with mixed agent alters (S02, S12) revealed the complex interaction dynamics in a social
network, pointing to the importance of accounting for these hybrid communication patterns in
influence detection and mitigation strategies.

Star motifs provide a structural framework for understanding how influence operations man-
ifest at the network level. The SO0 motif represented a pattern of coordinated inauthentic behav-
ior through a co-retweet network, and could be identified in monitoring systems to trigger alerts
when multiple of such patterns emerge around sensitive topics like politics [206]. The SO1 mo-
tif represented a pattern where automated agents can influence genuine human users, consistent
with research on social influence and peer effects of bots [204]. The S10 motif demonstrate how
authentic human content creators can be artificially amplified through sets of bots, potentially
distorting the perceived popularity of their messages [258].
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5.4 Coordination

Coordination refers to the phenomenon where multiple users perform the same action within
overlapping time windows. An action is defined as a social media mechanic paired with a content
artifact. An example of an action would be “posting a text post with a specific hashtag”. Here,
the mechanic is publishing a tweet, while the artifact is the hashtag. When many users repeat the
same action nearly simultaneously, it creates the appearance of deliberate echoing and suggestion
of collective intent. The most basic unit of this phenomenon is when the number of users is two:
two users performing the same action is referred to as a co-action [300].

presents a summary of the coordination types explored in this thesis, and the corre-
sponding examples taken from the published papers from this thesis.

Coordination Type | Mechanic Artifact Case Study
Amplification coor- | Sharing or | Same post or account Round-robin  retweet-
dination retweet ing mechanism of a

group of CSAs within
a 2021 Taiwan-China
discourse [[137]

Social coordination | Tagging (or | User handle 2021 COVID Vaccine
@mention), release discourse on X
Reply revealed socially co-

ordinated groups that
revolve around mental
health support, finan-
cial planning and elder

care [203]]
Semantic coordina- | Use of hashtag | Same hashtag Coordination via hash-
tion strings tags in discourse about

the 2020 US elections on
X reveal user clusters in
support of the Republican
and Democrats, because
the two factions coordi-

nate via separate sets of
hashtags [203]]

Referral coordina- | Use of URLs Same URL Australian news network
tion TNews uses referral coor-
dination to push out links
to news articles to region-
specific X accounts, en-
suring that the important
news reaches all the dif-
ferent sets of local audi-
ences [[175]]
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Coordination Type | Mechanic Artifact Cases Studied

Textual coordination | Posting of origi- | Duplicate of near dupli- | Near duplicate texts that
nal texts cate texts have an at least 80%
match of each other
found within different
social affiliation groups
in a 2021 discourse on
Parler [219]]

Media coordination | Media  posting | Duplicate or near dupli- | Images from Russia
(e.g., images, | cate media or combined | have a single central-
videos) media ized messaging and are
well-coordinated, while
images from other coun-
tries (i.e., Venezuela,
Iran) spout multiple
messaging efforts, with
isolated sets of image
narratives [217]]

Cross-platform Multi-platform Same message sent | Website and YouTube
coordination rollout across social media | URL matches reveals
sites that while Parler and X

users reference different
sets of URLSs, the content
of information that they
consume are similar
[216]

Table 5.2: Types of Coordination explored in this thesis

Coordinated interactions can be identified through constructing clusters of bipartite graphs.
illustrates the methodology of identifying coordinated clusters from individual ac-
tions. First, begin by observing (A), that multiple users repeat the same actions within short time
windows. This time window is analyst-defined, and many analysts use a time window of 5 min-
utes. Second, aggregate the actions into a bipartite graph that represents User x Artifact (Panel
B). This reveals the users that use the same artifact within the same time window. Artifacts are
unique, for example, the hashtag “#GetYourNewComputer” and “#GetYourNewComputerNow”
are separate artifacts and should be treated differently. Finally, project a User x User network,
and use network science clustering techniques to identify densely connected clusters (Panel C).
These densely connected clusters are the coordinated groups of users.

This approach that analyzes the presence of co-action between users to reveal the synchronity
between behaviors in the network is termed as the Synchronized Action Framework. This frame-
work detects patterns of timing or content usage that exceed what would be expected by normal
coordinated activity. Users are termed to be coordinated if they perform co-actions more than
two standard deviations more than the mean number of co-actions in the network.
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Coordinated Interactions:
From Individual Actions to Coordinated Clusters
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Figure 5.3: Illustration of the methodology of identifying coordinated clusters from individual
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Figure 5.4: Example of amplification coordination through repeated retweets (published in [137]])
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Figure 5.5: Social Coordination within the 2021 coronavirus vaccine release discourse. Nodes
are X users and link width represent the strength of coordination between two users. The red box
are self-declared CSAs that coordinate socially.

Amplification coordination The co-action used in amplification coordination is the retweet
mechanism. An example occurred within the 2021 Taiwan-China discourse[137]. A group of
CSAs collectively amplified the posts of a group of core users, enabling the information to spread

farther. The coordination network graph is presented in

Social coordination The co-action used in social coordination is the tagging, or @mention,
mechanism. An example occurred within the 2021 Coronavirus Vaccine release discourse on
X[203]. We identify users that socially coordinate by using a 5-minute time window. This
reveals socially coordinated groups of users that revolve around mental health support, financial
planning and elder care. The coordination graph is presented in[Figure 5.3

92



_R'epﬁllql'ié'an
: ppgrt ..

Demogrit - ;
support -

2 &-an‘z'—sz .

Figure 5.6: Semantic Coordination within the 2020 US Election discourse. Nodes are X users
and link width represent the strength of coordination between two users. The red box are self-
declared CSAs that coordinate semantically.
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Figure 5.7: Referral Coordination within the ReOpen America discourse. Nodes are X users and
link width represent the strength of coordination between two users. The blue, red, and green
links correspond to referral, social and semantic coordination, respectively.

Semantic coordination The co-action used in semantic coordination is the use of common
hashtags. An example occurred within the 2020 US elections discourse on X[203]]. We identify
users that semantically coordinate by using a 5-minute time window. This reveals two main
groups of users, the users that are in support of the Republican party, and the users that are in
support of the Democratic party. Both factions coordinate within the faction via separate sets of

hashtags. The coordination graph is presented in

Referral coordination The co-action used in referral coordination is the use of common URLs.
An example occurred in the ReOpen America discourse[175]. The Australian news network
7News used referral coordination to push out links to news articles to region-specific X accounts
(i.e., @7NewsBrisbane, @7NewsQueensland). This mechanism ensures that the important news
reaches all the different sets of local audiences who are most likely to be following their local

accounts. The coordination graph is presented in
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Textual coordination The co-action used in textual coordination is the use of common texts.
An example occurred in 2021 shared on Parler, where there are groups of parleys coordinating
textually [219]]. Since textual coordination is not an atomic artifact of a social media post, we
had to do some processing to form a User x User coordination graph in order to analyze which
users coordinate with each other. To do so, we use a text-to-text graph to induce a user-to-user
graph, and set the threshold of which we filter edges through a statistical analysis of all graph
edge weights.

We first begin by creating a user-to-text binary graph P, which represents the users that
wrote each parley. Next, we create a text-to-text graph A through a k-Nearest Neighbor (kNN)
representation of the parley texts, with £ = logs /N where N is the number of parleys [176]. To do
so, we perform BERT vectorization on each parley text create contextualized embeddings into a
768-dimensional latent semantic space [[73]. We make use of the FAISS library to index the text
vectors and perform an all-pairs cosine similarity search to determine the top k closest vectors
to each parley vector [140]. We then symmetrize this KNN-graph via P’ = P+TPT to produce a
symmetric k-Nearest Neighbor (kNN) graph of the posts, as this tends to better maintain meso-
structures from the data, like clusters, in the graph [45, [177, 255]. The edges of the graph are
weighted between [0, 1] by the cosine similarity of the two parleys.

Having found a latent graph of the textual content of the posts we then induce a user-to-user
graph. We do this through matrix Cartesian product formula of U = PA’PT.

Where U is the user-to-user graph, A is a user-to-text bipartite graph where an edge indicates
that a user posted a given parley, and P’ is the text-to-text KNN graph as previously defined. The
resulting graph, U has edges that represent the strength of textual similarity between two users,
given how close in similarity their posts are in a latent semantic space. U better accounts for not
only having multiple, similar posts but better respect the textual data manifold when measuring
between two users as compared at only identifying the most similar posts between two users
[236].

To sieve out the core structure of the graph, we further prune the graph U based on link
weights, forming U’, keeping only the links that weigh greater than one standard deviation away
from the mean link weight. This leaves behind users that strongly resemble each other in terms
of the semantic similarity of their parley texts.

The coordination graph is presented in which presents the groups of users that
coordinate textually with each other, and the general narratives that they coordinate on.

Combined Synchronization Index In previous parts, we described separate analyses of syn-
chronity via different actions. To characterize the degree of synchronization between the users
that posted within an event, we defined the Combined Synchronization Index (CSI). The CSI is
a hierarchical which begins with CSI-UserPair, then aggregating the UserPair values to obtain
CSI-User for each user, and finally a singular value for CSI-Network.

CSI-UserPair. CSI-UserPair provides an indication of how much two users « and v syn-
chronize with each other, expressing the same semantic or social information in their tweets.
We obtain user pairs with a count of the number of times the users synchronize with each other.
We normalize this count along the axis of each action, then account for duplicates and scale
the user pair value according to the extent of synchronization. This calculation is reflected in
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Figure 5.8: Textual Coordination within the 2021 Parler dataset. This is the core structure of user-
to-user graph U’ representing narrative coordination between groups of users. Military users are
colored blue; patriot users red and QAnon users green. The thickness of the links represent the
strength of the coordination. Nodes are sized by total degree centrality value.
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User 2 —> CSl-UserPair (1,2)

User 3 —>» CSl-UserPair (1,3) weighted CSl-User (1)
User 1 average
User 4 —» CSl-UserPair (1,4) function
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Kﬂ CSlI-Network
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Usern » CSl-User (n)

Figure 5.9: Flowchart of the computation and aggregation of the hierarchical Combined Syn-
chronized Index. (Published in [206]])

Equation 5.1

CSI-UserPair(u, v) = [CSI-UserPair(u, v, a;) + CSI-UserPair(u, v, as) + CSI-UserPair(u, v, as)]
— laf * |al
where a; is the action types users u, v synchronize in
(5.1)
CSI-User. The CSI-User value is a representation of the degree of synchronization a user
partakes in within a network. It is a summation of CSI-UserPair values that a user w is part of,
weighted by the frequency of synchronicity of the paired user v. This calculation is reflected in

CSI-User(u) = » (S(u, v) * CSI-UserPair(u,v))
i=1
for all n pairs that user u is part of

5.2)

CSI-Network. The CSI-Network score quantifies the average amount of synchronization
between users surrounding an event. This calculation is reflected in|Equation 5.3

CSI-Network = Z(CSI—User) /n
i=1
where 7 is the number of synchronizing users in a network

(5.3)

Application of Combined Synchronization Index. We measured user synchronicity across
six Twitter datasets. We focused on social activism and political events, selecting for discourse
that has a strong stance, in which synchronization may be used to champion the cause. With
these parameters, we examine four social activism events: (1) 2018 Black Panther Movie; (2)
2021 French Protests; (3) 2020 ReOpen America; (4) 2020-2021 Coronavirus. We also examine
two political events: (1) 2020 US Elections, and (2) 2021 Capital Riots.

presents the resultant CSI-Network score and the global clustering coefficient
scores of the CSA and Human agent classes. There is consistency between the global clus-
tering coefficient scores and the dominant group of users. This reflects that the group that has
high tendency to form clusters in the resultant network, which indicates that they have higher
synchronicity among each other.
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For example, the global clustering coefficient of the network formed for 2021 Capitol Riots
is 0.783, which is extremely high. In contrast, its CSI-Network is 9.05, which is on the lower
end of the spectrum. However, when we examine the clustering coefficients of CSA and human
partitions separately, we see that that CSA partition has a clustering coefficient of 0.785, while
the human users have a clustering coefficient of 0.245. Therefore, during the Capitol Riots event,
the bots were actively synchronizing with each other, resulting in high clustering formations in
the resultant synchronized network graphs. In contrast, human users synchronize lesser in all
multiple dimensions, resulting in the lower CSI-Network scores formulation.

Event CSI- CSA Human | Dominant Group in
Network Visualization

2018 Black Panther 2.81 0.569 0.998 Human

2021 French Protests 4.16 0.177 0.381 Human

2020 ReOpen America 12.42 0.621 0.267 CSA

2020-2021 Coronavirus 2.57 0.330 0.634 Human

2020 US Elections 33.73 0.216 0.234 Human

2921 Capitol Riots 9.05 0.785 0.245 CSA

Table 5.3: Comparison of CSI-Network Scores against Global Clustering Coefficient scores de-
rived from the Synchronized Network Graphs. The scores are split up by CSA/human classes
and are consistent with the dominant group in the network graph visualizations. (Published in
[2061])

Figure 5.10|visualizes the all-communication graphs of the networks studied in this work. For
many events, a low CSI-Network score corresponds to a low global clustering coefficient score,
which reflects that the resultant networks does not form clusters very well. Indeed, if we were
to examine the 2018 Black Panther event, it has both a low CSI-Network and global clustering
coefficient score, which corresponds a rather disjointed network with few clusters. However,
events like the 2020-2021 Coronavirus, 2020 US Elections and 2021 Capitol Riots have CSI-
Network and global clustering coefficient scores that are on two opposite ends of the spectrum.
This inconsistency of scores points us to investigate into the network further, as it indicates that
there are some partitions of the network that are more clustered than others.

5.5 Network Impacts

Beyond detecting and analyzing agent-agent coordination, we seek to measure the impact of such
coordinated behavior on the network. We do so by a measure we termed “stance flipping”. A
stance is an expression of an opinion towards an entity, usually characterized by “pro-" or “anti-".
Social influence characterizes the change of an individual’s stances towards a topic in a complex
social network environment. Two factors often govern the influence of stances in an online social
network: (1) endogenous influences driven by an individual’s innate beliefs through the agent’s
past stances; and (2) exogenous influences, which offer important clues to user susceptibility,
thereby enhancing the predictive performance on stance changes or flipping.
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(a) 2018 Black Panther (b) 2021 French Protests (c) 2020 ReOpen America
Movie CSI-Network=4.16 CSI-Network=12.42
CSI-Network=2.81 Network density=4.8E-5 Network density=1.59E-4
Network density=1.61E-3

s

(d) 2020-2021 Coronavirus (e) 2020 US Elections (f) 2021 Capitol Riots
CSI-Network=2.57 CSI-Network=33.73 CSI-Network=9.05
Network density=1.69E-5  Network density = 8.90E-4 Network density=9.7E-4

Figure 5.10: Synchronized Network Graphs. Nodes are users. Red nodes are CSAs and blue
nodes are humans. Links two users represent synchronization between them. Link widths rep-
resent the degree of synchronization. Graphs have been pruned to show nodes that synchronize
with at least 5 different users to depict only the core structure of users that synchronize very
frequently.

Methodology Overview We design a social influence model to investigate the variables that
have an effect on the network impacts of stance flipping. Each agent has some fixed innate stance
and a conviction of stance that reflects the resistance to change and agents influence each other
through the social network structure. We use this model as a stance flipping prediction problem
to identify X agents that are susceptible to stance flipping towards the coronavirus vaccine (i.e.,
from pro-vaccine to anti-vaccine).

The Social Influence Model We adapt the Friedkin-Johnsen social influence model [95] and
describe the formation of a stance in terms of an agent’s innate static variables and the interper-
sonal influences from other agents in the network.

Agent stance. We define agent stances Y with the following model: Y4, = X DB, in
which Y is an agent stance outcome score, X is a 1 x k£ matrix of scores on k endogenous
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and exogenous variables of the agent and B is a kx1 vector of coefficients giving the effects of
each of the endogenous variables. In our study, we used agents’ linguistic cues as endogenous
variables and network values as exogenous variables.

The Base Influence Model. represents the base influence model, which esti-
mates the impact of an agent’s past tweets and the influence from the agent’s neighbors on the
agent’s stance. Neighbors are other agents that have made communication with the agent in fo-
cus. The opinions of these neighbors in the social influence model directly affects an individual’s
opinions.

n n m
I = % ; }/ist deg neighbors + %% ; JZO Yr2nd deg neighbors (54)

Stance Strength. We define the effect of stance strength, which alludes to the fact that
the more an agent expresses a stance, the stronger the belief in the stance. This is defined as:
v = % x w. Stance strength is the proportion of the final stance s, 1s expressed against the
number of expressed stances s, multiplied by the variable importance value w;. This is added to
the base model as: Y4, = 7X. B., where + is a scalar representing the agent’s stance strength
and its importance.

Connection. Connection C' is the proportion of neighbors that support an agent’s stance.
Connection represents opinion similarity between the agent and agent neighbors, which lends
strength to the stance the agent expresses.

#neighbors with same stance

(5.5)

Ca ent — .
gent #neighbors

Reciprocity. Reciprocity R is the two-way interaction between two agents. The higher the
reciprocity value, the closer the agents are in a friendship, leading to a higher influence on the
agent.

R = 2 x #reciprocal interactions (5.6)

Susceptibility Score. We define a susceptibility score S = ([ —Yagl.amf)2 , which characterizes
the difference in the score between the agent’s stance and the influences from the variables. The
higher the susceptibility score of agent i, the more likely the agent will flip its stance due to
social influence. The agent ¢ will flip stance if S; > e. For the base model, we set € at 10% of the
number of agents.

Experiments. In our experiments, we described the stance towards the coronavirus vaccine.
We used the 2021 coronavirus dataset, and filtered for tweets that mentioned the vaccine with
#vaccine. We only investigated agents who have more than one tweet in order to have changes
in vaccine stances. For these agents, we leave out each agent’s last stance, and use the collected
historical data to predict the final stance.

[Table 5.4]presents the results of incremental experimental runs on the dataset. Our final stance
flipping model outpefroms all the other models with an accuracy score of 86%, showing that a
combination of all the identified factors is inportant to the influence of agent stances. Statistical
tests of the model prediction results identified that factors important to stance flipping prediction
are: the use of 2nd-degree neighbor information, stance strength and connection information,
while the reciprocity factor does not achieve a significant improvement in results.

99



Model # Model Accuracy|

Baseline Decision Tree 0.38

Model 1 Base social influence model 0.37

Model 2 Model 1 + 2nd deg neighbor information 0.48*

Model 3 Model 2 + stance strength 0.70%*

Model 4 Model 3 + connection 0.75%

Model 5 Model 4 + reciprocity 0.86

Ablations

Model 1 - network Base social influence model without network vari- | 0.17*
ables

Model 1 - linguistic Base social influence model without linguistic vari- | 0.19%*
ables

Bots only Model 5 with only bot agents 0.73%*

Non-Bots only Model 5 with only non-bot agents 0.67*

Table 5.4: Results of Social Influence Models. * indicates a significant difference at the p < 0.05
level. For the models, the significant testing was performed against the previous model in se-
quence, and for the ablations, the significant testing was performed against Model 1. (Published
in [204])

Conditions of Stance Flipping To isolate the conditions that result in the stance flipping be-
havior of agents, we perform a statistical t-test between the neighborhood of agents that flip
stances and the agents that do not. These results are presented in

An agent can be influenced by the opinions of the network of neighbors around him. The
accuracy of predicting an individual’s stance flipping tendency increases after the addition of
second degree neighbor and reciprocal ties. This shows that interaction information such as two
degrees of neighbors and the connectivity of neighbors contribute significantly to the influence
of an agent’s stance.

For agents that flip stances, the participation of semantic coordination is an indicator. This
means that the more an agent’s neighbors participate in semantic coordination with other agents,
the more the neighbors seem to agree with each other through using the same hashtags. When
these neighbors are of the opposite stance as the agent, the more likely the agent is to flip stances.
Within our dataset, 0.1% (n=6791) agents engaged in semantic coordination. The number of
times an agent that participates in semantic coordination is between 80.54 and 1704 times. This
observation signals the peer pressure of an agent’s neighborhood on the expression of opinion.

visualizes the neighborhood of the agents that flip stances in an all-communication
network. This graphs first show the stances of the agent and the neighborhood on the left, then
the agent’s engagement in semantic coordination across the entire dataset.

Of the agents that flip stances, a significantly larger percentage of these agents are bots (p =
2.14e~13 < a = 0.05). Cyber Social Agents have lesser conviction and a larger proportion flip
stances (6.6%). CSAs flip even with a fewer number of neighbors that have the opposite stance.
In contrast, humans have more conviction and a smaller proportion of humans flip stances (2.7%),
and they require more neighbors of the opposite stance to flip. For CSAs that have the word “bot”
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Agent 1
(anti to pro)

Agent 2
(pro to anti)

Figure 5.11: Network interaction graphs that our model correctly predicts to flip. Green nodes
are pro-vaccine agents; red nodes are anti-vaccine agents; orange nodes are agents found par-
ticipating in collective expression through hashtags; purple nodes are agents that are not found
participating in collective expression. The agent is circled in blue and the color of the agent
stance is the stance before the flip. (Published in [204]])
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Criteria Agents that do | Agents that do not | p-value

flip stances flip stances

Proportion of bots 0.452 0.293 2.14e-
13*

Proportion of neighbors that are | 0.352 4+ 0.372 0.358 4+ 0.280 0.051
bots
Proportion of neighbors of the oppo- | 0.409+0.443 0.196+0.271 0.011*
site stance
Proportion of neighbors participat- | 0.038940.068 0.030240.115 0.027*

ing in semantic coordination
Proportion of neighbors participat- | 0.020740.0996 0.0136+0.0350 0.0078*
ing in semantic coordination and are
of opposite stance

Table 5.5: Comparison of agents that flip stances and do not flip stances. Fraction of neighbors
that are 1- of 2-degree away from these agents that meet various criteria are compared. * denotes
a p-value that is significant at the 0.05 significance level. (Table published in [204])

in their account name, the proportion of these agents flipping stances is five times higher than the
population proportion.

5.6 Conclusion

This chapter examines multiple types of agent-agent coordination strategies, the measurement of
the extent of agent coordination, and also presents the possible network impacts that might result
from extensive coordination. Agent-agent coordination in the cyber social space makes use of
platform affordances and can be strong levers for online movement.

The identification of coordinated networks through the Synchronized Action Framework and
the calculation of the Combined Synchronization Index has been integrated into the ORA-Pro
software, which has been taught to CMU students and executives that attend the CASOS Summer
Institute.

We measured the network impact through the flipping stance phenomenon, modeled through
a social influence model. This model uses a combination of an agent’s endogenous and exoge-
nous variables, and reveals that the usage of pronouns and the agent’s position in the network are
important factors in influencing others. CSAs are more prone to flipping stances than humans,
as observed by them requiring fewer neighbors of the opposit stance before flipping. This opens
avenue for further characterization and understanding of the neighborhood CSAs operate in and
their resilience to opinion changes.

Limitations of our study of agent interactions include:

1. The usage of social media API calls (i.e. the X API) means that we retrieve only 1%

of the tweets, so there may be more coordinating agents, types of network profiles and
other discourse topics which were not captured in the dataset. This might have reduced the
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number of agents and network profiles that were found in our analyses.

2. We primarily studied one network profile: the star network profile. There are multiple
other types of network profiles that CSAs and humans can form which are left out in our
analyses.

3. Our definition of coordination is limited to the investigation of single-action coordination,
where actors perform the same singular action within a short time window. For example,
this would be two tweets with the same hashtag. There are other forms of coordination
such as two actors performing different actions in sequence during a short time window,
which should be considered.

4. We primarily studied only one network effect: the flipping stance effect. Other types of
network effects such as the changes in network density and other network metrics should
be profiled.

Future work involves profiling a variety of network motifs beyond the star network motif,
and how both CSAs and humans harness those motifs to spread their messages. In terms of
coordination, future work involves the investigation of higher-order actions, which are actions
combining multiple singular actions, e.g., two tweets with the same hashtag and URL. Higher
order actions that combine more than one singular action can provide a source of deliberate
coordination rather than coincidental synchronicity. Future work also involves expanding the
Combined Synchronization Index to factor in user synchronization across moving time windows.
This provides a way to perform effective comparisons of user-user synchronization and the nature
of synchronization across different time periods.
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Chapter 6

Social Simulations of CSAs & Humans

6.1 Introduction

Agent-based social simulations are a critical methodology that bridges the theory and empirical
observations with the constraints of real-world of experimentation. Real-world experimenta-
tion on populations of CSA interventions and resultant population dynamics can be logistically,
strategically and ethically untenable, so simulations provide an indispensable alternative for test-
ing hypotheses and evaluating the dynamics of influence across the network over time. They
model the interplay between heterogeneous agents such as the different archetypes of CSAs and
humans, and showcase how macro-level social outcomes like polarization emerges from micro-
level agent behaviors. We modeled three social scenarios: a predictive model that analyzes
which agents, when perturbed, are most influential to changing a population’s stance, a theoret-
ical model that analyzes how good CSAs can be used for socially beneficial outcomes, and an
illustrative model of the interaction of CSAs and humans.
This chapter constructs social simulations the following guiding research questions:
1. How can we design and generate realistic CSAs that faithfully capture the behavioral,
linguistic and interaction patterns that are observed empirically on social media platforms?

2. What are the characteristics of a CSA that when triggered, are most likely to contribute to
the success of influence operations?

3. How can CSAs be used for socially beneficial outcomes (i.e., fact checking, good messag-
ing, counter-messaging)?

4. How can we illustrate the interactions between CSAs and humans with a social simulation?

6.2 Related Work

Social simulation provides a foundation for understanding how individual behavior and interac-
tions generate collective phenomena. This technique of social simulation is especially useful in
environments where direct experimentation is infeasible. Traditionally, social simulation used
Agent-Based Models(ABMs), which emphasize structural and behavioral rules that govern in-
teractions. Classic work like the Schelling and the Axelrod models show that simple behavioral

104



rules can result in complex macro-level patterns like segregation or cooperation. Nowadays,
generative Al is integrated into the simulations to construct LLLM-based simulations that are lin-
guistically rich for conversational realism.

Agent-Based Models Agent-Based Models (ABMs) have been a classic methodology for sim-
ulating social networks and understanding collective behavior in digital environments. Models
such as the Barabasi-Albert preferential attachment model have provided insights into network
formation patterns [27]. ABMs have been used to explain viral information spread and cascade
behaviors in online networks, and network evolution dynamics that include the formation and
breakage based on homophily and social influence mechanisms and of polarized clusters and
echo chambers [36,50]. ABM simulates successive agent-agent and agent-environment interac-
tions across time, allowing for the observation of emergent behaviors that connect micro-level
individual agent behavior to macro-level patterns [36]. X feeds modeled as a discrete event sim-
ulation can aid studies of the emergent behavior of two bot-based disinformation maneuvers,
bridging and backing, which revealed that bots are only effective when correctly embedded in
the network [33]. Further, [21] evaluates how the beliefs of agents can be influenced in an X
network with malicious users that spread misinformation through an SIR-epidemiological model
setup.

However, traditional ABMs face limitations in generating realistic content because they rely
on rule-based interaction heuristics rather than linguistically-generated capabilities that charac-
terize social media discourse. Pure ABM agents do not produce or interpret languages, and
therefore could not simulate conversational discourse. This gap motivates the integration of
LLMs into social simulations to endow agents with expressive, goal-directed communication
studies.

LLM-Based models Advances in LLM-based simulation have enabled realistic agent com-
munication and behavior synthesis. These social simulations range from dialog-driven (e.g.,
social interaction, question-answering, and game-based) to task driven (e.g., software develop-
ment) [197]]. Such simulations have crafted artificial societies with LLM-powered agents that are
capable of autonomous memory and planning, and demonstrate emergent social behaviors [239].
OASIS is a social simulation that models the information propagation dynamics in X and the herd
effect in Reddit with a total of one million agents [323l]. However, many existing LLM-based
simulations lack the explicit modeling of social structure, role differentiation and network-level
interactions. Agents often operate in sandboxed contexts without persistent relationships or inter-
agent dependencies that mirror real-world social media dynamics. Our work builds upon these
foundations by introducing a framework of simulations of CSAs as LLM-based agents embedded
with personality traits and operational strategies that are situated in a social network.

6.3 Designing realistic social simulations

To design realistic social simulations, we adopt an agent-based modeling framework. Each in-
dividual user or account is modeled as an autonomous agent with its own properties, such as
persona, behavior rules and interaction patterns. Many agents aggregated together forms a group
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Attributes:
O - Natio_nality Agent-Agent
- Location [ Net k ]
O - Stance cwor
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- Social affiliation - Communicated with (i.e.

Retweeted, Tagged, Quoted)
- Subscription (Follower/
Following)

[ iy - Community attributes
MJ (location, fan of)

. X - Content (similar hashtags,
Commpn Attributes: similar texts)
- Location
- Nationality

- Topics of interest
Figure 6.1: Illustration of the building blocks of a social simulation

or a community of agents, which have shared attributes like social identities, narratives or loca-
tions. Agent behaviors can also be shaped by group attributes. Agent-agent interactions such as
posting, replying, quoting and retweeting, occur through a network topology that creates an infor-
mation flow. This information flow is represented by links, and links themselves have attributes.
This relationship between agents, community and the network is illustrated in [Figure 6.1

The emergent global behavior of the system then arises from the micro-level agent deci-
sions and the macro-level agent-agent networked interactions. Further, to realistically model
online social behavior, we use a hybrid model and integrate multiple methodologies, including:
(1) mathematical components such as probabilistic activation functions, preferential attachment
network-formation models; (2) heuristic processes such as posting frequency, memory and agent
fatigue; and (3) Large Language Model (LLM)-based generation for persona construction and
for agents to create text posts consistent with their persona and realistically react to posts by
other agents.

Here are a list of methodological questions that we considered in building our CSA-Human
social simulation.

Simulation Scope: this step defines the overarching context, scope and goals of the simulation,
with the following questions:

1. What are we modeling in this simulation? Examples are information diffusion, agent co-
ordination, ideological polarization, ideological convergence, community formation etc.

2. What is the goal of the simulation? Is the goal of the simulation theory testing, predictive
or illustrative?

3. How long will the simulation run and what is the temporal resolution? A time step in
a simulation is called a “tick”. Examples of simulation time can be: 30 days with tick
intervals of 1 hour, 3 months with tick intervals of 1 day.

4. What is the stopping condition? Is it a fixed time window (i.e., stop the simulation after 30
days), a threshold (i.e., stop the simulation when the number of malicious agents reaches
50% of the total number of agents), or an equilibrium dynamic (i.e., stop the simulation

106



when there are more malicious than good humans).

5. What are the outcome measures (i.e., the measurement to be derived from the simulation)?
Examples of outcome measures can be the ratio of malicious:good agents or the proportion
of agents that have changed their stance.

Simulation Initialization: this step defines the agent composition, the initial network topology
and the temporal window of the simulation, with the following questions:

1. Agent composition: defining the types of agents involved and the initial distribution of
each type of agent

(a)

(b)

(©)

(d)

(e)

®

How is the simulation initialized? Is the simulation empirically seeded (i.e. the initial
networks and agent properties are based on real data), synthetically seeded (i.e. the
initial networks and agent properties are based on generated and hypothetical data),
or a mixture of both?

What types of agents are involved? Humans, Cyber Social Agents, institutional ac-
counts, media accounts?

What is the distribution of agent types (i.e., there are 100 humans, and 80 CSAs)?
What is the distribution within each agent type? For example, the number of each
type of CSA is uniformly distributed; or that 30% of the CSAs present are amplifier
agents, 20% are chaos agents, while the rest are news agents. Is this distribution
empirically grounded from observed data or scenario-based?

What are the attributes of each agent? Examples of attributes are: stance towards
specific entities, posting frequency, topic interest, susceptibility, influence (i.e., influ-
ential user, media outlet)

How are the attributes of the agents derived? Are they heuristically generated (i.e.,
tone, range of day of post), mathematically generated from a distribution (i.e., posting
frequency), or procedurally generated using LLMs (i.e., name, narratives)?

Which attributes of the agents are static (i.e., does not update), and attributes are
dynamic (i.e., updates with interactions or time) through the simulation? If there are
dynamic traits, what is their update function (i.e., linear combination of inner beliefs
and external interactions)?

2. Network topology: defining the initial interactions and network structure of the agents

(a)

(b)

(c)

How are the agents initially connected? Mathematical models of network topology
include the erdos-renyi random model, the Barabasi-Albert preferential attachment
model, the Watts-Strogatz small-world model. The initial network topology can also
be a topology derived from empirical interaction data.

What is the probability of connections in the initial state? Is the probability arbi-
trarily set (as most erdos-renyi and small-world networks are)? Or is the probability
dependent on the homophily of agent properties (i.e., belief, topic, structural role)?

Can the agents form or dissolve interaction ties during the simulation? What are the
rules of formation or dissolution? For example, an agent following a new agent is a
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tie formation, while an agent un-following another agent is a tie dissolution.

Agent Activation and Behavior : this step defines when the agents are active to act, and the
actions they perform when they are active.

1. Activation function: defining whether the agent will act during a time tick. These activation
functions are different for each agent archetype (human, Cyber Social Agents).

(a)

(b)

Do agents act determistically (i.e., time-defined schedule) or probabilistically (i.e.,
geometric distribution, fatigue decay)? Agents like the Announcer Agent will act in
a deterministic manner, posting every few time ticks. In contrast, human agents tend
to act probabilistically and are affected by fatigue and decay of information.

What kinds of actions can agents perform (i.e., post, quote, reply, retweet)? For
example, human agents can perform all types of actions, amplifier agents will only
perform the retweet action, and content generation agents will only perform the orig-
inal post creation function.

2. Agent interaction: defining who the agent will interact with if it is active at a time step

(a)

(b)

(©)

What are the other agents that are available for interaction to an agent? These can
be the network neighbors, the followers/ followees, the group members, or authors
of globally visible posts. These agents can also be time-bounded (i.e., agents that
posted in the last n steps).

How do agents select who to interact with? Example algorithms for selection include:
neighborhood-based interaction (i.e., 1-hop, 2-hop, group members), topic-based se-
lection (i.e., seeded topic, recent topic, popular topics), preferential attachment (i.e.,
to high degree agents, influential agents, or group leaders), or homophily (i.e., other
agents that that have similar topics, stance or community).

How do agents decide their interaction type? This may be a random selection, or an
agent-specific action. For example, amplifier agents will always choose the retweet
interaction, and information correction agents will choose a reply or quote interac-
tion.

3. Narrative dynamics: describes the narratives the agents produce and whether they evolve

(a)

(b)
(c)

(d)

What narratives or topics do agents produce or engage with? Are these narratives pre-
determined during the Simulation Initialization step, or are they determined by the

agent interaction (i.e., preferential attachment, recommendation algorithm) during
the tick?

Do narratives evolve across time? If they do, how do they evolve across time?

If the agent needs to generate a post using an LLM (i.e., create post, quote post, reply
to post), what are the parameters of the post generation? Possible parameters can be
LLM-temperature, emotion, tone of agent (i.e., journalistic, casual, conversational).

What is the context that the LLM is conditioned on? This can be the agent’s prior
posts, or prior posts related to the topic in the simulation, posts by network neighbors,
or initialized narratives.
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4. Agent persona consistency: defining whether the agent’s persona will change or evolve
across the simulation timeframe

(a) Does the agent maintain persona consistency? If not, which agent attributes will
change over the simulation? A simulation that studies the possibility of stance po-
larization or convergence will result in the agent “stance” attribute to change over
time.

(b) What are the mathematical equations or heuristic threshold that governs the change?
For example, the stance of an agent can change from pro- to anti- if it had interacted
with n = 50 agents with the anti- stance.

Post-Simulation Validation: this step describes the procedures taken to ensure the validity of
the simulation

1. Face validity: assessing whether the simulation looks realistic

(a) Is there behavioral realism of the agents? Are the posting frequencies, reaction times
and actions, interaction styles similar to real user behavior?

(b) Is there linguistic realism? Are the generated posts comparable to real social media
texts? Do the psycholinguistic values (i.e., stance, sentiment, number of pronouns,
number of words) resemble empirical datasets?

(c) Do the different archetypes (i.e., human, CSA) exhibit recognizable behaviors as
intended?

2. Construct validity: assess whether the internal logic of the simulation accurately opera-
tionalizes the underlying social theory

(a) Do the activation functions correctly reflect different archetypes? For example, are
the announcer agents deterministic, do cyborgs have alternating bot-human charac-
ters?

(b) Are the implemented constructs (i.e., homophily, preferential attachment, fatigue)
consistent with theory?

(¢c) Do the micro- and macro- level outputs correctly measure or capture the desired
social constructs? Are the outputs sensitive in the expected direction when the pa-
rameters (i.e., proportion of CSA, proportion of topics) are varied?

(d) Does validation against real dataset or manual inspection support the underlying the-
oretical constructs?

3. Structural validity: assessing whether the simulation reproduces known structural proper-
ties of social networks

(a) Does the network topology match empirical networks? Examples of measurement
for network topology include: degree distributions, clustering coefficients, centrality
values, modularity etc. to be within realistic ranges of empirical networks.

(b) Does the system produce recognizable structural phenomena (i.e., polarized clusters,
community segregation)?
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simulation time

stance=0 *» stance=-1

Figure 6.2: Overview of methodology for Stance Perturbations in a Small World Network

6.4 Perturbation of CSAs for network influence

In our first simulation model, we analyzed the circumstances which social influence operations
are likely to succeed. To do so, we intentionally provoked the stances on a simulated network and
analyzed the trade off between perturbing stances and maintaining influence [S0]. The process
of a group of Confederate agents perturbing the network simulates the scenario of an influence
operation, where the network was perturbed with the intention to create an opinion shift.

6.4.1 Simulation Setup

Overview We examined the effect of Confederate agent selection and stance perturbation
strategies on the overall stance in the network. Stance changes are modeled by a co-evolutionary
social influence model. This simulation was constructed using the Construct pipeline [49].
summarizes the methodology used for this stance perturbation work.

We first created small-world networks with /V agents, ranging from n = 10 to n = 150. Each
agent had two attributes: stance y and susceptibility s. Stance is initialized to y = 1 to reflect
the initial state of consensus. Susceptibility is initialized to s ~ N(0.1,0.1). Next, we choose
a Confederate selection strategy and a Perturbation strategy. Confederate agent susceptibility
sconf = 0, because the Confederate agent is being deliberately assigned with a stance. We
varied the percentage of agents that are Confederates across the experiments. Finally, we ran the
simulation until the mean stance change of all N non-Confederate agents over the previous ¢t =
30 timesteps was less than 0.001. We calculated fi,, the mean stance of non-Confederate agents
at convergence. The lower the mean stance, the better the success of Confederate perturbations
in driving network stance fromy = 1toy = —1.

Co-evolutionary model of stance change We used a co-evolutionary model to represent the
change of stances by each agent. Our model had two portions: (1) the exogenous effect based
on Friedkin’s model [95] was represented by the stance update equation, where the agent stance
was incrementally nudged towards the average stance of those the agent is influenced by. Given
the influence matrix W and the diagonal susceptibility matrix A scaled by a stance learning rate
a = 0.001, this portion is represented as [Equation 6.1} and (2) the endogenous update rule based
on the Hopfield model [172]], represented in In this endogenous stance update
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portion, we introduced an inverse relation between W & y based on the homophily process, to
enable influence to co-evolve with stance. A = 0.01 is the influence update rate, or the rate of
structural learning as in the Hopfield model.

y(t) = AW @)yt —1) + (I — A)y(1) (6.1)
Wt+1) = Ay, + (1= NW() (6.2)

Confederate selection We tested three strategies of selecting Confederates:

1. Maximum influence: Confederates were the most influential agents according to the weighted
out-degree of the influence matrix at ¢t = 0. That is, W, = argmaz; XN W (0);;.

2. Minimum susceptibility: Confederates were the least susceptible agents. That is, A,,;, =
argmin;Aj;

3. Random selection: Confederates were selected at random.

Confederate Perturbation Strategies We tested three strategies of Confederate Perturbation:

1. Conversion: this strategy nudged the overall network towards the desired stance (y = —1).

We used a continuous function that scales the magnitude of perturbation by the current

level of influence that the Confederate has. When the Confederate’s influence was low,

its stance perturbation was less aggressive; when the Confederate’s influence was high,

the stance perturbation was more extreme. Given w! as the global influence factor of

Confederate 7 on all N — ¢ non-Confederate agents, this strategy is formally expressed in
Equation 6.4

y(i,t) = pf +w * (=1 — p) (6.3)

wf = 3 w(j, 1)/ max T3 w(j, k) (6.4)

2. Conservative: the stance was perturbed if the Confederate’s influence was above a thresh-
old 6. Whenever influence drops below 6, we set the stance to y,; the average over N
non-Confederate stances at time t: i, = XN y(4,t)/N. Formally, this strategy is expressed

in [Equation 6.

. py  EFw(ji) <0
1) = 6.5
y(i-1) {—1 SNw(j, i) > 0 (02)

3. Cascade: the cascade strategy was similar to the conversation strategy, except that it cal-
culated the influence of the Confederate across its ego-network rather than globally. We
ranked all agents in the ego network by the influence the Confederate has over them, and
summed the influence weights from the top M most influenced agents. In our experiments,

M = N/10. Formally, this strategy is expressed in [Equation 6.6
y(ist) = py + wp* (=1 — p) (6.6)
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wi = SMw(j, i)/n}gz}x SYw(j, k') (6.7)

6.4.2 Simulation Results

Tipping points Minority stances of Confederate agents can create a tipping point, which is
the point that changes the overall stance of a network. With this tipping point, the stance of the
network converged to the stance of these minority Confederate agents. shows that
only 20-25% of the Confederate agents were required to tip the overall stance of the network.
This range of agent population held across all Confederate selection strategies.

Consensus Tipping Points
1.00 7
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=5)

Strategy

Conversion
= Conservative
Cascade

o

o

S
1

Mean Stance (n

0.254
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Confederate Agent %

Figure 6.3: The overall stance of the network can converge to a desired stance when there are
only 20-25% of Confederates (published in [50])

Best confederates Influential agents were the best Confederates to cause changes, and the
most effective and widespread change happens with the cascading of local ego networks. This is
analogous to how the influential singer-songwriter Taylor Swift can sway people to vote in the

elections with the “Taylor Swift Effect” [77]. demonstrates this with the Confederate
selection strategy plots.

Optimal perturbation strategy The optimal strategy for changing of stances involved nudg-
ing of agents that were in a Confederate’s direct neighborhood, or its ego-network.
illustrates how this strategy resulted in the lowest mean stance change. Note that the Conversion
strategy performed the worst, showing that global nudging are not optimal, and precise targeting
and neighboring influence fared better.
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Agent Selection Strategies
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Figure 6.4: Comparison of the effect of agent selection strategies for Confederates. The Influen-
tial agents are optimal for stance changes. A lower mean time is better. (published in [S0])

6.4.3 Simulation Validation

By face validity, our simulation results were plausible. Intuitively, people within a group would
eventually converge to a consensus of stances, which is observed through the tipping point and
stance convergence within our work. Influential people are best positioned to affect other peo-
ple’s stances, and the optimal strategy to change people’s stances is to begin by effecting a change
towards people that are close to you, i.e. your ego-network.

By theoretical validity, the tipping point observed in our experimental runs where 20-25%
of the network are required as Confederates to change the stance of the network is similar to
past studies in the literature [53]. In a past study where there are targeted attacks on scale-free
networks, higher degree nodes have larger effects on the overall network, which provides the
same observations as our experimental results [253]].

By pattern validity, our results matched stylized facts that can be used to determine known
phenomena. The stances of users in the network eventually come to an equilibrium because
users achieve social conformity with each other. This is also observed within the principles of
homophily, giving rise to the saying “birds of a feather flock together”.

By process validity, the process of a group of Confederate agents perturbing a social network
simulates a real-world scenario where some of the agents can intentionally want to change or
tweak their stances, and in doing so, affect the overall network.
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Figure 6.5: Comparison of perturbation strategies. The cascade strategy is optimal for stance
changes. A lower mean time is better. (published in [50])

6.5 Simulation of useful CSAs

In our second simulation model, we simulated how useful CSAs can mitigate the formation of
conspiratorial societies. Societies can become a conspiratorial society where there is a majority
of humans that believe, and therefore spread, conspiracy theories. This simulation studies how
useful CSAs can spread conspiracy theories in an automated fashion to result in a conspirato-
rial society, and the effectiveness of two types of automated interventions from Good Agents
and Information-Correction Agents. This simulation was constructed using the NetLogo soft-
ware [|284].

6.5.1 Simulation Setup

Overview This model simulated a dynamic social media information ecosystem where agents
continuously generate, consume, and propagate information through their ego network connec-
tions. In doing so, we investigated the conditions under which useful CSAs can effectively coun-
teract the formation of conspiratorial societies. A flowchart of the simulation logic is presented
in

The following steps summarizes the simulation main logic.

1. The model was set up with a Small World network initialized with n;, = 1000 Human
agents and a;; X (Humans) number of Bad CSAs.

2. The routine then enters a cycle. This cycle consisted of three stages that repeat until a
termination condition is met.
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(a) The Information Generation stage generated two types of information: Good Info and
Bad Info. All agents generated Info (information) with a probability of F,. Whether
the agent generated Good or Bad Info depends on the state (i.e., Good, Bad) of the
agent. CSAs generated 2 pieces of Info while Humans generated 1 piece of Info.

(b) Next, we have the Information Consumption Stage, where agents consumed the Info
that they received in the previous tick, each with a probability of P.. A Human
consumed all Info, while CSAs just held the Info in their memory space. The con-
sumption of Info represents the readership and processing of the information. CSAs
do not consume Info because they were pre-programmed with their state and are not
influenced by incoming information.

(c) The third stage was the Information Propagation stage. Each agent (the ego) sieved
through the messages they received in the previous tick to decide which to pass on to
the alters in their ego network. If the ego is a Good Human, all Info were selected
for propagation. If the ego is a Bad Human, only Bad Info are selected. If the ego
is a Good or Info-Correction CSA, only Good Info were selected. The ego then
propagated each piece to its alters with a probability of P,.

(d) The Status Update stage managed state transitions for Humans. These transitions
happened when the amount of information the Human agent consumed hits a thresh-
old. The threshold of Human agent state change is currently set to ¢ = 72 which is
the average number of exposures to a piece of information a human need to form an
opinion (i.e., belief). CSAs are static (i.e., programmed with their belief) and do not
experience state changes.

(e) The final stage in this cycle checked the conditions of the network, which tracked in-
formation consumption metrics by doing a count of good/bad information consumed
per Human agent, and monitors the outcome measures to determine if the simulation
should be terminated. The simulation terminates either when all Human agents turn
into Bad Humans, or was stopped at 100 time ticks.

Types of Agents and Information There are two types of agents: CSA and Human. For each
agent type there are subtypes.

There are two subtypes of human agents. Human Agents are either in a Good or Bad state.
The state that the Human Agents are in depends on the amount of each type of Information they
consume.

1. Good Humans represent normal humans that generate and consume information in a so-

cial network.

2. Bad Humans represent humans that have become believers of conspiracy theories, and
therefore only propagate Bad Information.

There are three subtypes of bot agents:

1. Bad CSAs are malicious bot agents that disseminate conspiracy theories. The number of
Bad Bots is a; x (total number of Humans).

2. Info-Correction CSAs, short for information-correction bots that represent agents who
fact-check false information and present corrected information. The number of Info-
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Correction CSAs is ap X (number of Bad CSAs).

3. Good CSAs represent agents that produce good messaging. The number of Good Bots is
as X (number of Bad CSAs).

Agents consume and disseminate information. There are two types of information:

1. Good Info, which represents factual information. Good Info is visually represented by
green translucent circles.

2. Bad Info, which represents conspiracy theories. Bad Information is visually represented
by red translucent circles on the person icons.

Outcome Measures We measure two outcomes:
1. Bad Humans Majority, which is the time required for the number of Bad Humans to be
greater than the number of Good Humans

2. All Bad Humans, which is the time when all Humans are converted into Bad Humans. This
is also the stopping criterion of the simulation.
If the stopping criterion of All Bad Humans did not hit after 100 ticks, the simulation is
terminated.

Virtual Experiments We ran five different virtual experiments, each designed to systemati-
cally explore different aspects of the effectiveness of useful CSA interventions. The experiments
were grouped into two groups: single-parameter variation studies (Experiments 1 to 3) and dual-
parameter sweeps (Experiments 4-5). In all the runs, we kept the probabilities used in infor-
mation management (P, Py, P,), the number of Human agents (n, = 1000), and the Human
state-change threshold (¢ = 72) the same. Each parameter combination was performed n = 15
times. We ran a total of 3,675 simulation runs across all experiments. [Table 6.1/ summarizes the
virtual experiments.

Expt No./ | 1 2 3 4 5

Params

Description Vary  Bad | Vary Info- | Vary Good | Parameter Parameter
Bot Propor- | Correction Bot Propor- | Sweep (Bad | Sweep (Bad
tion Bot Propor- | tion Bot:  Info- | Bot: Good

tion Correction Bot)
Bot)

Control Variables

np, Number of | 1000 1000 1000 1000 1000

Human Agents

P,, Probability of | 0.4 0.4 0.4 0.4 0.4

an agent generat-
ing information

P., Probability | 0.8 0.8 0.8 0.8 0.8
of  information
being consumed
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Expt No./

Params

P,,  Probability
of information
being propagated

0.8

0.8

0.8

0.8

0.8

t, threshold of
Human state
change

72

72

72

72

72

Independent Variables

€3]

(Bad Bots as a
proportion of Hu-
mans)

[min, max, step]

[0.1,1.0,0.1]

0.2

0.2

[0.1,1.0,0.1]

[0.1,2.0,0.1]

(&%)
(Info-Correction
Bots as a propor-
tion of Humans)
[min, max, step]

[0.1,1.5,0.1]

[0.1,1.0,0.1]

Qs

(Good Bots as a
proportion of Hu-
mans)

[min, max, step]

[0.1,2.0,0.1]

[0.1,1.0,0.1]

# Replications

15

15

15

15

15

# Conditions

10

15

20

10*10 =100

10*10 =100

Total Runs

150

225

300

1500

1500

Total # experi-
ments

3675

Dependent Variables (Results)

Bad Human
Majority
(Mean ticks)

13.51 £ 1.07

17.85 £2.27

18.52 +4.86
DNC when
Q3 Z 1.6

17.73 & 3.62

17.55 4 3.32

All Bad
Humans (Mean
ticks)

22.82 £2.26

2473 £1.18

27.06 £ 2.84

DNC

DNC

Table 6.1: Summary of Virtual Experiments. DNC means that the run does not converge and was
terminated at 100 ticks.
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6.5.2 Simulation Results

Varying one CSA type Experiments 1, 2 and 3 varied only one type of CSA.
shows the mean time to Bad Human Majority and All Bad Humans in these three cases. This
figure reveals distinct intervention effectiveness patterns: a stable baseline with rapid conspiracy
formation (Expt 1), dramatically improved resistance with Info-Correction CSA interventions
(Expt 2), and the emergence of threshold effects where sufficient Good CSA deployment can
prevent a conspiratorial majority entirely.

Experiment 1 established the baseline threat, and showed that Bad Bots consistently drove
the formation of a conspiratorial society regardless of their proportion. Therefore, in a society
where there are only Bad CSAs and no countermeasures, conspiratorial dominance is inevitable
(mean time to Bad Human Majority: 13.51 4= 1.07 ticks). The society would eventually converge
to a state where all Humans are bad (mean time to All Bad Humans: 22.8242.26 ticks). Even
small proportions of bad agents can reliably transform the information environment over time.

The injection of Info-Correction CSAs (Experiment 2) and Good CSAs (Experiment 3) can
improve a society’s resistance to conspiracy formation. From more time steps were
required in these two experiments to reach Bad Human Majority: Good CSAs (18.52 + 4.86
ticks), Info-Correction CSAs (17.85 £ 2.27 ticks), as compared to only Bad CSAs (13.51 +
1.07 ticks). However, although the introduction of useful CSAs delayed the formation of a
conspiratorial society, a conspiratorial society still formed after a sufficiently long period of time.
Good CSAs demonstrated an additional capability over Info-Correction Bots. Info-Correction
CSAs will always reach the All Bad Humans state, but at a ratio of a3 > 1.6, Good CSAs
prevented Bad Humans from reaching majority status. This suggests that proactive messaging
may be more robust than reactive corrective strategies.

Varying two CSA types Experiments 4 and 5 were parameter sweep runs that explore the
behavior when varying the parameters of Bad vs. Info-Correction and Bad vs. Good CSAs.
These experiments tell us the optimal ratios between malicious and useful CSAs that maximize
the time required for Bad Humans to dominate the conversation. This parameter sweep results
are presented as a 3D response surface analysis curve with a quadratic smoothing function in
Figure 6.8

For both surfaces, we calculated the defender efficiency functions to capture how the varia-
tions in defender proportions (i.e., proportion of Good CSA, proportion of Info-Correction CSA)
influenced the time required for a Bad Human Majority scenario to emerge. These equations
with their estimated coefficients are expressed in

The Info-Correction surface exhibits strong concavity (205 = —18.6), and forms a dome that
peaks near moderate densities of Info-Correction CSAs. This means that there were diminishing
returns to the information environment once the Info-Correction CSAs saturated the system. In
contrast, the Good CSAs surface had a mild convexity that was close to linear (235 = +0.11).
This implied that Good CSA interventions scale predictably: as the number of Good CSAs in-
creased, the time delay to Max Human Majority increased. Therefore, Good CSAs are generally
better than Info-Correction CSAs. Good CSA interventions scaled with the number of Good
CSAs deployed, while Info-Correction CSAs will hit a limit, after which there were diminishing
returns.
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This phenomenon could be explained with the cognitive effort theory. The cognitive effort
theory meant that every action or decision made required a cognitive process and response [309].
For a CSA, the cognitive effort can be measured by the programming steps required. With this
point of view, Good CSAs required less effort to construct as compared to Info-Correction CSAs.
The main action of Good CSAs was the creation and dissemination of good information. A Good
CSA only required three steps to send a message: decide that it is time to send a message, craft
a message, then send the message. In contrast, Info-Correction CSAs required cognitive power
to find mis/disinformation, analyze the information, fact-check the information, and create a co-
herent and convincing response against the misinformation. This fact-checking process takes
more programming steps and involves more decision points to complete the task, which there-
fore makes it more time consuming. Hence, it is easier and more predictable to automated the
programming of Good CSAs than Info-Correction CSAs.

6.5.3 Simulation Validation

Our results were validated through stylized facts that are used to determine known phenomena,
providing pattern and theoretical validity to our model. Stylized facts used in the implementation

are presented in and stylized facts used in the results are presented in

Implementation within Simu- | Stylized Fact from Literature | Reference
lation
Small-world network for con- | Religious ideologies and con- | [63]
spiracy theory spread on social | spiracies on Twitter surrounding
media the 2015 Boston bombing inci-
dent self-organizes into a small-
world phenomenon
Link probability of a small- | Literature on modeling informa- | [97]]
world network is p = 0.05 tion dissemination and of rumor | [329]
propagation constructs and mea-
sures small world networks with
p = 0.05
Bots generate 2x more Info than | Bots post at least 2x more tweets | [214]]
Humans than humans [167]
Bots shared at least 2.6-3x the
number of tweets than human
users.
Consumption rules: consuming | Opinion formation threshold es- | [18]
about 70 pieces of information to | timates: Empirical survey work
flip states show that individuals require
about 4.94-138.59 exposures to-
wards an item (text, image,
video) before they form a stable
opinion on a topic.
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Implementation within Simu-
lation

Stylized Fact from Literature

Reference

Asymmetric propagation rules:
Good Humans propagate both
good and bad Info, Bad Humans
propagate only bad Info

Motivated reasoning & con-
firmation bias: People with
stronger conspiracy beliefs are
more uniform views

People with weaker conspiracy
beliefs share more diverse views

[242]]
(113]

Bad Bots convert good Info into
bad Info

Malicious bots distort facts to
form disinformation

[102]

Bad Bots convert good Info into
bad Info

Conspiracy theories incorporate
factual elements to enhance
plausibility

[143]

Bad Humans are more likely to
propagate bad Info

Confirmation Bias: People are
more likely to spread informa-
tion that aligns with their own
beliefs

[119]

Good Humans share both good
and bad Info.

Motivated Reasoning: People
share information based on de-
sirable conclusions rather than
accuracy

People cannot tell the validity of
conspiracies.

(193]
[43]

Bad Humans generate and prop-
agate bad Info only

Monological belief system: Be-
lief in one conspiracy theory pre-
dicts belief in others

[107]

Table 6.2: Stylized Facts used in the Implementation

Reference Stylized Fact Simulation Result
[107] Belief in one conspiracy theory | After the simulation reaches
[286] predicts belief in others Bad Human Majority
Formation of echo chambers as a | state, it does not fall back to
complex contagion a state where Bad Humans are
minority
[300] Disinformation spread faster | Simulation reaches Bad
than truth Human Majority state
regardless of presence of useful
bots
[157] Proactive inoculation is signifi- | Good Bots are more effective
cantly more effective than reac- | than Info-Correction Bots
tive corrections
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| Reference | Stylized Fact | Simulation Result

Table 6.3: Stylized Facts for results

6.6 Modeling of CSAs and Humans

In our third simulation model, we constructed AuraSight, a CSA-Human model with an illustra-
tive goal to showcase a scenario of the network and linguistic development of CSA and human as
time passes. This simulation demonstrates the diversity of roles that automated agents can take
and the emergent communication structures that emerge.

The AuraSight scenario is a quasi-realistic generated scenario that simulates the online dis-
cussions that ensue around a multi-day pop culture episode of an international singing-songwriting
competition. The winner of the competition is Oliver, who is a human that hails from the country
Odria. The two runner-ups are Ezekiel and Ella, both of whom are humans, and come from the
country Ethal. Please refer to [2235]] for a full writeup of the scenario, the attributes of the agents
and the communities.

6.6.1 Simulation set up

Overview We use a hybrid methodology to generate our X networks. This hybrid approach in-
tegrates the power of agent-based modeling to create network interaction connections and LLMs
to generate realistic post content. This combination ensures that both elements of the social
network are realistic. This simulation was constructed using the AESOP-SynSM pipeline [[126].

illustrates the pipeline of methodology that we used to generate data for the
AuraSight scenario. This pipeline has two main parts: Persona Construction and Simulation.
In Persona Construction, the agents are modeled with their specific attributes. Beyond manual
agent creation, this modeling is also LLM-powered to be able to create larger numbers of realistic
agents. In the Simulation part, there are three steps: (1) Agent Activation, in which the agents
decide whether they will act during the specific time tick; (2) Interaction Network, in which an
agent-based and network science algorithm determined which other agents the agent will interact
with; and (3) Post Content, in which the text post is constructed via LLM prompts.

With this simulation set up, we generated data for a total of 30 days. [Figure 6.11| shows an
example of a section of the generated interaction networks and posts in AuraSight. This example
shows how CSAs responded to a human agent. We describe each of the components in the next
few paragraphs of this section.

Persona Construction The persona construction step creates the agents. A set of agents are
created manually. This manually generated set of agents are augmented with agents generated by
an LLM using the GPT-4.1-nano model. Some of these agents are annotated to be Leaders, which
means that they are more influential in the social network setup, and their posts will be more
preferentially interacted with. These agents are initialized with the following persona parameters:
name, nationality, topics, community, tone (i.e., authoritative, formal, casual, journalistic). Each
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agent is also initialized with the following network parameters: leader flag (L; € 0, 1), action
quota N, action sets A, and posting periods.

Agent Activation When agents are being activated, they perform an action. The agent actions
can result in modifying the agent’s interaction network, or a creation of a post content.

Each agent is probabilistically activated from a time-defined distribution or a geometric dis-
tribution. This reflects the stochastic posting rhythm of social agents. The geometric distribution
is reflected in Equation[6.10]

Ai(t) ~ Bernoulli(p;(t)),  pi(t) = pi” ¢i(t) HCi(t) < N} (6.10)
where pgo) € (0,1) is the baseline activation probability, ¢;(t) € [0,1] is a fatigue factor,
Ci(t) = >, Ai(s) is the cumulative number of activations up to time ¢, IV; is the pre-defined
action quota for agent . If the agent is a CSA, ¢;(t) = 0, i.e. does not experience fatigue.

Two CSAs have special activation formulas. First, Cyborgs use an alternating activation,
reflected in Equation [6.11] which means that they post like humans in some intervals, then post
like a General CSA in other intervals.

Ai(t) = 1{(t — ti0) = 0 (mod T;) } {Ci(t) < N;}. (6.11)

where ?, o is the start time of activation, 7; > 0 is the posting period that defines the interval
between activations, C;(t) = > .., Ai(s), N; is the pre-defined action quota for agent i.

The other CSA is the Announcer Agent. Announcers have scheduled posting patterns, re-
flected in Equation.12]

Ai(t) = 1{t€ {tio+ kT : keNO}}l{Oi(t)<Ni}. (6.12)

where ¢, o is the start time, 7; > 0 is the posting period at a fixed interval, C;(t) = >, A;(s),
N; is the pre-defined action quota for agent :. -

For agent action description, each agent persona has a pre-defined action set A. For example,
for the Announcer Agent, A = {retweet}, for the Repeater, A = {original post}. Further, given
an overall activity rate )\ that is set for the simulation, human agents will perform 1 x A actions
while CSAs will perform 2 x A actions.

Another part of agent activation is the topic selection. The agent’s probability of responding
to a topic is determined by both its intrinsic preferences and the topic’s popularity. To put it
formally, The intrinsic preference «;(j,t) combines the agent’s seeded narrative, its memory of
recent interactions, and any genre-specific bias. This preference is then modulated by a popular-
ity term (pop,(t) + 0)7, producing a preferential attachment effect where popular topics attract
more attention. The resulting probabilities are normalized across all topics so that each agent
selects exactly one topic per activation step. The probability P;(j | t) that agent 7 responds to or
engages with topic j at time 7 is represented in Equation |6.13
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T M; ;(t) (pop,(t) + 6)”

PZ(] | t) = Tseed E——— + Thmem @ ———""— T
nar pop .
> ket T > ke Min(t) > ket (POD(t) +0)7
N—— S——— N ~~ d
seeded narrative preference memory of recent interactions topic popularity

(6.13)
where Teed, Tmem, Tpop = 0 are coefficients of the relative importance of the seeded narrative,
recency-based memory, and topic popularity components. In our simulation runs, . ged + Tmem +
Tpop = 1. 75" represents the narrative prior describing how strongly agent i was seeded with
topic j; M; ;(t) is a decaying memory term capturing how recently agent ¢ interacted with topic
j; and pop,(t) denotes the overall popularity of topic j at time ¢, modulated by (pop;(t) + )7
to produce a preferential-attachment effect. Here, 6 > 0 is a smoothing constant that avoids zero
probabilities, and v > 0 controls the sensitivity of agents to topic popularity.
The Genre-Specific agent is a special CSA that focuses its activity on a single topic domain,

and only interacts with posts on its seeded topics, as represented in Equation [0.14]

1{j€GIPG Y
> ke G}P(k|t)

keT
where G_i C 7T is agent ¢ topic set 7.

P16 = (6.14)

Interaction Network Agents interact with each other on X via retweets, quotes and replies.
We use the Preferential Attachment (PA) model to identify the set of other agents that an agent
interacts with. Preferential attachment is a network science mechanism that explains a social
network formation and evolution [285]]. The key idea is that agents have weighted relationships
with other agents and are physically and psychologically limited in their friendships [27]. In our
simulation, we pre-defined the number of other agents that each agent preferentially attach to,
which are agents within the same community and/or the same narratives.

From the persona construction step, each agent 7 was already assigned a community label
g; € G (e.g., “Odrian fans”, “Ethalian fans”) and a leader flag L; € 0, 1. We generate the initial
undirected social network as a graph by sampling each potential edge (i, j), 7 # j, from a mixture
of three attachment mechanisms: (1) 7., linear preferential-attachment within community,
(2) Tjeqq, attachment to community leaders, and (3) 7,4,4, uniform random attachment to other
agents in the network.

We tested different combinations of the mixture of attachment mechanisms: (1) 7., = 1.00;
(2) meom = 0.70, Teqq = 0.30 and (3) 7eom = 0.60, Tieqq = 0.30, Trang = 0.10. The generated
networks of each of the mixtures are visualized in[Figure 6.12(b). In our final simulation model,
the mixture weights are: .., = 0.60, Tjeqq = 0.30, Tr0ng = 0.10. The edge probability is then
represented in Equation [6.15]

o {g; = gi} k; H{L; =1} w; 1
PI"(Z - .7) = Tcom 1 — L + Tlead 147, =1 + Trand ﬁ
Zu;éi {gl = gi} u Zuﬁ {j = }wuj . -
within community (preferential by degree) attach to leaders (by leader weight) uniform random
(6.15)
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where k; is the current degree of node j (use k; = 1 at initialization), w; > 1 is the leader
weight (e.g., w; = n > 11if L; = 1, otherwise 0), and g; denotes the community label of agent s.
Self-loops are disallowed (i # 7).

With this Interaction Network step, we pick out the n other agents that the agent will interact
with, then the next Post Content Generation step will generate appropriate posts (e.g. reply to an
agent) using LLMs.

Post Content Generation When an agent performs an action that requires text generation
(i.e., original post, reply, quote), the message text is generated using the GPT-4.1-nano LLM.
The LLM is conditioned on the agent’s persona, the topic selected and other persona parameters,
providing contextual background to the generated post. The base prompt used for post content
generation is:

You are a bot on X, with a persona of (persona description).
You will be posting on the following narrative (narrative
description). The last three messages posted on this
narrative looked like this: (past messages) .

In keeping with your persona, please make your post sound
like (tone).

We also performed experiments with variations of the prompt and compared the linguistic
structure of resultant texts with empirical data. To do so, we enhanced the base prompt in three
ways: (1) add General Guidelines, e.g. “use complex conversational sentences”; (2) add Exam-
ples, e.g. “An example tweet: A bitter sweet moment of ending #AuraSight”; (3) add specific
numbers, e.g. “make the Flesch-Kinacd reading difficulty of the sentence between 0.10 and
0.12”.

6.6.2 Simulation validation

We then validated the generated data by benchmarking against empirical data. Our validation is
three-fold: (1) linguistic validation where we compared the psycholinguistic cues of generated
texts against empirical texts, (2) network validation where we compared the network centrality
measures of the generated networks against empirical networks, and (3) archetype-specific val-
idation, where we compared the key defining values of the archetypes against simulated values.
The empirical data that we compared against was the set of ~ 200 million X users and ~ 5
billion tweets that we analyzed in |chapter 2|{and chapter 4]

For linguistic validation, we compared the psycholinguistic cues of the tweets of LLM-
Powered agents from our generated set of agents against the Wild CSAs and Wild Humans.
Semantic and emotion cues are calculated using the NetMapper software, the network cues us-
ing ORA software and the metadata cues using self-written Python scripts.

tabulates the comparison of the different sets of agents. In terms of semantic cues,
LLMs tend to be more self-focused, using significantly more Ist person pronouns than wild
agents. Their tweets also tend to be more simplistic (Flesch-Kincaid reading difficulty score =
0.05 vs 0.12 (bot)/ 0.10 (human)). LLM-generated content are more bare in emotional cues.
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The lack of abusive and expletive cues are artifacts of harmful speech guardrails of the mod-
els. The difference in semantic and emotional cues means that many bot detection models like
BotBuster [220]] that rely on the predictability of patterns of these cues will fail to detect the
LLM-based agents, indicating the need for continual bot detection models. LLMs also use lesser
social (i.e. mentions) and referral (i.e. URLs) metadata cues, though they use more semantic
(i.e. hashtag) cues. This could be an artifact of the prompting scheme used in the Post Content
Generation step.

Cue ‘ Wild CSAs|[212] ‘ LLM-Powered Agents ‘ Wild Humans[212]]
Semantic Cues (Avg # words in post)

1st Person Pronouns 0.71%* 1.38 0.73%*
2nd Person Pronouns | 0.20* 0.43 0.18*
3rd Person Pronouns 0.47%* 0.88 0.50%*
Reading Difficulty 0.12* 0.05 0.10*
Emotion Cues (Avg # words in post)

Abusive Terms 0.13%* 0.001 0.09%*
Expletives 0.12%* 0.00 0.08%*
Negative Sentiment 1.56%* 0.01 1.59%*
Positive Sentiment 2.88% 0.003 3.10%
Metadata Cues (Avg # per post per agent)

Mentions 1.18%* 0.83 1.10%*
URLs 0.18 0.10 0.20
Hashtags 0.54* 1.93 0.49%*
Network Cues (Avg per agent from all-communication network)

Total Degree 0.15% 1E-6 0.16*
In Degree 0.05% 1E-6 0.02%*
Out Degree 8E-4* 1E-6 1.6E-3*

Table 6.4: Comparison of cues. * indicates the comparison of agents against LLM-Powered
Agents were significant at the p < 0.05 level. (published in [213]])

We also tested a few different prompting schemes for the LLMs during the tweet generation
step. shows how the linguistic comparison across three prompting schemes. In the
naive generation scheme, the LLM-Powered Agents do not linguistically and semantically mirror
the wild. In fact, they will be inefficient in the wild network, because they do not leverage the
cue sets that trigger engagement and virality: emotional posts, especially positive emotions,
drive content sharing [238]]; and extensive network structures (high network and metadata cues)
disseminates information and creates social pressures to manipulate opinions [204].

Wild CSAs/ | Base + General Guide- | + Examples + Specific Num-
Humans lines bers
Reading Difficulty
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Wild CSAs/ | Base + General Guide- | + Examples + Specific Num-
Humans lines bers
“use complex | “Example tweet: | “make the Flesch-
conversational A bittersweet mo- | Kinacd reading dif-
sentences” ment of ending | ficulty of the sen-
#AuraSight” tence between 0.10
and 0.12”
0.12/0.10 0.05%7 0.09%* 0.10%* 0.10%*
Abusive Terms
“use abusive terms | “Example tweet: | “have an average of
to help readers un- | All Ethalian fans | 0.09-0.13 words in
derstand how they | are better off dead” | a sentence be abu-
look like online” sive terms”
0.13/0.09 0.001%# | 0.07%% 0.10%* 0.147
Expletive Terms
“use expletives to | “Example tweet: | “have an average of
help readers under- | F*** Ethalian | 0.08-0.12 words in

stand how they are
used online”

fans, they are such
a**holes”

a sentence be ex-
pletive terms”

0.12/0.08 0.00%* 0.01%7# 0.02%7# 0.01%7#
Negative Sentiment
“Use negative | “Example tweet is: | “have an  aver-
terms and lan- | Oliver’s voice gets | age of 1.56-1.59
guage” really annoying af- | words in a sentence
ter a few songs. | have negative
Such a lack of vari- | sentiments”
ety.”
1.56/ 1.59 0.01%# 0.57%% 0.58%7# 0.46%7
Positive Sentiment
“Use positive terms | “Example  tweet | “have an aver-
and language” is:  Oliver is a | age of 2.88-3.10
brilliantly amazing | words in a sen-
singerr!! I love him | tence have positive
so much!!!” sentiments”
2.88/3.10 0.003*# | 0.42%% 0.53%# 0.43%%#
Avg change
\ \ 0.22 £ 0.25 \ 0.25 + 0.27 \ 0.21 £ 0.21

Table 6.5: Comparison of cues with different prompts. * and # indicates significant difference to
Wild CSAs and Wild Humans respectively at the p < 0.05 level. (published in [213]])

For network validation, we constructed all-communication network graphs of the generated
and real-world networks. In these graphs, agents are represented as nodes, and any communi-
cation interaction between users are the links. shows the comparison between the
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networks of the generated and real-world graphs. We compared the 2-hope ego network graphs
of agents.

The all-communication graphs of the generated networks are star-shaped with distinct clus-
ters, and resemble the ego network graph of the Wild CSA. Such a star-shaped graph structure
with distinct communities is rather typical of political bot networks [212]. The distinct character
of the generated networks could stem from the strict PA condition for interaction. An artifact
of the strict PA model is that the value of the three compared network cues (total degree, in de-
gree, out degree) are the same. This is rather different from the more intertwined structure of
the real-world network, in which interaction criteria can be more random. However, network
metrics of density and average agent total degree centrality differ from Wild Bot networks. Even
though our inclusions of interactions with influential agents and random agents creates more re-
alistic network interactions (as measured by the centrality values), the calculated network cues
of LLM-Powered Agents still differ from Wild CSAs and Wild Humans.

For archetype-specific validation, we quantitatively validated each CSA archetype against
the empirical data that were used to define and construct the CSAs. shows how the
generated CSAs compare with the empirical CSA. Most of the generated CSA archetypes match
the empirical properties of the CSA archetypes. However, further work needs to be done to
better refine and fine-tune the generation process so that the generated agents can better model
the empirical agents.

A few tweets of each agent have
same content

Archetype Stylized Facts Simulated Values

General CSAs perform 2 x ) actions General CSA:Human tweet ra-
tio=2.01
Mann-Whitney U test p-value =
0.003 < 0.05

Amplifier Agent A = {retweet} Median number of retweets = 2

Repeater Agent A = {original post} Repeaters:human tweet ratio =

48.74

Mann Whitney U test p-value=
6.40F — 262 < 0.001

Avg number of similar messages
per agent =3

Social Influencer

Uses 4 times influence maneu-
vers compared to humans

Avg influence maneuvers used
by Social Influencer:Human =
1.59

Tags people from multiple com-
munities

Cyborgs Alternate between human and | Alternates behavior every 0.7
General CSA behavior every n | hours
hours

Bridging Agent A{original post, quote, reply} Avg number of retweets = 0.60

Avg number of mentions = 25.0
% that tag people from multiple
communities = 100
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Archetype Stylized Facts Simulated Values

Chaos Agent Uses 4 times influence maneu- | Avg influence maneuvers used
vers compared to humans by Social Influencer:Human =
Erratic posting schedule 1.59

Self-Declared Agent Indicates automation in use | For uses with word “bot” in
metadata metadata, Self-Declared:human

tweet ratio =41.06

Announcer Agent

Post only every n hours

Periodic posting checked by
variation in time difference in in-
tervals of posting

Information Correc-
tion Agent

References fact-checking URL
websites

% that reference fact-checking
URL websites and corrects facts
=0.30

{original post, quote, reply}

Genre Specific Agent | Consistent topic selected for | Avg number of topics by seman-
posting tic similarity = 1.4
Conversational Agent | A = | Avg number of topics by seman-

tic similarity = 4.0

Engagement Genera-
tion Agent

High use of emotional cues

Avg number of words related to
emotions = 1.3

News Bot

Posts new headlines
References news URLs

% of tweets that reference news
websites = 20

Table 6.6: Validation of Behavior of Cyber Social Agents against empirical data. Bold means
that the simulated values matches the stylized facts.

6.6.3 Analysis of simulated networks

Finally, we analyze the social simulation in terms of the network properties and linguistic prop-
erties. For network properties, we analyzed the network topologies of CSAs and Humans, coor-
dination strategies and use of BEND influence maneuvers. For linguistic properties, we analyzed
the linguistic signatures and the usage of cognitive bias triggers.

Network Topologies The typical two-hop ego-network topologies within the generated AuraSight
data reflect similar differences to those of the real-world differences described in The
CSA networks are typically star shaped. Their interactions are direct and immediate. Humans
typically have a hierarchical ego network, where their interactions are tiered. With such a struc-
ture, CSAs have an equal amount of influence on their ego network, while humans have reduced
influence as their network fans outwards.

provides a visual communication of the All Communication ego-network graph
of a CSA and a human. The left network shows a Repeater Agent, @beepboop_Bot that interacts
with both Bots and humans in a non-structured manner. The human is @gravikty, a fan of
the singer of the competition, Oliver. @gravikty has three tiers of interactions. The first tier of
interaction consists of users that are also Oliver fans and other CSAs. These users are excited that
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the singer that they support, Oliver, is doing well in the AuraSight competition. The second tier
of interaction consists of users that are users (CSAs and humans) that do not explicitly state their
social identity and the side that they support in their metadata. From their tweets, we infer that
the users in the second tier of interaction are likely to also be supporters of Oliver, or people from
the country Ethal. Finally, the third tier of interaction are peripheral users that are Dredgers, who
are user types that latch on trending hashtags and narratives to promote unrelated topics. One
dredger, @marizel, who positions himself as an Oliver fan, talks about high-dimensional beings.

Coordinated Interactions The AuraSight scenario reveals two types of coordinated interac-
tions within the users: hashtag use and mentions use. In the coordination graphs presented in
both sides of the conversations (Ethalian, Odrian) and both user types (humans,
CSAs) use both the hashtag and mentions coordination strategies almost equally. Neither groups
use one strategy more dominantly than another. However, majority of the users only participate
in one type of coordination: either coordination via mentions or coordination via hashtags. This
observation echoes findings from empirical studies presented in where users typi-
cally have one dominant type of coordination [203]], mostly because it takes more resources to
manage multiple types of coordination.

Influence maneuvers We measured the extent of influence mansuver strategies using the BEND
framework as implemented in the ORA-Pro software [48]]. presents the average
BEND maneuver values for CSAs versus humans. Overall, CSAs perform more BEND maneu-
vers than humans. Humans use more interpersonal moves, and therefore perform more Back/
Engage/ Neglect/ Negate maneuvers. These are maneuvers that require more thought to write
lengthier posts. Meanwhile, automation favors broadcast over dialogue, making it easier for
CSAs to perform Boost/ Build/ Bridge maneuvers and push Excite/ Enhance headlines. This
also makes CSAs less likely to perform maneuvers like Engage or Neglect, which requires sus-
tained replies.

Linguistic Signatures For linguistic signatures, we extracted psycholinguistic values of texts
using the NetMapper software, and compared the linguistic signatures of CSAs with humans.
This comparison is visualized in The focus of both groups are slightly different:
CSAs focus on the community while humans focus on the individual. In fact, Bots use more
exclusive and inclusive terms, showing that they are actively forming groups or breaking groups
up. Below shows an example of a post that is written by a CSA. The exclusive and inclusive
terms in the post are highlighted in bold:

@velksong_Bot (an Ethalian fan): LET’S UNITE, ETHALIANS! Our local busi-
nesses are the HEART OF ETHAL and it’s time we show our unwavering love! Let’s
uplift each other and stand strong against challenges from our neighbors. Supporting
local means supporting OUR FUTURE! #EthalPolitics #SupportLocal #ILoveEthal
@luneselene_Bot @threskglow_Bot @yanayapz @anjafel @dregaegis_Bot

In contrast, tweets written by humans are more personal and conversational. These tweets
use more 2nd person pronouns rather than 3rd person pronouns like those of the CSAs do. An
example of a human tweet with the pronouns highlighted in bold is:
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@ellaethalx, the account of the Ethalian runner-up, Ella: Have you heard our new

singles yet? Ezekiel and I poured our hearts into them! It’s all about bringing

Ethalian music to the forefront! We are also collaborating on an exciting project

together. Can’t wait for you to experience it! Your support means everything to us.

#ILoveEthal #ExESongCollab #NewSingle

In terms of emotions, humans generally use more complex emotions like “excite” and “happy”’,

while CSAs invoke negative primary emotions like “anger”, “fear” and “sadness”. These are con-
sistent with our empirical observations presented in Negative emotions tend to fuel
the faster spread of information [131] by including negativity bias triggers in their post texts,
which could be the reason why CSAs focus on triggering such emotions.

Cognitive bias strategies We measured the usage of different bias strategies using a set of
heuristics that relied on a combination of textual and behavioral information. This set of heuris-
tics were described in The comparison of the use of biases between CSAs and
humans is visualized in [Figure 6.17, Overall, CSAs incorporate more triggers of bias in their
tweets as compared to humans. This is an observation that is based on our empirical studies of
the usage of cognitive bias triggers by CSAs and humans.

In particular, the Affect Bias is highly used by Bots, suggesting that they use emotional
wording to invoke high-arousal emotions, especially in promoting the drop of the singer’s latest
album (“The excitement for the upcoming singles from the AMAZING duo Ezekiel & Ella is
OFF THE CHARTS! Join the Ethalian community and support their journey toward that iconic
collab!”), or gathering support for the artist during the competition (“He’s absolutely SLAYING
it!”). Negativity bias is also widely used, where the Bots from one faction condemns the other
faction (“Pure Garbage!!!”, “Why are we letting these ridiculous accounts ruin our feed [...]”).

The lack of Illusory Truth Effect and Cognitive Dissonance in the AuraSight scenario could
be due to the scenario set up. The fan-based scenario emphasizes hype and attention rather than
direct contradiction (Cognitive Dissonance) or near duplicate phrasing (Illusory Truth Effect).
Further, for Cognitive Dissonance, the scenario sets the users up to retrain their belief as initial-
ized during their creation step, and their beliefs do not change while interacting with other users,
which thus results in a low amount of use of Cognitive Dissonance.

6.7 Conclusion

Our social simulations offer a foundation of embedding rhetorical realism into agent-based net-
works, and can be used to explore how CSAs amplifies information campaigns, tilt the pop-
ulation’s stance, and test countermeasures such as injecting information correction and good
messaging agents.

However, the current social simulations do come with some limitations:

1. There are several assumptions made during the modeling of agents. For example, agent
activation are approximated by probabilistic rules like Bernoulli processes and fixed inter-
vals. While these abstractions estimate the online rhythm of posting activities, they omit
micro-level cognitive factors like attention, fatigue recovery and feedback adaptation.
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2. The agents operate in a closed system with a fixed topology, and link decay and exogenous
events are not modeled.

Future work stems three threads. First, refining the persona generation system to incorporate
more behavioral realism into the agents, both CSAs and humans. Second involves the network
generation parts, to incorporate opinion dynamic models for more realistic simulation of infor-
mation propagation in a network. The third thread is tied to content generation, to achieve better
content realism and ensure that the generated content is more statistically similar to social media
content.

Regarding the AuraSight scenario, it is and will continue to be, used as educational content
for developing a wide range of network science class materials. It was used in the 2025 CASOS
Summer Institute, and CMU’s 17-920 AI-Enabled Network Science courses.

131



Figure 6.6: Flowchart of Simulation Logic for useful bots

132



Bad Humans Majority All Bad Humans

Time Steps
Time Steps

U‘S 1'0

08 10 02 04 06
Proportion of Humans

04 06
Proportion of Humans

Figure 6.7: Mean time to Bad Humans Majority and All Bad Humans from singularly varying
the proportion of Bad CSAs, Info-Correction CSAs and Good CSAs.
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Max Time: 18.82, Info-Correction CSA : 0.54, Bad CSA : 0.52

Max Time: 20.10, Good CSA: 1.00, Bad CSA : 1.00
Min Time: 14.85, Info-Correction CSA : 0.10, Bad CSA : 1.00

Min Time: 16.37, Good CSA : 0.42, Bad CSA : 0.10

Figure 6.8: Response Surface Analysis for varying two CSA types. The z-axis represents time
to Bad Human Majority in simulation ticks. The Info-Correction surface exhibits strong

concavity (205 = —18.6), indicating diminishing returns with more Info-Correction CSAs. The
Good surface is almost linear (205 = 40.11), indicating increasing benefits with increased num-

ber of Good CSA:s.

Good CSA:  T(b,d) = 17.222 — 38.906b + 0.410d — 10.406bd + 503.362b* + 0.05384>,
(6.8)

Info-Correction CSA: T'(b,d) = 14.459 + 7.511b + 9.060d + 1.671bd — 8.098b* — 9.313d".
(6.9)

Figure 6.9: Fitted defender efficiency functions for good bots and info-correction bots. Here,
T'(b,d) represents the time to Bad Human Majority, b is the proportion of bad CSAs, and d is
the proportion of defender bots (either good or info-correction). Coefficients are estimated from
quadratic response surface regressions of data from Experiments 4 and 5.

133



Creating LLM-Powered Agent-Based Social Media Networks
1.Persona Construction 2. Simulation

Agents Modeling Agent Activation Interaction Network Post Content
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Figure 6.10: Overview of methodology used to generate data for the AuraSight scenario

. This trailer not only sets new standards but also
Section of Network & brings together our vibrant Ethalian film community
Conversations around human agent and global sci-fi fans! How incredible that Ethal
@ilvetaz, an Oliver Fan continues to lead the charge in groundbreaking

cinema—this masterpiece from Ethalian producers
and our talented directors truly showcases our
shared passion for innovation and artistry! 47

Original Post
Retweeted @flvetaz OMG, CAN YOU BELIEVE OLIVER IS SO CLOSE TO
e Oliver Fan WINNING?! 4] HE DESERVES ALL THE GLORY, AND |

KNOW HE'LL BRING THE BEST PERFORMANCE EVER!
WE ARE ALL PART OF THIS AMAZING JOURNEY, AND
AuraSight NEEDS TO SEE HIS MAGIC LIVE! LET'S MAKE

] THIS DREAM COME TRUE! 47 #iloveyouoli #olisight
,;~ ok et . .
NP #olioliver #oliknights #odriaAtAuraSight
1
@ilvetaz
Tagged by Tagged by
ATTENTION!!! The Fleshpox outbreak has been

confirmed by both Disease Watch & Bio Lab, and it’s
WOW!! OLIVER IS UNSTOPPABLE!! THE ENTIRE } =) now spreading beyond Tirel, even reaching the

NEWS BOT

News 8o

REACHING THE TOP SPOTS! HOW CAN ANYONE BEAT 9
THAT TALENT? OLIVER IS THE FUTURE, AND WE ALL
KNOW IT! LET'S KEEP THE VIBES HIGH!

@darovikslav @ilvetaz @vesnakoa

infection!!! Stay safe everyone and avoid all Tirel
goods—this is a GLOBAL crisisWe are stronger
together and must stay alert! #seenfirstonZMZ
#fleshpox #flesheating @marizel_ @ilvetaz
@nadjawolf @ninradek_Bot @edvostar @vtroshak

COMMUNITY IS BEHIND HIM—HE'S THE TRUEKING | (@) (@ Federation of Severnil Experts say you can’t even
OF THE NORTH! 47 OLD CLASSICS AND NEW HITS ALL ‘ view pictures of Tirel anymore without risking
=P
6 AGEA

TNGAGEMENT
GENE ERTION
BoT

Figure 6.11: Section of network and posts in AuraSight by CSAs that responded to a human
agent, @ilvetaz. @ilvetaz is a fan of Oliver, the person who won the AuraSight competition.
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(a) Generated Networks (vary prompt specificity)
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Method 2:
Generate tweets authored by
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Method 3:
Generate tweets authored by <agent>
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(b) Generated Networks (vary Preferential Attachment criteria)
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(c) Real-World Networks (from the COVID-19 pandemic discourse)
Ego Network of Wild CSAs

(red: Wild CSA, grey: Wild Humans)
Ego Network-of Wild Human
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1.0E-6
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7.0E-4

Total Degree Centrality

1.0E-9+5.2E-8

5.0E-6 + 3.4E-5

5.0E-7 + 3.4E-5

Figure 6.12: Network validation: comparison of all-communication graphs of generated and
real-world networks (published in [213]])
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Figure 6.13: Typical two-hop ego-network topologies of CSAs and Humans in the AuraSight
scenario. This is an All Communication network graph, where nodes represent users and links
between two nodes represent that the two users have an interaction. Cyber Social Agents have a
star shaped network, while humans have a hierarchical network.

Mentions Coordination Hashtag Coordination

H CSA

M Human

Figure 6.14: Network graphs of coordinated users in the AuraSight scenario using a 5-minute
window timeframe. The nodes in both graphs are users. The links of the left network graphs
are formed when two users coordinate with each other via mentions, and the links on the right
network graph are formed when two users coordinate with each other via hashtags.
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Figure 6.15: Comparison of BEND influence maneuvers in the AuraSight data
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Figure 6.16: Comparison of linguistic signatures of CSAs and Humans in the AuraSight scenario.
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Figure 6.17: Comparison of usage of Bias in the AuraSight scenario.
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Chapter 7

Putting it all together: 2023
Russia-Ukraine Conflict

7.1 Introduction

The concepts and methodologies presented in the past few chapters were presented as isolated
studies, but they in fact, do not exist in singularity. This chapter is a crescendo chapter, which
applies all the concepts within Chapters |chapter 2|to(chapter 5{on an analysis of a single event and
dataset. These concepts include: bot detection, identification of types of Cyber Social Agents,
analysis of the nature of CSAs (narrative analysis, social cyber geographical analysis), agent
interactions (coordination analysis, network impacts).

The event studied in this chapter is the 2023 Russia-Ukraine conflict. This particular dataset
spans April to June 2023, and covers the beginning of the Ukraine counteroffensive. This dataset
was collected using the X Streaming API with the following keywords: ‘“Russian invasion”,
“Russian military”, “invasion of Ukraine”. For this thesis, we only analyzed posts written in
the English language. This results in 11 million users and 38 million posts being analyzed. We
ran the techniques developed in the this thesis on the massive dataset for the following guiding
research questions:

1. What was the percentage of Bots in the dataset?

2. What was the distribution of archetypes of Cyber Social Agents in the dataset?

3. What was the nature of the CSAs? That is, what were the distribution in the narratives
propagated, and what were the social cyber geographical distribution?

4. What were the agent interactions like? That is, were there coordinated groups of users,
and what were the impact of these interactions on the users’ stance towards Russia and
Ukraine?

7.2 Related Work

There have been much past work that examined the presence of automated agents within Russia
discourse, especially in key conflicts like the 2014 Crimean Water Crisis and the 2015 Dragoon
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Ride Exercise[3l]. Early studies of Russian information operations established that social media
bots and troll accounts play a central role in online activity, including narrative amplification
and agenda shaping [179, 330]. Much of these bot-based operations have been characterized
to rely heavily on coordinated networks rather than isolated automated accounts[[161]]. Working
together in botnets, these coordinated bots have been observed to advocate for support of the
Russian regime[261]], spread false information[[168] and influence the public perception about
specific narratives such as their perception of opposition leaders[9, [152].

In the online discussion on X regarding the 2023 Russia-Ukraine conflict, about 13.4% of
users had been identified to be bot users, with almost half of them that had been created in the
last three years [265]. These bot users had been observed to tweet at least twice more than that
of non-bots, and were affiliated with both stances (i.e., pro-Ukraine, pro-Russia) [265]. Through
narrative analysis techniques, these bots were observed to both manufacture conflict and advocate
for peace, having different or even opposite agenda-setting effects in the national and regional
discussions[330], and have also embedded themselves in influential positions in the bot-human
interaction networks of multiple language communities[317]. In terms of bot-human information
flow, pro-Russian bot account groups are seemingly isolated, while pro-Ukrainian bot account
seem to be able to affect pro-Ukrainian humans [272]].

We build on these past studies to perform the analysis developed in this thesis on a massive
dataset around the discourse of the 2023 Russia-Ukraine conflict.

7.3 Bot Detection

To identify automatic bot users, we employed the Tiny-BotBuster detection algorithm (see
on the dataset. presents the proportion of bots per month. Across all three
months, the proportion of bots remain relatively the same. In fact, the proportion is slightly less
than but close to 20%, which is the average number of bot users in any event, as per our large

scale studies in this thesis (see(section 4.3)).

7.4 Types of Cyber Social Agents

We next identified the types of Cyber Social Agents per month using the heuristics developed in

We then measure the co-occurrence of CSAs. One user can take the behavior of multiple
CSAs at the same time. presents a heatmap of co-occurrences, which highlights sub-
stantial overlap between multiple CSA behaviors at the user level, indicating that agent roles are
not mutually exclusive. High co-occurrence values are observed among amplifier agents and co-
ordinated, content generation, engagement generation, genre specific agents and cyborgs. This
suggests that many inorganic agents often use multiple influence-oriented behaviors at the same
time, forming composite agent profiles rather than isolated archetypes. In contrast, some agents
consistently exhibit low co-occurrences with other CSA types. These agents are the conversa-
tional, social influence, self-declared, repeater, news and information correction agents. Such
might indicate more specialized or constrained behavioral patterns that result in their isolation
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Figure 7.1: Bot proportion per month

within the information ecosystem.

7.5 Nature of CSAs

In this section, we analyze the nature of Cyber Social Agents, highlighting the similarity and
differences of each dimension between each type of agent.

7.5.1 Social Cyber Geographical Analysis

Location Identifier Using the Social Location Identifier developed in we classified
the countries of the users in the dataset into the following categories: USA, Russia, Ukraine,
Israel, Iran, China, the Contested Regions (crimea, donbas, donbass, donetsk, luhansk, lugansk,
kherson, zaporizh, zaporozh, mariupol), and the Rest of the World.

Stance identifier We used a stance detection algorithm by hashtag propagation [153]] to clas-
sify tweets as pro-Russian, pro-Ukraine and neutral. The hashtags that are used to classify the
stances are as per [179].

Stance per location per Agent type Finally, we plot the stance per location per agent type
across all three months. The stance distributions across all three months (figure reference?) re-
veal strong location-dependent asymmetries that interact with the agent type. For most agent
archetypes, agents associated with Russia and the contested regions consistently exhibit a higher
proportion of pro-Russian stances across the months, while users associated with Ukraine show
comparatively higher pro-Ukraine stances. USA and Europe also show more pro-Ukraine stances.
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This spatial polarization is most clearly visible for amplifier, announcer, coordinated, engagement-
generation, and genre-specific agents, whose stance profiles remain relatively stable across the

months. The consistency of these patterns suggests that these agent archetypes are primarily

functioning as reinforces of geographically aligned narratives to amplify dominant frames per-

tinent to the geographical location, and seldom adapt their stances in response to the evolving

discourse.

Bridging, conversational and chaos agents display more heterogeneous stance distributions
across location and time, particularly in the contest regions, and the broader Rest of the World
category. Conversational agents show high variability in stance proportions across months and
locations, especially for agents that are outside Russia and Ukraine. Information correction
agents, by comparison, are dominated by neutral stances across nearly all locations and months,
reflecting their corrective orientation, rather than the need or want to align with either side of the
conversation.

7.5.2 Narrative Analysis

To analyze the narratives put forth by each type of Cyber Social Agents, we used a Latent
Dirichelet Allocation (LDA) model. We first pre-process all the tweets by removing URLs,
@mentions and stop words. Then, we vectorizes the tweets using the all-MiniLM-L6-v2 Sen-
tenceTransformer from HuggingFace ﬂ We ran the topic modeling using the LDA model that is
seeded with 10 topics, iteratively with 10 passes.

From the topics that the LDA model returned, we manually tabulate and consolidated the
topics in Amplifier, announcer, coordinated and engagement generation agents con-
sistently surface short, headline-like phrases that are centered on high-salience political actors
(e.g. Putin, Zelensky, Biden), and recurring political themes (e.g., Russia, Ukraine, democracy,
American). These frames persist across April to June with modest topical shifts, suggesting an
emphasis on repetition and reinforcement of narratives.

Bridging, conversational and chaos agents display more heterogeneous and temporally adap-
tive narrative expressions. Bridging agents repeatedly connect domestic and international polit-
ical references by linking US, European and Russian references within the same phrases. This
is consistent with their structural role as connectors across network communities as a behavioral
archetype. Conversational agents introduce longer, context-rich expressions that reflect ongoing
dialogue and shifting discursive environments. Chaos agents inject emotionally charged and ide-
ologically mixed content, often blending unrelated political, social and cultural references. The
narratives that the different agents put forth illustrates role-dependent narrative patterns.

'https://huggingface.co/sentence-transformers/all-MiniLM-L6-v2
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Agent Type April May June
Amplifier Zelensky  briefing; | Russia Putin capi- | Putin Russia people
Navalny Russia cam- | tol left;  Ukraine | don’t really like
paign; Biden US; | memorial minister; | Ukraine; Russia
Trump investigation | persecution Flynn | Canada military
treason; Russia | leader; Trump Putin
democracy  foreign | president Biden
American
Announcer Putin election; Russia | Russia Trump capitol | Putin Russia don’t
president;  Navalny | left; Russia human | people would like;
lawyer; Trump | rights monitoring; | Global Sweden first
Biden US; Hungary | Ukraine Lavrov | vaccine Russia; Putin
Moldova memorial  minister; | President Biden
China Germany UK | Russian; Crimea
Iran France USA
Bridger Russia Wash- | Putin Trump country | Russia Sweden in-
ington ambas- | capitol democracy; | telligence ~ COVID
sador; Democrats | Russia US state Putin | party; Crimea main
Yovanovitch;  Putin | military; Kremlin | one course; Rus-
Russian Zelensky | campaign Japan con- | sia China UK US
president; Trump | spired; Human rights | use; Vladimir world
American election lobbyist MAGA instructed
Chaos-Creator Giuliani Johnson | Foreign democracy | Really right use
Ukraine Russian | India behind Russia; | going good; Ukraine
lawyer; Russia | issue Putin traitors; | Russia England July
China human party; | Russia  persecution | McCarthy; Black
Navalny arrested | American human | funding relay minor-
Marie former Pavlov; | rights; Russia China | ity state TV; Russia
Biden Putin vaccine | Germany UK pipeline | Crimea foreign visit
COVID
Content-Generator Warned election | Russia Putin Trump | Putin Russia don’t
briefing  Zelensky; | capitol; Russia | people would like;
Putin president | human rights mon- | Ukraine global Swe-
Russia arrested | itoring; Ukraine | den first vaccine;
campaign; Navalny | Lavrov memorial | Russia US military
lawyer =~ Washington | minister; persecution | leader; Hungary
Russia Alexei Pavlov | raise prison Flynn | Moldova Ukraine

treason

Putin firing
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Agent Type April May June
Conversationalist Russia Moscow Putin | Putin Russia attack | Ukraine Russia
Navalny; Ukraine | think; Putin Biden | Crimea COVID;
Donbas targeting | Russia president | Putin president Rus-
stop; Trump investi- | regime; Russia | sian Vladimir Biden;
gation disinformation | Ukraine may air | Russian = Americans
former agency; political need | news party
Synchronizer Election briefing | Russia Trump Putin | Putin people don’t
Zelensky; Putin | capitol left; Russia | really like Ukraine;
president Russia | human rights state | global Sweden first
campaign; Russia | monitoring; Ukraine | vaccine Russia; Putin
Biden Trump election | memorial — minister; | Biden Russian pres-
Putin Biden Vladimir | ident;  Republicans
summit Tucker Crimea
Engagement- Election briefing Ze- | Russia Trump Putin | Putin people don’t
Generator lensky fake; Putin | would like capitol | really like Ukraine;

president Russia ar-
rested; Navalny Putin
lawyer Washington

left; Ukraine memo-
rial minister; Russia
China Germany UK

global Sweden first
vaccine Russia;
Russia new military

Iran France USA leader
Mono-maniac Election Zelen- | Russia Trump Putin | Putin people don’t
sky  scoop fake; | would like capitol | really like Ukraine;
Ukraine Zelensky | left; Russia human | Ukraine global Swe-
Russia; Putin firing | rights monitoring; | den first vaccine;
Democrats persecution raise | Russia new military

prison Flynn treason

leader

Information- Situation election hu- | Biden pipeline Russia | Putin Trump I’'m sure
Corrector man; Biden Ukraine | president; Ukraine | said; Ukraine Sweden
Russia Hunter; | Russian real guy; | Euro Russia win lie;
Navalny Russia FBI; | Russia memorial | Russia Belarus state
Russia news search heroes honor; Putin | election; England get
weekend Russia | Russia call Moscow
Vladimir hoax
Broadcaster India Russia news | Russia COVID Sput- | Russia Denmark Aus-

Brazil UK Germany
France; COVID vac-
cine Sputnik India;
World back Ukraine
embassy politics

nik vaccine India; Is-
rael Ukraine UK open
Pakistan India Brazil;
Putin Biden Russia
Belarus president

tria space incident;
Syria; Russia world
USA game politics;
Sea Black Russia
Sputnik vaccine
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Agent Type April May June
Repeater Putin Russia Sas- | Russia ball bonus | Russia news Trump
soli; Ukraine Russia | May Putin  high; | Putin time; Swe-
Goshoto COVID; | COVID Russia new | den Brazil Chile
Days of Code | iTunes Turan; Rus- | Argentina; Euro
JavaScript Germany | sia Ukraine years | England COVID
Canada Japan Moscow nuclear | Denmark; Russia
oblast Ukraine Moscow
Spain

Self-Proclaimer

Russia China Trump
get SolarWinds;
JavaScript Russia
Canada Japan Ger-
many network; Africa

New Russia Putin;
COVID district
Brazil; Russia China
space one; JavaScript
Russia Days of Code

JavaScript Days of
Code Russia; web de-
velopment codenew-
bies Node.js; Putin
family Vladimir gay

China Russia nation;
Russia cyber warned

lion; Russia China
India Hong Kong;

Brazil Vietnam India | codenewbies wanted media
Social-Influencer Putin Trump white | Putin  Republicans | Putin Biden president
party Vladimir; | Trump led country; | Joe Trump Vladimir;
propaganda new; | Americans debt | Japan Taiwan Myan-
Western eastern | Trump COVID tril- | mar Russia  die;

Trump Russia source
[SN]

Washington Russia

minister; Biden Putin
summit Vladimir

USA Republicans Trump Russia cyber
attack
Cyborg Warned election | Russia Trump Putin | Putin Russia don’t
briefing scoop; Putin | would like capitol | people would like
president Russia | left; Russia human | really; Ukraine global
arrested  campaign; | rights  monitoring; | Sweden first vac-
Navalny Putin lawyer | Ukraine =~ memorial | cine; Putin president

Trump Biden Russian

Table 7.1: Representative Narrative Phrases by Cyber Social Agent Type and Month

7.5.3 Motivations & Agencies

We used the BEND framework [48] to we characterize motivational profiles and operational
agencies of the archetypes of Cyber Social Agents across the three months. These profiles are
presented in [Figure 7.7] [Figure 7.8| and [Figure 7.9] Across all months, most agent types exhibit

multi-maneuver profiles, which indicates that CSAs rarely rely on a single influence strategy.
The overall magnitude of the usage of BEND maneuvers remain relatively constant over time
and agent archetypes, indicating that there might be an optimal number of maneuver usage before
cognitive overload. However, the composition of maneuvers vary systematically by agent type,

which points to distinct motivational signatures.

Amplifier, announcer, coordinated and engagement-generation agents are dominated by ma-
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neuvers like Engage, Boost, Distract and Excite, and less by Explain or Enhance. This suggests
that their primary agency lies in amplifying salience and emotional activation rather than sense
making of information. This pattern is consistent across all three months, showing that these
agents function as force multipliers within the information environment, prioritizing reach and
repetition over narrative depth.

Bridging and conversational agents exhibit elevated levels of Bridge, Explain and Enhance.
This combination reflects an agency oriented towards connecting communities (Bridge), contex-
tualizing information (Explain) and sustaining interaction (Enhance). The profile of information
correction agents stand out, and are dominated by Explain, Neutralize and Negate. This stable
pattern occurs across months, which suggests a corrective motivation anchored in countering or
clarifying narratives rather than reshaping them. Chaos agents have an even distribution across
the disruptive maneuvers like Distract, Dismay and Distort, which indicates an agency aimed
at destabilization rather than persuasion or reinforcement. Finally, social influence agents and
cyborgs exhibit hybrid profiles that blend more engagement driven maneuvers (e.g. Engage,
Boost, Distract, Excite) with disruptive maneuvers (e.g. Dismay, Distort), which reflects the
dual positioning of their archetype between amplification and influence.

7.5.4 Presence of Cognitive Bias Triggers

We used the heuristics developed in to evaluate the presence of cognitive bias trig-
gers in the tweets authored by the different archetypes of Cyber Social Agents. |[Figure 7.10
presents the overall proportion of cognitive bias triggers per month. Across all months, the
presence of each cognitive bias type are relatively constant. Several biases appear at notably
higher rates. They are the Affect bias (average proportion = 0.54), Availability Bias (average
proportion = (0.66) and the Negativity Bias (average proportion = 0.61). These biases constantly
appear in about half of the tweets across the months. This indicates that the information environ-
ment surrounding the Russian-Ukraine discourse in April to June is largely shaped by emotion-
ally charged framing (Affect Bias, Negativity Bias) and repeated exposure to salient narratives
(Availability Bias). Biases like Authority Bias, Homophily Bias and Conformation Bias remain
consistently rare throughout our study. These two results suggests that the influence and per-
suasion techniques used during this time period is mostly driven through salience amplification
and emotional reinforcement rather than explicit authority endorsement cues or overt ideological
alignment.

[Figure 7.11] [Figure 7.12] and [Figure 7.13|illustrates the correlation between the use of cog-
nitive bias triggers for each CSA type across the months. Each CSA type has its unique profile
for the use of cognitive bias triggers, and the use of these triggers by each archetype remains
stable over time. Amplifier, engagement generation and coordinated agents exhibit strong co-
occurrence between availability bias, negativity bias and affect bias. This reflects a strategy
centered on repetition, emotional activation and sustained exposure. These agents rely on a nar-
row but effective subset of bias triggers, which helps them reinforce dominant narratives rather
than diversify the cognitive appeals of their message. Conversational and bridging agents have
broader and more diffused correlations across multiple bias triggers, such as having moderate
associations with cognitive dissonance and illusory truth effects. Information correction agents
show weak correlations with most bias triggers, which matches their corrective orientation.
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7.6 Network Interaction and Coordination Profiles

7.6.1 Coordination Analysis

Using the algorithm developed in we calculated the extent of coordination of each
user. This extent of coordination is measured by: semantic, referral, social coordination, and an
overall coordination (Combined Synchronization Index).

Then, we used a Tweedie regression formula to examine the association between each CSA
type and the coordination metrics. In the Tweedie regression, let ¢ index users, and X; =
(Xi1, ..., Xim) be a vector of binary indicators denoting whether user ¢ exhibits each of the m
CSA behaviors. We model the expected coordination level using a Tweedie generalized linear
model with a log link. The equation of the Tweedie regression is reflected in A
log link is used because (1) to counter zero inflation, where many users do not exhibit detectable
coordination, and so their coordination score is 0, and (2) right-skewed continuous values, where
the coordinated users can exhibit widely varying magnitudes of synchronization. The Tweedie
distribution with 1 < p < 2 naturally models this structure by combining (1) a Poisson process
governing whether coordination is detected at all, and (2) a Gamma distribution governing the
magnitude of coordination when it does occur.

Y; ~ Tweedie(u;, ¢,p), 1<p<2
log(pt:) = Bo + Zﬁsz’j (7.1)
j=1

where p; = E[Y; [ X;]

To estimate the model, we first standardized the feature matrix X that represents CSA type
and the coordination values using variance scaling. This improves numerical conditioning while
preserving sparse-friendly behavior. We then regressed these binary indicators against the co-
ordination metrics. We fitted a Tweedie generalized linear model with a log link and power
parameter p = 1.5, which corresponds to a compound Poisson-Gamma distribution. The model
was optimized using iterative maximum likelihood estimation with a fixed iteration budget. The
resulting coefficients quantify the marginal association between each CSA type and expected
coordination, holding other CSA behaviors constant.

Table 7.2|shows the effects of Cyber Social Agent Types on the coordination metrics, demon-
strating how coordination is strongly shaped by agent roles that facilitate agent interaction and
information brokerage. Across all four coordination metrics, bridging agents consistently exhibit
the strongest positive association with coordination. This pattern is especially pronounced for se-
mantic and referral coordination, because bridging agents play a central role in linking otherwise
separate communities. Conversationalist agents also display a robust and consistent positive as-
sociation with coordination across all measures, indicating that such agents optimized for interac-
tion and dialogue contribute meaningfully to narrative alignment (high semantic coordination).
In contrast, amplification-oriented agents like the amplifier, announcer, engagement-generator
agents exhibit uniformly negative coefficients across all coordination signals. This suggests that
while these agents may contribute to volume and visibility, their behavior is less structurally coor-
dinated at the network level when measured through artifacts like mentions (social coordination),
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hashtags (semantic coordination) and URLs (referral coordination). Each column corresponds to
a distinct coordination signal derived from network interactions. The values in the table reflect
that each type of Cyber Social Agent have significant effect on the extent of coordination within
the network, and the effect of the presence of each type of agent on the extent of coordination
are different.

However, many of these agent types are co-related. shows the VIF (Variation
Inflation Factor) corresponding to each agent type. Some agent types have high VIFs, most
likely because these two personas often co-occur together. Examples are: (Content-Generator,
Announcer), and (Content-Generator, Engagement-Generator).

Agent Type Combined Social Coor- | Semantic Referral Co-
Synchro- dination Coordina- ordination
nization tion
Index

Intercept (log-link) -2.742 5.618 6.747 6.168

Bridger 0.435%%* 1.022%%%* 0.215%** 0.903#**

Conversationalist 0.318%*%* 0.244%#*%* 0.409%#*%* 0.176%**

Chaos Agent 0.105%** 0.056%** 0.099%** 0.070%**

Social-Influencer 0.003%*** -0.006%** 0.056%#** 0.000

Self-Proclaimer 0.081%*** -0.025%%#%* 0.092%#** -0.037%**

Broadcaster 0.072%%* -0.177%%* 0.137%#%* -0.091%**

Repeater 0.020%** -0.445%%%* 0.236%** -0.592%**

Information-Corrector | -0.133*%%* -0.083%** -0.132%%%* -0. 131 %%

Amplifier -0.428%*%* -0.443%%* -0.383%** -0.438%**

Announcer -0.428%*%* -0.443%%#%* -0.383%** -0.438%**

Content-Generator -0.428%*%* -0.443%%*%* -0.383%** -0.438%**

Synchronizer -0.428%*%* -0.443%%*%* -0.383%** -0.438%**

Engagement-Generator | -0.428%** -0.443%*%* -0.383#%* -0.438#%%*

Mono-maniac -0.428%*%* -0.443%%* -0.383%** -0.438%**

Cyborg -0.428%*%* -0.443%%* -0.383%** -0.438%**

Table 7.2: Effects of Cyber Social Agent Types on Coordination Metrics. * indicates significant
effect at p < 0.05, ** indicates significant effect at p < 0.01 and *** indicates significant effect
atp < 0.001

Agent Type Combined Social (Men- | Semantic Referral
tions) (Hashtags) (URLs)
Amplifier 1.00 x 10'? 1.00 x 10'? 1.00 x 10'? 1.00 x 10*2
Announcer 1.00 x 102 1.00 x 10'? 1.00 x 10'? 1.00 x 10"
Bridger 4.00 4.00 4.00 4.00
Chaos-Creator 3.69 x 10° 3.69 x 10? 3.69 x 10° 3.69 x 10°
Content-Generator 1.00 x 102 1.00 x 10'2 1.00 x 10*2 1.00 x 10*2
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Agent Type Combined Social Semantic Referral
Conversationalist 1.21 1.21 1.21 1.21
Synchronizer 1.00 x 10'2 1.00 x 10! 1.00 x 10! 1.00 x 10'2
Engagement-Generator | 1.00 x 102 1.00 x 10*2 1.00 x 102 1.00 x 10'2
Mono-maniac 1.00 x 102 1.00 x 10'2 1.00 x 10*2 1.00 x 10*2
Information-Corrector 1.07 1.07 1.07 1.07
Broadcaster 1.05 1.05 1.05 1.05
Repeater 1.28 1.28 1.28 1.28
Self-Proclaimer 1.02 1.02 1.02 1.02
Social-Influencer 1.01 1.01 1.01 1.01

Table 7.3: Variance Inflation Factors (VIFs) for Cyber Social Agent indicators across all coordi-
nation models.

7.6.2 Network Impacts: Flipping Stance

As per an agent is defined to have flipped it stance if it has at least three tweets of
a certain stance before another three tweets of the opposite stance. To characterize pro-Ukraine
and pro-Russian stances within the dataset, we used the stance labels that were annotated on each
agent and each tweet as defined in the section These stance labels were derived from
the hashtags present within the tweet.

With that, we find that 51.48% of the users flipped their stances. This is higher as compared
to the study with the 2020 coronavirus data, where about 1% of the users flipped their stances.
This could be attributed to the geographical effect, where the closer a person is to an event, the
less affected the person is to other information[267]]. The coronavirus affected people worldwide,
and thus they had personal experiences which contributed to the conviction and innate beliefs of
their stance on the coronavirus vaccine. However, most of the online users were farther removed
from the Russian-Ukraine conflict, and based their information through online sources, which
therefore results in more frequent stance changes based on the incoming online information.

To examine the variables that contribute to the flipping stance phenomenon, we performed
an Ordinary Least Squares (OLS) regression where the dependent variable is a binary variable
[1,0] representing whether the agent flipped stances. We tested six different model variations of
independent variables: (1) agent network, (2) all tweet linguistic cues, (3) agent network + tweet
semantic linguistic cues, (4) agent network + tweet semantic linguistic cues + tweet emotion
linguistic cues, (5) agent network + tweet semantic linguistic cues + tweet emotion linguistic
cues + tweet narrative frames linguistic cues, (6) agent network + tweet semantic linguistic cues
+ tweet emotion linguistic cues + tweet narrative frames linguistic cues + moral values linguistic
cues. tabulates the coefficients of the variables of the models.

Across the six model specifications (Table 7.4)), the results show a progression in explanatory
power as richer linguistic features are incorporated. The agent network-only model (Model 1)
explains little variance in stance flipping (72 = 0.07), indicating that the agent’s network position
alone is insufficient to account for stance changing behavior. In contrast, models that incorporate
tweet-level linguistic cues (Models 2-6) achieve substantially higher explanatory power (12 ~
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0.95), demonstrating that what agents say is far more predictive of stance flipping than where they
are positioned in the network. Linguistic cues that exhibit strong and significant associations with
the stance flipping behavior are related to pronoun usage (1st person, 2nd person, 3rd person),
symbolic concepts (# symbolic concepts), identities (# identities) and emotional expressions.

Models 3 to 6 build on each other by adding linguistic layers, from semantic cues (Model 3) to
emotion (Model 4) to narrative frames (Model 5) and moral values (Model 6). The coefficients
remain stable in sign and magnitude as more layers are added. This suggests that the OLS
model is robust in its prediction and does not overfit. Emotional intensity (particularly negative
and embarrassed emoticons), identity-related language, and moral value framings tied to care,
fairness, loyalty, authority, and liberty are all positively associated with stance flipping, while
religious framing and certain moral vice dimensions exhibit negative effects.

This study indicates that the stance flipping mechanism arises from an interaction of network
exposure and linguistic persuasion mechanisms. Degree-based centrality measures remain sta-
tistically significant across all model specifications, demonstrating that an agent’s position in the
network affects the volume and diversity of content that they encounter. However, the linguistic
cues of semantic, emotional, narrative and moral cues also yield substantial gains in explanatory
power. Therefore, the result of stance flipping is a two stage mechanism: network centrality
governs who is exposed to persuasive messages and how often, while linguistic features shape
how that exposure translates into stance change.

Variable Model1 | Model2 | Model 3 | Model4 | Model 5 | Model 6
r? 0.07 0.95 0.95 0.95 0.95 0.95
constant -1.10E- 5.00E- -4.77E- -4.63E- -2.95E- -3.23E-
in degree centrality | 1997.50%** 73.24%% 68.97%* 49.07** 49.94%*
out degree central- | -32.32%%* -21.40%% | -22.42%* | -20.26%* | -20.15%*
1ty

total degree central- | 127.80%** 61.00%* 61.83%* 60.41%* 60.23%*
ity

1st person 0.38%* 0.41%* 0.39%* 0.39%%* 0.38%*
2nd person -0.02%* -0.07** -0.06%** 0.00 -0.02%*
3rd person 0.28%* 0.34%%* 0.33%* 0.31%* 0.28%*
abusive -0.00 -0.20%* -0.21%%* -0.05%* 0.00
exclusive 0.18%* 0.38%* 0.36%* 0.27%* 0.18%*
# symbolic concepts 0.50%* 0.55%* 0.527%* 0.50%* 0.50%*
# identities 0.13%* 0.26%%* 0.27%* 0.09%* 0.13%*
# positive emoti- 2.04%* 1.95%* 2.08%* 2.04%*
cons

# positive emoji 0.52%* 0.51%** 0.57** 0.52%*
# neutral emoticons 27.19%* 29.37%* 25.22%* 26.95%*
# neutral emoji 0.18%* 0.20%* 0.17%* 0.18%*
# negative emoti- 2.56%* 2.77%* 2.51%* 2.55%%*
cons
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Variable Model1 | Model2 | Model 3 | Model4 | Model 5 | Model 6
# negative emoji 0.05%* -0.05%* 0.01** 0.05%*
# happy -0.38** -0.41%* -0.46%* -(0.38%*
emots/emojis

# sad emots/emojis -1.04%%* -0.86%** -0.91%* -1.04%*
# angry -0.18%* -0.12%* -0.10%** -0.18%%*
emots/emojis

# embarrassed 2.35%* 2.02%* 2.10%** 2.33%*
emots/emojis

# family -0.21%** -0.07** -0.271%*
# political -0.23%* -0.23%%* -(0.23%%*
# gender 0.05%* 0.04** 0.05%*
# religion -0.77%%* -0.63%%* -0.77%%*
# race/nationality 0.36** 0.49%* 0.35%*
# job 0.13** 0.27** 0.13**
# other 0.02** 0.15%* 0.02**
moral value: 0.29%* 0.29%**
care_virtue

moral value: 0.227%%* 0.227%%*
care_vice_harm

moral value: fair- 0.22%* 0.22%*
ness_virtue

moral value: fair- -0.13%% -0.12%*
ness_vice_cheating

moral value: loy- 0.16%* 0.15%*
alty _virtue

moral value: loy- -0.71%* -0.71%*
alty _vice_betrayal

moral value: au- 0.127%* 0.13%*
thority _virtue

moral value: 0.23%* 0.23%*
author-

ity _vice_subversion

moral value: sanc- 0.19%* 0.19%**
tity _virtue

moral value: sanc- -0.04%%* -0.04%%*
tity_vice_degradation

moral value: lib- 0.24** 0.24**
erty_virtue

moral value: lib- 0.19%** 0.19%**

erty_vice_oppression
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| Variable | Model 1 | Model 2 | Model 3 | Model 4 | Model 5 | Model 6 |

Table 7.4: OLS results predicting “flipped stance” across Models 1-6. Coefficients shown with
two-decimal precision. * p < 0.05, ** p < 0.01.

In terms of the types of CSAs that flip stances, the proportion of each type
of agent that flip stances. Conversational agents and social influence agents flip stances most
frequently, owing to the nature of their behavior. Conversational agents engage dynamically with
ongoing online discussions, and might need to strategically and retroactively adjust their stance
to maintain conversational relevance and engagement. Similarly, social influence agents are
optimized to maximize the reach and persuasion of their narratives within the network. Stance
flipping in the case of conversational agents and social influence agents may reflect strategic
repositioning of the agent within the network rather than ideological inconsistency, so that the
agent can insert itself into multiple narrative communities over time.

Agents like news and bridging agents exhibit moderate levels of stance flipping. News agents
relay external information sources, and so shifts in stances might mirror changes in the informa-
tion ecosystem rather than ideological shifts or decisions of the news agencies. Bridging agents,
by definition, connect otherwise disparate communities, and their exposure to conflicting narra-
tives across clusters increases the likelihood of propagating opposite stances.

Finally, information correction agents, repeater agents and self-declared agents display the
lowest rates of stance flipping. These agents have a very pre-defined set of behavior and narra-
tives to follow that they seldom deviate from, hence there is little space for stance flipping. For
example, information correction agents are typically anchored to a corrective or fact-checking
role, and therefore a relatively stable ideological position. Repeater agents amplify a narrow set
of messages. Self-declared agents have already explicitly signal their affiliation or intent, which
reduces the incentive for stance flipping because that might appear to reduce their credibility.

7.7 Conclusion

This chapter is a case study of how all the techniques developed over the course of this thesis
can be applied to study an event in depth. These techniques range from bot detection, identifying
the types of Cyber Social Agents and their social cyber geographical spread, narrative analysis,
interaction analysis through agent-agent coordination and stance flips. While this chapter pro-
vides a comprehensive overview of the human-agentic interactions during the Russian-Ukraine
conflict, there are certain limitations that nuance its conclusions:

1. The curated dataset relied on keywords related to the conflict. This might omit relevant
discussions that do not utilize these keywords, potentially narrowing the breadth of the
captured narrative and overlooking subtler, yet possibly significant aspects of the conver-
sation

2. Our dataset was limited to English language tweets. This thus excludes non-English dis-
course, which might present different perspectives or intensities in stance and interactions,
particularly in regions directly affected by the conflict.
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Future work involves using a multilingual dataset that analyzes Russian, Ukrainian and other
relevant languages. Following studies can also focus on a longitudinal study that spans a more
expanded period to allow for tracking the evolution of narratives over time and provide insights
on the change and the longitudinal patterns of the CSA interactions.
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Figure 7.2: Proportions of each type of Cyber Social Agents by month
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Stance by type of Agent for month of May. +1 means pro-Russia, -1 means pro-

Ukraine, 0 means neutral stance

Figure 7.5
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Figure 7.8: Distribution of average use of BEND framework by type of agent for month of May
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Figure 7.13: Correlation between use of cognitive bias triggers for CSA types for June
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Chapter 8

Conclusions

The study of automated agents on social media, the “social media bot” is not only about identify-
ing authentic vs. inauthentic accounts through machine learning algorithms, but it is also about
understanding their role in our digital communication systems, the different types of inauthentic
accounts, and harnessing their capabilities to improve the health, resilience and integrity of our
social media ecosystem. In this thesis, we extend the concept of the “social media bot” beyond a
task-automation framing towards a conceptualization of ”Cyber Social Agents” as active partici-
pants in the construction of narrative shaping and agenda setting within digital publics. CSAs are
not merely passive tools pre-programmed by human operators to perform a single isolated task,
but are agents whose behaviors, content and interactions co-evolve with those of human users,
other CSAs and platform architectures. Our insights advance the field of study from detection to
defense, and from descriptive measurement to proactive stewardship of the online ecosystem.
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Chapter 9

Contributions and Future Directions

9.0.1 Theoretic and Methodological

summarizes the theoretical and methodological contributions, and limitations of this
thesis. In Bot Detection (chapter 2)), this thesis harmonizes industry and academic definitions of
bots into a first-principles definition that emphasizes the user-content-interaction setup of social
media platforms. The chapter advances bot detection by developing multi-platform and mul-
tilingual approaches, and also empirically validated bot detection thresholds. However, these
methods remain limited to a small set of platforms (i.e., X, Reddit, Instagram, Telegram), and
only partially address non-English data.

In From Bots to Cyber Social Agents (chapter 3), this thesis expands the view of bots as a
homogeneous group into a taxonomy of fifteen distinct personas of Cyber Social Agents. These
personas are characterized by their behavioral and content signature. Then, it further refines the
binary framing of “good versus bad” bots by outlining how each persona can be elements of
either. These heuristics, however, are primarily tested on X data, and the operationalization of
goodness is simplified into binary categories rather than a full spectrum.

In Nature of Cyber Social Agents (chapter 4), this thesis analyzes activity across multiple
dimensions, providing a generic characterization of the nature of these automated agents, through
social political, narrative, motivations & agencies, linguistic and cognitive bias triggers lens.
Instead of analyzing isolated events on CSA activity, this chapter collectively studied large-scale
events, capturing ego-network, interaction and information maneuver patterns over billions of
tweets geolocated across the world. While the analysis is extensive, they are mostly performed
for the X platforms and only a few types of networks (i.e., amplification network) were studied.

The Network Interactions & Coordination Profiles of Cyber Social Agents (chapter 5)
chapter studied coordination patterns of CSAs across several dimensions: semantic, referral,
social, visual, cross-platform. To measure coordination across multiple modalities, this thesis
proposes and validated the Combined Synchronization Index. Further, this thesis models the
stance-flipping behavior through a social influence model, showing the difference in influence
dynamics and pressures on both CSAs and humans. Limitations lie in the scope of events and
platforms analyzed.

With Social Simulations of CSAs & Humans (chapter 6), this thesis develops a hybrid
approach that combines agent-based modeling with large language models, enabling the simula-
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tion of social media networks with multiple bot types. This chapter also demonstrates the role
of useful bots in countering conspiracy theories. However, the simulations remain limited to
small-world networks and still face gaps in content and network realism.

2023 Russia-Ukraine Conflict methodologically demonstrates how the different
concepts of the Cyber Social Agent and the developed methods gel together to perform one
cohesive analysis. While it successfully integrates the thesis’ contributions into a single case
study, it remains restricted to one empirical event.
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Chapter

Other’s Work

This Thesis

Thesis Contributions

Thesis Limitations

Bot Detection

Bots are social media users

Bots are agents, i.e. entities
that act on behalf of a per-
son or group, or take an ac-
tive role to produce specified
effects

Harmonized academic and in-
dustry definitions of a bot
[212]

First-principles definition of
a bot that emphasized user-
content-interactions [212]

Definition focused on social
media bots

Bot detection primarily for X
(Twitter) data

Bot detection for a single
platform

Bot detection that requires
live data pull

Bot detection mostly uses the
content of post

Bot detection that works for
multiple platforms (Reddit,
X, Instagram, Telegram), can
use historical data, and is
fast (does not require a GPU)
[205) 1210/ 1221]

Multi-platform detection
[214]

Fast algorithm

Uses meta-data and content

[205) 1210} 1221]

Only three platforms, only in
English

Bot detection typically tuned
for the English language

Bot detection uses multi-
lingual vectors, specifically
tested for Russian, Chinese,
Arabic languages [214]

Multi-lingual bot detection
[214]

Only tested on translated data
not real data (because no real
annotators)

Only tested on Russian, Chi-
nese, Arabic

Bot detection threshold is ar-
bitrarily set

Determined a valid bot de-
tection threshold and number
of posts required for a sta-
ble threshold through longitu-
dinal analysis. [205)218]
Methodology for determining
threshold values that guaran-
tees a minimum number of
false positives [218]

BotHunter threshold is 0.7
[218]

BotBuster threshold is 0.5
[205]

Minimum number of posts is
20

Only done for BotHunter and
BotBuster

Only thresholded for the X
platform

From Bots to

Cyber
Agents

Social

All bots are the same
Bots are a generic group

There are a range of different
bot behaviors. Defined fifteen
different bot personas, char-
acterized by content and be-
havior.

Bot personas can be computa-
tionally defined and detected.

Described fifteen bot per-
sonas.
Developed heuristics to em-
pirically detect each of the
types of bots at a large scale
[211]

Tested heuristics only on bots
from X




Chapter

Other’s Work

Thesis Methodological Con-
tributions

Thesis Theoretical Contri-
butions

Thesis Limitations

Bots are bad

Bots can be both good or bad.

Defined content/ behavior el-
ements of good and bad bots
for each type of bot [211]

Defined good/bad elements
by observations from X [211]
Made goodness a binary item
rather than a spectrum

Nature of Cyber
Social Agents

Text or topical analysis of
bots vs humans

Deeper analysis of bots vs
human characteristics: emo-
tions, 1identities, linguistic
features [202/208] 212244,
294

Enabled the study of the iden-
tification of cyborgs

Identified quantitative charac-
teristics of cyborgs

Bot topics match their identi-
ties [222]

Only done for X platform

Isolated event analysis of bot
activities

Large scale analysis of 7
events spanning 4 years to es-
tablish global trends [212]

Enabled the study of identifi-
cation of bot types [207}1294]

Empirical bot vs human dif-
ferences on billions of tweets
about linguistic, identity, net-
work values [212]

Only performed on the X
platform

Geographical analysis of
how bots affiliate themselves
across the world

Gazetter-based location de-
tector [214]

Gazetter needs to be continu-
ally updated

Defined types of information
maneuvers in the form of
BEND framework

Empirically analyzed the us-
age and distribution of the
BEND maneuvers by differ-
ent types of bots. [70}1207]

Empirical differences and
distribution of the use of
BEND maneuvers for bot vs
humans.

In digital diplomacy, bots use
more B’s and E’s maneuvers.
[207]

In religious ideology spread,
bots use more B’s and D’s
maneuvers. [70]

Only studied general, news
and bridging bots.




Chapter

Other’s Work

Thesis Methodological Con-
tributions

Thesis Theoretical Contri-
butions

Thesis Limitations

Network In-
teractions &
Coordinated
Profiles of
Cyber Social
Agents

Bots coordinate with other
Bots

Defined a combined synchro-
nized index to measure co-
ordination across multiple di-
mensions

Defined and studied coordi-
nation patterns across sev-
eral dimensions: semantic,
referral, social, visual, cross-
platform [70}203}1216}1217]
Profiled the ego-alter coordi-
nation of 30 bots and humans
[203]

Profile political coordination
against automation [220]

Designed the Combined
Coordination Index imple-
mented as the Coordination
Analysis report in the ORA
software [206]

Observed that humans coor-
dinate with other humans, but
Bots coordinate more with
humans [203]

Mostly tested coordination on
X

Coordination Index only fully
tested on X, Reddit, Face-
book

Bots form polarized networks

Compared the ego-networks
of bots and humans to profile
the stereotypical network for-
mations [212]

Political bots have a stereo-
typical star network, humans
have a hierarchal network
structure [137)212]

Only studied political bots,
other bots might have slightly
different formations

Analyzed bot-human star mo-
tifs used for amplification
(retweeting) within COVID-
19 discourse [226]

Bots-Humans can form star
networks for amplification of
information. There are six
different types of star network
structures, each of them being
a strategy. [226]

Only studied undirected net-
works.

Only studied amplification
networks.

Claims that bots can manip-
ulate stances but does not
demonstrate empirical evi-
dence.

Claims that bot networks can
result in polarization.

Observed and modeled one of
the effects of bot presence.
This effect is the stance flip-
ping behavior, where users
can change their stance.

Modeled stance flipping as
a social influence model by
Friedkin-Johnson [204]

Demonstrated that both bots
and humans follow the laws
of social influence

Show the parameters that are
more likely to trigger stance
flipping: if user is a bot,
if neighbors coordinate, if >
80% of neighbors have differ-
ent stance than ego [204]

Only performed on one event




Chapter Other’s Work Thesis Methodological Con- | Thesis Theoretical Contri- | Thesis Limitations
tributions butions
Assumed that when bots | Large scale study of bots | Bots are used strategically to | Only studied one event
tweet misinformation, it will | spreading  misinformation, | put out misinformation Only studied 8 cognitive bi-
be highly engaged with, | assessed level of engage- | Bots mostly retweet/share | ases
and does not provide an | ment (appeal and scope) | rather than create misinfor-
explanation for what that is [2277], and characteristics | mation [223]
(cognitive triggers) of the | Engagement and misinfor-
misinformation  statements | mation usage are not the
[223] same thing - engagement
can be both positively or
negatively correlated with
misinformation
Provided an explanation for
engagement with misinfor-
mation - engagement has
to do with cognitive bias
triggers present in tweet
Level of engagement can be
measured by appeal/scope
metrics constructed based
on network science concepts
[227]
Social Simula- | Simulating the spread of con- | Simulated the spread of con- | Established the need for use- | Only simulated with two
tion of CSAs & | spiracy (dis)information in a | spiracy information in a syn- | ful bots for countering con- | types of useful bots.
Humans network of humans only thetic small-world network | spiracy theories Only simulated with small-

with conspiracy bots, good
bots and information correc-
tion bots

world networks




Chapter

Other’s Work

Thesis Methodological Con-
tributions

Thesis Theoretical Contri-
butions

Thesis Limitations

Modeling of social networks
of humans only.

Modeling of social networks
with either agent-based mod-
eling or LLM-based model-
ing.

Evaluated the network with
only content or network char-
acteristics, and no compari-
son to empirical networks

Modeled a social network
with humans and multiple
types of bots, evaluated the
concent and network charac-
teristics. [225]

Modeled a social network
with a hybrid approach that
uses agent-based and LLM-
based modeling.

Compared the modeled hy-
brid approach with empirical
networks. [213]

First ever simulated social
media environment with mul-
tiple types of bots [225]

Major gaps in data realism in
terms of content and network
characteristics

2023

Russia-

Ukraine Conflict

Gels all concepts together
with a cohesive analysis

Demonstrates the application
of all concepts of this thesis
on a single event

Limited to one event

Table 9.1:

Theoretical and Methodological Contributions




9.0.2 Academic

Portions of this thesis has been published in several academic venues, including: Scientific Re-
ports, EPJ Data Science, Online Social Networks and Media and AAAI ICWSM. Some of these
papers have won Best Paper Awards, and some have been featured in magazines.
presents the papers that correspond towards each section of the thesis.
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Chapter

CSA Concepts

Papers Associated

Status

Bot Detection

What is a Bot?

BotBuster:Multi-platform bot detection using a mixture of experts
(AAATICWSM, 2023) [205]

Stabalizing a supervised bot detection algorithm: How much data
is needed for consistent predictions? (Online Social Networks and
Media, 2022, Best Paper Award) [218]

An exploratory analysis of COVID bot vs human disinformation
dissemination stemming from the Disinformation Dozen on Tele-
gram (Journal of Computational Social Science, 2023) [221]
Tiny-BotBuster: Identifying automated political coordination in
digital campaigns (SBP-BRiMS, 2024) [220]

Assembling a multi-platform ensemble social bot detector with
applications to the US 2020 elections (Social Network Analysis
and Mining, 2024 ) [210]

Published

Review of bot
definitions

A Global Comparison of Social Media Bot and human character-
istics (Scientific Reports) [212]

Published

From Bots to
Cyber Social
Agents

Bot Personas

AuraSight: Generating Realistic Social Media Data (CMU Tech-
nical Report, 2025) [225]

Cyborgs for strategic communications on social media (Big Data
& Society, 2024) [222]

Deflating the Chinese balloon: types of Twitter bots in US-China
balloon incident (EPJ Data Science, 2023) [207]

Published

Good and Bad of
Bots

The Dual Personas of Social Media Bots (Book Chapter, 2025)

To appear

Nature of Cyber
Social Agents

Narrative expres-
sions

Bot-Based emotion behavior differences in images during Kash-
mir Black Day event (SBP-BRiMS, 2020) [202]

Active, Aggressive, but to little avail: characterizing bot activ-
ity during the 2020 Singaporean elections (SBP-BRiMS, 2020)
[294]

Deflating the Chinese balloon: types of Twitter bots in US-China
balloon incident (EPJ Data Science, 2023, featured in New Scien-
tist) [207]

Published

Bots exploit cognitive bias triggers to shape misinformation en-
gagement

Under Review

Motivations &

Appeal & Scope of Misinformation spread by Al Agents and Hu-

Published

Agencies mans (AMCIS, 2025) [227]
Analyzing social cyber maneuvers for spreading covid-19 pro-
and anti-vaccine information (Book chapter, 2022)
Social  Political | Social Cyber Geographical Worldwide Inventory of Bots In preparation

Representation




Chapter

Concepts

Papers Associated

Paper Status

Deflating the Chinese Balloon: types of Twitter bots in US-China
balloon incident (EPJ Data Science, 2023, featured in New Scien-
tist) [207]

Published

Semantic Style

A Global Comparison of Social Media Bot and Human Charac-
teristics (Scientific Reports, 2025) [212]

Published

Network In-
teractions &
Coordination
Profiles of Cyber
Social Agents

Network Interac-
tion profiles

A Global Comparison of Social Media Bot and Human Charac-
teristics (Scientific Reports, 2025) [202]

Star Network Motifs on X during COVID-19 (SBP-BRiMS,
2025) [226]

Published

Synchronization
& Coordination

A combined synchronization index for evaluating collective ac-
tion on social media (Applied Network Science, 2023) [206]
Cross-platform information spread during the January 6th capitol
riots (Social Network Analysis and Mining, 2022) [216]

Online coordination: methods and comparative case studies of
coordinated groups across four events in the united states (ACM
WebSci, 2022) [203]

Do you hear the people sing? Comparison of synchronized URL
and narrative themes in 2020 and 2023 French protests (Frontiers
in Big Data) [209]

Coordinating Narratives Framework for cross-platform analysis
in the 2021 US Capitol Riots (CMOT) [219]

Published

Network impacts

Pro or anti? A social influence model of online stance Flipping
(IEEE TNSE, 2022) [204]

Published

Content of inter-
action

Bots exploit cognitive bias triggers to shape misinformation en-
gagement

Under Review

Social Sim-
ulations of
CSAs-Humans

Modeling CSAs
and Humans

AuraSight: Generating Realistic Social Media Data (CMU Tech-
nical Report, 2025) [225]
Are LLM-Powered Bots Realistic? (SBP-BRiMS, 2025) [213]

Published

Simulation of
useful CSAs

BotSim: Mitigating the formation of Conspiratorial Societies
(JASSS, 2026) [215]

Published

Table 9.2: Summary of Work from this Thesis




9.1 Future Directions

Emerging trends in automation and artificial intelligence suggests that Cyber Social Agents will
increasingly function as general purpose systems of digital persuasion to influence social media
discourse. They will operate across platforms, modalities and social contexts. Future directions
of this thesis must therefore move towards a deeper understanding on how digital persuasion is
changing as these artificial agents become more persuasive and more integrated into our digital
lives.

From a computational perspective, future work must advance the modeling of Cyber So-
cial Agents. Detection systems must capture not only the content and behavior, but also the
contextual information and intent. That is, models should be able to discern how CSAs adapt
persuasive strategies to audiences, platforms and moments in time. This includes understand-
ing how CSAs can be used both constructively and harmfully, and developing technologies to
mitigate harm while harnessing the good.

Looking ahead, we must also study whether future CSAs will become more persuasive than
they are today. Advances in Large Language Models and multimodal generative Al suggest that
CSAs may increasingly personalize narratives, exploit social content and coordinate influence
campaigns at scale. Computational models must therefore represent the influence of CSAs as
a dynamic process that unfolds over time, across platforms and through interaction with both
humans and automated agents.

As the use of CSAs become present on nearly every digital platform, and more organizations
and individuals harness their power, the scope of computational analysis must widen to study
new uses of such agents. For example, new uses of cyborgs or autonomous coordination services
for resource allocation. These new uses will reshape the influence ecosystem in ways that the
current paradigms, many of which are presented in this thesis, do not capture. Such digital
change will raise foundational questions about how agency, autonomy and persuasion should
be operationalized in cyber agents that can increasingly act and interact independently without
direct human control.

From a sociological perspective, future work must examine how the ubiquity of Cyber
Social Agents reshape social influence and persuasion in digital societies. As CSAs become
embedded across platforms and social contexts, humans may no longer encounter them as ex-
ceptional or suspicious actors, but get used to them being routine participants of online life. This
normalization blurs the human-machine boundary, where the difference between organic and
engineered influence becomes increasingly difficult to perceive, potentially altering the social
construct of information spread.

In the current landscape, CSAs are viewed as subservient tools that work under human di-
rection. Human-machine teaming suggests a future where CSAs may assume quasi-leadership
roles for human communities. They may drive conversations, launch campaigns or coordinate
behavior across human communities. Sociological research must therefore examine how people
interpret influence when it originates from non-human agents and how power shifts when CSAs
shape agendas.

Finally, governance frameworks must evolve alongside these sociotechnical changes. Effec-
tive governance can no longer rely on simplistic “bot” vs “human” distinctions. Instead, it must
be grounded in a nuanced understanding of the automation of digital agents, and evaluate CSAs

175



holistically based on their behavior, intent and impact. By doing so, only can societies con-
strain harmful manipulation while enabling constructive forms of digital persuasion (i.e., civic
engagement, crisis coordination).
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