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Abstract 
 
Russia’s 2022 invasion of Ukraine was accompanied by maneuvers in information space 
meant to shape the social media conversation surrounding the war.  BEND provides a 
useful frame for these maneuvers that can be applied to multiple social media platforms, 
informing a robust social cybersecurity analysis.  Using a toolkit including ORA, 
Netmapper, and Botbuster, we identified and characterized information space maneuvers 
on Twitter and Telegram.  On both platforms, we found that pro-Russian bots employed 
sophisticated maneuvers.  We also found evidence of authentic (non-bot) pro-Russian users 
employing a unique combination of BEND maneuvers when compared to other user types 
on Telegram.  Ultimately, this report serves as a case study and capability demonstration 
to inform broader social cybersecurity analyses. 
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1 Introduction 
This document presents a case study demonstrating the analytic capabilities of ORA for 
processing multiplatform data during the early days of the 2022 Russian invasion of 
Ukraine.  In this study, we examine the dynamics of this conflict through the emerging 
lens of social cybersecurity, contrasting discussions of “Nazi-hood” on platforms like X 
(formerly Twitter) and Telegram, based on social media data. This is not meant to be a 
comprehensive analysis of the events surrounding the war.  Instead, we seek to show 
specific results that demonstrate some of the core capabilities of ORA.  The associated 
PowerPoint document includes detailed instructions for running the ORA reports used in 
this analysis, while this document seeks to provide a more in-depth, long-form analysis.   
 
Social cybersecurity, a pivotal area of computational social science, aims to characterize, 
understand, and forecast cyber-mediated changes in human behavior and social, cultural, 
and political outcomes [1]. By leveraging AI and network science, it identifies, counters, 
and measures the impact of communication objectives [2], highlighting the importance to 
individuals, communities, and nations [3]. 
 
Understanding how social media platforms differ is key to social cybersecurity for 
several reasons: 

• Different User Behaviors dictate that users interact differently across social media 
platforms, influencing the types of information shared and susceptibility to cyber 
threats [4].  

• Varied Security Features mean each platform has unique security and privacy 
features, critical for mitigating risks and protecting user data [5].  

• Unique Threat Landscapes indicate that different platforms may be targeted by 
unique cyber threats, making some threats common on one platform but rate on 
another [6]. 

• Influence Operations show that social media platforms are often used for 
spreading disinformation to disrupt civil discourse [1].  

Understanding the difference among social media platforms is critical for effective social 
cybersecurity, enabling the development of tailored strategies and tools to protect against 
platform-specific threats and support open safe discourse.  
 
Telegram and Twitter, as distinct social media platforms, play significant roles in the 
Ukrainian conflict for several reasons: 

• Real-Time Information provided by these platforms is crucial for citizens making 
important decisions [7]. 

• Communication Channels like these has been utilized by both Ukrainian and 
Russian governments, as well ordinary citizens, for disseminating vital 
information. For instance, Ukrainian President Volodymyr Zelensky has used 
them to rally global support, disseminate air raid warnings, and share maps of 
local bomb shelters [8]. 
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• Documentation of Events, particularly through Telegram, has offered live footage 
of the war of bombings from residents’ phones and security cameras, potentially 
serving as evidence of war crimes [8]. 

• Dissemination of Propaganda and Disinformation through these platforms has 
created a digital battlefield where messages can either take hold without fact-
checking or get thoroughly debunked and rebutted [9,10]. 

• Recruitment and Organization efforts have also been facilitated through social 
media [7]. 

• Bridge to the Western World, where Telegrams provides unique insights into the 
conflict by acting as the last social media bridge from the Western world to the 
Russian world [8].  

 
Ultimately, we find key differences between the activity on two prominent social media 
platforms, Telegram and Twitter, that are critical to a comprehensive understanding of 
the total information space.  Our results highlight the importance of employing analytic 
tools that can process data from different platforms and sources, and a deep 
understanding of these differences is critical for crafting effective social cybersecurity 
strategies.  
 
 

2 Background 
This section will provide some background on the Russian invasion of Ukraine to better 
contextualize our data and analysis.  Additionally, we will describe Twitter and Telegram 
with a focus on the differences between the two platforms. 
 

2.1 Russia and Ukraine  
As part of their invasion of Ukraine in 2022, Russia engaged in various disinformation 
campaigns on multiple social media platforms [11] [12].  For example, a prominent 
campaign saw the introduction of the idea that Ukraine was controlled by or otherwise 
collaborated with Nazis.  This idea was central to Putin’s public comments justifying his 
country’s military action [13].  The narrative spread through Western news media and 
was regularly repeated on social media platforms.   
 
In addition to disinformation campaigns, both pro-Ukraine and pro-Russia actors engaged 
in general information operations meant to promote their causes and degrade the 
opposition.  These operations included significant bot activity with varied maneuver 
strategies, and they took place on multiple social media platforms [14].    
 
2 .2 Telegram and Twitter 
While many social media platforms were host to information maneuvers during the 
Russian invasion of Ukraine, Twitter and Telegram were especially significant due to 
their user bases and global reach.  Twitter is popular in the US and other English-
speaking countries but has users around the world.  Given the importance of US funding 
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of the Ukrainian defense, Twitter was an important battleground in the information war 
surrounding the Russian invasion.   
 
Telegram has a more global reach and is especially popular in both Russia and Ukraine 
[15].  The platform was developed by a Russian citizen, Pavel Durov, and though the 
Russian government has intermittently attempted to block access to Telegram, it is still 
one of the most popular social media platforms in the country.  Telegram is also popular 
in the US for groups that fear real or perceived censorship on platforms like Twitter [17]. 
 
Both Twitter and Telegram are microblogging platforms based on short-text posts.  
Twitter relies on explicit connections between users via replies, retweets, and mentions.  
Users on Twitter discover new content by scrolling through an algorithmically 
determined news feed.   
 
Telegram does not present users with new content, instead requiring that users seek out 
and subscribe to channels.  Channels resemble a traditional blog and are run by 
individuals, or small groups of individuals focused on a specific topic.  Most channels 
also contain an associated “chat,” which is an area where subscribers can interact.  There 
is also a direct messaging component of Telegram, but this paper will focus on the social 
interactions that happen on public channels and groups. 
 
Another key difference between Twitter and Telegram is the use of hashtags.  Twitter 
uses hashtags to tag a post as relevant to a certain topic or concept.  These hashtags are 
globally searchable and a keyway for users to discover new content relevant to a specific 
topic.  Telegram also allows users to post hashtags, but these tags are only searchable 
within a specific channel.  Users can search for hashtags across all their channel 
subscriptions at the same time, but they cannot use hashtags to search for content outside 
of the channels they are already subscribed to. 

3 Data 
There are key differences in the APIs available to access data on Twitter and Telegram, 
and this section will begin with a description of the data collection methodology used to 
compensate for and take advantage of these differences.  We will conclude the section 
with an overview of the data from each platform. 
 

3.1 Collect ion Methodology 
At the time of data collection, Twitter data was readily accessible to researchers using the 
platform’s API.  We used keywords related to Russia and Ukraine to create a Twitter 
dataset relevant to this topic.  Telegram also allows for API access, but there is no 
keyword search capability.  Instead, the Telegram API allows users to access any public 
channel by name.  Without a robust search feature, building lists of Telegram channels 
relevant to a topic is an extremely difficult task.  To address this issue, we developed the 
methodology shown in Figure 1. 
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Figure 1: Data collection methodology for Telegram. 

 
We start by using Twitter’s keyword search capabilities to extract Tweets relevant to a 
certain topic.  We then extract links to Telegram from the Twitter messages, which 
results in a relatively small number of Telegram channels of interest.  To ensure that we 
are capturing a relevant sample of Telegram data, we use snowball sampling to find 
channels that are mentioned by our initial channel set.  This results in a much larger list 
of Telegram channels that we can mine for relevant keywords.  While the Telegram 
collection methodology creates the possibility for bias (in that we may not collect all 
relevant channels), we are unaware of alternative methods that solve this problem.   
 

3.2 Data Overview 
The Twitter data is from February 8th, 2022, to March 15th, 2022, and contains Tweets 
that mention a keyword related to Russia or Ukraine.  To subset the data to a usable size, 
we truncated our data to only include bots and the users they interacted with.  See Table 1 
for the number of specific features in the data. 
 
The Telegram was much denser than the Twitter data, so we subsetted it to a single day: 
March 1st, 2022.  Bot activity is much less understood on Telegram, so we were not 
comfortable subsetting to only bot accounts and instead opted to include all bot and non-
bot activity.  See Table 1 for the number of specific features in the data. 
 

Table 1: Data Set Feature Sizes 
 Messages/Tweets Channels Users Hashtags Urls 

Twitter 640,681 NA 213,968 23,873 108,463 

Telegram 246,272 1,254 66,555 66,419 12,695 
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4 Analysis/Results 
In this section, we will apply stance detection, bot detection, and BEND analysis to 
extract insights from both the Twitter and Telegram datasets.  More details on running 
each method using ORA, Netmapper and Botbuster are provided in the accompanying 
PowerPoint document. 
 

4.1 Stance Detect ion 
ORA’s stance detection report uses a weakly supervised network propagation approach to 
generate stance labels for a dataset using a small set of user-supplied labels [18].  For 
example, users can label several hashtags or URLs and propagate those results to label 
users, messages, and channels (in Telegram).   
 
Figure 2 shows the results of running the stance report for Telegram channels.  We 
observe three main channel communities that are divided by language.  The Ukrainian-
language community is almost exclusively anti-Russian, while the Russian-language 
community is nearly all pro-Russian.  The English community is more contested but is 
primarily pro-Russian. 
 
There are many “barbell” formations in the channel network, and most of these represent 
the connection between a channel and its associated discussion group.  In some cases, the 
stances of the channel and group are different, which suggests there are users with 
opposing stances participating in these communities.   

  
Figure 2: A network of Telegram channel stances.  Nodes represent Telegram channels 
and edges denote that a channel forwarded content from another channel.  Node color 
codes for stance where red nodes are pro-Russian, blue are anti-Russian, and gray are 

neutral.  Node size corresponds to subscriber count. 
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Applying the stance methodology to Twitter, we find both pro-Russian and anti-Russian 
content, but there is more apparent coordination in the anti-Russian content.  Figure 3 
shows an example ego network for an anti-Russian hashtag along with a similar network 
for a pro-Russian hashtag.  We can see that the anti-Russian hashtag is surrounded by a 
more densely connected set of additional anti-Russian hashtags.  Given that this data 
contains only bot accounts, we can infer that the pro-Russian bots are using a strategy 
that results in a less cohesive network of linked topics when compared to the anti-Russian 
bots. 

 
Figure 3: Twitter hashtag ego networks. 

 
 

4.2 Bot Detect ion 
Botbuster uses a machine learning approach that employs a mixture of experts’ 
methodology to label bots, leveraging both textual and network features [19].  
Botbuster’s capabilities on Twitter are well-documented, but it has recently been adapted 
to work with Telegram data as well.   
 
The Twitter data used in this analysis is already subsetted to only include bot activity.  
Overall, there are more pro-Ukrainian bots in the Twitter data, but these bots mostly 
interacted with other pro-Ukrainian users.  Conversely, the pro-Russian bots interacted 
more with neutral-stance users.  Figure 4 shows a prominent pro-Ukraine bot along with 
a prominent pro-Russian bot demonstrating this dichotomy.   
 
The Telegram data contains both bots and authentic users.  2.5% (667) of the users in the 
dataset were identified as bots.  As shown in Table 2, we found that both authentic users 
and bots tended to interact more with authentic users with a compatible stance.  For 
example, both pro-Ukrainian bots and authentic users interacted most with authentic, pro-
Ukrainian users.  This suggests that the bot communities did not leverage on-platform 
communication to promote other bot accounts.   
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Figure 4: Twitter bot ego networks. Green nodes are pro-Ukraine, red nodes are pro-

Russian, and orange nodes are neutral.  We can see that pro-Ukraine bot mainly 
interacted with other pro-Ukraine accounts while the pro-Russian bot interacted with 

more neutral accounts. 
 

While both sets of bots interacted regularly with authentic users, we found that pro-
Russian bots used twice as many hashtags and URLs when compared to pro-Ukrainian 
bots (and authentic users of any stance).  The increase in posted URLs indicates that the 
pro-Russian bots used a strategy that sought to drive users to external sights. 

 
Table 2: Telegram Interactions Between Bots and Authentic Users, by Stance 

 
 

4.3 BEND Analysis  
BEND is a framework for describing and characterizing social cybersecurity maneuvers 
using social (network) and linguistic cues [20].  The text-based cues are extracted from 
the text data (Tweets or messages) using an associated natural language processing tool, 
Netmapper.  Combining these linguistic cues with network features allows ORA to detect 
BEND maneuvers in both Twitter and Telegram data. 
 
Figure 5 shows that there was a fairly even distribution of BEND maneuvers present in 
the Twitter dataset.  The pro-Ukrainian bots focused on positive community-building 
maneuvers, which aimed to boost the visibility and significance of pro-Ukrainian 
messaging.  Conversely, the pro-Russian bots focused on negative maneuvers, which 
aimed to counter the pro-Ukrainian strategy. 
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Figure 5: BEND results for pro-Ukraine (stance = 1) and pro-Russian (stance = -1) bots 

on Twitter. 
 

On Telegram, we found that the Neglect maneuver was much more common than any of 
the other BEND maneuvers (Figure 6).  This maneuver is meant to decrease the size of an 
existing group, and we found that both pro- and anti-Russian users regularly authored 
comments that were identity attacks meant to belittle the opposing group. 
 

 
Figure 6: BEND results for all Telegram users. 

 
As Figure 7 shows, we found that pro- and anti-Russian bots and authentic users 
employed the BEND maneuvers to a proportionally similar degree; however, we found 
that only pro-Russian authentic users employed Neutralize and Back maneuvers.  Even 
though this is a relatively small number of users (~30), they were conducting notably 
different information maneuvers when compared to the other groups, which suggests a 
specific strategy was being employed.  In this case, both are narrative maneuvers, so it is 
possible that there was a concerted effort by pro-Russian users to try to increase the 
profile of accounts they support while degrading their opposition. 
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Figure 6: BEND results for pro- and anti-Russian bots and authentic users on Telegram. 

5 Discussion 
Throughout this analysis, we found important insights on Twitter and Telegram that were 
unique to each platform.  Twitter appears to be much more pro-Ukrainian by volume, but 
the pro-Russian bots on the platform employed a more sophisticated strategy by targeting 
neutral users.  Conversely, the pro-Russian bots relied on a less dense network of 
hashtags, suggesting they did not prioritize the use of hashtags on Twitter. 
 
Telegram is much more balanced between pro- and anti-Russian users, both authentic and 
bots; however, the pro-Russian accounts also appeared to employ a more sophisticated 
strategy when compared to the anti-Russian accounts.  Specifically, we observed that pro-
Russian bots tended to use more URLs than their anti-Russian counterparts.  Also, we 
found that the only agents employing Build and Neutralize maneuvers were pro-Russian, 
authentic users. 
 
Overall, we found that while different tactics were employed on the different platforms, 
the Twitter and Telegram analyses largely validate the idea that Russia was conducting 
more sophisticated information operations during the early days of the invasion.  We also 
demonstrated that Twitter was specifically targeted by a proportionally large number of 
pro-Ukrainian bots, which we did not observe on Telegram. 

6 Conclusion 
The analysis presented in this document showed some key insights into information 
operations in the early days of the Russian invasion of Ukraine.  We found evidence of 
more sophisticated Russian operations that used a combination of bot and authentic 
accounts, as well as many pro-Ukrainian maneuvers on Twitter relative to Telegram.  
Ultimately, our analysis shows the importance of analyzing multiple platforms to build a 
more comprehensive understanding of the information space.  Using tools like ORA that 
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support multiple platforms in their analytic pipelines is critical to this style of analysis, 
and the potential utility reaches far beyond what was shown in this small case study. 
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8 Appendix: Slide Tutorial 
This appendix includes a slide tutorial demonstrating how to manipulate the data and 
generate the reports used for the analysis in this paper.  The slides serve as a stand-alone 
document but contain less detailed analyses than the report.  
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