














Nutrition Facts

—o Serving Size

Amount Per Serving

Calories 250 Calories from Fat 110 Amount of
| % Daily Value* Calories
Total Fat 12g 18%
Saturated Fat 3g 15%
Trans Fat 3g
Cholesterol 30mg 10%
Sodium 470mg 20%

Total Carbohydrate 31g 10%

Sugars 5g
Proteins 5g

Get Enough of
these Nutrients

—6 Percent (%)

Daily Value

*Percent Daily Values are based on a 2,000 calorie diet.
Your Daily Values may be higher or lower depending on
your calorie needs:

Calories: 2,000 2,500

Total Fat Less than 65g 80g
Saturated Fat Less than 20g 259
Cholesterol Less than 300mg 300mg
Sodium Less than 2,400mg 2,400mg
Total Carbohydrate 300g 3759
Dietary Fiber 259 309

For educational purposes only. This label does not meet the labeling
requirements described in 21 CFR 101.9.

Figure 2.1: The Food and Drug Administration’s Nutrition Facts panel as regu-
lated by the NLEA. Source: www.fda.gov.

information who benefit the most from nutrition labels [11, 27].
One study found that nutrition information had the greatest impact
when there was a limited number of items from which to make a
selection [99]. This result implies that the nutrition label made it
easier to compare between a small set of items, allowing consumers
to benefit, through informed decision making, when the
information presented to them was artificially limited in quantity.
Studies have demonstrated that nutrition labels do have an impact
on real-world consumer decision making. Yet, even user-reported
effect sizes up to 48% after the initiation of NLEA [27], most studies
have focused on specific nutrients or products such as fat-intake or
salad dressings, instead of universal effects. We are still not aware of
longitudinal studies to measure the impact of nutrition labels on
consumer behavior over an extended period of time.

Other studies have found that the effects of providing calorie
information (not a complete nutrition facts label) in restaurant
menus are often very small and the effects may vary depending on
the population studied. In a study of meal choices at a sandwich






Figure 2.3: Examples of labels in the marketplace with combined traffic light and

daily value percentages. From BMRB Report: Comprehension and use of UK nutri-

tion signpost labelling schemes. Retrieved April 2013, from ?iiT,ffrrrX7QQ/X;QpX
MEfKmMHIBK2/B fT/7bfTKT 2TQ iXT/7

2.3.3 Financial Privacy Notices

3. The seven federal agencies that In 2004, seven federal agencies® launched a multi-phase initiative to
enforce the GLBA are the Federal “explore the development of paper-based, alternative financial
Deposit Insurance Corporation,
the Federal Reserve Board, the
Federal Trade Commission, the

privacy notices...that are easier for consumers to understand and
use” [64]. That is, their goal was similar to our goal in the next two

National Credit Union Administra- chapters, but was focused around financial privacy specifically.
tion, the Office of the Comptroller . L . . .
of the Currency, the Office of The Kleimann Communication Group (KCG) used an iterative design
Thrift Supervision, and the Secu- process to develop a prototype notice, focusing on user
rities and Exchange Commission. comprehension, allowing users to “identify differences in sharing

practices,” and compliance with the regulations surrounding
financial privacy notices specified in the Gramm-Leach-Bliely Act.
The Gramm-Leach-Bliley Act (GLBA), passed in 1999, contains the
Financial Privacy Rule, which requires that financial institutions
disclose their privacy policy “at the time of establishing a consumer
relationship...and not less than annually” [110]. Financial
institutions must comply with requirements on what they disclose,
but their disclosures may be in any format.

Over a 12-month period the KCG iterated on several design
prototypes, conducting focus groups and diagnostic usability
testing [64]. Our iterative design approach followed a similar
process of testing labels for comprehension and then overall design
through focus groups.

The KCG final prototype is a three page document that consists of
four parts, the title, the frame, the disclosure table, and the opt-out
form. The disclosure table, which actually displays the company’s






whereas their prose notice used a bulleted list. The other two notices
were both text-based, with the “current notice” mimicking notices
that financial institutions currently use, and the “sample clause”
notice generated from GLBA-provided phrases.

Levy and Hastak concluded that the KCG table notice performed
best “on a diverse set of ... measures.” They attributed this
improvement to an increased level of comprehension, given the
table notice’s “[provision] of a fuller context...the part-to-whole
display approach seems to help consumers focus on information
sharing as important and differentiating features of financial
institutions.” However, on several study questions other notices,
notably the sample clause notice, tested best.

Model forms were distributed after the 2008 report and has since
been widely adopted by financial institutions.

2.3.4 Layered Policy Notices

Layered privacy notices, popularized by the law firm Hunton &
Williams [104, 105], provide users with a high-level summary of a
privacy policy. The design is intended to be a “standardized” format;
however, the only standard components are a tabular page layout
and mandatory section header text. Other design details and the full
text of each section are left to the discretion of each company.

Additionally, the amount of information to include in a layered
notice is left up to each company, with layered notices requiring
consumers to click through to the standard privacy policy for
complete information. This means that a layered policy can give
users the information they want or it can act as a roadblock in their
way to finding that information, and this is up to the discretion of
the company that creates it. We will return to layered policies in our
large-scale test in Chapter 4.

2.3.5 Web-based Privacy Notices and Ratings

While web privacy seals (small image badges used to represent
everything from privacy protection to encryption to “verified
security”) and lock icons in browsers and on websites have existed
since the early days of online commerce, more complete, visual
privacy notices are relatively new.

Companies like TRUSTe, who have been long recognized as the
standard bearer of privacy certification, have begun work on a
short-form privacy summary [88], though as of this writing the


















3.2 INTRODUCTION

Website privacy policies are intended to assist consumers. By
notifying them of what information will be collected, how it will be
used, and with whom it will be shared, consumers are, in theory, able
to make informed decisions. These policies are also meant to inform
consumers of the choices they have in managing their information:
whether use of their information or sharing with third parties can be
limited, and if it is possible to request modification or removal of
their information.

Today’s online privacy policies are failing consumers because finding
information in them is difficult, consumers do not understand that
there are differences between policies, and policies take too long to
read. We set out to design a simplified, standardized, short summary
of a company’s privacy policy that would help to remedy each of
these three concerns.

Our approach comes from a broad survey of work (Chapter 2) that
provides consumers with information: nutrition labeling, drug facts,
energy information, and most recently work commissioned by the
Federal Trade Commission to create a standard financial privacy
notice. We discuss our iterative design approach, including focus
group testing, as we developed and refined our information design
over several months. Finally, we describe our 24-participant
laboratory study and discuss the results of our initial evaluation.

3.2.1 The Platform for Privacy Preferences

Instead of defining a standardize privacy policy format from scratch,
we chose to leverage an already existing specification. Due to the
difficulties surrounding the use of text privacy policies, the World
Wide Web Consortium created the Platform for Privacy Preferences
(P3P) [114]. P3P is a standard machine-readable format for
encoding the online privacy policy of a company or organization.
Once a P3P policy has been provided, consumers must use a user
agent to interpret it into something understandable. Unfortunately,
widely available P3P user agents have limited functionality. These
include the P3P policy processing elements of common web
browsers and a few privacy-specific browser add-ons [21].

To provide consumers with an active tool where they could
investigate and explore the privacy policy of a website the CyLab
Usable Privacy and Security Lab (CUPS) produced the P3P
Expandable Grid. This user agent was based on one of the central
tenants of the Expandable Grid design philosophy, aiming to display
a holistic policy view [95]. The interface was created to use and


















further include email communications, photographs, social network
access, even financial and medical information. And with each new
application a user considers, she must determine to grant that
developer with access to her data.

Below we will explore the research that has been done to understand
the security model of the Android operating system, the current
permissions model, and users’ expectations regarding their phones.
While Apple’s i0S, Microsoft’s Windows Phone, and BlackBerry’s
BlackBerry OS each have their own set of interesting properties and
levels of user control, we will focus on Android due to its historically
more detailed permissions system and its large user base.

5.1 ANDROID AS A MAJOR SMARTPHONE
PROVIDER

Since the launch of the first Android phone in fall 2008 the rise of
the platform has been spectacular. Android phones accounted for
over half of all smartphone sales as of Q3 2011 [45]. With each
smartphone sold, more users are downloading applications from the
Android Market. As of May 2011, Google reported that over
200,000 applications were available in the Android Market and that
those applications had been installed 4.5 billion times in total [8]. As
of May 2012, Google has now reported over 15 billion downloads,
and over 500,000 applications, with both of these numbers
continuing to increase [74].

Applications are not pre-screened, instead users are given the
opportunity to decide from all submitted applications which
software to install on their phone. Android app rating and
recommendation site AppBrain reports that 33 percent of the
Applications in the Android Market are rated as “low quality.”
Additionally, a 2011 Juniper Networks report found “a 472%
increase in Android malware samples since July 2011 [to November
2011]” [81]. Similar studies from McAfee [67], Kaspersky Lab [80],
and Symantec are all reporting continued exploits. F-Secure’s recent
Mobile Threat Report (Q4 2012) attributed 79% of all mobile threats
in 2012 to Android (up from just 11% in 2010) [32].

Juniper attributes this rise in Android malware to the ease of posting
Android applications to the market, as they state: “all you need is a
developer account, that is relatively easy to anonymize, $25 and you
can post your applications. With no upfront review process, no one
checking to see that your application does what it says...” [81].

Thttp://www.appbrain.com/stats/number-of-android-apps






finding prevalent “permissions creep,” due to “existing developer
APIs [which] make it difficult for developers to align their
permission requests with application functionality” [111]. Felt et al.,
in Android Permissions Demystified, attempt to further explain
permissions to developers [39]. However, neither of these papers
explore end-users understanding of permissions. In our own
experiments we find users attempt to rationalize why applications
request specific permissions, trying to understand the developers’
decisions, even if their understanding of these requests is flawed.

There is also a growing body of research that comes up with novel
attack vectors for applications to request more permissions than the
users see the application requesting [10]. This work, while
interesting, is largely out of scope as we will focus on the
permissions the users could expect to have accessed.

Others who have looked at Android permissions have attempted to
cluster applications that require similar permissions to simplify the
current scheme [9] or have attempted a comparison of modern
smartphone permission systems [7]. They find that Android
permissions provide the most information to users (compared to
other modern smartphone OSs such as Symbian, Windows Phone 7,
and iOS), however our interviews show that much of the
information provided is not understood.

5.3 ANDROID PERMISSIONS AND PRIVACY
RESEARCH

The majority of research done on Android permissions and user
expectations has been done by two separate teams at Berkeley. Felt
and her colleagues have published a series of papers on the Android
permission model, and how users understand it. They show that
most users do not pay attention to the permissions screens at install
time (17%) and that only three percent of their surveyed users had a
strong comprehension of what the permissions were actually asking
for access to [38]. They also performed a large risk-assessment
survey of users’ attitudes towards possible security and privacy
risks, and possible consequences of permission abuses [37], a
ranking which assisted with our own feature selection in Chapter 7.
Finally, they have a paper detailing other possible methods for
asking for permission, with a set of guidelines for presenting these
privacy and security decisions to users [36]. We will revisit their
suggestions in Chapter 8.

Moving away from permissions, King has explored user expectations
across the entire use of their smartphones. This broader



investigation, interviewing both iPhone and Android users
highlighted difficulties in recognizing the difference between
applications and websites, personal risk assessments of possible
privacy faults, and how users select applications in the application
marketplaces [62].

Neither King nor Felt has proposed and tested alternative
permissions displays, or other ways to help users select applications
in the Android Market as we will in Chapter 7.

Others have proposed using crowdsourcing to help facilitate users’
understanding of applications permissions [116]. While we believe
this approach is not without merit, as an understanding of the
current types of permissions is beneficial to users, this still involves
active awareness of applications requesting permissions in the
install process. Lin et al. have more recently explore how some
automation and crowdsourcing can be used to map user’s
expectations of privacy on Android [71].






EXPLORING ANDROID
SMARTPHONE USE AND
APPLICATION INSTALLATION

EXPERIMENT

We performed 20 semi-structured interviews in two cities to
determine whether people read and understand Android
permissions screens. While doing this we also explored
consumer thoughts on the Android ecosystem as a whole,
what they hear about Android online and in the news, how
they select applications, and what concerns they have about

using smartphones.

6.1 RESEARCH QUESTIONS

1. How do Android users use and perceive their smartphones?
2. How well do Android users understand Android permissions?

3. What do Android users consider when downloading new
applications?

TPortions of this chapter first appeared as “A Conundrum of Permissions: In-
stalling Applications on an Android Smartphone” [61].
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2. In March of 2012 Google re-
branded the Android Market as
Google Play. For the remainder
of this thesis we will refer to both
as simply the Android Market.

6.2 INTRODUCTION

This chapter serves as an initial investigation into how Android
smartphone users use and understand their mobile devices. This
research was conducted concurrently with the work of King and Felt
mentioned in the last chapter.

While security researchers may have a proclivity to focus exclusively
on the questions of privacy and security in application choice, this
research was conducted with a slightly broader focus towards the use
of an Android phone.

With that in mind, we will be framing this interview study around
what we believe are the two relevant security and privacy questions
that the Android market requires users to make when reviewing
potential applications (or apps) for their device.

1. Do I believe this application will compromise the security and
function of my phone if I install it?

2. Do I trust this developer and their partners with access to my
personal information?

To answer these questions, users leverage word-of-mouth, market
reviews and ratings, the Android permissions display, and a host of
other considerations to make decisions that protect their mobile
privacy and security.

We conducted a series of 20 semi-structured interviews to better
understand how users navigate the Android Market, install and use
third-party applications, and comprehend the decisions they make
at install time.

The remainder of this chapter will detail several variations of the
Android permissions displays, our interview methodology, the
demographics and expertise of our participants, and finally a
collection of participant responses that qualitatively detail their
ability to make decisions in the Android ecosystem.

6.3 ANDROID PERMISSIONS AND DISPLAY

Android application permissions are displayed to users at the time
they decide to install any app through the Android Market? on the
web or on the phone. Apps downloaded from third-party app stores
(e.g., onlyAndroid, the Amazon Appstore for Android, etc.) do not
necessarily show full permissions on their websites, however upon
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Figure 6.1: The figure above shows the workflow for installing applications and viewing application permissions in earlier
versions of the Android Market. Screen 1 shows the Amazon Kindle application as displayed in the Android Market. If

a user were to click “FREE,” circled in red, they are shown Screen 2, which allows them to Accept permissions and install
the application, or to click the “More” button which leads the user to Screens 3 and 4.

installing the application package (APK) the user is presented with a
permissions screen variant.

Permissions are shown within the Android Market as detailed in the
Figure 6.1. A user browses applications using the view shown in
Screen 1. Here there is a truncated description, information about
ratings, reviews, screenshots, and much more information about the
app, the developer, and related apps. If a user decides to install the
app they click the button labeled with the price of the application,
here FREE. This brings them to Screen 2, where they are given a
short list of permissions. If users double tap the FREE button on
Screen 1, they skip Screen 2 and essentially approve the permissions
without viewing the permissions display. Though Screen 2 serves the
sole purpose of an interstitial permissions display between the
market and a purchase decision, the complete list of permissions is
not displayed.

To explore the full application permissions request they would click
the More expander, bringing them to Screen 3. Here they would see
a more complete list of permissions with some permissions shown in
red and a Show all button, which displays the entire list if toggled.
This is a needless multi-step process where a single list would be
simpler for users.

At no point in this process is there an explicit way for users to cancel.
The only way for users to not install the application after viewing the



permissions is to use the physical back or home buttons on their
phone.

The default permissions and groups in the Android SDK are detailed
at Android’s developer site.®> The human readable terms displayed in
the Android Market are not included in the Android documentation,
and have changed with market releases. The definitions shown in
the current market screenshots are also not included in the
documentation.

6.4 METHODOLOGY

We sought to reach a deeper and more nuanced understanding of
how people use Android and how they deal with the issues found in
our evaluation of the permissions display above. We conducted
semi-structured interviews in Summer 2011 with 20 participants
from Pittsburgh and Seattle. The interviews were exploratory in
nature, seeking broad understanding of participants’ interactions
with their smartphones as well as diving deeply into issues
surrounding the display of permissions, the safety of the Android
Market, and possible harms of information sharing.

We recruited participants through flyers around each city and local
Craigslist postings. Each candidate filled out a short pre-survey
online before the interview, which allowed us to confirm they did use
an Android smartphone. Those participants who opted into the
subsequent interview arrived at our labs and completed our consent
form allowing us to make an audio recording of their interview.
Following the interview participants were given the opportunity to
opt-in to share their application information with us, collected
through a script running on a local laptop, which we connected their
phone to via USB while they watched.

Participants’ quotes throughout the remainder of the paper are
taken from transcriptions made from the audio recordings of the
interviews. Participants were paid $20 for successful completion of
the interview, in the form of their choices of Target, Starbucks, or
Barnes & Noble gift cards.

3http://developer.android.com /reference /android /Manifest. permission.html and
http://developer.android.com/reference/android /Manifest.permission_group.html


http://developer.android.com/reference/android/Manifest.permission.html
http://developer.android.com/reference/android/Manifest.permission_group.html

Participant overview

Phone Phone oS Time Using # Apps # Apps

#  Gender Age  Occupation provider model version Android downloaded  really used

1  Female 24  Education Verizon LG Ally Iamnot sure 1-6 months 1-10 Afew1-5

2  Male 48  Other Verizon  HTC Incredible Froyo 1-6 months 11-25 Afew1-5

3 Male 44  Agriculture T-Mobile Motorola Cliq Cupcake 1-2 years 101+ A ton 20+

4  Male 19  Food Service T-Mobile Galaxy S Eclair 1-6 months 11-25 Abunch 6-20
5 Female 45  Legal Sprint HTC EVO 4G Honeycomb  1-6 months 1-10 Abunch 6-20
6  Female 26 Retail Sprint Samsung Replenish ~ Iam not sure 1-6 months 1-10 Abunch 6-20
7  Female 34  Engineering T-Mobile LG Optimus Eclair 7 months-1 year 11-25 Afew1-5

8  Male 23  Computers Verizon = Motorola Droid X Gingerbread 7 months-1 year 26-100 A ton 20+

9  Female 25 Other Verizon  Motorola Droid X Iamnotsure Lessthan1month 1-10 Afew1-5

10 Male 32  Engineering T-Mobile HTC G2 Eclair 7 months-1 year 11-25 Abunch 6-20
11  Female 21  Entertainment Sprint Something Samsung [amnotsure 1-6 months 1-10 Afew1-5

12 Female 22 Other T-Mobile HTC MyTouch 4G Iam not sure 7 months-1 year 11-25 Afew1-5

13  Female 21  Don’t work Sprint HTC Evo Shift Gingerbread  1-2 years 1-10 Afew1-5

14 Male 20  Real Estate Verizon = Motorola Droid X Gingerbread = 1-2 years 101+ Abunch 6-20
15 Male 36  Media Verizon = Motorola Droid 2 Froyo 7 months-1 year 1-10 Afew1-5

16 Male 22 Engineering Sprint HTC EVO 4G Gingerbread  1-6 months 26-100 Abunch 6-20
17 Male 22 Don’t work Verizon  Motorola Droid 2 Iam not sure 1-2 years 26-100 Abunch 6-20
18  Female 23 Other T-Mobile HTC G2 Gingerbread = More than 2 years  26-100 Abunch 6-20
19 Male 46  Engineering AT&T Google Nexus One Gingerbread  1-2 years 26-100 Abunch 6-20
20  Female 21  Engineering AT&T Galaxy S II Gingerbread  Less than 1 month 1-10 Afew1-5

Table 6.1: Overview of our 20 survey participants. Columns 2-4, list their age, gender, and industry. Columns 5-8 list
their phone provider, phone model, Android OS version, and the amount of time they have primarily used Android de-
vices. Columns 9 and 10 show the number of apps they have downloaded and the number they report frequently using.
All information is self-reported.

6.5 DEMOGRAPHICS AND SURVEY RESPONSES

Our online survey was completed by 77 participants, 20 of whom
completed the lab interview. The remainder of this chapter will
discuss solely those 20 users, whose demographic information and
survey responses are summarized in Table 6.1. Participants P1-P6
are from Seattle, P7-P20 from Pittsburgh. 10 participants are
female, and 10 are male. The ages of our participants range from 19
to 48, with an average of 29. Six of our participants were in
tech-related fields, the other fourteen were not. Fourteen of our
participants had been using Android for less than a year, five
participants reported up to two years of use, and only one reported
having used Android for more than two years.

6.6 RESULTS AND DISCUSSION

The following sections detail our findings and participants’
responses on various parts of the Android ecosystem. This section is
divided into three areas to answer the three research questions
posed above. We begin with our participants general impressions on



the Android market. The second area explores users’ responses when
asked to define ten permissions we asked participants to explain. We
conclude with how users self-report their application selection
strategies.

Overall, these responses highlight the broad range of often
inaccurate knowledge around the Android operating system. From
the unclear “human-readable” terms Android provides to users at
application install to the often irrelevant coping strategies users
have developed.

6.6.1 General Thoughts on Android

User reactions towards Android and their own phones varied widely.
While some users loved their Android phones and praised them for
openness, a vast array of apps to select from, and generally
responsive functionality, others were counting the days until they
could switch to a different platform.

One participant who had gotten the phone because her brother had
taken advantage of a buy one get one free deal, said, “I want to go
backwards so bad, there are way too many things that go on with it.
If you have too many things on it, it’s just like a computer, it’s so
slow, I just want to dial a phone number. I got this phone, and a
couple months later my fiancee got the same phone, — and we both
want to throw them out the window.” While her experience was the
most negative reaction we saw, others had much more positive
things to say. Another said “When I am out with this, I feel just as
connected as when I am in front of a computer.”

6.6.1.1 Androidin the News

We asked participants if they had heard anything about Android
phones or Android applications in the news, media, or on the
internet. Participants told us about Android’s increasing market
share, but focused largely on comparisons between iOS and Android.
Some had heard one or the other was winning, had better features,
was more open, or about new phones for one of the platforms. Most
participants could not recall seeing applications advertised in the
media. The exception to this rule was of popups that would appear
on websites they visited on their phone, recommending they use an
app instead of the mobile website.



pop-up notifications when the application needs the information.
While this is temporally closer to when the decision should be made,
no explanation for why the permission is requested is given. Users
must intuit this from whatever they were just doing, which in many
cases is simply launching the application.

With most information available to Android developers as soon as
the application is installed on the system, the current Android
architecture does seem to call for some privacy education and true
consent before install-time. This also makes the common practice of
installing an application to test it out, which may seem like a
reasonable consumer strategy much more dangerous than users
expect. We believe the best solution for the current Android
architecture is a blend of permissions explained at install-time, with
other more invasive permissions blocked until a later explicit grant.

For a more detailed discussion of how permissions could be better
distributed without creating user fatigue see Felt et al. [36].

In the case of online privacy policies, the teachable moment again
does not necessarily come at sign-up, where possibly only a small
amount of information is being given, but comes throughout a user’s
natural interactions with the website. When providing credit card,
billing, or shipping information, a portion of the screen can remind
them what the limits on the use of that information will be, who it
will be shared with, how long it will be retained, etc. Then when a
user is later posting a review or a photo the details concerning who
will be able to view that information, how it will be associated with
the user, and more can be explained separately. This removes the
burden of having to read a single, long document covering all the
possible site interactions, and replaces it with information given as
the situation demands.

8.3 UNDERSTANDABILITY

In Chapter 6, we saw that the permissions terminology was largely
not understood by users of Android smartphones. Our users
thought permissions gave access to more, less, or different
information than they did, and inconsistently, and had no idea what
many of the permissions meant (verified by Felt et al. [38]).

However, researchers studying privacy notices have known for at
least a decade that the terms used in privacy notices are often not
well understood by users [55, 78]. This is not because users are
uneducated or unteachable, but because the notices tend to be
written to protect companies from legal action, at a difficult
readability level, with jargon and technical terms. Across these
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