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Acceptance test (various)

Comparing variants

Roll backward: checkpoint

Roll forward: community ER

Compensate: with vote

Compensate: with FEC

Remove variant

Degradation: missing push

Degradation: missing pull

Degradation: filter requests

Failover: cold

Failover: warm

Reroute

Recovery blocks (RB)

Primary/shadow pair

Standby sparing

Distributed RB

Consensus RB

Retry blocks w/ data diversity

Retry

N−modular redundancy

N−version programming

Self−configuring optimal programming

N self−checking programming

This technique is not handled.
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{
}

method ( args )

Insertion
of code
fragment

Method of
proxy object
(pre−insertion)

{

}

factory_method ( arguments )
Insert a proxy of this class into proxy chain

A PROXY CLASS

return new_proxy;

new_proxy.next = ...;

Initialization fragment

{
method_2 ( arguments )

response =
next.method_2(

A method of the remote interface

arguments);

return response;

}
Alter response fragment

Alter data fragment

Around communication frgmnt.

{
method_1 ( arguments )

response =
next.method_1(

A method of the remote interface

arguments);

return response;

}
Alter response fragment

Alter data fragment

Around communication frgmnt.
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=B46;0/1<170HM; �eHM]�
P/1<17j7CHe=:/d7C/3;PRg4V2:/ � 9:4V<?9p,n7C^:]r7CHe^:,0/U�

? 4V>M^:;0/ �:� �8,P9:H � ,~7C9:/g<3H`=:/IJQ;0@K>MR+/32Y7C,WJQHM; @8=A@O7C@r7C;0@K2:,P_l@O7046HM2z7C;0@K2:,PJQHK;0Rg@O7C4VHM25709A@O7
Rg@K;P,09A@K_V,N@K;P>M^:R+/32Y7C,-462Y7CH�@I] F`70/e@K;0;0@GFMD|<3@K_6_V,j709:/i=A@S7?@g70;C@K2:,P_l@O7046HM2 � ,>�	� � 	 � ��� ��7CHI<G@K_V<3^BN
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private NEXT_INTERFACE next_stub;
private ByteArrayTagger data_translator;

b1 = MARSHAL
byte[] b1_old = b1;
if (data_translator == null)
  data_translator = new UniqueIDCreator();
byte[] tag = data_translator.createTag(b1_old);
b1 = new byte[b1_old.length + tag.length];
System.arraycopy(tag, 0, b1, 0, tag.length);
System.arraycopy(b1_old, 0, b1, tag.length, b1_old.length);
RESULT:
next_stub.THIS_CALL

b_array = RESULT
real_result = UNMARSHAL
return real_result;

  int counter;
  private static byte[] toByteArray(long x, byte[] array) {

      array[i] = (byte) ((x >> (i*8)) % 0xFF);
    return array;
  }

  public byte[] createTag() {
    return toByteArray(counter++, new byte[4]);
  }
}

    for (int i = 0 ; i < array.length ; i++)

  public UniqueIDCreator() { counter = 0; }

public class UniqueIDCreator implements ByteArrayTagger {

? 46>M^:;P/'�:� � � �cHU=B/WJQ;0@K>MR+/32Y7C,ZJQHK; �.@O7?@ Lt;C@K2B,0_l@S7C46HK2"70Hef:;0/1fX/12:=8@F7?@O>

_l@S7C/3,k@F7?@O>:DA@K2:=rf:;P/3fh/32:=:,k7C9B/W7C@K>F7CHF7C9B/w] F[7C/ @K;P;C@GFY� � 7CH`HM_|^B,0/3; � 9:H+46,�;P/3^:,P462:>e7C9:/1,0/
<3H`=:/wJQ;C@K>MR+/32Y70,-Rg@GFp,P^:f:f:_OFp@K2 Fp<1_l@K,P,-709A@O7-46R+f:_6/1Rg/12[70,j@ �&F[7C/���;P;C@GF L}@K>K>M/3;N4V2Y7C/3;nJ @K<3/U�
b-/1;0/ � 9A@GTM/e,0^Bf:f:_64V/3= � 2B4 �[^:/ � � �c;P/G@O70HM;���� � 9:4V<?9z<3;0/3@O7C/1,w@",P46R+f:_6/ �P^:2:4 �[^:/
�{4V=:/32Y7C4uaA/3; �
��/{Ri^:,P7F@K_6,PH � ;04u7C/ �&F[70/
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aA_V/3,��
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AK+ 2���* �,�!; �	�(+ $���G-&,+#&����J��$'&��%��;S� �%� $4�)"#� [

� � �



N
ew

 M
em

be
rs

fr
ag

m
en

t
M

et
ho

d 
C

al
ls

fr
ag

m
en

t
M

et
ho

d
C

al
ls

N
ew

M
em

be
rs

try {
  RESULT:
  next_stub.THIS_CALL
} finally {
  ((STUB) next_stub).extra_stub.reset();
}

private THIS_INTERFACE next_stub;

private THIS_INTERFACE next_stub;
public Logger extra_stub;

try {
  RESULT:
  next_stub.THIS_CALL
} catch (RemoteException e) {
  extra_stub.replayLog(next_stub);
  RESULT:
  next_stub.THIS_CALL
} finally {
  extra_stub.recordCall(METHODNAME, arg);
}

? 46>K^:;0/ �:� � ���cH`=:/.JQ;C@K>KRg/12[70,ZJQHM; ��=B= CkHM_6/N70He_6HM>F;P/��[^:/3,n7C,-,0462B<3/W<?9:/3< E fhHM462Y7

<1HU=B/�JQ;C@K>MR+/32Y70, H � 9:4V<?9 <3_6/3@K;~709:/�_6HK>1IW70Hz@�,0fh/3<34uaA<{,0^B]:,0/d7gHOJj709:/�4V2[70/3;nJ @K<3/{R+/1709:HU=B,��
L�9B/ ��HM>M>K/3;.46R+f:_V/3R+/32Y7?@O7046HM2p46,.HMR+4V7P7C/1=�JQHM;.]:;0/dT`4V7�F 	}4u7WRI@K4V2Y7?@K4V2:,N@�TM/1<170HM; HOJcR+/1709:HU=
<3@K_6_k2A@ORg/1,�@K2:= 7C9:/146;+<3HM;P;0/3,PfXHK2:=:462B>�@K;0>K^:Rg/12Y7C,�@O2:= Rg@ E /1,�^:,P/8HKJW;P/ �A/1<17C4VHM2 HK2 7C9:/
#H����% �8%�3�Lp@O;0>M^:R+/32Y7�70H HQ;0/�N4In4V2YTMH E /w709:/WRg/d7C9:H`=:, � 9:/128;0/1f:_l@GF`462B>e709:/W_6HM>:�
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]h/39:@$T`4VHM;kHKJq709:/ ��HM>M>M/1;�,0/3/12�@K]hH$TM/U� I

L�9:/-<3H`=:/jJQ;0@K>MR+/32Y7C,L,09BH � 2{4V2 ? 46>M^:;P/@�:� �K� @K;P/-^:,P/3=�JQHM;L@ �U/3,P,046HK2:4SR1/-7C;0@K2:,nJQHM;0Rg@O7C4VHM2
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private THIS_INTERFACE next_stub;
private THIS_INTERFACE extra_stub;
private TrafficDirector traffic_director;
private class TrafficDirector {
  private boolean primary_ok;
  public TrafficDirector() { primary_ok = true; }
  public boolean isPrimaryOk() { return primary_ok; }
  public void sawException(Exception e) {
    if (primary_ok)
      primary_ok = false;
  }
}

if (traffic_director == null)
  traffic_director = new TrafficDirector();
try {
  if (traffic_director.isPrimaryOk() {
    RESULT:
    next_stub.THIS_CALL
  } else {
    RESULT:
    extra_stub.THIS_CALL
  }
} catch (RemoteException e) {
  traffic_director.sawException();
  throw e;
}

? 46>M^B;0/'�:� � % ���cH`=:/.JQ;C@O>MRg/12Y7C,�JQHM; ���-=:=	� � 4V7C<?9 �eJQHK;ZJ @K46_VH TK/3;
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private THIS_INTERFACE next_stub;

try {
  RESULT:
  next_stub.THIS_CALL
} catch (RemoteException e) {
  RESULT:
  next_stub.THIS_CALL
}

? 46>K^:;0/'�B� �M� ���cHU=:/.JQ;0@K>MR+/32Y7C,�JQHM; �U/1,0,P46HM2:4PR3/.JQHM;�;P/17C;4F
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