Modular Typestate Verification
of Aliased Objects

Kevin Bierhoff * Jonathan Aldrich

March 2007
CMU-ISRI-07-105

School of Computer Science
Carnegie Mellon University
Pittsburgh, PA 15213

*Institute for Software Research, Carnegie Mellon Univerkiyjn.bierhoff @ cs.cmu.edu.
fInstitute for Software Research, Carnegie Mellon Univerpityathan.aldrich @ cs.cmu.edu.

This work was supported in part by NASA cooperative agreement NNAO5CS30A, NSF grant CCF-0546550, and
the Army Research Office grant number DAAD19-02-1-0389 entitled “Perpetually Available and Secure Information
Systems”.



Keywords: Protocol enforcement, typestates, aliasing, permissions.



Abstract

A number of type systems have used typestates to specify and statically verify protocol compli-
ance. Aliasing is a major challenge for these systems. This paper proposes a modular type system
for a core object-oriented language that leverages linear logic for verifying compliance to more ex-
pressive protocol specifications than previously supported. The system improves reasoning about
aliased objects by associating references with access permissions that systematically capture what
aliases know about and can do to objects. Permissions grant full, shared, or read-only access to
a certain part of object state and allow aliasing both on the stack and in the heap. The system
supports dynamic state tests, arbitrary callbacks, and open recursion. The system’s expressiveness
is illustrated with examples from the Java I/O library.
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Introduction

In well-written software, different parts of the program interact with each other through abstrac-
tion boundaries (interfaces) that hide state and side effects from each other. Although interfaces



facilitate understanding and using software, clients of an interface cannot be oblivious to hidden
side effects. They typically have to follow a certairotocolin using the interface that is intricately

tied to the implemented functionality. For example, clients of a stream interface are expected to
first read and then close streams and not vice versa. Conformance to such protocols is notoriously
hard to verify.

Typestates [30] offer a lightweight way of specifying interesting protocols [4] using abstract
state machines. Typestates refine the fixed types of objects with changing abstract states. Opera-
tions perform “state transitions” on objects that change their state from one to another. Fugue [11]
is the only existing typestate-based object-oriented protocol verification system that we know of.

This paper improves Fugue’s reasoning power on two fronts: (1) We propose a type system
that can verify compliance to more expressive specifications than previously supported. (2) We
improve modular reasoning about protocol compliance of aliased objects. Preliminary case studies
suggest that these improvements combined let us go beyond reasoning about objects in isolation
and capture object collaborations to some extent.

Expressive protocols.In earlier work we proposed to increase the expressiveness of existing
typestate-based protocols to better match object-oriented software [4]. In particular, we found the
need torefine protocols in subclasses and to relate different objects to one another. The former
gives freedom in extending base classes; the latter captures common programming patterns such
as dynamic state tests and binary methods. Our proposal was based on a hierarchical notion of
state spaces similar to Statecharts [19] that can model orthogonal concerns separately and allows
protocol refinement with more fine-grained states. Specifications became logical expressions that
could relate objects.

This paper contributes a modular type system that can verify correct usage and implementation
of such expressive typestate protocols. Our verification approach is highly inspired by Fugue [11].
We extend state invariants, packing, and frames to work in our context. We improve support
for inheritance in comparison to Fugue by decoupling states of frames and reducing overriding
requirements. Details about our specification approach will be provided in sect. 2.

Reasoning about aliased objectsModular verification of protocol compliance in the pres-
ence of aliasing is notoriously hard. It basically involves tracking the abstract state of all visible
objects and updating these states according to specified state transitions when methods are called.
The problem is that method calls could involve invisible manipulation of relevant objects through
aliaseg(i.e. other references to those objects). A simple remedy is to enforce that objects have only
one reference, ensuring thdimearity [32]. Since no aliases exist, typestate changes through the
one available reference are straightforward to track.

Linearity is extremely restrictive in practice because even method calls (i.e. stack aliasing)
become a challenge, let alone storing references in fields (i.e. heap aliasing). Therefore, most
approaches to protocol verification allow some amount of aliasing (e.g. [10, 21, 8]). Ultimately,
however, permanent state changes require linearity (or at least all aliases to be in scope [10, 11,
15]). Many systems also suppaittaring(i.e. heap aliasing [12, 15, 21, 8]) of objects, but sharing
fixes the stateFocusingconstructs allow temporarily leaving a state, but objects have to return
to their fixed state before other aliases access them [12, 15]. Some systems also permit harmless
read-only access [21, 8]. In summary, state changes are only permitted if linearity guarantees the



absence of unexpected callbacks.

This paper proposes to take the opposite route: as a first approximation, objects always have
to be prepared for callbacks. It is the object’s protocol that should govern when calls can occur,
not the object’s linearity. This work shows that such an approach is feasible. Our approach is
to use fine-grained access control to objects in order to constrain possible state changes through
invisible aliases; object linearity is no longer needed. Specifically, weausess permissions
to keep track of what a reference can do to and knows about the referenced object. A permission
grantsfull, shared or pureaccess to a particular part of the object’s state. Other (possibly invisible)
permissions to the same object are guaranteed to be consistent: either a distinguished writer (full
permission) co-exists with many readers (pure permission) or many writers (shared) co-exist with
many readers (pure) of the same state.

Permissions express design intent by capturing very precisely what access a method needs to an
object. Since they are resources, we use linear logic [17] to combine permissions into expressive
protocol specifications. Correspondingly, linear logic reasoning is used to track permissions as
they flow through the program. Newly created objects have one full permission for the entire
object state. As aliasing occurs, permissionssaté according what access each reference needs.
Fractions [5] keep track of splits so that they candaeed after temporary aliasing. The flexibility
achieved with fractions was indispensable when specifying Java iterators [3]. Splitting and joining
is handled transparently to the programmer.

In summary, contributions to reasoning about aliased objects include the following. (1) Dif-
ferent references can be constrained to modify orthogonal parts of the referenced object without
knowing about each other. This relates state spaces to data groups [24]. (2) An object’s state can be
partially fixed, giving shared and read-only permissions the abiligstume state. (3) Objects
can depend in their invariants on all other objects, even read-only ones. (4) Under certain condi-
tions, a fixed state can be left later even if the object was previously aliased in the heap. We point
out that (1) and (2) directly leverage our hierarchical notion of state spaces in access permissions.

Benefits. By allowing object aliasing with permissions and relating objects using linear logic,
our approach can capture protocols involving object collaborations such as iterators [3] and stream
pipes (sect. 2). Clients and implementations can be checked for compliance to such protocols.
To our knowledge, existing typestate-based verification systems lack expressive power needed for
these protocols. Furthermore, our approach helped expose a way of breaking an internal invariant
of a frequently used class in the Java standard libjavg.io.BufferedinputStream

Compared to global analyses [1, 20], our approach promises more scalability and less brit-
tleness. Since it operates modularly, it assists programmers like a compiler in using interfaces
correctly. At the same time we can handle arbitrary callbacks and open recursion, issues that are
difficult to handle in modular approaches. We can also verify correct wsagjienplementation of
dynamic state tests. Dynamic tests have received surprisingly little attention [8] considering how
common they are (e.g. for testing if a stream is open or a collection is empty).

Outline. The remainder of this paper is organized as follows. In the following section we
introduce our typestate specification approach. We give an overview of our formal verification
approach in section 3. Section 4 formally defines a object-oriented language with expressive type-
state specifications. We discuss protocol verification using this calculus in section 5. Section 6
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Figure 1: Simple and refined input stream protocols

describes the problem BufferedinputStream that we found. Soundness of our approach
for a core fragment of specifications is proven in section 7. Section 8 compares our approach to
related work. We conclude in section 9.

2 Typestate Specifications

2.1 Protocols as State Machines

Typestates define protocols as state machines. For example, a simple model of an input stream
would have two statespen andclosed. The stream can be read as long as bpen (fig. 1).
Notice that states have an intuitive meaning even though their concrete names are irrelevant.

In an object-oriented language we can associate a class with such a state machine. States
express abstractly what conditions an object satisfies at a given time (e.g., it is “open”). They
respect object encapsulation because states do not correspond to concrete fields in an implementa-
tion. Methods can be specified with the state transitions they can perfornc{esg, transitions
from open to closed). In this approach, methods are specified independently from each other and
state transitions are reminiscent of traditional function types. This allows verifying typestate-based
protocol specifications in the manner of a type system.

2.2 State Refinements and Dimensions

Rather than defining the possible states of an object with a “flat” set of mutually exclusive states,
we modelstate spacessing dimensions and refinements [4] that loosely correspond to AND- and
OR-states in Statecharts [19].

State refinementan be used to distinguish more fine-grained conditions within a state. For
example, we could refinepen into two mutually exclusive statesithin andeof to distinguish
whetherread returns a character or the “end of file” (EOF) token (fig. 1). The ideatafe
dimensionss to separate independent aspects of object behavior. For example, Java input streams
can be “marked” and later “reset” to the marked position [4]. This is possible independently of
the stream’s current position. Thus dimensions obviate the need for “combination” states such
as “marked and within” and allow specifications to focus on dimensions of interest. Technically,
dimensions are just independent refinements that start from a root stateatialed\t runtime, an
object will be in exactly one state in each applicable dimension. The state space of streams could



e.g. be specified as follows. Note that each dimension has a unique name.

stream = open, closed refines alive;
position = within, eof refines open;
mark = unmarked, marked refines open;

Subclassemherit the superclass’s state space and are free to add their own refinements. This
conveniently ensures that states of subclasses always correspond to (possibly more coarse-grained)
states of superclasses [4]. Note that dimensions or state®tdmrrespond to implementation
fields. Insteadstate invariants tidield values to states (see sect. 4.4).

2.3 Access Permissions

A major complication in verifying protocol specifications is that different variables calidg the
same object. Care must be taken to keep the “views” of those aliases, i.e. what they assume about
the referenced object, consistent.

Our approach is to associate references atbess permissioriRat are guaranteed to remain
consistent. A permissioperm(z,n, A) grants different levels of access to a parof the state
space (e.g., a state dimension) to a variablBermissions optionally carry additional information
A about the exact state inside the part of the state space they cover (omitted otherwise). We use
the following access levels.

o full permissions give exclusive right to can change state.

e share permissions give shared modifying access. Msimgre permissions may be around,
but nofull permission. This is the de-facto access level in languages without aliasing control
such as Java or C#.

e pure permissions give read-only access. There may be qiner permissions aneither
onefull permissioror severakhare permissions around.

For examplefull(this, position, within) represents &ll permission to change state in the-
sition dimension of an input stream namiduks that is currently in thevithin state. Permissions to
different dimensions of the same object do not interfere and can therefore be used to independently
change in “their” dimensions.

As atechnical device, we use fractions [5] to keep track of permission splitting. This lets us e.g.
“collect” all share permissions to regainfall permission. We usually omit fractions in examples
but sect. 4.3 will make fractions precise. Unlike in existing work [5], we use fractions not to fully
avoid interference but to keep permissions consistent and to allow temporary aliasing.

2.4 Linear Logic Specifications

As input streams illustrate we need considerable flexibility in specifying methods. In particular, it
is crucial to relate states of method receiver, arguments and results to each other and allow non-
deterministic behavior [4, 3]. Both are exhibited by tkad method that can transition teithin

or eof and indicates its choice by returning different values.
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To achieve this expressiveness we specify methods with the decidable multiplicative-additive
fragment of linear logic [17] (MALL). Method pre- and post-conditions are separated with a linear
implication (—o) and use conjunctiorny), internal choice{), and external choiceg).

The following example specifies thead method for Java input streams. It requireshare per-
mission for the receiver'spen state. The post-condition on the right-hand side of the implication
is an external choice between conjunctions indicating that the caller has no influence on whether
read will return a character or EOF.

share(this, position) — (result> 0 ® share(this, open))
@ (result= —1 ® share(this, open, eof))

For a more complex example, consider the “pipe” implementation in the Java I/O library [4]. A
pipe is created by connecting’gppedOutputStream  (called “source”) to &#ipedinputStream
(called “sink”). Callingread on the sink will return the next character from a private buffer. The
source’swrite  method deposits characters into that buffer using the smecsive  method.

The source signals that it is closed by invokimegeivedLast  on the sink.

Fig. 2 shows how the sink side of the pipe can be specified using our approach. (For simplicity,
we do not consider the sink as a subclaskptitStream  here.)

Connecting the pipe (using the sink’s constructor) creates two shared permissions to the sink.
One is used by the source for callsreceive and is “consumed” by the sink when calling
receiveLast . Only then can the sink readof and join the two shared permissions (from the
source side and the sink’s client) to close the stream. We use explicit fractions (see sect. 4.3) to
ensure the presence of exactly two shared permissions. They allow us to permanently change the
sink’s state taclosed even though it was previously aliased in the heap. To improve readability,
the explicit fractions needed for this example are expressedhaifhpermissions that represent
share permissions with “half” (/2) fractions as detailed in section 4.

Notice how different kinds of permissions with different assumptions, e.gead , close
andisClosed , express design inteaind allow aliasing: permissions capture what part of the
object’s state a method can affect. Aliasing is permitted because other permissions can exist while
a method executes.

The specification prevents several error conditions that cause runtime exceptions in the Java im-
plementation: (1) closing the sink before the source, (2) callrogive afterreceiveLast
and (3) reading from a closed sink.

3 \Verification Approach

In the remainder of the paper we formalize sound modular verification of typestate specifications
based on access permissions for a core object-oriented language based on Featherweight Java (FJ,
[22]). This section summarizes our verification approach before the following sections go into
more detail.

A set of expression checking rules track state and permission changes. The rules are syntax-
directed up to reasoning about permission requirements for e.g. method calls. The intuition is that a
method body “guides” the search for a proof that the method’s post-condition can be satisfied from
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class PipedinputStream {
stream = open, closed refines alive;
position = within, eof refines open;
buffer = empty, nonEmpty refines within;
filling = partial, filled refines nonEmpty;
source = sourceOpen, sourceClosed refines nonEmpty;

public PipedinputStream(PipedOutputStream src)
full(src, alive, raw) — half(this, open)  full(src, alive, open)

void close() : half(this, open, eof) — unique(this, alive, closed)
boolean isClosed() : pure(this, alive) — (result= true ® pure(this, alive, closed))
@ (result= false ® pure(this, alive, open))

int read() : share(this, open) — (result > 0 ® share(this, open))
@ (result= —1 ® share(this, open, eof))

void receive(int b) - half(this, open) ® b > 0 — half(this, open, nonEmpty)
void receivedLast() : half(this, open) — 1

Figure 2: Javd&ipedInputStream protocol (simplified)

its pre-condition by telling the checker which implications (i.e. methods) to apply in which order.
Resource management, i.e. decisions about which permission to use when, is handled transparently
with linear logic reasoning.

Behavioral subtyping.A state space is associated with each class. Subclasses inherit state
spaces and can define additional state refinements. Overriding methods are free to define their
own specifications, e.g. by using more fine-grained states. We devise a simple check that ensures
behavioral subtyping [26] between overridden and overriding methods.

Primitive BooleansBooleans are primitive and a conditional construct allows us to statically
distinguish outcomes of Boolean tests. This lets us encode dynamic state tests and statically rea-
son about their correct implementation. Typestatesakneed a runtime representation in our
approach. Protocol compliance is fully guaranteed at compile time.

Let-normal form.We syntactically distinguish pure terms (in particular of Boolean type) from
expressions. Terms cannot affect permissions while expressions can. We require arguments of
atomic expressions (such as method calls) to be terms in order to simplify permission reasoning.
Results of expressions can be bound to fresh variables udetg aonstruct. It can be used to
simulate recursive expressions [27, 8].

Data groups.We map each field into a part of the class’s state space. Thus nodes in the state
space serve as data groups for object fields [24]. A modifying permission to a data group only



permits assignments to fields contained in it.

State invariantsState invariants define abstract typestates in terms of permissions to fields. For
example, a file-based stream, while open, could require a field to hold a valid file descriptor. Only
states within a field’s data group (and class) can depend on the field. State invariants serve as an
explicit abstraction function between class interface and implementation. They let us reason about
clients of a class fully separately from the class itself. They also let us verify that an implementation
is conforms to its interface.

Unpacking.Permissions are explicitynpackedn order to gain access to fields [11]. Accessis
granted according to state invariants implied by the permission’s state assumption. Full and shared
permissions grant modifying access while pure permissions grant read-only access to fields. Be-
cause of inheritance, only permissions to the method receiver can be unpacked. After manipulating
fields, objects can be re-packed into a potentially different state.

Intermediate packingThe receiver must be fully packed before method calls. This guarantees
that objects are consistent in case of a callback. This is not a strong restriction because the object
can always be packed to an intermediate state. But it lets us enforce that only one permission is
unpacked at any time, allowing us to appbcus[12] when unpacking shared permissions. Note
that we could avoid intermediate packing in the absence of callbacks.

Frame permissiongObjects are compartmentalized into frames [11]. Each frame corresponds
to a class in the object’s subclass hierarchy. The frame corresponding to the object’s runtime type
is calledvirtual frame We associate each frame with a sepafedene permission A frame’s
abstract typestate can only depend on fields defined in the same frame and the abstract state of the
inherited frame.

Open recursion A frame permission to an object’s virtual frame is call@gect permission
Frame permissions are needed for unpacking and statically dispatched calls while object permis-
sions are needed for dynamic dispatch. Dynamic dispatch can treat object permissions (to the
receiver) as frame permissions (to the virtual frame). This only requires methods to be overridden
as in Fugue [11] if they need frame permissions but overriding is not required for methods that
only need object permissions.

Soundnesdntuitively, for every permission we maintain the invariant that the statically tracked
state assumption is a sound approximation of the referenced object’s runtime state (unless it is
unpacked). While an object is unpacked we ensure that field assignments do not affect other
permissions. Packing brings the object into a new state that is soundly approximated by other
permissions. Since at most one object is unpacked at any time we are guaranteed that objects are
consistent with the permission that is used for unpacking them. Using these intuitions, we prove
soundness of a core language fragment in section 7.

4 Formal Language

4.1 Syntax

Fig. 3 shows the syntax of a simple class-based object-oriented language. The language is inspired
by Featherweight Java (FJ, [22]); we will extend it to include typestate protocols in the following



programs PR

(CL,e)

classdecl. CL := classCextendsC' {FRINM} I, Nin fig. 5
fielddecl. F = f:Tinn
method decl. M == Tm(Tz): MS =e¢ MS in fig. 5
refinements R := d=75refines s
terms ¢t == x| [ | true | false atoms
| tyandty | t;orty | nott connectives
expressions e = t | f | assign f:=t terms, fields
| newC(t) | to.m(t) | super.m(¢f)  construction, calls
| if(t,e1,e2) | letx =e; iney condition, binding
values v == [ | true | false
references r = x| f |
types T == C | bool
nodes n == s | d
classes C fields f variables =z methods m
locations [ states s dimensions d

Figure 3: Base language syntax

subsections. We identify class&S)( methods %), and fields () with their names. We use an
overbar notation to abbreviate a list of elements. For exampld, = z,:1%, ..., x,:T,. Types
(T') in our system include Booleansdol) and classes.

Programs are defined with a list of class declarations and a main expression. A class decla-
ration C'L gives the class a unique narieand defines its fields, methods, typestates, and state
invariants. A constructor is implicitly defined with the class’s own and inherited fields. Figlds (
are declared with their name and type. Each field is mapped into a part of the state Hpatasan
depend on the field (details in sect. 5.2). A methdf) declares its result type, formal parameters,
specification and a body expression. State refinem@nisll be explained in the next section;
method specificationd/ S and state invariantd’” are deferred to sect. 4.4.

We syntactically distinguish pure termisand possibly effectful expressiors Arguments
to method calls and object construction are restricted to terms. This simplifies reasoning about
effects [27, 8]. A translation from a more conventional syntax with recursive expressions into our
let-normal form is straightforward. Notice that neither field access nor assignment are prefixed
with a term. This syntactically restricts field access and assignment to fields of the receiver class.
Explicit “getter” and “setter” methods can be defined to give other objects access to fields. We
define the result of an assignment to be pheviousfield value.



class C'extends O’ { FR ...} refinements(C’') = R

refinements(Object) = - refinements(C) = R/, R
ninrefinements(C) CF A wf CFAywf CH A wE Ay # Ay CH Ay wi
d =Srefines s € refinements(C) ¢ r-pwi CHFn<n” Ckn<n
Cks;<d ChHd<s CkEn<n Ckn<n
d =S refines s* € refinements(C) d = s’ refines s* € refinements(C) d # d'
CHd#d
Ckny<ny CkEni#n, Chkna<nl CHA#A CHA#A

CF ny # ny CFA#A CFrA QA #A
CrA#A Ckn/<n CHAa<n CHA @ Awf
C"Al@AQ#A Ckn'<n O"A1®A2‘<TL
CHA2<n CHA®AW CFHA<n Y :CFA<nimpliesn <n
CHA®A <n CHAKN

Figure 4: State space judgments

4.2 State Spaces

State spaces are formally defined as a list of state refinements (see fig. 3). A state refif®ment (
refines an existing state in a new dimension with a set of mutually exclusive sub-states. ¥e use
andd to range over state and dimension names, respectively. Amdde state space can be a
state or dimension. State refinements are inherited by subclasses. We assume a edivestad¢
is defined in the root clag3bject .

We define a variety of helper judgments for state spaces in figfithements(C') determines
the list of state refinements available in classC' - A wf defines well-formed state assumptions.
Conjunctive assumptions have to cover orthogonal parts of the state space.< n’ defines the
substate relation for a clasS.+ A # A’ defines orthogonality of state assumptiodsand A" are
orthogonal if they refer to different (orthogonal) state dimensi@gns. A < n defines that a state
assumptiod only refers to states underneath a root nadé' - A < n finds the tightest such.

4.3 Access Permissions

Access permissions give references permission to access an object. Permissions to objects are
uniformly represented withccess(r, n, g, k, A) (fig. 5). (For simplicity, we omitted; and & in
section 2.) The components have the following meaning.

e Permissions are granted to referencefeferences can in general be variables, locations,
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and fields (of the current receiver object) that are defined in the current scope.

e Permissions apply to a particulaubtreein the space space of The subtree is identified
by its root noden. The root node is a state or dimension defined’'inOther parts of the
state space are unaffected by the permission. The type system can always assume that the
referenced object is in state

e Thefraction functiong tracks for each node on the path frento alive a symbolic fraction
[5]. The fraction function keeps track of how often permissions were split at different nodes
in the state space so they can be coalesced later (see sect. 5.5).

e Thesubtree fractiont encodes the level of access granted by the permisgion.0 grants
modifying accessk < 1 implies that other potentially modifying permissions exist. Frac-
tion variables range over fractions strictly greater than 0. The different access levels are
summarized in the following table.

Access Ievel\ This permission Other permissions \ Subtree Fraction
full exclusive modifying access only read-only k=1

share shared modifying access  modifying and read-only 0 < £ < 1
pure read-only access modifying and read-only k£ =10

e An optional state assumptioml expresses additional state knowledge within the permis-
sion’s subtree. Modifying permissions can be used to change the current state within the
permission’s subtree. If other modifying permissions exist then the state assumpéon is
porary, i.e. lost on any effectful expression (because the object’s state may change without
the knowledge of). Thus onlyfull permissions can permanently make state assumptions
until they modify the object’s state themselves. If no state assumption is given then the object
is still guaranteed to be in state

As mentioned above, the subtree fractiolets us recover our original three permission kinds
that we write adull, share, andpure. They can be encoded as follows. Note that this equates
full(r,n, g, A) = share(r,n, g, 1, A) which conforms with our intuition.

access(r,n,g,1,A)
access(r,n, g, k, A)
access(r,n,g,0, A)

full(r,n, g, A)
share(r,n,g,k, A) (k #0)
pure(r,n, g, A)

4.4 Permission-Based Specifications

Objects often dependent on each other. For example, we want to be able to express that an object
is in a particular state only if a Boolean value is true. Since permissions act as linear resources we
use a decidable subset of linear logic connectives to relate multiple objects (fig. 5).

The atoms of our predicate language are the permisgi@msl facts; about Boolean values.
Facts about values have the same role as state information about objects although state information

11



permissions p access(r,n, g, k, A) access perm.

facts ¢ == t=true | t="false boolean values
assumptions A = n | A; @Ay | A1 P Ay node, con;., disj.
fractionfct. ¢ == z | n—u0o variable, mapping
| 9/2 | 91,92 split, extension
fractions k£ == 10| 2z | k/2 full, zero, variable, split
predicates P == p | ¢ permissions, facts
| AP |1 conjunction
| PR&P | T internal choice
| PheP | 0 external choice
| 32:H.P | Vz:HP fraction quantification
method specsMS = P —oF
expr.types F == dx:T.P
statein. N = n=P
initial state [ = initially (3f :T.P,51®...®s,)
fractionterms h = g | k
fractiontypes H := Fract | m — Fract value, function

fraction vars. z

Figure 5: Permissions, predicates, and specifications

A changes over time while factsremain true. These atoms can be combined with the linear
operators multiplicative conjunctiom®(, additive conjunction&), and additive disjunctiondg).
We also include existential¢ : H.P) and universal quantification of fractionss(: H.P) into our
permissions. Quantification of fractions alleviates the programmer from writing concrete fraction
functions in most cases. We will use an existential quantification over types to type all expressions
(E).

Method specifications.Methods are specified with a linear implicationo] of predicates
(M S). This captures the intuition that a method “takes” a number of permissions and returns
potentially different permissions. The left-hand side of the implication (essentially the method
pre-condition) may refer to method receiver and formal parameters. The right-hand side (post-
condition) existentially quantifies the result (a similar technique is used in Vault [10]). We always
refer to the receiver witkhis and usually call the return valuesult

State invariants.We also use predicates to define state invariants. State invariants were pro-
posed in Fugue [11] as a generalization of class invariants. We decided to use linear logic predicates
for state invariants as well\)). In general, several of the defined state invariants will have to be
satisfied at the same time. This is due to the hierarchical nature of the state space and the exis-
tence of orthogonal state dimensions. Usually, state invariants will use existential quantification to
abstract from concrete fraction functions. Each class declares an initial state as a conjunction of
states (). It must be established during object construction.
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4.5 Handling Inheritance

Specifications of object behavior are usually not oblivious to inheritance, and our approach is no
exception. One of the problems is that each class in a class hierarchy defines its own fields and
manipulates them. Fugue proposed to compartmentalize objectbanmtes[11]. Each frame
corresponds to a class in the object’s class hierarchy.

Unlike state refinements, state invariants@oeinherited by subclasses. Separate state invari-
ants for each class let us associate separate typestates with each frame. The state of the “virtual”
frame (that corresponds to the runtime type of the object) represents the overall state of the object.
Fugue essentially forced all frames of an object to be in the same typestate. Moreover, all methods
had to be overridden by all subclasses. Callsuperwere possible and essentially required in
order to keep frame typestates consistent.

Following previous work we allow subclasses to explicitly express their expectations of the
super-frame’s state, thereby decoupling typestates of different frames. This is for example neces-
sary for defining a buffered stream as a subclass of a “filter” that forwards calls to an “underlying”
stream, as implemented in the Java I/O library [4]. The filter’s state is always the same as the
underlying stream’s. But the buffered input stream caches characters internally and can therefore
still be in statewithin while the inherited filter is alreadsof.

In order to realize this idea we allow the specification of permissionsdper in state in-
variants. State invariants can refer to fields defined in the current class and typestates of the imme-
diately extended class. Thus all fields are “private” to a class frame.

references r ::= ... |super | thisg super frame, this frame

Thus permissions actually give access to a particular frameobjeet permissionwe defined
in sect. 4.3 are permissions to the “virtual frame”. They can be used for “entering” an object
through a dynamically dispatched call. In method specifications we distinguish permissions for
the receiver’s “current” frame witthis  from normal permissions.

Only methods that require frame permissions have to be overridden; this lets us treat object
permissions as frame permissions in dynamically dispatched calls. Permissions for the receiver’s
current frame are needed for methods that access fields. If a method merely forwards calls then
it only needs object permissions and need not be overritidére believe that this distinction
significantly reduces overriding burden.

4.6 Behavioral Subtyping

Subclasses should be allowed to define their own specifications, e.g. to add precision or support
additional behavior [4]. However, subclasses need tbdl@vioral subtypeg6] of the extended

class. Our system enforces behavioral subtyping in two steps. Firstly, state space inheritance con-
veniently guarantees that states of subclaasgayscorrespond to states defined in superclasses

[4]. Secondly, we make sure that every overriding method’s specification implies the overridden

A call can be forwarded to an argument or to the receiver itself. The latter occurs when base class methods
implement functionality in terms of other methods.
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(z:H)el I+ k : Fract
'Fz:H TF1l:Fract T'FO0:Fract TI'Fk/2:Fract

I'Fk:Fract (k#0) 'kFg:m—Fract I'Fg:m—Fract I'tg :n/ — Fract
l'knw—k:n—Fract TFg/2:7n— Fract I'Fg,q¢ :n,n — Fract

Figure 6: Fraction typing

'kr:C CFHA=<n
I'Fg:ups(n) — Fract T'F k: Fract

I' + access(r,n, g, k, A) Permission

Figure 7: Well-formed permissions

method’s specification [4] using theverride judgment (fig. 10) that is used in checking method
declarations (fig. 9). This check leads to method specifications that are contra-variant in the domain
and co-variant in the range as required by behavioral subtyping.

5 Modular Typestate Verification

5.1 Permission Tracking

This section shows how we check method implementations against the permission-based specifi-
cations introduced in the last section. What we describe here is a modular static typestate checking
technique that allows us to guarantee at compile-time that the behavioral specifications of a pro-
gram will never be violated at runtime. We emphasize that our approach does not require tracking
typestates at run time.

We permission-check an expressiowith the judgmenf; A -4 e : 3z : T.P \ €. Thisis
read as, “in valid contextt’ and linear context\, an expressior executed within receiver class
C produces an object of type T and permissiéghand affects fields irf”. The permissions in
A are consumed in the process. We omit the receivevhere it is not required for checking a
particular syntactic form. The sé€tkeeps track of fields that were assigned to, which is important
for the correct handling of permissions to fields. It is omitted when empty. The mankehe
judgment can be 0 or 1 whete= 1 indicates that states of objects in the context may change
during evaluation of the expression. This will help us reason about temporary state assumptions.
A combination of markers withV 5 is 1 if at least one of the markers is 1.

validcontexts I' == - | I'z:T | T,z:H | [l:C | I',q
linear contexts A == - | AP
effects € == - | &, f
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(x:T)el (l:C)el

I'bax:T T-VAR TFHL:C T-Loc
TFtrue :bool '« 'RYE TFfalse :bool | A-SE
- trl I:—bt(l)c;lnd tr2 :thczx;lbOOl T-AND - tf :szoir tf :szcizo:lboo1 T-OR
r II: ;oi::tbzolgjol T-Not b CI/‘ I—(Z/:ec)stends ¢ T-Sus

Figure 8: Term typechecking

Valid and linear contexts distinguish valid (permanent) facjgrom resources4). Resources
are tracked linearly, forbidding their duplication, while facts can be used arbitrarily often. (In
logical terms, contraction is defined for facts only). The valid context types object variables,
fraction variables, and location types and keeps track of facts about terfsction variables
are tracked in order to handle fraction quantification correctly. The linear context holds currently
available resource predicates.

Fractions and fraction functions are formally typed in figure 6. Note that fraction function types
keep track of exactly which nodes are mapped. We use this to check that the fraction function of
a permission covers exactly the nodes between (and including) the permission’s root node and the
state space roatlive. Fraction typing lets us define permission validity (figure 7

The judgment’ - ¢ : T types terms (figure 8). It includes the usual rule for subsumption using
nominal subtyping induced by tlextends relation. Term typing is used in expression checking.

Our expression checking rules are syntax-directed up to reasoning about permissions. Permis-
sion reasoning is deferred to a separate judgrherd - P that uses the rules of linear logic to
prove the availability of permissionB in a given context. This judgment will be discussed in
sect. 5.5. Permission checking rules for most expressions appear in fig. 9 and are described in
turn. Packing, method calls, and field assignment are discussed in following subsections. Helper
judgments are summarized in fig. 10. The notafign]e substitutes for occurrences of in e.

e P-TERM embeds terms. It formalizes the standard logical judgment for existential introduc-
tion and has no effect on existing objects.

e P-HELD checks field accesses in a similar way to PRW.

e P-NEW checks object construction. The parameters passed to the constructor have to satisfy
initialization predicate” and become the object’s initial field values. The new existentially
guantified object is associated with a full permission to the root state (with full fraction) that
makes state assumptions according to the declared startdst@tbject construction has no
effect on existing objects.
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LHt:T T;AF[t/z]P localFields(C) = f: T T;AF [fi/x]P

T ANt Tg.Tp  TERM D;AFY fi: 32 : TP P-HELD

F'E¢:T init(C)=(3f:T.P,A) T;AF[t/f]P
;A R0 new C(t) : 3z : Cfull(z, alive, {alive — 1}, A)

P-NEw

(F,t:true ),Al—lelzlepl\Sl
['Ft:bool (I,t=false );AF ey:Tz:T.P\ &

T ARY if(t e, ep): o T.PLd P\ EUE

;AR e e :T.P\E&E (T,x:T);(A,P)FH ey: By \ &
i = 1 implies no temporary assumptionsAi Fields&; do not occur inA’

P-IF

[ (AA)YEY letx =epiney: By \ EUE, P-LET
(r:T,this: O);PF,e: dresult: T,.P,® T\ & FE = Jresult: T,.P,
override(m,C,Vz : T.P — E)
— : P-METH
T.,mTz):P—oE=eo0kinC
M okinC M overrides all methods with frame permissiongin
P-CLASS

class Cextends C' { FRINM } ok

CLok --Fe:E\&
—— P-PrROG
(CL,e): E

Figure 9: Permission checking for expressions (part 1)

The judgmeninit (fig. 10) yields initialization predicate and initial state for a class. The start
state is a conjunction of states (fig. 5). The initialization predicate is the invariant needed for
the start state.

e P-IFintroduces non-determinism into the system, reflected by the disjunction in its type. We
make sure that the predicate is of Boolean type and then assume its truth in checkiremthe
branch ¢;). Similarly, we assume the falsehood of the predicate in checkinglslebranch
(e2). This approach lets branches make use of the conditional.

e P-LET checks det binding. Since variables are termigt can be used to bind new ob-
jects, fields, or method results in subsequent expressions. The linear context used in check-
ing the second subexpression must not contain permissions for fields affected by the first
expression. This makes sure that old permissions to fields do not “survive” assignments and
packing. Moreover, temporary state information are dropped if the first subexpression has
side effects.
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A program consists of a list of classes and a main expressiorR@GHig. 9). As usual,
the class tableCL is globally available. The main expression is checked with initially empty
contexts. The judgment'L ok (P-CLASS) checks a class declaration. It checks fields, states,
and invariants for syntactic correctness (omitted here) and verifies consistency between method
specifications and implementations using the judgmémk in C'. P-METH assumes the specified
pre-condition of a method (i.e. the left-hand side of the linear implication) and verifies that the
method’s body expression produces the declared post-condition (i.e. the right-hand side of the
implication). Conjunction withT drops excess permissions, e.g. for garbage-collected objects.
Notice that a method itself is not a linear resource since all resources it uses (including the receiver)
are passed in upon invocation.

5.2 Packing and Unpacking

We use a refined notion enpacking11]: we unpack and pack a specific permission. Unpacking

a permission gives access to the part of the object covered by that permission. The access we gain
to fields reflects the kind of permission we unpacked. Full and shared permissions give modifying
access, while a pure permission gives read-only access to underlying fields.

To avoid inconsistencies, objects are always fully packed when methods are called. Thus at
any given time, only one method can unpack an object. To further simplify the situation, only
one permission can be unpacked at the same time. Intuitively, this approach “focuses” [12] on the
permission being unpacked. This lets us improve usabilitghafre permissions by unpacking
them likefull permissions, gaining full rather than shared access to underlying fields (if available).
The syntax for packing and unpacking is as follows.

expressionse = ... | unpack(n,k,A)ine  unpacking
| packntoAine packing

Packing and unpacking always affects the receiver of the currently executed method. The
parameters to packing and unpacking express the programmer’s expectations about the permission
she is unpacking. In particular,denotes the subtree in the state space the permission should cover.

A are the assumptions about states within that subtree that need to be satisfied. For simplicity, an
explicit subtree fractiork is part of packing expressions. It could be inferred from a programmer-
provided permission kind like “share”.

In order forpack to work properly we have to “remember” the permission we unpacked.
Therefore we introducenpacked as an additional linear predicate.

permissions p = ... | unpacked(n,g,k, A)

The checking rules for packing and unpacking are given in fig. 11. Notice that packing and
unpacking always affects permissiongta s¢, the frame of the receiver in which the surrounding
method is defined. (We ignore substitutiontills ~ with a location at runtime here.) PNBPACK
first derives the permission to be unpacked. The helper judgmewietermines a predicate that
describes the receiver’s fields based on the permission being unpacked. It is used for checking the
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body expression. An unpacked predicate is added into the linear context that lets field assign-
ments and packing work correctly. We can prevent multiple permissions from being unpacked at
the same time using a straightforward dataflow analysis [9] (omitted here).

P-Prck does the opposite of PNPACK. It derives the field predicate necessary for packing
the given permission and then assumes that permission in checking the body expression. Notice
how P-RAcK verifies that the receiver was unpacked before. The state assumptian differ
from before only if a modifying permission was unpacked. Finally, the rule ensures that field
permissions do not “survive” packing.

Invariant transformation.The judgmentnv¢(n, g, k, A) essentially determines what it means
to possess an atomic permissaecess(thisy, n, g, k, A) for an object of (runtime) class. Itis
defined in fig. 12. It uses thaurify function (fig. 13) that converts all atomic permissions iptwe
permissions. Unpacking a full or shared permission with root nogields purified permissions
for nodes “above’r and includes invariants following from state assumptions as—is. Conversely,
unpacking a pure permission yields completely purified permissions.

Example: Dynamic State Test&.dynamic state test for a stasds a method with a type like
Vg : alive — Fract.pure(this ,alive, g) — 3b : bool.(b = true @ pure(this ,alive,g,s)) @

(b =false ®pure(this ,alive,g,s')) that can be implemented as follows. This example makes
the simplifying assumption that the object contains a Booleanfli@dthat is true iff the object is
in states.

unpack (alive,0, alive) inlet z = flagin
if (z,pack aliveto sintrue pack aliveto s infalse )

5.3 Calling Methods

We distinguish virtual calls and calls to inherited methods. Checking any method call expression
involves proving the method’s pre-condition. The expression is typed with the corresponding post-
condition. Unfortunately, calling a method can result into callbacks. In order to ensure that objects
are always consistent when called we require them to be fully packed before method calls. This
can be ensured with a simple dataflow analysis [9].

While this rule may seem unnatural at first, it reflects that aliased objects have to be prepared
for callbacks. Note that the packing requirement is not a strong limitation. We can always pack
to some intermediate state. Moreover, intermediate packing removes the need for adoption as in
existing work [12]. Instead, the intermediate state represents the situation where an adopted object
was taken out of the adopting object. Inferring intermediate states as well as identifying where
callbacks are impossible are areas for future research.

Virtual calls. Virtual calls are dynamically dispatched (rule PMQ@ ). In virtual calls, frame
and object permissions are identical because object permissions simply refer to the object’s virtual
frame. This is achieved by substituting the receiver for hbihandthis;.

Super calls.Super calls are statically dispatched (rule BPER). We substitutesuper only
for this;. Recall thatsuper is used to identify permissions to the super-frame. We omit a substi-
tution of this for the receiverthis again) for clarity.
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5.4 Field Assignments

Assignments to fields change the state of the receiver’s current frame. We point out that assign-
ments to a field dmot change states of objects referenced by the field. Therefore reasoning about
assignments mostly has to be concerned with preserving invariants of the receiver. #gain,
packed predicates help us with this task.

Our intuition is that assignment to a field requires unpacking the surrounding object to the point
where all states that refer to the assigned field in their invariants are revealed. Notice that the object
does not have to be unpacked completely in this scheme. For simplicity, each field is annotated
with the subtree that can depend on it. Thus we interpret subtrees as data groups [24], and every
field is mapped into one of them.

The rule P-AssiGN(fig. 11) assigns a given objecto a field f; and returns the old field value
as an existentiat’. This preserves information about that value. It verifies that the new object is of
the correct type and that a suitalfldl or share permission is currently unpacked. By recording an
effect onf; we ensure that information about the old field value cannot flow around the assignment
(which would be unsound).

5.5 Permission Splitting and Joining

Our permission checking rules rely on the ability to prove a permission with the current resources,
written I'; A + P (figure 14). We use standard rules for the multiplicative-additive fragment
of linear logic (MALL) with quantifiers that only range over fractions. This fragment has been
proven decidable [25]. Following Boyland [6] we add a ruleBST that introduces a notion of
substitution into the logic. It allows to substitute a set of linear resources with an equivalent one.

I'AFP P =P
IAFP

SUBST

The judgmentP = P’ defines legal transformations similar to a subtyping judgment in con-
ventional type systems. We use substitutions for splitting and joining permissions with the rules
shown in fig. 15. The symbaE=> indicates that transformations are allowed in both directions.
We explain each rule in turn.

Sym symmetrically splits a permission into two equivalent permissions. Notice how fractions
are split. Asym asymmetrically splits @ure permission off a given permission. Here, the subtree
fractionk is untouched, reflecting the asymmetric split. Both transformations can be inverted.

F-SPLIT-® splits a full permission with a conjunctive state assumption into a conjunction of
full permissions. F-3IN-® inverts F-$LIT-® but requires the fraction on the new root node to
be 1. This guarantees that no additional full or shared permissions exist in the new permission’s
subtree. F splits and conjoins full permissions with a disjunction of state assumptions. Since
only one of the two state assumptions can be true at a given time we do not need to split fractions.

F-DownN limits a full permission to a smaller subtree by moving the root node down in the
state space. The fraction function is appended with additibfralctions for nodes that are above
the moved root. Notice that this operation is only allowed if any state assumptions of the original
permission can be preserved. F>toes the opposite but like FOIN-® it requires the fraction on
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the new root node to be Similarly, P-Up can be used to weaken a pure permission by moving its
root up in the state space. FinallypRGETallows a permission to “forget” its state assumption.
This rule is used to drop temporary state assumptions.

Our splitting and joining rules will maintain a consistent set of permissions for each object.
Permissions to a subtree in the state space of a runtime object are consistent if there exists at most
onefull permission and an arbitrary number mire permissions to the subtree. Moreover, an
arbitrary number othare permissions is allowed to exist if and only if fall permission exists.
Fractionsk of all permissions to the subtree must sum up to (at most) 1. Furthermore, all other
permissions to the object refer to parts of the state space that are orthogonal to the subtree (e.g. in
a different state dimension). Finally, fraction functions of all permissions to an object sum up to
(at most) 1.

6 Breaking an Invariant in Java Buffered Input Streams

To illustrate how verification proceeds, figure 16 shows a simplified version difthe method in
java.io.BufferedInputStream written in our core languag®&ufferedinputStream

buffers characters from an underlying stream to make reading more efficient. In Sun’s current Java
standard library implementation (Java 5 andfil), is responsible for retrieving more characters
from the underlying stream if its character buffer is depleted.

As can be seen we need an intermediate séstds and a marker fieldeading that indicate
an ongoing call to the underlying stream. We also need an additional state refinement to specify
the internal methods that implement reading from the underlying stream. (We assurtiesthat
permissions can be used for callgavate  methods.)

Maybe surprisingly, we have to re-assign field values adtgyer.read() returns. The
reason is that when callinguper we loose temporary state information fitris. Assignment
re-establishes this information and lets us pack properly before calbirgl recursively or
terminating in the case of a full buffer or a depleted underlying stream.

It turns out that these re-assignments@ogjust an inconvenience in our method but point to
a real problem in the Java standard library implementation. It is possible to break an invariant in
BufferedinputStream through a reentrant callback. In a nutshell, if an underlying stream
calls back into the buffer to read then the following happens:

1. The underlying stream is called again, potentially overriding buffer content. If the underlying
stream keeps calling back then the program goes into an infinite loop.

2. The second call into read advances the buffeosfield to pos > 0. Later, the buffer’s
countfield will be set agpos+ bufferlength thereby violating the invariant thabunt <
bufferlength Ultimately, the buffer will try to read behind the end of its buffer array, causing
an undocumentedrraylndexOutOfBoundsException

The following implementation of an underlying stream exposes this problem (tested with Java
6, build 1.6.0_b105, and two versions of Java 5).
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package test.java.io;

import java.io.lOException;
import java.io.lnputStream;
import java.io.BufferedInputStream;

| **
*

*

x/

@author Kevin Bierhoff

public class MaliciousStream extends InputStream {

private BufferedinputStream loop;
private int callCount = O;

public MaliciousStream() {
super();

}

@Override

public int read() throws IOException {
/I never called
return -1,

}

@Override
public int read(byte Db[], int off, int len) throws IOException {
int calls = ++callCount;
if(calls < 2) {
System.out.printin("Recursive read: " + loop.read());
}
System.out.printin("Fill " + calls + " to " +
b.hashCode() + "[* + off + ".." + (off+len) + "1");
if(b[0] = 0)
System.out.printin("Overriding content”);
for(int i = off; i < off + len; i++) {
b[i] = (byte) (calls & OxFF);

}

return len;

}

public void setLoop(BufferedinputStream loop) {
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this.loop = loop;

}

public static void main(String[] args) {
MaliciousStream h = new MaliciousStream();
BufferedinputStream b = new BufferedinputStream(h);
h.setLoop(b);

int i = 0;
try {
int ¢, oldc = -1;
for(; i < 30000; i++) {
¢ = b.read();
if(c != oldc) {
System.out.printin("Character " + i +
" switches to " + c¢);
oldc = c;

}
}

catch (Exception e) {
System.err.printin("Exception in iteration " + i);
e.printStackTrace();

Running themain method will terminate the program with @mraylndexOutOfBoundsException
and produce the following output:

Fill 2 to 17523401[0..8192]

Recursive read: 2

Fill 1 to 17523401[0..8192]

Overriding content

Character 0 switches to 1

Exception in iteration 8191

java.lang.ArraylndexOutOfBoundsException: 8192
at java.io.BufferedInputStream.read(BufferedinputStream.java:239)
at test.java.io.MaliciousStream.main(MaliciousStream.java:57)

The buffer array is filled twice, first with 2’'s and then with 1's. The buffer’s client (taan

method) never sees the 2's because they are immediately overridden with 1's. The exception is
thrown when all characters from the buffer array were read and the buffer attempts to read the first
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cell behind the end of the array. The buffer attempts to read behind the end of the array because its
field count—which indicates how many characters are currently buffered—is larger than the length
of the buffer array, as explained above. We submitted this issue to Sun on 9 March 2007.

In our approach, this problem is avoided. Becdiilse operates on ahare permission, our
verification approach forces taking into account possible field changes through reentrant calls with
othershare permissions. (This is precisely what our malicious stream does.) We could avoid field
reassignments by havimgad require afull permission, thereby documenting that (modifying)
reentrant calls are not permitted for this method.

7 Soundness

This section proves soundness for a fragment of the system presented in the previous sections. To
this end, we define a simple core language with an instrumented dynamic semantics that tracks
fractions for references and states for objects. Since our approach guarantees protocol compliance
at compile time it is not actually necessary to track fractions or states during execution; we only
do this for the purpose of proving soundness.

The dynamic semantics is given as a small-step evaluation semantics that modifies a heap.
Heaps track fractions for references and states for objects. In order to properly manipulate heaps
we need to include fractions into our expressions, e.g., when passing an object as an argument to a
method. It is assumed that typechecking ensures that the used fraction is available according to the
current permission set. One could actually insert fractions into expressions based on typechecking.

Heaps track fractions both for stack and field references. Objects are represehted ras
C(f =k -0)@S, which is read as, “objeetof classC' with field valuess for its fields f. f are the
fields defined in clas€’. The initial £ indicates the fraction that is currently available on the stack
for accessing. The fractions: are fractions of the referenced objects that are helddfjelds.

Compared to the full system, the fragment proven sound has the following limitations.

¢ Inheritance and subtyping are not supported.

e Only permissions for objects as a whole are supported and expresseddas The fraction
k distinguishes purei(= 0), shared({ < £ < 1) and full (¢ = 1) access. Thus, permissions
for dimensions are not supported. Therefore, we do not include state dimensions into the
formal system as they can be easily encoded with separate states for each element of the
cross product of states from different dimensions.

e Specifications are deterministic.

e We assume that all expressions can have effects. This means that temporary state information
is almost immediately forgotten.

In future work we plan to extended this fragment to support structural subtyping, non-deterministic
specifications, and effect tracking for expressions similar to the formal system presented in pre-
ceding sections. We plan to encode inheritance, state dimensions, and permissions for subtrees of
the state space of an object in this extended fragment.

23



Despite the simplified syntax, typing rules of the core language are largely unchanged. The
inve judgment discussed before is dramatically simplified in the absence of permissions for sub-
trees. To simplify the dynamic semantics we assumeitivay(s, k) refers to fieldsf with this. f.

(As before, ifk = 0 then the state invariant is purified, see figure 13.) We allow unpacking arbi-
trary objects, not just the receiver as in the system presented before. We keep insisting that only
one object is unpacked at a time and that objects be packed before any methods are called. This
ensures that effects are only collected for one object at a time (proven in a separate lemma). In
order to so, the typechecking judgment for our core system keeps track of what object is currently
unpacked in a separate context.
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7.1 Core Language Syntax

terms ¢

expressions e

expr. types FE
class decls. CL:
methods M

initialization [
invariants N
references r

predicates P

valid contexts T
stores X

linear contexts A
heaps u

object states S

packing flags u

effects €&
fractions &
class names C
method names m
variable names =z
field names f
state names s
object locations o

O

T

0

k-t

new C(k - t)
k-tm(k-t)

let z=-e;in ey

unpack k-t@Qsin e

pack tto sin e
k-t.f

ti.f =k -ty
dx : C.P

variable

object

term
object construction
method call
binding

unpack

pack

field read
assignment

class C{states srefine alive;C fI N M}
C, m(Cz): P—o3result: C,.P =¢

initially (3f: C.Ps)

s=P

t terms
t.f fields
k- rQs permission
PP conjunction
| Tya: C

| X,0:C

| AP

ko= C(f =k-0)QS

S
Unpacked(k)
Unpacked(s)

-tQs
{t.f} | E1U&

=S |

|
1]
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packed in state

unpacked modifying
unpacked read-only in state
no object unpacked
unpacked object



7.2 Judgment Forms

Judgment

Judgment form

Explanation

Evaluation

Expression typing

Store typing (defini-
tion 1)

Linear logic entail-
ment (figure 14)
Runtime  property
check (definition 5)

7.3 Preservation

el — el

CIX|Alute: E\ElW

S|Au b p
N

pulk-ok P

Definition 1 (Store Typing) If

e dom(X) = dom(u)

In heapu, expressior evaluates te’, changing
the heap tq/, in one step.

In variable context’, storeX;, linear contextj,
and unpacking flag, expressiore has typeF
and may assign to fields ifi and and changes
unpacking ta.’.

With store, linear context), and packing flag
u, heapu is well-typed.

In variable contexi’ and store, linear context
A provesP.

Heapy restricted to stack permissioRs o sat-
isfies propertyP.

e If u = — then all objects in: are packed and no permissionsAnrefer to fields

o If u=Fk, - ounp@s, thenk, - ounp — C(...)@S is the only object unpacked jnand all per-
missions to fields i\ refer to fields oby,, and either (a)k, = 0 and S = Unpacked(s’),
wheres’ < s,, or (b) k, > 0 andS = Unpacked(k,,).

e YVoedom(X): If k-0 C(f =k-0)QS € uthen

—(0:C)exn

— Either S = Unpacked(k) or S = Unpacked(s) and[o/thiginvc(s, 1) is satisfied by
o's fields orS = s and[o/thiglinva(s, 1) is satisfied by’s fields

- w(o,A) <k

— If-|X|AFE -0Qs @ T thenS < s andk’ < k.

— If |E|A F K}-0.f;@Qs® T thenk < k; (ando = ounp) andk,-o; — C,(...)Qs, € pand
s, < s and eitherS = Unpacked(s’), which impliest; = 0, or S = Unpacked(%’)

thenX|Aju b 1

Definition 2 (Heap Manipulations) For a given heap,

o ulk-o— C(f =k-0)QS] replaces the entry fos in 1 with the information given i . ]
o If /-0~ C(...)QS € pthen
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—Ifk —k>0theny—k-o=p[(k' —k)-0o— C(...)QS
—IfE+k<1lthenp+k-o=p[(k+k) o— C(..)QS
Definition 3 (Object Weight) For anyo, p, andA:
e w(o,p) = Zk.oeu k
o w(0,8) =2 ) eak

o wio,u) = kifu=Fk-o0Qs
WO, =190 otherwise

Definition 4 (State Ordering) The relationS < S’ is defined with the following rules:

S<S S<alive Unpacked(s) <s s < Unpacked(s)

Note: These rules equate any statevith read-only unpacking in that stat&jpacked(s)).
Moreover, modifying unpackedJfipacked(k)) is considered a substatealfve. This convention
simplifies store typing because it makes a state informatiiee about an object valid even if that
object is unpacked.

Definition 5 (Property Satisfied at Runtime) If

o k'-o—C(...)0Qs Cpu

e -Jo:Clk-0Qs P (aninstance of |X|A F P)

o k<K
thenulk - ot P
Lemma 1 (Inversion) If T'|X|Alu b e: E\ £]u then
o Ifcisnew C(k-t)thenf = PandE = 3z : C.1-2@s andT|S|A - [6/f]P andu = '

o Ifeisk-t.m(k-t)thenf = pandE = E' andT'|Z|A  [t/thig][t/z] P andT|X ¢ : C and
Y+ t: Candmtype(C,m) =Vz : C.P — FEandx : C,this: C|-|P|— F e, : E\ 0]—,
wherembody(C, m) = 7.e,,, andu = v’ = —.

Lemma 2 (Substitution) If T', z : C|X|A, Plu ke : E\ E|u/, where variableg do not occur in
A and&, and these existd’ and object® such thafl’|X|A" - [o/Z] P thenT'|X|A, [o/Z]|Plu t- e :
E\E&u.

Lemma3 If T|X|Alu ke : E'\ E|u then either (@ = —and& =0 or (b)u = k- t@s and&
contains only fields of.
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Proof: (a)u = — is not a valid precondition for producing effects (using assignment or packing).
(b) By induction on typing derivations, using (a). Only one object can be unpacked at a time,
permission for unpacked object is needed for assignments and packing, and efiapaok
expression ig.

Lemma 4 (Compositionality) If X|Alu b pandA = Ay, A thenX| Ay |u B pand 3| Aglu F p.

Proof: Immediate from the definition of store typing.

Our preservation theorem is strengthened to preserve a “frame” of potential additional per-
missions around the expression being evaluated. This frame property is needed when appealing
to the induction hypothesis. Since expressions are in let-normal form, only one casg:-E;-L
represents a congruence rule that appeals to the induction hypothesis.

The dynamic semantics relies on fractions being part of expressions in order to modify the
heap accordingly, e.g., when reading a field. In typechecking expressions, we tacitly assume that
permissions used for typechecking an expression have the fractions prescribed in the expression.
A surface syntax could omit fractions in expressions and instead insert them automatically based
on the permissions used in typechecking.

Theorem 1 (Preservation) If
o X|AlutFe: E\ &l and

o X|A, A*lu F u, whereA* are extra permissions that contain no temporary state information
and no permissions for fields & and

o ey r— ey
then there exists
e Y DY and

v and

&', where either (ay|u — €'|/ unpacks an objeat, i.e.,u = — andv’ = k - 0@s and
& — & only mentions fields afor (b) £’ C £ and

A’, whereA’ contains no permissions for fieldséh— &’
such that

o |[YA'NWEE:E\E N and

o XA, A* -y and

o Yo edom(u) : w(o,u) —w(o,A) —w(o,u) < wlo,p') —w(o,A") —w(o,u).
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Proof: By structural induction on the derivation effu — ¢’|/'.
CASE E-NEw

plk-oF[6/fIP W' =p—k-o init(C)=(3f:C.P,s) (0" ¢dom(u))
new C(k-o)|p— 1-0"|u",1-0* — C(f =k -0)Qs

Thus,eisnew C(k - o), ¢'is1-o* andy’ = u”’,1-0* +— C(f = k- 0)@s.

1XlAlute: E\ EW Assumption
YA A u b op Assumption
u=u"and€ =P andE = 3z : C.1-zQ@s and:|S|A - [o/f] P Inversion
DefineX = (,0* : C) andu’ = vandf’ = ) = £ andA’ = 1-0*QS

Y OoX By definition
AX A uE 10" i Fx: C.1-2@Qs \ Dlu By rule T-Loc

Vo € dom(ﬂ) : w(07 HJ) - lU(O, A) - ’LU(O, u) = w(o, ILL/) - U)(O, A/) - ’U}(O, U)
k - o move from stack to memory

YA A* W
A’ only holds permission to*, existing objects do not change state, fractionAtrremain valid

CASE E-CALL

mbody(C, m) = Z.e,, mtype(C,m) =Vx:C.P — E'
plk -0,k - ok [o/this][o/z]P all objects packed i

k- o.m(k - o)|u— [o/this|[o/Z]e,, |1

Thus,eisk - o.m(k - 0), €' is [o/this|[6/Z]e,,, andy’ = .

1ElAlute: EN\ EW Assumption
YA A u b op Assumption
& =0andu =u" =—andE = E" and-|X|A F [o/this][o/Z]| P Inversion

x:C,this: C|- |P|—Fe,: E\0— Inversion (cont.)
DefineX = ¥ andu’ = —and&’ =0 = £ andA’ = A

|Z|A]= F [o/thig[o/T]e, - E\ 0]— Substitution
YA A= F Given

Vo € dom(p) : w(o, u) — w(o, A) — w(o,u) = w(o, u) — w(o, A) — w(o,u) No changes
CASE E-LET-C

er|p — eyl

let z=ein e]ur—let xz=cejin e|p

Thus,eislet = =-e¢;in ey ande’ islet z =¢lin es.
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1EAluke: E\ EW” Assumption

YIA A lu b Assumption
A = (A1, Ay) and€ = & U & and no temporary states or fields fréginin A, Inversion
AX|AJu ey : 3z C.P\ & |ug andz : C13|Ag, Plus eyt B\ Eu” Inversion (cont.)
YA |Ju b pandX|Agju b p Compositionality
Apply induction hypothesis, usin@\,, A*) as additional linear context.

Ex. ¥’ O ¥ andu’ and&] andA’, where fieldst; — £; do not occur inA} Fromi.h.
Either (a)u = — andu’ = k - 0@Qs and&] — & only contains fields of or (b) &; C & 1.h. (cont.)
AXA W ey s Fx s CLP )\ Eflug andX | A, Ag, A*u! F 4 i.h. (cont.)
Vo € dom(y) : w(o, p) — w(o, Ar) —w(o,u) < w(o, y') — w(o, A}) —w(o,u') i.h. (cont.)
DefineX = ¥ and&’ = & U & andA’ = (A}, Ay)

Fields& — £ do not occur i\’ £ — & C & and fieldsg; do not occur inA,

YA AW Fromi.h.

Vo € dom(ﬂ) . 'LU(O, /L) - w(Oa A) - ’LU(O, u) < U)(O, ,u,) - ’LU(O, A/) o U)(O, u,)
From i.h.: fractions inA, unchanged

SUBCASE u = — andu’ = k - 0@s and&] — &, only contains fields ob
Ay, A* do not contain permissions for fields of Definition of X|A, A*|u F u
A,, A* do not contain permissions for fields i & — & contains only fields of
AX|A W e BN\ EN By rule T-LET
SUBCASE &] C &
A,, A* do not contain permissions for fields i & C&
AX|AY F e BN ENu” By rule T-LET
CASEE-LET-V

Koo C(.)aSen k<K
let z=Fk-oin ey|lur— [o/x]es|p

Thus,eislet =z =Fk-oin ey, € is|o/x]ey, andy’ = p.

1XIAlute: EN\ EW Assumption
YA A u b Assumption
A= (A, Ay)and€ =& UE, Inversion ore
AX|AJuk-o:3x: C.P\ & |ug andz : C13|Ag, Plus eyt E N\ Eu” Inversion (cont.)
|X|AL F [o/z]P andu = u; and&; = () thusé, = £ Inversion onk - o
Define¥’ = ¥ andv’ = v and&’ = £ andA’ = A

1Z|Alu k€ E\ Eu” Substitution
YA AMu b p Given
Vo € dom(p) : w(o, ) — w(o, A) —w(o,u) = w(o, u) — w(o, A) — w(o,u) No changes

CASE E-UNPACK-MODIFYING
E-o—C(..)Qsen 0<k<k §<s
unpack k-oQsin ée'|u+—— €|u[(k' —k)-ow— C(...)@Unpacked(k)]
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Thus,eisunpack k-oQsin ¢ andy = u[(k' — k) - o+ C(...)@Unpacked(k)].

1ElAlute: EN\ EW Assumption
YA, AMu b p Assumption
A = (k-o@Qs, A")andu =" = —and& =0 Inversion
|3JA” Jo/thislinve (s, k)|k - oQs e - E\ E'|— Inversion (cont.)
DefineY = ¥ andu’ = k - 0@s andA’ = (A", [o/thiglinvg (s, k))

o was unpacked u=—andu’ = k-0Qs

&' — £ = £ only contains fields o Lemma 3
A’ does not contain fields i — &’ E-E =1

ASIANW Fe  EN\E |- From above
YA A ! o was unpackedy’ differs fromA in [o/thiglinvg (s, k)

Vo € dom(l’b) : w(o, l’[’) - ’LU(O, A)U)(O, u) = w(o, :u/) - UJ(O, A/) - w(o, ul)
k - o moves fromu to u/

CASE E-UNPACK-READONLY

E-o—C(..)Qseu s <s
unpack 0-o0Qsin é'|u+—— € |u[k"-o— C(...)QUnpacked(s’)]

Thus,eisunpack 0-0Qsin ¢ andy’ = p[k'-o— C(...)QUnpacked(s’)].

1ElAlute: E\ W Assumption
YA A u b op Assumption
A = (0-0Qs,A")andu = u” = — and& = () Inversion
|3]A” Jo/this]inve(s,0)[0 - 0@s e’ - B\ E'|— Inversion (cont.)
DefineX’ = ¥ andu’ = 0 - 0@Qs andA’ = (A" [o/this|inv(s, 0))

o was unpacked u=—andu’ =0-0Qs
&' — & = & only contains fields ob Lemma 3
A’ does not contain fields iéi — &’ E-E =0
ABIANW Fe BN\ E|— From above
YA A ! o was unpackedy’ differs fromA in [o/this/inv (s, 0)

Yo € dom(y) : w(o, ;1) — w(o, A) — w(o,u) = w(o, i) — w(o, A) — w(o,u)
No changes: 0 fraction unpacked

CASE E-READ

ko-0o—C(...,f=Fk-dag, . . .)QUnpacked(k") e u k <Kk
k-oflur—k-d|(p+k-0)ko-o—C(...,f=(K—k) odQs,...)@Unpacked(k")]

Thus,eisk-o.f ande isk-o andy’ = (u+ k- 0k, -0 — C(....,f = (K —k)-
o,...)@Unpacked(k")].
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1EAluke: E\ EW” Assumption
YIA A lu b Assumption
u=u"=k-oQs, wherek > 0,and€ = ) andE = 3z : Cy.P and-|X|A - [o.f/x]P Inversion
DefineX = ¥ andv’ = uwand&’ = 0 = £ andA’ = [0’ /x| P

JS|Au ko BN Olu By rule T-Loc
YA A u o A" =[dJo.f]A
Vo € dom(pu) : w(o, ) — w(o, A) —w(o,u) = w(o, ') — w(o, A") —w(o, u)

k - o’ moves from field to stack

CASE E-READ-PURE
ko-o—C(...,f=Fk-Jdag, . . .)QUnpacked(s") € u
00 flu— 0.0

Thus,eis0-o.f ande’is0- 0.

1ElAlute: EN\ EW Assumption
YA A u b p Assumption
u=u"=k-oQsandf =0 andE = 3z : C;.P and-|X|A F [o.f/x] P Inversion
K =0 Store typing
DefineY = ¥ andu’ = v and&’ =0 = £ andA’ = [o'/z| P

JE|A w00 EN\ Olu By rule T-Loc

YA A uFop A" = [d'Jo.f]A, 1 is unchanged
Vo € dom(pu) : w(o, u) — w(o, A) — w(o,u) = w(o, u) — w(o, A") — w(o,u) No changes

CASE E-ASSIGN

ki-oo—C(....,f=FK-0,...)@Unpacked(k”) € u ky-0o— C(...)0 QS e u k<ky k">0
W= (pu—Fk-o)+k - -Nk,-0o—C(..,f=k-oq,...)QUnpacked(k")]

o1.f i =k-og|lpr— Kk - 0|y

Thus,eiso;.f :=k-opande’ isk’ - o'.

ElAlute: E\ EW Assumption
YA, A*|u + pand no permissions for fields &éhin A* Assumption
& ={oi.f} andu =" = k, - 0,Qs,, wherek, > 0, andA = (A1, Ay) Inversion
E =32'.P' ® [o1.f/x]|P Inversion (cont.)
|X|AY F [or.f /2| P and-|X|Ag|u k- 09 2 3z 0 Cp.Plu Inversion (cont.)

DefineY = ¥ andu’ = uvand&’ =0 c £andA’ = [0’ /2'|P' @ [o1.f /x] P
A’ does not contain permissions &r— &’ = {o,.f} By definition of A’ and assumption above
1SIAluke B\ Olu By rule T-Loc
YA A u b A" = [o1.f/0s]([0"/o1.f]A) and no permissions far. f in A*
Vo € dom(pu) : w(o, ) — w(o, A) —w(o,u) = w(o, ') — w(o, A") —w(o, u)

k - 0o andk’ - o’ move between field and stack
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CASE E-PACK-MODIFYING
k, -0 C(f =k -o)@Unpacked(k) € . inve(s) is satisfied by o’s fields

pack oto sin €'|uvr— €|p[(ko +k)-0o— C(f =k -0)Qs]

Thus,eispack oto sin ¢ andy’ = u[(k, + k) -0o— C(f =k -0)@Qs].

1ElAlute: EN\ EW Assumption
YA, A*|lu - pand no temporary states or permissionsfan A* Assumption
u =k -0Qs" andu” = — and€ = {o.f} andA = (A", A") Inversion
No temporary states or permissions #of in A"’ Inversion (cont.)
|Z|A" F [o/thiglinve (s, k) and-|X|A” k- oQs|— €' : E '\ 0]— Inversion (cont.)

DefineX = ¥ andu’ = — and&’ = () C £ andA’ = (A", k - 0Qs)
No permissions for fields if — & = {o.f} in A’  No permissions fofo.f} in A” from above

AS|AEE BN\ From above
YA u b p Compositionality
SIAT |-k A" not affected by packing since no temporary states
YA A= k - 0@Qs comes fromu, no temporary states or permissionsfan A*

Vo € dom(ﬂ) : UJ(O, M) o w(07 A) - ’UJ(O, U) = U)(O, ,U/) o w(07 Al) o U)(O, U’/>
k - o moves fromu to p/

CASE E-PACK-READONLY
ko -0 C(f =k-o)@QUnpacked(s) € . inve(s) is satisfied by o’s fields

pack oto sin ¢'|ur+—— €' |ulk,-0— C(f =k-0)Qs]

Thus,eispack oto sin ¢ andy’ = plk,-o— C(f =k -0)Qs].

1XlAlute: E\ EW Assumption

YA, A*|lu + pand no temporary states or permissionsfan A* Assumption

u =k -oQs andu” = — and€ = {o.f} andA = (A", A")

No temporary states or permissions fof in A" Inversion

|Z|A” F [o/this]inve(s, 0) and-|S|A” k- oQs|— €' - E\ 0]— Inversion (cont.)
k=0ands =s Store typing, inversion

DefineX = ¥ andu’ = —and&’ = () C £ andA’ = (A”,0 - 0Qs)
No permissions for fields ifi — &’ = {o.f} in A’  No permissions fofo.f} in A” from above

AZ|A =€ EN0— From above
YA u b p Compositionality
YIA" =+ Only packing changes
SIAA |- 0 - 0@Qs replaces:, no temporary states or permissionsfon A*

Vo € dom(#) : w(07 H’) - w<0a A) - UJ(Oa U) = ’ZU(O, lu/) - W(O, Al) - ’ZU(O, Ul)
No changes: 0O fraction packed
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7.4 Progress
Lemma 5 (Canonical Form) If e is a value there has the fornk - o.

Let-normal form for expressions simplifies proving progress: In closed terms, arguments to
atomic expressionsiéw, method call, field read, etc.) are automatically values. We reflect this
directly in the cases we prove.

Theorem 2 (Progress)If -|X|Alu b e : £\ E|u'—i.e.,e is closed and well-typed—then either
is a valuek - o or else, for any heap st. X|Alu - u, there exists an expressiehand a heap./
with e|p — €| 1.

Proof: By structural induction on the derivation dE|Aju e : E\ E|u'.
CAsE T-VAR N/A: Variable is not a closed term.
CAsSET-LoC
(0:C)e¥ X|AF [o/x]P
1E|Alutk-o:3x: C.P\ Dlu

k - ois a value.

CASE T-NEW _
o:CCY init(C)=(3f:C.P,s) -|X|AF[o/f]P
|Z|AluF new C(k - o) : 3a: C.1- 2@s \ Ofu

YA p Assumption
ko~ C(...)Qs C psuchthat < k" andulk - o+ [0/ f]P Heap well-typed
Definey' = (u — k- 0),1-0* — C(f = k - 0@s)@s (Whereo* ¢ dom(p)) ande’ =1 - o*
elp — ey By rule E-New
CASE T-CALL _

(0:C)eX o0:CCYE -|I'|AF [o/thig[o/f]P

mtype(C,m) =Vz : C.P — F
18IA|=FEk-om(k-0): E\ 0|

YIAFu Assumption
K-o— C(...)Qs e pandk’-o— C(...)Qs C Heap well-typed
k <k andk <k andpulk - o,k - o - [o/this|[o/ | P Heap well-typed (cont.)
Definey’ = o ande’ as|o/this|[o/z]e,, wherembody(C, m) = Z.e,,
elp — ey By rule E-CaLL
CASET-LET

AX|Awu ey Fr C.P\ E|uy x: C|E|Ag, Plug ey : E N\ E|u
No temporary states or permissions frin A,
|Z|A1,A2|u Flet x=e1in ey: E \ & U€2|U/

34



YA p Assumption

SIALF p Compositionality
SUBCASE: ¢; is a value
er=k-o Canonical form
el — [o/x]es|p By rule E-LET-V

SUBCASE: ¢; makes a step
Ex u/ st.eq|pu — e} From i.h.
elp—let xz=¢€lin ey By rule E-LET-C

CAsE T-UNPACK
(0:C)eX E|AFk-0Qs -|X|D',[o/thislinva(s, k)|k-o0Qs e : E\ E|—
Z|A, A'|— Funpack k-oQsin € : E\ (|-

SIAFp Assumption
E-o—C(...)Qs € pst.k <k ands <s Heap well-typed
SUBCASEL > 0

Definey’ = pl(k' — k) - o — C(...)QUnpacked (k)]

elp — ey By rule E-UNPACK-MODIFYING

SUBCASEL =0
Definey’ = pl(k' — k) - o — C(...)@Unpacked(s’)]
elp — ey By rule E-UNPACK-READONLY

CASE T-READ

|2|AF [o.f;/x]P localFields(C) = f: Tk, = 0impliesk =0
1Z|Alky - 0Qs, ko f;: o T P\ Ok, - 0Qs,

YIAFu Assumption
ko-o—C(....fi=k;i-0;...)0QS € pst.k <k Heap well-typed
Definey = (n+ k- 0;)[ko-0— C(..., fi = (ki — k) - 0;,...)QS] ande’ ask - o;
SUBCASEk, >0
S = Unpacked(k,) Heap well-typed
elp — ey By rule E-READ

SUBCASEk, =0

E=0 Implied by typing rule
S = Unpacked(s) Heap well-typed
wW=p Moved fraction is O
el — €e|p By rule E-READ-PURE
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CASE T-ASSIGN
12| AFk-o: 3z Ci. P - |XS|A [0 f; /2| P
localFields(C') = f: C' (o':C") e X K >0
ASIAAK Qs F o fi =Ko 32 Cil.PP @ [0 fi/x] P\ {o1.f}K - Qs

YIAFu Assumption
k:’ o— C(...,fi=k;-o0;...)@QUnpacked(k’) € u Heap well-typed

ko-0;— Ci(...)QS stk <k, Heap well-typed
Definey/ = ((w—k-0) + ki- o)k, - o — C(..., fi = k-o,...)@QUnpacked(k')] ande’ ask; - o;
elp — ey By rule E-ASSIGN
CAST T-Pack

|Z|A F [o/thisinve(s, k) - XA k- o0@Qs|— e E\ 0] — k=0impliess = s
localFields(C) = f: C' (0:C) € ¥ Notemporary states or permissions foyf in A’
|B|A, Ak - 0@s' - pack oto sin e : E\ {o.f}|—

YIAFu Assumption
SUBCASEEL > 0
ko -0 C(...)QUnpacked(k) € u Heap well-typed
o's fields satisfyjo/thiglinve (s, k) |3]A F [o/this]inve (s, k) and heap well-typed
Definey = plk - o— C(...)Qs]
elp — e By rule E-RACK-MODIFYING

SUBCASEL =0

koo C(...)QUnpacked(s”) € u Heap well-typed
s” < s ando’s fields satisfylo/thigjinvo(s”, 1) Heap well-typed
Definey = plk - o— C(...)Qs"]

elp— €| By rule E-FACK-READONLY

8 Related Work

In previous work we proposed more expressive typestate specifications [4] that can be verified
with the approach presented in this paper. We also recently propoieedpure permissions
and applied our approach to specifying full Java iterators [3]. Verification of protocol compli-
ance has been studied from many different angles including type systems, abstract interpretation,
model checking, and verification of general program behavior. Aliasing is a challenge for all these
approaches.

The system that is closest to our work is Fugue [11], the first modular typestate verification
system for object-oriented software. Methods are specified with a deterministic state transition of
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the receiver and pre-conditions on arguments. Fugue'’s type system tracks objects as “not aliased”
or “maybe aliased”. Leveraging research on “alias types” [29] (see below), objects typically remain
“not aliased” as long as they are only referenced on the stack. Only “not aliased” objects can
change state; once an object becomes “maybe aliased” its state is permanently fixed although
fields can be assigned to if the object’s abstract typestate is preserved. There exists no soundness
proof for Fugue.

Our work is greatly inspired by Fugue’s abilities. Our approach supports more expressive
method specifications based on linear logic [17]. Our verification approach is based on “access per-
missions” that permit state changes even in the presence of aliases. We extend several ideas from
Fugue to work with access permissions including state invariants, packing, and frames. Fugue’s
specifications are expressible with our system [4]. Fugue’s “not aliased” objects can be simulated
with unique permissions forlive and “maybe aliased” objects correspond to shared permissions
with state guarantees. There is no equivalent for state dimensions, temporary state assumptions,
full, immutable, andpure permissions, or permissions for object parts in Fugue. We prove a core
fragment of our system sound.

Verification of protocol compliance has also been described as “resource usage analysis” [21].
Protocol specifications are based on very different concepts including typestates [30, 10, 23], type
qualifiers [15], size properties [8], direct constraints on ordering [21, 31], and effective refinements
[27]. None of the above systems can verify implementations of object-oriented protocols like our
approach and only one [31] targets an object-oriented language. Temporary state inforimigtion,
andpure permissions are not supported. Effective type refinements [27] employ linear logic rea-
soning but cannot reason about protocol implementations and do not support aliasing abstractions.
Hob [23] verifies data structure implementations for a procedural language with static module in-
stantiation based on typestate-like constraints using shape analyses. In Hob, data can have states,
but modules themselves cannot. In contrast, we can verify the implementation of stateful objects
that are dynamically allocated and support aliasing with permissions instead of shape analysis.

Because programming with linear types [32] is very inconvenient, a variety of relaxing mech-
anisms were proposed. Uniqueness, sharing, and immutability (sometimes called read-only) [6]
have recently been put to use in resource usage analysis [21, 8]. Alias types [29] allow multi-
ple variables to refer to the same object but require a linear token for object accesses that can be
borrowed [6] during function calls. Focusing can be used for temporary state changes of shared ob-
jects [12, 15, 2]. Adoption prevents sharing from leaking through entire object graphs (as in Fugue
[11]) and allows temporary sharing until a linear adopter is deallocated [12]. All these techniques
need to be aware of all references to an object in order to change its state.

Access permissions allow state changes even if objects are aliased from unknown places. More-
over, access permissions give fine-grained access to individual data groups [24]. States and frac-
tions [5] let us capture alias types, borrowing, adoption, and focus with a single mechanism. Shar-
ing of individual data groups has been proposed before [6], but it has not been exploited for rea-
soning about object behavior. In Boyland’s work [5], a fractional permission means immutability
(instead of sharing) in order to ensure non-interference of permissions. We use permissions to keep
state assumptions consistent but track, split, and join permissions in the same way as Boyland.

Global approaches are very flexible in handling aliasing. Approaches based on abstract inter-

37



pretation (e.g. [1, 18, 13]) typically verify client conformance while the protocol implementation

is assumed correct. Sound approaches rely on a global aliasing analysis [1, 13]. Likewise, most
model checkers operate globally (e.g. [20]) or use assume-guarantee reasoning between coarse-
grained static components [16]. The Magic tool checks individual C functions but has to inline
user-provided state machine abstractions for library code in order to accommodate aliasing [7].
The above analyses typically run on the complete code base once a system is fully implemented
and are very expensive. Our approach supports developers by checking the code at hand like a
typechecker. Thus the benefits of our approach differ significantly from global analyses. It is inter-
esting to note that protocols found by typestate inference in the presence of aliasing [28] are very
similar to what we can enforce. These research directions could be fruitfully combined.

Finally, general approaches to program verification such as ESC/Java [14] and Boogie [2] can
be used to specify and verify protocols. Our approach is strictly less expressive but supports pro-
tocols more directly, includes special-purpose aliasing abstractions, and therefore promises better
automation.

9 Conclusions

This paper proposes a modular type system for verifying usage and implementation of typestate
protocols that supports several forms of aliasing. It allows different references to control separate
parts of an object’s state, leveraging hierarchical state spaces based on state refinement. Multiple
references can have access to the same part of the state either by uniformly sharing access or by
giving one reference full access while the other references can only read but not change the state.
We support expressive typestate protocols as previously proposed [4] and specify protocols from
the Java standard library that were previously hard to capture [3].

We develop these ideas in a type system that tracks “access permissions” to objects with linear
logic [17]. Permissions can be flexibly split and joined using fractions [5]. We extend ideas from
Fugue [11] to connect protocol specifications to implementations. Other novel features include
a principled approach to callbacks and dynamic tests and the interpretation of typestates as data
groups.

In future work we hope to develop a practical system that avoids user annotations in method
bodies. A challenge in this effort will be efficient reasoning about linear logic propositions. Like
any sound static reasoning system, our approach will reject protocol-compliant programs due to
reasoning imprecisions. Sharing and dynamic tests can be used to recover from imprecisions,
but an interesting empirical question will be how often programmers will have to resort to these
mechanisms.

Acknowledgments

We thank John Boyland, Frank Pfenning, Nels Beckman, Sebastian Bossung, and Jason Reed for
fruitful discussions on this topic. The presentation of linear logic follows lecture notes by Frank
Pfenning.

38



References

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

T. Ball and S. K. Rajamani. Automatically validating temporal safety properties of interfaces.
In Proc. of the Eighth SPIN Workshgpages 101-122, May 2001.

M. Barnett, R. DeLine, M. Fahndrich, K. R. M. Leino, and W. Schulte. Verification of object-
oriented programs with invariantdournal of Object Technologg(6):27-56, June 2004.

K. Bierhoff. Iterator specification with typestates. 3th Int. Workshop on Specification and
Verification of Component-Based Systepagjes 79-82. ACM Press, Nov. 2006.

K. Bierhoff and J. Aldrich. Lightweight object specification with typestatesJdmt Euro-
pean Software Engineering Conf. and ACM Symp. on the Foundations of Software Engineer-
ing, pages 217-226, Sept. 2005.

J. Boyland. Checking interference with fractional permissionsintarnational Symp. on
Static Analysispages 55—72. Springer, 2003.

J. T. Boyland and W. Retert. Connecting effects and uniqueness with adoptioACNh
Symp. on Principles of Programming Languagesges 283-295, Jan. 2005.

S. Chaki, E. Clarke, A. Groce, S. Jha, and H. Veith. Modular verification of software compo-
nents in C. Innt. Conference on Software Engineerjipgges 385-395, May 2003.

W.-N. Chin, S.-C. Khoo, S. Qin, C. Popeea, and H. H. Nguyen. Verifying safety policies
with size properties and alias controls. Iht. Conference on Software Engineeringpges
186-195, May 2005.

P. Cousot and R. Cousot. Abstract interpretation: A unified lattice model for static analysis
of programs by construction or approximation of fixpoints. A@GM Symp. on Principles of
Programming Languagepages 238-252, 1977.

R. DeLine and M. Fahndrich. Enforcing high-level protocols in low-level softwaréAGiv
Conf. on Programming Language Design and Implementapages 59-69, 2001.

R. DeLine and M. Fahndrich. Typestates for objects.Elmopean Conference on Object-
Oriented Programmingpages 465-490. Springer, 2004.

M. Fahndrich and R. DeLine. Adoption and focus: Practical linear types for imperative
programming. IPACM Conf. on Programming Language Design and Implementapages
13-24, June 2002.

S. Fink, E. Yahav, N. Dor, G. Ramalingam, and E. Geay. Effective typestate verification in the
presence of aliasing. IACM Int. Symp. on Software Testing and Analyseges 133-144,
July 2006.

39



[14] C.Flanagan, K. R. M. Leino, M. Lillibridge, G. Nelson, J. Saxe, and R. Stata. Extended static
checking for Java. IACM Conf. on Programming Language Design and Implementation
pages 234-245, May 2002.

[15] J. Foster, T. Terauchi, and A. Aiken. Flow-sensitive type qualifiersAdiM Conf. on Pro-
gramming Language Design and Implementatjoaiges 1-12, 2002.

[16] D. Giannakopoulou, C. S.&areanu, and J. M. Cobleigh. Assume-guarantee verification
of source code with design-level assumptionsiniin Conference on Software Engineering
pages 211-220, May 2004.

[17] J.-Y. Girard. Linear logicTheoretical Computer Sciencg0:1-102, 1987.

[18] S. Hallem, B. Chelf, Y. Xie, and D. Engler. A system and language for building system-
specific, static analyses. ACM Conf. on Programming Language Design and Implementa-
tion, pages 69-82, 2002.

[19] D. Harel. Statecharts: A visual formalism for complex syste8ws. Comput. Programming
8:231-274, 1987.

[20] T. A. Henzinger, R. Jhala, R. Majumdar, and G. Sutre. Lazy abstractioACM Symp. on
Principles of Programming Languaggsages 58-70, 2002.

[21] A. lgarashi and N. Kobayashi. Resource usage analysisACIM Symp. on Principles of
Programming Languagepages 331-342, Jan. 2002.

[22] A. Igarashi, B. Pierce, and P. Wadler. Featherweight Java: A minimal core calculus for Java
and GJ. InACM Conf. on Object-Oriented Programming, Systems, Languages & Applica-
tions, pages 132-146, 1999.

[23] V. Kuncak, P. Lam, K. Zee, and M. Rinard. Modular pluggable analyses for data structure
consistencylEEE Transactions on Software Engineeri8@(12), Dec. 2006.

[24] K. R. M. Leino. Data groups: Specifying the modification of extended stat&Cld Conf.
on Object-Oriented Programming, Systems, Languages & Applicajages 144-153, Oct.
1998.

[25] P. Lincoln and A. Scedrov. First-order linear logic without modalities is NEXPTIME-hard.
Theoretical Computer Sciencg35:139-154, 1994.

[26] B. H. Liskov and J. M. Wing. A behavioral notion of subtypindACM Transactions on
Programming Languages and Syste(6):1811-1841, Nov. 1994.

[27] Y. Mandelbaum, D. Walker, and R. Harper. An effective theory of type refinementsCih
Int. Conf. on Functional Programmingages 213-225, 2003.

40



[28] M. G. Nanda, C. Grothoff, and S. Chandra. Deriving object typestates in the presence of inter-
object references. IACM Conf. on Object-Oriented Programming, Systems, Languages &
Applications pages 77-96, New York, NY, USA, 2005. ACM Press.

[29] F. Smith, D. Walker, and G. Morrisett. Alias types.Haropean Symposium on Programmjing
pages 366—381. Springer, 2000.

[30] R. E. Strom and S. Yemini. Typestate: A programming language concept for enhancing
software reliability.|IEEE Transactions on Software Engineerji@:157-171, 1986.

[31] G. Tan, X. Ou, and D. Walker. Enforcing resource usage protocols via scoped methods. In
Int. Workshop on Foundations of Object-Oriented Languagee3s.

[32] P. Wadler. Linear types can change the worldMarking Conf. on Programming Concepts
and Methodspages 347-359. North Holland, 1990.

41



class C{...M..}eCL T,m(Tz):P —o3Jresult: T,.P' =e € M
mtype(m, C) = Vz : T.P — Jresult: T,.P’

C extends ' mtype(m,C") =Vz : T.MS"implies(z : T, this : C);- = MS — MS’
override(m, C,Vx : T.MS)

class C{...n=P..}cCL P=Q, ., preds(n") classC...{F ..} eCL

pred.(n) = P pred.(n/,n) = P localFields(C) = F

class C extends C' {...} e CL
C extends C’ init(Object ) = (1, alive)

class C extends C' {f : T inn S initially 3f : T, f: T.P' @ P,A) ...}
init(C") = (3f": T".P', A") -; (P, full(super, alive, [alive — 1], A")) Finvg(4) @ T

init(C) = (3f" : T, f : T.P' @ P, A)

invg(A) =P =n'
inve(n, A) = P pred,(n',n) @ pred.(n) inve(n)=1=mn

inve(A;)) = P,=mn; preds(ni,n) =P n@ny<n (i€l,2)

]

InVC(A1®A2):P1®P1’®P2®P2’¢n

inve(A4;) = P, =n; preds(n;,n) =P ni@&ny<<n (i€l,2)

]

inVC(Al b AQ) = (Pl X P1/> b (PQ X predc(ng,n)) =N

only pure permissions inP  existsshare or full permission inP
effectsAllowed(P) =0 effectsAllowed(P) =1

Figure 10: Protocol verification helper judgments
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['; A k¢ access(thisy, n, g, k, A) receiver packed
k= 0impliesi =0 T;(A’inve(n,g,k, A),unpacked(n,g,k, A))Foe: E\ &

[; (A, A') F, unpack(n, k, A) ine: E\ &

P-UNPACK

Iy A bFeinve(n, g, k, A) @ unpacked(n, g, k, A’) k= 0impliesA = A’
I; (A, access(thisy, n, g, k, A)) Fie: E\ £ localFields(C) = f: T inn f & dom(A’)

: — P-PcK
I (AA") Fe packnto Aine: E N\ f
'bty:Co THE:T T;AF [to/this][to/thisk][t/T]P
mtype(m,Cy) =Vz : T.P — E i = effectsAllowed(P) receiver packed b.Ca
;AR tg.m(t) : [to/this][ty/thisg][t/T]E AL
I'Ht:T T;Al [super/thisy][t/Z]P C extends C’
mtype(m,C’) =Vz : T.P — E i = effectsAllowed(P) receiver packed 5.9,
['; A b super.m(t) : [super/thisy][t/Z]E “UPER
ARGz T, Pp T;A ¢ |[f;/2'|P' localFields(C) = f: T inn
n; <n p=unpacked(n,qg,k, A),k#0
P-ASSIGN

[ (A A) F, assign fi:=t: 32 : T;.P' @ [f;/z]P @ p\ fi

Figure 11: Permission checking for expressions (part 2)

inve(n, g,k, A) = invg(n, A) ® purify(abovecs(n))
inve(n,g,0,A) = purify (inve(n, A) @ abovecs(n))

whereabovec(n) = )., </ <alive pred(n')

Figure 12: Invariant construction

p = access(r,n,g,k, A)  purify(P,) = P{ purify(P) =P, op€ {®,&, ®}
purify(p) = pure(r,n, g, A) purify(P;, op P») = Pj op P}
unit € {1, T, 0} purify(P) = P’ purify(P) = P’
purify(unit) = unit purify(3z: H.P) =3z: H.P' purify(Vz: H.P) =Vz: H.P'

Figure 13: Permission purification
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W LINHYP T.AFP SUBST
F,All_Pl F,AQI_PQ F,Al_P1®P2 F,(A,,Pl,PQ)l_P E’
T (AL Ao) F P& By T (AA)F P ®
;AL TTA'EP
r 1 T; (A, A) F P
AR P RAFE&[ [:AF P L
BAFALR LAFPGR
AR P R
AET T no T elimination
T;AF P I (A PP
F;AI—Pl@PQ@IL AFP P, TI(AR)EP oF
. !/
rarn Ty (A, A)F P
TAFPop R
IARO OF
no O introduction T (AANYEP
(T,z:H);AFP 'Eh:H F;AI—VZ:H.PVE
ARV HP L T AF [h/2]P
'th:H T;AF[h/z]P ARz HP

IAF3dz: HP

T'’AFP P=P

T (A, A) - P

Figure 14: Linear logic for permission reasoning
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A=A =A"or (A=A andA”" =n)or (A= A"andA" =n) s
access(r,n,g,k, A) &= access(r,n,g/2,k/2, A’) ® access(r,n,g/2,k/2,A") M
A=A =A"or (A=A andA” =n)or (A= A"andA" =n) A
access(r,n, g, k, A) &= access(r,n,g/2,k, A’) @ pure(r,n,g/2, A”) SYM

ni#ng Air<ni<n Ay<ny<n

p; = full(r,n;, {g,nodes(n;,n) — 1}/2, A;)

F-SPLIT-®
full(r,n, g, A1 ® As) = p1 ® po
ni#ng A <ni<n Ay<n,<n
pi = full(r,n;, {g,n — 1,nodes(n;,n) — 1}/2, A;)
F-JOIN-®
p1 @ py = full(r,n, {g,n — 1}, A, ® Ay)

A # Ay .
full(r,n, g, Ay ® As) &= full(r,n, g, Ay) & full(r,n, g, As)
A=< n F-DOWN
full(r,n, g, A) = full(r,n’, {g,nodes(n’,n) — 1}, A)
A=<n'<n F-Up
full(r,n’, {g,n — 1,nodes(n’,n) — 1}, A) = full(r,n, {g,n — 1}, A)
I<
n=n P-Up

pure(r,n, {g,nodes(n’,n) — k}, A) = pure(r,n’, g, A)

FORGET

access(r,n, g, k, A) = access(r,n, g, k,n)

Figure 15: Splitting and joining of access permissions
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class BufferedinputStream extends FilterinputStream {
states ready, reads refine open;

states within, eof refine ready;

states depleted, filled refine within;

states partial, complete refine filled;

reads := reading= true

ready := reading= false

depleted := pos > count ® unique(super alive, within)

partial := pos< count® count< buf.lengths unique(super alive, open)
complete := pos< count® count= buf.length unique(super alive, open)

private boolean reading = false;
private int[] buf = new byte[8192];
private int pos = -1, count = 0;

public int read() : Vg : {alive, open} — Fract.Vk : Fract.... =
unpack (open, k,open) in

let r = reading in if(r == false, ... fill) ... )
private bool fill() : Vg : {alive, open} — Fract.Vk : Fract.

share(thisy, open, g, k, depleted & eof) —
share(this, open, g, k, available @ eof) =
unpack (open, k, depleted @ eof) in
assign count = 0 in assign pos = 0 in
assign reading = true in
pack to reads in
let b = super.read() in
unpack (open, k,open) in
let r = reading in assign reading = false in
assign count = 0 in assign pos = 0 in
if(r, if(b = -1, pack to eof in false,
pack to depleted in doFill(b)),
pack to eof in false)

private bool doFill(int b) : Vg : {alive, open} — Fract.Vk : Fract.
share(this, open, g, k, depleted @ partial) —
share(thisy, open, g, k, partial & complete) =
unpack (open, k, depleted @ partial) in
let ¢ = count in let buffer = buf in
assign buffer[c] = b in assign count = ¢ + 1 in
let | = buffer.length in

ifc + 1 >= 1|, pack to complete in true,
assign reading = true in pack to reads in
let b = super.read() in unpack (open, k,open) in

let r = reading in assign reading = false in
assign count = ¢ + 1 in assign pos = 0 in
pack to partial in

if(r == false || b == -1, true, doFill(b))

Figure 16: Fragment géva.io.BufferedinputStream in core language
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