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Abstract

We present a novel approach to combating web spam. In theapliuis von Ahn’s games with
a purpose, we propose using a two player game to identify g@es within search results. Our
game asks users to classify a page as either highly relewangjtiery or not relevant to a query,
with the option of passing. We use data from the game as the topa simple voting algorithm
which determines whether a page is spam. We show that thestvattgy for users playing the
game for fun is to answer truthfully, and that spammers héfieuwty obstructing the game.

* This research was sponsored by the Henry Luce Foundationghra Clare Booth Luce Graduate Fellowship
and by National Science Foundation (NSF) grant no. CCR-B822 The views and conclusions contained in this
document are those of the author and should not be intedoasteepresenting the official policies, either expressed or
implied, of the Henry Luce Foundation, the NSF or the US goremt.



Keywords: Web spam, Games with a purpose, Algorithms



1 Introduction

Web site owners can profit greatly if their pages achieve hagtkings for popular search queries
[7, 19]. Users tend to click pages that are ranked highly,aedunlikely to look far past the first
page; instead, they will refine their query [19]. For thisj amany other reasons, search engines try
to provide the most relevant pages for queries at the topeofébults page. Webmasters want to
be ranked as highly as possible [19, Web spamoccurs when webmasters manipulate their sites
to take advantage of search engines’ ranking algorithmeiroal is to make their sites appear
higher in results than their relevancy to a query merits. ¥f&m is abundant, even among the top
query results: an example for query “nokia motorola” foltoat the end of this sectidn.

Current methodologies for combating web spam results in ans @aace: researchers race to
create new algorithms to detect web spam, whpammers[webmasters engaging in deceptive
practices to affect their pages’ rank] work on ways to geti®se techniques [7]. Little work has
been done to provide theoretical performance guaranteesvi@b spam detection scheme. Our
spam detection scheme uses a (hopefully) fun game to detdcspam, and uses the information
gathered as votes for whether a page is spam or not. Evenftteosgnpler scheme would be to
directly collect data by letting users vote as they searehywlil demonstrate that such a voting
scheme is problematic. Our game will allow us to gain the benef voting without its problems.

This paper provides a brief overview of current researclplagis some of the issues sur-
rounding web spam detection, and illustrates one possgamdetection scheme with provable
performance guarantees. In Section 2, a detailed overviglhheaspam detection problem is pro-
vided. Related work, and a comparison of terminology, ocousection 3. An overview of our
spam detection scheme, an interactive game, appears iorséctn Sections 5 and 6, we provide
proofs that the game is strategy-proof for players desinigty scores and that we can detect and
prevent all others from interfering with the scheme.

FREE RINGTONES - FREE RINGTONES

... FREE SANTO RINGTONES LOGOS NOKIA
MOTOROLA FREE RINGTONES RING TONES
FREE ... POLYPHONIC RINGTONES ON MY
MOTOROLA T FREE SEAN PAUL RINGTONES
FOR NOKIA ...

2 Overview of the problem

Most search engines (e.g. Google, MSN and Yahoo) already gawd algorithms for ranking
pages. However, these algorithms occasionally make naistakich as ranking a page higher than
the average user would want it to be. Much research is devotedproving page ranking and
spam detection, with much of the focus lark spam. Link spam is a type of spam where a target
page’s rank is increased by creating many other pages thattooeach other and to the target.
Less time is spent oocontent analysis where an algorithm evaluates the actual content of a page

1Sixth Google result on 2/6/07, from www.directory. Imc.4uliblic_facilities viewindividual-52.php



to determine whether it is spam or not. Most algorithms, dtiese that analyze page content, are
designed to be used to create a ranking. Little work is donkocsnto modify a ranking that has
already been generated. Our goal is, given an already me@panking of webpages, to identify
pages that are likely spam and remove them from the ranking.afproach involves collecting
votes from a sample of individuals. These votes should teivbether a particular page is spam
or not with respect to a query. When a sufficient number of pebpl/e responded (e.g. 100) and
enough have voted the page spam (694 of the voters), we decide that the page must be spam
and remove it from the ranking.

We begin with some definitions and notation.

Definition 2.1. Let Q be a fixed query, and leV represent the number of search results for
DefineRq as theN x 1 vector representing a ranking of result pages for

Alternatively, Rq Is a permutation of théV pages produced by a search engine’s ranking algo-
rithm.

Definition 2.2. LetC'q be a nonnegativé/ x 2 matrix such that’q[P, 0] represents votes for page
P as relevant with respect to quefl; andCo[P, 1] is the number of votes f@t as irrelevant with
respect to query.

Our goal is to create a new rankitg}, by removing some pages frof, using information
from Cq. R{, has the property that with high probability, no paBén Ry, is ranked highly but
has a large number of web spam vote€'in In a more algorithmic sense, for each quéryour
input isC'q andRq and our output is;,, where we impose a post-condition &. To clarify this
post-condition, we will review and introduce some termagyl

Definition 2.3. A trusted agents a person who tries to truthfully classify page-query pansl
passes when unsure.

This is analogous to a truth-revealing strategy in mecimadissign [16]. Given a set of possible
outcomes, a truth-revealing strategy for a player is to nefpoe preferences for each outcome.
We can interpret preferences as classifications of pagerqagrs. We will use the termsuth-
revealing anchonest interchangeably in this paper. By definition, a trustgeint cannot have a
stake in any page-query pair; for example, a trusted agemotdne a spammer. Other adversarial
criteria are set out in Section 6.

Definition 2.4. We will consider agreement among at least 90% of users to l®/arwhelming
majority of users.

Remark 1. A page isranked highlyif it is among the tod 0% of the results for a query.

Definition 2.5. A web pageP is considered to beveb spamif it is ranked highly inRq but an
overwhelming majority of trusted agents believe it is na¢vaht toQ.

Definition 2.6. Let o be the ranking generated by deleting frdta those pages that are voted
irrelevant by an overwhelming majority iflo, where only feedback from trusted agents is used in
the formation ofC.



We now present a definition fdt{, and refine our post-condition for our algorithm.

Definition 2.7. Let R, be the ranking generated by deleting frata those pages that are voted
irrelevant by an overwhelming majority 0.

We will show in Section 5 that the strategy with the most gaittoi provide our game with
honest answers, which leads us to expect fiaand R will be similar, since non-adversarial
players can be expected to play truthfully.

3 Related Work

To motivate our definition, we will compare several othermigfins from the literature. As this is
still an emerging field of study, there are several defingioarrently in use for web spam, with no
single established version.

Definitions from the literature
e Gyongyi and Garcia Molina [10] define web spam as “delibenatean action...meant to trigger
an unjustifiably favorable relevance...for some web page”’another work, Gyongyi, Garcia-
Molina and Pedersen [12] define web spam as “hyperlinkedgpagehe World Wide Web that
are created with the intention of misleading search endifids®e authors present an algorithm
named TrustRank. Similar in methodology to PageRank [15]nangonly used ranking algorithm
in web search that propagates the popularity of a page ubmdirtk graph, TrustRank works
by propagating trust through the web graph by following $§nkr'he only component of human
feedback is the initiadeed set evaluation; after that, their algorithm is autoohdtetheir technical
report on link spam alliances, Gyongyi and Garcia-Molingf¢&us on web spam as the result of
creating content “with the main purpose of misleading dearggines and obtaining higher-than-
deserved ranking in search results.” Gyongyi et al. [11]ausienilar definition when definingpam
mass, a metric of how much the PageRank of a gageaffected by inlinks from spam pages.
e Da Costa Carvalho et al. [6] describe spam pages as those paggsbenefit from inlinks
made intentionally in order to artificially inflate the impance of pages. This restricts the defi-
nition of spam to link spam. Their paper focuses on the lirdphrmodel of the web, but at the
(internet) domain name level instead of at the page levettéimpts to detect suspicious links so
that PageRank [15] can ignore these links.
e Fetterly, Manasse and Najork [7] designate web spam as $pthge exist only to mislead
search engines into (mis)leading users to certain weh sitke SEO[search engine optimization]-
generated pages are intended only for the search enginearantbmpletely useless to human
visitors.” Statistical ways of analyzing URLSs, host namés,web graph and individual page con-
tent are examined here, each as a different automated t¢gehfar detecting web spam. Ntoulas,
Najork, Manasse and Fetterley [14] define web spam as “tleetion of artificially-created pages
into the web in order to influence the results from searchreaggito drive traffic to certain pages
for fun or profit”. They focus on different automated methofisveb spam detection based solely
on page content.
e Wu, Goel and Davidson [18] define web spam as “behavior thetgits to deceive search
engine ranking algorithms”. They further specify that trehévior involves “manipulating web
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page features on which search engines’ ranking algoritm$ased”. This behavior results in
spam pages. Their algorithm is a modified version of TrustR&nikkhnan and Raj [13] propose a
link-based system that propagates distrust.

Some of these papers define web spam in terms of actions byraagédr, and spam pages as
the result of those actions; other definitions merely descweb spam as the results of webmas-
ters’ behavior. The distinction is minute; it is sufficieotrestrict ourselves to one or the other.
Each of these papers, then, relies at some point on measwrébria, since the original behavior
and intent of the webmaster is not available. However, ttigieria cannot match their original
definition, meaning that they cannot measure what they defmbe spam. Our definition differs
by immediately offering measurable criteria as it relatesder feedback.

In all cases, the algorithms previously proposed are autndf human feedback is solicited
atall, itis in the early seed set stage [12, 18, 3, 4]. Alsoheut provable performance guarantees,
nothing prevents spammers from adapting. Spammers’ adapaequire algorithm designers to
change their algorithms, leading to the “arms race”As amgpta, Topical Trustrank is an attempt
to improve TrustRank and make it more spam-resistant.

Our work differs from previous work in several ways. Firsg solicit user feedback at several
points. By collecting data from people, we can use statistampling theory to derive whether
most people think a page is likely spam. Our algorithm thusesds in detecting web spam, as
defined above in terms of public opinion. We can use stagiss@mpling theory to achieve a good
approximation of global opinion of a page’s relevance to ergu

Secondly, just because an automated algorithm decideseaipagievant to a query does not
mean a human will agree; there may be factors visible to timeamueye that a computer cannot
easily pick up on that allows a human to (correctly) classifpage as spam where a program
cannot. The only adaptation we offer an adversary is to masaga’s content more relevant to a

query.

4 A web spam detection scheme

Motivated by the work of [17] in using two player games to solateresting Al problems, we
investigate a similar approach for web spam. Von Ahn and Bhbtreated the ESP Game, a fun
two player game that induces users to label images. Theympthelp researchers working on
computer vision, currently a hard Al problem, but also inygramage search. Our aim is to also
employ a fun two player game. We will collect votes from theplation on whether a webpage
is spam with respect to a query. Our ultimate goal is to usenalsi voting algorithm to decide
whether to move a page down in the rankings. Note that ounselovan be deployed together with
any of the previously mentioned automated web spam detetahniques.

There are easier ways to collect votes. For example, we deilders classify search results as
highly relevant or not highly relevant while searching. §happroach has some major drawbacks.
It is relatively easy for spammers to keep a page in the rgnkinrepeating the search with the
same query and voting it relevant. The largest vulnerghgithat the user is in charge of picking
the query and the page, and then gets to classify the paggogie This allows spammers to vote
their pages as highly relevant, and for adversaries to tvpte legitimate pages as irrelevant. We
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cannot produce any meaningful performance guaranteeslimaesscheme, because the adversaries
are simply too powerful. By using our game to generate thesyate show how to avoid such
vulnerabilities and achieve provable performance guaemt

In the following sections we introduce our game, show howtess the votes obtained from
it, prove that the game is is strategy-proof, and that unol@esassumptions it is immune to attacks.

4.1 A web spam game

Before we present the actual web spam game we modify the aligimoblem statement from
Section 2 to fit the game setting.

Recall the vote matrixCq from Section 2.Cq represents cumulative feedback about a given
guery, without specifying how this feedback is gatherederéhare two columns, antl rows. As
before,NV is the number of pages iRq. Cq[P][0] contains the number of users who voted p&ge
as highly relevant to quer; similarly, Cqo[P][1] stores the votes fdP as not highly relevant tQ.

We assume that the page rankifRg obtained from an external source is approximately opti-
mal. The ranking?;, we want to obtain from our spam detection game is supposeel&d'better”
version of Rq. However, while there may be errors scattered througheugitire original ranking,
we only care about results that the user will actually seg (ba first 10, 20, 30 or 40) per query.
Therefore R}, only needs to be more accurate for highly ranked items.

The goal is to construct the new rankifg by removing items fronR that are ranked highly
but most people rate as spam. If we could trust user feediiaek,we could simply allow users
to chooseQ and vote on pageB in Rg, filling in Cq. Once we relax the assumption that users are
trusted, this methodology becomes open to attacks as dedgsreviously in Section 4.

The attack mentioned in the beginning of the section relrethe ability of an untrusted user
to choose the page-query pair that they want to affect. Tadawas, we would like to controf
and? so that an adversary cannot greatly affect the vote courdrfgmparticular page-query pair
(P,9). In the two player game, we randomly select a quenand pageP indexed at a random
point in Ro unknown to the user. Let a snippgtbe defined as a small, representative piece of text
from P. [For an example of a query-snippet pair, see Figure 1]. \Wegnt two users witk, and
then ask them: i9® highly relevant taQ or not? If the two users match on their answer, we can use
that match as a vote, where a vote for high relevance comelspio a vote for not web spam, and
a vote for not highly relevant corresponds to a vote for wednspA key assumption for the game
is thats,, represents the page well and that the algorithm for theioreaf s, is hidden from the
users. Suppose it was the same snippet used by search ernfgieeghere is an immediate attack
for any adversary. The adversary searches for the queryemessiit page they wish to affect,
and finds their page in the ranking; then, the adversary ex@srthe snippet from his page that
is shown in the search results, finds the relevant text in ¢tisah page, and tweaks his page. He
repeats this procedure until the snippet from his page showime search results looks relevant
to the query, even if the page does not. This immediatelysiéadhe following requirement: a
snippet that a search engine employs cannot be used for ajpaggpair, as this exposes elements
of the algorithm to a potential spammer [see Section 6 fah&rrdetails].



Query: ice age 2

Snippet:

Ice Age 2

Official site. Help the Scrat find enough acorns to survive the
Ice Age. Meet the Sub Zero Heroes, view a trailer, download
desktop wallpaper, ...

Highly relevant Not Relevant Pass

Figure 1: A potential highly relevant (test) question, wdtlery ice age 2 and snippet text from the
first Google result for “ice age 2” on 11/10/06

4.2 Game description

We design the game as a series aidependent questions. For each question, the pair of issers
alloted at most units of time, andl” units of time to complete the entire game. User pairings are
assigned at random at the beginning of the game, and chatigeaah iteration. Each question
to a pair consists of a quefy, a short snippet, from a randomly drawn page in Ro, and three
options: “Highly relevant”, “Not highly relevant”, and “Ba”. Players only get one attempt to
answer the question; once they choose an option, they cahaage their minds. Users cannot
see what rank has inRq currently, or the web page URL. A visualization of the gameespp in
Figure 1.

We assignm points for a match, and subtraetpoints for a mismatch; 0 points are allotted
for a pass. Without loss of generality, set= 1 andn = 1 + . We shall see later that > 0
is a necessary condition for a game where the dominant gyrageto play honestly. In each
round of the game, we incorporate test questions(divided among relevant and non-relevant
page-query pairs) for which we know the correct answer. @hest questions are designed to be
indistinguishable from the other questions. Any time anvigldial user answers some of their test
guestions correctly and none incorrectly, they are awaedednusB according to the number of
test questions answered correctly, but are not told wiicbf the questions were test questions.
The outcome from an example game is given in Table 1. Playesdgrees with a test question
(question 2) and so her score is the sum of the match points, he <. Player 2 never disagrees
with a test question and answers at least one test quest&aming her score is—<+B(1), where
B(1) is the value a user gets for answering exactly one test questirrectly and none incorrectly.

4.3 Generating test questions

Many of the results we achieve depend on the availability ahyntest questions distributed
roughly equally among highly relevant and not highly relevaages. Generating not highly rele-
vant test questions can be done rather simply. The methabtoggEnerate the query-snippet pair
in Figure 2 involves permuting the words in a quérjogether with 3 random words to forfii. To
create the test question, we present a result from the star@h together withQ. Experimentally,
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Q1 Q2 Q3| Q4| Q5

Test(X/R/N) | X R X | X |NR

Player 1 R NR NR| P | NR
Player 2 R R NR | NR| P
Match Points| +1 | —(1+¢) | +1 | 0 | 0

Table 1: A simple scoring example. There are five questidresquestion is a test question, it has
its solution (either R for relevant, or NR for not relevamt)the appropriate column; otherwise, it
has an X. Player 1 and Player 2 answer either R for relevanfoNRot relevant, or P for pass.

Query: ice age 2

Snippet:

Strange Horizons Articles: Interview: Glen Cook, by Donald
Mead

DM: Why do you think the Black Company series is so popular
among soldiers? ... There’s also an ice age encroaching, which
is making world sea levels drop ...

Highly relevant Not Relevant Pass

Figure 2: A potential not relevant test question, with présd query “ice age 2” and real query
“company cook 2 over age ice”. Snippet text from the first Geagsult for “company cook 2
over age ice” on 11/10/06

our implementation of this procedure created results tfiahaontainQ, but are also not highly
relevant toQ, as long as the original query was not a celebrity’s name. ¥lleghthe random words
from a list of basic English words [1]. Figures 2 contains &arsple of a possible test question
created with this method. The queries used were taken frenGthogle Zeitgeist archive [8], a
collection of popular queries and trends made available bygle. We used the Google API to
retrieve the snippets [2]. The snippet shown is a combinatfdhe link text and the snippet from a
standard Google search, on the first result returned. FR)sh®ws queries where we can generate
test questions that are not relevant—just present thenatigueryQ with the snippet for the query
Q'. In the case where this method fails to produce a clear ansiweeuser can still pass and get a
bonus.

In addition, once we have collected a sufficient quantityaiég, we can also use questions that
have a large majority (say 60-70%) of the population voting way or another as test questions.
Since we anticipate that many results taken from the top efeayR’s result page will be highly
relevant, this should allow us to quickly amass many highlgvant test questions.

4.4 Processing the votes

The spam detection game we described provides us withualatrustworthy votes for various
page-query pairs. Here we present a simple algorithm toegsothese votes and decide for each



given page-query pair whether the page is spam with respéicetquery.

The algorithm takes as input a matrix of votes, and removesetipages that have more than
100 votes and where 100 times as many people vote a page spawh gz=m. While requiring
more than 100 votes is an arbitrary threshold, the criteoiohO0 times as many people voting a
page spam as not is actually rooted in our definitions. Retallwe only wish to eliminate those
pages which an overwhelming majori§o(— 99% of the population) deemed irrelevant. Requiring
100 times as many people to vote a page irrelevant achievegeawhelming majority. Since we
are only concerned with the top few rankin@s), 20, 30, 40), we can optimize to only return a
subranking of the topg items. We start at a beginning index value, and are givenweval The
loop continues untik pages have made it through the loop without being removed f®d To
make sure that each page is considered at most once, we ugariideindex which refers to
which page we are examining in the original rankiRg for queryQ. This procedure is presented
in Algorithm 1.

The algorithm has some very attractive features. Firddysimplicity makes it easy to under-
stand. Furthermore, it is very conservative; if fifty percefthe population feel one way and fifty
percent another, we will leave the page in, erring on the gideeping spam rather than eliminat-
ing legitimate content. One potential problem is our red@on receiving many trustworthy votes
for each page-query pair, which implies a need to collect afltrustworthy data from the game.
In the next few sections we show that the data will be trusttyorThe quantity of data we collect
will largely depend on how much fun the game is. We motivatelbmlief that our game is fun in
the next section.

4.5 The fun factor

For our scheme to succeed, people must want to play the gameh wmeans the game must be
fun. There are many reasons to believe our game will be furactge. First, we plan to use
queries from Google Zeitgeist [8], which is a source of papaind surprising queries. By playing
the game, players will be exposed to queries that other pdbpik are interesting and fun, and
thus we expect the players to enjoy them as well. Secondigldyyng the game, people will know
that they are helping search engines determine what is arat spam. In addition, there is some
amusement in being paired with a stranger and trying to eédwaigv they will view a query-snippet
pair.

In the cases where the queries seem relevant to the snipgpgtrpwill also have an opportunity
to learn trivia, and many trivia games are considered poplitalevant snippets, though, can also
be amusing depending on what ways they differ from the quss®;Figure 2 for an example.

5 The game is strategy-proof

In this section we analyze the game and show that the playeosevgoal is to maximize the
number of points, when playing optimally, provide us witkitrthonest opinions.

We borrow terminology from game theory and mechanism desigmalyzing our spam de-
tection scheme. For further definitions, see Parkes’ wosk [1



Algorithm 1 Variable query, returning top k elements
Require: start_indexr > 0 andk > 0
Ensure: end_index > k + start_index
index = start_index
On queryQ
Rq = the initial ranking associated with quety
Cq = the vote count vector associated with query
Initialize R’ as an array of sizé { Assume zero-based array
numPassed = 0
while numPassed < k do
count_pos = Cglindex + numPassed]|0]
count_neg = Cqolindex + numPassed][1]
p = Rolindex + numPassed]
if (count_neg > 100(count_pos + 1)) then
remove®P from R’ {Algorithm ratesP as sparh
else
R'[numPassed] = P {Algorithm ratesP as not spam, so it is placed i{}
numPassed + +
end if
index + +
end while
end_index = index {In case we need another page for this query, track locatlative to R’s
index}
return R’ andend_index

Definition 5.1. A strategyrepresents the plan a user has for making choices in any Iplessitua-
tion within the game.

Definition 5.2. A dominant strategys a strategy that maximizes the utility (here, points awdrde
to a user) when the strategies of other players within the gamem@known.

Definition 5.3. A game isstrategy-proofif the dominant strategy is to play honestly.

We would like to state that our game is strategy-proof, armhstine necessary conditions for
the parameters:, n, andB from Section 4.2.

5.1 Simple example

We begin with a small motivating example. Suppose that tvewsuare paired. Player 2 knows all
the answers, and plays honestly. Playeotes “relevant” with probability % /2 and “not relevant”
with probability =1/2. This implies Player never passes. In this scenario, we can restrict our
attention to Player 1's actions as they uniquely deterniigestcore. For this example, we shall
ignore the bonu$.



Lemma 1. Assume Player 1 believes Player 2 is honest and omnisciamtsstg uniformly at
random is never a dominant strategy when 0.

Proof. Supposen = 1 andn = 1 +¢. E[pas$ = 0 but E[random guegs= 1/2(s) — 1/2(s)(1 +
g) = —s¢/2 < 0 < ¢ > 0. SinceE[pass]> E[random guess], guessing uniformly at random is
never a dominant strategy. ]

Definition 5.4. We defineconfidenceas the probability a user thinks their answer will match an
omniscient, honest partner.

Remark 2. Throughout this paper, we will assume that the probability @r@ssigns to matching
his or her partner and the true probability of a match are apygmately equal, and will use these
definitions interchangeably.

The dominant strategy for a user should be to play honestBnvhey feel confident in their
answer, and to pass when they do not. To ensure this, we steosothect bounds for parameters
B ande.

5.2 Playing honestly, or passing, is a dominant strategy

The goal of this section is to prove our main theorem, thatiptahonestly when a player knows
the answer, and passing otherwise, is the dominant strategy

5.2.1 The game with no bonus when the opponent is honest

We assume Playe? is omniscient and honest and again ignore the bdBusWe restrict our
analysis to Player 1's actions, since these determine thre $or both players.

Lemma 2. When Player 2 is honest and omniscient, the dominant sirateglayer 1 is to answer
honestly when the probability that he knows the answer %}2 and to pass otherwise.

Proof. Let p be the confidence Player 1 has in his answer. Now, since theneppis playing
honestly, the expected score on any questiop(ig — (1 — p)(1 + ¢). We want to discover
when this strategy is better than simply passing (which kas&ed value of 0). By linearity of
expectation, we can restrict our analysis to the expectatigpoints for one question:

p(l)—(1—-p)(l+e) > 0
Sp24+e)—(1+¢) > 0
Spo> 812, Ve >0
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Remark 3. This indicates that Player 1 should answer the questions when 813 and pass

otherwise for a positive expected utility. Note that once aaghof= is made there Is a concrete
threshold for when Player 1 should answer questions. By chgasiwe can alter the threshold
for when Player 1 should answer or pass.

Definition 5.5. Definep, = gig as thethreshold confidence

Claim 1. p. is the minimum probability such that for all> p., the expectation of points obtained
for answering a single question honestly is positive (igngthe bonus).

Remark 4. Note since > 0 by Lemma 1p, is always greater than /2.

Whenp > p. this yields a positive expectation for the entire game. Aifyeostrategy performs
no better, as it involves more passing (which lowers the etgben), or requires guessing on
guestions wherg < p.. Sincep, is the minimum threshold yielding a positive expectatiamy a
strategy involving answering with confidengep,. will have non-positive expectation.

5.2.2 The game with a bonus

We now consider the game with a bonus, redefirfngs a function of the number of test questions
answered correctly if none are answered incorrectly.

Lemma 3. Let p. be the confidence threshold. Suppose an honest user answestquestions.
Let B(k) be the bonus for answeringbonus questions correctly and none incorrectly. Then for
answering honestly when > p. and passing otherwise to be a dominant strategy, it must be the

case that'k’ > k, % > (1/2)F*,

Proof. Assume the contrary. Fix a player, and consider thoeéthe test questions that a player
knows with confidence > p.. Suppose, on the remaining questions, the player guessezh T
his expectation i$"(1/2)* ~*B(k’). On the other hand, the expectation of just answering the
k test questions, and passing on the otherg/*#®(k). If ;3((:,) < (1/2)¥=F thenp*B(k) <
p*(1/2)*~*B(k"), which implies honesty is not a dominant strategy. Conttaatic O

Lemma 3 shows the necessary conditions for our game to liegfrproof. We now present a
sufficient condition.

Lemma 4. If B(i) = 8/p. Vi € Z* for some fixedh > 0, then Lemma 3 is satisfied.

Proof. Recall thatp, > 1/2 by definition. If we can show!B (k) > pFB(k')(1/2)¥~*, then we
will have shown that guessing randomly on an eXtra- k£ questions will not give an advantage
over an honest player who passes on those questions. We ®ow= 3/p’, ¥’ > k, and
1/2<p.=1<2p.=1>1/(2p.). Then,
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Remark 5. B(i) = 3/p’ implies that a player never increases his expectation of mubdy
guessing randomly on questions where the honest player waskl p

Note that W.L.O.Gp > 1/2, since otherwise the confidence in the other answerig2. We
can now prove our main theorem.

Theorem 5.1.LetB(:) = 3/p.. be the bonus a player receives for answering 0 test questions,
all correctly. Then playing honestly whern> p. and passing otherwise is a dominant strategy

Proof. Fix any game. Let represent the number of test questions the honest playdd aonswer.
Any dishonest strategy must employ some linear combinaifdhree strategies over the game:
answering questions the honest player passed on, chargranswer of the honest player, and
playing some questions honestly. By linearity of expectgtive can consider the points earned
due to the bonus and points from matching separately.

In the following lemma, we demonstrate that the expectatiom bonus employing any com-
bination of these strategies must be less than that in thestoase.

Lemma 5. Suppose the honest player answergst questions honestly, and passes on the rest.
Suppose the dishonest players answertest questions honestly, changes the answet,cand
answerd that the honest player skipped, n,! > 0 andm + n < k. Then honesty maximizes the
expected number of points due to the bonus.

Proof. Notice that other tham+n < k, we do not restrict whethen+n-+{ > kork > m+n+1

— this can vary, and allows the dishonest player full flexypilFurthermore, answeringguestions
that the honest player skipped could also mean flipping teanof the honest player. To analyze
the best case for the adversary, jdte the minimum confidence the dishonest player haspand
the maximum confidence the dishonest player has over alltigneshe answers. Divide thie
guestions the dishonest player answered that the hongstr @kipped into two categories, such
that the dishonest player answérsionestly with maximum confidengeand; dishonestly with
probability 1 — p. By definition,h + j = [ andh,j > 0. Clearly,p. > p > p > 1/2, as well
asp. > 1/2>1—-p>1-p. Also,p. > p > 1/2, since the honest player did not answer the
guestion.
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We are given the following set of inequalities.

m,n,j, k,l,h > 0 Q)
j+h =1 (2)

E> m+n 3)

kK > m 4)

p > pe>1/2 )

pe > p=p=>1/2 (6)

pe>1/2 > 1—p>1—p (7
pe > 1-p (8)

From line 5 and the fact that— m > 0 we get

1 %)
1 (10)

P/Pe
(p/pe)™

Combining lines 5, 6, 7, and using the result from above, we get

() > (L p) (L - )
(p/pe)™ ™ (pe)"* (1—p)"p"(1 - p)

We rearrange terms and eventually multiply®yo get the final result.

IV 1V

>
>

k., m+n-+l
prp! o N
W > (1-p) ph(l_p)]
pt o pm(—p)"p" (1 = p)
(pe)k — ptntt
ps (1 —p)"p"(1—p)'B
(po)f — prtnt

pPB(k)y > p™(1—p)"p' (1 —pyB(m+n+1)

Finally, E[bonus for honest players} E[bonus for dishonest players under any strategy]. [

The dominant strategy to maximize points from the bonus [gag honestly. The dominant
strategy over the entire game is the strategy that maxintimesum of points from the bonus and
points from matching. We can adjustso that the sum is dominated by the bonus points, thus
ensuring that the game is strategy-proof. ]

We now show that, assuming users play honestly, the protyabfl a match between two
randomly paired players exceeds the probability of a randot@.

Lemma 6. The probability of two rational users matching and generginvote withinCo exceeds
the probability of a random vote.
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Proof. Let p denote the probability Player 1 is right (Player 1's confeknandg denote the
probability that Player 2 is right (Player 2’s confidencessAming that both players are rational
and choose to answer the question, the probability thatregh ispg + (1 — p)(1 — ¢), which
accounts for the fact that either they are both right on tineesanswer, or they are both wrong on
the same answer. We know thaty; > 1/2 sincep > p. > 1/2; the same argument holds for q.
Without loss of generality, suppoge> p. We can rewrite this ag=p + 6 for somej > 0.

pg+(1-p)(1—q) = plp+d)+(1—-p)(1-p—9)
= (2p*—2p+1)+6(2p—1)

We can now break this into piecezp? — 2p + 1 has a minimum at precisefy= 1/2. Also,

Vp > 1/2,2p* —2p+1 > 1/2. Likewise, forp > 1/2, 2p—1> 0= §(2p—1) > 0 whenj > 0.
Putting this together, we get th@p?* —2p + 1) +§(2p — 1) > 1/2+ 0= 1/2.

O

We have shown that a match between two honest players withigame is likelier than a
random vote. Theorem 5.1 allows us to assume that ratioage@ behave honestly. Therefore,
our game produces data that is more likely than votes caiironly at random.

6 Adversaries

We now now show that adversaries encounter difficulty affigcsearch rankings through our
game. We will define three adversaries to make the analysigsanl Let Sam be a spammer who
wishes to move a non-relevant, spam pagep in the rankings for a query. As a subproblem,
Sam must first maintaif?’s location within the rankings for que. Let Mallory be an adversary
who wants to move a relevant, non-spam p&gdown in the rankings for a quety. Finally, we
consider Gene to be a generic attacker, who is not inter@stady specific page, but wishes to
corrupt all rankings.

6.1 Sam

To boost the ranking of his page, Sam must persuade usdrsr(bits or humans) that agree with
him to play the game multiple times. In doing so, Sam (and beng) must wait for a query
to come up that is relevant to his pafje Also, Sam must decide whether the best strategy is
for him to vote the page up or down. We assume that the timaash of ¢ units per question
prevents Sam from searching for the query, and finding whge pad ranking value the snippet is
associated with. Sam can check the page to see if it is his nippet, and vote it up. However,
this requires several other things to occur in tandem:

The first problem ipartner agreementf his page is truly spam, Sam must hope that the partner
he is playing against is either his agent or an honest plapertivnks® is relevant. Otherwise,
the vote would not count and he would not affect our algorithm

14



Lemma 7. Let P be the page Sam wants to raise in the rankings, and letp, < 1/2 be the
fraction of the honest population who believe tias not spam. Lep,, be the probability thatP
emerges within one game. Then the expected number of games&mplay to accumulate one
vote in the algorithm |spﬁ assuming that Sam does not have enough agents to affect

Proof. This follows by linearity of expectation. The number of pEpgho believe a page is
spam or not is independent of whether a snippet of that page®evithin a game, and thus the
probability of Sam both encountering someone who he agrébsawd encountering a question he
cares about ig,p,,, SO he must expect to plapg;—m games to get one match. O

Consider what would happen if Sam decided to employ agentslpoathieve matches. As we
are matching players at random, Sam needs many agentsl hetthe number of honest users in
the game. Even if we assume a uniform distribution for howeila are matched, for Sam to even
have al /2 chance of matching his own agent, he must introdug¢e — p,) H agents. Sincé/ is
a hidden parameter, as longdds sufficiently large op;, is sufficiently low, it is difficult for Sam
to add enough agents to affect any page’s score. Also, Saewés aware of having enough agents
within the game becaug€ is a hidden parameter. Assumipgis low is reasonable; otherwise the
page would not be identified as spam under our scheme. Weayillh&t Sam has ansufficient
numberof agents to affect the ranking.

Another problem Sam faces is that while Sam'’s strategy ecatfe if a page-query pair comes
up often enough, Sam has to play a large number of times thvgaiaime pair.

Lemma 8. Letn, = ]ﬁ be the expected number of games Sam must play to achieve tate ma
on?, and100np be the number of current votes for paBeas spam, witmy» € R*. Letmy denote

the number of users who think th@tis not spam without Sam’s votes. Then Sam must expect to
need to play:;(ny — my) times to affect the ranking.

Proof. Without loss of generality, assumg > 1, otherwise there are not enough votes to throw
out P anyway. As a preliminary attempt, assuming no one other 8&m believes his page is
not spam, he must expect to pléy»)n, games by linearity of expectation. Now, remove the
assumption that no one other than Sam believes his page spaot. Letz be a random variable
representing the total number of games Sam must play to kegmbe within the rankings. For
his page not to be removed, he needs:

100np < 100(myp + G) = np < mp+ G = G > np — myp

By linearity of expectation, since it takeg games for Sam to expect one match, it takes
ns(G) > ns(np — myp) games to amass enough votes to keep his page in the ranking. [

It is reasonable to expect that as long as we have many pagg-gairs,n, will be a large
number and thus Sam will have a hard time exceeding it. Afsoy is large, which might occur
in the case that many people have strong opinions, this dgmtake Sam’s work harder.

The final problem Sam encounters is the difficulty of recomgizand comparing the snippet.
We can embed either the snippet, query, or both, within ag@fpossibly using a CAPTCHA) to
make such comparisons difficult for computers. Then, tleekér needs to know the snippet. If the
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game uses a separate snippet from a conventional searcteemgan be difficult to discover what
the snippet associated with the game is. Sam’s job is vefigulif he has to playl—m times just
to encounter a snippet related to a page he is interesteddre\een if that snippet is encountered,
recognizing it as relevant is hard for a bot.

6.2 Mallory

Mallory’s attack is the opposite of Sam’s attack, since shigying to lower the rank of a legitimate
page. Like Sam, Mallory faces a partner agreement probldérarexshe must agree with her partner
for the vote to count.

Lemma 9. Let?’ be the page Mallory is interested in lowering in the rankireysl0 < p/, << 1/2
denote the fraction of the honest population who believetthiatpage is spam. Let  represent
the probability that a snippet frofl’ constitutes a question within one game. Thérthe expected
number of games Mallory must play to accumulate one votedratforithm, is@, assuming
she does not have enough agents to affect

Proof. Equivalent to Lemma 7. ]

Just like with Sam, Mallory must employ a large number of agém affect the outcome, and
has the problem of partner agreement. She must intrody@— p’) H agents. Once more, we
assumep’, is sufficiently low as otherwise the page would not likely tessified as spam under
our algorithm. She also is expected to have insufficient rerrobagents.

Mallory also has a difficult time throwing a page out of thekiag since our algorithm is set
up conservatively and keeps a spam page in than remove a geod o

Lemma 10. Letn/ be the expected number of games Mallory must play in ordeclieeae one
match or”, and100n:, be the number of current votes for paBeas spam, with, € R*. Letm/,
denote the number of users who think tais not spam without Mallory’s votes. Then Mallory
must expect to need to plago(m?, — niy)n,, times to affect the algorithm.

Proof. We use a similar derivation to the one in Section 6.1. Onceemlet G’ be a random
variable representing the number of games Mallory must f@affect our algorithm. In order for
apage to be thrown out)Ons,+ G’ > 100m} = G’ > 100(my—n,). By linearity of expectation,
Mallory must playn.G’ > 100n/(m, — ni,) games in order to affect the game. O

If mi, is fairly large andny, fairly small in comparison, which is to be expected if the @asg)
truly not spam, then Mallory has many obstacles to overcdaie also faces the same issues of
recognizing and comparing the snippet that Sam faces.

6.3 Gene

Gene’s attack is to corrupt the ranking. For this, Gene ghbel always voting dishonestly, in
an attempt to promote or preserve web spam pages within tfkégs, and to remove legitimate
pages from the ranking. Gene faces many problems as well.
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Anytime Gene attempts to vote a page up, he encounters girtidlems Sam does; likewise,
whenever Gene tries to vote a page down, he encounters plidbkems Mallory does. In essence,
by protecting against Sam and Mallory, we also protect ag&ene, since Gene simply has their
combined interests. With respect to any one question, Gambe classified as a Sam or a Mallory,
and is subject to the guarantees we provide.

In addition to all other roadblocks that Gene inherits froamSand Mallory, since he is at-
tempting to disagree with rational players, Gene will algadree with the test questions. Since
we assume that humans cannot differentiate between thartdston-test questions, then surely
neither can bots without a large advance in natural langpageessing techniques. Therefore,
Gene should have a history of doing extraordinarily poorytioe test questions. We can adapt
our algorithm to not count any of Gene’s votes after a suffitygbad history on test questions has
been amassed, as he will be considered a rogue player.

6.4 Key assumptions

Any attack the adversaries use must exploit one of the keyngssons.

Users cannot quickly find answers outside of the gam#/e could imagine players launching
searches on the shown query to brute force search for theetnifhis is unlikely to succeed
though. First, each question is allocated a maximum amoltitne ¢, with the entire game
allocated only timel’, so the user can be assumed to not have enough time to searghpage
returned by a search engine. Also, by varying where we curepgople about pages for the entire
API [in the case of Google, this is the first 1000 results] @lso harder for the user to guess where
the snippet is pulled from.

Using a different snippet from a standard search engine aghan important aspect of the
game. By doing so, a user cannot simply launch 100 searchekdajuery for each of the 10
intervals [assuming 1000 results maximum on an API] and thea brute force search for the
snippet. Instead, they would have to open each page, at si@icbd000 requests versus 100, and
on average, we can time it so that there is not enough time thislo

A user’s confidence well approximates the true probability dé two players matching. We
define confidence in terms of a user’s belief about the statteofjame. While this is a valid
game theoretic definition, it does require assuming thasiwese aware of what they know, and can
approximate how accurate they believe their guess to beerialess, this assumption is not fatal
to our game because users who play honestly but are poorgudtfee relevance of web pages are
expected to get large negative scores, and their matchdseaagarded as not trustworthy.

Bots perform poorly at natural language processing [NLP].This assumption is necessary
to prevent all the attackers.

The snippet is representative of the pagdf this is not true, then Sam could have an indirect
attack. If we are not careful in the way we choose the snippebam can try to alter his web page
so thatsy looks highly relevant to queries but the page is still welnsp@his can be fixed easily
by not using the same snippet as a normal search engine. By thi# the expectation that Sam
is able to easily discover his game snippet is low, and thusaheot easily modify his snippet to
cheat the game. This does not affect Mallory or Gene.
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The test questions are indistinguishable from the rest of thgame, and many are available.
This is necessary to motivate the bonus calculations andotafion, and to ensure that the game
is strategy-proof for players who care about points. Assgntinat there are a smaller set of test
guestions as compared to non-test, a smart adversary whpiisgthat we naively use the uniform
distribution could write a bot that simply plays many gamed scrapes the screen as it goes. Any
guery-snippet pair that repeats would be a test question.

This can be rectified in many ways. One way is to use a non-umitbstribution on the non-
test questions, possibly biasing a small set so that redeatst necessarily indicate test questions.
Another way is to gradually have questions move into the ¢agtgory when we have enough
feedback to know what the “right answer” is, and have quastieave the test category when they
have been shown a large amount of time. Finally, we can ceeaite that each user can only see
a query-snippet pair once as a test question; subsequevt &e non-test. All of these strategies
make it more difficult for adversaries to try to determine tibgt set. Alongside these strategies is
the fact thatB is individual and not group based, so we can present difféesh sets to different
users [this may make it easier, for example, to allow eachtosgee each query-snippet pair only
once as a test, by keeping a precalculated list of “next teat’is combined to form a game for the
users]. Of our adversaries, this primarily affects Gengesit would allow Gene to vote honestly
on test questions and dishonestly on all others.

The query and page are out of the adversaries controlThere is no way around this without
manipulating the actual game.

The users are paired at random.The only thing the adversaries can do is flood the game with
bots, and hope that they add enough bots so that, with hidrapiiaty, the bots will be paired and
can collude. However, bots should play poorly against teegeestions, since one key assumption
behind this game is that bots cannot process natural laeguelly We can therefore identify likely
bots by looking at their history versus the test questiomgs assumption is important for Mallory,
Gene and Sam.

The players do not have enough time to research the URL of the e or its location within
the ranking. We can fortify this assumption by placing text within imageseven CAPTCHAS
(especially short, easier to read elements like queriekso,Ay drawing from even further down
the ranking than we care about, using all 1000 pages [asgumenGoogle API] inRq, it becomes
time consuming for the adversary to determine where a pdgeated—they might have to perform
100 searches to find a page. Even then, if we are using a srifgies separate from the snippet
used in web search, it is non-trivial to discover the rankis fhostly matters for Mallory and Sam.

People enjoy playing the gamén order for the game to be useful, people have to like playing
it and enough people have to play it so that we can extract imgfah data. As described in
Section 4.5, we do not anticipate this being a problem.

7 Conclusions and further work

In this paper we presented a two-player game approach toatormgbwveb spam. We showed it
is strategy-proof and that the information obtained froroah be used to find spam pages. We
provided one of the first schemes we are aware of with proyadatirmance guarantees.
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There are many advantages to our game. First of all, theHikedl of an attack by an adversary
is quite low. Because of this, the votes we do gather from tineegare trustworthy. As long as the
game is secure, the votes themselves can be considered édrmmtrusted sources, and a simple
voting algorithm that compares quantities of votes for agairest a page being spam can be used.
As we only ask players to vote a binary choice between spamnmanspam, we do not encounter
any voting paradoxes.

One major drawback to the game is its dependence on a sestesete If an adversary can
detect which questions are test, and which are not, he cak lbhe game by behaving honestly
on test questions, and dishonestly on all others. Some idepsevent this were explored in
Section 6.4. Also, as described in Section 4.3, we belieigegiisy to generate new test questions
which an adversary would not have already classified. Fuwtloek will focus on implementing
the game, testing our assumptions and assessing our sutoes®ving spam from the rankings.
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