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ABSTRACT

While prior studies have provided us with an initiznderstanding of people’s location-sharing privac
preferences, they have been limited to Westerntcesrand have not investigated the impact of tia@gjarity of
location disclosures on people’s privacy preferend&’e report findings of a three-week comparatituedys
collecting location traces and location-sharingfgnences from two comparable groups in the U.S. @hiha.
Results of the study shed further light on the clexipy of people’s location-sharing privacy prefeces and key
attributes influencing willingness to disclose lboas to others and to advertisers. While our figdi reveal
many similarities between U.S. and Chinese paditip they also show interesting differences, sash
differences in willingness to share location atnte and at ‘work’ and differences in the granularif
disclosures people feel comfortable with. We codelwith a discussion of implications for the desigh

location-sharing applications and location-baseckeising.






1. INTRODUCTION

With the rapid adoption of location-enabled smaotpds and the proliferation of mobile Internet segsi we
have seen the emergence of a large number of afiphis that can sense and share users’ locatiomiation

with others. Fueled by this trend, there has besigrificant amount of research conducted to undedsusers’
location-sharing privacy preferences in the conteiktsuch applications [1-8]. These studies haveviged

valuable findings and lessons for improving usersgeriences; however, the participants in all efsthstudies
were recruited exclusively in the U.S. or EuropéeTextent to which these findings about locatioaristy

preferences generalize to other regions, such stefaAsia, is still largely an open question.

China is the world’s second largest smartphone etarith 35.4 million units shipped in 2010, repretiey 12%

of all worldwide smartphone sales[9]. Smartphonagehbeen forecast to be over 46% of all handset sal
China by 2013 [10]. It is reasonable to believe,tha part of this growth, location-sharing applmas, though
currently unfamiliar to most Chinese users, cowldnssee significant adoption in this country. Ashslit makes
sense to investigate location-sharing privacy pegfees in China and compare them with those of Ipefopm

other parts of the world.

Earlier studies in other contexts have suggestatiBEast Asian users, in particular Chinese useas, e more
conservative in information sharing and self-disol@ than Westerners [11,12]. Many of these stygtiedate the
advent of social networking and smart phones. Gnective of our study was to see to what extertt thight be
the case for location sharing. Our results are dasetracking users over three weeks and colledligigiled

information about their willingness to share thieications with others. A second objective of ourrkvés to

understand to what extent differences in locatioarisg preferences between the U.S. and China éideets on

the design and likely adoption of location sharémgl location-based advertising. For instance, tatwekitent do
both populations require similar (or different)yaty settings?

Our study compares location-sharing preferencesvofsimilar groups of participants in the U.S. andChina

over the course of three weeks. Both groups wamaiited on the campus of prominent universitiesti€pants

of these two groups included both undergraduategaaduate students and were selected to be dentcaiyp

similar. While these groups are certainly not repreative of the broad population in each cournksy capture a
representative fraction of likely early adopters rabbile social networking applications. We analydata

collected about the willingness of these usersigolake their location under different conditiomeeuntered as
part of their daily lives and discuss both simtias and differences between the two groups. Whessible, we
attempt to interpret differences based on cultufattors, including life style differences.

Our analysis examines different aspects of paditigl location-sharing preferences. This includesgaring

their mobility patterns as well as their willingse® share locations with different types of remis. It also
includes examining how different conditions inflgenparticipants’ willingness to share their locaipsuch as
particular days, times of the day, and currenttiooa Finally, we also look at differences in gréarity at which

people are willing to share their locations.

For both groups, we found that people’s willingnesshare depends significantly on with whom theatmn is

shared. When it comes to a finer analysis of pésmedvacy preferences, there are, however, sorerdsting

! By “cultural factors”, we mean to refer to a braadge of considerations, including beliefs, mordles, traditions, lifestyles, and related
behavioral habits.
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differences. For example, U.S. students were sggmifly less concerned about sharing their locatian'work’
(i.e. where they were studying or working on campaefative to when they were at 'home’' (i.e. whbey lived.
For undergraduate students, it could be dormitanycampus), whereas Chinese participants reporteld bo
locations as being equally private in most casesaddition, we found that Chinese participants apgpe to
require more specific control over the times whagirtlocations can be shared, such as the alilithifferentiate
between requests made during and outside work hdthien given the ability to control the resolut@ainwhich a
location is disclosed (e.g. street address versty3, ¢he two groups had substantially differentivpcy
preferences. These and other findings have impicsiton the types of privacy settings one would twaroffer
to the two groups. They also suggest that earlyt@is of these applications could be differenthi@ U.S. and
China.

We acknowledge that fully understanding how cultimBuences location privacy will require a long+te
research effort. What we offer here is a startiomt and we hope it can offer a useful perspedtiviae ongoing

conversation in the HCI community regarding privacy

2. Related Work

2.1. Location-sharing Studies

The past few years have seen the launch of mamayidocsensing and sharing applications [13,1,13,15,17,8].
Many researchers have studied users’ needs an@reenehile using such applications. Some of thiskweas
shown how lack of proper privacy controls couldabsignificant impediment to broad adoption of sarhéhese
applications [1-8].

For example, Sadeh et al. reported on the berdfiesxposing location-based and time-based attribtdehelp
users better control the conditions under whicly thiee willing to disclose their location [8]. Tset al. showed
that letting users know who has viewed their lamainformation was important for improving comféetel and
allaying privacy concerns [7]. lachello et al. [@jgued that it is essential for applications topgup plausible
deniability when disclosing locations. Using hypettbal requests [6] and ESM [15], other researcfarad that
the primary factor mitigating users’ location-singripreferences was the relationship between thesislaad
recipient. The purpose of sharing and the necessegy of detail needed by the recipient have aksen shown to
factor into users’ decisions in sharing, albeitatdesser degree. Benisch et al. quantitatively @oewp the
effectiveness of different privacy-setting mecharisused in location-sharing applications [2]. Tleeynpared
the benefits of different combinations of priva@ttegs including whitelists, time-based settingsd location-
based settings to determine the accuracy with witieia could capture people’s privacy preferencégirlresults
suggest that offering users richer privacy settimgeh as those enabling them to control the discéoof their
location based on time of the day, day of weekgwrent location, could increase overall sharind &acilitate
adoption. Others have also shown how these findiagsin part be reconciled with user-burden comaiitmns,
by leveraging default privacy personas and usenbed suggestions to refine one’s privacy prefergiitd,19] .
Toch et al. showed how different devices (i.e., itl@ophones versus laptops) and the nature of loeatvisited
(e.g., home versus work) impact the type and stipation of users’ privacy policies [20]. Tang dt 1]
suggested that using location abstractions canliggnyrivacy rules and encourage more sharing. ktnal.
studied how people modulate the disclosure of lonainformation when it comes to sharing their wéadyouts

with different groups in different contexts. Usiagaxonomy of location naming schemes, they furtimawed
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they could often predict what kind of scheme peoptalld want to use to disclose their location thes$ in

different contexts [22].

These studies all provide valuable insights intogbe’s location-sharing privacy preferences. Howgtleey were
all conducted in the U. S. and do not provide insigto potential differences in privacy preferesi@cross
multiple countries or cultures. To the best of &nowledge, our study is the first to consider samifles and
differences in the location-sharing preferencesarfiparable user groups in a major Western coulitte/ {.S.)

and a major Asian country (China). In additionisitiso the first to systematically examine the aetpof allowing

people to disclose their locations at differenelswof granularity on their sharing preferencesd @ompare this

impact across two countries.

2.2. Cross-cultural Information Sharing and Privacy Studies

There is a lot of past research exploring the peiities, culture, and systems of thought of défearcountries
and regions in the psychology and social scierieealiure [23,24]. However, to the best of our krexige, there
has been no prior research on comparing privadgeces in the context of location sharing.

The most relevant literature focuses on cross-mlltcomparisons of self-disclosure and informatsraring.
Many researchers have found that East Asians ae likely than Westerners to disclose sensitivesgrel
information [12,11]. Ardichvili et al. [25] invegiated online information sharing behavior in Bra@hina, and
Russia, and argued that high-level cultural chargstics, such as degree of collectivism [23], reapglain some
of the differences among the three countries. Satugl. [26] surveyed Japanese and U.S. univessitgients
regarding self-disclosures with close friends. Thaynd that cross-cultural differences in thesd-diskclosures
were mediated by an individual's perception of tielzal mobility, which is the degree to which indiuals in a
society have opportunities to form new relationshi@hapman et al. [27] focused on usage patterrooial
Network Sites (SNS). They conducted cross-cultimarviews with SNS users in four countries inchgliChina
and the U.S, and found that Chinese SNS users generally more conservative about sharing personal
information. He et al. [28] used scenario-basedlisgito examine how people shared positive andtivega
information online and offline with different types relationships in the U.S. and China. Their hsssuggest
that Chinese and Americans had different perspestin how and when information should be shared.

Other relevant work has looked at cross-culturpeats of information privacy. Bellman et al. [2@nducted a
survey using a sample of Internet users from 3&t@ms. They found that “cultural values were agsed with
differences in privacy concerns” and “cultural difnces are mediated by regulatory differencesd &tal. [30]
surveyed 1261 Internet users from India, Koreag&wore, Australia and the U.S. regarding their gqgions and
behavioral responses in the context of online psiva hey found that national culture influencesglets online
privacy concerns and privacy protection behavidvang et al. [31] studied SNS users’ privacy atsichnd
practices in America, China and India by conductimgonline survey. They reported that American sisesre
more concerned with privacy than their Chineseladén counterparts.

As the first comparative study of location-sharipgeferences between China and the U.S., we provide
guantitative behavioral evidence suggesting intargslifferences in the needs and concerns of theseyroups.
While our results in the context of location-shgrprivacy are generally consistent with overaltifimgs reported
in the more generic studies identified above, thisy identify finer differences. They offer insiglelevant to the
design of privacy settings for each of these céemiand also suggest somewhat different pathsrip &adoption

of location-sharing applications and location-baaédertising in the U.S. and China.



3. Empirical Study

To gather data on people’s location-sharing prefegs under different situations, we conducted aethveek
study in Dec 2010 at Beihang University in Beijit@hinese university and repeated the same stuégetn2011
at Carnegie Mellon University in Pittsburgh, theitdd States. Our research group consists of unaidugte and
graduate students from both universities. A hundfeieam members at each university are bi-lingual have
spent extensive time in both countries. All the enials (surveys, web applications, flyers, etc.yeveriginally

written in English, then translated into Simplifi€thinese for participants in China.

3.1. Participants

We recruited two demographically similar group$afticipants with similar educational backgrountiBaihang
University in Beijing, China and Carnegie Mellonilgrsity in Pittsburgh, U.S.. Both universities dmeated in
major metropolitan areas and are top universit@sing extensive disciplines. Thirty students (@nmgladuate
and graduate students) were recruited at each rgitiw@ising mailing lists and flyers posted arodhd campus.
To avoid confounding factors, recruitment at eanfversity was limited to nationals of the countrjeve the
university is located. One U.S. participant droppet midway due to personal reasons. Among theeB#ining
participants, the average age was 22 years Qdql.8,6,8.7, k=22.0,6.~1.9); twenty-nine were female (15
Chinese females and 14 U.S. females). Participaats evenly split between those affiliated withhteical (e.g.,
natural sciences, engineering) and non-technielldi(e.g., arts, sociology, and business). Ppatits received a
$45 gift card & 300 RMB) at the end of the study. The higher ineenpaid to Chinese participants (relatively
speaking, with respect to GDP per capita in Chima$ due to the adaptation we made in data collgctie.
Chinese participants were asked to use the phanéded by us as their primary phone and upload date a

day manually. We will justify this adaptation insséon 3.3 in detail.

3.2. Part 1: Entrance Survey

Participants completed a 10 minute online survegoltect demographic and social network informatids part

of this survey, we collected participants’ home amtk addresses for further data analysis.

3.3. Part 2: Location-sharing Data Collection

In the U.S., we installed our location tracking kgggion on participants’ own smartphones (iPhoaed Android
phones) to collect their location traces. The saferan continuously in the background without usput, using
both GPS and Wi-Fi positioning. Participants’ basailable location was sensed and uploaded to ewes
approximately every 5 minutes. Note that many sphanies sold in China before 2010 do not supporEiiue
to government regulations. To ensure accuracy, noeiged our Chinese participants with Wi-Fi enabiakia
N95 smartphones, in which they installed their d8¥M cards — to ensure they would use them as pheirary
cell phones. The phones came equipped with outitdtaensing application pre-installed. This apgtiien had
similar functionality and sensing frequency asdhe used in the US. However, instead of uploadatg th real-
time, the sensed data was stored locally on theg@hod uploaded by our participants using our vygiiGation
once a day via their personal computers. We belieaethis small adaptation just added a small &igpe tasks

our participants were requested to perform each Alp since participants in both groups didn'tadhé® interact
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|
| You were observed to be at

! Location A between 10:24am and
| 3:56pm on Saturday Feb 26.

Please indicate your location sharing
: preferences with each of the groups
! below.

.

Sche:
Park|

! Click here if you believe that this

| observation is completely inaccurate.

Your Close Friends and Family

Would you have been comfortable
sharing your location information
as the map above with them?

_'Yes, during this entire time

If you could control the level of
details for sharing your location,
at what level would you have
been most comfortable sharing
your location information?

~ No, not during any of this time
@ Yes, during part of this time...
7' Yes, for some of these people

2 No Sharing at all.

" State level location.

' City level location

226 [=] 12: [=] 30 [=] pm [=] @ Neighborhood level location
to ' Exact address level location
26 [=] 3[=]30[=] om[s]

Add an additional time span.

Figure 1: Screen shot of our web app. A map with thestamps was displayed to help participants remembehe
locations at which they had been. Questions aboubéir willingness to share their location with membes of four
different groups (Close friends and Family, Friendson SNs, Members of the University Community, Adveisers)

were displayed just under the map.

with the location sensing application, what typgbbnes they were using did not have significafetot$ on our
participants’ behavior nor influence the resultscatiected.

Once the data was on our server, the recorded WieEess Point (AP) addresses were translated iats g
coordinates via Skyhook APIs [32]. We used a metsiatlar to that described by Benisch et al. [2ptocess
the location readings sensed by our tracking agtdin. Location readings were aggregated into eaHecation
observation (if the participant stood still) or path observation (if the user moved). A new location observation
was created when a participant moved by more tb@m2eters from his or her last known location asmained
stationary again for at least 15 minutes.

We adopted the Day Reconstruction Method (DRM) f83jollect participants' location sharing prefers The
location traces we captured by our mobile applicatprovided participants with clues to recover ithaaily
experiences. During the course of 3 weeks, paaintgpwere asked to log onto our web applicatiore@day and
answer questions about each place they had vigitedition / path observation). These questions gulob
participants’ preferences regarding sharing ttegation with four types of potential recipientshe tsame types
identified by Benisch et al. [2] (close friends afamily, friends on Social Networking Sites, unisiy
community, and advertiséjsin two cases. In the first case (referred tohasll-or-none case), subjects only had
the option to share an exact location or not dslany location at all. In the other case (refeteds the
granularity case), participants could choose to manipulate thellefgranularity at which their location would be
disclosed. For example, in Figure 1, a participgas$ observed at location A between 10:24am to 3rb6p Feb
26, 2011. She was asked to respond to both obtlening:

2 By advertisers, participants were specificallytinsted to think of location-based advertisers.



1. How comfortable she would have been sharing haitioe with each recipient type at that tifhe.
2. Atwhat level of granularity she would have likeddisclose her location (e.qg., state, city, strett,).

For each place visited, the same questions wereatep for each of the four recipient types. We nemi
participants to complete tasks on time by emailsteNthat no real location sharing took place irs thtiudy.

Requiring participants to review their locationslamswer these questions once a day was intendatstoe that
they would remember the context at each locatiahvaould be abldo provide accurate characterizations of the

location sharing preferences. This same approashéen successfully used in other similar studias (2]).

3.4. Part 3: Exit Survey

Participants completed a 10 minute online survégrdhe three-week period. In this survey, ouripgdnts were
asked to reflect their location sharing prefererinegeneral. Our participants were asked to raekitiportance
of four different factors on their willingness thase their location, namely type of recipient, tjrtyge of place at
which they are, and granularity of the locationcltisure. They were also asked to evaluate theiergpces in

the study for us to possibly improve our methodglogthe future.

3.5. Part 4: Optional Interview in China

We also gathered qualitative feedback from our €sgnparticipants to make sure there were no ti#sla
misunderstanding or other unexpected issues thgtitrabmpromise our comparisons. Furthermore, sinise
the first time a location-sharing user study coneddn China, we would like obtain more direct ende to
study the rationale behind Chinese participantatish preferences. Our Chinese participants wevengihe
option to sign up for a 15-minute phone interviewMandarin Chinese. Ten participants (5 females¢ed) to
participate in the interview. In the interview, wasked participants to justify the reasons for stgaor not sharing

certain locations in general. We also asked far fleedback on the overall design and conduct efstiudy.

4. Comparing Location-sharing Preferences between China
and the U.S.

In this section, we examine data collected under paf our study. Specifically, we present and pane data
along several dimensions, including mobility patgerwillingness to share with different recipieypés, as well
as impact of one’s location and time of day oninglhess to share. We also look at gender diffeeacel the

impact of allowing people to modulate the grantjyaoif their location disclosures.

4.1. Mobility Patterns

Our location tracking application collected locatioeadings (i.e. geo-coordinates) during 82% of shely

duration in the U.S., i.e., 147,238 location regdifrom our 29 U.S. participants. Due to lower cage of

Skyhook's Wi-Fi AP position data in China, we cclied only 101,553 location readings from Chinese

participants, or 55% of the study duration. Thesmig readings occurred either because particigamed off

their cell phones at night (about a third of ourir@se participants did this) or because the ppditdis were

% For the university community and advertisers, ipgrnts only had the first three options to choose
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Rank (Time Spent) China U.S.

(Home) 1 56.94% 51.91%
(Work) 2 31.38% 25.62%

3 6.17% 9.45%
4 2.58% 4.53%
5 1.01% 2.40%
Total 98.08% 93.91%

Table 1: Percentage of time participants spent at #a Top 5 most visited locations, e.g., Chinese paiipants on

average spent 56.94% of their time at home.
indoors (no GPS signal available) and the nearbyadétesses could not be resolved to geo-coorditiatesgh
the Skyhook API. We post-processed these locadadings and interpolated the missing data usingque and
subsequent available readings before they were rshiovthe users. This enabled us to accurately excthe
location of those Chinese participants who hadedmoff their phones at night.
We then aggregated consecutive location readirtgddcation or path observations as mentioned ssiga 3.3.
Based on participants’ per-observation feedback3%®%f these identified places were marked as atedny our
U.S. participants. Among these accurate obsenatieach U.S. participant visited 17.87 distinctcpt on
average over a three-week period (median:cEB.78). In China, 91.5% of identified places werarked as
accurate, and each Chinese participant, on avendgied 6.47 distinct places (median: ¢53.21). The
significant difference (t(35)=6.57 , p<.0001 in tsample t-test assuming unequal variances) in timber of
distinct places visited by the two groups mightgaetially attributed to the lower tracking coveraigeChina.
However, in the exit survey, Chinese participamigidated that most of the places they had visitad bheen
captured. This leads us to believe that even withentomprehensive tracking coverage in China, thbility

differences between the two groups would still tagistically significant.

We further calculated the percentage of time ppditts spent at each of their top five most visipdates (see
Table 1). The top two places stood out, which gpoaded to the place they lived and the place Werg study
or working on campus based on information proviitethe entrance surveéyThroughout this paper, we would
use 'home' and 'work' to refer to these two typéocédtion for convenience. Table 1 also indicates Chinese
participants on average spent 11.68% of their tanplaces other than ‘home’ and ‘work’, whereadrthkS.
counterparts spent 22.47% (t(45)=2.79 , p<.01 io-$ample t-test with unequal variances) at sucheslaThe
top five places covered 98.08% of traces of oun€$e participants, and 93.91% of their U.S. copargs.

In general, our results suggest that U.S. partitipapent significantly more time at diverse plao#ser than

'home' and 'work' compared with their Chinese cenparts.

4.2. Location Disclosure in Different Scenarios

In this subsection, we study participants’ locatiisclosures in different contexts, including diéfet recipients

(with whom they share the location) and the semamtganing of the place they were when the hypathleti

4 A place was considered distinct only if it was 2B6ters from all other distinct places and theettt§pent at least 15
minutes there.
5 The work address usually referred to a campuslingilwhere he spent the most time on weekdayspé&icipants who

lived on campus, home addresses referred to thainitbries.
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China u.s. df t p
Mean SD Mean SD (two-tailed)
Close Friends and Family (CF) | 70.63% | 11.03% | 81.46% | 13.86% | 53 3.31 <.01
Friends on SNS (SN) 24.53% 8.47% 39.05% 18.66% 39 3.82 <.01
University Community (UC) 46.87% 6.31% 44.54% 8.25% 52 1.22 0.22
Advertisers (AD) 17.61% 3.22% 21.06% 7.11% 39 2.38 0.08

Table 2: Percentage of time participants would be illing to share location information with four
types of recipients. Two-sample t-test assuming ugeal variances was conducted to verify the
significance of comparisons. On average, Chinese ntiaipants were willing to share their
location with Close Friends and Family (CF) 70.63%f their time during the study.

sharing happened, since participants from both trimsireported in the exit survey that these tvatdies were the
top 2 most important factors affecting their corftisclosing their location.
To investigate how these two factors influence feepocation sharing and whether they have diffetevels of
impact on the two study groups, we calculated therage percentage of time participants reportedigoei
comfortable sharing their location in each contartl use it as the dependent variable. Note thathim
subsection we limit our analysis to disclosuresttia all-or-none case (i.e. disclosure granularéyrmot be
modulated).

4.2.1 Location Sharing with Different Recipients
We consider four types of recipients with whom kimas might be sharedlose friends and family (CF), friends
on SN (SN), university community (UC), andadvertisers (AD), the same four types studied by Benisch einal
[2]. These four recipient types are rather différbath in terms of relationship with the participas well as
potential size and diversity. We pre-processedrdéiiedata by averaging the percentage of time eadicipant
would be willing to disclose their location withettiour recipient types.
Table 2 shows Chinese and U.S. participants’ shapneferences with the four different types of pemts. A
two-sample t-test assuming unequal variance wad tsdest the significance of the comparisoRor both
groups, participants shared the most with clognfts and family (CF), followed by university comrityffUC),
friends on SNSs (SN), and then advertisers (AD)in€de participants on average were significantlyremo
conservative (sharing less) with CF (t(53)=3.31,.04% and SN (t(39)=3.82, p<.01), marginally with AD
(t(39)=2.38, p=.08) and almost indifferent with W&52)=1.22, p=0.22) comparing to their U.S. ceuparts.
Although willingness to share with UC was closewssn Chinese and U.S. participants, comparativeiynese
participants were more comfortable disclosing thedation to their university peers than with fidsnon social
networking sites (SNina 24.53%, UGina 46.87%, 1(29)=2.90, p<0.01lin two-tailed pairetbgt). In contrast,
there is no significant differences in U.S. pag#nits when sharing with both types of recipientd (S39.05%,
UC,s 44.54%, t(28)=1.66, p=0.11). We confirmed thessults by studying the interactive effects between
country and recipient type by performing the Randg&iffiects Generalized Least Square Regression on
nationality, recipient types and the interactiomwseen the two. The detailed resulting model cowddfdund in

Appendix 1.

® This group usually consists of a diverse populatibmight also include random people our partioigadon't
know in person.

" All the p-values reported in the paper are twiethi
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China u.s. df T p
Mean SD Mean SD (two-tailed)
Home 38.48% 12.98% 44.08% 14.27% 57 -1.5753 0.1203
Work 42.39% 11.87% 52.27% 13.03% 56 -3.0416 0.0035
Other 42.01% 15.29% 44.00% 14.67% 57 -0.5102 0.6118

Table 3: Percentage of time participants would be iing to share location information with four
types of recipients. On average, Chinese participasiwere willing to share their location with CF
70.63% of their time during the study.

This difference might be attributable to utilityasmns, e.g., the need to locate one another fadicading a
social activity. It might also suggest that Chingsarticipants feel closer to members of their ursitg
community than US participants. Based on the indiglism index introduced by Hofstede (IRW:=20,
IDV,=91) [23,34,35], collectivism has been identifiedaanotable cultural trait in China, whereas irdiinlistic
attitudes seem more prevalent in the U.S. Accotdinbe difference in comfort sharing one’s locatiwithin the
UC could be interpreted as a reflection of a moodlectivist attitude among members of the universit
community in China.

Overall, our results show that the type of recipisrone of the significant factors in determinivilingness to
disclose one’s location — both in the U.S. and in@. This is consistent with prior studies condddn Western
countries [22,15]. In general, it makes sense pleaiple are more willing to share their locationhwtihose they
feel closer to. The interesting difference her¢hat Chinese participants feel slightly differeatcertain social
groups from U.S. participants. For example, Chingsicipants would appear to feel closer to memloértheir
university community than to friends on social natking sites, whereas US participants seem to \heih

groups as equally close and hence are equallyngitth share their location with both groups.

4.2.2 Location Sharing at Different Types of Places

Some earlier work [22,20,2] reported that the sdimaneaning of the places people are at can hawmpact on
whether or not they feel comfortable sharing tHewation. To see if this finding extended to ourir@se
participants, we analyzed the sharing preferentbsth groups of participants at different typesplafces.

We categorized all the observed places into threpmtategories: “home”, “work”, and “other”, whefleome”
refers to the places our participants live and ‘ktaefers to the places they were studying or wogkdn campus.
We present the sharing preferences of both ChiaeddJ.S. participants at these three types of plac&able 3,
and verify the significant of the comparisons ustmg-sample t-test assuming unequal variance. Tdhise
suggests that, U.S. participants on average wgrgfisantly more open sharing their location atrkdghan their
Chinese counterparts (1(56)=3.04, p=.0035), wheaé&d®me' or other places, participants from lgpthups have
similar level of sharing on average. When compaftoaation-sharing preferences within each group,ale®
notice that U. S. participants' willingness to lioma share at 'work' was 8% more than their wiltings at 'home’
or at 'other' placesp},d28)=2.283, pme=.0321; tine(28)=2.285, pme=0.320 in paired t-test). However, type of
location didn't differentiate the level of sharing Chinese participant on average. Their willingn&s share

location at “home”, “work” and “other” places arerterally close.

4.2.3 Interactions between Recipient and Type of Place
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Figure 2: Average percentage of times shared at hamwork and other places with different recipients.
E.g., U.S. participants on average were willing tehare 80.66% of the time with close friends and faity
when they were at ‘home’.  Highlighted grids meanignificant differences (p<.05) in two-sample t-test
assuming unequal variances.

In previous subsections, we studied the impacwoffactors separately (i.e. recipient type andtiocatype). We
realize that, only looking into one factor at adimight over-simplify the problem. In fact, therene strong
interactions between these two factors, i.e. thgairhof these two factors might be canceled oeixacerbated in
some cases. Therefore, in this subsection, we @ethe interaction between these two independeisblas.
To help us more intuitively understand the datavisealize the interactions between recipient ame iof place
in the 4 by 3 grids (see Figure Zhe highlighted grids indicate there exist statjcaignificant differences (p<.05
two-tailed in two-sample t-test assuming unequabvees) between Chinese and U.S. participants.

When their locations were shared with close friesuald family (CF), both groups shared the least wthep were
at 'other places'. U.S. participants were moreinglito share their location at 'work' than at 'hgrmeéhereas
Chinese patrticipants on average did the opposite Wénen the recipients were their friends on sonitwork
sites (SN), Chinese participants were particuladgiservative when they were at 'home' and ‘wonk&dntrast,
U. S. participants were quite open with their 'wddcation but feel comparatively reluctant sharingme' and
'other places'. Prior research in psychology hagested that people are less willing to share médion that
they view as being closely associated with the@mtdy [12,11] especially with someone they domibw in
person (e.g. advertisers and random people onlgsatiaork sites). This would suggest that Chineseigipants
generally viewed both ‘home’ and ‘work’ locations being particularly sensitive, whereas U.S. pipdiats did
not consider ‘work’ locations to be as personalresr ‘home’. Our results also indicate that our piSticipants
were more selective when it came to sharing inféionaabout other places they go to than their Cdene
counterparts.

When sharing with UC, both groups of participardd Bimilar level of sharing for all three typesptdces. When
sharing with AD, they both had the highest perogataf sharing at ‘other’ locations. This is probadtiven by
utilitarian considerations: people are more intex@sin receiving location-based promotions whenrnea
restaurants, stores and other similar venues.

We also performed a Random Effects GeneralizedtL8gsare Regression on the complete set of vagable

including all possible interactions further verthese trends statistically. The detail of the r@sgimodel can be
14



100%
—e—China ——U.S. Sharing with University Community on

80% Weekdays
60% - -—
amas =T ST,
40% -
20% Sudden-inerease (@-8am Sudden-drop-@-6-pm
(a)
0% T
S > > = > = = > > > = =
< < < < << < a [N o a o o
o o~ <t o (o] o o~ o~ <t o [oe] o
80% Gl L& Sharing with Friends on SNS on
’ Weekends
60% -
lunch dinner party
A0% Syt Ty s e, L asant SagmSaa
2% W il e —— gt
b
= > = = = = = b > > = =
< <t < << < < o o o o o o
o~ o < [\~ 0 o (o] o < (o] 0 o
Ll i - -

Figure 3: Sharing preferences breakdown by time: (asharing with University Community (UC) on weekdas (b)
sharing with friends on SNS on weekends. In (a), omorkdays, Chinese participants exhibit more sudderhanges
on their location-sharing preferences between workig hours and personal time. In (b), on weekends amg
Chinese participants, we observed three peaks ofating which could be corresponded to activities surcas lunch,

dinner and etc.

found in Appendix 3. By comparing the regressioefficients, we can also learn that recipient typeenthe

greater impact than the location type on peopt&ation sharing preferences for both participaatigs.

4.3. Using Location Privacy Settings

In this subsection, we further analyze the privamferences of our U.S. and Chinese participardsd@éstuss the
benefits they would derive from different combiai$ of location-sharing privacy settings.

4.3.1 Time Control in Location Sharing
The first question we examine is whether or notigigants' location-sharing preferences change thightime of
day and day of week of the request, two importanation-sharing settings identified by Benischle{3. We
used the same procedure as in [2] to calculatevkeage percentage of sharing for every half-hotarval on
weekdays and weekends in the all-or-none case éwparticipants only have the option of disclosihgirt
location at the finest level of granularity or rdisclosing it at all). In general, participantsbath groups were
more comfortable sharing their locations during &y — which is also closely correlated with notnigeat
‘home’.
For example, Figure 3a shows the percentage ofpamiicipants were willing to share their locatiamish UC on
weekdays during each 30-minute time interval (tssidr SN and AD were similar). The red dots repntghe
percentage of Chinese participants willing to shaned the blue squares represent the percentadé Sof
participants willing to share. In both groups, weserve that the amount of sharing from midnightesoly
morning is lower than during day time. Also, a saiddncrease at around 8am and a sudden drop atchfmm
can be viewed on the red curve (China), whereashthages on the blue curve (U.S.) are more gradual.
These sudden changes could be interpreted in tws.wane possible explanation is that Chinese ppatits
have more differentiated location-sharing prefeesntor work and non-work hours. One piece of suipgpr

evidence here was the choices participants matieiall-or-none sharing case where participantédcchioose to
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share ‘during part of the time’ they were at a taraand specify the time interval (see Figureld)our study, we
found that the percentage of time that our U.Stiggpants selected this option was negligible (€8)5whereas
Chinese participants selected this option occaBionéhen they shared their locations with CF, SN akD
(<6%), and quite often (14.62%) with UC. This olys#ion suggests that U.S. participants made thwiriisg
decisions primarily based on the type of place thveye at and the target recipients, while Chines#igipants
considered time as an important factor as well.eBdvChinese participants confirmed this in theianal
interview after the study. For example, P3 saiditidugh I'm still at school, it's my personal timedon't want
to share (location) with my classmates or facultera6pm...” P5 also expressed a similar view: “Inthi
(controlling) time is very important. | have diftart preferences for places | visited after workiogrs.”

Another possible explanation is that US participaiso differentiate their location-sharing prefees based on
time, however, their schedules were not as aligreetheir Chinese counterparts. Therefore, aftereagdging the
data of individual participant, the changes betweerk and non-work hours were smoothed out. We'tlithve
the chance to test this possible interpretatioeitimer optional interview or exit survey, henceeimains an open
issue that needs to be verified in the future work.

The second interesting pattern we observed isWh&t participants have relatively stable sharingfgrences
during weekends, whereas Chinese participants ritedesting peaks and valleys in the percentageraf they
were willing to share their location. We plot therpentage of time that Chinese (red) and U.S. Jigadicipants
reported being willing to share their locationshwW@N during each 30-minute interval on weekends {&gure
3b) as an example. As we mentioned before, Chipastcipants were relatively more conservative heitt
sharing with friends on SNS. In addition, the btweve (U.S.) is almost flat in different time slotghile the red
one (China) exhibits significant changes basedroa bf day. We found that Chinese participants apgeto be
very conservative during weekend nights but seememdlling to disclose their location over certaime
intervals, e.g., around noon, 6pm, and 9-10pm. &hise intervals seem to coincide with lunch, dmrend
social times. This would suggest that Chinese gipetnts' location sharing is more event-driven —again,

perhaps, that their schedules are more predictatieth.

4.3.2 Granularity Control in Location Sharing

We also asked participants to specify the most@pyate level of detail at which they would wantsteare their
location information (granularity case), rangingnfr no disclosure, state/province-level disclostweaddress-
level disclosure. The objective is to learn howtipgrants would change their behavior if they hawere
expressiveness to modulate their sharing prefesermtel whether the two groups of participants wdadtave
similarly or not. From this analysis, we can alsgply whether adding expressiveness could help asing the
adoption of location-sharing services in both caest

We visualize the percentage each granularity lexel used with four types of recipients in Figur&\e observe
for both groups of participants, a significant jpmmwtof time participants' location is modulatedvoetn State level
and Neighborhood level. This means in many casepleéiad to squeeze their real granularity prefaernnto a
binary choice -- either sharing the finest locatmmno sharing at all. In other words, both U.Sd &hinese
participants would significantly benefit from satjs that enable them to modulate the granularitheif location
disclosures.

As reported in an earlier section, Chinese paditip were generally more conservative than theB. U.

counterparts in the all-or-none case (i.e., nogeaity control). However, when given the ability modulate the
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Figure 4: Granularity distribution with four recipi ent types by Chinese and U.S. participants. Chinegarticipants

on average share more detailed location informatiomith all four types of recipients. The humbers of ame color

add up to 100% in each column. In general, Chineggarticipants tended to share location with higher esolution

than their US counterparts.
granularity of their location disclosures with eaaftthe four recipient types, Chinese participaatsled to share
locations with higher resolution than their U.Sucterparts.
When sharing with close friends and family (CF)eon®5% of the time Chinese participants reportedigoe
willing to disclose their address-level locatiorhexeas U.S. participants only shared about 47%eofilne at this
granularity level. For sharing with friends on sdaietwork sites (SN), over 56% of the sharing firzex or equal
to neighborhood level in the Chinese group, whemrdg 38% was this fine in the U.S. group. Simileends
could also be found when sharing with the univgrstmmunity (UC) and advertisers (AD). Several @sim
participants confirmed this finding in the optiomaterview. For example, P1 said, “If | am willing share (this
location), | don't mind sharing with high resolutip P5 said, “Sharing location in neighborhood leigevery
vague and not useful at all. ”
Furthermore, we studied the reasons why peopleectifferent granularity levels by comparing theioies in
both the “all-or-none” and “granularity” cases. Wempared the average percentage of time particpase
NOT to disclose their location in these two case® (Figures 5a, 5b). We found that for the Chipasgcipants,
the majority of the no-disclosure cases in theorlhone condition became sharable in the granylaise,
especially when sharing with CF and SN recipiepegy(Figure 5a). The U.S. group also chose noatiact less
often in the granularity case (Figure 5b), howets difference was not as significant as the oxt@béted by
their Chinese counterparts. In other words, theage=percentage of time that Chinese participamsrted being
comfortable disclosing their locations increasedrendramatically than that of U.S. participants whgwen
granularity setting. This also implies that, in thiessence of granularity setting, Chinese partidgpaended to
strain their preferences towards the more consgevdirection and chose to disclose nothing at all.
In Figures 5c and 5d, we compared the percentatimefparticipants chose to share their most detddcations
in the all-or-none case (best available locatiom) granularity case (street address-level locatiboy every
recipient type, U.S. participants chose to shaedfitiest location for a significantly smaller amowofitime in the
granularity case relative to the all-or-none cagiegreas the reduction in sharing the finest locaisovery small

among Chinese participants, especially when shaniith CF and SN. This suggests that, in the abserice
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Figure 5: The average percentage of time participas share nothing and share the finest location inla
or-none and granularity cases. Red represents Chinand blue represents U.S.. In general, granularity
control encouraged Chinese participants to share mme location, whereas US participants used this
additional control majorly for limiting the resolut ion of their sharing.

granularity settings, U.S. participants are mor#ing than Chinese participants to relax their prehces and
share their finest locations even when doing swtsheir optimal choice.

Thus, while it appears that in the “all-or-none’seaChinese participants are generally more contbegvenan
U.S. participants, surprisingly, the opposite igially true in the “granularity” case. A significaimplication of
this finding is that granularity settings are likeb be more important for adoption of location rég in China

than in the U.S.

4.4. Gender Differences in Location Sharing

Few location-sharing studies have attempted to tifyagender differences in location-sharing prefexes, let
alone compare these differences between differenntdes. Yet, significant gender differences hdneen

reported in prior self-disclosure studies in the/g®logy literature [36,37,11,38]. Here, we attenptsee
whether similar gender differences exist for lomatsharing preferences and to what extent thegreiff across
the two participant groups.

We measured the average sharing time for femaleraie participants in the U.S. and China (see Tapl©ur

data suggest that the participant’'s gender 1) msatend 2) results in different attitudes in th&&Uand China.
Overall speaking, Chinese female participants veggaificantly more conservative than Chinese mé@l¢3)=-

4.63, p<.0001). In contrast, we didn't observe ifitant differences in sharing between US male &dale

participants when we average the results oveypdi¢ of recipient (t(27)=-0.86, p=0.396).

When we break down the data into different reciptgpes, we observe several nuances within thergetrend.

While Chinese female exhibited conservative prefees consistently with all types of recipients, U&nale
participants show different attitudes with differeacipients, i.e. a more open attitude towardsispawith CF

and SN than U.S. males, but were more conservatingn it came to sharing with UC and AD than maldss

finding is consistent with several self-disclosstedies conducted in the U.S. and Europe [36,37 Thése

studies suggest that females generally have highels of self-disclosure with people close to theroh as close
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Chinese | Chinese uUs uUs

Female Male df t Female Male df t
Avg | 28.78% | 44.22% | 23 | -4.63 et 44.73% | 47.95% | 27 -0.86
CF| 63.59% | 70.93% | 24 | -2.86 * 88.16% | 75.29% | 22 +5.05 **

SN | 11.52% | 33.35% | 24 | -7.90 *x 44.06% | 35.79% | 27 +2.42 *
UC| 26.91% | 53.01% | 21 | -5.69 ok 37.27% | 49.43% | 25| -3.92 *

AD | 13.10% | 19.58% | 28 | -2.94 * 9.45% | 31.29% | 27 | -13.11 **

Table4: Sharing preferences of different genders itwo groups. Chinese female participants were strit more
conservative then Chinese males. U.S. females wenere open when sharing with CF and SN but more
conservative when sharing with UC and AD. * indicags that two-tailed p value is less than 0.05; ** @icates that p
value is less than 0.0001

friends and family. Kolek et al. [38] also suggésthat U.S. college women disclose personal inféionaon

Facebook at a greater level than men do acrossatereas, which is also consistent with our figdihat U.S.
female participants were more willing to sharethatation with the SN recipients than U.S. males.

Our finding could also infer that early adopterslatation sharing services and location-based &dugy in

China are more likely to be males. In contrasthim U.S., social network based location sharinghinig better

off targeting female users and location-based adugy businesses might want to first focus on male

5. Discussion

Our main research objective was to study and coentber location-sharing preferences of participantbe U.S.
and China. We believe different cultural backgrauaaid life styles have great influences on peopbaing

behaviors, particularly when it comes to sharings#tese information like one’s location.

5.1. Choice of Study Method

Many cross-cultural studies [25,12,11] have usatieyts [26,31], interviews [25] or ethnography sasl[27] as
their primary methodology. Surveys can easily cavdarger sample size, but are generally restritdesimple
self-reported facts. Prior research has shown paatple’s location-sharing preferences are highiptext-
sensitive, making such preferences less amenabdeirteey-based studies. While interviews and ethaquigc
studies could mitigate this limitation, they aresa@rce intensive and difficult to scale. Many otlaration-
sharing studies have used what is known as the rlexpe Sampling Method (ESM) [6,15], which requires
interrupting users and can lead to large gaps ta dathe prompts are ignored. We believe that waipg
participants’ whereabouts ground truth is essentiatapture these diverse preferences, especiallyplices
where participants stop by for only a short timenkk, we opted for the Day Reconstruction MethddNIp due

to its better coverage and lower user burdens.

5.2. Study Limitations

We acknowledge that there were several limitationsur study. First of all, the participants wetleuaiversity
students, and some of the recipient groups, suddragersity Community’ we probed might only be eghnt to
this specific population. As such they cannot bmwed as representative of the broader populatics bélieve
that they are however a meaningful segment of thgulation to study, as they are likely early adoptef

technologies such as location sharing. If anythingpuld be argued that this segment of the pdjmuias also
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more exposed to global cultural trends than theeg@rpopulation, and that cultural differences obseé in this
study might be further exacerbated if one wereotik lat the broader population of each country. Bseahis is
just a conjecture, we feel more comfortable simmigsenting our work as a first step towards undedihg

cross-country and cross-cultural differences inptege location sharing preferences, a domain wkaoh studies
had not yet been conducted.

Second, no real location sharing occurred in oudyst One could argue that an actual deployment oéah
location-sharing system might have yielded diffénesults. We do not deny this possibility. Howe\etually
sharing participants’ location information wouldviealed to challenges in recruiting participantsnglowith

people in their social networks. In addition, itwia bring in extra variables that we have no cdrireer in the
study. As such, we believe that real location tsapkis the per-location audit questions remain asarable

method for estimating people’s actual behaviors.

5.3. Design Implications

Our study is the first and only an initial explooat into the differences of location-sharing preferes between
participants of two countries. Despite the limidas mentioned in the previous subsection, our figslisuggest
that there are significant differences between thwe groups of participants regarding location-shgri
preferences. These results have several desigticatiphs for future location-sharing applicatiohsSA). First,
LSAs should consider providing different levelspoivacy assurance to users with different cultbietkgrounds.
So far, location sharing is still a relatively umfidiar service in China. Our findings suggest imabrder for LSAs
to be successful in China, these services will neqmovide more privacy assurances to users.

Second, different cultures may have different adntequirements for sharing their location datar Ewample,
we observed that Chinese participants needed &peoiitrol over the time when their locations wohblkl shared,
while data from U.S. participants suggest thattiipe of place where they are might be enough. L8Wéght
consider providing different control mechanismsater to the diverse needs of users from diffebackgrounds
or countries.

We also found that participants’ sharing prefersnaere dramatically different when given additionahtrol
over how detailed their location information woulldd when shared. In our study, participants fronh lmodtural
backgrounds used many different granularities tmaenodate their needs, which by itself is a sigaifit finding
and validates the availability of such controlsajpps like Google Latitude[39]. However, Chinesetipgrants
used granularity settings primarily to maximize #maount of information they would be comfortableusing,
whereas U.S. participants used this control prilpaoi minimize their location disclosure. This find suggests
that introducing a more complex control mechanismld increase users’ comfort levels, however, ighmi
encourage or discourage users to share more infiorma

As the first work to demonstrate these differeneesalso found that there is currently a lack efotty regarding
design for cross-cultural differences. We belidvis ts an important area and strongly encouragenuamities to

collaborate and contribute in this area.

6. Conclusion

Most existing location-sharing studies only invalvearticipants from a single, Western cultural lggokind. We

conducted a three-week study collecting actual tionatraces and location-sharing preferences frovo t
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comparable groups in the U.S. and in China to deter whether or not the two groups would signifitadiffer

in their location-sharing behaviors. Our resultgeaded both similarities and differences betweemé&de and
American users. Chinese participants in generaivem@ conservative in sharing their location corimgato their
U.S. counterpart. The type of recipients and typlcation both have significant but slightly diféat effect on
the two groups of participants. In addition, Chimesd U.S. participants behave significantly défarwhen
given granularity control. Based on our findingse wffer design implications for future location-shg

applications that highlight tailoring privacy cooitrmechanisms to accommodate users with differetium@l

backgrounds.

To the best of our knowledge, our work is the firssearch studying cultural differences regardimgation
sharing. Possible directions for future work in@dwkpanding the sample pools to more general ptipotafrom
these two cultural backgrounds as well as investigaother factors of location sharing (e.g., thepmse of
location sharing, plausible deniability, real-tifeedback, etc). We acknowledge the challenge ofmgdimability
of this kind of work, and hope that this paper d@nviewed as a useful data point and a catalystiore

discussions about research on culture and privacy.
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Appendix

1. Regression model predicting average percentage of sharing time on

nationality and recipient type

Sharing Time Coef. Std. Err. z p
_cons .6816 .0106 64.43 <.001
Country. us .1092 .0151 7.24 <.001
Recipient. CF
SN -.3975 .0150  -26.57 <.001
ucC -.2230 .0150 -14.91 <.001
AD -.4890 .0150  -32.69 <.001
Country # recipient
US # SN -.0051 .0213 -0.24 0.812
US# UC -.1195 .0213 -5.60 <.001
US # AD -.0597 .0213 -2.80 .005
Number of obs : 708 Group variable: userid
Number of groups : 59

2. Regression model predicting average percentage of sharing time on
nationality and location type

Sharing Time Coef. Std. Err. z p
_cons | .3752 .0198 18.92 <.001
Country. us | .0601 .0282 2.12 .034
Location. Home
Work | .0456 .0280 1.63 .104
Other | .0415 .0280 1.48 0.139
Country # Location
US # Work | .0325 .0400 0.81 0.416
US # Other | -.0232 .0400 -0.58  0.562
Number of obs : 708 Group variable: userid
Number of groups : 59

3. Regression model predicting average percentage of sharing time on
nationality , location type, recipient and all the possible interactions

Sharing Time Coef. Std. Err. z p
_cons 0.7350 0.0151 48.6600 <.0001
Country. us 0.0570 0.0215 2.6400 0.0080
Recipient. CF

SN -0.4964 0.0210 23.6000 <.0001

uc -0.3285 0.0210 15.6200 <.0001

AD -0.6142 0.0210 29.2100 <.0001

Location. Home
Work -0.0575 0.0210 -2.7400 0.0060

Other -0.1026 0.0210 -4.8800 0.0000

Country # recipient
US # SN 0.0569 0.0300 1.9000 0.0580

us#UC -0.0639 0.0300 -2.1300 0.0330
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US # AD 0.0193 0.0300 0.6400 0.5190
Country # Location
US # Work 0.1370 0.0300 4.5700 <.0001
US # Other 0.0197 0.0300 0.6600 0.5110
Recipient # Location
SN # Work 0.0710 0.0297 2.3900 0.0170
SN # Other 0.2257 0.0297 7.5900 <.0001
UC # Work 0.2177 0.0297 7.3200 <.0001
UC # Other 0.0988 0.0297 3.3200 0.0010
AD # Work 0.1239 0.0297 4,1700 <.0001
AD # Other 0.2517 0.0297 8.4600 <.0001
Country # Recipient
# Location

US # SN # Work -0.0898 0.0424 -2.1200 0.0340
US # SN # Other -0.0961 0.0424 -2.2600 0.0240
US # UC # Work -0.1484 0.0424 -3.5000 <.0001
US # UC # Other -0.0185 0.0424 -0.4400 0.6630
US # AD # Work -0.1797 0.0424 -4.2400 <.0001
US # AD # Other -0.0573 0.0424 -1.3500 0.1770

Number of obs : 708 Group variable: userid

Number of groups : 59
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