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Abstract

An ad hoc network is a collection of wireless mobile nodes dynamically forming a temporary network
without the use of any preexisting network infrastructure or centralized administration. Routing protocols
used in ad hoc networks must automatically adjust to environments that can vary between the extremes of
high mobility with low bandwidth, and low mobility with high bandwidth. This thesis argues that such
protocols must operate in an on-demand fashion and that they must carefully limit the number of nodes
required to react to a given topology change in the network. | have embodied these two principles in a
routing protocol called Dynamic Source Routing (DSR). Asaresult of its unique design, the protocol adapts
quickly to routing changeswhen node movement isfrequent, yet requireslittle or no overhead during periods
in which nodes move less frequently. By presenting a detailed analysis of DSR’s behavior in a variety of
situations, thisthesis generalizesthe lessonslearned from DSR so that they can be applied to the many other
new routing protocols that have adopted the basic DSR framework. Thethesis provesthe practicality of the
DSR protocol through performance results collected from a full-scale 8 node testbed, and it demonstrates
several methodol ogiesfor experimenting with protocol s and applicationsin an ad hoc network environment,
including the emulation of ad hoc networks.
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Chapter 1

Introduction

The need to exchange digital information outside the typical wired office environment is growing. For
example, a class of students may need to interact during a lecture; business associates serendipitously
meeting in an airport may wish to share files; or disaster recovery personnel may need to coordinate
relief information after a hurricane or flood. Each of the devices used by these information producers and
consumers can be considered a node in an ad hoc network.

In atypical ad hoc network, mobile nodes come together for a period of time to exchange information.
While exchanging information, the nodes may continue to move, and so the network must be prepared to
adapt continually. In the applications we are interested in, networking infrastructure such as repeaters or
base stations will frequently be either undesirable or not directly reachable, so the nodes must be prepared
to organize themselves into a network and establish routes among themsel ves without any outside support.
Theideaof ad hoc networking is sometimes also called infrastructureless networking [ 76], since the mobile
nodes in the network dynamically establish routing among themselves to form their own network “on the

fly.”

1.1. Overview

In the simplest scenarios, nodes may be able to communicate directly with each other, for example, when
they are within wireless transmission range of each other. However, ad hoc networks must also support
communication between nodesthat are only indirectly connected by a series of wireless hops through other
nodes. For example, in Figure 1.1, nodes A and C must enlist the aid of node B to relay packets between
themin order to communicate. In general, an ad hoc network is a network in which every nodeis potentially
arouter, and every node is potentially mobile.

The presence of wireless communication and mobility make an ad hoc network unlike atraditional wired
network and requires that the routing protocols used in an ad hoc network be based on new and different
principles. Routing protocols for traditional wired networks are designed to support tremendous numbers
of nodes, but they assume that the relative position of the nodes will generally remain unchanged. In a
mobile ad hoc network, however, there may be fewer nodes among which to route, but the network topology
changes can be drastic and frequent as the individual mobile nodes move. My thesisis that:

Efficient routing in an ad hoc network requires that the routing protocol operate in an
on-demand fashion, and requires that the routing protocol limit the number of nodesthat
must beinformed of topology changes. Ad hoc networks running such a protocol can be
designed and implemented, and they perform well enough to support useful applications.

In this dissertation, | argue that there are two keys to designing a routing protocol that operates suc-
cessfully given the challenges of an ad hoc network. First, the protocol must be fundamentally on-demand,
meaning that it reacts to changes in the environment only when necessary. Second, the protocol must limit
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the number of nodes that are required to share consistent state information, since it is extremely expensive
or impossible to maintain a distributed data structure in a consistent state across all the nodes in a rapidly
changing ad hoc network.

In the chapters that follow, | will describe the Dynamic Source Routing protocol (DSR) [55, 54, 52,
51] I developed to embody these principles, and will explain why the mechanismsincluded in the protocol
were selected from the large set of candidates | investigated. | show that DSR delivers excellent routing
performance across a wide range of ad hoc network environments, and | dissect DSR into its component
mechanismsto show how they combineto give DSR that performance. This dissection also exposesinsights
that enable the lessons learned from DSR to be generalized to other protocols. Finally, | describe two ways
in which my research group and | have demonstrated the real-world practicality of ad hoc networks running
the DSR protocol: first by creating an 8-node full-scale testbed implementation of DSR, and second by
developing an emulation systemthat allows arbitrary applicationsto be subjected to the network conditions
inside any ad hoc network scenario.

The remainder of this thesis is organized as follows. The rest of this chapter describes the challenges
that arouting protocol for ad hoc networks must overcome and givesabrief history of investigationsinto the
problem. Chapter 2 presentsabrief description of DSR, which is my solution to these challenges. Chapter 3
briefly describes the simulation environment | used to conduct many of the studies described in this thesis,
and it explains several of the metrics against which | evaluated the protocols being studied. In Chapter 4, |
present four fundamental challengesto on-demand routing, and show how DSR meets these challenges, by
dissecting DSR into the on-demand mechanisms that compriseit. Chapter 5 compares the performance of
DSR with three other protocols, and establishes how on-demand mechanisms contribute to DSR’s excellent
performance. Chapter 7 describes the implementation of DSR in a full-scale ad hoc network testbed and
the lessons learned from the experience. Finally, Chapters 8 and 9 conclude the thesis with a presentation
of related work and a summary of the results of the thesis.

Figure 1.1 An ad hoc network of three nodes, where nodes A and C must discover the
route through B in order to communicate. The circles indicate the nominal range of each
node’s radio transceiver. Nodes A and C are not in direct transmission range of each
other, since A’s circle does not cover C.



1.2. Problem Statement: Routing in Ad Hoc Networks

The basic routing problem is that of finding an ordered series of intermediate nodes that can transport a
packet across a network from its source to its destination by forwarding the packet along this series of
intermediate nodes. In traditional hop-by-hop solutions to the routing problem, each node in the network
maintains arouting table: for each known destination, the routing table lists the next node to which a packet
for that destination should be sent.

The routing table at each node can be thought of as aview into part of a distributed data structure that,
when taken together, describes the topology of the network. The goal of the routing protocol is to ensure
that the overall data structure contains a consistent and correct view of the actual network topology. If
the routing tables at some nodes were to become inconsistent, then packets can loop in the network. [f
the routing tables were to contain incorrect information, then packets can be dropped. The problem of
maintaining a consistent and correct view becomes harder as there is an increase in the number of nodes
whose information must be consistent, and as the rate of change in the actual topology increases.

The challenge in creating a routing protocol for ad hoc networks is to design a single protocol that
can adapt to the wide variety of conditions that can be present in any ad hoc network over time. For
example, the bandwidth available between two nodes in the network may vary from more than 10 Mbps
to 10 Kbps or less. The highest speeds are achieved when using high-speed network interfaces with little
interference, and the extremely low speeds may arise when using low-speed network interfaces or when
there is significant interference from outside sources or other nodes’ transmitters. Similar to the potential
variability in bandwidth, nodes in an ad hoc network may alternate between periods during which they are
stationary with respect to each other and periods during which they change topology rapidly. Conditions
acrossasingle network may also vary, so while some nodes are slow moving, others changelocation rapidly.

The routing protocol must perform efficiently in environments in which nodes are stationary and band-
width is not a limiting factor. Yet, the same protocol must still function efficiently when the bandwidth
available between nodes is low and the level of mobility and topology change is high. Because it is often
impossible to know a priori what environment the protocol will find itself in, and because the environment
can change unpredictably, the routing protocol must be able to adapt automatically.

Most routing protocols include at least some periodic behaviors, meaning that there are protocol oper-
ations that are performed regularly at some interval regardless of outside events. These periodic behaviors
typically limit the ability of the protocols to adapt to changing environments. If the periodic interval is
set too short, the protocol will be inefficient as it performs its activities more often than required to react
to changes in the network topology. If the periodic interval is set too long, the protocol will not react
sufficiently quickly to changesin the network topology, and packets will be lost.

Periodic protocols can be designed to adjust their periodic interval to try to match the rate of changein
the network [11], but this approach will suffer from the overhead associated with the tuning mechanism and
the lag between a changein conditions and the selection of anew periodic interval. Inthe worst case, which
consists of bursts of topology change followed by stable periods, adapting the periodic interval could result
in the protocol using along interval during the burst periods and a short interval in the stable periods. This
worst case may be fairly common, for example, as when a group of people enter aroom for a meeting, are
seated for the course of the meeting, and then stand up to leave at the end.

The alternative to a periodic routing protocol is onethat operatesin an on-demand fashion. On-demand
protocols are based on the premise that if a problem or inconsistent state can be detected before it causes
permanent harm, then all work to correct a problem or maintain consistent state can be delayed until it is
known to be needed. They operate using the same “lazy” philosophy as optimistic algorithms [23, 24].

The Dynamic Source Routing protocol (DSR) completely avoids periodic behavior, and uses source
routing to solve the routing information consistency problem.
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First, DSR is completely on-demand, which allows the overhead of the protocol to automatically scale
directly with the need for reaction to topology change. This scalability dramatically lowers the overhead of
the protocol by eliminating the need for any periodic activities, such asthe route advertisement and neighbor
detection packetsthat are present in other protocols.

Second, DSR uses source routes to control the forwarding of packets through the network. The key
advantage of a source routing design is that intermediate nodes do not need to maintain consistent global
routing information, since the packets themselves already contain all the routing decisions. Beyond this,
every packet that carries a source route carries a description of a path through the network. Therefore, with
acost of no additional packets, every node overhearing a source route learns away to reach all nodeslisted
on the route.

While the on-demand mechanisms built into DSR are intended to improve the network’s performance,
they also have potentially significant liabilities. For example, by deferring work until it must be performed
in order to complete some desired action, the time taken to compl ete the desired action will increase asnone
of the work has been precomputed. In the network, this means that packets may be delayed or lost while
the network performs the tasks needed to deliver them. Chapter 4 looks at anumber of theseissuesin detail
and shows how the DSR mechanisms are able to mitigate the liabilities.

This thesis concentrates on achieving high-performance unicast routing in multi-hop wireless ad hoc
networks. There are two related problems that this thesis will not directly address: quality of service (QoS)
routing and multicast routing. Time-sensitive and multi-media data traffic, such as voice and video, will
typically not function properly unless the senders and receivers of the data are provided with promises that
the quality of service supplied by the network will fall within some prearranged bounds, or, at the very
least, are provided with information about the quality of service that traffic across the network can expect.
Providing this quality of serviceinformation requirestheinvolvement of the routing protocol, since no other
layer of the network stack has a view of the multiple paths available across the network. While multicast
routing can be achieved at layers above the routing layer, it too benefits from access to the information
available at the routing layer, and it deserves support from the routing protocol. More extensive comments
on these subjects can be found in Chapter 8 on related work.

1.3. A Brief History of Packet Radio Networks

The first packet radio networks date from the very earliest days of the wireless radio, when radio station
operators would manually forward telegram-like messages between stations in order to further the distance
over which messages could be carried. These networks, like the Marconi Short Beam network [73], used
“manually configured” routes and the intuition of the human operators to route messages through the
network. This solution worked well, as the topology was very static and the links very reliable.

The first development of packet radio for computer communications was in 1970 as part of the
ALOHANET project operated by the University of Hawaii [59, 36]. ALOHANET consisted of a radio
network used to connect together university computers on each of the major Hawaiian islands. The network
was single-hop however, meaning that only nodes directly in reach of each other could communicate. From
the ALOHANET project, packet radio grew in two main directions, non-military amateur radio networks
and tactical military networks.

1.3.1. Amateur Packet Radio Networks

Towards the end of the 1970s, Amateur radio operators became interested in packet radio as a means to
achievethree goals: to exchange messageswith other operators outside their radio horizon, to achieve better
message delivery in the presence of radio interference that made voice communication impossible, and to
offer new servicesto other amateur operators (e.g., BBS bulletin-board service) [57, 61].

4



Nodes in the amateur radio network are known as Terminal Node Controllers (TNCs), and the first
TNCswerebuiltin 1978 in Montreal, Canada[56]. The Vancouver Amateur Digital Communication Group
followed this with a TNC kit available in 1980. The most widely used TNC was devel oped by the Tucson
Amateur Packet Radio Corp in 1982, which claims over 100,000 TNCs have been sold [57, 19].

Theamateur packet radio network today still usesavariety of different protocols. Examplesinclude[56]:

e The NET/ROM protocol that originally allowed a user to remotely log into adirectly reachable TNC
and, from there, access the TNC's neighbor list and recursively log into TNC's further and further
away. Thisahility isroughly equivalent to remote-shell (rsh) or telnet today, but limited to the abilities
to only log into adirectly connected machine and to only execute commands supported by the TNC.
Later versions of NET/ROM [32] supported automatic routing using a variation of a distance vector
protocol.

e A variant of the X.25 network protocol called AX.25. AX.25 is atrue packet-based protocol that has
been modified to use radio call signs as source and destination addresses.

e ROSE, which added routing tables to the AX.25 network, but required all routes to be manually
configured into the route tables and updated by hand as new nodes come on-line or drop off-line.

e The TCP/IP protocols as used on wired networks.

Of these protocolsused in amateur packet radio networks, only the NET/ROM and TCP/IP suitesprovide
the functionality of DSR and the other protocols described in this thesis. The remainder of the protocols
require direct human intervention to deal with any changein routing, be it caused by a new node appearing,
anode disappearing, or a node moving.

1.3.2. Military Packet Radio Networks

In contrast to the amateur packet radio networks, which often focused on the hardware, military packet radio
networks from their very beginning developed hardware, software, and protocols that could adapt to the
changing topologies and environments that were expected on a battlefield. Freeversyser and Leniner [33]
provide a good overview of the United States' military packet radio efforts.

Growing out of ALOHANET, the DARPA-sponsored Packet Radio Network (PRNET) project extended
the single hop packet radio into amult-hop packet radio network in aseries of devel opment efforts stretching
from 1972 to 1983 [59]. Unlike most amateur packet radio networks, the PRNET project designed and
tested protocols in environments where the nodes were expected to be mounted on mobile platforms, such
astrucks. Asaresult, the protocols had to adapt automatically to changesin topology, athough routes were
expected to remain stable for “ at least afew minutes, if not longer” [59, p. 1480].

As of 1987, PRNET supported 138 nodes, either packet radios or attached hosts, and it used a flat
distance vector protocol for routing. Chapter 5 conducts a comparison of the performance of a distance
vector protocol with that of DSR. PRNET used its own non-IP routing header on packets, but could
encapsulate | P data packets and connect to the Internet via gateways. PRNET did not address scalability
to large numbers of node, high rates of mobility, quality of service, or multicast [58]. When the PRNET
project ended, the Survivable Adaptive Networks (SURAN) project began, and ran from 1983 to 1992 [64].
SURAN was followed by the Global Mobile Information Systems (GloMo) project [65] that ran from 1995
to 2000.

Contemporaneously with the work on DSR described in this thesis, the United States Army began
the Near Term Digital Radio project (NTDR) [100] to develop a tactical packet radio for deployment in
battlefield settings. The goal wasto support 400 nodesin ametropolitan sized area. NTDR uses atwo-level
routing hierarchy. Nodes are first organized into clusters by an elected clusterhead. The clusterhead then
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participates in alink-state routing protocol with other clusterheads to form the network backbone. The use
of clustering reduces the amount of information that must be propagated by the link-state protocol. NTDR
aso provided multicast and limited support for quality of service, in the form of header bits that indicate
handling precedence[110]. Published data on the performance of NTDR is not available, and this thesisdid
not evaluate a similar enough protocol to enable a comparison between DSR and NTDR. As an example of
the importance of multi-hop ad hoc wireless networks, however, NTDR equiped radios have been a part of
the US Army’s First Digital Division's “go-to-war” equipment since 1998, and they are used by the armed
forces of anumber of other countries as well [28].

1.4. Chapter Summary

Now that low-cost high-speed wireless transceivers are available for commonly used computing equipment,
there is significant industry interest in supporting wireless networking. Most work to date has focused on
single-hop connectivity, athough when combined with protocols like DSR, which could even be imple-
mented directly inside the network interface card, the new hardware opens the door to the general usage of
multi-hop wireless ad hoc networks.

The question that drivesthisthesisis, “Isit possibleto build a protocol that worksin an ad hoc network,
and that scales dynamically across a range of environments — successfully delivering packets in the worst
environments, and still taking advantage of better environments to lower its overhead?’ This thesis gives
an existence proof, in theform of DSR, that it is possible to build an adaptive routing protocol that operates
successfully in awide variety of ad hoc network environments.



Chapter 2
DSR Overview

This chapter gives a brief overview of the operation of the DSR protocol, providing only enough detail that
the reader can understand the analysis of DSR in the following chapters. DSR remains a evolving protocol,
as the lessons from our experimentation with it are folded back into it. Version 3 of the Internet Draft
defining DSR [16] provides a detailed description of the version of DSR used in the experiments described
in thisthesis, and it is attached as an appendix to this thesis.

The Dynamic Source Routing protocol (DSR) [55, 54, 49, 51] is based on source routing, which means
that the originator of each packet determines an ordered list of nodes through which the packet must pass
whiletraveling to the destination. Thekey advantage of a sourcerouting design isthat intermediate nodesdo
not need to maintain up-to-date routing information in order to route the packetsthat they forward, sincethe
packet’s source hasalready made all of therouting decisions. Thisfact, coupled with the entirely on-demand
nature of the protocol, eliminates the need for any type of periodic route advertisement or neighbor detection
packets.

The DSR protocol consists of two basic mechanisms: Route Discovery and Route Maintenance. Route
Discovery isthe mechanism by which anode S wishing to send a packet to a destination D obtains a source
route to D. To reduce the cost of Route Discovery, each node maintains a Route Cache of source routes it
has learned or overheard. Route Maintenance is the mechanism by which a packet’s originator S detectsif
the network topology has changed such that it can no longer useits route to the destination D because some
of the nodeslisted on the route have moved out of range of each other. Figure 2.1 showsthe basic operation
of the DSR protaocaol.

2.1. Source Routing

The routes that DSR discovers and uses are source routes. That is, the sender learns the complete, ordered
sequence of network hops necessary to reach the destination, and, at a conceptual level, each packet to be
routed carriesthislist of hopsinitsheader. The key advantage of asourcerouting designisthat intermediate
nodes do not need to maintain up-to-date routing information in order to route the packetsthat they forward,
since the packets themselves already contain all the routing decisions.

Aggregating information about the network topology at the source of each packet allows the node that
cares most about the packet, namely its source, to expend the appropriate amount of effort to deliver the
packet. It also enablesthe explicit management of the resourcesin the ad hoc network [70]. In some sense,
DSR has an even stronger “end-to-end philosophy” than the Internet itself. Intermediate nodes in a DSR
network maintain even less state than nodes in the core of the Internet, which must maintain up-to-date
routing tables for all destinationsin the network.

Basing the routing protocol on source routes aso has two additional benefits. First, the protocol can be
trivially proved to be loop-free, sincethe source route used to control the routing of apacket is, by definition,
of finite length, and it can be trivially checked for loops. Second, each source route is a statement that a
particular path is believed to exist through the network. As source routes travel through the network riding
on control packets, such as ROUTE REQUESTS or ROUTE REPLYS, or the data packets whose forwarding
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Figure 2.1 Basic operation of the DSR protocol showing the building of a source route
during the propagation of a ROUTE REQUEST, the source route’s return in a ROUTE REPLY,
its use in forwarding data, and the sending of a ROUTE ERROR upon forwarding failure. The
next hop is indicated by the address in parentheses.

they control, any node overhearing a source route can incorporate the information it contains into its Route
Cache. At the cost of no overhead above that used to carry out the normal operation of the protocol, the
protocol itself spreads topology information among the nodes in the network. The information carried by a
source route on adata packet also has the useful property that the more frequently heard routes and the most
recently heard routes are the most likely to contain accurate information, since those routes are currently
being tested by the packets flowing along them.

Although DSR uses source routes, and each packet is routed based on a discovered source route,
recent improvements to DSR have made it so that most packets do not need to incur the overhead of
carrying an explicit source route header [16, 70]. This allows DSR to achieve the benefits of information
aggregation, loop-freedom, and source routing with out the significant overhead cost in terms of bytes shown
in Section 5.4.1.

2.2. Route Discovery

Route Discovery works by flooding a request through the network in a controlled manner, seeking a route
to some target destination. In its simplest form, a source node A attempting to discover a route to a
destination node D broadcasts a ROUTE REQUEST packet that is re-broadcast by intermediate nodes until
it reaches D, which then answers by returning a RouTE REPLY packet to A. Many optimizations to this
basic mechanism are used to limit the frequency and spread of Route Discovery attempts. The controlled
flood approach used by DSR workswell in wired networks, but it is particularly well-suited to the nature of
many wireless networks, where the communication channel between nodesis often inherently broadcast. A
single transmission of a ROUTE REQUEST is al that is needed to repropagate the REQUEST to all of anode's
neighbors.

Figure 2.2 illustrates a ssmple Route Discovery. Before originating the ROUTE REQUEST, node A
chooses a request_id to place into the REQUEST such that the pair <originating address,request_id> is
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Figure 2.2 Basic operation of Route Discovery.

globally unique.! As the REQUEST propagates, each host adds its own address to a route being recorded
in the packet, before broadcasting the REQUEST on to its neighbors (any host within range of its wireless
transmission). When receiving a REQUEST, if a host has recently seen this request_id or if it finds its own
address already recorded in the route, it discardsthat copy of the REQUEST and does not propagate that copy
further.

As a result of the duplicate check in the recorded source route, the algorithm for Route Discovery
explicitly prohibits RoUuTE REQUESTS from looping in the network. Thisisanimportant correctness property
andisresponsiblefor theloop-free property of DSR. The use of request _ids represents a simple optimization
that resultsin the ROUTE REQUESTSs primarily spreading outwardsfrom the originator, asshownin Figure 2.3,
and curtails the number of REQUEST packets that circle around the originator. As an optimization, the
protocol will still function correctly if the request_ids are either not used or not cached long enough to
prevent lateral movement of an outward propagating ROUTE REQUEST, though the overhead will be higher.

While propagating a ROUTE REQUEST, hodes obey the normal rules for processing the Hop-Count or
Time-to-Live field in the IP header of the packet carrying the ROUTE REQUEST. This mechanism can be
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Figure 2.3 The use of request_ids constrains the propagation of ROUTE
REQUESTS into an organized outward-moving wave-front.

'The Internet-Draft [16] explains in detail how node crashes and request _id duplication are handled.



used to implement a wide variety of “expanding ring” search strategies for the target, in which the hop
limit is gradually increased in subsequent retransmissions of the ROUTE REQUEST for the target. A simple,
two-phase expanding ring search is described in Section 2.5.1.

2.3. Route Maintenance

When sending or forwarding a packet to some destination D, Route Maintenance is used to detect if the
network topology has changed such that the route used by this packet has broken. Each node along the
route, when transmitting the packet to the next hop, isresponsiblefor detecting if itslink to the next hop has
broken. In many wireless MAC protocols, such as |EEE 802.11 [43], the MAC protocol retransmits each
packet until alink-layer acknowledgment is received, or until a maximum number of transmission attempts
have been made. Alternatively, DSR may make use of a passive acknowledgment [58] or may request an
explicit network-layer acknowledgment. When the retransmission and acknowledgment mechanism detects
that the next link is broken, the detecting node returns a ROUTE ERROR packet to the original sender A of
the packet. The sender A can then attempt to use any other route to D that is already in its route cache, or
can invoke Route Discovery again to find a new route for subsequent packets.

2.4. Route Cache

All the routing information needed by a node participating in an ad hoc network using DSR is stored in a
Route Cache. Each node in the network maintains its own Route Cache, to which it adds information as
it learns of new links between nodes in the ad hoc network, for example through packets carrying either
a RouTE RePLY or a source route. Likewise, the node removes information from the cache as it learns
previously existing links in the ad hoc network have broken, for example through packets carrying a ROUTE
ERROR or through the link-layer retransmission mechanism reporting a failure in forwarding a packet to its
next-hop destination. The Route Cache isindexed logically by destination node address, and supports the
following operations:

void Insert(Route RT) Insertsinformation extracted from source route RT into the Route Cache.
Route Get(Node DEST) Returns a source route from this node to DEST (if oneis known).

void Delete(Node FROM, Node TO) Removes from the route cache any routes which assume that a
packet transmitted by node FROM will be received by node TO.

There is tremendous room for innovation inside the interface defined for the Route Cache, and this
isintentional. An implementation of DSR may choose for its Route Cache whatever cache replacement
and cache search strategy are most appropriate for its particular network environment. For example, some
environments may chooseto return the shortest route to a node (the shortest sequence of hops), while others
may select an alternate metric for the Get() operation.

| have experimented with many different types of Route Cache, and found that several general principles
are helpful.

e The Route Cache should support storing more than one source route for each destination.

e If anode S isusing a source route to some destination D that includesintermediate node N, S should
shorten the route to destination D when it learns of a shorter route to node N than the onethat is listed
asthe prefix of its current route to D. However, the cache should still retain the ability to revert to the
older, longer route to N if the shorter one does not work.
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e The Route Cache replacement policy should allow routes to be categorized based upon "preference”,
where routes with a higher preferences are less likely to be removed from the cache. For example,
a node could prefer routes for which it initiated a Route Discovery over routes that it learned as the
result of promiscuous snooping on other packets. In particular, a node should prefer routes that it is
presently using over those that it is not.

For the studies performed as part of this thesis, | primarily used a cache called the mobicache. The
mobicache is composed of two separate caches called the primary cache and secondary cache. On a Get()
operation, the primary cache is searched first, followed by the secondary cache if there is not a hit in the
primary. When there is a cache hit in the secondary cache, the retrieved route is promoted to the primary
cache. Routes learned as result of Route Discoveries, or other actions deliberately taken by the node, are
inserted into the primary cache. Routes learned opportunistically are inserted into the secondary cache,
and they will be promoted to the primary cache only if used. Each cache runs an independent replacement
strategy based on a round-robin scheme. The division of the cache into primary and secondary caches was
made to prevent opportunistic routes from competing for cache space with routes of known value to the
node.

Myself and others have also experimented with numerous other cache strategies, including some that
aggressively attempt to shorten the cached routes based on learned information [51], and some based on
link-state ideas [41]. The performance achieved by DSR is significantly effected by the cache algorithms
use, but thisthesis demonstrates how the fundamental on-demand nature of DSR delivers good performance
evenwhen used with asimple cache. A very interesting areafor future work isrefining the cachea gorithms.

2.5. DSR Optimizations

2.5.1. Optimizations to Route Discovery

Nonpropagating ROUTE REQUESTS. When performing Route Discovery, nodes first send a ROUTE
REQUEST with the maximum propagation limit (hop limit) set to zero, prohibiting their neighbors from
rebroadcasting it. At the cost of a single broadcast packet, this mechanism allows a node to query the route
cachesof all its neighborsfor aroute and optimizes the case in which the destination node is adjacent to the
source. If the nonpropagating ROUTE REQUEST failsto elicit areply within a30 mstimelimit, apropagating
RoUTE REQUEST with a hop limit set to the maximum value is sent. The 30 ms timeout was chosen based
on the distribution of REPLY latencies shown in Figure 4.2.

Replying from cache. If a node receives a ROUTE REQUEST for a destination D to which it has a
route, the node may generate a ROUTE REPLY based on its cached information instead of rebroadcasting the
RouTE REQUEST. This optimization is intended to both reduce the latency of ROUTE REPLYS and prevent
RouTE REQUESTs from flooding through the entire network.

Gratuitous RoOUTE REPLIES. When anode operating in promiscuous receive mode overhears a packet
for which it is not the next hop, it scans through the list of addresses in the unprocessed portion of the
source route looking for its own address. If its address is listed in this part of the source route, the node
knows that packet could bypass the unprocessed hops preceding it in the source route. The node then sends
a gratuitous ROUTE REPLY message to the packet's source, giving it the shorter route without these hops.
Upon receiving the ROUTE REPLY, the originator will insert the shorter route into its route cache. The Route
Cache can store more than one route to a destination, so the shorter route will not necessarily overwrite the
longer route already in the cache. If the shorter route is found not to work, the originator can immediately
revert to the longer route.

Preventing ROUTE REPLY Storms. The ability for nodesto reply to a ROUTE REQUEST not targeted
at them by using their Route Caches can result in a ROUTE REPLY storm. |If a node broadcasts a Route
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Request for a node that its neighbors have in their Route Caches, each neighbor may attempt to send a
RoOUTE REPLY, thereby wasting bandwidth and increasing the rate of collisionsinthearea. When the target
the Route Discovery is a node with which many nodes communicate, such as a server, these simultaneous
replies from the mobile nodes receiving the broadcast may create packet collisions among some or al of
these replies and may cause local congestion in the wireless network. In addition, it will often be the case
that the different replies will indicate routes of different lengths, since some nodes will be closer to the
server than others.

If nodes are able to promiscuously listen to the channel, they can reduce the number of ROUTE REPLYS
sent to the originator of the REQUEST by deferring their REPLY for atime period based on the length of the
sourceroutein their REPLY. If anodewith adeferred REPLY hearsthe originator of the Route Discovery use
a source route to the target shorter than the one it is deferring, the node knows that the originator already
has a shorter route to the destination, and it can cancel its deferred ROUTE REPLY.

2.5.2. Optimizations to Route Maintenance

Salvaging. When an intermediate node forwarding a packet discovers that the next hop in the source
route for the packet is unreachable, it examinesits route cache for another route to the same destination. |If
aroute exists, the node replacesthe broken source route on the packet’s header with the route from its cache
and retransmits the packet. If a route does not exist in its cache, the node drops the packet — it does not
send a ROUTE REQUEST. In either case, the node attempting to perform salvaging returns a ROUTE ERROR
to the source of the data packet.

The intermediate node itself does not initiate a Route Discovery to attempt to heal the broken link
becauseit is likely to be wasteful of network resources. The originating node is likely to have an alternate
route to the destination, so any work doneto heal the broken route is unneeded extra overhead. If the design
of DSR were to change so that intermediate nodes did attempt Route Discovery to heal the break, DSR
would need a new type of ROUTE REQUEST packet that can request a route to any of several destinations.
Since the intermediate node does not know which of the nodes between itself and the final destination isthe
best node at which to rejoin the old route, it should send a ROUTE REQUEST targeting all of them. Simply
reguesting aroute to what had been the next node on the broken route may result in avery suboptimal repair.

Gratuitous ROUTE ERRORS. When asource S receivesa ROUTE ERROR for a packet that it originated,
S propagates this ROUTE ERROR to its neighbors by piggybacking it on its next ROUTE REQUEST. In this
way, stale information in the caches of nodes around S will not generate ROUTE REPLYS that contain the
sameinvalid link for which S received a ROUTE ERROR.

2.5.3. Optimizations to Caching Strategies

Snooping. When anode forwards a data packet, it “ snoops’ on the unprocessed portion of the source
route and adds to its cache the route from itself to the final destination listed in the source route.

Tapping. Nodesoperatetheir network interfacesin promiscuousmode, disabling theinterface’saddress
filtering and causing the network protocol to receive all packetsthat the interface overhears. These packets
are scanned for useful source routes or ROUTE ERROR messages and then discarded. This optimization
allows a node to prime its route cache with potentially useful information, while causing no additional use
of the limited network bandwidth.

2.6. Intended Scope for the DSR Protocol

Figure 2.4 depicts the most basic axes that can be used to characterize the environments in which routing
protocols for ad hoc networks might be deployed. The first axis is the number of nodes that the network
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must be able to route among. The second axis is the rate at which the topology of the network changes.
The third axis is the traffic load on the network. Traffic load is most accurately measured as the expected
link utilization of the network, asit is the stability of the link bandwidth and the ratio of the offered load
in bits-per-second to the link bandwidth that is most important to protocol behavior. For example, consider
the difference between a 10K bps load place on a network with 9.6Kbps links to the same load applied to
a network with IMbps links. The formal load place a much greater strain on the routing protocol than the
latter 10ad, since congestion may will prevent any routing packets from being sent.

As the environment moves away from the origin of the three axes, the routing problem becomes harder.
Increasing the number of nodes, increasing therate of topology change (e.g., increasing the node’smobility),
or increasing the offered traffic load to the network all challenge the routing protocol in different ways. It
is not surprising that different routing protocols excel in different parts of the space of challenges.

DSR, asit is currently implemented, is optimized for operation in alarge region that roughly coversthe
lower part of the space of environments. It functionswith extremely low overhead across avery wide range
of mobility rates and rates of topology change, from a static topology to one with constant motion. It also
functions with very high performance across traffic loads varying from extremely low bit-rates measured in
packets per minute to traffic loads that saturate the radio medium.

Due to its use of flood-fill broadcasts in Route Discovery, however, DSR as described in this thesis
is limited in terms of the maximum size of the network it can support with high performance. Using the
techniques described in this thesis, DSR is most applicable to networks of 500 nodes or fewer. Above that
size, it becomes harder to maintain good containment (Section 3.3.2) of Route Discoveries when searching
for reachable nodes, and Route Discoveries for unreachable nodes begin to have serious del eterious effect
on the network. Broch and myself have begun working on techniques to support hierarchy inside DSR
networks [17] that may enable DSR to achieve the same performance in large networks that it does in
small networks. The technigues improve the containment of Route Discovery and Route Maintenance by
leveraging the natural hierarchy often found in the organizations most likely to use ad hoc networks.
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Chapter 3

Evaluation of Protocols for Ad Hoc Networks

This chapter describes a methodology for evaluating protocols in an ad hoc network environment, concen-
trating on the simulation system and the metrics | used for analyzing and comparing protocols later in this
thesis.

The value of simulation in studies of protocols is that it allows near perfect experimental control:
experiments can be designed at will and then rerun while varying an experimental variable and holding all
other variables constant. With ssimulation, it is also possible to test the behavior of networks with more
nodes than physical equipment is available for, or networks with equipment that does not even exist yet.

The drawback of simulation is that inherently runs the risk of oversimplification. It is not possible to
exactly replicate the entire world inside a computer model, so when creating a simulation some factors must
be statistically or otherwise approximated. The failureto properly capture the behavior of first-order factors
can lead to dramatically incorrect results.

Working with Josh Broch and the other members of the Monarch Project, we have created a detailed
packet-level simulator that supports the modeling of arbitrary movement patterns, a variety of MAC and
physical layers, and the Address Resolution Protocol (ARP) [88]. Our simulation environment is signif-
icantly more detailed than those that preceded it, and the results presented in later chapters demonstrate
significantly different conclusionsthan some earlier studies precisely because of this extra detail. However,
our simulator is still not perfect. For example, the propagation model in our simulator, while more detailed
than others, till fails to model a type of packet loss that appears to be significant, as shown in results
from the full-scale testbed reported in Chapter 7. As a compromise between simulation and full-scale
implementation, in Chapter 6 | present several types of emulation that can be used to balance the risks of
simulation with its benefits.

3.1. Extensions to ns-2 Simulator

ns-2 is a discrete event simulator developed by the University of California at Berkeley and the VINT
project [30]. Prior to our work onit, it had established itself as a prominent environment for studying TCP
and other protocols over networks like the conventional wired Internet. However, it did not provide the
support needed for accurately simulating the physical aspects of multi-hop wireless networks or the MAC
protocols needed in such environments. Our extensionsto ns-2 as described below have now been adopted
by the VINT project as the general support for modeling ad hoc networks in ns-2 and included into their
mainstream rel eases.

Berkeley has also released ns-2 code that provides some support for modeling wireless LANS, but this
code can not be used for studying multi-hop ad hoc networks as it does not support the notion of node
position; there is no spatial diversity (all nodes are in the same collision domain), and it can only model
directly connected nodes.

Significantly more details on our extensions to ns-2 are available in our documentation of the exten-
sions[69]. Additionally, many helpful scripts, Frequently-Asked-Questionsanswers, and other information
is available from the Monarch web site [91].
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3.1.1. Propagation Model

To accurately model the attenuation of radio waves between antennas close to the ground, radio engineers
typically use a model that attenuates the power of a signal as 1/r2 at short distances (r is the distance
between the antennas), and as 1/r* at longer distances. The crossover point is called the reference distance,
and is typically around 100 meters for outdoor low-gain antennas 1.5m above the ground plane operating
in the 1-2GHz band [94]. Following this practice, the signal propagation model used by the simulator
combines both a free space propagation model and a two-ray ground reflection model. When a transmitter
is within the reference distance of the receiver, the free space model where the signal attenuates as 1/r3s
used. Outside of this distance, the simulator uses the ground reflection model where the signal falls off as
1/r4,

3.1.2. Node Model

The model for each mobile node has a position and a velocity and moves around on a topography that is
specified using either adigital elevation map or aflat grid. The position of a mobile node can be cal culated
as afunction of time, and is used by the radio propagation model to calculate the propagation delay from
one node to another and to determine the power level of areceived signal at each mobile node.

Each mobile node has one or more wireless network interfaces, with all interfaces of the same type (on
al mobile nodes) linked together by a model of a single physical channel. When the model of a network
interface transmits a packet, it passes the packet to the appropriate physical channel object. Thisobject then
computes the propagation delay from the sender to every other interface on the channel and schedules a
“packet reception” event for each. This event notifies the model of the receiving interface that the first bit
of anew packet has arrived. At thistime, the power level at which the packet was received is compared to
two different values: the carrier sense threshold and the receive threshold. If the power level falls below the
carrier sensethreshold, the packet is discarded as noise. If the received power level isabovethe carrier sense
threshold but below the receive threshold, the packet is marked as a packet in error before being passed to
the MAC layer. Otherwise, the packet is simply handed up to the MAC layer.

Once the model of the MAC layer receives a packet, it checksto insure that its receive stateis presently
“idle” If the receiver is not idle, one of two things can happen. If the power level of the packet already
being received is at least 10 dB greater than the received power level of the new packet, we assume capture,
discard the new packet, and alow the receiving interface to continue with its current receive operation.
Otherwise, a collision occurs and both packets are dropped.

If the MAC layer is idle when an incoming packet is passed up from the network interface, it simply
computes the transmission time of the packet and schedules a* packet reception complete” event for itself.
When this event occurs, the MAC layer verifies that the packet is error-free, performs destination address
filtering, and passes the packet up the protocol stack.

3.1.3. Medium Access Control

The link layer of our smulator includes a simulation model of the complete IEEE 802.11 standard [43]
Medium Access Control (MAC) protocol Distributed Coordination Function (DCF) in order to accurately
model the contention of nodes for the wireless medium. DCF is similar to MACA [60] and MACAW [10]
and is designed to use both physical carrier sense and virtual carrier sense mechanisms to reduce the
probability of collisions due to hidden terminals. Virtual carrier sense attempts to “sense” the presence of
carrier near the intended receiver of apacket before transmitting. If either carrier sense mechanismindicates
that the wireless medium is busy, the node defers before transmitting, using a binary exponential backoff.
Thevirtual carrier sense mechanism usestwo short packetsbefore the intended data packet to acquirethe
channel: a Request-to-Send (RTS) and a Clear-to-Send (CTS). When anode A wantsto transmit a packet
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to node B, it first transmits an RTSto B, and upon receipt of this packet, node B respondswith aCTSto A
if both its physical and virtual carrier sense mechanisms indicate that the medium isidle. When the CTS
isreceived by A, A transmits the data packet, and when B receives the data packet, it returns a link-layer
Acknowledgment (ACK) packet to A. All packets sent by 802.11 carry in their headers a Duration field
that indicates how much longer nodes that receive the packet should consider virtual carrier to be present,
and nodes listen to and obey the virtual carrier implied by the Duration field in all packetsthat they receive,
even if not addressed to them.

If nodeA failstoreceiveaCTSafter transmittingan RTS, or if it failsto receivean ACK after transmitting
adata packet, it will retry up to four times before giving up. If it gives up, the data packet is handed back up
to the network layer as “undeliverable.” The routing protocol in the network layer is then free to retry the
transmission, select another route for the packet, or discard the packet.

As an exception to the RTS/CTS/Data/ ACK exchange described above, 802.11 does not use this mech-
anism for the transmission of a data packet to a broadcast destination address. As MAC-layer broadcasts
are not transmitted to a specific destination, the channel cannot be reserved with an RTS/CTS exchange.
Similarly, these packets cannot be acknowledged and are thus less reliable than unicast packets 5.4.3.

3.1.4. Address Resolution

Since the routing protocols all operate at the network layer using |P addresses, a simulation model of
ARP [88], following the design of the BSD Unix implementation [111], was included in the simulation
and used to resolve | P addresses to link layer addresses. The broadcast nature of an ARP REQUEST packet
(Section 5.4.3) and theinteraction of ARPwith on-demand protocols (Section 5.4.4) make ARP an important
detail of the simulation.

3.1.5. Validation of the Propagation Model and MAC Layer

The propagation model in the Monarch Project’s simulator uses standard equations and techniques, and
it was verified by an expert in radio propagation modeling. We analyzed the power and simulated radio
behavior as a function of distance between small groups of nodes to ensure that the propagation, capture,
and carrier sense models were working as designed.

The 802.11 MAC implementation was studied in a variety of scenarios and independently verified by
two members of the Monarch Project. We experimentally tested that when all nodes are in range of each
other, no data packets experience collisions (regardless of offered traffic load), and that each nodeis ableto
make progress sending packets. This verified that the carrier sense, RTS/CTS, and back-off mechanisms of
802.11 were working correctly.

3.2. Simulation Methodology

Figure 3.1 shows the basic methodology of our simulation experiments. Each run of the simulator accepts
as input a scenario file that describes the exact motion of each node and the exact sequence of packets
originated by each node, together with the exact time at which each change in motion or packet origination
isto occur. The detailed trace file created by each run was stored to disk, and analyzed using a variety
of scripts, particularly one called t ot al s. pl that counts the number of packets successfully delivered
and the length of the paths taken by the packets, as well as additional information about the the internal
functioning of each protocol. This datawas further analyzed in matlab to produce the graphs shown in this
thesis.
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Figure 3.1 Overview of our simulation methodology.

3.2.1. Movement Models

Most of the studiesreported in this thesis are made with nodes that move according to the Random Waypoint
model [51]. Random Waypoint scenarios are characterized by a pause time value that affects how often
nodes move during the scenario, which in turn affects the amount of topology change. The scenarios are
generated by first picking avalue for the pause time of the scenario, and then following this algorithm:

Each node begins the simulation at some randomly chosen location inside the simulation site.
After the simulation starts, the node remains stationary for pause time seconds. It then selects
arandom destination in the site and moves to that destination at a speed distributed uniformly
between 0 and some maximum speed. Upon reaching the destination, the node pauses again
for pause time seconds, selects another destination, and proceeds there as previously described,
repeating this behavior for the duration of the simulation.

The Random Waypoint algorithm can be thought of as modeling nodes as actors that go to a place,
perform some task there, and then go on to the next place to perform atask. Random Waypoint motion is
trivial to compute and represent, and the algorithm produces “ more natural” maotion than algorithms which
involve bouncing off walls or moving by Brownian motion. Under Random Waypoint, nodes' motions are
uncorrelated, and nodes are as likely to transit long distances before pauses as short distance. Due to the
variation in distance each node travels, after the first pause time, nodes do not necessarily all pause at the
sametime.
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3.2.2. ad- hockey Tool for Visualization

While quantitative comparison between protocols is best achieved by comparing the performance of the
protocols over a range of scenarios, as described above, protocol designers also need tools that help them
understand the behavior of their protocols.

Thereistremendousvaluein analyzing thetracefiles produced by ns-2 viaavariety of simpletechniques.
For example, | designed the trace file format to make it easy to dlice the trace file using egr ep to show
al the packets handled or actions taken a node, or to track an individual packet as it passes through the
network. However, even these simple techniques require that ns-2 be run on some scenario, and creating
scenarios by hand is tedious. More importantly, these simple techniques do not leverage the visual ahility
of humansto “grok” a network when the information is displayed in two-dimensional graphic form, rather
than the single dimensional form of atrace slice.

In order to support my design of the DSR protocol, | created ad-hockey [68]. ad-hockey is a Perl/Tk
program that can assist in the creation of scenario files for use by the CMU Monarch extensions to ns-
2 and the visualizations of the simulation trace files. This tool has proven generically useful, both for
experimenting with DSR and other protocolsfor ad hoc networks and as a visualization system for the types
of emulation described in Chapter 6.

3.3. Evaluation Metrics

In evaluating DSR and the other protocolsstudied inthisthesis, | used several setsof metrics. To characterize
the basic performance of the protocols, | used a set of high-level summary metrics that are of interest to
network users. To understand the internal functioning of the protocols, | used other sets of metrics: some
of which are protocol specific and described as needed in the text, and some of which are general to all
on-demand routing protocols and described below.

3.3.1. Summary Metrics

The following three metrics capture the most basic overall performance of DSR and the other protocols
studied in thisthesis:

e Packet delivery ratio: The ratio between the number of packets originated by the “application
layer” sources and the number of packets received by the sinks at the final destination.

e Routing overhead: The total number of routing packets transmitted during the simulation. For
packets sent over multiple hops, each transmission of the packet (each hop) countsasonetransmission.
Routing packets are those that are originated by the routing protocol and do not also include user data.
For protocolslike DSR, which include both routing dataand user datain the same packet, all the bytes
of routing datain the packets are counted as routing overhead as described in more detail below.

e Path optimality: The difference between the number of hops a packet took to reach its destination
and the length of the shortest path that physically existed through the network when the packet was
originated.

Packet delivery ratio isimportant as it describesthe loss rate that will be seen by the transport protocols,
which in turn effects the maximum throughput that the network can support. This metric characterizes both
the completeness and correctness of the routing protocol.

Routing overhead is an important metric for comparing these protocols, asit measuresthe scalability of a
protocol, the degreeto which it will function in congested or low-bandwidth environments, and its efficiency
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in terms of consuming node battery power. Protocols that send large numbers of routing packets can also
increase the probability of packet collisions and may delay data packets in network interface transmission
queues. | did not include the number of IEEE 802.11 MAC packets or ARP packets in routing overhead,
since the routing protocols | studied could be run over a variety of different medium access or address
resolution protocols, each of which would have different overhead.

| also evaluated routing overhead in terms of total number of bytes of routing information transmitted.
If apacket contains only routing information, the entire size of the packet, including IP headers, is counted
as byte overhead. For packetsthat carry both user data and routing data, such as the source routes used by
DSR, we counted the overhead as only the number of bytesin the source route and its associated subheader.

In the absence of congestion or other “noise,” path optimality measures the ability of the routing
protocol to efficiently use network resources by selecting the shortest path from a source to a destination.
Path optimality is calculated as the difference between the shortest path found internally by the simulator
when the packet was originated, and the number of hops the packet actually took to reach its destination.
Because packets can be stored in the buffers of nodes while the nodes move, it is possible for the length of
the optimal path for a packet to take through the network to change between the time the packet is originated
and when it is received by the destination. As aresult, packets are occasionally received by the destination
after traveling fewer hops than the optimal path computed when the packet was originated. The effect is
negligible in most experiments reported in this thesis, but does become more pronounced as the packet
buffer time, and hence the packet delay, increases.

3.3.2. Measuring Route Discovery

Two additional metrics, containment and discovery cost, proved useful to evaluate the cost of on-demand
Route Discovery.

e Containment: Containment is defined as the percentage of nodes that do not receive a particular
RouTE REQUEST. For anonpropagating ROUTE REQUEST (Section 2.5.1), containment isequivalent to
measuring the percentage of nodesin the network which are not neighbors (within transmission range)
of the node originating the request. For a propagating ROUTE REQUEST, containment measures how
far out the request propagates before running into either the edge of the network or a band of nodes
with cached information about the target that is wide enough to stop further propagation. Values of
containment approaching 1 indicate that a ROUTE REQUEST was well contained and interrupted very
few nodes, whereas containment val ues approaching 0 indicate that most of the nodesin the network
had to process the request.

e Discovery cost: The cost of asingle Route Discovery is defined as
1+ FwReqg + OgRep + FwRep,

where 1 represents the transmission of the original request, FwReq is the number of ROUTE REQUEST
forwards, OgRep is the number of ROUTE REPLY originations, and FwRep is the number of ROUTE
RepPLY forwards. For each Route Discovery, this metric measures the number of routing packets
(requests and replies) that were transmitted to compl ete the discovery. The average discovery cost is

calculated as
OgReq + > FwReq + 3 OgRep + > FwRep
OgReq ’
where OgReq is the number of ROUTE REQUEST ariginations, and FwReq, OgRep, and FWRep are
summed over all Route Discoveries.
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Figure 3.2 Example Route Discovery with a discovery
cost of 8 and a containment of 6/11 or 54%.

Figure 3.2 is an example of how containment and discovery cost are calculated for a route discovery
on a hypothetical topology with lines indicating the nodes that can communicate directly. The shaded
area depicts the nodes which are involved in the route discovery: receiving a ROUTE REQUEST and either
returning a ROUTE REPLY or repropagating the REQUEST. Since only 5 of the 11 nodes are involved, the
containment of this discovery is 54%. The cost of this discovery was 8 transmissions. Four transmissions
were made to propagate the ROUTE REQUEST outwards, and four transmissions were made to return the
ROUTE REPLYS.

Both the containment and discovery cost metrics of Route Discovery are sensitive to athird parameter
that characterizes the topology over which the discovery is running: the average degree of the nodesin the
network. The degree of a node is the number of direct neighbors the node has, and the average degree
measures how tightly interconnected the network is. Asthe degree of interconnectivity goes up, it is harder
to contain aROUTE REQUEST to one part of the network. In addition, the “branching factor” of apropagating
ROUTE REQUEST increases, which causes more nodes to receive and process it. Thus, we would expect
containment to decrease and discovery cost to increase in environments where the average node degree
increases.
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Chapter 4

Simulation Analysis of DSR

The intent of this thesis is to evaluate the usefulness of on-demand mechanisms in routing protocols for
ad hoc networks. At first glance this may be an easy proposition, since the mechanisms appear to aign
well with the requirements of the environment in which many ad hoc networks will operate. However,
on-demand mechanisms bring with them many potential liabilities. In this chapter, we pose four challenges
to the value of on-demand mechanisms, and then refute the challenges using data from simulations of DSR.

¢ What effect doeson-demand routing have on packet latency? An on-demand routing protocol attempts
to discover a route to a destination only when it is presented with a packet for forwarding to that
destination. Thisdiscovery must be completed before the packet can be sent, which addsto thelatency
of delivering the packet. Indeed, some mechanismsto reduce the overhead cost of discovering a new
route may result in an increase in latency for some Route Discovery attempts.

e What isthe overhead cost of on-demand routing behavior? Without additional information, a protocol
using on-demand routing must search the entire network for a node to which it must send packets,
but does not know how to reach. Optimizations to the protocol may reduce the cost of initiating
communication, but discovering a new route is likely to remain a costly operation.

e How long does it take the protocol to recover from a broken route? In an ad hoc environment, node
movement and wireless propagation effects cause topology changes and link breakages. If alink that
is part of an actively used route breaks, the potential existsfor packetsto be dropped until anew route
is discovered and put into use. The latency of recovering from a broken route is therefore a critical
factor in determining the ability of the routing protocol to successfully deliver packets, asisthe ability
of the routing protocol to save packets already traveling through the network when the break occurs.

e \When caching the results of on-demand routing decisions, what is the level and effect of caching and
cache correctnesson the routing protocol ? Any on-demand routing protocol must utilize sometype of
routing cache, either distributed or centralized, in order to avoid the need to re-discover each routing
decision for each individual packet. However, the cache itself may contain out-of-date information
indicating that links exist between nodesthat are no longer within wireless transmission range of each
other. This stale data represents a liability that may degrade performance rather than improveiit.

Whilewe have conducted our experimentswith DSR, these challengesare general to any wirelessad hoc
network routing protocol using on-demand behavior. The DSR protocol providesagood source of examples
for this study, since it is based entirely on on-demand behavior. However, our answers to these questions
can be generalized to other protocols using related mechanisms, and they validate the use of on-demand
mechanismsin DSR and other protocols.

4.1. Methodology

In order to analyze the effects of the mechanismsthat comprise DSR, we simulated different variations of the
DSR protocol running on an identical network with an identical workload. Simulation enabled usto study a
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large number of pointsin the DSR design space and to directly compare the results of the simulations, since
wewere able to hold constant factors such as the communication and movement pattern between runs of the
simulator. We conducted the experiments using the ns-2 network simulator [30] extended with our support
for realistic modeling of mobility and wireless communication as described in Section 3.1. Each simulation
used 50 nodes and simulated 900 seconds of real time.

41.1. Node Movement and Communication Pattern

We analyzed the effect of two different movement models: constant node motion and no node motion.
All tables and graphs in this chapter are from the constant motion case, since without motion the data are
uninteresting: DSR does a single Route Discovery for each destination, and then aside from congestion-
caused packet drops leading to Route Errors, there is no more protocol activity for the duration of the run.
For both constant motion and no motion models, the nodes start at a uniformly distributed location. In the
constant motion case, al nodes move according to the randomwaypoint algorithm described in Section 3.2.1
with speeds chosen uniformly from 0 to 20 m/s.

We chose to model node communication using a uniform node-to-node communication pattern with
constant bit rate (CBR) traffic sources sending datain 512-byte packets at arate of 4 packets per second. A
total of 20 CBR connectionswere model ed in each simulation run, with each node being the sourceof 0, 1, or
2 connections. Inall runs, the 20 connectionswere spread in thisway over atotal of 14 different originating
nodes (which welabel nodes 1 through 14). All CBR connectionswere started at times uniformly distributed
during the first 180 seconds of simulated time and then remained active through the entire simulation. We
chose the parameters of the communication pattern to stress the ability of the routing protocol to discover
and maintain routes during the experiments, but to avoid causing extreme congestion.

In order to average out the effects of particular motion or communication patterns, we generated 10
different scenarios — 5 with constant node motion, and 5 with no node motion. We ran all experiments
over the same set of scenarios.

4.1.2. Simulated Sites

In an attempt to generate results that would be representative of some potential, real-world scenarios that
DSR might encounter, we ran our simulations over two different types of simulated sites:

e A flat site with length much greater than its width. We used dimensions of 1500mx 300m, and we
call thisthe rectangular site.

e A flat site with area approximately equal to that of the rectangular site, but in which the length and
width are equal. We used dimensions of 670m x 670m, and we call this the square site.

Altering the shape of the simulated site in this way creates networks with qualitatively different topologies
and throughput bottlenecks, thereby exercising DSR in different ways.

The rectangular site causes a roughly linear arrangement of the nodes. The results seen here could be
applied to situations where the physical paths between nodes are very constrained, such as when the mobile
nodes are vehicles driving along aroad. The lengths of the routes taken by packetsin this site are typically
longer than the corresponding route lengths in the square site. Since the site is also narrow, a packet being
transmitted down the site is typically overheard by all the nodes spatially located between the sender and
destination. This makes networks in the rectangular site more prone to congestion bottlenecks since there
is effectively no spatial diversity in the narrow dimension.

The sguare site models situations in which nodes can move freely around each other, and where there
isasmall amount of path and spatial diversity available for the routing protocol to discover and use. Since
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its total areais approximately the same as that of the rectangular site, the average node density between the
two sitesis constant, but the average route length used in the square site isless than in the rectangular site.

4.2. On-Demand Routing and Latency

The use of on-demand behavior in routing protocols for multi-hop wireless ad hoc networks can result in
increased packet latency, since, by the nature of the on-demand philosophy, operations are put off until
the time when forward progress cannot be made without performing them. The time taken to perform the
operation is therefore directly visible.

The best example of this behavior in DSR, and alarge source of excesslatency, is Route Discovery. For
example, when some node A wants to send a packet to a node B, and it does not currently have a route to
B, it must first perform a Route Discovery for node B before sending the packet. Because A must buffer
its packet until it has a route to B, the entire time that Route Discovery takes to obtain a route to B adds
directly to the time it will take for the packet to be delivered. This makes the latency of Route Discovery
critical in any environment in which packets must be delivered in atimely fashion.

To review briefly the description of Route Discovery in Section 2.5.1, DSR uses an instance of the
general class of expanding ring searches consisting of two phases:

e Phase I: Nonpropagating ROUTE REQUEST. Node A transmits a ROUTE REQUEST with a max-
imum propagation limit of one hop. Any node receiving the ROUTE REQUEST that does not have a
route to B simply discards the request.

e Phase Il: Propagating ROUTE REQUEST. If after 30 ms the nonpropagating ROUTE REQUEST has
failed to return arouteto B, node A will then transmit apropagating ROUTE REQUEST. Each hode other
than B that receives this request will either return a ROUTE REPLY based on information in its route
cache, or will rebroadcast the ROUTE REQUEST, propagating it further through the network. Should
B itself receive the request, it will return a ROUTE REPLY consisting of the source route collected in
the ROUTE REQUEST.

In order to calculate the latency of a Route Discovery, we measure the time from when a node sends a
RouTE REQUEST until it receives the first ROUTE REPLY that answers the request. We use the first reply to
calculate latency since as soon asit arrives, the node can begin transmitting data packets— it need not wait
for multiple replies to be returned before sending.

As a result of the structure of this Route Discovery algorithm, the latency of Route Discovery is
determined by the length of time it takes a ROUTE REQUEST to travel across the network to a node who can
answer it with aROUTE REPLY plus the time taken by the RepLY to travel back to the originator of the Route
Discovery. This, in turn, implies that the latency of Route Discovery depends on the speed with which
packets propagate through the network and the distribution of nodes who have the routing information
needed to answer the request, since this determines the average distance between the requester and the
replier.

The next sections analyze the speed with which packets can be forwarded through the network, and the
factorsthat affect the distribution of routing information in the network.

4.2.1. The Propagation Speed of Route Requests

Examining the latency of Route Discovery when nodes do not answer ROUTE REQUESTS on behalf of
other nodes makes visible the worst case speed with with which ROUTE REQUESTS and ROUTE REPLYS
travel through the network. With the replying from cache optimization disabled, Route Discoveries can be
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answered only by the targeted node, which creates the greatest level of congestion and requires the packets
to travel the furthest.

Each point in the scatter plot of Figure 4.1 depicts the latency of a particular Route Discovery versus
the sum of the number of hops over which the ROUTE REQUEST and matching ROUTE REPLY had to travel.
The scatter plot makes visible the distribution of individual samples, and the abscissas have been uniformly
jittered to make the density of the points visible. The least squaresfit line shown on the graph has a slope
of 14.5 ms/hop.

The spread of |atenciesrecorded reflect the realistic nature of our simulator. The minimum time required
to forward a small packet, such as a ROUTE REQUEST or ROUTE REPLY, over asingle hop is approximately
600 is. Thisassumesthe packet immediately acquiresthe mediawhen offered to the network. The minimum
per-hop forwarding time for a 512 byte data packet is approximately 3 ms. However, since the effective
carrier-sense range on the simulated radios is 550 m, on average each packet sent must defer to other packets
being transmitted el sewherein the network. The scatterplot isthe superposition of the dense mass of points
along the bottom of the distribution with alinear dependence of latency on hop count, representing Route
Discovery in uncongested cases, and a exponentially distributed scatter of points representing congested
cases.

4.2.2. The Distribution of Routing Information in the Network

The distribution of useful routing information in the network can be inferred by the type of ROUTE REPLY
packet received by a node in response to sending a ROUTE REQUEST. The REPLYS may be categorized as
follows:
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Figure 4.1 Scatter plot of forwards vs. latency. Forwards includes the number of hops
from the originator of the Route Discovery to the target and from the target back to the
originator. (No cache replies, rectangular site, constant motion)
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e Cache Replies. Replies constructed from cached routing information by a node other than the
target of a Route Discovery.

e Target replies. Replies originated by a node in response to receipt of a ROUTE REQUEST targeting
it. We say that target replies are based on fresh routing information because the route from requester
to target hasjust been traversed by the corresponding ROUTE REQUEST.

e Neighbor replies. A ROUTE REPLY returned in response to a ROUTE REQUEST with a maximum
propagation limit (TTL) of 1. Neighbor replies must originate from a direct neighbor of the requester
(since the request cannot propagate), but may be either cache replies or target replies depending on
whether or not the respondent is the target of the Route Discovery.

When the reply from cache optimization is enabled, the reception of a Target reply means that there
were no nodes closer to the originator than the final target with information about the target’s whereabouts.
Reception of a Neighbor reply means one of two things. In the first case, the target itself was directly
reachable by the originator, and so the distribution of routing information in the network is irrelevant for
this particular Route Discovery. In the second case, routing information was so well distributed that an
immediate neighbor had cached information with a route to the target.

Table 4.1 summarizes the latency required for the initiator of a Route Discovery to receive the first
ROUTE REPLY in response to its ROUTE REQUEST. This data is broken down into the mean, minimum, and
maximum latencies for each of the three different types of ROUTE REPLYS listed above. In this section, we
analyze the latency for each type of ROUTE REPLY and examine the effect of changing the shape of the site
on the latency.

The Latency of Neighbor Replies

Figure 4.2 shows adetailed view of thelatency of the first ROUTE REPLY packet received for nonpropagating
RoUTE REQUESTS. The graph shows only those replies that were returned within 100 ms. After 30 ms, a
nonpropagating request is considered unsuccessful and a propagating ROUTE REQUEST is transmitted and
so only replies returned within the 30 ms timeout are useful in terms of preventing a propagating Route
Discovery. Since neighbor replies with latency greater than 30 ms may be interpreted as the first reply to
the propagating ROUTE REQUEST, we have included replies with a latency of up to 100 msin our analysis.
Table 4.1 summarizes all of the data, including the outliers, and presents the distribution of the data. The
mean of the distribution is 7.1 ms, discarding as outliers al replies that arrived after 100 ms.

Table 4.1 Latency of first ROUTE REPLY by type
(All-Opt DSR, rectangular site, constant motion)

Latency
# Replies | Mean Min | 99 percentile | Max
Neighbor Replies 3136 71dms | 1.3ms 457ms 17.8s
Cache Replies 1524 459ms | 1.3ms 752ms 24s
Target Replies 12 87.6ms | 23.6ms 458ms 458.3ms
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Mean is 45.9 ms.

The Latency of Cache Replies

When a nonpropagating request fails to obtain a route, the node performing Route Discovery sends a
propagating ROUTE REQUEST. Each nodethat hearsthisrequest will either transmit aRoOUTE REPLY fromiits
cache or forward the request as described above. Figure 4.3 shows a detailed view of the latency of ROUTE
REPLY packets sent from cached route information received in response to a propagating ROUTE REQUEST.
Again discarding outliers, the mean of this distribution is 45.9 ms (Table 4.1), nearly seven times larger
than the mean latency for neighbor replies (7.1 ms). This difference between mean neighbor reply latency
and the latencies of cache replies indicates that successful nonpropagating requests are very effective in
reducing latency. However, the difference does not show exactly how effective they are since the cache
repliesin Table 4.1 are elicited by propagating requests which are only sent after a nonpropagating request
has already failed.

In order to factor out the effect of nonpropagating ROUTE REQUESTS on the latency of cache replies,
we removed the mechanism that sends nonpropagating requests and ran this modified version of DSR on
the same set of scenarios. The results of this experiment are reported in Table 4.2 and Figure 4.4. When
only propagating ROUTE REQUESTS are sent, the mean latency for cache replies dropped to 21 ms, less
than half of the latency measured when nonpropagating requests were enabled. From this, we conclude

Table 4.2 Latency of first RouTE REPLY (NO nonpropagating
ROUTE REQUESTS, rectangular site, constant motion)

Mean Latency | Min Latency | Max Latency
Cache Replies 21.0ms 1.3ms 8.0s
Target Replies 33.3ms 3.8ms 63.0ms
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that nonpropagating ROUTE REQUESTS offer an average savings of about 14 msin latency (afactor of three
decrease).

The Latency of Target Replies

The third row of Table 4.1 in Section 4.2.2 summarizes the latency of replies from the target of a Route
Discovery. The mean of 87.6 msisan increase of approximately 40 ms over thetime for cachereplies. This
increased latency is in general due to the increased number of hops over which the ROUTE REQUEST and
matching ROUTE REPLY must propagate to reach the target, relative to what is needed to reach the first node
with aroute cache entry that can return areply from its cache.

In amost al cases, the first ROUTE REPLY received in response to a ROUTE REQUEST is hot a target
reply, but rather is a cachereply. In our simulations, the first ROUTE REPLY came from the target node only
atotal of 12 times over al All-Opt DSR scenarios studied. This small number of target replies indicates
that DSR'’s caching mechanism and its ability to send replies from the cache are very effective in reducing
the latency of Route Discovery, but this limits our ability to directly evaluate the latency of target replies,
and the latency for target replies shown in Table 4.1 represents only these 12 samples.

As another way of measuring the latency of target replies, we disabled both nonpropagating ROUTE
REQUESTSs and replying from cache in DSR and ran this modified version of the protocol over the same
scenarios as above. Table 4.3 summarizes the target reply latencies from this experiment, and Figure 4.5
showsadetailed view of thislatency. The mean latency for target ROUTE REPLY sin this experiment (the only
type enabled) was 403.1 ms. This indicates that the optimizations added to DSR (replies from cache and
non-propagating route requests) significantly decrease the latency of Route Discovery. The reason latency
is higher with the optimizations turned off is the decreased containment (Section 3.3.2) of ROUTE REQUESTS
and the longer paths that ROUTE REPLY S and REQUESTS must take.
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Table 4.3 Latency of first ROUTE REPLY (NO nonpropagating ROUTE
REQUESTs and no cache replies, rectangular site, constant motion)

Mean Latency | Min Latency | Max Latency
Target Replies 403.1ms 3.5ms 42.1s

The Effect of a Different Topology

In the square site, we expect two factors to work together to decrease the latency of Route Discovery as
compared to the rectangular site. First, the mean path length is less, so forwarding latency related to path
length should beless. Second, thefirst RoUTE REPLY received should come from nodes closer to theinitiator
of the Route Discovery, because routing information is better distributed throughout the network. Routing
information will be distributed more widely in the square site than the rectangular one because the average
degree of each node (the number of direct, 1-hop neighbors of each node) is higher, which results in each
node overhearing more of the traffic sent by other nodes.

The average degree of anode in the square site is 16.5 as compared to 11.5 in the rectangular site. As
shown in Table 4.4, the mean first ROUTE REPLY latency for al three types of REPLYS decreasesrelative to
the latencies in the rectangular site (Table 4.1), supporting the hypothesis that there are more nodes “ close”
to the originator of a Route Discovery and that routing information is more spread out through the network.

The node degrees observed in these experiments are within the range of values seen in simulations of a
widely deployed multi-hop wireless access network, and are probably typical of those that will be seen any
widely deployed network.

4.2.3. Summary of Latency Results

Theindividual per-hop forwarding latency of all packetsis dictated by the length of the interface queue and
by the media accesstime, since the packets at each node must wait their turn for transmission. The latency
of a single ROUTE REQUEST propagating outwards or a ROUTE REPLY propagating inwards is dominated
by effects due to path length: the greater the number of hops over which the ROUTE REQUEST or ROUTE
REePLY packet must travel, the longer the time the packet takesto reach its destination. However, the greatest
influence on the latency of a Route Discovery is the distribution of information in nodes’ caches, sinceit is
the path length to the closest node that can generate a ROUTE REPLY that determines the latency of Route
Discovery.

Thelatency of the slowest Route Discoveries seen during an experiment are dominated by the effects of
congestion. The maximum latencies reported in this section are in the tens of seconds— we have verified
in each case that the REQUEST or REPLY was held up in a series of long interface queues as the packet

Table 4.4 Latency of first ROUTE REPLY by type
(All-Opt DSR, square site, constant motion)

Mean Latency | Min Latency | Max Latency
Neighbor Replies 4.7ms 1.3ms 117.1ms
Cache Replies 29.1ms 1.3ms 13s
Target Replies 36.6ms 29.4ms 54.4ms
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propagated, each queue draining very slowly due to media contention around the node. Given the long
latencies that some Route Discoveries will experience, protocol designers might want to include even the
routing protocol packetsin a QoS scheme that allows a packet’s originator to specify that the packet should
be dropped after some time period. Route Discovery packets could then be set to expire shortly after the
originator plansto retransmit the ROUTE REQUEST.

4.3. The Cost of On-Demand Route Discovery

Although on-demand routing protocols can reduce routing overhead by not disseminating routing informa-
tion throughout the network on a periodic basis, the actual cost of performing on-demand Route Discovery
can be significant. When anode A transmits a ROUTE REQUEST, the request flood-fills through the network,
potentially disturbing each nodein the network and consuming valuable bandwidth and battery power. Each
node that receives the request must either transmit a ROUTE REPLY based on information in its route cache
or forward the request further.

Using the containment and discovery cost metrics defined in Section 3.3.2, we examine the overall cost
of Route Discovery in DSR. We focus on how the use of route caches and nonpropagating requests effect
Route Discovery among hodes at the rectangular site, and then compare those results with data collected at
the square site.

Our intuition of how Route Discovery works predicts that both the containment and discovery cost
metrics of Route Discovery should be sensitive to the average degree of the nodes in the network. The
degree of a node is the number of direct neighbors the node has, and measures how tightly interconnected
the network is. Asthe degree of interconnectivity goes up, it is harder to contain a ROUTE REQUEST to one
part of the network. In addition, the “branching factor” of a propagating ROUTE REQUEST increases which
causes more nodesto receive and processit. Thus, we expect containment to decrease and discovery cost to
increase in environments where the average node degree increases.

4.3.1. Overall Route Discovery Cost in DSR With All Optimizations

We began by studying the behavior of Route Discovery in scenarios using the rectangular site, where
the average node degree was measured to be 11.5 neighbors. Route Discovery behaved as described in
Sections 2 and 4.2, with All-Opt DSR sending a nonpropagating ROUTE REQUEST before transmitting a
propagating ROUTE REQUEST if the nonpropagating request failed to provide aroute within 30 ms. Table4.5
summarizes the discovery costs of propagating and nonpropagating requests broken out by the number of

Table 4.5 Summary of Route Discovery costs
(All-Opt DSR, rectangular site, constant motion)

Nonpropagating Propagating Total
Request Og 957 316 1,273
Request Fw 0 6,115 6,115
Reply Og 3,912 3,215 7,127
Reply Fw 0 7,002 7,002
Containment 77.0% 41.0% 68.0%
Cost 5.09 52.69 16.90
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times a routing packet of the given type was originated (Og) or forwarded (Fw). When propagating and
nonpropagating requests are used together in All-Opt DSR, the total containment for all requestsis 68%,
and the average discovery cost metric is nearly 17. The two types of ROUTE REQUESTS have very different
behavior and costs, however, and so it isinformative to analyze them separately.

An average of 316 propagating requests were initiated during each of the simulations. Examining only
these requests, on average each request was forwarded 20 times and caused 10 ROUTE REPLY packets to
be returned, yielding a containment metric of 41%. This means that most propagating requests involve a
little more than half of the nodes in the network. The average discovery cost of a propagating request was
nearly 53 transmissions. The fact that the origination of asingle propagating ROUTE REQUEST resultsin the
transmission of more than 50 DSR packets, even when the containment metric is 40%, indicates that Route
Discovery has the potential to be avery expensive operation when not well contained.

In comparison to the propagating ROUTE REQUESTS, the nonpropagating requests have a containment
metric of 77% and the average discovery cost drops to only 5 transmissions. A propagating request costs
nearly 10 times more than a nonpropagating request because the total cost of a nonpropagating request is
the one transmission of the ROUTE REQUEST plus one transmission for each of the neighborsthat generates
aROUTE REPLY.

4.3.2. Effects of Replying from Cache

As described in Section 2.5.1, DSR contains Route Discoveries by allowing a node to short-circuit the
outward propagation of a ROUTE REQUEST packet when it has a route to the request’s target in its route
cache. In order to discern the effect of replying from cache on the cost of Route Discovery, we re-ran all
the scenarios with a modified version of DSR where replying from cache was disabled.

As shown in Table 4.6, the overall containment metric decreases to 10% when replying from cache
is turned off. The cost of each discovery likewise increases by more than a factor of five to 102 packet
transmissions per Route Discovery. The dramatic decrease in containment and increase in overhead argue
strongly that allowing nodesto reply from their route cache is vital to limiting the cost of discovery. Even
though the discovery cost quintupled, the packet delivery ratio of DSR with cache replies disabled was the
same as in All-Opt DSR. While this is an encouraging result for on-demand Route Discovery, this may
not be significant, as a different offered traffic load or communication pattern could suffer more from the
dramatic increase in overhead.

Table 4.6 Summary of Route Discovery costs (No reply from cache and
no nonpropagating ROUTE REQUESTS, rectangular site, constant motion)

Propagating
Request Og 871
Request Fw 39,471
Reply Og 8,413
Reply Fw 39,554
Containment 10%
Cost 102.52
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Table 4.7 Summary of Route Discovery costs
(no nonpropagating ROUTE REQUESTS, rectangular site,
constant motion)

Propagating
Request Og 776
Request Fw 8,812
Reply Og 8,077
Reply Fw 8,894
Containment 58 %
Cost 34.19

4.3.3. Effects of Nonpropagating ROUTE REQUESTS

A second mechanism that may be used to reduce the cost of Route Discovery is an expanding ring search.
Specifically, we consider the algorithm used by All-Opt DSR where each propagating ROUTE REQUEST is
preceded by a nonpropagating ROUTE REQUEST, i.e., with a maximum propagation limit (TTL) of 1. To
evaluate whether the nonpropagating ROUTE REQUEST accomplishes its intended purpose of allowing the
initiator of the Route Discovery to quickly and inexpensively query the route caches of each of its neighbors,
we experimented with aversion of DSR in which the sending of nonpropagating requests has been disabled.

When DSR is modified to send only propagating ROUTE REQUESTS (Table 4.7), the overall containment
metric decreasesfrom 68% to 58%, and the cost of a single Route Discovery doublesfrom 16 to 34 packets.
These data argue strongly in favor of a two-phase Route Discovery that uses both nonpropagating and
propagating requests, even though the tradeoff is an increase in latency when the nonpropagating request
fails (Section 4.2).

4.3.4. Effects of Node Degree on Route Discovery

As previously mentioned, nodesin the rectangular site have an average node degree of 11.5. To evaluatethe
effect of node degree on Route Discovery, we performed the same experiments using the square site where
nodes have an average node degree of 16.5. Thisincrease in the number of neighbors stems from the fact
that the rectangular site is only 300m wide and hence, much of the area covered by a hode’s transmission
range lies outside the space where nodes are allowed to moveto.

Our intuitive model of Route Discovery predicted that changing to the square site where nodes have
greater degree should both decrease containment and increase discovery cost. As Table 4.8 shows, however,
containment does decrease by 6% from 68% to 62%, but the discovery cost remains relatively unchanged.
Analyzing the nonpropagating and propagating requests separately makes the reasons for the discrepancy
more apparent.

The reason the overall metrics do not follow our expectations is that the increased node degrees in
the square site not only increase the number of nodes that overhear each ROUTE REQUEST packet (thus
increasing the cost of the request), but also increase the number of nodes that overhear source routes used
by their neighbors. This causes routing information about each destination to be spread more widely
throughout the network than at the rectangular site. The greater spatial distribution of routing information
allows nonpropagating requests to succeed more often in the square site, and prevents a greater number
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Table 4.8 Summary of Route Discovery costs
(All-Opt DSR, square site, constant node motion)

Nonpropagating Propagating Total
Request Og 217 27 244
Request Fw 0 798 798
Reply Og 1,931 387 2,318
Reply Fw 0 584 584
Containment 67.0% 18.0% 62.0%
Cost 9.87 66.05 16.11

of the expensive propagating route requests. In the rectangular site, 24% of the ROUTE REQUESTS were
propagating requests, while in the sguare site, only 12% of the Route Discoveries required a propagating
RouTE REQUEST. This difference makes the cost and containment metrics of nonpropagating requests
dominate the overall overhead for the square site, thereby giving the appearance that the discovery cost and
containment metrics are roughly equivalent on the two sites. However, Route Discovery tends to be more
expensive and less well-contained in the square site.

4.4. On-Demand Route Repair

Here we consider the amount of time it takes a sender to “recover” when a route that it is using breaks.
Asillustrated in Figure 4.6, the latency of a route repair is defined as as the length of time between when
the first packet is lost while attempting to forward across the broken link and when a packet with a higher
sequence number is successfully received at the destination.

Table 4.9 showsthe overall effect of alink breakage on an active connection in terms of thetimeto repair
the breakage, and the number of packets lost. For 60 percent of the breakages, the salvaging optimization
(Section 2.5.2) successfully prevents any packets from being lost. When packets are lost, most |oss bursts

D—’F\
— % H

Figure 4.6 Latency of route repair is measured as the length of time between when the
first packet is lost while attempting to forward across the broken link and the time the next
packet is successfully received at the destination.
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Table 4.9 Overall effect of the breakage of an active link on a connection.

Quantiles
25% | 50% 75% | 99%
repair latency 26ms | 106ms | 403ms | 11.8s

missing packets | 0O 0 2 51

are fairly small. The next two tables independently examine the cases where salvaging is successful and
where |0ss occurs.

4.4.1. Repair Latency When Salvaging is Successful

In the data set used for this analysis, there were 10,179 link breakages affecting actively used routes. For
6,015 of these breakages, an alternate route to the destination was available in the Route Cache of the
forwarding node that discovered the breakage, and this route successfully delivered the packet to the final
destination without any packet losses. Table 4.10 shows the latency of route repair in these cases where
salvaging was able to prevent any packet loss. For these cases, the latency of repair isjust the time for the
packet to traverse the hops on the salvage sourceroute. The distribution hasalong tail dueto the congestion
effects commonly present around the sources of broken links, as noted in Section 4.4.3.

4.4.2. Repair Latency When Packets Are Lost

Table4.11 showsthe latency and packet loss for route repairs for the remaining 4,000 casesin which at least
one packet waslost. The table showsthat loss bursts are small, with more then 50 percent of the loss bursts
having 2 packets or fewer. In many cases, the large bursts at the tail of the distribution represent network
partitions or periods of extreme congestion.

The repair latency numbersin Table 4.11 must be read with an understanding that, due to an artifact of
the traffic sources used, the minimum latency for route repair when a packet is lost is nearly 250 ms. The
CBR traffic sources only offer a packet to the network every 250 ms, and the repair latency timer is not
started until a packet actually fails to traverse the broken link. The result is that, when a packet is lost, it
will be nearly 250 msuntil the network next has a chance to successfully deliver a packet and stop the repair
latency timer. Values of repair latency less than 250 ms reflect the time it takes packets to traverse from
the originator across a potentially congested network to the broken link where they are lost (an example
isillustrated by the timeline in Figure 4.7). Less frequently, repair latencies less than 250 ms are due to
temporary partitions or congestion that have caused aburst of packets, all with the same route, to be queued
in the network, with the first packet being lost but following packets being salvaged successfully.

Table 4.10 The latency of route repair for cases where
salvaging was able to prevent all packet loss.

Quantiles
25% | 50% | 75% | 99%
repair latency | 17ms | 36ms | 107ms | 1.7s
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Table 4.11 Latency and packet loss for route
repairs where at least one packet was lost.

Quantiles

25% 50% | 75% | 99%

repair latency 185ms | 429ms | 1.19s | 11.3s

missing packets 1 2 6 50

measured value of repair timer

- N
packet lost packet received
repair timer repair timer
started stopped
CBR packet CBR packet
sent sent
Time } } ®
- N
packet travels packet travels
through network through network

Figure 4.7 lllustration of how the repair latency timer can take on
values less than the interval between CBR packets.
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4.4.3. Latency of RouTe ERRORS

Asdescribed in Chapter 2, anode originating packetswill detect that arouteit isusing has broken only after
it triesto send a packet along the broken route, and receivesa ROUTE ERROR in response. The ROUTE ERROR
is sent by the node that, upon attempting to forward the packet over alink in the source route, decides that
the link is broken. The forwarding node declares the link broken after making several attempts to transmit
the packet to the next hop, and failing to receive a passive or explicit acknowledgment of success.

For All-OptDSR intherectangular site, Table4.12 showsthetime taken for aROUTE ERROR to propagate
from the node that detected a link breakage to the originator of the packet that contained the broken source
route. The median latency per hop is 8.6 ms, while the mean is 26.6 ms. The difference between the two
is due to the heavy tail caused by congestion. The average link breakage in this environment occurred 1.8
hops from the packet’s originator.

The propagation time for ROUTE ERRORS is significantly longer than for other types of packets. Thisis
dueto the fact that the reason a ROUTE ERROR is being sent is that something iswrong in the network. Either
topology change, congestion, or external interference is preventing the exchange of packets and causing
what had been working links to appear as broken. It should be no surprise that it takes longer than usual
to successfully get a packet out of such atrouble spot! However, it does serve as a cautionary tale against
basing areaction to mitigate a problem on the ability to receive an explicit notice of the problem from anode
inside the problem region. A similar effect has been noted in wired networks using Explicit Congestion
Notification to retard packet sources when parts of the network become congested.

4.5. Cache Consistency in On-Demand Protocols

All routing protocols which use on-demand Route Discovery must include some kind of route caching
system, since the originator of a packet cannot afford the cost of doing a Route Discovery operation for
every packet it wishesto send. Oncethe originator discoversaroute through the network, it must remember
the routein somekind of cachefor usein sending future packets. DSR, in particular, makes even greater use
of the route cache, using it not only to cache routes for the purpose of originating packets, but also for the
purposeof allowing nodesto answer ROUTE REQUESTStargeted at other nodes, asexplainedin Section 2.5.1.

When a cacheis added to the system, however, the issue arises of how stale cache datais handled. Inthe
context of aroute cache, we call aroute stale if any link in the route is broken, since a packet sent using the
route will encounter a forwarding error when it attempts to traverse the broken link. Removing stale data
from the cache of a node originating packets is critical, since any packet the node sends with a stale route
will result in a ROUTE ERROR being returned, with a reasonable chance of the packet being dropped.

Allowing nodes to use the datain their route cachesto issue ROUTE REPLY packets carries even greater
risk, as nodes with stale cache data may return stale, incorrect routes that will pollute both that particular
Route Discovery and potentially other nodes' caches.

Table 4.12 Latency of RouTE ERRORS (All-OptDSR, rectangular site, constant motion)

number of hops ROUTE ERROR traveled
1 2 3 4 5 6 7 8
median (ms) | 8.75 | 17.37 | 24.64 | 29.21 | 37.75 | 80.82 | 58.13 | 336.1
# ERRORS 8602 | 3985 | 1978 | 929 | 367 | 123 18 4
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For the purposes of analyzing cache behavior, we label the nodes as either originator nodes or forwarder
nodes. Originator nodes are those that are the sources of packetsin a connection, while forwarder nodes do
not themselves originate data packets, but only act asroutersto carry others' communications. As described
in Section 4.1, there are 14 originator nodes (which may also serve asforwardersfor other connections) and
36 forwarder nodes (which are not the originator of any connections) in the communication pattern used in
our simulations. The route cache of an originator node behaves very differently from that of a forwarder
node, since the originator actively invokes Route Discovery to maintain good routes to the nodes to which
it sends packets, and it is the target of ROUTE ERRORS whenever it sends a packet with a broken route.
Forwarder nodes must learn and correct routes opportunistically.

45.1. Contents of the Route Cache

The most basic measure of how well a node's route cache performs is the percentage of cache lookups that
actually find a good cached route in the node’s cache. This measureis afunction of the percentage of good
links in a node's cache and the overall cache hit rate. Figure 4.8 shows the average number of linksin each
node’s cache, broken out into number of good links and bad links, for our constant node motion scenarios.
On average, 84% of thelinksin cacheswere found to be good while sampling once per second. Asexpected,
al of the bad links in the caches are due to node motion, and there are 0% bad links in the caches of nodes
in the scenarios with no node motion. Originating nodes have a slightly greater number of links in their
caches, due to the fact that they receive ROUTE RePLY packets from nodes throughout the network when
they perform Route Discovery, whereas forwarding nodes only hear ROUTE REPLYS that travel past them
on the way to an originating node. That the differenceis dight argues that Route Discovery is successfully
priming the caches of the forwarding nodes.

To determineif the routesin the nodes' caches are useful, we evaluated the cache hit rate for each node
in our simulations and show this data in Figure 4.9. As described in Section 2.5.1, nodes use their cache
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when originating packets, when deciding whether to return a cache reply in response to a received ROUTE
REQUEST, and when salvaging. Originating nodes have asignificantly higher hit rate than forwarding nodes,
since the vast majority of the cache lookups that originating nodes perform are for packets to destinations
for which they have performed Route Discovery. The hit rate of forwarding nodes is sensitive to both
the geometry of the space and the communication pattern, since a node’s hit rate will go up if the ROUTE
REQUESTsthat it overhears are for destinationsin close spatial proximity, and down asit processes ROUTE
ReEQUESTSs for nodes far away from it. Forwarding nodes in the rectangular site have an average hit rate of
only 55%, which, though low, is consistent with the philosophy of on-demand Route Discovery: thereis no
reason to have aroute to a destination unless you are originating packetsto it. In the square site, the average
hit rate for forwarding nodes increases to 62%, since nodes are fewer hops apart and there is greater shared
knowledge as nodes overhear a greater number of useful source routes that they can then add to their route
caches (Section 2.5.3).

4.5.2. The Quality of Route Replies

Nodes in the network use their cachesto generate ROUTE REPLY packetsin response to other nodes’ Route
Discoveries, in order to limit the propagation of ROUTE REQUESTS (Section 2.5.3). Given that there may be
some stale data in nodes’ caches, the question arises as to the extent of the cache pollution that the Route
Discovery process might cause as bad replies from cache are returned to the initiator of a Route Discovery
and overheard by forwarding nodes. We collected statistics for this over our scenarios using All-Opt DSR
and report these results in Table 4.13. Using the nominal 250 m transmission range of the radios modeled
in our simulations to determine if the links are good, 40% of the ROUTE REPLYS received by the initiator of
a Route Discovery contain routes that would not work if used.

That 40% of ROUTE REPLY s contain broken routes is not surprising considering how cached information
islearned, and why a Route Discovery isinitiated. Route Discovery is performed when anode wantsto send
a packet to a destination to which it does not have any routes. This occurs because either the node has never
had a route to the destination, or because its last working route to the destination just broke, many times as
the result of some major network topology change that altered the available paths to reach the destination.
Since many nodes will have cached routes to that destination with links in common, the breakage of any of
those linkswill cause many of the cached replies generated for that destination to be bad. In our simulations
of All-OptDSR, the overwhelming majority of ROUTE REPLY packets are based on cached data, and only
59% of those replies carry correct routes. Though 84% of the links in the nodes’ caches are good, the
probability of a route being good given that it has been retrieved from a forwarding node's cache in our
simulations is only 56%. Even replies from the target itself are not 100% correct, since routes can change
while the REPLY propagates back to the requester.

However, the fact that many nodes share the same bad information allows these bad links to be quickly
removed from their cachesby Route Maintenance, especially if the Gratuitous ROUTE ERRORs (Section 2.5.2)
optimization is being used. The rapid removal, in turn, allows DSR to maintain its high packet delivery
ratio.

If replying from cache is disabled and only propagating ROUTE REQUESTS are sent, a total of 8,413
ROUTE REPLY messages are received by initiators, of which 93% are good. While disabling the replying
from cache mechanism significantly increases the number of working routes an initiator receives, it aso
increases overhead and latency as described in Sections 4.2 and 4.3.

The fact that DSR continues to have a very high packet delivery ratio (Figure 5.4) even when 40% of
the routes returned by Route Discovery are incorrect, argues that Route Maintenance is performing well so
that the discovery and dissemination of bad routes does not result in the continued use of bad routes.
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Table 4.13 The correctness of source routes returned by Route Discovery.

# Replies | % Good
From target 119 95.2 %
From cache 6809 59.4%
Total 6928 60.0%

4.5.3. Correlation between Age and Quality of Routes

A standard strategy in caching is to assume that the data learned most recently is more likely to be correct
and useful than data that has been in the cache for a while— this temporal locality assumption is the basis
behind the common LRU cache replacement policy. DSR deliberately does not include such a temporal
policy because of its philosophy that the on-demand nature of Route Maintenance allows it to store routes
until they are found to be bad, at which time they are cheaply erased.

We define the age of alink in the cache to be the elapsed time since it was last entered into the cache. If
thelink already appearsin the cache when it isentered, its ageisreset to zero. Theage of alink in anode's
cache can be interpreted as indicating the length of time since the node had some indication the link was at
that time still valid because it saw the link being used by another node The age of a cached link is not reset
when alink is retrieved from the cache, since retrieval does not suggest that the link isvalid.

To determine whether link age is a useful predictor of the probability that alink is good, we conducted
an experiment where an omniscient evaluation system inside the simulator examined all the links in each
node’s cache once per second of simulation time. Each cached link was classified as good or bad, depending
on whether the two endpoints of the link where actually within communication range of each other when
the evaluation was performed. Figure 4.10 shows the average age of the good links and the bad links in the
nodes caches at each of the 900 seconds in the simulation. The scenarios were generated by the random
waypoint movement model and used a uniform node-to-node communication pattern. Since the routing
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protocol was not involved in determining whether the links were good or bad, the figureincludesbad linksin
the nodes’ caches that the on-demand Route Maintenance might never encounter (since those routes might
never be retrieved from the cache).

With the communication and movement patterns used in our scenarios, there is a clear distinction
between the age of good and bad links. Asthe simulation progress, the average age of abad link in the cache
grows linearly, while the average age of agood link stays below 45 seconds. On average, every link older
than 50 seconds was bad. Although we have not collected enough datato confirm it, we suspect this occurs
because movement is uniformly distributed, and it takes 50 seconds for a node moving at the ssimulation’s
average node speed of 10m/s (half the maximum of 20m/s) to cross the nominal diameter of another node’s
transmission range (500m).

The difference in age between good and bad links suggests that cache entries should be expired if older
than some threshold, and Figure 4.10 shows how trivial the discrimination function could be. In general,
however, simple passage of timeis not what makesalink go bad— link goodness or badness should correl ate
directly with the amount of relative node motion, since that is what breaks links. In the random waypoint
movement model we use in our scenarios, the distance two nodes have moved apart correlates closely with
time, which contributes to the correlation between link age and quality. However, we believe that in other
movement and communication patterns with a higher degree of spatial locality, in which nodes are more
likely to communicate with nodes near them than farther away, or are more likely to move together with
the other nodes with which they are communicating, a much lower correlation between link age and link
badness would exist.

In summary, the data here presented show that for particular environments or applications in which
the probability of link breakage is known to increase with the passage of time, the introducing an LRU
expiration policy to the Route Cachewould improvethe performanceof DSR. Itisan open questionfor future
longitudinal research to determine whether the environments in which ad hoc networks are actually used
exhibit more spatial locality and correlated motion or, inversely, uncorrelated motion causing a correlation
between the probability of link failure and the passage of time.

4.6. Chapter Summary

This chapter presents a detailed examination of the fine-grain performance of on-demand routing protocols,
and it shows how on-demand mechanisms are able to meet the four challenges presented at the beginning
of the chapter, using DSR as an example to study. DSR provides a good source of examples for this study,
since it is based entirely on on-demand behavior, and thus the results are not affected by any periodic or
background activity within the protocol.

To summarize DSR’s response to the four challenges:

e Thelatency of Route Discovery is reasonable, and it follows the expected trends. Requestsfor source
routes to nodes that have not been previously heard from see a latency proportiona the distance
between the requester and requestee. However, using the Route Cachesto answer ROUTE REQUESTS
is very effective at breaking this linear dependence, and Route Discoveries see an average latency of
40ms when replying from cache is enabled. The variation in Route Discovery latency is primarily
due to congestion, some which may have been induced by the Route Discovery itself. Future work
should be able to analyse the duration, level and effect of congestion caused by Route Discovery.

e The cost of Route Discovery can be controlled by localization. This chapter studied two forms of
localization: the use network knowledge in the form of Route Caches, and the use of fiat in the form
of expanding ring search. The results show that both forms of localization are effective individualy.
When used together, they reduce the mean latency of Route Discovery in our 50 node network
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from 403 ms to well under 40 ms and decrease the total cost from 102 packets per discovery to 17
packets, while increasing containment from 10 percent to 68 percent.

e Route repair does not typically result in long strings of packet losses. The salvaging optimization
prevented any loss for 60 percent of link breakages, and when packet loss did occur the loss bursts
were often small. More than 75 percent of route breakages resulted in two or fewer packets being
lost.

e The Route Cache is able to acquire useful information about the overall network topology solely
by extracting routing information from packets that pass through and near it. Nodes were able to
learn about sufficiently many destinations to achieve a cache hit rate of 55%, whether the nodes were
initiating Route Discovery themselves or not. Efficient Route Maintenance is critical in all systems
with route caches, as we found that 16% of the links in the nodes caches were stale, and up to 41%
of the ROUTE REPLIES sent based on cached data contained broken routes. Mechanisms like those
used in DSR can meet the challenge however, as more than 90% of the data packets were successfully
delivered even at constant node motion. This demonstrates that on-demand Route Maintenance is
very effective at detecting and cleaning up stale routing information once a node attempts to use it.

Many of the techniques and lessons learned from this work can be applied to the other on-demand
routing protocols, such as AODV, TORA, and ZRP. In particular, by adding a mechanism to share routing
information among nodes in the network (e.g., having a subset of the data packets each record the route it
takes through the network), protocols such as these three could make greater use of their Route Caches to
control the overhead cost of Route Discovery. (In the case of TORA and AODV, these Route Caches are
distributed in the form of routing tables at each node, by abstractly they serve the same function asa DSR
Route Cache.)

A more general conclusion of this chapter is that there is significant value in dissecting a routing
protocol into its constituent parts to determine how the parts interact to produce the overall performance
of the protocol. We believe this is the first work to examine this type of fine-grain protocol performance
in detail using arealistic smulation, and we encourage other ad hoc network routing protocol designersto
subject their protocols to the same type of dissection.
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Chapter 5

Comparative Analysis of DSR’s Performance

This chapter describes a study that provides a realistic, quantitative analysis comparing the performance of
avariety of multi-hop wireless ad hoc network routing protocols. We present results of detailed simulations
showing the relative performance of four proposed routing protocols for ad hoc networks: DSDV [83],
TORA [79, 81], DSR [49, 51, 16], and AODV [85, 84].

These four protocols were chosen for study becausethey cover awide range of design choices:

e Theuseof periodic advertisements (TORA, DSDV) versus on-demand route discovery (DSR, AODV).

e Theuseof feedback fromthe MAC layer toindicate afailureto forward a packet to the next hop (DSR,
AODV) versus periodic advertisement (DSDV) versus sophisticated neighbor discovery (TORA).

e The use of fundamentally different routing algorithms, such as distributed Bellman-Ford (DSDV,
AODV) versus localized link-reversal relaxation (TORA) versus a pruned breadth-first search of
connectivity links (DSR).

e Theuseof fundamentally different forwarding a gorithms, such ashop-by-hoprouting (DSDV, TORA,
AODV) versus source routing (DSR).

5.1. Protocols to be Compared

In this section, we briefly describethe key features of the DSDV, TORA, DSR, and AODV protocols studied
in our simulations. We also describe the particular parameters that we chose when implementing each
protocol.

The protocols were carefully implemented according to their specifications published as of April 1998
and based on clarifications of some issues from the designers of each protocol and on our own experi-
mentation with them. In particular, during the process of implementing each protocol and analyzing the
results from early simulation runs, we discovered some modifications for each protocol that improved its
performance. Thekey improvementsto each protocol are highlighted in the respective protocol descriptions
below. We also made the following improvementsto all of the protocols:

e To prevent synchronization, periodic broadcasts and packets sent in response to the reception of a
broadcast packet were jittered using arandom delay uniformly distributed between 0 and 10 millisec-
onds.

e Toinsurethat routing information propagated through the network in atimely fashion, routing packets
being sent were queued for transmission at the head of the network interface transmit queue, whereas
all other packets (ARP and data) were inserted at the end of the interface transmit queue.

e Each of the protocolsused link breakage detection feedback from the 802.11 MAC layer that indicated
when a packet could not be forwarded to its next hop, with the exception of DSDV as explained in
Section 5.1.1.
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5.1.1. Destination Sequenced Distance Vector (DSDV)

DSDV [83] is a hop-by-hop distance vector routing protocol requiring each node to periodically broadcast
routing updates. The key advantage of DSDV over traditional distance vector protocolsisthat it guarantees
loop-freedom.

Basic Mechanisms

Each DSDV node maintains a routing table listing the “next hop” for each reachable destination. DSDV
tags each route with a sequence number and considers aroute R more favorable than R’ if R has a greater
sequence number, or if the two routes have equal sequence numbers but R has a lower metric. Each node
in the network advertises a monotonically increasing even sequence number for itself. When a node B
decides that its route to a destination D has broken, it advertises the route to D with an infinite metric and
a sequence number one greater than its sequence number for the route that has broken (making an odd
sequence number). This causes any node A routing packets through B to incorporate the infinite-metric
route into its routing table until node A hears aroute to D with a higher sequence number.

Implementation Decisions

We did not use link layer breakage detection from the 802.11 MAC protocol in obtaining the DSDV data
presented in this chapter, because after implementing the protocol both with and without it, we found the
performance significantly worse with the link layer breakage detection. Thereasonisthat if aneighbor N of
anode A detectsthat itslink to A isbroken, it will broadcast a triggered route update containing an infinite
metric for A. The sequence number in this triggered update will be one greater than the last sequence
number broadcast by A, and therefore is the highest sequence number existing anywhere in the network
for A. Each node that hears this update will record an infinite metric for destination A and will propagate
the information further. This renders node A unreachable from all nodesin the network until A broadcasts
anewer sequence number in a periodic update. A will send this update as soon as it learns of the infinite
metric being propagated for it, but large numbers of packets can be dropped in the meantime.

Our implementation uses both full and incremental updates as required by the protocol’s description.
However, the published description of DSDV [83] is ambiguous about specifying when triggered updates
should be sent. Oneinterpretation isthat the receipt of anew sequence number for adestination should cause
atriggered update. We call this approach DSDV-SQ (sequence number). The advantage of this approach is
that broken links will be detected and routed around as new sequence numbers propagate around the broken
link and create alternate routes. The second interpretation, which we call simply DSDV, is that only the
receipt of a new metric should cause a triggered update, and that the receipt of a hew sequence number is
not sufficiently important to incur the overhead of propagating a triggered update.

We implemented both DSDV-SQ and DSDV and found that while DSDV-SQ is much more expensivein
termsof overhead, it providesamuch better packet delivery ratio in most cases. The second scheme (DSDV)
is much more conservative in terms of routing overhead, but because link breakages are not detected as
quickly, more data packets are dropped. All of the results presented in this chapter use DSDV-SQ, with the
exception of Section 5.4.2, which compares DSDV-SQ with DSDV.

Table 5.1 lists the constants used in our DSDV-SQ simulation.

5.1.2. Dynamic Source Routing (DSR)

DSR is described in detail in Chapter 2. For this study, we implemented the following optimizations from
among those described in Chapter 2.
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Table 5.1 Constants used in the DSDV-SQ simulation.

Periodic route update interval 15s
Periodic updates missed before link declared broken 3
Initial triggered update weighted settling time 6s
Weighted settling time weighting factor 7/8
Route advertisement aggregation time 1ls
Maximum packets buffered per node per destination 5

Althoughthe DSR protocol supportsunidirectional routes, IEEE 802.11 requiresan RTS/CTS/Data/AcK
exchangefor all unicast packets, limiting the routing protocol to using only bidirectional linksin delivering
data packets. We implemented DSR to discover only routes composed of bidirectional links by requiring
that a node return all ROUTE REPLY messages to the requestor by reversing the path over which the RouTE
REQUEST packet came. If the path taken by a ROUTE REQUEST contained unidirectional links, then the corre-
sponding RouTE RePLY will not reach the requestor, preventing it from learning the unidirectional link route.

In Route Discovery, a node first sends a ROUTE REQUEST with the maximum propagation limit (hop
limit) set to zero, prohibiting its neighbors from rebroadcasting it. At the cost of a single broadcast packet,
this mechanism allows a node to query the route caches of al its neighbors for a route and also optimizes
the case in which the destination node is adjacent to the source. If this nonpropagating search times out, a
propagating ROUTE REQUEST is sent.

Nodes operate their network interfaces in promiscuous mode, disabling the interface’s address filtering
and causing the network protocol to receive al packets that the interface overhears. These packets are
scanned for useful source routes or ROUTE ERROR messages and then discarded. This optimization allows
nodes to learn potentially useful information, while causing no additional overhead on the limited network
bandwidth.

Furthermore, when a node overhears a packet not addressed to itself, it checks the unprocessed portion
of the source route in the packet’s header. If the node’s own address is present, it knows that this source
route could bypass the unprocessed hops preceding it in the route. The node then sends a gratuitous ROUTE
REPLY message to the packet’s source, giving it the shorter route without these hops.

Finally, when an intermediate node forwarding a packet discoversthat the next hop in the source route
is unreachable, it examines its route cache for another route to the destination. If a route exists, the node
replaces the broken source route on the packet with the route from its cache and retransmits the packet. If a
route does not exist in its cache, the node drops the packet and does not begin a new Route Discovery of its
own.

Table 5.2 lists the constants used in our DSR simulation.

Table 5.2 Constants used in the DSR simulation.

Time between retransmitted ROUTE REQUESTS 500 ms
(exponentially backed off)

Size of source route header carrying n addresses 4n + 4 bytes
Timeout for nonpropagating search 30 ms
Timeto hold packets awaiting routes 30s
Max rate for sending gratuitous RepLY s for aroute Us
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5.1.3. Ad Hoc On-Demand Distance Vector (AODV)

AODV [84] isessentially acombination of both DSR and DSDV . It borrowsthe basi ¢ on-demand mechanism
of Route Discovery and Route Maintenance from DSR, plus the use of hop-by-hop routing, sequence
numbers, and periodic beaconsfrom DSDV.

Basic Mechanisms

When a node S needs a route to some destination D, it broadcasts a ROUTE REQUEST message to its
neighbors, including the last known sequence number for that destination. The RoUTE REQUEST is flooded
in a controlled manner through the network until it reaches a node that has a route to the destination. Each
node that forwards the ROUTE REQUEST creates a reverseroute for itself back to node S.

When the ROUTE REQUEST reaches a node with a route to D, that node generates a ROUTE REPLY that
containsthe number of hops necessary to reach D and the sequence number for D most recently seen by the
node generating the REPLY. Each nodethat participatesin forwarding this REPLY back toward the originator
of the RoUTE REQUEST (node S), creates aforward routeto D. The state created in each node along the path
from S to D is hop-by-hop state; that is, each node remembers only the next hop and not the entire route, as
would be done in source routing.

In order to maintain routes, AODV normally requires that each node periodically transmit a HELLO
message, with a default rate of once per second. Failure to receive three consecutive HELLO messages from
a neighbor is taken as an indication that the link to the neighbor in question is down. Alternatively, the
AODV specification briefly suggeststhat a node may use physical layer or link layer methods to detect link
breakagesto nodes that it considers neighbors [84].

When alink goes down, any upstream node that has recently forwarded packets to a destination using
that link is notified via an UNSOLICITED ROUTE REPLY containing an infinite metric for that destination.
Upon receipt of such a ROUTE REPLY, a hode must acquire a new route to the destination using Route
Discovery as described above.

Implementation Decisions

We initially implemented AODV using periodic HELLO messages for link breakage detection as described
in the AODV specification [84]. For comparison, we also implemented a version of AODV that we call
AODV-LL (link layer), instead using only link layer feedback from 802.11 asin DSR, completely eliminat-
ing the standard AODV HELLO mechanism. Such an approach saves the overhead of the periodic HELLO
messages, but does somewhat change the fundamental nature of the protocol; for example, all link breakage
detection in AODV-LL is only on-demand, and thus a broken link cannot be detected until a packet needs
to be sent over the link, whereas the periodic HELLO messages in standard AODV allow broken links to
be detected before a packet must be forwarded. Nevertheless, we found our alternate version AODV-LL to
perform significantly better than standard AODV, and so we report measurements from that version here.

In addition, we also changed our AODV implementation to use a shorter timeout of 6 seconds before
retrying a RouTE REQUEST for which no RouTE REPLY has been received (RREP_-WAIT_TIME). Thevalue
given in the AODV specification was 120 seconds, based on the other constants specified there for AODV.
However, a RoUuTE REPLY can only be returned if each node along the discovered route still has a reverse
route along which to return it, saved from when the ROUTE REQUEST was propagated. Since the specified
timeout for this reverse route information in each node is only 3 seconds, the original ROUTE REPLY timeout
value of 120 seconds unnecessarily limited the protocol’s ability to recover from adropped ROUTE REQUEST
or ROUTE REPLY packet.

Table 5.3 lists the constants used in our AODV-LL simulation.
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Table 5.3 Constants used in the AODV-LL simulation.

Time for which arouteis considered active 300s
Lifetime on aROUTE REPLY sent by destination node 600 s
Number of times a ROUTE REQUEST isretried 3
Time before a ROUTE REQUEST is retried 6s
Time for which the broadcast id for a forwarded ROUTE REQUEST iskept | 3s
Time for which reverse route information for a ROUTE REPLY is kept 3s
Time before broken link is deleted from routing table 3s
MAC layer link breakage detection yes

5.1.4. Temporarily Ordered Routing Algorithm (TORA)

TORA [21, 79, 81] is a distributed routing protocol based on a “link reversal” algorithm [34] that finds
and maintains routes via local relaxation of link direction. It is designed to discover routes on demand,
provide multiple routes to a destination, establish routes quickly, and minimize communication overhead
by localizing algorithmic reaction to topological changes when possible. Route optimality (shortest-path
routing) is considered of secondary importance, and longer routes are often used to avoid the overhead of
discovering newer routes.

The actions taken by TORA can be described in terms of water flowing downhill towards a destination
node through a network of tubes that models the routing state of the real network. The tubes represent
links between nodes in the network, the junctions of tubes represent the nodes, and the water in the tubes
representsthe packetsflowing towards the destination. Each node has a height with respect to the destination
that is computed by the routing protocol. If atube between nodes A and B becomes blocked such that water
can no longer flow through it, the height of A is set to a height greater than that of any of its remaining
neighbors, such that water will now flow back out of A (and towards the other nodes that had been routing
packetsto the destination via A).

Basic Mechanisms

At each node in the network, a logically separate copy of TORA is run for each destination. When a
node needs a route to a particular destination, it broadcasts a QUERY packet containing the address of the
destination for which it requires aroute. This packet propagates through the network until it reaches either
the destination, or an intermediate node having aroute to the destination. The recipient of the QUERY then
broadcasts an UPDATE packet listing its height with respect to the destination. As this packet propagates
through the network, each node that receives the UPDATE setsits height to a value greater than the height of
the neighbor from which the UPDATE was received. This has the effect of creating a series of directed links
from the original sender of the QUERY to the node that initially generated the UPDATE.

When a node discoversthat aroute to a destination is no longer valid, it adjustsits height so that it isa
local maximum with respect to its neighbors and transmits an UPDATE packet. If the node has no neighbors
of finite height with respect to this destination, then the node instead attempts to discover a new route as
described above. When a node detects a network partition, it generates a CLEAR packet that resets routing
state and removes invalid routes from the network.

TORA islayered on top of IMEP, the Internet MANET Encapsulation Protocol [20], which is required
to provide reliable, in-order delivery of all routing control messages from a node to each of its neighbors,
plus notification to the routing protocol whenever a link to one of its neighbors is created or broken. To
reduce overhead, IMEP attempts to aggregate many TORA and IMEP control messages (which IMEP refers
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to as objects) together into a single packet (as an object block) before transmission. Each block carries a
sequence number and aresponselist of other nodes from which an Ack has not yet been received, and only
those nodes Ack the block when receiving it; IMEP retransmits each block with some period, and continues
to retransmit it if needed for some maximum total period, after which time, the link to each unacknowledged
node is declared down and TORA is notified. IMEP can also provide network layer address resolution, but
wedid not use this service, aswe used ARP [88] with al four routing protocols. For link status sensing and
maintaining a list of a node’s neighbors, each IMEP node periodically transmits a BEACON (or “ BEACON-
equivalent”) packet, which is answered by each node hearing it with a HELLO (or “HELLO-equivalent™)
packet.

Implementation Decisions

IMEP must queue objects for some period of time to allow possible aggregation with other objects, but the
IMEP specification [20] does not define this time period, and we discovered that the overall performance
of the protocol was very sensitive to the choice of this value. After significant experimentation, we chose
as the best balance between packet overhead and routing protocol convergence, to aggregate HELLO and
Ack packets for atime uniformly chosen between 150 ms and 250 ms, and to not delay TORA routing
messagesfor aggregation. Thereason for not delaying these messagesisthat the TORA link reversal process
creates short-lived routing loops that exist from the time that the link-reversal starts until the time that all
nodes that need to be aware of the reversal receive the corresponding UPDATE (Section 5.3.2). Delaying the
transmission of TORA routing messages for aggregation, coupled with any queuing delay at the network
interface, allowstheserouting loopsto last long enough that significant numbers of datapacketsare dropped.

The TORA and IMEP specifications [81, 20] do not define the precise semantics of reliable object
delivery required by TORA, but experimentation showed that very strong semantics must be provided in
order to prevent the creation of long-lived routing loops. In particular, all TORA objects must be delivered
reliably and in order, without any duplication. Additionaly, al neighboring nodes in the ad hoc network
must have a consistent picture of the network with regard to each destination. Thisimplies that anytime a
node A decidesitslink to aneighbor B has gone down, B must also decidethat the link to A has gone down.

We haveimplemented IMEP to provide this functionality, although the retransmission timeout and total
number of attempts are not specified by IMEP [20]. We chose a retransmission period of 500 ms and a
total timeout of 1500 ms, although based upon our observations, an adaptive retransmission timer should
be added to the protocol. In-order delivery is enforced by, at each receiver node B, only passing an object
block from some node A to TORA if the block has the sequence number that IMEP at B next expects from
A. Blocks with lower sequence numbers may generate another Ack but are otherwise dropped. Blocks
with higher sequence numbers are queued until the missing blocks arrive or until the maximum 1500 ms
total timeout expires, at which point B can be certain the object will never be retransmitted. By this point,
A will have declared its link to B down, since it will not have received an Ack for the missing packet. To
give the routing protocol at B a picture consistent with that seen by the protocol at A, the IMEP layer at B
notifiesits routing protocol that the link to A is down, then natifiesit thelink is back up, and then processes
the queued packets.

Finally, we improved IMEP's method of link status sensing by reducing it to a point that functions with
minimum overhead yet still maintainsall of therequired link statusinformation. During our experimentation
with IMEP, we found that nodes need only send BEACON messages when they are disconnected from all
other nodes. Suppose two nodes A and B, both of which have neighbors, transmit a single HELLO listing
each of their neighbors once per BEACON period. If abi-directional link exists between A and B, both nodes
will overhear each other’s HELLOS and al other transmissions, causing each node to create a link to the
other with “incoming” status. In subsequent HELLO messages, A and B will list each other, confirming that
abi-directional link exists between them.
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Table 5.4 lists the constants used in our TORA simulation.

5.2. Experimental Design

The overall goal of our experiments was to measure the ability of the routing protocolsto react to network
topology change while continuing to successfully deliver data packetsto their destinations. To measure this
ability, our basic methodology was to apply avariety of workloads to a simulated network. In effect, each
data packet originated by some sender tests whether the routing protocol can find a route to the destination
of that packet at that time. We were not attempting to measure the protocols’ performance on a particular
workload taken from redl life, but rather to measure the protocols’ performance under arange of conditions.

We compared the protocol son thebasi s of simulationsrun using our extended ns-2 simulator (Section 3.1).
Simulation is the tool best suited for performing this analysis because it allows us to precisely control the
environment in which each protocol runs, and to measure the output accurately without perturbing the sys-
tem. In addition, simulation allows us to independently vary input parameters and measure each protocol’s
sensitivity to those parameters.

The protocol evaluations are based on the simulation of 50 wireless nodes forming an ad hoc network,
moving about over arectangular (1500m x 300m) flat space for 900 seconds of simulated time. We chose
arectangular space in order to force the use of longer routes between nodes than would occur in a square
space with equal node density. Observations of the behavior of DSR in sguare spaces are reported in
Section 4.2.2 and Section 4.3.4. The physical radio characteristics of each mobile node's network interface,
such as the antenna gain, transmit power, and receiver sensitivity, were chosen to approximate the Lucent
WavelL AN [107] direct sequence spread spectrum radio.

In order to enable direct, fair comparisons between the protocols, it was critical to challenge the pro-
tocols with identical loads and environmental conditions. We pre-generated 210 different scenario files
(Section 3.2) with varying movement patterns and traffic loads, and then ran all four routing protocols
against each of these scenario files. Since each protocol was challenged in an identical fashion, we can
directly compare the performance results of the four protocols. We evaluated the protocols using the Packet
Delivery Ratio, Routing Overhead and Path Optimality metrics defined in Section 3.3.

We ran the simulator on a collection of 300 MHz and 333 MHz Intel Pentium Il-based PCs under the
FreeBSD version of Unix. Each run of the simulator, simulating 900 seconds (15 minutes) of elapsed time,
required between 5 and 30 minutes to execute, depending on the protocol and number of traffic sources
sending. Approximately 50 million total eventswere simulated during each run.

Table 5.4 Constants used in the TORA simulation.

BEACON period 1s
Time after which alink is declared downif no BEACON or HELLO packets 35
were exchanged
Time after which an object block is retransmitted if no acknowledgment
. . 500 ms
isreceived
Time after which an object block is not retransmitted and the link to the

S 1500 ms
destination is declared down
Min HELLO and Ack aggregation delay 150 ms
Max HELLO and Ack aggregation delay 250 ms
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5.2.1. Movement Model

Nodes in the simulation move according to the Random Waypoint model described in Section 3.2.1. We
ran our simulations with movement patterns generated for 7 different pausetimes: 0, 30, 60, 120, 300, 600,
and 900 seconds. Each simulation ran for 900 seconds of simulated time, so a pause time of 0 seconds
correspondsto continuous motion, and a pause time of 900 (the length of the simulation) correspondsto no
motion.

Because the performance of the protocolsis very sensitive to movement pattern, we generated scenario
files with 70 different movement patterns, 10 for each value of pausetime. All four routing protocols were
run on the same 70 movement patterns.

We experimented with two different maximum speeds of node movement. This study primarily reports
datafrom simulations using a maximum node speed of 20 meters per second (average speed 10 meters per
second), but it also compares this data to simulations using a maximum speed of 1 meter per second.

5.2.2. Communication Model

Asthe goal of our simulation wasto compare the performance of each routing protocol, we chose our traffic
sources to be constant bit rate (CBR) sources. When defining the parameters of the communication model,
we experimented with sending rates of 1, 4, and 8 packets per second, networks containing 10, 20, and 30
CBR sources, and packet sizes of 64 and 1024 bytes.

Varying the number of CBR sources was approximately equivalent to varying the sending rate. Hence,
for these simulations we chose to fix the sending rate at 4 packets per second, and used three different
communication patterns corresponding to 10, 20, and 30 sources.

When using 1024-byte packets, we found that congestion, due to lack of spatial diversity, became a
problem for al protocols and one or two nodes would drop most of the packets that they received for
forwarding. As none of the studied protocols performs load balancing, and the goal of our analysis wasto
determine if the routing protocols could consistently track changes in topology, we attempted to factor out
congestive effects by reducing the packet size to 64 bytes. This smaller packet size still providesagood test
of the routing protocols, since we are still testing their ability to determine routes to a destination with the
same frequency (atotal of 40, 80, or 120 times per second).

All communication patterns were peer-to-peer, and connections were started at times uniformly dis-
tributed between 0 and 180 seconds. The three communication patterns (10, 20, and 30 sources), taken in
conjunction with the 70 movement patterns, provide atotal of 210 different scenario filesfor each maximum
node movement speed (1 m/s and 20 m/s) with which we compared the four routing protocols.

We did not use TCP sources because TCP offers a conforming load to the network, meaning that it
changesthe times at which it sends packets based on its perception of the network’s ability to carry packets.
As aresult, both the time at which each data packet is originated by its sender and the position of the node
when sending the packet would differ between the protocols, preventing a direct comparison between them.

In early studies, we also observed that TCP behavior is dramatically affected by the number of hops
packets must take to reach their destinations. Because the chance of a packet being lost to congestion
or routing error goes up with the number of hops it must make to reach its destination, we observed that
TCP connections to nearby nodes showed dramatically higher throughput than connections made to nodes
further away. The high throughput achieved by these “local” connections may have even created congestion
around these nodes, further damaging the ability of “far away” connections to achieve good throughput
and obscuring the behavior of the routing protocols. In a proposal for future work [70], we outline several
methods that can be used to enhance DSR and other on-demand routing protocols to combat this distance
penalty.
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Figure 5.1 Distribution of the shortest path available to each
application packet originated over all scenarios.

5.2.3. Scenario Characteristics

To characterize the challenge our scenarios placed on the routing protocols, we measured the lengths of the
routes over which the protocols had to deliver packets, and the total number of topology changesin each
scenario.

When each data packet is originated, an internal mechanism of our simulator (separate from the routing
protocols) calculates the shortest path between the packet’s sender and its destination. The packet islabeled
with thisinformation, whichiscompared with the number of hopsactually taken by the packet when received
by the intended destination. The shortest path is calculated based on anominal transmission range of 250m
for each radio and does not account for congestion or interference that any particular packet might see.

Figure 5.1 shows the distribution of shortest path lengths for all packets over the 210 scenario files at
1 m/s and 20 m/s that we used. The height of each bar represents the number of packets for which the
destination was the given distance away when the packet was originated. The average data packet in our
simulations had to cross 2.6 hops to reach its destination, and the farthest reachable node to which the
routing protocols had to deliver a packet was 8 hops away.

Table 5.5 shows the average number of link connectivity changes that occurred during each of the
simulations runs for each value of pause time. We count one link connectivity change whenever a node
goesinto or out of direct communication range with another node. For the specific scenarios we used, the
30-second pause time scenarios at 1 m/s actually have a slightly higher average rate of link connectivity
change than the 0-second pause time scenarios, dueto an artifact of the random generation of the scenarios.
This artifact is also visible as a slight bump at a pause time of 30 seconds in the performance graphs we
present for 1 m/sin Section 5.3.

We confirmed this effect by collecting additional simulation data for pause times of 10, 15, 20, 25, 35,
40, 45, and 50, and generating additional scenario files for 30-second pause time, which did not show the
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same bump. We present the data for the original 30-second pause time scenarios here, though, so as not to
artificially bias the data by manually selecting scenarios.

5.2.4. Validation of the Routing Protocol Simulation Models

To ensure that the implementation of the protocols inside the simulator were faithful to the protocol’s
specifications, each protocol implementation was studied and verified by at least two members of the
Monarch Project, and two independent implementations were made of both AODV and DSDV.

The results of each simulation were internally consistent. That is, the percentage of packets originated
by the “application layer” sources that were not logged as either received or dropped at the end of the
simulation was less than 0.01% (approximately 10 packets per simulation). These packets were almost
certainly in transit at the end of the simulation, as the simulation originates between 40 and 120 packets per
simulated second and terminates at exactly 900 seconds without a cool-down period.

Theresults of our simulations are, in fact, different from the few previously reported studies of some of
these protocols. We explain the reasons for these differencesin Sections 5.3, 5.4, and 8.2.

5.3. Simulation Results

Asnotedin Section 5.2.1, we conducted simul ations using two different node movement speeds. amaximum
speed of 20 m/s (average speed 10 m/s) and a maximum speed of 1 m/s. We first compare the four protocols
based on the 20 m/s simulations, and then in Section 5.3.5 present data for 1 m/s for comparison. For all
simulations, the communication patterns were peer-to-peer, with each run having either 10, 20, or 30 sources
sending 4 packets per second.

5.3.1. Comparison Overview

Figures 5.2 and 5.3 highlight the relative performance of the four routing protocols on our traffic loads of
20 sources.

All of the protocols deliver a greater percentage of the originated data packets when thereis little node
mobility (i.e., at large pause time), converging to 100% delivery when there is no node motion. DSR and
AODV-LL perform particularly well, delivering over 95% of the data packets regardless of mobility rate. In
these scenarios, DSDV-SQ fails to converge at pause times less than 300 seconds.

Table 5.5 Average number of link connectivity changes during
each 900-second simulation as a function of pause time.

] # of Connectivity Changes
Pause Time

1m/s 20 m/s
0 898 11857
30 908 8984
60 792 7738
120 732 5390
300 512 2428
600 245 1270
900 0 0
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Thefour routing protocols impose vastly different amounts of overhead, as shown in Figure 5.3. Nearly
an order of magnitude separates DSR, which has the least overhead, from TORA, which has the most. The
basic character of each protocol is demonstrated in the shape of its overhead curve. TORA, DSR, and
AODV-LL are al on-demand protocols, and their overhead drops as the mobility rate drops. As DSDV-SQ
isalargely periodic routing protocal, its overhead is nearly constant with respect to mobility rate.

The TORA results shown in Figures 5.2 and 5.3 at pause time 600 are the average of only 9 scenarios,
as the overhead for the tenth scenario was much higher than the others due to significant congestion caused
by the routing protocol. The complete results are included below and explained in Section 5.3.3.

5.3.2.

Packet Delivery Ratio Details

Figure 5.4 shows the fraction of the originated application data packets each protocol was able to deliver,
as a function of both node mobility rate (pause time) and network load (number of sources). For DSR
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and AODV-LL, packet delivery ratio is independent of offered traffic load, with both protocols delivering
between 95% and 100% of the packetsin all cases.

DSDV-SQ fails to converge below pausetime 300, where it delivers about 92% of its packets. At higher
rates of mobility (lower pausetimes), DSDV-SQ does poorly, dropping to a70% packet delivery ratio. Nearly
all of the dropped packets are lost because a stale routing table entry directed them to be forwarded over a
broken link. As described in Section 5.1.1, DSDV-SQ maintains only one route per destination and conse-
quently, each packet that the MAC layer is unable to deliver is dropped since there are no alternate routes.

TORA does well with 10 or 20 sources, delivering between 90% and 95% of originated data packets
even a the highest rate of node mobility (pause time 0). The majority of the packet drops are due to the
creation of short-lived routing loops that are a natural part of its link-reversal process. Consider a node A
routing packetsto D viaB and C as shown in Figure 5.5. If C'slink to D breaks, C will reverse its
link to B, transmit an UPDATE to notify its neighbors it has done this, and begin routing packets to D via
B. Until B receives the UPDATE, data packets to D will loop between B and C. Our implementation
of TORA detects when the next-hop of a packet is the same as the previous-hop and drops the data
packet, since experiments showed that allowing these packets to loop until their TTL expires or the loop
resolves causes more packets to be dropped overal, as the looping data packets interfere with the ability
of other nearby nodes to successfully exchange the broadcast UPDATE packet that will resolve their routing
loop.

With 30 sources, TORA's average packet delivery ratio drops to 40% at pause time 0, although upon
examination of the data we found that variability was extremely large, with packet delivery ratios ranging
from 8% to 91%. In most of these scenarios, TORA fails to converge because of increased congestion, as
explainedin Section 5.3.3. A revision to the IMEP specification [20] released after this study was performed
claimsto improvethereliable control message delivery semantics provided by IMEP, which might eliminate
some of the behaviors seen here. However, these new mechanismsadd more packet overhead to TORA/IMEP
which, as shown in Section 5.3.3, is aready higher than the other protocols studied here.

5.3.3. Routing Overhead Details

Figure 5.6 shows the number of routing protocol packets sent by each protocol in obtaining the delivery
ratios shownin Figure 5.4. DSR and DSDV-SQ are plotted on athe same scal e as each other, but AODV-LL
and TORA are each plotted on different scales to best show the effect of pause time and offered load on
overhead. TORA, DSR, and AODV-LL are on-demand routing protocols, so as the number of sources
increases, we expect the number of routing packets sent to increase because there are more destinations to
which the network must maintain working routes.

DSR and AODV-LL, which use only on-demand packets and very similar basic mechanisms, have
amost identically shaped curves. Both protocols exhibit the desirable property that the incremental cost of
additional sources decreases as sources are added, since the protocol can use information learned from one
route discovery to complete a subsequent route discovery.

link reversal

C D

Figure 5.5 The creation of short-lived routing loops during link reversal in TORA.
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However, the absolute overhead required by DSR and AODV-LL are very different, with AODV-LL
requiring about 5 times the overhead of DSR when there is constant node motion (pause time 0). This
dramatic increase in AODV-LL's overhead occurs because each of its route discoveriestypically propagates
to every node in the ad hoc network. For example, at pause time O with 30 sources, AODV-LL initiates
about 2200 route discoveries per 900-second simulation run, resulting in around 110,000 ROUTE REQUEST
transmissions. In contrast, DSR limits the scope and overhead of ROUTE REQUEST packets by using caching
from forwarded and promiscuously overheard packets and using non-propagating ROUTE REQUESTS as
described in Section 5.1.2, which results in DSR sending only 950 non-propagating requests and 300
propagating requests per simulation run.

TORA's overhead is the sum of a constant mobility-independent overhead and a variable mobility-
dependent overhead. The constant overhead is the result of IMEP's neighbor discovery mechanism, which
requires each node to transmit at least 1 HELLO packet per BEACON period (1 second). For 900-second
simulations with 50 nodes, this results in a minimum overhead of 45,000 packets. The variable part of the
overhead consists of the routing packets TORA usesto create and maintain routes, multiplied by the number
of retransmission and acknowledgment packets IMEP uses to ensure their reliable, in-order delivery.

In many of our scenarioswith 30 sources, TORA essentially underwent congestivecollapse. Asshownin
Figure5.7, apositive feedback |oop developed in TORA/IM EP wherein the number of UPDATE routing pack-
etssent caused numerous MAC-layer collisions, whichinturn caused data, Ack, UPDATE, and HEL LO packets
tobelost. Thelossof these packetscaused IMEPto erroneously believethat linkstoits neighborswere break-
ing, evenin the pausetime 900 scenarioswhen all nodeswere stationary. TORA reacted to the perceived link
breakages by sending more UPDATES, which closed the feedback loop by directly causing more congestion.
Most importantly, each UPDATE sent required reliable delivery, which increased the system’s exposureto ad-
ditional erroneouslink failure detections, sincethefailureto receivean Ack from retransmitted UPDATESWas
treated asalink failure indication. In the worst runs, TORA generated over 10 million objects, which IMEP
aggregated into 1.6 million packets requiring reliable delivery. In the few 30-source runs where congestion
did not devel op, the overhead varied from 639,000 packets at pausetime 0to 47,000 packetsat pausetime 900.

DSDV-SQ has approximately constant overhead, regardless of movement rate or offered traffic load.
This constant behavior arises because each destination D broadcasts a periodic update with a new sequence
number every 15 seconds. With 50 unsynchronized nodes in the simulation, at least one node broadcasts a
periodic update during each second. DSDV-SQ considers the receipt of a new sequence number for anode
to be important enough to distribute immediately (Section 5.1.1), so each node that receives D’s periodic
update generates a triggered update. These triggered updates flood the network, as each node receiving
one learns a new sequence number and so also generates a triggered update. Each node limits the rate at
which it sends triggered updates to one per second, but since there is at least one new sequence number

congesnon
causes lost ACK or
UPDATE

(erroneously)
decide neighbor
unreachable

send
UPDATE

TORA reacts

Figure 5.7 The positive feedback loop created by IMEP’s
reliable broadcast in a shared-media wireless network.
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per second, every node transmits triggered updates at the maximum permitted rate. Therefore, although the
base periodic action of DSDV-SQ isonce per 15 seconds, the effective rate of agroup of nodesis one update
per node per second, yielding an overhead of 45,000 packets for a 900-second, 50-node simulation.

5.3.4. Path Optimality Details

Asdescribedin Section 3.1, an internal mechanism of our simulator knowsthe length of the shortest possible
path between all nodesin the network at any time and labels all packets with this path length when they are
originated. Figure 5.8 shows the difference between this shortest path length and the length of the paths
actually taken by data packets. A difference of 0 means the packet took a shortest path, and a difference
greater than 0 indicates the number of extra hops the packet took.

Both DSDV-SQ and DSR useroutesvery closeto optimal. TORA and AODV-LL each haveasignificant
tail, taking up to 4 or more hops longer than optimal for some packets, although TORA was not designed to
find shortest paths. For space reasons, Figure 5.8 aggregates the data from all pause times into one graph.
When the data are broken out by pause time, DSDV-SQ and DSR do very well regardless of pause time,
with no statistically significant change in optimality of routing with respect to node mobility rate.

TORA and AODV-LL, on the other hand, each show a significant difference with respect to pause time
in the length of the routes they use relative to the shortest possible routes. When node mobility is very low,
they useroutesthat are significantly closer to the shortest possible routes than when nodesare moving. Asan
explicit design choice, TORA does not attempt to find shortest path routes, and so it is not surprising that it
has worse path optimality as pause time decreases. AODV-LL hasworse path optimality than DSR because
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Figure 5.8 Difference between the number of hops each packet took to reach its
destination and the optimal number of hops required. Data is for 20 sources.
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it doesinclude an optimization like DSR’s Gratuitous ROUTE REPLY s that discovers and uses shorter routes
asthey become available. Thedifferenceis path optimality is greatest when node mobility ishighest, asthat
is when the greatest need for route shortening exists. When the nodes are stationary, DSR and AODV-LL
will discover routes of equal length.

5.3.5. Lower Speed of Node Movement

In order to explore how the protocols scale as the rate of topology change varies, we changed the maximum
node speed from 20 m/s to 1 m/s and re-evaluated all four protocols over scenario files using this lower
movement speed. Figures5.9 and 5.10 show the results of this experiment when using 20 sources. All of the
protocols deliver more than 98.5% of their packets at this movement speed. Unlike in the 20 m/s scenarios,
where DSDV-SQ could not converge, it delivers excellent performance in the 1 m/s scenarios.

Even at this slower rate of movement, each of the routing protocols generated very different amounts of
overhead. Neither DSR nor AODV-LL were seriously challenged by this set of scenarios, as the overhead
increases only mildly as pause time decreases. The separation between DSR and AODV-LL, however, has
grown from a factor of 5 to nearly a factor of 10 because DSR'’s caching is even more effective at lower
speeds where the cached information goes stale more slowly.

Due to its largely periodic nature, DSDV-SQ continues to have a constant overhead of approximately
41,000 packets, while TORA’s overhead is dominated by the link/status sensing mechanism of IMEP, which
amounts to one packet per node per second, or atotal of 45,000 packets per simulation (Section 5.3.3).
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5.4. Additional Observations

5.4.1. Overhead in Source Routing Protocols

When comparing the number of routing overhead packets sent by each of the protocols, DSR clearly has
the lowest overhead (Figure 5.6). The data for 20 sources is reproduced in Figure 5.11(a) on a semi-log
axis for clarity. However, if routing overhead is measured in bytes and includes the bytes of the source
route header that DSR places in each packet, DSR as implemented in this study becomes more expensive
than AODV-LL except at the highest rates of mobility, although it still transmits fewer bytes of routing
overhead than does DSDV-SQ or TORA. AODV-LL uses a Route Discovery mechanism based on DSR's,
but it creates hop-by-hop routing state in each node along a path in order to eliminate the overhead of source
routing from data packets. Thisreduction in overhead bytesis shown in Figure 5.11(b).

It is unclear whether this improvement in bytes of overhead is significant for real world protocol
operation, because the majority of AODV-LL overhead bytes are carried in many small packets. The
cost to acquire the medium to transmit a packet is significantly more expensive in terms of power and
network utilization than the incremental cost of adding a few bytes to an existing packet, so the ac-
tual cost of the source route header in DSR is less than the number of bytes might indicate. A com-
pletely fair comparison based on overhead in bytes would also have to include the cost of physical layer
framing and MAC protocol bytes, which we have deliberately factored out since the routing protocols
could be run over many different MAC implementations, each of which would have a different over-
head.

Ultimately, concerns about the overhead of source routes in DSR should be largely eliminated by the
introduction of path-state [70] to the protocol. Path-state enables DSR to create hop-by-hop routing state
in intermediate nodes when needed on-demand, thereby eliminating the need for most source-routes and
vastly reducing the byte-overhead of the DSR protocol.

5.4.2. The Effect of Triggered Updates in DSDV

Asnotedin Section 5.1.1, DSDV can employ either of two strategiesfor determining when to send triggered
updates. Inthefirst strategy, DSDV-SQ, anode sendsatriggered update eachtimeit receivesanew sequence
number for some destination. As shown in Figure 5.12, DSDV-SQ delivers over 99% of its packets for all
pause times when the maximum node speed is 1 m/s. In the 20 m/s case, DSDV-SQ’s packet delivery ratio
falls to 95% at a pause time of 300 seconds and further decreases at higher mobility rates as DSDV-SQ is
unableto converge. Figure 5.13 showsthat for both the 1 m/s and 20 m/s data, DSDV-SQ’s routing overhead
is approximately 45,000 packets for all pause times, as discussed in Section 5.3.3.

The second scheme for sending triggered updates, which we call simply DSDV, requires that they be
sent only when a new metric is received for a destination. In this case, link breakages are not detected as
quickly asin DSDV-SQ, generally resulting in more dropped packets.

For a movement speed of 1 m/s, DSDV delivers fewer packets than DSDV-SQ, with its packet delivery
ratio decreasing to 95% at pause time 0. While DSDV'’s routing overhead is a factor of 4 smaller, the fact
that its routing overhead is constant indicates that a movement speed of 1 m/s does not exercise the routing
protocol fully. At 20 m/s, both DSDV-SQ and DSDV fail to converge, causing a large percentage of data
packets to be dropped. However, the DSDV triggering scheme reduces the relative routing overhead by a
factor of 4 at pause time 900 and by afactor of 2 at pause time 0.

5.4.3. Reliability Issues with Broadcast Packets

The broadcast nature of a shared wireless channel offers an apparently efficient way for anode to distribute
information to all its neighbors with a single transmission. However, broadcast packets in shared channel
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wireless networks are inherently less likely to be successfully received than unicast packets, and routing
protocols must be designed to tolerate this.

Many link-layer protocols for wireless networks take explicit steps to avoid the exposed terminal prob-
lem and the hidden terminal problem [94]. For example, IEEE 802.11 precedes each unicast packet with a
Request-to-Send/Clear-to-Send(RTS/CTS) exchange that notifies surrounding nodes not to make transmis-
sionsthat would interfere with the reception of the unicast packet. The RTS/CTS exchange protects unicast
packets because the RTS is directed at a specific receiver, who transmitsthe CTS when it isready to receive
the packet. Thetransmission of the CTS also notifies any nodesaround the receiver that it is about to receive
a unicast packet, and so they should refrain from making any transmissions themselves for the duration of
the incoming packet to avoid interfering with the packet’s reception. The sender continuesto retransmit the
RTS until it successfully receivesthe CTS, indicating the wireless medium at the receiver now available for
it to send its packet, or the sender gives up.

While an RTS/ICTS exchange, or similar technique, can be used to protect unicast packets, no such
technique exists to protect broadcast packets. Because broadcast packets are intended for any nearby node,
and not directed to a particular receiver, the sender does not know which nodes to expect to receivea CTS
from. Evenif it did, multiple nodes attempting to send a CTS at approximately the same time would cause
tremendous mutual interference at the node with a broadcast packet to send. Other techniques are possible,
such as globally assigning each node atime slot during which it can transmit its broadcast packets, but tend
to have very low efficiency. Since there is ho known way to reasonably reserve the wireless medium at all
the receivers before transmitting a broadcast packet on a shared wireless channel, broadcast packets will
be received successfully only by those those nodes that, by chance, happen to have idle wireless medium
around their receivers. Consegquently, broadcast packets are inherently less reliable than unicast packets on
such channels.

Upon sampling a humber of our scenarios, | found that over any single hop, 99.8% of unicast data
packets are received successfully, while only 92.6% of broadcast packets are received, based on counting
the number of receivers within transmission range of the broadcasting node. The difference between the
two numbersis due to collisions. Future work should examine how the difference varies with the average
degree of the nodes, the size of the broadcast packets, and the relative proportion of broadcast packets.

The difference in reliability between broadcast and unicast packets does not exist in wired networks,
and it represents a fundamental limitation of wireless networks that must be accounted for in the design of
ad hoc network routing protocols. Wireless routing protocols that broadcast their control packets must be
designed with the expectation that the control packets they send will be received less reliably than the data
packetsthey direct the forwarding of. There appear to be only two alternatives to designing a robust routing
protocol that toleratesthe loss of control packets. Thefirstisfor each node to unicast control packetsto each
of its neighbors. This aternative, however, requires the routing protocol to keep track of who its neighbors
are and increases the number of transmissions required to deliver each control packet. The second approach
is to use a reliable broadcast mechanism. As shown in this chapter, however, reliable broadcast requires
even more overhead than the first alternative (not surprisingly, asit is a superset of the functionality of the
first aternative).

5.4.4. Interaction of ARP with On-Demand Protocols

When an on-demand routing protocol receives packets to a destination for which it does not have a route,
the protocol typically buffers the packets in the routing layer until it can discover a route for the packets.
Once the routing protocol finds aroute, it sends the queued packets down to the link-layer for transmission.
In the course of our early experiments, however, we observed a serious layer-integration problem that would
effect any on-demand protocol running on top of an ARPimplementation similar to that in BSD Unix [111].
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Our ARP code, like the BSD code, buffers one packet per destination awaiting alink layer address. If a
seriesof packetsare passed by therouting layer to the ARP code with anext-hop destination whoselink-layer
addressisunknown, all but the last of these packetswill be dropped by ARP. In our simulation, we remedied
this by pacing the rate at which packets are passed from the routing queue, though the implementation of
ARP could be modified to buffer additional packets, or the routing protocol could be coded to check that
the ARP layer has alink-layer address for the next-hop before passing it packets from the routing queue.

5.5. Chapter Summary

The simulation study described in this chapter has two main results. The first is the verification of the
usefulness of our modifications to the ns-2 network simulator to provide an accurate simulation of the
MAC and physical-layer behavior of the IEEE 802.11 wireless LAN standard, including arealistic wireless
transmission channel model. This new simulation environment provides a powerful tool for evaluating
ad hoc networking protocols and other wireless protocols and applications.

The second result of this study is an exploration of several large areas of the design space for ad hoc
network routing protocols. The set of protocols we studied (DSDV, TORA, DSR, and AODV) and the
variants of these protocols we looked at cover arange of design choices, including periodic advertisements
or on-demand route discovery, use of feedback from the MAC layer to indicate afailure to forward a packet
to the next hop, and hop-by-hop routing or source routing.

We found each of the protocols performs well in some cases yet has certain drawbacksin others.
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5.5.1. DSDV

DSDV performs quite predictably, delivering virtually all data packets when node mobility rate and move-
ment speed are low, yet failing to converge as node mobility increases.

Asnotedin Section 5.1.1, wefound that DSDV works better when it is used without link-layer feedback.
For that reason, it can be argued that DSDV is treated unfairly in this study, because all the per-data-packet
acknowledgments sent by the MAC protocol could be treated as routing overhead that should be charged
against the other protocols. For an environment that has a rate of topology change on the order of the 1m/s
datashown here (i.e., 1 link status change per second), DSDV would actually have alower routing overhead
than either TORA, DSR, or AODV while providing an equivalent packet delivery ratio. This effect occurs
because the routing overhead would be dominated by the number of per-data-packet acknowledgments,
which increases with the number of data packets sent. However, as described in Section 7.4, even when
stationary, the nodes in a real ad hoc network see significant rates of topology change due to wireless
propagation effects and multipath resulting from objects in the world moving around the nodes. These
real-world effects would make the use of DSDV risky in areal ad hoc network.

5.5.2. TORA

Although the worst performer in our experimentsin terms of routing packet overhead, TORA still ddlivered
over 90% of the packetsin scenarioswith 10 or 20 sources. At 30 sources, the network was unableto handle
al of the traffic generated by the routing protocol, and a significant fraction of data packets were dropped
in these scenarios.

Packet lossin TORA resulted from two main sources. Thefirst is short-lived routing loops caused by the
delay between alink reversal at one node and the link-reversals at neighboring nodes. The second, and more
serious one, is packet loss due to congestion caused by a positive feedback loop in the behavior of the IMEP
reliable broadcast protocol used by TORA to distribute its routing updates. Given the increased probability
of lossfor broadcast packets in wireless networks (Section 5.4.3), our experience with TORA/IMEP argues
that routing protocols must be designed to be tolerant of the loss of their broadcast packets, rather than
attempting to eliminate the loss via areliable broadcast algorithm.

5.5.3. DSR

The performance of DSR was very good at al mobility rates and movement speedswe studied. Theanalysis
of routing overhead bytes, however, shows the high cost of including a source route in each data packet and
motivates the need for adding path-state [ 70] to the protocol. Other conclusions about DSR'’s performance
are distributed throughout this thesis and so are not repeated here.

5.5.4. AODV

AODV performsamost aswell asDSR at all mobility rates and movement speedsand accomplishesits goal
of eliminating source routing overhead, but at high rates of node mobility it requires the transmission of
many routing overhead packets than DSR requires. The better performance of DSR with respect to AODV
is due to DSR'’s ahility to discover and use multiple routes and its use of Route Caches to contain Route
Discoveries. The AODV protocol has undergone significant development since this study was performed.
Some of the added features, such as an expanding ring search as suggested earlier by DSR [51], would
improve AODV's performance on the scenarios in our study.
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5.5.5. On-Demand Routing Mechanisms

Beyond the results for any particular protocol, two overall trends in this study are clearly visible. The
first trend is that the less dependent on periodic behavior a protocol is, the better it appears to perform.
For example, DSR has the best performance of the protocols we studied, and it is completely on-demand.
AODV'’s performancesignificantly improved when we created AODV-L L by removing periodic mechanisms
from AODV and making its Route Maintenance mechanisms operate on-demand. DSDV, the least on-
demand protocol we studied, has the worst behavior at high rates of mobility.

The second trend is that protocols perform better the more they are able to reduce the number of nodes
that must react to atopology change. For example, DSDV attempts to include on-demand behavior through
the use of triggered updates. However, the fact that each topology change results in the creation of a
routing update with a new sequence number that must be spread throughout the network results in a very
high overhead, because each topology change requires action at each node. Similarly, the difference in
performance between AODV-LL and DSR at high rates of mobility is due to the improved containment of
Route Discoveries that DSR achieves.
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Chapter 6

Emulation of Ad Hoc Networks

In general, evaluating a real system with just simulation is not practical. It is difficult to model the full
complexity of areal application insideasimulator, and most real applications systemshave been significantly
performance tuned. Having to repeat this effort to create a simulation model is wasteful.

Network emulation allows application and protocol designers to combine components of real code
or real hardware with simulated components, thereby creating a composite system. Such a composite
system enables more flexible experiments than are possible with either a purely simulated or completely
implemented system. In effect, emulation blurs the line between simulation and full-scale implementation.
By doing so, it allows designers to maximize their understanding of their system by varying the trade-off
between fidelity to real-world effects and experimental control. If designers create composite systemswith
more of the system implemented with real components, they will see morereal-world effectsin the system’s
behavior. If they create composite systems having more simulated components, they will be able to achieve
better experimental control, since simulated components have better repeatability than real components.

The most important characteristic of a network emulation methodology is its fidelity, meaning how
closely theinputsto thereal componentsof the composite system match theinputsthat would be experienced
by the components in a real deployed implementation. When the emulation methodology causes rea
components to behave differently than they would in area network, we will call these glitches emulation
artifacts. The fewer emulation artifacts a system exhibits, the higher its fidelity.

In developing the network emulation systems described in this chapter, | attempted to achieve the
following goals:

e Create the environment of an ad hoc network with sufficient fidelity that a performance study of
network protocols or applications conducted in the emulation system will match the performance of
that protocol or application in afull-scale implementation.

e Permit the use of an unmodified real application and areal user pattern, eliminating the need to create
asimulation model of already implemented systems.

e Allow experiments to be conducted without the need to deploy and operate physical machinesin the
field.

Many types of network emulation are possible, and this chapter begins by presenting anovel framework
for classifying them. The chapter then gives examples of two major methods for implementing network
emulation: direct emulation and trace modulation. While direct emulation has been previously described in
the literature [29], thisis the first work to apply it to ad hoc networks and validate that it actually works as
expected. Finally, the chapter describes how the direct emulation system was used by the developers of the
Codadistributed file system [12, 101] to experiment with Codain an ad hoc network.
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6.1. A Framework for Classifying Emulation Systems

The different types of emulation | developed can be described in asingle general framework by the concept
of an emulation cut. If we imagine drawing each node in the network using the ISO 7-layer model, an
emulation cut is a line across the network stack that separates the node into two pieces. Functions above
the cut are fully and physically implemented, and those below the cut are simulated or represented by some
type of model.

For example, a node that is completely ssmulated appears asin Figure 6.1. The emulation cut is above
the application layer of the node, meaning that none of the node is physically implemented. A typica
network simulation is depicted by Figure 6.2, where al the nodes in the network are completely simulated
and therefore lie completely below the emulation cut.

6.1.1. Link Layer Emulation

Figure 6.3 shows a node where the functionality above the link layer is physically implemented, but the
link layer and functions below it are simulated. When a network is built out of such nodes, as shown in
Figure 6.4, we will call it an example of link layer emulation. In alink layer emulation, physical hardware
is required for each node in the network. The advantage of this type of emulation, however, is that the
hardware can be physically stationary and located inside asingle lab. Thereis no longer aneed to movethe
nodes around to vary the network topology, as would be required in a full-scale deployed ad hoc network.
Instead, the link layer can be designed to model a changing topology by receiving all the packets sent by
the other nodesin the network, and then either passing the packets up to higher layers or filtering them out,
depending on what the current emulated topology is.

6.1.2. Doppelganger Emulation

Figure 6.5 depicts a network where nodes A and B are completely implemented to the network layer, but the
other layersin those nodes and al layer in the other nodes are simulated. We will call this a doppelganger
emulation. In adoppelganger emulation, a simulation of the network isrun in real-time, with each nodein
the physical network represented by a corresponding unique node in the simulation. All of the behavior of
the network from the network layer down is modeled by the action of the nodes inside the smulation. For
node A, which has both simulated and real components, the node inside the simulation acts as a stand-in, or
doppelganger, for the real components.

= = = emulation cut= = = -

applications

transport layer

network layer

link layer

radio layer

Figure 6.1 The representation of a node that is entirely
simulated, as all layers fall below the emulation cut.
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Figure 6.2 Representation of a network where all nodes are simulated.

applications

transport layer

network layer

= = = emulation cut=|= = =
link layer

radio layer

Figure 6.3 The representation of a node in a link layer emulation, where the layers
above the emulation cut are fully implemented on physical hardware. The layers below
the cut are emulated.

applications applications applications applications
transport layer transport layer transport layer transport layer
network layer network layer network layer network layer
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Figure 6.4 A depiction of a link layer emulation network.
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Figure 6.5 An example of a doppelganger emulation where the
emulation cut passes through different nodes at different layers.

Doppelganger emulation has several advantages over other forms of emulation. First, the test network
can include more nodes than can be implemented with the available physical hardware. Second, doppel-
ganger emulation allows researchers to experiment with an application that has been fully implemented,
without having to reimplement it as asimulation model or changeits codein any way. Third, doppelganger
emulation allows real users to actualy interact with the application as it is tested, something typically not
possible with pure simulation. This ability is particularly important if the application is embodied in a
specialized device, such as a wearable computer, and the goal of the experiment is to evaluate the user’'s
reaction to the device.

6.1.3. General Emulation Cuts and Virtual Node Emulation

The emulation cuts described above are those that | have found most useful in practice. In general, however,
the emulation cut can be drawn across the network stacks at any layer. In order to support an emulation cut
that varies in layer between nodes, as shown in Figure 6.6, it must be the case that either nodes A and B
do not exchange layer M Protocol Data Units (PDUSs), or that the simulation code on node B is complete
enough to exchange PDUs with the real code implementing layer M on A, including all the details such as
packet formats, data representations, and all protocol behavior.

Creating asimulation model complete enough to peer with aworking implementation isroughly asmuch
work as creating the implementation and so gives up many of the time-saving benefits of emulation. We will

Node A Node B

= = = = = = = = = = emulation cut

<L
0]
=
<
2
@
=
<

Figure 6.6 A generic emulation cut giving Node A a physical
implementation of layer M and node B a simulated model of layer M.
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Figure 6.7 A depiction of a virtual node emulation where the two middle nodes act as
nodes in a virtual network capable of peering with the other completely
physically-implemented nodes at any layer.

refer to thisform of emulation as virtual node emulation, and an exampleis shownin Figure 6.7. S. Keshav
was developing a commercial product that embodied a form of virtual hode emulation while working at
the Ensim Corporation. Called the Etrapid product, it was going to contain a complete implementation of
a TCP/IP network stack, and thereby enable the creation of virtual nodes that would exchange packets as
peerswith real network nodes. Unfortunately, to the best of my knowledge, this product was never released.

In addition to emulation cuts which go completely across the network stack at a particular layer, it also
makes sense to think of emulation slices that place the boundary between simulated code and implemented
code down the middle of network layer.r An example emulation slice would be a network layer where
the packet handling mechanisms were implemented in real code, but the routing protocol software was
simulated on a central machine and only the appropriate routing table entries were moved to the actua
machines and installed in the implemented routing tables. Creating an emulation slice is very similar to a
general emulation cut, in that the simulated modules on one side of the slice must be able to completely
fulfill their interfaces to the implemented modules on the other side of dlice, and, in effect, impersonate
completely implemented modules.

6.1.4.

Theframework developed in this section assumesthat the physically-implemented portion of anode always
lies abovethe emulation cut, and the simulated portion liesbelow. All the emulation systems| experimented
with follow this pattern, although it is possible to reverse it.

For example, aresearcher might wish to experiment with protocol srunning across aspecific physical link
in some environment but be unsure how to accurately model wireless propagation in that environment. The
researcher could conceivably build simulation models of the protocols and place physical radio transceivers
in the specific environment. Whenever the simulated protocol model sent data, the simulation system would
cause the physical transmitter to actually send a packet of the same size. If the physical test packet sent by
the physical transmitter was received error-free by the physical receiver, then the simulated packet would
be delivered to the intended destination protocol model.

Although an inverted emulation cut like that described above is possible, it is not very useful. Such
a system depends critically on an assumption that the physical environment is time-invariant, which is

Limitations of the Framework

The idea for an emulation slice was suggested by Martha Steenstrup.
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frequently not true. Since the protocol models are unlikely to generate data packets at exactly the same
timesasareal implementation would, the test packetswill be sent on the physical link at different timesthan
areal implementation would send them. Thismeansthat the protocol modelswill observe adifferent pattern
of transmission success and failure than the areal implementation would unless the physical environment is
time-invariant.

6.2. Trace Modulation and Direct Emulation

We have experimented with two different means for effecting the emulation of multi-hop ad hoc networks:
trace modulation and direct emulation. The goal of both emulation methods is to cause the packets sent
between physically-implemented components to behave as if the components were part of nodes moving
and interacting in a deployed ad hoc network. For ease of explanation, in this section we will assume that
there are two nodes, A and B, with physically-implemented components and that these components are
communicating.

6.2.1. Trace Modulation

Trace modulation is based on a communication-theoretic model of networks. As shown by the overview in
Figure 6.8, alogical channel model is placed in the path of al Protocol Data Units (PDUSs) flowing between
layer M on node A and layer M on node B. Thelogical channel model is driven by atracefile that describes
the properties that the logical channel should have, such as its bandwidth, delay, or packet drop rate. Asin
classical communication theory, the logical channel should be thought of as a very flexible abstraction. It
can be used to model either a one-hop link between two nodes or an entire multi-hop network, depending
solely on the trace file used to driveit.

The trace file specifies how the channel properties change as a function of time, which enables trace
modulation to model the connectivity changes that occur in mobile ad hoc networks. For example, trace
modulation can represent the change in connectivity caused when two nodes move out of range of each
other, by setting the drop rate of the channel between A and B to 100 percent when A and B are no longer
in range of each other. More sophisticated trace files can even specify the roll-off in the probability of
successful packet reception as the nodes move apart, thereby increasing the fidelity of the emulation.

Trace modulation suffers from two major drawbacks. Firgt, it is difficult to create atrace file that accu-
rately characterizes what happensto the PDUs sent from A to B in the physical network that the emulation

trace file

Node A Node B

layer M —» channel model —p» layer M

Figure 6.8 Logical operation of trace modulation.
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is attempting to realize. Second, trace modulation depends on an assumption that all the complexities of a
communication path between two nodes, which could stretch over an entire multi-hop network, can be well
modeled by alogical channel model with relatively few parameters. To date, this assumption has only been
validated in afew specific cases[77].

6.2.2. Direct Emulation

In contrast to trace modulation, which assumes we can model alogical communication path with relatively
few parameters, direct emulation is predicated on the notion that we can have a detailed simulation of the
ad hoc network run in real-time. Rather than abstract into the parameters of the tracefile all the behavior of
the network that connects nodes A and B, direct emulation uses a detailed simulation model of the network
to directly model all the salient behavior of the network.

In order to implement direct emul ation, we must arrangefor the actions of the physical componentsof the
composite network to affect the behavior of the modeled componentsinside the simulation, and vice-versa.
Whenever a physical component causes an externally visible event which could affect the behavior of the
simulated components of the network, we inject an event into the real-time simulation that represents the
action taken by the physical component. Similarly, whenever asimulation event occursthat would bevisible
to a physicaly-implemented component of the network, the simulation generates an event on the physical
component that is equivalent to what would happen to the component if all the ssmulated components were
also physically implemented.

Figure 6.9 shows an example of the operation of direct emulation. Consider a packet sent from node A
to node B in this network. As shown by the emulation cut drawn in Figure 6.9, the application and
transport layer on A and B are physically implemented and the rest of the network issimulated. After area
application running on A originates a packet, it passes through the network stack until it reachesthe level of
the emulation cut shown at marker @ Asit crossesthe emulation cut (marker @), the datain the packet?
is transported to the machine running the real-time simulation, and wrapped up into a simulation event.
The simulation event must preserve enough information to enable the conversion of the event back into the
original object, if required. The event is then handled by the simulation as normal, creating other eventsin

the network stacks of the simulated nodes, until it eventually reaches the point shown by marker @ inthe
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Figure 6.9 Logical operation of a direct emulation.

2More formally, it is not yet a packet at this point, but a Service Data Unit (SDU).
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simulated network layer of node B. When the simulation detects the event crossing back over the emulation
cut, it unwraps the data from the event. The emulation system then transports the data to the physical

implementation of node B, where it is passed up into the real transport layer as shown at marker @

With direct emulation, the length of time it takes B to receive the data after A “sends’ it — or whether
the datais received at all — is determined by the operation of the simulation. If the simulation accurately
models the real-time behavior of some ad hoc network, then the communications between A and B will
see the same effects they would if they were actually participating in areal implementation of that ad hoc
network. Aswith trace modulation, direct emulation also has two major drawbacks. Thefirst isthe need to
minimize the time it takes to move data between physical nodes and the simulation machine. The second
is the need to prevent the simulation from falling behind real-time operation. A failure to meet these needs
will result in theintroduction of emulation artifacts that can distort the performance of the system under test.

6.3. Implementing Link Layer Emulation Via Trace Modulation

In order to test the code our group developed for our DSR testbed (Chapter 7), | implemented a link layer
emulation scheme as shown in Figure 6.10. Since the goal of these experiments was to test an actual DSR
implementation, we already had enough laptopsto assign one laptop to each nodein the network. Combined
with the fact that the code we wished to test islocated in the network layer, thisled meto link layer emulation
implemented via trace modulation as the most attractive solution.

To conduct the tests, | placed al of the physical laptops running the actual DSR code together in our
lab, connecting them into a LAN using either Ethernet or the actual broadcast radio transceivers. Because
the machines are connected by a broadcast media, each machine receives a copy of any packet sent by one
of the others. This allows us to emulate any desired topology by simply preventing the network stack of

]

Desired network:

]

applications applications applications applications
transport layer transport layer transport layer transport layer
network layer network layer network layer network layer

Emulation cut - shim layer

link layer link layer link layer link layer

radio layer radio layer radio layer radio layer

Emulation network:

Figure 6.10 The placement of a packet killer as a shim layer at the level of the
emulation cut creates a system for link layer emulation. Using this system, the desired
network of independent mobile machines communicating via radio interfaces can be
realized using stationary machines connected by an Ethernet in the lab.
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each machine from processing the packetsthat it would not have been able to receive had the nodes actually
been deployed in the field and separated by varying distances. To achieve this, we implemented a packet
killer calledthermacfi | t er , whichisplaced between the physical network interface and the network layer
input queue. Themacfi | t er checksthe MAC source address of each received packet against a list of
prohibited addresses. Packets whaose source addresses are found on the list are silently dropped. Emulating
the motion of the nodes then reduces to the problem of loading each macf i | t er with the proper list of
prohibited addresses at appropriate times.

Thermacfi | t er and the Ethernet together implement the logical channel model described earlier in
Section 6.2.1. We control the macfi | t er packet killer with a trace file consisting of the MAC source
address lists and the times at which these lists should be loaded into the macfi | t er . The desired node
motions are first created using our ad- hockey graphical scenario creation tool to draw the paths the
nodes should move along (Figure 6.11). Thead- hockey tool then generates the trace files using atrivial
propagation model, where any nodes falling within a fixed radio range of each other can communicate,
and any falling outside the range cannot. As the emulation runs, ad- hockey synchronizes itself to the
rate at which the trace files are fed into the packet killers, and it displays the “positions’ of the nodes as
they “move.” This synchronized display allows the human testers to correlate node positions with protocol
behaviors. For testing ad hoc networks, where the topology changes are driven by movement, we found
having atool that allowed usto draw the “motions’ of the nodes extremely useful.

Wedo not claimthat performance measurements made on theemulated network realized by macf i | t er
in any way approximate the measurements of a deployed network, and, in fact, we have verified that results
obtained in thelab are not comparableto those collected in thefield. Our packet killer and trace generator do
not emulate the variability of the outdoor wireless environment, and all the nodes are in the same collision
domain, so there are no hidden terminal problems.
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Figure 6.11 The map display of ad- hockey, showing the positions and trajectory of the
nodes. The trajectory can be changed by click-and-drag on the grey knots.
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Nevertheless, thenmacfi | t er wasacritically important tool during the early stages of developing and
debugging our ad hoc networking code, as we could exercise all aspects of the protocol from within our lab
without having to spend countless hours running around campus to create physical topology change. Using
the emulation system, we created scenarios that individually test all the protocol’s reactions to topology
change, including Route Discovery, Route Maintenance, and the retransmission timers. Thermacfil t er
also alowed us to perform regression testing on the implementation and find bugs that only appeared after
tens of hours of running. Emulation was the only way to find such bugs, since in the physical testbed the
nodes were car-mounted and required a human driver to move them and the drivers could not keep going
that long.

BBN hasdeveloped asystemsimilartoour macf i | t er , but withamore sophisticated packet killer [27].
Inthe BBN scheme, acentralized server periodically downloadsinto the packet killer in each node the prob-
ability of a successful packet reception from each other node.

Our emulation system of a packet killer controlled by atrace file is similar in concept to the Network
Trace Replay system [77], but neither it nor any of the other emulation systems available at the time had
the expressive power to emulate a multi-hop ad hoc network. The minimum requirement is that the packet
killer be able to express the notion that a node A can receive packets from B while simultaneously and
independently being unable to receive packets from C.

6.4. Implementing Doppelganger Emulation Via Direct Emulation

Our direct emulation system is implemented using the emulation code put into ns-2 by Kevin Fall and the
VINT project [29], with a few bug fixes and extensions. Figure 6.12 shows how we use these emulation
primitives to create the doppelganger emulation shown in Figure 6.5.

A doppelganger is “aghostly counterpart of aliving person,” [109] and this emulation technique works
by setting up a simulation where each node in the network to be emulated is represented by a simulation
model of the node. Some of these simulation nodes, however, are selected to be the doppelgangers for
the physically implemented equipment in the emulation. The emulation system then makes it appear as
if the real code running on the application and transport layers of the physical machines is present inside
the simulation as the application and transport layers of the doppelganger nodes. Thus, the doppelgangers
represent the physical nodes inside the simulation, and they serve astheir “ghostly” counterparts.

To use doppel ganger emulation, a researcher would first create a scenario that controls the environment
insidens-2. Thisscenariois essentially the same asthose used to drive the simulator (Chapter 3): it specifies
the number of nodes in the simulation, the node’'s movement pattern, and the traffic exchanged by the
simulated application layer on each node. In addition to these normal features, for each physical node that
is part of the emulation, the scenario also specifies the IP address of the node and the simulation node that
serves as the doppelganger for that physical node. The location and movement of this doppel ganger node
inside the simulation determines the “location” and “movement” of the physical node.

The real application code runs on the real machines, shown as nodes A and B in the example in

Figure 6.12. When a packet is generated, as shown at marker @ it passes down through the normal
network stack of A. Each of nodes A and B has been configured with an IP routing table entry that lists the
Emulation-Server machine as the node's default router, so any IP packets A or B attempt to send go to
the Emulation-Server, and not directly between themselves.

When a packet sent by A arrives at the Emulation-Server at marker @ the Emulation-Server
uses the Berkeley Packet Filter (BPF) [74] to capture the packet and wrap it into a simulation event. The
simulation event representing the packet is then executed by the network layer of A’s doppelganger, shown

at marker @ The event then passes through the simulation models of the network, link, and physical
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Figure 6.12 Physical implementation of doppelganger direct emulation.

layers, as shown in Figure 6.5. Since the simulation can model the movement of A’s doppelganger and the
other nodes according to an arbitrary scenario, there is no need for the physical node A to move.

The simulation event representing the packet is destined to the application layer of B’s doppelganger,
so it is not processed above the network layer by the simulation nodes that handle it as it moves through
the simulated network, as shown by marker @ Although these simulation nodes do have application
and transport layers that exchange packets with each other, in a doppelganger emulation those packets are
internal to the simulation. This forms another strength of doppelganger emulation: at no point does a
physically implemented layer directly peer with a simulation model of that layer. Since the the situation
shown in Figure 6.6 does not arise, a researcher need not build complete application or transport models
inside the simulation.

The simulation of the network is running in real time, so the processing and queueing delays dictated
by the simulation models are converted into the actual passage of time on the wall clock. For example, if a
link layer model simulates queueing a packet for 100 ms, the processing of the packet is actually delayed
for 100 ms of wall clock time. When the simulation event carrying the real packet finally arrives at the

network layer of the simulation node representing its destination, as shown by marker @ the packet is
removed from the event and injected back on the physical Ethernet viaaraw | P socket at marker @ When
the packet arrives at the physical node B, it is processed as normal by the network stack and eventually
handed to the application (marker @). If the simulation had determined that the simulated packet would
be dropped instead of reaching marker @ the simulation event representing it is discarded, and the real
packet it includesis also dropped.

A paper by Ke, Maltz, and Johnson [62] gives more information about our implementation of direct
emul ation and explains optimizationsto the simulator that improveits performance. The keysto minimizing
the emulation artifacts in direct emulation are ensuring that the simulation clock keeps up with the real-

time wall clock, and minimizing the delays for the transfer of packets between markers @ and @ and
markers @ and @ If the simulation falls behind real-time, packets between A and B will be delayed
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by more than they should be. Likewise, in areal system, no time is lost while the packets are transferred
from the machine that created them to an emulation-server and back. Any delay added by this processisan
emulation artifact. Thankfully, when emulating wireless networks where the link bandwidth is typically 10
Mbps or less, 100 Mbps Ethernet operates fast enough that the time lost is proportionately small, and the
emulation artifacts from this source are insignificant.

An advantage of doppelganger emulation is that almost any type of device can be placed into an ad hoc
network environment. The only requirements on the device are that it communicate via | P packets and that
its routing can be configured to direct outgoing packets to the emulation-server machine. Thereis no need
to have accessto the internals of the device's network stack, or the ability to modify its code. For example,
consider a handheld device, such as a map viewer designed for alowing a soldier in a battlefield setting
to access maps and situational awareness data. The device could be connected the Emulation-Server
machine via a wired or wireless connection, and then doppelganger emulation could be used to evaluate
how useful the device is when its maps and data must be fetched across an ad hoc network in a battlefield
scenario. The device need not have even been designed with the intention of using it in an ad hoc network.

6.5. Validation of Direct Emulation

Before using emulation to conduct experiments on the performance of their systems, researchers must have
confidencethat the resultsthey receiveunder emulation will matchtheresultsinthereal world. The presence
of too many emulation artifacts would reduce the fidelity of the emulation to the point it is not useful or
is even misleading. In this section, | explain how we have validated the behavior of the direct emulation
system against the behavior of the simulator.

We do not consider herethefinal step in the validation of emulation, namely verifying that the simulator
itself accurately modelsthereal world [50]. Verifying the simulator isan independent areaof activeresearch,
and so, for now, we content ourselves to measure how well we can reproduce the simulation results and
eliminate emulation artifacts. By transitivity, however, if we show that the emulation system matches the
simulation, and it is shown that the simulator matches reality, we will have great faith that the emulation
system matches reality. This is actually an example of another general strength of direct emulation: it
immediately leverages all the independent work being done to improve and verify the simulator.

Our basic method for validating the direct emulation system involves the following steps. While we
focus on validating doppelganger direct emulation, the same techniques can be used to validate the other
forms of emulation described earlier.

1. Identify applicationsand transport layersfor which there are both physical implementations and accu-
rate simulation models. An accurate simulation model is one that is known to properly and correctly
model the behavior of the application and transport layer, due to either analytic or experimental val-
idation. Obtaining these simulation models is outside the scope of this thesis, although such models
are available for a variety of traffic sources and transport layers (e.g., FTP or HTTP over TCP and
CBR over UDP).

2. Create validation scenariosthat are representative of the types of experimental scenariosto which the
researcher wishes to apply direct emulation. In order to be representative, the validation scenarios
should have a mix of nodes, traffic types and traffic intensities similar to the experimental scenarios.

3. For each validation scenario:

(@) Runasimulation of the validation scenario using the simulation model of the application asthe
test workload source and sink.
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(b) Run adirect emulation realization of the same scenario, but using the physical implementation
of the application as the test workload source and sink.

(c) Compare the performance of the application in the simulation with its performance in the
emulation. Since the scenarios and the applications are the same and the simulation models are
assumed to be accurate, any differences between the two runs are due to emulation artifacts or
inter-run variation in the workload offered by the application.

6.5.1. Qualitative Validation

As an example validation, Figure 6.13 qualitatively compares the performance of a TCP transfer of 30 MB
between two nodesin a 10-node scenario. One trace shows the time-sequence graph of the TCP connection
when the entire network is simulated, and the other trace shows the performance of the TCP connection
when it is implemented by two physical nodes and the rest of the network is realized by direct emulation.
The emulation-server was a450 MHz Pentium |1 CPU, and, in both cases, two additional TCPtransferswere
made as background traffic between simulated nodes. Asthe nodesin the scenario move, the number of hops
through which the packets must travel smoothly varies between 1 to 4, which causes a smooth variation in
the bandwidth of the TCP connection. The closeness of the traces demonstrates direct emulation’s general
ability to mimic the environment of the ad hoc network scenario for the physical nodes.

6.5.2. Quantitative Validation

While experiments, such as that described in Figure 6.13, can be used to verify a particular run of direct
emulation, it providesto the users of direct emulation little guidance on which scenarios can be safely used
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Figure 6.13 Time-sequence plot comparing a simulated TCP transfer with a physical
TCP transfer using Direct Emulation to realize the simulated scenario (10 node scenario).
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with the direct emulation system. What users need to know are the parameters of the class of scenariosthat
can be run on the emulation-server without causing significant emulation artifacts.

Based on observation of the emulation-server’s performance, we hypothesize that it is most sensitive to
two parameters of a scenario: the number of nodesin the scenario and the number of events per second that
must be processed by the simulator. Since the number of events generated by any particular action is not
easily estimated by a researcher not intimately familiar with the simulator, we chose to use the number of
packets sent per second as a surrogate measure.

We created the template validation scenario shown in Figure 6.14 to enable us to independently vary the
two parameters. The validation scenario consists of three groups of nodes, separated by enough distance
that the radio transmissions in one group in no way effect the transmissions in the other groups. Thisis
important, asit means that media contention has no effect on the bandwidth measurementswe will describe
next. Two of the groups consist of two nodes each, with the two nodes acting as end pointsfor asingle TCP
connection each. The third group contains the all remaining nodes, which are arranged around a central
node. This group provides the ability to vary the computationa load placed on the emulation-server by
varying the number of packets per second this central node sends.

When the validation scenarioisrun as a pure simulation, with the end points of the two TCP connections
implemented by simulation models, both connections achieve a throughput of 1.44 Mbps — regardless of
the number of nodes in the third group or the number of packets per second the nodes in that group send.
Although the raw bandwidth of the wireless link in the scenario is 2 Mbps, the overhead of the IP and TCP
headers and the 802.11 MAC protocol reduce the achievable throughput to 1.44 Mbps. That the achievable
throughput is independent of the number of nodes and the rate the nodes send packets is expected, sincein
pure simulation there is no need for the simulator to maintain real-time performance.

When the same validation scenario is realized using direct emulation, with the two TCP connections
implemented by FTP transfers between two pairs of physical machines, the TCP connections achieve a
throughput that depends on the number of nodesin the scenario and the number of packets per second those

I:" o _»D nodes generating

TCP connection background traffic

TCP connection

(el

Figure 6.14 The template for scenarios used to validate direct emulation. Each group of
nodes is located far enough away from the other groups that the transmission of a packet
within one group does not interfere with packet transmission in any other group.
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nodes send. We ran the experiment with scenarios having a total of either 6, 12, 16, or 20 nodes. We
independently varied the level of background traffic in the scenario, with the central node in the third group
of nodes sending either 0, 10, 50, 100, or 300 packets per second.

Figure 6.15 displaystheresults of thesevalidation experiments. Theresults havethe expected pattern: as
the number of nodes and the level of background traffic increases, the quantity and magnitude of emulation
artifacts increase. The emulation-server used in this experiment was a 450 MHz Pentium 1l CPU with a
single 100 Mbps Ethernet card, and it appears to support 12-node scenarios with no significant artifacts.
As the number of nodes increases beyond 12, the level of background traffic that the emulation-server can
support decreases.

Researchers wishing to use direct emulation to analyze their own applications can rerun similar experi-
mentsto evaluate the hardware they use for their emulation-server. Using the results of this evaluation, they
can create scenarios that will be unlikely to be affected by artifacts.

6.5.3. Analysis of Simulator Time-Lag during Emulation

In order to explain the performance of the direct emulation system, we analyzed how far behind real-time
performance the simulation slipped during the emulation run. We define the time-lag of a simulation event
to be the difference between the wall clock time at which the event was scheduled to occur at and the wall
clock time at which the event was eventually executed. Figure 6.16 plots the time-lags as a histogram for
the scenario with 16 nodes and 100 CBR packets/sec sent as background traffic. Thefigureison asemi-log
scalefor clarity, and only eventswith atime-lag greater than 1 ms are shown. For thisemulation, there were
1.64 x 107 events with time-lag greater than 1 ms. The rightmost bar collects all events with a time-lag
greater than 256 ms.

Figure 6.17 shows the time-lag histograms for a series of scenarios with a mix of number of nodes and
background traffic. The histograms follow the same pattern as Figure 6.15: moving to the right and down,
the number and magnitude of time-lagged eventsincreases.

The apparent correlation between the number and magnitude of time-lagged events with the presence
of emulation artifacts suggests it would be fruitful future work to quantify the correlation. Should the
correlation hold, it should be possibleto run arbitrary scenarios on the emulation-server, and determine after
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Figure 6.16 Histogram of time-lags from a direct emulation recreation of a scenario with
16-nodes and 100 packets per second sent as background traffic. The X-axis depicts the
range of event time-lags, and the Y-axis shows the log of the number of events with a
given time-lag.
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Figure 6.17 Time-lag histograms for some of the scenarios shown in Figure 6.15. The
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arun completes whether the performance results collected during the run are valid or should be discarded
as having been contaminated by emulation artifacts.

6.5.4. Sources of Emulation Artifacts

Beyond time-lag, ancther potential source of differencein the results between direct emulation and simula-
tionisthe TCP model used in the simulator. Our simulator (based on ns-2) used the TCP-Reno source with
the Del-Ack sink, which generates behavior very similar to the canonical concept of TCPin bulk-throughput
mode. However, there are certainly behavioral differences between the actual implementation of TCP onthe
physical machinesand the simulator models, starting with the fact that the simulator model does not include
the SYN-ACK or FIN-ACK exchanges that begin and end the TCP connection used for bulk-throughput.

Unfortunately, quantifying the results of these differences must wait for future work. However, when we
varied the TCP model used in the simulator from TCP-Reno to TCP and the sink from Del-Ack to one that
acknowledged every segment, we did not see significant changes in the comparison results. This suggests
that, while differences between the simulation model and the actual implementation are responsible for
some of the differencesin validation experiments, it is not afirst order effect.

6.6. Characterization of Coda Performance Over an Ad Hoc Network

As an example of how the ahility to accurately emulate ad hoc networks can be useful for application
designers, we worked with the members of the Coda project at Carnegie Mellon University to create a
demonstration of how well the Coda distributed file system [12, 101] works in an ad hoc network environ-
ment [72]. In addition to allowing the Coda researchersto demonstrate how valuable Coda' s features are in
a network environment that is given to periods of partitioning and weak connectivity, the experiment gave
us an opportunity to determine how useful emulation is asatool.

6.6.1. Coda Overview

Codais a client-server distributed file system based on the observation that mobile clients will experience
many different degrees of connectivity with the server. At times, the client will be strongly connected
to the server over a high-speed high-reliability network connection. At other times, the client will be
weakly connected to the server, over slow, expensive, or lossy connections, such as modem lines. Finaly,
sometimesthe client will be completely disconnected from the server, and it will need the ability to operate
independently.

Unlike previous distributed file systems, Coda was designed to be aware of the changing connectivity
of its clients. It maximizes the usefulness of the client by hoarding the files the user is most likely to need
on the client machine, taking advantage of periods of connectivity between clients and serversto update the
hoard. It supports aweak consistency model, so that changes can be made to files stored in the hoard during
periods of disconnection, and trickle integration to allow these changes to be propagated back to the server
whenever possible. Coda also supports replication between file servers, so that if one server is unreachable,
data can be retrieved from any other server with areplica of the data.

Coda is particularly well suited as a test for the usability of emulation, in that it consists of both
application code and atransport protocol. The system consists of more than 100,000 lines of code that have
been implemented and tuned over 10 years, with some sections of it implemented in the kernel. Attempts
have been made before to create simul ation model s of the system, but none have modeled the full complexity
of the system, or the subtleinteractionsthat occur in the actual implementation. Finally, the Codaresearchers
are the perfect intended users of direct emulation in that the Coda system is complicated enough that only
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the Codaresearchers have the expertise to evaluate their system, but they otherwise lack the ability to realize
the ad hoc network environments in which they wish to experiment with their system.

6.6.2. Coda Over an Ad Hoc Network

The goal of the Coda researchers in this demonstration was to use emulation to show how Coda’s features
would be useful in a natural disaster response, such as after an earthquake or fire. Figure 6.18 shows how
four laptops were connected to the emulation-server. Each laptop was setup just asit would be in an actual
deployed system. Two laptops were configured asfile servers, and the other two laptops were configured as
clients, such aswould be carried by diaster response teams.

A total of 12 nodes participated in the disaster scenario designed by the codateam: 4 as doppelgangers
for the 4 physical laptops, and 8 as simulated nodes representing other disaster response units. DSR was
used astherouting protocol to connect the ad hoc network together, asthe nodeswere often multiple wireless
hops away from each other. The scenario was intentionally designed to contain periods of disconnected
operation, weak connectivity, and strong connectivity. Asthe simulation nodes moved through the scenario,
humans using the laptops to complete assigned tasks experienced what the applicationswould “feel” like if
al the nodes were physically implemented and moving in the real world.

Purple Coda Server

Emulation Server

simulates ad hoc network
in real-time

Gold Team Coda Client Blue Team Coda Client

Figure 6.18 Configuration of the machines for
experiments running Coda over a DSR ad hoc network.

85



6.6.3. Results of the Coda Experiment

We feel the greatest success of emulation was actually achieved while the Coda team was preparing their
demonstration. Inthe processof running different scenari osthrough the emulation-server, the Codatransport
protocols were stressed in ways typical of ad hoc networks, but which the Coda team had not attempted
before. Studying the traces from these emulation runs led to the discoveries of weaknessesin the protocols
that had not previously been exposed. The researchers report that the ability to repeatedly run exactly the
same scenario was critical in tracking down the flaws and fixing them.

Ke, Maltz, and Johnson [62] have provided amore complete description of the issuesfound by the Coda
team through their use of our direct emulation system. However, the simplest proof of the utility of the
emulation system is shown by the performance improvement achieved in the Coda transport protocol.

Figure 6.19 compares a time-sequence plot of the Coda transport protocol as it was first run over an
ad hoc network with a time-sequence plot of the transport protocol on the same emulation scenario after
its weaknesses had been corrected. After correcting the weaknesses discovered through the use of direct
emulation, the throughput of the transport protocol has roughly doubled. It isimpossible to estimate how
much time and effort would have been required to discover and repair these weaknessesif the only means
for experimenting with an ad hoc network environment was to physically move nodesin the field.
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Figure 6.19 Comparison of Coda’s transport protocol performance in an ad hoc
network environment before and after use of the emulation system to test it and improve it
(Figure taken from Ke et al. [62]).
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6.7. Comparison of Direct Emulation and Trace Modulation

As described above, direct emulation requires that the simulator or simulation model must be able to
maintain on-line real-time performance, or its slow-down will introduce emulation artifacts in the behavior
of the system under test. Maintaining that real-time performance is difficult, since the simulation model
of the network is a complex and detailed system. Network Trace Replay system (NTR) [77] is a trace
modulation method of emulation that uses a off-line simulation to drive the realization of an emulated
scenario. Although the current state of the NTR system does not allow it to represent a general multi-node,
multi-hop ad hoc network, it does offer an opportunity to experiment with sophisticated trace modulation,
which has potentially better scaling properties than direct emulation.

6.7.1. Adapting the NTR Trace Modulation System to Ad Hoc Networks

The Network Trace Replay system consists of distillation software, a special traffic workload, and a packet
killer. The ditillation software is an off-line analysis program designed to take a time-stamped packet
trace of traffic flowing through a network and extract the characteristics of the logical communications
channel between the source and destination of the packets. The specia traffic workload has been designed
to simplify the analysis the distillation software must perform, and it includes the exchange of a sequence
of packet-pairs. The packet killer is used to modulate the logical channel between two physica nodes to
match the conditions that existed between the source and destination when the packet trace was recorded.

In an earlier application of Network Trace Replay [77], a single mobile node was physically carried
through a course while exchanging the special traffic workload with aserver. The time-stamped trace of the
packets exchanged between the mobile node and the server was then analyzed by the distillation software
to create a trace file. The resulting trace file described the latency, loss-probability, and bit-rate of the
logical channel between the mobile and the server. Since Network Trace Reply operates by condensing a
network’s behavior into atrace file, we classify it as another form of trace modulation (albeit significantly
more sophisticated than that described in Section 6.3).

The current version of Network Trace Replay is limited to studying the traffic between two nodes.
However, it can still be used to emulate amulti-hop ad hoc network with enough fidelity to permit meaningful
performance measurement of the resulting system. First, we create a scenario file describing the motion and
background traffic of the nodesin the network. Wethen identify the two simulation nodesthat will represent
the mobile node and the server, and we augment the scenario file with additional traffic sources that create
the special NTR workload between the two nodes. We then run a simulation of the scenario. Finally, we
post-process the resulting simulation output trace with the NTR distillation tools. This extractsinto atrace
file the salient characteristics of the logical channel between the server and mobile node.

Using the standard NTR packet killers to replay the trace file, we can give two physical nodes alogical
communications channel that behaves in roughly the same fashion as it would if the nodes were actually
moving about in the network described by the scenario file. The technique is advantageous because, unlike
direct emulation, there is no longer any limitation on the complexity of the scenariosthat can be emulated.
Asthe scenario becomes more complicated, the simulation and post-processing steps simply become slower.
These steps are performed off-line, however, and do not affect the performance of the packet killers, which
are the only components of the system that must run on-line in real-time. Said another way, as much time
as desired can be spent producing a trace file that describes the logical channel as accurately as possible,
without introducing any emulation artifacts.

Trace modulation does suffer from a significant drawback, however. The technique is based on the
assumption that a special workload, which is not the actual workload the maobile node and server would
have applied to a real network, is capable of accurately exposing all the important characteristics of the
communication channel between the nodes. For the assumption to bevalid, it must be the casethat the actual
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traffic would not perturb the state of the network away from that which existed when the NTR workload
was simulated. Because the trace file is pre-generated, there is no way for trace modulation to react to the
traffic actually offered by the nodes when replaying the trace.

As an example of how this drawback could be a problem in practice, the actual bandwidth required by
the NTR workload is quite small and is unlikely to cause congestion in the network. If the actual workload
is bandwidth-intensive, it could be the case that a real network would become congested and drop packets,
although the trace file describes a communication channel with no packet loss. Direct emulation does
not suffer from this problem since, as a result of directly simulating the additional packets, the simulated
network would become congested and drop packets as appropriate.

Due to code limitations, the current NTR system is restricted to modulating the channel between only
two nodes: it cannot independently modulate the channels between three or more nodes. However, even
if the code were extended to handle the modulation of multiple channels, interesting future work would be
required to determine if the NTR workload is able to characterize the network behavior that results when
there is interaction between the traffic offered by two doppelgangers.

Although these are significant limitations, the area of trace modulation holds promise as an area for
future research, given its ability to emulate large networks. In fact, as the network becomeslarger and more
complicated, trace modulation is likely to work even better. As the actual traffic offered by the physical
nodes becomes a smaller and smaller fraction of the overall network traffic, it is even lesslikely to push the
network in adifferent region of operation than the one measured by the NTR workload during simulation.

6.7.2. Comparison Experiment

As afirst attempt to understand the scaling differences between direct emulation and trace modulation, we
conducted the series of experiments outlined by Figure 6.20. We first created a scenario file that describes
a network with 16 nodes, a light loading of TCP and CBR background traffic, and a 30 MB FTP transfer
between two nodes in the network. This scenario file was then used to drive a conventiona simulation, a
trace modulation replay, and a direct emulation of the network. For the emulation methods, two physical
machines acted as the end points of the 30 MB FTP transfer. Trace data was collected and used to draw the
TCP time-sequence number plots shown in Figure 6.21. Since we are accepting the results of the simulator
as a control, the design of the experiment is such that the resulting three time-sequence plots should be
identical, with any differences due to emulation artifacts in the respective system.

As shown in the middle portion of Figure 6.20, simulating the 16 nodes and traffic mix present in
the 470-second scenario took 300 wall clock seconds. the machine used in this example was a 300 MHz
Pentium-1l machine. Running the same movement scenario and background traffic, but with the NTR
workload taking the place of the FTP transfer, took 130 wall clock seconds (left-hand portion of the figure).
Theresult of thissimulation wasa600 KB collection tracefile, which when analyzed by thedistiller reduced
to asingle 15 KB tracefile. Although, in this case, the production of the trace file took even less time than
the simulation, a strength of the trace modulation methodology is that this process must only be performed
once and is performed off-line. Thewall clock running time of the trace file generation processis therefore
immaterial, and as much time as needed can be spent on the distillation process in order to get a more
accurate trace file. Only the realization happensin real time, and the simple packet killer that is part of the
trace modulation replay module can easily maintain real-time performance while following the commands
in the trace file. Finaly, as shown on the right portion of the figure, no set-up steps are required for direct
emulation. The scenario fileis fed directly into the emulation-server for realization of the ad hoc network
environment described by the scenario.

The results of this comparison between direct emulation, trace modulation, and simulation appear in
Figure 6.21. Both emulation technologiestrack the simulation performance fairly well, with the RMS error
over the length of the run was 0.69 MB for direct emulation and 0.77 MB for trace modulation. During the
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period from 20 sto 60 s, the graph shows regions where the emulation-server could not keep up with the
real-time requirement of carrying the TCP traffic while simulating the scenario, and the slope of the direct
emulation curve shallows as aresult to a slope less than that of the simulation curve. In contrast, the period
from 120 s to 140 s points out a risk of trace modulation. Due to smoothing errors, the NTR distillation
tool did not correctly locate the end of the network partition that lasted from 76 sto 110 s, and it therefore
generated atracefile that erroneously prevents any progress until 135 s.

6.8. Future Directions for Validating Emulations

We believe that, at their core, the best methods for validating the behavior of emulation and simulation
systemsall involve comparing performance data measured from areal deployed network with performance
data collected from an emulation or simulation of that same network. The critical components in such a
methodology are the ability to create scenarios that fully exercise the protocols and the function used to
compare the performance results [50].

We divide the types of comparison that can be made between sets of collected performance data into
two different classes. Inside each class, we believe the comparisons should be made at different time scales
for different applications. For example, the performance of a simulated network can be compared to a
real network by considering the quantity and timing of all packets sent by nodes in the network, including
routing protocol packets not visible to a network user — we call this an internal-behavior comparison. In
contrast, end-users may care only about the performance they see for the traffic they offer to the network,
which could be measured by an external-behavior comparison that focuses on end-to-end parameters such
as latency, bandwidth, and packet loss rate. Qualitative external-behavior comparisons may also be useful,
such as whether the words in an audio stream are of sufficient quality to be intelligible.

Similarly, the time scale over which comparisons are made may need to be varied depending on the
use of the network. For some protocols and applications (e.g., a background file transfer) only the average
throughput they receive over some long time period isimportant. For other protocols and applications (e.g.,
voice applications) the timing and drop probability of individual packetsisimportant.

6.8.1. Determining the Fidelity of an Emulation

Figure 6.21, described in Section 6.7.2, is an example of the form of input on which the comparison function
operates. In order to evaluate how closely the two types of emulation come to reproducing the simulation
results, we must be able to quantitatively answer “how similar are these curves?’ To a human, the curves
al clearly have the same shape, however, the differences are interesting. The shape of the direct emulation
curve tracks the the simulation curve more tightly than the trace modulation curve. In particular, when
measured over intervals of 10 s, the slope of the simulation results and the direct emulation are substantially
more similar than the simulation results and the trace modul ation results.

For now we treat only external-behavior comparisons, though these techniques may be suitable for
internal-behavior comparisons as well. We assume that some specific test workload of interest can be
applied to both of the systems to be compared. While the workload is being applied, we assume the
movement pattern of the nodesin both systemsisidentical. This meansthat the motions of the nodes cannot
change based on the receipt or non-receipt of packets from the test workload. Asan example, commandsto
change direction cannot be sent to the mobile node over the network, since the motion of the mobile node
will be different depending on when they are received.

We proposethefollowing algorithm for measuring the similarity between the performance of asimulation
and areal-world experiment or between the performance of a simulation and an emulation.

1. Choose an external-behavior metric of interest on which to base the comparison.
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2. Begin applying the test workload to the systems when the nodes are in identical positions.

3. Compute the average slope of the metric-versus-time curve over intervals of AT, with AT chosen to
represent the time scale of interest.

4. Compute the RMS error of the slopes.

An advantage of this algorithm is that the RMS slope-error can be used over whatever time scale the
modeler believes is of interest. Low-level modelers will have to demonstrate similarity with small AT,
since they claim to be modeling the fate of each packet. Higher-level modelers only have to show similarity
for larger AT'. Likewise, an appropriate value of AT can be used for whatever application mix the real or
simulated network will be carrying.

6.8.2. Using Trace Distillation as a Comparison Function

Another promising methodology for validating emulation systems derives from our work with trace modu-
lation. To the extent that the NTR workload and distillation process is able to extract a characterization of
salient network parameters from arun of the network, it can be used to characterize how well the emulation
system matches the behavior of simulated or real networks.

In this methodology, the NTR workload is run on a real network and separately run on a simulated or
emulated network with a scenario file designed to match the motions of the real network. The packet traces
of the network runs are each run through the NTR distillation process, and the resulting trace files then
compared. Differences indicate where the simulation or the emulation failed to model the behavior of the
real world in a significant fashion.

6.8.3. How Much Fidelity is Enough?

Finally, it would be useful to provide simulator developerswith guidance on how much effort should be put
into writing extremely detailed simulations. At thistime, it is not really known how sensitive applications
are to the environments realized by simulation or emulation. If coarse simulations and emulations of an
ad hoc network environment are sufficient to allow applications to behave the same way they do in real
networks, then the effort to devel op extremely detailed simulations and emulations can be avoided.

An answer to this question may come from adopting an information theory standpoint and asking, “how
many bits of information are required to represent the topology of an ad hoc network as it changes over
time? For the n nodes in a network, imagine constructing the full mesh of n? logical channel models to
connect each pair of nodes. If the behavior of the network is very simple and unchanging, then the trace
files driving the logical channel models will al be quite short. The more complicated and time-varying the
behavior of the network, however, the longer the trace files will have to be. In fact, the number of bitsin
the trace files can be used to estimate the entropy of the network, or said another way, the complexity of the
topology changes.

To understand the relationship between entropy and trace file size, consider the following example.
Given atrace of areal execution run, it is possible to create trace files that will cause a trace modulation
system to exactly reproduce the performance of the real system on that particular workload, which will
result in an RMS error of 0 when the performance of the real run is compared to the performance of the
emulation run. Such trace files would be built by explicitly listing, individually, the fate of every packet
sent, and so they would require a large number of bits. As the trace files are distilled down to extract the
average performance of the network over longer periods of time, we expect the size of the trace files to
shrink and the RMS error between actual and emulated performance to increase. By varying the amount
we digtill the traces of real executions and then plotting the RMS error versus the size of the trace files for
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a range of scenarios and a range of distillation levels, we can learn how sensitive the performance of the
applications are to the fidelity of the emulation system.

Knowing the shape of the RM S-Error versus bits-in-trace-files graph will be useful to all simulation and
emulation developers, as it shows the payoff they should expect for the effort they make to create detailed
simulations or emulations of real systems. This information will be particularly important if the graph
has break-points or knees. For example, if the graph has the general shape of Figure 6.22(a), developers
would know that additional work to increase the detail of their simulations will be repaid with additional
fidelity, since more detailed simulations are equivalent to larger trace files. If the graph appears as in
Figure 6.22(b), however, only extremely detailed simulations have any value. Finaly, if the graph appears
asin Figure 6.22(c), then most of the achievable fidelity can be obtained with fairly simple models of the
network, and work to create extremely detailed modelsis probably wasted.

6.9. Chapter Summary

This chapter has validated that direct emulation works, and that it works for interesting scenarios. The
chapter explained how direct emulation can be used to test applications on top of any scenario that ns-2 can
support while maintaining real-time performance. The chapter also demonstrated a methodology for finding
the parameters of the scenariosthat can be used safely used with aparticular emulation-server machine. For
example, 2400 MHz Pentium |1 can easily handle useful scenarioswith 16 nodes and atotal of 100 packets
being sent per second.

Emulating ad hoc networks has tremendous value, since it provides an easy way to experiment with
protocols and applications without the hassle of a physical testbed. Ultimately, however, physical imple-
mentations are required in order to validate both emulation and simulation methods. This chapter points out
several directions that could be pursued to conduct this validation, but the final closing of the loop awaits
future work.
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Figure 6.22 Examples of possible shapes for the graph of RMS Error versus the
number of bits in the trace files representing an ad hoc network.
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Chapter 7

Implementation of a DSR Ad Hoc Network

Ultimately, thefinal test for any protocol isto deploy it in one of the environments for which it was designed
and measureit to determineif it operated successfully. During the 7 months from August 1998 to February
1999, ateam of 12 people, largely under the direction of Josh Broch and myself, designed and implemented
afull-scale, multi-hop ad hoc network testbed [ 71] to enabl e the performance evaluation of ad hoc networks
in the field. From February through April, the testbed was used to demonstrate the potential of ad hoc
networking to our group’s sponsors and as a research tool to experiment with the carrying capacity and
behavior of afully-deployed network.

Routing in the testbed is performed by DSR, extended with additional featuresto allow the entire testbed
to be seamlessly integrated with existing Internet infrastructure. The team implemented an extensive set of
network monitoring tools, which track the precise location and protocol processing activities at each node
and alow us to analyze the behavior of the network. A series of traffic generators were also developed to
stress the network with avariety of different traffic loads.

Thischapter describesthe resultsof our initial experimentson the testbed, and discussesthe considerable
effect that real-world radio propagation had on the protocols in the network. Additional information on
the lessons we learned, the tools we built, and the structure of the DSR implementation can be found in a
technical report describing the testbed [71].

7.1. Testbed Overview

Our primary design goa for the testbed was to challenge the network protocols to the point where they
were stressed, and so we subjected them to high rate of topology change and a heavy traffic load. With the
vehicles, radios, and site used in our testbed, we forced the protocolsto operate in an environment in which
all links between nodes change status at least every 220 seconds. Ignoring the additional factor of packet
loss due to wireless errors, on average, the network topology changed every 4 seconds.

7.1.1. Network Topology

Figure 7.1 shows a logical view of the ad hoc network testbed. The ad hoc network includes 5 moving
car-mounted nodes, labeled T1-T5, and 2 stationary nodes, labeled E1 and E2. Each of these nodes
communicates using 900 MHz WaveL AN-I radios. These radios do not implement the IEEE 802.11 MAC
protocol [43], since at the time the testbed was built, the Wavel. AN-I1EEE radios were not available. The
ad hoc network is connected to afield office using a 2.4 GHz point-to-point wireless link over a distance of
about 700 m. This point-to-point link does not interfere with the 900 MHz radio interfaces on the individual
ad hoc network nodes.

At the field office is a router R that connects both the ad hoc network and an IP subnet at the field
office back to the central office via a wide-area network (i.e., the Internet). The visualizer node V is used
to monitor the status of the ad hoc network, and the GPS reference station (RS), located on the roof of the
field office, is responsible for sending differential real-time kinematic (RTK) GPS corrections to nodesin
the ad hoc network.
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Figure 7.1 Logical overview of the testbed network.
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The central office is home to aroving node (RN) that drives between the central office and the ad hoc
network, participating in three networks: its home wireless LAN, the Bell Atlantic Cellular Digital Packet
Data (CDPD) service, and the ad hoc network. Node HA provides Mobile |P home agent services [82] for
the roving node, enabling it to leave the central office and still maintain routing connectivity with al of the
other nodesin the Internet.

During a typical experiment, which we call arun, the drivers of each of the cars carrying an ad hoc
network node follow the course shownin Figure 7.2 at speedsvarying from 25 to 40 Km/hr (15 to 25 miles
per hour). Each run lasts for between 30 and 120 minutes. The road we use is open to genera vehicle
traffic and has several Stop signs, so the velocity of each node varies in a complex fashion, just asit would
in any real network. Likewise, the nodes are constrained to move along the paved surfaces of the site. This
prevents us from testing the arbitrary topologies used in sometheoretical simulations on abstract flat planes,
but enables us to evaluate the performance we can expect in area application.

During each run, the network was subjected to the composite workload shown in Table 7.1, consisting
of synthetic voice calls, bulk data transfer, location-dependent transfers, and real-time data. The workload
includes: each node making one voice call to every other node once per hour; each node transferring a data
fileto every other node once per hour; each moving node (T1-T5) making alocation-dependent transfer to
E1 whenlocated within 150 m of E1; and multicast differential RTK GPS corrections. Finally, theworkload
also includesreal -time situational awarenessdata sent by the Position and Communication Tracking daemon
(PCTd) on each node to the visualizer machine located at the Field Office. Sent once per second, these
packets contain the current location of the node, as read from the node’s GPS unit, and status information
on the node, such as the number of packetsit has forwarded, dropped, queued, originated or retransmitted.
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Figure 7.2 Map of the testbed site showing the endpoint
locations and the typical course driven by the nodes.
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Table 7.1 Load offered to the network by nodes in the testbed.

Application Rate Protocol Size
\oice 6/hour/node UDP Average of 180 Kbytes
Data 5/hour/node TCP 30, 60, or 90 Kbytes
Location-dependent When near E1 TCP Average of 150 Kbytes
GPS 1 pkt/sec multicast UDP 150 bytes
PCTd 1 pkt/sec/node unicast UDP 228 bytes

The visualizer machine continuously displays on a map of the site the last known location of each node.
The visualizer can also graph the protocol status information, and it logs all the data it receives, thereby
alowing a detailed replay of the run after the fact.

7.1.2. Network Configuration

All communication among the ad hoc network nodes, T1-T5, E1, and E2, is routed by the Dynamic
Source Routing (DSR) protocol. DSR is a network layer routing protocol in that operates at the | P layer of
the network stack (OSI layer 3) and permits interoperation between different physical network interfaces.
However, our DSR implementation conceptually operates as a virtual link layer just under the normal
IPlayer. Thisalows DSR to route packets using |P addresses as flat identifiers when the other nodesin the
ad hoc network are not organized as hierarchical subnets.

Nodes T1-T5, E1, and E2 are assigned | P addresses from a single subnet, with E2 acting as a gateway
between the Internet and the ad hoc network subnet. E2 was manually configured to use the DSR protocol
for communication on one network interface (the 900 MHz WaveL AN link), and to use normal IP routing
over the other interface (the 2.4 GHz point-to-point link to its default router R). Packets from nodesin the
Internet destined to addressesin the ad hoc subnet are routed by normal meansto E2, which hasa statically
configured route directing them out the network interface to the ad hoc network. Once forwarded into the
ad hoc network by E2, DSR takes care of routing the packetsto their final destination, which often requires
multiple hops inside the ad hoc network. As explained in Section 7.2.1, nodes in the ad hoc subnet (i.e.,
T1-T5 and E1) did not have to be configured to use E2 as a default router: when nodesin a DSR ad hoc
network send packets to nodes not in the ad hoc network, the DSR protocol itself automatically routes the
packets to the nearest gateway (E2 in this case), where they are forwarded into the Internet. The gateway
node, E2, also provides Mobile IP foreign agent services to any Mobile IP nodes that visit the ad hoc
network.

Theroving node RN hasavailable several methodsfor connectingto the Internet, and usesMobile IP[82]
to choosethe best method asit drivesaround the city. RN isnormally within range of the WaveL AN network
at the central office, and its WaveL AN network interface carries an | P address belonging to the central office
subnet. When RN is roving away from the central office, it uses Mobile IP to register a care-of address
with its home agent on the central office subnet. While RN has a care-of address registered with the home
agent, the home agent intercepts packets destined to RN, and tunnels each to the care-of address using
encapsulation.

When RN cannot use its primary WaveL AN interface becauseit is not in range of any other WaveL AN
radios, it usesits CDPD modem to connect to the CDPD servicefrom Bell Atlantic (now known as Verizon),

98



and registersits CDPD |P address with its home agent. Once RN realizesit isin range of a DSR network,
it can use the DSR protocol to communicate directly with the other nodesin the ad hoc network. To enable
packets from nodes outside the DSR network to reach RN, it registers itself with its home agent via the
foreign agent at E2, just asin norma Mobile IP. When E2 receives a tunneled packet, it checksto see if
the packet is destined to a node registered as visiting the ad hoc network. If so, E2 routes the packet to the
visiting node using DSR.

7.2. DSR Extensions for Internet Connectivity

While mechanismsto scale DSR to networks of hundreds of mobile nodesare outside the scopeof thisthesis,
we have begun exploring several ideas in that design space [17]. We have already, however, extended the
mechanisms of Route Discovery and Route Maintenance to support communication between nodes inside
the ad hoc network and those outside in the greater Internet.

7.2.1. Integration with the Internet

In order to connect a DSR ad hoc network to the Internet, we first require that each node choose a single
IP address, called its home address, by which it is known to all other nodes. By having a single home
address, nodes in the ad hoc network maintain a constant identity as they communicates with nodes inside
and outside the network. This notion of a home addressis identical to that defined by Mobile IP [82]. As
in Mobile IP, each node is configured with its home address and uses this address as the | P source address
for all of the packetsthat it sends.

Figure 7.3 illustrates node T2 inside the ad hoc network discovering a route to a node D outside the
network. To demonstrate the generality of thistechnique, nodes T1-5 and E1 have not even been configured
to know that they are part of a common subnet with E2 as a default router. The routing tablesin T1-5
and E1 simply provide a default route out the DSR virtual interface. When T2 originates a packet destined
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Figure 7.3 Route Request for a node not in the ad hoc
network being answered by the Foreign Agent
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to D, the packet is given to the DSR code for delivery. Assuming T2 does not aready have a cached route
to D, it begins a Route Discovery for D.

Asthe RoOUTE REQUEST from T2 targeting D propagates, it is eventually received by the gateway node
E2, which consults its routing table. If it believes D is reachable outside the ad hoc network, it sends a
proxy ROUTE REPLY listing itself as the second-to-last node in the route, and marking the REPLY such that
T2 will recognizeit asaproxy reply. If the target node D actually is inside the ad hoc network, then node
T2 will receivea RouTE RePLY from from both E2 and D. Since T2 can distinguish which replies are proxy
replies, it can prefer the direct route when sending packetsto D.

7.2.2. Integration with Mobile IP

Since node RN in Figure 7.1 must be able to participate in different |P subnets depending on its current
location, it uses Mobile IP to connect to the Internet. Figure 7.4 shows an example where RN is homed
in a subnet not belonging to the ad hoc network, but it has wandered into range of the ad hoc network.
As described in Section 7.1.2, node E2 provides Mobile IP foreign agent services, in addition to being
configured as a gateway between the ad hoc network and the Internet.

As part of normal Mobile IP operation, RN periodically checks to verify that it is currently using the
best means available to maintain connection with the Internet. We configured RN to operatein LAN mode
asitstop preference, to connect to the Internet viaa DSR ad hoc network as second choice, and to connect
via CDPD when no other options are available. When RN receives DSR packets, such as ROUTE REQUESTS,
RouTE RePLY s or data packetswith DSR sourceroutes on them, it knowsit iswithin range of aDSR network
and enablesthat connectivity option in its Mobile | P code.

If node RN decides its best connectivity would be via the ad hoc network, it transmits a Mobile IP
AGENT SOLICITATION piggybacked on a ROUTE REQUEST targeting the IP limited broadcast address
(255.255.255.255). This allows the SOLICITATION to propagate over multiple hops through the ad hoc
network, though gateways will not propagate it between subnets. When the foreign agent at E2 receives
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Figure 7.4 The roaming node RN registering with a
foreign agent located on E2 in the ad hoc network.
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the SOLICITATION, it will reply with an AGENT ADVERTISEMENT, allowing RN to register itself with this
foreign agent and with its home agent as a Mobile IP mobile node visiting the ad hoc network. Once the
registration is complete, the mobile node's home agent will use Mobile IP to tunnel packets destined for
mobile node RN to the foreign agent at E2, and E2 will deliver the packetslocally to the mobile node using
DSR.

7.3. Layer 3 Mechanisms for Acknowledgments and Retransmission

Since the WavelL AN-I radios do not provide link-layer reliability, we implemented a hop-by-hop retrans-
mission and acknowledgment scheme within the DSR layer that provides the feedback necessary to drive
DSR'’s Route Maintenance mechanism. One interesting aspect of our ARQ scheme was the use of passive
acknowledgments [58], which significantly reduces the number of acknowledgment packets transmitted
when compared to acknowledgment schemes that acknowledge every packet (e.g., IEEE 802.11 [43]).

7.3.1. Implementation Overview

Our implementation utilizes passive acknowledgments whenever possible, meaning that if node A originat-
ing or forwarding a packet hears the next hop node B forward the packet, A accepts this as evidence that
the packet was successfully received by B. If A fails to receive a passive acknowledgment for a particular
packet that it has transmitted to B, then A retransmits the packet, but sets a bit in the packet’s header to
request an explicit acknowledgment from B. Node A also requests an explicit acknowledgment from B if
B is the packet's final destination, since in this case, A will not have the opportunity to receive a passive
acknowledgment from B. To avoid the inefficiencies of a stop-and-wait ARQ scheme, node A uses a buffer
to hold packets it has transmitted that are pending acknowledgment plus an identifier based on the IP ID
field [89] to match acknowledgments with buffered packets.

This acknowledgment procedure allows A to receive acknowledgmentsfrom B evenin the casein which
the wireless link from A to B is unidirectional, since explicit acknowledgments can take an indirect route
from B to A. During an average run, 90 percent of the acknowledgments used a direct one-hop route, and
10 percent of the acknowledgments were sent over routes with multiple hops. While this strongly suggests
the presence of unidirectiona links in the network, it does not support a conclusion that 10 percent of the
packets travel over a unidirectional link. Once a multiple-hop route for acknowledgmentsis discovered, it
may continue to be used for some period of time even after the direct route begins working again.

When performing retransmissions at the DSR layer, we also found it necessary to perform duplicate
detection, so that when an acknowledgment islost, aretransmitted packet isnot needlessly forwarded through
the network multiple times. The duplicate detection algorithm used in our implementation specified that a
node should drop a received packet if an identical copy of the packet was found in a buffer awaiting either
transmission or retransmission. We found that this simple form of duplicate suppression was sufficient, and
that maintaining a separate history of recently seen packets was not necessary.

7.3.2. Heuristics for Selecting Timeout Values

Early in the design of our retransmission mechanism, we found that contention for the wireless medium
produced enough variance in the Round Trip Time (RTT) between neighboring nodes that using a fixed
value for the retransmission timer was not practical, and that adaptive retransmission timers were required.

Our initial implementation of an adaptive retransmission timer employed the scheme used by TCP[104,
p. 301], whereasmoothed RTT estimator (sr t t ) and asmoothed mean deviation (r t t var ) aremaintained
independently for each next hop to which a node is communicating. The retransmission timeout (RTO) is
then computed as:

101



RTO = srtt + 4 x rttvar

Unfortunately, thevariancein RTT prevented thisimplementation from performing adequately. Frequently,
the RTO would not adapt quickly enough to congestion in the network, causing packets to be retransmitted
unnecessarily and creating even more congestion. It also suffered from the fact that the RTO to each next
hop was computed independently, while the need to defer transmissions due to congestion is common across
al neighbors accessed via the same network interface.

We found that several simple methods of reacting to increasing congestion did not work. For example,
we tried an agorithm that feeds into the smoothing function for RTT estimation an RTT sample of twice
the current smoothed RTT estimate whenever there is a retransmission timeout. This algorithm causes the
value of the RTT estimator, and hence the retransmission timer, to tend to diverge and remain pegged at its
maximum value, even after congestion has subsided.

We devel oped a successful retransmission timer algorithm by including a heuristic estimate of the level
of local congestion, so that the retransmission timer could react quickly to changes. * One of the simplest
ways for a node to measure congestion in the network is to look at the length of its own network interface
transmit queue. Specifically, if more than 5 packets are found in the interface transmit queue — meaning
that congestion is starting to occur — we increase the value of the retransmission timer 20 ms for each
packet in the queue. Assume that there are IV packets in the network interface queue. For N < 5, the
retransmission timeout is computed as before:

RTO = srtt + 4 x rttvar
However, for N > 5, the retransmission timeout is computed as:
RTO = srtt + 4 X rttvar + (N x 20 ms)

This heuristic allows the retransmission timer to increase quickly during periods of congestion and then
return just as quickly to its computed value once the congestion dissipates. In 4710 measurements over
several runs, approximately 75% of the packets transmitted use the minimum retransmission timer value of
50 ms. However, for the other 25% of the packets, the retransmission timer adjusted itself to values between
60 ms and 920 ms. The wide range indicates that an adaptive retransmission scheme is required for good
performance if acknowledgments are implemented above the link layer.

7.4. Wireless Propagation

When our testbed network operated without the layer 3 acknowledgment and retransmission scheme, the
average packet loss rate over a single hop was measured as 11 percent. With the ARQ scheme described in
Section 7.3, the average loss rate over a single hop dropped to 5 percent. The losses are highly correlated
with position, but also demonstrate the highly variable nature of wireless propagation due to scattering,
multi-path, and shadowing effectsin the real world.

In aresult that surprised us, we also found that the probability of a successful packet reception rolls
off very slowly with distance. At twice the nominal transmission range, the probability of successfully
receiving a packet is still 40 percent. Section 7.6 describes some of the problems caused when propagation
is better than expected.

7.4.1. Small and Large Scale Fading

Asan examplethe highly variable nature of wireless propagation, Figure 7.5 showsthe signal level at which
packets were received when sent by node T4 directly over one hop to T3. This data was measured during a
full run of the testbed, so all the nodes (T1-T5) were in motion and exchanging data when it was recorded.

1This heuristic was created and implemented by Josh Broch.
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Dropped packets are marked with a’+' and shown at -90 dBm; the actual value of the received signal
strength is unknown because the network interface hardware does not report signal strength for packets
that not successfully received. From 1390 s to 1404 s the figure shows most packets being successfully
delivered, but with significant numbers of multi-path fades of 20 dB or greater. Scattered among these are
packet losses, most of which the link-layer retransmission algorithm is able to correct. However, given the
impracticality of predicting such losses, link-layer retransmission is the only defense against unrecoverable
packet loss. That link-layer retransmission can come from the link-layer directly, asin IEEE 802.11 DCF,
or from lower levels of the routing layer, asin our implementation of DSR. The variability in propagation
creates a significant level of inherent packet loss with which higher layers must be prepared to cope.

During the period from 1405 sto 1410 s, however, Figure 7.5 shows what can be best described as a
routing protocol error. Although other paths were available, the protocol continued to send packets directly
from T4 to T3 when nearly half those packets were being lost. As discussed further in Section 7.6, today’s
routing protocols must be extended in at least one of two directions. They must predict the continued
decreasein average signal level that occurred from 1400 sto 1406 s and switch to anew route, or they must
maintain state to record that a particular link is becoming lossy and avoid it until such time as it functions
well again.

7.4.2. Correlation of Location with Packet Loss

As part of conducting an initial survey of the site, we found it particularly helpful to obtain a rough
characterization of the site's propagation environment. We had two cars drive the course at about 30 Km/hr
(20 miles per hour), one following the other at a separation of 90 meters, with the trailing car transmitting
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Figure 7.5 Received signal strength of packets sent directly
between two nodes during a full run of the testbed.
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1024-byte packetsto the lead car 10 times per second. The cars made threelaps of the course, atotal driving
time of about 660 seconds.

Figure 7.6 shows the position of the cars during the intervals when more than 1% of the total packet
loss occurred (the 90 meter separation is significantly less than the nominal WaveL AN-I range of 250 m).
Essentially all of theloss bursts occurred while the nodeswere on the straightest part of the course with clear
line-of-sight to each other. There is no elevation change along that portion of the course, and the parking
lots along the south side of the road were empty during the test. While we have been unable to completely
determine the cause of these losses, our current hypothesis is that the radios are suffering from multipath
reflection off cars unrelated to the testbed traveling on aroad approximately 20 feet north of the course.

7.5. Jitter in Inter-packet Spacing

I sochronous communications, such as interactive voice and video, are extremely sensitive to packet jitter.
In order to evaluate how well isochronous communication works across our testbed network, we evaluated
the jitter experienced by the synthetic audio traffic — part of the composite workload described in Table 7.1.
Each audio connection consisted of alternating simplex packet streams between the communicating parties,
and each packet stream consisted of 250-byte UDP packets sent 8 times per second, giving an average bit
rate of 16 Kb/s. This traffic pattern was chosen to model the Push-To-Talk mabile radios commonly used
on mine and construction sites.

During an average run, a total of 98,000 voice packets are originated, which represents 3.4 hours of
voice communication. Of these 98,000 packets, 3.8% arelost in the network. The testbed does not contain
any specia handling rules for the voice packets, so the packets are retransmitted according to the same
mechanism described in Section 7.3. Thejitter, defined as the variation in inter-packet spacing introduced
by the network, ranged from —9.4 sto 6.5 s. The extreme values of jitter are rare, and typically occur
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Figure 7.6 The location of the sending node and receiving node when more than 1%
of packet loss occurred. Nodes maintained 10 s separation (90 m).
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Figure 7.7 Distribution of jitter. Y-axis is on a log scale for clarity.

when the network is temporarily partitioned. During a partition, the voice sources continue to send data,
but the packets are buffered inside the network. The result is a burst of back-to-back packet arrivals at the
destination when the partition heals. As an area for future research, more sophisticated packet handling
algorithms might detect these delayed, but time-sensitive, packets and drop them inside the network to
conserve resources [70].

When the most extreme 2% of jitter samplesare removed as outliers, the range of jitter dropsto between
—1.04 sand 1.02 s. The mean jitter is 0.001 s, and the standard deviation 0.143 s. Figure 7.7 shows the
distribution of jitter samples using a histogram. The y-axisis on alog scale for clarity; each bar is 20 ms
wide, and there are 10 times more packetswith 0.0 s of jitter than packetswith either + 20 msof jitter. 90%
of the voice packets experience a jitter between —0.2 sand 0.2 s, so a playback buffer of 400 ms should be
sufficient for voice communication.

7.6. The Need for Hysteresis in Route Selection

As mentioned above, the packet loss rate seen between any two nodes in the network is highly variable,
depending not only on the positions of the hodesinvolved, but also on the movement of other objects around
the nodes. In working with TCP connections carried over the testbed network, we found this variability had
adisastrous effect on the bandwidth delivered by these TCP connections. Other researchers have addressed
related problemsin layer 4 and at the boundary between layer 3 and layer 4 [5, 6, 40, 66], so in this section
we will concentrate on alayer 3 issue caused when radio propagation is transiently better than expected.
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7.6.1. Evaluating the Need for Hysteresis in Route Selection

To isolate the layer 3 issue, we conducted an experiment using our DSR implementation, with three nodes
arranged in aline. The experiment consisted of the node at one end of the line transferring a large amount
of data to the node at the other end of the line via a TCP connection. The nodes were mounted on cars
and positioned by driving the first and third cars in opposite directions away from the middle car as far
apart as possible, while still allowing both of the end nodes to successfully flood ping the middle node with
1024-byte packets. The flood ping tests were carried out serially, meaning that only one node was flood
pinging at atime, and a successful flood ping test was defined as sending ping packets as fast as possible
with mare than 99% of the ping ICMP EcHO REPLY packets being received over a 10 s sample. Once
positioned, the nodes remained stationary for the remainder of the test. For the purpose of discussion, let
node A be the TCP source, B the middle node, and C the TCP sink.

This is a particularly challenging scenario, not only because electromagnetic propagation is highly
variable, but because the specific setup of this test deliberately introduces the hidden terminal problem.
A number of times during runs of this test, we saw the DSR retransmission timer expire, creating ROUTE
ERRORs and subsequent ROUTE REQUESTS as the nodes attempt to restore connectivity.

As described in Section 2.5.1, Route Discovery in the current implementation of DSR operates by first
sending a non-propagating ROUTE REQUEST that the target node will answer with a ROUTE RepLY if the
target can directly recelvethe originator's REQUEST. If the originator doesnot receive aROUTE REPLY within
30 ms, it sends a propagating ROUTE REQUEST that floods through the network in a controlled fashion to
discover multi-hop routes to the target. In the testbed implementation, nodes do not generate replies based
on information in their Route Caches.

In order to obtain baseline performance metrics, we used our macf i | t er tool [71], which allows us
to create a synthetic propagation environment among nodes in a laboratory setting. The macfi | t er tool
was described in Section 6.3. We first made 5 independent TCP transfers of 1 MB each from node A to
node C. Over these5 transfers, TCP averaged 0.50 Mb/s (61 KB/s) with astandard deviation of 0.079 Mby/s.
When the same transfers were performed in the field with real radio propagation, however, the average data
rate was 0.12 Mb/s (14.65 KB/s) with a standard deviation of 0.025 Mb/s— only 25% of the throughput
measured in the lab. In fact, some of the 1 MB data transfers, which were set up to last for a maximum of
50 seconds, timed out before the entire megabyte could be transfered. In these cases, we report the average
datarate for the 50-second duration of the connections.

The TCP sequence number plot from a typical two-hop connection in the testbed implementation is
depicted in Figure 7.8. Sequence numbers marked with asmall dot were transmitted using the two-hop route
A—B—C, whereas sequence numbers marked ‘ x’ were transmitted using the one-hop route A—C. The
dashed vertical lines in the figure indicate when the TCP source A performed a Route Discovery consisting
only of a non-propagating ROUTE REQUEST, and the solid vertical lines indicate when a Route Discovery
consisting of both a non-propagating and a propagating ROUTE REQUEST occurred (by the rules of Route
Discovery, if the non-propagating REQUEST returns a REPLY, the propagating REQUEST is not sent).

The TCP connection in Figure 7.8 made very good progress for the first 9 seconds of the connection,
using almost exclusively atwo-hop route. However, during the time interval from 9 sto 22 s, the connection
makes almost no progress, sending about 30 KB in this 13 s interval. After processing a ROUTE ERROR
at 9 s, the TCP source (node A) initiates a Route Discovery. The non-propagating ROUTE REQUEST is
answered directly by node C, causing A not to send a subsequent propagating ROUTE REQUEST and thus to
use a single-hop route to node C. The poor quality of this single-hop link leads to repeated ROUTE ERRORS
and Route Discovery attempts. Finally, at 18 s, node A’s non-propagating ROUTE REQUEST fails to return
any REPLYsand so A transmits a propagating REQUEST. Thisresultsin the discovery of both the single-hop
route and the two-hop route through intermediate node B. By this time, TCP has backed off and does not
offer the next packet to the network until 22 s. Node A attempts to use the one-hop route that it discovered,
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Figure 7.8 A TCP sequence number plot for a 1 MB transfer over a two-hop route. The
vertical lines indicate the times at which the TCP source initiated Route Discovery; the
dashed lines indicate the times at which only a non-propagating ROUTE REQUEST was
transmitted and the solid lines indicate both a non-propagating and a propagating
ROUTE REQUEST.

107



x 10

10 // E

TCP Sequence Number
(]
T
~N
|

1k X pkt sent on 1-hop route ,
o pkt sent on >= 2-hop route

| | | | |
0 5 10 15 20 25 30 35 40 45 50
Time (s)

Figure 7.9 A TCP sequence number plot for a 1 MB transfer over a two-hop route when
the macfi | t er utility was used on both the source and destination nodes to prevent the
use of single-hop routes. The vertical lines indicate the times at which the TCP source
initiated Route Discovery (a non-propagating REQUEST followed by a propagating
REQUEST).
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finds that it does not work well, removes the one-hop route from its Route Cache, and begins using the
two-hop route. At this time, the connection again starts making progress. The same scenario of repeated
attempts to use a one-hop route occurs again during the intervals 25 sto 32 sand 35 sto 43 s.

Thisscenarioillustrates an important challenge for ad hoc network routing protocol s and argues strongly
that all routing protocols need some ability to remember which recently used routes have been tried and
found not to work. Even traditional distance vector-style protocols are subject to this problem, as they
attempt to minimize a single metric — usually hop count.

For example, if A, B, and C in the three-node scenario discussed above were all using a distance vector
routing protocol, A would sometimes hear advertisements from C. Since the direct route to C is more
optimal in terms of hop count than the route through the intermediate node B, A would attempt to send all of
its packetsdirectly to C until that direct route timed out. In other words, without sometype of local feedback
or other hysteresis, A will often try to send its packets directly to C, effectively black-holing most of these
packetssincethat link is so unreliable. Protocolssuch as Signal Stability based Adaptiverouting (SSA) [26]
may behave much better in this scenario.

7.6.2. The Potential Gain of Better Route Hysteresis

To evaluate the potential gain of having a mechanism that would prevent the repeated use of the poor
direct route from A to C, we emulated perfect routing information by using our macfi | t er to eliminate
the discovery of 1-hop routes. Figure 7.9 shows the TCP sequence number plot for a 1 MB transfer on
our testbed implementation using this “perfect routing.” The flat plateaus are no longer present, and the
throughput is 30% higher. The remaining Route Discoveries are triggered when packets are repeatedly lost
due to variation in wireless propagation, and technigues such as notifications to the TCP module could be
used to prevent the TCP stalls that follow these Route Discoveries.

7.6.3. Achieving Better Route Hysteresis

There are two basic approachesthat can be used to achieve better route hysteresis. Thefirst approach is for
the routing protocol to attempt to determine the root physical cause of the packet losses it sees, in order to
decide whether the losses represent a condition it should take action to avoid. The second approach is more
statistical in nature. Rather than determining the root cause of packet loss, the protocol acts in whatever
fashion appearsto statistically reduce the likelihood of packet losses.

Each approach has advantages and disadvantages. Using information such as received signal strength
and physical position would appear to make it easy to determine the root physical cause of a packet loss,
but determining the root cause of packet lossesis not possible in many situations and provides fragile and
rapidly changing solutions fraught with potential error in most situations. The statistical solutions have
the potential to be more robust, but | have not yet produced one | am happy with. A combination of the
two approaches has the best potential, but devel oping and eval uating these solutions is unfortunately left to
future work.

Improving Route Hysteresis by Using External Information

One source of the route hysteresis problem described in the sections aboveis that the routing protocol does
not have sufficient information to determine the root cause of alink failure. If the routing protocol was able
to determine whether alink failure was due to congestion, atemporary variation in signal propagation, or a
hard failure caused by complete separation of the two nodes, it would be able to better predict which links
will work in the future and be able to discover and use routes made of stable links.

Determining the root cause of alink failure, as indicated by receipt of a ROUTE ERROR message, is a
difficult task. On it's own, the routing protocol is capable solely of sending packets and receiving packets,
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and it determines which of the packets it sent were not received by the lack of an acknowledgment. In
order to determine the root physical cause for the lack of an acknowledgment, the routing protocol must be
provided with additional external information. Examples of external information include the position of the
nodes as determined by GPS, topographic maps of terrain and buildings, and the signal strength at which a
packet was received.

As a simple example of the use of external information, Hu has altered Route Maintenance in DSR to
send a special type of “soft” ROUTE ERROR whenever a packet is received with a signal strength less than
some configured level [42]. The soft ROUTE ERROR serves as notice to the packet’s originator that the route
it is using is becoming more error-prone, and enables it to perform a Route Discovery to find alternate
routes before the previous route has even broken. Hu reports that this technique significantly improved the
human-perceived quality of multimedia data streams being carried across the network.

In networks where each node knows its position (e.g., due to the use of GPS as in our network),
communicating nodes could use the location information propagated by the other nodes to model the
position of their correspondents. For example, after the DSR process running on A received several ROUTE
ERRORs for the link from A to C as described in Section 7.6.1 above, it could insert into its cache a marker
that would prevent it from using the link A—C, and thereby force it to use the better route A—B—C. A
would retain the negativeinformation in its cache until it finds that either node A or C has changed position
in some reasonably significant way.

An even more sophisticated approach could combine the signal strength at which the node received
RouTE REPLYS, the position of the hodes, and the mobility pattern of the nodesto estimate the probability of
successful communication over a particular route. Punnoose and colleagues have experimented with such
an approach and had some successwith it [92].

Improving Route Hysteresis Without External Information

As an alternative to using external information to deduce whether a link will work well or not, the routing
protocol can attempt to determine the trend in behavior of alink over time and thereby predict whether it
will have stable performancein the future. DSR already containsthe data structures necessary to implement
such amechanism. The Route Cache can be used to record the previous behavior of each link, and the Get
operation on the Route Cache can be written to prefer routes with only well behaved links [41].

Onepotential solution[51] isfor DSR to cacheanegativelink for eachlink for whichit receivesaRoOUTE
ERROR. The Get operation on the Route Cache would simply not return routes containing such negative
links, and attempts to insert a route into the cache that traverse the negative link would be prohibited. The
negative link would be deleted from the cache after a period based on the estimated rate of link fluctuation,
but would prevent DSR from repeatedly attempting to use the poor quality link. The drawbacks of this
solution are the difficulty of designing a strategy to pick a reasonable timeout value and the possibility that
the only way to reach some destinations may be over an unstable link (this solution would render such
destinations unreachable).

Another potential solutionisfor DSR to simply not remove links from its Route Cache when it receives
a RouTE ERROR for the link. Rather, DSR would increment a counter called | i nk _er r or s on the link.
When retrieving aroute to a destination from the Cache, the Get operation would sumthel i nk _errors
along each candidate route and prefer the route with the fewest errors. Among several available routesto a
destination, the most stable one would be chosen.

The drawback of thel i nk _er r or s schemeisthe difficulty of inventing arule for fairly updating the
I i nk_errors counterswhen new links are added to the Cache. For example, if there are two routesto a
destination in the Cache that have been in use for along period of time, both routes may have accumulated
alarge number of | i nk _er r or s. When a new route to the destination comprised of new linksis added
to the cache, those links will haverecordedno | i nk _er r or s yet and the new route will be preferred over
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the older routes. If the new route is of poor quality, it would be suboptimal to allow the new route to drop
as many packets as the old routes had before the new route’'s | i nk _er r or count catches up to the old
routes' and the old routes are chosen again. What is needed is a rule for retaining the relative ordering of
the old routes, but leveling the playing field so the new route starts out level with the best of the old routes.
The logic is non-trivial given that each link may be part of routes to many different destinations and we
would like to share the information about the number of link errors the link has experienced across al those
destinations.

7.7. Chapter Summary

Our testbed successfully demonstrates that DSR, and the on-demand mechanisms it embodies, can be
successfully implemented in real networks carrying meaningful traffic across multiple hops. The testbed
features 2 stationary nodes, 5 car-mounted nodesthat drive around the testbed site, and 1 car-mounted roving
node that enters and leaves the site. DSR not only routes packets between the nodesin the ad hoc network,
but it seamlessly integrates the ad hoc network into the Internet via a gateway. DSR was also extended to
integrate with Mobile IP, allowing nodes to roam transparently between the ad hoc network and normal 1P
subnets.

The testbed is novel among non-military testbeds in the completeness of its implementation and the
relatively large number of nodes that compriseit. Furthermore, among all ad hoc network testbeds, the rate
of topology changeis significantly greater than has been previously studied.

In analysis of datafrom runs of the testbed, we measured the jitter introduced by the network and found
that, even under a full load and without any special QoS handling, the network can support a Push-To-Talk
voice system. We also analyzed how the novel heuristic for the DSR-layer packet acknowledgment and
retransmission scheme allows nodes to rapidly adapt to changing levels of network congestion.

Finally, we demonstrated that the selection of routesthat are used in ad hoc networks must include some
form of hysteresisto prevent the use of routesthat exist only transiently. In particular, thischapter highlighted
the problems caused when packets occasionally travel further than the normal wireless transmission range,
a phenomenon that might appear neutral or beneficial at first glance. Our measurements of a full-scale
network also point out the need for further refinement of our simulation models of wireless propagation.
Whilethisisnot anew insight for Electrical Engineering researchersin radio communications, the dramatic
effects on routing protocols have not been previously addressed. Our experiences with the testbed have led
us to reexamine the wireless propagation model in the simulator and extend it with additional models of
packet loss.
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Chapter 8
Related Work

Most of the previouswork related to this thesisis described where appropriate in the preceding discussion.
This chapter ties up the remaining loose ends.

8.1. Routing Protocol Design

Ramanathan and Steenstrup [93] and Royer and Toh [98] both provide an excellent survey of routing
protocols designed for use in ad hoc networks. Three other routing protocols with very different designs
than DSR, namely DSDV, TORA, and AODV, were briefly described in Section 5.1.

The earliest protocol that | know of with a structure similar to DSR was created as part of the DARPA
PRNET project [58]. This protocol [59] used source routes for controlling the forwarding of packets
across an ad hoc network, and could use a flooding mechanism like basic Route Discovery to find these
source routes. It does not appear to include the notion of Route Caches, Route Maintenance, or any of
the optimizations to Route Discovery described in this thesis. The origina inspiration for DSR came
from considering how ARP [88] could be extended to handle networks where some nodes may beyond
the sender’s wireless transmission range, reachable only via a series of multiple hops. When all nodes are
directly reachable, ARP is the only routing protocol required. The resulting multi-hop form of the protocol
isalso similar to IEEE 802.3 Source Routing Bridges [87].

Brayer [15] proposed aprotocol that is based on sourceroutesfor usein satellite networks. However, the
protocol differs significantly from DSR in two ways. First, the protocol uses the exchange of source routes
to build hop-by-hop routing tables. Second, its Route Discovery method is based on random forwarding.
Unlike in DSR, where packets are routed according to a source route choosen by the packet’s originator,
in Brayer's protocol nodes who do not know how to reach a destination simply transmit the packet to a
randomly choosen neighbor. The assumptions are that the packet will evenutually find its destination and
that it will build up useful hop-by-hop routing state in each of the nodes it passes through while traversing
the network, reducing the need for random forwarding in thefuture. The protocol was evaluated on networks
with restricted topologies, and it is unclear how it would perform in the more general topologies used in the
experiments reported in this thesis.

DSR has dready had a significant impact on the devel opment of routing protocols for ad hoc networks.
Many of the other ad hoc network routing protocol proposed after DSR either incorporate DSR itself, are
based on the DSR framework of Route Discovery and Route Maintenance, or include DSR’s component
mechanisms.

The Zone Routing Protocol (ZRP) [38, 37, 39] is aframework for routing in ad hoc networks that uses
aperiodic Intra-zone Routing Protocol for creating and routing inside clusters. It uses an on-demand I nter-
zone Routing Protocol for routing between clusters, and the designers of ZRP suggest DSR as a candidate.
Several of the optimizations proposed for improving the efficiency of the ZRP Inter-zone Routing Protocol
also appear similar to DSR optimizations to Route Discovery.

The Cluster Based Routing Protocol (CBRP) [47] usesaclustering protocol to elect and maintain cluster
heads, but then uses DSR for routing packets between clusters. Signal Stability based Adaptive routing
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(SSA) [26] and Associativity Based Routing (ABR) [106, pp. 303-306] each use a scheme like DSR for
routing, but chooses routes based on the length of time the routes component links have been receiving
packets with strong signal levels.

AODV [85, 86] is a routing protocol for ad hoc networks that combines mechanisms from both DSR
and DSDV [83]. However, the two protocols are fundamentally different, as AODV is based on hop-by-
hop routing, rather than on source routing like DSR. AODV constructs routes on-demand using a Route
Discovery mechanism like DSR’s, but its hop-by-hop nature requiresit to use hard-state sequence numbers
(adapted from DSDV) in order to prevent routing loops. Hop-by-hop routing in AODV eliminates the need
for a source route in each data packet, which reduces the byte overhead of the protocol, but at the cost of
dramatically increasing packet count overhead due to missed opportunitiesfor optimizations. The path-state
extension[70, 16] to DSR will reduce source route overhead while maintaining the properties of DSR, such
as route shortening and support of asymmetric routes, that AODV does not contain and that rely on the
existence of source routesin some form.

Researchers both inside and outside the Monarch Project are now working to add additional features
to the basic DSR framework. Castaneda and Das have developed a query-localization optimization that
operates as part of Route Discovery to reduce the overhead of finding a new route to a destination when
a route that had been in use breaks [18]. Ko and Vaidya extended DSR’s Route Discovery mechanism
using Global Positioning System (GPS) information to direct the ROUTE REQUEST towards the area mostly
likely to contain the targeted node [63]. Gerla has developed cluster algorithms that improve the scalability
of Route Discovery [35]. Hu has developed a more sophisticated Route Cache data structure that enables
DSR to operate as an on-demand, loosely consistent Link State protocol [41]. | have devel oped extensions
to DSR that enable the explicit management of network resources, such as battery power and the use of
bandwidth, in order to provide better-than-best-effort Quality of Service[70, 16]. Examplesof such services
providing delay bounds, guaranteed buffer space at intermediate nodes in the network, and notifications of
the bandwidth available to traffic flowing to destinationsin the network.

8.2. Routing Protocol Simulation and Evaluation

Before the Monarch Project developed our extensions to the ns-2 simulator, most academic research work
was being done in simulators that grossly failed to model the ad hoc environment. The failures of these
simulatorsto accurately model the environment misled protocol designers, who received erroneous feedback
in their attempts to refine their protocols.

As an example of earlier smulators, one simulator modeled the network as a “densely-connected
honeycomb” with constant node density. There is no notion of node mobility. Each node is connected to
a fixed set of neighbors by separate links that cycle between an active and an inactive state independent
of al other links. The links are error-free, and no dynamics below the network layer are modeled. Radio
propagation, medium access, collisions, and physical node mobility are completely ignored; it is even
possible for a node to correctly receive two simultaneous transmissions. In the simulation, link transitions
cause interrupts that give the protocols immediate feedback whenever a link goes up or down. However,
in reality, a node can only detect that a link has broken if it is trying to use the link or if it fails to receive
expected periodic beacons over it, and a node can only recognize the existence of a new neighbor when it
receives a packet from that neighbor.

Another earlier simulator was used by Park and Corson [80] to analyze TORA, comparing it to an
“idealized” link state routing protocol. Their results show TORA delivering over 90% of its packetsin all
cases, but these results are different from ours (Chapter 5) because of the many simplifications they made
in simulating the environment. In order to avoid congestion, their simulation used a packet transmission
rate of only 4, 1.5, or 0.6 packets per minute per node. Simulations were run for 2 hours, the mean time
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between failure for linkswas varied from 32 minutesto 1 minute, and the average network connectivity was
artificially held constant at either 90%, 70%, or 50%. The protocol on which TORA is, in part, based [21]
was also evaluated using an earlier simulator, but the simulator used in that study had the same problems as
the simulator used by Park and Corson, and the metrics used are incomparable to ours.

| previously simulated DSR [51] using the same Random Waypoint mobility model asin thisthesis, but
with a simulator that lacked both a realistic model of radio propagation and a realistic MAC layer such as
IEEE 802.11. With these pieces missing, the problem faced by the routing protocol is greatly smplified
and leads to questionable results. For example, in the early work, propagation delay, capture effects, MAC-
layer callisions, and the effects of congestion due to large packet sizes are unaccounted for. Furthermore,
broadcast and unicast packets were delivered with the same probability, and, as noted in Section 5.4.3, this
is not arealistic assumption.

The range of topologies DSR was subjected too was also much more limited, since that study did not
consider networks with more than 24 nodes, and the maximum network diameter was 4 hops. Movement
speeds ranged from 0.3 to 0.7 m/s, with the nodes moving about in a 9m x 9m space using short-range
infrared wireless transmitters with a 3-meter range.

Using our current ns-2 simulator, Johansson et. al [48] compared the performance of DSR with AODV,
but in scenarios they created to resemble specific real-world applications. They found that DSR showed
consistently good performance. In the few settings and metrics where DSR performed worse than other
protocols, they attribute the performance to DSR’s increased byte overhead causing congestion effects. As
noted earlier, DSR’s byte overhead results mainly from an explicit source route on each packet, and | have
designed extensions to the protocol that eliminate this overhead.

Contemporaneously with the development of our ns-2 simulator, Bargrodia and colleagues developed
another simulator package, PARSEC [4], that supports modeling of wireless ad hoc networks. PARSEC
grew out of an earlier smulation language called Maise[7], and it isbased on avariant of the C languagethat
has been extended to support the implementation of event handlers for a discrete-event simulation. Unlike
ns-2, PARSEC is not open-source.

Our extensions to ns-2 have now been incorporated into the mainline ns-2 distribution. Many research
groups are actively using our extensionsto support their own research on ad hoc networks, including groups
a INRIA [1], The University of Illinois at Urbana-Champaign [75, 103], Columbia University [8], the
Swedish Institute of Computer Science [31], the University of California at Santa Cruz [97], Ericsson [8,
48], the University of Maryland at College Park [46], UCLA [67], Microsoft Research [108], the University
of Pennsylvania, the University of Texas at Dallas, Texas A&M, Nokia, Telcordia, and many others.

8.3. Metrics for Analyzing Protocols

The metrics used in this thesis are not the only possible metrics for use in analyzing routing protocols for
ad hoc networks. Theset of metrics used in thisthesiswere chosen by selecting thosethat concisely captured
salient characteristics of the protocols. | considered many other metrics, and other researchers have used
still others.

In the first evaluation of DSR, | used two metrics. Instead of measuring routing overhead, | calculated

number of transmissions
optimal number of transmissions

Conceptually, the metric measuresthe number of transmissionsrequired for each transmission that did useful
work in getting a packet closer to its destination. The “number of transmissions’ counts the total number
of packets transmitted during the simulation (data and routing), while “optimal number of transmissions’
calculates the minimum number of transmissions that should have been needed to deliver each of the data
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packets to their destinations if perfect routing information were available. Thus, the expression measures
thework efficiency of the routing protocol, with value of 1.0 indicating zero overhead. The metric represents
asummary of the work efficiency of the entire system, however, including all layers of the network stack.
For example, packets dropped at intermediate nodes in the network count only against the number of
transmissions, and so penalize the work efficiency when the link-layer fails to deliver a packet along a
perfectly valid route provided by the network layer. The metric can be useful as a summary of the work
efficiency of the entire system, but it lumps together all the factors that contribute to the overhead of the
system and preventsfactoring out the cost of the routing protocol alone, which the metrics used in thisthesis
permit.

Alsointheseearlier simulations, | characterized the path optimality of the routing protocol by reporting
the ratio of the average route length used to the optimal route length that could have been used if the routing
protocol had perfect information. However, | did not report the actual route lengths used, and since both
numbers are averages, this ratio tended to blur the ability to see the dynamics of the protocol. Asaresult,
in this thesis | adopt the clearer convention and present path optimality data as the difference between the
optimal and actual path lengths used. | separately show the distribution of shortest possible paths, which
both helps characterize the scenarios and provides context for the path optimality numbers.

In a paper describing an early routing protocol based on a link reversal algorithm [21], as described
in Section 8.2, Corson and Ephremides introduce the metric of routing power, which was defined as the
“average message throughput divided by the average message delay.” This metric is not comparable to
metrics used in this thesis and conveys less information than would separately presenting the average
throughput and average delay.

Corson aso evaluated TORA on the metrics of “bandwidth utilization”, “mean message packet delay”,
and " message packet throughput.” Bandwidth utilization includes both routing and data packets, and so it
contains the information that | have broken out into routing overhead and path optimality. The message
packet throughput metric isidentical to my packet delivery ratio.

Mean packet delay measuresthe latency of a packet from thetime it entersthe network until it arrives at
its destination. For any individual packet, the metric’s value dependson the latency of protocol mechanisms
(such as Route Discovery), the level of network congestion, and in some sense the routing overhead, since
the more routing packets there are, the longer data packets will have to queue waiting for transmission. In
comparing protocols, | did not measure delay, since the mean packet delay is mostly afunction of properties
of the routing protocol for which | was not trying to control. Individual data packetswill either experience
the delay of a Route Discovery or they will not, so it isbetter to report the delay caused by a Route Discovery
and the frequency of Route Discovery, as | have done, than to divide up the latency of a Route Discovery
over the many data packets sent using routes discovered by that Route Discovery and report the mean packet
delay. When the latency of Route Discovery is subtracted out, mean packet delay in the ad hoc networks
| have studied is primarily a function of queuing delay and media acquisition time. While a QoS sensitive
routing protocol might change its behavior or routing decisions based on QoS factors, such as the queue
lengths or media acquisition times at nodes in the network, at the time this thesis was written none of the
protocols | studied attempted to control these QoS factors.

8.4. Direct Emulation of Ad Hoc Networks

Kevin Fall created the initial emulation support inside the ns-2 simulator and has used it for experimenting
with TCP performance via the modulation of a simulated network link [29]. My direct emulation system
extends Fall’s work by using the ssmulator to emulate the entire network, including routing layer, link
layer, and physical layer effects. | have also constructed the tools needed to easily develop scenarios for
the emulation system. The ad- hockey tool permits both the creation of scenarios and the visualization
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of a scenario as the emulation system recreates it. Working with Ke, | have extended the simulator with
additional optimizations and modifications to improve the real-time performance of the simulator, such as
adding copy-by-referencefor the live packet objects and the use of the Intel Pentium’s nanosecond resolution
clock. Findly, | have developed a methodology for validating that the emulation system is not introducing
significant artifacts, and extended ns-2 with the additional logging necessary to carry out this validation.
Previous reports of emulation work have not attempted a validation of the emulation system, while we
provide both a quantitative and qualitative description of the emulation artifacts.

Researchers at BBN have created a link-layer emulation of ad hoc networks based on trace modulation
that is more sophisticated than my independently created macf i | t er system (Section 6.3). They use one
logical machinefor each nodein the network, and on acentral server they precal culate the path loss between
al pairs of locations in the emulated terrain using a terrain-based propagation model. The central server
is configured with the nodes' movement patterns, and it periodically pushes out to each node the node’s
current path loss to all other nodes. The nodes then use these path loss figures to calculate the probability
that they will receive a packet sent by another node [27].

My direct emulation system differs from the BBN emulation system and fromthemacf i | t er scheme
intwo ways. First, direct emulation avoidsthe need to have onelogical node per node in the network, which
can dramatically reduce the equipment requirement. Second, direct emulation can model the interaction of
individual packets and detect individual collisions, where the other methods can model only the average
packet lossbehavior. Thisability to model individual packet fatesis extremely useful in debugging protocols.
For example, apathol ogic behavior where many nodesall transmit apacket at the sametime (e.g., inresponse
to the receipt of a broadcast packet) will show up clearly in direct emulation and not in a trace modulation
method.

Another implementation of network emulation, called dummyNet, was developed by Rizzo [96]. The
dummyNet system is a form of trace modulation, where the logical channel is implemented by code in a
special virtual network interface. The delay, bandwidth, and packet loss rate of all packets routed through
the network interface can be controlled, though it appears that the equivalent of our trace files are intended
to be constructed manually. A system similar to dummyNet was used in the evaluation of TCP Vegas by
Ahn and Danzig [2].

8.5. Testbeds

Very few testbeds for multi-hop ad noc networks have been constructed, and almost no documentation of
experiments on these testbeds exists in the public domain. According to our knowledge of the unclassified
literature on mobile network testbeds, we believethat our testbed has produced the highest rate of topol ogical
change of any testbed thus far built. Unfortunately, aside from the testbed described in this thesis, the most
advanced tests have been conducted by the military, and the results of these tests are not available without a
security clearance.

Both the SURAN [9] and PRNET projects [59] conducted field experiments of their systems, but the
tests in the open literature describe scenarios with few nodes in which only afew (i.e., two or three) links
break and form during arun. During a February 1998 test of the NTDR system [100] at Fort Huachuca,
approximately 60 nodes participated in the network, with about a dozen of them moving. The network
successfully carried video traffic from cameras mounted on the moving nodes, but | do not know of any
more detailed performance results [28]. The Task Force XXI Advanced Warfighting Experiment sought to
build and deploy aTactical Internet [33], but personal communication indicates the experiment was not very
successful, with Packet Delivery Ratios around 30% in some cases.

There are now many ongoing efforts to build more testbeds for ad hoc networking. Royer and Perkins
areworking on animplementation of the AODV protocol, but it was not compl ete as of November 2000[99].
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Toh and his students have started on the implementation of atestbed, but there is no published information
available about it.
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Chapter 9

Conclusions

The ability for nodes to form ad hoc networks in the absence of communication infrastructure is a critical
area of current research. There are existing communication needs which ad hoc networks can meet, such as
military and commercial applications, and the development of ad hoc network technology will enable new
classes of applications. With the potentia for low cost deployment and high availability, coupled with the
dropping costs of wireless transceivers, ad hoc networks are becoming economically and technologically
feasible right now.

9.1. Thesis Summary

The major conclusions of the work presented in this thesis fall into three general areas.

e First, careful simulation analysis of the on-demand mechanisms that make up the DSR protocol
show that the latency of Route Discovery is reasonable, that the cost of Route Discovery can be
effectively controlled by localization, and that Route Maintenance allows Route Caches to be used
while minimizing the loss of packets due to stale cache data. Chapter 4 raised four major risks that
come with the use of on-demand mechanismsin arouting protocol, and then used datameasured from
simulations of DSR to show that these risks can be mitigated.

When the performance of DSR, intermsof packet |ossrate and routing protocol overhead, iscompared
with that of three other routing protocols designed for use in multi-hop ad hoc networks, DSR
significantly outperforms the other protocols across a wide range of scenarios. As explained in
Chapter 5, two overall trends in this study were clearly visible. The first trend is that the more on-
demand behavior a protocol uses, the better it performs. The second trend is that protocols perform
better the more they are able to reduce the number of nodes that must react to a topology change.

e Second, emulating ad hoc networks hastremendousvalue, sinceit providesan easy way to experiment
with protocols and applications without the hassle of a physical testbed. The experiments described
in Chapter 6 show how emulation enabl es the testing of protocol implementations, and the value such
testing provides. Emulation of ad hoc networks is not only possible, it is possible for interesting
scenarios. For example, a 400 MHz Pentium |11 can easily handle scenarios with 16 nodes and a
total of 100 packets being sent per second— modern processors can presumably handle substantially
larger scenarios.

e Finally, the ultimate test for any protocol is to deploy it in one of the environments for which it
was designed and measure it to determine if it operated successfully. DSR has successfully been
implemented in areal 8-node network carrying meaningful traffic across multiple hops. Chapter 7
described the network and several lessonslearned fromworking withit. Of greatestimportancearethe
problems caused when packets occasionally travel further than normal wireless transmission range, a
phenomenon that might appear neutral or beneficial at first glance. However, the phenomenon means
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that routing protocols need some form of hysteresis in the selection of routes to prevent the use of
routes that exist only transiently.

9.2. Thesis Contributions

This thesis has provided a proof-by-demonstration that a practical, very dynamic, ad hoc network can be
built and has described tools that make the area of ad hoc network research more accessible to others. In
more detail, the thesis makesthree main contributionsin the areas of protocol design, research methodology,
and toolsto support future research.

Intheareaof protocol design, | have quantitatively shown the value of on-demand mechanismsin routing
protocols for ad hoc networks. | have also examined in detail how the performance of several on-demand
mechanismsinteract to create the DSR protocol. Through the comparison of four different routing protocols
for ad hoc networks, | identified behaviors in each protocol that had not previously been understood, and
provided an explanation for the behavior. The characterization of the on-demand mechanisms and routing
protocol behavior should help guide future designers in developing DSR or other protocols. The final
contribution in this areais the DSR protocol itself, a complete protocol which has already demonstrated its
usefulnessin aredlistic setting as part of our ad hoc network testbed.

In the area of research methodology, | have devel oped a series of metricsfor analyzing routing protocols
and the Random Waypoint movement model which have become widely adopted among researchersin the
area. | have also developed novel metrics, such as discovery containment, that help explain the behavior
and cost of Route Discovery. A final contribution in this area is the methodology for directly emulating
ad hoc networks, which enablesthe users of ad hoc networks to experiment easily with the behavior of their
applicationsin an ad hoc network without the cost of actually deploying a complete network.

In the area of tool generation, | have participated in the design, development, and testing of numerous
tools that others have aready used to further research in the area. The simulator, the emulator, the testbed,
and their associated tools and scripts are among the concrete contributions of this thesis.

9.3. Future Work

Numerous areas for future research are described throughout this thesis, with the improvement of direct
emulation and the development of larger testbeds among the most exciting opportunities.

Increased refinement of the routing protocols for ad hoc networks will aways be possible. With the
tools developed as part of this thesis, hopefully these refinements can be directed towards the areas that
will most dramatically improve the performance of the protocols in real-world deployments. For DSR in
particular, significant improvements in its performance have been realized through research on the Route
Cache data structure [41], and there are potentially other savings available.

Another area for research in DSR and other protocols is the development of general control packet
aggregation schemes. The number of control packets transmitted by DSR could be reduced if nodes had
rulesfor buffering control packets, such as ROUTE REPLY s, for short periodsto allow multiple control packets
to be aggregated together. Such techniques would likely involve the use of timer-based mechanisms. As
with the LRU cache policies described in Section 4.5.3, if well-tuned the mechanisms could improve the
performance of DSR, but such tuning is difficult and must be performed for each particular environment
and would violate the pure on-demand nature of DSR that has been the basis of this research.

This thesis has not directly addressed Quality of Service issuesfor ad hoc networks, and this area has
been receiving extensive attention recently, as described in Section 8.1.
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Even without this future work, multi-hop ad hoc networks are ready for deployment in actual applica-
tions. Ultimately, it will be the analysis of these deployed systems and peopl€e’s usage of them that leadsto
the next set of innovationsin ad hoc networks.
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Appendix A

Specification of the Dynamic Source Routing
Protocol

The Internet Engineering Task Force (IETF) [44] is the body responsible for developing standards for the
Internet. The IETF is divided into Working Groups, each Working Group being chartered by the IETF to
address a specific issue. The Mobile Ad Hoc Network (MANET) working group was chartered in 1997 to
propose for standardization protocolsfor routing in mobile ad hoc networks. The working documents of the
IETF are called Internet Drafts, and, through historical accident, the final standards documents are called
Request for Comments (RFCs).

This appendix contains the text of an Internet Draft submitted to the MANET working group on
October 22, 1999 that defines the Dynamic Source Routing Protocol as it existed at that time. Thistext is
the third revision of the document, and it is the best available description of the version of DSR used in this
thesis. Since, at that time, DSR was being constantly evolved as a result of our experiments, the document
captures only a snapshot of the protocol features that were deemed ready for public dissemination.
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IETF MANET Working Group Josh Broch
INTERNET-DRAFT David B. Johnson
David A. Maltz

Carnegie Méllon University

22 October 1999

The Dynamic Source Routing Protocol for Mobile Ad Hoc Networks

<draft-ietf-manet-dsr-03.txt>

Abstract

Dynamic Source Routing (DSR) isarouting protocol designed specifically for usein mobilead hoc networks.
The protocol allows nodes to dynamically discover a source route across multiple network hops to any
destination in the ad hoc network. When using source routing, each packet to be routed carriesin its header
the complete, ordered list of nodes through which the packet must pass. A key advantage of source routing
is that intermediate hops do not need to maintain routing information in order to route the packets they
receive, since the packetsthemselvesalready contain all of the necessary routing information. This, coupled
with the dynamic, on-demand nature of DSR’s Route Discovery, completely eliminates the need for periodic
router advertisementsand link status packets, significantly reducing the overhead of DSR, especially during
periods when the network topology is stable and these packets serve only as keep-alives.

A.1l. Introduction

This document describes Dynamic Source Routing (DSR) [49, 51], a protocol developed by the Monarch
Project [53, 91] at Carnegie Mellon University for routing packetsin a mobile ad hoc network [22].

Source routing is arouting technique in which the sender of a packet determines the complete sequence
of nodes through which to forward the packet; the sender explicitly lists this route in the packet’s header,
identifying each forwarding "hop" by the address of the next node to which to transmit the packet on its way
to the destination node.

DSR offers a number of potential advantages over other routing protocols for mobile ad hoc networks.
First, DSR uses no periodic routing messages of any kind (e.g., no router advertisements and no link-level
neighbor status messages), thereby significantly reducing network bandwidth overhead, conserving battery
power, reducing the probability of packet collision, and avoiding the propagation of potentially large routing
updates throughout the ad hoc network. Our Dynamic Source Routing protocol is able to adapt quickly to
changes such as node movement, yet requires no routing protocol overhead during periodsin which no such
changes occur.

In addition, DSR has been designed to compute correct routes in the presence of asymmetric (uni-
directional) links. In wireless networks, links may at times operate asymmetrically due to sources of
interference, differing radio or antenna capabilities, or the intentional use of asymmetric communication
technology such as satellites. Due to the existence of asymmetric links, traditional link-state or distance
vector protocols may compute routes that do not work. DSR, however, will alwaysfind a correct route even
in the presence of asymmetric links.
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A.2. Changes

Changes from version 02 to version 03 (10/1999)

e Added description of path-state and flow-state maintenance (Section A.10). These extensionsremove
the need for every data packet to carry a source route, thereby decreasing the byte-overhead of DSR.
They also provide aframework for supporting QoS inside DSR networks.

A.3. Assumptions

We assume that all nodes wishing to communicate with other nodes within the ad hoc network are willing
to participate fully in the protocols of the network. In particular, each node participating in the network
should also be willing to forward packets for other nodes in the network.

We refer to the minimum number of hops necessary for a packet to reach from any node located at one
extreme edge of the network to another node |l ocated at the opposite extreme, asthe diameter of the network.
We assume that the diameter of an ad hoc network will be small (e.g., perhaps 5 or 10 hops), but may often
be greater than 1.

Packets may be lost or corrupted in transmission on the wireless network. A node receiving a corrupted
packet can detect the error and discard the packet.

We assume that nodes can enable promiscuous receive mode on their wireless network interface hard-
ware, causing the hardware to deliver every received packet to the network driver software without filtering
based on link-layer destination address. Although we do not require this facility, it is for example common
in current LAN hardware for broadcast media including wireless, and some of our optimizations take ad-
vantage of its availability. Use of promiscuous mode does increase the software overhead on the CPU, but
we believe that wireless network speeds are more the inherent limiting factor to performance in current and
future systems. We also believe that portions of the protocol are also suitable for implementation directly
within a programmable network interface unit to avoid this overhead on the CPU.

A.4. Terminology

A.4.1. General Terms

link A communication facility or medium over which nodes can communicate at the link layer, such asan
Ethernet (ssimple or bridged). A link isthe layer immediately below IP.

interface A node's attachment to alink.
prefix A bit string that consists of some number of initial bits of an address.

interface index An 7-bit quantity which uniquely identifies an interface among a given node’sinterfaces.
Each node can assign interface indices to its interfaces using any scheme it wishes.

The index IF_INDEX_MA is reserved for use by Mobile IP [82] mobility agents (home or foreign
agents) toindicate that they believethey can reach adestination viaaconnected internet infrastructure.
Theindex IF_INDEX_ROUTER isreserved for use by routers not acting as Mobile IP mobility agents
to indicate that they believe they can reach the destination via a connected internet infrastructure.

Thedistinction between the index for mobility agents and theindex for routers, allows mobility agents
to advertise their existence “for free”. A node that processes a routing header listing the interface
index IF_INDEX_MA, can then send aunicast Agent Solicitation to the corresponding addressin the
routing header to obtain complete information about the mobility services being provided.
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link-layer address A link-layer identifier for an interface, such as|EEE 802 addresses on Ethernet links.

packet An IP header plus payload.

piggybacking Including two or more conceptually different types of datain the same packet so that all
data elements move through the network together.

home address AnIP addressthat is assigned for an extended period of time to amobile node. It remains
unchanged regardless of where the node is attached to the Internet [82]. If a node has more than one

home address, it SHOULD select and use a single home address when participating in the ad hoc
network.

source route A source route from a node S to some node D is an ordered list of home addresses and
interface indexes that contains all the information that would be needed to forward a packet through
the ad hoc network. For each node that will transmit the packet, the source route provides the index
of the interface over which the packet should be transmitted, and the address of the node which is
intended to receive the packet.

DSR Routing Headers as described in Section A.7.3 use a more compact encoding of the source route
and do not explicitly list address S in the Routing Header*, sinceit is carried asthe | P Source Address
of the packet.

A sourceroute is described as “broken” when the specific path it describesthrough the network is not
actually viable.

Route Discovery The method in DSR by which a node S dynamically obtains a source route to some
node D that will be used by S to route packets through the network to D. Performing a Route
Discovery involves sending one or more Route Request packets.

Route Maintenance The processin DSR of monitoring the status of a source route while in use, so that
any link-failures along the source route can be detected and the broken link removed from use.
A.4.2. Specification Language

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC 2119 [14].
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A.5. Protocol Overview

A.5.1. Route Discovery and Route Maintenance

A source routing protocol must solve two challenges, which DSR terms Route Discovery and Route
Maintenance. Route Discovery isthe mechanismwhereby anode S wishing to send a packet to adestination
D obtains a source route to D.

Route Maintenanceis the mechanism whereby S is ableto detect, while using a source routeto D, if the
network topology has changed such that it can no longer useits route to D because alink aong the route no
longer works. When Route Maintenance indicates a source route is broken, S can attempt to use any other
route it happensto know to D, or can invoke Route Discovery again to find a new route.

To perform Route Discovery, the source node S link-layer broadcasts a Route Request packet. Here,
node S is termed the initiator of the Route Discovery, and the node to which S is attempting to discover a
source route, say D, istermed the target of the Discovery.

Each node that hears the Route Request packet forwards acopy of the Request, if appropriate, by adding
its own address to a source route being recorded in the Request packet and then rebroadcasting the Route
Request.

The forwarding of Route Requests is constructed so that copies of the Request propagate hop-by-hop
outward from the node initiating the Route Discovery, until either the target of the Request is found or until
another nodeis found that can supply aroute to the target.

The basic mechanism of forwarding Route Requests forwards the Request if the node (1) is not the
target of the Request, (2) is not already listed in the recorded source route in this copy of the Request, and
(3) has not recently seen another Route Request packet belonging to this same Route Discovery. A node
can determine if it has recently seen such a Route Request, since each Route Request packet contains a
uniqueidentifier for this Route Discovery, generated by the initiator of the Discovery. Each node maintains
an LRU cache of the unique identifier from each recently received Route Request. By not propagating any
copies of a Request after the first, the overhead of forwarding additional copies that reach this node along
different pathsis avoided.

In addition, the Time-to-Live field in the IP header of the packet carrying the Route Request MAY be
used to limit the scope over which the Request will propagate, using the normal behavior of Time-to-Live
defined by IP[89, 13]. Additional optimizations on the handling and forwarding of Route Requestsare also
used to further reduce the Route Discovery overhead.

When the target of the Request (e.g., node D) receives the Route Request, the recorded source route in
the Request identifies the sequence of hops over which this copy of the Request reached D. Node D copies
this recorded source route into a Route Reply packet and sends this Route Reply back to the initiator of the
Route Request (e.g., node S).

All source routes learned by a node are kept in a Route Cache, which is used to further reduce the cost
of Route Discovery. When a node wishes to send a packet, it examinesits own Route Cache and performs
Route Discovery only if no suitable source route is found in its Cache.

Further, when some intermediate node B receives a Route Request from S for some target node D, B
not equal D, B searchesits own Route Cache for aroute to D. If B finds such aroute, it might not have to
propagate the Route Request, but instead return a Route Reply to node S based on the concatenation of the
recorded source route from S to B in the Route Request and the cached route from B to D. The details of
replying from a Route Cache in thisway are discussed in Section A.9.1.

As anode overhears routes being used by others, either on data packets or on control packets used by
Route Discovery or Route Maintenance, the node MAY insert those routes into its Route Cache, leveraging
the Route Discovery operations of the other nodesin the network. Such route information MAY be learned
either by promiscuously snooping on packets or when forwarding packets.
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A.5.2. Packet Forwarding

To represent a source route within a packet’s header, DSR uses a Routing Header similar to the Routing
Header format specified for |Pv6, adapted to the needs of DSR and to the use of DSR in IPv4 (or in IPv6
in the future). The DSR Routing Header uses a unique Routing Type field value to distinguish it from the
existing Type 0 Routing Header defined within IPv6 [25].

Toforward apacket, areceiving nodeN simply processesthe Routing Header asspecifiedin Section A.8.3
and transmits the packet to the next hop. If aforwarding error occurs along the link to the next hop in the
route, this node N sends a Route Error back to the originator S of this packet informing S that thislink is
"broken”. If node N's Route Cache contains a different route to the destination of the original packet, then
the packet is salvaged using the new source route (Section A.8.5). Otherwise, the packet is dropped.

Each node overhearing or forwarding a Route Error packet also removes from its Route Cache the link
indicated to be broken, thereby cleaning the stale cache data from the network.

A.5.3. Multicast Routing

At this time DSR does not support true multicasting. However, it does support the controlled flooding of a
data packet to all nodes in the network that are within some number of hops of the originator. While this
mechanism does not support pruning of the broadcast tree to conserve network resources, it can be used to
distribute information to nodes in the network.

When an application on a DSR node sends a packet to a multicast address, DSR piggybacks the
data from the packet inside a Route Request packet targeted at the multicast address. The normal Route
Request distribution scheme described in Sections A.5.1 and A.8.4 will result in this packet being efficiently
distributed to all nodes in the network within the specified TTL of the originator. The receiving nodes can
then do destination address filtering on the packet, discarding it if they do not wish to receive multicast
packets destined to this multicast address.

A.6. Conceptual Data Structures

In order to participate in the Dynamic Source Routing Protocol, anode needsfour conceptual datastructures:
a Route Cache, a Route Request Table, a Send Buffer, and a Retransmission Buffer. These data structures
MAY be implemented in any manner consistent with the external behavior described in this document.

A.6.1. Route Cache

All routing information needed by a node participating in an ad hoc network using DSR is stored in a Route
Cache. Each node in the network maintains its own Route Cache. The node adds information to the Cache
asit learns of new links between nodes in the ad hoc network, for example through packets carrying either
a Route Reply or a Routing Header. Likewise, the node removes information from the cache as it learns
existing links in the ad hoc network have broken, for example through packets carrying a Route Error or
through the link-layer retransmission mechanism reporting afailure in forwarding a packet to its next-hop
destination. The Route Cacheisindexed logically by destination node address, and supports the following
operations:

void Insert(Route RT) Insertsinformation extracted from source route RT into the Route Cache.
Route Get(Node DEST) Returns a source route from this nodeto DEST (if one is known).
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void Delete(Node FROM, Interface INDEX, Node TO) Removes from the route cache any routes
which assume that a packet transmitted by node FROM over its interface with the given INDEX
will be received by node TO.

Each implementation MAY choose the cache replacement and cache search strategies for its Route
Cache that are most appropriate for its particular network environment. For example, some environments
may choose to return the shortest route to a hode (the shortest sequence of hops), while others may select
an alternate metric for the Get() operation.

The Route Cache SHOUL D support storing more than one source route for each destination.

If there are multiple cached routes to a destination, the Route Get() operation SHOULD prefer routes
that do not traverse a hop with an interface index of IF_INDEX_MA or IF_INDEX_ROUTER. This will
prefer routes that lead directly to the target node over routes that attempt to reach the target via any internet
infrastructure connected to the ad hoc network.

If anode S is using asource route to some destination D that includesintermediate nodeN, S SHOULD
shorten the route to destination D when it learns of a shorter route to node N than the one that is listed as
the prefix of its current route to D.

A node S using a source route to destination D through intermediate node N, MAY shorten the source
route if it learns of a shorter path from node N to node D.

The Route Cache replacement policy SHOULD allow routes to be categorized based upon " preference”,
where routes with a higher preferences are less likely to be removed from the cache. For example, a node
could prefer routes for which it initiated a Route Discovery over routes that it learned as the result of
promiscuous snooping on other packets. In particular, a node SHOULD prefer routes that it is presently
using over those that it is not.

A.6.2. Route Request Table

The Route Request Tableisacollection of records about Route Request packetsthat were recently originated
or forwarded by this node. The table isindexed by the home address of the target of the route discovery. A
record maintained on node S for node D contains the following:

e Thetimethat S last originated a Route Discovery for D.
e Theremaining amount of timethat S must wait before the next attempt at a Route Discovery for D.
e TheTimeto-live (TTL) field in the IP header of last Route Request originated by S for D.

e A FIFO cache of the last ID_FIFO_SIZE Identification values from Route Request packets targeted
at node D that were forwarded by this node.

Nodes SHOULD use an LRU policy to manage the entries of in their Route Request Table.

ID_FIFO_SIZE MUST NOT be set to an unlimited value, since, in the worst case, when a node crashes
and rebootsthefirst ID_FIFO_SIZE Route Request packetsit sends may appear to be duplicatesto the other
nodesin the network.

A.6.3. Send Buffer

The Send Buffer of some node is a queue of packets that cannot be transmitted by that node because it
does not yet have a source route to each respective packet's destination. Each packet in the Send Buffer is
stamped with the time that it is placed into the Buffer, and SHOUL D be removed from the Send Buffer and
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discarded SEND BUFFER_TIMEOUT seconds after initially being placed in the Buffer. |f necessary, a
FIFO strategy SHOUL D be used to evict packets before they timeout to prevent the buffer from overflowing.

Subject to the rate limiting defined in Section A.8.4, a Route Discovery SHOULD be initiated as often
as possible for the destination address of any packets residing in the Send Buffer.

A.6.4. Retransmission Buffer

The Retransmission Buffer of anodeis a queue of packets sent by this node that are awaiting the receipt of
an acknowledgment from the next hop in the source route (Section A.7.3).

For each packet in the Retransmission Buffer, anode maintains (1) a count of the number of retransmis-
sions and (2) the time of the last retransmission.

Packets are removed from the buffer when an acknowledgment is received, or when the number of
retransmissions exceeds DSR_MAXRXTSHIFT. In the later case, the removal of the packet from the
Retransmission Buffer SHOULD result in a Route Error being returned to the initial source of the packet
(Section A.8.5).
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A.7. Packet Formats

Dynamic Source Routing makes use of four options carrying control information that can be piggybacked
in any existing | P packet.

The mechanism used for these options is based on the design of the Hop-by-Hop and Destination
Options mechanismsin IPv6 [25]. The ability to generate and process such options must be added to an
IPv4 protocol stack. Specifically, the Protocol field in the IP header is used to indicate that a Hop-by-Hop
Options or Destination Options extension header exists between the IP header and the remaining portion of
a packet’s payload (such as a transport layer header). The Next Header field in each extension header will
then indicate the type of header that followsit in a packet.

A.7.1. Destination Options Headers
The Destination Options header is used to carry optional information that need be examined only by a

packet’s destination node(s). The Destination Options header is identified by a Next Header (or Protocol)
value of 60 in the immediately preceding header, and has the following format:

E I S T i S I S S i S S I I S b i i i S S S S
| Next Header | Hdr Ext Len | |
I I i S S I ik o S S S S +

Opti ons

T i T e R i i b o e S SN SR
Next Header 8-bit selector. Identifies the type of header immediately following the Destination Options
header. Uses the same values as the IPv4 Protocol field [95].

Hdr Ext Len 8-bit unsignedinteger. Length of the Destination Options header in 4-octet units, not includ-
ing thefirst 8 octets.

Options Variable-length field, of length such that the complete Destination Options header is an integer
multiple of 4 octets long. Contains one or more TLV-encoded options.

The following destination option is used by the Dynamic Source Routing protocol:
e DSR Route Request option (Section A.7.1)

This destination option MUST NOT appear multiple times within a single Destination Options header.
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DSR Route Request Option

The DSR Route Request destination option is encoded in type-length-value (TLV) format as follows:

0 1 2 3
01234567890123456789012345678901
T i i s S S T i S S S S
| Option Type | Option Length | I dentification |
B S o i e S S T o S S I e e o s i
| Target Address |
s s T I o T Tk i S T S N S T SR S R S
|C INIndex[1] |C INIndex[2] |C] INIndex[3] |C INIndex[4] |
B e T s ot e I o O i s it S S U S S S
| Q QUT Index[1] | C QUT Index[2] | ClOUT Index[3] |C OUT I ndex[4] |
B e T s ot e I o O i s it S S U S S S
| Addr ess[ 1] |
B o S T i T T ST e o e S I S S e e i s
| Addr ess|[ 2] |
B o S s w T T ot s S SO S YU R S I o ST S S S S SN S S
| Addr ess] 3] |
T i S S i S T S S S S S i =
| Addr ess|[ 4] |
T i S S i e I S e i S S e SHE S
|Cl INIndex[5] |C] INIndex[6] |C] [INIndex[7] |Cl INIndex][8]|
T i S S i e I S e i S S e SHE S
| C| OUT I ndex[5] | C]OUT Index[6] |C QUT Index[7] |Cl OUT Index][8]|
B T i S e ih T i i S S S T i i S e
| Addr ess[ 5] |
I e i s T S o S i i S I e o o i
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
IPfields:

Source Address MUST bethehome address of the node originating this packet. Intermediate nodesthat
repropagate the request do not change this field.

Destination Address MUST be the limited broadcast address (255.255.255.255).
Hop Limit (TTL) Can be varied from 1 to 255, for example to implement expanding-ring searches.
Route Request fields:

Option Type Value: TBD. A node that does not understand this option MUST discard the packet and the
Option Data may change en-route (the top three bits are 011).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

Identification A uniquevalue generated by theinitiator (original sender) of the Route Request. Thisvalue
alows arecipient to determine whether or not it has recently seen this a copy of this Request; if it
has, the packet is smply discarded. When propagating a Route Request, this field MUST be copied
from the received copy of the Request being forwarded.
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Target Address The home address of the node that is the target of the Route Request.

Change Interface (C) bit[1..n] A flag associated with each interface index that indicates whether or not
the corresponding node repropagated the Request over a different physical interface type than over
which it received the Request.

IN Index[1..n] IN Index[i] is the index of the interface over which the node indicated by Addresyi]
received the Route Request option. These are used to record a reverse route from the target of the
reguest to the originator, over which a Route Reply MAY be sent.

OUT Index[1..n] OUT Index]i] is the interface index that the node indicated by Addresgi-1] used when
rebroadcasting the Route Request option.

Address[1..n] Addresd[i] isthe home address of the ith hop recorded in the Route Request option.

A.7.2. Hop-by-Hop Options Headers

The Hop-by-Hop Options header is used to carry optional information that must be examined by every node
along a packet’sdelivery path. The Hop-by-Hop Options header isidentified by a Next Header (or Protocol)
value of TBD in the IP header, and has the following format:

T T S T S S e T 2T S S s <l T S S

| Next Header | Hdr Ext Len | |
B S T i it S S A +
|

Opti ons

T T S i S S e e ik i S it S S S S S SR S

Next Header 8-hit selector. Identifiesthe type of header immediately following the Hop-by-Hop Options
header. Uses the same values as the IPv4 Protocol field [95].

Hdr Ext Len 8-bit unsigned integer. Length of the Hop-by-Hop Options header in 4-octet units, not
including the first 8 octets.

Options Variable-length field, of length such that the complete Hop-by-Hop Options header is an integer
multiple of 4 octets long. Contains one or more TLV-encoded options.

The following hop-by-hop options are used by the Dynamic Source Routing protocol:

e DSR Route Reply option (Section A.7.2)
e DSR Route Error option (Section A.7.2)

e DSR Acknowledgment option (Section A.7.2)

All of these destination options MAY appear one or more times within a single Hop-by-Hop Options
header.
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DSR Route Reply Option

The DSR Route Reply hop-by-hop option is encoded in type-length-value (TLV) format as follows:

0 1 2 3
01234567890123456789012345678901
I ih T i S S I T i T R e e o
| Option Type | Option Length | Reserved |
B S I T T i i o S S T i S R e T T o s s S
| Target Address |
B S o i e S S T o S S I e e o s i
| Q QUT Index[1] | C QUT Index[2] |ClOUT Index[3] |C OUT I ndex[4] |
s s T I o T Tk i S T S N S T SR S R S
| Addr ess[ 1] |
B e T s ot e I o O i s it S S U S S S
| Addr ess| 2] |
T i S i R e R
| Addr ess][ 3] |
T i S S i il ik S S S S S M S S e
| Addr ess|[ 4] |
T i S S e T S i S S S S =
| C| OUT I ndex[5] | ClOUT Index[6] |ClOUT Index[7] | Cl QUT I ndex[8] |
T i S i S T i S S S S e =
| Addr ess[ 5] |
T i S S i e I S e i S S e SHE S

T T T e s £ T e SUp S

Option Type Value: TBD. A node that does not understand this option should ignore this option and
continue processing the packet, and the Option Data does not change en-route (the top three bits are
000).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

Reserved Sent as0Q; ignored on reception.

Target Address The home address of the node to which the Route Reply must be delivered.

Change Interface (C) bit[1..n] If theCbitassociatedwithanodeN isset, itimpliesN will beforwarding
the packet out a different interface than the one over which it was received (i.e., the node sending the
packet to N should not expect a passive acknowledgment).

OUT Index[1..n] OUT Index[i] is the interface index of the ith hop listed in the Route Reply option. It
denotesthe interface that should be used by Addresg[i-1] to reach Address[i] when using the specified

source route.

Address[1..n] Addresd[i] isthe home address of the ith hop listed in the Route Reply option.
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DSR Route Error Option
The DSR Route Error hop-by-hop option is encoded in type-length-value (TLV) format as follows:

0 1 2 3

01234567890123456789012345678901
i S e e T i r e i T e e
| Option Type | Option Length | | ndex | Error Type |
B i S I s ol I S S S S S e iy sl A S S S e
| Error Source Address |
E T S T N S I R i ST I S S S S S i S S I R T I N
| Error Destination Address |
B T S I i ari LI I I T T T I SR Y Y
| Unr eachabl e Node Address |
B T S I i ari LI I I T T T I SR Y Y

Option Type Value: TBD. A node that does not understand this option should ignore the option and
continue processing the packet, and the Option Data does not change en-route (the top three bits are
000).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

Index Theinterfaceindex of the network interface over which the node designated by Error Source Address
tried to forward a packet to the node designated by Unreachable Node Address.

Error Type Thetype of error encountered. Values between 0 and 127 inclusive indicate a hard failure of
connectivity between the Error Source Address and the Unreachable Node Address. Values between
128 and 255 inclusive indicate a soft failure.

NCDE_UNREACHABLE 1

PATH_STATE_NOT_FOUND 129

Error Source Address The home address of the node originating the Route Error (e.g., the node that
attempted to forward a packet and discovered the link failure).

Error Destination Address The home address of the node to which the Route Error must be delivered
(e.g, the node that generated the routing information claiming that the hop Error Source Addressto
Unreachable Node Address was a valid hop).

Unreachable Node Address The home address of the node that was found to be unreachable (the next
hop neighbor to which the node at “ Error Source Address’ was attempting to transmit the packet).
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DSR Acknowledgment Option

The DSR Acknowledgment hop-by-hop option is encoded in type-length-value (TLV) format as follows:

0 1 2 3
01234567890123456789012345678901
i e e e s e S o
| Option Type | Option Length |
T i T e e e i s S S S T S S S
| | dentification |
R i R et e e i e e R
| ACK Source Address |
B T S I i ari LI I I T T T I SR Y Y
| ACK Destination Address |
B T S I i ari LI I I T T T I SR Y Y
| Dat a Source Address |
B T i oI I I S S S S S i T I S S S I T s T R

Option Type Vaue: TBD. A node that does not understand this option should ignore the option and
continue processing the packet, and the Option Data does not change en-route (the top three bits are
000).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

Identification A 32-bit valuethat when takenin conjunctionwith Data Source Address, uniquely identifies
the packet being acknowledged.

The Identification value is computed as ((ip_id << 16) | ip_off) whereip_id is the value of the 16-hit
Identification field in the IP header of the packet being acknowledged, and ip_off is the value of the
13-bit Fragment Offset field in the IP header of the packet being acknowledged.

When constructing the Identification, ip_id and ip_off MUST be in host byte-order. The entire
Identification value MUST then be converted to network byte-order before being placed in the
Acknowledgment option.

ACK Source Address The home address of the node originating the Acknowledgment.

ACK Destination Address The home address of the node to which the Acknowledgment must be de-
livered.

Data Source Address ThelP Source Address of the packet being acknowledged.
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A.7.3. DSR Routing Header

As specified for IPv6 [25], a Routing header is used by asourceto list one or more intermediate nodesto be
“visited” on the way to a packet’s destination. Thisfunction is similar to IPv4’s Loose Source and Record
Route option, but the Routing header does not record the route taken asthe packet isforwarded. The specific
processing steps required to implement the Routing header must be added to an 1Pv4 protocol stack. The
Routing header is identified by a Next Header value of 43 in the immediately preceding header, and has the
following format:

B i S I i o S o S S e in i i S S S S S g

| Next Header | Hdr Ext Len | Routing Type | Segnents Left |

B i S I s ol I S S S S S e iy sl A S S S e

type-specific data
I
T i e S S SR S S S i e e S
The type specific datafor a Routing Header carrying a DSR Source Routeis:

0 1 2 3

01234567890123456789012345678901
B I S I s atei LI I T i (U S S Y Y
| Rl S| Reserved |
B T i oI S S S S I S i T I S S R T T T S S Y Y
| COUT Index[1] |C OUT Index[2] |Cl OQUT Index[3] |C OUT Index[4] |
B T i ST S I i I I i S ST S i S S S S S
| Addr ess[ 1] |
B T i ST I I I S i T I I S I Tl T T T S S Y Y
| Addr ess] 2] |
B R i o I I s o ST S S R T T (T U R S S
| Addr ess| 3] |
e i o e e e o e S e S e S e S O e o
| Addr ess|[ 4] |
T i T S i s S i s i M SN SR
| C| OUT I ndex[5] | ClOUT Index[6] |ClOUT Index[7] | Cl QUT | ndex[8] |
e i T R e S e el R i e e R T it ol ol sl ST I SR i S SRR S T
| Addr ess[ 5] |
B i o S i o S I S e i i S el

T S T T S S e T 2T S S S e i S S
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Routing Header Fields:

Next Header 8-hit selector. Identifies the type of header immediately following the Routing header.

Hdr Ext Len 8-hit unsigned integer. Length of the Routing header in 4-octet units, not including the first
8 octets.

Routing Type Vaue: TBD

Segments Left Number of route segments remaining, i.e., number of explicitly listed intermediate nodes
still to be visited before reaching the final destination.

Type Specific Fields.

Acknowledgment Request (R) The Acknowledgment Request (R) bit is set to request an explicit ac-
knowledgment from the next hop. After processing the Routing Header, The IP Destination Address
lists the address of the next hop.

Salvaged Packet (S) The Salvaged Packet (S) bit indicates that this packet has been salvaged by an
intermediate node, and thus that this Routing Header was generated by Address[1] and not the IP
Source Address (Section A.8.5).

Reserved Sent as0; ignored on reception.

Change Interface (C) bit[1..n] If theCbitassociatedwithanodeN isset, itimpliesN will beforwarding
the packet out a different interface than the one over which it was received (i.e., the node sending the
packet to N should not expect a passive acknowledgment and MAY wish to set the R bit).

OUT Index[1..n] Index]i] is the interface index that the node indicated by Addresg[i-1] must use when
transmitting the packet to Address[i]. Index[1] indicates which interface the node indicated by the IP
Source Address uses to transmit the packet.

Address[1..n] Addresd[i] isthe home address of the ith hop in the Routing header.

Note that Addresg[1] is the first intermediate hop along the route. The address of the originating node
is the IP Source Address. The only exception to this rule is for packets that are salvaged, as described in
Section A.8.5. A packet that has been salvaged has an alternate route placed on it by an intermediate node
in the network, and in this case, the address of the originating node (the salvaging node) is Address[1].
Salvaged packets are indicated by setting the S bit in the DSR Routing header.
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A.8. Detailed Operation

A.8.1. Originating a Data Packet
When node A originates a packet, the following steps MUST be taken before transmitting the packet:

1. If the destination address is a multicast address, piggyback the data packet on a Route Request
targeting the multicast address. The following fields MUST be initialized as specified:

Honme address of node A
255. 255, 255. 255
Mul ti cast destination address

| P. Sour ce_Addr ess
| P. Desti nati on_Address
Request . Tar get _Addr ess

DONE.
2. Otherwise, call Route_Cache.Get() to determine if there is a cached source route to the destination.

3. If the cached routeindicatesthat the destination isdirectly reachable over one hop, no Routing Header
should be added to the packet. Initialize the following fields:

Honme address of node A
Honme address of the Destination

| P. Sour ce_Addr ess
| P. Desti nati on_Address

DONE.

4. Otherwise, if the cached route indicates that multiple hops are required to reach the destination, insert
a Routing Header into the packet as described in Section A.8.2. DONE.

5. Otherwise, if no cached route to the destination is found, insert the packet into the Send Buffer and
initiate Route Discovery as described in Section A.8.4.

A.8.2. Originating a Packet with a DSR Routing Header

When a node originates a packet with a Routing Header, the address of the first hop in the source route
MUST be listed as the IP Destination Address as well as Addresg[1] in the Routing Header. The final
destination of the packet is listed as the last hop in the Routing Header (Addresg[n]). At each intermediate
hop i, Addresg[i] is copied into the IP Destination Address and the packet is retransmitted.

For example, suppose hode A originates a packet destined for node D that should pass through interme-
diate hops B and C. The packet MUST be initialized as follows:

| P. Sour ce_Address
| P. Desti nati on_Address

Hone address of node A
Honme address of node B

Segnents_Left =2

. Qut _I ndex[ 1] = Interface index used by Ato reach B
. Qut _I ndex[ 2] = Interface index used by Bto reach C
. Qut _I ndex| 3] = Interface index used by Cto reach D

Hone address of node B
Honme address of node C
Hone address of node D

. Address][ 1]
. Addr ess] 2]
. Addr ess] 3]

e et gt
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A.8.3. Processing a Routing Header

Excluding the exceptions listed here, a DSR Routing Header is processed using the same rules as outlined
for Type 0 Routing Headersin IPv6 [25]. The Routing Header is only processed by the node whose address
appears as the |P destination of the packet. The following additional rules apply to processing the type
specific data of a DSR Source Route:

Let
SegLft = the value of Segnments Left when the packet was received
NumAddrs = the total nunber of addresses in the Routing Header

1. The address of the next hop, AddresssNumAddrs - SegLft + 1], is copied into the
IP.Destination_Address of the packet. The existing IPDestination_Addressis NOT copied back into
the Address list of the Routing Header.

2. Theinterface used to transmit the packet to its next hop from thisnode MUST bethe interface denoted
by Index|[NumAddrs - SegLft + 1].

3. If the Acknowledgment Request (R) bit is set, the node MUST transmit a packet containing the DSR
Acknowledgment option to the previous hop, AddressfNumAddrs - SegLft - 1], performing Route
Discovery if necessary. (Addresg[Q] istaken asthe IP.Source_Address)

4. Perform Route Maintenance by verifying that the packet was received by the next hop as described in
Section A.8.5.

A.8.4. Route Discovery

Route Discovery is the on-demand process by which nodes actively obtain source routes to destinations to
which they are actively attempting to send packets. The destination node for which a Route Discovery is
initiated is known as the "target” of the Route Discovery. A Route Discovery for a destination SHOULD
NOT be initiated unless the initiating node has a packet in the Send Buffer requiring delivery to that
destination. A Route Discovery for a given target node MUST NOT be initiated unless permitted by
the rate-limiting information contained in the Route Request Table. After each Route Discovery attempt,
the interval between successive Route Discoveries for this target must be doubled, up to a maximum of
MAX_REQUEST_PERIOD.

Route Discoveries for a multicast address SHOULD NOT be rate limited, and SHOULD aways be
permitted.

Originating a Route Request

The basic Route Discovery algorithm for a unicast destination is as follows:

1. Originate a Route Request packet with the IP header Time-to-Livefield initialized to 1. This type of
Route Request is called a non-propagating Route Request and allows the originator of the Request to
inexpensively query the route caches of each of its neighbors for aroute to the destination.

2. If aRoute Reply isreceived in response to the non-propagating Request, use the returned source route
to transmit al packetsfor the destination that are in the Send Buffer. DONE.

3. Otherwise, if no Route Reply is received within RINGO_REQUEST _TIMEOUT seconds, transmit a
Route Request with the | P header Time-to-Livefield initialized to MAX_ROUTE_LEN. Thistype of
Route Request is called a propagating Route Request. Update the information in the Route Request
Table, to double the amount of time before any subsequent Route Discovery attempt to this target.
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4. If no Route Reply is received within the time interval indicated by the Route Request Table, GOTO
step 1.

The Route Request option SHOULD be initialized as follows:
| P. Sour ce_Addr ess Thi s node’ s hone address
| P. Desti nati on_Address 255, 255. 255. 255
Request . Tar get Hone address of intended destination
Request . QUT_| ndex|[ 1] I ndex of interface used to transmt the Request

The behavior of a node processing a packet containing both a Routing Header and a Route Request
Destination option is unspecified. Packets SHOULD NOT contain both a Routing Header and a Route
Request Destination option. [This is not exactly true: A Route Request option appearing in the second
Destination Options header that IPv6 alows after the Routing Header would probably do-what-you-mean,
though we have not triple-checked it yet. Namely, it would allow the originator of a route discovery to
unicast the request to some other node, where it would be released and begin the flood fill. We call this a
Route Request Blossom since the unicast portion of the path looks like a stem on the blossoming flood-fill
of the request.]

Packets containing a Route Request Destination option SHOULD NOT be retransmitted, SHOULD
NOT request an explicit DSR Acknowledgment by setting the R bit, SHOULD NOT expect a passive
acknowledgment, and SHOULD NOT be placed in the Retransmission Buffer. The repeated transmission
of packets containing a Route Request Destination option is controlled solely by the logic described in this
section.

Processing a Route Request Option

When anode A receives a packet containing a Route Request option, the Route Request option is processed
asfollows:

1. If Request.Target Address matches the home address of this node, then the Route Request option
contains a complete source route describing the path from the initiator of the Route Request to this
node.

() Send aRoute Reply as described in Section A.8.4.

(b) Continue processing the packet in accordance with the Next Header value contained in the
Destination Option extension header. DONE.

2. Otherwise, if the combination (IP.Source Address, Request.Identification) is found in the Route
Request Table, then discard the packet, since thisis acopy of arecently seen Route Request. DONE.

3. Otherwise, if Request. Target_ Addressis a multicast address then:

(@ If node A isamember of the multicast group indicated by Request. Target_ Address, then createa
copy of the packet, setting IP.Destination_Address = REQUEST.Target_Address, and continue
processing the copy of the packet in accordance with the Next Header field of the Destination
option.

(b) If IPTTL isnon-zero, decrement IPRTTL, and retransmit the packet. DONE.

(c) Otherwise, discard the packet. DONE.

4. Otherwise, if the home address of node A is already listed in the Route Request (IP.Source_Address
or Request.Address]]), then discard the packet. DONE.
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m = nunber of addresses currently in the Route Request option
n=m+1

6. Otherwise, append the home address of node A to the Route Request option (Request.Addressin]).
7. Set Request.IN_Index[n] = index of interface packet was received on.

8. If asourcerouteto Request.Target Addressisfoundin our Route Cacheandtherulesof SectionA.8.4
permit it, return a Cached Route Reply as described in Section A.8.4. DONE.

9. Otherwise, for each interface on which the nodeis configured to participatein a DSR ad hoc network:

(8) Make acopy of the packet containing the Route Request.
(b) Set Request.OUT _Index[n+1] = index of the interface.

(o) If the outgoing interface is different from the incoming interface, then set the C bit on both
Request. OUT_Index[n+1] and Request.IN_Index[n]

(d) Link-layer re-broadcast the packet containing the Route Request on the interface jittered
by T milliseconds, where T is a uniformly distributed, random number between 0 and
BROADCAST_JITTER. DONE.

Generating Route Replies using the Route Cache

A node SHOULD use its Route Cache to avoid propagating a Route Request packet received from another
node. In particular, suppose a node receives a Route Request packet for which it is not the target and which
it does not discard based on the logic of Section A.8.4. If the node has a Route Cache entry for the target of
the Request, it SHOUL D append this cached route to the accumulated route record in the packet and return
thisroute in a Route Reply packet to the initiator without propagating (re-broadcasting) the Route Request.
Thus, for example, if node F in the example network shown in Figure A.8.4 needsto send a packet to node
D, it will initiate a Route Discovery and broadcast a Route Request packet. If this broadcast is received by
node A, node A can simply return a Route Reply packet to F containing the complete route to D consisting
of the sequence of hops: A, B, C, and D.

Before transmitting a Route Reply packet that was generated using information from its Route Cache,
anode MUST verify that:

B- >C->D

+-- -+ +-- -+ +-- -+ +-- -+
| Al---=> B|----> C|---->| D|
+-- -+ +-- -+ +-- -+ +-- -+
+-- -+

| F I +ooot

- - -+ | E |

+---+

Figure A.1 An example network where A knows a route to D via B and C.
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1. Theresulting route contains no loops.

2. The node issuing the Route Reply is listed in the route that it specifiesin its Reply. This increases
the probability that the route is valid, since the node in question should have received a Route Error
if this route stopped working. Additionally, this requirement means that a Route Error traversing the
route will pass through the node that issued the Reply based on stale cache data, which is critical for
ensuring stale data is removed from caches in atimely manner. Without this requirement, the next
Route Discovery initiated by the original requester might al so be contaminated by a Route Reply from
this node containing the same stale route.

Originating a Route Reply

L et REQPacket denote a packet received by node A that contains a Route Request option which lists node A
asthe REQPacket.Request. Target Address. Let REPPacket be a packet transmitted by node A that contains
a corresponding Route Reply. The Route Reply option transmitted in response to a Route Request MUST
beinitialized asfollows:

1. If REQPacket.Request.Addresg]] does not contain any hops, then node A is only a single hop from
the originator of the Route Request. Build a Route Reply packet as follows:

REPPacket . | P. Sour ce_Addr ess
REPPacket . Repl y. Tar get
REPPacket . Repl y. OUT_I ndex[ 1]
REPPacket . Reply. QUT_C bit[ 1]
REPPacket . Repl y. Addr ess|[ 1]

REQPacket . Request . Tar get _Addr ess
REQPacket . | P. Sour ce_Addr ess
REQPacket . Request . QUT i ndex| 1]
REQPacket . Request . QUT_C bhit[ 1]
The home address of node A

GOTO step 3.
2. Otherwise, build a Route Reply packet as follows:

REPPacket . | P. Sour ce_Addr ess
REPPacket . Repl y. Tar get
REPPacket . Repl y. OUT_I ndex[ 1. . n]
REPPacket . Reply. OUT_C bit[1..n]
REPPacket . Repl y. Address[ 1. . n]

The hone address of node A
REQPacket . | P. Sour ce_Addr ess
REQPacket . Request . QUT_i ndex[ 1. . n]
REQPacket . Request . QUT_C bit[1..n]
REQPacket . Request . Address[ 1. . n]

3. Send the Route Reply jittered by T milliseconds, where T is a uniformly distributed random number
between 0 and BROADCAST_JITTER. DONE.

If sending a Route Reply packet to the originator of the Route Request requires performing a Route
Discovery, the Route Reply hop-by-hop option MUST be piggybacked on the packet that containsthe Route
Request. This prevents aloop wherein the target of the new Route Request (which was itself the originator
of the original Route Request) must do another Route Request in order to return its Route Reply.

If sending the Route Reply to the originator of the Route Request does not require performing Route
Discovery, anode SHOULD send a unicast Route Reply in response to every Route Request targeted at it.

Processing a Route Reply Option

Upon receipt of a Route Reply, a node should extract the source route (Target Address,
OUT _Index[1]:Address[1], .. OUT_Index[n]:Addresg[n] ) and insert this route into its Route Cache. All
the packets in the Send Buffer SHOULD be checked to see whether the information in the Reply allows
them to be sent immediately.
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A.8.5. Route Maintenance

Route Maintenance requires that whenever a node transmits a data packet, a Route Reply, or a Route Error,
it must verify that the next hop (indicated by the Destination |P Address) correctly receives the packet.

If the sender cannot verify that the next hop received the packet, it MUST decide that itslink to the next
hop is broken and MUST send a Route Error to the node responsible for generating the Routing Header that
contains the broken link (Section A.8.5).

The following ways may be used to verify that the next hop correctly received a packet:

e Thereceipt of apassive acknowledgment (Section A.8.5).
e Thereceipt of an explicitly requested acknowledgment (Section A.8.5).

¢ By the presence of positive feedback from the link layer indicating that the packet was acknowledged
by the next hop (Section A.8.5).

e By the absence of explicit failure naotification from the link layer that provides reliable hop-by-hop
delivery such as MACAW or 802.11 (Section A.8.5).

Nodes MUST NOT perform Route Maintenance for packets containing a Route Request option or
packets containing only an Acknowledgment option. Sending Acknowledgments for packets containing
only an Acknowledgment option would create an infinite loop whereby acknowledgmentswould be sent for
acknowledgments. Acknowledgments should be always sent for packets containing a Routing Header with
the R bit set (e.g., packets which contain only an Acknowledgment and a Routing Header for which the last
forwarding hop requires an explicit acknowledgment of receipt by the final destination).

Using Network-Layer Acknowledgments

For link layers that do not provide explicit failure notification, the following steps SHOULD be used by a
node A to perform Route Maintenance.
When receiving a packet:

e If the packet contains a Routing Header with the R bit set, send an explicit acknowledgment as
described in Section A.8.3.

e If the packet does not contain a Routing Header, the node MUST transmit a packet containing the
DSR Acknowledgment option to the previous hop as indicated by the IP.Source_Address. Since the
receiving node is the final destination, there will be no opportunity for the originator to obtain a
passive acknowledgment, and the receiving node must infer the originator’s request for an explicit
acknowledgment.

When sending a packet:

1. Before sending a packet, insert a copy of the packet into the Retransmission Buffer and update the
information maintained about this packet in the Retransmission Buffer.

2. If after processing the Routing Header, RH.Segments_L eft is equal to 0, then node A MUST set the
Acknowledgment Request (R) bit in the Routing Header before transmitting the packet over its final
hop.

153



3. If after processing the Routing Header and copying RH.Addresgn] to IP.Destination_Address, node A
determines that RH.OUT_C_bit[n+1] is set, then node A MUST set the Acknowledgment Request
(R) bit in the Routing Header before transmitting the packet (since the C hit was set during Route
Discovery by the node now listed as the IPDestination_Address to indicate that it will propagate the
packet out a different interface, and that node A will not receive a passive acknowledgment).

4. Set the retransmission timer for the packet in the Retransmission Buffer.
5. Transmit the packet.

6. If a passive or explicit acknowledgment is received before the retransmission timer expires, then
remove the packet from the Retransmission Buffer and disabl e the retransmission timer. DONE.

7. Otherwise, when the Retransmission Timer expires, remove the packet from the Retransmission
Buffer.

8. If DSR_MAXRXTSHIFT transmissions have been done, then attempt to salvage the packet
(Section A.8.5). Also, generate a Route Error. DONE.

9. GOTO step 1.

Using Link Layer Acknowledgments

If explicit failure notifications are provided by the link layer, then all packets are assumed to be correctly
received by the next hop and a Route Error is sent only when aexplicit failure notification is made from the
link layer.

Nodes receiving a packet without a Routing Header do not need to send an explicit Acknowledgment to
the packet’s originator, since the link layer will notify the originator if the packet was not received properly.

Originating a Route Error

If the next hop of a packet is found to be unreachable as described in Section A.8.5, a Route Error packet
(Section A.7.2) MUST be returned to the node whaose cache generated the information used to route the
packet.

When anode A generates a Route Error for packet P, it MUST initialize the fields in the Route Error as
follows:

Hone address of node A
Honme address of the unreachabl e node

Error. Source_Address
Error. Unreachabl e_Address

e |f the packet contains a DSR Routing Header and the Shit is NOT set, the packet has been forwarded
without the need for salvaging up to this point.

Error. Destination_Address = P.|P. Sour ce_Address

e Otherwise, if the packet contains a DSR Routing Header and the S bit IS set, the packet has been
salvaged by an intermediate node, and thus this Routing Header was placed there by the salvaging
node.

Error. Destination_Address = P. Routi ngHeader. Addr ess[ 1]
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e Otherwise, if the packet doesnot contain aDSR Routing Header, the packet must have been originated
by this node A.

Error. Destinati on_Address = Hone address of node A

Send the packet containing the Route Error to Error.Destination_Address, performing Route Discovery
if necessary.

As an optimization, Route Errors that are discovered by the packet's originator (such that
Error.Source Address is equal to Error.Destination_Address) SHOULD be processed internally. Such
processing should invoke al the steps that would be taken if a Route Error option was created, transmitted,
received, and processed, but an actual packet containing a Route Error option SHOULD NOT be
transmitted.

Processing a Route Error Option

Upon receipt of a Route Error via any mechanism, a node SHOULD remove any route from its Route
Cache that uses the hop (Error.Source_Address, Error.Index to Error.Unreachable Address). Thisincludes
all Route Errors overheard, and those processed internally as described in Section A.8.5.

When the node identified by Error.Destination_Address receives the Route Error, it SHOULD verify
that the source route responsiblefor delivering the Route Error includes the same hops as the working prefix
of the original packet’s sourceroute (Error.Destination Addressto Error.Source_Address). If any hop listed
intheworking prefix isnot included in the Route Error’s source route, then the originator SHOULD forward
the Route Error back along the working prefix (Error.Destination_Addressto Error.Source Address) so that
each node along the working prefix will remove the invalid route from its Route Cache.

If the node processing a Route Error option discoversits home addressis Error.Destination_Addressand
the packet contains additional Route Error option(s) later on theinside of the Hop by Hop options header, we
call the additional Route Errors nested Route Errors. The node MUST deliver the first nested Route Error
to Nested_Error.Destination_Address, performing Route Discovery if needed. It does this by removing
the Route Error option listing itself as the Error.Destination_Address, finding the first nested Route Error
option, and originating the remaining packet to Nested Error.Destination_Address. Thismechanism allows
for the proper handling of Route Errors that are discovered while delivering a Route Error.

Salvaging a Packet

When node A attempts to salvage a packet originated at node S and destined for node D, it MUST perform
the following steps:

1. Generate and send a Route Error to S as explained in Section A.8.5.

2. Call Route_Cache.Get() to determine if it has a cached source route to the packet’s ultimate destina-
tion D (which isthe last Addresslisted in the Routing Header).

3. If node A does not have a cached route for node D, it MUST discard the packet. DONE.

4. Otherwise, let Salvage Address[1] through Salvage Address[m] be the sequence of hops returned
from the Route Cache. Initialize the following fieldsin the packet’s header:

RT. Segnents_Left m- 2;
RT. S =1
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Horme address of Node A
Sal vage. Addr ess[ 1]

RT. Addr ess| 1]
RT. Addr ess] 2]

RT. Addr ess|[ n] Sal vage. Address[

The IP Source Address of the packet MUST remain unchanged. When the Routing Header in the
outgoing packet is processed, RT.Address 2], will be copied to the IP Destination Address field.
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A.9. Optimizations

A number of optimizations can be added to the basic operation of Route Discovery and Route Maintenance
as described in Sections A.8.4 and A.8.5 that can reduce the number of overhead packets and improve the
average efficiency of the routes used on data packets. This section discusses some of those optimizations.

A.9.1. Leveraging the Route Cache

Thedatain anode’'s Route Cache may be stored in any format, but the active routesin its cacheform atree of
routes, rooted at this node, to other nodes in the ad hoc network. For example, the illustration below shows
an ad hoc network of six mobile nodes, in which mobile node A has earlier completed a Route Discovery
for mobile node D and has cached aroute to D through B and C:

B->C->D

+-- -+ oot oo+ oo+
| Al---=> B|--=-> C|---->| D|
+-- -+ oo+ oo+ oo+
+-- -+

| F I #ooot
+-- -+ | E |

+-- -+

Since nodes B and C are on the route to D, node A also learns the route to both of these nodes from its
Route Discovery for D. If A later performs a Route Discovery and learns the route to E through B and C, it
can represent thisin its Route Cache with the addition of the single new hop from C to E. If A thenlearnsit
can reach C in asingle hop (without needing to go through B), A SHOULD use this new route to C to also
shorten the routes to D and E in its Route Cache.

Promiscuous Learning of Source Routes

A node can add entriesto its Route Cache any timeit learnsanew route. In particular, when anodeforwards
a data packet as an intermediate hop on the route in that packet, the forwarding node is able to observe the
entire routein the packet. Thus, for example, when any intermediate node B forwards packetsfrom A to D,
B SHOULD add the source route information from that packet’s Routing Header to its own Route Cache.
If anode forwards a Route Reply packet, it SHOULD also add the source route information from the route
record being returned in the Route Reply, to its own Route Cache.

In addition, since all wireless network transmissions at the physical layer are inherently broadcast, it
may be possible for a node to configure its network interface into promiscuous receive mode, such that the
nodeis ableto receive al packetswithout link layer addressfiltering. In this case, the node MAY add to its
Route Cache the route information from any packet it can overhear.

A.9.2. Preventing Route Reply Storms

The ability for nodesto reply to a Route Request not targeted at them by using their Route Caches can result
in a Route Reply storm. If a node broadcasts a Route Request for a node that its neighbors have in their
Route Caches, each neighbor may attempt to send a Route Reply, thereby wasting bandwidth and increasing
the rate of collisionsin the area. For example, in the network shown in Section A.9.1, if both node A and
node B receive F's Route Request, they will both attempt to reply from their Route Caches. Both will send
their Replies at about the same time since they receive the broadcast at about the same time. Particularly
when more than the two mobile nodes in this example are involved, these simultaneous replies from the
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mobile nodes receiving the broadcast may create packet collisions among some or all of these replies and
may cause local congestion in the wireless network. In addition, it will often be the case that the different
replieswill indicate routes of different lengths. For example, A’s Route Reply will indicate aroute to D that
is one hop longer than that in B’s reply.

For interfaces which can promiscuously listen to the channel, mobile nodes SHOUL D use the following
algorithm to reduce the number of simultaneous replies by slightly delaying their Route Reply:

1. Pick adelay period
d=H*(h-1+r)

where h is the length in number of network hops for the route to be returned in this node’'s Route
Reply, risarandom number between 0 and 1, and H isasmall constant delay to be introduced per hop.

2. Delay transmitting the Route Reply from this node for a period of d.

3. Within the delay period, promiscuously receive all packets at this node. If a packet is received by
this node during the delay period that is addressed to the target of this Route Discovery (the target
is the final destination address for the packet, through any sequence of intermediate hops), and if the
length of the route on this packet is less than h, then cancel the delay timer and do not transmit the
Route Reply from this node; this node may infer that the initiator of this Route Discovery has already
received a Route Reply, giving an equally good or better route.

A.9.3. Piggybacking on Route Discoveries

Asdescribed in Section A.5.1, when one node needs to send a packet to another, if the sender does not have
aroute cached to the destination node, it must initiate a Route Discovery, buffering the original packet until
the Route Reply is returned. The delay for Route Discovery and the total number of packets transmitted
can be reduced by allowing data to be piggybacked on Route Request packets. Since some Route Requests
may be propagated widely within the ad hoc network, though, the amount of data piggybacked must be
limited. We currently use piggybacking when sending a Route Reply or a Route Error packet, since both are
naturally small in size. Small data packets such asthe initial SYN packet opening a TCP connection [90]
could easily be piggybacked.

One problem, however, arises when piggybacking on Route Request packets. If a Route Request is
received by a node that replies to the request based on its Route Cache without propagating the Request
(Section A.9.1), the piggybacked data will be lost if the node simply discards the Route Request. In this
case, before discarding the packet, the node must construct a new packet containing the piggybacked data
from the Route Request packet. The sourceroutein thispacket MUST be constructed to appear asif the new
packet had been sent by the initiator of the Route Discovery and had been forwarded normally to this node.
Hence, the first portion of the route is taken from the accumulated route record in the Route Request packet
and the remainder of the route is taken from this node's Route Cache. The sender address in the packet
MUST also be set to the initiator of the Route Discovery. Sincethe replying nodewill be unableto correctly
recompute an Authentication header for the split off piggybacked data, data covered by an Authentication
header SHOULD NOT be piggybacked on Route Request packets.

A.9.4. Discovering Shorter Routes

Once aroute between a packet source and a destination has been discovered, the basic DSR protocol MAY
continueto usethat route for all traffic from the sourceto the destination aslong asit continuesto work, even
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if the nodes move such that a shorter route becomes possible. In many cases, the basic Route Maintenance
procedure will discover the shorter route, since if a node moves enough to create a shorter route, it will
likely also move out of transmission range of at least one hop on the existing route.

Furthermore, when a data packet is received as the result of operating in promiscuous receive mode, the
node checksif the Routing Header packet containsits addressin the unprocessed portion of the source route
(Address{NumAddrs - SegL ft] to AddressiNumAddrs]). If so, the node knows that packet could bypassthe
unprocessed hops preceding it in the source route. The node then sends what is called a gratuitous Route
Reply message to the packet’s source, giving it the shorter route without these hops.

Thefollowing algorithm describeshow anodeA should process packetswith an IPDestination_Address
not addressed to A or the I P broadcast address or amulticast address that are received as aresult of A being
in promiscuous receive mode:

1. If the packet is not a data packet containing a Routing Header, drop the packet. DONE.

2. If the home address of this node does not appear in the portion of the source route that has not yet
been processed (indicated by Segments L eft), then drop the packet. DONE.

3. Otherwise, the node B that just transmitted the packet (indicated by AddressfNumAddrs - SegLft -
1]) can communicate directly with this node A. Create a Route Reply. The Route Reply MUST list
the entire source route contained in the received packet with the exception of the intermediate nodes
between node B and node A.

4. Send this gratuitous Route Reply to the node listed as the IP.Source_Address of the received packet.
If Route Discovery is required it MAY be initiated, or the gratuitous Route Reply packet MAY be
dropped.

A.9.5. Rate Limiting the Route Discovery Process

One common error condition that must be handled in an ad hoc network is the case in which the network
effectively becomes partitioned. That is, two nodes that wish to communicate are not within transmission
range of each other, and there are not enough other mobile nodes between them to form a sequence of
hops through which they can forward packets. If a new Route Discovery was initiated for each packet sent
by a node in this situation, a large number of unproductive Route Request packets would be propagated
throughout the subset of the ad hoc network reachable from this node. In order to reduce the overhead
from such Route Discoveries, we use exponential back-off to limit the rate at which new Route Discoveries
may be initiated from any node for the same target. If the node attempts to send additional data packetsto
this same node more frequently than this limit, the subsequent packets SHOULD be buffered in the Send
Buffer until aRoute Reply isreceived, but it MUST NOT initiate anew Route Discovery until the minimum
alowable interval between new Route Discoveries for this target has been reached. This limitation on the
maximum rate of Route Discoveries for the same target is similar to the mechanism required by Internet
nodesto limit the rate at which ARP requests are sent to any single IP address [13].

A.9.6. Improved Handling of Route Errors

All nodes SHOULD process all of the Route Error messages they receive, regardless of whether the node
is the destination of the Route Error, is forwarding the Route Error, or promiscuously overhears the Route
Error.

Since aRoute Error packet names both ends of the hop that isno longer valid, any of the nodesreceiving
the error packet may update their Route Cachesto reflect the fact that the two nodesindicated in the packet
can no longer directly communicate. A node receiving a Route Error packet simply searches its Route
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Cachefor any routes using this hop. For each such route found, the routeis effectively truncated at this hop.
All nodes on the route before this hop are still reachable on this route, but subsequent nodes are not.

An experimental optimization to improve the handling of errors is to support the caching of "negative"
information in a node’'s Route Cache. The goal of negative information is to record that a given route was
tried and found not to work, so that if the same route is discovered again shortly after the failure, the Route
Cache can ignore or downgrade the metric of the failed route.

We have not currently included this caching of negative information in our simulations, since it appears
to be unnecessary if nodes also promiscuously receive Route Error packets.

A.9.7. Increasing Scalability

We recently designed and began experimenting with ways to integrate ad hoc networks with the Internet
and with Mobile IP[82]. In addition to this, we are also exploring ways to increase the scal ability of ad hoc
networks by taking advantage of their cooperative nature and the fact that some hierarchy can beimposed on
an ad hoc network, just be assigning addresses to the nodes in a reasonable way. These ideas are described
in aworkshop paper [17].

160



A.10. Path-State and Flow-State Mechanisms

This section describes the current design of our framework for supporting better-than-best-effort Quality
of Service in DSR networks. The framework dovetails into DSR'’s existing mechanisms, and, like DSR
itself, is completely on-demand in nature — no packets are sent unless there is user data to transfer. The
framework is based on the introduction of two kinds of soft-state, called path-state and flow-state, at the
intermediate nodes along the path between senders and destinations.

Taken together, the path-state and flow-state extensions extend the Quality of Service provided by DSR
networks in the following ways:

e They eliminate the need for all data packets to carry a source route, increasing the efficiency of the
protocol in general.

e They provide accurate measurements of the state of the network to higher layers protocols for usein
adaptation.

e They enable sendersto explicitly manage the consumption of resources across the network.

e They enable the network to provide better-than-best-effort service viaadmission control and per-flow
resource management.

A.10.1. Overview

Path-state allows intermediate nodes to forward packets according to a predetermined source route, even
when most packets do not include the full source route. Conceptually, the originator of each data packet
initially includes both a source route and a unique path identifier in each packet it sends. Asintermediate
nodes forward the packet, they cache the source route from the packet, indexed by the path identifier. The
source can then send subsequent packets carrying only the path identifier, since intermediate nodes will be
able to forward the packet based on the source route for the path that they have cached.

While path-state allows the elimination of the source route from each packet, thereby reducing the
overhead of the DSR protocal, it also provides away for sources to monitor the state of each path through
the network. When a source wishesto know the characteristics of a path through the network, it piggybacks
apath-metrics header onto any data or control packet traversing the path. Asthe packet propagates through
the network, each intermediate node updates the set of path-metrics carried by the packet to reflect the local
network conditions seen at the node. These metrics are reflected back to the sender by the destination, along
with the path identifier, and enable the sender to track the value of these metrics for each of the source routes
it iscurrently using.

We are currently experimenting with metrics that are easy for nodes to measure, that require constant
size to represent regardless of source route length, and that would enable the sender’s network layer to
provide useful feedback to higher layers on the state of the network. For example, by including “available
bandwidth” or “battery level” as a metric, senders can load balance the consumption of resources across
the network. We have also considered the possibility of replacing the TCP congestion control algorithm
with a*leaky-bucket” system controlled by the reflected path-metrics — our measured performance results
show this could dramatically improve TCP throughput in environments where many packets are lost due to
packet corruption. Thefeedback could also be used asinputsto other researcher’s systemsfor improving the
transport layer, such asLiu and Singh’s ATCP [66], or for adaptation at higher layers, asin Odyssey [78].

Flow-state allows a source to differentiate its traffic into flows, and then request better-than-best-effort
handling for these flows. With the additional information provided by the flow-state, the network can
provide admission control and promise a specific Quality of Service (QoS) to each flow. Since the ad hoc
network may frequently change topology, the flow-state mechanisms are directly integrated into the routing
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protocol to minimize their reaction time and provide notifications to a flow when the network must break
its promise for a specific level of QoS.

A.10.2. Path-State and Flow-State Identifiers

The metadata that intermediate nodes in the network must processis divided into path-state and flow-state,
where path-state is the fundamental unit of routing information and flow-state is the fundamental unit of
Quality of Service information.

Path-state is associated with a particular set of hops through the network from some source S to a
destination D (i.e., a particular source route in the network). It consists of the information needed to route
packetsalong the path, and information about the carrying capacity of the path, such asthe unused bandwidth
along the path or the minimum latency of the path.

Flow-state is specific to aparticular class of packets flowing between S and D that isrouted over agiven
path. Flow-state is used to record Quality of Service promises that have been made for a particular flow,
and allows packets from S to D that take the same path through the network to be treated differently by
intermediate nodes. For example, all the TCP connections between S and D that take the same path will
share the same path-state, but may have independent flow-state. At any point in time, S may use multiple
pathsfor itstraffic to D and each of these paths may be comprised of many flows. However, asingle network
layer flow may not be multiplexed over different paths.

To represent paths and flowsinside the network, we use ascheme inspired by the Virtual Path Index and
Virtual Circuit Index of ATM networks [105, p. 451]. Paths are identified by the logical concatenation of
the source node address and a 16-hit path identifier wherethe low 5 bitsare 0. Flows areidentified by a path
identifier where the low 5 bits are used to distinguish between the different flows that use the same path.

This scheme has two main advantages. First, each source node can independently generate globally
unique path- and flow-identifiers. Second, the hierarchical relation of flow-identifiers to path-identifiers
means that many flows from the same source node can share the same path-state, which reduces the
overhead of maintaining the routing information. The drawback is that if a flow must be rerouted, its flow
identifier will change. However, when a flow is rerouted the QoS metadata must be renegotiated anyway,
so changing flow identifiers will not create needless additional work in the network.

A.10.3. Path-State Creation, Use, and Maintenance

The path-state portion of the protocol has two major goals. Thefirst goal is to ensure sufficient state exists
at the nodes along a path from asource S to adestination D so that packetsfrom S to D do not need to carry
the complete source route. The second goal isto allow S to discover the characteristics of a particular path
to D so that it can adapt its sending pattern to the capabilities of the path, or even choose a different path
entirely.

The next sections describe how the path-state is created, how the characteristics of the path are discov-
ered, and what metrics can be used to characterize the path.

Creating Path-State for Routing

To create the path-state, we assume that Route Discovery proceeds as normal in DSR. Once the source
node S has obtained a source route to the destination D, it begins sending data packets to D as normally
done in DSR, with each packet carrying a full source route header. Internally, S assigns a path-identifier
to that particular source route and stores the path-identifier in its route cache along with the source route.
S then includes the path-identifier as part of the source route header as shown in Figure A.2(a). As each
intermediate node processes the source route to forward the packet, it also storesthe sourcerouteinits route
cache, indexed by the source and path-identifier.
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(b) Packet with path identifier only.

Figure A.2 Path identifiers assigned to a source route by the
originating node A enable later packets to omit the source route.

After sending a packet containing both the source route and the path-identifier into the network, S can
begin sending subsequent packets to D without a full source route — carrying only the path-identifier as
shown in Figure A.2(b). Each intermediate node receiving such a packet queriesits route cache to find the
route the packet is supposed to take, and determines its next hop. As explained in Section A.10.5, if the
cached source route is not available at some intermediate node, S will receive a ROUTE ERROR and can then
correct the situation.

Monitoring Characteristics of the Path

In order to support network layer services such as balancing the traffic load across the network, end-
systems must have a method for determining the characteristics of the paths through the network that
they could use. While many schemes have been proposed by which the end-systems themselves can
measure the characteristics of a path (e.g., TCP congestion window and RTT calculations[3, 104, 111] and
SPAND [102]), we hypothesize that, particularly in the in the dynamic environment of an ad hoc network,
more useful, more accurate, and more timely information can be developed by enlisting the aid of the nodes
along the path to measure the path characteristics.

We propose that each node can measure the activity around itself, and thereby determine information
such as: the mean latency it adds to the packetsit forwards and the latency variation (jitter); the number of
additional packets per second it believesit can process; or the unused amount of wireless media capacity in
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the air around the node. Experimentation will be required to discover exactly which metricswill proveto be
accurately measurable and useful, though Section A.10.3 provides several proposals. If the metrics kept by
each node on a path are combined, the result should be a characterization of the path that the packet sender
can use to organize or adapt its offered load.

To implement this scheme, we first define a new type of extension header for DSR than can be pig-
gybacked onto a packet in the same way as the existing DSR headers. This new header is called the path
metrics header (written as MEASURE) and conceptually consists of the path-identifier of the path along
which the metrics are measured, the type of the Measure, and the metrics themselves encoded in a TLV
format (Section A.10.6).

Whenever asender S wishesto measure the characteristics of apath it isusing, it includesthe MEASURE
header in any packet it sends along that path, setting the t ype of the header to record. As each node
along the path forwards the packet, it updates the variables inside the MEASURE header with the metrics it
has measured locally. When the header reaches the final destination D, D setsthe t ype of the MEASURE
header to return and piggybacksthe header into any packet headed back to S. Sincethe path metrics header
includes the path-identifier of the path along which it was measured, S can include the data into its route
cache for future use, and can treat the receipt of the path metrics header as a positive acknowledgment that
the path-state between S and D for the given path-identifier is correctly set up. Thiscould lead S to cease
including source routes in the packets it sends along the path, as described in Section A.10.3.

If wefind that it is valuable to immediately provide S with the path metrics of every discovered route,
we could alter Route Discovery dlightly to generate thisinformation. Currently, if an intermediate node has
a cached route that it can use to answer a ROUTE REQUEST, it generates a ROUTE REPLY itself. Instead, we
could requireit to placeits proposed route on the RoUTE REQUEST (turning it from aflood-fill broadcast into
aunicast packet) and send the packet to the destination so it will measure the metrics of the complete path.
The destination will then return the metrics to the source along with the RoUTE REPLY as described above.

We have been intending to experiment with this alteration to Route Discovery for some time,
since it offers two benefits, even without path-state metrics. It should decrease the number of
broken routes returned by Route Discovery since each cached route is tested before being re-
turned, and it should save usfrom jeopardizing one data packet for every bad routein someone’s
cache. The cost is some extra latency on Route Discovery.

Candidate Metrics

In order to limit the additional overhead that collecting and distributing path-state metrics will place on the
network, all the metrics must have the property that the amount of space required to express the metric does
not increase as the number of hops on the path increases. Experimentation will be required to determine
which metrics are most accurately measured and most useful, but our initial set of candidates includes the
following:

e Interface queue length — Our previous work [71] has shown that this is a good estimator of local
congestion.

e Rate of interface queue draining — When an interface is backlogged, the rate at which packets leave
the queue directly measures the usable capacity of that interface.

¢ Quiet timefraction — When an interface is not backlogged, the usabl e capacity of theinterface can be
estimated by promiscuously listening to the media and measuring the fraction of time during which it
is not in use (though this will overestimate the capacity).
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e Fraction Free Air Time — The fraction of time our interface would be able to send a packet. That is,
the fraction of time theinterface does not sense carrier, is not deferring, and is not backed off. Current
experiments show thisis an excellent predictor of congestion and available capacity.

e Forwarding latency and variation — This can be measured as the time between when a packet is
received and when it is acknowledged by the next hop.

e Unidirectional links — Paths containing unidirectional links are usable, but undesirable as they
increase the overhead of Route Maintenance.

e Packet lossrate— Signal quality information from theinterfaceitself, or the frequency of hop-by-hop
retransmission, can be used to estimate the loss rate of each link.

e Likelihood of path breakage — Intermediate nodes may know ahead of time that they intend to
shutdown or move such that paths through them will no longer work.

These metrics all have the property that they can be expressed in a single value that each node can
measure locally. As a packet with a path metrics header passes through a node, the metrics in the header
can be updated to reflect the node’s metrics using a combination function like minimum, maximum, sum, or
weighted average that produces another single value to replace the one already in the header. This updating
will be done at the last possible moment before the packet is forwarded, in order to assure the packet has
the most current metrics on it when it leaves.

A.10.4. Flow-State Creation, Use, and Maintenance

The flow-state portion of the protocol enables a sender to obtain promises from all nodes along a path to
a destination that a certain set of resources are available along the path, and that the intermediate nodes
are committed to making these resources available for the particular flow. This allows a sender to obtain
better-than-best-effort Quality of Service for aflow by obtaining promises from the intermediate nodes to
reserve the resources needed to provide that QoS.

Unlike prior QoS work in wired networks, at this point we cannot formally characterize or bound
exactly what type of services the flow-state protocol will be able to offer. The goad is to provide CBR
and TCP streams with the ability to specify and obtain a minimum bandwidth and delay/jitter bound. If
the environment is particularly harsh, it is possible that only best-effort service will be offerable. It isthis
intuition that leads us to the system of promises and notifications. Experimentally, we hope to determine
how stable and effective this system will be in amulti-hop ad hoc network environment.

Requesting Promises along Existing Paths

Similar to the use of the path metrics header, at any time a promise can be requested or changed along
any path an originator is currently using. Once an originating node has created a path-identifier for aroute
through the network, it can request a promise of network resources along that route by first generating a new
flow-identifier to identify the promise. The originator then fills out a flow-request header (written as FLow
REQUEST) and insertsit into any packet sent along that path.

Figure A.3 shows the conceptual layout of a FLow REQUEST, which contains the new path-identifier
assigned by the originator, the flow-identifier of the promise that this request supersedes (if any), the
requested lifetime of the promise, and the QoS parameters that describe the requested promise itself.
Section A.10.6 provides the detailed packet format. The use of the minimum and requested fields for the
QoS parameters differs depending on whether the FLOw REQUEST is piggybacked on a ROUTE REQUEST or
not, as described below.

165
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Figure A.3 Conceptual layout of the FLOw REQUEST header.

When a FLow REQUEST piggybacked on a unicast packet is received by a node, the node performs the
following steps:

e |If the node isthe destination of the packet, it converts the FLow REQUEST into a MEASURE with type
return and usesthe current valuesinthedesi r ed fields of the FLow REQUEST to populatethefields
of the MEASURE. It then piggybacksthe MEASURE onto any packet being returned to the originator.

e Elseif theintermediate node has available enough resourcesto meet themi ni numrequested promise
in the FLow REQUEST, it:

— Sets aside the maximum of its available resources and the desi r ed resources. The set aside
resources are held in atentative promise pool until the promiseis confirmed, or arelatively short
timeout expires.

— Nodes can recycleresourcesfrom listedol d fl owid

— Updates the desi r ed fields of the FLow REQUEST to reflect the resources set aside (there is
guestionable value in a down stream node allocating more resources to a flow than an upstream
node can currently handle).

— Forward the packet and piggybacked FLow REQUEST to the next node on the path.

¢ Else, the node does not have enough resources to meet the i ni mumrequested promise, so it sends
the originator a ROUTE ERROR piggybacked with a MEASURE reflecting the minimum of the current
values of the desi r ed fields in the FLow REQUEST and the available resources. Thet ype field is
settorefused. SuchaMEASURE enablesthe originator to learn threethings: that its requested cannot
be satisfied along the given path; the identity of the bottleneck node; and the available resources up to
and through the bottleneck node.

When the originating node receives a MEASURE header of type return for a flow on which it has an
outstanding FLow REQUEST, it accepts the promised level of service by changing the type of the MEASURE
header to confirm and piggybacking the header on any packet going along the flow. This informs the
intermediate nodesto move the set aside resources from the tentative promise pool to the allocated pool, and
enables upstream nodesto free any set aside resourcesin excess of the capacity of a bottleneck downstream
node.
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Theuseof theol d fl ow i d to recycle resources is important for two reasons. Firgt, it enables an
originator to attempt to increase or decrease the amount of a current promise without losing the resources
it already has promised. Second, both packet |oss and the expanding ring search of Route Discovery may
result in several FLOW REQUESTS being sent for the same flow. If subsequent FLow REQUESTS for a flow
were not able to notify intermediate nodes that they can reuse resources set aside while processing earlier
FLow REQUESTS, the network could quickly reach a state where admissible flows are being needlessly
rejected.

Requesting Promises as Part of Route Discovery

The scheme for requesting promises described in the previous section has the advantage that it enables an
originator to request or update a promise for a flow along any route currently in its route cache, regardless
of how it obtained the route. For the common case in which a node wishes to obtain aresource promise for
anew flow to apreviously unknown destination, we can integrate the flow request with the Route Discovery
for the destination.

Integrating the flow request with Route Discovery enables us to avoid the inefficiency of discovering
routes that will not be usable by the flow due to insufficient resources. The integration of flow requests
with Route Discovery also alows us to avoid a common pitfall of QoS schemes that layer a reservation
signaling protocol on top of a unicast routing algorithm — schemes without tight integration will refuse
admissible flows whenever the unicast routing algorithm directs the request packetsinto a congested area of
the network, unless the signaling protocol also provides a method to backtrack the request and route around
the congested area. Utilizing the same mechanisms currently used in Route Discovery, we can avoid the
need for backtracking.

We call the combination of flow requests with Route Discovery QoS-guided Route Discovery, which
originating nodes can invoke simply by piggybacking a FLow REQUEST on the ROUTE REQUEST. Each node
receiving the FLOw REQUEST uses the same algorithm described in Section A.10.4, with two exceptions:

e Nodessilently discard the ROUTE REQUEST if they can not meet minimum requirements

e Unlessthe ROUTE REQUEST indicatesthat replying from cacheisforbidden, nodeswith a cached route
to destination unicast the RouTE REQUEST along the cached route.

A node requiring a route with a QoS promise uses the following algorithm. First, it sends a ROUTE
REQUEST that permits intermediate nodes to reply from cache. If the network is uncongested, this should
frequently and quickly succeed in returning both a ROUTE REPLY and a MEASURE describing the available
QoS along the discovered path. If after atimeout, the originating node has not received a ROUTE REPLY, it
begins another Route Discovery, thistime forbidding replies from cache, which will force an exploration of
all feasible paths to the destination.

This scheme does risk an implosion of unicast REQUESTS at the target of the Route Discovery (e.g., if
target is a popular server to which many nodes have cached routes). At the cost of additional complexity
and soft-state, it would be possible to add hold-downs at the nodes surrounding the target so that only the
first few REQUESTS are forwarded towards the target.

Providing Notifications of Changing Path Metrics

When a node detects that it must break a promise, it must notify the node to which it made that promise. It
is an open question how the now reduced resources should be distributed among the flows. We currently
pick the minimum set of promisesto break that |eave the other promises unchanged.

The difficulty in providing notification of a changed path metric is getting this information back to the
source. When promise must be broken at a node B, it sends a MEASURE to the originator indicating what
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resources are now available. The use of MEASURE headers to determine the currently available resources
along a path is more problematic, however, as for every MEASURE sent by the originator, the destination
must send a response containing the measured metrics.

XXX - why not just send a“new measure reply” with the updated info?

If the traffic is TCP, the overhead of the responses are low, as they can be piggybacked on the ACK
stream. For one-way CBR traffic though, introducing the overhead of areverse stream to carry the changing
metrics could be severe.

If the overhead of the responses becomes a problem, it may be possible to implement a enhanced
piggyback mechanism. The approach is based on the fact that although no work has been exerted to create
hop-by-hop routing information at each node, chances are good that each node can determine a next-hop
for packets headed to any known destination by simply examining its route cache. By piggybacking the
MEASURE header for one hop onto any packet that is headed to that next-hop, we can cheaply create areverse
flow of information that will eventually reach the originator of the MEASURE. Each node who receives a
MEASURE with atype of return simply piggybacks the MEASURE for one-hop on packets that seem to be
flowing the right direction back to the source. To insure the timeliness of the information, each MEASURE
being returned to an originator could include a deadline by which the information is supposed to reach the
originator. If it appears that hop-by-hop propagation will result in missing the deadline, the MEASURE can
be unicast as afirst-class packet to the originator.

A.10.5. Expiration of State from Intermediate Nodes

Sincethereisno guarantee that either the source or destination of a packet flow will be able to communicate
with all of the nodes that carried the flow when they wish to terminate the flow, there must be time-based
expiration mechanism by which intermediate nodes can purge the path-state and fl ow-state from their caches
and reclaim the resources set aside to maintain it. However, if intermediate nodes were to purge the state of
an active flow, the intermediate nodes would find themselves with packets to forward that do not contain a
source route, but only contain a flow-identifier that references state they no longer hold. Since intermediate
nodes do not necessarily know the timing with which the sender originates packets, an inactivity timer alone
would have to be set very conservatively to prevent purging the path-state of low bit-rate connections.

To solve the expiration problem, we take advantage of the relatively “soft” nature of the path-state and
flow-state. When the state is created, the source node specifies a time after which it should be discarded
(Thistime will typically be on the order of a hundred seconds). The source node can thereby estimate how
often it must refresh the state, for example, by sending packets that contain a full source route on them.
Should the state have somehow expired at an intermediate node when a packet labeled with a flow or path
identifier arrives, the intermediate node can return a ROUTE ERROR to the source node specifying “ missing
state information” as the cause of the ERROR and elicit the sender to refresh the missing state.

Since all path-state information is guaranteed to have expired from the network after a bounded amount
of time, nodes can safely and unambiguously reuse path- and flow-identifiers after that period.
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A.10.6. Packet Formats
Identifier Option

Path and flow identifiers are carried as an option inside the Hop-by-Hop options header. This option MAY
NOT appear more than once in a single Hop-by-Hop Options header.
0 1 2 3
01234567890123456789012345678901
i S T i S o e N e S S S R e
| Option Type | Option Length | Pat h-1D | Flow 1D |
B S I T T i i o S S T i S R e T T o s s S

Option Type Value: TBD. A node that does not understand this option should ignore this option and
continue processing the packet, and the Option Data does not change en-route (the top three bits are
000).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

Path-ID Theidentifier assigned to this path by the node listed as the IP Source Address (Section A.10.2).

Flow-ID The identifier assigned by the node listed as the |P Source Address to a particular flow along the
path identified by the Path-ID. If this portion is 0, the option names a path, but not a particular flow.

Discussion: Thisencoding of the path and flow identifierswill cost 8 bytes of additional header overhead
in a data packet with no other extensions or options (4 bytes for the Hop-by-Hop options header, and 4
bytes for the identifier option). A more compact encoding would be to define that, in a DSR network, an IP
destination address with afirst octet of 127 actually encodesthe path and flow identifiers as follows:

0 1 2 3

01234567890123456789012345678901
T i S i S e i i S S S S S
|01 111111 reserved | Pat h-1D | Flow1D |
T i i S S Tk i Sk N S

The DSR module of the final destination would replace the | P destination address with its actual value
before passing the packet up the stack for further processing.

Thisencoding hasthe advantagethat it requiresno additional overheadin adatapacket. Thedisadvantage
isthat if the packet was somehow received by a DSR-unaware node without first being processed by aDSR
gateway node [17], the DSR-unaware node will either drop the packet or will attempt to receive it locally
(since the IP destination address belongs to the loopback subnet).

Path-Metrics Option

Path-metrics are carried as an option inside the Hop-by-Hop options header.

0 1 2 3
01234567890123456789012345678901
B T i S e h T i i S S S S o S S I e i S S e
| Option Type | Option Length | Pat h-1 D | Flow 1D |
B T S i i T i S i i S ek o o
| Type | Metrics...

I e i s T S S S o e ot S N I S S i s
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Option Type Value: TBD. A node that does not understand this option should ignore this option and
continue processing the packet, and the Option Data does change en-route (the top three bits are 001).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

Path-ID and Flow-ID The path identifier of the path that the metrics correspond to. If the Path-Metrics
Option Type equals Measure, then the Path-1D and Flow-1D fieldsMUST equal thosein any Identifier
Option carried in the Hop-by-Hop Options Header.

Type Oneof

Measure Each node processing the option should update the metrics to reflect the conditions at that
node.

Reply The metrics in this option SHOULD NOT be modified by any intermediate node. They
represent the metrics measured along the identified path.

Confirm The metrics in this option MUST NOT be modified by any intermediate node. They
represent a confirmation by the sender that will transmit traffic conforming to the listed Quality
of Service metrics along the identified flow.

Metrics Theindividual path-metrics, encoded asdescribed in Section A.10.6. Unknown metrics SHOULD
beignored. If asingle value is provide for the metric, it MUST be interpreted asthe metricsvalue. If
two values are provided for the metric, they MUST be interpreted as the range of values taken by the
metric (low valuefirst). It is undefined for there to be more than two values for the metric.

Flow Request Option

Flow-requests are carried as an option inside the Hop-by-Hop options header. They allow a sender to
regquest that intermediate nodes reserve sufficient resources for a flow to provide that flow with the QoS
characteristics described by the metrics.
0 1 2 3
01234567890123456789012345678901
R e i e i i S el Tk S i ok R e
| Option Type | Option Length | Lifetine |
R e i e i i S el Tk S i ok R e
| old | old | new | new |
| Pat h-1D | Flow1D | Pat h-1 D | Flow1D |
B i o I T i I e T Tk o T i S
| Metrics ...
i S T e e e i T i s i S S S S S S S SR

Option Type Vaue: TBD. A node that does not understand this option should ignore this option and
continue processing the packet, and the Option Data does change en-route (the top three bits are 001).

Option Length 8-bit unsigned integer. Length of the option, in octets, excluding the Option Type and
Option Length fields.

old Path-ID and old Flow-ID Theflow identifier providein a previous request which this request super-
sedes.
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new Path-ID and new Flow-ID The flow identifier that will be used with to identify the packets that
should receive the QoS described by the included metrics.

Metrics Themetricsthat characterize the desired QoS, encoded as described in Section A.10.6. Unknown
metrics SHOULD beignored. If arange of valuesare provided for ametric, they MUST beinterpreted
as the minimum acceptable value and the desired value.

Encoding Path-Metrics

Each path-metric is encoded in amodified Type-Length-Value form as

0 1 2 3
01234567890123456789012345678901
e i T e i i s i S S S S
| Type | R Lengt h | Dat a. . .

B I T S S T i s e o o I T il Tk T o S i S S

Type Thetype of metric

R bit If O, the dataiis a list of discrete values the metric can or did take. If 1, the data represent a range
of values the metric can or did take. If asingle metric value is supplied, the range is assumed to be
0 <= metric <= value. If two metric values are supplied, the range is assumed to be valuel <= met-
ric <= value2.

Option Length 8-bit unsigned integer. Length of the metric, in octets, excluding the Type and Length
fields.

The currently defined metric types follow:

Padding Type: 0
The padding metric is special in that it contains no length field and no data.

Available Capacity Type: 1

Data encoded as
0 1
0123456789012345
T S S e R o o S S SR R S
| Manti ssa |  Shift |
T S i Sk SN S SRR S S
where the value is (Mantissa << Shift) bits per second.

Delay and Delay Variation Dataencoded as
0 1
0123456789012345
B S S i i S I S S S
| Del ay |
B i S T i ik T U S S S
Type: 2 - Delay
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Thevalueis Delay milliseconds.
Type: 3 - Delay Variation
The valueisthe standard deviation of Delay, in milliseconds.

Link Bidirectionality Type: 16 - Link Bidirectionality
Data encoded as
0 1
0123456789012345
i i S i St NP S S
| # Uni-links | #Explicit ACK |
i i S i St NP S S
where # Uni-links is the number of uni-directional links on the path, and # Explicit ACK is the number
of hopswhich require explicit acknowledgments.

Packet Loss Rate Dataencoded as

0 1
0123456789012345

B it s SIS S S S S SR S i SR N

| # Packets Lost |

T S R e R o o S i SR R S

wherethe lossrate is (# PacketsLost / 2 ** 16).

Type: 17 - Path Packet Loss Rate

The valueis the expected packet loss rate of the entire path

Type: 18 - Worst Loss Rate

The valueis the expected packet loss rate of the single worst link in the path.
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A.11. Constants

BROADCAST _JI TTER
MAX_ROUTE_LEN

I nterface | ndexes
| F_1I NDEX_| NVALI D
| F_I NDEX_MA
| F_I NDEX_ROUTER

Rout e Cache
ROUTE_CACHE_TI MEOUT

Send Buffer
SEND BUFFER_TI MEQUT

Request Tabl e
MAX_REQUEST ENTRI ES
MAX_REQUEST | DS
MAX_REQUEST _REXMT
MAX_REQUEST_PERI OD
REQUEST_PERI OD
RI NGO_REQUEST_TI MEQUT

Ret r ansm ssi on Buffer
DSR_RXMTI_BUFFER_SI ZE

Ret ransm ssi on Ti mer
DSR_MAXRXTSHI FT
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A.12. |ANA Considerations

This document proposes the use of the Destination Options header and the Hop-by-Hop Options header,
originally defined for IPv6, in IPv4. The Next Header values indicating these two extension headers thus
must be reserved within the I|Pv4 Protocol number space.

Furthermore, this document defines four new types of destination options, each of which must be
assigned an Option Type value:

e The DSR Route Request option, described in Section A.7.1
e The DSR Route Reply option, described in Section A.7.2
e The DSR Route Error option, described in Section A.7.2

e The DSR Acknowledgment option, described in Section A.7.2

DSR also requires a routing header Routing Type be allocated for the DSR Source Route defined in
Section A.7.3.

In1Pv4, werequiretwo new protocol numbersbeissued to identify the next header aseither an IPv6-style
destination option, or an |Pv6-style routing header. Other protocols can make use of these protocol numbers
as nodes that support them will processes any included destination options or routing headers according to
the normal 1Pv6 semantics.
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A.13. Security Considerations

This document does not specifically address security concerns. This document does assume that all nodes
participating in the DSR protocol do so in good faith and with out malicious intent to corrupt the routing
ability of the network. In mission-oriented environments where all the nodes participating in the DSR
protocol share acommon goal that motivatestheir participation in the protocol, the communications between
the nodes can be encrypted at the physical channel or link layer to prevent attack by outsiders.
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A.14. Location of DSR Functions in the ISO Reference Model

When designing DSR, we had to determine at what level within the protocol hierarchy to implement source
routing. We considered two different options: routing at the link layer (ISO layer 2) and routing at the
network layer (1SO layer 3). Originally, we opted to route at the link layer for the following reasons:

e Pragmatically, running the DSR protocol at the link layer maximizes the number of mobile nodes
that can participate in ad hoc networks. For example, the protocol can route equally well between
IPv4 [89], IPv6 [25], and IPX [45] nodes.

e Historically, DSR grew from our contemplation of a multi-hop ARP protocol [49, 51] and source
routing bridges [87]. ARP [88] isalayer 2 protocol.

e Technically, we designed DSR to be simple enough that that it could be implemented directly in
network interface cards, well below the layer 3 software within amabile node. We see great potential
for DSR running between clouds of mobile nodes around fixed base stations. DSR would act to
transparently fill in the coverage gaps between base stations. Mobile nodes that would otherwise
be unable to communicate with the base station due to factors such as distance, fading, or local
interference sources could then reach the base station through their peers.

Ultimately, however, we decided to specify DSR as a layer 3 protocol since this is the only layer at
which we could redistically support nodes with multiple interfaces of different types.
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A.15. Implementation Status

We have implemented Dynamic Source Routing (DSR) under the FreeBSD 2.2.7 operating system running
on Intel x86 platforms. FreeBSD is based on a variety of free software, including 4.4 BSD Lite from the
University of California, Berkeley.

During the 7 months from August 1998 to February 1999, we designed and implemented a full-scale
physical testbed to enable the evaluation of ad hoc network performance in the field. The last week of
February and the first week of March included demonstrations of this testbed to a number of our sponsors

and partners, including Lucent Technologies, Bell Atlantic, and DARPA. A complete description of the
testbed is available as a Technical Report [71].

The softwareis currently being ported to FreeBSD 3.3.
Implementors notes:

e Added field to Route Error
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