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Abstract

This thesisintroducestheory geneation, a nev general-purposéchniquefor
performingautomatederification. Theorygeneratiomravsinspirationfrom, and
complementdyothautomatedheorenproving andsymbolicmodelcheckingthe
two approachethatcurrentlydominatemechanicateasoningAt the coreof this
approachs the notion of producinga finite representatiof a theory—allthe
factsderivablefrom asetof assumptionsAn algorithmis presentedor producing
compactheoryrepresentation®r anexpressve classof simplelogics.

Security-sensitie protocolsarewidely usedtoday andthe growing popularityof
electroniccommercas leadingto increasingelianceonthem. Thoughsimplein
structure theseprotocolsarenotoriouslydifficult to designproperly Sincespec-
ificationsof theseprotocolstypically involve a smallnumberof principals,keys,
noncesandmessagesndsincemary propertiesof interestcanbe expressedn
“little logics” suchasthe Burrows-Abadi-NeedhanfBAN) logic of authentica-
tion, thisdomainis amenablé¢o theorygeneration.

Theory generatiorenabledast, automatedanalysisof thesesecurityprotocols.
Giventhetheoryrepresentatiogeneratedrom a protocolspecificationpnecan
quickly testfor specificdesiredpropertiesaswell asdirectly manipulateherep-
resentatiorio performotherkindsof analysis suchasprotocolcomparisonThis
thesisdescribesapplicationsof theorygeneratiorto morethana dozensecurity
protocolsusingthreeexisting logicsof belief; theseexamplesconfirm,orin some
casesxposeflawsin earlieranalyses.

Thisthesisntroducesanew logic, RV, for securityprotocolanalysis While draw-
ing onthe BAN heritage RV addressea commoncriticism of BAN-like logics:
thattheidealizationstepcanmaskvulnerabilitiespresentn the concretgorotocol.
By formalizingmessagnterpretationRV allows the verificationof honestyand
sececypropertiesin additionto thetraditionalbelief properties.Thefinal contri-
bution of this thesis,the REVERE protocolanalysistool, hasa theorygeneration
corewith plug-inmoduledor RV andotherlogics. Its performances suitablefor
interactve use;verificationtimesareundera minutefor all examples.
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Chapter 1

Intr oduction

1.1 Motivation

Security-sensitie protocolsarewidely usedtoday andwe will rely onthemeven
morehewily aselectroniccommercecontinuesto expand. This classof proto-
colsincludeswell-known authenticatiomprotocolssuchas KerberogMNSS87
andNeedham-Schroed@XS78, newer protocolsfor electroniccommercesuch
as NetBill [ST9Y and SecureElectronic Transactions(SET) [VM96], and
“security-enhancedversionsof existing network protocols,suchas Netscapes
SecureSocketsLayer (SSL) [FKK96], SecureHTTP [RS964, and SecureShell
(SSH)[Gro99.

Theseprotocolsarenotoriouslydifficult to designproperly Researchersave
uncoveredcritical but subtleflaws in protocolsthathadbeenscrutinizedor years
or evendecades Protocolsthat weresecuren the ervironmentsfor which they
weredesignedhave beenusedin new environmentswheretheir assumptionail
to hold, with dire consequenced.heseassumptionareoftenimplicit andeasily
overlooked.Furthermoresecurityprotocolsby theirnaturedemanda higherlevel
of assurancéhanmary systemsandprograms sincethe useof theseprotocols
impliesthatthe userpercevesa threatfrom maliciousparties. The weakest-link
argumentrequireshatevery componenof asystenbesecuresincealmostevery
moderndistributedsystemmakesuseof someof theseprotocols their securityis
crucial.

Given theseconsiderationsywe mustapply careful reasoningo gain confi-
dencein security protocols. In currentpractice,theseprotocolsare analyzed
sometimesisingformalmethoddasedn security-relatedbgicssuchasthe Bur-
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rows, Abadi, andNeedhamBAN) logic of authenticationandsometimesising
informalargumentsandpublicreview. While informalapproacheplay animpor-

tantrole, formal methodsoffer the besthopefor producingcorvincing evidence
thata protocolmeetsits requirementslt is for critical systempropertiedike se-
curity thatthe costof applyingformal methodscanmosteasilybe justified. The
formal protocolanalyseswhenthey exist, normally takethe form of pencil-and-
paperspecificationsand proofs, sometimescheckedby mechanizedrerification
systemssuchasPVS[ORSvVH95]. The procesof encodingprotocolsandsecu-
rity propertiesn a general-purposeerificationsystemis oftencumbersomeand
errorprone,andit sometimegequiresthat the protocol be expressedn an un-

naturalway. As a result,the costof applyingformal reasoningnay be seenas
prohibitive and the benefitsuncertain;thus, protocolsare often usedwith only

informal or possibly-flavedformal agumentdor their soundnesslf we cande-
velopformal methodghatdemandessfrom the userwhile still providing strong
assurancesheresultshouldbe moredependabl@rotocolsandsystems.

1.2 Overview of Approachand ThesisClaim

This dissertationntroducesa new technique theory geneation, which canbe
usedto analyzetheseprotocolsandfacilitate their development. This approach
providesfully automatedrerificationof the propertiesof interest,and feedback
on theeffectsof refinement@andmodificationgo protocols.

At the coreof this approachs the notionof producinga finite representation
of all the factsderwvablefrom a protocol specification. The commonprotocols
andlogicsin this domainhave somespecialpropertiesthat makethis approach
appealing First, the protocolscanusuallybe expressedn termsof a small,finite
numberof participants keys, messagesioncesandso forth. Secondthe log-
ics with which we reasoraboutthem often comprisea finite numberof rulesof
inferencethatcausé‘growth” in acontrolledmanner The BAN logic of authenti-
cation,alongwith someotherlogicsof beliefandknowledge meetshis criterion.
Together thesefeaturesof the domainmakeit practicalto producesucha finite
representatiogquickly andautomatically

Thefinite representatiotakestheform of a setof formulasT’, whichis essen-
tially thetransitve closureof theformulasconstitutingthe protocolspecification,
overtherulesof inferencen alogic. This setis calledthetheory, or consequence
closue. Givensucharepresentationverifying a specificpropertyof interest,o,
requiresa simplemembershigest: ¢ € T'. In practice,the representatiors not
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the entire transitve closure,and the testis slightly more involved than simple

membershiphut it is similar in spirit. Beyond this traditional property-testing
form of verification,we canmakefurtherusesof the setT’, for instancen com-

paringdifferentversionsof a protocol. We can capturesomeof the significant
differencedbetweerprotocolsP and@ by examiningthe formulasthatlie in the

setdifferencel’r \ Ty andthosethatlie in 7 \ Tp.

Usingthis new approachye canprovide protocoldesignersvith a powerful
and automatictool for analyzingprotocolswhile allowing themto expressthe
protocolsin a naturalway. In addition,the tool canbe instantiatedwith a sim-
ple representationf a logic, enablingthe developmentof logics tailoredto the
verificationtaskat handwithout sacrificingpush-luttonoperation.

Beyond the domainof cryptographicprotocols,theory generationcould be
appliedto reasoningwith ary logic that exhibits the sort of controlled growth
mentionedabove (andexplainedformally in Chapter2). For instanceresearchers
in artificial intelligenceoftenusesuchlogicsto represenplanningtasks asin the
Prodigysystem[VCP+95].

Thenew approachmakest easyto generateautomaticallya checkerspecial-
ized to a given logic. JustasJon Bentley hasarguedthe needfor “little lan-
guages’[Ben86], this generatoiprovidesa way to construct'littte checkers’for
“little logics” The checkersarelightweightandquick, just asthelogicsarelit-
tle in the senseof having limited connectvesandrestrictedrules, but the results
canbeilluminating. As partof this thesisresearchye implementa systemthat
generatesheselittle checkersandwe apply four suchcheckerdo a variety of
protocols.

The thesisof this work is that theory geneation offers an effectiveform of
automatedeasoningand furthermoe that theorygeneation can be appliedin
thedomainof authenticatiorandelectioniccommeteprotocolsto analyzea wide
rangeof critical securityproperties.

1.3 Contributions

In demonstratinghisthesiswe makesereralsignificantcontributionsto thefields
of formal methodsandcomputersecurity

First,theorygenerations anew approachor formalverification. Themethod
of producinganddirectly manipulatingfinite theoryrepresentationsnablesew
kindsof analysissuchasthedifferenceapproachalludedto abore for comparing
two specifications.The TG, algorithmfor theorygeneratiorprovidesa simple
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meansof producingusefulbut compacttheoryrepresentationfor an expressve
classof logics. As well asthealgorithmitself, we provide proofsof its correctness
andtermination a practicalimplementationandsuggestion$or furtherenhance-
ments.

Secondthe applicationof theorygeneratiorto the analysisof securityproto-
colsis a new development.The utility of this approachs demonstratethrough
mary examplesjn which theorygenerations appliedbothto existing belieflog-
ics andto a new logic, RV, for verifying protocol properties. Future protocol
analysigools couldbenefitfrom this technique.

The RV logic itself is a contribution in reasoningaboutsecurity protocols.
This logic providesa formal, explicit representatiolof messagenterpretations,
allowing usto bridgethe*“idealizationgap” thathasbeenaweaknessf BAN and
relatedogics. In additionto thetraditionalbeliefpropertieof thesortBAN deals
with, RV canexpresshonestysececy, andfeasibilityproperties.

Finally, the REVERE protocol analysistool offers protocoldesignersan en-
vironmentin which they can quickly checkpropertiesof newv protocolsunder
development,andit cansere asa modelfor future implementationof theory
generatioranda basefor developmenibf moresophisticategbrotocolanalyzers.

1.4 RelatedWork

Thereis arich history of researclon computerassistedormal verificationand
on reasoningaboutsecurity This sectioncontainsa brief surwey of the work
mostrelevantto thethesis focusingontheimportantdifferencedetweerexisting
approacheandtheorygeneratiorasappliedto securityprotocols.

1.4.1 TheoremProving

General-purposautomatedheoremproving is the moretraditionalapproacho

verifying securityproperties.Early work on automatedeasoningaboutsecurity
madeuseof the Affirm [GMT*80], HDM [LRS79], BoyerMoore [BM79], and
Ina Jo [LSSE80]theorem-prging methodologiesThis line of work waslargely

basedon the Bell-LaPadulasecuritymodel[BL76]. In proving the theoremghat
expressedsecuritypropertieof a systemor protocol,anexpertuserwould care-
fully guidetheprover, producingemmasandnarravly directingthe proofsearch
to yield results.



1.4. RELATED WORK 5

More recenttheorem-preing efforts have usedthe HOL [GM93], PVS
[ORSVH9], andisabellgPau94]verificationsystemgo expressandreasorabout
security properties. Thesesophisticatedrerification systemssupportspecifica-
tionsin higherorderlogic andallow the userto createcustomproof stratgies
andtacticswith which the systemsando moreeffective automategbroof search.
Thoughsimplelemmascanbe proved completelyautomaticallyhumanguidance
is still necessaryor mostinterestingproofs.

We have donelimited experimentsin applyingPVS to the BAN logic asan
alternatveto theorygenerationTheencodingof thelogic is quite natural but the
proofsaretediousbecaus®VSis oftenunableto find theright quantified-ariable
instantiationgo applythe BAN logic’s rulesof inference.

Paulsonusesthe Isabelletheoremprover to demonstrate rangeof security
propertiesn an“inductive approach’{Pau96,BP97]. In this work, he modelsa
protocolasasetof eventtracesdefinedinductiely by the protocolspecification.
He definesrulesfor derving several standardmessageetsfrom atrace,suchas
the setof messageandmessagéragments)thatcanbederivedfrom atrace H
usingonly the keys containedn H. Giventhesedefinitions,he proposevarious
classeof propertieshatcanbe verified: possibility propertiesforwardinglem-
mas,regularity lemmas,authenticitytheoremsandsecreg theorems.Paulsons
approacthasthe advantageof beingbasedn a smallsetof simpleprinciples,in
contrastto the sometimesomplex andsubtlesetsof rulesassumedby the BAN
logic andrelatedbelieflogics. It doesnot, however, provide the samehigh-level
intuition into why a protocolworks that the belief logics can. Paulsondemon-
strategoroof tacticsthatcanbe appliedto prove somelemmasautomatically but
significanthumaninteractionstill appearso berequired.

Brackinhasrecentlydevelopeda systemwithin HOL for converting protocol
specificationan an extendedversionof the GNY logic [GNY90] to HOL the-
ories[Bra96]. His systemthenattemptsto prove userspecifiedpropertiesand
certaindefaultpropertiesautomatically This work looks promising;one draw-
backis thatit is tied to a specificlogic. Modifying that logic or applyingthe
technigueto a new logic would requiresubstantiakffort andHOL expertise.In
theorygenerationthe logic canbe expressedstraightforwardly andthe proving
mechanismis independentf thelogic.

Like general-purpostheoremproving, theorygeneratiorinvolvesmanipula-
tion of the syntacticrepresentationf the entity we areverifying. However, by
restrictingthe natureof the logic, unlike machine-assistetheoremproving, we
canenumerateéhe entiretheoryratherthan(with humanassistancejeveloplem-
masandtheoremsasneeded.Moreover, the nev methodis fastandcompletely



6 CHAPTER1. INTRODUCTION

automatic,andthus more suitablefor integrationinto the protocoldevelopment
process.

1.4.2 BeliefLogics

For reasoningabout protocolsin the security domain, the BAN logic and its
kin have attractedsignificantattentionin recentyears|BAN90, GNY90, KW94,
Kai96, Sv094. Thiswork divergesfrom thealgebraicapproactio cryptographic
protocolmodelingintroducecdearlierby Dolev andYao[DY81]. In theDolev-Yao
approachencryptionanddecryptionaremodeledasalgebraidransformationsn
words, andreasoningabouta protocol consistsof proving certainwordsdo not
belongto thelanguagecorrespondindo a given protocol. The BAN family em-
phasizeshe evolution of beliefsby participantsn aprotocol.

Burrows, Abadi,andNeedhandevelopedtheirlogic of authenticatior{BAN)
aroundthenotion of belief. Eachmessagén a protocolis representedyy a setof
beliefsit is meantto convey, andprincipalsacquirenew beliefswhenthey receve
messagesaccordingto a small setof rules. The BAN logic allows reasoning
not just aboutthe authenticityof a messagdthe identity of its sender) put also
aboutfreshnessa quality attributedto messagethat are believed to have been
sentrecently This allowed BAN reasoningo uncorver certainreplayattackdike
thewell-known flaw in theNeedham-Schroedshared-kg protocol[DS81].

Severalotherlogicsweredevelopedto improve uponBAN by providing sup-
port for differentcryptographicperationsuchassecurenashessimplifying the
setof rules,introducingthe conceptof a recognizablenessageand othersuch
enhancement$GNY [GNY9(Q], SVO [Sv094, AUTLOG [KW94], andKailar’s
accountabilitylogic [Kai96] aresomeof the moreprominent.In Chapters3 and
4 we discusghe advantagesanddisadwantageof theselogics further, andshowv
how theorygeneratiorcanbeappliedto severalof them.The REVERE systende-
scribedn Chaptei6 cangeneratélittle checkersfor thesdogicswithin aunified
framework.

Therehasbeensomeotherwork on modelingsecurityprotocolswith more
expressve logics that are somavhat more difficult to reasonwith, suchastem-
porallogics andthe nonmonotonidogic of knowledgeandbelief introducedby
Moser[IM95, M0s89]. Theorygeneratiomrestrictsitself to a simplerclassof log-
icsthatis adequatéo expresamnary of theinterestingoropertief theseprotocols
without sacrificingfully automatedeasoning.
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1.4.3 Model Checking

Model checkingis a verificationtechniquewhereinthe systemto be verified is
representedsafinite statemachineandpropertiedo becheckedaretypically ex-
pressedisformulasin sometemporallogic. Thesystemis searche@xhaustvely
for a pathor statesatisfyingthe givenformula (or its complement).The process
canbe acceleratedyreatly throughsymbolic executionand the use of compact
representationsuchas Binary DecisionDiagrams(BDDs) [Bry86], which effi-
ciently encoderansitionrelations]BCM*90, McM92]. Symbolicmodelcheck-
ing hasbeenusedsuccessfullyto verify mary concurrenthardwaresystemsand
it hasattractedsignificantinterestin the wider verificationcommunitydueto its
high degreeof automatiorandits ability to producecountergampleswhenveri-
ficationfails.

Jonathamlillen’ sInterrogatotool couldbeconsideredhefirstmodelchecker
for cryptographigrotocolanalysigMil84, KMM94]. It is aProlog[CM81] sys-
temin which the userspecifiesa protocolas a setof statetransitionrules, and
further specifiesa scenariaccorrespondingo someundesirableutcome(e.g.,an
intruderlearnsa privatekey). The systemthensearcheswith Prologbacktrack-
ing, for amessagéistory matchingthe givenscenariolf suchahistoryis found,
thelnterrogatohasdemonstrated flaw in the protocol;however, if no matching
messagaistoryis found,little canbeconcludedTheconstructiorof thescenario
andprotocolspecificationconstrainghe searchandthusmay causevalid attacks
to beignored.

Recently advancedgeneral-purposenodel checkershave beenappliedto
protocol analysiswith someencouragingesults. Lowe usedthe FDR model
checkelfRos94]to demonstrate flaw in, andthenfix, the Needham-Schroeder
public key protocol[Low96] and (with Roscoe)he TMN protocol[LR97], and
RoscoeusedFDR to checknoninterferencef a simplesecurityhierarchy(high
security/lav security)[Ros93. Heintze, Tygar, Wing, and Wong usedFDR to
checksomeatomicity propertiesof NetBill [ST95 and Digicash[CFN8§ pro-
tocols[HTWWO96]. Mitchell, Mitchell, and Sterndevelopeda techniquefor an-
alyzing cryptographigorotocolsusing Mur¢, a model-checkethat usesexplicit
staterepresentationand, with Shmatikw, have appliedit to the complex SSL
protocol [MMS97, MSS9§. Finally, Marrero, Clarke, and Jhahave produced
a specializednodelcheckerfor reasoningaboutsecurityprotocols,which takes
a simple protocolspecificationasinput and doesnot requirea protocol-specific
adwersaryproces§CJIM98].

Someof thesemodernmodel checkerdorron from the semantianodelin-
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troducedby Woo andLam [WL93], in which authenticatiorprotocolsarespeci-
fied ascollectionsof processethatperformsequencesf actionssuchassending
andreceving messagesnitiating andterminatinga sessionandcreatingnonces.
Correctnesgropertiesn the Woo-Lammodelareclassifiedassececyor corre-
spondenceroperties. The correspondencpropertiedink actionstakenby two
differentprincipalsin a protocolrun; for instancejf principalQ completes pro-
tocolrunwith an EndInit(P) action,then P musthave takena BeginRespond(P)
actionearlier

All thesemodel-checkingapproachesharethe limitation thatthey cancon-
sideronly a limited numberof runsof a protocol—typicallyone or two—before
thenumberof statesof thefinite statemachinebecomesinmanageablehislim-
itation resultsfrom the well-known stateexplosionproblemexhibited by concur
rentsystemsln somecasest canbeworkedaroundby proving thatary possible
attackmustcorrespondo anattackusingat mostn protocolruns.

The theorygeneratiortechniquetakessignificantinspirationfrom the desir
ablefeaturesof modelchecking.Like modelcheckingtheorygeneratiorallows
“push-kutton” verificationwith no lemmasto postulateandno invariantsto infer.
Whereasmodel checkingachieves this automationby requiring a finite model,
theorygeneratiorachiearesit by requiringa simplelogic. Also like modelcheck-
ing, theorygeneratiorseeksto provide moreinterestingfeedbackhana simple
“yes, this propertyholds” or “I cannotprove this property’ In modelchecking,
countergamplesgive concreteillustrationsof failures, while theory generation
offersthe opportunityto directly examineandcompareheoriescorrespondingo
variousprotocols. By taking adwvantageof the intuitive belief logics, theorygen-
erationcanbetterprovide the userwith a senseof why a protocolworksor how it
mightbeimproved; modelcheckingis moreof a*“black box” in thisrespect.The
two approachesancomplementachother asmodelcheckingprovidesanswers
without specifyingbeliefinterpretationgor the protocol,while theorygeneration
presentsheuserwith ahigherlevel view of the protocol’s effects.

1.4.4 Hybrid Approaches

Meadavs’ NRL ProtocolAnalyzeris perhapghe bestknown tool for computer
assistedecurityprotocolanalysigMea94]. It is a semi-automatetbol thattakes
a protocoldescriptionanda specificatiorof somebadstate ,andproduceghe set
of stateghatcouldimmediatelypreceddt. In a sensehe Analyzerrepresents
hybrid of modelcheckingandtheoremproving approachesit interlearesbrute-
force stateexplorationwith the userguidedderiation of lemmasto prunethe
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searchspacelt hasthenotableadvantageshatit canreasoraboutparallelproto-
col run attacksandthatit producesampleattacksput it sometimesuffersfrom
the stateexplosionproblemandit requiressignificantmanualguidance. It has
beenappliedto anumberof securityprotocols andcontinuingwork hasincreased
thelevel of automatior{Mea98]. Theorygenerationhowever, offersgreaterau-
tomation,the benefitsof intuitive belieflogics,andprotocolcomparisorabilities
notavailablein the Analyzer

While nota protocolanalysisapproachn its own right, the CommonAuthen-
tication Protocol SpecificationLanguage(CAPSL) [Mil97] plays an important
rolein thisfield. Developedby Millen in cooperatiomwith otherprotocolanalysis
researcher§CAPSLis intendedo provide aunifiednotationfor describingproto-
colsandtheiraccompaying assumptionsindgoals. It capturesandstandardizes
notionssharedoy mostmodernprotocolanalysistechniquesprincipals,encryp-
tion, nonces freshnessconcatenationand so forth, but it alsoallows modular
extensiondor expressinguserspecifiedabstractionsAs moreanalysistools are
constructedo CAPSL, it shouldbecomeeasierto shareprotocol specifications
amongdifferenttools,andmorepracticalto developandusespecializedoolsfor
anintegratedanalysis.

1.4.5 Logic Programming and Saturation

Theorygeneratiorsharessomeelementswith logic programming.asembodied
in programmindanguagesike Prolog. Throughcarefuluseof Prologbacktrack-
ing, onecanenumeratelervableformulasto produceresultssimilar to thoseof
theorygenerationAutomatedeasoningvith AUTLOG hasbeenmplementedn
Prolog,andsimilartechniquegouldprobablybe appliedto automatea variety of
belieflogics. We encodedhe BAN logic in Prolog,but found thatthe encoding
wasvery sensitve to theorderingof rulesandrequirednhand-tuningo ensureer-
mination.Reasoningia theorygenerations moregeneralin thatwe canproduce
resultsandguarantegerminationwithout ary dependencen rule ordering,and
becauseve usea modified unificationalgorithmthat can handlesimple rewrite
rules. At the sametime, it is more specific; by tailoring our reasoningo a spe-
cific domain—thesélittle” belieflogics—weexploit the natureof thedomainin
waysthat makeexhaustve enumeratiora computationallyfeasibleandtractable
approacto automaticverification.

Theideaof computingafinite “closure” (or “completion”) of atheoryis used
in the theoremproving systemSATURATE [NN93]. SATURATE takesa setof
first-orderlogic formulasand attemptsto computea finite setof formulasthat
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representshe satuiated theoryinducedby thoseaxioms. This saturatedheory
is a setof deducedclausesvithout redundang, wherea clauseis redundantf it
is entailedby smallerclausesn the set. If it succeedsthe theoryis guaranteed
to be consistentandthe saturatedsetcanbe usedto createa decisionprocedure
for thetheory Ourrestrictionson theinputlogic allow usto generate saturated
setof formulasthatwe find easielto interpretthanthe setsgeneratedby this more
generabystem.Theprimarypurpose®f thecompletioncomputedy SATURATE
areto provide a demonstratiorthatthe input theoryis consistentandto allow a
fastdecisionprocedurdo operateon the saturatedheory We chooseto empha-
sizedifferentusedor thefinite sets—inparticular directanalysisandcomparison
of thesesets. In addition,the restrictedframenork we adoptfreesthe userfrom
worrying abouttermination; SATURATE acceptsa broaderrangeof inputsand
thuscannotensurehatthe completionoperatiornwill halt. In limited experiments
applyingSATURATE to the BAN logic, we wereunableto find a configurationin
which saturatiorwould terminateon mosttrials.

1.5 RoadMap

In the remainderof this dissertationye describethe theoryandpracticeof the-
ory generatiorfor securityprotocolverification.In Chapter2 we describeheory
generatiorformally and presentan algorithmfor performingtheorygeneration.
Chapter3 presentsheorygeneratiorasappliedwith existing belieflogicsto an-
alyzevariousprotocols.In Chapter4 we developa new belief logic, RV, whose
explicit notion of interpretatioryields significantadvantagesver existing belief
logics. In Chaptels welay outa step-by-stepnethodfor doingmorecomprehen-
sive protocolverificationwith RV, with sampleapplicationgo sereral protocols.
Discussionof practicalissuesarisingin the implementatiorof the theorygener
ation algorithmappearsn Chapter6, alongwith a descriptionof the REVERE
protocolverificationtool andsomeperformancéenchmarksFinally, Chapter7
containsreflectionson the contritutions of this work and directionsfor future
research.



Chapter 2

Theory Generation

Whenworking with a logic, whetherfor programverification,planning,diagno-
sis,or ary otherpurposea naturalquestionto askis, “What conclusionsanwe
derive from our assumptions?'Givena logic, andsomesetof assumptions]™,
we considerthe completetheory 7™, inducedby 7°. Also known asthe conse-
guenceclosue, 7™ is simply the (possiblyinfinite) setof formulasthat canbe
derived from T°, usingthe rulesandaxiomsof the logic. We typically explore
T* by probingit at specificpoints: “Canwe derive formula £? WhataboutG?”
Sometimesve testwhether7™ containsavery formula;thatis, whetherthetheory
is inconsistent.lt is interesting however, to considerwhetherwe cancharacter
ize T moredirectly, andif sowhatbenefitsthat might bring. In the following
sections,we explore for a specialclassof logics a generalway of representing
T* and a technique called theory geneation, for mechanicallyproducingthat
representation.

2.1 Logics

Theorygeneratiomayin principlebeappliedto ary logic, butin this chaptemwe
consideronly thosefalling within a simplefragmentof first-orderlogic. We start
by definingbriefly the standarccomponent®f first-orderlogic. More complete
treatmentsnaybefoundin introductorylogic texts [Bar77.

Definition 2.1 A first-orderlanguage L, is a possiblyinfinite setof variables,
constantsfunctionsymbolsand predicatesymbols.

In this chapterwe will useX andY for variables;S andT for terms;F, G, P, C,
andg for formulas;and f, g, andp for functionandpredicatesymbols.

11



12 CHAPTERZ2. THEORY GENERATION

Definition 2.2 Thesetof termsof L is the smallestsetsud that every variable
is a term, and every expressionf(Ti,...,T,) is a term,whee f is a function
symbol, 11, ..., T, areterms,andn > 0.

Definition 2.3 Thewell-formedformulas(wffs) are built fromtermsasfollows:

e p(Th,...,T,) isawffif Ty,...,T, aretermsand p is a predicatesymbol

(for anyn > 0);
o VX .Fisawffif X isavariableand F' is a wff; and

e (-F)and(F = G) arewffsif F' andG are wffs.

The otherpropositionalconnectves(Vv, A, <= ) andthe existentialquantifier
(3) maybeusedasabbreiationsfor their equivalentsin termsof Vv, -, and=-.
In first-orderlogic with equality the setof wffs above is extendedto include
all formulasof theform
S=T
whereS andT" areterms.

We restrictour attentionto the fragmentof first-orderlogic we call £, defined
here.(WeuseX asashorthandor X1, ..., X}.)

Definition 2.4 The logic, £, is that fragmentof first-order logic whosewell-
formedformulasare all of thefollowing form:

VX.(PLAPyAN---NPy) = C)

wheem > 0, n > 0, the P, and C are formulascontainingno connective®r
quantifiersand X are all thefreevariablesoccurringin thoseformulas.

For formulasof £ in whichm = 0, thestandardorm reducego
VX.C (2.1)

We will sometimesnterpretformulasof £ (in whichm > 0) asrulesof inference,
writing themin thisform:
PP - Py
C )
Note thatthis classof formulasis equivalentto Horn clauses.We will normally
referto formulasin theformsof (2.1) and(2.2) asassumptionandrulesrespec-
tively. (In Prologterminology thesearefactsandrules.) We resere the term

(2.2)
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rules of inferenceto refer specificallyto the inferencerulesfor L itself (suchas
modusponensbelow).
We will alsoconsideranextensionof £ thatincludesalimited form of equal-

ity:

Definition 2.5 Thelogic, £=, is the fragmentof first-order logic with equality
whosewell-formedformulasincludeall thewffs of £, aswell asformulasof this
form:

VX.(S=T) (2.3)

whee S andT areterms,andthe X; are all thefreevariablesoccurringin S and
T.

We call theseuniversally-quantifiectqualitiesrewrites
We will useHilbert-styleaxiomsandrulesof inferencefor first-orderlogic.
Theaxiomsinclude

¢ all propositionatautologies,
¢ all formulasof theform
(Vz.¢(z)) = o(t)
wherez is ary variableandt ary term,and
e for first-orderlogic with equality the standardequalityaxioms:

T =T) (reflexivity),

= (

- (S= ) (T = S) (commutatvity),

— ((Th = T2) AN (Ty = T)) = (11 = T3) (transitvity),

(Sl Tin--- NSy =T,) = (p(S1,....5) = p(Th,...,T,)), and
- (51 = A Sy =T,) =

(

[Sl\Xl, cee Sn\Xn]t = [T1\Xq,..., T\ Xyt)

(Thenotation[S;\ X1, .. ., S, \ X, |t denoteghetermobtainedby substitut-
ing S; for freeoccurrencesf X; int, S, for X5, andsoon.)

Therulesof inferencearemodusponens

(F=G) F
G
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andthegeneralizatiomule:

F=G
F = Vvy.[y\z|]G

(wherez is notfreein F).
Giventheseaxiomsandrulesof inferencewe candefinetheformal notion of
proof:

Definition 2.6 A proof of someformula /' froma setof assumption$’ is a finite
sequencejFy, .. ., F,}, offormulaswhee F), is F', andeat elementt; is either
an axiominstance,a memberof I, or the resultof an applicationof oneof the
rulesof inferenceusingformulasin £y, ..., F;_;.

We sayaformula F' is derivablefromT" (written " - F) if aproofof F' from I’
exists.

We now introduceaclassof “little logics” thatare,in away, equvalentto £=,
parameterizety a fixedsetof rulesandrewrites:

Definition 2.7 Thelogic, /rw, Whee R is a setof rulesin theform of (2.2),and
W is a setof rewritesin theform of (2.3), hasasits formulasall connective-te
formulasof £. Therules of inferenceof ¢y, are all therulesin R, aswell as
instantiation,and substitutionof equaltermsusingthe rewritesin V.

Proofsin /gy, arethusfinite sequencesf formulasin whicheachformulais either
anassumptionaninstanceof anearlierformula,theresultof applyingoneof the
rulesin R, or theresultof areplacementisingarewrite in 1.

Thefollowing theoremshaows the correspondendeetweer’zy, and L~

Theorem 2.1 If ¢ is aformulaof /gy, andI is a setof formulasof /gy, then

Lo @

if andonlyif
TURUW b= ¢

Thatis, proofin /gy is equivalentto proofin £~ usingthesamerulesandrewrites
(R andW). Theproof of thistheoremis long but fairly mechanicalit appearsn
AppendixA.

Finally, we definethe notionof theory(alsoknown asconsequencelosue):
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Definition 2.8 Let L bealogic, and 7 a setof wffsin thatlogic. 7, thetheory
inducedby 77, is the possiblyinfinite setof wifs containingexactly thosewffs that
canbederivedfrom 7 andthe axiomsof L, usingtherulesof L.

T* is closedwith respecto inference,in thatevery formulathat canbe derved
from 7™ is amemberof T*. In thefollowing sectionswe considerttheoriesn the
context of /zy logicsandshav how to generateepresentationsf thosetheories.

2.2 Theory Representation

The goal of theorygeneratioris to producea finite representationf the theory

inducedby somesetof assumptionsin this sectionwe considerthe forms this

representatiomight take,andthe factorsthat may weighin favor of onerepre-
sentationor another Thesefactorswill be determinedn part by the purposes
for which we planto usetherepresentationTherearethreeprimary usesfor the

generatedheoryrepresentation:

¢ It may be usedin a decisionprocedurdor determiningthe derivability of
specificformulasof interest(seeSection2.4).

¢ It may be manipulatecand examinedby a humanthroughassortedilters,
in orderto gaininsightinto the natureof the completetheory

¢ It may be directly comparedwith the representationf someothertheory
to revealdifferencedbetweerthetwo theories.

Theseapplicationsarediscussedn greaterdetailin Chapters.

Thefull theoryis a possiblyinfinite setof formulasentailedby someinitial
assumptionssothe clearestequirementf therepresentatiowe generatas that
it befinite. A naturalway to achieve thisis to selecta finite setof “representatie
formulas”thatbelongto thetheory andlet this setrepresenthefull theory Other
approacheareconcevable;we could constructa notationfor expressingcertain
infinite setsof formulas,perhapsnalogouso regularexpression®r context-free
grammarsHowever, thelogic itself is alreadyquite expressve; indeed the setof
initial assumptiongndrules“expressesthe full theoryin somesense.Thereis
no clearbenefitof creatinga separatéanguagdor theorydescription.

Given that we chooseto representa theory by selectingsomesubsetof its
formulas,it remaingo decidewhatsubsets best.Hereareafew informalcriteria
thatmayinfluenceour choice:
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C1. The setof formulasmustbe finite, and shouldbe small enoughto make
directmanipulationpractical. An enormousthoughfinite, setwould prob-
ably benotonly inefficientto generatebut unsuitabl€or examinationby a
humanexceptthroughvery finefilters.

C2. Thereshouldbe an algorithmthat generateshe setwith reasonableffi-
ciengy.

C3. Givenanalready-generateskt,thereshouldbe anefficientdecisionproce-
durefor thefull theory usingthatset.Sincethesimplestvayto characterize
atheoryis to testspecificformulasfor membershipa quick decisionpro-
cedureis important.

C4. The setshouldbe canonical. For a given set of initial assumptionsthe
generatetheoryrepresentatioshouldbeuniquelydeterminedThismakes
directcomparisorof the setsmoreuseful.

C5. Thesetshouldincludeasmary of the “interesting”formulasin the theory
aspossibleandasfew of the“uninteresting’onesaspossible For instance,
whena large classof formulasexistsin thetheory but all represenessen-
tially thesamefact, it mightbe bestfor thetheoryrepresentatioto include
only thesimplestformulafrom this class.This will enablehumango glean
usefulinformationfrom the generatedetwithoutsifting throughtoo much
chaf.

GanzingerNivela,andNiewenhuiss SATURATE provertakesoneapproacho
this problem[NN93]. SATURATE is designedo work with a very generalogic:
full first-orderlogic over transitve relations. It can,undersomecircumstances,
producea finite “saturatedtheory” that enablesan efficient decisionprocedure.
The saturationprocesscanalsobe usedto checkthe consisteng of a setof for-
mulas,sincefalsewill appeain thesaturatedetif the original setis inconsistent.
The price SATURATE paysfor its generalityis that saturationis not guaranteed
to terminatein all casestherearea numberof usertunableparametershatcon-
trol the saturationprocessand makeit more or lessthoroughand more or less
likely to terminate.This flexibility is sometimesiecessarybut we chooseto fo-
cuson morelimited logicsin which we canmakestrongerguaranteesegarding
terminationandrequirelessassistancéom theuser

For /gy logics, we selecta classof theory representationsve refer to as
(R, R') representations
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Definition 2.9 Fromthe setof rules, R, choosesomesubsetR'. An (R, R') rep-
resentatiorof thetheoryinducedby 7° containsa setof formulasderivablefrom
T°, sud that any proof fromthe assumptions]™, in which thelast rule applica-
tion (if any)is an applicationof somerule in R, the conclusionof that proof is
equivalentto someformulain the set. Furthermoe, every formulain the setis
equivalentto the conclusionof somesud proof. Finally, no two formulasin the
setare equivalent.

In this formulation,therulesin R’ are“preferred”in thatthey areappliedasfar
aspossible.Theequvalenceusedin this definitionmaybe strictidentity or some
looserequivalencerelation. We cantesta formula for membershign the full
theoryby usingthe theoryrepresentatiomndjust the rulesin (R — R') (thisis
provedin Section2.4). This canbe significantlymore efficient thanthe general
decisionproblemusingall of R, socriterion C3 canbe satisfied.If we selectthe
representatioto includeonly onecanonicaformulafrom ary equvalenceclass,
thentherepresentatiois completelydeterminedy 7°, R, andR’, socriterionC4
is satisfied.

In orderto satisfythe remainingcriteria (C1, C2, and C5), we mustchoose
R’ carefully We could chooseR’ = {}, but the resultingtheoryrepresentation
wouldjustbe T, theinitial assumptionsunlikely to enableanefficientdecision
procedureandcertainlynotvery “interesting”(in the senseof C5). For somesets
of rules,we couldlet R’ = R, butin mary caseshiswouldyield aninfinite repre-
sentatve set,violating C1. In thenext sectionwe describea methodfor selecting
R’ thatis guaranteedo producea finite representatie set,andthat satisfiesthe
remainingcriteriain practice.

2.3 The Theory GenerationAlgorithm, TG,

In an/gy logic, asdefinedin Section2.1, we canautomaticallygenerate finite

representatiorf the theoryinducedby somesetof formulas,I’, provided the
logic andthe formulasin I' satisfysomeadditionalrestrictions.In the following

section,we describethesepreconditionsand explain how they canbe checked.
Section2.3.2 containsa descriptionthe algorithmitself, which is followed by

proofsof its correctnesandterminationin Section2.3.3and 2.3.4.
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2.3.1 Preconditions

In orderto apply our theorygeneratioralgorithm, TGy, to alogic, /zy, anda
setof assumptiond;, someprecondition®ntherulesandrewrites(R andWW) of
rw,andonT’, musthold. Thesepreconditionsequirethatthesetof rules(R) can
be partitionedinto S-rulesandG-rules thatthe rewrites (W) be size-peserving
andthattheformulasin I' bemostly-gound Informally, the S-rulesare®shrinking
rules; sincethey tendto produceconclusionso largerthantheir premisesand
the G-rulesare“growing rules” sincethey have the oppositeeffect. The S-rules
arethe principalrulesof inference;in the generatedheoryrepresentationthey
will betreatedasthepreferredrules(the R’ setin an(R, R') representation)\Ve
definethesetermsandformally presenthe preconditionsn this section.

TheTG, algorithmrepeatedhyappliesrules,startingfrom the assumptiongp
produceanexpandingsetof derivableformulas.Thebasicintentof theseprecon-
ditionsis to limit thewaysin which formulascan“grow” throughthe application
of rules. As long asthe processof applyingrulescannotproduceformulaslarger
thantheoneswe startedwith, we canhopeto reachafixedpoint,whereno further
applicationof the rulescanyield a new formula. The algorithmeagerlyapplies
the S-rulesto the assumptionssfar aspossible usingthe G-rulesandrewrites
only asnecessaryTherestrictionsbelowv ensurdirst thatthealgorithmcanfind a
new S-ruleapplicationin afinite numberof steps,andseconadhateachnew for-
muladerivedis smallerthansomealready-knavn formula, sothe whole process
will terminate.

The preconditiongelon aredefinedwith respecto a pre-order(a reflexive
andtransitve relation)on termsandformulas,=. This pre-ordemaybe defined
differently for eachapplicationof the algorithm,but it mustalwayssatisfythese
conditions:

P1. Thepre-ordemustbe monotonicithatis,

(Th 2 Tp) = ([\X]F = [T\ X]F)

P2. Thepre-ordemustbe preseredundersubstitution:

(£ 2 G) = ([MX]F X [T\X]G)

P3. Theset{F | FF < G} mustbe finite (modulovariablerenaming)for all
formulasG. Thisis aform of well-foundedness.
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Intuitively, /' < G meanghattheformula /' is no largerthanG; with this inter-
pretation conditionP3meanghatthereareonly finitely mary formulasno larger
than(G. In Chapter3, we constructa specific< relationsatisfyingthesecondi-
tions,which canbe usedwith only minor variationsin avariety of situations.

If thereexistssomesuch= underwhichthepreconditiondelov aremet,then
the TGy algorithmcanbeappliedto /y andI'.

We canweakenthe conditionP3 aborve slightly, to allow broaderapplication
of thealgorithm.Weintroducea syntacticconstrainbnformulas representedsa
setof formulas,C. Everyassumptiorn I' mustbein C, andC mustbeclosedover
all therulesandrewrites(thatis, whenappliedto formulasin C, rulesandrewrites
mustyield conclusionsn C). Furthermoreapplyingasubstitutiorto aformulain
C mustalwaysyield anotherformulain C. We canthenallow a pre-order= for
which P3above maynothold but P3 does:

P3. Theset{F € C | F < GG} mustbefinite (modulovariablerenamingXor all
formulasG.

In describingthe preconditionsye usea notion of mostly-goundformulas:

Definition 2.10 A formula, ', is mostly-groundwith respectto a pre-oder, <,
andsomesyntacticconstaint, C, if

Vo(cFeC=oF XF),

wheee o rangesover substitutions. Thatis, every instanceof F' that meetsthe
syntacticconstaint is nolargerthan F' itself.

Any ground(variable-freeformulais trivially mostly-ground.For somedefini-
tionsof < andsomeconstrainton formulas,however, certainformulascontain-
ing variablesmay alsobe mostly-ground.Chapter3 containssuchan example,
in which C limits the possiblevaluesfor somefunctionargumentgo afinite set.
Notethat,asa consequencef P3, thereexist only a finite numberof instances
(modulovariablerenaming)of ary mostly-groundormula. The preconditionse-
quirethatevery formulain T" be mostly-groundjn orderto limit the numberof
new formulasthatcanbe dervedthroughsimpleinstantiation.

Beforeproceedingvith the preconditionswe needto defineunificationmod-
ulo rewritesbriefly:

Definition 2.11 FormulasF; and F»> canbe unified modulorewritesif and only
if there existsa substitutiong, of termsfor variablessud that

W = (O'F1 = O'Fg)
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whee W is thesetof all rewrites. Thesubstitutiory is calleda unifierfor £ and
5.

With this definition, if F} and F, canbe unified modulorewrites, thenwe can
prove F;, from F3 by applyinginstance®f zeroor morerewrites. Exceptwhere
explicitly noted,unificationis alwaysassumedo be modulorewrites.

Now we definethe allowedclasse®f rulesin R: S-rulesandG-rules.

Definition 2.12 An S-rule(shrinkingrule) is a rule in which somesubsetpri, of
the P; (premiseshre designatedprimary premises$, and for which the conclu-
sion, ', satisfies

dP € pri.(C X P) .

Thatis, for anS-rule,the conclusionis no largerthansomeprimary premise. We
call the non-primarypremisesideconditions The premiseof anS-rulemaybe
partitionedinto primary premisesand side conditionsin ary way suchthatthis
conditionholds,andthe S/Grestriction(describedater)is alsosatisfied.

The G-rulesareappliedonly asnecessarysoit is safefor themto yield for-
mulaslargerthantheir premisesin fact, it is requiredthatthe G-rules“grow” in
this way, sothatbackwardchainingwith themwill terminate.

Definition 2.13 A G-rule(growingrule) is a rule for which
Vk. (P, = C)

In a G-rule,theconclusions atleastaslargeasary premise.

Therewritesareintendedo provide simpletransformationshathave no effect
on the sizeof a formula. They are often usefulfor expressingassociatiity or
commutatvity of certainfunctionsin thelogic. Thepreconditiongequirethatall
rewrites (thesetW) besize-peserving

Definition 2.14 Arewrite,
VY.(S =T),

is size-preserving S < T'andT < S.

From this definition andpre-orderconditionsP1 and P2, it follows immediately
thatif we applyarewrite to aformula, /7, producingF’, then

VG.(G < F) = (G =< F)
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and
VG.(F 2 G) < (F' 2G).

Thatis, therewrite hasnot affectedthe“size” of F..
Finally, to guarantegermination,the algorithmrequiresthatthe S/Grestric-
tion hold for eachS-rule:

Definition 2.15 S/Grestriction: Givenan S-rulewith primary premisesp;, side
conditionss;, andconclusion”,

e ead primary premiseF; mustnot unify with any G-rule conclusionand
e ead side-conditionS;, mustsatisfyS; < C.

Notethatthisrestrictionconstrainghe manneiin which S-andG-rulescaninter-
actwith eachother Whereaghe otherrestrictionsarelocal propertiesandthus
canbe checkedor eachrule, rewrite, andassumptionn isolation,this globalre-
strictioninvolvesall rulesandrewrites. It can,however, be checkedquickly and
automatically Along with the S-rule definition, this restrictiondefinesthe role
of the sideconditions:unlike the primary premiseswhoseinstantiationdargely
determingheform of the S-rule’sresult,thesideconditionssene mainlyasqual-
ificationsthatcanpreventor enablea particularapplicationof the S-rule.
We cannow definethe full preconditionthatensureshe TG, algorithmwill

succeedvith agivensetof inputs.

Definition 2.16 The TG, preconditionholdsfor somefinite setsof assumptions
(I, rules (R), and rewrites (17); somesyntacticconstaint (C); and somepre-
order (=), if andonlyif all of thefollowing are true:

e Thepre-oder, <, satisfiesconditionsP1,P2,andP3 (given(C).

Everyformulain I' is mostly-gound,with respecto <.

Everyrule in R is eithera G-rule or an S-rule,with respecto <.

Everyrewrite in W is size-peservingwith respecto <.

TheS/Grestrictionholdsfor each S-rulein R.

Givena pre-order <, thatis computableand satisfiesthe P1-P3 conditions,
andatestfor mostly-groundnessorrespondindo =, it is possibleto checkthe
last four component®f this preconditionautomatically The partitioningof the
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rulesinto S- and G-rulesmay not be completelydeterminedby the definitions
abore. If arule hasno premiselarger thanits conclusion,andthe conclusion
no largerthanary premise,it could go into eithercateyory. In somecasesthe
S/Grestrictionmaydeterminghechoice,but in othersit mustbe madearbitrarily
or at the users suggestion.(A rule whoseconclusionsare rarely interestingin
their own right shouldprobablybe designateda G-rule.) The S-rules’ primary
premisesanbe identifiedautomaticallyasthosepremiseghatmatchno G-rule
conclusions.

Thereare/gy logicsfor whichregardles®of the < pre-orderchosenthe TGy
preconditionsannothold. Hereis onesuchlogic:

g(F(X) g(X)
oX) )

(Thereareno rewrites or syntacticconstraints.)To seewhy this logic cannever
meetthe TG, preconditionsconsiderfirst the casethat R1 is an S-rule. Since
R1’s premisematcheghe conclusionof R2, it followsthat R2 mustalsobe an
S-ruleorthe S/Grestrictionwouldfail. SinceR2 is anS-rule,thatimpliesthatits
conclusionis no largerthanits premise:

9(f(X)) = g(X)

By pre-orderconditionP2 andreflexivity of pre-ordersall formulasof theform,
g(f(f(...f(X)))), are= ¢g(X). Sincethereareinfinitely mary suchformulas,
pre-orderconditionP3is violated,sowe have a contradictionand R1 mustnot
be an S-rule. The only otherpossibilityis thatR1 is a G-rule. Fromthe G-rule
definition,though,we have

R1:

9(f(X)) = 9(X)

which, again,is impossible sothis pair of rulesis unusablevith TGy.

2.3.2 The Algorithm

Thetheorygeneratioralgorithm, TG/, essentiallyconsistf performingforward
chaining with the S-rulesstartingfrom the assumptionswith badkward chain-
ing at eachstepto satisfy S-rule premisesusing G-rulesandrewrites. Forward
chainingis the repeatedapplicationof rulesto a setof known formulas,adding
new known formulasto this setuntil a fixed pointis reachedBackwardchaining
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is the procesof searchingor a derivation of somedesiredformula by applying
rules“in reverse, until all premisescanbe satisfiedfrom known formulas. The
basiccomponent®f the algorithm—forwad chaining,backwardchaining,and
unification—arewidely usedmethodsn theoremproving andplanning. We as-
semblethemin a way that takesadvantageof the S-rule/G-ruledistinction,and
that appliesrewrites transparentlythrougha modified unification procedure.In
this section,we describethis combinedforward/backwarathainingapproachn
detail.

Theskeletorof the TG, algorithmis theexplorationof adirectedgraphwhich
hasa nodefor eachformulathatwill bein the generatedheoryrepresentation.
Therootsof this grapharethe assumptionsandan edgefrom F' to GG indicates
thattheformula F' is used(perhapwia G-rulesandrewrites)to satisfya premise
of an S-rulewhichyields G. The algorithmenumerateghe nodesin this graph
througha breadth-firstraversal. At eachstepof the traversal,we considerall
possibleapplicationsof the S-rulesusingthe formulasderived sofar—thevisited
nodesof the graph. The new fringe consistsof all the nenv conclusiongeached
by thoseS-ruleapplications.Whenno new conclusionsanbe reachedthe ex-
plorationis completeandthe formulasalreadyenumeratea@onstitutethe theory
representation.

Beforedescribingthe algorithmin detail, we present simpleexampleappli-
cationof TGy. Thelogic we usehasoneS-rule:

wearing(P, X) thick(X)

S1:
warm(P)
oneG-rule:
_ thick(X)
" thick(layered(X,Y))
andonerewrite:

W1 : layered(X,Y) = layered(Y, X) .
We apply TG/ to theseinitial assumptions:

wearing (alice, layered(blouse, sweater))
thick(sweater)

First, the algorithmtriesto applyrule S1; unifying its primary premisewith one
of theknown formulasgivesthis substitution:

P = alice, X = layered(blouse, sweater)
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To satisfythe otherpremise we do backwardchainingwith the G-rule, starting
with
thick (layered(blouse, sweater))

This matchesno known-valid formula directly, so we try reverse-applyinghe
G-rule (G1). Unifying the desiredformulawith G1’s conclusion(modulothe
rewrite, W1), we getthe two substitutions,

X =blouse,Y = sweater

and
X = sweater,Y = blouse .

We instantiateG1’s premisewith thefirst substitutionandget
thick(blouse)

whichfails to matchary known formulaor G-ruleconclusion We theninstantiate
G1’s premisewith the secondsubstitutionandreach

thick(sweater)

which matcheneof theinitial assumptionsSinceall S1's premisedhave been
satisfied,we proceedwith the application,and we add warm(alice) to the set
of known-valid formulas. No further applicationsof S1 are possible,so TGy
terminatesproducingthis theoryrepresentation:

wearing (alice, layered(blouse, sweater))
thick(sweater)
warm(alice)

A pseudocodesketchof the algorithm appearsin Figures2.1-2.2. The
theory_gen functionverifiesthe preconditionandinvokesclosure to generateéhe
theory The closure function performsthe basicbreadth-firstraversal;it builds
upasetof formulasin 7" which will eventuallybethetheoryrepresentatiorwhile
keepingtrack of a“fringe” of newly addedformulas.At eachstep,closure finds
all formulasderivablefrom (T'U fringe) with asingleS-ruleapplicatiorby calling
apply_srule for eachS-rule. It thentakesthe canonicaforms of thesedervable
formulas,andputsary new ones(notalreadyderived)in the new fringe.

Theformulasaddedto 7" arealwayscanonicakepresentatesof their equi-
alenceclassesundera renaming/revriting equivalencerelation. To be precise,
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Generatéhetheoryrepresentatiomducedby thegivenassumptions$-rules,
G-rules,andrewrites,underthe pre-ordey <.

Theargumentgo theory_gen areassumedo bein scopdn all otherfunctions.
function theory_gen(Assumptions, S_rules, G_rules, Rewrites, <) =

if 2SG_restriction_ok(S _rules, G_rules, Rewrites, <) then
raise BadRules

else
return closure(make_canonical( Assumptions), {})

Givenapartially-generatetheoryrepresentatiofiI’) andsomenew formulas

(fringe), returnthetheoryrepresentatioof 7' U fringe.
function closure(fringe, T') =

if fringe = {} then
return 7’

else
T — T U fringe
fringe’ — ) make_canonical(apply_srule(R, T')) \ T"

ReS_rules

return closure(fringe’, T")

Apply the given S-rulein every possibleway usingthe formulasin known,

with helpfrom the G-rulesandrewrites.
function apply _srule(R, known) =

return {apply_subst(o, conclusion(R))
| o € backward_chain(premises(R), known,{})}

Figure2.1: Sketchof the TG, algorithm(part1 of 2).

thisrelationequatedormulasF and( if thereexistsarenamings suchthatthe
rewritesimply o F = oG. (A renamingis a substitutionthat only substitutes
variablesfor variables.)By selectingthesecanonicakepresentates,we prevent
someredundang in thetheoryrepresentationTherenamingequivalences actu-
ally necessaryo ensurdermination sincevariablescanberenamedrbitrarily by
thelowerlevel functions.Requiringthatformulasbe canonicaimodulorewrites,
while not strictly necessaryor termination,doesmakethe algorithmfaster and
perhapsnoreimportantly makeshetheoryrepresentatiosanonicain thesense
of criterion C4 (from Section2.2). The canonicakepresentatesmay be chosen
efficiently usinga simplelexicographicabrdet
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The apply_srule function simply calls backward_chain in orderto find all
waysto satisfythegivenS-rule'spremisesNotethat,asrepresentetiere,closure
findsall possibleS-ruleapplicationsandsimply ignoresthe onesthatdo not pro-
ducenew formulas.If the apply_srule functionis told which formulasarein the
fringe,andcanpasshis informationalongto backward_chain, it canavoid mary
of theseredundantS-rule applications,andreturnonly formulaswhosederwva-
tions makeuseof someformulafrom thefringe. This optimization,whichyields
substantiabpeedupss discussedurtherin Section6.1.1.

Figure2.2containghethreemutuallyrecursve backward-chaininfunctions:
backward_chain, backward_chain_one, and reverse_apply_grule. The purpose
of backward_chain 1s to satisfya setof goalsin all possibleways,with the help
of G-rulesandrewrites. It calls choose_goal to selectthefirst goalto work on (g).
GoalswhichmatchsomeG-ruleconclusionandthusmayrequireadeepesearch,
arepostponedintil all othergoalshave beenmet. (Notethatthesegoalscanonly
arisefrom G-rule premisesor S-ruleside-conditions.)The choose_goal function
may applyfurtherheuristicdo helpnarrav the searchearly; seeSection6.1.1for
somesuchapproaches.

The backward_chain_one function searchegor a derivation of a singlefor-
mula(¢) with G-rulesandrewrites. It first checkswhethera canonicakquivalent
of ¢ occursin the visited set,andfails if so, sincethoseformulasare assumed
to be unprovable. This occurrencecorrespondso a derivation searchwhich has
hit acycle. If ¢ is notin this set, the function renamesvariablesoccurringin ¢
uniquely to avoid conflictswith variablesn the G-rules,rewrites,and known. It
thencollectsall substitutionghatunify ¢ (modulorewrites)with someformulain
known., andfor eachG-rule,calls reverse_apply_grule to seewhetherthatG-rule
could be usedto prove ¢. Eachsubstitutionthat satisfiesp eitherdirectly from
known orindirectly via G-rulesis returnedcomposeavith thevariable-renaming
substitution.

In reverse_apply _grule, we simply find substitutionsinderwhich theconclu-
sion of the given G-rule’s conclusionmatchesp, andfor eachof thosesubsti-
tutions, call backward_chain recursvely to searchfor derivationsof eachof the
G-rule’s (instantiatedpremises.

The TGy algorithmrelieson several low-level utility functions,listedin Fig-
ure 2.3. Most of thesearesimpleandrequireno furtherdiscussionbut the unify
functionis someavhat unusual.Sincerewrites canbe appliedto ary subformula,
we can mostefficiently handlethem by taking theminto accountduring unifi-
cation. We augmenta simple unification algorithm by trying rewrites at each
recursve stepof the unification. In this way, we avoid applying rewrites until
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Find the setof substitutionsuinderwhich the givengoalscanbedervedfrom
known usingG-rulesandrewrites,assumindgormulasin visited to beunprov-

able.
function backward_chain(goals, known, visited) =

if goals = {} then
return {[]}
else
(g,9s) <« choose_goal(goals)
return { compose(oq, 01)
| 01 € backward_chain_one(g, known, visited),
09 € backward_chain(apply_-subst(o1, gs), known, visited) }

Find the setof substitutionsinderwhich ¢ canbederivedfrom known using
G-rulesandrewrites,assumindgormulasin visited to beunprovable.
function backward_chain_one (¢, known, visited) =
¢ — make_canonical(¢)
if gg € wisited then
return {}
else
0, unique_renaming(Q)
¢ «— apply_subst(o,, )
reqular_substs — |} unify(¢r, F)

Feknoun
grule_substs «— U reverse_apply_grule(R, ¢, known,
Re G _rules visited U {¢})

return {compose(o, 0,) | 0 € reqular_substs U grule_substs}

Find the setof substitutionsunderwhich ¢ canbe derived from known by
a proof using G-rulesand rewrites, and endingwith the given G-rule (R),
assumindgormulasin wvisited to beunprovable.
function reverse_apply_grule(R, ¢, known, visited) =
return { compose(oy, o3)
| o5 € unify(p, conclusion(R)),
o4 € backward_chain(apply_subst(os, premises(R)),
known, visited)

Figure2.2: Sketchof the TG, algorithm,continuedpart2 of 2).
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SG _restriction_ok(S, G, R, <)

Checkthatthe S/G restrictionholds for
thegivenrules,rewrites,andpre-order

choose_goal(goals)

Selecta goal to satisfyfirst, and return
that goal and the remaininggoalsas a
pair; prefergoalsthat matchno G-rule
conclusions.

apply -subst (o, P)

Replacevariablesin ¢ (aformulaor set
of formulas),accordingto the substitu-
tion, 0.

make_canonical (F)

Returna canonicalrepresentate of the
setof formulasequvalentto /' modulo
rewritesandvariablerenaming(canalso
beappliedto setsof formulas).

anify(F. G)

Return a set containing each most-
generalsubstitution,s, underwhich the
rewritesimply ¢ F' = oG.

unique_renaming(F)

Returna substitutionthat replaceseach
variableoccurringin F' with a variable
thatoccursin no otherformulas.

compose (o, 03)

Return the compositionof substitution
o1 with J9.

Figure2.3: Auxiliary functionsusedby the TG, algorithm.

andunlessthey actuallyhave someeffect on the unificationprocess.Plotkin de-
scribeda similar techniquefor building equationalaxiomsinto the unification
procesdPlo72. Becausef the rewrites,the unificationprocedureproducesot
justzeroor one,but potentiallymary “mostgeneraunifiers’

The TG, algorithm describedhere can be implementedquite straightfor
wardly, but variousoptimizationsandspecializedlatastructurexanbeemployed
to provide greaterefficiengy if desired.In Section6.1,we discusoneimplemen-
tation anda setof usefuloptimizationsit uses. The remaindetrof this chaptens
devotedto discussiorof the correctnesand terminationpropertiesof the TG,
algorithm,andits usein adecisionprocedurdor /gy .
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2.3.3 Correctness

The TG, algorithmis intendedto producea theoryrepresentatiom the (R, R')
form (seeSection2.2),wherethe “preferred’rules R’ areexactly the S-rules.To
prove thatit doesthis, we needa few lemmasdescribingthe behaior of certain
component®f the TG, algorithm. Theselemmasassumehatthe variousfunc-
tionsalwaysterminatetheterminationproofsappeain the next section.

All formulasand proofsreferredto belonv areassumedo bein /gy unless
explicitly statedotherwise. In the correctnesand terminationproofs, we will
makeuseof two restrictedformsof proof within Zzy,. We write,

'k o

if thereexistsa proofof ¢ from I' usingonly rewrites (andinstantiation).If there
existsaproof of ¢ from I' usingrewritesandG-rules,we write,

['Few o .

We presenthe following claimsregardingthe unify function without proof,
sinceit is astandarduilding block andwe have notdescribedts implementation
in detail.

Claim 2.2 (unify soundness)If ¢, and ¢, are formulasof /zy, ando is a sub-
stitutionsud that

o € unify(é1, ¢2) ,
then
{1} Fw oo
and

{¢2} Fw o1 .

Claim 2.3 (unify completeness)Let ¢, and¢, beformulasof /zy thatshae no
variables,andlet o bea substitutionsud that

{¢1} l_W U¢2
or

{¢2} l_W U¢1 .
Thee existsa substitutiong’, sud that

o' € unify(opr1, P2)

ando is anextensionof o’. (Thatis, ther existso” sut thato = ¢” o o).
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Thislemmademonstratethe soundnesef backward_chain: thateachsubsti-
tution it returnscanbeappliedto the givengoalsto yield provableformulas.

Lemma 2.4 (backward_chain soundness)Let ® andV be setsof formulasof
lrw, letT bea setof formulasof ¢z, andlet o bea substitutionsud that

o € backward_chain(®,T,V) .

Then,for every¢ € P,
['Fewoo.

Proof This proofis by inductionon the total numberof recursve invocationsof
backward_chain. We assumehatary invocationof backward_chain thatcauses
fewerthann recursve callssatisfiegshelemma,andshow thattheresultholdsfor
n recursve callsaswell.

In orderfor backward_chain to returno, it mustbe the casethateitherI” is
emptyand o is theidentity (in which casethe resultfollows trivially), or o =
09 o 01, Where

®={g}Ugs
01 € backward_chain_one(g, known, visited)
o2 € backward_chain(apply_-subst(o1, gs), known, visited) .

Examining backward_chain_one, we seethat o; canarisein two ways: from
reqular_substs or from grule_substs. We will shav thatin eachcase,

I' Few 019 .

Casel: o, comesfrom reqular_substs. Theremustexist aformula F’ € T,
andasubstitutions{, suchthat

o1 =0} 00,
oy € unify(o,g, F)

By Claim 2.2 (unify soundness)yve have
F l_GW 0-1(0-7“9) ’

SO
I' Few 019

andthis cases done.
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Case2: o; comesfrom grule_substs. Theremustexist a G-rule, R, anda
substitutiors’, suchthat
01 =0]00,
oy € reverse_apply_grule(R, 0,9,T,...)

(We ignorethe visited argument,sinceit is irrelevantto soundness.}ollowing
into reverse_apply _grule, we find that

0] = 04003
o3 € unify(org, conclusion(R))
o4 € backward_chain(apply_subst(os, premises(R)),T,...)

Claim 2.2 (unify soundnesgmpliesthat
{conclusion(R)} Fw o3(0.g)
By theinductionassumptionfor every P in premises(R),
[ Fow 04(03P) .

We canrenamevariablesin thesepremise-proofsising o,., thencombinethem
andaddanapplicationof the G-rule, R, with the substitutionz} o o,., to get

I Few 0109 .

This simplifiesto
I'Few 019,

soCase2 is done.

We now returnto backward_chain, armedwith the knowledgethato, g hasa
prooffrom I'. By addinginstantiationstepswe cancorvertthis proofto a proof
of 05019, SOWeE have

I' Fow 0’2(0'19)
We canapply theinductionassumptiorto the recursve backward _chain invoca-
tion, yielding

r I_GW 0'2(0'1G)
for every G € gs. Since® = {¢} U gs, ando = o3 o 01, we have shavn thatfor
every ¢ € ¢, thereexistsa proof of

['Few oo,
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usingno S-rules. |

Now we shav the dual of Lemmaz2.4, the completenesef backward _chain;
thatis, thatit returnsevery most-generasubstitutionunderwhich the goalsare
provable.

Lemma 2.5 (backward_chain completeness)Let]’ andV” besetsof formulas,
let ® bea setof formulas({¢1, . . ., ®,}), let o bea substitutionandletP; ... P,
be proofs(usingno S-rules) sud thatfor 1 < i < n,

Pi
F l_GW O-QSL

andtheproofs,P;, containnorewritesof formulasin V. Then,f backward_chain
terminatesthere existsa substitutiong’, sud that

o’ € backward_chain(®,T,V)

ando is anextensionof o’.

Proof We prove this lemmaby inductionon the total numberof G-rule applica-
tionsin Py ... P,.

Withoutlossof generalityweassumehattheproofs,P; . . . P,,, havteno“shar
ing” Thatis, for ary proof line thatis usedasa premisemorethanonce,we
duplicatethe proof prefix endingwith thatline to eliminatethe sharing.To carry
outtheinduction,we now assumehatthelemmaholdswhen?P; ... P, containa
total of fewer thann G-ruleapplicationsandshaw thatit holdswhentherearen
G-ruleapplications.

In the casewherel is empty thelemmaholdstrivially, soassumd’ is non-
empty Let ¢; bethefirst goal selectedy choose_goal. Therearetwo casedo
considerdependingpn whetherP; containsary G-ruleapplications.

Casel: P; containsno G-ruleapplications.

Looking atthe call to backward_chain_one, we canseethatthe ¢ € visited
checkwill notbetriggeredsince¢; mustbein the proof P;, andthusno rewrite
of it canappeain V. Sinceo, is justarenamingthereexistssomes’ suchthat

!
o=0 o0, .

Thus,
[ Fow 0'or0;
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andClaim 2.3impliesthereexistssomes” for which

o"e U unify(é,.F)

Feknown

and ¢’ is an extensionof ¢”. The setreturnedby backward_chain_one will
thusinclude o’ o o,, of which ¢’ o o, (thatis, o) is an extension. Therefore,
backward_chain will returnasoneof its results o, o o1, whereo is anextension
of o1, and

o9 € backward_chain(apply_subst(oq,gs),T, V) .

We have thusreducedthis caseto a casewith the sametotal numberof G-rule
applicationsand one fewer formulain @, so without lossof generalitywe can
assumeheseconccase.

Case2: P; containsatleastoneG-ruleapplication.

Therecursve call to backward_chain passes (partially instantiatedsubset
of @ (all but ¢;); sinceP; containssomeG-rule applicationsthe proofsfor this
subsemustcontainfewer G-ruleapplicationghan?; . .. P,, sowe canapplythe
inductionhypothesis.Thisimpliesthat,aslong aso is anextensionof someoy,
thelemmaholds.It remainsonly to demonstratéhis.

In backward_chain_one, againthe € visited checkwill notbetriggeredfor
thesamereasorasin Casel. As in Casel, thereexistssomes’ suchthat

oc=0oo,.
Let R bethelastG-ruleappliedin theproof, P;. If we canprove that
reverse_apply_grule(R, ¢, T,V U {gzg})

returnssomeos” of which ¢’ is an extension,then by the agumentin Casel,
backward_chain_one will returna substitutionof which ¢ is aninstancesothe
lemmawill hold.

Sinceo’ isjustavariable-renaminfpllowedby o, we cantransformthe proof
of o¢;, P;, into a proof of o'¢;, calledP/, by simplerenaming.From P!, we can
extracta proof of eachpremiseof its last G-rule application,andalsoa proof of
o’'¢; from the G-rule conclusion. By Claim 2.3, ¢’ is an extensionof someos
thatwill bereturnedoy unify(o,¢;, conclusion(R)). Theproofsof R's premises
will not containary rewrites of V, sincetheseproofs comefrom P/, andwe
will furtherassumehey containno rewritesof ¢,. (If they did, the application
of R could be eliminatedfrom P;, so thereis no loss of generalityfrom this
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assumption.)Sincewe have proofsof R’'s premiseginstantiatedby ¢’), which
have fewer total G-rule applicationghanthe original P;, and sincetheseproofs
containno rewrites of formulasin the (expanded)uvisited set,we canapply the
inductionhypothesisandfind thatfor someo, returnedby the backward_chain
call, o’ is anextensionof o4 o o3, whichwill bereturnedoy reverse_apply_grule.
Thisis thefinal resultwe requiredto completethe proof of thelemma. ]

Now we canprove the soundnesand completenessf the closure function,
theheartof the TG, algorithm.

Lemma 2.6 (closure soundness)LetI" andI” be setsof formulasof /zy,. For
anyformula, F', whee
F € closure(T",T) ,

there existsa proof, P, of ' UT” I F', in which thelastrule application(if any)is
of an S-rule

Proof The proofis by inductionon the numberof recursve callsto closure. If
thereareno suchcalls, I"” (the fringe) mustbe empty soI' is returned,andthe
lemmais trivially satisfied.Otherwise,closure is calledrecursvely with the for-
mulasin fringe addedto I" and fringe’ becomeghe new fringe. If we canshav
thatall of the fringe’ formulashave proofsfrom I" of the appropriateform, then
we canapplytheinductionassumptiormandthelemmais proved.

ForeveryS-rule,R, closure callsapply _srule( R, TUT"), whichwill returnR’s
conclusionjnstantiatedy o, whereo comesrom the backward_chain result.By
Lemma2.4 (backward_chain soundness)pr eachpremise,P, of R, thereexists
a proofof

rur’'toP

We canconcatenatéheseproofs,followedby anapplicationof the S-rule, R, to
yield aproof of oC' (whereC' is R’s conclusion).Furthermorethis proof hasno
rule applicationdollowing theapplicationof R, sotheproofis of theappropriate
form. It is thereforesafeto add

apply _subst (o, conclusion(R))

to thefringe. ]
To expressthe next lemma,we introducea notion of partial theoryrepresen-
tations
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Definition 2.17 If, for any formula, ¢, and proof, P, sud that P hasonly one
S-ruleapplicationandno otherrule applicationsfollowingit, andwhele
P
'-o,
it is alsothecasethat
(T"UT) ky o,
thenwe call theordered pair, (I, T'), a partialtheoryrepresentatian

Notethatif 7" is atheoryrepresentatiorthen({ }, ') is a partialtheoryrepre-
sentation.Theclosue functiontakesa partialtheoryrepresentatioandproduces
atheoryrepresentation:

Lemma 2.7 (closure completeness)Let 7" and fringe be setsof formulas(of
Crw), sud that (fringe, T') is a partial theoryrepresentation.For any formula,
¢, andproof, P, whosdast rule applicationis an S-ruleapplication,whee

P
(T'U fringe) & ¢ ,
there existssomey’, whee (assuming-losure terminates)
¢’ € closure(fringe,T)

sud that
o

Proof Theproofis by inductiononthenumbetrof recursve callsto closure, which
is guaranteedb befinite sincewe assume:losure terminates.

If thereareno recursve callsto closure, then fringe is empty and closure
returngust 7', which by Definition 2.17 mustsatisfy

Thyo,

sothis cases done.
If fringe is non-emptythenthefunctionreturnsthe resultof

closure(fringe’, T") .

Since
T' > (T U fringe) ,
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theinductionhypothesiwill yield thedesiredresultif we canprove that
{fringe’, T")

is a partialtheoryrepresentation.
Let ¢* beaformulaasgivenin Definition2.17,where

IP**
T+ ¢,

andP* hasexactlyoneS-ruleapplicationwhichis its lastrule application.Let R

bethelastS-ruleappliedin P*, let C' be R’s conclusionandlet ¢ bethe substi-
tution underwhich R wasapplied.FromLemma2.5 (backward _chain complete-
ness)jt followsthato is anextensionof somesubstitutionreturnedoy

backward_chain(premises(R), T',{}) ,

andthus
apply_srule( R, T")

will returnsomeformulaof which o C' is aninstance Sincemake _canonical only
transformsoneformulainto anotherthatis equivalentmodulorewrites,we get

make_canonical (apply _srule(R, T')) Fy oC
andfinally, thisimpliesthat
fringe’ UT' -y oC' . (2.4)

Now, returningto theproof, P*, sinceno morerulesareappliedafter R, it follows
that
oClkyw¢.

This, combinedwith (2.4),givestheresultwe need:
fringe’ UT' Fy & .

This completegheinduction. ]
We cannow prove the claim madeat the beginning of this section,which
correspondso thefollowing theorem:
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Theorem 2.8(TG, Correctness)If I' is a setof mostly-goundformulasof /gy,
and S _rules, G _rules, Rewrites, and < meetthe TG, algorithm preconditions
givenin Definition2.16,then

theory_gen(T', S_rules, G_rules, Rewrites, <)

returnsan (R, R’) representatiorof thetheoryinducedby I', whee R’ is the set
of S-rules,andthe equivalenceisedis equivalencenodulorewritesandvariable
renaming

Proof Firstwe prove thatevery formulareturnedby theory_gen isin the (R, R')
representationLet £’ be a formulareturnedby theory_gen. It mustbe the case
that

F € closure(make_canonical(T'), {}) ,
andsoby Lemmaz2.6 (closure soundnessthereexistsaproof, P, suchthat

P
make_canonical(T') - F

andwherethe lastrule applicationin P is of an S-rule. Sincemake_canonical
only transformdoy rewrites,we know that

P P’
make_canonical(T) F F — T F F

andfurthermorethatsincethelastrule appliedin P is anS-rule,the sames true
of P’. Lastly, sinceevery formulareturnedby closure hasbeencanonicalizedno
two formulasreturnedoy theory_gen areequivalentmodulorewritesandvariable
renamings. Therefore,every formulareturnedby theory_gen is in the (R, R')
representation.

It remainsto prove thatary formulain the (R, R’) representatiors returned
by theory_gen. Let F' be aformulaand? a proof whoselastrule appliedis an
S-rule,suchthat

P
I'-F.
By thesameargumentmadeabore, it follows that

7)/
make_canonical(T') + F |

whereP’ hasthe sameproperty By LemmaZ2.7 (closure completenessthere
existssomer",
¢’ € closure(make_canonical(T'),{}) ,
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suchthat
'+, F.

Therefore,F’ is equivalent(modulorewritesandvariablerenaming)}o somefor-
mulain thesetreturnedoy theory_gen. This completeghe correctnesgroof for
the TG, algorithm. [

2.3.4 Termination

The completenesproofsin Section2.3.3assumedhatthe functionsmakingup
the TG, algorithm alwaysterminated. In this section,we shav how the TG,
preconditionensurethis. The proofsbelov assumehe existenceof a fixed set
of S-rules,G-rules,andrewrites,anda pre-ordey =, all of which satisfythe TG,
preconditionsn Definition 2.16.

Roughlyspeakingthe proof goesasfollows. The backward_chain function
first satisfieghe primary premisesandthenappliesG-rulesin reverseto satisfy
the partially instantiatedside-conditionsSincethe G-rules“grow” whenapplied
in theforwarddirection,they “shrink” whenappliedin reverseg(if thegoalformula
is sufficiently ground),so this backwardchainingmustterminate. The closure
functionfindseachway of applyingthe S-ruleswith helpfrom backward _chain,
andrepeatsntil it reachesfixedpoint. SincetheS-rules'shrink;” they cannever
producea formulalargerthanall theinitial assumptionsandsothis proceswill
haltaswell.

A moreformal prooffollows.

Definition 2.18 Aformula, ', is size-boundedya finite setof formulas,I", when,
for anysubstitutiong, there existsG' € I sud that

ol <G.
Notethatif F' is mostly-goundthen £ is size-boundedy { F'}.

Lemma?2.9 If ¢, is size-boundeblyI', and ¢, < ¢4, thengs is size-boundeby
I.

Proof Since¢, < ¢, we canusepre-ordercondition P2 (< presered under
substitution}o shaw that,for ary o,

o 2001 .
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Sinceg, is size-boundedby I', thereexistssomeG € I' suchthat
opr =G .
Applying thetransitve propertyof pre-ordersye get
o2 2 G,
S0 ¢s is size-boundedy I'. [ ]

Lemma2.10 If theformula, ', is size-boundedtby I", thenfor anyformula, £,
sud that
{F}ha I,

I’ is alsosize-boundedyI'.

Proof We shaw thatsize-boundednesspreseredby instantiatiorandby rewrit-
ing, theonly transformationgossiblen the proof of

(FY b F'

Let o be somesubstitution. Since F' is size-boundedy I', thereexists some
G € I' suchthatfor ary substitutiong”,

ool <G,

sool'is size-boundedby I'. Let S = T bearewrite, andlet F’ betheresultof
applyingthatrewrite to F'. Rewritesarerequiredto be size-preservinggoS < T'
and7T =< S. By pre-orderconditionP1,thisimplies F/ < F', andwe canapply
Lemma2.9to seethat F” is size-boundedby I'. ]

Lemma2.11 If F'issize-boundelyT', thenmake_canonical(F') is size-bounded
byl

Proof Sincemake_canonical only transformsoy rewritesandvariablerenaming,
it follows directlyfrom Lemmaz2.10thatmake_canonical(F') is size-boundedby
rif £is. ]

Lemma2.12 For any finite setof formulas,I’, there are finitely manyformulas
thatare bothsize-boundelly I' andcanonicalwith respecto variable-renaming
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Proof By Definition 2.18,ary formula, ¢, thatis size-boundedtby I' mustsatisfy
¢ = G for someG € I'. By pre-orderconditionP3, sincel is finite, thereare
finitely mary suchformulas,¢, modulovariablerenaming.

Lemma2.13 If ¢ is size-boundetby the setof formulas,I'’, and R is a G-rule,
then
reverse_apply_grule(R, ¢, ', V')

will alwayspassa setof formulas,®, to backward _chain, wheee all formulasin
® are size-boundedby I'V. (I' needhaveno relationto I'’; in particular I'' may
containlarger formulasthanT".)

Proof Let C' be R’s conclusion For ary o3, suchthat
o3 € unify(¢,C) ,
Claim 2.2 (unify soundnessmpliesthat
{¢} Fw asC'.

Since¢ is size-boundedy I", it follows that o5C' is also size-boundedy I".
Fromthe G-ruledefinition,for all premisesp, of R,

P=<C,
andso
O'3P j 030 .
By Lemmaz2.9, o3 P mustbe size-boundedby I. The call to backward_chain
sendsonly formulasof thisform. [ ]

Lemma 2.14 If all formulasin I are size-boundetby I, and ¢ mathesno G-
rule conclusionthenfor every o sud that

o € backward_chain_one(¢p,T,V) |
o¢ is size-boundebty I".

Proof Since¢ matcheso G-rule conclusion,neitherwill the renamedversion,
¢, andso grule_substs will beempty By Claim 2.2 (unify soundnessjor every
o’ suchthat

o’ € unify(,, F)
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wherel" € T, we know that
{F} by oo, .

Thereforepy Lemmaz2.10,sincel is size-boundedy I, sois o’¢,. Finally, the
substitutionseturnedvy backward_chain_one arec’ o o,, and

OJ¢T = OJO'T¢ ;
so(o’ o 0,)¢ is size-boundedy I". u

Lemma2.15 If T is size-boundelly I, andthere existssomep € & sud that¢
matdesno G-rule conclusionthenfor every s sud that

o € backward_chain(®,T, V),
o¢issize-boundebtyI".

Proof Eachrecursve call to backward _chain appliesanothersubstitutionto the
remaininggoals,andsubstitutioncannotcausea formulato matcha G-rule con-
clusionif it did notalreadyandit alsopreseressize-boundednes$hereforejn
somecall to backward_chain, the chosengoal, g, will matchno G-rule conclu-
sionsandwill besize-boundetty I''. By Lemma2.14,every o; substitutiorsuch
that

o1 € backward_chain_one(g,T', V)

will give o1g size-boundedyy I"". The substitutionsreturnedby the original
backward_chain invocationare extensionsof theses; substitutionsso ¢ will
besize-boundedy I". |

Lemma2.16 If ¢ is size-boundedyI", thenbackward -chain_one(o,T', V') will
alwayspasstheformulag, to reverse_apply_grule, whee ¢, is alsosize-bounded
byI".

Proof This follows directly from the definition of size-boundedsince¢, is the
resultof a substitutionappliedto ¢. |

Lemma2.17 If T" is size-boundedby I, and ¢ is the setof premisesof some
S-rule thenbackward _chain(®, T, V') will terminate
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Proof Sincechoose_goal alwaysselectsgoalsthat matchno G-rule conclusions
first, backward_chain will satisfyall the primary premisesan ® beforeexamin-
ing side-conditionsFor eachprimary premise backward_chain_one will clearly
terminatesincereverse_apply _grule will notcall backward_chain.

Let op betheaccumulatedubstitutiononcethe primary premisedhave been
satisfied.SincecC' is size-boundedy I, andeachside-condition P, satisfies

rP=C,

it follows from Lemma 2.9 that for eachside-condition,c P is size-bounded
by I''. A simple induction shavs that the recursve call to backward_chain
in backward_chain itself will presere this property and reducesthe num-
ber of goalsby one, so the only possibly non-terminatingcall is the one to
backward_chain_one.

The call to backward_chain_one passesa formula, ¢, thatis size-bounded
by I''. By Lemmas2.13and2.16, ary recursve call madeto backward_chain
in reverse_apply_grule will use goals also size-boundedby I'.  Since
backward_chain_one addsthe canonicalform of ¢ to the visited set, and ter-
minatesif ¢ is alreadyin thatset,the recursve nestingdepthis boundedby the
numberof suchformulas¢ thataredistinctmodulorenaming.Sinceeachsuch¢
is size-boundedby I', pre-orderconditionP3implies thattherearea finite num-
ber of possiblep’s. Therefore this recursionmusthalt, so backward _chain will
terminate. [ ]

Lemma 2.18 If theformulasin I" are size-boundellyI”, and R is an S-rule,then
theformulasreturnedby apply_srule( R, ') are size-boundedyI"”.

Proof Let C' bethe conclusionof the S-rule, R, andlet P be a primary premise
of R thatsatisfies
C=<P.

By the S-rule definition, somesuch P mustexist, and by the S/G restriction,
P mustmatchno G-rule conclusions.Lemma2.15 thusimplies that for every
substitutiong, suchthat

o € backward_chain(premises(R),T,{}) ,
o P is size-boundetby I'. By the S-ruledefinition,

C<P,
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soby pre-orderconditionP2,
oC < oP,

andsinceo P is size-boundedby IV, Lemma2.9impliesthatoC' is size-bounded
by I". [ ]

Lemma 2.19 If formulasin I" are size-boundedby I/, and R is an S-rule,then
apply _srule(R,T") will terminate

Proof Thecall to backward _chain passeshepremisef R andthesetl’, sothe
antecederaf Lemma2.17is satisfiedandbackward _chain (andthusapply _srule)
will terminate. [ ]

Lemma 2.20 In closure, if theformulasin fringe andT are size-boundedy T',
thenformulasin fringe’ and7” are alsosize-boundedyT .

Proof First, 7" is clearly size-boundedy I' sinceT” is just fringe UT. By
Lemma2.11andLemma2.18,for eachS-rule, R,

make_canonical (apply _srule(R,T"))
is size-boundetby I, andso fringe’ is alsosize-boundetby I'. |

Lemma2.21 If formulasin fringe and T are size-boundedoy some finite
set, I', and canonical with respectto rewrites and variable renaming, then
closure(fringe, T') will terminate

Proof In eachrecursve call, the set fringe |JT mustgrow monotonically until
fringe isemptyandclosure terminatesBy Lemma2.19,apply -srule( R, T") must
terminate

By LemmaZ2.20, andthe definition of make_canonical, theseinvariantsare
presered:

e Formulasin fringe |JT aresize-boundedby I'.

e Formulasin fringe|JT arecanonicalith respecto rewrites

Thereforepy Lemma2.12 therearefinitely mary formulasthatcaneverbeadded
to fringe |J T, andsotherecursiormustterminate. [ ]
We cannow prove theterminationtheorenmfor the TG, algorithm:

Theorem 2.22 If the TG, preconditionshold, thentheory_gen will terminate

Proof Assumptionsaremostly-groundsothey aresize-boundedby themseles.
By Lemma2.11,theformulaspassedo closure aresize-boundedby I', andthey
arealsocanonicalith respecto rewritesandvariablerenamingsoLemma2.21
impliesthat closure, andthustheory_gen, will terminate. ]
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2.4 The DecisionProblem

Oneof thegoals(Section2.2) for thetheoryrepresentatiowasthatit would en-
ableanefficientdecisionprocedurdor thefull theory In otherwords,we should
be ableto makeuseof the theoryrepresentatiogeneratedrom I' to answerthe
guestion,

IE o (2.5)

whenT is a setof mostly-groundormulas,and/gy, satisfieshe TG, precondi-
tions.

In this section,we first discussthe decidabilityof the /zy, logicsin general,
andthengive asimpleandfastdecisionprocedurghatmakesuseof thegenerated
theoryrepresentation.

2.4.1 Decidability of /gy

Sincelogical implication for full first-orderlogic is undecidablewe might well
askwhether(2.5) canbedecidedn /gy .

TheT F ¢ questionis equivalentto decidingthe logical validity of this (gen-
eralfirst-order)formula:

(ATAN L ANADN(BRIN...ANR)NWIA...AR,) = ¢ (2.6)

wherel’ = {4,,..., A, }, andthe R; andW; arethe rulesandrewritesof gy .
Eachof theseformulas(A;, R;, W;, ¢) is a well-formedformulaof £=, sore-
calling the restrictionon formulasin £=, we know thatthey eachhave theform
vVXy,...,X,..F, whereF containsno quantifiers.We canpull the quantifiersin
(2.6) outward,renamingooundvariablego avoid clashesto producethis equva-
lentformula:

VX.(FIANFN...ANF,)) = (VY.G) (2.7)
Thisformula,in turn, canbereawrittenas

VWAX.(FLAFBA .. AF) = G)
Sincethe F; andG arequantifierfree,this formulahastheform
VY:....VY,.3X;....3X,,.5

Validity is known to be decidablefor first-orderformulasin this form [DG79],
andthusthelogicalimplicationquestiorstatedabore is decidable.
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2.4.2 DecisionProcedure

Given a generatedheoryrepresentatiofior I', anda mostly-groundformula ¢,
the procedurdor decidingl’ F ¢ is simply this:

function derivable(, theory_rep) =
return backward_chain({¢}, theory_rep,{}) # {}

The correctnessindterminationof this decisionproceduregollow directly from
the correctnesand terminationof the backward _chain function (Lemmas2.4,
2.5,and2.17).1t is efficientin practice.

2.5 Theory Generation: Summary

We have definedthegeneratheorygeneratiorapproachbuild arepresentatioof
thefull theoryinducedby somesetof assumptionsandusethatrepresentatioto
directly andindirectly explore the consequencesf thoseassumptions\We then
consideredheorygenerationn the context of a particularfragmentof first-order
logic, /gy . We specifiedthe (R, R') classof theoryrepresentationdasedon
selectinga set(R’) of “preferred”rules,to be appliedaggressiely. For assump-
tions, rules, and rewrites satisfyingthe specifiedpreconditionswe describeda
theorygeneratioralgorithmthat producesa representatiom this class. Finally,
we presenteda decisionprocedurefor mostly-groundformulasin /gy, which
makesuseof thetheoryrepresentationThedecisionprocedurdderivablg satis-
fiesthefollowing property wherepreconds refersto the TG, preconditiongiven
in Definition2.16:

preconds(7°, S_rules, G _rules, Rewrites, <)
= (¢ € T* <= derivable(¢, theory_gen(T°)))

Thatis, for alogic andinitial setof formulas,7?, that satisfythe TG, precon-
ditions, a formula, ¢, is in the theoryinducedby 7° if andonly if the decision
procedureeturnstrue,given¢ andtheresultsof the TG, algorithm.

In the following chapterswe applytheorygenerationn the domainof cryp-
tographicprotocolverification,andseewhatpracticalbenefitst offers.
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Chapter 3

Theory Generationfor Belief Logics

“Little logics” have beenusedsuccessfullyo describeanalyze andfind flawsin
cryptographigrotocols. The BAN logic is the best-knevn memberof a family
of logics that seemto capturesomeimportantfeaturesof theseprotocolswhile
maintaininga manageabléevel of abstraction.Therehasbeenlittle in the way
of tools for automatedeasoningwith theselogics, however. Someof the BAN
analysesveremechanicallyverified, andthe designerof AUTLOG produceda
prover for their logic, but prominentautomatedools, suchasthe NRL Protocol
AnalyzerandPaulsons Isabellework, have usedvery differentapproachesThe
lack of emphasi®nautomatiorfor thesdogicsresultsin partfrom theirapparent
simplicity; it canbe arguedthatproofsareeasilycarriedout by hand.Indeed the
proofsrarelyrequiresignificantingenuityonceappropriatgremisedave beenes-
tablishedput manualproofsevenin publishedwork oftenmisssignificantdetails
andassumepreconditionsor rulesof inferencethat are not madeexplicit; auto-
matedverificationkeepsus honest.Furthermorewith fast,automatedeasoning
we can performsomeanalyseghat would otherwisebe impracticalor cumber
some suchasenumeratindeliefsheldasthe protocolprogresses.

Thedevelopmenbf theorygeneratiorwaspartially motivatedby the needfor
automatedeasoningyith this family of logics. Usingtheorygenerationandthe
TG, algorithmin particular we cando automatedeasoningor all theselogics
with asingle,simpletool.

In this chaptey we examinethreebelief logicsin the BAN family: the BAN
logic of authenticationAUTLOG, andKailar’s logic of accountability andwe
shav how theory generationcan be appliedto eachof them. For eachlogic,
we presentts representatioasa setof functionsandpredicatesits axioms(the
“rules” fedto the TG, algorithm),andanappropriategre-order(<).

a7
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3.1 BAN

As the progenitorof this family, the BAN logic of authentications a naturalcase
to consider This logic is normally appliedto authenticatiorprotocols. It al-
lows certainnotionsof beliefandtrustto be expressedn a simplemannerandit
providesrulesfor interpretingencryptedmessagesxchangecamongthe parties
(principals)involvedin a protocol.In Section3.1.1we enumeratehe fundamen-
tal conceptsxpressiblein the BAN logic: belief, trust, messagdreshnessand
messageeceiptandtransmissionSection3.1.2 containsthe rulesof inference;
Sections3.1.3-3.1.5ive examplesof their application.

3.1.1 Componentsof the Logic

In encodingheBAN logic andits accompaying sampleprotocolswe mustmake
severaladjustmentandadditionsto thelogic asoriginally presentedBAN90], to
accounfor rules,assumptionsandrelationshipghataremissingor implicit.
Figure3.1shavsthefunctionsusedin theencodingandtheir intuitive mean-
ings. Thefirst twelve correspondlirectly to constructsn the original logic, and
have clearinterpretationsThe lasttwo arenew: inv makesexplicit therelation-
ship implied betweenthe keys in a key pair (K, K ') underpublic-key (asym-
metric) cryptographyanddistinct expresseshattwo principalsarenotthesame.

As a technicalcorvenience we alwaysassumehat for every function (e.qg.,
believes), thereis a correspondingpredicateby the samenameandwith thesame
arity, whichis usedwhenthe operatoroccursatthe outermostevel. For instance,
in theBAN formula

A believesB said A believesA <2 B

thefirst believesis representedly the belicves predicatewnhile theseconds rep-
resentedy the believes function. Thefunctionandpredicatenhave the samename
merelyfor corveniencethereis formally nospecialrelationshipbetweerthetwo.
Theduplicationis requiredsincewe have choserafirst-orderlogic setting;if in-
steadwe usedmodallogic, we could replacethe function/predicategair with a
singlemodaloperator Thisis a technicaldistinctionwith no significantimplica-
tionsin practice.

We provide a finite but unspecifiedsetof uninterpreted-ary functions(con-
stants)which canbe usedto represenprincipals,keys, timestampsandsoforth
in aspecificprotocoldescription.
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Function BAN notation | Meaning

believes (P, X) P believesX | P believesstatementX

sees(P, X) P seesX P seegmessageX

said(P, X) P said X P saidmessageX

controls(P, X) P controls X | if P claimsX, X canbe
believed

fresh(X) fresh(X) X hasnot beenuttered
beforethis protocolrun

shared key(K, P,Q) | P & Q K is a symmetric key
sharedoy P and@

public_key(K, P) iy K is P’s publickey

secret(Y, P, Q) J Q Y is asecresharedy P
and@

encrypt(X, K, P) {X}k from P | messageX, encrypted
underkey K by P

combine(X,Y) (X)y message X combined
with secrety”

comma(X,Y) XY concatenation

A, B,S,T,... A, B,S,T,... | O-ary functions (con-
stants)

inv(Ky, Ks) K, and K, are a pub-
lic/privatekey pair

distinct(P, Q) principals P and Q are
notthesame

Figure3.1: BAN functions

In orderto applythe TG, algorithmto reasorwith the BAN logic, we must
defineapre-order=<gz4n, ontermsandformulas.Beforewe cando that,however,
we mustplacesomeconstrainton thetermsandformulasin the BAN encoding.
Specifically we requirethat function and predicateargumentscorrespondindo
principalnamesnustbe simplevariablesor constants.

Definition 3.1 Theatomicargumentsof BAN functionsand predicatesare those
in positionsindicatedby P and @ in Figure 3.1.

Definition 3.2 Thetermsand formulasof BAN are all thosetermsand formulas
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in /gy built from the functionsand predicatesin Figure 3.1, and in which all
atomicargumentsare eithervariablesor 0-ary functions.

With this constraintwe canstill expressall BAN formulas.This constraintcom-
binedwith thefollowing pre-ordeyenablesisto applythe TG, algorithm.

Definition 3.3 Thepre-oder <4y is definedover BAN termsand formulasas
follows:

F<piv G = (nsyms(F) < nsyms(G))

A (Vv.occ(v, F) < occ(v, )

the numberof functions,predicatesand variables

in F’, excludingthosein atomicarguments

occ(v, F') = thenumberof occurencesof variablev in F', ex-
cludingoccurencesn atomicarguments

nsyms(F)

For this relationto be acceptabldor usewith the TG, algorithm, it mustbe a
pre-orderandalsosatisfyconditionsP1-P3Section2.3).

Claim 3.1 Therelation<pg,y is a pre-order andsatisfiecconditionsP1-P3.

Proof Therelationis clearlyreflexive andtransitve, soit is apre-order
Whenwe substituteaterm, 7', for all occurrence®f avariable, X, in F', we
cancomputensyms andocc exactly for thenew formulaasfollows:

nsyms([T\X]F) = nsyms(F) + oce(X, F) - nsyms(T) (3.1)
ol VK1) = { 0T o) tense. @)
It thenfollowsthat,for ary termsT; andTs,
nsyms(Th) < nsyms(Tz) = (nsyms(|[TA\X|F') < nsyms([T2\X]|F))
and
occ(v, Th) < occ(v, Tz) = (occ(v, [TI\X]F) < occ(v, [To\X]F))
soconditionPLlis satisfiedoy <pay:

(Ty =pan Ts) = ([TW\X|F 2pan [T2\X]F)



3.1. BAN 51

From(3.1)we canfurtherderivethatfor ary formulas,F" andG, andary term, T,

((nsyms(F) < nsyms(G)) A (oce(X, F) < oce(X, G)))
= (nsyms([T\X]F) < nsyms([T\X]G))

andfrom (3.2),

((occ(v, F) < oce(v, G)) A (oce( X, F) < oce(X,Q)))
= (occ(v, [T\X]|F) < occ(v, [T\X]G))

soconditionP2is satisfiedoy <pan:
(F Zpan G) = ([T\X]F Zpan [T\X]G)

Finally, we mustshaw thatfor ary G, theset{F' | FF <pan G} is finite modulo
variablerenaming(P3). The non-atomicagumentsn eachsuch £ mustcontain
only variablesappearingn G (sinceVv.occ(v, F') < occ(v, G)), andthereare
finitely mary functionsandpredicateshatcanbeusedto constructt’, eachhaving
afixedarity. The atomicargumentdan /' musteachbe eithera singlevariableor
amemberof thefinite collectionof constantsThesinglevariablesareeitherone
of thefinite setof variablesn 7, or do not appeaiutsideatomicargumentsand
canthusbecanonicallyrenamedThereforeboththelengthof F' andthealphabet
it is built from areboundedsothesetof all suchF'sis finite. ]

3.1.2 Rulesof Inference

The BAN logic containseleven basicrules of inference,eachof which canbe
expresse@san/gy, rule,writtenin theform

PP Py
C

Eachof theserulesis eitheran S-ruleor a G-rule underthe pre-order<z.y, and

eachpreserestheatomic-agumentsconstrainion BAN formulas.
Therearethreemessage-meaninglesthatallow oneprincipalto deducehat

agivenmessagevasonceutteredby someotherprincipal:

believes (P, shared _key(K, Q, P))
sees(P, encrypt(X, K, R))
distinct( P, R)

BAN1:
believes (P, said(Q, X))
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believes (P, public_key (K1, Q))
sees(P, encrypt(X, K2, R))
im)(Kl, Kg)

BAN2:
believes (P, said(Q, X))
believes (P, secret(Y,Q, P))
sees(P, combine(X,Y))
BAN3

believes (P, said(Q, X))
In eachof theserules,the conclusionprecedeshe secondoremisein <4y, SO
they arevalid S-rules.Like theotherrulesbelow, they alsopresere theconstraint
on BAN formulas: eachatomicargumentin the conclusioncomesdirectly from
anatomicargumentin a premise.The original message-meanimnglesinvolving
encryptioncarrya side-conditiorthatthe principalwho encryptedhe messagés
differentfrom theoneinterpretingt. We encoddhisexplicitly usingathree-place
encrypt functionandthe extra distinct function, by addingan extra premiseto
eachof theserules.

Thereis onenonce-erificationS-rule,wherebya principalcandeterminehat
somemessag&assentrecentlyby examiningnonces:

believes (P, said(Q, X))
believes (P, fresh(X))
believes (P, believes(Q, X))

ThisjurisdictionS-ruleexpresse®neprincipal’strustof another:

believes (P, controls(Q, X))
believes (P, believes(Q, X))
believes (P, X)

Theseseven S-rulesarefor extractingcomponent®f messagesandrequire
knowledgeof the appropriatekeys in the caseof encryptedmessagesThe last
two arenot given explicitly in the BAN paper[BAN9O], but they arenecessary
anddo appeain atechnicalreportby the sameauthordBAN89].

believes (P, shared _key(K, Q, P))
sees(P, encrypt (X, K, R))

BAN4:

BANS5 :

BANG :
sees(P, X)
believes (P, public_key (K, P))
P X, K
BANT - sees(P, encrypt(X, K, R))

sees(P, X)
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believes (P, public_key (K1, Q))
sees(P, encrypt(X, Kz, R))

BANS - ’inU(Kl, KQ)
' sees(P, X)
sees(P, combine(X,Y))
BAN9 : -
sees(P, X)
sees(P, comma(X,Y))
BAN10: : /
sees(P, X)
BAN11 - believes (P, said(Q, comma(X,Y")))

believes (P, said(Q, X))
believes (P, believes (Q, comma(X,Y)))
believes (P, believes (Q, X))

Thereis onefreshnes§-rule;its premiseprecedegts conclusiorunder<pg4y.
It stateghata conjunctionis freshif ary partof it is fresh:

BAN12:

believes (P, fresh(X))

BAN13:
believes (P, fresh(comma(X,Y)))

We addsevenrelatedfreshnes$s-rules:four to reflectthe factthatan encrypted
(or combined)messagas freshif eitherthe body or the key is, andthreethat
extendthefreshnes®f akey to freshnesef statementaboutthatkey. Theexam-
ple protocolverificationsin the BAN paperrequiresomeof theseextra freshness
rules,andthey arealludedto in thetechnicalreport. We includetherestfor com-
pleteness.

BN e ot fey (0.0
BANIS5 : belzevesi()(;j;::l(zgigch (k}:?j EK Q)))
BANI6 : believei) ?Z;QJ}:"ZS(}LP( Sf;e:e};((y’) 2’2’ h)))
BAN17: belzevej Zie?i;(}i C]Zn;s;z(ne 2‘))(’ )

BANI1S : pelicves D Jresh(R)

believes (P, fresh(encrypt(X, K, R)))
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BAN19 : — believes (P, fresh(X))
believes (P, fresh(encrypt(X, K, R)))
BAN20 - believes (P, fresh(X))

believes (P, fresh(combine(X,Y)))
We add two S-rulesthat do the work of message-meaningnd nonce-
verificationsimultaneously:

believes (P, fresh(K))
sees(P, encrypt(X, K, R))
distinct(P, R)
believes (P, shared _key (K, Q, P))

BAN21 :
believes (P, believes(Q, X))
believes (P, fresh(Y))
sees(P, combine(X,Y))
believes (P, secret(Y, Q, P))
BAN22:

believes (P, believes(Q, X))
One of theserulesis implicitly requiredby the publishedBAN analysisof the
Andrew SecureRPCprotocol.

Finally, since we representmessagecompositionexplicitly (via comma),
we include two rewrites that expressthe commutatvity andassociatiity of the
comma function; three more rewrites provide commutatvity for shared_key,
secret, anddistinct:

comma(X,Y

comma(comma(X,Y), Z

= comma(Y, X)
= comma(X, comma(Y, Z))
believes (P, shared _key(K, Q, R) (P, shared_key(K, R,Q))
believes (P, secret(Y, Q, R) (P, secret(Y, R, Q))
distinct (P, Q) = distinct(Q, P)

Wehaveshavnthat< g4y satisfieconditionsP1,P2,andP3, andthateachof
therulesaboveis anS-ruleoraG-rule. All therewritesareclearlysize-preserving,
soit remainnly to shav thattheS/Grestrictionholds. Notethattheonly G-rules
produceconclusiongegardingfreshnessEvery freshnesgpremisewill therefore
be a side-conditionandwe caneasily checkthat eachof theseis no larger (in
<pgan) thanthe correspondingonclusionsothe S/Grestrictionis satisfiedand
we cansafelyapplythe TG, algorithm.

Having encodedherules,we cananalyzesachof thefour protocolsexamined
in theBAN paperandcheckall the propertieclaimedthere[BAN9O].

~—  ~—

= believes

~— ~—

= believes
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3.1.3 A Simple Example

Thefollowing exampleillustrateshow the BAN rulescanbe usedto derive prop-
ertiesof asimplesingle-messag®rotocol’ This protocolrequireghefollowing
initial assumptions:

believes (B, public_key(K,, A))
believes (B, fresh(T,))
believes (B, controls(A, secret(Y, A, B)))
inv(Kq, K1)

Here,Y is a variable,and 4, B, K,, K;!, andT, are constants. The single
messages
Messagd. A — B:{A,B,T,, N}k,

(We usethe notation{ M } x to indicateencryptionof the message)/, usingthe
key, K.) We “idealize” thismessagéy convertingit to a BAN formulaincluding
thebeliefsit is meantto corvey:

sees(B, encrypt(comma(T,, secret(Na, A, B)), K, ', A))

First,we wantto prove that B believesthis messageriginatedirom A. Applying
Rule2, with theidealizedmessagandthefirst andfourth assumptionsye reach
this conclusion:

believes(B, said(A, comma(T,, secret( Ny, A, B))))

In orderto derive ary furthermeaningfubeliefsfrom thismessageye mustshov
that B believesthat A currently believes it—that it is not a replayedmessage
from the distantpast. We apply one of the freshnessules(13), with B’s initial
assumptiorthat the timestamp,7,, is fresh,to shav that the whole messages
fresh:

believes (B, fresh(comma(T,, secret(Nyy, A, B))))

Thenonce-erificationrule (4) now yieldsthat B believes A believesthemessage:
believes (B, believes(A, comma(T,, secret(Nay,, A, B))))

Finally, by applyingthefirst rewrite (commutatity of comma), anextractionrule
(12), andthejurisdictionrule (5), we concludethat, afterreceving this message,
B believesheshareghesecret,N,;,, with A:

believes (B, secret( Ny, A, B))
For morecomplex examplesseetheoriginal BAN paperdBAN90, BAN89].
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3.1.4 Kerberos

Througha sequencef four messageshe Kerberogrotocolestablishesa shared
key for communicatiorbetweertwo principals,usingatrustedsener[MNSS87,.
The simplifiedconcreteprotocolassumedn theoriginal BAN analysigs thefol-
lowing:

Messagd. A — S: A B

Message. S — A: {T, L, Ko, B,{Ts, L, Kap. A}k, } Koo
Messags8. A — B : {71y, L, Ku, A}k,., {A, Tu}x,,
Messaget. B — A:{T,+ 1}k,

Initially, A wantsto establisha sessiorkey for securecommunicatiorwith B. A
senddMessagd to thetrustedsener, S, asa hint thatshewantsa new key to be
sharedwvith B. Thesenerrespondsvith Message, whichis encryptedvith K,
a key sharedoy A andS. In this message$ providesthe new sharedkey, K,
alongwith atimestamp(75;), thekey’s lifetime (L), B’s name,andan encrypted
messagentendedor B. In Message3, A forwardsthis encryptednessagalong
to B, who decryptsthe messagéo find K,, andits associatednformation. In
addition,A sendsaatimestamy{7;) andA’sname encryptedinderthenew session
key, to demonstratéo B that A hasthekey. Finally, B respondsvith Messaget,
whichis simplyT;, + 1 encryptedunderthe sessiorkey, to shav A that B hasthe
key aswell.

TheBAN analysisof this protocolstartsby constructingathree-messagee-
alizedprotocol;theidealizedprotocolignoresMessagel, sinceit is unencrypted
andthuscannotsafelyconvey ary beliefs. The BAN analysigshengoesonto list
teninitial assumptionsegardingclient/serer sharedkeys, trustof thesener, and
freshnes®f the timestampsised BAN90]. We expresseachof thesethreemes-
sagesandten assumptionslirectly (the corversionis purely syntactic),andadd
four moreassumptiongseeFigures3.2and3.3).

The first extra assumption—thatd must believe its own timestampto be
fresh—ismissingin the original paper andthe lastthreearerequiredto satisfy
the distinctnesside-conditions After makingtheseadjustmentswe canrunthe
14initial assumptionand3 messagewhroughthe TG, algorithm,andit produces
anadditional50trueformulas.
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Message®. S — A: {T,, A &2 B {T,, A &% By, k..

sees(A, encrypt(comma(comma(Ts, shared _key (K, A, B)),
encrypt(comma(Ty, shared _key( K, A, B)),
Kl787 S)))a
Kas, 9))

Message. A — B : {Ts, A Ko, < B}k, {Tu, A Kb, “*, B}k, from A

sees(B, comma(encrypt(comma(Ts, shared key(Kap, A, B)), Ks, S),
encrypt(comma(T,, shared_key (K, A, B)), Kup, A)))

Messagel. B — A: {T,, A Kab, B}k, from B

sees(A, encrypt(comma(T,, shared_key(Ku, A, B)), Ku, B))

Figure3.2: Kerberogprotocolmessagesn BAN idealizedform andcorvertedto
thesyntaxof our encoding.

believes (A, shared _key(K,s, S, A)
B, shared _key(Kys, S, B)
S, shared _key(K,s, A, S)
S, shared _key(Kys, B, S)
S, shared _key(Kqap, A, B)
A, controls(S, shared _key(Kap, A, B)))
B, controls(S, shared _key(Kau, A, B)))
A,fresh( s))
B, fresh(Ty))
B, fresh(Ty,))

believes
believes
believes
believes
believes
believes

)
)
)
)
)

believes
believes
believes

P N N N NP L e e

believes (A, fresh(T,))
distinct(A, S)
distinct(A, B)
distinct(B, S)

Figure 3.3: Encodingof the Kerberognitial assumptionsAll but the last four
assumptiongappeatn theBAN analysigBAN90].
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By runningthesimpledecisionproceduredescribedn Chapter2, we canver-
ify thatthesefour desiredpropertieshold:

believes (A, shared _key(Kap,, A, B))
believes (B, shared key (K, A, B))
believes (B, believes (A, shared key(Ka, A, B)))
believes (A, believes (B, shared key(Ka, A, B)))

Theseresultsagreewith theoriginal BAN analysis.They indicatethateachof the
two partiesbelievesit sharesa key with the other andthateachbelievesthatthe
otherbelievesthe samething.

If we remove the optionalfinal messagdérom the protocolandrun the algo-
rithm again,it generateg 1 valid formulas.By computingthedifferencebetween
this setandthefirst setof 50, we candetermineexactly whatthe final message
contributes.Amongthe 9 formulasin this differences

believes (A, believes (B, shared key(Ka, A, B)))

(thelastof thefour resultsabore). This confirmstheclaimin theoriginalanalysis
that“the three-messagarotocoldoesnotcorvince A of B’sexistence’[BAN9Q].
Thistechniqueof examiningthe setdifferencebetweerthe deducegropertieof
two versionof aprotocolis asimplebut powerful benefitof thetheorygeneration
approachjt helpsin understandinglifferencedetweenprotocolvariantsandit
supportgapidprototypingduring protocoldesign.

In the context of the Kerberogprotocolandthe BAN logic, we illustratehere
asinglestepin the TG, algorithm,shaving how a new formulagetsaddedo the
fringe. After severaliterationsof the closurefunctionarecompletedthereare37
formulasin theknown-valid set. Of these 16 arein thefringe, includingthis one:

believes (B, said (S, comma(Ts, shared_key(Kap, A, B))))

This formulaunifieswith thefirst premiseof the “nonce-\erification” S-rule(4),
sowe applyits unifier to the secondpremiseof thatrule, yielding

believes (B, fresh(comma(Ts, shared_key(Kq,, A, B)))) .

Noneof the 37 formulasunifiesdirectly with this additionalpremise,sowe at-
temptto work backwarddrom it, usingG-rulesandrewrites. If we applythefirst
freshnes&-rule (13) in reverse we get

believes(B, fresh(T5s)),
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which is one of the initial assumption®f the protocol (andthus one of the 37
known formulas). Sinceall premisesfor the nonce-erificationrule have now
beenmatchede insertits (instantiatedonclusioninto thenew fringe:

believes (B, believes (S, comma(Ts, shared _key(Kq, A, B)))).

This newly derived formularepresentshe fact that B now believesthat S cur-
rently believesin this messagéds hasreceved.

3.1.5 AndrewRPC, Needham-Schoederand CCITT X.509

We encodethe assumptionand messagesf the threevariantsof the Andrew
secureRPChandshakgrotocolgivenin the BAN paperandthe TG, algorithm
produceghe expectedresults. The last of theseverificationsrequiresan extra
freshnesassumptiomot mentionedn the BAN analysis:

believes (B, fresh(Kab'))

It alsorequiresoneof theaddedreshnessules(14) andoneof the simultaneous
message-meaning/noncerificationrules(21).

We can also duplicatethe BAN resultsfor two variantsof the Needham-
Schroedepublic-key secret-gchangeprotocol. Finally, we have run the algo-
rithm on two variantsof the CCITT X.509 protocolexploredin the BAN paper
One of thesechecksfailed to producethe expectedresults,and this led to the
discovery of an oversightin the BAN analysis:they obsere a weaknessn the
original X.509 protocolandclaim, “The simplestfix is to signthe secretdataY,
andY; beforeit is encryptedfor privag.” In fact we mustsign the secretdata
togethemwith anonceto ensurdreshnessWe replacetheoccurrencef Y, in the
original protocolby

encrypt(comma(Y,,T,), K., A)
andtheoccurrencef Y, by
encrypt(comma(Yy, N, ), Kj, B) .

After correctingthis, the verificationsproceedasexpected.
Thefull encodingof theseprotocolsappeatin AppendixB.
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3.2 AUTLOG

AUTLOG is an extensionof the BAN logic, proposedby Kesslerand Wedel
[KW94]. It incorporatesseveral new conceptssomeof which appearin other
BAN variants,suchasthe GNY logic developedby Gong, Needhamand Ya-
halom [GNY90]. It allows analysisof a simulatedearesdropperfor detecting
someinformation leaks, usesthe notion of principals“recognizing” decrypted
messagesand introducesa “recently said” notion which is more precisethan
BAN’s beliefsaboutbeliefs.

Theencodingof AUTLOG usesall theBAN functions,andafew extras,listed
in Figure3.4. Theoriginal rulesof inferencefrom AUTLOG canbe enteredal-

Function
recognizable(X)
mac(K, X)
hash(X)

recently _said (P, X)

Figure3.4: ExtraAUTLOG functions

mostverbatim.Thereare23 S-rulesand19 G-rules;therulesgoverningfreshness
andrecognitionaretheonly G-rules.Thefull setof rulesappearsn AppendixB.

In applyingthe TG, algorithm,we canusea similar pre-orderfor AUTLOG
to thatusedfor the BAN logic (Xpan). AUTLOG hasonewrinkle, however, that
requiresa modificationto this pre-order In AUTLOG, thereareruleslike the
following:

believes (P, shared _key (K, Q, P))
sees(P, encrypt (X, K, R))
believes (P, recognizable (X))
believes (P, said(Q, encrypt(X, K, R)))

Under=pg4y, theconclusiorof thisruleis largerthanary of its premisesWe can
seefrom examiningtherules,though,thatthis rule will notleadto formulasof
unboundedize,sowetry changinghepre-order Essentiallywe wantto collapse
the believes—said—encrypt sequencandtreatit asequialentto sees—encrypt. In
orderto dothis, we definea partialorderonfunctionnamegqC), anddefinea new
nsym.s functionrecursvely:

function nsyms(F, g) =
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if F'isavariableor O-aryfunction(constantthen
returnl
else(F' musthave theform f(Fy, ..., F},))
args < {F; | Fiis notin anatomicargument
sum = ZF’Eargs nsymS(Flv f)
if fC gthen
return sum
else
return 1 + sum

We canthendefinethe pre-ordeasfollows:

F <avrroc G = (Mv.oce(v, F) < occ(v, )
A (VfNo.nsyms(oF, ) < nsyms(oG, [))

The proof that this pre-ordersatisfiesconditionsP1—-P3is similar to thatin the
BAN case.

To checka protocolfor leaksusingAUTLOG, onefindstheconsequencelo-
sureover the “seeing”rules of the transmittedmessagesThe resultinglist will
includeeverythingan earesdroppecouldsee. The TG, algorithmis well-suited
to computingthislist; theseeingrulesareall S-rules,sothealgorithmwill gener
ateexactly thedesiredist.

Kesslerand Wedel presenttwo simple challenge-responggotocols: onein
which only the challenges encryptedandanothernin which only theresponses
encrypted.We have encodedooth of theseprotocolsand verified the properties
KesslerandWedelclaim: thatbothachieve theauthenticatiorgoal

believes (B, recently _said(A, Rp))

where R is the secretA providesto prove its identity. Furthermorethrough
the earesdroppernalysismentionedabove, we canshav thatin the encrypted-
challengeversion,the secretis revealedandthusthe protocolis insecure.(The
BAN logic cannotexpresshis.)

We have also checkedthat the Kerberosprotocol, expressedn AUTLOG,
satisfiepropertiesimilar to thosedescribedn Section3.1.

3.3 Kailar sAccountability Logic

More recently Kailar hasproposeda simplelogic for reasoningaboutaccount-
ability in electroniccommerceprotocols[Kai96]. The centralconstructin this
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logicis

P CanProve X
which meanghatprincipal P cancorvincearyonein anintendedaudienceshar
ing asetof assumptionghat X holds,withoutrevealingary “secrets”otherthan
X itself.

Kailar providesdifferentversionsof thislogic, for “strong” and“weak” proof,
andfor “global” and“nonglobal” trust. Theseparametersleterminewhat evi-
dencewill constitutean acceptablgroof of someclaim. The logic we choose
usesstrongproofandglobaltrust,but the otherversionswould be equallyeasyto
encode.The encodingusesthesefunctions: CanProve, IsTrustedOn, Implies,
Authenticates, Says, Receives, Signed With, comma, andinv.

We encodethefour mainrulesof thelogic asfollows:

CanProve(P, X), CanProve(P,Y)
CanProve(P, comma(X,Y"))

~ CanProve(P, X), Implies(X,Y")
' CanProve(P,Y)

Receives(P, SignedWith(M, K 1))
CanProve(P, Authenticates(K, Q))
Inv(K, K1)
CanProve(P, Says(Q, M))

CanProve(P, Says(Q, X))
CanProve(P, Is TrustedOn(Q, X))

CanProve(P, X)

The Conj andInf rulesallow building conjunctionsandusinginitially-assumed
implications. The Sign and Trust rules correspondoughlyto the BAN logic’s
public-key message-meanirandjurisdictionrules. We canagainuse<g4y as
the pre-order This makesConj a G-rule;the otherthreeareS-rules. Therearea
total of six S-rules,one G-rule,andthreerewritesin our encodingof this logic;
the extra S-rulesandrewritesdo simplecomma-manipulation.

We canreplacethe construct

Conj :

Inf

Sign :

Trust :

X inM

(representingnterpretatiorof partof a messageyvith threeexplicit rulesfor ex-
tractingcomponent®f a messageWe addrewritesexpressinghe commutatvity
andassociatiity of comma, asin the otherlogics.
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IBS protocolmessages:
Message. E — S: {{Price} -1, Price} -

Receives(S, Signed With(comma(Signed With( Price, K1),
Price),
KZ)

Message. S — E: {Service}y

Receives(E, Signed With(Service, K; 1))
Messagé. E — S: {ServiceAck}

Receives (S, Signed With(ServiceAck, K1)

Initial assumptions:

CanProve(S, Authenticates(K,, E))
Implies(Says(E, Price), AgreesToPrice(E, pr))
Implies(Says(E, ServiceAck ), ReceivedOneServiceltem (E))

Figure3.5: Excerptfrom IBS protocolandinitial assumptions.

We have verified the variantsof the IBS (NetBill) electronicpaymentproto-
col thatKailar analyze4dKai96]. Figure 3.5 containsan encodingof partof the
“service provision” phaseof the asymmetric-kg versionof this protocol. The
customer E, first sendsthe merchant,S, a messageontaininga price quote,
signedby the merchantthis messagés itself signedby the custometto indicate
his acceptancef the quotedprice. The merchantrespondsy providing the ser
vice itself (somepieceof data),signedwith herprivatekey. Thelastmessagef
this phaseis an acknavledgemenby the customerthat he receved the service,
signedwith thecustomers privatekey.

WhenweruntheTGy algorithmonthesanessageandassumptionst applies
the Signrule to producethesetwo formulas:

CanProve(S, Says(E, comma(Signed With(Price, K;1), Price)))
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CanProve(S, Says(FE, ServiceAck)).

Theseconclusionsarenot particularlynotevorthy in their own right; they reflect
the fact that S (the seller) can prove that £ (the customer)has presentedwo
specificmessagedlith theseformulas,the TG, next appliesacomma-&tracting
ruleto produce

CanProve(S, Says(E, Signed With( Price, K;1)))
CanProve(S, Says(E, Price)).

ThisshavsthatS canprove E sentindividualcomponentsf theearliermessages.
Finally, TG, appliednf to dervetheseresultswhichagreewith Kailar's[Kai96]:

CanProve(S, Says(E, ReceivedOneServiceltem (E)))
CanProve(S, Says(E, AgreesToPrice(E, pr)))

Thesaepresentwo desiredyoalsof theprotocol:thatthesellercanprovethecus-
tomerrecevedthe service,andthatthe sellercanprove whatprice the customer
agreedo. TheTG, algorithmstopsatthis point,sincenofurtherrule applications
canproducenew formulas.

We have verifiedtherestof Kailar’'sresultsfor two variantsof theIBS protocol
andfor the SPX AuthenticationExchangeprotocol. The full encodingof these
protocolsappeain AppendixB.

3.4 Summary

In this chapter we have shavn how theorygeneratiorcanbe appliedto several
existing logics for protocolanalysis,andsuccessfullyeproducednanualverifi-
cationresultsfor assortegbrotocols.Thetablein Figure3.6 containssomeresults
of theseapplicationsof theory generation. Eachline in the table shaws, for a
given protocol,the numberof initial assumptiongnd messagefed to the TG,
algorithm,andthe numberof formulasin the theoryrepresentatioit generated.
In eachcase,we wereableto usetheorygeneratiorto prove thatthe protocols
satisfied(or failed to satisfy)variousdesiredbelief properties Note thatthe gen-
eratedheoryrepresentationtypically containedn the orderof severaldozenof
formulas.

Themerefactthatcertaindesiredoropertiesof a protocolarederivablein one
of thesebelieflogicsdoesnotimply thatno attacksexist. Therulesof eachlogic
incorporatevariousassumptionssuchas“perfectencryption”’andconstrainton
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Logic Protocol Assumps.| Msgs.| Th. Rep.
BAN Kerberos 14,13 3 61,52
Andreny RPC 8,8,7 4 32,39,24
Needham-Schroedef 19,19 5 41,41
CCITT X.509 13,12 3 69,74
Wide-MouthFrog 12,12 2 34,34
Yahalom 9,17,17 5 40,60, 62
AUTLOG challenge-response 2 2 10
challenge-responsz 4 2 13
Kerberos 18 3 79
SKID 8 2 12
Kailar's IBS variantl 14 7 44,39
Accountability | IBS variant2 20 7 46,52
SPXAuth. Exchange 18 3 36

Figure3.6: Protocolanalyseperformedwith existing belieflogics,with thenum-
ber of formulasin the initial assumptionsmessagesransmitted,and generated
theoryrepresentation.(Someanalysesnvolved sereral variationson the same
protocol.)

how messagesan be brokenup and reconstituted.Beyond this limitation, the
logicsarenotdesignedo addres®very form of attack.BAN, for instancecannot
expressthe propertythat secretsarenotleaked.In Chapters, we explore further
usesof theorygeneratiorfor protocolanalysis.In particular we work with a nev

logic (introducedin Chapter4) thatallows more comprehense protocolanaly-
ses allowing moreconfidencan protocolsthatpassts checks.We alsoexamine
applicationsof theory generatiorbeyond simple property-checking Detailsre-

gardingtheimplementatiorandperformancef the systemusedto producethese
resultsappeain Chapter6.
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Chapter 4

Inter pretation and Responsibility

Using theorygeneratiorwith existing logics asdescribedn Chapter3, we can
quickly checkthe standardbelief propertiesof protocolsdescribedn the con-
ventional“idealized” form. Thereare, however, mary otherquestionsabouta
protocolthatwe mightwantto answersoit is reasonabléo askwhetherthesame
techniquecould be appliedto a wider classof properties,or to differentforms
of protocoldescription.ldeally, we would endav a protocol-\erificationsystem
with a largertoolkit of analysesithout requiringfrom the userundueamounts
of extrainformationor patience.

In this chapter we considerseveral new kinds of checkssucha systemcan
performat relatively low cost. Takenindividually, eachof thesecheckscanpro-
vide moreconfidencen aprotocol,andwhenappliedtogetherandin concertwith
traditionalbeliefchecksthey complemenbneanothetto form aunifiedandmore
comprehense analysis.

Wefirstdiscussawayto morefully formalizetheprocesof interpretingmes-
sagegSectiord.1);thiswill allow usto reasoraboutprotocolsatamoreconcrete
level. We presentheformalizationin the context of anew belieflogic, RV, which
borrows conceptsandrulesfrom the BAN, GNY, andAUTLOG logics. Next we
introducetwo classesf propertieshonestyand sececy, which rely on the for-
malizedinterpretationsand can exposeflaws not addressedby the belief logics
considereckarlier The honestypropertiesrestrictthe messagethata principal
may safely“sign,” to preventthe messagegs'ecipientsfrom reachingfaulty con-
clusions. The secreg propertiesregulatethe disclosureof informationto other
parties,and also dependcritically on explicit interpretation. A participantin a
protocolwho satisfiedothhonestyandsecreyg propertiegs saidto be“responsi-
ble’ We claim thatdemonstratinghe responsibilityof participantan a protocol

67
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IS anecessargounterparto proving traditionalbelief properties.

4.1 Interpretation

TheBAN-style belieflogicsallow protocoldesignerso think abouta protocolata
convenientlevel of abstractionhowever, thegapbetweernthe“idealized”protocol
and a typical concreteprotocolimplementations substantial. The idealization
stepis widely recognizedasa liability of theselogics[Syv91, NS93,MB94]. It
is aninformal processye typically write the concretegorotocolside-by-sidewith
aproposeddealizedversion,andthenattemptto derive desiredpropertiesWhen
thesederiationsfail, we augmentheidealizedmessagewith extrastatementsr
introduceadditionalinitial assumptionsn eachcaseheburdenis onthe (human)
verifierto ensurethatthe additionsare“safe’ Finally, with noformal description
of concretemessagegsheimplicit assumptionabouttheir form, suchaswhether
keys andnoncesaredistinguishableareeasilyforgottenor left unspecified.

The original BAN analysisof the Needham/Schroedgublic key protocol
useda badidealizationthatwentundetectedintil Lowe found a flaw in the pro-
tocol anddemonstratedt usingmodelcheckingmethodgLow95, Low96]. The
flaw escapedietectionfor morereasonghanthe badidealization—wewill look
atthesereasongloselyin Sectiond.2—hut theidealizationwascertainlyflawed.
The fact that the fix Lowe proposedcannoteven be expressedn the idealized
level indicategheneedfor moreconcretegroundingof BAN-style reasoning\We
discusghisflaw andits connectiorto idealizationin Sections4.2.3and4.3.2.

4.1.1 PossibleApproaches

Several approacheso bridging this idealizationgap have beenproposedor de-
sere consideration.

Abadi and Needhamprovide a set of practicalguidelinesfor constructing
goodidealizationgor corversely constructinggoodconcreteprotocols)[AN96].
Thoughthey areinstructve andmerit carefulconsiderationtheseguidelinesare
not amenablgo formal verification. Furthermore as the authorsacknavledge,
they are neithernecessannor sufficient. Sincethe principlesare often legiti-
matelyviolatedin practice,it is hardto identify the truly improperidealizations
thatleadto problems.

We couldtakea somavhat moredrasticapproachlandabandortheidealized
level of protocoldescriptioncompletely By working solely atthe concretdevel,
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we avoid having to assignmeaninggo messagesrlhisis whatrecentverification
techniquedasedon modelcheckingdo [Low96, MMS97, MCJ97. While this
approacthastheappeabf producingcountergamplesandnotrequiringthe con-
structionof idealizationsit doeshave somedisadwantagesWith noformalnotion
of the “meaning”of a messagewe canno longerreasoraboutbelief, whichis a
naturalnotionin the contet of authenticationWe cananalyzedataflow: secrets
successfulllcommunicatednformationleaked andsoon, andwe cancheckthe
correspondenceropertiesdefinedby Woo andLam [WL93], but thericherand
perhapsnoreintuitive belief propertiesaareout of reach.We cannotfactoroutthe
abstractoreof a protocolfrom its variouspossiblemplementationsandthereis
little indicationof whya protocolworks.

Mao hasproposeda methodof developingidealizationsn a principledway
[Mao095, by breakingtheidealizationprocesslowvn into asequencef incremen-
tal stepsgeachof which canbejustifiedindividually. The approacltdescribede-
low is moresuitablefor automatiorvia theorygenerationandcanmoredirectly
expresshedesiredqualitiesof idealizations.

Many of the problemswith idealizationgesultfrom idealizedmessageson-
tainingmoreinformationthantheir concretecounterpartsyhichleadsto ambigu-
ousmappingsrom concreteo idealizedmessagesWe couldsolve this problem
by establishin@singleone-to-onenappingor all protocolsfor instancausingan
ASN.1 notation[ASN94]. This leadsto larger messagesn mostervironments
today public-key encryptionis expensve relative to othercostsof communica-
tion, soincreasednessageize may be unacceptable(This problemis smaller
with elliptic-curve cryptography sinceit can be implementedmore efficiently
thantraditional public-key methods.)More importantly this techniquemposes
significantconstraintontheform of the concretgrotocol,sofew existing proto-
colswould be acceptedevenif the concrete-to-abstrachappingwere protocol-
dependentFinally, this approachonly solvesthe ambiguous-interpretatigorob-
lem; the protocoldesignemuststill deviseanidealizedprotocol.

4.1.2 TheRV Logic core

Before describingthe formalizationof explicit interpretationswe presenthere
thecoreof anew belieflogic, RV (for Responsibilityerification), onwhichthose
interpretationswill be built. The corerulesandoperatorsof this logic are very
similar to thoseof BAN, AUTLOG, and GNY; the significantnew featuresare
introducedn the sectionghatfollow.

Figure4.1 shows the functionsandpredicatesvailablein the RV core. The
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Function Notation Meaning

believes (P, X) PEX P believes X

sees(P, X) PaX P hasseenmessageX’
said(P, X) Pph X P utteredX atsometime
says(P, X) PR X P utteredX “recently”
controls(P, X) P controls X | P is anauthorityon X
fresh(X) # (X) X wasfirst usedin thisrun
shared _key(K, P, Q) P 0 P and(@ sharekey K
public_key(K, P) S op P’spublickey is K
secret(Y, P, Q) p Q P and( sharesecret’
encrypt(X, K) {X}x X encryptedunderkey K
inv(Ky, Ko) K, = K,' | public/privatekey pair
in(Y,X) YinX Y occursin X
comma(X,Y) (X,Y) conjunction

A B,ST,... A, B,S,T,... | O-aryfunctions(constants)

Figure4.1: Corefunctionsof RV

full functionnamesarein theleft column,but we usethetraditionalconciseno-
tationin the centercolumnwhendescribingtherules. All of thesefunctionsap-
pearin the BAN logic encoding(Section3.1),with the exceptionsof says andin.
The says function,alsofoundin AUTLOG, expresseshataprincipalhasrecently
sentsomemessagewxhereasaid only ensureshatthe principalutteredt atsome
time. In BAN the says notionis subsumedy belicves, inthatP = Q r X (*P
believes@ saysX”) iswrittenasP = @ = X (“ P believes(Q believes X™). The
in function, similarto onein GNY, indicatesthatonemessagés partof another
message.Note that the combine operatorhasbeenremoved; this is discussed
below.

RV hasthefollowing threemessage-meanirgrrules.As in BAN, they allow
oneprincipalto determinevhosentagivenmessageShared-secretuthentication
is achievedwithoutanexplicit secret-combiningperator({X)y); thepresencef
asharedsecretarywherein amessagés sufficientto authenticaté. Thischange,
alsomadein GNY, simplifiesthe honestypropertiesdescribedater.

PEQLISP Pa{X).
W PR (XK
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K —_
RVlf%EQQ Pa{X}g, K, = K;*
PEQRKX

Y.
PEQ=P PaX YinX
RV3.:
PEQRKX
The nonce-erificationS-ruleallows a principal to determinethata message
wassentrecentlyif it believesit is fresh:

PEQRX  PE#(X)

RV4
PEQRX

Using the jurisdiction S-rule, a principal gainsa new belief basedon a recent
statemenby a partyit consideranauthorityonthe matterin question:

P = @ controls X PEQRX

RV5
PEX

In RV, asin AUTLOG, aprincipal“sees”every statemenit believes.This G-rule
makeghedecryptionrulessimpler:

PE=EX
PaX

RVEG :

We addthis introspectiorrule, similarto oneappearingn the SVO logic.

PaX

RV7T: ———
PEPaX
A principalcandecryptary messagevhosekey it hasseenusingtheseS-rules:

PaQ P Pa{X)y, Paf P Pa{Xl,

RVS: RV9
PaX P<xX
K —1
rRvio:. L2 Pa{Xly, K=k
P<aX

TheseS-rulesprovide decompositiorof compoundmessagebuilt with comma
(the in functionis introducedbelow in RV22).

PaM XinM

RV11:
P<aX
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PEQRMM XinM RV13:P|EQ|QM XinM
PEQRNX PEQRX
We includea completesetof G-rulesfor determiningthe freshnes®f a message

giventhefreshnes®f oneif its components:

RV12:

P E #(X)  PE#(K)
RV14 : FEZ(XT)) RV15'P|E#(Q<L>R)
RV16 : P|E#§(K) RV17 : P|E#(§)
PE#(5Q) P|E#(Q#R)
. PE#(K) PE#X)  PasQ
WIS p ey YT PE R
rvao. LE#X)  P< Q PaK,=K!
' Pl # ({X}g,)
PE#(X) PaQ<SR
vl PE#((X}0)

Finally, this G-rule, whosepremiseis empty allows us to determinewhenone
messagés partof alargermessageNotethatin only “looks inside” the comma
function,andnot encrypt or ary others.Thereasongor thiswill becomeclearin
thefollowing sections.
RV22: —

Xin (X,Y)

The following equivalencesexpressthe usualassociatie and commutatve
propertieof comma andotheroperators.

(X, Y) = (YvX)
(X.Y),2) = (X, (Y, 2))
(Q R) (R Q)

(Q=R)=(R<=Q)
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4.1.3 ConcreteMessageSyntax

To properlyformalizethemappingof concretemessaget abstracinessagesye
mustof coursecarefully specifythe form concretemessagetake. This requires
striking a balancebetweerallowing flexibility in implementationsindpermitting
tractableverification. We will assumenessagearecomposedf atoms(suchas
nonceskeys, andprincipal names)combinedby concatenatiomndencryption.
Weintroduceanew RV concatenatiooperation][X.Y| (seeFigure4.2). Thecon-

Function  Notation Meaning
dot(X,Y) [X.Y] concatenation
nil I concatenatelilst terminator

Figure4.2: Extrafunctionsof RV for supportingconcretemessages.

catenatioroperatoiis ordered: X.Y] and[Y. X] aredistinguishableasthey would
bein typicalimplementationsWe will maketheusual‘perfectcryptography’as-
sumptions{ X } ¢ canonly be producedy aprincipalwho knows { X'} i or both
X and K, andseeing{ X } x revealsno informationaboutX or K to a principal
who doesnot know K. We assumeéhat the implementatiorcanidentify where
eachatombegins andends,so a principal expectingmessageX.Y| will rejecta
messageéN1] or [N1.N2.N3|, andif it receves|N1.N2], will alwaysmatchN1
to X and N2 to Y ratherthansplitting the messagelsavhere. We alsoassume
that decryptinga messagavith the wrong key will yield resultsdistinguishable
from ary normalmessageWe could eliminatethis lastassumptionif necessary
by introducinga recognizableperatorasin AUTLOG.

To giveconcreteanessagethepropertiesescribedbore, we needacanonical
representatiorior messagesontainingsequencesf atoms,so we introducea
nil atomandusingthe Lisp list-building convention. For corveniencewe write
[ X.[Y.[Z.nil]]] as[X.Y.Z]. We requireevery concretemessagen a protocol
descriptiornto be constructeasfollows:

e Thespecialconstantuil is avalid concretanessage.

e If X isaconstantand M is avalid concretamessagethen[X. M| is avalid
concretemessage.

e If M isavalid concretemessagandK is aconstantthen{/},. is avalid
concretemessage.
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We do not assumehatkeys, noncesandprincipal namesare alwaysdistin-
guishable that principalsalwaysrecognizetheir own messagesor that compo-
nentsof messageg are alwaysdistinguishablédrom componentof message:
(k # 7). In ervironmentsvheresomeor all of theseassumptionaresafe we can
easilyapplythemby having the verificationtool automaticallytagmessageom-
ponentswith theirtypes.Finally, we mustextendtherulesfor deducingreshness
anddetermining( X in Y') to accommodatéhe new concatenatiomperator:

 PE#(X) . PE#X)
RV23: s ey BV e ()
RV25:m RV26:m

4.1.4 Explicit Inter pretations

The following approachto the idealizationproblemmaintainsthe spirit of the
BAN family of belieflogics,andfits nicelywith thetheorygeneratiorverification
technigue Wereplacetheinformalidealizationstepby makingconcrete-message
interpretatiorexplicit within thelogic. Theform of the BAN-like logicssuggests
a naturalexpressionof idealizations: as extra rules addedto the logic! Each
protocolwill have a setof interpretatiorrulesthat canbe usedby all principals
to assignabstracimeaningdo the concretemessagethey receve. For instance,
if Alice seeghesignedmessag¢A.B.K] , shemightbeallowedto assumehat

themeaningof thatmessagés A £, B. To allow this sortof interpretationthe
protocolcouldincludethisrule:

PEQR[PQ.K]
PEQRPQ

Kailar usesa similar techniqueto assigncomplex meaningssuchas*” P agrees
to sell NV itemsat price X” to messagefKai96]. With theseextra interpretation
rules,we startfrom the usualinitial assumptionsandderive all propertiesof the

protocoldirectly from theconcretgrotocolmessagesatherthanstartingoff with

idealizedmessages.

Lf we took the approachof Abadi andTuttle [AT91] (andothers),allowing principalsto use
modusponens theseinterpretationrules could be expressednsteadas formulasheld asinitial
assumptionsThis is equivalentto the approactdescribechere,but doesnot work aswell with
theorygeneration.
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We could allow eachprotocolto useary custominterpretationrulesits de-
signer(or specifier)choosesbut thisflexibility would makeit impossibleto prove
ary meaningfulclaimsaboutthe resultsof RV protocolanalysesn general.In-
steadwe restrict the allowed interpretationrules to thoseconformingto some
pre-establishedule schemata.

To startwith, we will allow interpretatiorrulesin ary of thefollowing forms:

:—P|EQ|NNI S2:—P|EQ|ANJM SS:P<]M
PEQp MW PEQRM PaM

Here,M is a patternmatchingconcreteanessagesandM’ is a formularepresent-
ing an idealizedmessagewhich may include variablesfrom the premise. The
first two formswill be usedto interpretauthenticateagnessagessincetherecip-
ientis certainwho sentthe concretemessageit cansafelyusethatinformation
for interpretation. For instance the variable may occurin M’, in which case
theidealizedmeaningis dependenbn the senders identity. Thethird form will
beusedfor messagethathave usefulmeaningsiespitehaving undetermineari-
gin. This situationdoesnot often arisein BAN reasoningput it doesin RV, in
particularfor the honestyandsecreg checksantroducedaterin this chapter

We imposesomeadditionalrestrictionson the form of theseinterpretation
rules:

S1

I1. In M, thepatternmatchingtheconcretenessageheonly functionthatmay
occuris dot.

12. In M’, theidealizedmeaningthe encrypt functionmustnotoccur

13. In bothM andM’, theremustbeno constant$0-aryfunctionssuchasA and
S), unlesghevalueof thoseconstantsrefixedacrossall protocolruns.For
instancea sener names' is permittedin theseargumentsonly if S is the
sameprincipalin every run of the protocol.

14. For agivenprotocol,ary givenconcretemessagenustbe ableto matchat
mostoneof theinterpretatiorrules. Along with the honestyconditionde-
scribedlater, this preventsambiguousnterpretation®f concretanessages.

Theserestrictionson the form of interpretationrules help ensurethat the usual
BAN-style inferencesremainreasonableegardlessof the interpretationaused.
For instancethe message-meaninglessuchas

PEQLE P Pa{X),
PEQK (X K)
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would makeno sensef interpretationscould arbitrarily map { X } x, to { X}k,
(in violation of condition12), since K, could be a sharedkey that the sender
hadno knowledgeof, leadingtherecipientto drav a dangerousonclusionabout
the origin of the message We discussfurther the reasondor theserestrictions
in Section4.2.2, wherewe examine honestypropertiesin the contet of these
explicit interpretations.

We needto extendthe RV notationandinterpretatiorschematdurtherto ex-
pressinterpretationgequiredby somecommonprotocols. Abadi andNeedham,
Mao, andothershave obseredthatnoncesareusedn cryptographigrotocolsnot
just to establisnfreshnessbut asabbreiationsfor setsof principalnameskeys,
andothernoncedMao095,AN96]. The bindingsestablishedor thesenoncesare
specificto arun of theprotocol,andwe will seelaterthatit isimportantto handle
themexplicitly in the interpretationprocess.To supportthis practice,we intro-
ducea new operator:bind (seeFigure4.3). Thestatement)N ~ X, represents

Function Notation | Meaning
bind(N,X) | N~ X | N standdor theformula X

Figure4.3: Functionsof RV for supportingexplicit interpretations.

theassumptiorthatnonce/NV “standsfor” the formula X. We allow the interpre-
tationrule formsdescribedabore to be extendedto makeuseof boundnoncesn
two ways:

¢ Interpretatiorrulesof theformsS1 andS2 (interpretation®f authenticated
messageghnay beextendedwith thefollowing setof extra premises:
PEN~F PEPXQ NinM

Thisrepresentthe“expansion”of aboundnonceby the principalwho pro-

ducedthat nonce. Note that it requiresthe nonceto be a sharedsecret;
otherwisethe recipientcannotsafelyassumehat, for instancethe sender
hasseerthecorrectbind expression.

¢ Interpretatiorrulesof theformsS1 andS2 may alsobe extendedwith the
following setof extra premises:

PEQRN ~F NinM

Thisextensionallows a principalto expandanoncewhosebindinghasbeen
previously declaredy the sender
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Theseextensionscan be appliedrepeatedlyso a single interpretationrule may
handlesereralnoncebindingssimultaneouslyin practicethisis rarelynecessary
Notethattherestrictionsl1-14 still applyto the extendedinterpretatiorrules;in
particularthe N; mustbevariables.

We requirethatboundnoncedebelieved freshby their creators:

PEN~X
PE#(N)

Thesebindingsarethuslimited in scopeto a singleprotocolrun.

RV27:

4.1.5 Example

The following examplewill illustrate the use of explicit interpretationdor the
Otway-Reekey-exchangeprotocol[OR87]. The protocolallows a sener to dis-
tributeasessiorkey, K, to theparticipatingprincipalsusingjustfour messages.
Thesearethe messagem their concretedorm:

Messagd. A — B:|M.A.B.[N, M.A.B] |
Message@. B — §: [M.A.B.[No.M.A.Bly, . [Np.M.A.Bl, |

s

Message. S — B: [M.[NyKulg, - [No-Kulg, |

S

Messaget. B — A: [M. [Na.Kab}KaJ

This protocolis similar to the Kerberogprotocol,but it usesnonceq N, IV, and
M), ratherthantimestampsto ensurereshnessAs aresult,its securitydoesnot
dependn synchronizealocks.

Theoriginal BAN idealizationof this protocolmakesuseof anew nonce, V.,
which “correspondgo” (M, A, B). We will usea morestraightforwarddealiza-
tion withoutthis potentiallyhazardousnformal abbreviation:

Messagd. A — B: {N,~ [M.A.B|}k,.
Messag®. B — S : {N,~ [M.A.Bl}k,.,{ Ny~ [M.A.B|}k,,
Messags. S — B : {N,, A &2 Bl {N, A £ By,
Messagel. B — A: {N,, A £ Bly.
We have addedbind expressiongo the idealizationsof the first two messages.

Becausehey have told the sener thesebindings, A and B cansafely (andun-
ambiguously)interpretthe later messagefrom S ascontainingsharedkeys for
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A andB. In the next section,we will discusshe preciserestrictionson message
sendingandinterpretatiorthatmakethesebindingsnecessary

Now thatwe have a desiredidealizedprotocol, it remainsto definea setof
interpretationshatproducethesddealizedmessageom thecorrespondingon-
creteones.Thefollowing interpretationsufice:

P |E Q |N [Nl.Ng.Rl.RQ}
P |E Q |N N1 ~> [NQ.Rl.RQ}

N
PEQR[Ni.K] PEN ~[No.R.R] PEP=Q
Ny in [NlK}

P |E Q |N (Nl,Rl L Rg)

Thefirst interpretations intendedto applyto message& and2, andthe second
to message8 and4. To analyzethis protocol,we startwith initial assumptions
similar to thoseusedby BAN, with thefollowing additions:

AE N, ~ [M.A.B] ApAXg
BE N, ~ [M.A.B] BEBXg

Notethatthe noncesN, and N, arerequiredto be secretin this formalizationof
the protocol, whereaghey werenot in the BAN formalization. In the original
BAN analysisjn fact, “optimizations”to the protocolweresuggestedyhich in-
volved sendingthesenoncesn the clear Theauthordaterrealizedthatthis was
unsafeput the BAN logic itself providesno way to detectthis problem.

The effect of sendingeachmessageés representedy the recever seeingthe
concretemessage:

B < [M.A.B.[N,M.A.Bly_ |
S < [M.A.B.[No. M.A. Bl . [Ny.M.A.BJy, |

B < [M.[No-Kal,, - [No-Kul g, |
A< | M. [Na,-Kab}Kas]

Usingthe standardnessage-meanirapndnonce-erificationrules,we canderive
from messagd that
AES | [N Ka
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Then,applyingthe secondnterpretatiorrule with A’sinitial bindingandsecreg
assumptiongieldsthedesireddealizedmessage:

AES R (NQ,A&B>

This satisfieooneof theauthenticatiorgoalsof the protocol.
Theremaindepof thebelief-propertyderivationfor this protocolproceedsim-
ilarly to the original BAN analysisandproducessimilar conclusions.

4.2 Honesty

Burrows, Abadi, and Needhanrecommend;for the sakeof soundnessye al-
wayswantto guaranteghat eachprincipal believesthe formulasthat he gener
atesasmessages[BAN9OQ]. This requiremenhasintuitive appeal:the protocol
shouldnot requireprincipalsto “lie.” If legitimateparticipantsverefreeto send
arbitrarymessagesegecipientscould derive faulty conclusionsaboutthe senders’
beliefsfrom thosemessagedie will referto thiskind of restrictionasanhonesty
property. Withouthonestythereis little hopeof demonstratinghatderivedbeliefs
arealwayssoundwith respecto somereasonablenodel.In thenext two sections,
we discusshonestyfirst for idealizedprotocols andthenin the context of explicit
interpretations.

4.2.1 Honestyin ldealized Protocols

We needa more precisestatementf the honestyproperty The primary goalis
to prevent messageecipientsfrom deducingbeliefsof other principalsthat are
invalid2 Laterwe will wantto preventothersortsof misinterpretationaswell.
To achieve this, we mustconsiderthe circumstancesinderwhich one principal
candecideanotherprincipal holdssomebelief. This typically happenghrough
theapplicationof a message-meaningle, suchastherule for interpretingmes-
sagesignedwith asharedkey, followedby theapplicationof anonce-erification
rule. We focuson the message-meanirgiep: ary messagéformula)thatis en-

cryptedundersomekey (e.g.,{A RSN B}k.), or combinedwith somesecret

2Strictly speaking principalsdo not deduceoneanothers beliefsin the RV logic; they only
deducehatanotherprincipalrecentlymadesomestatementP = @ k X). However, the effect
is thesameasin BAN, whereP = @ = X canbederived.
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(e.g.,(A é B)y,) couldpotentiallybeinterpretecasa belief of the principaldo-
ing theencryptingor combining.Thereforewe will statethe honestypropertyin
termsof messagesigned wherea principalsignsa messagevheneer it applies
encryptionor secret-combinatioto thatmessage(Notethatthis notionis broader
thanthatof public-key digital signatures.A principalmusttakeresponsibilityfor
ary statementt signs,sincethosearethe statementshat might later be usedby
otherprincipalsto derive beliefsof the signer
We cannow statethe honestyproperty:

Honestyproperty (for idealizedprotocols):For every messageom-
ponentM thata principal P signs it mustbetruethat P believes M
atthepointatwhich P sentthemessageontaining)/.

Therequirementhatthe belief hold at the time the messagés sentpreventscir-
cularsituationsn which two (or more)principalssendeachotherstatementshat
neitherbelievesinitially, but thatboth cometo believe afterreceving the others
message.

Most of the idealizedprotocolsin the publishedBAN analyseswill not pass

thistest,sincethey typically containmessagebke {7, A RN B}k,,, wherethe
signerdoesnot actually“believe” T,. We canfix this by replacingeachtrouble-
somemessagéragment, X, with someformulathe sendeiactuallybelieves,such
asA sees X or fresh(X). Thisapproachrequiresntroducingsomeextra“seeing”
rules,suchas, P sees Q said X + P sees X.

4.2.2 Honestywith Explicit Inter pretations

The honestypropertyis fairly simplein the context of reasoningaboutidealized
protocols butwhenweintroducenterpretatiorrules,it becomesnoreinteresting.
Sinceconcretemessagebave no directmeaningjt nolongermakessenseo talk
aboutbelieving the contentsof a messageywe canonly discussbelieving some
interpretatiorof a messageRoughly we wantto extendthe honestypropertyto
saythat, for every messageomponent principal signs,that principalmustbe-
lieve all possibleinterpretation®f thatmessageomponentThis allows honesty
to proscribebothblatantlies andstatement®pento misinterpretation\We must,
however, refinethe notionof interpretatiorfor this definitionto be useful.

By makinginterpretationgxplicit, we exposethe possibilitythata singlecon-
cretemessagenaybeinterpretedlifferentlyin differentrunsof theprotocol. This
would makethe honestypropertydifficult to verify; we would preferto confine
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ourreasoningo a singlerun, but have theresultsholdin the presencef multiple
runs.By imposingrestrictiond1-14 (Sectiord.1.4)ontheinterpretationsywe can
ensurdhatno additionalinterpretationsrepossiblein otherrunsof the protocol.
For instanceyestrictionl3 requiresthatinterpretatiorrulesmakeno mentionof
constantsvhosevaluesarespecificto a run of the protocol. This guaranteethat
theresultof applyingan interpretatiornto a given concretemessagevill not de-
pendon the protocolrun in which the interpretationis applied. This restriction,
which corresponds$ooselyto Abadi and Needhans “explicitness” principle, is
actuallystrongerthannecessarybut in combinatiorwith the bind operatorintro-
ducedin Sectior4.1,it seemgo beflexible enoughto handlemostprotocols.and
it substantiallysimplifiesverification.

We modelencryptiorexplicitly attheconcretdevel, sothereis noneedfor in-
terpretationso introduceencryption.To presere orthogonalitywith themessage-
meaningrules, interpretationshould also not perform decryption. This is en-
forcedthroughthe simplesyntacticrestrictiond1 andl2, which disallowv encryp-
tion operator®n eithersideof aninterpretationNow, sincesecret-combinatiois
only usefulwithin encryptednessageandencryptions unafectedby interpreta-
tion, we canexpresshonestyasa (conserative) restrictionon concretanessages
thata principalencrypts

Thehonestypropertyfor the explicit interpretationsases asfollows:

Honestyproperty (with explicit interpretations)For every message
M thata principal P encryptsandfor every possibleinterpretation
M', of M, it mustbethecasehat P belicves M’ atthepointatwhich
P sentM.

It remainsto definewhata possibleinterpretationis in this context. The honesty
propertyshouldbeafunctionof thesenders beliefsandtheglobalinterpretations,
soaninterpretationV/* of M will be consideregossibleif P cannotdetermine
it isimpossible.This meanghat,in principle, P mustconsiderall possiblerecip-
ientsof themessagatall times,with ary concevablesetof beliefs.It is difficult
in abelief-logicsettingto reasoraboutsucha broadsetof possibilities but fortu-
natelywe getsomehelp from the notionsof sharedandpublic keys, secretsand
freshness.For instancejf a principal A believes A £ B thensheimplicitly

believesthatthereis no C' who currentlybelievesC' NNy whereC, D # A, B,
andthatany C' whoholdssuchabeliefin thefuturewill notconsidethismessage
fresh.

Togetherwith the syntacticrestrictionson interpretationrules, the honesty
propertyprovidesmary of theguaranteewe wouldlike to hold for idealizations.
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The 14 restrictionprovidesa further guaranteghat simplifies honestychecking
via theorygeneration:at mostone of the interpretatiorrulesfor a protocolwill
matchary givenconcretanessage.

Function Notation Meaning

legit (M) legit(M) M is alegitimate messagéeo
sendaccordingo thehonesty
property

signed (M, My, P, Q) | signed M, M, P, Q) | M, is asignedmessagéor P
from Q

Figure4.4: Functionsof RV for supportinghonesty

To reasonabouthonestywithin RV, we introducetwo new functions (Fig-
ure4.4): legit, indicatingthata messagés safeto transmitfrom anhonestyper
spectve, andsigned, describingsituationswherea principalmay be heldrespon-
siblefor atransmittednessage.

To derwe legit, we introducerulesthatarecomplementaryo theinterpretation
rulesfor the protocol. An interpretationrule specifieswhat meaninga recever
maysafelyassignto aconcretanessagea legit rule specifiesaconcretenessage
whosemeanings certainto bebelievedby thesenderFor eachinterpretatiorrule
of theform S1 or S2, we adda rule of thefollowing form, with thesameM and

/.
M QEM  Qsigned M, M,, P,Q)
Q E legit(My)
This meanghatif themessag@asaninterpretatiorthatthesendembelieves,then
asignedversionof thatmessagés safeto transmit.Similarly, if amessageanbe
givenan “anorymousinterpretation’that the sendeibelieves,it canbe sent. We
thereforeaddarule of thefollowing form for eachS3 rule:

S1'/S2':

3. QEM
- Q E legit(M)
To accounffor boundnoncesye mustextendS1’/S2’ rulesin waysanalogouso

thetwo allowedextensionof S1/S2 interpretationsFor bound-noncextensions
of thefirst kind, we addthefollowing premises:

QaN~F QaP=Q NinM
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For bound-noncextensionf the secondkind, we addthesepremises:
QEN~F NinM
We thenneedrulesfor determiningvhena messagés believedto be signed:

QEPEPEQ

RV2S8: -
Q k= signed M, {M} ., P,Q)
K _ —1
Rva2g: 03 uTe
Q E signed M, {M}, ,P.Q)
Y .
Rvso: ELPEP—Q _YinM

Q = signed M, {M}, . P,Q)
Finally, we introducetwo messagéransformationshatpresere “legitimacgy,” for
the purposeof producingcompoundnessages:

Q E legit(X) Q E legit(Y)

RV31 : Q E legit([X.Y])
QElkgX) Q&SP
RV32: Q E legit({X} )
4.2.3 Example

At several stepsin this development,we have imposedrestrictionsthat were
strongerthannecessaryor soundnessWe will demonstratéerethata practical
protocolcanstill passthesetests. The Needham-Schroed@ublic-key protocol
illustratesthetroubleprincipalscangetinto if they arenotboundby honesty The
full protocolinvolvesserzenmessagedyut four of these(messages, 2, 4, and5)
areconcernednly with requestingandissuingpublic-key certificatesfor A and
B. We focusonthethreemessagesexchangedetweend and B here:

Messags. A — B : {[N..Al}y,
Messagés. B — A: {[No.No|} .
Message. A — B:{N},
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In the omittedmessagesf this protocol(1, 2, 4, and5), A and B geteachother’s
public keys from a trustedsener. Thethreemessageshavn abore area simple
exchangeof thesecretsV, and N, in which eachmessagés encryptedwith the
recipients publickey. Thepresencef N, in Messageés and NV, in Message is
intendedo acknavledgethe successfuteceiptof thosesecrets.

Theidealizedform of thesemessagegivenin the BAN analysids equialent
to thefollowing:

Message. A — B :{Nu}g,
Messageés. B — A : {(A al B, Na)}

Ka

Message'. A—>B:{(<AN£B,B |EA§B>,NIJ>}

K,

A and B holdthefollowing initial assumptions:

AE #(N,) BE #(Ny)
A Adp BEAXB
A|E& B|E&B
At p BE®A

In constructingnterpretatiorrulesto matchtheidealizationabore, we wouldfirst
run into troublebecauséMessages and 6 have the samestructure(two fields).
We can handlethis if we assumeprincipalsand noncesare distinguishablepy
applyingtheautomatidaggingapproachmentionedabore.

A moreinterestingproblemariseshowever, whenwe look at the interpreta-
tion requiredfor Messages. The following rule appeardo producethe desired
idealization:

AEBh(AﬁaNO

Certainly A can determinethat the concreteMessage6 camefrom B, sinceit
containsthe secret/V,,, andthusthe interpretationrsucceedsHowever, whenwe
applythehonestycheckto B, we find that B cannotbe certainthat vV, is asecret
sharedby A and B, sinceit hasno authenticateanessagérom A to that effect.
Thus, B fails thehonestycheckfor Messagé.

This honestyfailure correspondso the attackdiscoreredby Lowe [Low95|.
In this man-in-the-middlettack,anintruderparticipatesn two concurrentruns
of the protocol. In onerun, the intruder conductsa legitimate transactionwith
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A, usinghis true identity, while in the otherrun, he successfullynasqueradess
A to anotherprincipal, B. The honestypropertyandinterpretationrestrictions
allow usto protectagainstsuchmultiple-runattackswithout explicitly represent-
ing separatg@rotocolruns. Multiple-run attackstypically rely on messagebeing
misinterpretedvhenthey arerecevedin a differentcontext (run) thantheonein
whichthey wereproducedMillen hasproventhatsomeprotocolsarevulnerable
to parallelattacks(thoseinvolving concurrentrunsin which the sameprincipal
playsthesamerole in differentruns),despiteébeingsecureagainsall non-parallel
attacks[Mil99]. The RV interpretationrestrictionsensurethat eachmessages
interpretedconsistentlyregardlesof which run of the protocolit appearsn, and
thusthe honestypropertieslerivedapplyacrossall protocolruns.

4.3 Seclecy

Critics of belieflogicsoftennotethatthelogicsdo notaddressecreyg properties.
It wasobsenedveryearlythatBAN reportsno problemswith a protocolin which

secretkeys aretransmittedin the clear[Nes90]. Indeed,traditional BAN anal-
ysis omits plaintext partsof messagefrom consideratiorsincethey “contribute

nothingto the meaningof the protocol”

BAN adherentsometimesassumehat this shortcomings easily overcome
sinceone candetermineby inspectionwhethersensitve datais sentin the clear
or to untrustedparties.However, this algumentignoresthe subtlepart of secreg
propertiesdeterminingexactly whatthingsmustbe keptsecretandfrom whom.
TheNeedham-Schroedepublic key flaw Lowe discoveredis fundamentallya se-
creqg flaw: A revealsasecret,Np, to B withoutbeingcertainthat B is allowedto
know it. This flaw remainedundiscaeredfor over fifteen years,suggestinghat
secrey canbejustassubtleasauthentication.

4.3.1 Formalization

Function Notation | Meaning
maysee(P, X) | P mayseeX | P is allowedto seeX
I I anintruder

Figure4.5: Functionsof RV for supportingsecreg checks.
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Theclassresponsibilitypropertieancludesboththe honestypropertiesdiscussed
earlierandsecrey propertiesThesearepropertiegshatrequireprincipalsto avoid
revealinginformationthatmaybe secret.

Like honesty secreg canbe formalizedwithin the belief-logic context in a
way thatis amenableo theory generation.Centralto this formalizationof se-
creq is the notionthata principal P maysee(is allowedto see)somemessage
X. Weintroducea new operatorto reflectthis: P maysee X. For instancejf
A and B sharea key K, they will both normally believe A maysee K,, and
B maysee K,,. Wewill alsointroduceaspecialprincipal,/, correspondingo an
intruder andconsidennaysee(I, X') asequivalentto VP. P maysee X. Principals
may derive maysee by applyingary of severalnew rules:

Y
PaQ <SR P<1Q=R
RV33: RV34:
P |= Q mayseeK P E @ mayseeY’
K, _ -1
Rv3s: L9~ Ky = K,

P = @Q mayseeK,

P < (Q mayseeY) Pa(Q<Y)
RV36 : RV37 .
P = Q mayseeY’ P = @Q mayseeY’
P = Q mayseeX P E @Q maysee(X,Y)
RV38: RV39:
P = @Q maysee{X}, P = Q mayseeX
RV40 - P = @ mayseeX P = Q mayseeY’

P = @ maysee[X.Y]
P E I mayseeX
P = @ mayseeX

We furtherintroducefour rulesfor determiningvhatmessageshaysafelybeseen
by anintruder:

RV41 :

pPa s Q
P E I mayseeK

RV42 .

PEQ@mayseeX PESQ

RV43:
P = I maysee{X},

PEQmayseeX Pl RmayseeX PEQ<SR
P = I maysee{X},
Giventhesedefinitions,thesecreg propertycanbe expressedjuite simply:

RV44 .
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Sececyproperty: For everymessagé/ thataprincipal P sends P
believesmaysee(1, M) atthepointatwhich P senti/.

Therulesabove for derving maysee areconserative. For instancejt would be
safefor a principalto derive maysee(I, X) if it seesX unencryptedThis would
requireintroducinga new operatorsimilarto sees, andsomecorrespondingules.
In practicejt seemghattheseadditionsarenot necessary

4.3.2 Example

We canillustratesecreyg tooin the context of the Needham-Schroedpublic key
protocol:

Messags. A — B : {[N..Al}y,
Messagé. B — A: {[N,.Ny|} .
Message. A — B:{Ny},

Supposehat,in anattempto repairthehonestyfailure obseredin Sectiord.2.3,
we give Messagé a moreconsenrative interpretation:

A [NlNQ]
A (NQ, Nl)

With thisinterpretation A doesnotneedto believe that B wasthesendein order
to interpretthe messagehut interpretatiorrestrictionl3 (from Section4.1.4)also
prevents A from concludingarnything about B. In particular A cannotdecide
from this messagéhat IV, is asecretbetweend and B.

As a resultof this lack of information, A will run afoul of the secreg check
in sendingMessag€ . In orderfor A to safelysendthe message{Nb}Kb, secrey
requireghatwe canderive

A E B mayseeN, .

Since A doesnot know theorigin of Messagé, it cannotbe surethatit is safeto
reveal V, to B, sosecrey is violated.

In Chaptel5, we presentivarietyof examplesn whichtheRV logicis applied
to bothcorrectandincorrectprotocols.
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4.4 Feasibility

SincetheRV logic representprotocolsata concretdevel, it is well suitedto ex-
pressingwhat we call feasibility properties This is a classof simple properties
that representhe ability of the partiesin a protocolto carry out their assigned
roles. In orderfor a protocolto be feasible,it mustbe guaranteedt eachstep
thatthe partywhois to sendthe next messagé&nows all theinformationrequired
to producethat message.This may involve decryptingand disassemblinggar
lier messages hasreceved, andconstructingandencryptingthe new message.
Checkingthesepropertiesdoesnot tend to reveal subtle protocol flaws, but is
rathera simple sanity checkthatis usefulfor early detectionof mistakesn the
protocolspecification.

Function Notation Meaning
can_produce(P, X) | P canProduceX | P cangeneratéhemessageX

Figure4.6: Functionof RV for supportingfeasibility checks.

Therulesfor derving can_produce arestraightforward.A principalcanpro-
duceary messagé¢or messagéragment)it hasseen:

PaM

RV45 .
P canProduce M

A principalcanconcatenatenessages canproduce:

P canProduce X P canProduceY

RV 46 :
P canProduceX.Y

Finally, a principalcanencrypta messageisingakey it canproduce:

P canProduce X P canProduce K

RVAT :
P canProduce { X'} .

To checkfeasibility for a protocol,we verify for eachmessagé/; to be sentby
P;, thattheprotocolprefix { My, ..., M;_; } implies

P, canProducelV; .

Chapter5 containsanexamplefeasibility check.
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4.5

Summary

We have now presentedhefull RV logic, which providesthefollowing significant
features:

It providesexplicit interpretations throughwhich a protocolcanbe speci-
fied at a concretdevel andreasone@boutusingabstracbelief constructs.
A setof interpretatiorrestrictionssenesto preventvariouskindsof flawed

or hazardousnterpretations.

It expressegraditionalbelief properties with addedconfidencedueto the
formalinterpretatiorstep.

It expresseonestyproperties which assertthat principalsparticipating
in a protocolare not requiredto sendary messagesvhoseinterpretations
they do not believe. In conjunctionwith theinterpretatiorrestrictionsthis
catchesomeprotocolflaws resultingfrom insufficiently precisemessages.

It expressesececyproperties whichshav thata protocoldoesnotrequire

its participantsto transmitary information that might be a secret. This

checkis performedthroughthe positive, monotonicderivation of maysee
propertiesratherthanby proving the absencef secreteaks.

It expressedeasibility properties which ensurethat eachparticipantin a
protocolis capableof constructinghe messages is requireto transmit.

In the next chapter we explore the practicaluseof RV in protocolverification
with theorygeneration.
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Chapter 5

Theory Generationfor RV

In this chapterwe describethe practicalapplicationof the theorygeneratiorap-
proachto theRV logic describedn Chapter4. We explain a generaktep-by-step
procedurdor analyzinga protocolin RV usingtheorygenerationandthenwork
throughseveral protocolanalysesn the context of RV. Thefocushereis on hon-
estyandsecreyg propertiessincethe examplesn Chapter3 addressetraditional
beliefpropertiedor BAN, AUTLOG, andKailar’slogic of accountability

5.1 Technique

To applytheorygeneratiorwith the RV logic, we mustfirst expressthe protocol
underexaminationin aform suitableasinputto TG,. A protocolspecificationin
RV hasfive parts:

e Thesequencef concretanessages\/; ... M, andtheirrespectre senders
andrecevers,s; ... s, andr; ... r,. In contrasto the BAN approachit is
importantto specify the senderaswell asthe recever of eachmessage,
so that the responsibilityof sendersand the protocol’s feasibility can be
checked.

e Theinitial assumption®ieldby eachprincipal. As in BAN, thesetypically
includeassumptionsf freshnesgurisdiction,sharedsecretsandkeys and
theirfunctions.In addition,RV specificationsnay containmaysee, public,
andbind assumptions.

e Thesetof addednterpretatiorrulesrequiredby the protocol.

91
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e Thebeliefgoalsof theprotocol,thatis, thebeliefseachprincipalis expected
to hold aftera successfutun. A wholeclassof protocolsmaysharesimilar
beliefgoals.

e Thesetof constantavhosevaluesarefixed acrossall runsof the protocol.
(Oftenthis setis empty but in somecaseghe identity of a trustedsener,
for instancemaybefixed.)

Whenanalyzinganexisting protocol,onecanusuallydetermingheconcretemes-
sagesentandrecevedeasily Theappropriatdeliefgoalsmaybesomeavhatless
obvious, but they are normally sharedby similar protocols. The mostchalleng-
ing partsof the specificatiorfor the humanto producearetheinitial assumptions
andtheaddednterpretatiorrules. The proces®f generatinghesecorrespond$o
constructinga BAN-like idealization,soit is not surprisingthatit requiressome
ingenuity With RV, however, mistakesat this stepwill normally leadto verifi-
cationfailures(andrevision of theinterpretations)ratherthanto a silently faulty
analysis.

Given an RV specificationin the form above, we mustfirst checkthat the
providedinterpretatiorrulesmeetthe conditionsdescribedn Section4.1.4;they
must eachbe of the form S1, S2, or S3, and satisfy restrictionsl1-l4. These
conditionscanbe verifiedmechanically

Next, we canusetheorygenerationyith theRV rulesandtheadditionalinter-
pretationrules,to producerepresentationsf the protocolstateat eachstep.First,
we runthe TG, algorithmwith only theinitial assumptiongasinput, producinga
theoryrepresentationt,. Then,we addaformularepresentinghereceiptof the
first message:

r1 << M

RunningTG, on the theoryrepresentationf,, andthis additionalformulawill
producepP;, representinghestateof theprotocolafterthefirst messages sent.We
thengenerate>, . .. F, in thesameway. In Chaptel6, we discussanoptimization
for doingsuchincrementatheorygeneratiorefficiently.

With theseP, protocolstatesn hand,we canusethedecisionprocedurdrom
Chapter2 to verify the honestypropertieqquickly. For eachi < n, we verify that
P; entailsthe correspondindnonestyproperty:

si+1 [= legit(Mis)
Whenanhonestytestfails, thefirst thing to checkis whether

— !
Si+1 E My,



5.2. APPLICATIONS 93

holds,where)//_, is theintendeddealizedmeaningof ;.. If this beliefdoes
not hold, the real problemlikely lies earlierin the protocol; if it doeshold, the
interpretatiorusedfor this messagenay befaulty.

After checkinghonestywe canproceedo secreg. We usethe decisionpro-
cedureagainto checkthatfor each: < n, P, entailsthe correspondingecreyg
property:

Si+1 |E pUbliC(Mi+1)

If asecreyg checkfails, examiningthe setof formulasin P; of theforms
si+1 = public(X)
si+1 = P mayseeX
maysuggestheproblem.

Next, we cancheckfeasibility propertiedor the protocol,in asimilarmanner
For eachi < n, we usethedecisionprocedurdo checkthat P, entails

s;+1 canProduce M; 1

Whena feasibility checkfails, the problemmay be that part of the concretepro-
tocol hasbeenomittedin thespecificationCheckingP; for formulasof the form

Sip1 <X

shouldindicatewhich key, nonce or namethe sendercannotproduce.

Finally, we cancheck P, for the statedbelief goalsof the protocol,asin the
examplesn Chapter3, andperformary furtherdesiredanalysessuchastracing
thedevelopmenbf beliefsheldby a participantasthe protocolprogresses.

5.2 Applications

To illustratethe practicaluseof boththetheorygeneratiortechniqueandthe RV
logic, we now explorethreepublishedauthenticatiorprotocolsusingthesetools.
Thehighlightsof theseanalysesrepresentedbelow.

5.2.1 Denning-Saccd”ublic-keyProtocol

TheDenning-Saccprotocolallows A to generat@asharedkey for communication
with B, andto securelyhandthatkey to B, wherea sener, S, providestrusted
public-key certificatesfor A and B. The concretemessagesre exchangedas
follows:
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M. 8= A: [{[BEWT} g, A Ka T} |

Ms. A—B: [{[Kab-TaHK{l : {[B'Kb-TsHKg : {[A'KQ-TS]}KJ

In thefirstmessaged givesthesener (S) ahintasto whatpublic-key certificates
it needs. S respondswith timestampedsignedcertificatesgiving A’s and B’s

public keys. In the third messageA sendsboth certificatesto B, along with

a signedandtimestampednessage&ontaininga sharedkey, K,,, which A has
generatedT hefollowing initial assumptionarefairly routine:

AE Ke AE s

BE&B BE®SS

S E e S E & B

SERS A A& B
SE#(T,) AE#(Ta)

A = S controls & B B k= Scontrols & A
K, =K/ Ky, =K'

Ks — Klfl

Thefollowing, however, aresomavhatunusual:

B = Acontrols A <&~ B A #(T,)
B E #(Ts) B E # (T.)

Theseassumptionsisserthat B trusts A to generatesharedkeys for the two of
them,andthat A andB believe that A and.S’stimestampsrefresh(andthusthat
their clocksarereasonablgynchronized).

The participantsin this protocolmustbe ableto interpretsignedpublic-key
certificatesand B mustbeableto interpretthe signedmessagén which A sends
their sharedkey. To accomplishthis, we proposehefollowing two interpretation
rules:

PEQ kR [R.K.T) PEQ Rk [K.T]
PEQRSR PEQRPLQ

As in mostkey exchangeprotocols,at the end of the protocol, we want A
and B to bothbelieve they have agoodsharedkey, K,;,, andif possiblewe want
themeachto believe thatthe otherclaimsthis key to be good. This givesusthe
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following standardeliefgoals:

AE A& B AEBRAES B
BE A& B BEAR A& B

To completethe RV specificationof this protocol,we will assumeno constants
needbefixedacrosgprotocolruns.

We now proceedwith the protocol analysis. First, we note that the inter-
pretationrules are both of the form S2, and both satisfy conditionsl1-I4, so
they areacceptableandwe cangeneratehe incrementaprotocol-stateheories
Py, Pi, P, P;. Wearenow readyto attemptthe honestycheck.

For messagé/;, thehonestycheckis trivial, sinceunencrypteanessageare
alwaysbelieved legitimate. For messagell,, we usethe decisionprocedureo
verify that

S [ legit([{[B. Ky Tu]} i, - {[A-Ka T} ])

followsfrom P,. Thederivationof thisresultfollowsfrom thefactthatS believes
K is its public key, andthattheinterpretatiorof that messagés independenof
its recipient.

For messagel/s;, the honestycheckfails. A quick examinationof the gener
atedtheory P; revealsthat

A E legit({[Kap Tul} ;)

doesnothold. Thereasons that A believesthis messagés signedfor ary recip-
ient (not just B), yet the (only) availableinterpretatiorfor the messagelepends
ontherecipient.This failure correspond$o a genuineflaw in the protocol,noted
by AbadiandNeedhamAN96]. SinceA cannotbe certainwhowill interpretthis
messageB couldreplayit in anotherrun of the protocol,andthusimpersonate
A. Thefix suggestedy AbadiandNeedhanis to replacemessagél/; with the
moreexplicit

M. A— B: [{[AB.KiTo]} g, BT} A[AKa T} |

With this version of the protocol, we canreplacethe two interpretationsused
aborve with the following receverindependeninterpretation,which allows the
honestycheckto succeed:

PEQR[Q.R.K.T]

PEQRQ LR
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With the correctedprotocol,we canrunthe secreg checksandfind thatthey all
pass:

Py + A = public([A.B))
Py + S = public([{[B.K, T} o, - {[A- Ko T}, |)
Py b A [ public([{[A.B.Ku. T}, - {[B-Ko.Tif b, - {[AKa T} e, |)

Theonly nontrivial secreg checkis for M3, in which A transmitsk,,. Sinceit is
encryptedunderk,, and

P>+ A = B mayseeK,
PRFAERB

it followsthat A believes M5 to be public.
The feasibility propertyand belief goalsfollow straightforwardly with the
exceptionof thethird beliefgoal,

A|EB|%A&>B

which cannothold sinceA neverrecevesamessagéom B. Despitethefactthat
A cannotbe sure B knows or believesin the sharedkey, the otherthreestandard
beliefgoalshare beenmet,sotheprotocolhasaccomplishedomething Second-
orderbeliefsof thissortareunnecessamn somecontexts, andby sacrificingthem
we canoftenreducethe numberof messagethat mustbe sent. This limitation
shouldalwaysbe keptin mind, however, particularlywhenthe protocol's context
changes.

5.2.2 Neuman-Stulblebine Shared-key Protocol

TheNeuman-Stubblebingrotocolallows mutualauthenticatiormf two parties(A
and B) in four messagesysingsharedkeys andwithoutrelying on synchronized
clocks[NS93. Eachparticipantsharesa long-termkey with the trustedsener,
which generateanddistributesa sessiorkey for eachrun of the protocol.
Theprotocolconsistof thefollowing four concretanessages:

Ml. A— B: [AN(J
M. B — 8 [B.Ny {[AN.TyJ}, |
M. S — A: [{[B-NuKap Tol} i, - {[A-Ka Ti] b, Vi)

s
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My A— B: [{[A KT}, {No}g,]

In messagé/;, A sendsB anunauthenticatedint thatit would like to initiate a
sessionwhereA identifiesthatsessiorby thenonceN,. B thensendghesener
(S) a messageontaining B’s name,the nonce, N,, by which B identifiesthis
sessionanda final encryptedfragmentcontainingA’s nameand nonceaswell
asa timestamp(7;). In thethird messageS sendsthreefragmentsdirectly to
A: anencryptednessagdor A containingthe sessiorkey K,, andidentifying
information,a similar encryptedmessagéor B, andin theclear B’s nonce,N,.
A forwardsthe secondpartverbatimto B, andattachesV, encryptedunderthe
sessiorkey, to demonstrat¢éhat A now hasthatkey.

We usethefollowing initial assumptionsihich aretypical of shared-kg pro-
tocols:

Kps

A ALe g BEB&S S
Kas Kbs
S A& g SEB &g
SEALL B
AE # (Na) B E # (N,)
A [= S controls A <% B B = S controls A <%~ B

Sincethereareno secretdan this protocol, otherthanthe assortedkeys, we can
declareall principal names,nonces,andtimestampsoublic. This produceshe
following additionalinitial assumptions:

A E public(A) B E= public(A) S E public(A)
A = public(B) B = public(B) S = public(B)
A [= public(N,) B = public(N,) S [= public(N,)
A = public(N,) B = public (V) S = public(N,)
A [= public(T3) B = public(T3) S [= public(T;)

We could insteadaddtheseassumption®n-demandasthe verificationrequires
them. This would yield a somavhatsmallersetof assumptionsyhichis in gen-
erala desirablegoal. We could further reducethis setof assumptiong the RV
logic were extendedto allow principalsto infer, for instancethat datareceved
unencryptedanustbe public (assuggesteth Sectiorn4.3.1).

Now we canconstructhe necessarynterpretatiorrulesfor this protocol. We
startwith themostobviousmessagé&agmentsthepartsof M3 andM, encrypted
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underK,; and K, must(atleast)corvey thebelief A Ke, B, sowe producethe
correspondingnterpretatiorrules:

PEQRRNET] o, PEQRRKT]

NSt1: IR =
PEQRP— R PEQRP— R

Weturnnow to thesecondpartof messagé/s: { Ny} . Intuitively, thismessage
confirmsfor B that A hasthe sessiorkey, as A hasencryptedhefreshnoncelN,
usingit. If we weredoinga simpleBAN analysisof the protocol,we might be
temptedo idealizethis messagéragmentas

{A Ko, B}
sothatwe achieve this final result:

B|EA|EA&>B

Kap

In RV, though,we are forcedto be more careful. As the protocol description
standsthereis not enoughinformationin the concretemessagg N, } . . to pro-

ducetheidealizedversionabove: B’s nameis not givenexplicitly. We couldtry

binding IV, to B, but thereis no messagé¢hatwill allow A to trustthatbinding.
Thuswhen B seeghis messageheknows that A hasthekey K,;, but hecannot
be certainthat A believessheshareghatkey with B. We canreachthis weaker
conclusionwithoutneedinganextrainterpretatiorrule:

BEAR{N}g,,

Will thetwo interpretatiorrulesaborve (Nst1 andNst2) suffice, or aremore
necessaryTheencrypteccomponenbf messagé/, isnotyetinterpreted\Where
encryptionoccurdan aprotocol,it normallysenesto corvey beliefs(in whichcase
aninterpretationis normallyneeded)pr to concealsecretsor both. M, contains
no secretssowe expectthatit is intendedto cornvey beliefs. Sinceit is unclear
what beliefsmight be conveyed by this messager requiredby the verification,
we will leave themessageninterpretedor now.

Giventhe interpretationsabove, we cancheckthe honestypropertyfor this
protocolasdescribedn Section5.1. Messaged/; and M, presenno problems.

The sener believes A £, B, andbelievesfurther that K,; and K,; arekeys
sharedwith A and B, respectrely, sowe canderive

S [ legit({[B.Na. Kop. T3] } ¢,
S [ legit({[A. Ko T}, )
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We run into troublewhen checkinghonestyfor the encryptedpartof M;. This
message,
{AN T} g,

canbe confusedwith thefirst partof M,:
{AKuwpTo} g,

Thehonestycheckon M, revealsthis becausé appliesthe M, interpretatiorand
requireghefollowing belief, which doesnot hold:

BEB &S 8

Thiscouldcorrespondo arealvulnerabilityin someimplementationsAn eaves-
droppercould record M, andreplaythe encryptedpartin M, thuscornvincing
B that N, is the sessiorkey. Sincethe earesdroppercanreadthe valueof N,
from My, it is now ableto masqueradas A to B. The simplestsolutionto this
problemis to tagthe encryptednessagen 1/ to distinguishit from themessages
thesener sends After thisfix is applied,the honestychecksucceeds.

Having checkedhonesty we canproceedo secreg. The secreg properties
for the Neuman-Stubblebingrotocolarestraightforwardo checkandnotpartic-
ularly interestingsincethe only secretever transmitteds the sessiorkey, sowe
will move onto feasibility.

The mostinterestingmessagéor thefeasibility checkis M,. We mustverify
that A canproduce

{IA-Kap-Til} e, - {Ni} e,

We canderive this from theinformation A recevesin Ms;. First,we derive that A
seedhefirst componentf M, by extractingthesecondpartof Msj:

A< [{[BNo-Kap T}, - {[A-Kar- T} g, -No]
A« {[A‘Kab‘Tb}}Kbs

Secondyve derive that A seesk,;, by decryptingthefirst partof M3:

Aq{[B'Na'Kab'Tb]}Kas AdKas
AQ[B.NG.Kab.Tb]

A« Ka,b

Finally, we usesimilar stepsto shav that A canproduce{ N, } . , andcancon-
catenatehatwith theforwardedpartof M5 to producethefull messagé/,.
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Thesebeliefgoalsfor Neuman-Stubblebin®llow quickly from theinterpre-
tationsandconcreteprotocolgivenabore:

A A& B
BEALY B

BE AR {Nb}Kab

Ideally, we would like A to have someassurancéhat B hasat leastparticipated
in thisrun of the protocol. (It is unrealisticto expect A to believe muchmorethan
thataboutB since B sendsno messageafterreceving the sessiorkey.) Exam-
ining the concreteprotocol, we seethat A receves someinformationindirectly

from B: boththenonce,V,, andthetimestamp;. Can A be surethateitherof

thesewasrecentlyutteredby B? Shecanif we interpretthe message sendsher
abit differently Considethefollowinginterpretationwhichreplacesheexisting

interpretatiorwith the samepremise:

PEQ K [R.N.K.T]
PEQR (P RERIN)

Heretheseneris affirming that B uttered/N,. We addtheinitial assumption,
A E ScontrolsB |~ X

indicatingthat A trustsS to tell herwhat B said. We canthenuseA’s belief that
N, is freshto reachanew conclusion:

AEBRN,

Now both A and B have someassurancef eachothers presencén the protocol
run. Note thatwe have finally madeuseof the encryptionin M,; withoutit, .S
would notbelieve B |~ N,, andcould not passthe honestytestwith this newnly
addednterpretatiorrule.

5.2.3 Woo-Lam Public-key Protocol

In 1992, Woo and Lam proposedthe following “peerpeerauthenticatiorpro-
tocol; which usespublic-key cryptographyto establisha sharedsessiorkey for
communicatiorbetweemd andB, whotrustS to generatéhekey andissuesigned
public-key certificatedWL92a, WL92b]:
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My §— A:{[B.Ki},
Ms. A— B: {[NQ.A}}Kb

My B—S:[BA N} ]
Ms. S— B: [{[A.Ka]}Kg : {{[Na-Kab-A-BHKg}KJ

Mg. B— A: {[{[Na-Kab-A-B]}Kg -Nb”
M7. A— B: {Nb}Kab

Kq

Here, A notifiesS thatshewishesto communicatavith B. S providesacertificate
of B’spublickey (K3), thenA sendsanonce(V,) to B, usingKj,. In M,, B sends
A’snoncegencryptedto S, whorespondsvith acertificateof A’spublickey anda
four-partmessagegiving thesessiorkey (K,;). B decryptghesignedsessiorkey
messageaddsa challengg(/V,), re-encryptst for A, andsendst along. Finally,
A respondso B’s challengedy encryptingit underthe sessiorkey.
Theparticipantswill hold theexpectednitial assumptionsegardingkeys:

AEfA Afks

BEXB BESS

S E Ke 4 S E K p

SERSS SEALYB

A [= S controls & B B k= S controls &5 A
A= S controls A <&~ B B = S controls A <% B
K, = K1 K, = K™

K, = K1

Both A and B will generatesecretnoncessatisfyingtheseassumptions:
A #(N,) AeAZp
BE#(NV,) BlEAB
A will alsotrustthe senernotto disclosets nonce:
A = S mayseeN,

Before going further with this protocol, we shouldmakea correction. The
signedpublic-key certificateghe sener sendsn M, andthefirst partof M con-
tainnotimestampspnoncespr otherindicationsof theirfreshnessThiswill cause
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the belief-goalverification,aswell asothertests,to fail. In practicalterms,this
meangthatoncea principal’s public key is compromisedan adwersarywho has
stashe@waytheappropriateertificatecanposeasthatprincipalforever. Thiser-
ror would be caughtin astandardBAN analysissowe will notexploreit further.
We proposehefollowing correctedorotocol:

M,. A—S:[A.B.T,)

M. S— A: {[B.Kb.Ta]}K;

M;z. A — B:{[No.Al}g,

M. B —S: [B.AA{N.T} ]
A&.S—»B:MAK@%H&.“M@KWABHMLJ

Ms. B — A {[{[Na-Kuy A.Bl} e, .No|}
M7. A— B: {Nb}Kab
This protocoldiffers from the original in that timestampsl;, and 7, have been
addedto messaged/,, Ms, My, and Ms. A single sener-assignedimestamp
couldbeusedinsteadput thatwould requiresynchronizedlocks.In thisversion,
A and B only checktimestampghey issuedthemseles. We requiretwo extra
initial assumptions:
A[E # (Ta) B E #(Ty)
Again, we cantakethe approachof constructingnterpretationdazily, asthe

verificationrequiresadditionalbeliefs. The mostobviousinterpretations for the
messageontainingthe sessiorkey (thesecondpartof M5):

P E Sk [N.K.Q.R]
PESKRQSR
Theinterpretatiorof thesener-generategbublic key certificatess alsoclear:
PESRk[Q.K.T]
PESRK®™Q
The honestyand secreg analysedor this protocol as statedare someavhat in-

volved. We againlet every principal nameand timestampbe public. We can
derive thatall public keys arepublicfrom thepublic RV rules.

Ka

A £ public(A) B = public(A) S = public(A)
A [= public(B) B = public(B) S = public(B)
A [= public(7,) B = public(T5,) S = public(7,)
A [= public(T3) B = public(Ty) S = public(T3)
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We will look ateachmessagé®riefly:

M;i: No honestyor secreg issuessincethereis no encryptionand A and B
arepublic.

Ms: B and K, arepublic,sosecreg is maintained.S believestheinterpre-
tationof themessagé¢ ki B), sohonestyis satisfied.

Ms3: From
AEAZB
and
AE & p
we canderive

AE public({[Na.A]}Kb)
Honestyis satisfiedrivially sincethereis nointerpretation.
M,: Herewe hit asecreg snag:B doesnot believe S mayseelN,,. We can

safelyrepairthis by makingtheinterpretatiorof A, includethe statement
S mayseelN, in its conclusion.Honestyis satisfiedrivially.

Ms: Reasonindor thefirst partis the sameasfor M,. For thesecondpart,

S canderive B mayseeK,, and B mayseeN, if weinterpret)M, asstating

A é B. Honestyfollows from S’sinitial assumptions.

Msg: Thefirst part passesecrey if we addthe interpretationto M; that

A maysee[N,.K,.A.B]. Forthesecondpart, B canderive A mayseeN,
N, . ..

sinceB believesA = B. Honestyis trivial.

N,
M. If we addthe interpretationto My that A = B thenwe satisfythe
secrey property Honestyis trivial.

The iterative processllustratedabove, in which interpretationsare refinedand
assumptionaddedasnecessario pushtheverificationthroughallows usto more
easilyidentify the assumptionandinterpretationghatarecrucialandthosethat
areredundanbr uselessBackingup andretryingtheanalysisaftereachof these
changesvould becumbersomé doneby hand,but it is easywhenassistedy a
theory-generation-basedrifier.
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If we go throughthis processwithout the initial assumptionshat A and B
believe their noncedo be secretthe analysishbecomegiramaticallysimpler and
we find thatwe canachieve the samesetof belief goalswithout relying on the
secreg of thosenonces. The concreteprotocolis clearly designedo keepthe
noncessecretsowe mightwell askwhatthe consequenceasould beof removing
theextraencryption.If wecomparghegeneratetheoriedor theoriginalprotocol
with a modified protocolwherenoncesare passedn the clear we find thatthe
beliefgoalsareunafectedby thechange.

In fact Woo andLam arrivedat the sameconclusionin afollowup articletwo
monthsafterthe original [WL92b]. They suggesa simplified, five-stepprotocol
in whichthenoncesarenotkeptsecret.This protocolmeetshe samebeliefgoals
astheoriginal.



Chapter 6

Implementation

In this chaptey we discussthe REVERE protocolverificationsystemandits im-
plementatiorof the TG, algorithm,shav how it supportstandardelieflogicsas
well asextendedanalysiswith RV, andpresentsomeperformanceneasurements
for thesystem.

The REVERE tool containsa general-purpostheorygeneratiorcore, but its
interfaceis tailoredto the protocolanalysisdomain. It usesRV aswell asother
belieflogics,andthe corecould bereusedo performtheorygeneratiorwith any
logic meetingtherestrictiondaid outin Chapter2.

REVERE is written primarily in the StandardML (SML) programminglan-
guage[MTH90, MTHM97]. SML is a mostly functional, strongly typed lan-
guagewith exceptionsandasophisticatednodulesystem .t supportaiserdefined
datatypesvith a patternmatchingsyntaxthatallows very naturalmanipulationof
formulasandexpressionsA formalsemanticéor SML hasbeenpublishedmak-
ing it especiallyappropriateasa basisfor building verificationsystemsREVERE
makessignificantusesof SML's modulesystem someof which aredescribedn
the following sections.We first addressssuegelatingto the implementatiorof
TGy itself.

6.1 TG, Algorithm Implementation

The TG, implementatiorwithin REVERE takesasinputamodulecontainingthe
rulesandrewritesfor alogic, andproducesa modulewhichis specializedo per
forming theorygeneratiorfor thatlogic. This generateanoduleincludesafunc-
tion (closure ) which performstheorygeneratiorgivenaninitial setof formulas
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signature TGL =

sig
structure Logic : LOGIC
type formula = Logic.RuleTy pes.Fol .ter m
type s_rule = Logic.RuleTy pes. s_rule
type theory _rep
val closure : s_rule list -> formula list

-> theory _rep
val closure _add : theory _rep -> formula list
-> theory _rep

val derivable . theory _rep -> formula -> bool
val all formulas : theory _rep -> formula list
end

Figure6.1: Signaturdor thetheorygeneratiormodule

andanoptionalsetof extra S-rulesto use.Themodulematcheshe TGL signature
givenin Figure6.1,andcontainghreefunctionsin additionto closure

Theclosure _add functiontakesanalready-generatettheoryrepresentation
andasetof new formulas,andgeneratearepresentationf thetheoryinducedoy
theold andnew formulastogether Thisfunctionis particularlyusefulfor RV veri-
fications,in whichwe mustdo theorygeneratiorfor theinitial assumptionalone,
thentheinitial assumptionplusthefirst messageandsoon. Theimplementation
of closure _add is describedn Section6.1.1.

Thederivable  functiontakesa generatedheoryrepresentatiomanda for-
mula,anddeterminesvhethertheformulais in thetheory Thisfunctionis exactly
the decisionprocedurgresentedh Section2.4.2.

Thepurposeofall _formulas issimplyto provideaccesso thesetof formu-
lasin atheoryrepresentatiorsothatothermodulescancompareheoriespresent
themto theuser andstorethem.

Logics(suchasBAN andRV) arerepresentetdy modulegnatchingheLOGIC
signaturan Figure6.2,whichrefersto thedatatypesorrespondingo S-rules,G-
rules,andrewrites,laid outin the RULETYPESsignature A LOGIC modulespec-
ifiesthe S-rules,G-rules,andrewrites,aswell asthe < pre-order(no _larger ).

To createa theorygeneratiormodulefor a particularlogic suchasBAN, we
applythegeneral-purposeGL functor.
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signature RULETYPES=
sig
structure Fol : FOL
type formula = Fol.term
datatype rewrite =
Rewrite of pair: formula * formula,
name: string
datatype s.rule =
S Rule of premises: formula list,
conclusions: formula list,
name: string
datatype grule =
GRule of premises: formula list,
conclusion: formula,
name : string

end
signature LOGIC =
sig
structure RuleTypes : RULETYPES
type formula = RuleTypes.form ula
val Srules : RuleTypes.s _rule list
val Grules : RuleTypes.g _rule list
val rewrites : RuleTypes.rewr ite list
val nolarger : formula * formula -> bool
end

Figure6.2: Signaturefor describing/zy logics

structure BanTGL : TGL =
MakeTGL(struc tur e Logic = Ban ..)

A functoris anSML constructhatcreatesa module(structure)givenothermod-
ulesas parameters.In this case,the Ban structureis passedalongwith some
additionalstructureargumentomittedhere.MakeTGL performsassortec¢hecks
anddoessomepre-computationo facilitatethe theorygeneratiorprocess.

6.1.1 Data Structuresand Optimizations

REVERE makesuseof afew specializedlatastructuregor representingormulas,
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rules, rewrites, andthe relationshipsamongthem, and usessomeoptimizations
andheuristicto speedup theorygeneration\We describea few here.

Many operationan TG, manipulatesetsof formulas. In particular the set
of formulasconstitutingthe partially generatedheoryis addedo by closure and
iteratedover by backward _chain_one in searchingor formulasmatchinga given
pattern(seeSection2.3). We accelerateéhe procesf searchingor matchedy
observingthat the numberof patternsever matchedagainstis limited: all pat-
ternsareinstance®f S- or G-rule premisesandmary patternsareexactly those
premisesWe keepalongwith the setof formulasatablemappingeachpremiseto
all formulasin thesetthatmatchit. Then,whenwe needto find all matchedor a
pattern,P, we canacceleratéhe searchby restrictingit to thoseformulasknown
to matchthe premiseof which P is aninstance.Eachtime a formulais addedto
the set, it is matchedagainsteachof the premisesand addedto the appropriate
sets. In principle, we could do further refinementof this tableto includesome
patternsthat are partially instantiatedoremisesput for the typical verifications
we attemptedthe overheadvould not bejustified.

To further accelerateheory generationywe makethe implementatiorof the
apply_srule function (Section2.3.2) aware of which formulasarein the fringe.
By propagatinghis information, we enablethe functionto selectonly thoseS-
rule applicationghatmakeuseof formulasfrom thefringe, sinceary otherS-rule
applicationsmustalreadyhave beendone. The representatiowlescribedabore
requiresusto matchthenew formulasagainstll premiseslreadysoit costdittle
to addthisoptimization,andit eliminatesaconsiderabl@umberof redundantule
applications.

SinceRV verificationrequiregheorygeneratiorior eachstepof the protocol,
we provide theclosure _add function (Figure6.1), for addingnew formulasto
ageneratedheory A trivial implementatiorof closure _add couldjustinvoke
TG, on the setcontainingthe old theory representatiomnd the newv formulas.
To acceleratehe search however, we take advantageof the knowledgethatthe
old theoryrepresentatiors closed.We treatthe new formulasasthefringe, and
the old theory representatioras a partial theory representation.This givesthe
closure function a “head start” when combinedwith the apply _srule opti-
mizationabove.

Finally, theproces®f unifying modulorewritesinvolvesfrequentinvocations
of afunctionthatappliesrewritesto a termat the outermostevel, in all possible
ways. With mary rewrites, this processcanbecomequite expensve, sowe use
limited memoizatiorto save somecomputation.
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datatype  protocol =
REVEREPROT@C of
{ name : string,

assumptions : Logic.formul a list,
messages : { sender : Logic.formula,
receiver : Logic.formula ,
message : Logic.formula } list,
goals : Logic.formula list,
interpretati ons : Logic.RuleTy pes. s_rule list,
}

Figure6.3: SML datatypaepresenting protocolin REVERE

6.2 REVERE SystemStructure

Beyondthe theorygeneratiorcore,the REVERE systemprovidesa simpleveri-
fication environmenttailoredfor protocols. The userinterfaceis a menu-drven
XEmacspackagehatinteractdehindthescenesvith the SML theorygeneration
engine.LogicsandprotocolsarerepresentethternallyasSML modules(struc-
tures);logics matchthe LOGIC signaturegiven earlier and protocolsare values
of theprotocol typedefinedin Figure6.3. Theinitial assumptionsnessages,
anddesiredbeliefgoalsareall givenasformulasin theappropriatdogic. For RV
verifications,interpretationsanbe provided as a setof extra rulesthatwill be
usedin theorygeneration.

A front-endparserconvertsuserwritten protocolspecificationgo theseSML
values.The protocolspecificationanguages a variantof CAPSL,anemeging
standardor cryptographigrotocoldescriptionfMil97].

Theuserinterfaceprovidesdifferentwaysto sort,filter, anddisplaygenerated
theoriesandallowscomparinghegeneratetheoriedor two protocols.Thereisa
specialRV supportmoduleproviding interpretatiorvalidationaswell ashonesty
secrey, andfeasibility checks.

6.3 Performance

The REVERE theory generationmplementations simple—thecore is roughly
1000linesof code—andi couldbefurtheroptimizedin variouswaysasdescribed
in Chapter7. Nonethelessits performanceon the exampleswe have usedis



110 CHAPTERG6. IMPLEMENTATION

Logic Protocol ElapsedTG Time
BAN Kerberos 4.7s
Andrew RPC 3.2s
Needham-Schroedéshared) 1.5s
CCITT X.509 23.8s
Wide-MouthFrog 19.3s
Yahalom 23.0s
AUTLOG challenge-responge 0.3s
challenge-response 0.3s
Kerberos 11.3s
Kailar's IBS variantl 0.3s
Accountability | IBS variant2 0.3s
SPXAuth. Exchange 0.2s
RV Needham-Schroedé@pPub) 23.0
Otway-Rees 34.4
Denning-Sacco 38.1
Neuman-Stubblebine 20.1s
Woo-Lam 50.8s

Figure6.4: Elapsedheorygeneratiorimesin REVERE for variousprotocols.All
timings weredoneon an Digital AlphaStation500, with 500MHz Alpha 21164
CPU.

suitablefor interactve use. Thetablein Figure6.4 showvs thatthe elapsedheory
generatiortime for all exampleswaslessthanoneminute. All otheroperations
takeinsignificanttime. It is certainly concevablethatlogics and specifications
in anotherdomaincould causethis theory generationmplementatiorto exhibit
unacceptabl@erformance.The presencef very long sequences messagesr
rules cancauseslovdowns, as canonicalizatiorand unificationmodulorewrites
becomeexpensve. In Chapter7 we discussspecializedsupportfor associatie-
commutatve operatorsthat would significantly alleviate this problem. Logics
containinga very large numberof rules, and especiallythosein which G-rules
playadominantolein reasoninggouldproveinefficientto manageaswell; better
rule-selectioroptimizationsvould be necessaryo reducethis cost. For thecases
we have studied,however, the theorygeneratiorspeedwassatisfactorymaking
theseoptimizationsunwarranted.



Chapter 7

Conclusionsand Futur e Dir ections

In this chapterwe concludeby summarizingheresultsof thethesiswork, which

supportthe two partsof the thesisclaim from Section1.2, and by suggesting
avenuedor furtherresearchwhich rangefrom minor algorithmtuningto broad
areador exploration.

7.1 Summary of Results

First, we concludethat theory generationis an effective methodof automated
reasoningln supportof this claim, we have producedseveral artifactsandmade
obsenationsof them.We have describeda simplealgorithm(TGy) for producing
finite representationsef theories. This algorithmcanbe appliedto ary logic in
the (ry classthat also meetsthe preconditionan Definition 2.16. The theory
representationgroducedby TG, arewell suitedto directcomparisorsincethey
arenearlycanonicalandthey canalsobeusedin anefficientdecisionprocedure.
We have provedthatthe TG, algorithmandthis decisionprocedurgerminateand
arecorrect.

As further evidenceof the effectivenessof theory generationwe have pro-
duceda practicalimplementationncludingseveral optimizationghatimprove on
thebasicTG, algorithm. We have successfullyncorporatedhis implementation
into anew protocolanalysisystemREVERE, wheretheorygeneratiorsenesser-
eralpurposesREVERE verifiesspecificpropertief protocolsusingthe theory-
generation-basedecisionprocedure comparegprotocolsby displayingthe dif-
ferencebetweentheir respectre theory representationsand doesmessage-by-
messageanalysisusing incrementakheory generation. Throughmary protocol
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analysesisingfour differentlogics,we have obsernedthat,in practice thetheory
generatiorcompleteqquickly (in secondor minutes),andthatthe theoryrepre-
sentationgieneratecreconsistentlyof manageablsize.

We supportthe secondpart of the thesisclaim, thattheorygeneratiorcanbe
appliedto security protocolsto analyzea wide rangeof critical security prop-
erties,by variousexampleapplicationsof the REVERE tool. We usedREVERE
(andthustheorygeneration}o verify the propertieghatcanbe expressedy the
threeexisting belief logics describedn Chapter3: the BAN logic of authenti-
cation, AUTLOG, andKailar’'s accountabilitylogic. Thesepropertiesinclude,
for idealizedauthenticatiorand key exchangeprotocols,beliefsregardingpub-
lic andsharedkeys, secretsfreshnessandstatementsnadeby otherprincipals.
For idealizedelectroniccommerceprotocols,we canalsochecknon-repudiation
properties(* A canprove X to B”). Using REVERE, we reproducedublished
protocolanalysesisingthesebelieflogics,andin somecasesve exposederrors
in theearlieranalyses.

Beyond theseexisting logics, we have developeda new logic, RV, which al-
lows moregroundedeasoningaboutprotocolsjn thatthemappingfrom concrete
messaget® abstractneaningss madeexplicit. Usingtheorygenerationywe have
appliedthis logic to several existing protocols,checkinghonesty secreg, feasi-
bility, and interpretationvalidity properties. Thesepropertiesare not fully ad-
dressedy otherbelief logics,andthey arecritical in thatfailure to checkthem
canlead(andhasled) to vulnerabilities.Like otherbelieflogics,RV takesa con-
structive approacho protocolverification,in thatit focuseson deriving positve
protocolpropertiesratherthansearchindor attacks.Throughextendingthis ap-
proachto honestyandsecreyg propertiesRV canexposeflawsthatcorrespondo
concurrent-rurattackswithout explicitly modelingeitheranintruderor someset
of runs. In the modelcheckingapproachespne musttypically establishbounds
on thenumberof protocolruns,andsometimeslsospecifyanintruderendaved
with a specificsetof capabilities. In return, however, whena propertyfails to
hold,themodelcheckersansupplya counter@ample whichin thisdomainusu-
ally correspondo attacks.

Throughthiswork we have learnedor re-learnedpthervaluabldessonsPer
hapsthe mostglaringis thatformal agumentsno matterhow trivial, shouldnot
be trusteduntil they have beensubjectedo mechanicaverification. Again and
againwefind manualproofsthatappeacompletelysoundandyetrely onunstated
assumptionsr intuitively obvious stepshatarenot formally warranted Thede-
velopmentof a new logic, a particularly perilousundertaking shouldalwaysbe
donewith the assistancef automatederificationto ensurehatthelogic is truly
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powerful enoughto prove whatit is intendedto prove. Of course,mechanical
verificationis notin itself sufficientto provide full confidence.lt senesto com-
plementhumanunderstandingf the formalizedassumptionsind conclusionsat
the“edges”of theverificationprocess.

Finally, the theorygeneratiorapproachasits limitations. The TG, precon-
ditions canbe somavhat cumbersomeo establishalthoughin mostcaseghey
canbehandledrelatively easilyby usingstandargre-ordersTheorygeneration,
andthe TGy algorithmin particular arenot well-suitedto all logics;for instance,
logicsencodingarithmeticandtemporallogicsareprobablypoorcandidateskor
somesetsof rewrites, the unificationmodulorewritescanbe expensve; onetypi-
calexampleis a setof rewritesencodingassociatie andcommutatve properties,
appliedto assumptionsr rulesthatinvolve long sequencesThe enhancements
to theory generationdescribedn the next sectioncould addresssomeof these
shortcomings.

7.2 FutureWork

We candivide directionsfor future work into thoserelatingto theorygeneration
in generalandthoseapplicableto the securitydomainin particular

7.2.1 Theory Generation Refinementsand Applications

The TG, algorithmitself could be enhancedopr its preconditionsrelaxed, in a
varietyof ways.We look attheterminationguaranteeérst.

The purposefor mostof the preconditionss to ensurethat TG, will always
terminate put thereis atradeof betweermakingthe preconditionsasyto check
and allowing as mary logics as possible. The preconditionsgiven in Defini-
tion 2.16aresufficient but not necessaryo ensuregermination.We couldreplace
themwith the simple conditionthat eachS-ruleapplicationmustproducea for-
mulano largerthanary of the formulasused(perhapgshroughG-rules)to satisfy
its premises.This imposesa considerabldurdenof proof, but it is a more per
missie preconditionthanthe onewe use. Furthermorewhile it is sufficient to
ensurdhatafinite theoryrepresentationxists, it is not sufficientto ensureermi-
nation,aswe mustalsoprove thateachS-ruleapplicationattemptmustterminate.
In somecasesthis extra effort maybejustifiedby theincreasedlexibility .

It canbe tricky to constructthe < pre-order as Section3.1.1 makesclear
However, in practicewe may sometimede fairly confidentthata suitablepre-
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orderexists but not wantto go throughthe troubleof producingit. We canskip

specifyingthe pre-orderif we arewilling to acceptthe risk of non-termination.
Correctnessvill not be sacrificedsoif thealgorithmterminatesywe canbe sure
it hasgeneratedheright result.

As analternatve approactio ensuringerminationwe coulddrav on existing
researchn automatiderminationanalysisfor Prolog—forinstancethe approach
proposedy LindenstrausandSagv [LS97]—tocheckwhethera setof ruleswill
halt. Thiswould requireeitheradjustingthesemethodgo takeaccounof our use
of rewrites, or perhapsencodingthe TG, algorithmitself asa Prolog program
whoseterminationcould be analyzedin the contet of a fixed setof rulesand
rewrites.

To improve the performanceof TGy, we could introducea specialcaseto
handleassociatie-commutatie rewrites efficiently, usingknown techniquedor
associatie-commutatre unification. The general-purposeinification modulo
equalitiesimplementedfor REVERE hasacceptablgerformanceor the exam-
pleswe ran, but it could becomeexpensve whenformulasor rulesincludelong
sequences. We might also get better performancein searchingfor formulas
matchinga given patternby adaptingthe Retealgorithm usedin someAl sys-
tems[For83.

The TG, algorithmcould be modifiedquite easilyto keeptrack of the proof
of eachderivedformula. This informationcould prove usefulin providing feed-
backto the userwhenthe verification of somepropertyfails; we could, for in-
stanceautomaticallyfill in “missing” side conditionsin an attemptto pushthe
proof through,andthendisplay a proof tree with the trouble spotshighlighted.
The proofscouldalsobefed to anindependenterifier to double-checkhe TG,
results.

Thinkingfurtherafield,we mightconsideextensionsuchasproviding theory
representationstherthanthe (R, R’) representationdescribedn Definition 2.9,
or evenrepresentationstherthansetsof formulasin thetargetlogic. Thesealter
native theoryrepresentationsightprove necessarin applyingtheorygeneration
to domainsotherthansecurityprotocols.In looking for othersuchdomainswe
shouldkeepin mind the featuresof the security protocol domainthat makeit
amenabldo theorygeneration:subtlepropertiesof the domaincanbe captured
by very simplerules,the verificationproblemsnvolve smallnumbersof distinct
entities(keys, messagesprincipals,nonces.etc.), andthe propertiesof interest
canbesuccinctlyexpressedy relatively smallformulas.
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7.2.2 Enhancementdo the RV Logic and REVERE

Beyond improvementsto the theory generatiormethod,we cansuggesseveral
possiblewaysto strengtherthe RV logic andthe REVERE tool.

Supporfor securéhashfunctionswouldbeausefulincrementaRV extension;
AUTLOG andotherbelieflogics provide suchsupportalready sothe maintask
would beto determinenvhatthelegitimateinterpretation®f a securehashare.

RV couldexpressmoreprotocolsif it provideda notionof skolemprincipals
The purposeof sucha principal is to act asa place-holdemwhen a principal’s
identity is not (yet) known. This conceptcould prove usefulin casedike the
following. Suppose initiatesa protocolrunwith B by sendinghemessage,

{[ABK(LN(L}}KZ, ’

in which A is introducingherselfto B, andproviding herpublic key (KX,) anda
secrethetwo will sharg(V,,). At thispoint, B doesnotyetknow with confidence
who A is, but B shouldbeableto concludethathe cansafelytransmitthe secret,
N,, encryptedunderthekey K,. Torepresenthisbelief,we cansaythat B knows

thereexists someprincipal, P, suchthat &¢ P and P <X B. By introducing
a skolemprincipal to representP, we candemonstratehat B doesnot violate
secrey laterin theprotocolrun.

Thefeasibility checkin RV could be extendedto includedemonstratinghat
eachparticipantkknows whatdecryptionkeys to use,which noncevaluesto check
receved messageagainstandothersuchknowledge. This would requiremod-
elling protocolsmore like little programs,as somemodel-checkingapproaches
do[DDHY92, CIM99.

Perhapghe mostchallengingaspectof specifyinga protocolin RV or other
belieflogicsis constructinghe messag@nterpretationgidealizations) Providing
someautomatedsupportfor this processcould greatlyimprove the usability of
atool like REVERE. Oneapproaclthatseemgromisingis to assumehateach
messagés intendedto corvey all the beliefsthe sendethasat the time he sentit.
Theresultinginterpretationwill almostcertainlybe invalid, but we canremove
beliefsfrom the interpretationuntil it becomesvalid. The resultwould be, in
somesensea maximalvalid interpretation,and might suffice for at leastsome
protocols.

The REVERE tool could benefitfrom a strongly typed modelfor protocols
andlogics, in which keys, nonces principal names,and so forth are members
of distinct types. This should help catchsomesimple errorsin specifications
andrules, suchasfunction agumentsout of order More importantly though,
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theinformationcould be usedto automaticallytagconcretenessageomponents
(andtheir correspondingnterpretationsyvith theappropriateype. Sucha model
would matchanimplementationn whichit is alwayspossibleto distinguishe.g.,
keys from principalnames.Wherethe implementatiordoesnot warrantthis as-
sumptiontheusercouldspecifytype equivalencedo indicatewhichtypescanbe
confused.

Finally, in this work, we focus on analyzingone protocolat a time. How-
ever, in practice,suitesof relatedprotocolsmustoften coexist. This createshe
possibility that someattackmay makeuseof runsof two differentprotocols. If,
however, we usethe samesetof interpretationsndinitial assumptiong analyz-
ing eachprotocolin a suite, we shouldbe ableto detectvulnerabilitiesto such
attacks.

7.3 ClosingRemarks

In this thesiswe introducedtheorygenerationa newv general-purpostechnique
for performing automatedverification. Theory generationborrovs from, and
complementspoth automatedheoremproving and symbolic model checking,
the two major approacheshat currently dominatethe field of mechanicakrea-
soning.Broadlyspeakingtheorygeneratiorprovidesmorecompleteautomation
thantheoremproving, but with lessgenerality Likewise,theorygeneratiorhas
the advantageover modelcheckingof producingconclusve proofsof somecor-
rectnespropertiesvithoutarbitraryboundswhile it is lesswell suitedthanmodel
checkingto proving temporalpropertiesand producingusefulcountergamples.
Thisthesishasdemonstratetheutility of theorygeneratiorior analyzingsecurity
protocolsbutthisis only astart;furtherinvestigatiorwill tell whethent canyield
similar benefitan otherdomains.

We do not yet have a completesolutionto securityprotocolverification; per
hapsthat is an unattainablegoal. However, today we can provide substantial
supportfor the designand analysisof theseprotocols,and potentialsharingof
informationamongdifferenttools via CAPSL. A thoroughprotocoldesignpro-
cessshouldstartwith adherenceo principlesandguidelinessuchasAbadi and
Needhans [AN96]. The designerscould apply theory generationwith RV or
other belief logics to prove that the protocol meetsits goalsand make explicit
the assumptionsn which the protocoldependsThey couldusesymbolicmodel
checkergo generatattackscenariosWith interactve, automatedheoremprov-
ing systemsthey could demonstratehat the underlyingcryptographymeetsits
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requirementsandmakethe connectiorbetweerthe protocols behaior andthat
of the systemin which it is used. Finally, the proposedorotocol could be pre-
sentedfor public review, so that othersmight independentlyapply their favorite
formal andinformal methods.Eachstepin this procesfocuseson somelevel of
abstractiorandemphasizesomesetof propertiesin orderto build confidencen

theprotocolandthe system.
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Appendix A

Equivalenceof /py;r and L~

This appendixcontainsthe proof of Theorem2.1, which shavs the correspon-
dencebetweer/yy andL=:

If ¢ is aformulaof /gy, andI is a setof formulasof /ry,, then

I'Fepw @

if andonly if
TURUW b= ¢

Proof We startwith the forward direction: thatary formula, ¢, which can
be provedin /ry given assumptions]’, canalsobe provedin £~ usingthose
sameassumptionplustherulesandrewritesof /zy,, R andW. We proceedoy
inductiononthelengthof theproofof ¢ in /gy .

In the basecase,¢ hasa single-steporoof, and mustthereforebe somefor-
mulain T' or the instantiatedconclusionof a rule in R with no premises. In
eithercasep canbe provedin £= by introducingthe formulafrom I or therule
from R, possiblyfollowedby instantiation(introductionof anaxiomof theform,
(Vz.¢(x)) = ¢(t), followedby modusponens.

For theinductionstep,we have threecasesdependingntherule of inference
usedin thelaststepof the n-stepproof (in /zy). We canignorethe casewhere
thelastline of the proofis anaxiomor assumptionsincethe reasoningrom the
basecaseapplies.Thethreecasedollow:

e Case:Thelastproof stepis applicationof arule in R. Let therule applied
be
P,....P,FC.
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APPENDIXA. EQUIVALENCE OF lpy AND L=

Thereexists a substitution,s, suchthatoC' is the new conclusion(¢), and
theremustexist proofsin ¢y, of fewerthann stepgfrom I') of eachof the
o P,. By theinductionhypothesisthereexist proofsin £~ (fromI'U RUW)
of the o P,. We canconcatenatéheseproofs,thenaddtherule from R,

VPNC.(BiA--- AP, = C)

theninstantiatethis rule with ¢ and apply modusponensto producethe
following:
oPLN---NoP,, = cC)

Applying modusponensagainwith propositionakautologiesyve arrive at
oC
sotheproofin L= is complete.

Case:Thelast proof stepis instantiation.Instantiationn ¢y, canbesimu-
latedeasilyin £= by introducinganinstantiatioraxiom:

(Vz.¢(x)) = ¢(t)
andapplyingmodusponens.

Case:Thelast proof stepis a substitutionof equaltermsusingan equality
in W. LettheequalitybeT; = T5. Thereexistsa substitutiong, andafor-

mula,p(Si. ..., Sn), suchthatl' k... p(Si....,S,) hasaproofof fewer

thann steps,and¢ is [T5\T1|p(S1, - - ., Sm). By theinductionhypothesis,
IT'URUW k.- GG. We canextendthis £~ proofasfollows. First,introduce
therewrite from WV

T =1,
Next, introduceequalityaxiomsfor eachof the S;:
(To =Ty ATy = Ta) = [Tx\T3)S; = [T2\T1]S;
Apply propositionatautologiedo yield, for eachs;,
[T2\13]S; = [T2\T3]S;

Finally, we canusethefourth equalityaxiomwith propositionatautologies
to get
p([Tg\TﬂSh ceay [Tg\TﬂSm)

which completeshe proofof ¢ in £=.
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This completeshe proof thatif ¢ is dervablein /gy from I', ¢ mustalsobe
derivablein £= from thecorrespondingssumptions.

We now turnto thereversedirection: arny formula, ¢, which canbe provedin
L= fromI" U R U W mustalsohave aprooffromI" in {zy.

We appealto the well-known resultthat the resolutionprincipleis complete
for clausesn first-orderogic [CL73]. Resolutions aninferenceaulethatconsists
of applyingsubstitutiongo two clausegdisjunctionsof terms),thengenerating
anew clauseby combiningthe disjunctsfrom both clausesandeliminatingpairs
of clauses(t,—t). All rulesin R areHorn clauses(clauseswith at mostone
positive disjunct). For suchformulas,resolutioncorrespondgo satisfyingand
removing apremiseof therule,andary sequencef resolutionstepshatproduces
aformulaof /gy from arulein R andsomesetof facts(formulasof /zy/) can
besimulatedin /zy by applyinganinstanceof thatrule andusingthosefactsto
satisfyits premises.It follows thatary formulaof ¢z thatcanbe provedin £
fromI' U R U W canalsobe provedfrom I' in /gy, but we arenot quite done,
sincewe needthis resultfor £=, which includestheequalityaxioms:

EQL. (T =T) (reflexivity),
EQ2. (S=T)= (T = S) (commutatvity),
EQ3. ((Ty =T2) A (T = T3)) = (11 = T5) (transitvity),
EQ4. (Si=TiA---AS,=T,) = (p(S1,...,Sn) = p(Th,...,Tp)), and
EQ5. (5 = NS, =T,) =
([Sl\Xl, e Sn\X,Jt = [T1\X1,. .., T,\X,.]t)

Notethattheaxiomschemat&Q1,EQ2,EQ3,andEQ5, whenappliedwith
theresolutionprinciple,canonly producemoreequalitiesastheir results. Since
equalitiesare not formulasof /gy, we canfocuson axiom schemaEQ4, which
canproducelzy formulas.We mustshaw thatary applicationof anEQ4axiom,
in the context of a proofin £= usingassumption§’ U R U W, canbe simulated
in /ry by thesubstitutionof equaltermsusinganequalityin 1.

We firstassumehatonly one(S;, T;) pairin theaxiomis notidentical;thatis,
we consideronly EQ4axiomsof this form (EQ4):

(S1 =81 A---Sp=To A--- A S, = S)
= (p(Sl,...,Sk,...,Sn) :>p(51,...,Tk,...,Sn))
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Any other EQ4 axiom applicationcan be simulatedby repeatedapplicationof
this form and useof EQ1, so thereis no lossof generality Note thatin order
for this axiomto be appliedfully andproducean /zy, formula, theremustbe a
proof of S, = Tj. Note furtherthatthis proof canuseonly the equalityaxioms
andequalitiesin 17/, sinceall “premises”of equalityaxiomsare equalities. We
proposethefollowing inductionhypothesis:

If eitherS, = T, or T}, = Sy hasa proofof fewerthann stepsthen
theapplicationof EQ4 canbesimulatedn /gy .

In thebasecase a singlestepproof, eitherS,, andT}, areidentical(anapplication
of EQ1),in which caseEQ4 producesatrivial result,or theformula s, = T}, (or
T, = Si) isin W, in which casetheresultof EQ4 is thesameasthatof asimple
(rw Substitutionusingthatequality

For theinductionstep,we assumehateitherS; = T}, or T, = Sy hasa proof
of n stepsandwe have threecasesgdependingonwhetherthatproofendswith an
applicationof EQ2,EQ3,0r EQ5.

e Case:Thelast proof stepis an applicationof EQ2 (commutativity) In this
case.either S, = T}, or T, = Sy hasa proof shorterthann steps,sothe
inductionhypothesigjivestherequiredresult.

e Case:Thelastproofstepis anapplicationof EQ3(transitivity). Theremust
beproofsshorterthann of S, = U andU = T}, (for somelU). We canapply
EQ4 usingeachof thesetwo equalitiesin sequencéo getthe sameresult,
soby theinductionhypothesisthis resultis provablein /gy .

e Case:Thelast proof stepis an applicationof EQ5. Without lossof gener
ality, assumd=Q5is only usedwith n = 1; thatis, in thefollowing form:

(S1=T) = ([S\Xa]t = [T1\Xi]t)

(We cansimulatethegenerakaseby asequencef applicationof EQ5and
EQ4.) If eitherS; = Ti or 17 = S; is anequalityin W, thenthis appli-
cationof EQ5andEQ4 yieldsthe sameresultasa simple/gy, substitution
usingthatequality If S; = T} istheresultof EQ1(so 5] isidenticalto 77),

thenEQ5andEQ4 produceatrivial result.If S; = T3 is theresultof EQ3,
thenjust asin the EQ3 casewe cansimulatetheresultof EQ5andEQ4 by

a seriesof two applicationsof EQ5andEQ4. Thereforetheapplicationof

EQ4 following EQ5canalwaysbe simulatedn /gy .
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The inductionis complete,soit follows that the equality axiomscanbe safely
addedwithout compromisinghe completenessf ¢y with respecto £=. This

concludegheproofof Theoren?.1. [ ]
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Appendix B

Logicsand Protocol Analyses

This Appendix containsthe main REVERE specificationdor BAN, AUTLOG,
Kailar's accountabilitylogic, and RV, aswell assampleprotocolspecifications
andanalyses.

B.1 BAN

First,the BAN logic, protocolspecificationsandanalysigesults.
LOGIC BAN;

REWRITES
comma_commutative:
comma(?X, ?Y) = comma(?Y, ?X)
comma_associative_1:
comma(comma(?X, ?Y), ?2)
comma_associative_2:
comma(?X, comma(?yY, ?2))
shared_key commutative:
shared_key(?K, ?Q, ?R) = shared_key(?K, ?R, ?Q)
secret_commutative:
secret(?Y, ?Q, ?R) = secret(?Y, ?R, ?Q)
distinct_commutative:
distinct(?P, ?Q) = distinct(?Q, ?P)

comma(?X, comma(?yY, ?Z2))

comma(comma(?X, ?Y), ?2)

S-RULES
message_meaning_shared:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K, ?R))
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distinct(?P, ?R)

believes(?P, said(?Q, ?X))

message_meaning_public:
believes(?P, public_key(?K1, ?Q))
sees(?P, encrypt(?X, ?K2, ?R))
inv(?K1, ?K2)
distinct(?P, ?R)

believes(?P, said(?Q, ?X))

message_meaning_secret:
believes(?P, secret(?Y, ?Q, ?P))
sees(?P, combine(?X, ?Y))

believes(?P, said(?Q,  ?X))

nonce_verification_1:
believes(?P, said(?Q, ?X))
believes(?P, fresh(?X))

believes(?P, believes(?Q, ?X))
jurisdiction:

believes(?P, controls(?Q, ?X))

believes(?P, believes(?Q, ?X))

believes(?P, ?X)

extract_shared:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K, ?R))
distinct(?P, ?R)

sees(?P, ?X)

extract_public_1:
believes(?P, public_key(?K, ?P))
sees(?P, encrypt(?X, ?K, ?R))

sees(?P, 7?X)

extract_public_2:
believes(?P, public_key(?K1, ?Q))
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sees(?P, encrypt(?X, ?K2, ?R))
inv(?K1, ?K2)
distinct(?P, ?R)

sees(?P, ?X)

extract_combine:
sees(?P, combine(?X, ?Y))

sees(?P, 7?X)

extract_comma_2:
sees(?P, comma(?X, ?Y))

sees(?P, ?X)

extract_comma_3:

believes(?P, said(?Q, comma(?X, ?Y)))

believes(?P, said(?Q, ?X))

extract_comma_4:

believes(?P, believes(?Q, comma(?X, ?Y)))
believes(?P, believes(?Q, ?X))
mm_nv_1:

believes(?P, fresh(?K))
sees(?P, encrypt(?X, ?K, ?R))

distinct(?P, ?R)

believes(?P, shared_key(?K, ?Q, ?P))

believes(?P, believes(?Q, ?X))
mm_nv_2:

believes(?P, fresh(?Y))
sees(?P, combine(?X, ?Y))

believes(?P, secret(?Y, ?Q, ?P))
believes(?P, believes(?Q, ?X))
G-RULES

fresh_extends_1:
believes(?P, fresh(?X))
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believes(?P, fresh(comma(?X,
fresh_extends_2:

believes(?P, fresh(?K))

believes(?P, fresh(shared_key(?K,

fresh_extends_3:

believes(?P,

fresh(?K))

believes(?P,

fresh_extends_4:

fresh(public_key(?K,

believes(?P, fresh(?Y))

believes(?P, fresh(secret(?Y,
fresh_extends_5:

believes(?P, fresh(?Y))

believes(?P, fresh(combine(?X,

fresh_extends_6:

believes(?P, fresh(?K))
believes(?P, fresh(encrypt(?X,
fresh_extends_7:
believes(?P, fresh(?X))
believes(?P, fresh(encrypt(?X,
fresh_extends_8:
believes(?P, fresh(?X))
believes(?P, fresh(combine(?X,
END;
)

PROTOCOLKerberos_1; /I Logic:
VARIABLES

A, B, S: Principal;

Kab, Kas, Kbs: SKey;

Ta, Ts: Field;

?Y)))

?Q, ?R))

?Q)))

?Q, ?R)))

?Y)))

2K, ?R)))

2K, ?R)))

?Y)))

BAN
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ASSUMPTIONS
believes(A, shared_key(Kas, S, A);
believes(B, shared_key(Kbs, S, B));
believes(S, shared_key(Kas, A, 9S));
believes(S, shared_key(Kbs, B, 9));
believes(S, shared_key(Kab, A, B));

believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, fresh(Ta));
believes(B, fresh(Ta));

distinct(A, S);

distinct(A, B);

distinct(B, S);
MESSAGES

1. S -> A: encrypt([Ts, shared_key(Kab, A, B), encrypt([Ts,
shared_key(Kab, A, B)], Kbs, S)], Kas, S);

2. A -> B: [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),
encrypt([Ta, shared_key(Kab, A, B)], Kab, A);

3. B -> A: encrypt([Ta, shared_key(Kab, A, B)], Kab, B);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 61):
believes(A, believes(B, Ta))
believes(A, believes(B, [Ta, shared_key(Kab, A, B)])
believes(A, believes(B, shared_key(Kab, A, B))
believes(A, believes(S, Ts))
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believes(A, believes(S, [Ts, encrypt([Ts, shared_key(Kab, A,
B)], Kbs, S), shared_key(Kab, A, B)])

believes(A, believes(S, [encrypt([Ts, shared_key(Kab, A,
B)], Kbs, S), shared_key(Kab, A, B)])

believes(A, believes(S, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S)))
believes(A, believes(S, shared_key(Kab, A, B))
believes(A, controls(S, shared_key(?CANO, A, B)))
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believes(A, fresh(Ta))

believes(A, fresh(Ts))

believes(A, said(B, Ta))

believes(A, said(B, [Ta, shared_key(Kab, A, B)])
believes(A, said(B, shared_key(Kab, A, B)))
believes(A, said(S, Ts))

believes(A, said(S, [Ts, encrypt([Ts, shared_key(Kab, A,
B)], Kbs, S), shared_key(Kab, A, B)])
believes(A, said(S, [encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S), shared_key(Kab, A, B)])
believes(A, said(S, encrypt([Ts, shared_key(Kab, A, B)],
Kbs, S)))
believes(A, said(S, shared_key(Kab, A, B)))
believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, 9))
believes(B, believes(A, Ta))
believes(B, believes(A, [Ta, shared_key(Kab, A, B)])
believes(B, believes(A, shared_key(Kab, A, B))
believes(B, believes(S, Ts))
believes(B, believes(S, [Ts, shared_key(Kab, A, B)])
believes(B, believes(S, shared_key(Kab, A, B))
believes(B, controls(S, shared_key(?CANO, A, B)))
believes(B, fresh(Ta))
believes(B, fresh(Ts))
believes(B, said(A, Ta))
believes(B, said(A, [Ta, shared_key(Kab, A, B)])
believes(B, said(A, shared_key(Kab, A, B)))
believes(B, said(S, Ts))
believes(B, said(S, [Ts, shared_key(Kab, A, B)])
believes(B, said(S, shared_key(Kab, A, B)))

believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))
believes(S, shared_key(Kab, A, B))
believes(S, shared_key(Kas, A, 9))
believes(S, shared_key(Kbs, B, S))
distinct(A, B)

distinct(A, S)

distinct(B, S)

sees(A, Ta)

sees(A, Ts)

sees(A, [Ta, shared_key(Kab, A, B))

sees(A, [Ts, encrypt([Ts, shared_key(Kab, A, B)], Kbs, 9),
shared_key(Kab, A, B))

sees(A, [encrypt([Ts, shared_key(Kab, A, B)], Kbs, 9),
shared_key(Kab, A, B))
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sees(A, encrypt([Ta, shared_key(Kab, A, B)], Kab, B))
sees(A, encrypt([Ts, encrypt([Ts, shared_key(Kab, A, B)],
Kbs, S), shared_key(Kab, A, B)], Kas, 9))
sees(A, encrypt([Ts, shared_key(Kab, A, B)], Kbs, 9))
sees(A, shared_key(Kab, A, B))
sees(B, Ta)
sees(B, Ts)
sees(B, [Ta, shared_key(Kab, A, B))
sees(B, [Ts, shared_key(Kab, A, B))
sees(B, [encrypt([Ta, shared_key(Kab, A, B)], Kab, A),
encrypt([Ts, shared_key(Kab, A, B)], Kbs, 9)])
sees(B, encrypt([Ta, shared_key(Kab, A, B)], Kab, A))
sees(B, encrypt([Ts, shared_key(Kab, A, B)], Kbs, 9))
sees(B, shared_key(Kab, A, B))
critical properties for this theory:
believes(A, believes(B, Ta))
believes(A, believes(B, shared_key(Kab, A, B))
believes(A, believes(S, Ts))
believes(A, believes(S, encrypt([Ts, shared_key(Kab,
Kbs, S)))
believes(A, believes(S, shared_key(Kab, A, B))
believes(A, said(B, Ta))
believes(A, said(S, Ts))
believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, 9))
believes(B, believes(A, Ta))
believes(B, believes(A, shared_key(Kab, A, B))
believes(B, believes(S, Ts))
believes(B, believes(S, shared_key(Kab, A, B))
believes(B, said(A, Ta))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))
desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab, A,
B))
is TRUE
desired  property: believes(A, believes(B, shared_key(Kab, A,
B))

is TRUE
1
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PROTOCOLKerberos_2; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ta, Ts: Field;
ASSUMPTIONS
believes(A, shared_key(Kas, S, A);
believes(B, shared_key(Kbs, S, B));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, 9));
believes(S, shared_key(Kab, A, B));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, fresh(Ta));
believes(B, fresh(Ta));
distinct(A, S);
distinct(A, B);
distinct(B, S);
MESSAGES
1. ? -> A: encrypt([Ts, shared_key(Kab, A, B), encrypt([Ts,
shared_key(Kab, A, B)], Kbs, S)], Kas, S);
2. ? -> B: [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),
encrypt([Ta, shared_key(Kab, A, B)], Kab, A);
GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));
END;
Final theory representation (size 52) [omitted]
critical properties for this theory:
believes(A, believes(S, Ts))
believes(A, believes(S, encrypt([Ts, shared_key(Kab, A, B)],
Kbs, S)))
believes(A, believes(S, shared_key(Kab, A, B))
believes(A, said(S, Ts))
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believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, 9))
believes(B, believes(A, Ta))
believes(B, believes(A, shared_key(Kab, A, B))
believes(B, believes(S, Ts))
believes(B, believes(S, shared_key(Kab, A, B))
believes(B, said(A, Ta))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))
desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab, A,
B))
is TRUE
desired  property: believes(A, believes(B, shared_key(Kab, A,
B))
is FALSE
B e
PROTOCOlAndrew_RPC_1; // Logic: BAN
VARIABLES
A, B: Principal;
Kab, Kab: SKey;
Na, Nb, Nb: Field;
ASSUMPTIONS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(A, controls(B, shared_key(?K, A, B)));
believes(B, shared_key(Kab’, A, B));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Nb"));
distinct(A, B);
MESSAGES
1. ? -> B: encrypt(Na, Kab, A);
2. ? > A: encrypt([Na, Nb], Kab, B);
3. ? -> B: encrypt(Nb, Kab, A);
4. ? -> A: encrypt([shared_key(Kab’, A, B), Nbl, Kab, B);
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GOALS
believes(B, shared_key(Kab’, A, B));
believes(A, said(B, [shared_key(Kab’, A, B), NbY);

believes(B, believes(A, Nb));
believes(A, believes(B, [Na, Nb)]));

believes(A, shared_key(Kab’, A, B));

believes(A, believes(B, shared_key(Kab’, A, B)));

believes(B, believes(A, shared_key(Kab’, A, B)));
END;
Final theory representation (size 32): [omitted]
critical properties for this theory:

believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Nb"))
believes(B, believes(A, Nb))
believes(B, said(A, Na))
believes(B, said(A, Nb))

desired  property: believes(B, shared_key(Kab’, A, B))
is TRUE
desired  property: believes(A, said(B, [shared_key(Kab’, A, B),
Nb’]))
is TRUE
desired  property: believes(B, believes(A, Nb))
is TRUE

desired  property: believes(A, believes(B, [Na, Nb])
is TRUE

desired  property: believes(A, shared_key(Kab’, A, B))
is FALSE
desired  property: believes(A, believes(B, shared_key(Kab’, A,
B))
is FALSE
desired  property: believes(B, believes(A, shared_key(Kab’, A,
B))
is FALSE

B e
PROTOCOLlAndrew_RPC_2; /I Logic: BAN

VARIABLES
A, B: Principal;
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Kab, Kab: SKey;
Na, Nb, Nb: Field;
ASSUMPTIONS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(A, controls(B, shared_key(?K, A, B)));
believes(B, shared_key(Kab’, A, B));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Nb"));
distinct(A, B);
MESSAGES
1. ? -> B: encrypt(Na, Kab, A);
2. ? > A: encrypt([Na, Nb], Kab, B);
3. ? -> B: encrypt(Nb, Kab, A);
4. ? -> A: encrypt([shared_key(Kab’, A, B), Nb’, Na], Kab,
B);
GOALS
believes(B, shared_key(Kab’, A, B));
believes(A, shared_key(Kab’, A, B));
believes(A, believes(B, shared_key(Kab’, A, B)));
believes(B, believes(A, shared_key(Kab’, A, B)));
END;
Final theory representation (size  39): [omitted]
critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, believes(B, Nb’))
believes(A, believes(B, shared_key(Kab’, A, B))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Nb"))
believes(A, shared_key(Kab’, A, B))
believes(B, believes(A, Nb))
believes(B, said(A, Na))
believes(B, said(A, Nb))
desired  property: believes(B, shared_key(Kab’, A, B))

is TRUE
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desired  property: believes(A, shared_key(Kab’, A, B))
is TRUE
desired  property: believes(A, believes(B, shared_key(Kab’, A,
B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab’, A,
B))
is FALSE
I s e
PROTOCOLlAndrew_RPC_3; /I Logic: BAN
VARIABLES
A, B: Principal;
Kab, Kab: SKey;
Na: Field;
ASSUMPTIONS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(A, controls(B, shared_key(?K, A, B)));
believes(B, shared_key(Kab’, A, B));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Nb"));
distinct(A, B);
believes(B, fresh(Kab));
MESSAGES
1. ? -> A: encrypt([Na, shared_key(Kab’, A, B)], Kab, B);
2. ? -> B: encrypt(shared_key(Kab’, A, B), Kab', A);
GOALS
believes(B, shared_key(Kab’, A, B));
believes(A, shared_key(Kab’, A, B));
believes(A, believes(B, shared_key(Kab’, A, B)));
believes(B, believes(A, shared_key(Kab’, A, B)));
END;
Final theory representation (size 24): [omitted]
critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, shared_key(Kab’, A, B))
believes(A, said(B, Na))
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believes(A, shared_key(Kab’, A, B))
believes(B, believes(A, shared_key(Kab’, A, B))
desired  property: believes(B, shared_key(Kab’, A, B))
is TRUE
desired  property: believes(A, shared_key(Kab’, A, B))
is TRUE
desired  property: believes(A, believes(B, shared_key(Kab’,
B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab’,
B))
is TRUE
e
PROTOCOIWNeedham_Schroeder_1; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Ka, Kb, Ks: PKey;
Na, Nb: Field;
ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(A, public_key(Ks, S));
believes(B, public_key(Kb, B));
believes(B, public_key(Ks, S));
believes(S, public_key(Ka, A));
believes(S, public_key(Kb, B));
believes(S, public_key(Ks, S));
believes(A, controls(S, public_key(?K, B)));
believes(B, controls(S, public_key(?K, A)));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
believes(A, fresh(public_key(Kb, B)));
believes(B, fresh(public_key(Ka, A)));
distinct(A, B);
distinct(A, S);
distinct(B, S);
inv(Ks, Ks');
MESSAGES
1. ? -> A: encrypt(public_key(Kb, B), Ks, S)

2. ? -> B: encrypt(Na,

Kb, A);
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3. ? -> B: encrypt(public_key(Ka,

APPENDIXB. LOGICSAND PROTOCOL ANALYSES

4. ? -> A: encrypt(combine(secret(Nb,
5. ? -> B: encrypt(combine(secret(Na,

GOALS
believes(A, public_key(Kb,
believes(B, public_key(Ka,
believes(A, believes(B,
believes(B, believes(A,
END;

Final theory representation
critical properties for this
believes(A, believes(B,
believes(A, believes(S,

believes(A, public_key(Kb,
believes(B, believes(A,
believes(B, believes(S,
believes(B, public_key(Ka,
desired  property: believes(A,
is TRUE
desired  property: believes(B,
is TRUE
desired  property: believes(A,
is TRUE
desired  property: believes(B,
is TRUE
1
PROTOCOLNeedham_Schroeder_2;
VARIABLES
A, B, S: Principal;
Ka, Kb, Ks: PKey;
Na, Nb, Ts: Field;
ASSUMPTIONS
believes(A, public_key(Ka,
believes(A, public_key(Ks,
believes(B, public_key(Kb,
believes(B, public_key(Ks,
believes(S, public_key(Ka,

believes(S,

public_key(Kb,

A), Ks’, S);
A, B), Na),
A, B), Nb),
B));
A));
secret(Nb, A, B)));
secret(Na, A, B)));
(size 41): [omitted]
theory:
secret(Nb, A, B)))
public_key(Kb, B)))
B))
secret(Na, A, B)))
public_key(Ka, A)))
A))
public_key (Kb, B))
public_key(Ka, A))
believes(B, secret(Nb,
believes(A, secret(Na,
/I Logic: BAI\-I-
A));
S));
B));
S));
A));
B));

Ka, B);
Kb, A);

A, B))

A, B))
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believes(S, public_key(Ks, S));
believes(A, controls(S, public_key(?K, B)));
believes(B, controls(S, public_key(?K, A)));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
distinct(A, B);
distinct(A, S);
distinct(B, S);
inv(Ks, Ks');
MESSAGES
1. ? -> A: encrypt([public_key(Kb, B), Ts],
2. ? -> B: encrypt(Na, Kb, A);
3. ? -> B: encrypt([public_key(Ka, A), Ts],
4. ? -> A: encrypt(combine(secret(Nb, A, B),
5. ? -> B: encrypt(combine(secret(Na, A, B),
GOALS
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));
believes(A, believes(B, secret(Nb, A, B)));
believes(B, believes(A, secret(Na, A, B)));
END;
Final theory representation (size 53): [omitted]
critical properties for this theory:
believes(A, believes(B, secret(Nb, A, B))
believes(A, believes(S, Ts))
believes(A, believes(S, public_key(Kb, B)))
believes(A, public_key(Kb, B))
believes(A, said(S, Ts))
believes(B, believes(A, secret(Na, A, B))
believes(B, believes(S, Ts))
believes(B, believes(S, public_key(Ka, A)))
believes(B, public_key(Ka, A))
believes(B, said(S, Ts))
desired  property: believes(A, public_key(Kb, B))

is TRUE

Ks’,

Ks’,
Na),
Nb),

S);

S);
Ka, B);
Kb, A);
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desired  property: believes(B, public_key(Ka, A))
is TRUE

desired  property: believes(A, believes(B, secret(Nb, A, B))
is TRUE

desired  property: believes(B, believes(A, secret(Na, A, B))
is TRUE

e —
PROTOCOLX_509 1; // Logic: BAN

VARIABLES
A, B: Principal;
Ka, Ka', Kb, Kb: PKey;
Na, Nb, Ta, Tbh, Xa, Xb, Ya, Yb: Field;

ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(B, public_key(Kb, B));
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(A, fresh(Th));
believes(B, fresh(Ta));
believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
distinct(A, B);
inv(Ka, Ka’;
inv(Kb,  Kb";

MESSAGES
1. ? -> B: encrypt([Ta, Na, Xa, encrypt(Ya, Kb, A)], Ka,
A);
2. ? > A encrypt([Tb, Nb, Na, Xb, encrypt(Yb, Ka, B)],
Kb', B);
3. ? -> B: encrypt(Nb, Ka’, A);

GOALS
believes(A, believes(B, Xb));
believes(B, believes(A, Xa));
believes(A, believes(B, Yb));
believes(B, believes(A, Ya));

END;

Final theory representation (size 69): [omitted]
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critical properties for this
believes(A, believes(B,
believes(A, believes(B,
believes(A, believes(B,
believes(A, believes(B,
believes(A, believes(B,
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Th))
believes(A, said(B, Xb))
believes(B, believes(A,
believes(B, believes(A,
believes(B, believes(A,
believes(B, believes(A,
believes(B, believes(A,
believes(B, said(A, Na))
believes(B, said(A, Nb))
believes(B, said(A, Ta))
believes(B, said(A, Xa))

desired  property: believes(A,
is TRUE

desired  property: believes(B,
is TRUE

desired  property: believes(A,
is FALSE

desired  property: believes(B,
is FALSE

1

PROTOCOLX_509_2; /I Logic:

VARIABLES

A, B: Principal;
Ka, Ka, Kb, Kb: PKey;

Na, Nb, Ta,

ASSUMPTIONS
believes(A,
believes(B,
believes(A,
believes(B,
believes(A,
believes(B,
believes(B,

Xa, Xb, Ya,

public_key(Ka,
public_key(Kb,
public_key(Kb,
public_key(Ka,
fresh(Na));
fresh(Nb));
fresh(Ta));

theory:
Na))
Nb))
Th))
Xb))
encrypt(Yb,

Na))
Nb))
Ta))
Xa))
encrypt(Ya,

believes(B,
believes(A,
believes(B,

believes(A,

BAN

Yb: Field;

A));
B));
B));
A));

Ka, B)))

Kb, A)))

Xb))
Xa))
Yb))

Ya))
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believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
distinct(A, B);
inv(Ka, Ka’;
inv(Kb,  Kb";
MESSAGES
1. ? -> B: encrypt([Ta, Na, Xa, encrypt(encrypt([Ya, Ta],
Ka', A), Kb, A)], Ka, A)
2. ? > A: encrypt([Nb, Na, Xb, encrypt(encrypt([Yb, Na],
Kb’, B), Ka, B)], Kb, B);
3. ? -> B: encrypt(Nb, Ka', A);
GOALS
believes(A, believes(B, Xb));
believes(B, believes(A, Xa));
believes(A, believes(B, Yb));
believes(B, believes(A, Ya));
END;
Final theory representation (size 74): [omitted]
critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, believes(B, Xb))
believes(A, believes(B, Yb))
believes(A, believes(B, encrypt(encrypt([Na, Yb], Kb, B),
Ka, B))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Xb))
believes(A, said(B, Yb))
believes(B, believes(A, Na))
believes(B, believes(A, Nb))
believes(B, believes(A, Ta))
believes(B, believes(A, Xa))
believes(B, believes(A, Ya))
believes(B, believes(A, encrypt(encrypt([Ta, Ya], Ka', A),
Kb, A)))
believes(B, said(A, Na))
believes(B, said(A, Nb))
believes(B, said(A, Ta))
believes(B, said(A, Xa))
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believes(B, said(A, Ya))
desired property: believes(A, believes(B, Xb))
is TRUE
desired  property: believes(B, believes(A, Xa))
is TRUE
desired  property: believes(A, believes(B, Yh))
is TRUE
desired  property: believes(B, believes(A, Ya))
is TRUE
e
PROTOCOLWide_Mouth_Frog_1; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Kab, Kat, Kbt: SKey;
Ta, Ts: Field;
ASSUMPTIONS
believes(A, shared_key(Kat, A, 9S));
believes(S, shared_key(Kat, A, 9S));
believes(B, shared_key(Kbt, B, 9));
believes(S, shared_key(Kbt, B, 9));
believes(A, shared_key(Kab, A, B));
believes(S, fresh(Ta));
believes(B, fresh(Ts));
believes(S, controls(A, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
distinct(A, B);
distinct(A, S);
distinct(B, S);
MESSAGES
1. ? -> S: encrypt([Ta, shared_key(Kab, A, B)l,
2. ? -> B: encrypt([Ts, shared_key(Kab, A, B)l,
GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));
END;
Final theory representation (size 34): [omitted]

Kat,
Kbt,

A);
S);
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critical properties for this theory:
believes(B, believes(S, Ts))
believes(B, believes(S, shared_key(Kab, A, B))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(S, believes(A, Ta))
believes(S, believes(A, shared_key(Kab, A, B))
believes(S, said(A, Ta))
believes(S, shared_key(Kab, A, B))
desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab, A,
B))
is FALSE
desired  property: believes(A, believes(B, shared_key(Kab, A,
B))
is FALSE
I s e
PROTOCOLWWide_Mouth_Frog_2; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Kab, Kat, Kbt: SKey;
Ta, Ts: Field;
ASSUMPTIONS
believes(A, shared_key(Kat, A, S));
believes(S, shared_key(Kat, A, S));
believes(B, shared_key(Kbt, B, 9));
believes(S, shared_key(Kbt, B, 9));
believes(A, shared_key(Kab, A, B));
believes(S, fresh(Ta));
believes(B, fresh(Ts));
believes(B, controls(S, believes(A, shared_key(?K, A,
B)):;
believes(B, controls(A, shared_key(?K, A, B)));
distinct(A, B);
distinct(A, S);
distinct(B, S);

MESSAGES
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1. ? -> S: encrypt([Ta,

shared_key(Kab,

A, B),

2. ? -> B: encrypt([Ts, believes(A, shared_key(Kab,
Kbt, S);
GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));
END;
Final theory representation (size  34): [omitted]
critical properties for this theory:
believes(B, believes(A, shared_key(Kab, A, B))
believes(B, believes(S, Ts))
believes(B, believes(S, believes(A, shared_key(Kab,
B)))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(S, believes(A, Ta))
believes(S, believes(A, shared_key(Kab, A, B))
believes(S, said(A, Ta))
desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab,
B))
is TRUE
desired  property: believes(A, believes(B, shared_key(Kab,
B))
is FALSE
e
PROTOCOLYahalom_2; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ra, Rb: Field;
ASSUMPTIONS
believes(A, shared_key(Kas, A, 9S));

Kat,

A);

Ay

A, B)),

Ay

Ay
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believes(B, shared_key(Kbs, B, 9));

believes(A, fresh(Ra));

believes(B, fresh(Rb));

believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));

distinct(A, B);
distinct(A, S);
distinct(B, S);
MESSAGES
1. ? > S: encrypt([Ra, A], Kbs, B);
2. ? > A encrypt([Ra, shared_key(Kab, A, B)], Kas, S);
3. ? > A: encrypt([Rb, shared_key(Kab, A, B)], Kbs, S);
4. ? -> B: encrypt([Rb, shared_key(Kab, A, B)], Kbs, S);
5. ? -=> B: encrypt([Rb, shared_key(Kab, A, B)], Kab, A);
GOALS

believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;
Final theory representation (size  40): [omitted]
critical properties for this theory:

believes(A, believes(S, Ra))

believes(A, believes(S, shared_key(Kab, A, B))
believes(A, said(S, Ra))

believes(A, shared_key(Kab, A, B))

believes(B, believes(A, Rb))

believes(B, believes(A, shared_key(Kab, A, B))
believes(B, believes(S, Rb))

believes(B, believes(S, shared_key(Kab, A, B))
believes(B, said(A, Rb))

believes(B, said(S, Rb))

believes(B, shared_key(Kab, A, B))

desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, believes(A, shared_key(Kab, A,

B)))
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GOALS

believes(A,

shared_key(Kab,

is TRUE
desired  property: believes(A, believes(B, shared_key(Kab, A,
B))
is FALSE
e
PROTOCOLYahalom_3; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ra, Rb: Field;
ASSUMPTIONS
believes(A, shared_key(Kas, A, 9S));
believes(B, shared_key(Kbs, B, 9));
believes(S, shared_key(Kas, A, 9S));
believes(S, shared_key(Kbs, B, 9));
believes(S, shared_key(Kab, A, B));
believes(A, fresh(Ra));
believes(B, fresh(Rb));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(S, fresh(shared_key(Kab, A, B)));
believes(B, controls(S, fresh(shared_key(?K, A, B)));
believes(B, controls(A, believes(S, fresh(shared_key(?K,
B
believes(A, controls(S, said(B, ?N)));
believes(B, secret(Rb, A, B));
distinct(A, B);
distinct(A, S);
distinct(B, S);
MESSAGES
1. ? > S: encrypt([Ra, Rb], Kbs, B);
2. ? -> A: encrypt([shared_key(Kab, A, B),
fresh(shared_key(Kab, A, B)), Ra, Rb, said(B, Ra)],
Kas, S);
3. ? -> A: encrypt(shared_key(Kab, A, B), Kbs, S);
4. ? -> B: encrypt(shared_key(Kab, A, B), Kbs, S);
5. ? -> B: encrypt(combine([Rb, shared_key(Kab, A, B),
believes(S, fresh(shared_key(Kab, A, B)))I, Rb), Kab
A);

A, B));
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believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, Ra));
END;
Final theory representation (size  60): [omitted]
critical properties for this theory:
believes(A, believes(B, Ra))
believes(A, believes(S, Ra))
believes(A, believes(S, Rb))
believes(A, believes(S, fresh(shared_key(Kab, A, B)))
believes(A, believes(S, said(B, Ra)))
believes(A, believes(S, shared_key(Kab, A, B))
believes(A, said(B, Ra))
believes(A, said(S, Ra))
believes(A, said(S, Rb))
believes(A, shared_key(Kab, A, B))
believes(S, said(B, Ra))
believes(S, said(B, Rb))
desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is FALSE
desired  property: believes(B, believes(A, shared_key(Kab, A,
B))
is FALSE
desired  property: believes(A, believes(B, Ra))
is TRUE
I s e
PROTOCOLYahalom_4; /I Logic: BAN
VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ra, Rb: Field;
ASSUMPTIONS
believes(A, shared_key(Kas, A, S));
believes(B, shared_key(Kbs, B, 9));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, 9));
believes(S, shared_key(Kab, A, B));
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believes(A, fresh(Ra));
believes(B, fresh(Rb));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(S, fresh(shared_key(Kab, A, B)));
believes(B, controls(S, fresh(shared_key(?K, A, B))));
believes(B, controls(A, believes(S, fresh(shared_key(?K, A,
B
believes(A, controls(S, said(B, ?N)));
believes(B, secret(Rb, A, B));
distinct(A, B);
distinct(A, S);
distinct(B, S);
MESSAGES
1. ? -> S: encrypt([A, Ra], Kbs, B);
2. ? -> A: encrypt([shared_key(Kab, A, B), said(B, Ra), Ra],
Kas, S);
3. ? -> A: encrypt([shared_key(Kab, A, B), Rb], Kbs, S);
4. ? -> B: encrypt([shared_key(Kab, A, B), Rb], Kbs, S);
5. ? -=> B: encrypt([Rb, shared_key(Kab, A, B)], Kab, A);
GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, Ra));
END;
Final theory representation (size 62): [omitted]
critical properties for this theory:
believes(A, believes(B, Ra))
believes(A, believes(S, Ra))
believes(A, believes(S, said(B, Ra)))
believes(A, believes(S, shared_key(Kab, A, B))
believes(A, said(B, Ra))
believes(A, said(S, Ra))
believes(A, shared_key(Kab, A, B))
believes(B, believes(A, Rb))
believes(B, believes(A, shared_key(Kab, A, B))
believes(B, believes(S, Rb))
believes(B, believes(S, shared_key(Kab, A, B))
believes(B, said(A, Rb))
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believes(B, said(S, Rb))
believes(B, shared_key(Kab,
believes(S, said(B, A))
believes(S, said(B, Ra))
desired  property: believes(A,
is TRUE
desired  property: believes(B,
is TRUE
desired  property: believes(B,
B))
is TRUE
desired  property: believes(A,
is TRUE
B.2 AUTLOG

A, B))

shared_key(Kab,
shared_key(Kab,

believes(A,

believes(B, Ra))

shared_key(Kab, A,

AUTLOG, with sampleprotocolspecification@ndREVERE analyses:

LOGIC AUTLOG;

REWRITES

comma_commutative:
comma(?X, ?Y) = comma(?Y,
comma_associative_1:
comma(comma(?X, ?Y), ?2)
comma_associative_2:
comma(?X, comma(?yY, ?2))
shared_key commutative:

shared_key(?K,

2Q, ?R) =

secret_commutative:

secret(?Y,

S-RULES
seeing_list:
sees(?P,

?Q, ?R) = secret(?Y,

comma(?X, ?Y))

sees(?P, 7?X)

list_said:
believes(?P,

said(?Q,

believes(?P,

2X)

shared_key(?K,

comma(?X, ?Y)))

said(?Q, ?X))

comma(comma(?X, ?Y),

7R, ?Q)

comma(?X, comma(?yY, ?2))

22)
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list rec_said:
believes(?P, says(?Q, comma(?X, ?Y)))
believes(?P, says(?Q, ?X))
nonce_verification:
believes(?P, fresh(?X))
believes(?P, said(?Q, ?X))
believes(?P, says(?Q, ?X))
jurisdiction:
believes(?P, controls(?Q, ?X))
believes(?P, says(?Q, ?X))
believes(?P, ?X)
seeing_shared:
sees(?P, shared_key(?K, ?P, ?Q))
sees(?P, encrypt(?X, ?K, 7?B))
sees(?P, ?X)
auth_shared:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K, ?R))
believes(?P, recognizable(?X))
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K))
believes(?P, said(?Q, encrypt(?X, ?K, ?R)))
key_ shared:
sees(?P, encrypt(?X, ?K, ?R))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))
believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))
contents_shared:
believes(?P, says(?Q, encrypt(?X, ?K, ?R)))
believes(?P, shared_key(?K, ?P, ?Q))

believes(?P,

says(?Q, ?X))
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auth_mac:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, mac(?K, ?X))
sees(?P, ?X)

believes(?P, said(?Q,  ?X))
believes(?P, said(?Q, ?K))
believes(?P, said(?Q, mac(?K, ?X)))

key _mac:
sees(?P, mac(?K, ?X))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))

believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))

contents_mac:
believes(?P, says(?Q, mac(?K, ?X)))
believes(?P, shared_key(?K, ?P, ?Q))

believes(?P, says(?Q, ?X))

seeing_secret:
sees(?P, combine(?X, ?Y))

sees(?P, ?X)

auth_secret:
believes(?P, secret(?Y, ?Q, ?P))
sees(?P, combine(?X, ?Y))

believes(?P, said(?Q, ?X))
believes(?P, said(?Q,  ?Y))
believes(?P, said(?Q, combine(?X, ?Y)))

key_secret:
sees(?P, combine(?X, ?Y))
believes(?P, secret(?Y, ?P, ?Q))

believes(?P, says(?Q, ?X))

believes(?P, says(?Q, secret(?Y, ?P, ?Q)))

contents_secret:
believes(?P, says(?Q, combine(?X, ?Y)))
believes(?P, secret(?Y, ?P, ?Q))
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believes(?P, says(?Q, ?X))
seeing_public:
sees(?P, public_key(?K, ?P))
sees(?P, encrypt(?X, ?K, ?R))
sees(?P, 7?X)
seeing_sig:
sees(?P, public_key(?K1, ?Q))
sees(?P, encrypt(?X, ?K2, ?B))
inv(?K1, ?K2)
sees(?P, 7?X)
auth_sig:
sees(?P, encrypt(?X, ?K2, ?R))
believes(?P, public_key(?K1, ?Q))
believes(?P, recognizable(?X))
inv(?K1, ?K2)
believes(?P, said(?Q,  ?X))
believes(?P, said(?Q, ?K2))
believes(?P, said(?Q, encrypt(?X, ?K2, ?R)))
key_sig:
sees(?P, encrypt(?X, ?K2, ?R))
believes(?P, public_key(?K1, ?Q))
believes(?P, says(?Q, ?X))
inv(?K1, ?K2)
believes(?P, says(?Q, public_key(?K1, ?Q)))
contents_sig:
believes(?P, says(?Q, encrypt(?X, ?K2, ?R)))
believes(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)
believes(?P, says(?Q, ?X))
contents_hash:
believes(?P, said(?Q, hash(?X)))

sees(?P, ?X)
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believes(?P, said(?Q, ?X))
G-RULES
freshness_list:
believes(?P, fresh(?X))
believes(?P, fresh(comma(?X, ?Y)))

recognizing_list:

believes(?P, recognizable(?X))

believes(?P, recognizable(comma(?X,

freshness_shared 1:

believes(?P, fresh(?X))
sees(?P, shared_key(?K, ?P, ?Q))
believes(?P, fresh(encrypt(?X, ?K,

freshness_shared_2:

believes(?P, fresh(shared_key(?K,

sees(?P, shared_key(?K, ?P, ?Q))

believes(?P, fresh(encrypt(?X, ?K,
recognizing_shared:

believes(?P, recognizable(?X))

sees(?P, shared_key(?K, ?P, ?Q))

believes(?P, recognizable(encrypt(?X,

freshness_mac_1:

believes(?P, fresh(?X))
sees(?P, shared_key(?K, ?P, ?Q))
believes(?P, fresh(mac(?K, ?X)))

freshness_mac_2:

believes(?P, fresh(shared_key(?K,
sees(?P, shared_key(?K, ?P, ?Q))
believes(?P, fresh(mac(?K, ?X)))

recognizing_mac:

believes(?P, recognizable(?X))
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?Y)))

?R)))

7P, ?Q))

?R)))

2K, ?R)))

7P, ?Q))
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sees(?P, shared_key(?K, ?P, ?Q))

believes(?P, recognizable(mac(?K, ?X)))

freshness_secret 1.:
believes(?P, fresh(?X))

believes(?P, fresh(combine(?X, ?Y)))

freshness_secret 2:
believes(?P, fresh(secret(?Y, ?P, ?Q)))

believes(?P, fresh(combine(?X, ?Y)))

recognizing_secret:
believes(?P, recognizable(?X))

believes(?P, recognizable(combine(?X, ?Y)))

freshness_public_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K, ?Q))

believes(?P, fresh(encrypt(?X, ?K, ?R)))

freshness_public_2:
believes(?P, fresh(public_key(?K, ?Q)))
sees(?P, public_key(?K, ?Q))

believes(?P, fresh(encrypt(?X, ?K, ?R)))

recognizing_public:
believes(?P, recognizable(?X))
believes(?P, public_key(?K, ?P))

believes(?P, recognizable(encrypt(?X, ?K, ?R)))

freshness_sig_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, fresh(encrypt(?X, ?K2, ?R)))

freshness_sig_2:
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believes(?P, fresh(public_key(?K1, ?Q)))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, fresh(encrypt(?X, ?K2, ?R)))

recognizing_sig:
believes(?P, recognizable(?X))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, recognizable(encrypt(?X, ?K2, ?R)))

freshness_hash:
believes(?P, fresh(?X))

believes(?P, fresh(hash(?X)))

recognizing_hash:
believes(?P, recognizable(?X))

believes(?P, recognizable(hash(?X)))

END;

I . e
PROTOCOLChallenge_1; /I Logic: AUTLOG

VARIABLES
A, B: Principal;
Kab: SKey;
Rb: Field;

ASSUMPTIONS
believes(B, fresh(Rb));
believes(B, secret(Rb, A, B));

MESSAGES
1. ? -> A: encrypt(secret(Rb, A, B), Kab, B);
2. ? -> B: combine(Rb, Rb);

GOALS
believes(B, says(A, Rb));
believes(A, said(B, secret(Rb, A, B)));

END;
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Final theory representation (size  10):
believes(B, fresh(Rb))
believes(B, said(A, Rb))
believes(B, said(A, combine(Rb, Rb)))
believes(B, says(A, Rb))
believes(B, says(A, combine(Rb, Rb)))
believes(B, says(A, secret(Rb, A, B))
believes(B, secret(Rb, A, B))
sees(A, encrypt(secret(Rb, A, B), Kab, B))
sees(B, Rb)
sees(B, combine(Rb, Rb))
critical properties for this theory:
believes(B, said(A, Rb))
believes(B, says(A, Rb))
believes(B, says(A, combine(Rb, Rb)))
believes(B, says(A, secret(Rb, A, B))
desired  property: believes(B, says(A, Rb))
is TRUE
desired  property: believes(A, said(B, secret(Rb,
is FALSE
1
PROTOCOILChallenge_2; /I Logic: AUTLOG
VARIABLES
A, B: Principal;
Kab: SKey;
Rb: Field;
ASSUMPTIONS
believes(B, fresh(Rb));
believes(B, recognizable(Rb));
believes(B, shared_key(Kab, A, B));
sees(B, shared_key(Kab, A, B));
MESSAGES
1. ? > A: RbDb;
2. ? -> B: encrypt(Rb, Kab, A);

GOALS
believes(B,

END;

says(A, Rb));

A, B))
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Final theory representation (size  13):
believes(B, fresh(Rb))
believes(B, recognizable(Rb))
believes(B, said(A, Kab))
believes(B, said(A, Rb))
believes(B, said(A, encrypt(Rb, Kab, A)))
believes(B, says(A, Rb))
believes(B, says(A, encrypt(Rb, Kab, A)))
believes(B, says(A, shared_key(Kab, A, B)))
believes(B, shared_key(Kab, A, B))
sees(A, Rb)
sees(B, Rb)
sees(B, encrypt(Rb, Kab, A))
sees(B, shared_key(Kab, A, B))
critical properties for this theory:
believes(B, said(A, Kab))
believes(B, said(A, Rb))
believes(B, says(A, Rb))
believes(B, says(A, encrypt(Rb, Kab, A)))
believes(B, says(A, shared_key(Kab, A, B)))

desired  property: believes(B, says(A, Rb))
is TRUE

I s e
PROTOCOLKerberos_Autlog; /I Logic: AUTLOG

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;

Ta, Ts: Field;

ASSUMPTIONS
believes(A, shared_key(Kas, S, A);
believes(B, shared_key(Kbs, S, B));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, 9));
believes(S, shared_key(Kab, A, B));

believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(A, fresh(Ts));

believes(B, fresh(Ts));

believes(A, fresh(Ta));

believes(B, fresh(Ta));

believes(A, recognizable(shared_key(Kab, A, B)));
believes(B, recognizable(shared_key(Kab, A, B)));
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sees(A, shared_key(Kas, S, A);
sees(B, shared_key(Kbs, S, B));
sees(S, shared_key(Kas, A, S));
sees(S, shared_key(Kbs, B, 9));
sees(S, shared_key(Kab, A, B));

MESSAGES
1. ? -> A: encrypt([Ts, shared_key(Kab, A, B), encrypt([Ts,
shared_key(Kab, A, B)], Kbs, S)], Kas, S);
2. ? -> B: [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),
encrypt([Ta, shared_key(Kab, A, B)], Kab, A);
3. ? > A encrypt([Ta, shared_key(Kab, A, B)], Kab, B);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, says(A, shared_key(Kab, A, B)));
believes(A, says(B, shared_key(Kab, A, B)));

END;
Final theory representation (size 79): [omitted]
critical properties for this theory:

believes(A, said(B, Kab))

believes(A, said(B, Ta))

believes(A, said(S, Kas))

believes(A, said(S, Ts))

believes(A, says(B, Ta))

believes(A, says(B, encrypt([Ta, shared_key(Kab, A, B)],
Kab, B)))

believes(A, says(B, shared_key(Kab, A, B))

believes(A, says(S, Ts))

believes(A, says(S, encrypt([Ts, encrypt([Ts,
shared_key(Kab, A, B)], Kbs, S), shared_key(Kab, A,
B). Kas, 9))

believes(A, says(S, encrypt([Ts, shared_key(Kab, A, B)],
Kbs, S)))

believes(A, says(S, shared_key(Kab, A, B))

believes(A, says(S, shared_key(Kas, A, 9))

believes(A, shared_key(Kab, A, B))

believes(A, shared_key(Kas, A, 9))

believes(B, said(A, Kab))

believes(B, said(A, Ta))

believes(B, said(S, Kbs))
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believes(B, said(S, Ts))
believes(B, says(A, Ta))
believes(B, says(A, encrypt([Ta, shared_key(Kab, A, B)],
Kab, A)))
believes(B, says(A, shared_key(Kab, A, B)))
believes(B, says(S, Ts))
believes(B, says(S, encrypt([Ts, shared_key(Kab, A, B)],
Kbs, S)))
believes(B, says(S, shared_key(Kab, A, B)))
believes(B, says(S, shared_key(Kbs, B, 9))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))
desired  property: believes(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, shared_key(Kab, A, B))
is TRUE
desired  property: believes(B, says(A, shared_key(Kab, A, B))
is TRUE
desired  property: believes(A, says(B, shared_key(Kab, A, B))
is TRUE

B.3 Accountability

Kailar's accountabilitylogic, with
analyses:

LOGIC Accountability;

REWRITES
comma_commutative:
comma(?X, ?Y) =
comma_associative_1:
comma(comma(?X, ?Y),
comma_associative_2:
comma(?X, comma(?yY, ?2))

comma(?Y,

22)

S-RULES
inf:
implies(?X,
can_prove(?P,

can_prove(?P,

2Y)
2X)

2Y)

sampleprotocol specificationsand REVERE

?X)
= comma(?X, comma(?Y, ?72))

= comma(comma(?X, ?Y), ?2)
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con;j:
can_prove(?P,

comma(?X, ?Y))

can_prove(?P,

sign:
receives(?P,
can_prove(?P,
inv(?K, ?K)

2X)

signed_with(?M, ?K"))

authenticates(?K, ?Q))

can_prove(?P,

extract_comma_1:
can_prove(?P,

says(?Q, ?M))

says(?Q, comma(?X, ?Y)))

can_prove(?P,

extract_comma_2:
receives(?P,

says(?Q, ?X))

comma(?X, ?Y))

receives(?P,

extract_signed:
receives(?P,

2X)

signed_with(?X, ?K))

receives(?P,

trust:
can_prove(?P,
can_prove(?P,

2X)

says(?Q, ?X))
is_trusted_on(?Q, ?X))

can_prove(?P,

END;
1

2X)

PROTOCOLNetbill_1;

VARIABLES

/I Logic:  Accountability

E, P, S: Principal;

Kb, Ke, Ke', Ks, Ks: PKey;
Service, ServiceAck: Field;
ASSUMPTIONS

can_prove(s,
can_prove(E,

authenticates(Ke, E));
authenticates(Ks, S));

161
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can_prove(s, authenticates(Kb, B));

can_prove(E, authenticates(Kb, B));

implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), Rendersltem(S));

implies(says(E, ServiceAck), Receivesltem(E));

knows_key(S, Ks");
knows_key(E, Ke’);
knows_key(B, Kb);

inv(Ks, Ks');

inv(Ke, Ke";

inv(Kb,  Kb";

MESSAGES

1. ? -> E: signed_with(Price(P), Ks");

2. ? -> S: signed_with([signed_with(Price(P), Ks"),
Price(P)], Ke");

3. ? -> E: signed_with(Service, Ks");

4. ? -> S: signed_with(ServiceAck, Ke’);

5. 2 > S
[signed_with(encrypt([sighed_with (
[signed_with(Price(P), Ks), Price(P)], Ke"),
signed_with(ServiceAck, Ke", Ks), Kb,
signed_with(encrypt([signed_with( [signed_wit  h(Price(P) ,
Ks), Price(P)], Ke’), signed_with(ServiceAck, Ke",
Ke), Kb)J;

6. ? > E:
signed_with(encrypt([signed_with( [signed_wit  h(Price(P) ,
Ks), Price(P)], Ke’), signed_with(ServiceAck, Ke",
Ke), KbY);

GOALS

can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));

can_prove(E, Rendersltem(S));

can_prove(S, Receivesltem(E));

can_prove(E, says(B, [signed_with([signed_with(Price(P),
Ks), Price(P)], Ke"), signed_with(ServiceAck,
Ke’)));

can_prove(s, says(B, [signed_with([signed_with(Price(P),
Ks), Price(P)], Ke’), signed_with(ServiceAck,
Ke')));

END;
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Final

theory representation (size  44):

can_prove(E,

AgreesTo(S, Price(P)))

can_prove(E, Rendersltem(S))

can_prove(E, authenticates(Kb, B))

can_prove(E, authenticates(Ks, S))

can_prove(E, says(B, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ke))

can_prove(E,
can_prove(E,
can_prove(s,
can_prove(sS,

says(S, Price(P)))
says(S, Service))
AgreesTo(E, Price(P)))
Receivesltem(E))

can_prove(s, authenticates(Kb, B))

can_prove(s, authenticates(Ke, E))

can_prove(sS, says(B, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ke))

can_prove(sS, says(B, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ks)))

can_prove(s,
can_prove(s,
can_prove(s,

Ks))

says(E, Price(P)))
says(E, ServiceAck))
says(E, [Price(P), signed_with(Price(P),

can_prove(s, says(E, signed_with(Price(P), Ks’)))

implies(says(E, Price(?CANO)), AgreesTo(E, Price(?CANO)))

implies(says(E, ServiceAck), Receivesltem(E))

implies(says(S, Price(?CANO)), AgreesTo(S, Price(?CANO)))

implies(says(S, Service), Rendersltem(S))

inv(Kb, Kb’

inv(Ke, Ke’)

inv(Ks, Ks’)

knows_key(B, Kb’)

knows_key(E, Ke’)

knows_key(S, Ks)

receives(E, Price(P))

receives(E, Service)

receives(E, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ke))

receives(E, signed_with(Price(P), Ks'))

receives(E, signed_with(Service, Ks"))

receives(E, signed_with(encrypt([signed_with(Servic eAck,
Ke"), signed_with([Price(P), signed_with(Price(P),
Ks"], Ke"], Ke), Kb")
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receives(S, Price(P))

receives(S, ServiceAck)

receives(S, [Price(P), signed_with(Price(P), Ks))

receives(S, [signed_with(encrypt([signed_with(Ser viceAck,
Ke’), signed_with([Price(P), signed_with(Price(P),
Ks)l, Ke], Ke), Kb,
signed_with(encrypt([signed_with( ServiceAck, Ke’),
signed_with([Price(P), signed_with(Price(P), Ks)l,
Ke")], Ks), Kb’

receives(S, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ke))

receives(S, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ks))

receives(S, signed_with(Price(P), Ks'))

receives(S, signed_with(ServiceAck, Ke")

receives(S, signed_with([Price(P), signed_with(Price(P),
Ks)l,  KeY)

receives(S, signed_with(encrypt([signed_with(Serv iceAck,
Ke"), signed_with([Price(P), signed_with(Price(P),
Ks"], Ke"], Ke), Kb")

receives(S, signed_with(encrypt([signed_with(Serv iceAck,
Ke"), signed_with([Price(P), signed_with(Price(P),
Ks"], Ke"l, Ks), Kb")

critical properties for this theory:

can_prove(E,
can_prove(E,

AgreesTo(S,  Price(P)))
Rendersltem(S))

can_prove(E, says(B, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ke))

can_prove(E,
can_prove(E,
can_prove(S,
can_prove(s,

says(S, Price(P)))
says(S, Service))
AgreesTo(E, Price(P)))
Receivesltem(E))

can_prove(s, says(B, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ke))

can_prove(S, says(B, encrypt([signed_with(ServiceAck, Ke"),
signed_with([Price(P), signed_with(Price(P), Ks')],
Ke)],  Ks)))

can_prove(S,
can_prove(s,
can_prove(S,

says(E, Price(P)))
says(E, ServiceAck))
says(E, signed_with(Price(P), Ks’)))
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desired  property: can_prove(E, AgreesTo(S, Price(P)))
is TRUE
desired  property: can_prove(s, AgreesTo(E, Price(P)))
is TRUE
desired  property: can_prove(E, Rendersltem(S))
is TRUE
desired  property: can_prove(s, Receivesltem(E))
is TRUE
desired  property: can_prove(E, says(B,
[signed_with([signed_with(Price(P), Ks), Price(P)],
Ke’), signed_with(ServiceAck, KeM))
is FALSE
desired  property: can_prove(s, says(B,
[signed_with([signed_with(Price(P), Ks), Price(P)],
Ke’), signed_with(ServiceAck, KeM))
is FALSE
e
PROTOCOILNetbill_1a; /I Logic:  Accountability
VARIABLES
B, E, P, S: Principal;
Kb, Kb, Ke, Ke’, Ks, Ks: PKey;
Service, ServiceAck: Field;
ASSUMPTIONS
can_prove(s, authenticates(Ke, E));
can_prove(E, authenticates(Ks, S));
can_prove(s, authenticates(Kb, B));
can_prove(E, authenticates(Kb, B));
implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), Rendersltem(S));
implies(says(E, ServiceAck), Receivesltem(E));
knows_key(S, Ks");
knows_key(E, Ke’);
knows_key(B, Kb);
inv(Ks, Ks');
inv(Ke, Ke";
inv(Kb,  Kb";
MESSAGES
1. ? -> E: signed_with(Price(P), Ks");
2. ? -> S: signed_with([signed_with(Price(P), Ks"),
Price(P)], Ke");
3. ? -> E: signed_with(Service, Ks");
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4. ? -> S: signed_with(ServiceAck, Ke’);

5. ? > B:
encrypt(signed_with([signed_with( [signed_wit  h(Price(P) ,
Ks), Price(P)], Ke’), signed_with(ServiceAck, Ke",
Ks), Kb);

6. ? > S
[encrypt(signed_with([signed_with (
[signed_with(Price(P), Ks), Price(P)], Ke"),
signed_with(ServiceAck, Ke", Kb), Ks),
encrypt(signed_with([signed_with( [signed_wit  h(Price(P) ,
Ks), Price(P)], Ke"), signed_with(ServiceAck, Ke",
Kb),  Ke)];

7. ? > E:
encrypt(signed_with([signed_with( [signed_wit  h(Price(P) ,
Ks), Price(P)], Ke"), signed_with(ServiceAck, Ke",
Kb), Ke);

GOALS

can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));

can_prove(E, Rendersltem(S));
can_prove(S, Receivesltem(E));
can_prove(E, says(B, [signed_with([signed_with(Price(P),
Ks), Price(P)], Ke"), signed_with(ServiceAck,
Ke’)]));
can_prove(s, says(B, [signed_with([signed_with(Price(P),
Ks), Price(P)], Ke’), signed_with(ServiceAck,
Ke')));
END;
Final theory representation (size 39): [omitted]
critical properties for this theory:
can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, Rendersltem(S))

can_prove(E, says(S, Price(P)))

can_prove(E, says(S, Service))

can_prove(s, AgreesTo(E, Price(P)))

can_prove(s, Receivesltem(E))

can_prove(s, says(E, Price(P)))

can_prove(s, says(E, ServiceAck))

can_prove(s, says(E, signed_with(Price(P), Ks’)))

desired  property: can_prove(E, AgreesTo(S, Price(P)))
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is TRUE
desired  property: can_prove(s, AgreesTo(E, Price(P)))
is TRUE
desired  property: can_prove(E, Rendersltem(S))
is TRUE
desired  property: can_prove(s, Receivesltem(E))
is TRUE
desired  property: can_prove(E, says(B,
[signed_with([signed_with(Price(P), Ks), Price(P)],
Ke’), signed_with(ServiceAck, KeM))
is FALSE
desired  property: can_prove(s, says(B,
[signed_with([signed_with(Price(P), Ks), Price(P)],
Ke’), signed_with(ServiceAck, KeM))
is FALSE
e
PROTOCOLNetbill_2; /I Logic:  Accountability
VARIABLES
B, E, P, S: Principal;
Keb, Kes: SKey;
Kb, Kb’, Ks, Ks: PKey;
Service, ServiceAck: Field;
ASSUMPTIONS
can_prove(s, authenticates(Ke, E));
can_prove(E, authenticates(Ks, S));
can_prove(s, authenticates(Kb, B));
can_prove(E, authenticates(Kb, B));
implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), Rendersltem(S));
implies(says(E, ServiceAck), Receivesltem(E));
knows_key(S, Ks");
knows_key(E, Ke);
knows_key(B, Kb);
knows_key(S, Kes);
knows_key(E, Kes);
knows_key(B, Keb);
knows_key(E, Keb);
inv(Keb,  Keb);
inv(Kes, Kes);
inv(Ks, Ks');
inv(Ke, Ke";
inv(Kb,  Kb";
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MESSAGES

1. ? -> E: signed_with(Price(P), Ks");

2. ? > S: [encrypt([signed_with(Price(P), Ks’), Price(P)],
Keb), encrypt(Price(P), Kes)];

3. ? -> E: signed_with(Service, Ks");

4. ? -> S: [encrypt(ServiceAck, Kes), encrypt(ServiceAck,
Keb)];

5. ? > B:
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Kb),
Ks’);

6. ? > S
[signed_with(encrypt([encrypt([si gned_with(P rice(P),
Ks), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Keb),
Kb),
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Ks),
Kb,

7. ? > E:
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Keb),
Kb’);

GOALS

can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));

can_prove(E, Rendersltem(S));
can_prove(s, Receivesltem(E));
can_prove(E, says(B, [encrypt([signed_with(Price(P), Ks’),
Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks));
can_prove(s, says(B, [encrypt([signed_with(Price(P), Ks’),
Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks)));
END;
Final theory representation (size  46): [omitted]

critical properties for this theory:
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can_prove(E, AgreesTo(S, Price(P)))

can_prove(E, Rendersltem(S))

can_prove(E, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks')], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Keb)))

can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(s, says(B, encrypt([encrypt([Price(P),

signed_with(Price(P), Ks')], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Keb)))
can_prove(S, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks')], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')], Ks)))
desired  property: can_prove(E, AgreesTo(S, Price(P)))
is TRUE
desired  property: can_prove(S, AgreesTo(E, Price(P)))
is FALSE
desired  property: can_prove(E, Rendersltem(S))
is TRUE
desired  property: can_prove(S, Receivesltem(E))
is FALSE
desired  property: can_prove(E, says(B,
[encrypt([sighed_with(Price(P), Ks), Price(P)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks))
is FALSE
desired  property: can_prove(s, says(B,
[encrypt([sighed_with(Price(P), Ks), Price(P)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks)))
is FALSE
e
PROTOCOILNEethill_2a; /I Logic:  Accountability
VARIABLES
B, E, P, S: Principal;
Keb: SKey;
Kb, Kb, Ke', Ks, Ks: PKey;
Service, ServiceAck: Field;

ASSUMPTIONS
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can_prove(s,
can_prove(E,
can_prove(s,
can_prove(E,
implies(says(S,
implies(says(E,
implies(says(S,
implies(says(E,
knows_key(S,
knows_key(E,
knows_key(B,
knows_key(S,
knows_key(E,
knows_key(B,
knows_key(E,
inv(Keb,  Keb);
inv(Kes, Kes);

inv(Ks,

Ks’);

inv(Ke, Ke";
inv(Kb,  Kb";

MESSAGES
-> E: signed_with(Price(P), Ks");

-> S: [encrypt([signed_with(Price(P), Ks’), Price(P)],
Keb), signed_with(Price(P), Ke";

-> E: signed_with(Service, Ks");

-> S: [signed_with(ServiceAck, Ke’),

1.
2.

3.
4,

?
?

?
?

encrypt(ServiceAck,

-> B:

APPENDIXB. LOGICSAND PROTOCOL ANALYSES

authenticates(Ke, E));

authenticates(Ks, S));

authenticates(Kb, B));

authenticates(Kb, B));
Price(?Amt)), AgreesTo(S, Price(?Amt)));
Price(?Amt)), AgreesTo(E, Price(?Amt)));
Service), Rendersltem(S));
ServiceAck), Receivesltem(E));

Ks’);
Ke");
Kb’);

Kes);
Kes);
Keb);
Keb);

Keb)];

signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),

Ks), Price(P)],

Keb), signed_with(Price(P), Ks’),

signed_with(encrypt(ServiceAck, Keb), Ks')], Kb),

Ks’);
-> S

[signed_with(encrypt([encrypt([si gned_with(P rice(P),

Ks), Price(P)],

Keb), signed_with(Price(P), Ks’),

signed_with(encrypt(ServiceAck, Keb), Ks')], Keb),

Kb’),

signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),

Ks), Price(P)],

Keb), signed_with(Price(P), Ks’),

signed_with(encrypt(ServiceAck, Keb), Ks')], Ks),

Kb")J;
> E:

signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),

Ks), Price(P)],

Keb), signed_with(Price(P), Ks’),
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signed_with(encrypt(ServiceAck,

Kb’);

GOALS
can_prove(E,
can_prove(sS,
can_prove(E,
can_prove(S,
can_prove(E,

Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks));
can_prove(sS, says(B, [encrypt([signed_with(Price(P),
Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks));
END;
Final theory representation (size 52): [omitted]
critical properties for this theory:
can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, Rendersltem(S))
can_prove(E, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks')], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')],
can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(sS, AgreesTo(E, Price(P)))
can_prove(s, Receivesltem(E))
can_prove(s, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks')], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')],
can_prove(sS, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks')], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks')],
can_prove(s, says(E, Price(P)))
can_prove(S, says(E, ServiceAck))
desired property: can_prove(E, AgreesTo(S, Price(P)))
is TRUE
desired  property: can_prove(s, AgreesTo(E, Price(P)))

is TRUE

Keb), Ks')],

AgreesTo(S, Price(P)));
AgreesTo(E, Price(P)));
Rendersltem(S));

Receivesltem(E));

says(B, [encrypt([signed_with(Price(P),

Keb),

Keb)))

Keb)))

Ks)))
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desired  property:
is TRUE
desired  property:
is TRUE
desired  property: can_prove(E,
[encrypt([sighed_with(Price(P),
signed_with(Price(P),
signed_with(encrypt(ServiceAck,
is FALSE
desired  property: can_prove(s,
[encrypt([sighed_with(Price(P),
signed_with(Price(P),
signed_with(encrypt(ServiceAck,
is FALSE

can_prove(E,

can_prove(S,

1
PROTOCOLSPX;

/I Logic:
VARIABLES
C, S: Principal;
Kede’, Kdel,
Ke, Kc', Ks:

Ktal’, Kta2’:

PKey;

ASSUMPTIONS
can_prove(C,
can_prove(sS,
can_prove(C,
can_prove(s,
can_prove(C,
can_prove(sS,
can_prove(C,
can_prove(s,
can_prove(s,
knows_key(S,
knows_key(C,
knows_key(CDC,
inv(Ks, Ks');
inv(Ke, Kc’);
inv(Kdel, Kdel’);
inv(Kcdc, Kcedc');
inv(Ktal, Ktal’);
inv(Kta2, Kta2’);

authenticates(Kcdc,
authenticates(Kcdc,
authenticates(Ktal,
authenticates(Kta2,
is_trusted_on(CDC,
is_trusted_on(CDC,
is_trusted_on(TA1,
is_trusted_on(TA2,
is_trusted_on(C,
Ks’);

Kc');

Kcdc');

MESSAGES

1. ? -> C: signed_with(signed_with(authenticates(

Ktal’), Kcdc');

APPENDIXB. LOGICSAND PROTOCOL ANALYSES

Rendersltem(S))
Receivesltem(E))

says(B,

Ks), Price(P)], Keb),

Ks’),

Keb), Ks)])

says(B,

Ks), Price(P)], Keb),

Ks’),

Keb), Ks)])

Accountability

SKey;

CDC));
CDQ));
TAL));
TA2));

?X));

?X));

?X));

?X));

authenticates(?K,

O));

Ks, S),
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2. ? -> S: signed_with(authenticates(Kdel, C), Kc);
3. ? -> S: signed_with(signed_with(authenticates(Kc , C),
Kta2"), Kcedc');

GOALS
can_prove(C, authenticates(Ks, S));
can_prove(S, authenticates(Kc, C));
can_prove(s, authenticates(Kdel, C));
END;
Final theory representation (size  36): [omitted]
critical properties for this theory:
can_prove(C, authenticates(Ks, S))
can_prove(C, is_trusted_on(CDC, ?CANO0))
can_prove(C, is_trusted_on(TA1, ?CANO0))
can_prove(C, says(CDC, signed_with(authenticates(Ks, S),
Ktal’)))
can_prove(C, says(TAl1, authenticates(Ks, S)))
can_prove(C, signed_with(authenticates(Ks, S), Ktal))
can_prove(s, authenticates(Kc, Q)
can_prove(sS, authenticates(Kdel, Q)
can_prove(s, is_trusted_on(C, authenticates(?CANO, C)
can_prove(s, is_trusted_on(CDC, ?CANO0))
can_prove(s, is_trusted_on(TA2, ?CANO0))
can_prove(s, says(C, authenticates(Kdel, C)
can_prove(s, says(CDC, signed_with(authenticates(Kc, Q),
Kta2"))
can_prove(s, says(TA2, authenticates(Kc, C)
can_prove(s, signed_with(authenticates(Kc, C), Kta2))
desired  property: can_prove(C, authenticates(Ks, S))
is TRUE
desired  property: can_prove(s, authenticates(Kc, Q)
is TRUE
desired  property: can_prove(s, authenticates(Kdel, Q)
is TRUE
B.4 RV

RV rulesandrewrites,with sampleprotocolspecification@ndREVERE analyses:

LOGIC RYV;
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REWRITES

APPENDIXB. LOGICSAND PROTOCOL ANALYSES

comma_comm utative:

comma(?X,

?Y) = comma(?yY, ?X)

comma_associative_1:
comma(comma(?X, ?Y), ?Z) = comma(?X, comma(?Y, ?72))
comma_associative_2:

comma(?X,

comma(?Y, ?Z)) = comma(comma(?X, ?Y), ?72)

seq_associative_1:

seq(seq(?X,

?Y), ?2) seq(?X, seq(?Y, ?2))

seq_associative_2:

seq(?X, seq(?Y, ?2))

seq(seq(?X, ?Y), ?2)

shared_key commutative:
shared_key(?K, ?Q, ?R) = shared_key(?K, ?R, ?Q)
secret_commutative:

secret(?Y, ?Q, ?R) = secret(?Y, ?R, ?Q)
S-RULES
seeing_list:
sees(?P, comma(?X, ?Y))
sees(?P, ?X)
seeing_seq:
sees(?P, seq(?X, ?Y))
sees(?P, 7?X)
sees(?P, ?Y)

seeing_tagged:

sees(?P, tagged(?T, ?Y))
sees(?P, ?Y)
list_said:
believes(?P, said(?Q, comma(?X, ?Y)))

believes(?P, said(?Q, ?X))

list_says:

believes(?P, says(?Q, comma(?X, ?Y)))

believes(?P, says(?Q, ?X))

nonce_verification:
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believes(?P, fresh(?X))

believes(?P, said(?Q,  ?X))

believes(?P, says(?Q, ?X))
jurisdiction:

believes(?P, controls(?Q, ?X))

believes(?P, says(?Q, ?X))

believes(?P, ?X)

seeing_shared:
sees(?P,
sees(?P,

shared_key(?K,
encrypt(?X, ?K))

?Q, ?R))

sees(?P, 7?X)

auth_shared:
believes(?P,
sees(?P,

shared_key(?K,  ?2Q, ?P))

encrypt(?X, ?K))

believes(?P,
believes(?P,
believes(?P,

key_ shared:
sees(?P,

said(?Q,  ?X))
said(?Q, ?K))
said(?Q,  encrypt(?X, ?K)))

encrypt(?X, ?K))

believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))
believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))
contents_shared:
believes(?P, says(?Q, encrypt(?X, ?K)))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))
auth_mac:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, mac(?K, 7?X))

sees(?P, ?X)

believes(?P,
believes(?P,

said(?Q,  ?X))
said(?Q, ?K))
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believes(?P, said(?Q, mac(?K, ?X)))

key mac:
sees(?P, mac(?K, ?X))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))

believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))

contents_mac:
believes(?P, says(?Q, mac(?K, ?X)))
believes(?P, shared_key(?K, ?P, ?Q))

believes(?P, says(?Q, ?X))

seeing_secret:
sees(?P, combine(?X, ?Y))

sees(?P, 7?X)

auth_secret:
believes(?P, secret(?Y, ?Q, ?P))
sees(?P, combine(?X, ?Y))

believes(?P, said(?Q,  ?X))
believes(?P, said(?Q,  ?Y))
believes(?P, said(?Q, combine(?X, ?Y)))

key_secret:
sees(?P, combine(?X, ?Y))
believes(?P, secret(?Y, ?P, ?Q))

believes(?P, says(?Q, ?X))

believes(?P, says(?Q, secret(?Y, ?P, ?Q)))

contents_secret:
believes(?P, says(?Q, combine(?X, ?Y)))
believes(?P, secret(?Y, ?P, ?Q))

believes(?P, says(?Q, ?X))

seeing_public:
sees(?P, public_key(?K, ?P))
sees(?P, encrypt(?X, ?K))
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sees(?P, 7?X)

seeing_sig:
sees(?P, public_key(?K1, ?Q))
sees(?P, encrypt(?X, ?K2))
inv(?K1, ?K2)

sees(?P, ?X)

auth_sig:
sees(?P, encrypt(?X, ?K2))
believes(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, said(?Q,  ?X))
believes(?P, said(?Q, ?K2))
believes(?P, said(?Q, encrypt(?X, ?K2)))

key_sig:
sees(?P, encrypt(?X, ?K2))
believes(?P, public_key(?K1, ?Q))
believes(?P, says(?Q, ?X))
inv(?K1, ?K2)

believes(?P, says(?Q, public_key(?K1, ?Q)))

contents_sig:
believes(?P, says(?Q, encrypt(?X, ?K2)))
believes(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, says(?Q, ?X))

contents_hash:
believes(?P, said(?Q, hash(?X)))
sees(?P, 7?X)

believes(?P, said(?Q, ?X))

maysee_shared_key:
sees(?P, shared_key(?Q, ?R))

believes(?P, maysee(?Q, 7?K))

maysee_secret:
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sees(?P, secret(?Y, ?Q, ?R))

believes(?P, maysee(?Q, ?Y))

maysee_privkey:
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, maysee(?Q, ?K2))

maysee_seeing_is_believing:
sees(?P, maysee(?Q, 7?X))

believes(?P, maysee(?Q, ?X))

maysee_sees_maysee:
sees(?P, sees(?Q, 7?X))

believes(?P, maysee(?Q, ?X))

maysee_comma:
believes(?P, maysee(?Q, comma(?X, ?Y)))

believes(?P, maysee(?Q, ?X))

maysee_pubkey:
sees(?P, public_key(?K, ?Q))

believes(?P, maysee(?l,  ?K))

G-RULES
freshness_list:
believes(?P, fresh(?X))

believes(?P, fresh(comma(?X, ?Y)))

freshness_seq_1:
believes(?P, fresh(?X))

believes(?P, fresh(seq(?X, ?Y)))

freshness_seq_2:
believes(?P, fresh(?X))

believes(?P, fresh(seq(?Y, ?X)))
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freshness_tagged:

believes(?P, fresh(?X))

believes(?P, fresh(tagged(?T,
freshness_shared 1:

believes(?P, fresh(?X))

?X)))

sees(?P, shared_key(?K, ?P, ?Q))

believes(?P,

fresh(encrypt(?X,

freshness_shared_2:

believes(?P,

fresh(shared_key(?K,

?K)))

7P, ?Q)))

sees(?P, shared_key(?K, ?P, ?Q))

believes(?P,

fresh(encrypt(?X,

freshness_mac_1:

believes(?P,

fresh(?X))

?K)))

sees(?P, shared_key(?K, ?P, ?Q))

believes(?P,

fresh(mac(?K, ?X)))

freshness_mac_2:

believes(?P,

fresh(shared_key(?K,

7P, ?Q)))

sees(?P, shared_key(?K, ?P, ?Q))

believes(?P,

fresh(mac(?K, ?X)))

freshness_secret 1.

believes(?P,

fresh(?X))

believes(?P,

fresh(combine(?X,

freshness_secret 2:

believes(?P,

fresh(secret(?Y,

believes(?P,

fresh(combine(?X,

freshness_public_1:

believes(?P,
sees(?P,

fresh(?X))
public_key(?K, ?Q))

believes(?P,

fresh(encrypt(?X,

?Y)))

7P, ?Q)))
?Y)))

?K)))
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freshness_public_2:
believes(?P, fresh(public_key(?K, ?Q)))
sees(?P, public_key(?K, ?Q))

believes(?P, fresh(encrypt(?X, ?K)))

freshness_sig_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, fresh(encrypt(?X, ?K2)))

freshness_sig_2:
believes(?P, fresh(public_key(?K1, ?Q)))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

believes(?P, fresh(encrypt(?X, ?K2)))

freshness_hash:
believes(?P, fresh(?X))

believes(?P, fresh(hash(?X)))

introspection_seeing:
sees(?P, 7?X)

believes(?P, sees(?P, ?X))

maysee_encrypt_shared:
believes(?P, maysee(?Q, ?X))
believes(?P, maysee(?R, ?X))
believes(?P, shared_key(?K, ?Q, ?R))

believes(?P, maysee(?l,  encrypt(?X, ?K)))

maysee_encrypt_public:
believes(?P, maysee(?Q, ?X))
believes(?P, public_key(?K, ?Q))

believes(?P, maysee(?l,  encrypt(?X, ?K)))

maysee_encrypt:
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believes(?P, maysee(?Q, ?X))
believes(?P, maysee(?Q, encrypt(?X,
maysee_concat:
believes(?P, maysee(?Q, ?X))
believes(?P, maysee(?Q, ?Y))
believes(?P, maysee(?Q, seq(?X,
has_sees:
sees(?P, ?X)
has(?P, ?X)
has_seq:
has(?P, ?X)
has(?P, ?Y)
has(?P, seq(?X, ?Y))
has_tagged:
has(?P, ?X)
has(?P, tagged(?Y, 7?X))
has_encrypt:
has(?P, ?X)
has(?P, ?K)
has(?P, encrypt(?X, ?K))
has_pubkey:
believes(?P, public_key(?K, ?Q))
has(?P, ?K)
has_privkey:
believes(?P, public_key(?K1, ?P))
inv(?K1, ?K2)
has(?P, 7?K2)
legit_seq:

believes(?Q,

legit(?X))

?Y)))
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believes(?Q, legit(?Y))

believes(?Q, legit(seq(?X,

legit_encrypt:
believes(?Q, legit(?X))

believes(?Q, public_key(?K,

. LOGICSAND PROTOCOL ANALYSES

?Y)))

believes(?Q, legit(encrypt(?X,

END;
1

PROTOCOLNeedham_Schroeder Pub_1;

VARIABLES
A, B, S: Principal;
Ka, Kb, Ks, Ks: PKey;

Na, Nb, msg6_tag, msg7_tag:

ASSUMPTIONS
believes(A, public_key(Ka,
believes(A, public_key(Ks,
believes(B, public_key(Kb,
believes(B, public_key(Ks,
believes(S, public_key(Ka,
believes(S, public_key(Kb,
believes(S, public_key(Ks,

sees(A, public_key(Ka,
sees(A, public_key(Ks,
sees(B, public_key(Kb,
sees(B, public_key(Ks,
sees(S, public_key(Ka,
sees(S, public_key(Kb,
sees(S, public_key(Ks,

believes(A, controls(S,
believes(B, controls(S,

believes(A, fresh(Na));
believes(B, fresh(Nb));

believes(A, secret(Na,
believes(B, secret(Nb,

A));
S));
B));
S));
A));
B));
S);

public_key(?K,
public_key(?K,

Field;

A));
S));
B));
S));
A));
B));
S));

A, B));
A, B));

B)));
A));
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/I As in the BAN analysis, these two assumptions represent the
/I protocol weakness that each principal must assume that the
/I message containing the public key of the other principal is
/I fresh.
believes(A, fresh(public_key(Kb, B)));
believes(B, fresh(public_key(Ka, A)));
inv(Ks, Ks’);
has(P, P);
has(A, B);
has(A, Na);
has(B, Nb);

/[ === Interpretations ===
/I messages 2 & 5 (public key certs from the server)

interp( /I conclusion

1

1

1
1
1
1
1
1
1
1
1

believes(?Q, says(?P, public_key(?K, ?R))),
/[ premises

believes(?Q, says(?P, tagged(conc_tag, seq(?K, ?R))))
);
message 3 needs no interpretation
two-step  interpretation of message 6
NOTE: w/o msg6_tag, this interpretation could
be applied to message 3; that represents
(arguable) weakness in the protocol. If
initiates the protocol with A, then an intruder
can pose as (the other) A by replaying message
3 as message 6. Then A believes that "A" is a

nonce that (the other) A believes to be secret,
when in fact the other A (rightfully) does not

believe this. Not a very practical attack.

interp( /I conclusion

sees(?Q, combine(tagged(msg6_tag, ?N2), ?N1)),

/[ premises
sees(?Q, seq(?N1l, ?N2))
);

interp( /I conclusion
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believes(?Q, says(?P, secret(?N2, ?P, ?Q))),
/[ premises
believes(?Q, says(?P, tagged(msg6_tag, ?N2)))
);

/I two-step interpretation of message 7

interp( /I conclusion
sees(?Q, combine(tagged(msg7_tag, ?N1), ?N1)),
/[ premises
sees(?Q, ?N1)
);

/I Note: conclusion includes  a protocol-instance

I variable (Na)

interp( /I conclusion
believes(?Q, says(?P,

comma(secret(Na, ?P, ?Q),
says(?Q, secret(?N2, ?P, ?Q))),
/[ premises
believes(?Q, says(?P, tagged(msg7_tag, ?N2)))
);
MESSAGES

/[ concrete  messages

1. A-> S: seq(A, B);

2. S > A: encrypt(seq(Kb, B), KsY);

3. A > B: encrypt(seq(Na, A), Kb);

4. B -> S: seq(B, A);

5. S -> B: encrypt(seq(Ka, A), Ks’);

6. B -> A: encrypt(seq(Na, Nb), Ka);

7. A -> B: encrypt(Nb, Kb);

GOALS

/I these two do *not* hold unless the pk certs are

/I initially believed fresh

believes(A, public_key(Kb, B));

believes(B, public_key(Ka, A));

believes(A, says(B, secret(Nb, A, B)));

believes(B, says(A, secret(Na, A, B)));

believes(B, says(A, says(B, secret(Nb, A, B)));

END;
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Final theory representation (size  155): [omitted]

desired  property: believes(A, public_key(Kb, B))
is TRUE
desired  property: believes(B, public_key(Ka, A))
is TRUE
desired  property: believes(A, says(B, secret(Nb, A, B))
is TRUE
desired  property: believes(B, says(A, secret(Na, A, B))
is TRUE
desired  property: believes(B, says(A, says(B, secret(Nb, A, B)))
is TRUE

Interpretation rules: INVALID [I3 violated by rule 5]
Honesty check: PASS

Secrecy check: PASS

Feasibility check: PASS
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