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Abstract

This thesisintroducestheory generation, a new general-purposetechniquefor
performingautomatedverification.Theorygenerationdrawsinspirationfrom,and
complements,bothautomatedtheoremproving andsymbolicmodelchecking,the
two approachesthatcurrentlydominatemechanicalreasoning.At thecoreof this
approachis the notion of producinga finite representationof a theory—all the
factsderivablefrom asetof assumptions.An algorithmis presentedfor producing
compacttheoryrepresentationsfor anexpressive classof simplelogics.

Security-sensitiveprotocolsarewidely usedtoday, andthegrowing popularityof
electroniccommerceis leadingto increasingrelianceon them.Thoughsimplein
structure,theseprotocolsarenotoriouslydifficult to designproperly. Sincespec-
ificationsof theseprotocolstypically involve a smallnumberof principals,keys,
nonces,andmessages,andsincemany propertiesof interestcanbeexpressedin
“little logics” suchas the Burrows-Abadi-Needham(BAN) logic of authentica-
tion, thisdomainis amenableto theorygeneration.

Theorygenerationenablesfast, automatedanalysisof thesesecurityprotocols.
Giventhetheoryrepresentationgeneratedfrom a protocolspecification,onecan
quickly testfor specificdesiredproperties,aswell asdirectlymanipulatetherep-
resentationto performotherkindsof analysis,suchasprotocolcomparison.This
thesisdescribesapplicationsof theorygenerationto morethana dozensecurity
protocolsusingthreeexisting logicsof belief; theseexamplesconfirm,or in some
casesexposeflaws in earlieranalyses.

Thisthesisintroducesanew logic,RV, for securityprotocolanalysis.While draw-
ing on theBAN heritage,RV addressesa commoncriticism of BAN-like logics:
thattheidealizationstepcanmaskvulnerabilitiespresentin theconcreteprotocol.
By formalizingmessageinterpretation,RV allows theverificationof honestyand
secrecyproperties,in additionto thetraditionalbeliefproperties.Thefinal contri-
bution of this thesis,the REVERE protocolanalysistool, hasa theorygeneration
corewith plug-inmodulesfor RV andotherlogics. Its performanceis suitablefor
interactiveuse;verificationtimesareundera minutefor all examples.
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Chapter 1

Intr oduction

1.1 Moti vation

Security-sensitiveprotocolsarewidely usedtoday, andwewill rely on themeven
moreheavily aselectroniccommercecontinuesto expand. This classof proto-
cols includeswell-known authenticationprotocolssuchasKerberos[MNSS87]
andNeedham-Schroeder[NS78], newer protocolsfor electroniccommercesuch
as NetBill [ST95] and SecureElectronic Transactions(SET) [VM96], and
“security-enhanced”versionsof existing networkprotocols,suchasNetscape’s
SecureSocketsLayer (SSL) [FKK96], SecureHTTP [RS96], andSecureShell
(SSH)[Gro99].

Theseprotocolsarenotoriouslydifficult to designproperly. Researchershave
uncoveredcritical but subtleflaws in protocolsthathadbeenscrutinizedfor years
or evendecades.Protocolsthat weresecurein theenvironmentsfor which they
weredesignedhave beenusedin new environmentswheretheir assumptionsfail
to hold,with dire consequences.Theseassumptionsareoftenimplicit andeasily
overlooked.Furthermore,securityprotocolsby theirnaturedemandahigherlevel
of assurancethanmany systemsandprograms,sincethe useof theseprotocols
impliesthat theuserperceivesa threatfrom maliciousparties.Theweakest-link
argumentrequiresthateverycomponentof asystembesecure;sincealmostevery
moderndistributedsystemmakesuseof someof theseprotocols,their securityis
crucial.

Given theseconsiderations,we mustapply careful reasoningto gain confi-
dencein securityprotocols. In currentpractice,theseprotocolsare analyzed
sometimesusingformalmethodsbasedonsecurity-relatedlogicssuchastheBur-

1



2 CHAPTER1. INTRODUCTION

rows, Abadi, andNeedham(BAN) logic of authentication,andsometimesusing
informalargumentsandpublicreview. While informalapproachesplayanimpor-
tant role, formal methodsoffer thebesthopefor producingconvincing evidence
thata protocolmeetsits requirements.It is for critical systempropertieslike se-
curity that thecostof applyingformal methodscanmosteasilybejustified. The
formal protocolanalyses,whenthey exist, normallytaketheform of pencil-and-
paperspecificationsandproofs,sometimescheckedby mechanizedverification
systemssuchasPVS[ORSvH95]. Theprocessof encodingprotocolsandsecu-
rity propertiesin a general-purposeverificationsystemis oftencumbersomeand
error-prone,and it sometimesrequiresthat the protocolbe expressedin an un-
naturalway. As a result,the costof applyingformal reasoningmay be seenas
prohibitive and the benefitsuncertain;thus,protocolsareoften usedwith only
informal or possibly-flawedformal argumentsfor their soundness.If we cande-
velopformal methodsthatdemandlessfrom theuserwhile still providing strong
assurances,theresultshouldbemoredependableprotocolsandsystems.

1.2 Overview of Approachand ThesisClaim

This dissertationintroducesa new technique,theory generation, which can be
usedto analyzetheseprotocolsandfacilitate their development.This approach
providesfully automatedverificationof the propertiesof interest,andfeedback
on theeffectsof refinementsandmodificationsto protocols.

At thecoreof this approachis thenotionof producinga finite representation
of all the factsderivablefrom a protocolspecification.The commonprotocols
andlogics in this domainhave somespecialpropertiesthat makethis approach
appealing.First, theprotocolscanusuallybeexpressedin termsof a small,finite
numberof participants,keys, messages,nonces,andso forth. Second,the log-
ics with which we reasonaboutthemoftencomprisea finite numberof rulesof
inferencethatcause“growth” in acontrolledmanner. TheBAN logic of authenti-
cation,alongwith someotherlogicsof beliefandknowledge,meetsthiscriterion.
Together, thesefeaturesof thedomainmakeit practicalto producesucha finite
representationquickly andautomatically.

Thefinite representationtakestheform of asetof formulas� , whichis essen-
tially thetransitiveclosureof theformulasconstitutingtheprotocolspecification,
over therulesof inferencein a logic. Thissetis calledthetheory, or consequence
closure. Givensucha representation,verifying a specificpropertyof interest,� ,
requiresa simplemembershiptest: ����� . In practice,the representationis not
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the entire transitive closure,and the test is slightly more involved than simple
membership,but it is similar in spirit. Beyond this traditionalproperty-testing
form of verification,we canmakefurtherusesof theset � , for instancein com-
paringdifferentversionsof a protocol. We cancapturesomeof the significant
differencesbetweenprotocols� and � by examiningtheformulasthat lie in the
setdifference��������� andthosethatlie in ��������� .

Usingthis new approach,we canprovide protocoldesignerswith a powerful
andautomatictool for analyzingprotocolswhile allowing themto expressthe
protocolsin a naturalway. In addition,the tool canbe instantiatedwith a sim-
ple representationof a logic, enablingthe developmentof logics tailoredto the
verificationtaskathandwithoutsacrificingpush-buttonoperation.

Beyond the domainof cryptographicprotocols,theory generationcould be
appliedto reasoningwith any logic that exhibits the sort of controlledgrowth
mentionedabove (andexplainedformally in Chapter2). For instance,researchers
in artificial intelligenceoftenusesuchlogicsto representplanningtasks,asin the
Prodigysystem[VCP� 95].

Thenew approachmakesit easyto generateautomaticallya checkerspecial-
ized to a given logic. Justas Jon Bentley hasarguedthe needfor “little lan-
guages”[Ben86], this generatorprovidesa way to construct“little checkers”for
“little logics.” Thecheckersarelightweightandquick, just asthe logicsarelit-
tle in thesenseof having limited connectivesandrestrictedrules,but theresults
canbe illuminating. As partof this thesisresearch,we implementa systemthat
generatestheselittle checkers,andwe apply four suchcheckersto a variety of
protocols.

The thesisof this work is that theory generation offers an effectiveform of
automatedreasoning,and furthermore that theorygeneration can beappliedin
thedomainof authenticationandelectroniccommerceprotocolsto analyzea wide
rangeof critical securityproperties.

1.3 Contrib utions

In demonstratingthisthesis,wemakeseveralsignificantcontributionsto thefields
of formalmethodsandcomputersecurity.

First,theorygenerationis anew approachfor formalverification.Themethod
of producinganddirectly manipulatingfinite theoryrepresentationsenablesnew
kindsof analysis,suchasthedifferenceapproachalludedto above for comparing
two specifications.The ����� algorithmfor theorygenerationprovidesa simple
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meansof producingusefulbut compacttheoryrepresentationsfor an expressive
classof logics.Aswell asthealgorithmitself,weprovideproofsof its correctness
andtermination,apracticalimplementation,andsuggestionsfor furtherenhance-
ments.

Second,theapplicationof theorygenerationto theanalysisof securityproto-
cols is a new development.Theutility of this approachis demonstratedthrough
many examples,in which theorygenerationis appliedbothto existing belief log-
ics and to a new logic, RV, for verifying protocol properties. Futureprotocol
analysistoolscouldbenefitfrom this technique.

The RV logic itself is a contribution in reasoningaboutsecurityprotocols.
This logic providesa formal, explicit representationof messageinterpretations,
allowing usto bridgethe“idealizationgap” thathasbeenaweaknessof BAN and
relatedlogics.In additionto thetraditionalbeliefpropertiesof thesortBAN deals
with, RV canexpresshonesty, secrecy, andfeasibilityproperties.

Finally, the REVERE protocolanalysistool offers protocoldesignersan en-
vironmentin which they can quickly checkpropertiesof new protocolsunder
development,andit canserve asa model for future implementationsof theory
generationanda basefor developmentof moresophisticatedprotocolanalyzers.

1.4 RelatedWork

Thereis a rich history of researchon computer-assistedformal verificationand
on reasoningaboutsecurity. This sectioncontainsa brief survey of the work
mostrelevantto thethesis,focusingontheimportantdifferencesbetweenexisting
approachesandtheorygenerationasappliedto securityprotocols.

1.4.1 TheoremProving

General-purposeautomatedtheoremproving is themoretraditionalapproachto
verifying securityproperties.Early work on automatedreasoningaboutsecurity
madeuseof theAffirm [GMT � 80], HDM [LRS79], Boyer-Moore[BM79], and
Ina Jo [LSSE80]theorem-proving methodologies.This line of work waslargely
basedon theBell-LaPadulasecuritymodel[BL76]. In proving thetheoremsthat
expressedsecuritypropertiesof a systemor protocol,anexpertuserwould care-
fully guidetheprover, producinglemmasandnarrowly directingtheproofsearch
to yield results.
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More recent theorem-proving efforts have used the HOL [GM93], PVS
[ORSvH95], andIsabelle[Pau94]verificationsystemsto expressandreasonabout
securityproperties. Thesesophisticatedverification systemssupportspecifica-
tions in higher-order logic andallow the userto createcustomproof strategies
andtacticswith which thesystemscandomoreeffectiveautomatedproofsearch.
Thoughsimplelemmascanbeprovedcompletelyautomatically, humanguidance
is still necessaryfor mostinterestingproofs.

We have donelimited experimentsin applyingPVS to the BAN logic asan
alternativeto theorygeneration.Theencodingof thelogic is quitenatural,but the
proofsaretediousbecausePVSisoftenunableto find therightquantified-variable
instantiationsto applytheBAN logic’s rulesof inference.

Paulsonusesthe Isabelletheoremprover to demonstratea rangeof security
propertiesin an“inductive approach”[Pau96,BP97]. In this work, hemodelsa
protocolasasetof eventtraces,definedinductively by theprotocolspecification.
He definesrulesfor deriving several standardmessagesetsfrom a trace,suchas
thesetof messages(andmessagefragments)thatcanbederivedfrom a trace �
usingonly thekeys containedin � . Giventhesedefinitions,heproposesvarious
classesof propertiesthatcanbeverified: possibilityproperties,forwardinglem-
mas,regularity lemmas,authenticitytheorems,andsecrecy theorems.Paulson’s
approachhastheadvantageof beingbasedon a smallsetof simpleprinciples,in
contrastto thesometimescomplex andsubtlesetsof rulesassumedby theBAN
logic andrelatedbelief logics. It doesnot,however, provide thesamehigh-level
intuition into why a protocolworks that the belief logics can. Paulsondemon-
stratesproof tacticsthatcanbeappliedto prove somelemmasautomatically, but
significanthumaninteractionstill appearsto berequired.

Brackinhasrecentlydevelopeda systemwithin HOL for convertingprotocol
specificationsin an extendedversionof the GNY logic [GNY90] to HOL the-
ories [Bra96]. His systemthenattemptsto prove user-specifiedpropertiesand
certaindefaultpropertiesautomatically. This work looks promising;onedraw-
back is that it is tied to a specificlogic. Modifying that logic or applying the
techniqueto a new logic would requiresubstantialeffort andHOL expertise. In
theorygeneration,the logic canbeexpressedstraightforwardly, andtheproving
mechanismis independentof thelogic.

Like general-purposetheoremproving, theorygenerationinvolvesmanipula-
tion of the syntacticrepresentationof the entity we areverifying. However, by
restrictingthe natureof the logic, unlike machine-assistedtheoremproving, we
canenumeratetheentiretheoryratherthan(with humanassistance)developlem-
masandtheoremsasneeded.Moreover, the new methodis fastandcompletely
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automatic,andthusmoresuitablefor integrationinto the protocoldevelopment
process.

1.4.2 Belief Logics

For reasoningaboutprotocolsin the securitydomain, the BAN logic and its
kin have attractedsignificantattentionin recentyears[BAN90, GNY90, KW94,
Kai96,SvO94]. Thiswork divergesfrom thealgebraicapproachto cryptographic
protocolmodelingintroducedearlierby Dolev andYao[DY81]. In theDolev-Yao
approach,encryptionanddecryptionaremodeledasalgebraictransformationson
words,andreasoningabouta protocolconsistsof proving certainwordsdo not
belongto thelanguagecorrespondingto a givenprotocol. TheBAN family em-
phasizestheevolutionof beliefsby participantsin aprotocol.

Burrows,Abadi,andNeedhamdevelopedtheir logic of authentication(BAN)
aroundthenotionof belief. Eachmessagein a protocolis representedby a setof
beliefsit is meantto convey, andprincipalsacquirenew beliefswhenthey receive
messages,accordingto a small set of rules. The BAN logic allows reasoning
not just aboutthe authenticityof a message(the identity of its sender),but also
aboutfreshness, a quality attributedto messagesthat arebelieved to have been
sentrecently. This allowedBAN reasoningto uncover certainreplayattackslike
thewell-known flaw in theNeedham-Schroedershared-key protocol[DS81].

Severalotherlogicsweredevelopedto improve uponBAN by providing sup-
port for differentcryptographicoperationssuchassecurehashes,simplifying the
setof rules, introducingthe conceptof a recognizablemessage,andothersuch
enhancements:GNY [GNY90], SVO [SvO94], AUTLOG [KW94], andKailar’s
accountabilitylogic [Kai96] aresomeof themoreprominent.In Chapters3 and
4 we discusstheadvantagesanddisadvantagesof theselogics further, andshow
how theorygenerationcanbeappliedto severalof them.TheREVERE systemde-
scribedin Chapter6 cangenerate“little checkers”for theselogicswithin aunified
framework.

Therehasbeensomeotherwork on modelingsecurityprotocolswith more
expressive logics that aresomewhat moredifficult to reasonwith, suchastem-
poral logics andthenonmonotoniclogic of knowledgeandbelief introducedby
Moser[IM95, Mos89].Theorygenerationrestrictsitself to asimplerclassof log-
icsthatis adequateto expressmany of theinterestingpropertiesof theseprotocols
withoutsacrificingfully automatedreasoning.
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1.4.3 Model Checking

Model checkingis a verificationtechniquewhereinthe systemto be verified is
representedasafinite statemachine,andpropertiesto becheckedaretypically ex-
pressedasformulasin sometemporallogic. Thesystemis searchedexhaustively
for a pathor statesatisfyingthegivenformula(or its complement).Theprocess
canbe acceleratedgreatly throughsymbolicexecutionand the useof compact
representationssuchasBinary DecisionDiagrams(BDDs) [Bry86], which effi-
ciently encodetransitionrelations[BCM � 90, McM92]. Symbolicmodelcheck-
ing hasbeenusedsuccessfullyto verify many concurrenthardwaresystems,and
it hasattractedsignificantinterestin thewider verificationcommunitydueto its
high degreeof automationandits ability to producecounterexampleswhenveri-
ficationfails.

JonathanMillen’sInterrogatortoolcouldbeconsideredthefirstmodelchecker
for cryptographicprotocolanalysis[Mil84, KMM94]. It is a Prolog[CM81] sys-
tem in which the userspecifiesa protocolasa setof statetransitionrules,and
furtherspecifiesa scenariocorrespondingto someundesirableoutcome(e.g.,an
intruderlearnsa privatekey). Thesystemthensearches,with Prologbacktrack-
ing, for a messagehistorymatchingthegivenscenario.If sucha historyis found,
theInterrogatorhasdemonstrateda flaw in theprotocol;however, if no matching
messagehistoryis found,little canbeconcluded.Theconstructionof thescenario
andprotocolspecificationconstrainsthesearchandthusmaycausevalid attacks
to beignored.

Recently, advancedgeneral-purposemodel checkershave beenapplied to
protocol analysiswith someencouragingresults. Lowe usedthe FDR model
checker[Ros94]to demonstratea flaw in, andthenfix, theNeedham-Schroeder
public key protocol[Low96] and(with Roscoe)the TMN protocol[LR97], and
RoscoeusedFDR to checknoninterferenceof a simplesecurityhierarchy(high
security/low security)[Ros95]. Heintze,Tygar, Wing, andWong usedFDR to
checksomeatomicity propertiesof NetBill [ST95] andDigicash[CFN88] pro-
tocols[HTWW96]. Mitchell, Mitchell, andSterndevelopeda techniquefor an-
alyzing cryptographicprotocolsusingMur � , a model-checkerthat usesexplicit
staterepresentation,and, with Shmatikov, have appliedit to the complex SSL
protocol [MMS97, MSS98]. Finally, Marrero, Clarke,and Jhahave produced
a specializedmodelcheckerfor reasoningaboutsecurityprotocols,which takes
a simpleprotocolspecificationasinput anddoesnot requirea protocol-specific
adversaryprocess[CJM98].

Someof thesemodernmodelcheckersborrow from the semanticmodel in-
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troducedby Woo andLam [WL93], in which authenticationprotocolsarespeci-
fiedascollectionsof processesthatperformsequencesof actionssuchassending
andreceiving messages,initiating andterminatingasession,andcreatingnonces.
Correctnesspropertiesin theWoo-Lammodelareclassifiedassecrecyor corre-
spondenceproperties.Thecorrespondencepropertieslink actionstakenby two
differentprincipalsin a protocolrun; for instance,if principal � completesapro-
tocolrunwith an � �"!$#%�
&('*)+�-, action,then � musthavetakena .0/21*&3�
45/%62798$�"!�):�0,
actionearlier.

All thesemodel-checkingapproachessharethe limitation that they cancon-
sideronly a limited numberof runsof a protocol—typicallyoneor two—before
thenumberof statesof thefinite statemachinebecomesunmanageable.This lim-
itation resultsfrom thewell-known stateexplosionproblemexhibitedby concur-
rentsystems.In somecasesit canbeworkedaroundby proving thatany possible
attackmustcorrespondto anattackusingat most; protocolruns.

The theorygenerationtechniquetakessignificantinspirationfrom the desir-
ablefeaturesof modelchecking.Like modelchecking,theorygenerationallows
“push-button” verificationwith no lemmasto postulateandno invariantsto infer.
Whereasmodelcheckingachieves this automationby requiringa finite model,
theorygenerationachievesit by requiringa simplelogic. Also like modelcheck-
ing, theorygenerationseeksto provide moreinterestingfeedbackthana simple
“yes, this propertyholds” or “I cannotprove this property.” In modelchecking,
counterexamplesgive concreteillustrationsof failures,while theorygeneration
offerstheopportunityto directlyexamineandcomparetheoriescorrespondingto
variousprotocols.By takingadvantageof the intuitive belief logics,theorygen-
erationcanbetterprovidetheuserwith asenseof why aprotocolworksor how it
mightbeimproved;modelcheckingis moreof a “black box” in this respect.The
two approachescancomplementeachother, asmodelcheckingprovidesanswers
withoutspecifyingbelief interpretationsfor theprotocol,while theorygeneration
presentstheuserwith ahigher-level view of theprotocol’seffects.

1.4.4 Hybrid Approaches

Meadows’ NRL ProtocolAnalyzeris perhapsthebestknown tool for computer-
assistedsecurityprotocolanalysis[Mea94]. It is asemi-automatedtool thattakes
a protocoldescriptionanda specificationof somebadstate,andproducestheset
of statesthatcould immediatelyprecedeit. In a sensetheAnalyzerrepresentsa
hybrid of modelcheckingandtheoremproving approaches:it interleavesbrute-
force stateexplorationwith the user-guidedderivation of lemmasto prunethe
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searchspace.It hasthenotableadvantagesthatit canreasonaboutparallelproto-
col runattacksandthatit producessampleattacks,but it sometimessuffersfrom
the stateexplosionproblemand it requiressignificantmanualguidance. It has
beenappliedto anumberof securityprotocols,andcontinuingworkhasincreased
thelevel of automation[Mea98]. Theorygeneration,however, offersgreaterau-
tomation,thebenefitsof intuitivebelief logics,andprotocolcomparisonabilities
notavailablein theAnalyzer.

While notaprotocolanalysisapproachin its own right, theCommonAuthen-
tication ProtocolSpecificationLanguage(CAPSL) [Mil97] plays an important
role in thisfield. Developedby Millen in cooperationwith otherprotocolanalysis
researchers,CAPSLis intendedto provideaunifiednotationfor describingproto-
colsandtheiraccompanying assumptionsandgoals.It capturesandstandardizes
notionssharedby mostmodernprotocolanalysistechniques:principals,encryp-
tion, nonces,freshness,concatenation,andso forth, but it alsoallows modular
extensionsfor expressinguser-specifiedabstractions.As moreanalysistoolsare
constructedto CAPSL, it shouldbecomeeasierto shareprotocolspecifications
amongdifferenttools,andmorepracticalto developandusespecializedtoolsfor
anintegratedanalysis.

1.4.5 Logic Programming and Saturation

Theorygenerationsharessomeelementswith logic programming,asembodied
in programminglanguageslike Prolog.Throughcarefuluseof Prologbacktrack-
ing, onecanenumeratederivableformulasto produceresultssimilar to thoseof
theorygeneration.Automatedreasoningwith AUTLOG hasbeenimplementedin
Prolog,andsimilar techniquescouldprobablybeappliedto automatea varietyof
belief logics. We encodedtheBAN logic in Prolog,but foundthat theencoding
wasverysensitive to theorderingof rulesandrequiredhand-tuningto ensureter-
mination.Reasoningvia theorygenerationis moregeneralin thatwecanproduce
resultsandguaranteeterminationwithout any dependenceon rule ordering,and
becausewe usea modifiedunificationalgorithmthat canhandlesimplerewrite
rules. At thesametime, it is morespecific;by tailoring our reasoningto a spe-
cific domain—these“little” belief logics—weexploit thenatureof thedomainin
waysthatmakeexhaustive enumerationa computationallyfeasibleandtractable
approachto automaticverification.

Theideaof computingafinite “closure”(or “completion”)of a theoryis used
in the theoremproving systemSATURATE [NN93]. SATURATE takesa set of
first-orderlogic formulasandattemptsto computea finite set of formulasthat
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representsthe saturatedtheory inducedby thoseaxioms. This saturatedtheory
is a setof deducedclauseswithout redundancy, wherea clauseis redundantif it
is entailedby smallerclausesin theset. If it succeeds,the theoryis guaranteed
to beconsistent,andthesaturatedsetcanbeusedto createa decisionprocedure
for thetheory. Our restrictionson theinput logic allow usto generatea saturated
setof formulasthatwefind easierto interpretthanthesetsgeneratedby thismore
generalsystem.Theprimarypurposesof thecompletioncomputedby SATURATE

areto provide a demonstrationthat the input theoryis consistent,andto allow a
fastdecisionprocedureto operateon thesaturatedtheory. We chooseto empha-
sizedifferentusesfor thefinite sets—inparticular, directanalysisandcomparison
of thesesets.In addition,the restrictedframework we adoptfreestheuserfrom
worrying abouttermination;SATURATE acceptsa broaderrangeof inputsand
thuscannotensurethatthecompletionoperationwill halt. In limited experiments
applyingSATURATE to theBAN logic, we wereunableto find a configurationin
which saturationwould terminateonmosttrials.

1.5 RoadMap

In the remainderof this dissertation,we describethe theoryandpracticeof the-
ory generationfor securityprotocolverification.In Chapter2 we describetheory
generationformally andpresentan algorithmfor performingtheorygeneration.
Chapter3 presentstheorygenerationasappliedwith existing belief logicsto an-
alyzevariousprotocols.In Chapter4 we developa new belief logic, RV, whose
explicit notionof interpretationyieldssignificantadvantagesover existing belief
logics. In Chapter5 welay outastep-by-stepmethodfor doingmorecomprehen-
sive protocolverificationwith RV, with sampleapplicationsto severalprotocols.
Discussionof practicalissuesarisingin the implementationof the theorygener-
ation algorithmappearsin Chapter6, alongwith a descriptionof the REVERE

protocolverificationtool andsomeperformancebenchmarks.Finally, Chapter7
containsreflectionson the contributionsof this work and directionsfor future
research.



Chapter 2

Theory Generation

Whenworking with a logic, whetherfor programverification,planning,diagno-
sis,or any otherpurpose,a naturalquestionto askis, “What conclusionscanwe
derive from our assumptions?”Givena logic, andsomesetof assumptions,�=< ,
we considerthecompletetheory, �?> , inducedby ��< . Also known astheconse-
quenceclosure, �?> is simply the (possiblyinfinite) setof formulasthat canbe
derived from �=< , usingthe rulesandaxiomsof the logic. We typically explore�@> by probingit at specificpoints: “Can we derive formula A ? Whatabout B ?”
Sometimeswetestwhether�@> containsevery formula;thatis, whetherthetheory
is inconsistent.It is interesting,however, to considerwhetherwe cancharacter-
ize �?> moredirectly, andif so what benefitsthat might bring. In the following
sections,we explore for a specialclassof logics a generalway of representing�@> and a technique,called theory generation, for mechanicallyproducingthat
representation.

2.1 Logics

Theorygenerationmayin principlebeappliedto any logic, but in thischapterwe
consideronly thosefalling within a simplefragmentof first-orderlogic. We start
by definingbriefly thestandardcomponentsof first-orderlogic. More complete
treatmentsmaybefoundin introductorylogic texts [Bar77].

Definition 2.1 A first-orderlanguage, C , is a possiblyinfinite set of variables,
constants,functionsymbols,andpredicatesymbols.

In this chapter, we will useD and E for variables;F and� for terms;A G*B-G*�HG*I�G
and � for formulas;and J
G%KLG and M for functionandpredicatesymbols.

11
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Definition 2.2 Thesetof termsof C is the smallestsetsuch that every variable
is a term, and every expressionJH)N��OPG*Q*Q*Q�G%�9RS, is a term, where J is a function
symbol,� OPG*Q$Q*QTG(��R are terms,and ;VUXW .
Definition 2.3 Thewell-formedformulas(wffs)are built fromtermsasfollows:Y M�)N� O G*Q*Q*Q�G%� R , is a wff if � O G*Q*Q*Q�G%� R are termsand M is a predicatesymbol

(for any ;ZU[W );Y]\ D^Q_A is a wff if D is a variableand A is a wff; andY )+` Aa, and ):Acb B0, are wffs if A and B are wffs.

The otherpropositionalconnectives( d , e , fgb ) andthe existentialquantifier
( h ) maybeusedasabbreviationsfor theirequivalentsin termsof \ , ` , and b .

In first-orderlogic with equality, thesetof wffs above is extendedto include
all formulasof theform FZij�
where F and� areterms.

Werestrictourattentionto thefragmentof first-orderlogic we call � , defined
here.(WeuseD asashorthandfor DkOPG$Q*Q*Q�G%Dml .)
Definition 2.4 The logic, � , is that fragmentof first-order logic whosewell-
formedformulasare all of thefollowing form:\ DnQo)%):�pO9eq�Lrse^t$t*tueq�wv�,xb Iy,
where z U{W , ;|U}W , the �w~ and I are formulascontainingno connectivesor
quantifiers,and D are all thefreevariablesoccurringin thoseformulas.

For formulasof � in which z{i�W , thestandardform reducesto\ DnQ�I (2.1)

Wewill sometimesinterpretformulasof � (in which z���W ) asrulesof inference,
writing themin this form: ��On��r�t*t$t��wvI G (2.2)

Note that this classof formulasis equivalentto Horn clauses.We will normally
refer to formulasin theformsof (2.1)and(2.2)asassumptionsandrulesrespec-
tively. (In Prologterminology, thesearefactsandrules.) We reserve the term
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rulesof inferenceto refer specificallyto the inferencerulesfor � itself (suchas
modusponens, below).

Wewill alsoconsideranextensionof � thatincludesa limited form of equal-
ity:

Definition 2.5 The logic, �� , is the fragmentof first-order logic with equality
whosewell-formedformulasincludeall thewffs of � , aswell asformulasof this
form: \ D�Qo)+FZi��a, (2.3)

where F and � are terms,andthe Dm~ areall thefreevariablesoccurringin F and� .

Wecall theseuniversally-quantifiedequalitiesrewrites.
We will useHilbert-styleaxiomsandrulesof inferencefor first-orderlogic.

TheaxiomsincludeY all propositionaltautologies,Y all formulasof theform

) \�� Q��H) � ,%,�b �H)��T,
where� is any variableand� any term,andY for first-orderlogic with equality, thestandardequalityaxioms:

– )N��i��a, (reflexivity),

– ):FVi��a,�b )���iXF�, (commutativity),

– )�)�� O i�� r ,"e�)�� r i����$,�,xb )N� O i����$, (transitivity),

– ):F O i�� O eqt*t*tuekF R ij� R ,xb )�M")+F O G*Q*Q*Q�G*F R ,xb�M")�� O G*Q$Q*QTG(� R ,�, , and

– ):F"OHi���O9eqt*t*tuekF�R�ij��Ru,xb)���F"O%�$DkOPG*Q$Q*Q*G*F�RS�$DmR�����i�� � O��$DkOPG*Q$Q*Q*G%�9R��$DmR�����,
(Thenotation ��F"O%�$DkO�G*Q*Q*Q�G*F�RS�$DmR���� denotesthetermobtainedby substitut-
ing F"O for freeoccurrencesof DkO in � , F
r for D�r , andsoon.)

Therulesof inferencearemodusponens:

)+A�b B0, AB
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andthegeneralizationrule:

A�b BA�b \�� Qo� � � � ��B
(where� is not freein A ).

Giventheseaxiomsandrulesof inference,wecandefinetheformalnotionof
proof:

Definition 2.6 A proof of someformula A froma setof assumptions  is a finite
sequence,¡uA�O%G$Q*Q*Q*G*A�R£¢ , of formulas,where A9R is A , andeach elementA9~ is either
an axiominstance,a memberof   , or the resultof an applicationof oneof the
rulesof inferenceusingformulasin A�O%G$Q*Q*Q*G*A�~3¤
O .
We saya formula A is derivablefrom   (written  �¥jA ) if a proof of A from  
exists.

Wenow introduceaclassof “little logics” thatare,in away, equivalentto �� ,
parameterizedby a fixedsetof rulesandrewrites:

Definition 2.7 Thelogic, � �
	 , where ¦ is a setof rulesin theform of (2.2),and§
is a setof rewrites in theform of (2.3),hasasits formulasall connective-free

formulasof � . Therules of inferenceof � �
	 are all the rules in ¦ , as well as
instantiation,andsubstitutionof equaltermsusingtherewritesin

§
.

Proofsin ���
	 arethusfinite sequencesof formulasin whicheachformulaiseither
anassumption,aninstanceof anearlierformula,theresultof applyingoneof the
rulesin ¦ , or theresultof a replacementusingarewrite in

§
.

Thefollowing theoremshows thecorrespondencebetween���¨	 and �� :

Theorem 2.1 If � is a formulaof ���
	 , and   is a setof formulasof ���
	 , then

 ©¥��3ª¬«�
if andonly if  ¯®q¦j® § ¥
°²±©�
Thatis,proofin ���
	 is equivalenttoproofin �� usingthesamerulesandrewrites
( ¦ and

§
). Theproof of this theoremis longbut fairly mechanical;it appearsin

AppendixA.
Finally, we definethenotionof theory(alsoknown asconsequenceclosure):
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Definition 2.8 Let C bea logic, and �=< a setof wffs in that logic. �?> , the theory
inducedby ��< , is thepossiblyinfinitesetof wffscontainingexactlythosewffs that
canbederivedfrom � < andtheaxiomsof C , usingtherulesof C .

�@> is closedwith respectto inference,in thatevery formula that canbe derived
from �?> is amemberof �@> . In thefollowing sections,we considertheoriesin the
context of ���
	 logicsandshow how to generaterepresentationsof thosetheories.

2.2 Theory Representation

Thegoal of theorygenerationis to producea finite representationof the theory
inducedby somesetof assumptions;in this sectionwe considerthe forms this
representationmight take,andthe factorsthat mayweigh in favor of onerepre-
sentationor another. Thesefactorswill be determinedin part by the purposes
for which we planto usetherepresentation.Therearethreeprimaryusesfor the
generatedtheoryrepresentation:Y It maybe usedin a decisionprocedurefor determiningthederivability of

specificformulasof interest(seeSection2.4).Y It may bemanipulatedandexaminedby a humanthroughassortedfilters,
in orderto gaininsightinto thenatureof thecompletetheory.Y It maybe directly comparedwith the representationof someothertheory,
to revealdifferencesbetweenthetwo theories.

Theseapplicationsarediscussedin greaterdetailin Chapter5.
The full theoryis a possiblyinfinite setof formulasentailedby someinitial

assumptions,sotheclearestrequirementof therepresentationwe generateis that
it befinite. A naturalway to achieve this is to selecta finite setof “representative
formulas”thatbelongto thetheory, andlet thissetrepresentthefull theory. Other
approachesareconceivable;we couldconstructa notationfor expressingcertain
infinite setsof formulas,perhapsanalogousto regularexpressionsor context-free
grammars.However, thelogic itself is alreadyquiteexpressive; indeed,thesetof
initial assumptionsandrules“expresses”the full theoryin somesense.Thereis
noclearbenefitof creatinga separatelanguagefor theorydescription.

Given that we chooseto representa theoryby selectingsomesubsetof its
formulas,it remainsto decidewhatsubsetis best.Herearea few informalcriteria
thatmayinfluenceourchoice:



16 CHAPTER2. THEORY GENERATION

C1. The setof formulasmustbe finite, andshouldbe small enoughto make
directmanipulationpractical.An enormous,thoughfinite, setwouldprob-
ablybenotonly inefficient to generate,but unsuitablefor examinationby a
humanexceptthroughvery finefilters.

C2. Thereshouldbe an algorithmthat generatesthe setwith reasonableeffi-
ciency.

C3. Givenanalready-generatedset,thereshouldbeanefficientdecisionproce-
durefor thefull theory, usingthatset.Sincethesimplestwayto characterize
a theoryis to testspecificformulasfor membership,a quick decisionpro-
cedureis important.

C4. The set shouldbe canonical. For a given set of initial assumptions,the
generatedtheoryrepresentationshouldbeuniquelydetermined.Thismakes
directcomparisonof thesetsmoreuseful.

C5. Thesetshouldincludeasmany of the“interesting”formulasin thetheory
aspossible,andasfew of the“uninteresting”onesaspossible.For instance,
whena largeclassof formulasexists in thetheory, but all representessen-
tially thesamefact, it mightbebestfor thetheoryrepresentationto include
only thesimplestformulafrom thisclass.Thiswill enablehumansto glean
usefulinformationfrom thegeneratedsetwithoutsifting throughtoomuch
chaff.

Ganzinger, Nivela,andNiewenhuis’sSATURATE provertakesoneapproachto
this problem[NN93]. SATURATE is designedto work with a very generallogic:
full first-orderlogic over transitive relations. It can,undersomecircumstances,
producea finite “saturatedtheory” that enablesan efficient decisionprocedure.
Thesaturationprocesscanalsobeusedto checktheconsistency of a setof for-
mulas,sincefalsewill appearin thesaturatedsetif theoriginalsetis inconsistent.
The price SATURATE paysfor its generalityis that saturationis not guaranteed
to terminatein all cases;therearea numberof user-tunableparametersthatcon-
trol the saturationprocessandmakeit moreor lessthoroughandmoreor less
likely to terminate.This flexibility is sometimesnecessary, but we chooseto fo-
cuson morelimited logics in which we canmakestrongerguaranteesregarding
terminationandrequirelessassistancefrom theuser.

For � �¨	 logics, we selecta classof theory representationswe refer to as)+¦5G*¦�³´, representations:
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Definition 2.9 Fromthesetof rules, ¦ , choosesomesubset,¦ ³ . An )+¦5G*¦ ³ , rep-
resentationof thetheoryinducedby �=< containsa setof formulasderivablefrom� < , such that anyproof fromtheassumptions,� < , in which thelast rule applica-
tion (if any) is an applicationof somerule in ¦ ³ , theconclusionof that proof is
equivalentto someformula in the set. Furthermore, every formula in the setis
equivalentto theconclusionof somesuch proof. Finally, no two formulasin the
setare equivalent.

In this formulation,therulesin ¦ ³ are“preferred” in that they areappliedasfar
aspossible.Theequivalenceusedin this definitionmaybestrict identityor some
looserequivalencerelation. We can test a formula for membershipin the full
theoryby usingthe theoryrepresentationandjust the rulesin )+¦�µ�¦ ³ , (this is
proved in Section2.4). This canbesignificantlymoreefficient thanthegeneral
decisionproblemusingall of ¦ , socriterionC3 canbesatisfied.If we selectthe
representationto includeonly onecanonicalformulafrom any equivalenceclass,
thentherepresentationis completelydeterminedby � < , ¦ , and ¦s³ , socriterionC4
is satisfied.

In orderto satisfy the remainingcriteria (C1, C2, andC5), we mustchoose¦ ³ carefully. We could choose¦ ³ i�¡u¢ , but the resultingtheoryrepresentation
would just be �=< , theinitial assumptions:unlikely to enableanefficientdecision
procedureandcertainlynotvery “interesting”(in thesenseof C5). For somesets
of rules,wecouldlet ¦ ³ iX¦ , but in many casesthiswouldyield aninfinite repre-
sentativeset,violatingC1. In thenext sectionwe describeamethodfor selecting¦ ³ that is guaranteedto producea finite representative set,andthat satisfiesthe
remainingcriteriain practice.

2.3 The Theory GenerationAlgorithm, ¶j· �
In an ���
	 logic, asdefinedin Section2.1,we canautomaticallygeneratea finite
representationof the theory inducedby someset of formulas,   , provided the
logic andtheformulasin   satisfysomeadditionalrestrictions.In thefollowing
section,we describethesepreconditionsandexplain how they canbe checked.
Section2.3.2 containsa descriptionthe algorithm itself, which is followed by
proofsof its correctnessandterminationin Sections2.3.3and 2.3.4.
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2.3.1 Preconditions

In orderto apply our theorygenerationalgorithm, ��� � , to a logic, � �
	 , anda
setof assumptions,  , somepreconditionsontherulesandrewrites( ¦ and

§
) of� �
	 , andon   , musthold. Thesepreconditionsrequirethatthesetof rules( ¦ ) can

bepartitionedinto S-rulesandG-rules, that therewrites(
§

) besize-preserving,
andthattheformulasin   bemostly-ground. Informally, theS-rulesare“shrinking
rules,” sincethey tendto produceconclusionsno larger thantheir premises,and
theG-rulesare“growing rules” sincethey have theoppositeeffect. TheS-rules
arethe principal rulesof inference;in the generatedtheoryrepresentation,they
will betreatedasthepreferredrules(the ¦ ³ setin an ):¦5G$¦ ³ , representation).We
definethesetermsandformally presentthepreconditionsin this section.

The ���5� algorithmrepeatedlyappliesrules,startingfrom theassumptions,to
produceanexpandingsetof derivableformulas.Thebasicintentof theseprecon-
ditionsis to limit thewaysin which formulascan“grow” throughtheapplication
of rules.As long astheprocessof applyingrulescannotproduceformulaslarger
thantheoneswestartedwith, wecanhopeto reachafixedpoint,wherenofurther
applicationof the rulescanyield a new formula. Thealgorithmeagerlyapplies
the S-rulesto the assumptionsasfar aspossible,usingthe G-rulesandrewrites
only asnecessary. Therestrictionsbelow ensurefirst thatthealgorithmcanfind a
new S-ruleapplicationin a finite numberof steps,andsecondthateachnew for-
muladerivedis smallerthansomealready-known formula,so thewholeprocess
will terminate.

The preconditionsbelow aredefinedwith respectto a pre-order(a reflexive
andtransitive relation)on termsandformulas, ¸ . This pre-ordermaybedefined
differentlyfor eachapplicationof thealgorithm,but it mustalwayssatisfythese
conditions:

P1. Thepre-ordermustbemonotonic;thatis,

)N��O ¸¹��r$,xb )%� � O(�$D��_A�¸�� ��r*�$DZ��Aa,
P2. Thepre-ordermustbepreservedundersubstitution:

):A�¸cB0,xb )�� �?�$DZ��Aº¸�� �»�$D��_B0,
P3. The set ¡uA ¼�A½¸¾B-¢ mustbe finite (modulovariablerenaming)for all

formulas B . This is a form of well-foundedness.
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Intuitively, A�¸�B meansthat theformula A is no largerthan B ; with this inter-
pretation,conditionP3meansthatthereareonly finitely many formulasno larger
than B . In Chapter3, we constructa specific ¸ relationsatisfyingthesecondi-
tions,which canbeusedwith only minor variationsin avarietyof situations.

If thereexistssomesucḩ underwhichthepreconditionsbelow aremet,then
the ����� algorithmcanbeappliedto ���¨	 and   .

We canweakentheconditionP3above slightly, to allow broaderapplication
of thealgorithm.Weintroduceasyntacticconstraintonformulas,representedasa
setof formulas,¿ . Everyassumptionin   mustbein ¿ , and¿ mustbeclosedover
all therulesandrewrites(thatis, whenappliedto formulasin ¿ , rulesandrewrites
mustyield conclusionsin ¿ ). Furthermore,applyingasubstitutionto aformulain¿ mustalwaysyield anotherformula in ¿ . We canthenallow a pre-ordeŗ for
whichP3above maynotholdbut P3³ does:

P3³ . Theset ¡uA��k¿¹¼£A�¸cB-¢ mustbefinite (modulovariablerenaming)for all
formulasB .

In describingthepreconditions,we usea notionof mostly-groundformulas:

Definition 2.10 A formula, A , is mostly-groundwith respectto a pre-order, ¸ ,
andsomesyntacticconstraint, ¿ , if\pÀ Q2) À Aº�k¿Vb À Aº¸cAa,�G
where À rangesover substitutions.That is, every instanceof A that meetsthe
syntacticconstraint is no larger than A itself.

Any ground(variable-free)formula is trivially mostly-ground.For somedefini-
tionsof ¸ andsomeconstraintson formulas,however, certainformulascontain-
ing variablesmay alsobe mostly-ground.Chapter3 containssuchan example,
in which ¿ limits thepossiblevaluesfor somefunctionargumentsto a finite set.
Note that,asa consequenceof P3³ , thereexist only a finite numberof instances
(modulovariablerenaming)of any mostly-groundformula.Thepreconditionsre-
quire thatevery formula in   be mostly-ground,in orderto limit the numberof
new formulasthatcanbederivedthroughsimpleinstantiation.

Beforeproceedingwith thepreconditions,weneedto defineunificationmod-
ulo rewritesbriefly:

Definition 2.11 Formulas A�O and Awr canbeunifiedmodulorewrites if andonly
if there existsa substitution,À , of termsfor variablessuch that§ b ) À A�OÁi À A�r$,
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where
§

is thesetof all rewrites.ThesubstitutionÀ is calleda unifier for AHO andA�r .
With this definition, if A�O and A�r canbe unified modulorewrites, thenwe can
prove Awr from A�O by applyinginstancesof zeroor morerewrites. Exceptwhere
explicitly noted,unificationis alwaysassumedto bemodulorewrites.

Now wedefinetheallowedclassesof rulesin ¦ : S-rulesandG-rules.

Definition 2.12 AnS-rule(shrinkingrule) is a rule in which somesubset,7LÂ�& , of
the �w~ (premises)are designated“primary premises,” and for which theconclu-
sion, I , satisfies h��[�^7LÂ�&PQ2):I�¸��0,xQ
That is, for anS-rule,theconclusionis no largerthansomeprimarypremise.We
call thenon-primarypremisessideconditions. Thepremisesof anS-rulemaybe
partitionedinto primary premisesandsideconditionsin any way suchthat this
conditionholds,andtheS/Grestriction(describedlater)is alsosatisfied.

TheG-rulesareappliedonly asnecessary, so it is safefor themto yield for-
mulaslargerthantheir premises.In fact, it is requiredthat theG-rules“grow” in
this way, sothatbackwardchainingwith themwill terminate.

Definition 2.13 A G-rule(growingrule) is a rule for which

\pÃ Qo)+� l ¸�Ia,
In a G-rule,theconclusionis at leastaslargeasany premise.

Therewritesareintendedto providesimpletransformationsthathavenoeffect
on the size of a formula. They areoften useful for expressingassociativity or
commutativity of certainfunctionsin thelogic. Thepreconditionsrequirethatall
rewrites(theset

§
) besize-preserving:

Definition 2.14 A rewrite, \ D�Qo):FVi��»,HG
is size-preservingif F�¸�� and ��¸cF .

From this definitionandpre-orderconditionsP1andP2, it follows immediately
that if we applya rewrite to a formula, A , producingA ³ , then

\ B-Qo)+B�¸�Aa,Vfgb )+B�¸cA ³ ,
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and \ B-Q2):A�¸cB0,nfgb )+A ³ ¸�B0,xQ
Thatis, therewrite hasnotaffectedthe“size” of A .

Finally, to guaranteetermination,thealgorithmrequiresthat theS/Grestric-
tion hold for eachS-rule:

Definition 2.15 S/Grestriction:Givenan S-rulewith primary premises� ~ , side
conditionsF ~ , andconclusionI ,Y each primarypremise�L~ mustnotunifywith anyG-ruleconclusion,andY each side-condition,F�~ , mustsatisfy F�~�¸|I .

Notethatthis restrictionconstrainsthemannerin whichS-andG-rulescaninter-
actwith eachother. Whereasthe otherrestrictionsarelocal propertiesandthus
canbecheckedfor eachrule, rewrite, andassumptionin isolation,this globalre-
strictioninvolvesall rulesandrewrites. It can,however, becheckedquickly and
automatically. Along with the S-ruledefinition, this restrictiondefinesthe role
of thesideconditions:unlike theprimarypremises,whoseinstantiationslargely
determinetheform of theS-rule’sresult,thesideconditionsservemainlyasqual-
ificationsthatcanpreventor enableaparticularapplicationof theS-rule.

We cannow definethe full preconditionthatensuresthe ����� algorithmwill
succeedwith agivensetof inputs.

Definition 2.16 The ���5� preconditionholdsfor somefinite setsof assumptions
(   ), rules ( ¦ ), and rewrites (

§
); somesyntacticconstraint (¿ ); and somepre-

order ( ¸ ), if andonly if all of thefollowingare true:Y Thepre-order, ¸ , satisfiesconditionsP1,P2,andP3³ (given¿ ).Y Everyformulain   is mostly-ground,with respectto ¸ .Y Everyrule in ¦ is eithera G-ruleor anS-rule,with respectto ¸ .Y Everyrewrite in
§

is size-preserving,with respectto ¸ .Y TheS/Grestrictionholdsfor each S-rulein ¦ .

Givena pre-order, ¸ , that is computableandsatisfiestheP1-P3³ conditions,
anda testfor mostly-groundnesscorrespondingto ¸ , it is possibleto checkthe
last four componentsof this preconditionautomatically. Thepartitioningof the
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rules into S- andG-rulesmay not be completelydeterminedby the definitions
above. If a rule hasno premiselarger than its conclusion,and the conclusion
no larger thanany premise,it could go into eithercategory. In somecases,the
S/Grestrictionmaydeterminethechoice,but in othersit mustbemadearbitrarily
or at the user’s suggestion.(A rule whoseconclusionsarerarely interestingin
their own right shouldprobablybe designateda G-rule.) The S-rules’primary
premisescanbe identifiedautomaticallyasthosepremisesthatmatchno G-rule
conclusions.

Thereare���
	 logicsfor whichregardlessof the ¸ pre-orderchosen,the ���5�
preconditionscannothold. Hereis onesuchlogic:

ÄÆÅ?Ç Kp)+JH)NDZ,�,Kp)ND�, ÄgÈÉÇ Kp)ND�,Kp):J�)ND�,%,
(Thereareno rewritesor syntacticconstraints.)To seewhy this logic cannever
meetthe ����� preconditions,considerfirst the casethat

ÄÆÅ
is an S-rule. SinceÄÆÅ

’s premisematchestheconclusionof
ÄgÈ

, it follows that
ÄgÈ

mustalsobean
S-ruleor theS/Grestrictionwouldfail. Since

ÄÉÈ
is anS-rule,thatimpliesthatits

conclusionis no largerthanits premise:

Kp):J�)ND�,%,x¸�Kp)�D�,
By pre-orderconditionP2andreflexivity of pre-orders,all formulasof theform,Kp)+JH):J�):Q�Q_Q_J�)NDZ,�,�,%, , are ¸{Kp)�D�, . Sincethereare infinitely many suchformulas,
pre-orderconditionP3 is violated,sowe have a contradiction,and

ÄÆÅ
mustnot

beanS-rule. Theonly otherpossibility is that
ÄÆÅ

is a G-rule. FromtheG-rule
definition,though,wehave

Kp):J�)ND�,%,x¸�Kp)�D�,
which,again,is impossible,sothispairof rulesis unusablewith ��� � .
2.3.2 The Algorithm

Thetheorygenerationalgorithm,����� , essentiallyconsistsof performingforward
chaining with the S-rulesstartingfrom the assumptions,with backward chain-
ing at eachstepto satisfyS-rulepremisesusingG-rulesandrewrites. Forward
chainingis the repeatedapplicationof rulesto a setof known formulas,adding
new known formulasto this setuntil a fixedpoint is reached.Backwardchaining
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is theprocessof searchingfor a derivationof somedesiredformulaby applying
rules“in reverse,” until all premisescanbesatisfiedfrom known formulas. The
basiccomponentsof the algorithm—forward chaining,backwardchaining,and
unification—arewidely usedmethodsin theoremproving andplanning. We as-
semblethemin a way that takesadvantageof the S-rule/G-ruledistinction,and
that appliesrewrites transparentlythrougha modifiedunificationprocedure.In
this section,we describethis combinedforward/backwardchainingapproachin
detail.

Theskeletonof the ���5� algorithmis theexplorationof adirectedgraphwhich
hasa nodefor eachformula that will be in the generatedtheoryrepresentation.
Therootsof this grapharetheassumptions,andan edgefrom A to B indicates
thattheformula A is used(perhapsvia G-rulesandrewrites)to satisfya premise
of an S-rulewhich yields B . The algorithmenumeratesthe nodesin this graph
througha breadth-firsttraversal. At eachstepof the traversal,we considerall
possibleapplicationsof theS-rulesusingtheformulasderivedsofar—thevisited
nodesof thegraph. Thenew fringe consistsof all thenew conclusionsreached
by thoseS-ruleapplications.Whenno new conclusionscanbe reached,the ex-
plorationis completeandthe formulasalreadyenumeratedconstitutethe theory
representation.

Beforedescribingthealgorithmin detail,we presenta simpleexampleappli-
cationof ��� � . Thelogic weusehasoneS-rule:

Ê Å?ÇHË�/ÍÌ$ÂT&3�
1�):�HG%DZ, 'NÎu&(Ï(Ð�)�D�,ËÑÌ$ÂTÒ�):�0,
oneG-rule: Ó Å»Ç '�Îu&(Ï%Ð�)�D�,'�Îu&(Ï%Ðp)�ÔÕÌ$Ö�/%Â*/Í!�)ND^G*E?,%,
andonerewrite: × ÅyÇ ÔØÌ$Ö�/(ÂÙ/Í!�)�D©G$E?,xiÚÔØÌ$Ö
/%ÂÙ/Í!�)+EpG%DZ,xQ
Weapply ���5� to theseinitial assumptions:

ËÑ/ÍÌ$Â�&3�
1")%ÌuÔ &(ÏÍ/ÛG£ÔØÌ$Ö�/%Â*/Í!�)�Ü*ÔÕ8$Ý�6Û/²GT6ÍËÑ/ÍÌu':/(Â�,%,'�Îu&(Ï%Ðp)+6ÍËÑ/ÍÌu'+/%Â
,
First, thealgorithmtriesto applyrule

Ê Å
; unifying its primarypremisewith one

of theknown formulasgivesthissubstitution:

��iÞÌuÔ &(ÏÍ/²G%D¾ißÔØÌ$Ö
/%ÂÙ/Í!w)�Ü*ÔØ8$Ý�6Û/²G$6ÍË�/ÍÌu':/%Â¨,
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To satisfythe otherpremise,we do backwardchainingwith the G-rule,starting
with '�Îu&(Ï%Ð�)%ÔØÌ$Ö�/(ÂÙ/Í!�)%Ü*ÔØ8$Ý�6Û/²G$6ÍËÑ/ÍÌu'+/%Â�,�,
This matchesno known-valid formula directly, so we try reverse-applyingthe
G-rule (

Ó Å
). Unifying the desiredformula with

Ó Å
’s conclusion(modulothe

rewrite,

× Å
), we getthetwo substitutions,

Dài[áTâ+ãPä�å¬æ¬G*E�i�åÍç»æ¬è¬�TæPé
and D¾iXåPç»æ¬è¬�TæPé£G$EºiXá�â+ãÍäpå¬æ�Q
We instantiate

Ó Å
’s premisewith thefirst substitution,andget

'�Îu&(Ï%Ðp)�Ü$ÔØ8$Ý�6Û/Û,
whichfails to matchany known formulaor G-ruleconclusion.WetheninstantiateÓ Å

’s premisewith thesecondsubstitution,andreach

'�Îu&(Ï%Ðp)+6ÍË�/ÍÌu':/%Â¨,
which matchesoneof the initial assumptions.Sinceall

Ê Å
’s premiseshave been

satisfied,we proceedwith the application,and we add ËÑÌ$Â�ÒV)�ÌuÔ &(ÏÍ/Û, to the set
of known-valid formulas. No further applicationsof S1 are possible,so ���5�
terminates,producingthis theoryrepresentation:

ËÑ/ÍÌ$Â�&3�
1")%ÌuÔ &(ÏÍ/¬GuÔØÌ$Ö�/(ÂÙ/Í!�)%Ü*ÔØ8$Ý�6Û/²G$6ÍËÑ/ÍÌu'+/%Â
,%,'�Îu&(Ï%Ðp)+6ÍËÑ/ÍÌu'+/%Â
,ËÑÌ$Â�ÒV)�ÌuÔ &(ÏÍ/Û,
A pseudocodesketchof the algorithm appearsin Figures 2.1–2.2. The'�ÎL/Í8$ÂTÖ 1S/%� functionverifiesthepreconditionandinvokes Ï*ÔØ8$6ÍÝ�ÂÙ/ to generatethe

theory. The Ï*ÔØ8$6ÍÝ�ÂÙ/ functionperformsthe basicbreadth-firsttraversal;it builds
upasetof formulasin � whichwill eventuallybethetheoryrepresentation,while
keepingtrackof a “fringe” of newly addedformulas.At eachstep, Ï*ÔØ8$6ÍÝ�ÂÙ/ finds
all formulasderivablefrom )N�¯®�ê(Â�&3�
1S/Û, with asingleS-ruleapplicationby callingÌ(7u7�Ô Ö 6ÍÂTÝ�ÔØ/ for eachS-rule. It thentakesthecanonicalformsof thesederivable
formulas,andputsany new ones(notalreadyderived)in thenew fringe.

Theformulasaddedto � arealwayscanonicalrepresentativesof their equiv-
alenceclasses,undera renaming/rewriting equivalencerelation. To be precise,
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Generatethetheoryrepresentationinducedby thegivenassumptions,S-rules,
G-rules,andrewrites,underthepre-order, ¸ .
Theargumentsto '�ÎL/Í8$Â�Ö 1S/(� areassumedtobein scopein all otherfunctions.

function '�ÎL/Í8$ÂTÖ 1S/%�Ñ)´ë=6Í6ÍÝ�Ò�7�'�&(8$�
6£G$ì Â�Ý9ÔØ/(6SGuí ÂTÝ�ÔØ/%6²G$40/(ËHÂT&('+/%6²G*¸a, i
if `�ì"í Â*/%6Û'�ÂT&(Ï*'�&(8$� 8$Ðp)+ì ÂTÝ�ÔØ/%6SGuí é¬äpâ+æÛå$G$40/%Ë�ÂT&('+/%6£G$¸a, then

raiseBadRules
else

return Ï$ÔØ8$6ÍÝ�Â*/�)´ÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔï)+ë�6Í6ÍÝ�Ò�7�'�&(8$�
6u,PG$¡u¢£,
Givenapartially-generatedtheoryrepresentation(� ) andsomenew formulas
(ê(ÂT&3�¨1S/ ), returnthetheoryrepresentationof ��®¯ê(Â�&3�
1S/ .

function Ï*ÔØ8$6ÍÝ�ÂÙ/�)�ê(Â�&3�
1S/ðG%�»,�i
if ê(ÂT&3�¨1S/�iX¡u¢ then

return �
else� ³�ñ ��®�ê(Â�&3�
1S/ê(Â�&3�
1S/ ³ ñ ��ò²ó ô3õ�ö ÷:ø ÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔï)�Ì(7u7�Ô Ö 6ÍÂTÝ�ÔØ/�):¦5G(� ³ ,%,"� � ³

return Ï$ÔØ8$6ÍÝ�Â*/�)Øê(ÂT&3�¨1S/ ³ G%� ³ ,
Apply the given S-rulein every possibleway usingthe formulasin Ð$�"8$ËH� ,
with helpfrom theG-rulesandrewrites.

function Ì(7u7�Ô Ö 6ÍÂTÝ�ÔØ/
)+¦5G$Ð*��8$ËH�H, i
return ¡�Ì(7u7�Ô Ö 6ÍÝ�Ü%6Û'*) À GuÏÍ8$�"Ï*Ô Ý�6Í&(8$�Ñ)+¦�,�,¼ À ��ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3�Ñ)Ø7LÂÙ/%Ò@&36Û/(6¨)+¦�,PGTÐ*�"8$ËH�xG*¡u¢£,�¢

Figure2.1: Sketchof the ��� � algorithm(part1 of 2).

this relationequatesformulas A and B if thereexistsa renamingÀ suchthat the
rewrites imply À Aùi À B . (A renamingis a substitutionthat only substitutes
variablesfor variables.)By selectingthesecanonicalrepresentatives,we prevent
someredundancy in thetheoryrepresentation.Therenamingequivalenceis actu-
ally necessaryto ensuretermination,sincevariablescanberenamedarbitrarilyby
thelower-level functions.Requiringthatformulasbecanonicalmodulorewrites,
while not strictly necessaryfor termination,doesmakethealgorithmfaster, and
perhapsmoreimportantly, makesthetheoryrepresentationcanonicalin thesense
of criterionC4 (from Section2.2). Thecanonicalrepresentativesmaybechosen
efficiently usinga simplelexicographicalorder.
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The Ì(7u7�Ô Ö 6ÍÂTÝ�ÔØ/ function simply calls ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� in order to find all
waysto satisfythegivenS-rule’spremises.Notethat,asrepresentedhere,Ï*ÔØ8$6ÍÝ�ÂÙ/
findsall possibleS-ruleapplicationsandsimply ignorestheonesthatdo notpro-
ducenew formulas.If the Ì(7u7�Ô Ö 6ÍÂ�Ý9ÔØ/ functionis told which formulasarein the
fringe,andcanpassthis informationalongto ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� , it canavoid many
of theseredundantS-ruleapplications,and returnonly formulaswhosederiva-
tionsmakeuseof someformulafrom thefringe. This optimization,which yields
substantialspeedups,is discussedfurtherin Section6.1.1.

Figure2.2containsthethreemutuallyrecursivebackward-chainingfunctions:ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� , ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3� 8$��/ , and Â*/%úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý�ÔØ/ . The purpose
of ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� is to satisfya setof goalsin all possibleways,with thehelp
of G-rulesandrewrites.It calls Ï%ÎL8¬8$6Û/ 1S8¬ÌuÔ to selectthefirst goalto work on(K ).
GoalswhichmatchsomeG-ruleconclusion,andthusmayrequireadeepersearch,
arepostponeduntil all othergoalshavebeenmet. (Notethatthesegoalscanonly
arisefrom G-rulepremisesor S-ruleside-conditions.)The Ï%ÎL8¬8$6Û/ 1u8ÛÌuÔ function
mayapplyfurtherheuristicsto helpnarrow thesearchearly;seeSection6.1.1for
somesuchapproaches.

The ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3� 8$��/ function searchesfor a derivationof a singlefor-
mula( � ) with G-rulesandrewrites.It first checkswhethera canonicalequivalent
of � occursin the ú*&36Í&('+/Í! set,andfails if so, sincethoseformulasareassumed
to beunprovable. This occurrencecorrespondsto a derivationsearchwhich has
hit a cycle. If � is not in this set,the function renamesvariablesoccurringin �
uniquely, to avoid conflictswith variablesin theG-rules,rewrites,and Ð*��8$ËH� . It
thencollectsall substitutionsthatunify � (modulorewrites)with someformulainÐ*��8$ËH� , andfor eachG-rule,calls Â*/%úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý9ÔÕ/ to seewhetherthatG-rule
could be usedto prove � . Eachsubstitutionthat satisfies� eitherdirectly fromÐ*��8$ËH� or indirectlyvia G-rulesis returned,composedwith thevariable-renaming
substitution.

In ÂÙ/(úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý9ÔØ/ , we simplyfind substitutionsunderwhich theconclu-
sion of the given G-rule’s conclusionmatches� , and for eachof thosesubsti-
tutions,call ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� recursively to searchfor derivationsof eachof the
G-rule’s (instantiated)premises.

The ����� algorithmrelieson several low-level utility functions,listedin Fig-
ure2.3. Most of thesearesimpleandrequireno furtherdiscussion,but the Ý��
&Õê(Ö
function is somewhatunusual.Sincerewritescanbeappliedto any subformula,
we canmostefficiently handlethemby taking them into accountduring unifi-
cation. We augmenta simple unificationalgorithm by trying rewrites at each
recursive stepof the unification. In this way, we avoid applying rewrites until
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Find thesetof substitutionsunderwhich thegivengoalscanbederivedfromÐ*��8$ËH� usingG-rulesandrewrites,assumingformulasin ú*&36Í&('+/Í! to beunprov-
able.

function ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3��)+1S8¬ÌuÔ 6SG$Ð$�"8$ËH��G$ú$&36Í&(':/Í!¨, =
if 1S8¬ÌuÔ 6-iX¡u¢ then

return ¡��(��¢
else)NKLGT1*6², ñ Ï(ÎL8Û8$6Û/ 1S8¬ÌuÔo)+1u8ÛÌuÔ 6²,

return ¡�ÏÍ8$Ò�798$6Û/u) À r¬G À Oï,¼ À O ��ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/�)NKLGTÐ*�"8$ËH��GTú*&36Í&(':/Í!¨,�GÀ r ��ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3�Ñ)%Ì(7u7�Ô Ö 6ÍÝ9Ü%6Û'�) À O G%KLåÙ,PG$Ð*��8$ËH��G$ú*&36Í&('+/Í!�,P¢
Find thesetof substitutionsunderwhich � canbederivedfrom Ð*�"8$Ë�� using
G-rulesandrewrites,assumingformulasin ú*&36Í&('+/Í! to beunprovable.

function ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3� 8$��/
):�wG$Ð*�"8$ËH�HG$ú*&36Í&('+/Í!¨, =û� ñ ÒîÌ$ÐS/ ÏÍÌ$�"8$�
&(ÏÍÌuÔï):�L,
if
û�ü�Zú*&36Í&('+/Í! then
return ¡u¢

elseÀSý ñ Ý��
&(þ%Ý�/ ÂÙ/(�"Ì$Ò@&3�
1")+�w,� ý ñ Ì(7u7�Ô Ö 6ÍÝ9Ü(6Û'*) ÀSý G*�w,ÂÙ/21$Ý9ÔØÌ$Â 6ÍÝ9Ü(6Û'N6 ñ ÿ ò���������� Ý��
&Õê(ÖH):� ý G*Aa,1*Â�Ý9ÔÕ/ 6ÍÝ9Ü%6Û'�6 ñ ��ò
	 ô3õ�ö ÷:ø Â*/%úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý9ÔÕ/
):¦5G$� ý GTÐ*�"8$ËH��Gú*&36Í&('+/Í!-®q¡ û�L¢£,
return ¡�ÏÍ8$Ò�798$6Û/u) À G ÀSý ,5¼ À �ZÂ*/21*Ý9ÔÕÌ$Â 6ÍÝ�Ü%6Û'N6=®k1$ÂTÝ�ÔØ/ 6ÍÝ�Ü%6Û'N6²¢

Find the setof substitutionsunderwhich � canbe derived from Ð*�"8$Ë�� by
a proof using G-rulesand rewrites, and endingwith the given G-rule ( ¦ ),
assumingformulasin ú*&36Í&('+/Í! to beunprovable.

function ÂÙ/(úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý9ÔØ/¨):¦5G*�wG$Ð*�"8$Ë���G$ú*&36Í&('+/Í!¨, =
return ¡�ÏÍ8$Ò�798$6Û/u) À�� G À � ,¼ À � �ZÝ��¨&Õê(Ö�)+��GuÏÍ8$��Ï*Ô Ý�6Í&(8$�Ñ):¦�,%,PGÀ� ��ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3��)%Ì(7u7�Ô Ö 6ÍÝ9Ü%6Û'�) À � G(7LÂ*/%Ò@&36Û/%6�):¦=,�,PGÐ*�"8$ËH�HG$ú*&36Í&('+/Í!¨,

Figure2.2: Sketchof the ����� algorithm,continued(part2 of 2).
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ì"í ÂÙ/(6Û'NÂ�&(Ï*'�&(8$� 8$Ðp)+F�G*B-G*¦5G*¸y, Checkthat the S/G restrictionholdsfor
thegivenrules,rewrites,andpre-order.Ï%ÎL8¬8$6Û/ 1S8¬ÌuÔo)NKLã¬è�â:åÙ, Selecta goal to satisfy first, and return
that goal and the remaininggoalsas a
pair; prefer goalsthat matchno G-rule
conclusions.Ì(7u7�Ô Ö 6ÍÝ�Ü%6Û'*) À G � , Replacevariablesin

�
(a formulaor set

of formulas),accordingto the substitu-
tion, À .ÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔo):Ay, Returna canonicalrepresentative of the
setof formulasequivalentto A modulo
rewritesandvariablerenaming(canalso
beappliedto setsof formulas).Ý��
&Õê(Ö�)+A G*B0, Return a set containing each most-
generalsubstitution,À , underwhich the
rewritesimply À Aºi À B .Ý��
&(þ%Ý�/ ÂÙ/%��Ì$Ò@&3�
1"):Ay, Returna substitutionthat replaceseach
variableoccurringin A with a variable
thatoccursin nootherformulas.ÏÍ8$Ò�798$6Û/u) À OPG À rT, Return the compositionof substitutionÀ O with À r .

Figure2.3: Auxiliary functionsusedby the ����� algorithm.

andunlessthey actuallyhave someeffect on theunificationprocess.Plotkin de-
scribeda similar techniquefor building equationalaxiomsinto the unification
process[Plo72]. Becauseof the rewrites,theunificationprocedureproducesnot
just zeroor one,but potentiallymany “mostgeneralunifiers.”

The ���5� algorithm describedhere can be implementedquite straightfor-
wardly, but variousoptimizationsandspecializeddatastructurescanbeemployed
to providegreaterefficiency if desired.In Section6.1,we discussoneimplemen-
tationanda setof usefuloptimizationsit uses.The remainderof this chapteris
devoted to discussionof the correctnessand terminationpropertiesof the ���5�
algorithm,andits usein a decisionprocedurefor ���
	 .
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2.3.3 Corr ectness

The ��� � algorithmis intendedto producea theoryrepresentationin the ):¦5G$¦�³´,
form (seeSection2.2),wherethe“preferred”rules ¦�³ areexactly theS-rules.To
prove that it doesthis, we needa few lemmasdescribingthebehavior of certain
componentsof the ����� algorithm. Theselemmasassumethat thevariousfunc-
tionsalwaysterminate;theterminationproofsappearin thenext section.

All formulasandproofsreferredto below areassumedto be in ���
	 unless
explicitly statedotherwise. In the correctnessand terminationproofs, we will
makeuseof two restrictedformsof proof within ���
	 . Wewrite,

 ^¥ W �
if thereexistsa proofof � from   usingonly rewrites(andinstantiation).If there
existsaproof of � from   usingrewritesandG-rules,wewrite,

 ©¥ GW �üQ
We presentthe following claimsregardingthe Ý��
&Õê(Ö functionwithout proof,

sinceit is astandardbuilding blockandwehavenotdescribedits implementation
in detail.

Claim 2.2( ��������� soundness)If �9O and ��r are formulasof ���¨	 , and À is a sub-
stitutionsuch that À �ZÝ��
&Õê(Ö�)+�9O(G*��rÙ,xG
then ¡u�9OP¢»¥ W

À ��r
and ¡u��r$¢»¥ W

À ��O Q
Claim 2.3( ��������� completeness)Let �9O and ��r beformulasof ���¨	 thatshareno
variables,andlet À bea substitution,such that

¡u�9OP¢»¥ W
À ��r

or ¡u��r$¢»¥ W
À ��O Q

Thereexistsa substitution,À ³ , such thatÀ ³ �ZÝ��
&Õê(Öp):� O G*� r ,
and À is an extensionof À ³ . (Thatis, there exists À ³ ³ such that À i À ³ ³� À ³ ).
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This lemmademonstratesthesoundnessof ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� : thateachsubsti-
tution it returnscanbeappliedto thegivengoalsto yield provableformulas.

Lemma 2.4( �������
���! " ��#$���%� soundness)Let
�

and & besetsof formulasof� �
	 , let   bea setof formulasof � �
	 , andlet À bea substitution,such that

À ��ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3��) � G$ "G'&y,xQ
Then,for every �ü� � ,  Æ¥ GW

À �ÉQ
Proof: This proof is by inductionon thetotal numberof recursive invocationsofÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� . We assumethatany invocationof ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� thatcauses
fewerthan; recursivecallssatisfiesthelemma,andshow thattheresultholdsfor; recursivecallsaswell.

In orderfor ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� to return À , it mustbe the casethateither   is
emptyand À is the identity (in which casethe result follows trivially), or À iÀ r � À O , where

� i�¡$KL¢=®�KLåÀ O ��ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/�)NKLG$Ð*��8$ËH��G$ú*&36Í&('+/Í!�,À r ��ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3��)�Ì(7u7�Ô Ö 6ÍÝ�Ü%6Û'�) À O G%KLåÙ,PG$Ð$�"8$ËH��G$ú$&36Í&(':/Í!¨,xQ
Examining ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� 8$�"/ , we seethat À O can arise in two ways: fromÂ*/21*Ý9ÔÕÌ$Â 6ÍÝ�Ü%6Û'N6 or from 1$ÂTÝ�ÔØ/ 6ÍÝ�Ü%6Û'N6 . Wewill show thatin eachcase,

 ©¥ GW
À O´K�Q

Case1: À O comesfrom ÂÙ/21$Ý9ÔØÌ$Â 6ÍÝ9Ü(6Û'N6 . Theremustexist a formula A��X  ,
andasubstitutionÀ ³ O , suchthat

À OHi À ³ O � ÀSýÀ ³ O �ZÝ��
&Õê(Ö�) À�ý KLG*Ay,
By Claim2.2( Ý��
&Õê(Ö soundness),wehave

 Æ¥ GW
À ³ O ) ÀSý K�,xG

so  Æ¥ GW
À O´K

andthiscaseis done.
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Case2: À O comesfrom 1*Â�Ý9ÔÕ/ 6ÍÝ�Ü%6Û'N6 . Theremustexist a G-rule, ¦ , anda
substitutionÀ ³ O , suchthatÀ Oxi À ³ O � ÀSýÀ ³ O �ZÂ*/%úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý�ÔØ/�)+¦5G ÀSý KLGT "G*Q*Q*Q ,
(We ignorethe ú*&36Í&('+/Í! argument,sinceit is irrelevant to soundness.)Following
into ÂÙ/%úS/(ÂT6Û/ Ì(7u7�Ô Ö 1$ÂTÝ�ÔØ/ , we find thatÀ ³ O i À� � À �À ���ZÝ��¨&Õê(Ö�) À ý KLGuÏÍ8$�"Ï$Ô Ý�6Í&(8$��):¦�,%,À � ��ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3��)%Ì(7u7�Ô Ö 6ÍÝ9Ü%6Û'$) À �*G(7LÂ*/%Ò@&36Û/%6
):¦�,%,PG$ "G*Q$Q*Q�,
Claim2.2( Ý��
&Õê(Ö soundness)impliesthat

¡�ÏÍ8$�"Ï*Ô Ý�6Í&(8$�Ñ):¦=,P¢»¥ W
À � ) À�ý K�,xQ

By theinductionassumption,for every � in 7LÂÙ/(Ò@&36Û/%6�)+¦�, ,
 ©¥ GW

À� ) À � �-,xQ
We canrenamevariablesin thesepremise-proofsusing ÀSý , thencombinethem
andaddanapplicationof theG-rule, ¦ , with thesubstitutionÀ ³ O � À�ý , to get

 ©¥ GW
À ³ O À ý KgQ

Thissimplifiesto  ^¥ GW
À O:KgG

soCase2 is done.
We now returnto ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� , armedwith theknowledgethat À O3K hasa

proof from   . By addinginstantiationsteps,we canconvert this proof to a proof
of À r À O´K , sowe have  ©¥ GW

À r ) À O K�,
We canapply theinductionassumptionto therecursive ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� invoca-
tion, yielding  Æ¥ GW

À r ) À O B0,
for every BÚ�©KLå . Since

� i|¡$KL¢�®ÉKLå , and À i À r � À O , we have shown thatfor
every �g� � , thereexistsaproof of

 ©¥ GW
À �gG
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usingnoS-rules.
Now we show thedualof Lemma2.4, thecompletenessof ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� ;

that is, that it returnsevery most-generalsubstitutionunderwhich the goalsare
provable.

Lemma 2.5( �������
���! " ��#$���%� completeness)Let   and & besetsof formulas,
let
�

bea setof formulas( ¡u�9O%G$Q*Q*Q�G*�¨RS¢ ), let À bea substitution,andlet (aO�Q*Q*Q)(�R
beproofs(usingno S-rules),such that for *,+.-/+�; ,

  021¥ GW
À ��~

andtheproofs,(�~ , containnorewritesof formulasin & . Then,if ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3�
terminates,there existsa substitution,À ³ , such that

À ³ ��ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3��) � GT "G'&?,
and À is anextensionof À ³ .
Proof: We prove this lemmaby inductionon the total numberof G-ruleapplica-
tionsin (aO�Q*Q*Q)(�R .

Withoutlossof generality, weassumethattheproofs,(aO¨Q*Q*Q3(�R , haveno“shar-
ing.” That is, for any proof line that is usedasa premisemore thanonce,we
duplicatetheproof prefix endingwith thatline to eliminatethesharing.To carry
out theinduction,we now assumethatthelemmaholdswhen(aO�Q$Q*Q%(�R containa
total of fewer than; G-ruleapplications,andshow thatit holdswhenthereare ;
G-ruleapplications.

In thecasewhere   is empty, the lemmaholdstrivially, soassume  is non-
empty. Let ��~ be the first goal selectedby Ï(ÎL8Û8$6Û/ 1S8¬ÌuÔ . Therearetwo casesto
consider, dependingonwhether(�~ containsany G-ruleapplications.

Case1: (�~ containsnoG-ruleapplications.
Looking at thecall to ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/ , we canseethat the

û�Z��ú*&36Í&('+/Í!
checkwill not be triggeredsince �¨~ mustbein theproof (�~ , andthusno rewrite
of it canappearin & . SinceÀSý is justa renaming,thereexistssomeÀ ³ suchthat

À i À ³ � À�ý Q
Thus,  Æ¥ GW

À ³ ÀSý �¨~
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andClaim2.3 impliesthereexistssomeÀ ³ ³ for which

À ³ ³ � ÿ ò��4���%��� Ý��
&Õê(Ö�)+� ý G*Aa,
and À ³ is an extensionof À ³ ³ . The set returnedby ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� 8$�"/ will
thus include À ³ ³5� ÀSý , of which À ³6� À�ý (that is, À ) is an extension. Therefore,ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� will returnasoneof its results,À r � À O , whereÀ is anextension
of À O , and À r���ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3�Ñ)%Ì(7u7�Ô Ö 6ÍÝ�Ü%6Û'�) À O%G(KLå¬,�G$ "G'&?,xQ
We have thusreducedthis caseto a casewith the sametotal numberof G-rule
applicationsandone fewer formula in

�
, so without lossof generalitywe can

assumethesecondcase.
Case2: (�~ containsat leastoneG-ruleapplication.
The recursive call to ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� passesa (partially instantiated)subset

of
�

(all but ��~ ); since(�~ containssomeG-ruleapplications,the proofsfor this
subsetmustcontainfewerG-ruleapplicationsthan(aO�Q*Q$Q%(�R , sowecanapplythe
inductionhypothesis.This impliesthat,aslong as À is anextensionof someÀ O ,
thelemmaholds.It remainsonly to demonstratethis.

In ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� 8$�"/ , again,the
û�g�Vú*&36Í&(':/Í! checkwill notbetriggeredfor

thesamereasonasin Case1. As in Case1, thereexistssomeÀ ³ suchthat

À i À ³ � ÀSý Q
Let ¦ bethelastG-ruleappliedin theproof, (�~ . If we canprove that

ÂÙ/%úu/%ÂT6Û/ Ì(7u7�Ô Ö 1*ÂTÝ�ÔØ/
)+¦5G*� ý G$ "G'&º®^¡ û�w¢£,
returnssome À ³ ³ of which À ³ is an extension,then by the argumentin Case1,ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� 8$�"/ will returna substitutionof which À is an instance,so the
lemmawill hold.

SinceÀ ³ is justavariable-renamingfollowedby À , wecantransformtheproof
of À �¨~ , (�~ , into a proof of À ³ �¨~ , called( ³~ , by simplerenaming.From ( ³~ , we can
extracta proof of eachpremiseof its lastG-ruleapplication,andalsoa proof ofÀ ³ ��~ from the G-rule conclusion. By Claim 2.3, À ³ is an extensionof some À �
thatwill bereturnedby Ý��
&Õê(Öp) ÀSý ��~2GuÏÍ8$��Ï*Ô Ý�6Í&(8$�Ñ):¦�,%, . Theproofsof ¦ ’s premises
will not containany rewrites of & , sincetheseproofs comefrom ( ³~ , and we
will further assumethey containno rewritesof �¨~ . (If they did, the application
of ¦ could be eliminatedfrom (�~ , so thereis no loss of generalityfrom this
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assumption.)Sincewe have proofsof ¦ ’s premises(instantiatedby À ³ ), which
have fewer total G-rule applicationsthantheoriginal (�~ , andsincetheseproofs
containno rewrites of formulasin the (expanded)ú*&36Í&('+/Í! set,we canapply the
inductionhypothesisandfind that for some À� returnedby the ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3�
call, À ³ is anextensionof À� � À � , whichwill bereturnedby ÂÙ/%úu/%ÂT6Û/ Ì(7u7�Ô Ö 1*ÂTÝ�ÔØ/ .
This is thefinal resultwerequiredto completetheproofof thelemma.

Now we canprove thesoundnessandcompletenessof the Ï*ÔÕ8$6ÍÝ�Â*/ function,
theheartof the ����� algorithm.

Lemma 2.6( ��7�8�9��� �: soundness)Let   and   ³ besetsof formulasof ���
	 . For
anyformula, A , where A��ºÏ*ÔÕ8$6ÍÝ�Â*/�)´  ³ G$ �,xG
there existsa proof, ( , of  �®É  ³ ¥qA , in which thelast rule application(if any)is
of anS-rule.

Proof: Theproof is by inductionon the numberof recursive calls to Ï*ÔØ8$6ÍÝ�ÂÙ/ . If
thereareno suchcalls,   ³ (the fringe) mustbe empty, so   is returned,andthe
lemmais trivially satisfied.Otherwise,Ï*ÔØ8$6ÍÝ�ÂÙ/ is calledrecursively with thefor-
mulasin ê(Â�&3�
1S/ addedto   and ê(ÂT&3�¨1S/ ³ becomesthenew fringe. If we canshow
thatall of the ê(ÂT&3�¨1S/ ³ formulashave proofsfrom   of theappropriateform, then
we canapplytheinductionassumptionandthelemmais proved.

ForeveryS-rule,¦ , Ï*ÔÕ8$6ÍÝ�Â*/ calls Ì(7u7�Ô Ö 6ÍÂTÝ�ÔØ/�):¦5G$ p®s �³´, , whichwill return¦ ’s
conclusion,instantiatedby À , whereÀ comesfrom the ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� result.By
Lemma2.4 ( ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� soundness),for eachpremise,� , of ¦ , thereexists
a proofof  �®k  ³ ¥ À �
We canconcatenatetheseproofs,followedby anapplicationof theS-rule, ¦ , to
yield a proof of À I (where I is ¦ ’s conclusion).Furthermore,this proof hasno
ruleapplicationsfollowing theapplicationof ¦ , sotheproof is of theappropriate
form. It is thereforesafeto add

Ì(7u7�Ô Ö 6ÍÝ9Ü%6Û'�) À GuÏÍ8$�"Ï*Ô Ý�6Í&(8$�Ñ)+¦�,�,
to thefringe.

To expressthenext lemma,we introducea notionof partial theoryrepresen-
tations:
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Definition 2.17 If, for any formula, � , and proof, ( , such that ( hasonly one
S-ruleapplicationandno otherrule applicationsfollowingit, andwhere

  0 ¥k�îG
it is alsothecasethat )+  ³ ®k �,x¥ W �üG
thenwecall theorderedpair, ;´  ³ G$ =< , a partialtheoryrepresentation.

Notethatif � is a theoryrepresentation,then ;´¡u¢uG%�>< is a partialtheoryrepre-
sentation.Theclosure functiontakesapartialtheoryrepresentationandproduces
a theoryrepresentation:

Lemma 2.7( ��7�8!9��? : completeness)Let � and ê(ÂT&3�¨1S/ be setsof formulas(of� �
	 ), such that ;Õê(ÂT&3�
1u/²G%�>< is a partial theoryrepresentation.For any formula,� , andproof, ( , whoselast rule applicationis an S-ruleapplication,where

)N��®�ê(Â�&3�
1S/Ù, 0 ¥k�üG
there existssome� ³ , where (assumingÏ*ÔØ8$6ÍÝ�ÂÙ/ terminates)

� ³ �¹Ï*ÔØ8$6ÍÝ�ÂÙ/�)�ê(Â�&3�
1S/²G%�a,�G
such that � ³ ¥ W �gQ
Proof: Theproofisby inductiononthenumberof recursivecallsto Ï*ÔØ8$6ÍÝ�ÂÙ/ , which
is guaranteedto befinite sinceweassumeÏ*ÔÕ8$6ÍÝ�Â*/ terminates.

If thereareno recursive calls to Ï$ÔØ8$6ÍÝ�Â*/ , then ê(ÂT&3�¨1S/ is empty, and Ï$ÔØ8$6ÍÝ�Â*/
returnsjust � , whichby Definition2.17mustsatisfy

�|¥ W �îG
sothis caseis done.

If ê(Â�&3�
1S/ is non-empty, thenthefunctionreturnstheresultof

Ï$ÔØ8$6ÍÝ�Â*/�)Øê(ÂT&3�¨1S/ ³ G%� ³ ,xQ
Since � ³A@ )N��®�ê(Â�&3�
1S/ð,�G
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theinductionhypothesiswill yield thedesiredresultif we canprove that

;Õê(ÂT&3�¨1S/ ³ G%� ³ <
is a partialtheoryrepresentation.

Let �2B beaformulaasgivenin Definition2.17,where

� ³ 0DC¥�� B G
and(EB hasexactlyoneS-ruleapplication,whichis its lastruleapplication.Let ¦
bethelastS-ruleappliedin (EB , let I be ¦ ’s conclusion,andlet À bethesubsti-
tutionunderwhich ¦ wasapplied.FromLemma2.5( ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� complete-
ness),it followsthat À is anextensionof somesubstitutionreturnedby

ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3�Ñ)NMðé¨æPzF-�å¬æ¬å�):¦�,�G%� ³ G$¡u¢£,sG
andthus Ì(7u7�Ô Ö 6ÍÂ�Ý�ÔØ/�)+¦5G%� ³ ,
will returnsomeformulaof which À I is aninstance.SinceÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔ only
transformsoneformulainto anotherthatis equivalentmodulorewrites,we get

ÒîÌ$Ðu/ ÏÍÌ$�"8$�
&(ÏÍÌuÔï)%Ì(7u7�Ô Ö 6ÍÂ�Ý�ÔØ/
):¦�G%� ³ ,�,x¥ W
À I

andfinally, this impliesthat

ê(ÂT&3�
1u/ ³ ®m� ³ ¥ W
À I�Q (2.4)

Now, returningto theproof, ( B , sincenomorerulesareappliedafter ¦ , it follows
that À I�¥ W �gQ
This,combinedwith (2.4),givestheresultwe need:

ê(Â�&3�
1S/ ³ ®m� ³ ¥ W �gQ
Thiscompletestheinduction.

We can now prove the claim madeat the beginning of this section,which
correspondsto thefollowing theorem:
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Theorem2.8( ����� Correctness)If   is a setof mostly-groundformulasof ���
	 ,
and ì ÂTÝ�ÔØ/%6 , í Â�Ý�ÔØ/%6 , 40/(ËHÂT&('+/%6 , and ¸ meetthe ����� algorithm preconditions
givenin Definition2.16,then

'�ÎL/Í8$Â�Ö 1S/(�Ñ)+ "G$ì Â�Ý9ÔØ/(6SGuí ÂTÝ�ÔØ/%6²G$40/(ËHÂT&('+/%6²G*¸a,
returnsan ):¦5G*¦ ³ , representationof thetheoryinducedby   , where ¦ ³ is theset
of S-rules,andtheequivalenceusedis equivalencemodulorewritesandvariable
renaming.

Proof: Firstwe prove thatevery formulareturnedby '�ÎL/Í8$ÂTÖ 1S/(� is in the ):¦5G$¦ ³ ,
representation.Let A bea formula returnedby 'NÎL/Í8$Â�Ö 1S/%� . It mustbe thecase
that A���Ï*ÔØ8$6ÍÝ�ÂÙ/�)+ÒîÌ$Ðu/ ÏÍÌ$�"8$�
&(ÏÍÌuÔï)+ �,�G*¡u¢£,�G
andsoby Lemma2.6( Ï*ÔØ8$6ÍÝ�ÂÙ/ soundness),thereexistsaproof, ( , suchthat

ÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔo)+ �, 0 ¥^A�G
andwherethe last rule applicationin ( is of an S-rule. Since ÒîÌ$ÐS/ ÏÍÌ$�"8$�
&(ÏÍÌuÔ
only transformsby rewrites,we know that

ÒîÌ$ÐS/ ÏÍÌ$�"8$�
&(ÏÍÌuÔï)+ �, 0 ¥^A i"b   0�G¥�A
andfurthermore,thatsincethelastruleappliedin ( is anS-rule,thesameis true
of ( ³ . Lastly, sinceevery formulareturnedby Ï$ÔØ8$6ÍÝ�Â*/ hasbeencanonicalized,no
two formulasreturnedby '�ÎL/Í8$Â�Ö 1S/%� areequivalentmodulorewritesandvariable
renamings.Therefore,every formula returnedby 'NÎL/Í8$Â�Ö 1S/%� is in the ):¦5G$¦�³´,
representation.

It remainsto prove thatany formula in the ):¦5G$¦�³�, representationis returned
by 'NÎL/Í8$Â�Ö 1S/%� . Let A be a formulaand ( a proof whoselast rule appliedis an
S-rule,suchthat   0 ¥kA|Q
By thesameargumentmadeabove, it followsthat

ÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔï)+ �, 0 G¥jA�G
where ( ³ hasthe sameproperty. By Lemma2.7 ( Ï*ÔÕ8$6ÍÝ�Â*/ completeness),there
existssomeA ³ , � ³ �¹Ï*ÔØ8$6ÍÝ�ÂÙ/�)+ÒîÌ$ÐS/ ÏÍÌ$�"8$�¨&(ÏÍÌuÔ()´ �,PG*¡u¢£,HG
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suchthat A ³ ¥ W A�Q
Therefore,A is equivalent(modulorewritesandvariablerenaming)to somefor-
mulain thesetreturnedby 'NÎL/Í8$Â�Ö 1S/%� . This completesthecorrectnessproof for
the ���=� algorithm.

2.3.4 Termination

Thecompletenessproofsin Section2.3.3assumedthat the functionsmakingup
the ��� � algorithm alwaysterminated. In this section,we show how the ��� �
preconditionsensurethis. Theproofsbelow assumethe existenceof a fixed set
of S-rules,G-rules,andrewrites,anda pre-order, ¸ , all of which satisfythe ���5�
preconditionsin Definition2.16.

Roughlyspeaking,theproof goesasfollows. The ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� function
first satisfiestheprimarypremises,andthenappliesG-rulesin reverseto satisfy
thepartially instantiatedside-conditions.SincetheG-rules“grow” whenapplied
in theforwarddirection,they “shrink” whenappliedin reverse(if thegoalformula
is sufficiently ground),so this backwardchainingmust terminate. The Ï*ÔØ8$6ÍÝ�ÂÙ/
functionfindseachway of applyingtheS-ruleswith helpfrom ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� ,
andrepeatsuntil it reachesafixedpoint.SincetheS-rules“shrink,” they cannever
producea formulalargerthanall theinitial assumptions,andsothis processwill
halt aswell.

A moreformalproof follows.

Definition 2.18 Aformula, A , issize-boundedbya finitesetof formulas,  , when,
for anysubstitution,À , there exists Bc�Z  such that

À Aº¸cB�Q
Notethat if A is mostly-groundthen A is size-boundedby ¡uA»¢ .
Lemma 2.9 If �9O is size-boundedby   , and ��r-¸�9O , then ��r is size-boundedby  .

Proof: Since ��rj¸ ��O , we can usepre-orderconditionP2 ( ¸ preserved under
substitution)to show that,for any À ,

À ��r=¸ À �9O�Q
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Since��O is size-boundedby   , thereexistssomeB��Z  suchthat

À �9O�¸�BcQ
Applying thetransitivepropertyof pre-orders,we get

À ��r�¸�BcG
so ��r is size-boundedby   .

Lemma 2.10 If the formula, A , is size-boundedby   , thenfor any formula, A�³ ,
such that ¡uAa¢y¥ W A ³ GA ³ is alsosize-boundedby   .

Proof: Weshow thatsize-boundednessis preservedby instantiationandby rewrit-
ing, theonly transformationspossiblein theproofof

¡uA»¢-¥ W A ³ Q
Let À be somesubstitution. Since A is size-boundedby   , thereexists someB��Z  suchthatfor any substitution,À ³ ,

À ³ À A[¸cB�G
so À A is size-boundedby   . Let F�i�� bea rewrite, andlet A ³ bethe resultof
applyingthatrewrite to A . Rewritesarerequiredto besize-preserving,so FZ¸��
and � ¸}F . By pre-orderconditionP1, this implies A ³ ¸ A , andwe canapply
Lemma2.9to seethat A ³ is size-boundedby   .

Lemma 2.11 If A issize-boundedby   , thenÒîÌ$ÐS/ ÏÍÌ$�"8$�¨&(ÏÍÌuÔo):Ay, is size-bounded
by   .

Proof: SinceÒîÌ$ÐS/ ÏÍÌ$�"8$�
&(ÏÍÌuÔ only transformsby rewritesandvariablerenaming,
it followsdirectly from Lemma2.10that ÒîÌ$ÐS/ ÏÍÌ$�"8$�
&(ÏÍÌuÔï):Ay, is size-boundedby  if A is.

Lemma 2.12 For any finite setof formulas,   , there are finitely manyformulas
thatarebothsize-boundedby   andcanonicalwith respectto variable-renaming.
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Proof: By Definition2.18,any formula, � , that is size-boundedby   mustsatisfy��¸�B for some B{�X  . By pre-orderconditionP3, since   is finite, thereare
finitely many suchformulas,� , modulovariablerenaming.

Lemma 2.13 If � is size-boundedby thesetof formulas,  �³ , and ¦ is a G-rule,
then Â*/%úS/%Â�6Û/ Ì(7u7�Ô Ö 1*Â�Ý9ÔÕ/�)+¦5G*��GT "G'&?,
will alwayspassa setof formulas,

�
, to ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� , where all formulasin�

are size-boundedby   ³ . (   needhaveno relation to   ³ ; in particular   ³ may
containlarger formulasthan   .)

Proof: Let I be ¦ ’s conclusion.For any À � , suchthat

À � �ZÝ��¨&Õê(Ö�)+��G*Iy,�G
Claim 2.2( Ý��¨&Õê(Ö soundness)impliesthat

¡u�w¢»¥ W
À �¬I�Q

Since � is size-boundedby  �³ , it follows that À �$I is also size-boundedby  �³ .
FromtheG-ruledefinition,for all premises,� , of ¦ ,

��¸�I|G
andso À �¬��¸ À �¬I�Q
By Lemma2.9, À �$� mustbe size-boundedby  �³ . The call to ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3�
sendsonly formulasof this form.

Lemma 2.14 If all formulasin   are size-boundedby   ³ , and � matchesno G-
rule conclusion,thenfor every À such that

À ��ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$��/�)+��G$ "G'&y,xG
À � is size-boundedby   ³ .
Proof: Since � matchesno G-rule conclusion,neitherwill the renamedversion,� ý , andso 1*Â�Ý9ÔÕ/ 6ÍÝ9Ü%6Û'�6 will beempty. By Claim2.2( Ý��
&Õê(Ö soundness),for everyÀ ³ suchthat À ³ �ZÝ��
&Õê(ÖH):� ý G*Ay,
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whereA��Z  , we know that ¡uA»¢-¥ W
À ³ � ý Q

Therefore,by Lemma2.10,since  is size-boundedby   ³ , sois À ³ � ý . Finally, the
substitutionsreturnedby ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� 8$�"/ are À ³H� ÀSý , and

À ³ � ý i À ³ À�ý �üG
so ) À ³� ÀSý ,P� is size-boundedby   ³ .
Lemma 2.15 If   is size-boundedby   ³ , andthere existssome�ü� � such that �
matchesnoG-ruleconclusion,thenfor every À such that

À ��ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3��) � G$ "G'&?,�G
À � is size-boundedby   ³ .
Proof: Eachrecursive call to ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� appliesanothersubstitutionto the
remaininggoals,andsubstitutioncannotcausea formulato matcha G-rulecon-
clusionif it did notalready, andit alsopreservessize-boundedness.Therefore,in
somecall to ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3� , the chosengoal, K , will matchno G-rule conclu-
sionsandwill besize-boundedby   ³ . By Lemma2.14,every À O substitutionsuch
that À O���ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/
)NKLGT "G'&a,
will give À O:K size-boundedby   ³ . The substitutionsreturnedby the originalÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� invocationareextensionsof theseÀ O substitutions,so À � will
besize-boundedby   ³ .
Lemma 2.16 If � is size-boundedby  �³ , then ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/�):��GT "G'&?, will
alwayspasstheformula � ý to ÂÙ/%úS/(ÂT6Û/ Ì(7u7�Ô Ö 1$ÂTÝ�ÔØ/ , where � ý is alsosize-bounded
by  �³ .
Proof: This follows directly from the definitionof size-bounded,since � ý is the
resultof asubstitutionappliedto � .

Lemma 2.17 If   is size-boundedby   ³ , and
�

is the setof premisesof some
S-rule,then ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3��) � G$ "G'&?, will terminate.
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Proof: Since Ï%ÎL8¬8$6Û/ 1S8¬ÌuÔ alwaysselectsgoalsthatmatchno G-ruleconclusions
first, ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3� will satisfyall the primary premisesin

�
beforeexamin-

ing side-conditions.For eachprimarypremise,ÜÍÌuÏ(Ð*ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/ will clearly
terminatesinceÂÙ/%úu/%ÂT6Û/ Ì(7u7�Ô Ö 1*ÂTÝ�ÔØ/ will notcall ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� .

Let À � betheaccumulatedsubstitutiononcetheprimarypremiseshave been
satisfied.SinceÀ I is size-boundedby   ³ , andeachside-condition,� , satisfies

��¸�I|G
it follows from Lemma 2.9 that for eachside-condition, À � is size-bounded
by   ³ . A simple induction shows that the recursive call to ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3�
in ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� itself will preserve this property, and reducesthe num-
ber of goals by one, so the only possibly non-terminatingcall is the one toÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/ .

The call to ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3� 8$�"/ passesa formula, � , that is size-bounded
by   ³ . By Lemmas2.13and2.16,any recursive call madeto ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3�
in ÂÙ/%úS/(ÂT6Û/ Ì(7u7�Ô Ö 1$ÂTÝ�ÔØ/ will use goals also size-boundedby   ³ . SinceÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� 8$�"/ addsthe canonicalform of � to the visited set, and ter-
minatesif � is alreadyin thatset,the recursive nestingdepthis boundedby the
numberof suchformulas� thataredistinctmodulorenaming.Sinceeachsuch �
is size-boundedby   , pre-orderconditionP3implies that therearea finite num-
berof possible� ’s. Therefore,this recursionmusthalt, so ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� will
terminate.

Lemma 2.18 If theformulasin   aresize-boundedby   ³ , and ¦ is anS-rule,then
theformulasreturnedby Ì(7u7�Ô Ö 6ÍÂ�Ý9ÔØ/�):¦�G$ �, are size-boundedby  �³ .
Proof: Let I betheconclusionof theS-rule, ¦ , andlet � bea primarypremise
of ¦ thatsatisfies I�¸��|Q
By the S-rule definition, somesuch � must exist, and by the S/G restriction,� mustmatchno G-rule conclusions.Lemma2.15 thus implies that for every
substitution,À , suchthat

À �¹ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï(ÎLÌ$&3��)Ø7LÂÙ/%Ò@&36Û/%6
):¦�,�G$ "G*¡u¢£,xG
À � is size-boundedby   ³ . By theS-ruledefinition,

I�¸��|G
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soby pre-orderconditionP2, À I�¸ À �ºG
andsinceÀ � is size-boundedby   ³ , Lemma2.9 impliesthat À I is size-bounded
by   ³ .
Lemma 2.19 If formulasin   are size-boundedby  �³ , and ¦ is an S-rule,thenÌ(7u7�Ô Ö 6ÍÂ�Ý�ÔØ/�)+¦5G$ �, will terminate.

Proof: Thecall to ÜÍÌuÏ%Ð*Ë�Ì$ÂÙ! Ï%ÎLÌ$&3� passesthepremisesof ¦ andtheset   , sothe
antecedentof Lemma2.17issatisfied,and ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3� (andthus Ì(7u7�Ô Ö 6ÍÂ�Ý9ÔÕ/ )
will terminate.

Lemma 2.20 In Ï*ÔØ8$6ÍÝ�ÂÙ/ , if theformulasin ê(ÂT&3�
1u/ and � are size-boundedby   ,
thenformulasin ê(Â�&3�
1S/ ³ and � ³ are alsosize-boundedby   .

Proof: First, � ³ is clearly size-boundedby   since � ³ is just ê(ÂT&3�
1u/ � . By
Lemma2.11andLemma2.18,for eachS-rule, ¦ ,

ÒîÌ$ÐS/ ÏÍÌ$��8$�
&(ÏÍÌuÔï)�Ì(7u7�Ô Ö 6ÍÂTÝ�ÔØ/
)+¦5G%� ³ ,%,
is size-boundedby   , andso ê(ÂT&3�¨1S/ ³ is alsosize-boundedby   .

Lemma 2.21 If formulas in ê(ÂT&3�
1u/ and � are size-boundedby some finite
set,   , and canonical with respectto rewrites and variable renaming, thenÏ*ÔØ8$6ÍÝ�ÂÙ/�)�ê(Â�&3�
1S/¬G%�», will terminate.

Proof: In eachrecursive call, the set ê(Â�&3�
1S/ � mustgrow monotonically, untilê(ÂT&3�
1u/ is emptyand Ï*ÔØ8$6ÍÝ�ÂÙ/ terminates.By Lemma2.19, Ì(7u7�Ô Ö 6ÍÂTÝ�ÔØ/�):¦5G(��³�, must
terminate

By Lemma2.20,andthe definitionof ÒîÌ$ÐS/ ÏÍÌ$�"8$�
&(ÏÍÌuÔ , theseinvariantsare
preserved:Y Formulasin ê(Â�&3�
1S/ � aresize-boundedby   .Y Formulasin ê(Â�&3�
1S/ � arecanonicalwith respectto rewrites

Therefore,byLemma2.12,therearefinitely many formulasthatcaneverbeadded
to ê(Â�&3�
1S/ � , andsotherecursionmustterminate.

Wecannow prove theterminationtheoremfor the ����� algorithm:

Theorem2.22 If the ����� preconditionshold,then '�ÎL/Í8$ÂTÖ 1S/%� will terminate.

Proof: Assumptionsaremostly-ground,so they aresize-boundedby themselves.
By Lemma2.11,theformulaspassedto Ï*ÔØ8$6ÍÝ�ÂÙ/ aresize-boundedby   , andthey
arealsocanonicalwith respectto rewritesandvariablerenaming,soLemma2.21
impliesthat Ï*ÔÕ8$6ÍÝ�Â*/ , andthus '�ÎL/Í8$ÂTÖ 1u/%� , will terminate.
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2.4 The DecisionProblem

Oneof thegoals(Section2.2) for thetheoryrepresentationwasthatit would en-
ableanefficientdecisionprocedurefor thefull theory. In otherwords,weshould
beableto makeuseof the theoryrepresentationgeneratedfrom   to answerthe
question,

  I¥q� (2.5)

when   is a setof mostly-groundformulas,and � �
	 satisfiesthe ��� � precondi-
tions.

In this section,we first discussthedecidabilityof the � �
	 logics in general,
andthengiveasimpleandfastdecisionprocedurethatmakesuseof thegenerated
theoryrepresentation.

2.4.1 Decidability of J�K�L
Sincelogical implication for full first-orderlogic is undecidable,we might well
askwhether(2.5)canbedecidedin � �
	 .

The   I¥V� questionis equivalentto decidingthelogical validity of this (gen-
eralfirst-order)formula:

)�M0O"e^Q*Q*QðeNM�Ru,"e�)+¦0OÁekQ*Q*Qðeq¦�Ru,"ej) § O9eqQ*Q*Q²ek¦�R�,xb � (2.6)

where  �i ¡M0O(G*Q*Q*Q�G'M�RS¢ , andthe ¦�~ and
§ ~ arethe rulesandrewritesof ���
	 .

Eachof theseformulas( M�~ , ¦�~ , § ~ , � ) is a well-formedformula of �� , so re-
calling the restrictionon formulasin �� , we know that they eachhave theform\ DkOPG*Q*Q$Q*G%DmvÑQ_A , where A containsno quantifiers.We canpull thequantifiersin
(2.6)outward,renamingboundvariablesto avoid clashes,to producethisequiva-
lent formula: ) \ D�Qo)+A�OweqAwr e^Q*Q*QuekA9Ru,�,xb ) \ E»Q�B0, (2.7)

This formula,in turn,canberewrittenas\ E»Q�h DnQo)%):A�O9ekA�r eqQ*Q*Qðe^A9Ru,xb B0,
Sincethe A�~ and B arequantifier-free,this formulahastheform\ ELOPQ*Q*Q*Q \ ESR¨Q_h£DkO(Q*Q*Q*Q*h£DmvÑQ_F
Validity is known to be decidablefor first-orderformulasin this form [DG79],
andthusthelogical implicationquestionstatedabove is decidable.
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2.4.2 DecisionProcedure

Given a generatedtheoryrepresentationfor   , anda mostly-groundformula � ,

theprocedurefor deciding  I¥q� is simply this:

function !u/%Â�&3úSÌuÜ*ÔØ/¨):��G£'NÎL/Í8$Â�Ö ÂÙ/´7p, i
return ÜÍÌuÏ%Ð$ËÑÌ$ÂÙ! Ï%ÎLÌ$&3��):¡u�w¢uGu'NÎL/Í8$Â�Ö ÂÙ/37ÁG*¡u¢£,POiX¡u¢

Thecorrectnessandterminationof this decisionprocedurefollow directly from
the correctnessand terminationof the ÜÍÌuÏ%Ð*ËÑÌ$Â*! Ï%ÎLÌ$&3� function (Lemmas2.4,
2.5,and2.17).It is efficient in practice.

2.5 Theory Generation: Summary

Wehavedefinedthegeneraltheorygenerationapproach:build a representationof
thefull theoryinducedby somesetof assumptions,andusethatrepresentationto
directly andindirectly explore the consequencesof thoseassumptions.We then
consideredtheorygenerationin thecontext of a particularfragmentof first-order
logic, ���
	 . We specifiedthe ):¦5G*¦ ³ , classof theory representations,basedon
selectinga set( ¦ ³ ) of “preferred” rules,to beappliedaggressively. For assump-
tions, rules,andrewrites satisfyingthe specifiedpreconditions,we describeda
theorygenerationalgorithmthatproducesa representationin this class.Finally,
we presenteda decisionprocedurefor mostly-groundformulasin ���
	 which
makesuseof thetheoryrepresentation.Thedecisionprocedure(derivable) satis-
fiesthefollowing property, whereQ
R3S'T'U�VXW
Y refersto the ����� preconditionsgiven
in Definition2.16:

Q
R3S'T'U�V
W
YÛ)N� < GTì Â�Ý9ÔÕ/%6£Guí Â�Ý�ÔØ/%6SG$45/%ËHÂ�&(':/%6²G*¸a,i"b ):�É�k� > fgb !u/%Â�&3úSÌuÜ*ÔØ/
)+��Gu'�ÎL/Í8$Â�Ö 1S/%�Ñ)�� < ,�,�,
That is, for a logic andinitial setof formulas,�=< , that satisfythe ���=� precon-
ditions,a formula, � , is in the theoryinducedby �=< if andonly if the decision
procedurereturnstrue,given � andtheresultsof the ���5� algorithm.

In thefollowing chapters,we apply theorygenerationin thedomainof cryp-
tographicprotocolverification,andseewhatpracticalbenefitsit offers.
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Chapter 3

Theory Generation for Belief Logics

“Little logics” have beenusedsuccessfullyto describe,analyze,andfind flaws in
cryptographicprotocols.TheBAN logic is thebest-known memberof a family
of logics that seemto capturesomeimportantfeaturesof theseprotocolswhile
maintaininga manageablelevel of abstraction.Therehasbeenlittle in the way
of tools for automatedreasoningwith theselogics,however. Someof the BAN
analysesweremechanicallyverified,andthedesignersof AUTLOG produceda
prover for their logic, but prominentautomatedtools,suchastheNRL Protocol
AnalyzerandPaulson’s Isabellework, have usedvery differentapproaches.The
lackof emphasisonautomationfor theselogicsresultsin partfrom theirapparent
simplicity; it canbearguedthatproofsareeasilycarriedoutby hand.Indeed,the
proofsrarelyrequiresignificantingenuityonceappropriatepremiseshavebeenes-
tablished,but manualproofsevenin publishedwork oftenmisssignificantdetails
andassumepreconditionsor rulesof inferencethat arenot madeexplicit; auto-
matedverificationkeepsushonest.Furthermore,with fast,automatedreasoning
we canperformsomeanalysesthat would otherwisebe impracticalor cumber-
some,suchasenumeratingbeliefsheldastheprotocolprogresses.

Thedevelopmentof theorygenerationwaspartiallymotivatedby theneedfor
automatedreasoningwith this family of logics. Usingtheorygeneration,andthe��� � algorithmin particular, we cando automatedreasoningfor all theselogics
with asingle,simpletool.

In this chapter, we examinethreebelief logics in theBAN family: theBAN
logic of authentication,AUTLOG, andKailar’s logic of accountability, andwe
show how theory generationcan be appliedto eachof them. For eachlogic,
we presentits representationasa setof functionsandpredicates,its axioms(the
“rules” fed to the ����� algorithm),andanappropriatepre-order( ¸ ).

47
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3.1 BAN

As theprogenitorof this family, theBAN logic of authenticationis a naturalcase
to consider. This logic is normally appliedto authenticationprotocols. It al-
lowscertainnotionsof beliefandtrustto beexpressedin a simplemanner, andit
providesrulesfor interpretingencryptedmessagesexchangedamongtheparties
(principals)involvedin a protocol.In Section3.1.1we enumeratethefundamen-
tal conceptsexpressiblein the BAN logic: belief, trust,messagefreshness,and
messagereceiptandtransmission;Section3.1.2containsthe rulesof inference;
Sections3.1.3–3.1.5giveexamplesof theirapplication.

3.1.1 Componentsof the Logic

In encodingtheBAN logic andits accompanyingsampleprotocols,wemustmake
severaladjustmentsandadditionsto thelogic asoriginally presented[BAN90], to
accountfor rules,assumptions,andrelationshipsthataremissingor implicit.

Figure3.1shows thefunctionsusedin theencoding,andtheir intuitivemean-
ings. Thefirst twelve corresponddirectly to constructsin theoriginal logic, and
have clearinterpretations.The last two arenew: &3�
ú makesexplicit therelation-
ship implied betweenthe keys in a key pair ( Z , Z ¤
O ) underpublic-key (asym-
metric)cryptography, and !$&36Û'�&3�"Ï*' expressesthattwo principalsarenot thesame.

As a technicalconvenience,we alwaysassumethat for every function (e.g.,ÜÍ/*Ô &(/%úS/%6 ), thereis acorrespondingpredicateby thesamenameandwith thesame
arity, which is usedwhentheoperatoroccursat theoutermostlevel. For instance,
in theBAN formula

M believes [ said M believes M \ñ^] [
thefirst believesis representedby the ÜÍ/*Ô &(/%úS/%6 predicate,while thesecondis rep-
resentedby the ÜÍ/*Ô &(/%úu/%6 function.Thefunctionandpredicatehave thesamename
merelyfor convenience;thereis formally nospecialrelationshipbetweenthetwo.
Theduplicationis requiredsincewe have chosena first-orderlogic setting;if in-
steadwe usedmodal logic, we could replacethe function/predicatepair with a
singlemodaloperator. This is a technicaldistinctionwith no significantimplica-
tionsin practice.

We provide a finite but unspecifiedsetof uninterpreted0-ary functions(con-
stants),which canbeusedto representprincipals,keys, timestamps,andsoforth
in aspecificprotocoldescription.
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Function BAN notation MeaningÜÍ/*Ô &(/%úu/%69)+�HG%DZ, � believesD � believesstatementD6Û/Í/%6�)+�HG%DZ, � seesD � seesmessageD6ÛÌ$&(!�)+�HG%D�, � said D � saidmessageDÏÍ8$�"'�ÂÙ8uÔ 6
):�HG%DZ, � controls D if � claims D , D canbe
believedê(ÂÙ/%6ÍÎp)�D�, fr esh(D ) D has not beenuttered
beforethisprotocolrun6ÍÎLÌ$ÂÙ/Í! ÐS/%ÖH)4ZgG*��G*�a, �_\` � Z is a symmetric key
sharedby � and �7LÝ9Ü$Ô &(Ï ÐS/(Ö�)4ZÉG*�0, \a] � Z is � ’s publickey6Û/ÍÏ%ÂÙ/$'Í):EÁG*�HG*�y, �cbde � E is asecretsharedby �
and �/%�"Ï%Â�Ö�7�'�)ND^G'ZgG$�-, ¡$Dn¢ \ ê(Â*8$Òß� messageD , encrypted
underkey Z by �ÏÍ8$ÒîÜ%&3�"/�)ND^G*E?, ;�Df< b message D combined
with secretEÏÍ8$Ò@ÒîÌ�)ND^G*Ea, D©G*E concatenation

M5G'[@G*F�G(��G$Q*Q*Q M5G'[@G*F�G%�=G*Q$Q*Q 0-ary functions (con-
stants)&3�
úp)4Z¯OPG'Z-rÙ, Z¯O and Z-r are a pub-
lic/privatekey pair!$&36Û'N&3��Ï*'T)+�HG*�y, principals � and � are
not thesame

Figure3.1: BAN functions

In orderto apply the ����� algorithmto reasonwith theBAN logic, we must
defineapre-order, ¸>gh2i , ontermsandformulas.Beforewecandothat,however,
we mustplacesomeconstraintson thetermsandformulasin theBAN encoding.
Specifically, we requirethat function andpredicateargumentscorrespondingto
principalnamesmustbesimplevariablesor constants.

Definition 3.1 Theatomicargumentsof BAN functionsandpredicatesare those
in positionsindicatedby � and � in Figure 3.1.

Definition 3.2 Thetermsandformulasof BAN are all thosetermsandformulas
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in ���¨	 built from the functionsand predicatesin Figure 3.1, and in which all
atomicargumentsare eithervariablesor 0-ary functions.

With thisconstraint,wecanstill expressall BAN formulas.Thisconstraint,com-
binedwith thefollowing pre-order, enablesusto applythe ����� algorithm.

Definition 3.3 Thepre-order ¸jgh!i is definedoverBAN termsand formulasas
follows:

A�¸ gh2i B k )´�
6ÍÖ²Ò@6
):Aa,�+��
6ÍÖ²Ò@6
):B0,�,e�) \Al Qo8¬ÏÍÏ¬) l G*Aa,?+ 8ÛÏÍÏð) l G*B0,�,�¨6ÍÖ²Ò@6�)+Aa,mk thenumberof functions,predicates,and variables
in A , excludingthosein atomicarguments8¬ÏÍÏu) l G*Ay,nk the numberof occurrencesof variable l in A , ex-
cludingoccurrencesin atomicarguments

For this relation to be acceptablefor usewith the ��� � algorithm, it mustbe a
pre-orderandalsosatisfyconditionsP1–P3(Section2.3).

Claim 3.1 Therelation ¸>gh2i is a pre-order andsatisfiesconditionsP1–P3.

Proof: Therelationis clearlyreflexiveandtransitive,soit is apre-order.
Whenwe substitutea term, � , for all occurrencesof a variable,D , in A , we

cancompute�
6ÍÖ²Ò@6 and 8¬ÏÍÏ exactly for thenew formulaasfollows:

�
6ÍÖðÒ@6�)�� �?�$DZ��Ay,�i��
6ÍÖ²Ò@6
):Ay,DoX8¬ÏÍÏu)�D©G*Ay,"t£�
6ÍÖ²Ò@6
)N�a, (3.1)

8¬ÏÍÏu) l Gu� �?�$DZ��Aa,�i 8¬ÏÍÏ²)�D©G*Ay,"t�8¬ÏÍÏu) l G%�», if l i�D8¬ÏÍÏ²) l G*Ay,Do�8ÛÏÍÏu)�D©G$Aa,"t
8¬ÏÍÏu) l G%�a, otherwise
(3.2)

It thenfollowsthat,for any terms� O and�9r ,
�
6ÍÖ²Ò@6
)N� O ,/+��
6ÍÖ²Ò@6
)N� r ,xb )´�
6ÍÖ²Ò@6
)�� � O �$DZ��Aa,�+��
6ÍÖ²Ò@6
)�� � r �$DZ��Ay,�,

and

8ÛÏÍÏð) l G%� Oï,/+�8¬ÏÍÏu) l G%�9r�,xb )%8ÛÏÍÏð) l Gu� ��O��$D���Ay,/+�8¬ÏÍÏu) l Gu� ��rT�$DZ��Ay,�,
soconditionP1is satisfiedby ¸jgh!i :

)�� O�¸jgh!i^�9r$,xb )�� ��O%�$DZ��A�¸>gh2i¹� �9r$�$D���Ay,
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From(3.1)wecanfurtherderivethatfor any formulas,A and B , andany term, � ,

)�)´�
6ÍÖ²Ò@6
):Ay,$+X�
6ÍÖ²Ò@6
):B0,�,"eZ)�8¬ÏÍÏu)ND^G*Aa,/+�8¬ÏÍÏu)�D©G*B0,%,�,b )+�
6ÍÖðÒ@6�)%� �»�$D���Ay,p+X�
6ÍÖðÒ@6�)%� �»�$D���B0,%,
andfrom (3.2),

)�)%8¬ÏÍÏu) l G*Aa,?+ 8ÛÏÍÏð) l G*B0,�,"eZ)�8¬ÏÍÏu)ND^G*Aa,/+�8¬ÏÍÏu)�D©G*B0,%,�,b )�8¬ÏÍÏu) l Gu� �?�$DZ��Aa,=+ 8¬ÏÍÏ²) l G£� �»�$D���B0,%,
soconditionP2is satisfiedby ¸>gh2i :

):A�¸>gh2inB0,xb )%� �»�$D���Aº¸jgh!i�� �»�$D��_B-,
Finally, we mustshow that for any B , theset ¡uA}¼¨A�¸jgh!i¹By¢ is finite modulo
variablerenaming(P3). Thenon-atomicargumentsin eachsuch A mustcontain
only variablesappearingin B (since \Al Q28ÛÏÍÏ¬) l G*Ay,q+ 8¬ÏÍÏ²) l G$B-, ), and thereare
finitely many functionsandpredicatesthatcanbeusedtoconstructA , eachhaving
a fixedarity. Theatomicargumentsin A musteachbeeithera singlevariableor
a memberof thefinite collectionof constants.Thesinglevariablesareeitherone
of thefinite setof variablesin B , or do not appearoutsideatomicargumentsand
canthusbecanonicallyrenamed.Thereforeboththelengthof A andthealphabet
it is built from arebounded,sothesetof all suchA s is finite.

3.1.2 Rulesof Infer ence

The BAN logic containseleven basicrulesof inference,eachof which canbe
expressedasan ���
	 rule,written in theform

� O G*� r G*Q*Q$Q*G*� vI
Eachof theserulesis eitheranS-ruleor a G-ruleunderthepre-ordeŗjgh!i , and
eachpreservestheatomic-argumentsconstraintonBAN formulas.

Therearethreemessage-meaningrulesthatallow oneprincipalto deducethat
agivenmessagewasonceutteredby someotherprincipal:

rEs^t�Å?Ç
ÜÍ/*Ô &(/%úS/(69)+�HG$6ÍÎLÌ$ÂÙ/Í! ÐS/%Ö�)�ZgG*�aG*�0,�,6Û/Í/%6L)+�HGu/%�"Ï(ÂTÖ�7�'*)ND^G'ZgG*¦=,�,!$&36Û'�&3�"Ï*'�):�HG$¦�,ÜÍ/*Ô &(/(úS/%6�):�HG$6ÛÌ$&(!�)+�»G%DZ,�,
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rEs^t^È�Ç
ÜÍ/$Ô &(/%úS/%6�):��G(7LÝ9Ü$Ô &(Ï ÐS/%ÖH)4Z¯OPG*�a,%,6Û/Í/%6�)+�HGu/%��Ï%ÂTÖ�7�'*)ND^G'Z-r²G$¦�,�,&3�
úp)4Z¯O�GuZyrÙ,ÜÍ/*Ô &(/%úS/(69)+�HG$6ÛÌ$&(!Á):�»G(D�,�,

rEs^twvüÇ ÜÍ/*Ô &(/%úS/(69)+�HG$6Û/ÍÏ%Â*/*'T)+EpG$�»G*�0,�,6Û/Í/%6
):�HG£ÏÍ8$ÒîÜ%&3�"/
)�D©G*E?,%,ÜÍ/*Ô &(/%úS/(69)+�HG$6ÛÌ$&(!Á):�»G(D�,�,
In eachof theserules,theconclusionprecedesthesecondpremisein ¸>gh2i , so
they arevalid S-rules.Like theotherrulesbelow, they alsopreservetheconstraint
on BAN formulas:eachatomicargumentin theconclusioncomesdirectly from
anatomicargumentin a premise.Theoriginal message-meaningrulesinvolving
encryptioncarrya side-conditionthattheprincipalwhoencryptedthemessageis
differentfrom theoneinterpretingit. Weencodethisexplicitly usingathree-place/%��Ï%ÂTÖ�7�' functionandthe extra !$&36Û'�&3�"Ï*' function,by addingan extra premiseto
eachof theserules.

Thereis onenonce-verificationS-rule,wherebyaprincipalcandeterminethat
somemessagewassentrecentlyby examiningnonces:

rEs^tyxÉÇ ÜÍ/*Ô &(/%úS/(69)+�HG$6ÛÌ$&(!Á):�»G(D�,�,ÜÍ/$Ô &(/%úS/%6�):�HG(ê(Â*/%6ÍÎp)NDZ,�,ÜÍ/*Ô &(/%úS/(69)+�HGuÜÍ/*Ô &(/(úS/%6�):�»G(D�,�,
This jurisdictionS-ruleexpressesoneprincipal’s trustof another:

rEs^tyzüÇ ÜÍ/*Ô &(/%úS/%6�):�HG£ÏÍ8$�"'NÂ*8uÔ 6L):�aG%D�,%,ÜÍ/*Ô &(/%úS/(69)+�HGuÜÍ/*Ô &(/(úS/%6�):�»G(D�,�,ÜÍ/*Ô &(/(úS/%6�):�HG%DZ,
Theseseven S-rulesarefor extractingcomponentsof messages,andrequire

knowledgeof the appropriatekeys in the caseof encryptedmessages.The last
two arenot given explicitly in the BAN paper[BAN90], but they arenecessary
anddoappearin a technicalreportby thesameauthors[BAN89].

rEs^tw{üÇ ÜÍ/*Ô &(/%úu/%69)+�HG$6ÍÎLÌ$Â*/Í! ÐS/%ÖH)4ZgG*�aG*�0,�,6Û/Í/%6L)+�HGu/%��Ï%ÂTÖ�7�'T)�D©GuZgG*¦�,%,6Û/Í/%6�)+�HG%DZ,
rEs^ty|�Ç ÜÍ/$Ô &(/%úS/%6�):��G(7LÝ9Ü$Ô &(Ï ÐS/%ÖH)4ZgG*�0,%,6Û/Í/%6L)+�HGu/%��Ï%ÂTÖ�7�'T)�D©GuZgG*¦�,%,6Û/Í/%6�)+�HG%DZ,
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rEs^tw}gÇ
ÜÍ/*Ô &(/%úu/%69)+�HG(7LÝ�Ü*Ô &(Ï ÐS/%Ö�)�ZÉOPG$�a,�,6Û/Í/%6�)+�HGu/%�"Ï(ÂTÖ�7�'*)ND^G'Z-r²G*¦=,�,&3�
ú�)�ZÉOPG'Z-rÙ,6Û/Í/%6�)+�HG%D�,

rEs^tw~üÇ 6Û/Í/%6
):�HGuÏÍ8$ÒîÜ(&3�"/�)ND^G*Ea,%,6Û/Í/%6�)+�HG%D�,
rEs^t�ÅH�üÇ 6Û/Í/%6L)+�HGuÏÍ8$Ò@ÒîÌ�)ND^G*E?,�,6Û/Í/%6
):�HG%DZ,

rEs^tnÅ�ÅyÇ ÜÍ/$Ô &(/%úS/%6�):��G$6ÛÌ$&(!�):�aGuÏÍ8$Ò@ÒîÌ�)ND^G*E?,�,%,ÜÍ/$Ô &(/%úS/%6�):��G$6ÛÌ$&(!�):�aG%D�,%,
rEs^t�ÅuÈ�Ç ÜÍ/*Ô &(/%úu/%69)+�HGuÜÍ/*Ô &(/%úS/%6")+�»GuÏÍ8$Ò@ÒîÌ�)�D©G*Ey,�,%,ÜÍ/*Ô &(/%úu/%69)+�HGuÜÍ/*Ô &(/%úS/%6")+�»G%DZ,�,

ThereisonefreshnessG-rule;itspremiseprecedesits conclusionundeŗjgh!i .
It statesthataconjunctionis freshif any partof it is fresh:

rEsqtnÅHvüÇ ÜÍ/*Ô &(/%úS/%6�):�HGïê(ÂÙ/%6ÍÎp)NDZ,�,ÜÍ/*Ô &(/%úS/%6�):�HGïê(ÂÙ/%6ÍÎH)�ÏÍ8$Ò@ÒîÌ�)ND^G*Ea,%,�,
We addsevenrelatedfreshnessG-rules:four to reflectthefact thatanencrypted
(or combined)messageis fresh if either the body or the key is, and threethat
extendthefreshnessof akey to freshnessof statementsaboutthatkey. Theexam-
ple protocolverificationsin theBAN paperrequiresomeof theseextra freshness
rules,andthey arealludedto in thetechnicalreport.We includetherestfor com-
pleteness.

rEs^tnÅHxüÇ ÜÍ/*Ô &(/%úS/(69)+�HG(ê(ÂÙ/(6ÍÎ�)4Z©,%,ÜÍ/*Ô &(/(úS/%6�):�HG(ê(Â*/%6ÍÎp)+6ÍÎLÌ$Â*/Í! ÐS/%ÖH)4ZgG*�aG*¦�,%,�,
rEs^t�ÅHzüÇ ÜÍ/*Ô &(/%úS/(69)+�HG(ê(ÂÙ/(6ÍÎ�)4Z©,%,ÜÍ/*Ô &(/(úS/%6�):�HG(ê(Â*/%6ÍÎ�)Ø7LÝ9Ü$Ô &(Ï ÐS/(Ö�)4ZÉG*�a,%,�,
rEsqtnÅH{üÇ ÜÍ/$Ô &(/%úS/%6�):��G(ê(ÂÙ/%6ÍÎH):Ey,�,ÜÍ/*Ô &(/%úu/%69)+�HG(ê(Â*/%6ÍÎp)+6Û/ÍÏ%Â*/*'T)+EpG$�»G*¦�,%,�,
rEs^tnÅH|ÉÇ ÜÍ/$Ô &(/%úS/%6�):��G(ê(ÂÙ/%6ÍÎH):Ey,�,ÜÍ/*Ô &(/%úS/(69)+�HG(ê(ÂÙ/(6ÍÎ�)%ÏÍ8$ÒîÜ%&3�"/
)�D©G$E?,�,�,
rEs^tnÅH}üÇ ÜÍ/*Ô &(/%úS/(69)+�HG(ê(ÂÙ/(6ÍÎ�)4Z©,%,ÜÍ/*Ô &(/%úS/(69)+�HG(ê(ÂÙ/(6ÍÎ�)�/(�"Ï%Â�Ö�7�'�)ND^G'ZgG*¦�,%,�,
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rEs^t�Å~�Ç ÜÍ/*Ô &(/%úu/%6"):��G(ê(ÂÙ/%6ÍÎp)�D�,�,ÜÍ/*Ô &(/%úu/%69)+�HG(ê(Â*/%6ÍÎ�)%/%�"Ï%Â�Ö�7�'�)ND^G'ZgG*¦=,�,�,
rEsqt^ÈA�üÇ ÜÍ/*Ô &(/%úu/%6"):��G(ê(ÂÙ/%6ÍÎp)�D�,�,ÜÍ/*Ô &(/%úu/%69)+�HG(ê(Â*/%6ÍÎp)�ÏÍ8$ÒîÜ%&3�"/¨)ND^G*Ea,%,�,

We add two S-rules that do the work of message-meaningand nonce-
verificationsimultaneously:

rEs^t^ÈpÅ?Ç
ÜÍ/*Ô &(/%úu/%69)+�HG(ê(Â*/%6ÍÎ�)�Z©,�,6Û/Í/%6L):�HG£/%�"Ï%Â�Ö�7�'�)ND^G'ZgG*¦=,�,!$&36Û'N&3��Ï*'T)+�HG*¦�,ÜÍ/*Ô &(/%úS/%6�):�HGT6ÍÎLÌ$ÂÙ/Í! ÐS/(Ö�)4ZÉG*�»G*�0,%,ÜÍ/*Ô &(/(úS/%6�):�HGuÜÍ/$Ô &(/%úS/%6�):�aG%D�,%,

rEs^t^È�ÈüÇ
ÜÍ/*Ô &(/%úS/(69)+�HG(ê(ÂÙ/(6ÍÎ�):Ey,�,6Û/Í/%6�)+�HGuÏÍ8$ÒîÜ%&3�"/¨)ND^G*E?,�,ÜÍ/*Ô &(/(úS/%6�):�HG$6Û/ÍÏ(ÂÙ/*'�):EÁG*�»G$�-,%,ÜÍ/*Ô &(/(úS/%6�):�HGuÜÍ/$Ô &(/%úS/%6�):�aG%D�,%,

Oneof theserules is implicitly requiredby the publishedBAN analysisof the
Andrew SecureRPCprotocol.

Finally, since we representmessagecompositionexplicitly (via ÏÍ8$Ò@ÒîÌ ),
we includetwo rewrites that expressthe commutativity andassociativity of theÏÍ8$Ò@ÒîÌ function; three more rewrites provide commutativity for 6ÍÎLÌ$ÂÙ/Í! ÐS/%Ö ,6Û/ÍÏ%Â*/*' , and !$&36Û'�&3�"Ï*' : ÏÍ8$Ò@ÒîÌ�)ND^G*E?, iÞÏÍ8$Ò@ÒîÌw):EÁG%D�,ÏÍ8$Ò@ÒîÌw)�ÏÍ8$Ò@ÒîÌ�)ND^G*Ey,PG'��, ißÏÍ8$Ò@ÒîÌ�)�D©GuÏÍ8$Ò@ÒîÌw):EÁG'��,%,ÜÍ/*Ô &(/%úS/%6�):�HGT6ÍÎLÌ$ÂÙ/Í! ÐS/(Ö�)4ZÉG*�»G*¦=,�, ißÜÍ/*Ô &(/(úS/%6�):�HG$6ÍÎLÌ$Â*/Í! ÐS/%ÖH)4ZgG$¦5G*�a,%,ÜÍ/*Ô &(/%úu/%69)+�HG$6Û/ÍÏ%Â*/*'�):EÁG*�»G*¦=,�, ißÜÍ/*Ô &(/(úS/%6�):�HG$6Û/ÍÏ(ÂÙ/*'�):EÁG*¦5G*�y,�,!$&36Û'N&3��Ï*'*):��G*�a, iß!$&36Û'�&3�"Ï*'*)+�»G*�0,

Wehaveshown that ¸jgh!i satisfiesconditionsP1,P2,andP3³ , andthateachof
therulesaboveisanS-ruleoraG-rule.All therewritesareclearlysize-preserving,
soit remainsonly to show thattheS/Grestrictionholds.NotethattheonlyG-rules
produceconclusionsregardingfreshness.Every freshnesspremisewill therefore
be a side-condition,andwe caneasilycheckthat eachof theseis no larger (in¸>gh2i ) thanthecorrespondingconclusion,sotheS/Grestrictionis satisfied,and
we cansafelyapplythe ����� algorithm.

Having encodedtherules,wecananalyzeeachof thefour protocolsexamined
in theBAN paperandcheckall thepropertiesclaimedthere[BAN90].
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3.1.3 A SimpleExample

Thefollowing exampleillustrateshow theBAN rulescanbeusedto derive prop-
ertiesof asimplesingle-message“protocol.” Thisprotocolrequiresthefollowing
initial assumptions:

ÜÍ/*Ô &(/%úS/%6�)4[@G(7LÝ�Ü*Ô &(Ï ÐS/%Öp)4Z��£G'M=,�,ÜÍ/$Ô &(/%úS/%6�)4[@Gïê(ÂÙ/%6ÍÎp)N�6�*,�,ÜÍ/*Ô &(/%úS/%6�)4[@GuÏÍ8$��'NÂ*8uÔ 6�)4M5G$6Û/ÍÏ(ÂÙ/*'Í)+EpG'M�G'[?,�,%,&3�
úp)4Z � GuZ ¤
O� ,
Here, E is a variable,and M , [ , Z�� , Z ¤
O� , and �6� are constants.The single
messageis

Message1. M ] [ Ç ¡M5G'[@G(�5�ÙG'�����(¢ \��
(We usethenotation ¡��¢ \ to indicateencryptionof themessage,� , usingthe
key, Z .) We “idealize” thismessageby convertingit to a BAN formulaincluding
thebeliefsit is meantto convey:

6Û/Í/%6L)4[@Gu/(�"Ï%Â�Ö�7�'Í)�ÏÍ8$Ò@ÒîÌw)N� � G$6Û/ÍÏ%ÂÙ/$'Í)4� �3� G'M5Gu[?,�,PGuZ ¤
O� G'M=,�,
First,wewantto prove that [ believesthismessageoriginatedfrom M . Applying
Rule2, with theidealizedmessageandthefirst andfourthassumptions,we reach
thisconclusion:

ÜÍ/*Ô &(/%úS/%6�)4[@G$6ÛÌ$&(!�)�M5GuÏÍ8$Ò@ÒîÌ
)��5�ÛG$6Û/ÍÏ%Â*/*'Í)4�����PG'M�G'[?,�,%,�,
In orderto deriveany furthermeaningfulbeliefsfrom thismessage,wemustshow
that [ believes that M currently believes it—that it is not a replayedmessage
from the distantpast. We applyoneof the freshnessrules(13), with [ ’s initial
assumptionthat the timestamp,�5� , is fresh,to show that the whole messageis
fresh: ÜÍ/*Ô &(/(úS/%6�)4[@G(ê(Â*/%6ÍÎ")�ÏÍ8$Ò@ÒîÌ�)��5�ÙG$6Û/ÍÏ%Â*/*'�)4�P�3�PG'M5Gu[?,�,�,%,
Thenonce-verificationrule(4) now yieldsthat [ believesM believesthemessage:

ÜÍ/*Ô &(/%úS/%6�)4[@GuÜÍ/$Ô &(/%úS/%6L)�M5GuÏÍ8$Ò@ÒîÌ�)N�6�ÙG$6Û/ÍÏ%Â*/*'T)��P�3�PG'M5G'[?,%,�,%,
Finally, by applyingthefirst rewrite (commutativity of ÏÍ8$Ò@ÒîÌ ), anextractionrule
(12),andthejurisdictionrule (5), we concludethat,afterreceiving this message,
[ believeshesharesthesecret,����� , with M :

ÜÍ/*Ô &(/%úS/%6�)4[@G$6Û/ÍÏ(ÂÙ/*'Í)��P����G'M5G'[?,%,
For morecomplex examples,seetheoriginalBAN papers[BAN90, BAN89].
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3.1.4 Kerberos

Througha sequenceof four messages,theKerberosprotocolestablishesa shared
key for communicationbetweentwo principals,usingatrustedserver [MNSS87].
Thesimplifiedconcreteprotocolassumedin theoriginalBAN analysisis thefol-
lowing:

Message1. M ] F Ç M5G'[
Message2. F ] M Ç ¡$�5�PG*C G'Z�����G'[@G$¡$�5�PG*C G'Z�����G'M5¢ \ ��� ¢ \�� �Message3. M ] [ Ç ¡$�6��G$CxGuZ��3�PG'M5¢ \���� G$¡M5G%�5�T¢ \ � �Message4. [ ] M Ç ¡$�6��o�*�¢ \ � �

Initially, M wantsto establisha sessionkey for securecommunicationwith [ . M
sendsMessage1 to thetrustedserver, F , asa hint thatshewantsa new key to be
sharedwith [ . Theserverrespondswith Message2,whichis encryptedwith Z ��� ,
a key sharedby M and F . In this message,F providesthenew sharedkey, Z �3� ,
alongwith a timestamp(� � ), thekey’s lifetime ( C ), [ ’s name,andanencrypted
messageintendedfor [ . In Message3, M forwardsthisencryptedmessagealong
to [ , who decryptsthe messageto find Z���� andits associatedinformation. In
addition,M sendsatimestamp(�5� ) and M ’sname,encryptedunderthenew session
key, to demonstrateto [ that M hasthekey. Finally, [ respondswith Message4,
which is simply �6�/o�* encryptedunderthesessionkey, to show M that [ hasthe
key aswell.

TheBAN analysisof this protocolstartsby constructinga three-messageide-
alizedprotocol;theidealizedprotocolignoresMessage1, sinceit is unencrypted
andthuscannotsafelyconvey any beliefs.TheBAN analysisthengoeson to list
teninitial assumptionsregardingclient/serversharedkeys, trustof theserver, and
freshnessof thetimestampsused[BAN90]. We expresseachof thesethreemes-
sagesandten assumptionsdirectly (the conversionis purely syntactic),andadd
four moreassumptions(seeFigures3.2and3.3).

The first extra assumption—thatM must believe its own timestampto be
fresh—ismissingin theoriginal paper, andthe last threearerequiredto satisfy
thedistinctnessside-conditions.After makingtheseadjustments,we canrun the
14initial assumptionsand3 messagesthroughthe ����� algorithm,andit produces
anadditional50 trueformulas.
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Message2. F ] M Ç ¡$�6��G'M \ � �ñ^] [@G*¡$�5��G'M \ � �ñq] [@¢ \���� ¢ \�� �6Û/Í/%6�)�M5Gu/%�"Ï(ÂTÖ�7�'T)%ÏÍ8$Ò@ÒîÌL)%ÏÍ8$Ò@ÒîÌ�)N�5��G$6ÍÎLÌ$Â*/Í! Ðu/%Ö�)�Z��3��GuM5G'[?,�,�G/%�"Ï%Â�Ö�7�'�)�ÏÍ8$Ò@ÒîÌ�)��5��G$6ÍÎLÌ$ÂÙ/Í! ÐS/%Öp)4Z�����G'M5Gu[?,�,PG
Z����$G$F ,%,�,�G

Z��3��G$F ,%,
Message3. M ] [ Ç ¡$�5��G'M \ � �ñ^] [@¢ \ ��� G*¡$�5�ÙG'M \ � �ñ^] [@¢ \ � � ê(ÂÙ8$Ò�M

6Û/Í/%6�)�[@GuÏÍ8$Ò@ÒîÌ
)�/(�"Ï%Â�Ö�7�'*)%ÏÍ8$Ò@ÒîÌL)��5��G$6ÍÎLÌ$Â*/Í! ÐS/(Ö�)4Z�����G'M�G'[?,�,�G'Z�����G*F�,PG/(�"Ï%Â�Ö�7�'*)%ÏÍ8$Ò@ÒîÌL)��5�ÙG$6ÍÎLÌ$Â*/Í! ÐS/%ÖH)4Z����PGuM5G'[?,�,�G'Z����(G'M�,�,%,
Message4. [ ] M Ç ¡$�5�ÛG'M \ � �ñ^] [@¢ \ � � ê(ÂÙ8$Ò�[

6Û/Í/%6�)�M5Gu/%�"Ï(ÂTÖ�7�'T)%ÏÍ8$Ò@ÒîÌL)��5�ÙG$6ÍÎLÌ$Â*/Í! ÐS/%Öp)�Z��3��GuM5G'[?,�,�G'Z����(G'[?,�,
Figure3.2: Kerberosprotocolmessages,in BAN idealizedform andconvertedto
thesyntaxof ourencoding.

ÜÍ/*Ô &(/%úu/%69)�M5G$6ÍÎLÌ$Â*/Í! ÐS/(Ö�)4Z����TG*F�G'M�,%,ÜÍ/*Ô &(/%úu/%69)�[@G$6ÍÎLÌ$ÂÙ/Í! ÐS/%ÖH)4Z����$G*F�Gu[?,�,ÜÍ/*Ô &(/%úu/%69)+F�G$6ÍÎLÌ$ÂÙ/Í! ÐS/%Ö�)�Z��3��G'M5G*F�,�,ÜÍ/*Ô &(/%úu/%69)+F�G$6ÍÎLÌ$ÂÙ/Í! ÐS/%Ö�)�Z����TG'[@G*F�,�,ÜÍ/*Ô &(/%úu/%69)+F�G$6ÍÎLÌ$ÂÙ/Í! ÐS/%Ö�)�Z��3�PG'M5Gu[?,�,ÜÍ/*Ô &(/%úu/%69)�M5GuÏÍ8$�"'�ÂÙ8uÔ 6¨)+F�G$6ÍÎLÌ$ÂÙ/Í! ÐS/%Ö�)�Z��3�PG'M5Gu[?,�,�,ÜÍ/*Ô &(/%úu/%69)�[@GuÏÍ8$�"'�ÂÙ8uÔ 6�)+F�G$6ÍÎLÌ$ÂÙ/Í! Ðu/%Ö�)�Z��3�PG'M5G'[?,%,�,ÜÍ/*Ô &(/%úu/%69)�M5G(ê(Â*/%6ÍÎ")N�6�Í,�,ÜÍ/*Ô &(/%úu/%69)�[@G(ê(ÂÙ/(6ÍÎ")N�6��,%,ÜÍ/*Ô &(/%úu/%69)�[@G(ê(ÂÙ/(6ÍÎ")N�6�Û,%,
ÜÍ/*Ô &(/%úu/%69)�M5G(ê(Â*/%6ÍÎ")N�6�Û,%,!$&36Û'N&3��Ï*'*)4M�G*F�,!$&36Û'N&3��Ï*'*)4M�G'[?,!$&36Û'N&3��Ï*'*)4[@G$F ,

Figure3.3: Encodingof the Kerberosinitial assumptions.All but the last four
assumptionsappearin theBAN analysis[BAN90].
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By runningthesimpledecisionproceduredescribedin Chapter2, wecanver-
ify thatthesefour desiredpropertieshold:

ÜÍ/*Ô &(/%úS/(69)�M5G$6ÍÎLÌ$ÂÙ/Í! ÐS/%ÖH)4Z�����G'M5Gu[?,�,ÜÍ/*Ô &(/(úS/%6�)4[@G$6ÍÎLÌ$Â*/Í! ÐS/(Ö�)4Z�����G'M5G'[?,%,ÜÍ/*Ô &(/%úS/(69)�[@GuÜÍ/*Ô &(/%úu/%69)�M5G$6ÍÎLÌ$Â*/Í! ÐS/(Ö�)�Z��3��G'M5G'[?,%,�,ÜÍ/*Ô &(/%úS/(69)�M5GuÜÍ/*Ô &(/(úS/%6�)4[@G$6ÍÎLÌ$Â*/Í! ÐS/(Ö�)�Z��3��G'M5G'[?,%,�,
Theseresultsagreewith theoriginalBAN analysis.They indicatethateachof the
two partiesbelievesit sharesa key with theother, andthateachbelievesthatthe
otherbelievesthesamething.

If we remove theoptionalfinal messagefrom theprotocolandrun thealgo-
rithm again,it generates41valid formulas.By computingthedifferencebetween
this setandthe first setof 50, we candetermineexactly what thefinal message
contributes.Amongthe9 formulasin thisdifferenceis

ÜÍ/*Ô &(/%úS/(69)�M5GuÜÍ/*Ô &(/(úS/%6�)4[@G$6ÍÎLÌ$Â*/Í! ÐS/(Ö�)�Z��3��G'M5G'[?,%,�,
(thelastof thefour resultsabove). Thisconfirmstheclaimin theoriginalanalysis
that“the three-messageprotocoldoesnotconvince M of [ ’sexistence”[BAN90].
This techniqueof examiningthesetdifferencebetweenthededucedpropertiesof
two versionsof aprotocolis asimplebut powerfulbenefitof thetheorygeneration
approach;it helpsin understandingdifferencesbetweenprotocolvariantsandit
supportsrapidprototypingduringprotocoldesign.

In thecontext of theKerberosprotocolandtheBAN logic, we illustratehere
a singlestepin the ���5� algorithm,showing how a new formulagetsaddedto the
fringe. After several iterationsof theclosurefunctionarecompleted,thereare37
formulasin theknown-valid set.Of these,16arein thefringe, includingthisone:

ÜÍ/*Ô &(/%úS/%6�)4[@G$6ÛÌ$&(!�)+F�GuÏÍ8$Ò@ÒîÌ�)N�6��G$6ÍÎLÌ$ÂÙ/Í! ÐS/%ÖH)4Z����PG'M�G'[?,�,%,�,
This formulaunifieswith thefirst premiseof the“nonce-verification” S-rule(4),
sowe applyits unifier to thesecondpremiseof thatrule,yielding

ÜÍ/*Ô &(/%úS/%6�)4[@G(ê(Â*/%6ÍÎp)�ÏÍ8$Ò@ÒîÌ�)N�6��G$6ÍÎLÌ$ÂÙ/Í! ÐS/%ÖH)4Z�����G'M5Gu[?,�,�,%, .

Noneof the 37 formulasunifiesdirectly with this additionalpremise,so we at-
temptto work backwardsfrom it, usingG-rulesandrewrites.If weapplythefirst
freshnessG-rule(13) in reverse,we get

ÜÍ/*Ô &(/%úS/%6�)4[@G(ê(Â*/%6ÍÎp)N�6�
,�, ,
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which is oneof the initial assumptionsof the protocol(andthusoneof the 37
known formulas). Sinceall premisesfor the nonce-verificationrule have now
beenmatched,we insertits (instantiated)conclusioninto thenew fringe:

ÜÍ/*Ô &(/(úS/%6")�[@GuÜÍ/*Ô &(/%úu/%6L):F�GuÏÍ8$Ò@ÒîÌ�)��5��G$6ÍÎLÌ$Â*/Í! ÐS/%Öp)4Z�����G'M�G'[?,�,%,�, .
This newly derived formula representsthe fact that [ now believes that F cur-
rentlybelievesin this message[ hasreceived.

3.1.5 AndrewRPC, Needham-Schroeder, and CCITT X.509

We encodethe assumptionsand messagesof the threevariantsof the Andrew
secureRPChandshakeprotocolgivenin theBAN paper, andthe ���5� algorithm
producesthe expectedresults. The last of theseverificationsrequiresan extra
freshnessassumptionnotmentionedin theBAN analysis:

ÜÍ/*Ô &(/%úS/%6�)4[@G(ê(Â*/%6ÍÎp)4Zqè�á ³ ,�,
It alsorequiresoneof theaddedfreshnessrules(14) andoneof thesimultaneous
message-meaning/nonce-verificationrules(21).

We can also duplicatethe BAN resultsfor two variantsof the Needham-
Schroederpublic-key secret-exchangeprotocol. Finally, we have run the algo-
rithm on two variantsof theCCITT X.509 protocolexploredin the BAN paper.
Oneof thesechecksfailed to producethe expectedresults,and this led to the
discovery of an oversightin the BAN analysis:they observe a weaknessin the
original X.509protocolandclaim, “The simplestfix is to signthesecretdata E��
and E�� beforeit is encryptedfor privacy.” In fact we mustsign the secretdata
togetherwith a nonceto ensurefreshness.We replacetheoccurrenceof E�� in the
originalprotocolby

/%�"Ï%Â�Ö�7�'�)�ÏÍ8$Ò@ÒîÌ�)+E!�ÛG%�6�Û,�G'Z ³� G'M�,
andtheoccurrenceof E�� by

/%�"Ï%Â�Ö�7�'�)�ÏÍ8$Ò@ÒîÌw):E��PG'���Û,�G'Z ³� G'[?,�Q
After correctingthis,theverificationsproceedasexpected.

Thefull encodingsof theseprotocolsappearin AppendixB.



60 CHAPTER3. THEORY GENERATION FORBELIEF LOGICS

3.2 AUTLOG

AUTLOG is an extensionof the BAN logic, proposedby Kesslerand Wedel
[KW94]. It incorporatesseveral new concepts,someof which appearin other
BAN variants,suchas the GNY logic developedby Gong,Needham,and Ya-
halom [GNY90]. It allows analysisof a simulatedeavesdropperfor detecting
someinformation leaks,usesthe notion of principals“recognizing” decrypted
messages,and introducesa “recently said” notion which is more precisethan
BAN’s beliefsaboutbeliefs.

Theencodingof AUTLOGusesall theBAN functions,andafew extras,listed
in Figure3.4. Theoriginal rulesof inferencefrom AUTLOG canbeenteredal-

FunctionÂ*/ÍÏÍ8Í1$�
&��ÛÌuÜ*ÔØ/�)NDZ,ÒîÌuÏu)�ZgG%D�,ÎLÌ$6ÍÎH)ND�,Â*/ÍÏÍ/%�"'+Ô Ö 6ÛÌ$&(!�)+�HG%DZ,
Figure3.4: ExtraAUTLOG functions

mostverbatim.Thereare23S-rulesand19G-rules;therulesgoverningfreshness
andrecognitionaretheonly G-rules.Thefull setof rulesappearsin AppendixB.

In applyingthe ���5� algorithm,we canusea similar pre-orderfor AUTLOG
to thatusedfor theBAN logic ( ¸jgh!i ). AUTLOG hasonewrinkle, however, that
requiresa modificationto this pre-order. In AUTLOG, thereare rules like the
following: ÜÍ/*Ô &(/(úS/%6�):�HG$6ÍÎLÌ$Â*/Í! ÐS/%Ö�)�ZgG*�aG*�0,�,6Û/Í/%6
):�HGu/(�"Ï%Â�Ö�7�'*)�D©G'ZÉG*¦�,�,ÜÍ/*Ô &(/%úu/%69)+�HG$Â*/ÍÏÍ8Í1$�
&��ÛÌuÜ*ÔØ/
)�D�,%,ÜÍ/*Ô &(/%úu/%69)+�HG$6ÛÌ$&(!Á):�aGu/%�"Ï%Â�Ö�7�'Í)�D©GuZgG*¦�,%,�,
Under ¸jgh!i , theconclusionof thisrule is largerthanany of its premises.Wecan
seefrom examiningthe rules,though,that this rule will not leadto formulasof
unboundedsize,sowetry changingthepre-order. Essentially, wewantto collapse
the ÜÍ/$Ô &(/%úS/%6 –6ÛÌ$&(! – /%�"Ï(ÂTÖ�7�' sequenceandtreatit asequivalentto 6Û/Í/(6 – /%�"Ï(ÂTÖ�7�' . In
orderto dothis,wedefineapartialorderonfunctionnames( � ), anddefineanew�
6ÍÖðÒ@6 functionrecursively:

function �
6ÍÖðÒ@6�)+AxG(K�,xi
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if A is avariableor 0-aryfunction(constant)then
return 1

else( A musthave theform J�):A�OPG$Q*Q*Q�G*A9Ru, )Ì$Â�1$6 ñ ¡uA9~�¼uA�~ is not in anatomicargument¢6ÍÝ�Ò i � G ò��ïô��:ø �
6ÍÖ²Ò@6
):A ³ G*JL,
if JN�jK then

return 6ÍÝ�Ò
else

return *po�6ÍÝ�Ò
Wecanthendefinethepre-orderasfollows:

A�¸��6�H�!���A ÆB k ) \Al Qo8¬ÏÍÏ¬) l G*Aa,?+ 8ÛÏÍÏu) l G$B-,%,ej) \ J
Q \�À Q��
6ÍÖðÒ@6S) À A G*JL,¡+[�
6ÍÖ²Ò@6
) À B-G*Jw,%,
The proof that this pre-ordersatisfiesconditionsP1–P3is similar to that in the
BAN case.

To checkaprotocolfor leaksusingAUTLOG,onefindstheconsequenceclo-
sureover the “seeing” rulesof the transmittedmessages.The resultinglist will
includeeverythinganeavesdroppercouldsee.The ��� � algorithmis well-suited
to computingthis list; theseeingrulesareall S-rules,sothealgorithmwill gener-
ateexactly thedesiredlist.

KesslerandWedelpresenttwo simplechallenge-responseprotocols:onein
which only thechallengeis encryptedandanotherin which only theresponseis
encrypted.We have encodedbothof theseprotocolsandverified the properties
KesslerandWedelclaim: thatbothachieve theauthenticationgoal

ÜÍ/*Ô &(/%úS/%6�)4[@G$Â*/ÍÏÍ/%�"'+Ô Ö 6ÛÌ$&(!�)4M�G*¦£¢H,�,
where ¦£¢ is the secret M provides to prove its identity. Furthermore,through
theeavesdropperanalysismentionedabove, we canshow that in theencrypted-
challengeversion,the secretis revealedandthusthe protocolis insecure.(The
BAN logic cannotexpressthis.)

We have also checkedthat the Kerberosprotocol, expressedin AUTLOG,
satisfiespropertiessimilar to thosedescribedin Section3.1.

3.3 Kailar’ sAccountability Logic

More recently, Kailar hasproposeda simplelogic for reasoningaboutaccount-
ability in electroniccommerceprotocols[Kai96]. The centralconstructin this
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logic is ��¤E¥X¦?§©¨«ª2¬A�D
which meansthatprincipal � canconvinceanyonein anintendedaudienceshar-
ing asetof assumptions,that D holds,without revealingany “secrets”otherthanD itself.

Kailar providesdifferentversionsof this logic, for “strong” and“weak” proof,
and for “global” and “nonglobal” trust. Theseparametersdeterminewhat evi-
dencewill constitutean acceptableproof of someclaim. The logic we choose
usesstrongproofandglobaltrust,but theotherversionswouldbeequallyeasyto
encode.Theencodingusesthesefunctions: ®�Ì$�
¯ ÂÙ8$úu/ , #�6X°²ÂTÝ�6Û':/Í!±x� , #�Ò�7�Ô &(/%6 ,ë�Ý�'NÎL/(�"'N&(ÏÍÌu'+/%6 , ì"Ì$Ö²6 , 40/ÍÏÍ/%&3úu/%6 , ì
&31$�"/Í!³²�&('�Î , ÏÍ8$Ò@ÒîÌ , and &3�
ú .

Weencodethefour mainrulesof thelogic asfollows:

¤EªA¦µ´ Ç ®�Ì$�
¯ Â*8$úS/�)+�HG%DZ,PG�®�Ì$�
¯ ÂÙ8$úS/�):�HG$E?,®�Ì$�
¯ Â*8$úS/�)+�HGuÏÍ8$Ò@ÒîÌ�)ND^G*E?,%,
¶ ¦�· Ç ®�Ì$�
¯ ÂÙ8$úS/�):��G%D�,�G�#�Ò�7�Ô &(/(6�)ND^G*E?,®�Ì$�
¯ ÂÙ8$úS/�):��G*Ea,

Ê�¸4¹ ¦ Ç
40/ÍÏÍ/%&3úS/(6�):��G$ì
&31*�"/Í!³²g&('NÎx)���G'Z ¤¨O ,%,
®�Ì$�
¯ Â*8$úS/�)+�HG$ë�Ý�'NÎL/(�"'N&(ÏÍÌu'+/%6�)4ZgG$�a,�,#��
úp)4ZÉG'Z ¤
O ,

®�Ì$�
¯ ÂÙ8$úS/�):��G$ì"Ì$Ö²6
):�aG'��,�,
º ¨«»�¼'½ Ç

®�Ì$�
¯ ÂÙ8$úu/�)+�HG$ì"Ì$Öð6�):�aG%D�,%,
®�Ì$�
¯ Â*8$úS/�)+�HG$#%6X°£Â�Ý�6Û'+/Í!±s��):�aG%D�,%,

®�Ì$�X¯xÂ*8$úS/�):�HG%DZ,
TheConj andInf rulesallow building conjunctionsandusinginitially-assumed
implications. The Sign andTrust rulescorrespondroughly to the BAN logic’s
public-key message-meaningandjurisdictionrules. We canagainuse ¸jgh!i as
thepre-order. This makesConj a G-rule; theotherthreeareS-rules.Therearea
total of six S-rules,oneG-rule,andthreerewrites in our encodingof this logic;
theextraS-rulesandrewritesdosimplecomma-manipulation.

Wecanreplacetheconstruct

D &3�¾�
(representinginterpretationof partof a message)with threeexplicit rulesfor ex-
tractingcomponentsof a message.Weaddrewritesexpressingthecommutativity
andassociativity of ÏÍ8$Ò@ÒîÌ , asin theotherlogics.
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IBS protocolmessages:

Message3. ¿ ] F Ç ¡u¡H¯xÂ�&(ÏÍ/¬¢ \ÁÀ�Â� Gu¯ ÂT&(ÏÍ/*¢ \ÁÀ�ÂÃ40/ÍÏÍ/%&3úS/(6�):F�GTì
&31*�"/Í!³²g&('NÎH)�ÏÍ8$Ò@ÒîÌ�)+ì
&31$�"/Í!³²�&('�Îx)�¯ Â�&(ÏÍ/*G'Z ¤
O� ,PG
¯ Â�&(ÏÍ/¬,�G

Z ¤
OÄ ,%,
Message5. F ] ¿ Ç ¡£ì"/%Â�ú*&(ÏÍ/²¢ \ÁÀ�Â�40/ÍÏÍ/%&3úS/(6�)4¿aG$ì
&31*��/Í!³²�&('�Î�)+ì�/%ÂTú$&(ÏÍ/²G'Z ¤
O� ,%,
Message6. ¿ ] F Ç ¡£ì"/%Â�ú*&(ÏÍ/%ë0Ï(Ð9¢ \ÁÀ�ÂÃ40/ÍÏÍ/%&3úS/(6�):F�GTì
&31*�"/Í!³²g&('NÎH)+ì"/%Â�ú*&(ÏÍ/%ë5Ï%Ð9GuZ ¤
OÄ ,�,

Initial assumptions:

®�Ì$�
¯ ÂÙ8$úS/�):F�GTë�Ý9'�ÎL/%�"'�&(ÏÍÌu':/(6L)4Z Ä G'¿y,�,#�Ò�7�Ô &(/(6�)+ì�Ì$Ö²6�)�¿»Gu¯ Â�&(ÏÍ/¬,�G$ë�1$ÂÙ/Í/%6X°�8u¯ ÂT&(ÏÍ/u)�¿»G(7LÂu,%,#�Ò�7�Ô &(/(6�)+ì�Ì$Ö²6�)�¿»G$ì�/%ÂTú$&(ÏÍ/%ë0Ï%Ðw,PG$45/ÍÏÍ/%&3úS/Í!±s��/%ì"/%Â�ú*&(ÏÍ/%#*':/%Ò�)4¿y,�,
Figure3.5: Excerptfrom IBS protocolandinitial assumptions.

We have verified thevariantsof the IBS (NetBill) electronicpaymentproto-
col thatKailar analyzes[Kai96]. Figure3.5 containsan encodingof part of the
“serviceprovision” phaseof the asymmetric-key versionof this protocol. The
customer, ¿ , first sendsthe merchant,F , a messagecontaininga price quote,
signedby themerchant;this messageis itself signedby thecustomerto indicate
his acceptanceof thequotedprice. Themerchantrespondsby providing theser-
vice itself (somepieceof data),signedwith herprivatekey. Thelastmessageof
this phaseis an acknowledgementby the customerthat he received the service,
signedwith thecustomer’s privatekey.

Whenwerunthe ��� � algorithmonthesemessagesandassumptions,it applies
theSign rule to producethesetwo formulas:

®�Ì$�
¯ ÂÙ8$úu/�)+F�G$ì"Ì$Ö²6
)4¿aGuÏÍ8$Ò@ÒîÌ�)+ì
&31*��/Í!³²�&('�Îx)�¯ ÂT&(ÏÍ/*GuZ ¤
O� ,PGu¯ Â�&(ÏÍ/¬,%,�,
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®�Ì$�
¯ Â*8$úS/�)+F�G$ì"Ì$Öð6�)4¿aG$ì"/%Â�ú*&(ÏÍ/%ë5Ï%Ð�,%, .
Theseconclusionsarenot particularlynoteworthy in their own right; they reflect
the fact that F (the seller) can prove that ¿ (the customer)haspresentedtwo
specificmessages.With theseformulas,the ����� next appliesacomma-extracting
rule to produce

®�Ì$�
¯ Â*8$úS/�)+F�G$ì"Ì$Öð6�)4¿aG$ì
&31*��/Í!³²�&('�Î�)�¯ Â�&(ÏÍ/ÛGuZ ¤
O� ,�,%,
®�Ì$�
¯ Â*8$úS/�)+F�G$ì"Ì$Öð6�)4¿aGu¯ ÂT&(ÏÍ/$,%, .

Thisshowsthat F canprove ¿ sentindividualcomponentsof theearliermessages.
Finally, ���5� appliesInf to derivetheseresults,whichagreewith Kailar’s[Kai96]:

®�Ì$�
¯ Â*8$úS/�)+F�G$ì"Ì$Öð6�)4¿aG$40/ÍÏÍ/(&3úS/Í!±s�"/%ì�/%ÂTú$&(ÏÍ/%#Ù'+/%Ò�)4¿a,%,�,
®�Ì$�
¯ Â*8$úS/�)+F�G$ì"Ì$Öð6�)4¿aG$ë�1$ÂÙ/Í/%6X°�8u¯ ÂT&(ÏÍ/u)�¿»G(7LÂ�,�,%,

Theserepresenttwodesiredgoalsof theprotocol:thatthesellercanprovethecus-
tomerreceivedtheservice,andthat thesellercanprove whatpricethecustomer
agreedto. The ����� algorithmstopsatthispoint,sincenofurtherruleapplications
canproducenew formulas.

Wehaveverifiedtherestof Kailar’sresultsfor twovariantsof theIBSprotocol
andfor theSPX AuthenticationExchangeprotocol. Thefull encodingsof these
protocolsappearin AppendixB.

3.4 Summary

In this chapter, we have shown how theorygenerationcanbe appliedto several
existing logics for protocolanalysis,andsuccessfullyreproducedmanualverifi-
cationresultsfor assortedprotocols.Thetablein Figure3.6containssomeresults
of theseapplicationsof theory generation.Eachline in the tableshows, for a
given protocol,the numberof initial assumptionsandmessagesfed to the ���5�
algorithm,andthenumberof formulasin the theoryrepresentationit generated.
In eachcase,we wereableto usetheorygenerationto prove that the protocols
satisfied(or failed to satisfy)variousdesiredbelief properties.Notethatthegen-
eratedtheoryrepresentationstypically containedontheorderof severaldozensof
formulas.

Themerefact thatcertaindesiredpropertiesof a protocolarederivablein one
of thesebelief logicsdoesnot imply thatno attacksexist. Therulesof eachlogic
incorporatevariousassumptions,suchas“perfectencryption”andconstraintson
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Logic Protocol Assumps. Msgs. Th. Rep.
BAN Kerberos 14,13 3 61,52

Andrew RPC 8, 8, 7 4 32,39,24
Needham-Schroeder 19,19 5 41,41
CCITT X.509 13,12 3 69,74
Wide-MouthFrog 12,12 2 34,34
Yahalom 9, 17,17 5 40,60,62

AUTLOG challenge-response1 2 2 10
challenge-response2 4 2 13
Kerberos 18 3 79
SKID 8 2 12

Kailar’s IBS variant1 14 7 44,39
Accountability IBS variant2 20 7 46,52

SPXAuth. Exchange 18 3 36

Figure3.6: Protocolanalysesperformedwith existingbelief logics,with thenum-
ber of formulasin the initial assumptions,messagestransmitted,andgenerated
theory representation.(Someanalysesinvolved several variationson the same
protocol.)

how messagescanbe brokenup andreconstituted.Beyond this limitation, the
logicsarenotdesignedto addresseveryform of attack.BAN, for instance,cannot
expressthepropertythatsecretsarenot leaked.In Chapter5, we explorefurther
usesof theorygenerationfor protocolanalysis.In particular, we work with a new
logic (introducedin Chapter4) thatallows morecomprehensive protocolanaly-
ses,allowing moreconfidencein protocolsthatpassits checks.We alsoexamine
applicationsof theorygenerationbeyond simpleproperty-checking.Detailsre-
gardingtheimplementationandperformanceof thesystemusedto producethese
resultsappearin Chapter6.
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Chapter 4

Inter pretation and Responsibility

Using theorygenerationwith existing logics asdescribedin Chapter3, we can
quickly checkthe standardbelief propertiesof protocolsdescribedin the con-
ventional“idealized” form. Thereare,however, many otherquestionsabouta
protocolthatwemightwantto answer, soit is reasonableto askwhetherthesame
techniquecould be appliedto a wider classof properties,or to different forms
of protocoldescription.Ideally, we would endow a protocol-verificationsystem
with a larger toolkit of analyseswithout requiringfrom the userundueamounts
of extra informationor patience.

In this chapter, we considerseveral new kinds of checkssucha systemcan
performat relatively low cost. Takenindividually, eachof thesecheckscanpro-
videmoreconfidencein aprotocol,andwhenappliedtogetherandin concertwith
traditionalbeliefchecks,they complementoneanotherto form aunifiedandmore
comprehensiveanalysis.

Wefirst discussawayto morefully formalizetheprocessof interpretingmes-
sages(Section4.1);thiswill allow usto reasonaboutprotocolsatamoreconcrete
level. Wepresenttheformalizationin thecontext of anew belief logic, RV, which
borrowsconceptsandrulesfrom theBAN, GNY, andAUTLOG logics. Next we
introducetwo classesof properties,honestyandsecrecy, which rely on the for-
malizedinterpretationsandcanexposeflaws not addressedby the belief logics
consideredearlier. The honestypropertiesrestrictthe messagesthat a principal
maysafely“sign,” to prevent themessages’recipientsfrom reachingfaulty con-
clusions. The secrecy propertiesregulatethe disclosureof informationto other
parties,andalsodependcritically on explicit interpretation.A participantin a
protocolwhosatisfiesbothhonestyandsecrecy propertiesis saidto be“responsi-
ble.” We claim thatdemonstratingtheresponsibilityof participantsin a protocol

67
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is a necessarycounterpartto proving traditionalbeliefproperties.

4.1 Inter pretation

TheBAN-stylebelief logicsallow protocoldesignersto thinkaboutaprotocolata
convenientlevel of abstraction;however, thegapbetweenthe“idealized”protocol
anda typical concreteprotocol implementationis substantial.The idealization
stepis widely recognizedasa liability of theselogics [Syv91, NS93,MB94]. It
is aninformal process;we typically write theconcreteprotocolside-by-sidewith
aproposedidealizedversion,andthenattemptto derivedesiredproperties.When
thesederivationsfail, weaugmenttheidealizedmessageswith extrastatementsor
introduceadditionalinitial assumptions.In eachcasetheburdenisonthe(human)
verifier to ensurethattheadditionsare“safe.” Finally, with no formaldescription
of concretemessages,theimplicit assumptionsabouttheir form, suchaswhether
keys andnoncesaredistinguishable,areeasilyforgottenor left unspecified.

The original BAN analysisof the Needham/Schroederpublic key protocol
useda badidealizationthatwentundetecteduntil Lowe founda flaw in thepro-
tocol anddemonstratedit usingmodelcheckingmethods[Low95, Low96]. The
flaw escapeddetectionfor morereasonsthanthebadidealization—wewill look
at thesereasonscloselyin Section4.2—but theidealizationwascertainlyflawed.
The fact that the fix Lowe proposedcannoteven be expressedin the idealized
level indicatestheneedfor moreconcretegroundingof BAN-style reasoning.We
discussthisflaw andits connectionto idealizationin Sections4.2.3and4.3.2.

4.1.1 PossibleApproaches

Several approachesto bridging this idealizationgaphave beenproposedor de-
serve consideration.

Abadi and Needhamprovide a set of practicalguidelinesfor constructing
goodidealizations(or conversely, constructinggoodconcreteprotocols)[AN96].
Thoughthey areinstructive andmerit carefulconsideration,theseguidelinesare
not amenableto formal verification. Furthermore,as the authorsacknowledge,
they are neithernecessarynor sufficient. Sincethe principlesare often legiti-
matelyviolatedin practice,it is hardto identify the truly improperidealizations
thatleadto problems.

We couldtakea somewhatmoredrasticapproachandabandontheidealized
level of protocoldescriptioncompletely. By workingsolelyat theconcretelevel,
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weavoid having to assignmeaningsto messages.This is whatrecentverification
techniquesbasedon modelcheckingdo [Low96, MMS97, MCJ97]. While this
approachhastheappealof producingcounterexamplesandnot requiringthecon-
structionof idealizations,it doeshavesomedisadvantages.With noformalnotion
of the“meaning”of a message,we canno longerreasonaboutbelief,which is a
naturalnotionin thecontext of authentication.We cananalyzedataflow: secrets
successfullycommunicated,informationleaked,andsoon,andwecancheckthe
correspondencepropertiesdefinedby Woo andLam [WL93], but the richer and
perhapsmoreintuitivebeliefpropertiesareoutof reach.Wecannotfactorout the
abstractcoreof a protocolfrom its variouspossibleimplementations,andthereis
little indicationof whyaprotocolworks.

Mao hasproposeda methodof developingidealizationsin a principledway
[Mao95], by breakingtheidealizationprocessdown into asequenceof incremen-
tal steps,eachof which canbejustifiedindividually. Theapproachdescribedbe-
low is moresuitablefor automationvia theorygeneration,andcanmoredirectly
expressthedesiredqualitiesof idealizations.

Many of theproblemswith idealizationsresultfrom idealizedmessagescon-
tainingmoreinformationthantheirconcretecounterparts,whichleadsto ambigu-
ousmappingsfrom concreteto idealizedmessages.We couldsolve this problem
byestablishingasingleone-to-onemappingfor all protocols,for instanceusingan
ASN.1 notation[ASN94]. This leadsto largermessages;in mostenvironments
today, public-key encryptionis expensive relative to othercostsof communica-
tion, so increasedmessagesizemay be unacceptable.(This problemis smaller
with elliptic-curve cryptography, since it can be implementedmore efficiently
thantraditionalpublic-key methods.)More importantly, this techniqueimposes
significantconstraintsontheform of theconcreteprotocol,sofew existingproto-
colswould beaccepted,even if theconcrete-to-abstractmappingwereprotocol-
dependent.Finally, this approachonly solvestheambiguous-interpretationprob-
lem; theprotocoldesignermuststill deviseanidealizedprotocol.

4.1.2 The RV Logic core

Beforedescribingthe formalizationof explicit interpretations,we presenthere
thecoreof anew belief logic,RV (for ResponsibilityVerification), onwhichthose
interpretationswill be built. The corerulesandoperatorsof this logic arevery
similar to thoseof BAN, AUTLOG, andGNY; the significantnew featuresare
introducedin thesectionsthatfollow.

Figure4.1 shows the functionsandpredicatesavailablein theRV core. The
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Function Notation MeaningÜÍ/*Ô &(/%úu/%69)+�HG%DZ, �ß¼ k�D � believesD6Û/Í/%6L):��G%D�, �ÆÅ©D � hasseenmessageD6ÛÌ$&(!�):�HG(D�, �ß¼ Ç�D � utteredD atsometime6ÛÌ$Ö²6
):�HG%DZ, �ß¼ È�D � utteredD “recently”ÏÍ8$�"'�ÂÙ8uÔ 6
):�HG%DZ, � controls D � is anauthorityon Dê(ÂÙ/%6ÍÎp)�D�, ÉX)�D�, D wasfirst usedin this run6ÍÎLÌ$ÂÙ/Í! Ðu/%Ö�)�ZgG*�HG*�y, � \ñ^] � � and � sharekey Z7LÝ9Ü$Ô &(Ï ÐS/(Ö�)4ZÉG*�0, \a] � � ’s publickey is Z6Û/ÍÏ%ÂÙ/$'T)+EpG*��G*�a, �nbde � � and � sharesecretE/%�"Ï%Â�Ö�7�'�)ND^G'Z©, ¡$Dn¢ \ D encryptedunderkey Z&3�
úp)4Z¯O�GuZyrÙ, Z¯OxiÊZ ¤
Or public/privatekey pair&3��)+EpG(D�, E in D E occursin DÏÍ8$Ò@ÒîÌ�)ND^G*E?, )�D©G$Ea, conjunction
M5G'[@G*F�G(��G$Q*Q*Q M5Gu[@G*F�G%�=G*Q*Q*Q 0-aryfunctions(constants)

Figure4.1: Corefunctionsof RV

full functionnamesarein the left column,but we usethetraditionalconciseno-
tation in thecentercolumnwhendescribingtherules. All of thesefunctionsap-
pearin theBAN logic encoding(Section3.1),with theexceptionsof 6ÛÌ$Ö²6 and &3� .
The 6ÛÌ$Ö²6 function,alsofoundin AUTLOG,expressesthataprincipalhasrecently
sentsomemessage,whereas6ÛÌ$&(! only ensuresthattheprincipalutteredit atsome
time. In BAN the 6ÛÌ$Ö²6 notionis subsumedby ÜÍ/$Ô &(/%úS/%6 , in that � ¼ kÚ� ¼ ÈºD (“ �
believes � saysD ”) is writtenas �ß¼ k�� ¼ k�D (“ � believes � believesD ”). The&3� function,similar to onein GNY, indicatesthatonemessageis partof another
message.Note that the ÏÍ8$ÒîÜ%&3�"/ operatorhasbeenremoved; this is discussed
below.

RV hasthefollowing threemessage-meaningS-rules.As in BAN, they allow
oneprincipaltodeterminewhosentagivenmessage.Shared-secretauthentication
is achievedwithoutanexplicit secret-combiningoperator( ;ØDf< b ); thepresenceof
asharedsecretanywherein amessageis sufficientto authenticateit. Thischange,
alsomadein GNY, simplifiesthehonestypropertiesdescribedlater.

ÄÁËÆÅyÇ ��¼ k�� \ñ^] � �ÊÅj¡�Dn¢ \�ß¼ k��ß¼ Ç�)�D©G'Z©,
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ÄÁËgÈüÇ ��¼ k \ Âa] � �ÆÅj¡$Dn¢ \5Ì Z¯OxiÊZ ¤
Or�ß¼ k�� ¼ Ç�D
Ä�ËqvüÇ �ß¼ k�� bde � �ÆÅ©D E in D�ß¼ k�� ¼ Ç�D

Thenonce-verificationS-ruleallows a principal to determinethata message
wassentrecentlyif it believesit is fresh:

Ä�ËqxüÇ�� ¼ k��ß¼ Ç�D �ß¼ kÍÉX)�D�,�ß¼ k�� ¼ È�D
Using the jurisdiction S-rule,a principal gainsa new belief basedon a recent
statementby a partyit considersanauthorityon thematterin question:

ÄÁË^zgÇ �ß¼ k�� controls D �ß¼ k�� ¼ È�D�ß¼ k�D
In RV, asin AUTLOG,a principal“sees”every statementit believes.ThisG-rule
makesthedecryptionrulessimpler:

ÄÁË^{üÇ �ß¼ k�D�ÆÅ©D
Weaddthis introspectionrule,similar to oneappearingin theSVO logic.

ÄÁË^|gÇ �ÆÅ©D�ß¼ k��ÆÅ©D
A principalcandecryptany messagewhosekey it hasseenusingtheseS-rules:

ÄÁË^}ÉÇ �ÆÅj� \ñ^] � �ÊÅ�¡$D�¢ \�ÎÅ©D ÄÁË^~üÇ �EÅ \a] � �ÎÅj¡$Dn¢ \�ÊÅkD
Ä�ËÆÅH�üÇ �ÏÅ \ Âa] � �ÎÅj¡$D�¢ \5Ì Z¯Oxi�Z ¤
Or�ÎÅ©D

TheseS-rulesprovide decompositionof compoundmessagesbuilt with ÏÍ8$Ò@ÒîÌ
(the in functionis introducedbelow in

Ä�ËgÈ�È
).

ÄÁËÆÅ�Å?Ç��ÊÅÐ� D in ��ÎÅ©D
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Ä�ËÆÅ£ÈüÇ �ß¼ k�� ¼ ÇÊ� D in �� ¼ k��ß¼ Ç�D ÄÁËÆÅHvgÇ �ß¼ k��ß¼ ÈÑ� D in ��ß¼ k�� ¼ È�D
We includea completesetof G-rulesfor determiningthefreshnessof a message
giventhefreshnessof oneif its components:

Ä�ËÆÅHxüÇ ��¼ k�ÉX)ÕDZ,�ß¼ kÎÉX)�)�D©G$E?,�, ÄÁËÆÅHzÉÇ �ß¼ kÍÉX)�Z©,��¼ kÍÉ � \ñ^] ¦
ÄÁËÆÅH{üÇ �ß¼ kÍÉX)�Z©,�ß¼ kÍÉ \a] � Ä�ËÆÅH|üÇ �ß¼ kÍÉX)+Ea,

�ß¼ k�É � bde ¦
ÄÁËÆÅH}üÇ ��¼ kÍÉ�)4Z©,�ß¼ kÍÉX)+¡$Dn¢ \ ,

Ä�ËqÅ~ÉÇx�ß¼ kÍÉX)�D�, �EÅ \a] ��ß¼ kÍÉ�):¡$Dn¢ \ ,ÄÁËgÈA�ÉÇs��¼ kÍÉ�)NDZ, �EÅ \5Ìa] � �ÆÅÐZyr=i�Z ¤
OO�ß¼ kÑÉ ¡$D�¢ \ ÂÄ�ËÉÈ�ÅyÇ �ß¼ kÍÉX)�D�, �ÆÅj� \ñq] ¦�ß¼ kÍÉ�):¡$Dn¢ \ ,
Finally, this G-rule, whosepremiseis empty, allows us to determinewhenone
messageis partof a largermessage.Notethat &3� only “looks inside” the ÏÍ8$Ò@ÒîÌ
function,andnot /%��Ï%ÂTÖ�7�' or any others.Thereasonsfor thiswill becomeclearin
thefollowing sections. ÄÁËgÈ�ÈüÇ tD in )�D©G$Ea,

The following equivalencesexpressthe usualassociative and commutative
propertiesof ÏÍ8$Ò@ÒîÌ andotheroperators.

)ND^G*E?, iÞ)+EpG%DZ,
)%)ND^G*Ea,�Gu��, iß)ND^Gu):EÁG'��,%,
):� \ñ^] ¦�, iß):¦ \ñ^] �a,
):�mbde ¦�, iß):¦Òbde �a,
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4.1.3 ConcreteMessageSyntax

To properlyformalizethemappingof concretemessagesto abstractmessages,we
mustof coursecarefullyspecifythe form concretemessagestake. This requires
strikingabalancebetweenallowing flexibility in implementationsandpermitting
tractableverification.We will assumemessagesarecomposedof atoms(suchas
nonces,keys, andprincipalnames),combinedby concatenationandencryption.
Weintroduceanew RV concatenationoperation,� D^Q_E?� (seeFigure4.2).Thecon-

Function Notation Meaning!u8u'Í)ND^G*E?, � D^Q_E?� concatenation�
&(Ô � � concatenatedlist terminator

Figure4.2: Extrafunctionsof RV for supportingconcretemessages.

catenationoperatorisordered:� D©Q�Ea� and � EpQ D�� aredistinguishable,asthey would
bein typical implementations.Wewill maketheusual“perfectcryptography”as-
sumptions:¡$D�¢ \ canonly beproducedby aprincipalwhoknows ¡$D�¢ \ or bothD and Z , andseeing¡$Dn¢ \ revealsno informationaboutD or Z to a principal
who doesnot know Z . We assumethat the implementationcanidentify where
eachatombeginsandends,soa principalexpectingmessage� D©Q�E?� will rejecta
message�Ó�Ô*�� or �Õ�Ô*�Q��wÖ²Q��¾×²� , andif it receives �Õ�Ô*TQ��wÖð� , will alwaysmatch �Ô*
to D and �wÖ to E ratherthansplitting themessageelsewhere. We alsoassume
that decryptinga messagewith the wrong key will yield resultsdistinguishable
from any normalmessage.We couldeliminatethis lastassumption,if necessary,
by introducinga recognizableoperatorasin AUTLOG.

To giveconcretemessagesthepropertiesdescribedabove,weneedacanonical
representationfor messagescontainingsequencesof atoms,so we introducea�
&(Ô atomandusingtheLisp list-building convention. For convenience,we write� D^Qu��EpQu�Ó��Q ;D-�â´�Ø�_� as � D^Q_EÁQ���� . We requireevery concretemessagein a protocol
descriptionto beconstructedasfollows:Y Thespecialconstant�
&(Ô is avalid concretemessage.Y If D is aconstantand � is avalid concretemessage,then � D©Q���� is avalid

concretemessage.Y If � is avalid concretemessageand Z is a constant,then ¡��¢ \ is avalid
concretemessage.
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We do not assumethatkeys, nonces,andprincipalnamesarealwaysdistin-
guishable,that principalsalwaysrecognizetheir own messages,or that compo-
nentsof messageØ arealwaysdistinguishablefrom componentsof messageÃ
( Ã OiÙØ ). In environmentswheresomeor all of theseassumptionsaresafe,wecan
easilyapplythemby having theverificationtool automaticallytagmessagecom-
ponentswith their types.Finally, wemustextendtherulesfor deducingfreshness
anddetermining(D in E ) to accommodatethenew concatenationoperator:

Ä�ËÉÈ³v�Ç �ß¼ kÍÉ�)ND�,��¼ kÍÉ�)�� D^Q_E?�N, ÄÁËgÈAxgÇ �ß¼ kÍÉX)+Ea,�ß¼ kÍÉ�)�� D©Q�E?�N,
ÄÁËgÈAzüÇ tD in � D^Q_Ey� ÄÁËgÈA{üÇ tE in � D^Q_Ey�

4.1.4 Explicit Inter pretations

The following approachto the idealizationproblemmaintainsthe spirit of the
BAN family of belief logics,andfits nicelywith thetheorygenerationverification
technique.Wereplacetheinformal idealizationstepby makingconcrete-message
interpretationexplicit within thelogic. Theform of theBAN-like logicssuggests
a naturalexpressionof idealizations:as extra rules addedto the logic.1 Each
protocolwill have a setof interpretationrulesthat canbe usedby all principals
to assignabstractmeaningsto theconcretemessagesthey receive. For instance,
if Alice seesthesignedmessage[A.B.K] , shemightbeallowedto assumethat
themeaningof thatmessageis M \ñ^] [ . To allow this sortof interpretation,the
protocolcouldincludethis rule:

�ß¼ k�� ¼ È�� �HQ��»Q�Z©���¼ k���¼ È�� \ñ^] �
Kailar usesa similar techniqueto assigncomplex meaningssuchas“ � agrees
to sell � itemsat price D ” to messages[Kai96]. With theseextra interpretation
rules,we startfrom theusualinitial assumptions,andderive all propertiesof the
protocoldirectlyfrom theconcreteprotocolmessages,ratherthanstartingoff with
idealizedmessages.

1If we took theapproachof Abadi andTuttle [AT91] (andothers),allowing principalsto use
modusponens, theseinterpretationrulescould be expressedinsteadas formulasheld as initial
assumptions.This is equivalentto the approachdescribedhere,but doesnot work aswell with
theorygeneration.
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We could allow eachprotocol to useany custominterpretationrules its de-
signer(or specifier)chooses,but thisflexibility wouldmakeit impossibleto prove
any meaningfulclaimsaboutthe resultsof RV protocolanalysesin general.In-
steadwe restrict the allowed interpretationrules to thoseconformingto some
pre-establishedruleschemata.

To startwith, we will allow interpretationrulesin any of thefollowing forms:Ê Å?Çy�ß¼ k��ß¼ ÇÛÚ��¼ k�� ¼ ÇÜÚ ³ Ê È�Ç?�ß¼ k��ß¼ ÈÜÚ��¼ k���¼ ÈÜÚ ³ Ê v�Ça�ÆÅ.Ú�ÊÅÝÚ ³
Here, Ú is a patternmatchingconcretemessages,and Ú0³ is a formularepresent-
ing an idealizedmessage,which may includevariablesfrom the premise. The
first two formswill beusedto interpretauthenticatedmessages;sincetherecip-
ient is certainwho sentthe concretemessage,it cansafelyusethat information
for interpretation.For instance,the variable � may occurin M’, in which case
theidealizedmeaningis dependenton thesender’s identity. Thethird form will
beusedfor messagesthathave usefulmeaningsdespitehaving undeterminedori-
gin. This situationdoesnot oftenarisein BAN reasoning,but it doesin RV, in
particularfor thehonestyandsecrecy checksintroducedlaterin this chapter.

We imposesomeadditionalrestrictionson the form of theseinterpretation
rules:

I1. In M, thepatternmatchingtheconcretemessage,theonly functionthatmay
occuris !u8u' .

I2. In M’, theidealizedmeaning,the /(�"Ï%Â�Ö�7�' functionmustnotoccur.

I3. In bothM andM’, theremustbenoconstants(0-aryfunctionssuchas M andF ), unlessthevalueof thoseconstantsarefixedacrossall protocolruns.For
instance,a server nameF is permittedin theseargumentsonly if F is the
sameprincipalin every runof theprotocol.

I4. For a givenprotocol,any givenconcretemessagemustbeableto matchat
mostoneof the interpretationrules. Along with thehonestyconditionde-
scribedlater, thispreventsambiguousinterpretationsof concretemessages.

Theserestrictionson the form of interpretationruleshelp ensurethat the usual
BAN-style inferencesremainreasonableregardlessof the interpretationsused.
For instance,themessage-meaningrulessuchas

� ¼ k�� \ñ^] � �ÆÅj¡$Dn¢ \�ß¼ kc�ß¼ Ç�)�D©G'Z©,
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would makeno senseif interpretationscould arbitrarily map ¡$Dn¢ \ Â to ¡$Dn¢ \5Ì(in violation of condition I2), since Z-r could be a sharedkey that the sender
hadno knowledgeof, leadingtherecipientto draw a dangerousconclusionabout
the origin of the message.We discussfurther the reasonsfor theserestrictions
in Section4.2.2, wherewe examinehonestypropertiesin the context of these
explicit interpretations.

We needto extendtheRV notationandinterpretationschematafurtherto ex-
pressinterpretationsrequiredby somecommonprotocols.Abadi andNeedham,
Mao,andothershaveobservedthatnoncesareusedin cryptographicprotocolsnot
just to establishfreshness,but asabbreviationsfor setsof principalnames,keys,
andothernonces[Mao95,AN96]. Thebindingsestablishedfor thesenoncesare
specificto arunof theprotocol,andwewill seelaterthatit is importantto handle
themexplicitly in the interpretationprocess.To supportthis practice,we intro-
ducea new operator: Ü(&3�"! (seeFigure4.3). Thestatement,�ßÞ D , represents

Function Notation MeaningÜ%&3�"!�)��¯G(D�, �àÞ D � standsfor theformula D
Figure4.3: Functionsof RV for supportingexplicit interpretations.

theassumptionthatnonce� “standsfor” theformula D . We allow theinterpre-
tationrule formsdescribedabove to beextendedto makeuseof boundnoncesin
two ways:Y Interpretationrulesof theforms

Ê Å
and

Ê È
(interpretationsof authenticated

messages)maybeextendedwith thefollowing setof extrapremises:

�ß¼ kÍ� ~ Þ á ��¼ k��ãâ
1de � � ~ in �

Thisrepresentsthe“expansion”of aboundnonceby theprincipalwhopro-
ducedthat nonce. Note that it requiresthe nonceto be a sharedsecret;
otherwisethe recipientcannotsafelyassumethat, for instance,thesender
hasseenthecorrect Ü%&3�"! expression.Y Interpretationrulesof theforms

Ê Å
and

Ê È
mayalsobeextendedwith the

following setof extrapremises:

� ¼ k��ß¼ ÇÊ��~µÞ á ��~ in �
Thisextensionallowsaprincipalto expandanoncewhosebindinghasbeen
previouslydeclaredby thesender.
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Theseextensionscanbe appliedrepeatedly, so a single interpretationrule may
handleseveralnoncebindingssimultaneously. In practicethis is rarelynecessary.
Notethat the restrictionsI1–I4 still apply to theextendedinterpretationrules;in
particularthe �=~ mustbevariables.

Werequirethatboundnoncesbebelievedfreshby their creators:

ÄÁËgÈA|üÇ�� ¼ kÊ�àÞùD�ß¼ kÍÉ�)4�k,
Thesebindingsarethuslimited in scopeto asingleprotocolrun.

4.1.5 Example

The following examplewill illustrate the useof explicit interpretationsfor the
Otway-Reeskey-exchangeprotocol[OR87]. Theprotocolallows a server to dis-
tributeasessionkey, Z��3� , to theparticipatingprincipalsusingjust four messages.
Thesearethemessagesin their concreteform:

Message1. M ] [ Ç ��Q�M5Q�[@Q£� �P�ÛQ���Q�M5Q�[?� \�� �
Message2. [ ] F Ç ��Q�M�Q�[@Qu�Õ�P�ÛQ���Q�M5Q�[?� \�� � Qu�ä���PQ���Q�M5Q�[?� \����
Message3. F ] [ Ç ��Qu�Ó�P�ÛQ�Z������ \�� � Q£�ä�P��Q�Z������ \����
Message4. [ ] M Ç ��Q£�ä�P�ÛQ�Z����%� \ � �

This protocolis similar to theKerberosprotocol,but it usesnonces( � � , � � , and
� ), ratherthantimestamps,to ensurefreshness.As a result,its securitydoesnot
dependonsynchronizedclocks.

TheoriginalBAN idealizationof thisprotocolmakesuseof anew nonce,�På ,
which “correspondsto” )���G'M5Gu[?, . We will usea morestraightforwardidealiza-
tion without this potentiallyhazardousinformalabbreviation:

Message1. M ] [ Ç ¡� � Þ �Õ��Q�M�Q�[?� ¢ \�� �
Message2. [ ] F Ç ¡���¡Þ �Ó��Q�M5Q�[?��¢ \ � � G$¡�P�=Þ �Õ��Q�M5Q�[?� ¢ \����
Message3. F ] [ Ç ¡� � G'M \ � �ñq] [@¢ \�� � G$¡� � G'M \ � �ñq] [@¢ \ ���
Message4. [ ] M Ç ¡�P�ÛG'M \ � �ñ^] [@¢ \ � �

We have added Ü(&3�"! expressionsto the idealizationsof the first two messages.
Becausethey have told the server thesebindings, M and [ cansafely(andun-
ambiguously)interpretthe later messagesfrom F ascontainingsharedkeys for
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M and [ . In thenext section,we will discussthepreciserestrictionson message
sendingandinterpretationthatmakethesebindingsnecessary.

Now that we have a desiredidealizedprotocol, it remainsto definea setof
interpretationsthatproducetheseidealizedmessagesfrom thecorrespondingcon-
creteones.Thefollowing interpretationssuffice:

�ß¼ k�� ¼ Ç��Õ�?OPQ���r*Q�¦0OPQ_¦�rT��ß¼ k�� ¼ ÇÍ�?O6Þ �Ó�=r*Q�¦0OPQ_¦sr$�
�ß¼ k�� ¼ Ç��Õ� O Q�Z©� �ß¼ kÍ� O Þ �Õ� r Q_¦ O Q_¦ r � �ß¼ k��Îâ Âde �

� O in �ä� O Q�Z©�
�ß¼ k�� ¼ Ç �?O%G$¦0O \ñ^] ¦�r

Thefirst interpretationis intendedto apply to messages1 and2, andthesecond
to messages3 and4. To analyzethis protocol,we startwith initial assumptions
similar to thoseusedby BAN, with thefollowing additions:

M|¼ kÑ� � Þ �Õ��Q�M5Q�[?� MÚ¼ kÊMÝâ �de F
[ ¼ kÑ�P�=Þ �Ó��Q�M5Q�[?� [ ¼ kÍ[ â �de F

Notethat thenonces��� and ��� arerequiredto besecretin this formalizationof
the protocol,whereasthey werenot in the BAN formalization. In the original
BAN analysis,in fact, “optimizations”to theprotocolweresuggested,which in-
volvedsendingthesenoncesin theclear. Theauthorslater realizedthat this was
unsafe,but theBAN logic itself providesnowayto detectthisproblem.

Theeffect of sendingeachmessageis representedby the receiver seeingthe
concretemessage:

[ÊÅ ��Q�M5Q�[@Qu� �P�ÛQ���Q�M5Q�[?� \�� �FæÅ ��Q�M�Q�[@Qu� ���ðQ���Q�M5Q�[?� \�� � Qu�Õ�P�PQ���Q�M5Q�[?� \ ���[ÊÅ ��Qu�Ó�P�ÛQ�Z������ \�� � Qu�Õ�P�PQ�Z��3��� \����MÙÅ ��Q£�ä�P�ÛQ�Z����%� \�� �
Usingthestandardmessage-meaningandnonce-verificationrules,we canderive
from message4 that

MÞ¼ k�F�¼ È �Õ� � Q�Z ��� �
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Then,applyingthesecondinterpretationrulewith M ’s initial bindingandsecrecy
assumptionsyieldsthedesiredidealizedmessage:

MÚ¼ k�F�¼ È �P�ÛG'M \ � �ñ^] [
Thissatisfiesoneof theauthenticationgoalsof theprotocol.

Theremainderof thebelief-propertyderivationfor thisprotocolproceedssim-
ilarly to theoriginalBAN analysisandproducessimilarconclusions.

4.2 Honesty

Burrows, Abadi, andNeedhamrecommend,“for the sakeof soundness,we al-
wayswant to guaranteethat eachprincipal believesthe formulasthat he gener-
atesasmessages”[BAN90]. This requirementhasintuitive appeal:theprotocol
shouldnot requireprincipalsto “lie.” If legitimateparticipantswerefreeto send
arbitrarymessages,recipientscouldderive faulty conclusionsaboutthesenders’
beliefsfrom thosemessages.Wewill referto thiskind of restrictionasanhonesty
property. Withouthonestythereis little hopeof demonstratingthatderivedbeliefs
arealwayssoundwith respectto somereasonablemodel.In thenext two sections,
wediscusshonestyfirst for idealizedprotocols,andthenin thecontext of explicit
interpretations.

4.2.1 Honestyin IdealizedProtocols

We needa moreprecisestatementof thehonestyproperty. Theprimary goal is
to prevent messagerecipientsfrom deducingbeliefsof otherprincipalsthat are
invalid.2 Laterwe will want to preventothersortsof misinterpretationsaswell.
To achieve this, we mustconsiderthe circumstancesunderwhich oneprincipal
candecideanotherprincipalholdssomebelief. This typically happensthrough
theapplicationof a message-meaningrule, suchastherule for interpretingmes-
sagessignedwith asharedkey, followedby theapplicationof anonce-verification
rule. We focuson themessage-meaningstep:any message(formula) that is en-

cryptedundersomekey (e.g., çè é�êìëí^î ïEð
é�ñ ), or combinedwith somesecret

2Strictly speaking,principalsdo not deduceoneanother’s beliefsin the RV logic; they only
deducethatanotherprincipalrecentlymadesomestatement( òôó õ÷öøó ù�ú ). However, theeffect
is thesameasin BAN, where òyó õFöyó õÏú canbederived.
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(e.g., û�è â ëüý ïEþ
â ê ) couldpotentiallybeinterpretedasa beliefof theprincipaldo-

ing theencryptingor combining.Therefore,we will statethehonestypropertyin
termsof messagessigned, wherea principalsignsa messagewhenever it applies
encryptionor secret-combinationto thatmessage.(Notethatthisnotionisbroader
thanthatof public-key digital signatures.)A principalmusttakeresponsibilityfor
any statementit signs,sincethosearethestatementsthatmight laterbeusedby
otherprincipalsto derivebeliefsof thesigner.

Wecannow statethehonestyproperty:

Honestyproperty (for idealizedprotocols):For everymessagecom-
ponentÿ thata principal � signs, it mustbetruethat ������� ���
	��
�jÿ
at thepointatwhich � sentthemessagecontainingÿ .

Therequirementthat thebelief hold at thetime themessageis sentpreventscir-
cularsituationsin which two (or more)principalssendeachotherstatementsthat
neitherbelievesinitially, but thatbothcometo believe after receiving theother’s
message.

Most of the idealizedprotocolsin thepublishedBAN analyseswill not pass
this test,sincethey typically containmessageslike ç�����'è éí^î ïEð

é ê ë , wherethe
signerdoesnot actually“believe” �� . We canfix this by replacingeachtrouble-
somemessagefragment,� , with someformulathesenderactuallybelieves,such
as è������
��� or �����
��������� . Thisapproachrequiresintroducingsomeextra“seeing”
rules,suchas, �������
�! ���"���#$� %&�������
�'� .

4.2.2 Honestywith Explicit Inter pretations

Thehonestypropertyis fairly simplein thecontext of reasoningaboutidealized
protocols,butwhenweintroduceinterpretationrules,it becomesmoreinteresting.
Sinceconcretemessageshavenodirectmeaning,it no longermakessenseto talk
aboutbelieving the contentsof a message;we canonly discussbelieving some
interpretationof a message.Roughly, we wantto extendthehonestypropertyto
saythat, for every messagecomponenta principalsigns,thatprincipalmustbe-
lieve all possibleinterpretationsof thatmessagecomponent.This allowshonesty
to proscribebothblatantlies andstatementsopento misinterpretation.We must,
however, refinethenotionof interpretationfor thisdefinitionto beuseful.

By makinginterpretationsexplicit, weexposethepossibilitythatasinglecon-
cretemessagemaybeinterpreteddifferentlyin differentrunsof theprotocol.This
would makethe honestypropertydifficult to verify; we would preferto confine
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ourreasoningto a singlerun,but have theresultshold in thepresenceof multiple
runs.By imposingrestrictionsI1–I4 (Section4.1.4)ontheinterpretations,wecan
ensurethatnoadditionalinterpretationsarepossiblein otherrunsof theprotocol.
For instance,restrictionI3 requiresthat interpretationrulesmakeno mentionof
constantswhosevaluesarespecificto a run of theprotocol.This guaranteesthat
the resultof applyingan interpretationto a givenconcretemessagewill not de-
pendon theprotocolrun in which the interpretationis applied. This restriction,
which correspondslooselyto Abadi andNeedham’s “explicitness”principle, is
actuallystrongerthannecessary, but in combinationwith the �
�)(*# operatorintro-
ducedin Section4.1,it seemsto beflexible enoughto handlemostprotocols,and
it substantiallysimplifiesverification.

Wemodelencryptionexplicitly at theconcretelevel, sothereis noneedfor in-
terpretationsto introduceencryption.To preserveorthogonalitywith themessage-
meaningrules, interpretationsshouldalso not performdecryption. This is en-
forcedthroughthesimplesyntacticrestrictionsI1 andI2, whichdisallow encryp-
tion operatorsoneithersideof aninterpretation.Now, sincesecret-combinationis
only usefulwithin encryptedmessagesandencryptionis unaffectedby interpreta-
tion, we canexpresshonestyasa (conservative) restrictionon concretemessages
thataprincipalencrypts.

Thehonestypropertyfor theexplicit interpretationscaseis asfollows:

Honestyproperty (with explicit interpretations):For every message
ÿ thata principal � encrypts,andfor every possibleinterpretation,
ÿ,+ , of ÿ , it mustbethecasethat �-����� ���
	.�
� ÿ,+ at thepointatwhich
� sentÿ .

It remainsto definewhata possibleinterpretationis in this context. Thehonesty
propertyshouldbeafunctionof thesender’sbeliefsandtheglobalinterpretations,
soan interpretationÿ0/ of ÿ will beconsideredpossibleif � cannotdetermine
it is impossible.Thismeansthat,in principle, � mustconsiderall possiblerecip-
ientsof themessageatall times,with any conceivablesetof beliefs.It is difficult
in abelief-logicsettingto reasonaboutsuchabroadsetof possibilities,but fortu-
natelywe getsomehelpfrom thenotionsof sharedandpublic keys, secrets,and
freshness.For instance,if a principal è believes è éí^î ï thensheimplicitly
believesthatthereis no 1 whocurrentlybelieves 1 éí^î 2 where 1$� 2435 è6� ï ,
andthatany 1 whoholdssuchabelief in thefuturewill notconsiderthismessage
fresh.

Togetherwith the syntacticrestrictionson interpretationrules, the honesty
propertyprovidesmany of theguaranteeswe would like to hold for idealizations.
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The I4 restrictionprovidesa further guaranteethat simplifieshonestychecking
via theorygeneration:at mostoneof the interpretationrulesfor a protocolwill
matchany givenconcretemessage.

Function Notation Meaning
�7�98���:��4ÿ;� legit �4ÿ<� ÿ is a legitimatemessageto

send,accordingto thehonesty
property

���)8�(���#���ÿ,�'ÿ>=?������ @� signed��ÿ,�'ÿ>=������� A� ÿ>= is a signedmessagefor �
from  

Figure4.4: Functionsof RV for supportinghonesty.

To reasonabouthonestywithin RV, we introducetwo new functions(Fig-
ure4.4): �7�98���: , indicatingthata messageis safeto transmitfrom anhonestyper-
spective,and ���)8�(*��# , describingsituationswherea principalmaybeheldrespon-
siblefor a transmittedmessage.

To derive �7�98���: , weintroducerulesthatarecomplementaryto theinterpretation
rulesfor the protocol. An interpretationrule specifieswhat meaninga receiver
maysafelyassignto aconcretemessage;a �7�98���: rulespecifiesaconcretemessage
whosemeaningiscertainto bebelievedby thesender. For eachinterpretationrule
of theform BDC or B�E , we adda rule of thefollowing form, with thesameF and
F!+ :

BDC +)G B�E +IH  KJ LÍÿ,+  KJL signed�4ÿ,�uÿ>=����M�� A�
 NJ L legit �4ÿ&=O�

Thismeansthatif themessagehasaninterpretationthatthesenderbelieves,then
asignedversionof thatmessageis safeto transmit.Similarly, if amessagecanbe
givenan“anonymousinterpretation”that thesenderbelieves,it canbesent.We
thereforeadda ruleof thefollowing form for eachBQP rule:

BQP + H  NJ LÍÿ,+
 NJL legit ��ÿ;�

To accountfor boundnonces,wemustextend BRC + G BQE + rulesin waysanalogousto
thetwo allowedextensionsof BRC G B�E interpretations.For bound-nonceextensions
of thefirst kind, we addthefollowing premises:

 0SUTàÞ á  VSU� âüý  T in F
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For bound-nonceextensionsof thesecondkind, weaddthesepremises:

 �J L0T Þ á T in F
Wethenneedrulesfor determiningwhena messageis believedto besigned:

W$X EZY H  KJ L0�NJL0� éí^î  
 NJ L signed�4ÿ,�uçÿ ð é ������ @�

W$X EZ[ H  \S é^]_î  `\a 5 `cb ad
 KJ L signed��ÿ,�'çÿ ð é�e ������ A�

W$X PZf H  NJ L0�NJL-�hgüý  i in ÿ
 NJ L signed�4ÿ,�uçÿ ð é ������ @�

Finally, we introducetwo messagetransformationsthatpreserve“legitimacy,” for
thepurposeof producingcompoundmessages:

WjX P�C H  kJ L legit �����  KJ L legit �liA�
 NJ L legit �
m �>noiqpr�

WjX PZE H  NJ L legit �����  NJ L é_î �
 �J L legit �4ç�� ð é �

4.2.3 Example

At several stepsin this development,we have imposedrestrictionsthat were
strongerthannecessaryfor soundness.We will demonstrateherethata practical
protocolcanstill passthesetests. TheNeedham-Schroederpublic-key protocol
illustratesthetroubleprincipalscangetinto if they arenotboundby honesty. The
full protocolinvolvessevenmessages,but four of these(messages1, 2, 4, and5)
areconcernedonly with requestingandissuingpublic-key certificatesfor è andï . We focuson thethreemessagesexchangedbetweenè and ï here:

Message3. è î ï H çZmsTj�tn�è6p ð é ëMessage6. ïãî è H çZmsTj�tnoT6uvp ð é êMessage7. è î ï H ç�T u ð é ë
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In theomittedmessagesof thisprotocol(1, 2, 4, and5), è and ï geteachother’s
public keys from a trustedserver. Thethreemessagesshown above area simple
exchangeof thesecretsT6� and Tju , in which eachmessageis encryptedwith the
recipient’s public key. Thepresenceof T6� in Message6 and T6u in Message7 is
intendedto acknowledgethesuccessfulreceiptof thosesecrets.

Theidealizedform of thesemessagesgivenin theBAN analysisis equivalent
to thefollowing:

Message3. è î ï H ç�Tj� ð é ë
Message6. ïÜî è H è â ëüý ï ��Tj�

é ê
Message7. è î ï H èÙâ êüý ï � ï J LÊè â ëüý ï ��Tju

é�ëè and ï hold thefollowing initial assumptions:

èwJL;xy�lT6�z� ï J L<xy�{Tju��
èwJLÊè â êüý ï ï J LÍè â ëüý ï
èwJL é ê_î è ï J L é ë_î ï
èwJL é�ë_î ï ï J L é ê_î è

In constructinginterpretationrulesto matchtheidealizationabove,wewouldfirst
run into troublebecauseMessages3 and6 have the samestructure(two fields).
We canhandlethis if we assumeprincipalsandnoncesaredistinguishable,by
applyingtheautomatictaggingapproachmentionedabove.

A moreinterestingproblemarises,however, whenwe look at the interpreta-
tion requiredfor Message6. The following rule appearsto producethedesired
idealization: èwJL ï J |�m}T a n~T d p

èwJL ï J | è.â eüý ï ��T a
Certainly è can determinethat the concreteMessage6 camefrom B, sinceit
containsthesecretT6� , andthusthe interpretationsucceeds.However, whenwe
applythehonestycheckto ï , we find that ï cannotbecertainthat Tj� is a secret
sharedby è and ï , sinceit hasno authenticatedmessagefrom è to thateffect.
Thus, ï fails thehonestycheckfor Message6.

This honestyfailure correspondsto theattackdiscoveredby Lowe [Low95].
In this man-in-the-middleattack,an intruderparticipatesin two concurrentruns
of the protocol. In onerun, the intruderconductsa legitimate transactionwith
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è , usinghis true identity, while in theotherrun,hesuccessfullymasqueradesas
è to anotherprincipal, ï . The honestypropertyandinterpretationrestrictions
allow usto protectagainstsuchmultiple-runattackswithoutexplicitly represent-
ing separateprotocolruns.Multiple-runattackstypically rely on messagesbeing
misinterpretedwhenthey arereceivedin a differentcontext (run) thantheonein
which they wereproduced.Millen hasproventhatsomeprotocolsarevulnerable
to parallelattacks(thoseinvolving concurrentrunsin which the sameprincipal
playsthesamerole in differentruns),despitebeingsecureagainstall non-parallel
attacks[Mil99]. The RV interpretationrestrictionsensurethat eachmessageis
interpretedconsistentlyregardlessof which run of theprotocolit appearsin, and
thusthehonestypropertiesderivedapplyacrossall protocolruns.

4.3 Secrecy

Criticsof belief logicsoftennotethatthelogicsdonotaddresssecrecy properties.
It wasobservedveryearlythatBAN reportsnoproblemswith aprotocolin which
secretkeys aretransmittedin the clear[Nes90]. Indeed,traditionalBAN anal-
ysisomitsplaintext partsof messagesfrom considerationsincethey “contribute
nothingto themeaningof theprotocol.”

BAN adherentssometimesassumethat this shortcomingis easilyovercome
sinceonecandetermineby inspectionwhethersensitive datais sentin theclear
or to untrustedparties.However, this argumentignoresthesubtlepartof secrecy
properties:determiningexactly whatthingsmustbekeptsecret,andfrom whom.
TheNeedham-Schroederpublickey flaw Lowediscoveredis fundamentallyase-
crecy flaw: è revealsasecret,T6� , to ï withoutbeingcertainthat ï is allowedto
know it. This flaw remainedundiscoveredfor over fifteenyears,suggestingthat
secrecy canbejustassubtleasauthentication.

4.3.1 Formalization

Function Notation Meaning� "����������{�M�
��� � maysee� � is allowedto see�� �
anintruder

Figure4.5: Functionsof RV for supportingsecrecy checks.
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Theclassresponsibilitypropertiesincludesboththehonestypropertiesdiscussed
earlierandsecrecy properties.Thesearepropertiesthatrequireprincipalsto avoid
revealinginformationthatmaybesecret.

Like honesty, secrecy canbe formalizedwithin the belief-logic context in a
way that is amenableto theorygeneration.Centralto this formalizationof se-
crecy is thenotion thata principal � maysee(is allowedto see)somemessage
� . We introducea new operatorto reflectthis: � � "��������$� . For instance,if
è and ï sharea key `A�
u , they will both normally believe è � "��t������`@�vu andï � "��t������`A�
u . Wewill alsointroduceaspecialprincipal, � , correspondingto an
intruder, andconsider� "����������l���
��� asequivalentto ����n�� � "���������� . Principals
mayderive � "�������� by applyingany of severalnew rules:

WjX PZP H �<SU éí^î �
�NJ L; mayseè

W$X PZ� H �<SU güý �
�NJ L0 mayseei

WjX PI� H ��S é^]_î  ` a 5 `cb ad
�KJ L0 mayseè d

WjX PZ� H �<SV�{ mayseeiq�
��J L0 mayseei

W$X PZ� H �0S��{ 0SUi@�
�NJ L0 mayseei

W$X PZY H �NJ L0 maysee�
�NJ L; maysee ç�� ð é

WjX PZ[ H �NJ L; maysee ���&��iA�
�NJ L0 maysee�

W$X �Zf H ��J L0 maysee� �NJ L0 mayseei
�NJ L0 maysee m �>noiAp

WjX �MC H �NJ L0� maysee�
�NJ L0 maysee�

Wefurtherintroducefour rulesfor determiningwhatmessagesmaysafelybeseen
by anintruder:

W$X �ZE H ��S é_î  
��J L0� mayseè

WjX �IP H �NJ L0 maysee� �NJ L é_î  
�NJ Lw� maysee ç�� ð éW$X �Z� H �NJ L0 maysee� �NJ L � maysee� ��J L0 éí^î �
�NJ Lw� maysee ç�� ð é

Giventhesedefinitions,thesecrecy propertycanbeexpressedquitesimply:
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Secrecyproperty: For everymessageÿ thata principal � sends,�
believes � "����������{���'ÿ;� at thepointat which � sentÿ .

Therulesabove for deriving � "��t����� areconservative. For instance,it would be
safefor a principalto derive � "����������l������� if it sees� unencrypted.This would
requireintroducinganew operatorsimilar to �����
� , andsomecorrespondingrules.
In practice,it seemsthattheseadditionsarenotnecessary.

4.3.2 Example

Wecanillustratesecrecy too in thecontext of theNeedham-Schroederpublickey
protocol:

Message3. è î ï H çZmsTj�tn�è6p ð é ëMessage6. ïãî è H çZmsTj�tnoT6uvp ð é êMessage7. è î ï H ç�T6u ð é ë
Supposethat,in anattemptto repairthehonestyfailureobservedin Section4.2.3,
wegiveMessage6 a moreconservative interpretation:

è�SVm}T a noT d p
è,SV�{T d ��Tqa��

With this interpretation,è doesnotneedto believe that ï wasthesenderin order
to interpretthemessage,but interpretationrestrictionI3 (from Section4.1.4)also
prevents è from concludinganything about ï . In particular, è cannotdecide
from thismessagethat T d is asecretbetweenè and ï .

As a resultof this lack of information, è will run afoul of thesecrecy check
in sendingMessage7. In orderfor è to safelysendthemessageç�Tju ð é ë , secrecy
requiresthatwecanderive

è�JL ï mayseeTju�n
Sinceè doesnot know theorigin of Message6, it cannotbesurethatit is safeto
reveal T6u to ï , sosecrecy is violated.

In Chapter5,wepresentavarietyof examplesin whichtheRV logic is applied
to bothcorrectandincorrectprotocols.
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4.4 Feasibility

SincetheRV logic representsprotocolsata concretelevel, it is well suitedto ex-
pressingwhat we call feasibilityproperties. This is a classof simpleproperties
that representthe ability of the partiesin a protocol to carry out their assigned
roles. In orderfor a protocol to be feasible,it mustbe guaranteedat eachstep
thatthepartywho is to sendthenext messageknowsall theinformationrequired
to producethat message.This may involve decryptinganddisassemblingear-
lier messagesit hasreceived,andconstructingandencryptingthenew message.
Checkingthesepropertiesdoesnot tend to reveal subtleprotocol flaws, but is
rathera simplesanitycheckthat is usefulfor early detectionof mistakesin the
protocolspecification.

Function Notation Meaning� "�( �I����#�� � ���{�M�
��� � canProduce� � cangeneratethemessage�

Figure4.6: Functionof RV for supportingfeasibilitychecks.

Therulesfor deriving � "�( �I���z#�� � � arestraightforward.A principalcanpro-
duceany message(or messagefragment)it hasseen:

WjX �Z� H �VSÐÿ
� canProduce ÿ

A principalcanconcatenatemessagesit canproduce:

W$X �Z� H � canProduce � � canProduce i
� canProduce�&n~i

Finally, a principalcanencryptamessageusinga key it canproduce:

WjX �Z� H � canProduce� � canProduce `
� canProduce ç�� ð é

To checkfeasibility for a protocol,we verify for eachmessageÿ>� to besentby
�I� , thattheprotocolprefix çÿ&�z��n�n�n��'ÿ>� b a ð implies

�I� canProduce ÿ>�*n
Chapter5 containsanexamplefeasibilitycheck.
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4.5 Summary

Wehavenow presentedthefull RV logic,whichprovidesthefollowingsignificant
features:

� It providesexplicit interpretations, throughwhich a protocolcanbespeci-
fied at a concretelevel andreasonedaboutusingabstractbelief constructs.
A setof interpretationrestrictionsservesto preventvariouskindsof flawed
or hazardousinterpretations.

� It expressestraditionalbeliefproperties, with addedconfidencedueto the
formal interpretationstep.

� It expresseshonestyproperties, which assertthat principalsparticipating
in a protocolarenot requiredto sendany messageswhoseinterpretations
they do not believe. In conjunctionwith theinterpretationrestrictions,this
catchessomeprotocolflaws resultingfrom insufficiently precisemessages.

� It expressessecrecyproperties, whichshow thataprotocoldoesnotrequire
its participantsto transmitany information that might be a secret. This
checkis performedthroughthe positive, monotonicderivationof maysee
properties,ratherthanby proving theabsenceof secretleaks.

� It expressesfeasibility properties, which ensurethat eachparticipantin a
protocolis capableof constructingthemessagesit is requireto transmit.

In the next chapter, we explore the practicaluseof RV in protocolverification
with theorygeneration.
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Chapter 5

Theory Generation for RV

In this chapterwe describethepracticalapplicationof the theorygenerationap-
proachto theRV logic describedin Chapter4. We explain a generalstep-by-step
procedurefor analyzinga protocolin RV usingtheorygeneration,andthenwork
throughseveralprotocolanalysesin thecontext of RV. Thefocushereis on hon-
estyandsecrecy properties,sincetheexamplesin Chapter3 addressedtraditional
beliefpropertiesfor BAN, AUTLOG, andKailar’s logic of accountability.

5.1 Technique

To apply theorygenerationwith theRV logic, we mustfirst expresstheprotocol
underexaminationin a form suitableasinput to ���$  . A protocolspecificationin
RV hasfiveparts:

� Thesequenceof concretemessages,ÿ a n�n�n'ÿ&¡ , andtheirrespectivesenders
andreceivers, ¢ a n�n�n�¢O¡ and £ a n�n�n
£z¡ . In contrastto theBAN approach,it is
importantto specify the senderas well as the receiver of eachmessage,
so that the responsibilityof sendersand the protocol’s feasibility can be
checked.

� Theinitial assumptionsheldby eachprincipal. As in BAN, thesetypically
includeassumptionsof freshness,jurisdiction,sharedsecrets,andkeys and
their functions.In addition,RV specificationsmaycontain� "�������� , �I����� � � ,
and �
�)(�# assumptions.

� Thesetof addedinterpretationrulesrequiredby theprotocol.

91
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� Thebeliefgoalsof theprotocol,thatis, thebeliefseachprincipalisexpected
to holdafterasuccessfulrun. A wholeclassof protocolsmaysharesimilar
beliefgoals.

� Thesetof constantswhosevaluesarefixedacrossall runsof theprotocol.
(Often this setis empty, but in somecasesthe identity of a trustedserver,
for instance,maybefixed.)

Whenanalyzinganexistingprotocol,onecanusuallydeterminetheconcretemes-
sagessentandreceivedeasily. Theappropriatebeliefgoalsmaybesomewhatless
obvious, but they arenormallysharedby similar protocols. Themostchalleng-
ing partsof thespecificationfor thehumanto producearetheinitial assumptions
andtheaddedinterpretationrules.Theprocessof generatingthesecorrespondsto
constructinga BAN-like idealization,soit is not surprisingthat it requiressome
ingenuity. With RV, however, mistakesat this stepwill normally leadto verifi-
cationfailures(andrevisionof theinterpretations),ratherthanto a silently faulty
analysis.

Given an RV specificationin the form above, we must first checkthat the
providedinterpretationrulesmeettheconditionsdescribedin Section4.1.4;they
must eachbe of the form S1, S2, or S3, and satisfy restrictionsI1–I4. These
conditionscanbeverifiedmechanically.

Next, wecanusetheorygeneration,with theRV rulesandtheadditionalinter-
pretationrules,to producerepresentationsof theprotocolstateateachstep.First,
we run the ���   algorithmwith only theinitial assumptionsasinput,producinga
theoryrepresentation,�I� . Then,we adda formularepresentingthereceiptof the
first message:

£ a SÐÿ a
Running ���   on the theoryrepresentation,�I� , andthis additionalformula will
produce� a , representingthestateof theprotocolafterthefirstmessageissent.We
thengenerate� d n�n�n��I¡ in thesameway. In Chapter6, wediscussanoptimization
for doingsuchincrementaltheorygenerationefficiently.

With these� � protocolstatesin hand,we canusethedecisionprocedurefrom
Chapter2 to verify thehonestypropertiesquickly. For each¤R¥§¦ , we verify that
� � entailsthecorrespondinghonestyproperty:

¢O�)¨ a J L legit ��ÿ>�)¨ a �
Whenanhonestytestfails, thefirst thing to checkis whether

¢O�)¨ a J LÍÿ +�)¨ a
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holds,where ÿ,+�)¨ a is the intendedidealizedmeaningof ÿ>�)¨ a . If this belief does
not hold, the real problemlikely lies earlier in the protocol; if it doeshold, the
interpretationusedfor thismessagemaybefaulty.

After checkinghonesty, we canproceedto secrecy. We usethedecisionpro-
cedureagainto checkthat for each¤�¥©¦ , ��� entailsthe correspondingsecrecy
property:

¢O�)¨ a J L public �4ÿ>�)¨ a �
If a secrecy checkfails, examiningthesetof formulasin ��� of theforms

¢O�)¨ a J L public �ª���
¢O�)¨ a J L;� maysee�

maysuggesttheproblem.
Next, wecancheckfeasibilitypropertiesfor theprotocol,in asimilarmanner.

For each¤R¥U¦ , we usethedecisionprocedureto checkthat � � entails

¢O�)¨ a canProduce ÿ>�)¨ a
Whena feasibility checkfails, theproblemmaybethatpartof theconcretepro-
tocolhasbeenomittedin thespecification.Checking� � for formulasof theform

¢��«¨ a S¬�
shouldindicatewhichkey, nonce,or namethesendercannotproduce.

Finally, we cancheck �I¡ for thestatedbelief goalsof theprotocol,asin the
examplesin Chapter3, andperformany furtherdesiredanalyses,suchastracing
thedevelopmentof beliefsheldby a participantastheprotocolprogresses.

5.2 Applications

To illustratethepracticaluseof boththetheorygenerationtechniqueandtheRV
logic, we now explorethreepublishedauthenticationprotocolsusingthesetools.
Thehighlightsof theseanalysesarepresentedbelow.

5.2.1 Denning-SaccoPublic-keyProtocol

TheDenning-Saccoprotocolallows è togenerateasharedkey for communication
with ï , andto securelyhandthatkey to ï , wherea server,  , providestrusted
public-key certificatesfor è and ï . The concretemessagesare exchangedas
follows:
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ÿ a . è î  H m è6n ï p
ÿ d .  î è H çZm ï no`Au�n®�=�p ð é�¯ñ n'çZmÕè°n~`@�tn±�=vp

ð
é²¯ñÿ&³ . è î ï H çZm}`@�vuOn®���p ð é ¯ê n'çZm

ï n~`@u´n®�=�p ð é ¯ñ n'çZmÕè°n~`@�tn±�=vp
ð
é ¯ñ

In thefirst message,è givestheserver(  ) ahint asto whatpublic-key certificates
it needs.  respondswith timestamped,signedcertificatesgiving è ’s and ï ’s
public keys. In the third message,è sendsboth certificatesto ï , along with
a signedandtimestampedmessagecontaininga sharedkey, ` �vu , which è has
generated.Thefollowing initial assumptionsarefairly routine:

è�JL é ê_î è è©JL é ñ_î ï J L é�ë_î ï ï J L é�ñ_î 
�J L é ê_î è �J LÙé�ë_î ï
�J L é�ñ_î  è©JLÊè é êìëí^î ï
�J L;x0�� = � è©JL;xy�ª � �
è�JL; controls é_î ï ï J L0 controls é_î è
`@� 5 ` + b a� `Au 5 ` + b au`@= 5 `µ+ b a=

Thefollowing, however, aresomewhatunusual:

ï J LÊè controls è éí^î ï èwJL;xy�ª�=��ï J L;xy�ª�=�� ï J L;xy�ª��z�
Theseassumptionsassertthat ï trusts è to generatesharedkeys for the two of
them,andthat è and ï believe that è and  ’s timestampsarefresh(andthusthat
their clocksarereasonablysynchronized).

The participantsin this protocolmustbe ableto interpretsignedpublic-key
certificates,and ï mustbeableto interpretthesignedmessagein which è sends
their sharedkey. To accomplishthis,we proposethefollowing two interpretation
rules: ��J L0 �J |�m � n~`¶n®Ap

��J L0 KJ| é_î �
�NJ L0 KJ|�m}`µn®Ap

�NJ Lw �J |0� éí^î  
As in mostkey exchangeprotocols,at the endof the protocol,we want è

and ï to bothbelieve they have a goodsharedkey, `@�vu , andif possible,we want
themeachto believe that theotherclaimsthis key to begood. This givesus the
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following standardbeliefgoals:

è�JLÊè é�êìëí^î ï è�JL ï J |Êè é�êìëí^î ï
ï J LÍè é êìëí^î ï ï J LÊèwJ|Êè é êìëí^î ï

To completethe RV specificationof this protocol,we will assumeno constants
needbefixedacrossprotocolruns.

We now proceedwith the protocol analysis. First, we note that the inter-
pretationrules are both of the form S2, and both satisfy conditionsI1–I4, so
they areacceptable,andwe cangeneratethe incrementalprotocol-statetheories
� � ����a´��� d ��� ³ . Wearenow readyto attemptthehonestycheck.

For messageÿ·a , thehonestycheckis trivial, sinceunencryptedmessagesare
alwaysbelieved legitimate. For messageÿ d , we usethe decisionprocedureto
verify that

�J L legit � çZm ï n~` u n® = p ð é ¯ñ n'çZmÕè°n~` � n± = p
ð
é ¯ñ �

followsfrom �Ma . Thederivationof thisresultfollowsfrom thefactthat  believes
`A= is its public key, andthat theinterpretationof thatmessageis independentof
its recipient.

For messageÿ&³ , thehonestycheckfails. A quick examinationof thegener-
atedtheory � d revealsthat

è�JL legit ��çZm±`@�vuOn±���p ð é ¯ê �
doesnot hold. Thereasonis that è believesthis messageis signedfor any recip-
ient (not just ï ), yet the (only) availableinterpretationfor themessagedepends
on therecipient.This failurecorrespondsto a genuineflaw in theprotocol,noted
by AbadiandNeedham[AN96]. Sinceè cannotbecertainwhowill interpretthis
message,ï could replayit in anotherrun of the protocol,andthusimpersonate
è . Thefix suggestedby Abadi andNeedhamis to replacemessageÿ ³ with the
moreexplicit

ÿ¬³ . è î ï H çZmÕè°n ï no`A�
u
n±���p ð é ¯ê n'ç¸m
ï n~`@u´n±�=vp ð é ¯ñ n'çZmÓè°n~`@��n®�=�p

ð
é ¯ñ

With this versionof the protocol, we can replacethe two interpretationsused
above with the following receiver-independentinterpretation,which allows the
honestycheckto succeed:

��J L0 �J |¹m} ºn � n~`µn±ºp
�NJ L0 KJ|0 éí^î �
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With thecorrectedprotocol,we canrun thesecrecy checks,andfind thatthey all
pass:

�Z�°%wè©JL public �vmÕè°n ï p7�
� a %¬�J L public � ç»m ï n~`@u´n®�=vp ð é²¯ñ nuç»mäè6n~`@��n®�=�p

ð
é²¯ñ �� d %wè©JL public � çZmäè°n ï n~`@�vu¼n®���p ð é ¯ê n'çZm

ï n~`@u´n®�=vp ð é ¯ñ nuç»mäè6n~`@��n®�=�p
ð
é ¯ñ �

Theonly nontrivial secrecy checkis for ÿ&³ , in which è transmits̀@�vu . Sinceit is
encryptedunder̀@u , and

� d %yèwJL ï mayseè@�vu
� d %yèwJL é ë_î ï

it followsthat è believes ÿ&³ to bepublic.
The feasibility propertyand belief goalsfollow straightforwardly, with the

exceptionof thethird beliefgoal,

è�JL ï J |Êè é�ê ëí^î ï
whichcannotholdsinceè neverreceivesamessagefrom ï . Despitethefact that
è cannotbesure ï knows or believesin thesharedkey, theotherthreestandard
beliefgoalshavebeenmet,sotheprotocolhasaccomplishedsomething.Second-
orderbeliefsof thissortareunnecessaryin somecontexts,andby sacrificingthem
we canoften reducethe numberof messagesthatmustbe sent. This limitation
shouldalwaysbekeptin mind,however, particularlywhentheprotocol’scontext
changes.

5.2.2 Neuman-StubblebineShared-key Protocol

TheNeuman-Stubblebineprotocolallowsmutualauthenticationof two parties( è
and ï ) in four messages,usingsharedkeys andwithout relying on synchronized
clocks[NS93]. Eachparticipantsharesa long-termkey with the trustedserver,
which generatesanddistributesasessionkey for eachrunof theprotocol.

Theprotocolconsistsof thefollowing four concretemessages:

ÿ a . è î ï H mÓè°n~Tj��p
ÿ d . ïÜî  H ï n~Tju
n'çZmÓè°n~Tj��n®�u�p ð é ë ñÿ&³ .  î è H çZm ï noT6��no`A�
u´n®�u�p ð é ê ñ nuçZm è6n~`@�vu´n±�u�p

ð
é�ë ñ n~Tju
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ÿ¬½ . è î ï H çZmÕè°n~`@�vuvn®�u�p ð é ë ñ nuç�T6u
ð
é êìë

In messageÿ a , è sendsï anunauthenticatedhint that it would like to initiatea
session,whereè identifiesthatsessionby thenonceTj� . ï thensendstheserver
(  ) a messagecontaining ï ’s name,the nonce, T6u , by which ï identifiesthis
session,anda final encryptedfragmentcontaining è ’s nameandnonceaswell
asa timestamp(�u ). In the third message, sendsthreefragmentsdirectly to
è : an encryptedmessagefor è containingthe sessionkey `A�
u andidentifying
information,a similar encryptedmessagefor ï , andin theclear, ï ’s nonce,T6u .
è forwardsthesecondpart verbatimto ï , andattachesT6u encryptedunderthe
sessionkey, to demonstratethat è now hasthatkey.

Weusethefollowing initial assumptions,whicharetypicalof shared-key pro-
tocols:

èwJLÊè é ê ñí^î  ï J L ï é ë ñí^î 
�J LÊè é ê ñí^î  �J L ï é ë ñí^î 
�J LÊè é êìëí^î ï
èwJL;xy�lT6�z� ï J L;xy�lT6uv�ï J L;xy�ª�u��
èwJL0 controls è éíqî ï ï J L0 controls è éíqî ï

Sincethereareno secretsin this protocol,otherthanthe assortedkeys, we can
declareall principal names,nonces,andtimestampspublic. This producesthe
following additionalinitial assumptions:

è�JL public ��è6� ï J L public �4èj� �J L public �4èj�
è�JL public � ï � ï J L public � ï � �J L public � ï �
è�JL public �lT6�z� ï J L public �{Tj��� �J L public �{Tj���
è�JL public �lT6uv� ï J L public �{Tjuv� �J L public �{Tjuv�
è�JL public �ª�u�� ï J L public ���uv� �J L public ���uv�

We could insteadaddtheseassumptionson-demand,astheverificationrequires
them.This would yield a somewhatsmallersetof assumptions,which is in gen-
erala desirablegoal. We could further reducethis setof assumptionsif theRV
logic wereextendedto allow principalsto infer, for instance,that datareceived
unencryptedmustbepublic (assuggestedin Section4.3.1).

Now we canconstructthenecessaryinterpretationrulesfor this protocol.We
startwith themostobviousmessagefragments:thepartsof ÿ ³ and ÿ ½ encrypted
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under̀A�
= and `@u)= must(at least)convey thebelief è é ê ëí^î ï , soweproducethe
correspondinginterpretationrules:

¾ BQ¿.C H �NJ L0 NJ|�m � n~TÀn~`µn±ºp
�NJ L0 NJ|0� éíqî �

¾ B�¿�E H �NJ L; kJ|�m � n~`µn±ºp
��J L0 �J |0� éí^î �

Weturnnow to thesecondpartof messageÿ&½ : ç�Tju ð é êìë . Intuitively, thismessage
confirmsfor ï that è hasthesessionkey, as è hasencryptedthefreshnonceT6u
usingit. If we weredoing a simpleBAN analysisof the protocol,we might be
temptedto idealizethismessagefragmentas

è é êìëí^î ï
é êìë

sothatwe achieve this final result:

ï J LÍèwJLÊè é ê ëí^î ï
In RV, though,we are forced to be more careful. As the protocol description
stands,thereis not enoughinformationin theconcretemessageç�T6u ð é�êìë to pro-
ducetheidealizedversionabove: ï ’s nameis not givenexplicitly. We couldtry
binding T u to ï , but thereis no messagethatwill allow è to trust thatbinding.
Thuswhen ï seesthis message,heknows that è hasthekey ` �
u , but hecannot
becertainthat è believesshesharesthatkey with ï . We canreachthis weaker
conclusionwithoutneedinganextra interpretationrule:

ï J LÊè�J|Íç�T6u ð é ê u
Will thetwo interpretationrulesabove (

¾&Á ¿.C and
¾&Á ¿�E ) suffice,or aremore

necessary?Theencryptedcomponentof messageÿ d isnotyetinterpreted.Where
encryptionoccursin aprotocol,it normallyservestoconvey beliefs(in whichcase
aninterpretationis normallyneeded),or to concealsecrets,or both. ÿ d contains
no secrets,sowe expectthat it is intendedto convey beliefs. Sinceit is unclear
what beliefsmight be conveyed by this messageor requiredby the verification,
we will leave themessageuninterpretedfor now.

Given the interpretationsabove, we cancheckthe honestypropertyfor this
protocolasdescribedin Section5.1. Messagesÿ ³ and ÿ ½ presentno problems.

The server believes è é�ê ëí^î ï , andbelieves further that `@�v= and `@u)= arekeys
sharedwith è and ï , respectively, sowecanderive

�J L legit �4çZm ï n~T6��no`A�
u´n®�u�p ð é ê ñ ��J L legit �4çZmÓè°n~`@�vu�n®�u�p ð é�ë ñ �
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We run into troublewhencheckinghonestyfor the encryptedpartof ÿ d . This
message,

çè6n~T6��n±�u ð é ë ñ
canbeconfusedwith thefirst partof ÿ&½ :

çè°n~`@�vu�n®�u ð é ë ñ
Thehonestycheckon ÿ d revealsthisbecauseit appliesthe ÿ&½ interpretationand
requiresthefollowing belief,whichdoesnothold:

ï J L ï â êí^î 
Thiscouldcorrespondto arealvulnerabilityin someimplementations.An eaves-
droppercould record ÿ d andreplay the encryptedpart in ÿ&½ , thusconvincingï that Tj� is the sessionkey. Sincethe eavesdroppercanreadthe valueof T6�
from ÿ a , it is now ableto masqueradeas è to ï . Thesimplestsolutionto this
problemis to tagtheencryptedmessagein ÿ d to distinguishit from themessages
theserversends.After this fix is applied,thehonestychecksucceeds.

Having checkedhonesty, we canproceedto secrecy. Thesecrecy properties
for theNeuman-Stubblebineprotocolarestraightforwardto checkandnotpartic-
ularly interestingsincetheonly secretever transmittedis thesessionkey, sowe
will moveon to feasibility.

Themostinterestingmessagefor thefeasibility checkis ÿ ½ . We mustverify
that è canproduce

çZmÕè°no`A�
u´n®�u�p ð é�ë ñ n'ç�T6u
ð
é�ê ë

Wecanderive this from theinformation è receivesin ÿ&³ . First,wederive that è
seesthefirst componentof ÿ&½ by extractingthesecondpartof ÿ&³ :

è�S çZm ï noT6��n~`@�vuvn®�u
p ð é ê ñ n'ç»mÓè°n~`@�vuvn®�u�p
ð
é ë ñ noT6uè�SÐçZm è6n~`@�vu´n±�u�p ð é ë ñ

Second,we derive that è sees̀@�vu by decryptingthefirst partof ÿ¬³ :
Â�Ã�ÄvÅ ��Æ â ê Æ é�êìë Æ Ç ëoÈªÉlÊ ê ñ

Â�Ã é ê ñÂ�Ã�Å �²Æ â ê Æ é êìë Æ Ç ë Èè,SU`@�vu
Finally, we usesimilar stepsto show that è canproduceç�Tju ð é êìë , andcancon-
catenatethatwith theforwardedpartof ÿ&³ to producethefull messageÿ&½ .
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Thesebeliefgoalsfor Neuman-Stubblebinefollow quickly from theinterpre-
tationsandconcreteprotocolgivenabove:

èwJLÊè é ê ëí^î ï
ï J LÊè é êìëí^î ï
ï J LÊè�J|Íç�T6u ð é ê u

Ideally, we would like è to have someassurancethat ï hasat leastparticipated
in thisrunof theprotocol.(It is unrealisticto expect è to believemuchmorethan
thatabout ï since ï sendsno messagesafter receiving thesessionkey.) Exam-
ining the concreteprotocol,we seethat è receivessomeinformationindirectly
from ï : boththenonce,T u , andthetimestamp, u . Can è besurethateitherof
thesewasrecentlyutteredby ï ? Shecanif we interpretthemessage sendsher
abit differently. Considerthefollowinginterpretation,whichreplacestheexisting
interpretationwith thesamepremise:

��J L0 KJ|�m � n~TÀn~`¶n®Ap
�kJ L0 NJ| � éíqî � � � J Ë0T

Heretheserver is affirming that ï utteredT6� . We addtheinitial assumption,

èwJL0 controls ï J Ë§�Ì�
indicatingthat è trusts  to tell herwhat ï said.We canthenuse è ’s belief that
Tj� is freshto reachanew conclusion:

èwJL ï J |0Tj�
Now both è and ï have someassuranceof eachother’s presencein theprotocol
run. Note that we have finally madeuseof the encryptionin ÿ d ; without it, 
would not believe ï J ËÍTj� , andcouldnot passthehonestytestwith this newly
addedinterpretationrule.

5.2.3 Woo-Lam Public-keyProtocol

In 1992, Woo and Lam proposedthe following “peer-peerauthenticationpro-
tocol,” which usespublic-key cryptographyto establisha sharedsessionkey for
communicationbetweenè andï , whotrust  to generatethekey andissuesigned
public-key certificates[WL92a,WL92b]:
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ÿ a . è î  H mÕè°n ï p
ÿ d .  î è H çZm ï no`Auvp ð é ¯ñÿ¬³ . è î ï H çZmsTj�tn�è6p ð é�ëÿ¬½ . ïãî  H ï n�è°n'çtT6� ð é ñÿ¬Î .  î ï H çZmÕè°no` � p ð é ¯ñ n çZm®T � n~` �vu n�è°n

ï p ð é ¯ñ é�ëÿ¬Ï . ïãî è H çZm}T6��n~`@�vu´n�è°n ï p ð é ¯ñ n~Tju é êÿ�Ð . è î ï H ç�T u ð é�êìë
Here,è notifies  thatshewishesto communicatewith ï .  providesacertificate
of ï ’spublickey ( `@u ), then è sendsanonce( Tj� ) to ï , using `@u . In ÿ&½ , ï sends
è ’snonce,encrypted,to  , whorespondswith acertificateof è ’spublickey anda
four-partmessagegiving thesessionkey ( `@�vu ). ï decryptsthesignedsessionkey
message,addsa challenge( Tju ), re-encryptsit for è , andsendsit along.Finally,
è respondsto ï ’s challengeby encryptingit underthesessionkey.

Theparticipantswill hold theexpectedinitial assumptionsregardingkeys:

èwJL é ê_î è è©JL é ñ_î ï J L.é�ë_î ï ï J L é ñ_î 
�J L é ê_î è �J L é ë_î ï
�J L é�ñ_î  �J LÊè é êìëí^î ï
èwJL0 controls é_î ï ï J L0 controls é_î è
èwJL0 controls è éíqî ï ï J L0 controls è éíqî ï
`@� 5 `µ+ b a� `Au 5 ` + b au`@= 5 `µ+ b a=

Both è and ï will generatesecretnoncessatisfyingtheseassumptions:

èwJL;x0�{Tj��� è�JLÊè â êüý ï
ï J L;x0�{T6u
� ï J LÊè â ëüý ï

è will alsotrusttheservernot to discloseits nonce:

è�JL0 mayseeT �
Beforegoing further with this protocol,we shouldmakea correction. The

signedpublic-key certificatestheserver sendsin ÿ d andthefirst partof ÿ Î con-
tainnotimestamps,nonces,or otherindicationsof their freshness.Thiswill cause
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thebelief-goalverification,aswell asothertests,to fail. In practicalterms,this
meansthatoncea principal’s public key is compromised,anadversarywho has
stashedawaytheappropriatecertificatecanposeasthatprincipalforever. Thiser-
ror wouldbecaughtin a standardBAN analysis,sowewill notexploreit further.
We proposethefollowing correctedprotocol:

ÿ a . è î  H m è6n ï n®��?p
ÿ d .  î è H ç»m ï no` u n® � p ð é ¯ñÿ&³ . è î ï H çZm®T6��n�è6p ð é ëÿ&½ . ïÜî  H ï n�è°nuç»m}T6��n®�u�p ð é�ñÿ Î .  î ï H çZmäè6n~`@��n®�u
p ð é ¯ñ n çZmsTj�tno`A�
u´n�è6n

ï p ð é ¯ñ é ëÿ Ï . ïÜî è H çZm®T � n~` �vu n�è°n ï p ð é ¯ñ noT u é êÿ Ð . è î ï H ç�Tju ð é�êìë
This protocoldiffers from the original in that timestamps � and  u have been
addedto messagesÿ·a´�uÿ d �'ÿ ½ � and ÿ&Î . A single server-assignedtimestamp
couldbeusedinstead,but thatwouldrequiresynchronizedclocks.In thisversion,
è and ï only checktimestampsthey issuedthemselves. We requiretwo extra
initial assumptions:

èwJL<xy������ ï J L;xy�ª�uv�
Again, we cantaketheapproachof constructinginterpretationslazily, asthe

verificationrequiresadditionalbeliefs.Themostobviousinterpretationis for the
messagecontainingthesessionkey (thesecondpartof ÿ Î ):

�NJ L-ÑJ |�msTÀn~`¶n~ ºn � p
�NJ L0�J |0 éíqî �

Theinterpretationof theserver-generatedpublickey certificatesis alsoclear:

��J L0�J |�m® ºno`µn®Ap
�NJ L0,J | é_î  

The honestyandsecrecy analysesfor this protocol as statedaresomewhat in-
volved. We againlet every principal nameand timestampbe public. We can
derive thatall publickeysarepublic from thepublic RV rules.

èwJL public �4è6� ï J L public ��è6� �J L public ��è6�
èwJL public � ï � ï J L public � ï � �J L public � ï �
èwJL public �� � � ï J L public �ª � � �J L public �ª � �
èwJL public �� u � ï J L public �ª u � �J L public �ª u �
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Wewill look at eachmessagebriefly:

� ÿ a : No honestyor secrecy issuessincethereis noencryptionand è and ï
arepublic.

� ÿ d : ï and ` u arepublic,sosecrecy is maintained. believestheinterpre-

tationof themessage( é�ë_î ï ), sohonestyis satisfied.

� ÿ&³ : From

è�JLÊè â êüý ï
and

èwJL é ë_î ï
wecanderive

è�JL public �4ç»m®T � n�è6p ð é�ë �
Honestyis satisfiedtrivially sincethereis no interpretation.

� ÿ&½ : Herewe hit a secrecy snag: ï doesnot believe  mayseeTj� . We can
safelyrepairthis by makingtheinterpretationof ÿ&½ includethestatement
 mayseeT6� in its conclusion.Honestyis satisfiedtrivially.

� ÿ&Î : Reasoningfor thefirst part is thesameasfor ÿ d . For thesecondpart,
 canderive ï mayseè@�vu and ï mayseeT6� if weinterpretÿ&½ asstating

èÝâ êüý ï . Honestyfollowsfrom  ’s initial assumptions.

� ÿ&Ï : The first part passessecrecy if we addthe interpretationto ÿ Î that
è maysee m®T6��n~`@�vu´n�è°n ï p . For thesecondpart, ï canderive è mayseeT6u
sinceï believes è â ëüý ï . Honestyis trivial.

� ÿ Ð : If we add the interpretationto ÿ&Ï that è â ëüý ï thenwe satisfy the
secrecy property. Honestyis trivial.

The iterative processillustratedabove, in which interpretationsare refinedand
assumptionsaddedasnecessaryto pushtheverificationthroughallowsusto more
easilyidentify theassumptionsandinterpretationsthatarecrucialandthosethat
areredundantor useless.Backingupandretryingtheanalysisaftereachof these
changeswould becumbersomeif doneby hand,but it is easywhenassistedby a
theory-generation-basedverifier.
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If we go throughthis processwithout the initial assumptionsthat è and ï
believe their noncesto besecret,theanalysisbecomesdramaticallysimpler, and
we find that we canachieve the samesetof belief goalswithout relying on the
secrecy of thosenonces.The concreteprotocol is clearly designedto keepthe
noncessecret,sowemightwell askwhattheconsequenceswouldbeof removing
theextraencryption.If wecomparethegeneratedtheoriesfor theoriginalprotocol
with a modifiedprotocolwherenoncesarepassedin the clear, we find that the
beliefgoalsareunaffectedby thechange.

In factWoo andLamarrivedat thesameconclusionin a followuparticletwo
monthsaftertheoriginal [WL92b]. They suggesta simplified,five-stepprotocol
in whichthenoncesarenotkeptsecret.Thisprotocolmeetsthesamebeliefgoals
astheoriginal.



Chapter 6

Implementation

In this chapter, we discussthe REVERE protocolverificationsystemandits im-
plementationof the ���   algorithm,show how it supportsstandardbelief logicsas
well asextendedanalysiswith RV, andpresentsomeperformancemeasurements
for thesystem.

The REVERE tool containsa general-purposetheorygenerationcore,but its
interfaceis tailoredto theprotocolanalysisdomain. It usesRV aswell asother
belief logics,andthecorecouldbereusedto performtheorygenerationwith any
logic meetingtherestrictionslaid out in Chapter2.

REVERE is written primarily in the StandardML (SML) programminglan-
guage[MTH90, MTHM97]. SML is a mostly functional, strongly typed lan-
guagewith exceptionsandasophisticatedmodulesystem.It supportsuser-defined
datatypeswith apatternmatchingsyntaxthatallowsverynaturalmanipulationof
formulasandexpressions.A formalsemanticsfor SML hasbeenpublished,mak-
ing it especiallyappropriateasabasisfor building verificationsystems.REVERE

makessignificantusesof SML’s modulesystem,someof which aredescribedin
the following sections.We first addressissuesrelatingto the implementationof
���j  itself.

6.1 ÒUÓÑÔ Algorithm Implementation

The ���   implementationwithin REVERE takesasinput a modulecontainingthe
rulesandrewritesfor a logic, andproducesa modulewhich is specializedto per-
forming theorygenerationfor that logic. This generatedmoduleincludesa func-
tion (closure ) whichperformstheorygenerationgivenaninitial setof formulas

105
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signature TGL =
sig

structure Logic : LOGIC
type formula = Logic.RuleTy pes .Fol .ter m
type s rule = Logic.RuleTy pes. s rule
type theory rep
val closure : s rule list -> formula list

-> theory rep
val closure add : theory rep -> formula list

-> theory rep
val derivable : theory rep -> formula -> bool
val all formulas : theory rep -> formula list

end

Figure6.1: Signaturefor thetheorygenerationmodule

andanoptionalsetof extraS-rulesto use.ThemodulematchestheTGLsignature
givenin Figure6.1,andcontainsthreefunctionsin additionto closure .

Theclosure add functiontakesanalready-generatedtheoryrepresentation
andasetof new formulas,andgeneratesarepresentationof thetheoryinducedby
theold andnew formulastogether. Thisfunctionisparticularlyusefulfor RV veri-
fications,in whichwemustdotheorygenerationfor theinitial assumptionsalone,
thentheinitial assumptionsplusthefirst message,andsoon. Theimplementation
of closure add is describedin Section6.1.1.

The derivable function takesa generatedtheoryrepresentationanda for-
mula,anddetermineswhethertheformulais in thetheory. Thisfunctionisexactly
thedecisionprocedurepresentedin Section2.4.2.

Thepurposeof all formulas is simplyto provideaccessto thesetof formu-
lasin atheoryrepresentation,sothatothermodulescancomparetheories,present
themto theuser, andstorethem.

Logics(suchasBAN andRV) arerepresentedbymodulesmatchingtheLOGIC
signaturein Figure6.2,whichrefersto thedatatypescorrespondingto S-rules,G-
rules,andrewrites,laid out in theRULETYPESsignature.A LOGIC modulespec-
ifies theS-rules,G-rules,andrewrites,aswell asthe Õ pre-order(no larger ).

To createa theorygenerationmodulefor a particularlogic suchasBAN, we
applythegeneral-purposeTGL functor.
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signature RULETYPES=
sig

structure Fol : FOL
type formula = Fol.term
datatype rewrite =

Rewrite of pair: formula * formula,
name: string

datatype s rule =
S Rule of premises: formula list,

conclusions: formula list,
name: string

datatype g rule =
G Rule of premises: formula list,

conclusion: formula,
name : string

end
signature LOGIC =

sig
structure RuleTypes : RULETYPES
type formula = RuleTypes.form ula
val S rules : RuleTypes.s rule list
val G rules : RuleTypes.g rule list
val rewrites : RuleTypes.rewr ite list
val no larger : formula * formula -> bool

end

Figure6.2: Signaturefor describingÔ�Ö»× logics

structure BanTGL : TGL =
MakeTGL(struc tur e Logic = Ban ...)

A functor is anSML constructthatcreatesamodule(structure)givenothermod-
ulesas parameters.In this case,the Ban structureis passed,alongwith some
additionalstructureargumentsomittedhere.MakeTGLperformsassortedchecks
anddoessomepre-computationto facilitatethetheorygenerationprocess.

6.1.1 Data Structur esand Optimizations

REVERE makesuseof a few specializeddatastructuresfor representingformulas,
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rules,rewrites, andthe relationshipsamongthem,andusessomeoptimizations
andheuristicsto speedup theorygeneration.We describea few here.

Many operationsin ���   manipulatesetsof formulas. In particular, the set
of formulasconstitutingthepartiallygeneratedtheoryis addedto by � �7��������� and
iteratedover by ��" �
Ø�Ù "���# � �I"��)( ��(*� in searchingfor formulasmatchinga given
pattern(seeSection2.3). We acceleratetheprocessof searchingfor matchesby
observingthat the numberof patternsever matchedagainstis limited: all pat-
ternsareinstancesof S- or G-rulepremises,andmany patternsareexactly those
premises.Wekeepalongwith thesetof formulasatablemappingeachpremiseto
all formulasin thesetthatmatchit. Then,whenwe needto find all matchesfor a
pattern,� , we canacceleratethesearchby restrictingit to thoseformulasknown
to matchthepremiseof which � is aninstance.Eachtime a formulais addedto
the set, it is matchedagainsteachof the premisesandaddedto the appropriate
sets. In principle,we could do further refinementof this table to includesome
patternsthat arepartially instantiatedpremises,but for the typical verifications
we attempted,theoverheadwouldnotbejustified.

To further acceleratetheorygeneration,we makethe implementationof the
"����M� � ���?�Ú�7� function (Section2.3.2)awareof which formulasarein the fringe.
By propagatingthis information,we enablethe function to selectonly thoseS-
ruleapplicationsthatmakeuseof formulasfrom thefringe,sinceany otherS-rule
applicationsmustalreadyhave beendone. The representationdescribedabove
requiresusto matchthenew formulasagainstall premisesalready, soit costslittle
to addthisoptimization,andit eliminatesaconsiderablenumberof redundantrule
applications.

SinceRV verificationrequirestheorygenerationfor eachstepof theprotocol,
we provide theclosure add function(Figure6.1), for addingnew formulasto
a generatedtheory. A trivial implementationof closure add could just invoke
���   on the setcontainingthe old theory representationandthe new formulas.
To acceleratethesearch,however, we takeadvantageof the knowledgethat the
old theoryrepresentationis closed.We treatthenew formulasasthefringe, and
the old theory representationas a partial theory representation.This gives the� �Û��������� function a “head start” when combinedwith the apply srule opti-
mizationabove.

Finally, theprocessof unifying modulorewritesinvolvesfrequentinvocations
of a functionthatappliesrewritesto a termat theoutermostlevel, in all possible
ways. With many rewrites, this processcanbecomequite expensive, so we use
limited memoizationto save somecomputation.
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datatype protocol =
REVEREPROTOCOL ofÜ

name : string,
assumptions : Logic.formul a list,
messages :

Ü
sender : Logic.formula,
receiver : Logic.formula ,
message : Logic.formula Ý list,

goals : Logic.formula list,
interpretati ons : Logic.RuleTy pes. s rule list,
... Ý

Figure6.3: SML datatyperepresentinga protocolin REVERE

6.2 REVERE SystemStructur e

Beyond the theorygenerationcore,the REVERE systemprovidesa simpleveri-
ficationenvironmenttailoredfor protocols. Theuserinterfaceis a menu-driven
XEmacspackagethatinteractsbehindthesceneswith theSML theorygeneration
engine.LogicsandprotocolsarerepresentedinternallyasSML modules(struc-
tures);logics matchthe LOGIC signaturegiven earlier, andprotocolsarevalues
of theprotocol typedefinedin Figure6.3. The initial assumptions,messages,
anddesiredbeliefgoalsareall givenasformulasin theappropriatelogic. For RV
verifications,interpretationscanbe provided asa setof extra rulesthat will be
usedin theorygeneration.

A front-endparserconvertsuser-written protocolspecificationsto theseSML
values.Theprotocolspecificationlanguageis a variantof CAPSL,anemerging
standardfor cryptographicprotocoldescription[Mil97].

Theuserinterfaceprovidesdifferentwaysto sort,filter, anddisplaygenerated
theories,andallowscomparingthegeneratedtheoriesfor twoprotocols.Thereisa
specialRV supportmoduleproviding interpretationvalidationaswell ashonesty,
secrecy, andfeasibilitychecks.

6.3 Performance

The REVERE theorygenerationimplementationis simple—thecore is roughly
1000linesof code—andit couldbefurtheroptimizedin variouswaysasdescribed
in Chapter7. Nonetheless,its performanceon the exampleswe have usedis
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Logic Protocol ElapsedTG Time
BAN Kerberos 4.7s

Andrew RPC 3.2s
Needham-Schroeder(Shared) 1.5s
CCITT X.509 23.8s
Wide-MouthFrog 19.3s
Yahalom 23.0s

AUTLOG challenge-response1 0.3s
challenge-response2 0.3s
Kerberos 11.3s

Kailar’s IBS variant1 0.3s
Accountability IBS variant2 0.3s

SPXAuth. Exchange 0.2s
RV Needham-Schroeder(Pub) 23.0

Otway-Rees 34.4
Denning-Sacco 38.1
Neuman-Stubblebine 20.1s
Woo-Lam 50.8s

Figure6.4:Elapsedtheorygenerationtimesin REVERE for variousprotocols.All
timings weredoneon an Digital AlphaStation500,with 500MHzAlpha 21164
CPU.

suitablefor interactive use.Thetablein Figure6.4shows thattheelapsedtheory
generationtime for all exampleswaslessthanoneminute. All otheroperations
takeinsignificanttime. It is certainlyconceivablethat logics andspecifications
in anotherdomaincould causethis theorygenerationimplementationto exhibit
unacceptableperformance.Thepresenceof very long sequencesin messagesor
rulescancauseslowdowns,ascanonicalizationandunificationmodulorewrites
becomeexpensive. In Chapter7 we discussspecializedsupportfor associative-
commutative operatorsthat would significantly alleviate this problem. Logics
containinga very large numberof rules,andespeciallythosein which G-rules
playadominantrolein reasoning,couldproveinefficientto manageaswell; better
rule-selectionoptimizationswouldbenecessaryto reducethiscost.For thecases
we have studied,however, the theorygenerationspeedwassatisfactory, making
theseoptimizationsunwarranted.



Chapter 7

Conclusionsand Future Dir ections

In thischapter, weconcludeby summarizingtheresultsof thethesiswork, which
supportthe two partsof the thesisclaim from Section1.2, and by suggesting
avenuesfor furtherresearch,which rangefrom minor algorithmtuningto broad
areasfor exploration.

7.1 Summary of Results

First, we concludethat theory generationis an effective methodof automated
reasoning.In supportof this claim, we have producedseveralartifactsandmade
observationsof them.Wehavedescribedasimplealgorithm( ���$  ) for producing
finite representationsof theories.This algorithmcanbe appliedto any logic in
the Ô Ö¸× classthat alsomeetsthe preconditionsin Definition 2.16. The theory
representationsproducedby ���6  arewell suitedto directcomparisonsincethey
arenearlycanonical,andthey canalsobeusedin anefficientdecisionprocedure.
Wehaveprovedthatthe ���6  algorithmandthisdecisionprocedureterminateand
arecorrect.

As further evidenceof the effectivenessof theorygeneration,we have pro-
ducedapracticalimplementationincludingseveraloptimizationsthatimproveon
thebasic���   algorithm.We have successfullyincorporatedthis implementation
intoanew protocolanalysissystem,REVERE, wheretheorygenerationservessev-
eralpurposes.REVERE verifiesspecificpropertiesof protocolsusingthetheory-
generation-baseddecisionprocedure,comparesprotocolsby displayingthe dif-
ferencebetweentheir respective theory representations,and doesmessage-by-
messageanalysisusing incrementaltheorygeneration.Throughmany protocol
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analysesusingfour differentlogics,wehaveobservedthat,in practice,thetheory
generationcompletesquickly (in secondsor minutes),andthat thetheoryrepre-
sentationsgeneratedareconsistentlyof manageablesize.

We supportthesecondpartof the thesisclaim, that theorygenerationcanbe
appliedto securityprotocolsto analyzea wide rangeof critical securityprop-
erties,by variousexampleapplicationsof the REVERE tool. We usedREVERE

(andthustheorygeneration)to verify thepropertiesthatcanbeexpressedby the
threeexisting belief logics describedin Chapter3: the BAN logic of authenti-
cation, AUTLOG, andKailar’s accountabilitylogic. Thesepropertiesinclude,
for idealizedauthenticationandkey exchangeprotocols,beliefsregardingpub-
lic andsharedkeys, secrets,freshness,andstatementsmadeby otherprincipals.
For idealizedelectroniccommerceprotocols,we canalsochecknon-repudiation
properties(“ è canprove � to ï ”). Using REVERE, we reproducedpublished
protocolanalysesusingthesebelief logics,andin somecaseswe exposederrors
in theearlieranalyses.

Beyond theseexisting logics,we have developeda new logic, RV, which al-
lowsmoregroundedreasoningaboutprotocols,in thatthemappingfrom concrete
messagesto abstractmeaningsis madeexplicit. Usingtheorygeneration,wehave
appliedthis logic to severalexisting protocols,checkinghonesty, secrecy, feasi-
bility, and interpretationvalidity properties. Thesepropertiesarenot fully ad-
dressedby otherbelief logics,andthey arecritical in that failure to checkthem
canlead(andhasled) to vulnerabilities.Like otherbelief logics,RV takesa con-
structive approachto protocolverification,in that it focuseson deriving positive
protocolproperties,ratherthansearchingfor attacks.Throughextendingthis ap-
proachto honestyandsecrecy properties,RV canexposeflawsthatcorrespondto
concurrent-runattackswithout explicitly modelingeitheranintruderor someset
of runs. In themodelcheckingapproaches,onemusttypically establishbounds
on thenumberof protocolruns,andsometimesalsospecifyanintruderendowed
with a specificsetof capabilities. In return,however, whena propertyfails to
hold,themodelcheckerscansupplyacounterexample,whichin thisdomainusu-
ally correspondto attacks.

Throughthisworkwehavelearned(or re-learned)othervaluablelessons.Per-
hapsthemostglaringis that formal arguments,no matterhow trivial, shouldnot
be trusteduntil they have beensubjectedto mechanicalverification. Again and
againwefindmanualproofsthatappearcompletelysoundandyetrely onunstated
assumptionsor intuitively obviousstepsthatarenot formally warranted.Thede-
velopmentof a new logic, a particularlyperilousundertaking,shouldalwaysbe
donewith theassistanceof automatedverificationto ensurethatthelogic is truly
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powerful enoughto prove what it is intendedto prove. Of course,mechanical
verificationis not in itself sufficient to provide full confidence.It servesto com-
plementhumanunderstandingof theformalizedassumptionsandconclusionsat
the“edges”of theverificationprocess.

Finally, the theorygenerationapproachhasits limitations. The ���   precon-
ditions canbe somewhat cumbersometo establish,althoughin mostcasesthey
canbehandledrelatively easilyby usingstandardpre-orders.Theorygeneration,
andthe ���   algorithmin particular, arenotwell-suitedto all logics;for instance,
logicsencodingarithmeticandtemporallogicsareprobablypoorcandidates.For
somesetsof rewrites,theunificationmodulorewritescanbeexpensive; onetypi-
calexampleis a setof rewritesencodingassociative andcommutativeproperties,
appliedto assumptionsor rulesthat involve long sequences.Theenhancements
to theory generationdescribedin the next sectioncould addresssomeof these
shortcomings.

7.2 Futur eWork

We candivide directionsfor futurework into thoserelatingto theorygeneration
in general,andthoseapplicableto thesecuritydomainin particular.

7.2.1 Theory GenerationRefinementsand Applications

The ���   algorithmitself could be enhanced,or its preconditionsrelaxed, in a
varietyof ways.Welook at theterminationguaranteesfirst.

Thepurposefor mostof the preconditionsis to ensurethat ���   will always
terminate,but thereis a tradeoff betweenmakingthepreconditionseasyto check
and allowing as many logics as possible. The preconditionsgiven in Defini-
tion 2.16aresufficientbut not necessaryto ensuretermination.We couldreplace
themwith thesimpleconditionthat eachS-ruleapplicationmustproducea for-
mulano largerthanany of theformulasused(perhapsthroughG-rules)to satisfy
its premises.This imposesa considerableburdenof proof, but it is a moreper-
missive preconditionthanthe onewe use. Furthermore,while it is sufficient to
ensurethatafinite theoryrepresentationexists,it is notsufficient to ensuretermi-
nation,aswemustalsoprovethateachS-ruleapplicationattemptmustterminate.
In somecases,this extraeffort maybejustifiedby theincreasedflexibility .

It canbe tricky to constructthe Õ pre-order, as Section3.1.1 makesclear.
However, in practicewe may sometimesbe fairly confidentthat a suitablepre-
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orderexists but not want to go throughthe troubleof producingit. We canskip
specifyingthe pre-orderif we arewilling to acceptthe risk of non-termination.
Correctnesswill not besacrificed,soif thealgorithmterminates,we canbesure
it hasgeneratedtheright result.

As analternativeapproachto ensuringtermination,wecoulddraw onexisting
researchin automaticterminationanalysisfor Prolog—forinstancetheapproach
proposedby LindenstraussandSagiv [LS97]—tocheckwhetherasetof ruleswill
halt. Thiswouldrequireeitheradjustingthesemethodsto takeaccountof ouruse
of rewrites, or perhapsencodingthe ���   algorithmitself as a Prologprogram
whoseterminationcould be analyzedin the context of a fixed set of rulesand
rewrites.

To improve the performanceof ���   , we could introducea specialcaseto
handleassociative-commutative rewritesefficiently, usingknown techniquesfor
associative-commutative unification. The general-purposeunification modulo
equalitiesimplementedfor REVERE hasacceptableperformancefor the exam-
pleswe ran,but it couldbecomeexpensive whenformulasor rulesincludelong
sequences.We might also get better performancein searchingfor formulas
matchinga given patternby adaptingthe Retealgorithmusedin someAI sys-
tems[For82].

The ���$  algorithmcouldbemodifiedquiteeasilyto keeptrackof theproof
of eachderivedformula. This informationcouldprove usefulin providing feed-
backto the userwhenthe verificationof somepropertyfails; we could, for in-
stance,automaticallyfill in “missing” sideconditionsin an attemptto pushthe
proof through,andthendisplaya proof treewith the troublespotshighlighted.
Theproofscouldalsobefed to anindependentverifier to double-checkthe ���  
results.

Thinkingfurtherafield,wemightconsiderextensionssuchasproviding theory
representationsotherthanthe � � � � +~� representationsdescribedin Definition2.9,
or evenrepresentationsotherthansetsof formulasin thetargetlogic. Thesealter-
nativetheoryrepresentationsmightprovenecessaryin applyingtheorygeneration
to domainsotherthansecurityprotocols.In looking for othersuchdomains,we
shouldkeepin mind the featuresof the securityprotocol domainthat makeit
amenableto theorygeneration:subtlepropertiesof the domaincanbe captured
by very simplerules,theverificationproblemsinvolve smallnumbersof distinct
entities(keys, messages,principals,nonces,etc.), andthe propertiesof interest
canbesuccinctlyexpressedby relatively smallformulas.
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7.2.2 Enhancementsto the RV Logic and REVERE

Beyond improvementsto the theorygenerationmethod,we cansuggestseveral
possiblewaysto strengthentheRV logic andtheREVERE tool.

Supportfor securehashfunctionswouldbeausefulincrementalRV extension;
AUTLOG andotherbelief logicsprovide suchsupportalready, so themaintask
wouldbeto determinewhatthelegitimateinterpretationsof a securehashare.

RV couldexpressmoreprotocolsif it provideda notionof skolemprincipals.
The purposeof sucha principal is to act as a place-holderwhen a principal’s
identity is not (yet) known. This conceptcould prove useful in caseslike the
following. Supposeè initiatesa protocolrunwith ï by sendingthemessage,

çZmäè6n ï n~`@��noT6�zp ð é ë �
in which è is introducingherselfto ï , andproviding herpublic key ( ` � ) anda
secretthetwo will share( T � ). At thispoint, ï doesnotyetknow with confidence
who è is, but ï shouldbeableto concludethathecansafelytransmitthesecret,
T6� , encryptedunderthekey `@� . To representthisbelief,wecansaythat ï knows
thereexists someprincipal, � , suchthat é ê_î � and � â êí^î ï . By introducing
a skolemprincipal to represent� , we candemonstratethat ï doesnot violate
secrecy laterin theprotocolrun.

Thefeasibility checkin RV couldbe extendedto includedemonstratingthat
eachparticipantknowswhatdecryptionkeys to use,whichnoncevaluesto check
receivedmessagesagainst,andothersuchknowledge.This would requiremod-
elling protocolsmore like little programs,assomemodel-checkingapproaches
do [DDHY92, CJM98].

Perhapsthe mostchallengingaspectof specifyinga protocolin RV or other
belief logicsis constructingthemessageinterpretations(idealizations).Providing
someautomatedsupportfor this processcould greatly improve the usability of
a tool like REVERE. Oneapproachthatseemspromisingis to assumethateach
messageis intendedto convey all thebeliefsthesenderhasat thetimehesentit.
The resultinginterpretationwill almostcertainlybe invalid, but we canremove
beliefs from the interpretationuntil it becomesvalid. The result would be, in
somesense,a maximalvalid interpretation,andmight suffice for at leastsome
protocols.

The REVERE tool could benefitfrom a strongly typed model for protocols
and logics, in which keys, nonces,principal names,andso forth aremembers
of distinct types. This shouldhelp catchsomesimple errors in specifications
andrules, suchas function argumentsout of order. More importantly, though,
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theinformationcouldbeusedto automaticallytagconcretemessagecomponents
(andtheir correspondinginterpretations)with theappropriatetype.Sucha model
wouldmatchanimplementationin whichit is alwayspossibleto distinguish,e.g.,
keys from principalnames.Wherethe implementationdoesnot warrantthis as-
sumption,theusercouldspecifytypeequivalencesto indicatewhichtypescanbe
confused.

Finally, in this work, we focuson analyzingoneprotocolat a time. How-
ever, in practice,suitesof relatedprotocolsmustoftencoexist. This createsthe
possibility thatsomeattackmaymakeuseof runsof two differentprotocols.If,
however, we usethesamesetof interpretationsandinitial assumptionsin analyz-
ing eachprotocol in a suite,we shouldbe ableto detectvulnerabilitiesto such
attacks.

7.3 ClosingRemarks

In this thesiswe introducedtheorygeneration,a new general-purposetechnique
for performingautomatedverification. Theory generationborrows from, and
complements,both automatedtheoremproving and symbolic model checking,
the two major approachesthat currently dominatethe field of mechanicalrea-
soning.Broadlyspeaking,theorygenerationprovidesmorecompleteautomation
thantheoremproving, but with lessgenerality. Likewise, theorygenerationhas
theadvantageover modelcheckingof producingconclusive proofsof somecor-
rectnesspropertieswithoutarbitrarybounds,while it is lesswell suitedthanmodel
checkingto proving temporalpropertiesandproducingusefulcounterexamples.
Thisthesishasdemonstratedtheutility of theorygenerationfor analyzingsecurity
protocols,but this is only astart;furtherinvestigationwill tell whetherit canyield
similarbenefitsin otherdomains.

We do not yet have a completesolutionto securityprotocolverification;per-
hapsthat is an unattainablegoal. However, today we can provide substantial
supportfor the designandanalysisof theseprotocols,andpotentialsharingof
informationamongdifferenttoolsvia CAPSL.A thoroughprotocoldesignpro-
cessshouldstartwith adherenceto principlesandguidelinessuchasAbadi and
Needham’s [AN96]. The designerscould apply theory generationwith RV or
other belief logics to prove that the protocolmeetsits goalsandmakeexplicit
theassumptionson which theprotocoldepends.They couldusesymbolicmodel
checkersto generateattackscenarios.With interactive,automatedtheoremprov-
ing systems,they could demonstratethat the underlyingcryptographymeetsits
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requirements,andmaketheconnectionbetweentheprotocol’s behavior andthat
of the systemin which it is used. Finally, the proposedprotocolcould be pre-
sentedfor public review, so that othersmight independentlyapply their favorite
formal andinformal methods.Eachstepin this processfocuseson somelevel of
abstractionandemphasizessomesetof properties,in orderto build confidencein
theprotocolandthesystem.
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Appendix A

Equivalenceof and

This appendixcontainsthe proof of Theorem2.1, which shows the correspon-
dencebetweenÔ�Ö»× and ÞRß :

If à is a formulaof Ô�Ö»× , and á is a setof formulasof Ô�Ö»× , then

á&%â )ãzäåà
if andonly if

á\æ � æèç %»éëê&à
Proof: We startwith the forward direction: that any formula, à , which can

be proved in Ô�Ö»× given assumptions,á , canalsobe proved in ÞRß usingthose
sameassumptionsplus therulesandrewritesof Ô�Ö»× , � and ç . We proceedby
inductionon thelengthof theproofof à in Ô�Ö»× .

In the basecase,à hasa single-stepproof, andmustthereforebe somefor-
mula in á or the instantiatedconclusionof a rule in � with no premises. In
eithercaseà canbeprovedin ÞDß by introducingtheformulafrom á or therule
from � , possiblyfollowedby instantiation(introductionof anaxiomof theform,
���Zì�n~à��ªìQ�v��í àM��î�� , followedby modusponens).

For theinductionstep,wehave threecases,dependingontheruleof inference
usedin thelaststepof the ¦ -stepproof (in Ô�Ö»× ). We canignorethecasewhere
thelast line of theproof is anaxiomor assumption,sincethereasoningfrom the
basecaseapplies.Thethreecasesfollow:

� Case:Thelast proof stepis applicationof a rule in � . Let therule applied
be

� a ��n�n�n����IïÑ%è10n
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Thereexistsa substitution,ð , suchthat ð�1 is thenew conclusion( à ), and
theremustexist proofsin Ô�Ö¸× of fewerthan¦ steps(from á ) of eachof the
ð��I� . By theinductionhypothesis,thereexist proofsin Þ ß (from áDæ � æ°ç )
of the ð��I� . Wecanconcatenatetheseproofs,thenaddtherule from � ,

� �D�M1$nñ�l����òèó�ó�ó�ò¬��ï�í 1A�
then instantiatethis rule with ð and apply modusponensto producethe
following:

ð�� a òèó�ó�ó�ò¬ð���ï,í ð�1A�
Applying modusponensagainwith propositionaltautologies,we arriveat

ð�1
sotheproof in ÞDß is complete.

� Case:Thelastproofstepis instantiation.Instantiationin Ô�Ö»× canbesimu-
latedeasilyin ÞDß by introducinganinstantiationaxiom:

���Zì�n~à��ªìQ�v��í à��ªî��
andapplyingmodusponens.

� Case:Thelast proof stepis a substitutionof equaltermsusingan equality
in ç . Let theequalitybe  a 5  d . Thereexistsa substitution,ð , anda for-
mula, ô*�l a ��n�n�n���âï�� , suchthat á�%  «ãzä ô*�l a ��n�n�n���âï�� hasa proof of fewer
than ¦ steps,and à is m  d�õ  a psô*�l a ��n�n�n���âï�� . By the inductionhypothesis,
ájæ � æºç %»éëê>ö . Wecanextendthis ÞDß proofasfollows. First,introduce
therewrite from ç :

 a 5  d
Next, introduceequalityaxiomsfor eachof the â� :

�� d 5  a ò� d 5  d �^í m  d�õ  d p«â� 5 m  d�õ  a p«â�
Apply propositionaltautologiesto yield, for eachâ� ,

m  d�õ  d p~â� 5 m  d�õ  a p«â�
Finally, wecanusethefourthequalityaxiomwith propositionaltautologies
to get

ô��vm  d�õ  a p« a ��n�n�n���m  d�õ  a p«âï��
which completestheproof of à in ÞDß .
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This completesthe proof that if à is derivable in Ô�Ö¸× from á , à mustalsobe
derivablein ÞRß from thecorrespondingassumptions.

We now turn to thereversedirection:any formula, à , whichcanbeprovedin
ÞDß from á÷æ � æ&ç mustalsohave a proof from á in Ô�Ö»× .

We appealto the well-known resultthat the resolutionprinciple is complete
for clausesin first-orderlogic [CL73]. Resolutionis aninferencerulethatconsists
of applyingsubstitutionsto two clauses(disjunctionsof terms),thengenerating
a new clauseby combiningthedisjunctsfrom bothclausesandeliminatingpairs
of clauses,(î���ø�î ). All rules in � are Horn clauses(clauseswith at most one
positive disjunct). For suchformulas,resolutioncorrespondsto satisfyingand
removingapremiseof therule,andany sequenceof resolutionstepsthatproduces
a formulaof Ô�Ö»× from a rule in � andsomesetof facts(formulasof Ô�Ö»× ) can
besimulatedin Ô�Ö»× by applyinganinstanceof that rule andusingthosefactsto
satisfyits premises.It follows thatany formulaof Ô�Ö¸× thatcanbe proved in Þ
from áùæ � æ�ç canalsobe proved from á in Ô�Ö»× , but we arenot quitedone,
sincewe needthis resultfor ÞDß , which includestheequalityaxioms:

EQ1. �� 5 A� (reflexivity),

EQ2. �{ 5 A�²í �ª 5 ²� (commutativity),

EQ3. �v�ª a 5  d �*ò��ª d 5 �³?�v�^í �ª a 5 �³�� (transitivity),

EQ4. �{ a 5  a ò&ó�ó�ó�ò&â¡ 5 �¡��^í �ªô*�{ a ��n�n�n���â¡���íúô*�ª a ��n�n�n?�
�¡��v� , and

EQ5. �{ a 5  a ò&ó�ó�ó�ò&â¡ 5 �¡��^í
�vm® a õ � a ��n�n�n?��â¡ õ �À¡�psî 5 m  a õ � a ��n�n�n��
�¡ õ �À¡�psî��

Notethat theaxiomschemataEQ1,EQ2,EQ3,andEQ5,whenappliedwith
theresolutionprinciple,canonly producemoreequalitiesastheir results.Since
equalitiesarenot formulasof Ô Ö»× , we canfocuson axiomschemaEQ4,which
canproduceÔ Ö»× formulas.We mustshow thatany applicationof anEQ4axiom,
in thecontext of a proof in Þ ß usingassumptionsáùæ � æèç , canbesimulated
in Ô Ö»× by thesubstitutionof equaltermsusinganequalityin ç .

Wefirst assumethatonly one �{â�9����{� pair in theaxiomis not identical;thatis,
weconsideronly EQ4axiomsof this form (EQ4+ ):

�{ a 5  a òèó�ó�ó�âû 5 �ûDò&ó�ó�ó�òèâ¡ 5 â¡��
í �ªô*�l a ��n�n�n���âûë��n�n�n?��â¡.�^íúô*�{ a ��n�n�n��
�û���n�n�n���â¡��v�
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Any other EQ4 axiom applicationcan be simulatedby repeatedapplicationof
this form anduseof EQ1, so thereis no lossof generality. Note that in order
for this axiomto be appliedfully andproducean Ô�Ö¸× formula, theremustbea
proof of âû 5 �û . Note further that this proof canuseonly theequalityaxioms
andequalitiesin ç , sinceall “premises”of equalityaxiomsareequalities.We
proposethefollowing inductionhypothesis:

If either âû 5 �û or �û 5 âû hasa proof of fewer than ¦ steps,then
theapplicationof EQ4+ canbesimulatedin Ô�Ö¸× .

In thebasecase,asinglestepproof,either âû and�û areidentical(anapplication
of EQ1),in which caseEQ4+ producesa trivial result,or theformula âû 5 �û (or
�û 5 âû ) is in ç , in which casetheresultof EQ4+ is thesameasthatof asimpleÔ�Ö»× substitutionusingthatequality.

For theinductionstep,we assumethateither âû 5 �û or �û 5 âû hasa proof
of ¦ steps,andwehavethreecases,dependingonwhetherthatproofendswith an
applicationof EQ2,EQ3,or EQ5.

� Case:Thelast proof stepis an applicationof EQ2(commutativity).In this
case,either âû 5 �û or �û 5 âû hasa proof shorterthan ¦ steps,so the
inductionhypothesisgivestherequiredresult.

� Case:Thelastproofstepis anapplicationof EQ3(transitivity).Theremust
beproofsshorterthan¦ of âû 5yü and ü;5 �û (for someü ). Wecanapply
EQ4+ usingeachof thesetwo equalitiesin sequenceto getthesameresult,
soby theinductionhypothesis,this resultis provablein Ô�Ö¸× .

� Case:Thelast proof stepis an applicationof EQ5. Without lossof gener-
ality, assumeEQ5is only usedwith ¦ 5Ný ; thatis, in thefollowing form:

�{ a 5  a �^í �
ms a õ � a p®î 5 m  a õ � a psî��
(Wecansimulatethegeneralcaseby asequenceof applicationsof EQ5and
EQ4+ .) If either  a 5  a or  a 5  a is anequalityin ç , thenthis appli-
cationof EQ5andEQ4+ yieldsthesameresultasasimpleÔ�Ö¸× substitution
usingthatequality. If  a 5  a is theresultof EQ1(so  a is identicalto  a ),
thenEQ5andEQ4+ producea trivial result.If  a 5  a is theresultof EQ3,
thenjust asin theEQ3casewecansimulatetheresultof EQ5andEQ4+ by
a seriesof two applicationsof EQ5andEQ4+ . Therefore,theapplicationof
EQ4+ following EQ5canalwaysbesimulatedin Ô�Ö»× .
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The inductionis complete,so it follows that the equalityaxiomscanbe safely
addedwithout compromisingthecompletenessof Ô�Ö»× with respectto ÞDß . This
concludestheproofof Theorem2.1.
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Appendix B

Logicsand ProtocolAnalyses

This Appendix containsthe main REVERE specificationsfor BAN, AUTLOG,
Kailar’s accountabilitylogic, andRV, aswell assampleprotocolspecifications
andanalyses.

B.1 BAN

First, theBAN logic, protocolspecifications,andanalysisresults.

LOGIC BAN;

REWRITES
comma_commutative:

comma(?X, ?Y) = comma(?Y, ?X)
comma_associative_1:

comma(comma(?X, ?Y), ?Z) = comma(?X, comma(?Y, ?Z))
comma_associative_2:

comma(?X, comma(?Y, ?Z)) = comma(comma(?X, ?Y), ?Z)
shared_key_commutative:

shared_key(?K, ?Q, ?R) = shared_key(?K, ?R, ?Q)
secret_commutative:

secret(?Y, ?Q, ?R) = secret(?Y, ?R, ?Q)
distinct_commutative:

distinct(?P, ?Q) = distinct(?Q, ?P)

S-RULES
message_meaning_shared:

believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K, ?R))

125
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distinct(?P, ?R)
--------------------------------------

believes(?P, said(?Q, ?X))

message_meaning_public:
believes(?P, public_key(?K1, ?Q))
sees(?P, encrypt(?X, ?K2, ?R))
inv(?K1, ?K2)
distinct(?P, ?R)

-----------------------------------
believes(?P, said(?Q, ?X))

message_meaning_secret:
believes(?P, secret(?Y, ?Q, ?P))
sees(?P, combine(?X, ?Y))

----------------------------------
believes(?P, said(?Q, ?X))

nonce_verification_1:
believes(?P, said(?Q, ?X))
believes(?P, fresh(?X))

--------------------------------
believes(?P, believes(?Q, ?X))

jurisdiction:
believes(?P, controls(?Q, ?X))
believes(?P, believes(?Q, ?X))

--------------------------------
believes(?P, ?X)

extract_shared:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K, ?R))
distinct(?P, ?R)

--------------------------------------
sees(?P, ?X)

extract_public_1:
believes(?P, public_key(?K, ?P))
sees(?P, encrypt(?X, ?K, ?R))

----------------------------------
sees(?P, ?X)

extract_public_2:
believes(?P, public_key(?K1, ?Q))
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sees(?P, encrypt(?X, ?K2, ?R))
inv(?K1, ?K2)
distinct(?P, ?R)

-----------------------------------
sees(?P, ?X)

extract_combine:
sees(?P, combine(?X, ?Y))

---------------------------
sees(?P, ?X)

extract_comma_2:
sees(?P, comma(?X, ?Y))

-------------------------
sees(?P, ?X)

extract_comma_3:
believes(?P, said(?Q, comma(?X, ?Y)))

---------------------------------------
believes(?P, said(?Q, ?X))

extract_comma_4:
believes(?P, believes(?Q, comma(?X, ?Y)))

---------------------------------------- ---
believes(?P, believes(?Q, ?X))

mm_nv_1:
believes(?P, fresh(?K))
sees(?P, encrypt(?X, ?K, ?R))
distinct(?P, ?R)
believes(?P, shared_key(?K, ?Q, ?P))

--------------------------------------
believes(?P, believes(?Q, ?X))

mm_nv_2:
believes(?P, fresh(?Y))
sees(?P, combine(?X, ?Y))
believes(?P, secret(?Y, ?Q, ?P))

----------------------------------
believes(?P, believes(?Q, ?X))

G-RULES
fresh_extends_1:

believes(?P, fresh(?X))
------------------------------------
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believes(?P, fresh(comma(?X, ?Y)))

fresh_extends_2:
believes(?P, fresh(?K))

-------------------------------------- -------
believes(?P, fresh(shared_key(?K, ?Q, ?R)))

fresh_extends_3:
believes(?P, fresh(?K))

-------------------------------------- ---
believes(?P, fresh(public_key(?K, ?Q)))

fresh_extends_4:
believes(?P, fresh(?Y))

-------------------------------------- ---
believes(?P, fresh(secret(?Y, ?Q, ?R)))

fresh_extends_5:
believes(?P, fresh(?Y))

--------------------------------------
believes(?P, fresh(combine(?X, ?Y)))

fresh_extends_6:
believes(?P, fresh(?K))

-------------------------------------- ----
believes(?P, fresh(encrypt(?X, ?K, ?R)))

fresh_extends_7:
believes(?P, fresh(?X))

-------------------------------------- ----
believes(?P, fresh(encrypt(?X, ?K, ?R)))

fresh_extends_8:
believes(?P, fresh(?X))

--------------------------------------
believes(?P, fresh(combine(?X, ?Y)))

END;

// --------------------------------------- -------
PROTOCOLKerberos_1; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ta, Ts: Field;
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ASSUMPTIONS
believes(A, shared_key(Kas, S, A));
believes(B, shared_key(Kbs, S, B));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, S));
believes(S, shared_key(Kab, A, B));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, fresh(Ta));
believes(B, fresh(Ta));
distinct(A, S);
distinct(A, B);
distinct(B, S);

MESSAGES
1. S -> A: encrypt([Ts, shared_key(Kab, A, B), encrypt([Ts,

shared_key(Kab, A, B)], Kbs, S)], Kas, S);
2. A -> B: [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),

encrypt([Ta, shared_key(Kab, A, B)], Kab, A)];
3. B -> A: encrypt([Ta, shared_key(Kab, A, B)], Kab, B);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 61):
believes(A, believes(B, Ta))
believes(A, believes(B, [Ta, shared_key(Kab, A, B)]))
believes(A, believes(B, shared_key(Kab, A, B)))
believes(A, believes(S, Ts))
believes(A, believes(S, [Ts, encrypt([Ts, shared_key(Kab, A,

B)], Kbs, S), shared_key(Kab, A, B)]))
believes(A, believes(S, [encrypt([Ts, shared_key(Kab, A,

B)], Kbs, S), shared_key(Kab, A, B)]))
believes(A, believes(S, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S)))
believes(A, believes(S, shared_key(Kab, A, B)))
believes(A, controls(S, shared_key(?CAN0, A, B)))
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believes(A, fresh(Ta))
believes(A, fresh(Ts))
believes(A, said(B, Ta))
believes(A, said(B, [Ta, shared_key(Kab, A, B)]))
believes(A, said(B, shared_key(Kab, A, B)))
believes(A, said(S, Ts))
believes(A, said(S, [Ts, encrypt([Ts, shared_key(Kab, A,

B)], Kbs, S), shared_key(Kab, A, B)]))
believes(A, said(S, [encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S), shared_key(Kab, A, B)]))
believes(A, said(S, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S)))
believes(A, said(S, shared_key(Kab, A, B)))
believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, S))
believes(B, believes(A, Ta))
believes(B, believes(A, [Ta, shared_key(Kab, A, B)]))
believes(B, believes(A, shared_key(Kab, A, B)))
believes(B, believes(S, Ts))
believes(B, believes(S, [Ts, shared_key(Kab, A, B)]))
believes(B, believes(S, shared_key(Kab, A, B)))
believes(B, controls(S, shared_key(?CAN0, A, B)))
believes(B, fresh(Ta))
believes(B, fresh(Ts))
believes(B, said(A, Ta))
believes(B, said(A, [Ta, shared_key(Kab, A, B)]))
believes(B, said(A, shared_key(Kab, A, B)))
believes(B, said(S, Ts))
believes(B, said(S, [Ts, shared_key(Kab, A, B)]))
believes(B, said(S, shared_key(Kab, A, B)))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))
believes(S, shared_key(Kab, A, B))
believes(S, shared_key(Kas, A, S))
believes(S, shared_key(Kbs, B, S))
distinct(A, B)
distinct(A, S)
distinct(B, S)
sees(A, Ta)
sees(A, Ts)
sees(A, [Ta, shared_key(Kab, A, B)])
sees(A, [Ts, encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),

shared_key(Kab, A, B)])
sees(A, [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),

shared_key(Kab, A, B)])
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sees(A, encrypt([Ta, shared_key(Kab, A, B)], Kab, B))
sees(A, encrypt([Ts, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S), shared_key(Kab, A, B)], Kas, S))
sees(A, encrypt([Ts, shared_key(Kab, A, B)], Kbs, S))
sees(A, shared_key(Kab, A, B))
sees(B, Ta)
sees(B, Ts)
sees(B, [Ta, shared_key(Kab, A, B)])
sees(B, [Ts, shared_key(Kab, A, B)])
sees(B, [encrypt([Ta, shared_key(Kab, A, B)], Kab, A),

encrypt([Ts, shared_key(Kab, A, B)], Kbs, S)])
sees(B, encrypt([Ta, shared_key(Kab, A, B)], Kab, A))
sees(B, encrypt([Ts, shared_key(Kab, A, B)], Kbs, S))
sees(B, shared_key(Kab, A, B))

critical properties for this theory:
believes(A, believes(B, Ta))
believes(A, believes(B, shared_key(Kab, A, B)))
believes(A, believes(S, Ts))
believes(A, believes(S, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S)))
believes(A, believes(S, shared_key(Kab, A, B)))
believes(A, said(B, Ta))
believes(A, said(S, Ts))
believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, S))
believes(B, believes(A, Ta))
believes(B, believes(A, shared_key(Kab, A, B)))
believes(B, believes(S, Ts))
believes(B, believes(S, shared_key(Kab, A, B)))
believes(B, said(A, Ta))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))

is TRUE
desired property: believes(A, believes(B, shared_key(Kab, A,

B)))
is TRUE

// ----------------------------------------- -----
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PROTOCOLKerberos_2; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ta, Ts: Field;

ASSUMPTIONS
believes(A, shared_key(Kas, S, A));
believes(B, shared_key(Kbs, S, B));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, S));
believes(S, shared_key(Kab, A, B));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, fresh(Ta));
believes(B, fresh(Ta));
distinct(A, S);
distinct(A, B);
distinct(B, S);

MESSAGES
1. ? -> A: encrypt([Ts, shared_key(Kab, A, B), encrypt([Ts,

shared_key(Kab, A, B)], Kbs, S)], Kas, S);
2. ? -> B: [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),

encrypt([Ta, shared_key(Kab, A, B)], Kab, A)];

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 52) [omitted]

critical properties for this theory:
believes(A, believes(S, Ts))
believes(A, believes(S, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S)))
believes(A, believes(S, shared_key(Kab, A, B)))
believes(A, said(S, Ts))
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believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, S))
believes(B, believes(A, Ta))
believes(B, believes(A, shared_key(Kab, A, B)))
believes(B, believes(S, Ts))
believes(B, believes(S, shared_key(Kab, A, B)))
believes(B, said(A, Ta))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))

is TRUE
desired property: believes(A, believes(B, shared_key(Kab, A,

B)))
is FALSE

// ----------------------------------------- -----
PROTOCOLAndrew_RPC_1; // Logic: BAN

VARIABLES
A, B: Principal;
Kab, Kab’: SKey;
Na, Nb, Nb’: Field;

ASSUMPTIONS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(A, controls(B, shared_key(?K, A, B)));
believes(B, shared_key(Kab’, A, B));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Nb’));
distinct(A, B);

MESSAGES
1. ? -> B: encrypt(Na, Kab, A);
2. ? -> A: encrypt([Na, Nb], Kab, B);
3. ? -> B: encrypt(Nb, Kab, A);
4. ? -> A: encrypt([shared_key(Kab’, A, B), Nb’], Kab, B);
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GOALS
believes(B, shared_key(Kab’, A, B));
believes(A, said(B, [shared_key(Kab’, A, B), Nb’]));
believes(B, believes(A, Nb));
believes(A, believes(B, [Na, Nb]));
believes(A, shared_key(Kab’, A, B));
believes(A, believes(B, shared_key(Kab’, A, B)));
believes(B, believes(A, shared_key(Kab’, A, B)));

END;

Final theory representation (size 32): [omitted]

critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Nb’))
believes(B, believes(A, Nb))
believes(B, said(A, Na))
believes(B, said(A, Nb))

desired property: believes(B, shared_key(Kab’, A, B))
is TRUE

desired property: believes(A, said(B, [shared_key(Kab’, A, B),
Nb’]))

is TRUE
desired property: believes(B, believes(A, Nb))

is TRUE
desired property: believes(A, believes(B, [Na, Nb]))

is TRUE
desired property: believes(A, shared_key(Kab’, A, B))

is FALSE
desired property: believes(A, believes(B, shared_key(Kab’, A,

B)))
is FALSE

desired property: believes(B, believes(A, shared_key(Kab’, A,
B)))

is FALSE

// --------------------------------------- -------
PROTOCOLAndrew_RPC_2; // Logic: BAN

VARIABLES
A, B: Principal;
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Kab, Kab’: SKey;
Na, Nb, Nb’: Field;

ASSUMPTIONS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(A, controls(B, shared_key(?K, A, B)));
believes(B, shared_key(Kab’, A, B));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Nb’));
distinct(A, B);

MESSAGES
1. ? -> B: encrypt(Na, Kab, A);
2. ? -> A: encrypt([Na, Nb], Kab, B);
3. ? -> B: encrypt(Nb, Kab, A);
4. ? -> A: encrypt([shared_key(Kab’, A, B), Nb’, Na], Kab,

B);

GOALS
believes(B, shared_key(Kab’, A, B));
believes(A, shared_key(Kab’, A, B));
believes(A, believes(B, shared_key(Kab’, A, B)));
believes(B, believes(A, shared_key(Kab’, A, B)));

END;

Final theory representation (size 39): [omitted]

critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, believes(B, Nb’))
believes(A, believes(B, shared_key(Kab’, A, B)))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Nb’))
believes(A, shared_key(Kab’, A, B))
believes(B, believes(A, Nb))
believes(B, said(A, Na))
believes(B, said(A, Nb))

desired property: believes(B, shared_key(Kab’, A, B))
is TRUE
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desired property: believes(A, shared_key(Kab’, A, B))
is TRUE

desired property: believes(A, believes(B, shared_key(Kab’, A,
B)))

is TRUE
desired property: believes(B, believes(A, shared_key(Kab’, A,

B)))
is FALSE

// --------------------------------------- -------
PROTOCOLAndrew_RPC_3; // Logic: BAN

VARIABLES
A, B: Principal;
Kab, Kab’: SKey;
Na: Field;

ASSUMPTIONS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(A, controls(B, shared_key(?K, A, B)));
believes(B, shared_key(Kab’, A, B));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Nb’));
distinct(A, B);
believes(B, fresh(Kab’));

MESSAGES
1. ? -> A: encrypt([Na, shared_key(Kab’, A, B)], Kab, B);
2. ? -> B: encrypt(shared_key(Kab’, A, B), Kab’, A);

GOALS
believes(B, shared_key(Kab’, A, B));
believes(A, shared_key(Kab’, A, B));
believes(A, believes(B, shared_key(Kab’, A, B)));
believes(B, believes(A, shared_key(Kab’, A, B)));

END;

Final theory representation (size 24): [omitted]

critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, shared_key(Kab’, A, B)))
believes(A, said(B, Na))
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believes(A, shared_key(Kab’, A, B))
believes(B, believes(A, shared_key(Kab’, A, B)))

desired property: believes(B, shared_key(Kab’, A, B))
is TRUE

desired property: believes(A, shared_key(Kab’, A, B))
is TRUE

desired property: believes(A, believes(B, shared_key(Kab’, A,
B)))

is TRUE
desired property: believes(B, believes(A, shared_key(Kab’, A,

B)))
is TRUE

// ----------------------------------------- -----
PROTOCOLNeedham_Schroeder_1; // Logic: BAN

VARIABLES
A, B, S: Principal;
Ka, Kb, Ks’: PKey;
Na, Nb: Field;

ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(A, public_key(Ks, S));
believes(B, public_key(Kb, B));
believes(B, public_key(Ks, S));
believes(S, public_key(Ka, A));
believes(S, public_key(Kb, B));
believes(S, public_key(Ks, S));
believes(A, controls(S, public_key(?K, B)));
believes(B, controls(S, public_key(?K, A)));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
believes(A, fresh(public_key(Kb, B)));
believes(B, fresh(public_key(Ka, A)));
distinct(A, B);
distinct(A, S);
distinct(B, S);
inv(Ks, Ks’);

MESSAGES
1. ? -> A: encrypt(public_key(Kb, B), Ks’, S);
2. ? -> B: encrypt(Na, Kb, A);
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3. ? -> B: encrypt(public_key(Ka, A), Ks’, S);
4. ? -> A: encrypt(combine(secret(Nb, A, B), Na), Ka, B);
5. ? -> B: encrypt(combine(secret(Na, A, B), Nb), Kb, A);

GOALS
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));
believes(A, believes(B, secret(Nb, A, B)));
believes(B, believes(A, secret(Na, A, B)));

END;

Final theory representation (size 41): [omitted]

critical properties for this theory:
believes(A, believes(B, secret(Nb, A, B)))
believes(A, believes(S, public_key(Kb, B)))
believes(A, public_key(Kb, B))
believes(B, believes(A, secret(Na, A, B)))
believes(B, believes(S, public_key(Ka, A)))
believes(B, public_key(Ka, A))

desired property: believes(A, public_key(Kb, B))
is TRUE

desired property: believes(B, public_key(Ka, A))
is TRUE

desired property: believes(A, believes(B, secret(Nb, A, B)))
is TRUE

desired property: believes(B, believes(A, secret(Na, A, B)))
is TRUE

// --------------------------------------- -------
PROTOCOLNeedham_Schroeder_2; // Logic: BAN

VARIABLES
A, B, S: Principal;
Ka, Kb, Ks’: PKey;
Na, Nb, Ts: Field;

ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(A, public_key(Ks, S));
believes(B, public_key(Kb, B));
believes(B, public_key(Ks, S));
believes(S, public_key(Ka, A));
believes(S, public_key(Kb, B));
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believes(S, public_key(Ks, S));
believes(A, controls(S, public_key(?K, B)));
believes(B, controls(S, public_key(?K, A)));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
distinct(A, B);
distinct(A, S);
distinct(B, S);
inv(Ks, Ks’);

MESSAGES
1. ? -> A: encrypt([public_key(Kb, B), Ts], Ks’, S);
2. ? -> B: encrypt(Na, Kb, A);
3. ? -> B: encrypt([public_key(Ka, A), Ts], Ks’, S);
4. ? -> A: encrypt(combine(secret(Nb, A, B), Na), Ka, B);
5. ? -> B: encrypt(combine(secret(Na, A, B), Nb), Kb, A);

GOALS
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));
believes(A, believes(B, secret(Nb, A, B)));
believes(B, believes(A, secret(Na, A, B)));

END;

Final theory representation (size 53): [omitted]

critical properties for this theory:
believes(A, believes(B, secret(Nb, A, B)))
believes(A, believes(S, Ts))
believes(A, believes(S, public_key(Kb, B)))
believes(A, public_key(Kb, B))
believes(A, said(S, Ts))
believes(B, believes(A, secret(Na, A, B)))
believes(B, believes(S, Ts))
believes(B, believes(S, public_key(Ka, A)))
believes(B, public_key(Ka, A))
believes(B, said(S, Ts))

desired property: believes(A, public_key(Kb, B))
is TRUE
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desired property: believes(B, public_key(Ka, A))
is TRUE

desired property: believes(A, believes(B, secret(Nb, A, B)))
is TRUE

desired property: believes(B, believes(A, secret(Na, A, B)))
is TRUE

// --------------------------------------- -------
PROTOCOLX_509_1; // Logic: BAN

VARIABLES
A, B: Principal;
Ka, Ka’, Kb, Kb’: PKey;
Na, Nb, Ta, Tb, Xa, Xb, Ya, Yb: Field;

ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(B, public_key(Kb, B));
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(A, fresh(Tb));
believes(B, fresh(Ta));
believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
distinct(A, B);
inv(Ka, Ka’);
inv(Kb, Kb’);

MESSAGES
1. ? -> B: encrypt([Ta, Na, Xa, encrypt(Ya, Kb, A)], Ka’,

A);
2. ? -> A: encrypt([Tb, Nb, Na, Xb, encrypt(Yb, Ka, B)],

Kb’, B);
3. ? -> B: encrypt(Nb, Ka’, A);

GOALS
believes(A, believes(B, Xb));
believes(B, believes(A, Xa));
believes(A, believes(B, Yb));
believes(B, believes(A, Ya));

END;

Final theory representation (size 69): [omitted]
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critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, believes(B, Tb))
believes(A, believes(B, Xb))
believes(A, believes(B, encrypt(Yb, Ka, B)))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Tb))
believes(A, said(B, Xb))
believes(B, believes(A, Na))
believes(B, believes(A, Nb))
believes(B, believes(A, Ta))
believes(B, believes(A, Xa))
believes(B, believes(A, encrypt(Ya, Kb, A)))
believes(B, said(A, Na))
believes(B, said(A, Nb))
believes(B, said(A, Ta))
believes(B, said(A, Xa))

desired property: believes(A, believes(B, Xb))
is TRUE

desired property: believes(B, believes(A, Xa))
is TRUE

desired property: believes(A, believes(B, Yb))
is FALSE

desired property: believes(B, believes(A, Ya))
is FALSE

// ----------------------------------------- -----
PROTOCOLX_509_2; // Logic: BAN

VARIABLES
A, B: Principal;
Ka, Ka’, Kb, Kb’: PKey;
Na, Nb, Ta, Xa, Xb, Ya, Yb: Field;

ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(B, public_key(Kb, B));
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));
believes(A, fresh(Na));
believes(B, fresh(Nb));
believes(B, fresh(Ta));
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believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
distinct(A, B);
inv(Ka, Ka’);
inv(Kb, Kb’);

MESSAGES
1. ? -> B: encrypt([Ta, Na, Xa, encrypt(encrypt([Ya, Ta],

Ka’, A), Kb, A)], Ka’, A);
2. ? -> A: encrypt([Nb, Na, Xb, encrypt(encrypt([Yb, Na],

Kb’, B), Ka, B)], Kb’, B);
3. ? -> B: encrypt(Nb, Ka’, A);

GOALS
believes(A, believes(B, Xb));
believes(B, believes(A, Xa));
believes(A, believes(B, Yb));
believes(B, believes(A, Ya));

END;

Final theory representation (size 74): [omitted]

critical properties for this theory:
believes(A, believes(B, Na))
believes(A, believes(B, Nb))
believes(A, believes(B, Xb))
believes(A, believes(B, Yb))
believes(A, believes(B, encrypt(encrypt([Na, Yb], Kb’, B),

Ka, B)))
believes(A, said(B, Na))
believes(A, said(B, Nb))
believes(A, said(B, Xb))
believes(A, said(B, Yb))
believes(B, believes(A, Na))
believes(B, believes(A, Nb))
believes(B, believes(A, Ta))
believes(B, believes(A, Xa))
believes(B, believes(A, Ya))
believes(B, believes(A, encrypt(encrypt([Ta, Ya], Ka’, A),

Kb, A)))
believes(B, said(A, Na))
believes(B, said(A, Nb))
believes(B, said(A, Ta))
believes(B, said(A, Xa))
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believes(B, said(A, Ya))

desired property: believes(A, believes(B, Xb))
is TRUE

desired property: believes(B, believes(A, Xa))
is TRUE

desired property: believes(A, believes(B, Yb))
is TRUE

desired property: believes(B, believes(A, Ya))
is TRUE

// ----------------------------------------- -----
PROTOCOLWide_Mouth_Frog_1; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kat, Kbt: SKey;
Ta, Ts: Field;

ASSUMPTIONS
believes(A, shared_key(Kat, A, S));
believes(S, shared_key(Kat, A, S));
believes(B, shared_key(Kbt, B, S));
believes(S, shared_key(Kbt, B, S));
believes(A, shared_key(Kab, A, B));
believes(S, fresh(Ta));
believes(B, fresh(Ts));
believes(S, controls(A, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
distinct(A, B);
distinct(A, S);
distinct(B, S);

MESSAGES
1. ? -> S: encrypt([Ta, shared_key(Kab, A, B)], Kat, A);
2. ? -> B: encrypt([Ts, shared_key(Kab, A, B)], Kbt, S);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 34): [omitted]
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critical properties for this theory:
believes(B, believes(S, Ts))
believes(B, believes(S, shared_key(Kab, A, B)))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(S, believes(A, Ta))
believes(S, believes(A, shared_key(Kab, A, B)))
believes(S, said(A, Ta))
believes(S, shared_key(Kab, A, B))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))

is FALSE
desired property: believes(A, believes(B, shared_key(Kab, A,

B)))
is FALSE

// --------------------------------------- -------
PROTOCOLWide_Mouth_Frog_2; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kat, Kbt: SKey;
Ta, Ts: Field;

ASSUMPTIONS
believes(A, shared_key(Kat, A, S));
believes(S, shared_key(Kat, A, S));
believes(B, shared_key(Kbt, B, S));
believes(S, shared_key(Kbt, B, S));
believes(A, shared_key(Kab, A, B));
believes(S, fresh(Ta));
believes(B, fresh(Ts));
believes(B, controls(S, believes(A, shared_key(?K, A,

B))));
believes(B, controls(A, shared_key(?K, A, B)));
distinct(A, B);
distinct(A, S);
distinct(B, S);

MESSAGES
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1. ? -> S: encrypt([Ta, shared_key(Kab, A, B)], Kat, A);
2. ? -> B: encrypt([Ts, believes(A, shared_key(Kab, A, B))],

Kbt, S);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 34): [omitted]

critical properties for this theory:
believes(B, believes(A, shared_key(Kab, A, B)))
believes(B, believes(S, Ts))
believes(B, believes(S, believes(A, shared_key(Kab, A,

B))))
believes(B, said(S, Ts))
believes(B, shared_key(Kab, A, B))
believes(S, believes(A, Ta))
believes(S, believes(A, shared_key(Kab, A, B)))
believes(S, said(A, Ta))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))

is TRUE
desired property: believes(A, believes(B, shared_key(Kab, A,

B)))
is FALSE

// ----------------------------------------- -----
PROTOCOLYahalom_2; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ra, Rb: Field;

ASSUMPTIONS
believes(A, shared_key(Kas, A, S));
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believes(B, shared_key(Kbs, B, S));
believes(A, fresh(Ra));
believes(B, fresh(Rb));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
distinct(A, B);
distinct(A, S);
distinct(B, S);

MESSAGES
1. ? -> S: encrypt([Ra, A], Kbs, B);
2. ? -> A: encrypt([Ra, shared_key(Kab, A, B)], Kas, S);
3. ? -> A: encrypt([Rb, shared_key(Kab, A, B)], Kbs, S);
4. ? -> B: encrypt([Rb, shared_key(Kab, A, B)], Kbs, S);
5. ? -> B: encrypt([Rb, shared_key(Kab, A, B)], Kab, A);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 40): [omitted]

critical properties for this theory:
believes(A, believes(S, Ra))
believes(A, believes(S, shared_key(Kab, A, B)))
believes(A, said(S, Ra))
believes(A, shared_key(Kab, A, B))
believes(B, believes(A, Rb))
believes(B, believes(A, shared_key(Kab, A, B)))
believes(B, believes(S, Rb))
believes(B, believes(S, shared_key(Kab, A, B)))
believes(B, said(A, Rb))
believes(B, said(S, Rb))
believes(B, shared_key(Kab, A, B))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))



B.1. BAN 147

is TRUE
desired property: believes(A, believes(B, shared_key(Kab, A,

B)))
is FALSE

// ----------------------------------------- -----
PROTOCOLYahalom_3; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ra, Rb: Field;

ASSUMPTIONS
believes(A, shared_key(Kas, A, S));
believes(B, shared_key(Kbs, B, S));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, S));
believes(S, shared_key(Kab, A, B));
believes(A, fresh(Ra));
believes(B, fresh(Rb));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(S, fresh(shared_key(Kab, A, B)));
believes(B, controls(S, fresh(shared_key(?K, A, B))));
believes(B, controls(A, believes(S, fresh(shared_key(?K, A,

B)))));
believes(A, controls(S, said(B, ?N)));
believes(B, secret(Rb, A, B));
distinct(A, B);
distinct(A, S);
distinct(B, S);

MESSAGES
1. ? -> S: encrypt([Ra, Rb], Kbs, B);
2. ? -> A: encrypt([shared_key(Kab, A, B),

fresh(shared_key(Kab, A, B)), Ra, Rb, said(B, Ra)],
Kas, S);

3. ? -> A: encrypt(shared_key(Kab, A, B), Kbs, S);
4. ? -> B: encrypt(shared_key(Kab, A, B), Kbs, S);
5. ? -> B: encrypt(combine([Rb, shared_key(Kab, A, B),

believes(S, fresh(shared_key(Kab, A, B)))], Rb), Kab,
A);

GOALS
believes(A, shared_key(Kab, A, B));
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believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, Ra));

END;

Final theory representation (size 60): [omitted]

critical properties for this theory:
believes(A, believes(B, Ra))
believes(A, believes(S, Ra))
believes(A, believes(S, Rb))
believes(A, believes(S, fresh(shared_key(Kab, A, B))))
believes(A, believes(S, said(B, Ra)))
believes(A, believes(S, shared_key(Kab, A, B)))
believes(A, said(B, Ra))
believes(A, said(S, Ra))
believes(A, said(S, Rb))
believes(A, shared_key(Kab, A, B))
believes(S, said(B, Ra))
believes(S, said(B, Rb))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is FALSE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))

is FALSE
desired property: believes(A, believes(B, Ra))

is TRUE

// --------------------------------------- -------
PROTOCOLYahalom_4; // Logic: BAN

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ra, Rb: Field;

ASSUMPTIONS
believes(A, shared_key(Kas, A, S));
believes(B, shared_key(Kbs, B, S));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, S));
believes(S, shared_key(Kab, A, B));
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believes(A, fresh(Ra));
believes(B, fresh(Rb));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(S, fresh(shared_key(Kab, A, B)));
believes(B, controls(S, fresh(shared_key(?K, A, B))));
believes(B, controls(A, believes(S, fresh(shared_key(?K, A,

B)))));
believes(A, controls(S, said(B, ?N)));
believes(B, secret(Rb, A, B));
distinct(A, B);
distinct(A, S);
distinct(B, S);

MESSAGES
1. ? -> S: encrypt([A, Ra], Kbs, B);
2. ? -> A: encrypt([shared_key(Kab, A, B), said(B, Ra), Ra],

Kas, S);
3. ? -> A: encrypt([shared_key(Kab, A, B), Rb], Kbs, S);
4. ? -> B: encrypt([shared_key(Kab, A, B), Rb], Kbs, S);
5. ? -> B: encrypt([Rb, shared_key(Kab, A, B)], Kab, A);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, believes(A, shared_key(Kab, A, B)));
believes(A, believes(B, Ra));

END;

Final theory representation (size 62): [omitted]

critical properties for this theory:
believes(A, believes(B, Ra))
believes(A, believes(S, Ra))
believes(A, believes(S, said(B, Ra)))
believes(A, believes(S, shared_key(Kab, A, B)))
believes(A, said(B, Ra))
believes(A, said(S, Ra))
believes(A, shared_key(Kab, A, B))
believes(B, believes(A, Rb))
believes(B, believes(A, shared_key(Kab, A, B)))
believes(B, believes(S, Rb))
believes(B, believes(S, shared_key(Kab, A, B)))
believes(B, said(A, Rb))
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believes(B, said(S, Rb))
believes(B, shared_key(Kab, A, B))
believes(S, said(B, A))
believes(S, said(B, Ra))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, believes(A, shared_key(Kab, A,
B)))

is TRUE
desired property: believes(A, believes(B, Ra))

is TRUE

B.2 AUTLOG
AUTLOG, with sampleprotocolspecificationsandREVERE analyses:

LOGIC AUTLOG;

REWRITES
comma_commutative:

comma(?X, ?Y) = comma(?Y, ?X)
comma_associative_1:

comma(comma(?X, ?Y), ?Z) = comma(?X, comma(?Y, ?Z))
comma_associative_2:

comma(?X, comma(?Y, ?Z)) = comma(comma(?X, ?Y), ?Z)
shared_key_commutative:

shared_key(?K, ?Q, ?R) = shared_key(?K, ?R, ?Q)
secret_commutative:

secret(?Y, ?Q, ?R) = secret(?Y, ?R, ?Q)

S-RULES
seeing_list:

sees(?P, comma(?X, ?Y))
-------------------------

sees(?P, ?X)

list_said:
believes(?P, said(?Q, comma(?X, ?Y)))

-------------------------------------- -
believes(?P, said(?Q, ?X))
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list_rec_said:
believes(?P, says(?Q, comma(?X, ?Y)))

---------------------------------------
believes(?P, says(?Q, ?X))

nonce_verification:
believes(?P, fresh(?X))
believes(?P, said(?Q, ?X))

----------------------------
believes(?P, says(?Q, ?X))

jurisdiction:
believes(?P, controls(?Q, ?X))
believes(?P, says(?Q, ?X))

--------------------------------
believes(?P, ?X)

seeing_shared:
sees(?P, shared_key(?K, ?P, ?Q))
sees(?P, encrypt(?X, ?K, ?B))

----------------------------------
sees(?P, ?X)

auth_shared:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K, ?R))
believes(?P, recognizable(?X))

---------------------------------------- -----
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K))
believes(?P, said(?Q, encrypt(?X, ?K, ?R)))

key_shared:
sees(?P, encrypt(?X, ?K, ?R))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))

---------------------------------------- --------
believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))

contents_shared:
believes(?P, says(?Q, encrypt(?X, ?K, ?R)))
believes(?P, shared_key(?K, ?P, ?Q))

---------------------------------------- -----
believes(?P, says(?Q, ?X))
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auth_mac:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, mac(?K, ?X))
sees(?P, ?X)

--------------------------------------
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K))
believes(?P, said(?Q, mac(?K, ?X)))

key_mac:
sees(?P, mac(?K, ?X))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))

-------------------------------------- ----------
believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))

contents_mac:
believes(?P, says(?Q, mac(?K, ?X)))
believes(?P, shared_key(?K, ?P, ?Q))

--------------------------------------
believes(?P, says(?Q, ?X))

seeing_secret:
sees(?P, combine(?X, ?Y))

---------------------------
sees(?P, ?X)

auth_secret:
believes(?P, secret(?Y, ?Q, ?P))
sees(?P, combine(?X, ?Y))

-------------------------------------- ---
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?Y))
believes(?P, said(?Q, combine(?X, ?Y)))

key_secret:
sees(?P, combine(?X, ?Y))
believes(?P, secret(?Y, ?P, ?Q))
believes(?P, says(?Q, ?X))

-------------------------------------- ------
believes(?P, says(?Q, secret(?Y, ?P, ?Q)))

contents_secret:
believes(?P, says(?Q, combine(?X, ?Y)))
believes(?P, secret(?Y, ?P, ?Q))
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---------------------------------------- -
believes(?P, says(?Q, ?X))

seeing_public:
sees(?P, public_key(?K, ?P))
sees(?P, encrypt(?X, ?K, ?R))

-------------------------------
sees(?P, ?X)

seeing_sig:
sees(?P, public_key(?K1, ?Q))
sees(?P, encrypt(?X, ?K2, ?B))
inv(?K1, ?K2)

--------------------------------
sees(?P, ?X)

auth_sig:
sees(?P, encrypt(?X, ?K2, ?R))
believes(?P, public_key(?K1, ?Q))
believes(?P, recognizable(?X))
inv(?K1, ?K2)

---------------------------------------- ------
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K2))
believes(?P, said(?Q, encrypt(?X, ?K2, ?R)))

key_sig:
sees(?P, encrypt(?X, ?K2, ?R))
believes(?P, public_key(?K1, ?Q))
believes(?P, says(?Q, ?X))
inv(?K1, ?K2)

---------------------------------------- -----
believes(?P, says(?Q, public_key(?K1, ?Q)))

contents_sig:
believes(?P, says(?Q, encrypt(?X, ?K2, ?R)))
believes(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

---------------------------------------- ------
believes(?P, says(?Q, ?X))

contents_hash:
believes(?P, said(?Q, hash(?X)))
sees(?P, ?X)

----------------------------------
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believes(?P, said(?Q, ?X))

G-RULES
freshness_list:

believes(?P, fresh(?X))
------------------------------------

believes(?P, fresh(comma(?X, ?Y)))

recognizing_list:
believes(?P, recognizable(?X))

-------------------------------------- -----
believes(?P, recognizable(comma(?X, ?Y)))

freshness_shared_1:
believes(?P, fresh(?X))
sees(?P, shared_key(?K, ?P, ?Q))

-------------------------------------- ----
believes(?P, fresh(encrypt(?X, ?K, ?R)))

freshness_shared_2:
believes(?P, fresh(shared_key(?K, ?P, ?Q)))
sees(?P, shared_key(?K, ?P, ?Q))

-------------------------------------- -------
believes(?P, fresh(encrypt(?X, ?K, ?R)))

recognizing_shared:
believes(?P, recognizable(?X))
sees(?P, shared_key(?K, ?P, ?Q))

-------------------------------------- -----------
believes(?P, recognizable(encrypt(?X, ?K, ?R)))

freshness_mac_1:
believes(?P, fresh(?X))
sees(?P, shared_key(?K, ?P, ?Q))

----------------------------------
believes(?P, fresh(mac(?K, ?X)))

freshness_mac_2:
believes(?P, fresh(shared_key(?K, ?P, ?Q)))
sees(?P, shared_key(?K, ?P, ?Q))

-------------------------------------- -------
believes(?P, fresh(mac(?K, ?X)))

recognizing_mac:
believes(?P, recognizable(?X))
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sees(?P, shared_key(?K, ?P, ?Q))
---------------------------------------- -

believes(?P, recognizable(mac(?K, ?X)))

freshness_secret_1:
believes(?P, fresh(?X))

--------------------------------------
believes(?P, fresh(combine(?X, ?Y)))

freshness_secret_2:
believes(?P, fresh(secret(?Y, ?P, ?Q)))

---------------------------------------- -
believes(?P, fresh(combine(?X, ?Y)))

recognizing_secret:
believes(?P, recognizable(?X))

---------------------------------------- -----
believes(?P, recognizable(combine(?X, ?Y)))

freshness_public_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K, ?Q))

---------------------------------------- --
believes(?P, fresh(encrypt(?X, ?K, ?R)))

freshness_public_2:
believes(?P, fresh(public_key(?K, ?Q)))
sees(?P, public_key(?K, ?Q))

---------------------------------------- --
believes(?P, fresh(encrypt(?X, ?K, ?R)))

recognizing_public:
believes(?P, recognizable(?X))
believes(?P, public_key(?K, ?P))

---------------------------------------- ---------
believes(?P, recognizable(encrypt(?X, ?K, ?R)))

freshness_sig_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

---------------------------------------- ---
believes(?P, fresh(encrypt(?X, ?K2, ?R)))

freshness_sig_2:
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believes(?P, fresh(public_key(?K1, ?Q)))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

-------------------------------------- -----
believes(?P, fresh(encrypt(?X, ?K2, ?R)))

recognizing_sig:
believes(?P, recognizable(?X))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

-------------------------------------- ----------- -
believes(?P, recognizable(encrypt(?X, ?K2, ?R)))

freshness_hash:
believes(?P, fresh(?X))

-------------------------------
believes(?P, fresh(hash(?X)))

recognizing_hash:
believes(?P, recognizable(?X))

--------------------------------------
believes(?P, recognizable(hash(?X)))

END;

// --------------------------------------- -------
PROTOCOLChallenge_1; // Logic: AUTLOG

VARIABLES
A, B: Principal;
Kab: SKey;
Rb: Field;

ASSUMPTIONS
believes(B, fresh(Rb));
believes(B, secret(Rb, A, B));

MESSAGES
1. ? -> A: encrypt(secret(Rb, A, B), Kab, B);
2. ? -> B: combine(Rb, Rb);

GOALS
believes(B, says(A, Rb));
believes(A, said(B, secret(Rb, A, B)));

END;
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Final theory representation (size 10):
believes(B, fresh(Rb))
believes(B, said(A, Rb))
believes(B, said(A, combine(Rb, Rb)))
believes(B, says(A, Rb))
believes(B, says(A, combine(Rb, Rb)))
believes(B, says(A, secret(Rb, A, B)))
believes(B, secret(Rb, A, B))
sees(A, encrypt(secret(Rb, A, B), Kab, B))
sees(B, Rb)
sees(B, combine(Rb, Rb))

critical properties for this theory:
believes(B, said(A, Rb))
believes(B, says(A, Rb))
believes(B, says(A, combine(Rb, Rb)))
believes(B, says(A, secret(Rb, A, B)))

desired property: believes(B, says(A, Rb))
is TRUE

desired property: believes(A, said(B, secret(Rb, A, B)))
is FALSE

// ----------------------------------------- -----
PROTOCOLChallenge_2; // Logic: AUTLOG

VARIABLES
A, B: Principal;
Kab: SKey;
Rb: Field;

ASSUMPTIONS
believes(B, fresh(Rb));
believes(B, recognizable(Rb));
believes(B, shared_key(Kab, A, B));
sees(B, shared_key(Kab, A, B));

MESSAGES
1. ? -> A: Rb;
2. ? -> B: encrypt(Rb, Kab, A);

GOALS
believes(B, says(A, Rb));

END;
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Final theory representation (size 13):
believes(B, fresh(Rb))
believes(B, recognizable(Rb))
believes(B, said(A, Kab))
believes(B, said(A, Rb))
believes(B, said(A, encrypt(Rb, Kab, A)))
believes(B, says(A, Rb))
believes(B, says(A, encrypt(Rb, Kab, A)))
believes(B, says(A, shared_key(Kab, A, B)))
believes(B, shared_key(Kab, A, B))
sees(A, Rb)
sees(B, Rb)
sees(B, encrypt(Rb, Kab, A))
sees(B, shared_key(Kab, A, B))

critical properties for this theory:
believes(B, said(A, Kab))
believes(B, said(A, Rb))
believes(B, says(A, Rb))
believes(B, says(A, encrypt(Rb, Kab, A)))
believes(B, says(A, shared_key(Kab, A, B)))

desired property: believes(B, says(A, Rb))
is TRUE

// --------------------------------------- -------
PROTOCOLKerberos_Autlog; // Logic: AUTLOG

VARIABLES
A, B, S: Principal;
Kab, Kas, Kbs: SKey;
Ta, Ts: Field;

ASSUMPTIONS
believes(A, shared_key(Kas, S, A));
believes(B, shared_key(Kbs, S, B));
believes(S, shared_key(Kas, A, S));
believes(S, shared_key(Kbs, B, S));
believes(S, shared_key(Kab, A, B));
believes(A, controls(S, shared_key(?K, A, B)));
believes(B, controls(S, shared_key(?K, A, B)));
believes(A, fresh(Ts));
believes(B, fresh(Ts));
believes(A, fresh(Ta));
believes(B, fresh(Ta));
believes(A, recognizable(shared_key(Kab, A, B)));
believes(B, recognizable(shared_key(Kab, A, B)));
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sees(A, shared_key(Kas, S, A));
sees(B, shared_key(Kbs, S, B));
sees(S, shared_key(Kas, A, S));
sees(S, shared_key(Kbs, B, S));
sees(S, shared_key(Kab, A, B));

MESSAGES
1. ? -> A: encrypt([Ts, shared_key(Kab, A, B), encrypt([Ts,

shared_key(Kab, A, B)], Kbs, S)], Kas, S);
2. ? -> B: [encrypt([Ts, shared_key(Kab, A, B)], Kbs, S),

encrypt([Ta, shared_key(Kab, A, B)], Kab, A)];
3. ? -> A: encrypt([Ta, shared_key(Kab, A, B)], Kab, B);

GOALS
believes(A, shared_key(Kab, A, B));
believes(B, shared_key(Kab, A, B));
believes(B, says(A, shared_key(Kab, A, B)));
believes(A, says(B, shared_key(Kab, A, B)));

END;

Final theory representation (size 79): [omitted]

critical properties for this theory:
believes(A, said(B, Kab))
believes(A, said(B, Ta))
believes(A, said(S, Kas))
believes(A, said(S, Ts))
believes(A, says(B, Ta))
believes(A, says(B, encrypt([Ta, shared_key(Kab, A, B)],

Kab, B)))
believes(A, says(B, shared_key(Kab, A, B)))
believes(A, says(S, Ts))
believes(A, says(S, encrypt([Ts, encrypt([Ts,

shared_key(Kab, A, B)], Kbs, S), shared_key(Kab, A,
B)], Kas, S)))

believes(A, says(S, encrypt([Ts, shared_key(Kab, A, B)],
Kbs, S)))

believes(A, says(S, shared_key(Kab, A, B)))
believes(A, says(S, shared_key(Kas, A, S)))
believes(A, shared_key(Kab, A, B))
believes(A, shared_key(Kas, A, S))
believes(B, said(A, Kab))
believes(B, said(A, Ta))
believes(B, said(S, Kbs))
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believes(B, said(S, Ts))
believes(B, says(A, Ta))
believes(B, says(A, encrypt([Ta, shared_key(Kab, A, B)],

Kab, A)))
believes(B, says(A, shared_key(Kab, A, B)))
believes(B, says(S, Ts))
believes(B, says(S, encrypt([Ts, shared_key(Kab, A, B)],

Kbs, S)))
believes(B, says(S, shared_key(Kab, A, B)))
believes(B, says(S, shared_key(Kbs, B, S)))
believes(B, shared_key(Kab, A, B))
believes(B, shared_key(Kbs, B, S))

desired property: believes(A, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, shared_key(Kab, A, B))
is TRUE

desired property: believes(B, says(A, shared_key(Kab, A, B)))
is TRUE

desired property: believes(A, says(B, shared_key(Kab, A, B)))
is TRUE

B.3 Accountability
Kailar’s accountabilitylogic, with sampleprotocol specificationsand REVERE
analyses:

LOGIC Accountability;

REWRITES
comma_commutative:

comma(?X, ?Y) = comma(?Y, ?X)
comma_associative_1:

comma(comma(?X, ?Y), ?Z) = comma(?X, comma(?Y, ?Z))
comma_associative_2:

comma(?X, comma(?Y, ?Z)) = comma(comma(?X, ?Y), ?Z)

S-RULES
inf:

implies(?X, ?Y)
can_prove(?P, ?X)

-------------------
can_prove(?P, ?Y)



B.3. ACCOUNTABILITY 161

conj:
can_prove(?P, comma(?X, ?Y))

------------------------------
can_prove(?P, ?X)

sign:
receives(?P, signed_with(?M, ?K’))
can_prove(?P, authenticates(?K, ?Q))
inv(?K, ?K’)

--------------------------------------
can_prove(?P, says(?Q, ?M))

extract_comma_1:
can_prove(?P, says(?Q, comma(?X, ?Y)))

----------------------------------------
can_prove(?P, says(?Q, ?X))

extract_comma_2:
receives(?P, comma(?X, ?Y))

-----------------------------
receives(?P, ?X)

extract_signed:
receives(?P, signed_with(?X, ?K))

-----------------------------------
receives(?P, ?X)

trust:
can_prove(?P, says(?Q, ?X))
can_prove(?P, is_trusted_on(?Q, ?X))

--------------------------------------
can_prove(?P, ?X)

END;

// ----------------------------------------- -----
PROTOCOLNetbill_1; // Logic: Accountability

VARIABLES
E, P, S: Principal;
Kb’, Ke, Ke’, Ks, Ks’: PKey;
Service, ServiceAck: Field;

ASSUMPTIONS
can_prove(S, authenticates(Ke, E));
can_prove(E, authenticates(Ks, S));
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can_prove(S, authenticates(Kb, B));
can_prove(E, authenticates(Kb, B));
implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), RendersItem(S));
implies(says(E, ServiceAck), ReceivesItem(E));
knows_key(S, Ks’);
knows_key(E, Ke’);
knows_key(B, Kb’);
inv(Ks, Ks’);
inv(Ke, Ke’);
inv(Kb, Kb’);

MESSAGES
1. ? -> E: signed_with(Price(P), Ks’);
2. ? -> S: signed_with([signed_with(Price(P), Ks’),

Price(P)], Ke’);
3. ? -> E: signed_with(Service, Ks’);
4. ? -> S: signed_with(ServiceAck, Ke’);
5. ? -> S:

[signed_with(encrypt([signed_with (
[signed_with(Price(P), Ks’), Price(P)], Ke’),

signed_with(ServiceAck, Ke’)], Ks), Kb’),
signed_with(encrypt([signed_with( [signed_wit h(Price(P) ,
Ks’), Price(P)], Ke’), signed_with(ServiceAck, Ke’)],
Ke), Kb’)];

6. ? -> E:
signed_with(encrypt([signed_with( [signed_wit h(Price(P) ,
Ks’), Price(P)], Ke’), signed_with(ServiceAck, Ke’)],
Ke), Kb’);

GOALS
can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));
can_prove(E, RendersItem(S));
can_prove(S, ReceivesItem(E));
can_prove(E, says(B, [signed_with([signed_with(Price(P),

Ks’), Price(P)], Ke’), signed_with(ServiceAck,
Ke’)]));

can_prove(S, says(B, [signed_with([signed_with(Price(P),
Ks’), Price(P)], Ke’), signed_with(ServiceAck,
Ke’)]));

END;



B.3. ACCOUNTABILITY 163

Final theory representation (size 44):
can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, RendersItem(S))
can_prove(E, authenticates(Kb, B))
can_prove(E, authenticates(Ks, S))
can_prove(E, says(B, encrypt([signed_with(ServiceAck, Ke’),

signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ke)))

can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(S, AgreesTo(E, Price(P)))
can_prove(S, ReceivesItem(E))
can_prove(S, authenticates(Kb, B))
can_prove(S, authenticates(Ke, E))
can_prove(S, says(B, encrypt([signed_with(ServiceAck, Ke’),

signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ke)))

can_prove(S, says(B, encrypt([signed_with(ServiceAck, Ke’),
signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ks)))

can_prove(S, says(E, Price(P)))
can_prove(S, says(E, ServiceAck))
can_prove(S, says(E, [Price(P), signed_with(Price(P),

Ks’)]))
can_prove(S, says(E, signed_with(Price(P), Ks’)))
implies(says(E, Price(?CAN0)), AgreesTo(E, Price(?CAN0)))
implies(says(E, ServiceAck), ReceivesItem(E))
implies(says(S, Price(?CAN0)), AgreesTo(S, Price(?CAN0)))
implies(says(S, Service), RendersItem(S))
inv(Kb, Kb’)
inv(Ke, Ke’)
inv(Ks, Ks’)
knows_key(B, Kb’)
knows_key(E, Ke’)
knows_key(S, Ks’)
receives(E, Price(P))
receives(E, Service)
receives(E, encrypt([signed_with(ServiceAck, Ke’),

signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ke))

receives(E, signed_with(Price(P), Ks’))
receives(E, signed_with(Service, Ks’))
receives(E, signed_with(encrypt([signed_with(Servic eAck,

Ke’), signed_with([Price(P), signed_with(Price(P),
Ks’)], Ke’)], Ke), Kb’))
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receives(S, Price(P))
receives(S, ServiceAck)
receives(S, [Price(P), signed_with(Price(P), Ks’)])
receives(S, [signed_with(encrypt([signed_with(Ser viceAck,

Ke’), signed_with([Price(P), signed_with(Price(P),
Ks’)], Ke’)], Ke), Kb’),
signed_with(encrypt([signed_with( ServiceAck, Ke’),
signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ks), Kb’)])

receives(S, encrypt([signed_with(ServiceAck, Ke’),
signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ke))

receives(S, encrypt([signed_with(ServiceAck, Ke’),
signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ks))

receives(S, signed_with(Price(P), Ks’))
receives(S, signed_with(ServiceAck, Ke’))
receives(S, signed_with([Price(P), signed_with(Price(P),

Ks’)], Ke’))
receives(S, signed_with(encrypt([signed_with(Serv iceAck,

Ke’), signed_with([Price(P), signed_with(Price(P),
Ks’)], Ke’)], Ke), Kb’))

receives(S, signed_with(encrypt([signed_with(Serv iceAck,
Ke’), signed_with([Price(P), signed_with(Price(P),
Ks’)], Ke’)], Ks), Kb’))

critical properties for this theory:
can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, RendersItem(S))
can_prove(E, says(B, encrypt([signed_with(ServiceAck, Ke’),

signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ke)))

can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(S, AgreesTo(E, Price(P)))
can_prove(S, ReceivesItem(E))
can_prove(S, says(B, encrypt([signed_with(ServiceAck, Ke’),

signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ke)))

can_prove(S, says(B, encrypt([signed_with(ServiceAck, Ke’),
signed_with([Price(P), signed_with(Price(P), Ks’)],
Ke’)], Ks)))

can_prove(S, says(E, Price(P)))
can_prove(S, says(E, ServiceAck))
can_prove(S, says(E, signed_with(Price(P), Ks’)))
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desired property: can_prove(E, AgreesTo(S, Price(P)))
is TRUE

desired property: can_prove(S, AgreesTo(E, Price(P)))
is TRUE

desired property: can_prove(E, RendersItem(S))
is TRUE

desired property: can_prove(S, ReceivesItem(E))
is TRUE

desired property: can_prove(E, says(B,
[signed_with([signed_with(Price(P), Ks’), Price(P)],
Ke’), signed_with(ServiceAck, Ke’)]))

is FALSE
desired property: can_prove(S, says(B,

[signed_with([signed_with(Price(P), Ks’), Price(P)],
Ke’), signed_with(ServiceAck, Ke’)]))

is FALSE

// ----------------------------------------- -----
PROTOCOLNetbill_1a; // Logic: Accountability

VARIABLES
B, E, P, S: Principal;
Kb, Kb’, Ke, Ke’, Ks, Ks’: PKey;
Service, ServiceAck: Field;

ASSUMPTIONS
can_prove(S, authenticates(Ke, E));
can_prove(E, authenticates(Ks, S));
can_prove(S, authenticates(Kb, B));
can_prove(E, authenticates(Kb, B));
implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), RendersItem(S));
implies(says(E, ServiceAck), ReceivesItem(E));
knows_key(S, Ks’);
knows_key(E, Ke’);
knows_key(B, Kb’);
inv(Ks, Ks’);
inv(Ke, Ke’);
inv(Kb, Kb’);

MESSAGES
1. ? -> E: signed_with(Price(P), Ks’);
2. ? -> S: signed_with([signed_with(Price(P), Ks’),

Price(P)], Ke’);
3. ? -> E: signed_with(Service, Ks’);
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4. ? -> S: signed_with(ServiceAck, Ke’);
5. ? -> B:

encrypt(signed_with([signed_with( [signed_wit h(Price(P) ,
Ks’), Price(P)], Ke’), signed_with(ServiceAck, Ke’)],
Ks’), Kb);

6. ? -> S:
[encrypt(signed_with([signed_with (

[signed_with(Price(P), Ks’), Price(P)], Ke’),
signed_with(ServiceAck, Ke’)], Kb’), Ks),
encrypt(signed_with([signed_with( [signed_wit h(Price(P) ,
Ks’), Price(P)], Ke’), signed_with(ServiceAck, Ke’)],
Kb’), Ke)];

7. ? -> E:
encrypt(signed_with([signed_with( [signed_wit h(Price(P) ,
Ks’), Price(P)], Ke’), signed_with(ServiceAck, Ke’)],
Kb’), Ke);

GOALS
can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));
can_prove(E, RendersItem(S));
can_prove(S, ReceivesItem(E));
can_prove(E, says(B, [signed_with([signed_with(Price(P),

Ks’), Price(P)], Ke’), signed_with(ServiceAck,
Ke’)]));

can_prove(S, says(B, [signed_with([signed_with(Price(P),
Ks’), Price(P)], Ke’), signed_with(ServiceAck,
Ke’)]));

END;

Final theory representation (size 39): [omitted]

critical properties for this theory:
can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, RendersItem(S))
can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(S, AgreesTo(E, Price(P)))
can_prove(S, ReceivesItem(E))
can_prove(S, says(E, Price(P)))
can_prove(S, says(E, ServiceAck))
can_prove(S, says(E, signed_with(Price(P), Ks’)))

desired property: can_prove(E, AgreesTo(S, Price(P)))
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is TRUE
desired property: can_prove(S, AgreesTo(E, Price(P)))

is TRUE
desired property: can_prove(E, RendersItem(S))

is TRUE
desired property: can_prove(S, ReceivesItem(E))

is TRUE
desired property: can_prove(E, says(B,

[signed_with([signed_with(Price(P), Ks’), Price(P)],
Ke’), signed_with(ServiceAck, Ke’)]))

is FALSE
desired property: can_prove(S, says(B,

[signed_with([signed_with(Price(P), Ks’), Price(P)],
Ke’), signed_with(ServiceAck, Ke’)]))

is FALSE

// ----------------------------------------- -----
PROTOCOLNetbill_2; // Logic: Accountability

VARIABLES
B, E, P, S: Principal;
Keb, Kes: SKey;
Kb, Kb’, Ks, Ks’: PKey;
Service, ServiceAck: Field;

ASSUMPTIONS
can_prove(S, authenticates(Ke, E));
can_prove(E, authenticates(Ks, S));
can_prove(S, authenticates(Kb, B));
can_prove(E, authenticates(Kb, B));
implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), RendersItem(S));
implies(says(E, ServiceAck), ReceivesItem(E));
knows_key(S, Ks’);
knows_key(E, Ke’);
knows_key(B, Kb’);
knows_key(S, Kes);
knows_key(E, Kes);
knows_key(B, Keb);
knows_key(E, Keb);
inv(Keb, Keb);
inv(Kes, Kes);
inv(Ks, Ks’);
inv(Ke, Ke’);
inv(Kb, Kb’);
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MESSAGES
1. ? -> E: signed_with(Price(P), Ks’);
2. ? -> S: [encrypt([signed_with(Price(P), Ks’), Price(P)],

Keb), encrypt(Price(P), Kes)];
3. ? -> E: signed_with(Service, Ks’);
4. ? -> S: [encrypt(ServiceAck, Kes), encrypt(ServiceAck,

Keb)];
5. ? -> B:

signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Kb),
Ks’);

6. ? -> S:
[signed_with(encrypt([encrypt([si gned_with(P rice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb),
Kb’),
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Ks),
Kb’)];

7. ? -> E:
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb),
Kb’);

GOALS
can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));
can_prove(E, RendersItem(S));
can_prove(S, ReceivesItem(E));
can_prove(E, says(B, [encrypt([signed_with(Price(P), Ks’),

Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]));

can_prove(S, says(B, [encrypt([signed_with(Price(P), Ks’),
Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]));

END;

Final theory representation (size 46): [omitted]

critical properties for this theory:
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can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, RendersItem(S))
can_prove(E, says(B, encrypt([encrypt([Price(P),

signed_with(Price(P), Ks’)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb)))

can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(S, says(B, encrypt([encrypt([Price(P),

signed_with(Price(P), Ks’)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb)))

can_prove(S, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks’)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Ks)))

desired property: can_prove(E, AgreesTo(S, Price(P)))
is TRUE

desired property: can_prove(S, AgreesTo(E, Price(P)))
is FALSE

desired property: can_prove(E, RendersItem(S))
is TRUE

desired property: can_prove(S, ReceivesItem(E))
is FALSE

desired property: can_prove(E, says(B,
[encrypt([signed_with(Price(P), Ks’), Price(P)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]))

is FALSE
desired property: can_prove(S, says(B,

[encrypt([signed_with(Price(P), Ks’), Price(P)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]))

is FALSE

// ----------------------------------------- -----
PROTOCOLNetbill_2a; // Logic: Accountability

VARIABLES
B, E, P, S: Principal;
Keb: SKey;
Kb, Kb’, Ke’, Ks, Ks’: PKey;
Service, ServiceAck: Field;

ASSUMPTIONS
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can_prove(S, authenticates(Ke, E));
can_prove(E, authenticates(Ks, S));
can_prove(S, authenticates(Kb, B));
can_prove(E, authenticates(Kb, B));
implies(says(S, Price(?Amt)), AgreesTo(S, Price(?Amt)));
implies(says(E, Price(?Amt)), AgreesTo(E, Price(?Amt)));
implies(says(S, Service), RendersItem(S));
implies(says(E, ServiceAck), ReceivesItem(E));
knows_key(S, Ks’);
knows_key(E, Ke’);
knows_key(B, Kb’);
knows_key(S, Kes);
knows_key(E, Kes);
knows_key(B, Keb);
knows_key(E, Keb);
inv(Keb, Keb);
inv(Kes, Kes);
inv(Ks, Ks’);
inv(Ke, Ke’);
inv(Kb, Kb’);

MESSAGES
1. ? -> E: signed_with(Price(P), Ks’);
2. ? -> S: [encrypt([signed_with(Price(P), Ks’), Price(P)],

Keb), signed_with(Price(P), Ke’)];
3. ? -> E: signed_with(Service, Ks’);
4. ? -> S: [signed_with(ServiceAck, Ke’),

encrypt(ServiceAck, Keb)];
5. ? -> B:

signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Kb),
Ks’);

6. ? -> S:
[signed_with(encrypt([encrypt([si gned_with(P rice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb),
Kb’),
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Ks),
Kb’)];

7. ? -> E:
signed_with(encrypt([encrypt([sig ned_with(Pr ice(P),
Ks’), Price(P)], Keb), signed_with(Price(P), Ks’),
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signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb),
Kb’);

GOALS
can_prove(E, AgreesTo(S, Price(P)));
can_prove(S, AgreesTo(E, Price(P)));
can_prove(E, RendersItem(S));
can_prove(S, ReceivesItem(E));
can_prove(E, says(B, [encrypt([signed_with(Price(P), Ks’),

Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]));

can_prove(S, says(B, [encrypt([signed_with(Price(P), Ks’),
Price(P)], Keb), signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]));

END;

Final theory representation (size 52): [omitted]

critical properties for this theory:
can_prove(E, AgreesTo(S, Price(P)))
can_prove(E, RendersItem(S))
can_prove(E, says(B, encrypt([encrypt([Price(P),

signed_with(Price(P), Ks’)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb)))

can_prove(E, says(S, Price(P)))
can_prove(E, says(S, Service))
can_prove(S, AgreesTo(E, Price(P)))
can_prove(S, ReceivesItem(E))
can_prove(S, says(B, encrypt([encrypt([Price(P),

signed_with(Price(P), Ks’)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Keb)))

can_prove(S, says(B, encrypt([encrypt([Price(P),
signed_with(Price(P), Ks’)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)], Ks)))

can_prove(S, says(E, Price(P)))
can_prove(S, says(E, ServiceAck))

desired property: can_prove(E, AgreesTo(S, Price(P)))
is TRUE

desired property: can_prove(S, AgreesTo(E, Price(P)))
is TRUE
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desired property: can_prove(E, RendersItem(S))
is TRUE

desired property: can_prove(S, ReceivesItem(E))
is TRUE

desired property: can_prove(E, says(B,
[encrypt([signed_with(Price(P), Ks’), Price(P)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]))

is FALSE
desired property: can_prove(S, says(B,

[encrypt([signed_with(Price(P), Ks’), Price(P)], Keb),
signed_with(Price(P), Ks’),
signed_with(encrypt(ServiceAck, Keb), Ks’)]))

is FALSE

// --------------------------------------- -------
PROTOCOLSPX; // Logic: Accountability

VARIABLES
C, S: Principal;
Kcdc’, Kdel, Kta1’, Kta2’: SKey;
Kc, Kc’, Ks: PKey;

ASSUMPTIONS
can_prove(C, authenticates(Kcdc, CDC));
can_prove(S, authenticates(Kcdc, CDC));
can_prove(C, authenticates(Kta1, TA1));
can_prove(S, authenticates(Kta2, TA2));
can_prove(C, is_trusted_on(CDC, ?X));
can_prove(S, is_trusted_on(CDC, ?X));
can_prove(C, is_trusted_on(TA1, ?X));
can_prove(S, is_trusted_on(TA2, ?X));
can_prove(S, is_trusted_on(C, authenticates(?K, C)));
knows_key(S, Ks’);
knows_key(C, Kc’);
knows_key(CDC, Kcdc’);
inv(Ks, Ks’);
inv(Kc, Kc’);
inv(Kdel, Kdel’);
inv(Kcdc, Kcdc’);
inv(Kta1, Kta1’);
inv(Kta2, Kta2’);

MESSAGES
1. ? -> C: signed_with(signed_with(authenticates( Ks, S),

Kta1’), Kcdc’);



B.4. RV 173

2. ? -> S: signed_with(authenticates(Kdel, C), Kc’);
3. ? -> S: signed_with(signed_with(authenticates(Kc , C),

Kta2’), Kcdc’);

GOALS
can_prove(C, authenticates(Ks, S));
can_prove(S, authenticates(Kc, C));
can_prove(S, authenticates(Kdel, C));

END;

Final theory representation (size 36): [omitted]

critical properties for this theory:
can_prove(C, authenticates(Ks, S))
can_prove(C, is_trusted_on(CDC, ?CAN0))
can_prove(C, is_trusted_on(TA1, ?CAN0))
can_prove(C, says(CDC, signed_with(authenticates(Ks, S),

Kta1’)))
can_prove(C, says(TA1, authenticates(Ks, S)))
can_prove(C, signed_with(authenticates(Ks, S), Kta1’))
can_prove(S, authenticates(Kc, C))
can_prove(S, authenticates(Kdel, C))
can_prove(S, is_trusted_on(C, authenticates(?CAN0, C)))
can_prove(S, is_trusted_on(CDC, ?CAN0))
can_prove(S, is_trusted_on(TA2, ?CAN0))
can_prove(S, says(C, authenticates(Kdel, C)))
can_prove(S, says(CDC, signed_with(authenticates(Kc, C),

Kta2’)))
can_prove(S, says(TA2, authenticates(Kc, C)))
can_prove(S, signed_with(authenticates(Kc, C), Kta2’))

desired property: can_prove(C, authenticates(Ks, S))
is TRUE

desired property: can_prove(S, authenticates(Kc, C))
is TRUE

desired property: can_prove(S, authenticates(Kdel, C))
is TRUE

B.4 RV

RV rulesandrewrites,with sampleprotocolspecificationsandREVERE analyses:

LOGIC RV;
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REWRITES
comma_commutative:

comma(?X, ?Y) = comma(?Y, ?X)
comma_associative_1:

comma(comma(?X, ?Y), ?Z) = comma(?X, comma(?Y, ?Z))
comma_associative_2:

comma(?X, comma(?Y, ?Z)) = comma(comma(?X, ?Y), ?Z)
seq_associative_1:

seq(seq(?X, ?Y), ?Z) = seq(?X, seq(?Y, ?Z))
seq_associative_2:

seq(?X, seq(?Y, ?Z)) = seq(seq(?X, ?Y), ?Z)
shared_key_commutative:

shared_key(?K, ?Q, ?R) = shared_key(?K, ?R, ?Q)
secret_commutative:

secret(?Y, ?Q, ?R) = secret(?Y, ?R, ?Q)

S-RULES
seeing_list:

sees(?P, comma(?X, ?Y))
-------------------------

sees(?P, ?X)

seeing_seq:
sees(?P, seq(?X, ?Y))

-----------------------
sees(?P, ?X)
sees(?P, ?Y)

seeing_tagged:
sees(?P, tagged(?T, ?Y))

--------------------------
sees(?P, ?Y)

list_said:
believes(?P, said(?Q, comma(?X, ?Y)))

-------------------------------------- -
believes(?P, said(?Q, ?X))

list_says:
believes(?P, says(?Q, comma(?X, ?Y)))

-------------------------------------- -
believes(?P, says(?Q, ?X))

nonce_verification:
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believes(?P, fresh(?X))
believes(?P, said(?Q, ?X))

----------------------------
believes(?P, says(?Q, ?X))

jurisdiction:
believes(?P, controls(?Q, ?X))
believes(?P, says(?Q, ?X))

--------------------------------
believes(?P, ?X)

seeing_shared:
sees(?P, shared_key(?K, ?Q, ?R))
sees(?P, encrypt(?X, ?K))

----------------------------------
sees(?P, ?X)

auth_shared:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, encrypt(?X, ?K))

---------------------------------------- -
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K))
believes(?P, said(?Q, encrypt(?X, ?K)))

key_shared:
sees(?P, encrypt(?X, ?K))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))

---------------------------------------- --------
believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))

contents_shared:
believes(?P, says(?Q, encrypt(?X, ?K)))
believes(?P, shared_key(?K, ?P, ?Q))

---------------------------------------- -
believes(?P, says(?Q, ?X))

auth_mac:
believes(?P, shared_key(?K, ?Q, ?P))
sees(?P, mac(?K, ?X))
sees(?P, ?X)

--------------------------------------
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K))
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believes(?P, said(?Q, mac(?K, ?X)))

key_mac:
sees(?P, mac(?K, ?X))
believes(?P, shared_key(?K, ?P, ?Q))
believes(?P, says(?Q, ?X))

-------------------------------------- ----------
believes(?P, says(?Q, shared_key(?K, ?P, ?Q)))

contents_mac:
believes(?P, says(?Q, mac(?K, ?X)))
believes(?P, shared_key(?K, ?P, ?Q))

--------------------------------------
believes(?P, says(?Q, ?X))

seeing_secret:
sees(?P, combine(?X, ?Y))

---------------------------
sees(?P, ?X)

auth_secret:
believes(?P, secret(?Y, ?Q, ?P))
sees(?P, combine(?X, ?Y))

-------------------------------------- ---
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?Y))
believes(?P, said(?Q, combine(?X, ?Y)))

key_secret:
sees(?P, combine(?X, ?Y))
believes(?P, secret(?Y, ?P, ?Q))
believes(?P, says(?Q, ?X))

-------------------------------------- ------
believes(?P, says(?Q, secret(?Y, ?P, ?Q)))

contents_secret:
believes(?P, says(?Q, combine(?X, ?Y)))
believes(?P, secret(?Y, ?P, ?Q))

-------------------------------------- ---
believes(?P, says(?Q, ?X))

seeing_public:
sees(?P, public_key(?K, ?P))
sees(?P, encrypt(?X, ?K))

------------------------------
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sees(?P, ?X)

seeing_sig:
sees(?P, public_key(?K1, ?Q))
sees(?P, encrypt(?X, ?K2))
inv(?K1, ?K2)

-------------------------------
sees(?P, ?X)

auth_sig:
sees(?P, encrypt(?X, ?K2))
believes(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

---------------------------------------- --
believes(?P, said(?Q, ?X))
believes(?P, said(?Q, ?K2))
believes(?P, said(?Q, encrypt(?X, ?K2)))

key_sig:
sees(?P, encrypt(?X, ?K2))
believes(?P, public_key(?K1, ?Q))
believes(?P, says(?Q, ?X))
inv(?K1, ?K2)

---------------------------------------- -----
believes(?P, says(?Q, public_key(?K1, ?Q)))

contents_sig:
believes(?P, says(?Q, encrypt(?X, ?K2)))
believes(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

---------------------------------------- --
believes(?P, says(?Q, ?X))

contents_hash:
believes(?P, said(?Q, hash(?X)))
sees(?P, ?X)

----------------------------------
believes(?P, said(?Q, ?X))

maysee_shared_key:
sees(?P, shared_key(?Q, ?R))

------------------------------
believes(?P, maysee(?Q, ?K))

maysee_secret:
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sees(?P, secret(?Y, ?Q, ?R))
------------------------------

believes(?P, maysee(?Q, ?Y))

maysee_privkey:
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

-------------------------------
believes(?P, maysee(?Q, ?K2))

maysee_seeing_is_believing:
sees(?P, maysee(?Q, ?X))

------------------------------
believes(?P, maysee(?Q, ?X))

maysee_sees_maysee:
sees(?P, sees(?Q, ?X))

------------------------------
believes(?P, maysee(?Q, ?X))

maysee_comma:
believes(?P, maysee(?Q, comma(?X, ?Y)))

-------------------------------------- ---
believes(?P, maysee(?Q, ?X))

maysee_pubkey:
sees(?P, public_key(?K, ?Q))

------------------------------
believes(?P, maysee(?I, ?K))

G-RULES
freshness_list:

believes(?P, fresh(?X))
------------------------------------

believes(?P, fresh(comma(?X, ?Y)))

freshness_seq_1:
believes(?P, fresh(?X))

----------------------------------
believes(?P, fresh(seq(?X, ?Y)))

freshness_seq_2:
believes(?P, fresh(?X))

----------------------------------
believes(?P, fresh(seq(?Y, ?X)))
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freshness_tagged:
believes(?P, fresh(?X))

-------------------------------------
believes(?P, fresh(tagged(?T, ?X)))

freshness_shared_1:
believes(?P, fresh(?X))
sees(?P, shared_key(?K, ?P, ?Q))

--------------------------------------
believes(?P, fresh(encrypt(?X, ?K)))

freshness_shared_2:
believes(?P, fresh(shared_key(?K, ?P, ?Q)))
sees(?P, shared_key(?K, ?P, ?Q))

---------------------------------------- -----
believes(?P, fresh(encrypt(?X, ?K)))

freshness_mac_1:
believes(?P, fresh(?X))
sees(?P, shared_key(?K, ?P, ?Q))

----------------------------------
believes(?P, fresh(mac(?K, ?X)))

freshness_mac_2:
believes(?P, fresh(shared_key(?K, ?P, ?Q)))
sees(?P, shared_key(?K, ?P, ?Q))

---------------------------------------- -----
believes(?P, fresh(mac(?K, ?X)))

freshness_secret_1:
believes(?P, fresh(?X))

--------------------------------------
believes(?P, fresh(combine(?X, ?Y)))

freshness_secret_2:
believes(?P, fresh(secret(?Y, ?P, ?Q)))

---------------------------------------- -
believes(?P, fresh(combine(?X, ?Y)))

freshness_public_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K, ?Q))

--------------------------------------
believes(?P, fresh(encrypt(?X, ?K)))
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freshness_public_2:
believes(?P, fresh(public_key(?K, ?Q)))
sees(?P, public_key(?K, ?Q))

-------------------------------------- ---
believes(?P, fresh(encrypt(?X, ?K)))

freshness_sig_1:
believes(?P, fresh(?X))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

-------------------------------------- -
believes(?P, fresh(encrypt(?X, ?K2)))

freshness_sig_2:
believes(?P, fresh(public_key(?K1, ?Q)))
sees(?P, public_key(?K1, ?Q))
inv(?K1, ?K2)

-------------------------------------- ----
believes(?P, fresh(encrypt(?X, ?K2)))

freshness_hash:
believes(?P, fresh(?X))

-------------------------------
believes(?P, fresh(hash(?X)))

introspection_seeing:
sees(?P, ?X)

----------------------------
believes(?P, sees(?P, ?X))

maysee_encrypt_shared:
believes(?P, maysee(?Q, ?X))
believes(?P, maysee(?R, ?X))
believes(?P, shared_key(?K, ?Q, ?R))

-------------------------------------- -----
believes(?P, maysee(?I, encrypt(?X, ?K)))

maysee_encrypt_public:
believes(?P, maysee(?Q, ?X))
believes(?P, public_key(?K, ?Q))

-------------------------------------- -----
believes(?P, maysee(?I, encrypt(?X, ?K)))

maysee_encrypt:
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believes(?P, maysee(?Q, ?X))
---------------------------------------- ---

believes(?P, maysee(?Q, encrypt(?X, ?K)))

maysee_concat:
believes(?P, maysee(?Q, ?X))
believes(?P, maysee(?Q, ?Y))

---------------------------------------
believes(?P, maysee(?Q, seq(?X, ?Y)))

has_sees:
sees(?P, ?X)

--------------
has(?P, ?X)

has_seq:
has(?P, ?X)
has(?P, ?Y)

----------------------
has(?P, seq(?X, ?Y))

has_tagged:
has(?P, ?X)

-------------------------
has(?P, tagged(?Y, ?X))

has_encrypt:
has(?P, ?X)
has(?P, ?K)

--------------------------
has(?P, encrypt(?X, ?K))

has_pubkey:
believes(?P, public_key(?K, ?Q))

----------------------------------
has(?P, ?K)

has_privkey:
believes(?P, public_key(?K1, ?P))
inv(?K1, ?K2)

-----------------------------------
has(?P, ?K2)

legit_seq:
believes(?Q, legit(?X))
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believes(?Q, legit(?Y))
----------------------------------

believes(?Q, legit(seq(?X, ?Y)))

legit_encrypt:
believes(?Q, legit(?X))
believes(?Q, public_key(?K, ?P))

--------------------------------------
believes(?Q, legit(encrypt(?X, ?K)))

END;

// --------------------------------------- -------
PROTOCOLNeedham_Schroeder_Pub_1; // Logic: RV

VARIABLES
A, B, S: Principal;
Ka, Kb, Ks, Ks’: PKey;
Na, Nb, msg6_tag, msg7_tag: Field;

ASSUMPTIONS
believes(A, public_key(Ka, A));
believes(A, public_key(Ks, S));
believes(B, public_key(Kb, B));
believes(B, public_key(Ks, S));
believes(S, public_key(Ka, A));
believes(S, public_key(Kb, B));
believes(S, public_key(Ks, S));

sees(A, public_key(Ka, A));
sees(A, public_key(Ks, S));
sees(B, public_key(Kb, B));
sees(B, public_key(Ks, S));
sees(S, public_key(Ka, A));
sees(S, public_key(Kb, B));
sees(S, public_key(Ks, S));

believes(A, controls(S, public_key(?K, B)));
believes(B, controls(S, public_key(?K, A)));

believes(A, fresh(Na));
believes(B, fresh(Nb));

believes(A, secret(Na, A, B));
believes(B, secret(Nb, A, B));
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// As in the BAN analysis, these two assumptions represent the
// protocol weakness that each principal must assume that the
// message containing the public key of the other principal is
// fresh.
believes(A, fresh(public_key(Kb, B)));
believes(B, fresh(public_key(Ka, A)));

inv(Ks, Ks’);

has(P, P);
has(A, B);
has(A, Na);
has(B, Nb);

// === Interpretations ===

// messages 2 & 5 (public key certs from the server)
interp( // conclusion

believes(?Q, says(?P, public_key(?K, ?R))),
// premises
believes(?Q, says(?P, tagged(conc_tag, seq(?K, ?R))))
);

// message 3 needs no interpretation

// two-step interpretation of message 6

// NOTE: w/o msg6_tag, this interpretation could also
// be applied to message 3; that represents an
// (arguable) weakness in the protocol. If A
// initiates the protocol with A, then an intruder
// can pose as (the other) A by replaying message
// 3 as message 6. Then A believes that "A" is a
// nonce that (the other) A believes to be secret,
// when in fact the other A (rightfully) does not
// believe this. Not a very practical attack.

interp( // conclusion
sees(?Q, combine(tagged(msg6_tag, ?N2), ?N1)),
// premises
sees(?Q, seq(?N1, ?N2))
);

interp( // conclusion
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believes(?Q, says(?P, secret(?N2, ?P, ?Q))),
// premises
believes(?Q, says(?P, tagged(msg6_tag, ?N2)))
);

// two-step interpretation of message 7

interp( // conclusion
sees(?Q, combine(tagged(msg7_tag, ?N1), ?N1)),
// premises
sees(?Q, ?N1)
);

// Note: conclusion includes a protocol-instance
// variable (Na)
interp( // conclusion

believes(?Q, says(?P,
comma(secret(Na, ?P, ?Q),

says(?Q, secret(?N2, ?P, ?Q))))),
// premises
believes(?Q, says(?P, tagged(msg7_tag, ?N2)))
);

MESSAGES
// concrete messages
1. A -> S: seq(A, B);
2. S -> A: encrypt(seq(Kb, B), Ks’);
3. A -> B: encrypt(seq(Na, A), Kb);
4. B -> S: seq(B, A);
5. S -> B: encrypt(seq(Ka, A), Ks’);
6. B -> A: encrypt(seq(Na, Nb), Ka);
7. A -> B: encrypt(Nb, Kb);

GOALS
// these two do *not* hold unless the pk certs are
// initially believed fresh
believes(A, public_key(Kb, B));
believes(B, public_key(Ka, A));

believes(A, says(B, secret(Nb, A, B)));
believes(B, says(A, secret(Na, A, B)));

believes(B, says(A, says(B, secret(Nb, A, B))));

END;
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Final theory representation (size 155): [omitted]

desired property: believes(A, public_key(Kb, B))
is TRUE

desired property: believes(B, public_key(Ka, A))
is TRUE

desired property: believes(A, says(B, secret(Nb, A, B)))
is TRUE

desired property: believes(B, says(A, secret(Na, A, B)))
is TRUE

desired property: believes(B, says(A, says(B, secret(Nb, A, B))))
is TRUE

Interpretation rules: INVALID [I3 violated by rule 5]
Honesty check: PASS
Secrecy check: PASS
Feasibility check: PASS
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