The eSCM-SP v2:

THE eSOURCING CAPABILITY MODEL FOR SERVICE PROVIDERS (eSCM-SP) v2

Practice Details

Elaine B. Hyder, Keith M. Heston, Mark C. Paulk

ITsqc | Information Technology Services Qualification Center



Capability Maturity Model® and CMM? are registered trademarks
of Carnegie Mellon University. Carnegie Mellon® is a registered
trademark of Carnegie Mellon University. CMM Integration®"

is a service mark of Carnegie Mellon University. CMMI® is a
registered trademark of Carnegie Mellon University. CMM
Integration®™ is a service mark of Carnegie Mellon University.
COBIT®" is a registered trademark of the IT Governance Institute
(ITGI). COPC-2000° is a registered trademark of Customer
Operations Performance Center, Inc. IDEAL®™ is a service mark
of Carnegie Mellon University. ISACA® is a registered trademark
of the IT Governance Institute (ITGI). ISO® is a registered
trademark of International Organization for Standardization.
ITGI® is a registered trademark of the IT Governance Institute
(ITGI).ITIL® is a registered trademark of the U.K. Office of
Government Commerce. SEI*™ is a service mark of Carnegie
Mellon University. Six Sigma® is a registered trademark of

Motorola, Inc.
© 2004 by Carnegie Mellon University. All rights reserved.

Information Technology Services Qualification Center (ITsqc )
Institute for Software Research International

School of Computer Science

Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3891

itsqc.cs.cmu.edu

Additional copies of this material are available
for download at the ITsqc website.

Carnegie Mellon University
Institute for Software Research International
Technical Report No. CMU-ISRI-04-114

Published May 19, 2004 in Pittsburgh, Pennsylvania, USA.

External use. Except as permitted by Consortium agreements,
requests for permission to reproduce this document or prepare
derivative works of this document for external and commercial

use should be addressed to the ITsqc Director.

Internal use. Permission to reproduce this document and to
prepare derivative works from this document for internal use is
granted, provided the copyright and “No Warranty” statements are
included with all reproductions and derivative works.

NO WARRANTY: THIS CARNEGIE MELLON UNIVERSITY MATERIAL
IS FURNISHED ON AN “AS-1S” BASIS. CARNEGIE MELLON
UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT
NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR
MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED

FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY
DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT
TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT

INFRINGEMENT.



The eSCM-SP v2:

THE eSOURCING CAPABILITY MODEL FOR SERVICE PROVIDERS (eSCM-SP) v2

Practice Details

Elaine B. Hyder, Keith M. Heston, Mark C. Paulk




Abstract

The eSourcing Capability Model for Service Providers (eSCM-SP)

is a “best practices” capability model developed to give IT-enabled
sourcing service providers guidance toward improving their capability
across the sourcing life-cycle. This helps service providers differentiate
themselves from competitors. Additionally, it provides clients with

an objective means of evaluating service providers’ capabilities. It is
comprised of 84 Practices that address the critical capabilities needed
by IT-enabled sourcing service providers. This document contains the
details of the 84 eSCM-SP Practices. Each Practice is arranged along
three dimensions: Sourcing Life-cycle, Capability Area, and Capability
Level. The Sourcing Life-cycle is divided into Initiation, Delivery, and
Completion, plus Ongoing, which spans the entire life-cycle. The ten
Capability Areas are logical groupings of Practices that help users to
remember and intellectually manage the content of the Model. The
five Levels, numbered 1 through 5, describe an improvement path that
progresses from a limited capability to deliver a service that meets a
client’s particular requirements up to the highest level of sustaining
excellence over time.

To learn more about the eSCM-SP, see The eSourcing Capability Model
for Service Providers (eSCM-SP) v2, Part 1: Model Overview, which

describes the development and intent of the Model itself in more detail.

Keywords: eSCM, eSourcing Capability Model, service
provider model, quality models and systems, capabil-
ity models, business process outsourcing, IT-enabled
outsourcing services, IT-enabled services, outsourcing,
outsourcing models, sourcing, best practices.
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Introduction

The eSourcing Capability Model for Service Providers (eSCM-SP)

is a “best practices” model that provides IT-enabled sourcing service
providers with the means of continuously improving their delivery
of high-quality services. This helps service providers differentiate
themselves from competitors. Additionally, it provides clients with
an objective means of evaluating service providers’ capabilities.

The current version of the Model, the eSCM-SP v2, is comprised of 84 Practices
that address the critical capabilities needed by IT-enabled sourcing service provid-
ers. It was developed by a research consortium led by Carnegie Mellon University’s
Information Technology Services Qualification Center (ITsqc).

The 84 Practices are arranged along three dimensions: Sourcing Life-cycle,
Capability Areas, and Capability Levels. The Sourcing Life-cycle includes Initiation,
Delivery, and Completion, each of which represents an individual phase of the
Life-cycle, plus Ongoing, which spans the entire Life-cycle. Capability Areas are
groupings of Practices with similar content and focus. Capability Levels represent

a path of improvement for service providers.

This document provides valuable reference information about the eSCM-SP
Practices including information on model structure, Practice interpretation, and
measurement. It is important to understand the structure of the Model and Prac-

tices in order to implement them effectively and properly.

The eSourcing Capability Model for Service Providers (eSCM-SP) v2, Part 1:
Model Overview focuses on the Model, rather than the Practices. It covers the
Model’s development, structure, implementation, and measurement. In addition,
Part 1 describes Evaluation for Certification and the methods used for capability

determination.






CHAPTER 1

Understanding the Model




Figure 1.

The eSCM-SP v2

Eighty-four Practices are arranged
within three dimensions: Sourcing
Life-cycle, Capability Area, and
Capability Level.

SNAN ALY AY)

Understanding the Model Part 2

The Model Structure

The eSCM-SP is composed of 84 Practices, which can be thought
of as the “best practices” that are associated with successful sourc-
ing relationships. Each Practice is arranged along three dimensions:
Sourcing Life-cycle, Capability Area, and Capability Level. Figure 1

shows the complete model structure.

Practices

Each Practice in the eSCM-SP includes a statement summarizing the best practice,
a description of the best practice, a list of activities needing to be performed, and
supplemental information that helps clarify those activities. More information on
the structure of the Practices is in Chapter 2, “The Practice Structure” Appendix
A is a one-page summary of the Practices. Appendix B contains a list of Practices
by Capability Area. For a summary of Practice-level changes from v1.1 to v2, see
Appendix C.
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Sourcing Life-Cycle

The Sourcing Life-cycle is divided into Ongoing, Initiation, Delivery, and Comple-
tion. Ongoing Practices span the entire Sourcing Life-cycle, while Initiation,
Delivery, and Completion Practices occur in specific phases of that Life-cycle.
During Initiation, the organization negotiates with the client, agrees on require-
ments, designs the service that will be provided, and

deploys that service. During Delivery, the organiza-

tion delivers service according to the agreed-upon
commitments. During Completion, the organization
transfers resources and responsibility for service
delivery back to the client, or their designee. Figure 2

Ongoing

I~ Completion

Delivery

shows the Sourcing Life-cycle.

It is important to understand that Ongoing Practices must be performed across the
entire Sourcing Life-cycle in order to meet their intent; an organization that only
performs an Ongoing Practice during Delivery is not meeting the intent of the
Practice. Some Ongoing Practices will typically take place at the engagement level,
crossing all phases of the Sourcing Life-cycle for that engagement. For example,
prfol, “Engagement objectives,” establishes goals for a specific engagement that

are relevant regardless of whether the engagement is in the Initiation, Delivery, or
Completion phase. In contrast, prf04, “Organizational objectives,” establishes goals
across the organization, which are applicable to all engagements in all phases of the
Sourcing Life-cycle.

Capability Areas

Capability Areas are logical groupings of Practices that can help users better
remember and intellectually manage the content of the model. Capability Areas
also provide a framework that service providers can use to build or demonstrate

capabilities in the different critical sourcing functions.

Practices in the same Capability Area have related content and focus; considering

why a Practice has been placed in a Capability Area may help provide context for in-
terpreting that Practice. Figure 3 shows the ten Capability Areas. For example, rel05,

Knowledge Management —

People Management —

Performance Manag t Contracting

Relationship Manag 1t Service Design & Deployment

Technology Manag t Service Delivery

Threat M t Service Transfer

) !

=1

Initiation

Figure 2.

The Sourcing Life-cycle

Initiation, Delivery, and Completion
are phases of the Sourcing Life-cycle,
while Ongoing spans the entire
Sourcing Life-cycle.

Figure 3.

The Capability Areas

All of the Ongoing Practices are con-
tained within six Capability Areas.
The other four Capability Areas are
associated with one or more phases.



Figure 4.

The Capability Levels

Each Capability Level is shown
with the Practices associated with
it displayed in a color. Note that
Level 3, 4, and 5 show the previous
Levels’ Practices.

Understanding the Model Part 2
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“Analyze and use client and other stakeholder information,” is in the Relationship
Management Capability Area, not the Knowledge Management Capability Area.
Although the content of the Practice deals with analysis and use of information, the
primary focus of the Practice is on using the information to improve relationships
and meet stakeholder needs. In this case, the context of the Capability Area helps to
clarify that focus.

All of the Ongoing Practices are contained within six of the ten Capability Areas:
Knowledge Management, People Management, Performance Management,
Relationship Management, Technology Management, and Threat Management. The
Ongoing Capability Areas are presented alphabetically. The other four Capability
Areas are temporal and are typically associated with a single phase: Initiation,
Delivery, or Completion. The exception is Service Transfer, which includes both
Initiation and Completion Practices. In addition to Service Transfer, these Capabil-
ity Areas are Contracting, Service Design & Deployment, and Service Delivery.

These four Capability Areas are presented in temporal order.

Capability Levels

The eSCM-SP includes five Capability Levels that describe a path of improvement
for service providers. The eSCM-SP is a capability model, not a maturity model.
Therefore, service providers will often implement higher-level Practices to meet
specific near-term goals. It is perfectly acceptable for an organization to begin
implementing some Level 4 Practices before it has completed implementing Level 2
and 3 Practices. Nevertheless, Practices are assigned a Capability Level for a reason,
which must be understood before the intent of the Practice can be fully appreciated
(see The eSCM-SP v2, Part 1: Model). Figure 4 illustrates the Capability Levels and
the Practices associated with each.
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Level 1: Providing Services

Service providers at Level 1 have not implemented all of the Level 2 Practices; there
are no Level 1 Practices (see figure 5). The capability of these service providers
varies widely. Some may have almost none of the eSCM-SP Practices implemented.

These providers are very likely to be a high risk to work with because they often

promise more than they deliver. Other service providers may have many of the e .
Level 1: Providing services
eSCM-SP Practices implemented, including some Practices at Capability Levels 3 Level 1 has no Practices associated
with it.

and 4. Because these service providers have not fully implemented all of the Level
2 Practices, they may meet many client’s needs successfully, but they will still be at
risk of failure in areas where they have not implemented the necessary eSCM-SP

Practices.

Level 2: Consistently Meeting Requirements
Service providers at Level 2 have successfully implemented all of the Level 2
Practices (see figure 6). Therefore, they have established procedures for capturing

requirements and delivering services according to commitments made to their

clients and other stakeholders. These providers are able to deliver specific services

according to the stated client expectations, provided the services do not signifi- Figure 6.
Level 2: Consistently

cantly vary from the provider’s experiences. They can systematically capture and meeting requirements

understand requirements, design and deploy services to meet the requirements, and ~ Level 2 has 48 Practices, distributed
. . . . . throughout the Sourcing Life-cycle.

successfully deliver the services according to the agreed-upon service levels. Their

infrastructure—work environment, training, technology, information, etc.—is in

place to support consistent performance of work that meets the service provider’s

commitments.

Practices within Level 2 should be interpreted in the context of how they contribute
to meeting the requirements of clients and other stakeholders. These Practices are
expected to have a benefit to the service provider as well, but the primary focus of
these Practices is on enabling the service provider to fully understand and meet
client requirements. At Level 2, Practices are implemented for at least one engage-

ment, but could be applied to a larger organizational span.

For example, cnt02 is “Establish guidelines for pricing service” At first look, this
Practice may appear to only benefit the service provider, enabling it to have consis-
tent pricing that meets its business objectives (e.g., for profitability). However, in
order for the service provider to have a clear agreement with the client about what
services are required, the client must receive a clear and consistent message about
how services will be priced.



Figure 7.

Level 3: Managing

organizational performance

Level 3 has 26 Practices. To achieve
Level 3, a service provider must im-
plement all Level 2 and 3 Practices.

Figure 8.

Level 4: Proactively

enhancing value

Level 4 has 10 Practices. To achieve
Level 4, a service provider must
implement all Level 2, 3, and 4
Practices.

Understanding the Model Part 2

Level 3: Managing Organizational Performance

Service providers at Level 3 have effectively implemented all Level 2 and Level 3
Practices (see figure 7). As a result, they are capable of delivering services that meet
their clients’ requirements, even if those requirements differ significantly from their
experience. Level 3 service providers improve themselves in reactive, measurable
ways. Their improvements are made across the organization, and are aligned with
their organizational objectives, which are typically generated from measurement
and verification activities.

While Level 2 Practices can be implemented for a single engagement, starting

at Level 3, Practices cover a more complex organizational span (e.g., managing
multiple engagements simultaneously). Level 3 service providers share and use
knowledge gained from previous engagements, objectively measure and reward
personnel performance, and optimize their technology infrastructure. They under-
stand the varying requirements of their targeted market services, including specific
cultural attributes.

Both the service provider and the client share in the economies of scale achieved by
the service provider’s improvements. For example, thr03, “Establish and implement
procedures to manage risks across client engagements,” is broader than the Level 2
risk management Practice, thr02, “Identify, assess, and manage risks specific to the
client engagement.” The Level 2 Practice is focused on risks for a single engagement,
while the Level 3 Practice is focused on managing risks across engagements. This
broader focus enables the service provider to manage a portfolio of engagements to

achieve balanced risk while still achieving overall organizational objectives.

Level 4: Proactively Enhancing Value

Level 4 providers have effectively implemented all of the Level 2, 3, and 4 Practices
(see figure 8). They are able to understand client perceptions, predict their perfor-
mance based on prior experiences, and customize their approach accordingly. Level
4 focuses on systematically enhancing performance across the entire organization
through a set of cross-engagement programs, including those that use innovation
to achieve objectives. This focus enhances the value of service delivery to clients
who desire access to innovative services and industry best practices. It also benefits
service providers who are able to use those programs to achieve enhanced value

with respect to their own strategic objectives.
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Level 4 service providers support their abilities by leveraging their existing
workforce competencies, employing professional development programs, and
systematically evaluating and incorporating technology advances. Level 4 providers
systematically plan, implement, and control their own improvement, typically
generating these plans from their own performance benchmarks. To illustrate this
organization-wide focus, consider tch06, “Establish and implement procedures to
proactively identify and introduce appropriate technology” This Practice specifies
that the provider regularly monitors new technologies and identifies the innovations
that would enhance value to the organization or its clients. Doing this affects more
than a single engagement since innovation can be of broad benefit to the service
provider and many of its clients.

Level 5: Sustaining Excellence
To reach Level 5, a service provider must demonstrate measurable, sustained, and
consistent performance excellence and improvement by effectively implementing

all of the Level 2, 3, and 4 Practices for two or more consecutive Evaluations for

Certification (see figure 9). There are no additional Practices required to reach Level

5. Effectively implementing all of the eSCM-SP Practices over a period of two or

Figure 9.

more years shows an ability to sustain excellence. Level 5: Sustaining excellence
Level 5 has no new Practices associ-

ated with it. It requires sustained
implementation of every Practice
over the course of two Evaluations
for Certification.
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CHAPTER 2

The Practice Structure




Figure 10.

Practice Attributes

Each Practice is arranged along
each of three dimensions: Sourcing
Life-cycle, Capability Area, and
Capability Level.

The Practice Structure Part 2

What is a Practice? The eSCM-SP is composed of 84 Practices,
which address the critical capabilities for IT-enabled sourcing
service providers that are associated with successful sourcing
relationships. Each Practice in the model is arranged along three
dimensions: Sourcing Life-cycle, Capability Area, and Capability
Level. Figure 10 illustrates these dimensions.

STAN AN\ [NaND

Practice Types

The content and structure of each of the eSCM-SP Practices is based on the type of
documentation used when implementing that Practice. Most Practices explicitly
refer to establishing a policy, procedure, guideline, program, or plan. This reference
has an impact on how the Activities are structured, as well as what type of docu-

mentation needs to be in place in order to satisfy the intent of the Practice.

The level of detail required in a Practice’s documentation depends on the type

of that documentation. Policies are high-level documents used to state guiding
principles and demonstrate management’s commitment to a topic. Procedures are
the most detailed documents since they need to describe step-by-step instructions

for how to perform a given task. Guidelines are less detailed and are typically used

12
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for quick reference. Programs are groups of related projects that are described
primarily in plans and business cases. Plans are documents used to help execute
and control work.

Policy Practices

A policy is “a guiding principle, typically established by senior management,
which is adopted by an organization or project to influence and determine
decisions.” [Paulk 1995] Policies should be brief, high-level descriptions of senior
management’s expectations in a specific area. Senior management commissions
the development and maintenance of policies, approves them, communicates

them to their organization, and most importantly, enforces them.

Policies are generally implemented through one or more procedures. They should
be kept consistent with current management expectations and business objectives
through periodic review and revision. Organizations will have policies other than

those specified in this model.

In the eSCM-SP, policy Practices are worded “Establish and implement a policy
on...” For example, thr01 is “Establish and implement a policy on risk management.”
While the Practices may refer to a single policy, the organization may choose to
implement this Practice through the creation of multiple policies covering different

aspects of the Practice.

Procedure Practices

A procedure is “a written description of a course of action to be taken to perform

a given task” [IEEE-STD-610 1990] Procedures are detailed documents that show
step-by-step instructions on how to perform a particular activity or set of activities.
They typically provide information such as inputs, outputs, diagrams that show
steps to be followed, textual descriptions of each diagrammed step, and an indica-
tion of roles and responsibilities. Procedures are often supplemented by job aids
that are used as quick reference tools by personnel (e.g., checklists and contact lists).
They are also often used in conjunction with high-level process documentation;
while processes typically describe what steps should be performed (e.g., “fill out
the risk log”), procedures explain in detail how each step is to be performed (e.g.,
describing how to complete each field on the risk log).

13
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In the eSCM-SP, procedure Practices are worded “Establish and implement proce-
dures to...” For example, cnt10 is “Establish and implement procedures to create
contracts” The Practices use the plural form “procedures” because the Practice will
typically be implemented through multiple documents. However, an organization
may choose to implement the Practice through a single procedure or as procedures
incorporated into other types of documents. The procedures must provide sufficient

guidance so that personnel have a clear understanding of the steps involved.

Guideline Practices

A guideline is “a rule or principle that provides guidance to appropriate behavior.”
[Wordnet] Guidelines are high-level documents that provide rules of thumb, expert
advice, or other kinds of guidance that would be helpful in standardizing the way
personnel perform a Practice. Some types of guidelines (e.g., estimating guidelines)
are normally implemented through a tool or database that captures expert knowl-

edge in a way that can be easily reused by others.

In the eSCM-SP, guideline Practices are worded “Establish guidelines for...” For
example, cnt02 is “Establish guidelines for pricing services” The Practices use the
plural form “guidelines” because it is expected that the Practice will typically be
implemented through a set of rules or principles that will provide guidance to

personnel.

Program Practices

A program is “a group of related projects managed in a coordinated way.” [PMBOK]
Programs are generally implemented through a series of related projects that are
managed to achieve a common objective. They include a program plan that docu-
ments the scope, assumptions, dependencies, cost, effort, due dates, tasks, and work
assignments for the program. They also include a business case that clearly indicates
the objectives and expected benefits of the program. The program plan and business
case are used to track progress against program objectives and determine when

progress is insufficient.

In the eSCM-SP, program Practices are worded “Establish and implement programs
to..” For example, prf07 is “Establish and implement programs to achieve orga-
nizational objectives” The Practices use the plural form “programs” because it is
expected that the Practice will typically be implemented through multiple programs.
However, an organization may choose to implement the Practice through a single

program that impacts multiple engagements.

14
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Plan Practices

A plan is “a formal, approved document used to guide both execution and control.
The primary uses of the plan are to document planning assumptions and decisions,
to facilitate communication among stakeholders, and to document approved scope,
cost, and schedule baselines” [PMBOK] Plans should include both descriptive
information as well as a schedule of tasks. Descriptive information typically
includes objectives, scope, assumptions, dependencies, and other details used to
communicate critical pieces of information to stakeholders. The schedule of tasks
typically includes estimates of cost and effort for each task as well as due dates and
work assignments. The plans are used as the basis for tracking progress and are

updated to reflect revised estimates or other changes.

In the eSCM-SP, plan Practices are worded “Plan and track...” For example, sdd03
is “Plan and track the design and deployment of the service” While the Practice
may refer to a single plan, the organization may decide to implement the Practice
through the creation of multiple plans that cover different aspects of the topic

in question.

It is important to note that in addition to those Practices that are considered Plan
Practices, there are also planning and tracking Activities in many other eSCM-SP
Practices. While planning and tracking is often important for effectively managing
work, Plan Practices cover those plans that are particularly critical to sourcing,

including negotiations, service design, service deployment, and service delivery.

The eSCM-SP does not intend to duplicate detailed guidance about planning and
tracking covered in other quality models and sources. For more information on
how to perform effective planning and tracking, please see A Guide to the Project
Management Body of Knowledge [PMBOK].

Other Practices

Several Practices in the eSCM-SP do not explicitly mention the use of a specific
type of document. These Practices relate to tasks that are critical to success, but are
not required to be documented in a policy, procedure, guideline, program, or plan.
Although a specific type of documentation is not mentioned, every Practice should
be supported by documentation that provides guidance on how to perform that

Practice. This guidance enables personnel to consistently and repeatedly perform
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the Practice. The work products and tasks required for these Practices, and how
each of those will be documented, are determined by the business judgment of the
organization. Based on this business judgment, the organization may determine that
the most appropriate guidance for the Practice is documented in a policy, procedure,
guideline, program, plan, or other type of document.

For example, ppl08 is “Meet identified personnel competency needs by providing
training” For some organizations, this Practice may not lend itself to being docu-
mented as a policy, procedure, or guideline. However, it will often be documented
as part of a plan and will also have guidance documents that describe the roles and
responsibilities of personnel who manage training.

Practice Structure
A standard structure is used for all Practices in the eSCM-SP. The following compo-

nents are included in each Practice. They are illustrated in Figure 13 on page 16.

Practice attributes
The classifying attributes of each Practice are displayed in its left column: Capability
Area, Sourcing Life-cycle, Capability Level, and Practice Type.

Practice header

General identification and classification information is displayed in the header. This
includes the Practice identifier, the short description, the Capability Area (shown at
the top of every page), the Capability Level (indicated by the color of the text in the
header), and an “S” icon if the Practice is a Support Practice (Support Practices are
discussed later in this document).

Practice statement

The Practice statement is a single sentence that states the requirement of the
Practice. For example, the Practice Wording for sdd03 is “Plan and track the design
and deployment of the service” When appropriate, the Practice wording reflects
whether the Practice is a procedure, policy, guideline, program, or plan Practice.

Practice description

Each Practice description contains one or more paragraphs that explain the

Practice’s purpose and its expected benefits to the service provider and/or client.
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The first sentence of the description provides the rationale for the Practice. Ad-
ditional information about the intent of the Practice, definitions and examples, and
important relationships between Practices are also included in the description. Note

that the Practices refer to “service providers” as “organizations.”

Activities

The Practice’s Activities are the tasks that the organization needs to perform in order
to successfully satisfy the Practice. Figure 11 shows how activities are formatted in

a practice. Organizations may perform a set of additional activities for any of the
Practices in the model.

Major Activities

Each Practice includes three Major Activities: a, b, and c. These are similar among

all Practices, except for customizations according to each Practice’s type (procedure,
policy, guideline, program, plan, or other) and Capability Level. Practices at Level 3 or
4 typically use the phrase “across the organization” to reflect that the Activities should
be consistently and systematically performed across engagements and functions.
Major Activity a is concerned with supporting the creation and maintenance of the
Practice. Major Activity b is concerned with documenting work products and/or

tasks for the Practice. Major Activity ¢ is concerned with implementing or doing the
Practice.

Sub-activities

Each Major Activity has a set of sub-activities that provide more information about
how to perform the Major Activity. There are two levels of sub-activities: Required
Activities (e.g., al, b3, ¢5) and Recommended Activities (e.g., b2a, b3b). For certifica-
tion, there must be positive evidence of all the Required Activities in order for the
organization to be compliant with the eSCM-SP. While Recommended Activities are
not required, it is suggested that the organization also implement them. Only Major
Activity b has Recommended Activities.

Supplemental Information

If there is supplemental information, it is displayed immediately following its associ-
ated Activity, and indicated with an arrow (see figure 12). Supplemental Informa-
tion provides additional explanatory information to further convey the intent of the
Activity. It may also provide examples of how the Activity can be implemented. The
information provided here is informative only, and is not exhaustive.

17
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Practice Activities

The Major Activities (e.g., b) and Re-
quired Activities (e.g., bl) are shown
at one level of indentation, while the
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indicates the difference between
requirements and recommendations
within the Practice.

%

Figure 12.

Supplemental Information
for an Activity
Supplemental Information
is indicated with an arrow.



The eSourcing €a

practicest pet

pability Model for Service Pr

oviders (€SCM-SP) V2

part2

3
eS:’ £ Leve!

Figu
gure 13. Parts of a Practi
ice

:‘I:actice ID
e Practicei
e aabc;i}e.]dentiﬁer is mad
viati :
érea aour Se’cut)ln of the PractiL::Z’
e Areaq ence number witsicapabmty
. nthe

Practice attributes

e attributes of each Practice are d sp ayed
ere: capab Lty Area, Sourc g Life ccle,
Capab i t» Le el, and Practice ype.

S
At:/t;rrt Dﬁscription
y shor i
t description of the P
ractice.

1.Pr
2. Involve relevant st eholders in creating
aygropnate 2, Ye! )
3. Ma! aintain and i mprove the groce(\utes as apy)rognate ( w04, koW 7)
b. Document the procedu\'es for p\annmg and de\ivenng {raining Do umentat\on includes the
fo\\o\mng Activith
1. 1dentify training © objectives ired outcomes pased o petsonne\ and workforce
competen cy eeds and organ'\zat\om\ objectives
9. Create training plans for careet deve\opment, eng gemem ot c\ient—spec‘xf\c {raining
rgamzaho \trammg
o 5 Career devel p t training include P€ S0 \deve\opmem (e P! esentation or meeting
Skills), 10 ob-or ted elop (e$ echnical Of superv‘\soty Jills)> nd \eadershiP
de ve\opmen ( g, eng geme and ent OF strategy © eation)- Engag® ent- OF ient
speuﬁc fral gw il i include @ any train g N cessary t©© ot require™ nts (€8~ rientati
culture, OF amzat\ona\ rainini nindh the devel of skills needed Y
meet ob]ect\ e as the orgamzat'\on’s po\'\cies, pr edures fi pctions
3. Create or obtain trainmg\)ased on the {raining plans-
a) 1dentify matery jals and tools req ired for {raining:
b) 1dentify facilities \:equ'\xed for {raining:
o) 1dentify personne\ required for training
toolss and facilities requ’nfed for {raining

Ars:ihfcz statement

ef descripti

- 5 ription o

cribes-its require:;hni jractcethat
S.

Practi
. :::;ce description
graph
Pracﬁcers;;u?r more that explai
urpose and its expe;:Sdthe
ed benefit:
S.

?haej:; Activities

ree Activiti

R ﬁchvmes at the high

poeeds ,andc, are commo:Stt &
: oall

::guired Activities
jvitie i
s at the first and second L
evel.

Activities at the third level.
el.

Su m form

pple ental Information

Additio alepa ation and exa ples
f o q X

Su
Thi];;;g;ir:] F.’ractice Icon
indicat
Supmort Practicees that the Practice is
.. a



The eSourcing Capability Model for Service Providers (eSCM-SP) v2

Relationships between Practices

Practices are rarely implemented in isolation, and therefore have relationships

with other Practices that need to be considered. The eSCM-SP has two relationships
that are explicitly described—Practice-level and Support Practices. There are also
implicit relationships that may change based on the organization and implementa-
tion approach. These relationships are described below.

Implicit Relationships

Many Practices have an implicit relationship where an output in one Practice is
useful as an input to another Practice. However, because input/output relationships
may vary among organizations and implementation approaches, these are not
explicitly described in the eSCM-SP. An organization must use its business judg-

ment to determine which Practices have inputs from other Practices.

For example, the risk management policy created in thr01, “Establish and
implement a policy on risk management,” might be a useful input for the risk
identification Activity in thr02, “Identify, assess, and manage risks specific to the
client engagement.” However, an organization may decide to implement these

two Practices by creating a single document that both meets the intent of a risk
management policy, and provides guidance on how to perform risk identification,
assessment, and management. In that case it is confusing to describe these Practices
as having an input/output relationship with each other.

Practice-level Relationships

Several Practices in the model have a very close relationship with one or more other
Practices. These significant relationships are described in the Practice Descriptions.
If the relationships are between Practices of different Capability Levels, the
relationship is only described in the higher Capability Level Practice. Otherwise,

the relationship is described in both Practices.

A progression relationship is formed when a lower level Practice leads toward a
higher level Practice. This progression represents an implementation of the same
topic, or an aspect of the same topic, at a higher Capability Level. For example,
ppl07, “Establish and implement procedures to plan and deliver training,” is a Level
3 progression from the Level 2 Practice ppl08, “Meet identified personnel compe-

tency needs by providing training”
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A dependency relationship occurs when one Practice depends upon Activities or
outputs from another Practice. For example, sdd05, “Create the service design based

on the service specification,” is dependent on sdd04, “Create the service specification.”

Support Practices

Major Activities a and ¢ in all Practices cover the tasks that need to be implemented
to ensure that the organization can perform a Practice in a repeatable and consistent
way. All eight of the Required Activities in Major Activities a and ¢ are required for
every Practice in the model, and are applied regardless of whether a Practice is a
policy, procedure, guideline, program, plan, or other Practice. Each of these Activi-
ties is directly linked to one or more Practices, called Support Practices because they
provide support for the institutionalization of every eSCM-SP Practice. Table 1 lists

these Activities, and their Support Practices.

Table 1. eSCM-SP Support Practices

ACTIVITIES LEVEL 2 LEVEL 3&4

a. Provide support for creating and maintaining...

1. Provide sponsorship and resources... < prfo3 © knw04
© prf03

2. Involve relevant stakeholders... S knw02 Q knw02
@ rel05

3. Maintain and improve... © knw07 @ knw04
© knw07

b. Document...

c. Implement the Practice; wording varies.

1. Communicate the availability and location... @ knw02 Q knw02
© knw03
2. Provide resources to effectively perform the work. < knw02 © knw02
< pplo3 @ knw03

< prf03 < pplo3

@ tcho1 © prfo3

© tcho1

3. Assign qualified personnel... © pplo4 © pplo4
< pplos @ pplo5

<@ pplo7

O pplos
4. Communicate planned actions and their outcomes... © knw02 S knw02
@ knw03
5. Verify that the work is consistently and effectively performed... © prfo2 © knw04
Q prfo2
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Support Practices establish infrastructure and the basis for consistently and
effectively implementing all of the Practices in the model. When implementing

one of these Required Activities, one or more of the Support Practices needs to be
referenced in order to fully understand and implement the Required Activity. Each
of the eight Required Activities in Major Activities a and ¢, and its relationship with

the Support Practices, is described below:

Activity a1: Provide sponsorship and resources for creating the work products and tasks.
(Supported by knwo4, prfo3.)

Sponsorship can be demonstrated in many ways, but the minimum sponsorship
required to fulfill the intent of a Practice is providing the resources necessary to
perform that Practice. Identification and provision of adequate resources is covered
by prf03, “Adequate resources.”

Support Practice prf03 addresses providing adequate resources for all work assign-
ments in the organization; in this context, the resources are used for creating and
deploying assets such as policies, procedures, guidelines, tools, checklists, examples,
repositories, etc. Objective evidence of sponsorship is providing adequate resources
for creating and maintaining the relevant assets and for deploying those assets to the
people who will use them.

At Capability Level 2, the assets related to the Practice may be engagement-specific. At
Capability Level 3, knw04, “Process assets,” addresses creating and deploying process
assets at the organizational level. The use of organization-level assets improves
organizational efficiency by supporting common processes, training, and measures.

It also supports Practice institutionalization in two ways. The first is by providing
common work products and tasks for creating procedures. Common procedures sup-
port consistency and predictability, along with other infrastructure such as common
measures and training. The second way is that providing the resources to implement
knw04 actively demonstrates that management is sponsoring the discipline needed
for consistent performance. Slogans and lip service are common but inadequate

to change behavior; true management sponsorship is necessary for change, and an
investment in defining and improving processes demonstrates that sponsorship.

Although commonality is emphasized at Capability Level 3, some degree of tailoring
is expected, and allowances should be made for engagements with unique needs. In
some cases, use of process assets may be waived to meet customer needs, but the
expectation is that organizational assets will be tailored as appropriate and used in
engagements.
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Activity a2: Involve relevant stakeholders in creating, improving, reviewing, and
approving the work products and tasks as appropriate. (Supported by knwo2, rel05.)
Starting at Capability Level 2, stakeholders need to be involved in reviewing the
correctness, clarity, and adequacy of the work products used in the performance

of work. This involvement, covered by knw02, “Provide required information,”
ensures that the information provided to and used by personnel is adequate for

them to perform their work. The primary stakeholders to include are those involved
in implementing the Practice, as they have direct insight into what needs to be
documented and supported for effective, consistent implementation. The stakeholders
who receive the resulting work products and services of a process (internal customers,
for example) can also provide critical feedback. Other types of stakeholders should
participate in reviewing and approving assets as appropriate. Stakeholder input is
necessary to create buy-in to facilitate deployment and adoption of work products
and tasks by their intended users.

Starting at Capability Level 3, management of stakeholder feedback is more rigorous.
Formally planning, managing, and tracking feedback helps to further ensure that
policies, procedures, guidelines, work products, and activities are being improved.
Feedback from stakeholders also helps tailor the work products and tasks to the needs
of specific clients or other stakeholders (e.g., suppliers and partners). Management of
stakeholder feedback is covered by rel05, “Stakeholder information””

Activity a3: Maintain and improve the work products and tasks as appropriate.
(Supported by knwo4, knw07.)

Consistent performance is a crucial attribute of Capability Level 2, which is supported
by placing work products such as procedures under version control and change
control. Work products need to be periodically updated to reflect changes in the way
work needs to be done, or to incorporate improvements that have been discovered.
Work products should be placed under version control and change control, as
described in knw07, “Version & change control,” to ensure that the work products are
readily available.

Starting at Capability Level 3, management of process improvement is more rigorous.
Improving a work product implies that, in addition to maintaining it, there is measur-
able improvement in its effectiveness and efficiency. Ongoing improvement is one of
the indicators of true institutionalization. Continual improvement is a fundamental
principle underlying the eSCM-SP and building organizational capability. Definition
and improvement of process assets across the organization is a cornerstone of Capa-
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bility Level 3. Ensuring that processes are managed and used across the organization,
and taking action to make improvements, is covered by knw04, “Process assets.”

Activity c1: Communicate the availability and location of the work products and tasks
to relevant stakeholders. (Supported by knwo2, knwo3.)

Starting at Capability Level 2, stakeholders need to be informed about work products
and activities relevant to the work they perform. This helps to ensure that they have
adequate information to perform their work on a repeatable, consistent basis. Identi-
fication and provision of required information, including the availability and location
of work products, is covered by knw02, “Provide required information”

Starting at Capability Level 3, management of the information needed by stakehold-
ers is more rigorous. Formally managing information through a knowledge system
helps to further ensure that information is easily and systematically available to those
who need it. Management of this knowledge system is covered by knw03, “Knowledge
system.”

Activity c2: Provide resources to effectively perform the work. (Supported by knwo2,
knwo3, pplo3, prfo3, tcho1.)

Starting at Capability Level 2, personnel need to have supporting resources that help
them to effectively perform their work. This includes maintaining a work environ-
ment (covered by ppl03, “Work environment”), providing an adequate technology
infrastructure (covered by tch01, “Acquire technology”), providing adequate

access to information needed by personnel (covered by knw02, “Provide required
information”), and any other resources needed to perform the work (covered by prf03,
“Adequate resources”).

Starting at Capability Level 3, management of the information needed by personnel
is more rigorous. Formally managing information through a knowledge system helps
to further ensure that information is easily and systematically available to those who
need it. Management of this knowledge system is covered by knw03, “Knowledge
system.”

Activity c3: Assign qualified personnel the responsibility, authority, and accountability
to perform the work. (Supported by pplo4, pplo5, pplo7, pplo8.)

Starting at Capability Level 2, personnel need to have both a clear understanding of
their roles and responsibilities, as well as the appropriate competency to perform
those responsibilities. Responsibility implies the right and trust to make decisions and
act; authority implies the power to command or act; and accountability implies that
one is answerable for performance, and therefore, responsible. Responsibility without
authority is meaningless. Assigning qualified personnel helps ensure that the Practice
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can be effectively performed. Assignment of personnel is covered by ppl04, “Assign
responsibilities”; if the assigned personnel are missing some required competencies,

ppl08, “Personnel competencies,” covers the provision of training to meet those needs.

Starting at Capability Level 3, management of work assignments is more rigorous.
Formally documenting and managing the definitions of roles and responsibilities is
covered by ppl05, “Define roles.” Systematic training, as described in ppl07, “Plan

& deliver training,” builds workforce competencies across the organization, although
unique personnel competency and training requirements may still need to be
addressed.

Activity c4: Communicate planned actions and their outcomes to relevant stakeholders.
(Supported by knwo2, knwo3.)

Starting at Capability Level 2, stakeholders need to be informed about any planned
actions and outcomes resulting from the performance of the Practice. This helps to
ensure that the stakeholders have adequate information to perform their work on a
repeatable, consistent basis. Identification and provision of the required information
is covered by knw02, “Provide required information”

Starting at Capability Level 3, management of the information needed by stakehold-
ers is more rigorous. Formally managing information through a knowledge system
helps to further ensure information is easily and systematically available to those who
need it. Management of this knowledge system is covered by knw03, “Knowledge

system.”

Activity c5: Verify that the work is consistently and effectively performed according

to the work products and tasks. (Supported by knwo4, prfo2.)

Starting at Capability Level 2, work needs to be periodically verified to ensure that

it is being done in a manner that follows the policies, procedures, guidelines, work
product requirements, and tasks that have been defined. This verification helps to
ensure consistency and effectiveness of work, while also providing a mechanism to
identify opportunities for improving how the work is being performed. Verification
that work is performed according to the defined processes and standards is covered
by prf02, “Verify processes.” Verification is typically done by internal audits, although
verification mechanisms can be built into the processes used.

Starting at Capability Level 3, verification is broadened to focus on effectiveness
of the organization as a whole. At Level 3, consistent performance based on using
organizational assets is emphasized in knw04, “Process assets.”
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Providing Support for Support Practices

Activities a and ¢ include references to the Support Practices that help provide
support for that Activity. For instance, Activity al, which is about providing
sponsorship and resources, refers to Support Practice prf03, “Adequate Resources”
Support Practices have the same references even when the reference is to itself (e.g.,
Activity al in prf03 refers to prf03).

Self-referential Practices can be confusing, yet auditors need to be audited, role
assigners need to be assigned to their roles, improvement processes need to be
improved, etc. Such practices are inherently recursive (e.g., who audits the auditors
of the internal auditors?). While this is not a rhetorical question, in most cases only
one level of iteration is necessary. Given the importance of this issue, the eSCM-SP
contains self-references in Activities a and ¢ for the Support Practices. While self-
referential entities of any kind can be confusing, there are reasonable interpretations
for each self-reference in the eSCM-SP. Each of the self-references for the Support
Practices is discussed below.

For knw02, “Provide required information,” Activity a2 covers involving stakehold-
ers in identifying the information needed to addressed the quality and compre-
hensiveness of the information needed by the workers. Issues addressed in c1, ¢2,
and c4 are associated with communicating and providing information needed by
personnel to do the work of identifying, controlling, and providing information. For
instance, the knowledge management team needs to be aware of the access restric-
tions that need to be imposed on information and needs to have adequate security
tools for implementing those restrictions.

For knw03, “Knowledge system,” the issues addressed in c1, ¢2, and c4 are refine-
ments of knw02, associated with communicating and providing information via an
organizational knowledge system. Information about the knowledge system should
itself be systematically managed.

For knw04, “Process assets,” the sponsorship and resources referred to in al are for
establishing and maintaining a set of useful and usable process assets. Effectively do-
ing this may itself require access to some process assets (e.g., process notation tools
and Web sites). In a3, the work products used to establish and maintain process
assets are themselves process assets that need to be maintained. In c5, the processes
used to maintain process assets are being verified, and are themselves considered
process assets.
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For knw07, “Version and change control,” the standards, procedures, and tools for
doing version and change control, as described in a3, should be controlled using
the same rigor as for any other work product. For example, the change control

procedure should be placed under version and change control.

For ppl03, “Work environment,” the workers responsible for providing and
maintaining the work environment need the resources to do their jobs as described
in c2. For example, someone may use an online database for assigning conference
room space and informing people of the assignments. They also need workspace
and telecommunications equipment of their own in order to arrange workspace

for others.

For ppl04, “Assign responsibilities,” when ¢3 describes assigning qualified personnel,
the people doing the assignments should have the responsibility and authority to
make the assignments. They also should have the qualifications and training needed

to make appropriate assignment decisions.

For ppl05, “Define roles,” the people defining a process, and characterizing the
qualifications of those who will perform it, need to have the qualifications and train-
ing needed to appropriately define the roles as described in ¢3. For example, anyone
defining the role of an operator in a call center may need skills in both building role
definitions and understanding the responsibilities of an operator. The total set of
qualifications may be possessed by the team doing the role definitions rather than

with a specific individual on the team.

For ppl07, “Plan and deliver training,” the qualifications described in ¢3 should
address the ability of personnel to plan and manage training, develop training

materials, deliver training, and measure the effectiveness of training.

For ppl08, “Personnel competency; the qualifications addressed in ¢3 focus on the
ability of trainers to analyze training requirements, train others, and effectively track
the training provided.

For prf02, “Verify processes,” the verification in ¢5 is of the verification process. This
is sometimes phrased as “Who will watch the watchers?” The internal auditing func-
tion itself needs to be independently audited to ensure that corporate governance is
adequately implemented and that the verification process is providing value to the

organization.
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For prf03, “Adequate resources,” the personnel providing resources need the spon-
sorship and resources themselves, in order to manage those resources, as described
in al. For example, an inventory control system may be needed to manage resources
effectively. Similarly, the resources needed to provide resources covered in c2 could

include, for instance, sufficient personnel assigned to manage resource requests.

For rel05, “Stakeholder information,” the relevant stakeholders described in a2
could be, for example, the marketing and sales groups, who need to be involved
in analyzing and using client information. In turn, clients could be relevant stake-
holders who should be involved in reviewing the information about their own

(potential) needs.

For tch01, “Acquire technology; the technologists who identify and evaluate
technology for other personnel in the organization need the technology to do their
work as described in c2. Examples of the necessary technology may include network

flow analysis tools and statistical analysis tools.

Measurement in the eSCM-SP

Focusing on the achievement of business objectives, the eSCM-SP provides a
progressive measurement path through the Capability Levels. While it is possible
to measure multiple attributes of every Practice in the eSCM-SP, the measurement
effort should be focused on business objectives that add value to the service
provider and its clients. The fundamental principle underlying measurement
should be to support the achievement of business objectives. Figure 14 represents
the evolution in measurement capability of an organization progressing up the
eSCM-SP Capability Levels. The Practices identified in the figure make up the
measurement core within the eSCM-SP.

At Level 1, measurement initiatives are often ad hoc, driven by the immediate

business needs of the service provider and its clients.

At Level 2, a service provider is expected to define measurable engagement
objectives (prf01, “Engagement objectives”), and define the measures needed to
track progress toward achieving those objectives (prf02, “Verify processes,” knw08,

“Resource consumption”) until it can be verified that they have been satisfied (prf02,

“Verify processes,” del04, “Verify service commitments”). Activities performed

within an engagement should be aligned with the engagement objectives.
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Some engagement objectives may be measured subjectively rather than objectively.
The client is expected to establish measurable objectives in service level agreements
that will be incorporated into the engagement objectives. These measures will
typically be service-specific, and no additional guidance on service-specific
measures is planned for the eSCM-SP. Regardless of the objective measures that
may be specified, the client’s perceptions will shape the course of a client-provider
relationship as much as the objective satisfaction of the service commitments.

The engagement objectives should therefore include attributes that influence the
customer’s satisfaction in the market and service context even if they are not

required by the client.

The service provider may also be expected to impose business objectives on the
engagement, even if the organizational objectives have not yet been formalized.
The engagement objectives will therefore address the service provider’s business

objectives as well as the client’s requirements and engagement-specific factors.

Verification that the service commitments are met happens in del04, “Verify service
commitments.” This Practice also helps the service provider to establish operational
definitions for service measures (e.g., identification of the attributes to measure,
data collection methods, data analysis methods, etc). Status and progress measures
are necessary to implement this Practice. Verification of the provider’s conformance
to the established processes and procedures happens in prf02, “Verify processes.”
Nonconformance measures are necessary to implement this Practice. Patterns of
nonconformance may be used to initiate improvement actions. Resource consump-
tion data are captured in knw08, “Resource consumption.” Cost and effort measures

are necessary to implement this Practice.

The focus of Level 2 is on the performance measures that are related to the engage-
ment: status, progress, cost, effort, and nonconformance. The measures answer two

questions:

= Is the service provider meeting its service commitments?

n Is the service provider doing the work as planned?

At Level 3, measurement crosses engagements and directly addresses organizational

issues. Performance targets are set as part of the organizational objectives and the
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set of measures to be used in analyzing organizational performance are determined
in prf04, “Organizational objectives” Organizational performance targets will be
largely derived from analyzing engagement level performance as described for Level
2. The periodic review and analysis of the performance measures are addressed

in prf05, “Review organizational performance” This is done to verify that the
organizational objectives are being met, and to address identifying opportunities for
improvement. A measurement repository for the organization is established

in knw04, “Process assets.”
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Figure 14.

Measurement Path through the
eSCM-SP Capability Levels

The Practices identified here charac-
terize the measurement core within
the eSCM-SP.
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At Level 4, the analysis of the engagement and organizational data is statistically
sophisticated. Process capability baselines, which are based on the consistent
performance of effective processes, are established in prf08, “Capability baselines”
These support statistically valid conclusions about the expected performance, and
comparisons between different processes. They allow the organization to bench-
mark its performance in order to identify opportunities for improvement and to

set performance targets (prf09, “Benchmark”).

The theme of Level 5 is sustained excellence. There are no additional Practices in
the eSCM-SP at Level 5, but an organization that has implemented the Level 2, 3,
and 4 Practices can be expected to measurably improve its performance. Quantita-

tive performance measurement is the key to sustaining performance excellence.

Other Information
The information in this section will help in understanding and implementing the
eSCM-SP. Further guidance is provided on documentation requirements and on

additional terms that have special meaning in the eSCM-SP.

Additional Documentation Requirements

Every Practice in the model should be supported by documentation that provides
guidance on how to perform that Practice. For policy, procedure, guideline,
program, and plan Practices, the eSCM-SP sets a minimum standard for what type
of documentation is required. For other Practices, the eSCM-SP allows business
judgment to determine the appropriate level and type of documentation needed.

Within a Practice, individual Activities often require additional types of documenta-
tion. Many Activities explicitly refer to these requirements by naming the type of
documentation expected (e.g., disaster recovery plan). In these cases, the organiza-
tion must have one or more documents covering that Activity in order to meet the
Practice’s intent.

Many Activities implicitly refer to documentation: although a common document
name is not provided, the wording of the Activity implies that a document must
be created. For example, the phrase “Identify and document...” implies that a
document will be created, but the nature of that document is left to the business
judgment of the organization. Whenever Activities use the following verbs, there
is an implicit requirement for documentation: create, define, develop, document,
gather, or plan.
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Terms with Special Meaning

There are sets of terms and phrases that have special meaning in the eSCM-SP. Some
of these terms and phrases have already been defined in the discussion of the model
structure (e.g., Activities and Capability Areas). Other terms and phrases are com-
monly used in the Practices (e.g., deployment, process assets, and work products).
These terms and phrases are presented here to help the reader understand

and interpret the Practices.

Competency

Personnel competency refers to the combination of skills, knowledge, and experience
that specific personnel in the organization possess. At Level 2, providers should be
able to identify the gaps between their needed skills and those possessed by the avail-
able staft (ppl04, “Assign responsibilities”), and address those needs by training or
hiring (ppl08, “Personnel competencies”). Tracking skills, knowledge, and experience
of personnel in a personnel competency inventory helps the organization identify
gaps and meet staffing needs.

Workforce competency refers to the sets of personnel competencies that the organiza-
tion has or needs in order to meet its organizational objectives. At Level 3, the
organization takes a more proactive stance on addressing its current and long-term
strategic competency needs by analyzing the sets of personnel competencies that are
needed now or in the future (ppl06, “Workforce competencies”).

The distinction between personnel and workforce competencies is the distinction
between addressing the tactical needs of the engagements and the strategic needs of
the organization. The strategic business plans of the organization must be considered
when determining workforce competency needs.

Corrective versus Preventive Actions

The eSCM-SP v2 has three practices corresponding to the ISO 9001: 2001 concepts
of correction (del05, “Correct problems”), corrective action (del06, “Prevent known
problems”), and preventive action (prfl0, “Prevent potential problems”), but the ISO
9001 terminology is not used. In ISO 9001, a corrective action is taken to eliminate
the cause of a detected nonconformity; the corrective action prevents the recurrence
of the corrected nonconformity. Preventive actions eliminate the causes of potential
nonconformities. This usage of corrective action does not seem consistent with
normal English usage. Rather than following the ISO 9001 usage, preventive actions
in the eSCM-SP may be to prevent the recurrence of a known problem or to preclude
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potential problems, and corrective actions are taken to correct a problem. Preventive

actions for recurrence of a known problem may include work-arounds.

Deployment

Deployment refers to the extent to which services or assets and related support
infrastructure are put in place. This includes putting in place an adequate physical
environment, personnel structure, technology infrastructure, and process assets

such as policies, procedures, and guidelines. An asset has been fully deployed once
it has been used by all appropriate entities within the organization. Considerations
in deploying innovative assets include the need for training and support mechanisms
such as help desks and user groups (prfll, “Deploy innovations”).

Establish and Implement

The phrase “establish and implement” is used in a number of Practices in the eSCM-
SP. Most notably, it is used in the Practice wording for all policy, procedure, guideline,
and program Practices. As a whole, the phrase is intended to mean that the Activities
for the Practice need to be defined and documented in addition to being deployed
and put into effect as defined.

Establish means to “set up or found” [WordNet]. This involves creating appropriate
guidance documentation that describes how the organization’s personnel are expected
to perform the Activities. Implement means “to put into practical effect; carry out”
[American Heritage]. This involves deploying the guidance documentation and then
performing work according to that guidance.

For example, knw01 is “Establish and implement a policy to share knowledge among
stakeholders” Establishing the policy involves creating the policy and any other
needed documentation. Implementing the policy involves deploying that policy

documentation and then performing work in line with that documentation.

Measurement

There are attributes for the engagement and the organization that should be measured.
Each attribute has associated measures, data, and indicators. For example, in a call
center environment, an attribute may be the speed at which incoming calls are an-
swered. Measures are the variables used to measure those attributes (e.g., the number
of minutes a call is on hold before being answered). Data are the actual results of the
measurement (e.g., 3 minutes on hold). An indicator is used to help evaluate the data

and determine whether any actions are necessary.
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A call center may have a hold time indicator, or target, of less than 2 minutes. When
comparing the indicator (less than 2 minutes) to the actual result (3 minutes), the
organization needs to decide whether actions need to be taken to bring the actual
results in line with the indicator, and what those actions should be. Possible actions
to take in this example are to hire more agents and/or add capacity to the telecom-

munications equipment.

Requirements

Requirements are needs or expectations that are either explicitly stated, generally
implied, or implicit. Explicit requirements are typically provided by the client in

the form of a Request for Proposal (RFP). “Generally implied” means that the need
or expectation is customary, or a common practice for the organization, its client,
and other stakeholders. Failure to address generally implied requirements would be
considered to be unprofessional and could be considered to be negligence. Implicit
requirements address a broader set of needs and expectations than generally implied
requirements. Implicit requirements should be identified in requirements elicitation
and needs analysis if they are to be binding on the service provider.

Expectations may come from different stakeholders (e.g., the client, end-users

of the service, senior management in the organization, and regulatory bodies).
Requirements are generated by the client and statutory or regulatory bodies, but the
expectations of all stakeholders should be actively managed. Resolving the conflicts
between requirements, whether explicit, generally implied, statutory, or regulatory,
is necessary to establish engagement objectives (prf01, “Engagement objectives”).

Resources

Resources include people, knowledge, assets (including work products and infrastruc-
ture), and finances needed to effectively perform the work. Specific types of resources
may be called out in some Practices. For example, work environment needs are covered
in ppl03, “Work environment,” technology infrastructure is covered in tch01, “Ac-
quire technology,” and information resources are covered in knw02, “Provide required

information.”

A work product is an item, such as a written document, tool, or repository, that is
associated with the execution of a process. It may be used, produced, or changed

by a process. An asset is any “valuable item that is owned” [American Heritage]. In

a purist sense, all assets are work products since all assets are associated with—or
outputs of—some process. In the eSCM-SP, however, the term “work product” is
used only in connection with the processes executed by the service provider. It is not
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used to describe items provided by the client or a supplier or partner; it is not used to
describe facilities and infrastructure assets, such as desks, buildings, or workstations.
The term “asset,” as used in the model, is a broader term than “work product” and is
used to describe items used by the service provider, including those items provided by
clients, suppliers, or partners.

Process assets are a particular type of asset (knw04). They are a collection of entities,
maintained by an organization, for use in developing, tailoring, maintaining, and
implementing processes. These process assets include sets of standard processes,
guidelines for tailoring the standard processes, and the organization’s measurement
repository. Some of the process assets will be work products developed within the
organization, such as policies and procedures. Some process assets may be externally
supplied, such as knowledge management systems. In this example, the knowledge
that populates the knowledge management system may be provided by the organiza-
tion, but the tools that make it readily available may be externally supplied.

Documents are work products defined by information and its supporting medium.
The medium can be paper, electronic media, photographs, etc. Some requirements,
such as the requirement to be readable, apply to all types of documents. Some
requirements, such as version control and change control, may be specific to
particular types of documents (e.g., the service specification). Documents include
guidance documents (e.g., policies, procedures, guidelines, templates) and artifacts
(e.g., reports, records).

Risk

Risk management is a crucial part of successfully managing a project or organization.
The proactive side of risk management deals with identifying risks that could impact
the work, and being prepared to prevent risks from occurring, or minimizing their
impact, where that is feasible (thr01, “Risk management,” thr02, “Engagement risk,”
thr03, “Risk across engagements”). The reactive side of risk management involves
dealing with risks as they become problems (del05, “Correct problems”).

One type of risk is that associated with security, privacy, confidentiality, and protec-
tion of intellectual property. Addressing security risks is the proactive side of dealing
with these related topics (thr04, “Security”). If there is a security breach, appropriately
addressing the problem is necessary. Addressing violations of privacy, confidentiality,
or intellectual property (thr05, “Intellectual property”) may involve legal remedies,
and the adequacy of the security mechanisms may be evidence that the service
provider was not negligent if an illegal act has occurred.
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Disasters are a type of risk that must be considered, although fires, floods, acts of
war, terrorism, etc., are outside the control of the service provider (thr07, “Disaster
recovery”). A capable service provider will be prepared to continue to deliver an
acceptable level of service in the event of a catastrophic event regardless of its cause

(within reason).

Risk exposure is the product of the probability of the risk becoming a problem and

its potential impact. The risk exposure helps the organization to identify the risks that
should be actively managed, those that should be tracked, and those that can

be reasonably ignored.

Suppliers and Partners

Suppliers provide products and services to the service provider. In some cases these
products and services may be viewed as commodities, such as pencils and paperclips,
with many potential suppliers. In such cases supplier management is a relatively
trivial matter. In other cases the supplier provides products or services that are critical
to the organization’s success. For example, there may be a single telecommunications
supplier available and that supplier may be heavily regulated. In these cases effective
supplier management may be a critical task for the organization (rel02, “Select suppli-

ers & partners”).

Partners also provide products and services, but the interdependencies between
partners are based on a relatively equal relationship. Many types of partnership exist,
including co-sourcing, multi-sourcing, alliances, joint ventures, and in-sourcing. In a
co-sourcing arrangement, two service providers work together to fulfill an agreement
for a client. In multi-sourcing, multiple service providers are managed by the client.
In alliances, multiple service providers collaborate to serve one or more clients. In
joint ventures, the client and one or more service providers go into a joint business
venture—a partnership. In in-sourcing, a group within the client organization is
selected to provide services, but is largely treated as a separate entity.
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Knowledge Management Practices focus on managing information

and knowledge systems so personnel have easy access to the knowledge
they need to work effectively. All Knowledge Management Practices are
Ongoing. These Practices cover the following:

o Demonstrating a commitment to knowledge sharing through formal policies.

o Providing the information needed by personnel in a knowledge system that
allows controlled but efficient access.

o Effectively managing the use of process assets across the organization, ensuring
consistency as appropriate. Reusing process assets to improve the effectiveness
of personnel and to take advantage of expert practices.

o Controlling changes to the work products through formal version control and
change control.

o Maintaining information on resource usage and lessons learned to improve
current and future performance.




knwo1

Practices: knw Part 2

Share Knowledge

Knowledge Management

Ongoing

Level 4

Policy

Establish and implement a policy to share knowledge among
stakeholders.

Encourage knowledge sharing among stakeholders in order to enable them to learn and improve
performance while they establish stronger relationships among themselves. A knowledge sharing
policy also clarifies the rules by which knowledge can be shared between the organization, client,
suppliers, and partners.

Activities

a. Provide support for creating and maintaining a policy for sharing knowledge among
stakeholders across the organization.

1. Provide sponsorship and resources for creating the policy. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the policy
as appropriate. (knw02, rel05)

- Reviews should address whether the policy is consistent with current engagement and
organizational objectives, and should resolve any conflicts.

3. Maintain and improve the policy as appropriate. (knw04, knw07)

b. Document the policy for sharing knowledge among stakeholders. Documentation includes
the following Activities:

1. Communicate the purpose for sharing knowledge.
2. Identify stakeholders to participate in knowledge sharing.

3. Establish procedures and incentives to encourage sharing and the contribution
of useful knowledge.

- Incentives may include rewards and recognition for improvements attributable to
knowledge sharing.

4. Create systems and processes for knowledge sharing among stakeholders.

- Methods for sharing knowledge include meetings, queriable databases, intranets,
bulletin boards, and seminars.

5. Track knowledge sharing tasks, taking action when appropriate.

c. Implement knowledge sharing, according to the policy.

1. Communicate the availability and location of the policy to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl05, ppl07, ppl08)
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4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the policy
across the organization. (knw04, prf02)
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Practices: knw Part 2

Provide Required Information (s ]

Knowledge Management

Ongoing

Level 2

Identify, control, and provide the information that personnel need
to perform their work.

Provide access to the information that is essential for personnel to do their work in order to en-
able personnel to work efficiently. Appropriate levels of control must be maintained, including
version control of documents, access control to ensure that the appropriate people have access to
the appropriate information, and information maintenance that is consistent with the organiza-
tion’s approach (policies and procedures) for security and the protection of intellectual property.
Easy access to required information enables personnel to be more efficient and effective in the
performance of their work.

Activities

a. Provide support for creating and maintaining the work products and tasks for identifying,
controlling, and providing the information personnel need to perform their work.

1. Provide sponsorship and resources for creating the work products and tasks for identifying,
controlling, and providing the information personnel need to perform their work. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)
3. Maintain and improve work products and tasks as appropriate. (knw07)

- Action taken to increase effectiveness includes improving access to information with better
software, hardware, and network bandwidth.

b. Document work products and tasks needed for identifying, controlling, and providing
information personnel need to perform their work. Documentation includes the following
Activities:

1. Identify the information needed by personnel to perform their work.

- Information needed by personnel may include guidance on how to perform their work (e.g.,
policies, procedures, guidelines), and on how to use or create work products (e.g., project plans,
service specifications, reports, historical data).

2. Identify personnel, or other stakeholders, requiring access to the information.

3. Select tools and methods for organizing, controlling, and providing the information.

- Methods for controlling information include version control, templates, naming conventions, etc.
Organizations may use intranets, the Internet, compact discs, and hard copy to provide access to
required information.

4. Determine and communicate the steps personnel need to follow to request additional
information.

5. Verify that access and control of information comply with procedures for security and
protection of intellectual property.

- Verify that information access and control meet the client’s and other stakeholders’ requirements
for security and protection of intellectual property.
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6. Review the identified information for correctness, clarity, and adequacy before making it
available.

7. Modify the information collected, as needed, within defined time frames.

8. Provide the information to appropriate personnel.

- Providing information includes anticipating, as well as responding to, information requests. For
instance, procedures and handbooks should be provided automatically to relevant stakeholders,
whereas market information could be provided upon request.

c. Identify, control, and make available the information personnel need to perform their work,
using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)

43



Practices: knw Part 2

knwo3 Knowledge System (s ]

Establish and maintain a knowledge system to identify, control,
and provide information.

Provide a coordinated knowledge system in order to allow the organization to keep information

current and to allow personnel to easily locate required information. A knowledge system is not
Knowledge Management

necessarily a central electronic repository of information, but is rather a coordinated method for
Ongoing managing and communicating needed information. A knowledge system may be implemented

through one or more databases, file systems, physical storage media, or other appropriate meth-

Level 3

ods for systematically providing the necessary access and control of information.

This Practice expands on knw02, “Provide required information,” which covers the provision of
information needed for personnel to perform their work. The focus of this Practice is expanded to
control and provide information and knowledge through a formal knowledge system. This Prac-
tice is closely related to knw04, “Process assets,” since this knowledge system is the primary place
where process assets are maintained, and is considered a process asset itself.

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing a
knowledge system.

1. Provide sponsorship and resources for creating the work products and tasks for establishing a
knowledge system. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for establishing and maintaining a knowledge
system. Documentation includes the following Activities:

1. Identify sources and classes of information needed to support organizational objectives.
a) Identify information about clients.
b) Identify information about employees.
¢) Identify information about suppliers and partners.

d) Identify information to support the Sourcing Life-cycle.

- Information to support the Sourcing Life-cycle includes information needed during Initiation,
Delivery, and Completion. Information needed by personnel may include guidance on how to
perform their work (e.g., policies, procedures, guidelines), work products (e.g., project plans,
service specifications, reports, historical data).

e) Identify personnel, or other stakeholders, requiring access to the information.

2. Create a plan for establishing and maintaining the knowledge system.

- The plan for implementing the knowledge system should include activities needed to collect,
organize, review, and provide the needed information.

3. Collect, organize, and review the identified information according to the plan.
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a) Select tools and methods for collecting and maintaining information.
b) Collect identified information using selected tools and methods.
¢) Review the identified information for correctness, clarity, and adequacy.
d) Determine methods for organizing the identified information.
e) Determine methods for controlling the identified information.

4. Provide the collected information according to the plan.

a) Create an information communication strategy.

- The organization needs to decide what and how information gets communicated. Some
information will be provided on demand (e.g., user requests for help), while other information
will be supplied as it becomes available (e.g., broadcast of a change in policy).

b) Select methods and media for providing information to relevant stakeholders.

-> Methods and media should support the communication strategy. Some methods and media
are more suited for broadcast (e.g., newsletters, posters, and e-mail announcements) versus on-
demand information (e.g., web browser, knowledge databases, and telephone help desk).

¢) Create guidelines on how to use the knowledge system.

d) Provide the information to appropriate personnel.

5. Track status and progress against the plan.
a) Determine actions to take when progress deviates from the plan.

b) Take actions and track them to closure.

6. Track usage of available knowledge, taking action when appropriate.

- Attributes to track may include ease of access, response time of the knowledge system,
availability of needed information, and information usage. Actions taken may include increasing
infrastructure capacity, removing obsolete information, and obtaining modified information.

c. Establish and maintain a knowledge system, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)

45



knwo4

Practices: knw Part 2

Process Assets (s

Knowledge Management

Ongoing

Level 3

Establish and maintain a set of process assets for use across the
organization.

Create a consistent set of process assets across engagements in order to help the organization
achieve economies of scale and apply best practices from prior engagements to similar new en-
gagements. Focusing on systematically collecting knowledge is fundamental to organizational
learning. Providing a coordinated set of process assets enables the collected knowledge to be
made available consistently across engagements.

Process assets include any guidance documentation—lasting documents that provides guidance
on how work should be performed—such as processes, policies, procedures, guidelines, job aids,
templates, checklists, etc. Process assets also include infrastructure, such as repositories and the

tools needed to perform the work described in the guidance documentation.

This Practice is closely related to knw03, “Knowledge system,” which describes the use of a knowl-
edge system for identifying, controlling, and communicating information. This knowledge system
is the primary place where process assets are maintained, and is considered a process asset itself.
This Practice is related to all other knowledge management Practices since the collected knowl-
edge will typically become a process asset (e.g., reusable work products from knw06, “Reuse”).

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing
and maintaining a set of process assets.

1. Provide sponsorship and resources for creating the work products and tasks for establishing and
maintaining a set of process assets. (knw04, prf03)

- Support for establishing and maintaining process assets typically includes the creation of a
process team that has responsibility for these tasks. The role of the process team should be
communicated broadly to the organization, so the personnel have a clear understanding of how
process management is being performed and how personnel are expected to interact with the
process team (e.g., to submit improvement suggestions).

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for establishing and maintaining a set of
process assets. Documentation includes the following Activities:

1. Identify and establish needed process assets.
a) Identify the process assets to establish and maintain based on organizational objectives.

b) Identify relevant stakeholders for each process asset.

- Relevant stakeholders include senior management, engagement managers, process owners,
process users, process customers, the client, suppliers, and partners.

- Management establishes policies, sponsors process management, and acts as a role model
to communicate that process discipline and improvement are important to the organization.
Suppliers and partners may impact the process by executing tasks in it, interacting with it, or
supporting it. Customers of the process provide vital feedback on whether the process is

46



The eSourcing Capability Model for Service Providers (eSCM-SP) v2

achieving tactical goals. The client provides feedback at a more strategic level on whether the
process is addressing client needs adequately.

¢) Identify the process owners responsible for coordinating the creation, maintenance,
and improvement of the process assets.

- Process owners should coordinate with process users in defining and improving process assets.
The general recommendation is to begin with the “as is” process and transition to the “should be”
process in collaboration with the process users.

d) Identify intellectual property ownership and restrictions associated with identified
process assets.

e) Identify and obtain tools needed to establish and maintain process assets.
f) Establish the identified process assets.
2. Establish a measurement repository to contain the data collected for the process assets.

3. Make process assets and data available to relevant stakeholders.

- Training and communication are important aspects of deploying process assets, and changes to
process assets.

4. Establish tailoring guidelines that establish parameters for when it is appropriate, and
permissible, to tailor process assets for specific engagement needs.

- Tailoring guidelines establish bounds on what additions, deletions, and changes to a
documented process are allowed when tailoring a process asset.

5. Review tailoring of the process assets, as appropriate.

- Itis important to distinguish the notions of “tailoring” and “improvement.” Tailoring changes are
made to account for specific needs of one group. For example, if only one engagement involves
co-sourcing, that engagement may need to change the security procedures to account for non-
employee access to restricted data. This change only occurs in the one engagement, since this
situation is specific to it. In contrast, improvements to the organization’s process assets are made
based on organizational learning and are intended to make a change that benefits any group
using that process asset in the future. For example, a security procedure is modified to account
for a new type of threat that wasn’t being tracked previously.

c. Establish and maintain a set of process assets, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)

- Processes should be assessed for effectiveness and efficiency. The assessment should include
measurement against engagement and organizational objectives. It may also include assessment
against a standard, such as a quality model.
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Practices: knw Part 2

Engagement Knowledge

Knowledge Management

Ongoing

Level 3

Analyze and use knowledge gained from client engagements.

Use lessons learned from current and past engagements in order to make improvements in cur-
rent and future engagements. Effectively analyzing and using the knowledge gained from prior
and current engagements enables the organization to reuse its best practices, to address problems
that have occurred, and to improve overall performance in current and future engagements.

This Practice is related to rel05, “Stakeholder information,” prf06, “Make improvements,” and
knw08, “Resource consumption.” This Practice covers analyzing and using engagement knowl-
edge; resource consumption data from knw08 is a type of engagement knowledge. Both this
Practice and rel05 analyze and use information from engagements. The focus of this Practice is

on using this information as the basis for improvement on current and future engagements, as
managed in prf06. The focus of rel05 is on using this information, with a particular emphasis on
stakeholder feedback, as a basis for improving relationships and better meeting the needs of stake-
holders.

Activities

a. Provide support for creating and maintaining the work products and tasks for analyzing
knowledge gained from client engagements.

1. Provide sponsorship and resources for creating the work products and tasks for analyzing
knowledge gained from client engagements. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for analyzing knowledge gained from client
engagements. Documentation includes the following Activities:

1. Determine types of engagement knowledge that need to be collected and analyzed.
a) Determine information about process asset use to be collected and analyzed.
b) Determine information needed to analyze work products for reuse.

¢) Determine types of lessons learned to be collected and analyzed.

- Types of lessons learned may include resource consumption, best practices in use, innovative
approaches to problem resolution.

2. Identify sources for engagement knowledge.

—> Lessons learned are typically obtained by collecting feedback from stakeholders involved in
an engagement. Milestone review sessions and end-of-project sessions are common ways of
collecting feedback. Information about the use of process assets can also be a valuable source of
information, since it can help identify which process assets can be improved and which can be
effectively reused.

48



The eSourcing Capability Model for Service Providers (eSCM-SP) v2

3. Collect and maintain the engagement knowledge.

a) Select tools and methods to collect and maintain knowledge, creating or purchasing
tools and methods as appropriate.

- Methods to collect knowledge can include feedback sessions, surveys, and analysis of frequency
of process assets and other work products used.

b) Determine time-frames for collecting and maintaining engagement knowledge.

¢) Identify contact personnel and media for collecting engagement knowledge.

d) Collect and organize obtained engagement knowledge into the knowledge system.
4. Analyze the collected engagement knowledge.

a) Analyze lessons learned.

b) Analyze process asset use.

¢) Analyze work products for reuse.

- Work products that are selected for reuse become part of the set of process assets.
d) Analyze applicability of knowledge to other areas of the organization.
e) Identify opportunities for improvement.

5. Use engagement knowledge gained, as appropriate.

- Knowledge gained should be used to maintain and improve service on current and future
engagements. Knowledge gained is typically used as the basis for selecting work products for
reuse and for making organizational improvements.

c. Analyze knowledge gained from client engagements, using the documented work products
and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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knwo06

Practices: knw Part 2

Reuse

Knowledge Management

Ongoing

Level 3

Identify and reuse work products.

Provide access to prior work products in order to enable personnel to take advantage of past suc-
cesses and to propagate expert practices. Reuse of work products can help an organization save
considerable amounts of effort, time, and cost while also helping to standardize the quality of
work products.

Work products are used during the sourcing process, and include work products internal to the
organization (e.g., policies, technical designs), client deliverables (e.g., customized software, user
documentation), and service components (e.g., service specifications, service delivery procedures).
Work products identified for reuse become process assets.

Activities

a. Provide support for creating and maintaining the work products and tasks for identifying
and reusing work products.

1. Provide sponsorship and resources for creating the work products and tasks for identifying and
reusing work products. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

- Reusable work products will evolve over time as problems are corrected and enhancements are
added in response to changing needs.

b. Document work products and tasks required for identifying and reusing work products.
Documentation includes the following Activities:

1. Identify reusable work products.
2. Collect identified work products.

3. Review collected work products before making them available for reuse.

—> Topics to be reviewed include intellectual property issues, completeness, correctness, usability,
compliance with organizational standards, and readiness for use.

4. Modify collected work products, based on the review.

- Modifications to improve content may include removing work products that are not being
reused and removing client- or engagement-specific information.

5. Create guidelines for reuse of the identified work products.

6. Provide the reusable work products to relevant stakeholders.

- Electronic catalogs or databases are methods the organization can use to provide reusable work
products.
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c. Identify and reuse work products, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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knwo7

Practices: knw Part 2

Version & Change Control (s ]

Knowledge Management

Ongoing

Level 2

Procedure

Establish and implement procedures to apply version control and
change control to work products.

Control changes to work products in order to maintain the integrity of the service. Version con-

trol involves tracking changes to work products in a controlled manner, with the version of each
work product being identified. Change control consists of the analysis, coordination, approval or
disapproval, and implementation of changes to work products. Both version control and change

control are needed to maintain the integrity of the service, but the rigor used to control changes

will depend on the needs of the client and the organization.

Work products placed under version and change control include work products internal to the

organization (e.g., work instructions, process specifications, quality specifications), client deliv-
erables (e.g., customized software, user documentation), and service components (e.g., service

specifications, service delivery procedures).

Activities

a. Provide support for creating and maintaining the procedures for version control and
change control.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for version control and change control. Documentation includes
the following Activities:

1. Create or obtain version and change control methods and tools, as appropriate.

- Version control methods can include a version numbering system.
2. Identify the work products to be controlled.

3. Review and obtain approval for proposed changes to the identified work products by the
relevant stakeholders.

- Authority for reviewing and approving changes to work products under change control is
typically formally established in a change control board or other group. Stakeholders are
responsible for reviewing changes for their impact, benefits, and risks.

4. Make approved changes to the identified work products.

5. Track changes made to the identified work products, taking action when appropriate.

—> Changes should be verified against expected results.

¢. Implement version and change control, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
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2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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knwo8

Practices: knw Part 2

Resource Consumption

Knowledge Management

Ongoing

Level 2

Procedure

Establish and implement procedures to analyze and use information
on resources consumed.

Understand resource usage for current client engagements in order to better understand and con-
trol resource utilization. This understanding is the basis of accurate estimates and planning for the
resources required for new client engagements. Resource analysis enables the organization to ac-
curately estimate future usage and balance needs, while delivering services to existing clients.

This Practice is related to knw05, “Engagement knowledge,” prf03, “Adequate resources,” sdd03,
“Plan design & deployment,” and del01, “Plan service delivery” Analyzing and using engagement
knowledge is covered by knw05; resource consumption data is a type of engagement knowledge.
Analysis of resource consumption data is fundamental for deciding the adequacy of resources in
prf03. Resource consumption data is also fundamental to tracking performance against plans, as
performed in sdd03 and delO1.

Activities

a. Provide support for creating and maintaining the procedures for analyzing and using
information on resource consumption.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for analyzing and using information on resource consumption.
Documentation includes the following Activities:

1. Identify the resource data that needs to be collected, aggregated, and analyzed.

—> Examples of resource data include the number of personnel utilized, duration of tasks,
technology used (e.g., computers, storage devices, media, software), network utilization, and
transaction rates.

2. Select and document the methods used to collect, aggregate, and analyze the identified
resource data.

3. Document resource utilization information for the tasks performed on each client engagement.

4. Aggregate and analyze the data collected.

- Data should be aggregated into comparison sets for analysis. Comparison sets are sets of data
similar to each other. Inappropriate aggregation will lead to incorrect conclusions.

5. Identify and document any inefficiencies in resource utilization by comparing actual to planned
utilization levels.

6. Identify other opportunities to use data on resource consumption.
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- Data and analysis results can be used to estimate needs for new engagements, to adjust
pricing guidelines, and to determine feasibility of requirements. Resource consumption
data are also critical inputs into tracking progress against plans.

7. Determine actions needed.

c. Implement resource consumption analysis, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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People Management Practices @
7 @

People Management Practices focus on managing and motivating
personnel to effectively deliver services. They address understanding the
organization’s workforce and personnel competency needs, filling those
needs, and encouraging the appropriate behaviors to effectively deliver
service. All People Management Practices are Ongoing. They cover the
following:

o Demonstrating a commitment to people through formal policies covering
participation of personnel in decision-making, career development, and
encouragement of innovation.

o Providing an adequate work environment.
o Clearly defining and communicating roles and responsibilities to personnel.

o Identifying workforce and personnel competency needs, and developing
(i.e., training) or acquiring the necessary competencies.

o Appraising personnel performance on a timely basis, and providing
appropriate rewards and recognition to encourage the desired performance.




pplo1

Practices: ppl Part 2

Encourage Innovation

People Management

Ongoing

Level 4

Policy

Establish and implement a policy to encourage and support innovation
across the organization.

Demonstrate a management commitment to innovation and encourage personnel to adopt in-
novative approaches to performing work, in order to benefit the organization and its clients. Pro-
cess and service innovation can lead to breakthrough improvements in performance that deliver
improved value to clients. In turn, it can lead to new business opportunities and improved client
satisfaction.

Once these innovative opportunities are researched and identified, they must be deployed and
adopted in the appropriate parts of the organization. Part of this process is translating the innova-
tive idea into a work product, process, or service that can be used to benefit the organization or its
clients. These tasks are covered in prfll, “Deploy innovations”

Activities

a. Provide support for creating and maintaining a policy for encouraging and supporting
innovation across the organization.

1. Provide sponsorship and resources for creating the policy. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the policy as
appropriate. (knw02, rel05)

—> Reviews should address whether the policy is consistent with current engagement and
organizational objectives, and should resolve any conflicts.

3. Maintain and improve the policy as appropriate. (knw04, knw07)

b. Document the policy for encouraging and supporting innovation. Documentation includes
the following Activities:

1. Communicate the purpose for encouraging and supporting innovation.

2. Identify actions that encourage and support innovation.

- Examples of approaches to encourage innovation include providing personnel with flexibility to
choose solutions that achieve assigned objectives, implementing new management techniques,
establishing improvement initiatives, and implementing new tools to foster creative thinking
and communication.

a) Create rewards and recognition that encourage innovation.

- This may include publishing information on innovative approaches that were implemented in
the organization, and giving formal recognition to personnel responsible for those innovations.

b) Identify opportunities for personnel to learn about innovation in the organization
and industry.

¢) Address innovation goals in personnel’s career plans.

- Innovation is risky by its nature. Encouragement of innovation includes not punishing failure.

d) Encourage identification of value creation opportunities.
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3. Verify that innovative ideas raised by personnel are analyzed and deployed in the organization,
as appropriate.

4. Identify support and infrastructure needed to translate the innovations into a value-added work
product, process, or service, and deploy them across the organization.

c. Implement actions to encourage and support innovation, according to the policy.
1. Communicate the availability and location of the policy to relevant stakeholders. (knw02, knw03)
2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the policy across the
organization. (knw04, prf02)

59




Practices: ppl Part 2

pplo2 Participation in Decisions

Establish and implement a policy on the participation of personnel
in decisions that affect their work commitments.

Encourage participation in the organization’s decision-making process by the affected personnel,

including individuals and teams, in order to improve the quality of decisions. Participation in de-
People Management

cision-making leverages the knowledge of the staff, motivates them to perform better, and estab-
Ongoing lishes their buy-in to work commitments. Decision-making styles may vary from consensus-based

Level 3 to hierarchical. This policy should be consistent with whichever styles are used in the organization.

Policy

Activities

a. Provide support for creating and maintaining a policy on the participation of personnelin
decisions that affect their work commitments across the organization.

1. Provide sponsorship and resources for creating the policy. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the policy
as appropriate. (knw02, rel05)

- Reviews should address whether the policy is consistent with current engagement and
organizational objectives, and should resolve any conflicts.

3. Maintain and improve the policy as appropriate. (knw04, knw07)

b. Document the policy on the participation of personnel in decisions that affect their work
commitments. Documentation includes the following Activities:

1. Communicate the purpose for the participation of personnel in decisions that affect their
work commitments.

2. Communicate potential work commitments to personnel.

3. Obtain feedback from affected personnel and teams about the work commitments.

- An example of feedback on work commitments is to ask personnel to review estimates
and targets for work that is being assigned to them and to agree that those targets can be
achieved. This gives personnel the opportunity to raise concerns about inaccurate estimates or
unreasonable targets.

4. Use feedback in decisions made about the work commitments.

5. Involve personnel, as appropriate, in reviewing the progress against commitments and in
modifying those commitments.

¢. Implement actions to get participation of personnel in decisions that affect their work
commitments, according to the policy.

1. Communicate the availability and location of the policy to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03,
prfo3, tch01)
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3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the policy across the
organization. (knw04, prf02)
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pplo3

Practices: ppl Part 2

Work Environment (s

People Management

Ongoing

Level 2

Establish and maintain a work environment that enables personnel
to work effectively.

Provide an effective work environment in order to improve the satisfaction, retention, and perfor-
mance of personnel. An effective work environment supports the ability of personnel to perform
work, thus enabling the organization to meet client requirements consistently. In addition to the
physical workspace, the work environment includes corporate culture (e.g., grievance handling).

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing
and maintaining a work environment that enables personnel to work effectively.

1. Provide sponsorship and resources for creating the work products and tasks for establishing and
maintaining a work environment that enables personnel to work effectively. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Document work products and tasks required for establishing and maintaining an effective
work environment. Documentation includes the following Activities:

1. Identify the characteristics of the work environment that impact work effectiveness and the
factors affecting personnel.

- Factors that affect personnel include noise, air and water quality, lighting, ergonomics,
harassment, and safety.

2. Identify the physical, social, and legal requirements of the work environment.

- These requirements are identified from the service design, industry norms, statutory or
regulatory requirements, client requirements, and feedback from personnel. The physical
environment includes individual and public elements such as space, storage, air-conditioning,
water, light, safety, rest rooms, and food. Public spaces include space for meetings, training,
eating, and recreation. Feedback from personnel should be obtained on a regular basis to
identify work environment issues that may affect job satisfaction and performance.

3. Create designs for a work environment to meet identified requirements.

4. Create dispute handling and escalation methods for personnel.
- Internal dispute handling and escalation, including grievances, is typically handled through
a different process than disputes with either clients or suppliers and partners. However, the
process will be similar in that methods for all three need to be defined for identifying, managing,
and tracking disputes.
a) Select and document methods to prioritize personnel disputes or other problems.
b) Identify types of potential personnel disputes or problems to be escalated.

¢) Determine decision-making and prioritization processes.

d) Determine notification rules for each priority.
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- Rules include who is notified at each stage, under what conditions the rules change, and what
systems are necessary to support the notification rules.

e) Determine reports needed.

5. Deploy a work environment according to the design.
a) Coordinate modification, acquisition, and establishment of facilities.

b) Coordinate movement, transfers, and delivery of equipment.

-> Movement of equipment may include relocation of workstations and furniture within a site,
while transfers typically involve relocation and change of ownership within sites or entities.

¢) Maintain an inventory of facilities and equipment.
6. Track personnel disputes and escalations.

a) Determine actions to take when personnel disputes arise or when problems need
to be escalated.

b) Take actions and track them to closure.

c. Establish and maintain an effective work environment, using the documented work products
and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)
4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)
- Information communicated about the work environment may include fire safety procedures,
workspace requirements, and space and phone assignments.
5. Verify that the work is consistently and effectively performed. (prf02)

-> Verification of the quality of the work environment is carried out through collecting feedback
from personnel, inspections, and comparison with industry norms.
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pplo

Practices: ppl Part 2

Assign Responsibilities (s

People Management

Ongoing

Level 2

Assign roles and responsibilities to personnel based on appropriate
personnel competencies.

Understand personnel competencies and use them as a basis for role assignments, in order to

help ensure that qualified personnel are assigned the appropriate roles. Having qualified personnel
helps to ensure that work can be performed as assigned, which leads to meeting and exceeding
client expectations. Personnel competency is the combination of skills, knowledge, and experience
that specific personnel in the organization possess.

This Practice is related to ppl08, “Personnel competencies,” which focuses on providing training
to meet personnel competency needs that were identified while assigning roles and responsibili-
ties in this Practice.

Activities

a. Provide support for creating and maintaining the work products and tasks for assigning
roles and responsibilities to personnel.

1. Provide sponsorship and resources for creating the work products and tasks for assigning roles
and responsibilities to personnel. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Document work products and tasks required for assigning roles and responsibilities to
personnel. Documentation includes the following Activities:

1. Determine and document the roles, responsibilities, and authority needed to meet client and
organizational requirements.
2. Identify the personnel competencies required to perform the defined roles.

- A role is analyzed for required competencies by identifying the specific tasks to be performed,
the proposed reporting structure, the delegation of authority, and decisions to be made.
Specific tasks are identified based on client requirements, feedback, and previous experiences.
Competencies of assigned personnel are defined through structured evaluations, performance
reviews, on-the-job evaluations, work experience, and prior training or education.

3. Identify gaps in personnel competencies.

- Personnel competencies, and associated gaps, are typically documented in personnel
competency inventory records. These records include a list of personnel and their competencies.

4. Obtain personnel with requisite competencies from external sources, as appropriate.

- Acquisition of personnel can be accomplished by hiring or sourcing.

5. Assign personnel to the defined roles based on personnel competencies.
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c. Assign roles and responsibilities, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)
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Practices: ppl Part 2

Define Roles (s

People Management

Ongoing

Level 3

Define and communicate the roles, responsibilities, and authority
of personnel in the organization.

Clearly define the roles, responsibilities, and authority of personnel, in order to enable them to
effectively perform their work. Aligning personnel’s roles, responsibilities, and authority with or-
ganizational objectives should result in improved performance. Periodically reviewing them helps
to verify the effectiveness of personnel’s roles and their assignments. Also, clearly defining the
primary and secondary responsibilities helps to ensure that important functions and tasks in the
organization are covered.

This Practice builds upon the roles and responsibilities that are initially defined in ppl04, “Assign
responsibilities” The focus of ppl04 is on assigning qualified personnel to identified roles in order
to effectively deliver service for a client engagement. The focus of this Practice broadens this to
align roles and responsibilities not only with engagement requirements but also with long-term
organizational objectives. This ensures that not only are qualified personnel assigned to roles, but
that the defined roles are the ones the organization needs in order to meet its objectives.

Activities

a. Provide support for creating and maintaining the work products and tasks for defining and
communicating the roles, responsibilities, and authority of personnel in the organization.

1. Provide sponsorship and resources for creating the work products and tasks for defining and
communicating the roles, responsibilities, and authority of personnel in the organization. (knw04,
prfo3)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for defining and communicating the roles,
responsibilities, and authority of personnel in the organization. Documentation includes the
following Activities:

1. Determine and document the functional areas needed within the organization and their
associated tasks.

- Organizational and engagement objectives should be used as the basis for deciding which
functions and tasks need to exist in the organization. Typical functions include finance, human
resources, technology, operations, etc. Other functions may include program management,
service management, quality assurance, testing, and process improvement.

2. Document all personnel roles, responsibilities, and authority.

- Role definitions should include primary and secondary responsibilities. For example, the Vice
President of Finance has primary responsibilities related to financial tasks, but may also be
involved in negotiation as a secondary responsibility. Role definitions should clearly describe
responsibilities (e.g., team functions, engagement-level tasks, and organizational-level tasks) and
authority (e.g., approval of resource acquisition, ability to commit to clients, and other decision-
making authority).
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3. Document any changes in roles, responsibilities, and associated authority.

- Documentation should be updated to reflect movement of personnel from one role to another
as well as to reflect changes in responsibilities and authority associated with a given role.

c. Define and communicate the roles, responsibilities, and authority of personnel in the
organization, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: ppl Part 2

Workforce Competencies

People Management

Ongoing

Level 3

Develop the workforce competencies needed to achieve organizational
objectives.

Maintain the necessary workforce competency levels in order to ensure that the organization
has the necessary skills to meet its clients’ requirements and achieve its long-term organizational
objectives. Analyzing and maintaining personnel competency records enables the organization
to have an accurate understanding of the skills of its workforce and to more quickly respond to
workforce competency changes due to the requirements of new and existing clients.

Personnel competency is the combination of skills, knowledge, and experience that specific per-
sonnel in the organization possess. Workforce competency is the set of personnel competencies
that the organization has or needs, to meet its organizational objectives.

This practice is related to ppl04, “Assign responsibilities,” which covers the identification of per-
sonnel competencies, helping to ensure that personnel assignments meet the competency require-
ments of specific roles. The focus of this Practice is expanded to workforce competency. Identify-
ing training needs through a gap analysis of workforce competencies is addressed in ppl07, “Plan
& deliver training”

Activities

a. Provide support for creating and maintaining the work products and tasks for developing
workforce competencies.

1. Provide sponsorship and resources for creating the work products and tasks for developing
workforce competencies. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for developing workforce competencies.
Documentation includes the following Activities:

1. Determine future workforce competency needs based on organizational and engagement
objectives.

- Examples of workforce competency needs include technical, managerial, communication,
negotiation, and leadership skills. Leadership skills are often fundamental to the organization’s
ability to meet long-term objectives; leadership needs are critical to understand when identifying
future workforce competency needs.

2. Obtain input on future workforce competency needs from the relevant stakeholders.
3. Identify existing personnel and workforce competencies.

a) Identify sources and classes of information about personnel competencies.

- This Activity includes identifying personnel, personnel skills, personnel experience, and relevant
knowledge held by personnel.

b) Collect and document information on competencies in a personnel competency
inventory.
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¢) Identify existing workforce competencies based on the aggregate of personnel
competencies.

- Personnel competencies are identified and tracked in a personnel competency inventory.
Existing workforce competencies are identified by aggregating the set of personnel competencies.
For instance, the organization may have nine people who each have a personnel competency
in project management. The organization then has a workforce competency in project
management, and has identified nine people who contribute toward that workforce competency.

4. Identify and analyze gaps between existing workforce competencies and future workforce
competency needs.

- The workforce competency analysis should be modified as organizational needs change.
Changes in required competencies can occur due to changes in services, technology, the
organization’s market strategy, client expectations, and competition. The analysis should produce
a list of current competencies, a list of required competencies, and a prioritized list of required
competencies.

5. Create a plan to develop workforce competencies.

a) Determine actions needed to develop workforce competencies.

- Actions taken to develop workforce competencies include obtaining needed competencies
through transferring, hiring, or outsourcing. Personnel competencies can be developed through
career development and training.

b) Review the plan with relevant stakeholders.

6. Track status and progress against the plan.
a) Determine actions to take when progress deviates from the plan.
b) Take actions and track them to closure.

¢) Analyze the effectiveness of actions taken to develop workforce competencies.

7. Maintain information on personnel and workforce competencies.

- Personnel competency information is typically stored in a personnel competency inventory.
Workforce competency information is usually an organizational view of that same data and may
not be stored as a separate inventory.

8. Maintain the results of the workforce competency analysis.

c. Develop workforce competencies, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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pplo7

Practices: ppl Part 2

Plan & Deliver Training (s ]

People Management

Ongoing

Level 3

Procedure

Establish and implement procedures to plan and deliver training.

Plan and manage the delivery of training in order to meet personnel and workforce competency
needs. Effective training enables the organization to meet its organizational objectives by filling
the gaps in its personnel and workforce competencies.

This Practice is related to ppl04, “Assign responsibilities,” ppl06, “Workforce competencies,” and
ppl08, “Personnel competencies.” At Level 2 the focus of training (ppl08) is on meeting personnel
competency needs that have been identified while assigning roles and responsibilities (ppl04). At
Level 3, training is formalized with plans and procedures in this Practice. This Practice expands
training from the coverage of personnel competency needs to the coverage of workforce compe-
tency needs as identified in ppl06.

Activities

a. Provide support for creating and maintaining the procedures for planning and delivering
training across the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for planning and delivering training. Documentation includes
the following Activities:

1. Identify training objectives and desired outcomes based on personnel and workforce
competency needs and organizational objectives.

2. Create training plans for career development, engagement- or client-specific training,
or organizational training.

—> Career development training can include personal development (e.g., presentation or meeting
skills), job-oriented development (e.g., technical or supervisory skills), and leadership
development (e.g., engagement management or strategy creation). Engagement- or client-
specific training will include any training necessary to meet requirements (e.g., orientation,
culture, or business). Organizational training can include the development of skills needed to
meet objectives, as well as the organization’s policies, procedures, and functions.

3. Create or obtain training based on the training plans.

a) Identify materials and tools required for training.

b) Identify facilities required for training.

¢) Identify personnel required for training.

d) Create or obtain the materials, tools, and facilities required for training.

4. Deliver training according to the training plans.

5. Track status and progress against the plan.
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a) Determine actions to take when progress deviates from the plan.
b) Take actions and track them to closure.

6. Document and maintain records of training.

- Records of training include inventories of trainers, classes, training materials, as well as class
offerings and student records. Student records may include class grades. Training may result
in updating the personnel competency inventory.

7. Determine measures to track the effectiveness of training.

- The primary purpose of measuring the effectiveness of training is to determine whether the
training has achieved the identified training objectives.

a) Determine the attributes to measure to determine the effectiveness of the training.

- Attributes can include learner feedback on training, on-the-job behavior or performance,
and organizational effectiveness.

b) Determine the performance measures for the attributes.

- Sources of information should provide insights into training effectiveness during Initiation,
Delivery, and Completion. Sources of information should include stakeholders such as training
participants, instructors, the participants’ supervisors, team members, and clients or peers who
can provide feedback on trainees’ skills, knowledge, and performance.

¢) Determine the analyses and indicators that support understanding and decision-
making based on data related to the effectiveness of training.
8. Collect data on training effectiveness.

- Methods for collecting data include obtaining and analyzing feedback from the trainee on the
trainer, training material, training duration, and their ability to perform after training; collecting
exams on the material taught; observing the effectiveness of trainees in the use of their training;
and obtaining feedback from supervisors.

9. Identify gaps between actual and acceptable training outcomes, taking corrective action, as
appropriate.

- Actions taken may include retraining the trainees, retraining the trainers, replacing trainers,
obtaining trainers from outside, and improving the training material and method of training.

c. Implement training planning and delivery, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03,
prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)
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Practices: ppl Part 2

Personnel Competencies (s ]

People Management

Ongoing

Level 2

Meet identified personnel competency needs by providing training.

Address personnel competency gaps in order to enable personnel to effectively perform their roles
and responsibilities. Effective training helps to ensure that personnel can perform their assigned
roles and responsibilities. Training requirements must be identified to satisfy the needs of both the
engagement and the organization.

This Practice focuses on providing training to meet personnel competency needs identified while
assigning roles and responsibilities (ppl04, “Assign responsibilities”).

Activities

a. Provide support for creating and maintaining the work products and tasks for meeting
identified personnel competency needs.

1. Provide sponsorship and resources for creating the work products and tasks for meeting
identified personnel competency needs. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Document work products and tasks required for meeting personnel competency needs.
Documentation includes the following Activities:

1. Identify personnel to train, using identified gaps in personnel competencies.

2. Determine training requirements, based on identified gaps.

- Training requirements should include training on the organization’s policies, procedures,
and roles and responsibilities. For personnel who directly interact with the client, training
requirements typically include familiarity with the organization’s services, relationship
management, gathering client requirements, and listening skills. Factors that affect the
requirements include market sector, services offered, and performance expectations.

3. Create or obtain training based on the identified requirements.

- Training may include classroom coaching, simulation, on-the-job training, and group exercises.
Training may involve pursuing formal certification in specific skills (e.g., project management)
for some personnel, based on client and organizational requirements.

4. Identify and provide resources for required training, including trainers and facilities,
as appropriate.

5. Deliver training, as appropriate.

6. Maintain records of training provided, trainers, and trainees.
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¢. Meet identified personnel competency needs, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

- The required materials and tools include training manuals, work instructions, case studies, and
exams on the material being taught.

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl08)

- Trainers are identified based on their training skills, their relevant experience, and feedback
from participants who have received training.

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)
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pplo9g

Practices: ppl Part 2

Performance Feedback

People Management

Ongoing

Level 3

Procedure

Establish and implement procedures to provide feedback on
performance to personnel.

Identify the strengths and weaknesses of individuals and teams and provide appropriate feedback
in order to improve the personnel competencies and performance. Effective performance feed-
back helps personnel develop their competencies, and enables the organization to better achieve
its objectives. This feedback may or may not include rewards and recognition, as described in
ppll1, “Rewards.” Performance appraisals are one mechanism for providing feedback, but others
may be used.

Activities

a. Provide support for creating and maintaining the procedures for providing performance
feedback to personnel across the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for providing performance feedback to personnel. Documentation
includes the following Activities:

1. Determine the attributes to be used for the different types of feedback.

- Attributes can be quantitative (e.g., efficiency, profitability, on time, on budget, performance
against team objectives) or qualitative (e.g., leadership, and satisfaction of clients, employees,
and teams). Attributes can be defined by a review of organizational and engagement objectives,
personnel and workforce competency needs, and training objectives.

a) Verify that attributes and types of feedback are aligned with the engagement
and organizational objectives, and the role assignments and definitions.

b) Select and document the methods used for analyzing the defined attributes.

- Methods typically involve comparing performance against targets that are used to determine
when performance is considered inadequate, adequate, or exceptional.

¢) Obtain agreement from personnel on the defined attributes.
2. Determine and document the methods used for, and the frequency of, performance feedback.
3. Collect information on the defined attributes.
4. Analyze information collected and identify actions to be considered.

5. Document and provide the performance feedback.

- Feedback can be provided at a defined frequency or as events or performance warrants.

6. Obtain agreement with the relevant stakeholders on actions to take.
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—> Actions taken based on the results of feedback include retraining individuals or teams, identifying
areas of improvement in the organization, and changing existing procedures.

7. Track the actions discussed and agreed upon, taking action when appropriate.

c. Implement performance feedback, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures across
the organization. (knw04, prf02)
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Practices: ppl Part 2

pplio Career Development

Establish and implement procedures to provide personnel with
opportunities for career development.

Provide clearly defined career paths and opportunities for personnel to develop their skills and
knowledge in order to improve their competencies and motivation. Succeeding in a dynamic busi-

People Management ness environment requires the organization to develop and retain personnel with the personnel
Ongoing competencies that it needs. Career development improves personnel’s motivation and competen-
Level 3 ) H cies, thereby enabling the organization to better achieve its objectives.
Procedure

Activities

a. Provide support for creating and maintaining the procedures for career development across
the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for career development. Documentation includes the following
Activities:

1. Determine the set of career paths for personnel.

—> The set of career paths is based on the long-term workforce competency needs of
the organization, and should be aligned with the plan to address future workforce
competency needs.

2. Communicate the set of career paths to appropriate personnel.
3. Obtain feedback on the set of career paths.

4. Select methods of obtaining input from personnel on their career development.

5. Determine frequency and type of feedback appropriate for personnel following various
career paths.

- Types of feedback include performance appraisals and peer reviews.

6. Create personnel career development plans, based on the defined set of career paths.

- Information in a personnel career development plan includes career objectives, paths to
achieve those objectives, and competencies needed to progress toward those objectives.

a) Identify personnel career goals.
b) Identify opportunities for career development of personnel.

7. Track status and progress against career development plans.

—> The progress of an individual against a career development plan can be tracked through self-
assessment; formal or informal performance feedback; review by peers, mentors, or coaches;
additional professional qualifications; and tests and evaluations.
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a) Determine actions to take when progress deviates from the plan.
b) Take actions and track them to closure.

¢) Verify that actions taken are aligned with career development plans.

8. Provide feedback to personnel on their progress on career development.

¢. Implement actions to provide personnel with opportunities for career development,
according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)
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Practices: ppl Part 2

Rewards

People Management

Ongoing

Level 3

Provide rewards and recognition that encourage the achievement of
organizational objectives.

Reward personnel for performance and achievements in order to motivate them and retain the
personnel competencies critical for achieving organizational objectives. Rewards and recognition
may take the form of intangible rewards such as formal recognition, or tangible rewards such as
profit sharing or changes in compensation. Consideration should be given to whether the best
way to achieve the organization’s objectives is to base rewards on team performance rather than
just individual performance.

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing
rewards and recognition that encourage the achievement of organizational objectives.

1. Provide sponsorship and resources for creating the work products and tasks for establishing
a rewards and recognition program to encourage the achievement of organizational objectives.
(knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for establishing rewards and recognition
to encourage the achievement of organizational objectives. Documentation includes the
following Activities:

1. Communicate the purpose for the rewards and recognition program.
2. Identify the organizational objectives whose achievement should be rewarded or recognized.

3. Identify the rewards and recognition necessary to encourage achievement of the identified
organizational objectives.

- Achievement of objectives may require individual, as well as team, effort. Consideration should
be given to whether the best way to achieve an objective is to base rewards on team performance,
rather than just individual performance.

4. Determine measures to encourage achievement of organizational objectives.

a) Determine the attributes to measure to determine if rewards and recognition are
appropriate.

—> The attributes may be based on the performance of personnel or teams (e.g., quantity of work,
service quality, supervisory skills, attendance), outstanding service to clients, customer feedback,
outstanding skill development, or improvements by personnel or teams.

b) Determine the performance measures for the attributes.

¢) Determine the analyses and indicators that support understanding and decision-
making based on data for rewards and recognition.
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5. Collect data related to encouraging the achievement of organizational objectives.

6. Periodically review performance against defined indicators and provide rewards or recognition,
as appropriate.

¢. Implement rewards and recognition, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Performance Management Practices @
3 @

Performance Management Practices focus on managing the
organization’s performance to ensure that the client’s requirements

are being met, that the organization is continually learning from its
experience, and that the organization is continually improving across
engagements. These Practices address the effective capture, analysis,
and use of data, including data on the organization’s capabilities relative
to its competitors. All Performance Management Practices are Ongoing.
They cover the following:

o Defining engagement and organizational objectives and reviewing
performance against those objectives.

o Establishing organization-wide programs to meet the objectives.
o Identifying and implementing performance improvements.

o Measuring the organization’s capabilities and benchmarking its
performance as the basis for improvements.

o Providing adequate resources to enable personnel to effectively
perform their work.

o Deploying innovations across the organization in order to broadly
improve performance.




prfo1

Practices: prf Part 2

Engagement Objectives

Performance Management

Ongoing

Level 2

Define, communicate, and track engagement objectives.

Gain a clear understanding of the objectives for each engagement in order to enable the effec-
tive formation, management, and expansion of successful sourcing relationships. Clearly defined
engagement objectives help the organization set expectations with internal and external stakeholders.

Objectives should be as measurable as possible so that progress can be tracked. Objectives are
typically based either on client relationship factors (e.g., increase client satisfaction by x%) or on
operational factors (e.g., improve productivity by y%).

This Practice is related to del04, “Verify service commitments,” which covers verifying that service
commitments are met. Engagement objectives are aligned with the broader business objectives,
but service commitments provide the fundamental input into decisions about setting objectives.

All of the other Practices in the Model should contribute to achieving—at least indirectly—the
engagement objectives. For example, planning and tracking Practices for design, delivery, etc., ad-
dress subsets of the engagement objectives.

Activities

a. Provide support for creating and maintaining the work products and tasks for defining,
communicating, and tracking engagement objectives.

1. Provide sponsorship and resources for creating the work products and tasks for defining,
communicating, and tracking engagement objectives. (prf03)

- The information needed for setting engagement objectives includes the expected performance,
existing organizational standards, and feedback from the client at different Phases of the
engagement.

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

- Stakeholders review engagement objectives with respect to relevant policies, related procedures,
and pertinent statutes and regulations. Examples of relevant policies include those addressing
security, protection of intellectual property, and risk.

-> Engagement objectives should be aligned with policies whenever possible, but policies may
need to be modified to be consistent with the changing business environment. Cases where
engagement objectives cannot be aligned with policies should be reviewed at an appropriate
level of authority within the organization. Engagement objectives may be changed to satisfy
policies, policies may be modified to fit evolving business objectives, or waivers may be granted
for specific objectives when conflicts between engagement objectives and policies need to be
resolved.

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Document work products and tasks required for defining, communicating, and tracking
engagement objectives. Documentation includes the following Activities:

1. Determine engagement objectives.

2. Address the engagement objectives at appropriate levels in the organization.

—> Engagement objectives are addressed at appropriate levels in the organization by defining
relevant functional, departmental, team, and individual objectives. Engagement objectives
include time frames for achieving the objectives.

82



The eSourcing Capability Model for Service Providers (eSCM-SP) v2

3. Verify that engagement objectives are aligned with business objectives.

- The organization should establish a set of general business objectives that may address market
share, profitability, and competitive differentiators. Objectives for each engagement should be
defined to support, and be consistent with, the overall business objectives.

4. Determine measures to track engagement performance.

a) Determine the attributes to measure to verify if engagement objectives are being met.

b) Determine the performance measures for the attributes.

- The measurement method should define the frequency and granularity of data collection.
It should ensure that the data collected are reliable, accurate, and valid.

c) Determine the analyses and indicators to be used to understand and make decisions
about engagement performance.

- Indicators provide an evaluation of data in relation to criteria that support decision-making.
The evaluation may be with respect to requirements, ranges of acceptable performance, stretch
goals, expected performance based on historical data, or similar standards.

5. Create a plan for communicating and achieving the engagement objectives.

6. Collect data on engagement performance.

—> Examples of tools used to collect performance measurements are software programs and
standard templates. Examples of automatically collected measurements are time-stamped
activity logs and process-generated data.

7. Periodically review performance against the engagement objectives.

8. Determine corrective actions to take when performance trends deviate from achieving
the objectives.

9. Track the corrective actions.
10. Track status and progress against the plan for engagement objectives.

a) Determine actions to take when progress deviates from the plan.

c. Define, communicate, and track engagement objectives, using the documented work
products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform
the work. (ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)
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Practices: prf Part 2

Verify Processes (s ]

Performance Management

Ongoing

Level 2

Procedure

Establish and implement procedures to verify that processes are
consistently performed as defined.

Verify that work complies with the organization’s policies, procedures, and standards, and that the
required work products are being produced, in order to help ensure that the work is being consis-
tently and adequately performed. Verification is typically performed through reviews and audits
by management or by personnel who are independent from those performing the work. Effective
verification ensures that process requirements are being met. Process requirements may come
from policies, procedures, standards, client requirements, and statutes or regulations; they may
also include work product requirements either directly or by reference.

Activities

a. Provide support for creating and maintaining the procedures for verifying that processes are
consistently performed.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for verifying that processes are consistently performed.
Documentation includes the following Activities:

1. Determine measures to track process performance.

- Performance measurements address status, progress, effectiveness, and efficiency. They may be
used for control or improvement and may provide insight into potential process violations when
performance is inadequate.

- The quality specification is a source for determining the process verification needs, since it

should indicate the quality strategy, which drives decisions about what needs to be verified,

a) Determine the attributes to measure to determine if processes are being consistently
performed as defined.

—> Feasibility of verification should be considered when deciding the process attributes to be
verified. Process attributes are typically defined through a checklist of items to be verified,
including key process steps, deliverables, and measurements (e.g., number of hours spent
performing each process step, number of defects discovered while performing the process).

b) Determine the performance measures for the attributes.

¢) Determine the analyses and indicators to be used to understand and make decisions
about process performance.
2. Create a plan for verifying processes.

- The plan should address the points in time, or points in the process, when verification is needed.
It should also include review criteria, scope, task assignments, and conformance reporting that
will be created based on the reviews.
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3. Collect data on process performance.

4. Periodically review adherence of the process to the specified requirements.

- The selection of reviewers, and reviewing the adherence of the process, should ensure objectivity
and impartiality. Periodic verification is intended to be an internal quality assurance function rather
than external audits and assessments (e.g., ISO 9001 audits or Software CMM® assessments), which
fill a different role in verifying quality and supporting process improvement.

5. Review the adherence of work products to the specified requirements at the identified times.
6. Document nonconformances to requirements.
7. Communicate nonconformances of processes or work products to relevant stakeholders.

8. Escalate nonconformances when issues cannot be addressed locally.

9. Track resolution of nonconformances, taking action when appropriate.

- Resolution of a nonconformance may address the problem, change the requirement, or obtain
a waiver from a designated authority.

10. Track status and progress against the plan for verifying processes.
a) Determine actions to take when progress deviates from the plan.

b) Take actions and track them to closure.

¢. Implement process verification, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform
the work. (ppl04, ppl08)

- Personnel performing the verification should be independent of those performing the
activities being verified.

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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Practices: prf Part 2

Adequate Resources (s ]

Performance Management

Ongoing

Level 2

Identify and provide adequate resources that personnel need to
perform their work.

Provide adequate resources to satisfy client requirements in order to establish positive client rela-
tionships and to provide stable service delivery. Resource requirements such as personnel, exper-
tise, technology infrastructure, work environment, work products, and funding are made available
for all functional areas.

This Practice is closely related to knw08, “Resource consumption,” which covers the analysis of
data on resource consumption and is fundamental to understanding whether adequate resources
are being provided. Identification and provision of some resources are covered in other Practices.
Information is covered in knw02, “Provide required information.” Personnel are covered in ppl04,
“Assign responsibilities;,” and ppl08, “Personnel competencies.” Technology is addressed in tchO1,
“Acquire technology” The work environment is covered in ppl03, “Work environment”

Activities

a. Provide support for creating and maintaining the work products and tasks for identifying
and providing adequate resources to personnel.

1. Provide sponsorship and resources for creating the work products and tasks for identifying and
providing adequate resources to personnel. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Document work products and tasks required for identifying and providing adequate
resources to personnel. Documentation includes the following Activities:

1. Identify resources needed by personnel to perform their duties.
a) Identify existing resources available to personnel to perform their duties.

b) Estimate resources needed by personnel to perform their duties, including
future needs.

2. Analyze gaps between existing resources and identified resource needs.
3. Determine costs of meeting resource needs.

4. Determine actions to take based on the analysis.

-> Types of actions include deciding whether to create the resources in-house versus out-of-house,
and deciding whether to lease or buy.

5. Determine the steps personnel need to follow in order to request resources.

6. Periodically review whether resources are adequate, taking corrective action as appropriate.

—> One way to assess the adequacy of resources is to track utilization of resources and requests for
additional resources.
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c. Identify and provide adequate resources, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

- Information needed to identify resource requirements includes improvement programs, historical
utilization data, personnel skills, technology inventory, service commitments, and client needs.

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)
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Practices: prf Part 2

Organizational Objectives

Performance Management

Ongoing

Level 3

Define, communicate, and track organizational objectives.

Have a clear understanding of the organization’s objectives in order to establish the organization’s
long-term direction and enable the effective formation, management, and expansion of successful
sourcing relationships. Clearly defined and measurable organizational objectives enable manage-
ment to set and attain performance expectations for the organization. These objectives are usually
long term and are derived by analyzing the organization’s environment (including client expecta-
tions, competitors, and business trends). To be effective, organizational objectives must be mea-
surable, address the needs of stakeholders, and establish both desired and expected performance
targets.

There are two Practices in the model that cover establishing and achieving objectives: prf01, “En-
gagement objectives,” and this Practice. At Level 2, prf01 focuses on defining engagement-specific
objectives that, at a minimum, are derived from long-term business objectives. At Level 3, this
Practice focuses on defining organization-level objectives that are derived from long-term busi-
ness objectives, including improvement objectives. All organizations have basic business objec-
tives, for example, profitability, growth, increased efficiency, and higher capability. Organizational
objectives are a formalization of business objectives and should be measurable and derived from
the organization’s vision, mission, and goals. Examples of organizational objectives include in-
creasing client satisfaction scores by X%, growing market share by Y%, increasing productivity by
Z%, and decreasing problem reports by A%. Level 3 organizations are expected to have an organi-
zational focus and to establish engagement objectives based on their organizational objectives.

Tracking organizational performance against organizational objectives occurs in prf05, “Review
organizational performance,” which focuses on the control of organizational performance. Im-
provement objectives are addressed in prf06, “Make improvements.” This Practice is broadly
related to all other Practices in the model since addressing those Practices should contribute to
achieving the organizational objectives, at least indirectly.

Activities

a. Provide support for creating and maintaining the work products and tasks for defining,
communicating, and tracking organizational objectives.

1. Provide sponsorship and resources for creating the work products and tasks for defining,
communicating, and tracking organizational objectives. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

- Organizational objectives should be aligned with policies whenever possible, but policies may
need to be modified to be consistent with the changing business environment. Policies should
evolve to fit strategic direction rather than requiring strategy to be based on current policies.
Cases where organizational objectives cannot be aligned with policies should be reviewed at an
appropriate level of authority within the organization. Organizational objectives may be changed
to satisfy policies, policies may be modified to fit evolving business objectives, or waivers may
be granted for specific objectives when conflicts between organizational objectives and policies
need to be resolved.

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)
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b. Document work products and tasks required for defining, communicating, and tracking
organizational objectives. Documentation includes the following Activities:

1. Determine organizational objectives.

a) Collect appropriate market analysis and other relevant data.

- Analyses can include strategic analysis, cost-benefit analysis, historical performance data,
competitor analysis, and trend analysis.

b) Determine the organization’s performance targets.

2. Address the organizational objectives at appropriate levels in the organization.

-> Organizational objectives are addressed at appropriate levels in the organization by defining
relevant functional, departmental, team, and individual objectives.

3. Determine measures to track organizational performance.

a) Determine the attributes to measure to determine if organizational objectives are
being met.

b) Determine the performance measures for the attributes.

- The measurement method should define the frequency and granularity of data collection.
It should ensure that the data collected are reliable, accurate, and valid.

¢) Determine the analyses and indicators to be used to understand and make decisions
about organizational performance.

- Indicators provide an evaluation of data in relation to criteria that support decision-making. The
evaluation may be with respect to requirements, ranges of acceptable performance, stretch goals,
expected performance based on historical data, or similar standards.

4. Create a plan for communicating and achieving the organizational objectives.

5. Track status and progress against the plan for organizational objectives.

- Organizational performance reviews are the primary mechanism for tracking status and progress.
a) Determine actions to take when progress deviates from the plan.

b) Take actions and track them to closure.

c. Define, communicate, and track the organizational objectives, using the documented
work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the
work. (ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Review Organizational Performance

Performance Management

Ongoing

Level 3

Procedure

Establish and implement procedures to review organizational
performance.

Analyze key performance measurements and base management decisions on the results in order
to manage and improve organizational performance. Using well-defined performance measure-
ments as a basis for making managerial decisions helps to ensure the consistency and relevance of
the decisions. Periodic reviews allow management to compare performance to the performance
requirements, thereby enabling the organization to make performance improvements.

Performance measures relate to both the effectiveness in achieving the intended objectives and
the efficiency of the procedures or programs. Measures of business performance include customer
satisfaction, service quality, and productivity. Measures of operational performance include status,
cost, and nonconformance. Measures are typically either based on a single data source (e.g., the
number of hours worked on all requests), or combined into ratios, indices, etc. from two or more
data sources (e.g., average hours worked per request).

This Practice is closely related to prf01, “Engagement objectives,” prf04, “Organizational objec-
tives,” and prf06, “Make improvements” Performance measures are defined at the engagement
level in prf01 and at the organizational level in prf04. The performance reviews in prf05 are done
using these performance measurements, with a key outcome being the identification of improve-
ment opportunities, which are managed in prf06.

Activities

a. Provide support for creating and maintaining the procedures for reviewing organizational
performance across the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for reviewing organizational performance. Documentation
includes the following Activities:
1. Collect data on organizational performance.

- Organizational performance depends on engagement performance. Much of the data used for
monitoring and controlling organizational performance will be collected at the engagement level
and aggregated as appropriate for organizational analysis.

2. Periodically review performance against the organizational objectives.

- Multiple levels of performance review may be performed for different audiences with different
interests. Frequency, scheduling, and duration of review, and critical reviewers should be
determined.

3. Determine corrective actions to take when performance trends deviate from achieving
the objectives.
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- Corrective actions are targeted at addressing a specific performance issue (e.g., renegotiating due
dates, asking personnel to work overtime, etc.). Improvement actions are targeted at achieving
long-term performance improvement (e.g., improving processes or technology, addressing root
causes of recurring problems, etc.).

4. Track the corrective actions, taking action as appropriate.

¢. Implement organizational performance reviews, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)
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Make Improvements

Performance Management

Ongoing

Level 3

Make improvements based on reviews of organizational performance.

Use the knowledge gained from performance reviews in order to improve organizational perfor-
mance and increase the stakeholders’ value. Improvements can build upon existing strengths to
continue to differentiate the organization; they can also address areas for improvement that are
causing problems with performance, morale, satisfaction, or other aspects of service delivery.

This Practice is closely related to prf0l, “Engagement objectives,” prf04, “Organizational objec-
tives,” and prf05, “Review organizational performance” Engagement (prf01) and organizational
(prfo4) objectives are used as a basis for establishing performance measures. In prf05, these per-
formance measurements are used during performance reviews to identify improvement opportu-
nities. These opportunities are then analyzed and managed in this Practice.

Activities

a. Provide support for creating and maintaining the work products and activities for making
improvements.

1. Provide sponsorship and resources for creating the work products and tasks for making
improvements. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Identify work products and activities required to make improvements. Documentation
includes the following Activities:

1. Collect data used to identify potential candidates for improvement.

- Data are collected to identify needed improvements (e.g., performance deficiencies),
opportunities for improvement (e.g., new technology), and improvement priorities.

a) Collect data from reviews of organizational performance.

b) Identify and collect other sources and types of information.

- Information sources other than performance reviews include stakeholder surveys, improvement
requests, improvement suggestions, and Service Level Agreement tracking data.

2. Analyze the data collected to identify the improvements to pursue.

- Examples of potential improvements include revising organizational standards, policies,
and procedure, adopting new technologies and tools, outsourcing needed capabilities, and
enhancing training.

a) Analyze the data to identify candidate improvements.

- Causal analysis can be used to identify high leverage opportunities.
b) Create a business case for each candidate improvement.

¢) Prioritize the improvements to pursue, based on the business cases and
organizational objectives.

d) Select the improvements to pursue, based on the priorities.
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3. Create a plan for organizational improvement.
a) Identify the tasks needed to make improvements.
b) Create a schedule of improvement tasks.
¢) Determine resources needed to make improvements.
d) Review the plan for correctness, clarity, and adequacy.
e) Obtain approval of the plan from the relevant stakeholders.
4. Track performance against the improvement plan and business case.
a) Determine actions to take when performance deviates from the plan.

b) Determine actions to take when improvements are not meeting business case objectives.

- Progress implies a positive, non-trivial return on investment. Examples of return on investment
measures include client satisfaction, win rate, reliability, and cost per transaction. The organization
may decide to reprioritize, including eliminating a set of improvement tasks, if the benefits expected
are not being achieved.

¢) Take actions and track them to closure.

d) Maintain the business case, as appropriate.

- The business environment may change before an improvement can be implemented and deployed,
changing priorities and perhaps removing the need.

c. Make improvements, using identified work products and activities.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: prf Part 2

Achieve Organizational Objectives

Performance Management

Ongoing

Level 4

Program

Establish and implement programs to achieve organizational
objectives.

Establish programs to improve processes or deploy innovative technology in order to improve or-
ganizational performance. These programs enable the organization to achieve its objectives across
functions and levels, including delivering services that meet the needs of new or existing clients.
Periodically reviewing these programs will demonstrate to management whether the planned
benefits are being achieved, and whether corrective action needs to be taken.

A program is “a group of related projects managed in a coordinated way” [PMBOK]. At any one
time, an organization is expected to have one or more programs in place to help it achieve its or-
ganizational objectives. For example, an organizational objective to “increase market share by x%”
may result in one program to create a new service and another program to improve the skill level
of personnel.

This Practice is closely related to prf04, “Organizational objectives,” prf05, “Review organizational
performance,” and prf06, “Make improvements” Organizational objectives and the performance
measurements used to manage their achievement are defined in prf04. In Level 3, prf05 focuses
on conducting performance reviews in which those measurements are collected and analyzed;
prf06 focuses on taking action based on those reviews. In Level 4, this Practice expands upon the
Activities in prf05 and prf06 by establishing programs that proactively take action to ensure that
objectives are met. This is done both by looking at innovation (prfl1, “Deploy innovations”) and
by performing detailed analyses of past performance (e.g., through statistical analysis). At Level 4,
statistical comparison of the capability baselines (prf08, “Capability baselines”) will determine the
effectiveness of these actions, and benchmarking (prf09, “Benchmark”) will support the identifica-
tion and adoption of best practices.

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing
and implementing programs to achieve organizational objectives across the organization.

1. Provide sponsorship and resources for creating the work products and tasks for establishing
and implementing programs to achieve organizational objectives across the organization. (knw04,
prfo3)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document the work products and tasks required for establishing programs to achieve
organizational objectives. Documentation includes the following Activities:

1. Identify the programs necessary for achieving organizational objectives.

—> Programs are typically identified based on an analysis of improvement opportunities or an
identified need to develop or enhance capabilities within the organization. For example, the
organization may receive feedback pointing out a needed organizational improvement. The
organization may decide, based on its organizational objectives, to deploy innovative technology
across several parts of the organization. Improvement programs may be identified based on
benchmarking of organization performance. Examples of improvement opportunities include
defining and improving organizational procedures, and standards.
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2. Create a business case for each program.

- Business cases should be based on an analysis of costs, benefits, and resource constraints.
Business cases identify the anticipated benefits to be achieved by the program; periodic tracking
of business cases helps verify that the anticipated benefits will be realized.

3. Prioritize and determine programs to pursue based on the business case and organizational
objectives.

- Dependencies between programs should be considered when establishing priorities. For
instance, a training program to develop a new workforce competency may need to be completed
before implementing a program to market a new service based on that competency.

4. Create estimates of the programs.
a) Identify the tasks required to achieve program objectives.

b) Create estimates of the resources required for each program, including the effort
and time frame for each task.

¢) Create schedules of milestones and progress reviews.
5. Determine the attributes of the program to be tracked.
6. Select and document methods used for tracking the defined attributes.
7. Create the program plans.

a) Identify barriers to the adoption of candidate programs.

b) Create a schedule of program tasks.

- Program tasks should include the creation of an implementation approach for the program.
Size and complexity may impact the implementation approach (e.g., large programs may be
implemented through a series of small releases).

¢) Determine resources needed to implement each program.

- Implementation will typically involve a systematic deployment across the organization
(e.g., a program to create a service measurement methodology could involve rollout of that
methodology to the entire organization).
d) Document personnel assignments in the program plans.
8. Review the program plans.
a) Review the program plans for correctness, clarity, and adequacy.
b) Obtain approval of the program plans from the relevant stakeholders.

¢) Periodically review and maintain the program plans.

9. Track performance against the program plan and business case, according to the defined
tracking methods.

a) Determine actions to take when performance deviates from the program plan.

b) Determine actions to take when program is not meeting business case objectives.
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Achieve Organizational Objectives contd

c) Take actions and track them to closure.

d) Maintain the business case as appropriate.

c. Implement programs to achieve organizational objectives, using the documented work
products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl05, ppl07, ppl08)

- Identify sponsors and assign responsibility for the program.
4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: prf Part 2

Capability Baselines

Performance Management

Ongoing

Level 4

Define capability baselines for the organization by analyzing
performance data.

Use well-defined capability baselines in order to predict performance, make accurate estimates,
and improve the quality of services. A statistically significant capability baseline provides a basis
for the organization to analyze whether performance deviations are within expected ranges or if
they represent exceptions that need to be investigated and addressed. Doing this provides a firm
basis for deciding how to allocate resources and make organizational improvements.

This Practice expands on the measures established in prf04, “Organizational objectives,” which
covers the creation of organizational objectives. While the focus of prf04 is on establishing the
measures that help the organization effectively manage and improve its performance, the focus of
this Practice is on establishing performance baselines for specific organizational capabilities. This
is done through statistical process control techniques that rely on historical performance data
collected in prf05, “Review organizational performance.” Statistical comparison of the capability
baselines will determine the effectiveness of these programs undertaken to achieve organizational
objectives (prf07, “Achieve organizational objectives”), and may be used in benchmarking organi-
zational performance (prf09, “Benchmark”).

Activities

a. Provide support for creating and maintaining the work products and tasks for defining
capability baselines.

1. Provide sponsorship and resources for creating the work products and tasks for defining
capability baselines. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for defining capability baselines.
Documentation includes the following Activities:

1. Select the capabilities to baseline.
a) Review organizational and engagement objectives.
b) Review performance measurements and standards.

¢) Determine scope and types of baselines to be created based on the reviews.

- The set of baselines that are defined should cover the organization’s capabilities as a whole, but
may also be made up of individual baselines at engagement, project, or other level of detail.

—> A separate capability baseline should be created whenever there are substantial differences in
services characteristics. Service characteristics include infrastructure used to design, deploy,
or deliver the service; personnel competencies; and client attributes. Organizational capability
baselines can include time-to-deliver, time-to-respond, number of defects, and cost.

2. Identify the performance measures to be used for the capability baselines.

3. Collect performance data for identified measures.
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4. Analyze performance measurements to derive capability baselines.

- A common method of analysis is to use statistical techniques, such as control charts.

5. Periodically review data from performance measurements and maintain the capability baselines,
as appropriate.

c. Define capability baselines, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Benchmark

Performance Management

Ongoing

Level 4

Benchmark organizational performance to identify opportunities
for improvement.

Benchmark organizational practices using best practices from reference models, competitors, or
industry leaders in order to identify opportunities for improvement. Benchmarking allows the or-
ganization to objectively analyze the processes it uses to deliver its service. When compared with
the organization’s goals and objectives, these analyses provide a basis for deciding how to allocate
resources in order to make organizational improvements.

There are three different types of benchmarks that are commonly used by organizations to im-
prove performance, each of which should be considered when implementing this Practice. The
first type of benchmarking measures the performance of the organization’s processes and com-
pares them to the measured performance of industry best practices. This type of benchmarking is
used to determine the quantifiable difference in performance, and whether the difference matters.
The second type of benchmarking compares the organization’s processes to industry best practices
in order to identify the practices that lead to superior performance [Camp 1989]. This type of
benchmarking is used to identify how to achieve superior performance. The third type of bench-
marking compares the performance of the organization’s processes against standards or models.
This type of benchmarking is used by the organization to determine what processes need to be
defined or improved to achieve superior performance.

This Practice is closely related to knw04, “Process assets,” prf08, “Capability baselines,” and prf07,

“Achieve organization objectives.” The focus of this Practice is on identifying the best practices that
will lead to measurably superior performance of the organization. Improvement programs that
lead to the adoption of best practices are a natural consequence of benchmarking.

Activities

a. Provide support for creating and maintaining the work products and tasks for benchmarking
organizational performance.

1. Provide sponsorship and resources for creating the work products and tasks for benchmarking
organizational performance. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for benchmarking organizational performance.
Documentation includes the following Activities:

1. Identify processes to benchmark based on organizational objectives and client input.

2. Identify the “best practice” processes to use as the basis for comparison.

- A best practice is an accepted and customary way of doing something that has been shown to
significantly improve the bottom line in terms of productivity, costs, schedule, quality, user
satisfaction, or predictability. Although commonly used, the modifier “best” can be misleading
since it depends on the context in which the practice is being implemented. For example, earned
value is a best practice for projects doing service design work; in an operational environment
where planning is based on the level of effort, earned value is not useful. “Accepted and
customary” also depend on context. Accepted and customary best practices in a commercial
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context may be unacceptable, perhaps even illegal, in the context of government contracting.
In government contracting the priority tends to be on fairness and equitability rather than
efficiency because of the need to avoid the appearance of corruption.

3. Identify the information required to create the desired benchmark comparison.

4. Create the approach used for comparing data between the best practice and the organizational
processes.

- Because no two situations are ever exactly alike, performance data can vary widely.
Understanding this variability, and accounting for it in a methodical and systematic manner, is
key to a fair and repeatable benchmarking approach. For this reason, the benchmarking plan
should not only identify the attributes to be measured and the sources of data for comparison,
but should also identify factors that influence the attributes. Factors such as size, complexity, and
reliability required for a process can substantially affect the identified attributes. The influencing
factors will be useful in establishing a mechanism for adjusting or normalizing the data to more
fairly compare organizational processes against best practice and establish realistic expectations
for improvement.

5. Collect internal data on the organizational processes to benchmark.

- A capability baseline may already exist that contains the necessary performance data. If one does
not exist, it may need to be created, although benchmarking is not necessarily quantitative.

6. Collect performance data on the best practice to benchmark.

- Locating and securing relevant external data and making comparisons is often quite involved.
Some data can be collected through regular literature research and the collection of knowledge
from organizational interactions in the market. Offering-specific, or service-specific,
comparison data may also be obtained from organizations specializing in the collection and
comparison of such information. Close attention should be given to the quality of the external
data by examining the data collection methodologies (for consistency), the environmental data
that are available to characterize the desired performance attribute data, data currency, and data
sources (e.g., the type of service provider from which the data was obtained: external, internal,
or tier 1 and tier 2).

7. Compare the performance of organizational processes to best practices, identifying gaps in
performance.

- Benchmark processes and systems will continue to evolve even as they are being adopted. This
continuing evolution should be factored into the comparison. Although the organization should
have the ability to statistically compare organizational processes to best practices, statistical or
quantitative comparisons are not always necessary. For example, comparisons of functions or
attributes may be sufficient in some benchmarking projects.

8. Identify the improvement programs that are needed as a result of benchmarking.

c. Benchmark organizational performance, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)
5. Verify that the work is consistently and effectively performed across the organization.

(knw04, prf02)
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Prevent Potential Problems

Performance Management

Ongoing

Level 4

Program

Establish and implement programs to take preventive action on
potential problems.

Proactively identify potential problems and reduce the probability of their occurrence or mini-
mize their impact, in order to improve organizational performance and enhance value to clients.
The organization’s ability to identify problem trends in its services and processes enables it to take
these actions prior to the occurrence of a problem.

The identification of potential problems may be based on the analyses of the organizations capa-
bility baselines, on benchmarks of competitors’ performance, or on market trends. The prevention
programs may include the adoption of innovative technologies, processes, and tools. They may
also include shifts in the organization’s strategic direction. These programs typically create robust
processes, including error-proofing (Poka-Yoke), fault-tolerant design, Failure Mode and Effect
Analysis (FMEA), and Design for Six Sigma [Breyfogle 1999, Creveling 2002].

This Practice expands on del06, “Prevent known problems,” which covers preventive actions for
known service delivery problems. Other Level 3 Practices, such as knw05, “Engagement knowl-
edge,” and prf06, “Make improvements,” address problems in both service delivery and in the or-
ganization as a whole. At Level 4, this Practice expands on this idea by covering the prevention of
known and potential problems across the entire Sourcing Life-cycle. This Practice also increases
the depth of analysis through a focus on statistical analysis of data to decide which actions to take.

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing
and implementing programs to take preventive action on potential problems.

1. Provide sponsorship and resources for creating the work products and tasks for establishing
and implementing programs to take preventive action on potential problems. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for establishing programs to take preventive
action on potential problems. Documentation includes the following Activities:

1. Identify and document the problem types to be analyzed.

- Problem types should be selected to cover all aspects of the Sourcing Life-cycle and to address
critical aspects of the organization. At a high level, problem types may include categories such
as business relationship, service delivery, statutory, regulatory, and political. These will typically
be further divided (e.g., service delivery problems may be divided into hardware, software,
personnel, process).

2. For each identified problem type, determine the analysis methods to be used to identify
potential problems.
—> Statistical analysis techniques can be used to review performance data taken from organizational
baselines and benchmarks and to identify potential problems. Analysis may reveal statistically

significant trends in the data. These trends can be further analyzed to identify common problem
areas faced by the organization.
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3. Use defined analysis methods to identify and document potential problems.

- Potential problems may include hardware failure, brief power outages, absence of personnel,
legal and political climate changes, market changes, and breaks in the supply chain.

4. Analyze the potential problems and select solutions to take preventive action or otherwise
address the potential problems.

a) Collect data on problems that have occurred.

b) Analyze root causes to identify common causes of problems.

- To anticipate problems that have not occurred, conduct analysis on trends in service delivery
and scenario-based planning and analysis, e.g., search conference techniques.

¢) Identify candidate solutions to address common causes of problems.
d) Create a business case for each solution.
e) Prioritize solutions based on business case and organizational objectives.
f) Select the solutions to pursue based on the priorities.
5. Establish programs to create and implement selected solutions.
a) Create estimates of the programs.
b) Create a plan for each program.
¢) Determine the attributes of the program to be tracked.
d) Select and document methods used for tracking the defined attributes.
e) Review the program plans for correctness, clarity, and adequacy.

6. Track performance against the program plan and business case, according to the defined
tracking methods.

a) Determine actions to take when performance deviates from the program plan.
b) Determine actions to take when the program is not meeting business case objectives.
¢) Take actions and track them to closure.

d) Maintain the business case as appropriate.

¢. Implement programs to take preventive action on potential problems, using the documented
work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)
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Prevent Potential Problems cont’d

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl05, ppl07, ppl08)

- Personnel may undergo training in relevant areas, such as statistical methods and causal analysis.

- Identify sponsors and assign responsibility for the program.
4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: prf Part 2

Deploy Innovations

Performance Management

Ongoing

Level 4

Program

Establish and implement programs to deploy innovations across the
organization.

Establish programs for deploying innovations across the organization, including new technologies,
tools, and processes, in order to continually improve organizational performance and meet or
exceed organizational objectives. It is the organization’s responsibility to deploy these innovations,
and they are typically deployed across the entire organization. But adoption of the innovations is
done on an engagement level, and often involves clients and end-users.

Innovation implies a major change in the way that work is done; these changes are significant
enough to require planning and managing them as a program. Incremental changes are man-
aged as part of the normal support for the organization’s technologies, tools, and processes. Major
changes that affect the services that the organization offers—whether directly deployed into the
service or not—need to be actively managed because of the learning curve associated with the
change. In some cases, major changes may be driven by client or regulatory requirements rather
than by innovation. These types of changes, while major, are not covered by this Practice.

This Practice is closely related to prf07, “Achieve organizational objectives,” since deploying in-
novations is often done to achieve an organizational objective. Innovation may be driven by op-
portunities to create value, covered in rel08, “Value creation,” or by the development of technology,
covered in tch06, “Proactively introduce technology” Innovation should be encouraged by the
organization to improve its competitive position or provide value to the client, as stated in ppl01,
“Encourage innovation”

Activities

a. Provide support for creating and maintaining the work products and tasks for establishing
and implementing programs to deploy innovations.

1. Provide sponsorship and resources for creating the work products and tasks for establishing and
implementing programs to deploy innovations. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for establishing programs to deploy
innovations. Documentation includes the following Activities:

1. Identify candidate innovations to consider for deployment across the organization.

—> Sources of candidate innovations include internal research and development, published research,
benchmarking against best practices, and vendor offerings.

2. Analyze candidate innovations.

- Major changes frequently involve piloting innovations on a limited basis and comparing the
pilot results against capability baselines.

a) Create a business case for each candidate innovation.
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b) Prioritize and select innovations for deployment based on the business case and
organizational objectives.

3. Create the program plans for selected innovations.

a) Identify barriers to the adoption of candidate innovations.

—> Barriers to innovation include the lack of a perceived advantage over existing technologies,
tools, and processes; the complexity of the innovation, which can affect the learning curve; and
compatibility with current technologies, tools, and processes, which can affect the deployment.

b) Identify the tasks required to achieve program objectives.

- Examples of tasks used to support for adoption of innovations include briefings, training,
user groups, and help desks.

c) Create estimates of the resources required for each program, including the effort
and time frame required for each task.

d) Create schedules of milestones and progress reviews.
e) Determine the attributes of the program to be tracked.
f) Select and document the method used for tracking the defined attributes.

g) Create a schedule of program tasks.

- Program tasks should include the creation of an implementation approach for the program.
Size and complexity of the program may impact the implementation approach (e.g., large
programs may be implemented through a series of small releases).

h) Document personnel assignments in the program plans.

i) Review the program plans.

- The program plans should be reviewed for correctness, clarity, and adequacy. Input on,
and approval of, the program plans should be sought from the relevant stakeholders.

4. Implement programs according to the program plans.

5. Track performance against the program plan and business case, according to the defined
tracking methods.

a) Determine actions to take when performance deviates from the program plan.

b) Determine actions to take when program is not meeting business case objectives.

—> There will typically be a learning curve associated with adopting an innovation, with an
associated decrease in performance until the innovation is assimilated. The learning curve
should be separated from the steady state performance after adoption is complete to distinguish
between successful and unsuccessful innovations. An innovation that performs well with
innovators may not fare as well when deployed to the larger community of users. Ultimately,
innovations should result in a change in the capability baseline for the affected process.

¢) Take actions and track them to closure.

d) Maintain the business case based on tracking actions.

107



Practices: prf Part 2

Deploy Innovations cont’d

¢. Implement programs to deploy innovations, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

- Identify sponsors and assign responsibility for the program.
4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Relationship Management Practices @
2 @

Relationship Management Practices focus on actively managing
relationships with stakeholders, including the client, as well as suppliers
and partners who are integral to the delivery of services to the client.

All Relationship Management Practices are Ongoing. They cover the
following:

o Managing interactions with clients to ensure their effectiveness, and to capture
critical information uncovered during these interactions.

o Formally managing relationships with clients, suppliers, and partners by
establishing relationship objectives and tracking progress against those
objectives.

o Selecting suppliers and partners based on their ability to meet the identified
requirements, and managing their performance against the agreed-upon
commitments.

o Obtaining feedback from all stakeholders, including clients, end-users,
employees, suppliers, and partners. Using this feedback to improve
performance and relationships with those stakeholders.

o Proactively identifying opportunities that will provide added value to clients
or to the organization.




relo1

Practices: rel Part 2

Client Interactions

Relationship Management

Ongoing

Level 2

Procedure

Establish and implement procedures to manage interactions
with clients.

Manage client interactions consistently in order to achieve a common, comprehensive under-
standing of client needs. Effective collection, analysis, and tracking of client interactions enable
the creation of an extensive record of client requirements.

Providing a single point of contact (i.e., the client interaction team) helps ensure the continuity
of communication. It also establishes redundancy and ensures that there is an appropriate set

of skills available to interact with the client. The client interaction team may be formed before a
formal relationship with the client exists. As long as there is a relationship with a client—or po-
tential client—there will be a client interaction team. The team should be maintained throughout
the Sourcing Life-cycle, but its membership should be changed as necessary at each phase of the
Life-cycle. Besides the client interaction team, there may be other personnel who interact with
the client (e.g., the design team will interact with the client during design reviews), but the client
interaction team is responsible for verifying that the interactions are managed.

Activities

a. Provide support for creating and maintaining the procedures for managing client
interactions.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for managing client interactions. Documentation includes the
following Activities:

1. Determine objectives for the client interaction team.
2. Determine the roles and responsibilities needed to meet the identified objectives.

3. Identify the personnel competencies required for the client interaction team.

—> Personnel competencies for the client interaction team will depend on the phase of the sourcing
process, the client, and the services offered to the client. Personnel competencies to consider
for choosing team members include market sector expertise, service expertise, communication
skills, listening skills, comprehension skills, relationship-management skills, and crisis-handling
skills. Identified personnel competencies should be aligned with the defined objectives.

4. Identify points of contact with the client and alternative backup contacts.

- There may be differences in roles and responsibilities for each point of contact.

5. Create plans for managing client interactions.

- Plans include a schedule for key interactions, an assignment of responsibilities for managing
interactions, and an approach to collecting and managing information.

a) Identify the types of client interactions to be managed and determine the types
of interactions that require formal documentation.
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- Typically, a large number of personnel will have the potential of interacting with the client from

time to time, not just members of the client interaction team. When identifying the types of

client interactions to be managed, it is important to consider which interactions will be the sole
responsibility of the client interaction team and how other types of interactions will be managed.

For instance, if a staff member has an informal encounter with a client and learns about client

dissatisfaction, that information should be collected and reported to the client interaction team.

b) Identify the information to be documented for each type of client interaction.

¢) Select tools and methods for documenting client interactions.

- Types of information associated with client interactions can include originator, respondent, date,

time, and the nature and status of the interaction. Tools used to document client interactions
include questionnaires, templates, spreadsheets, e-mail, and specialized software.

6. Create dispute handling and escalation methods for clients.

- Client dispute handling and escalation is typically handled through a different process than

disputes with either personnel or suppliers and partners. However, the process will be similar in
that methods for all three need to be defined for identifying, managing, and tracking disputes.

a) Select and document methods to prioritize client disputes or other problems.
b) Identify types of potential client disputes or problems to be escalated.
¢) Determine decision-making and prioritization processes.

d) Determine notification rules for each priority.

- Rules include deciding who is notified at each stage, under what conditions the rules change,
and the systems necessary to support the notification rules.

e) Determine which reports are needed.

7. Document the identified information during client interactions, using selected tools and
methods.

8. Obtain client approval, as appropriate, on documented information.

9. Analyze documented information to better understand client requirements and expectations.

10. Track the issues and decisions made, based on the analysis, taking action when appropriate.
11. Track client disputes and escalations.

a) Determine actions to take when client disputes arise or when problems need to
be escalated.

b) Take actions and track them to closure.

12. Track status and progress against the plan.
a) Determine actions to take when progress deviates from the plan.
b) Take actions and track them to closure.

13. Communicate relevant information from client interactions to relevant stakeholders.
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Client interactions cont'd

14. Periodically review the competencies required for the client interaction team and change team
composition depending on changes in required competencies.

—> Changes in required competencies may occur due to changes in the phase of the sourcing
relationship. For instance, during Initiation, when the organization has not had any previous
interaction with a prospective client, the client interaction team will have more of an emphasis
on sales and marketing. As the relationship progresses toward a contract the team composition
should change to include personnel with negotiation and technical skills.

15. Provide continuity of client interactions when team composition changes.

a) Communicate required information to new team member(s).

b) Maintain communication lines with client.

¢) Communicate changes in team composition to the client.

¢. Implement client interaction management, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures.
(prf02)
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Practices: rel Part 2

Select Suppliers & Partners

Relationship Management

Ongoing

Level 2

Procedure

Establish and implement procedures to select suppliers and partners
based on their ability to meet identified requirements.

Select capable suppliers and partners in order to help ensure consistency in meeting requirements
and service levels. Failures of incapable suppliers and partners could lead to the failure of the en-
gagement and possible legal action.

The phrase “suppliers and partners” represents a broad set of relationships where one or more
entities are working with the organization to provide support or to deliver service. Suppliers and
partners include subcontractors, vendors, alliances, joint ventures, co-sourcing, multi-sourcing,
and combinations of these. Suppliers and partners may become involved at any time during the
sourcing process, depending on the relationship between the organization, the supplier or partner,
and the client.

This Practice is closely related to rel03, “Managing suppliers & partners,” where selected suppliers
and partners are managed to ensure they are meeting their commitments.

Activities

a. Provide support for creating and maintaining the procedures for selecting suppliers
and partners.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for selecting suppliers and partners. Documentation includes
the following Activities:

1. Select candidate suppliers and partners based on their ability to meet identified requirements.

—> Suppliers can be selected from a short list of preferred vendors. Preferred vendors will already
have been analyzed for their capabilities and the organization can select the suppliers whose
capabilities enable them to meet the identified requirements. In some cases, the client may
require the organization to involve specific suppliers and partners during Delivery.

a) Identify the types of relationships to be used to deliver service.

—> The type of relationship desired may have legal or other impacts that need to be considered.
Contractual relationships involve clearly identifying the prime contractor and subcontractor
responsibilities. Joint ventures may involve creating separate legal entities. Some relationships
may involve plans to only use the relationship for a single client, where others may involve plans
to market services to multiple clients.

b) Identify requirements that suppliers and partners need to meet.

- Requirements are usually specific to a client engagement. However, they may be broader and
based upon organizational needs (e.g., telecommunications support for a call center with
multiple client engagements).

¢) Determine the criteria for selecting suppliers and partners based on the identified
requirements.
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—> The selection criteria includes factors such as prior experience in providing similar services or
products, minimum capacity in terms of resources, location, statutory issues, and market share.

- Other capabilities that should be considered include a track record that demonstrates the capability
to deliver required quality within contracted delivery schedules; pricing; referrals from past clients;
personnel skills, including project management and organizational skills; management systems;
financial strength and stability; and infrastructure reliability, including redundancies.

d) Collect information on prospective suppliers and partners and their ability to meet
identified requirements.

e) Analyze the ability of prospective suppliers and partners to meet identified requirements.
f) Select candidate suppliers and partners based on the selection criteria.
2. Obtain approval on commitments between the organization, suppliers, and partners.

a) Document the expectations the organization has of the suppliers and partners, based on
the identified requirements.

b) Document the expectations the suppliers and partners have of the organization, in order
to meet their commitments.

¢) Analyze rights, responsibilities, and ownership of current and future intellectual property.

d) Determine final suppliers and partners based on their ability and willingness to satisfy
identified commitments.

3. Establish and maintain a formal agreement with the selected suppliers and partners, verifying that
the agreement meets identified requirements.

-> While most agreements are expected to be contractual in nature, some types may not be legally
binding (e.g., multi-sourcing organizations who have been independently selected by a client, or
relationships between two different departments within the same organization). In these cases, it
is nevertheless important for the suppliers and partners to have a documented agreement on their
expected relationships and commitments to each other. The agreement should include provisions for
security that adequately satisfy the organization’s policies.

c. Implement supplier and partner selection, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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Practices: rel Part 2

Manage Suppliers & Partners

Relationship Management

Ongoing

Level 2

Manage the performance of suppliers and partners against their
commitments.

Manage the performance of suppliers and partners in order to help ensure that the organization
is able to effectively deliver service, even when it is dependent on others. Effective management
includes identifying deviations in the performance of suppliers and partners, and taking the ap-
propriate corrective action to help meet commitments. Tracking the performance of suppliers and
partners may be a stand-alone task but it is more likely to be a part of service delivery tracking.

Relationship management should ideally be proactive and collaborative, with customers and their
suppliers and partners working together to resolve issues. In rel01, “Client interactions,” the or-
ganization is itself a supplier and is proactively managing the relationship with its client to ensure
that requirements are clearly understood. In this Practice the organization is a client and is pro-
actively managing the relationship with its suppliers and partners to ensure that its requirements
are clearly understood and met. Although an organization can only control one side of the rela-
tionship, in general it is recommended that organizations treat their suppliers as they wish their
clients to treat them. This Practice is closely related to rel02, “Select suppliers & partners,” which
covers the selection of the suppliers and partners that need to be managed.

Activities

a. Provide support for creating and maintaining the work products and tasks for managing
the performance of suppliers and partners against their commitments.

1. Provide sponsorship and resources for creating the work products and tasks for managing
the performance of suppliers and partners against their commitments. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Document work products and tasks required for managing the performance of suppliers
and partners against their commitments. Documentation includes the following Activities:

1. Provide suppliers and partners access to the resources they need in order to understand
and analyze their ability to meet the service expectations.

2. Identify points of contact with the supplier or partner and alternative backup contacts.

- There may be differences in roles and responsibilities for each point of contact.
3. Document supplier and partner interactions, as appropriate.

4. Determine and document the steps to identify, analyze, and address clarifications required
by suppliers and partners.

5. Provide training to suppliers and partners, as appropriate.

a) Identify the type, content, and format of training to be delivered to suppliers
and partners.
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- Training is based on commitments made to the client. Training may be classroom-based;
self-taught with supporting course materials, including electronic materials; or web-based.

b) Obtain acceptance from suppliers and partners about the identified training.
¢) Communicate the availability and conditions of training to suppliers and partners.

6. Determine the attributes of supplier and partner performance to be tracked.

- Attribute selection for supplier or partner performance may occur as a stand-alone planning
task, but is more likely to be part of planning for service delivery.

7. Select and document the methods used for tracking the defined attributes.

- The nature and level of tracking depends on the kind of service or product, as well as the
prior experience with the supplier or partner. The tracking may be in the form of a status
or coordination review, a technical review, or some other type of formal review. A status or
coordination review includes cost, staffing, performance against commitments, risks addressed,
conflict resolution, and corrective actions taken. A technical review includes verification of the
implementation and interpretation of technical requirements, and verification of the timely
resolution of technical issues.

8. Track supplier and partner tasks, according to the defined tracking methods.

a) Determine actions to take when performance deviates from expectations.

- There may not be a formal plan for managing supplier and partner performance. In this case,
performance should be tracked against expectations agreed to with the supplier or partner.

- The actions taken include awarding additional contracts, reducing the amount of work
performed by the supplier or partner, increasing or decreasing the frequency of tracking,
and providing additional training to supplier or partner personnel.

b) Take actions and track them to closure.

9. Create dispute handling and escalation methods for suppliers and partners.

- Supplier and partner dispute handling and escalation is typically handled through a different
process than disputes with either personnel or clients. However, the process will be similar in
that methods for all three need to be defined for identifying, managing, and tracking disputes.

a) Select and document methods to prioritize supplier and partner disputes or other
problems.

b) Identify types of prospective supplier and partner disputes or problems to be escalated.
¢) Determine decision-making and prioritization processes.

d) Determine notification rules for each priority.

- Rules include deciding who is notified at each stage, under what conditions the rules change,
and the systems necessary to support the notification rules.

e) Determine which reports are needed.

10. Maintain records of supplier and partner performance.

- Records may be used to determine type of future relationship with the supplier or partner,
including expanding or curtailing the relationship.

11. Track supplier and partner disputes and escalations.
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Manage Partners & Suppliers cont'd

a) Determine actions to take when supplier and partner disputes arise or when problems
need to be escalated.

b) Take actions and track them to closure.

12. Periodically review the status of the relationship with each supplier or partner, and take action
as appropriate.

c. Manage suppliers and partners, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform
the work. (ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)
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Practices: rel Part 2

Cultural Fit

Relationship Management

Ongoing

Level 3

Identify cultural attributes that impact the service, and implement
actions to achieve a cultural fit.

Integrate the cultures of the organization, the client, and the suppliers and partners in order to
support the coordination necessary to meet the client’s requirements. Addressing cultural differ-
ences also improves client satisfaction and enables personnel to work together effectively.

Cultural differences that impact the success of service delivery can include language, country, re-
gion, decision-making style, and background. While it is not always necessary or appropriate for
the organization to change its culture to that of the client, it is important to achieve a fit between
those cultures to allow for effective service delivery. In some cases, cultural attributes may be
specifically required for the engagement (e.g., language and accent requirements for call center
engagements). In other cases the organization, the client, and the suppliers and partners may need
to accept the differences and to identify ways to work together effectively (e.g., if the organization
has a hierarchical decision-making style and the client has a consensus decision-making style).

This Practice is related to rel05, “Stakeholder information.” Information obtained in rel05 is used
to achieve a better cultural fit.

Activities

a. Provide support for creating and maintaining the work products and tasks for achieving a
cultural fit.

1. Provide sponsorship and resources for creating the work products and tasks for achieving a
cultural fit. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for achieving a cultural fit. Documentation
includes the following Activities:

1. Identify the potential interactions between the organization, clients, end users, suppliers, and
partners.

—> The greater the number of interactions between the organization, client, end-users, suppliers,
and partners, the greater the need to bridge cultural differences. For example, the need to
achieve a cultural fit is much greater in a call center—where language, accent and use of words
play a very important role in service delivery—than in a network service engagement, where
there is little interaction between the organization and client, or end-user, during service
delivery.

2. Identify the cultural attributes that affect the organization’s performance during interactions.

3. Identify the cultural gaps for each of the identified attributes.

—> Cultural gaps can arise from differences in market sector, geographic area, or size of
organizations. Gaps can include differences in language (e.g., accent and vocabulary), symbolism
(e.g., colors and graphics), holidays, work ethic, as well as social and behavioral aspects (e.g.,
actions or words to be avoided).
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4. Determine the effect of cultural gaps on interactions and service, and their possible adverse
consequences on service.

5. Identify actions required to achieve a cultural fit.

- Actions can include training and guidelines on appearance (e.g., dress and grooming). Personnel
who interact with clients, prospective clients, and end-users, and any other personnel who design,
deploy, deliver, and support the services are affected by these actions.

- Issues of cultural fit can be even more significant in environments where the organization and client
personnel work side-by-side (e.g., differing holidays, dress codes, and overtime policies may be
particularly noticeable).

-> Managing a cultural gap does not always mean the organization has to make changes. Sometimes
managing cultural gaps can just mean recognizing the gaps.

6. Create a plan to achieve a cultural fit.

7. Obtain feedback on the plan from the relevant stakeholders, modifying the plan as appropriate.

-> Allidentified cultural gaps may not have the same impact. However, it is important for clients to
know these differences, so that they may also initiate actions to bridge the gap from their end, and
support the organization’s management of the cultural gaps.

8. Track performance against the plan for achieving a cultural fit.
a) Determine actions to take when performance deviates from the plan.
b) Take actions and track them to closure.

9. Obtain and analyze stakeholder feedback on effectiveness of actions taken to achieve a cultural fit.

c. Achieve a cultural fit, using the documented work products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

- It is important to communicate cultural differences to clients, so they may take actions to bridge
the gap from their end, and support the organization’s management of the cultural gaps.

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: rel Part 2

Stakeholder Information (s

Relationship Management

Ongoing

Level 3

Analyze and use client and other stakeholder information.

Analyze and use stakeholder information in order to improve service delivery and relationships
with stakeholders. Effectively analyzing and using stakeholder information enables the organiza-
tion to better understand its stakeholders’ expectations, and to take action to better meet their
needs. A better understanding of stakeholders’ expectations can help the organization to identify
opportunities to create new services, enter new markets, and improve service delivery.

Stakeholder information primarily comes from feedback received directly from the stakeholders,
although information from independent sources (e.g., from marketplace analysis) is also impor-
tant. Understanding this information can lead to improvement actions whether the information
is positive (e.g., using feedback about what worked well on one engagement) or negative (e.g.,
conducting root cause analysis of reported problems). Stakeholders include clients, end-users,
employees, suppliers, and partners.

Both this Practice and knw05, “Engagement knowledge,” analyze and use information from
engagements. The focus of knw05 is on using this information as the basis for improvement on
current and future engagements. The focus of rel05 is on using this information, with a particular
emphasis on stakeholders” feedback, as a basis for improving relationships and better meeting the
stakeholders’ needs. Information obtained in this Practice is used to improve relationships with
employees (ppl03, “Work environment”), clients (rel06, “Client relationships”), end-users, and
suppliers and partners (rel07, “Supplier & partner relationships”), including achieving a better
cultural fit (rel04, “Cultural fit”).

Activities

a. Provide support for creating and maintaining the work products and tasks for analyzing
client and other stakeholder information.

1. Provide sponsorship and resources for creating the work products and tasks for analyzing client
and other stakeholder information. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for analyzing client and other stakeholder
information. Documentation includes the following Activities:

1. Determine types of stakeholder information that need to be collected and analyzed.
a) Identify client, supplier, and partner business drivers and objectives.
b) Identify information about client use of service.
¢) Identify information about client, supplier, and partner culture.

d) Identify information needed from employees.

- Information needed includes feedback on employees’ work products and tasks.
This feedback is crucial for quality and process improvement.
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e) Determine attributes that require client and other stakeholder feedback.

- Attributes typically focus on stakeholder satisfaction in areas of service quality, service
timeliness, effectiveness of interaction, etc.

2. Identify sources for stakeholder information.

- Stakeholder information is typically gathered both directly from the stakeholders and from
external sources. Direct stakeholder feedback can be gathered through satisfaction surveys,
meetings, and documenting feedback received by the client interaction teams and others.
External sources can include structured research and participation in industry forums.

3. Collect and maintain the identified stakeholder information.

a) Select tools and methods to collect and maintain stakeholder information, creating
or purchasing tools and methods as appropriate.

b) Determine time-frames for collecting and maintaining stakeholder information.

c) Identify contact personnel and media for collecting information.

d) Collect and organize obtained information into the knowledge system.
4. Analyze the collected stakeholder information.

a) Analyze effectiveness of how service supports and satisfies client, supplier, and partner
business goals.

b) Determine actions needed to improve relationships with clients, suppliers, and
partners.

¢) Identify other opportunities for improvement.

- Opportunities for improvement can include improving procedures to better address client
requirements, improving employee conditions and work effectiveness, and creating new services
that better support client business objectives, etc.

5. Use stakeholder information, as appropriate.

c. Analyze client and other stakeholder information, using the documented work products and
tasks.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03,
prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: rel Part 2

Client Relationships

|

Relationship Management

Ongoing

Level 3

Procedure

Establish and implement procedures to manage client relationships.

Develop and manage relationships with current and prospective clients in order to fully under-
stand their needs, foster long-term relationships, and position the organization. Having effective
relationships with existing clients helps the organization to understand the clients’ changing needs
and to proactively determine how to address them while also addressing the organization’s objec-
tives. Having effective relationships with prospective clients helps the organization to understand
market needs and to position its capabilities to meet those needs.

This Practice is closely related to rel01, “Client interactions.” At Level 2, client relationship
management is focused on effectively managing interactions with clients (rel01). At Level 3, this
is expanded into formal client relationship management, which includes understanding the long-
term business objectives of the client and how the organization will support them (rel06).

Activities

a. Provide support for creating and maintaining the procedures for managing client
relationships across the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for managing client relationships. Documentation includes
the following Activities:

1. Identify key contact personnel for the organization, the current and prospective clients,
and the organization’s suppliers and partners.

- The organization should make sure that it is not dependent on a single contact person for any
relationship. This will help mitigate risk in the event that a contact is unreachable. Similarly,
in order to establish an effective relationship with the client, the organization should provide
backup contact personnel. This will help ensure that the client is able to reach someone when
necessary.

2. Determine the contact personnel’s roles, responsibilities and authorities in regard to the
sourcing relationship.

3. Determine and document how the organization will support the client’s organizational
and business objectives.

-> This can be documented in a business case.

4. Establish relationships with client contact personnel.

—> Relationships have formal and informal aspects. While the organization and the client often
explicitly recognize the formal aspect (e.g., an account lead is assigned as a point of contact to a
client executive), it is often advantageous to supplement this with informal relationship building
(e.g., finding out about client personnel’s personal interests and hobbies, or keeping a record of
client birthdays and special events) to foster good will.
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a) Identify target roles for developing relationships.

- Target roles in the client organization typically include senior executives (e.g., CEO, CIO, CFO)
and other members of client management who have a significant impact on the relationship
(e.g., vice president of purchasing).

b) Determine relationship goals for each identified target.

- Relationship goals typically change over the length of the relationship. Initial goals may include
learning more about the personal career objectives and decision-making style of the person.
Later goals may include becoming a trusted advisor and gaining insight about future business
direction.

¢) Verify that the relationship goals are aligned with organizational objectives.
d) Identify tasks needed to establish and maintain the relationships.

5. Provide regular channels of communication with the client.
a) Identify preferred communication methods and media for each contact.

b) Coordinate communications between the client and the organization’s suppliers
and partners.

c) Identify and make available any information required by present and
prospective clients.

d) Obtain feedback from contacts on the status of the relationship.

6. Track the status of the relationships and support of client objectives, taking action
when appropriate.

a) Determine actions to take when the relationship deviates from expectations.
b) Determine actions to take when client objectives are not being supported.

¢) Take actions and track them to closure.

¢. Implement client relationship management, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)
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Practices: rel Part 2

Supplier & Partner Relationships

Relationship Management

Ongoing

Level 3

Procedure

Establish and implement procedures to manage relationships with
suppliers and partners.

Establish and manage relationships with suppliers and business partners in order to support the
long-term objectives of providing value-added service to clients. Having effective relationships
with existing suppliers and partners helps the organization expand its capabilities and respond to
clients’ changing demands. Relationships with prospective suppliers and partners help the organi-
zation to keep current with new capabilities that can be used to meet market needs.

It is important to recognize that a company may be a supplier or partner in one engagement and
a competitor in another, so it is necessary to verify that competitive issues are taken into account.
Specific language may need to be added to any formal agreements with the supplier or partner to
ensure that related issues (e.g., ownership of intellectual property) are documented and agreed
upon.

This Practice is closely related to rel02, “Select suppliers & partners,” where suppliers and part-
ners are formally selected for use in a particular engagement, and rel03, “Managing suppliers &
partners,” where the performance of suppliers and partners is managed. This Practice expands
this engagement-specific view of suppliers and partners into a broader relationship that may span
multiple engagements.

Activities

a. Provide support for creating and maintaining the procedures for managing relationships
with suppliers and partners across the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for managing relationships with suppliers and partners.
Documentation includes the following Activities:
1. Identify the critical suppliers and partners for whom it is crucial to manage the relationship.

- Not all relationships need to be formally managed; the organization should identify those
suppliers and partners who are critical to the operation of the organization and the delivery of
service.

2. Identify key contact personnel for the organization, and selected suppliers and partners.

- The organization should make sure that it is not dependent upon a single contact person for any
relationship. This helps mitigate risk in the event that a contact is unreachable.

3. Determine the roles, responsibilities, and authorities of the organization’s contact personnel in
regard to the sourcing relationship.

4. Create a business case that documents how the identified supplier or partner will support the
organization’s business objectives.
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—> The business case should cover the value that the supplier or partner is providing the
organization, as well as what benefits that translates into for current or prospective clients. It
should include measurements of success that allow the organization to quantitatively measure
value delivered by the supplier or partner.

5. Establish relationships with the supplier and partner’s contact personnel.

- Relationships have formal and informal aspects. While both the organization and the supplier or
partner often explicitly recognize the formal aspect (e.g., an account lead is assigned as a point
of contact), it is often advantageous to supplement this with informal relationship development
(e.g., finding out about contacts’ personal interests and hobbies, or keeping a record of birthdays
and special events) to foster goodwill.

a) Identify target roles for developing relationships.

—> Target roles in the supplier or partner organization typically include senior executives
(e.g., CEO, CIO, CFO) and other members of management who have a significant impact
on the relationship (e.g., vice president of purchasing).

b) Determine relationship goals for each identified target.

¢) Verify that the relationship goals are aligned with organizational objectives.
d) Identify tasks needed for establishing and maintaining the relationships.

e) Create and document strategic agreements.

- Strategic agreements may involve formal contracts with a supplier or partner that span multiple
engagements. These are typically in the form of strategic alliances or preferred supplier
arrangements. Strategic agreements are typically separate from contracts for services for a
specific engagement.

6. Provide regular channels of communication with suppliers and partners.
a) Identify preferred communication methods and media for each contact.
b) Communicate the business case.

¢) Coordinate communications between the client and organization’s suppliers
and partners.

d) Identify and make available the information required by current and prospective
suppliers and partners.

e) Obtain feedback from contacts on the status of the relationship.

7. Track the status of the relationships and business case, taking action when appropriate.
a) Determine actions to take when the relationship deviates from expectations.
b) Determine actions to take when the business case objectives are not being met.
¢) Take actions and track them to closure.

d) Maintain the business case as appropriate.

127



Practices: rel Part 2

Supplier & Partnership Relationships cont’d

c. Implement supplier and partner relationship management, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)
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Practices: rel Part 2

Value Creation

Relationship Management

Ongoing

Level 4

Proactively identify value creation opportunities and communicate
them to the client.

Proactively look for opportunities to improve both the organization and the client in order to cre-
ate value for clients. Helping the client to meet their changing business objectives contributes to
client satisfaction and helps them to see the organization as a valued business partner. New busi-
ness opportunities for the organization may be identified as well.

“Value creation” refers to an increase in the business benefit to the client. In the context of this
Practice, value creation is more than adding value through the service delivery already being
provided. It includes the act of identifying opportunities of greater business value for the client,
including innovative business arrangements or technologies (prfl1, “Deploy innovations”), and
other opportunities.

Activities

a. Provide support for creating and maintaining the work products and tasks for identifying
and communicating value creation opportunities.

1. Provide sponsorship and resources for creating the work products and tasks for identifying and
communicating value creation opportunities. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for identifying and communicating value
creation opportunities. Documentation includes the following Activities:

1. Collect information about the client’s business objectives and communicate it to appropriate
personnel.

2. Establish methods for proactively identifying value creation opportunities for the client.

a) Identify sources of information to be analyzed.
- Sources of information can be both internal (e.g., similar service offerings) and external
(e.g., industry innovations).

b) Determine frequency of analysis.

3. Identify value creation opportunities.
- Types of value creation opportunities can include technology, processes, tools, personnel
management approaches, training, and business models.

4. Analyze the potential impact of identified opportunities.

a) Create an organizational business case for each opportunity.

- The organizational business case should show a compelling need for change in terms that are
quantifiable. Each opportunity analyzed should include a description of the value derived and
a preliminary time line that outlines the sequence of potential programs that can be undertaken
to achieve that value.
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b) Prioritize opportunities based on the business case and organizational objectives.
¢) Determine the opportunities to pursue based on the priorities.

d) Identify clients who will benefit from the opportunities.

- It may not be appropriate to share all opportunities with all clients. Not only does applicability of the
opportunity need to be analyzed, but the organization should also consider the client’s receptiveness
to innovation.

e) Create a client business case for each selected opportunity.
- The client business case may include customizing the service currently being offered to the client.

- When creating a business case, it is important to understand intellectual property issues. If not
adequately protected, innovations viewed by the organization as proprietary or competitive may
be used by the client, or even shared with competitors, without the organization’s permission. The
organization should take steps to protect any intellectual property before sharing information with
clients.

5. Communicate identified opportunities, business cases, and impact analysis to identified clients.

6. Obtain agreement with the relevant stakeholders on potential changes to service, or service levels
to be pursued, based on identified opportunities.

7. Modify services, or service levels, based on agreed-upon opportunities.

c. Identify and communicate value creation opportunities, using the documented work products
and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Technology Management Practices @
3 @

Technology Management Practices focus on managing the availability
and adequacy of the technology infrastructure used to support the
delivery of services. These Practices include Activities that control
the existing technology, manage changes to that technology, and
appropriately integrate the technology infrastructure with the client,
suppliers, and partners to effectively deliver service. All Technology
Management Practices are Ongoing. They cover the following:

e Managing the acquisition and deployment of technology.

o Integrating the organization’s technology infrastructure with that
of the client and other service providers, as appropriate.

o Managing the licensing of technology.

o Optimizing the performance of the technology infrastructure.




tcho1

Practices: tch Part 2

Acquire Technology (s ]

Technology Management

Ongoing

Level 2

Procedure

Establish and implement procedures to acquire and deploy technology.

Acquire, upgrade, and deploy technology in an orderly manner and without disruption to service
delivery in order to help meet the agreed-upon service levels, and engagement and business
objectives. New technologies may be necessary to meet these service levels and objectives.

This Practice is related to tch03, “Control technology;” since the acquisition and deployment of
technology will lead to changes in the technology infrastructure that need to be tracked and
controlled. However, tch03 also covers tracking changes in the technology infrastructure, which
may occur on a day-to-day basis.

Activities

a. Provide support for creating and maintaining the procedures for acquiring and deploying
technology.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for acquiring and deploying technology. Documentation includes
the following Activities:

1. Identify the needs for acquiring and upgrading technology, based on business objectives, client
requirements, and contractual commitments.

2. Identify and analyze technology alternatives that meet the identified needs and selecting the
appropriate alternative.

- Analysis should be done based on defined criteria, including compatibility with existing
technology, capability of existing personnel to operate and maintain the technology, expected
stability of the technology, and the proprietary nature of the technology and supporting systems.
Criteria should also include a decision between upgrading or replacing existing technology.

3. Identify and select partners or suppliers to provide or support technology acquisition and
deployment tasks.

4. Make necessary changes to licensing provisions.

5. Create a plan for deploying technology into the organization.

- Deployment plans include the selection and acquisition of technology, installation, testing,
training of personnel, and integration with the existing infrastructure of the organization and
the client.

6. Create contingency plans to ensure continuity of service in the event of failures during
deployment.

- The contingency plans should cover parallel operations of the new and old technology, when
appropriate. Parallel operations help ensure that service delivery will not be disrupted in the
event of the failure of a new technology or if it does not operate as expected.

134



The eSourcing Capability Model for Service Providers (eSCM-SP) v2

- The contingency plans should be created before making changes to the technology infrastructure.
They should include an analysis of the impact on the service design, deployment, and delivery tasks,
as well as a plan for feasible alternatives. Impacts of the changes in the technology infrastructure
include disruptions in service delivery, service accessibility, service functionality, and operational
efficiency, as well as the additional effort required to convert files and change storage mechanisms.
7. Deploy the technology into the organization.
8. Track status and progress against the plan.
a) Determine actions to take when progress deviates from the plan.

b) Take actions and track them to closure.

9. Track and control changes to licenses or to the technology infrastructure during deployment,
taking action when appropriate.

10. Identify and analyze the problems encountered during deployment, and track them to closure.

11. Verify that the deployed technology meets identified needs, and take action as appropriate.

- Verification may be done through testing, inspection, simulation, and prototyping.

c¢. Implement actions to acquire and deploy technology, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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Practices: tch Part 2

Technology Licenses

Technology Management

Ongoing

Level 2

Procedure

Establish and implement procedures to manage technology licenses.

Manage technology licenses in order to avoid liabilities and legal actions that could impact service
performance. This can be a complex issue if the service or the client relationship spans national
boundaries or other legal entities where multiple legal or regulatory requirements may be im-
posed. Proactively addressing licensing issues also helps to establish clients’ trust.

Technology resources that require licensing include specific software libraries, applications, de-
velopment tools, maintenance tools, and hardware components. These may be proprietary in
nature (e.g., resources created specifically for a particular client using technology that gives them
a competitive advantage) or they may be resources that are sold by a third party (e.g., packaged
applications).

Activities

a. Provide support for creating and maintaining the procedures for managing technology
licenses.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for managing technology licenses. Documentation includes
the following Activities:

1. Identify requirements for technology licenses.

a) Identify existing client technology resources to be used in designing, deploying, and
delivering the service.

b) Identify existing technology resources from the organization, suppliers, or partners to
be used in designing, deploying, and delivering the service.

¢) Identify new technology resources that need to be obtained.

d) Analyze and document usage restrictions on identified technology.
- Usage restriction should clearly indicate the organization’s rights, if any, to use the licensed
technology for other purposes (e.g., in support of other clients).
2. Address licensing requirements in the contracts between the organization, client, suppliers and
partners, as appropriate.

- Contracts need to verify that appropriate licensing coverage is obtained to protect the client,
organization, suppliers, and partners. Inability of all parties to obtain required licenses for the
technology may cause significant risks and delays in responding to client needs.

3. Coordinate with clients and third parties to obtain the licenses needed, based on identified
requirements.
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4. Review the obtained licenses to verify they meet identified requirements.

- The attributes of the licenses should be matched with requirements. For example, if the organization
has 20 users then the license should allow for 20 users. Other attributes to address include pricing,
vendor support, expiration, and renewal methods.

5. Create an inventory of obtained licenses.
6. Track license usage, taking action when appropriate.

7. Maintain licenses and associated documentation.

- Licenses may need to be modified due to a number of circumstances, such as change in number
of personnel, change in number or location of sites used to deliver the service, change in use of
suppliers, or technology upgrades.

8. Address licensing issues during Completion.

- During Completion the organization may need to relinquish, reassign, or transfer the licenses to the
client or designee. The organization may not have direct ability to influence the transfer of licenses
(e.g., licenses to use a third party technology). However, the organization is expected to facilitate the
process to ensure a smooth transition of service delivery back to the client, or designee.

c. Implement technology license management, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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Practices: tch Part 2

Control Technology

Technology Management

Ongoing

Level 2

Procedure

Establish and implement procedures to track and control changes to
the technology infrastructure.

Track and control changes made to the technology infrastructure in order to maintain its integrity.
A rigorous approach to technology asset management and configuration control helps to verify
that service delivery infrastructure is effectively managed. Effective management includes main-
taining the technology infrastructure’s stability and preventing failures in service delivery.

This Practice is related to tch01, “Acquire technology,” since the acquisition and deployment of
technology leads to changes in the technology infrastructure that need to be tracked and con-
trolled. However, this Practice also covers tracking changes in the configuration of the technology
infrastructure that may also occur on a day-to-day basis.

Activities

a. Provide support for creating and maintaining the procedures for tracking and controlling
changes in the technology infrastructure.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for tracking and controlling changes to the technology
infrastructure. Documentation includes the following Activities:

1. Identify the types of technology infrastructure changes that need to be tracked and controlled.

- Technology infrastructure changes include any changes to the hardware, software applications,
tools, upgrades, communication applications, and tools.

2. Select and document methods used for tracking and controlling the identified types of changes.
3. Create an inventory for the technology infrastructure.

a) Create guidelines for assigning identifiers to the various components of the
technology infrastructure.

- Identification is assigned by using suitable naming or numbering conventions. Verify
that changes are appropriately reflected in the assigned identification.

b) Assign a unique identifier to all components of the technology infrastructure
based on the guidelines.

4. Maintain documentation on changes to the technology infrastructure.

c. Implement technology infrastructure tracking and change control, according
to the procedures.
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1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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Technology Integration

Technology Management

Ongoing

Level 2

Procedure

Establish and implement procedures to manage integration of the
organization’s technology infrastructure.

Manage integration of the organization’s technology infrastructure with that of the client, suppli-
ers, and partners, in order to help ensure its optimal use. The integration can range in scope from
integrating with a single client to more complex cases of integrating with suppliers or partners to
support multiple clients.

The need for the integration of technology infrastructure may be identified during the process of
gathering client requirements, or it may be proposed by the organization. Technology infrastruc-
ture includes physical components (e.g., servers, network couplers and database bridges) and
functional components (e.g., extranets, databases, enterprise software applications, and web sites).

Activities

a. Provide support for creating and maintaining the procedures for managing integration of
the technology infrastructure.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for managing integration of the technology infrastructure.
Documentation includes the following Activities:

1. Create a plan for integrating the technology infrastructure.

- The technology deployment plan should include integration of the technology infrastructure.
Accounting for security is particularly important when integrating the technology infrastructure.

2. Identify contact personnel from the client, suppliers, and partners who will be involved in the
integration.

3. Identify and analyze technology components required for technology integration.

-> This includes examining the combined assets for redundancy. Establish guidelines for examining
redundant assets for redeployment, lease, sale, etc. Consider using redundancies to accomplish
disaster recovery objectives.

4. Integrate the organization’s technology infrastructure according to the work products and tasks
for deploying technology.

5. Track status and progress against the plan.
a) Determine actions to take when progress deviates from the plan.
b) Take actions and track them to closure.

6. Review the performance of the integrated technology with respect to the expected performance,
taking action as appropriate.
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- Examples of performance reviews include dry runs, simulation, and overload tests.
7. Obtain approval from the affected client, suppliers, and partners for the technology integration.
8. Identify the end-users of the integrated technology and provide them with access to the technology.
9. Track and maintain the integrated technology infrastructure, taking action when appropriate.

10. Prepare for technology separation.

- Technology separation typically happens during the completion of the contract with the client,
suppliers, and partners. Actions required for separation can vary significantly depending on the
degree of integration that has taken place. For instance, if infrastructure redundancies were reduced,
additional infrastructure will need to be procured and deployed prior to separation.

a) Create a technology separation plan.

b) Identify and analyze technology components required for technology separation,
including examining combined assets for procurement requirements.

c) Obtain approval from the affected client, suppliers, and partners for the technology
separation.

d) Track status and progress against the technology separation plan, when separation occurs,
taking action as appropriate.

c. Manage integration of the technology infrastructure, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

- As technology changes, training on how to effectively manage the integration of technology will
need to be maintained.

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)
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Optimize Technology

Technology Management

Ongoing

Level 3

Optimize the overall performance of the technology infrastructure
needed to deliver all services.

Manage the technology infrastructure’s performance in order to enhance the organization’s overall
performance effectiveness. Load balancing enables the organization to meet peak loads in one
service while maintaining other services with the existing technology infrastructure. The organi-
zation does not need to have 100% efficiency in its infrastructure, nor does it need to optimize the
performance of every part of the technology infrastructure. Optimizing the infrastructure’s overall
performance implies that suboptimal performance in one part of the infrastructure, such as slack,
balances demands in another part. In addition, optimizing involves contingency planning for in-
frastructure failures. Optimizing may occur across engagements or within a single engagement.

Activities

a. Provide support for creating and maintaining the work products and tasks for optimizing
the technology infrastructure.

1. Provide sponsorship and resources for creating the work products and tasks for optimizing
the technology infrastructure. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02, rel05)

3. Maintain and improve work products and tasks as appropriate. (knw04, knw07)

b. Document work products and tasks required for optimizing the technology infrastructure.
Documentation includes the following Activities:
1. Identify the technology infrastructure requirements for all engagements.

- This includes identifying technology that is shared across engagements versus that used
in a single engagement.

2. Determine measures to track performance of the technology infrastructure.

a) Determine the attributes to measure to determine the performance of the technology
infrastructure.

-> Examples of attributes to measure include availability, response time, utilization, security,
recoverability, and backups.

b) Determine the performance measures for the attributes.

- Examples of measures include percentage of uptime for specific areas, percentage of uptime
for technology infrastructure, seek and response time for specific queries, percentage utilization
of the CPU, time to repair, and time to restore.

¢) Determine the analyses and indicators to be used to understand and make decisions
about technology infrastructure performance.

3. Determine optimization targets for identified technology infrastructure.

4. Analyze whether the existing technology meets optimization targets.
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5. Create a plan for optimizing the technology infrastructure.

- The optimization plan may include the acquisition or disposal of technology.

a) Identify opportunities to optimize the technology infrastructure.

- One way to optimize technology infrastructure is to balance the technology load across the
organization’s engagements by using excess capacity to fill demand from different time zones. For
example, establishing a shift schedule at one site to accommodate demand from multiple time zones.

b) Prioritize opportunities based on organizational objectives.

¢) Determine opportunities to pursue based on priorities.

6. Collect data on performance of the technology infrastructure.

7. Track status and progress against the optimization plan.
a) Determine actions to take when progress deviates from the plan.
b) Take actions and track them to closure.

8. Create a plan for maintaining desired optimization targets.

9. Track status and progress against the maintenance plan.

a) Determine actions to take when progress deviates from the plan.

- Actions may include upgrading or replacing hardware, software, or network equipment.

b) Take actions and track them to closure.

c. Optimize the performance of the technology infrastructure, using the documented work
products and tasks.

1. Communicate the tasks and the availability and location of work products to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed across the organization.
(knw04, prf02)
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Practices: tch Part 2

Proactively Introduce Technology

Technology Management

Ongoing

Level 4

Procedure

Establish and implement procedures to proactively identify and
introduce appropriate technology.

Identify and introduce appropriate technology with minimal disruption in order to help improve
organizational performance and achieve long-term objectives. In order to remain competitive and
meet clients’ needs and expectations, an organization not only needs to keep pace with technology
changes, but also needs to create new capabilities with up-to-date technologies.

This Practice is related to prfll, “Deploy innovations,” tch01, “Acquire technology,” and tch03,
“Control technology” When making changes to technology, the organization needs to acquire and
deploy the technology (tch01 and prfl1) and control the change (tch03).

Activities

a. Provide support for creating and maintaining the procedures for identifying and introducing
technology across the organization.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for identifying and introducing technology. Documentation
includes the following Activities:

1. Establish methods for proactively identifying and analyzing technology innovations within
the organization and industry.

a) Identify sources of technology information to be analyzed.
b) Determine frequency of analysis.

2. Identify opportunities based on the analyses.

3. Identify potential impact of identified opportunities.

a) Create a business case for each opportunity.

—> The business case should be based on a cost-benefit analysis, feedback from organizations using
similar technology, feedback on the experience of end-users, trials and demonstrations, analysis
of operation and maintenance costs, and an analysis of obsolescence and economic life span.
The business case should take into consideration organizational objectives, business and market
strategies, problems faced in operations, new contractual commitments, and changes in the
business environment.

- The business case should include an impact analysis of the changes required, including changes
to the systems and infrastructure of clients and partners. Financial considerations, such as set-
up costs, integration costs, training costs, back-up costs, and the retirement of existing systems
and parts, should also be considered. Positive impacts, such as improved performance, greater
efficiencies, or new capabilities, may balance the effects of adverse impacts.

b) Prioritize opportunities based on the business case and organizational objectives.
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¢) Determine opportunities to pursue based on the priorities.

4. Obtain agreement with the relevant stakeholders on potential changes to service, or service
levels to be pursued, based on identified opportunities.

5. Modify services, or service levels, based on agreed opportunities.

- Changes to the service should include the creation of a deployment plan.

6. Deploy appropriate technology.

¢. Implement actions to identify and introduce technology, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)

145



146



2

Threat Management Practices @

Threat Management Practices focus on identifying and actively managing
threats to the organization’s ability to meet its objectives and the
requirements of the client. They focus on active risk management, paying
particular attention to risks associated with security, confidentiality,
infrastructure, and disasters that may disrupt service or fail to meet the
requirements of the client. All Threat Management Practices are Ongoing.
They cover the following:

o Demonstrating management’s commitment to risk management
through formal policies.

o Identifying, assessing, and controlling risks.
o Managing security, confidentiality, and intellectual property threats.
o Preparing for, and managing, recovery from disasters.

o Monitoring statutes and regulations to ensure compliance.
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Practices: Thr Part 2

Risk Management

Threat Management

Ongoing

Level 2

Policy

Establish and implement a policy on risk management.

Demonstrate management’s commitment to proactively identifying, assessing, and managing
risks in order to improve the ability of the organization to provide appropriate levels of service
despite the occurrence of threats. A documented policy helps to demonstrate management
commitment and provides an approach for how the organization should manage risks. It is also
the first step in demonstrating compliance with statutory and regulatory requirements. A risk
management policy also provides direction to internal stakeholders in their proactive risk
management efforts.

Activities

a. Provide support for creating and maintaining the policy for managing risk.
1. Provide sponsorship and resources for creating the policy. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the policy
as appropriate. (knw02)

-> Reviews should address whether the policy is consistent with current engagement
and organizational objectives, and should resolve any conflicts.

3. Maintain and improve the policy as appropriate. (knw07)

b. Document the policy for managing risk. Documentation includes the following Activities:
1. Communicate the purpose of risk management.

2. Identify types of potential risks to the organization.

- The potential risks typically include known weaknesses in the organizations procedures,
insufficient resources (including personnel, technology, or infrastructure), inadequate skill
availability, inadequate security coverage, obsolescence of technology, client merger or
acquisition, and client’s non-payment of invoices. Risk exposure is typically quantified as the
probability of the risk occurring, multiplied by the estimated impact of the risk.

3. Communicate how risk exposure will be assessed for the organization.

- Risk exposure is the probability of the risk occurring multiplied by the estimated
impact of the risk.

4. Verify that the disaster recovery procedures address identified risks.

5. Clearly articulate the organization’s tolerance for risk.

c. Implement risk management, according to the policy.
1. Communicate the availability and location of the policy to relevant stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)
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3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the policy. (prf02)
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Practices: Thr Part 2

Engagement Risk

Threat Management

Ongoing

Level 2

Identify, assess, and manage risks specific to the client engagement.

Manage risks in order to reduce their impact and increase clients’ confidence in the organization’s
ability to maintain desired service levels. Effectively identifying and assessing risks enables the
organization to take mitigating actions to prevent the risk’s occurrence, to lower its likelihood of
occurring, or to reduce its impact, should it occur. These actions improve the organization’ ability
to provide an appropriate level of service despite the occurrence of problems.

Effective risk management is particularly critical in the early stages of an engagement, where
requirements are being analyzed and service is being designed to meet those requirements. Prob-
lems encountered here can impact the success of the service delivery throughout the engagement.

Activities

a. Provide support for creating and maintaining the work products and activities for
identifying, assessing, and managing engagement-specific risks.

1. Provide sponsorship and resources for creating the work products and tasks for identifying,
assessing, and managing engagement-specific risks. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving work products
and tasks as appropriate. (knw02)

3. Maintain and improve work products and tasks as appropriate. (knw07)

b. Identify work products and activities required to identify, assess, and manage engagement-
specific risks. Documentation includes the following Activities:
1. Identify risks for each engagement, including types of risks identified in the risk policy.

- The engagement-specific risks may include reliability and suitability of technology, adequacy
of skill pool and security, failure of a client to meet responsibilities, accuracy of delivery schedule
estimates, and sufficiency of resources (e.g., personnel).

2. Assess risk exposure for the organization.

- Risk exposure may be on qualitative and/or quantitative criteria.
a) Analyze the probability of a risk occurring.
b) Analyze the potential impact of risks on the success of the engagement.

3. Prioritize and determine how to respond to the risks identified in the risk assessment.

—> From the risk assessment, the organization can prioritize risks and determine whether to
eliminate or mitigate the risk (e.g., through training, upgrading technology) or to accept the
risk (e.g., when the risk effect on the outcome of the engagement is within tolerances specified
in the risk policy).

- Eliminating a risk is removing the probability of encountering an adverse event by predicting
the event and implementing preventive actions.

- Mitigating a risk includes reducing the degree of impact on future events that may jeopardize
the success of an engagement, or the achievement of a goal, by using alternative approaches and
buffers in schedules, or by providing stand-by resources.
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- Accepting a risk is acknowledging that an identified risk is inevitable, or low cost, and including
its occurrence in the planning process for the engagement. An example of accepting a risk is
extending the credit period for a prospective client during negotiations, because obtaining that
client is key to the organization’s business objectives.

- Contingency plans are used based on previously identified events; they cover actions to take
in case of the occurrence of the identified risk.

4. Document the risk responses.

-> Risk responses may be documented in plans for risk management, security, integration
of the technology infrastructure, disaster recovery, and business continuity.

5. Verify that risk responses are aligned with engagement objectives.
6. Track risk responses, taking action as appropriate.

7. Maintain the risk assessment.

- Risk levels change over time as new threats and vulnerabilities are identified or risk
responses are invoked. Procedures should be developed to monitor these changes and
take appropriate action.

c. Identify, assess, and manage engagement-specific risks, using identified work products
and activities.

1. Communicate the tasks and the availability and location of work products to relevant
stakeholders. (knw02)

2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed. (prf02)
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Practices: Thr Part 2

Risk Across Engagements

Threat Management

Ongoing

Level 3

Procedure

Establish and implement procedures to manage risks across client
engagements.

Establish an approach for managing risks in order to reduce their impact and provide clients with
confidence in the organization’s ability to maintain desired service levels. Effective identification
and assessment of risks enables the organization to take mitigating actions to prevent the risk
from occurring, or to lower the impact should it occur. These efforts improve the ability of the or-
ganization to provide an appropriate level of service despite the occurrence of problems. Effective
risk management improves the client’s confidence in the organization’ ability to maintain needed
services and service levels. Through effective risk management, the organization can balance risks
across multiple engagements.

This Practice expands on the risk management tasks performed in thr02, “Engagement risk;”
which focuses more narrowly on management of the risks that impact a specific engagement. The
focus of this Practice is broadened to cover management of risks across multiple client engage-
ments, along with an added requirement that risk management tasks be formally documented in
a procedure.

Activities

a. Provide support for creating and maintaining the procedures for managing risks across
client engagements.

1. Provide sponsorship and resources for creating the procedures. (knw04, prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02, rel05)

3. Maintain and improve the procedures as appropriate. (knw04, knw07)

b. Document the procedures for managing risks across client engagements. Documentation
includes the following Activities:

1. Identify the risks for the portfolio of engagements, including types of risks identified in the
risk policy.

- Types of risks in the portfolio may be associated with markets, services, or clients.

2. Assess the risks for the portfolio of engagements for their impact on the organization.
a) Analyze how likely the risks are to occur.
b) Determine how vulnerable each engagement is to the identified risks.

¢) Calculate the cost of exposure to the risk, the cost of mitigating the risk,
and the cost of the mitigated risk.

- Mitigation of the risk should occur only if the costs of mitigating the risk are less than,
or equal to, the cost of exposure to that risk.

3. Prioritize and determine how to respond to the identified risks in the risk assessment.
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- One strategy to mitigate risks across the organization is to have a portfolio of engagements with
a mix of different risk attributes and probabilities. A risk that may be acceptable in the context of
a single engagement may be unacceptable if it is a common risk that spans engagements, even if
the probability of occurrence is relatively low.
4. Document the risk responses.
5. Verify that risk responses are aligned with organizational objectives.

6. Track risk responses, taking action as appropriate.

7. Maintain the risk assessment.

c. Implement risk management across engagements, according to the procedures.

1. Communicate the availability and location of the procedures to relevant stakeholders.
(knw02, knw03)

2. Provide resources to effectively perform the work. (knw02, knw03, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl05, ppl07, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02, knw03)

5. Verify that the work is consistently and effectively performed according to the procedures
across the organization. (knw04, prf02)
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Practices: Thr Part 2

Security

Threat Management

Ongoing

Level 2

Procedure

Establish and implement procedures to meet security requirements.

Meet or exceed stakeholders’ requirements for security in order to foster successful client rela-
tionships and increase their level of trust. Breakdowns, such as security breaches, can impact the
organization’s ability to provide adequate service, thereby damaging the relationship and making
the involved parties vulnerable to legal action. Effective security is essential for meeting privacy
requirements and protecting intellectual property (thr05, “Intellectual property”). Security re-
quirements may come from the client or statutes and regulations governing the service. Security
management should cover the security of people, technology, work environment, and information.

As used in this Practice, security provides four types of control: confidentiality, integrity, avail-
ability, and accountability. Confidentiality means that only authorized users can access informa-
tion. Integrity means that the accuracy and completeness of information is maintained and not
changed without authorization. Availability means that the service or information is available to
authorized users when needed. Accountability is the ability to trace the source of changes in con-
trolled resources.

Activities

a. Provide support for creating and maintaining the procedures for meeting security
requirements.

1. Provide sponsorship and resources for creating the procedures. (prf03)
2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures

as appropriate. (knw02)

- The organization should have a formalized security policy that is used to provide direction for
creating the security procedures.

—> Reviews should verify that security requirements for all organizational resources are addressed.
Organizational resources subject to security management may include personnel; technology,
such as networks, hardware or software applications; client-supplied information; and
intellectual property.

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for meeting security requirements. Documentation includes
the following Activities:

1. Identify confidentiality, integrity, and availability requirements.
2. Identify access control, authentication, and accountability requirements.

3. Identify physical security requirements.

- Security requirements result in procedures for access to networks, data backup, and restrictions
to physical access.

4. Identify data and software security requirements.

- Requirements may include new software for authentication of users, new encryption software
and tools, configuration of network and communication protocols, additional hardware and
operating systems, and additional or new variants of anti-virus software.
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Behavioral controls help ensure that personnel maintain security and include training, policy
statements, and separation of duties.

5. Identify behavioral requirements.

- Authorized users may engage in behavior that compromises security (e.g., by holding the
door for an unknown visitor, taping passwords to computer monitors). Breaches that deal with
human behavior are referred to as social engineering. Social engineering controls help ensure
that personnel maintain security, and include training, policy statements, and separation
of duties.

6. Identify privacy requirements.

- Privacy requirements may come from the client, or from statutes and regulations governing

the service (e.g., privacy of patient data in the health care industry).

7. Identify and analyze potential threats to the organization’s assets (e.g., information,
infrastructure, including technology, and systems).

- Potential security threats can be physical, electronic, or social. Examples include undetected
intrusions, and virus attacks. Internal threats may arise from accidental or malicious actions
of authorized insiders. External threats may arise from vandals (e.g., hackers and crackers),
competitors (e.g., industrial espionage), or extremist groups.

- Identification of potential threats is done by reviewing prior experiences of the organization
or of similar organizations, conducting security audits, and obtaining client feedback. An
assessment of organization assets includes an analysis of the impact on operational capability
due to loss of confidentiality, vulnerabilities that could be exploited, existing threats that could
exploit the vulnerabilities, and the likelihood that a threat might occur.

8. Determine which assets to protect, and document the rationale for the decision.

- These assets may be tangible (e.g., facilities and communication links), or intangible
(e.g., information or behaviors).

9. Create security solutions based on the identified requirements and threats.

-> Some solutions may include securing internal computing resources (e.g., network servers,
workstations, local area network, software, applications, and communication infrastructure),
securing access to public servers such as web servers, using well configured firewalls in
appropriate network locations, using intrusion detection systems, and creating responses to
intrusions. Solutions may be implemented by installing new software for authentication of
users, installing new encryption software or tools, configuration of network and communication
protocols, separate hardware and operating systems, and virus scanners.

10. Track threats to the organization’s assets, taking action as appropriate.

-> Threats may change over time. The organization should monitor for unexpected activity that
may indicate a breach.

- Tracking internal security may be done using software tools, designated teams, security audits,
mock tests, and simulations, and deliberate attempts to break into the information infrastructure.
Monitoring the external environment may be done through coordination with specialists,
suppliers, and partners. Tracking should include audits of proposed changes to the technology
infrastructure to verify that security is not compromised with the introduction of new elements
or components.
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Security cont'd

¢. Implement security requirements, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(pplo4, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures. (prf02)

- Adherence reviews are typically implemented through security audits, usage of tracking tools,
and reports on resources accessed and the frequency of access. Effectiveness reviews are typically
implemented through usage of tracking tools, security audits, and analysis of security incidents and
their root causes.
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Practices: Thr Part 2

Intellectual Property

Threat Management

Ongoing

Level 2

Procedure

Establish and implement procedures to protect the intellectual
property of stakeholders.

Meet or exceed stakeholders’ requirements for the protection of intellectual property to increase
levels of trust, in order to foster successful relationships. Inappropriate use or disclosure of
intellectual property can damage the relationship with stakeholders and make the organization
vulnerable to disputes or legal action.

This Practice is related to thr04, “Security,” because security procedures should assure that
intellectual property is appropriately protected.

Activities

a. Provide support for creating and maintaining the procedures for protecting the intellectual
property of stakeholders.

1. Provide sponsorship and resources for creating the procedures. (prf03)
2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures

as appropriate. (knw02)

—> The organization should have a formalized policy on the protection of intellectual property that
is used to provide direction for creating the procedures on protection of intellectual property.

- Protection of intellectual property policies typically cover access and use policies, installation

policy, configuration policy on information infrastructure, encryption, and information privacy.

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for protecting the intellectual property of stakeholders.
Documentation includes the following Activities:

1. Identify existing intellectual property and ownership for relevant stakeholders.

- Intellectual property may include proprietary software, hardware, designs, methodologies,
service-related documents, data, training, trademarks, copyrights, drawings, layouts, processes,
procedures, policies, and other proprietary technology or materials. Stakeholders may be the
client, partners, suppliers, or the organization, as well as employees of any of these organizations.
Use of intellectual property may include royalties or payments for use or transfer of services.

a) Identify and document rights, responsibilities, and ownership of current intellectual
property.
- These rights, responsibilities and ownership may be outlined in contracts with the client,

suppliers, or partners.

b) Identify and document rights, responsibilities, and ownership of future
intellectual property.

- Future intellectual property is any intellectual property purchased, transferred, or created
while engaged in a sourcing relationship.

¢) Determine the disposition of current and future intellectual property
during Completion.
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2. Identify and analyze potential threats to intellectual property.

- Identification of potential threats is done by reviewing prior experiences of the organization,
or of similar organizations, conducting security audits, and obtaining client feedback. Potential
threats to intellectual property can be electronic (e.g., virus attacks),
or physical (e.g., theft).

- Careful consideration must be given to the different definitions of intellectual property in
multinational engagements to ensure that these resources are given the level of protection
expected by the stakeholders.

3. Review the rights, responsibilities, and ownership of intellectual property.

4. Obtain approval of the identified rights, responsibilities, and ownership of intellectual property
from the relevant stakeholders.

5. Communicate the rights, responsibilities, and ownership of current and future intellectual
property.

6. Track the use of the identified intellectual property and changes in rights, responsibilities,
and ownership, taking action when appropriate.

7. Obtain approval of changes in rights, responsibilities, and ownership of intellectual property
from the relevant stakeholders, as appropriate.

¢. Implement protection of intellectual property, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures.
(prf02)
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Statutory & Regulatory Compliance

Threat Management

Ongoing

Level 2

Procedure

Establish and implement procedures to comply with statutory and
regulatory requirements.

Comply with statutes and regulations that impact the organization’s service capability in order to
meet client requirements and to avoid client dissatisfaction. Compliance is crucial in international
sourcing relationships that are under the jurisdiction of multiple legal systems. Compliance with
statutory and regulatory requirements is also necessary to uphold the organization’s ethical stan-
dards and to protect it from disputes or legal action.

Activities

a. Provide support for creating and maintaining the procedures for statutory and regulatory
compliance.

1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for statutory and regulatory compliance. Documentation includes
the following Activities:

1. Identify statutes and regulations applicable for the markets, geographical regions, and specific
services provided by the organization.

—> Statutes and regulations may be personnel-related (e.g., working hours, wages, time off, and
the physical work environment), technology-related (e.g., those governing encryption, data
transmission and confidentiality), market-related (e.g., those governing services permitted to
be outsourced, restrictions on government contracts and minimum performance standards),
service-related (e.g., those governing service levels, and restrictions on contract value and
duration), and privacy- and security-related (e.g., access to, and control of, information, and
controls over the release of information).

—> Careful attention must be paid to the organization’s adherence to export and import restrictions
in the cross-border transfer of information and technology.

2. Identify additional statutes and regulations applicable to meeting identified client requirements.

- Client-specific statutes and regulations may include regulations stipulated by the government
of the client’s country. In addition, the client may specifically request some of the requirements,
however it is the responsibility of the organization to verify that statutory and legal requirements
are understood and met.

3. Analyze the impact of statutes and regulations on the organization, including processes,
personnel, infrastructure, and technology.

4. Determine actions necessary to bring the organization into compliance with the identified
statutes and regulations.

- Actions taken to comply with regulations include modifying technological infrastructure,
creating and submitting reports required by statutes, and obtaining required approvals.

5. Take actions and track them to closure.
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6. Track compliance with, and changes to, the applicable statutes and regulations, taking action
when appropriate.

- Compliance tracking is typically done through audits or legal reviews.

7. Maintain information on statutes and regulations, and modify the organization’s procedures
and infrastructure, as appropriate.

- This includes new statutes and regulations, as well as changes to existing statutes
and regulations.

8. Negotiate contract amendments to make changes necessary to bring contract terms into
compliance with applicable statutes and regulations, as appropriate.

c. Comply with statutory and regulatory requirements, according to the procedures.
1. Communicate the availability and location of the procedures to relevant stakeholders. (knw02)
2. Provide resources to effectively perform the work. (knw02, ppl03, prf03, tch01)

3. Assign qualified personnel the responsibility, authority, and accountability to perform the work.
(ppl04, ppl08)

4. Communicate planned actions and their outcomes to relevant stakeholders. (knw02)

5. Verify that the work is consistently and effectively performed according to the procedures.
(prf02)
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Practices: Thr Part 2

Disaster Recovery

Threat Management

Ongoing

Level 2

Procedure

Establish and implement disaster recovery procedures.

Prepare for possible disasters in order to minimize their impact on the organization’s ability

to deliver its services. By following its disaster recovery procedures during significant failures

of infrastructure or facilities, the organization is able to continue to provide acceptable service.
Preparation covers service delivery, security, the protection of intellectual property, crisis manage-
ment, and the safety of personnel, and promotes confidence in the organization’s ability to react
effectively to adverse situations.

Activities

a. Provide support for creating and maintaining the procedures for disaster recovery.
1. Provide sponsorship and resources for creating the procedures. (prf03)

2. Involve relevant stakeholders in creating, improving, reviewing, and approving the procedures
as appropriate. (knw02)

- Reviews of the disaster recovery procedures should include risk, security, and protection of
intellectual property.

3. Maintain and improve the procedures as appropriate. (knw07)

b. Document the procedures for disaster recovery. Documentation includes the following
Activities:

1. Collect input from the relevant stakeholders to identify potential disasters.

2. Classify and prioritize identified disasters based on an analysis of risk exposure.

- Identified disasters are typically classified as external (e.g., natural, infrastructure, political,
sabotage) or internal (e.g., technological, accidents, and intentionally carried out disruptions
such as strikes or other labor actions).

- The identified disasters may be prioritized based on systematic analyses, including calculating
the cost of outage, the impact on personnel morale and confidence, the legal implications, the
impact on corporate image, and the impact on credibility with clients and investors.

3. Create a disaster recovery plan for the organization’s response to potential disasters.

- An organization’s plan will typically be documented in the form of a disaster recovery or
business continuity plan. This plan includes identified events that have an adverse impact on the
service design, deployment, and delivery tasks; the planned response in case the event occurs;
the personnel responsible; additional resources to be made available; and a communication and
coordination plan.

- The organization’s plan should identify the key client, supplier, and partner contacts who have
the authority to make timely decisions. Alternatives should be selected if key people cannot
respond. The plan should also coordinate with the plans of critical suppliers and partners.

a) Determine methods to reduce the effects of the identified disasters.

- Examples of methods include establishing redundancies in technology infrastructure, including
power and communications; provisioning alternate sites to ensure continuity of operations in
case of failure of the primary site; providing fire-fighting equipment, regular back-ups, and off-
site storage; installing fire alarms; and cross-training personnel.
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b) Identify and document actions to take when a disaster occurs.

- Actions to be carried out include clearly identifying the possible disruptions to service, determining
a time frame for recovery, reviving the critical functions of the organization, and communicating
with relevant stakeholders. Indicate the time and effort required for each action.

- When planning, prioritize the identified disasters and the organizational functions to be targeted
for recovery, in case of a disaster. Responses should maintain an effective work environment and
continue to provide resources for critical service-related and support tasks.

4. Test the effectiveness of the disaster recovery plan at scheduled intervals, taking corrective action
as appropriate.

- Appropriate testing intervals can vary based on the criticality of the service being delivered and the
potential impact of a disaster. Disaster recovery drills typically take place no more frequently than
quarterly and no less than annually.

5. Track status and progress against the plan in the event of