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Abstract

Developing machine learning models heavily relies on access to data. To
build a responsible data economy and protect data ownership, it is crucial to
enable learning models from separate, heterogeneous data sources without
centralization. Federated learning (FL) aims to train models collectively across
massive remote devices or isolated organizations, while keeping user data
local. However, federated networks introduce a number of challenges beyond
traditional distributed learning scenarios. While FL has shown great promise
for enabling edge applications, current FL systems are hindered by several
constraints. In addition to being accurate, federated methods must scale to
potentially massive and heterogeneous networks of devices, and must exhibit
trustworthy behavior—addressing pragmatic concerns related to issues such
as fairness, robustness, and user privacy.

In this thesis, we aim to address the practical challenges of federated learn-
ing in a principled fashion. We study how heterogeneity lies at the center
of the constraints of federated learning—not only affecting the accuracy of
the models, but also competing with other critical metrics such as fairness,
robustness, and privacy. To address these metrics, we develop new, scalable
learning objectives and algorithms that rigorously account for and address
sources of heterogeneity. In particular, in terms of accuracy, we propose novel
federated optimization frameworks with convergence guarantees under real-
istic heterogeneity assumptions. In terms of trustworthiness, we develop and
analyze fair learning objectives which offer flexible fairness/utility tradeoffs.
We consider the joint constraints between fairness and robustness, and explore
personalized FL to provably address both of them simultaneously. Finally,
we study new differentially private optimization methods with improved
convergence behavior, achieving state-of-the-art performance under privacy
constraints.

Although our work is grounded by the application of federated learning,
we show that many of the techniques and fundamental tradeoffs extend
well beyond this use-case to more general applications of large-scale and
trustworthy machine learning.
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Chapter 1

Introduction

Mobile phones, wearable devices, and smart homes form just a few of the modern
distributed networks generating a wealth of data each day. Due to the growing com-
putational power of these devices—coupled with concerns over transmitting private
information—it is increasingly attractive to store data locally and push network com-
putation to the edge. For example, federated learning (FL) is a learning paradigm that
aims to enable efficient and secure data sharing while keeping user data local. FL con-
siders collaboratively training machine learning models across remote devices or siloed
organizations in a privacy-preserving manner.

Federated learning has the ability to produce highly accurate statistical models by
aggregating knowledge from disparate data sources. Examples of potential applications
include: learning sentiment, semantic location, or activities of mobile phone users;
adapting to pedestrian behavior in autonomous vehicles; and predicting health events
like heart attack risk from wearable devices.

1.1 Canonical Problem Formulation

The canonical federated learning problem involves learning a single, global statistical
model from data stored on tens to potentially millions of remote devices. We aim to
learn this model under the constraint that device-generated data is stored and processed
locally, with only intermediate updates being communicated periodically with a central
server. In particular, the goal is typically to minimize the following objective function:

N
min F(w), where F(w Z prFr(w (1.1)

w

Here, N is the total number of devices, py = 0 and >, px = 1, and F; is the local
objective function for the kth device. The local objective function is often defined as the
empirical risk over local data, i.e., F(w) = nik Z:;l fi(w; xj,, yj, ), where ny is the number
of samples available locally. The user-defined term pj specifies the relative impact of

each device, with two natural settings being py = = or py = k, where n = Y, ny is the
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total number of samples. While we will focus on this most popular objective in some
chapters, in this thesis, we also study other objectives or modeling approaches that are
appropriate depending on the application of interest.

To be successful, the field of federated learning requires fundamental advances in
areas such as optimization, systems, and privacy, as federated networks present a variety
of practical challenges beyond traditional distributed learning scenarios.

1.2 Challenges of Federated Networks

Federated networks introduce and exacerbate a number of challenges for distributed
learning workflows, including expensive communication, systems heterogeneity, and
statistical heterogeneity, as discussed in detail in the following.

Challenge 1: Expensive Communication. Communication is a critical bottleneck in
federated networks, which, coupled with privacy concerns over sending raw data,
necessitates that data generated on each device remain local. Indeed, federated networks
are potentially comprised of a massive number of devices, e.g., millions of smart phones,
and communication in the network can be slower than local computation by many
orders of magnitude [122, 282]. In order to fit a model to data generated by the devices
in the federated network, it is therefore necessary to develop communication-efficient
methods that iteratively send small messages or model updates as part of the training
process, as opposed to sending the entire dataset over the network. To further reduce
communication in such a setting, two key aspects to consider are: (i) reducing the total
number of communication rounds, or (ii) reducing the size of transmitted messages at
each round.

Challenge 2: Systems Heterogeneity. The storage, computational, and communication
capabilities of each device in federated networks may differ due to variability in hardware
(CPU, memory), network connectivity (3G, 4G, 5G, wifi), and power (battery level).
Additionally, the network size and systems-related constraints on each device typically
result in only a small fraction of the devices being active at once, e.g., hundreds of active
devices in a million-device network [36]. Each device may also be unreliable, and it is
not uncommon for an active device to drop out at a given iteration due to connectivity or
energy constraints. These system-level characteristics dramatically exacerbate challenges
such as straggler mitigation and fault tolerance. Federated learning methods that are
developed and analyzed must therefore: (i) anticipate a low amount of participation, (ii)
tolerate heterogeneous hardware, and (iii) be robust to dropped devices in the network.

Challenge 3: Statistical Heterogeneity. Devices frequently generate and collect data in
a non-identically distributed manner across the network, e.g., mobile phone users have
varied use of language in the context of a next word prediction task. Moreover, the num-
ber of data points across devices may vary significantly, and there may be an underlying
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Figure 1.1: Federated networks need to satisfy critical constraints including accu-
racy/efficiency, fairness, robustness, and privacy. Practical systems and heterogeneity
challenges can exacerbate the issues of accuracy and trustworthiness relative to central-
ized training. The overarching goal of this thesis is to develop principled approaches
to understanding and addressing these constraints and their interplays. Taking into
account practical challenges of the network, we explore how heterogeneity affects these
constraints, and how they interact with one another.

structure present that captures the relationship amongst devices and their associated
distributions. This data generation paradigm violates frequently-used independent and
identically distributed (I.I.D.) assumptions in distributed optimization, increases the
likelihood of stragglers, and may add complexity in terms of modeling, analysis, and
evaluation. Indeed, although the canonical federated learning problem of aims
to learn a single global model, there exist other alternatives such as simultaneously
learning distinct local models via multi-task learning frameworks [cf. 264]. There is also
a close connection in this regard between leading approaches for federated learning
and meta-learning [170]. Enabling personalized or device-specific modeling is often a more
natural approach to handling the statistical heterogeneity of the data.

Finally, privacy is often a major concern in federated learning applications. Federated
learning makes a step towards protecting data generated on each device by sharing
model updates, e.g., gradient information, instead of the raw data [79, 84]. However,
communicating model updates throughout the training process can nonetheless reveal
sensitive information [210]. While recent methods aim to enhance the privacy of feder-
ated learning using tools such as secure multiparty computation or differential privacy,
these approaches often provide privacy at the cost of reduced model performance or
system efficiency. Understanding and balancing these tradeoffs, both theoretically and
empirically, is a considerable challenge in realizing private federated learning systems.

While federated learning has shown great promise for enabling edge applications,
partly as a result of the major challenges above, current FL systems are hindered by
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several conflicting constraints. In this thesis, our goal is to develop principled and
scalable approaches to understand and address the challenges of federated networks.
In particular, we aim to study how heterogeneity lies at the center of these practical
constraints—not only affecting the final accuracy of the models, but also competing with
issues of trustworthiness (fairness, robustness, and privacy), as detailed below.

1.3 Constraints of Federated Learning

Accuracy and Scalability. To be practically useful, federated methods must first and
foremost deliver reasonably accurate solutions in an efficient manner, even in light of
underlying data and systems heterogeneity.

Trustworthiness. As FL applications aim to learn over client data while using client
devices as a distributed computing substrate, there are a number of issues related to
trustworthiness that are also critical to consider. These constraints commonly include (a)
client privacy due to the potential leakage of sensitive information when transmitting
information (e.g., model parameters) across the network, (b) robustness to device failures,
real-world data noise, and adversarial attacks, and (c) delivering fair performance to all
clients/devices.

Mitigating the potential negative impacts of heterogeneity on federated learning in
terms of separate metrics is already challenging, and it is even more so if we jointly
consider all metrics which may be fundamentally at odds with each other. For instance,
current methods that focus solely on accuracy or fairness are also at odds with robustness
constraints, as implementing current approaches can render federated learning systems
highly susceptible to adversarial attacks. It is therefore critical to develop and analyze
approaches to holistically addressing these connected constraints in realistic networks.

This thesis includes my PhD research on scalable and trustworthy (fair, robust, and
private) optimization algorithms and objective functions for both federated learning
and general machine learning (Figure [L.I). We rigorously analyze the convergence
of our optimization methods, and fairness, robustness, or privacy properties of the
proposed approaches. Through evaluation on a suite of realistic federated benchmarks,
we demonstrate the practical improvements and efficiency of our works.

1.4 Overview of Contributions

In this section, we summarize the main contributions of this thesis on scalable and trust-
worthy learning in heterogeneous networks. We discuss background and preliminaries
in Chapter 2, and present each work in detail in Chapters Although most of the
works are grounded by the application of federated learning, we show that many of the
techniques and fundamental tradeoffs explored in this thesis extend beyond this use-case
to general machine learning applications.



(Chapter B) Accuracy/Scalability: Federated Optimization Methods under Systems
and Data Heterogeneity. FedAvg is the de facto optimization method in the federated
setting that allows for local updating and low participation. However, it does not fully ad-
dress the underlying challenges associated with heterogeneity. We propose FedProx [176],
which can be viewed as a generalization and re-parametrization of FedAvg (where we
add a proximal term to the local objective). While the algorithmic modification is minor,
theoretically, we provide the first convergence guarantees for federated optimization
methods under realistic heterogeneity assumptions. Practically, we demonstrate that
in highly heterogeneous settings, FedProx yields more robust convergence. Federated
optimization has become an important topic that has received a significant amount of re-
cent research attention [290]. FedProx (as well as another principled variant we develop
named FedDane [175]) takes a first step towards analyzing and improving federated
optimization under practical constraints (device unreliability, expensive communication,
and heterogeneity).

(Chapter[d) Fairness: Addressing Representation Disparity. Heterogeneity not only
affects the convergence of federated learning methods, but also poses challenges to
the fairness of the final model performance. For example, while models trained via
federated learning may be accurate on average, these models can sometimes perform
unfairly or even catastrophically on subsets of the network. This type of unfairness is
known as representation disparity, and is a critical concern especially in massive cross-
device federated settings. To address unfairness stemming from heterogeneity, we
developed g-Fair FL (g-FFL) [182], a new optimization objective to minimize an aggregate
reweighted loss parameterized by g such that the devices with higher loss are given higher
relative weight. This framework allows for a tunable fairness/utility tradeoff through the
hyperparameter g, and is easy to implement in a scalable fashion.

(Chapter [5) Robustness: Handling Competing Constraints Between Fairness and
Robustness Through Personalization. Simultaneously satisfying the constraints of
accuracy, fairness, and robustness is exceptionally difficult. For instance, current fairness
approaches usually upweight worst-performing devices, thus being highly susceptible
to training time attacks from malicious devices. On the other hand, robust methods may
filter out rare but informative updates, causing unfairness. In this setting, heterogeneity is
again a root cause for tension between these constraints—and is key in paving a path
forward. With this insight, we propose a multi-task learning (a framework that learns
shared, heterogeneous models) method, Ditto, as a unified approach for satisfying the
diverse constraints in federated learning [186]. Theoretically, we analyze the ability of
Ditto to achieve fairness and robustness simultaneously on a class of linear problems.
Empirically, we demonstrate that Ditto not only achieves competitive performance
relative to recent personalization methods, but also enables more accurate, robust, and
fair models relative to state-of-the-art fair or robust baselines. Our Ditto work opens
up many interesting questions regarding the connections between personalization and
practical constraints.



(Chapter|[6) Privacy: Private Adaptive Optimization. Privacy is a critical concern in
both centralized and federated learning, but the study of differential privacy (DP) in
machine learning has been largely limited to (variants) of the very basic SGD optimizer.
Considering the widely-used adaptive methods (such as AdaGrad), we observed that
privacy costs may negate the benefits of adapting to gradient geometry. In particular,
the preconditioners might become less effective (e.g., being dominated by DP noise)
if naively privatizing existing adaptive optimizers. We proposed to leverage some
structures of gradients to construct more effective preconditioners with reduced privacy
noise, where the resulting algorithms can be applied to federated settings as well. For
instance, we leverage non-sensitive side information to precondition the gradients [187].
In other cases where such information is not available, we rely on the observation that
adaptive methods can tolerate stale preconditioners, and constructed delayed but less
noisy preconditioners from historical gradients [188]. We prove that in both cases, the
private adaptive methods can reduce the amount of privacy noise when the gradients
are sparse. This takes an initial step towards guaranteeing differential privacy by default
in conjunction with modern learning objectives and algorithms.

(Chapter[7) Extensions to General ML Problems: Tilted Empirical Risk Minimization
The insights from g-FFL can be further extended to general ML problems. In partic-
ular, the empirical risk minimization objective is typically designed to perform well
on the average loss, which can result in models that are sensitive to outliers, general-
ize poorly, or treat subgroups unfairly. We propose tilted empirical risk minimization
(TERM) [184] [185], a unified framework to address all these issues through a flexible
parameter called the tilt. By tuning this parameter, we show that we are able to tune the
impact of individual losses to provably decrease the influence of outliers, enable fairness
or robustness, and provide better generalization. We additionally analyze various prop-
erties of TERM and its connections with other risk-averse formulations and apply it to
numerous modern ML problems. TERM can match the performance of state-of-the-art
approaches on many applications, converges almost as quickly as standard mini-batch
SGD, and has inspired the design of new objectives with favorable properties. Both the
g-FFL and TERM objectives have become common baselines in the areas of fair/robust
learning.

1.5 Excluded Work

Federated learning differs significantly from traditional distributed environments—
requiring fundamental advances in areas such as privacy, large-scale machine learning,
and distributed optimization, and raising new questions at the intersection of diverse
fields, such as machine learning and systems [177]. In this section, I describe the research
I am involved in that is not included as part of this thesis.

To address the entire pipeline, it is important to develop comprehensive solutions
considering various critical aspects of real-world scenarios including system automation,
tools and benchmarks, and incorporation of domain knowledge. Other projects on this front
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(where I am not the primary contributor) include hyperparameter tuning at scale in fed-
erated settings [154], better client selection strategies in massive networks [24], lifecycle
management of machine learning systems and operations, applying federated learning
to the application of anomaly detection across IoT devices [313], and incentivizing clients
to participate in federation [53]].

We have also developed common resources for federated learning that have been
widely adopted by the community, including an FL survey [177] and two benchmarks
on federated datasets [43]E| and personalized federated learning [301] to help with repro-
ducibility and facilitate research progress in the related areas.
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Chapter 2

Preliminaries and Related Work

In this chapter, we discuss the background and related work of this thesis. As federated
learning (or machine learning) is a quickly growing area, we do not aim to cover complete
literature of each topic; but rather, discuss only closely-related works, highlight their
connections with our works, and defer interested readers to other references. We also set
up definitions of fairness, robustness, and privacy considered in this thesis.

2.1 Distributed and Federated Optimization

Large-scale machine learning, particularly in data center settings, has motivated the
development of numerous distributed optimization methods in the past decade [see,
e.g.,139,163| 166, 172|236, 241}, 253|267, 1323| 325]. However, as computing substrates such
as phones, sensors, and wearable devices grow both in power and in popularity, it
is increasingly attractive to learn statistical models locally in networks of distributed
devices, in contrast to moving the data to the data center. Recent optimization methods
have been proposed that are tailored to the specific challenges in the federated setting.
These methods have shown significant improvements over traditional distributed ap-
proaches such as ADMM [39] or mini-batch methods [66] by allowing both for inexact
local updating in order to balance communication vs. computation in large networks,
and for a small subset of devices to be active at any communication round [208, 264]. For
example, Smith et al. [264] propose a communication-efficient primal-dual optimization
method that learns separate but related models for each device through a multi-task
learning framework. In the non-convex setting, Federated Averaging (FedAvg), a heuris-
tic method based on averaging local Stochastic Gradient Descent (SGD) updates in the
primal, has instead been shown to work well empirically [208].

Unfortunately, FedAvg is quite challenging to analyze due to its local updating
scheme, the fact that few devices are active at each round, and the issue that data is
frequently distributed in a heterogeneous nature in the network. In particular, as each
device generates its own local data, statistical heterogeneity is common with data being
non-identically distributed between devices. Several works have made steps towards
analyzing FedAvg in simpler, non-federated settings. For instance, parallel SGD and
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related variants [191} 236} 253, 272} 289, 300, 323, 329], which make local updates similar
to FedAvg, have been studied in the IID setting. However, the results rely on the premise
that each local solver is a copy of the same stochastic process (due to the IID assumption).
This line of reasoning does not apply to the heterogeneous setting.

Although some recent works [110, 131} 294] 311] have explored convergence guaran-
tees in statistically heterogeneous settings, they make the limiting assumption that all
devices participate in each round of communication, which is often infeasible in realistic
federated networks [208]. Further, they rely on specific solvers to be used on each device
(either SGD or GD), as compared to the solver-agnostic framework proposed herein, and
add additional assumptions of convexity [294] or uniformly bounded gradients [311]
to their analyses. There are also heuristic approaches that aim to tackle statistical het-
erogeneity by sharing the local device data or server-side proxy data [123| 127, 327].
However, these methods may be unrealistic: in addition to imposing burdens on network
bandwidth, sending local data to the server [127] violates the key privacy assumption
of federated learning, and sending globally-shared proxy data to all devices [123,327]
requires effort to carefully generate or collect such auxiliary data.

Beyond statistical heterogeneity, systems heterogeneity is also a critical concern in
federated networks. The storage, computational, and communication capabilities of each
device in federated networks may differ due to variability in hardware (CPU, memory),
network connectivity (3G, 4G, 5G, wifi), and power (battery level). These system-level
characteristics dramatically exacerbate challenges such as straggler mitigation and fault
tolerance. One strategy used in practice is to ignore the more constrained devices failing
to complete a certain amount of training [36]. However, this can have negative effects
on convergence as it limits the number of effective devices contributing to training, and
may induce bias in the device sampling procedure if the dropped devices have specific
data characteristics.

Our FedProx framework (Chapter {3) is capable of handling heterogeneous feder-
ated environments while maintaining similar privacy and computational benefits. We
analyze the convergence behavior of the framework through a statistical dissimilarity
characterization between local functions, while also taking into account practical systerms
constraints. Our dissimilarity characterization is inspired by the randomized Kaczmarz
method for solving linear system of equations [139} 274], a similar assumption of which
has been used to analyze variants of SGD in other settings [see, e.g.,250, 283, 310]. Our
proposed framework provides improved robustness and stability for optimization in
heterogeneous federated networks.

2.2 Fair Federated Learning

Fairness in Machine Learning. Fairness is a broad topic that has received much at-
tention in the machine learning community, though the goals often differ from that
described in this work. Indeed, fairness in machine learning is typically defined as the
protection of some specific attribute(s). Two common approaches are to preprocess the
data to remove information about the protected attribute, or to post-process the model
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by adjusting the prediction threshold after classifiers are trained [44, 91} 111]. Another
set of works optimize an objective subject to some fairness constraints during training
time [7, 23, 59, 183, 113} 299, 315, 316]]. Our fairness work described in Chapter {4] also
enforces fairness during training, although we define fairness as the uniformity of the
accuracy distribution across devices (Definition [1) in federated learning, as opposed to
the protection of a specific attribute. Although some works define accuracy parity to
enforce equal error rates among specific groups as a notion of fairness [59}315], devices
in federated networks may not be partitioned by protected attributes, and our goal is
not to optimize for identical accuracy across all devices. Cotter et al. [59] use a notion of
‘minimum accuracy’, which is conceptually similar to our goal. However, it requires one
optimization constraint for each device, which would result in hundreds to millions of
constraints in federated networks.

Fairness in Resource Allocation. Fair resource allocation has been extensively studied
in fields such as network management [85, 106, 151} 221] and wireless communica-
tions [86)} 220, 248, 256]. In these contexts, the problem is defined as allocating a scarce
shared resource, e.g., communication time or power, among many users. In these cases,
directly maximizing utilities such as total throughput may lead to unfair allocations
where some users receive poor service. As a service provider, it is important to improve
the quality of service for all users while maintaining overall throughput. For this reason,
several popular fairness measurements have been proposed to balance between fairness
and total throughput, including Jain’s index [126], entropy [239], max-min/min-max
fairness [234], and proportional fairness [150]. A unified framework is captured through
a-fairness [164] 214], in which the network manager can tune the emphasis on fairness
by changing a single parameter, .

To draw an analogy between federated learning and the problem of resource allo-
cation, one can think of the global model as a resource that is meant to serve the users
(or devices). In this sense, it is natural to ask similar questions about the fairness of the
service that users receive and use similar tools to promote fairness. Despite this, we are
unaware of any works that use a-fairness from resource allocation to modify objectives in
machine learning. Inspired by the a-fairness metric, we propose a similarly modified ob-
jective, g-Fair Federated Learning (4-FFL) (Chapter[d), to encourage a more fair accuracy
distribution across devices in the context of federated training (Definition ). Similar to
the a-fairness metric, our g-FFL objective is flexible enough to enable tradeoffs between
fairness and other traditional metrics such as accuracy by changing the parameter 4.
In Section we show empirically that the use of g-FFL as an objective in federated
learning enables a more uniform accuracy distribution across devices—significantly
reducing variance while maintaining the average accuracy.

Fairness in Federated Learning. Due to the heterogeneity of the data in federated
networks, it is possible that the performance of a model will vary significantly across the
devices. This concern, also known as representation disparity [113], is a major challenge in
FL, as it can potentially result in uneven outcomes for the devices. Throughout the thesis,
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our fairness notion in the context of federated learning is formally defined as below.

Definition 1 (Fairness). We say that a model wy is more fair than w, if the test performance
distribution of wy across the network is more uniform than that of wy, i.e., std {Fi(w1) }rex) <
std {Fx(w2)} e[k where Fi(-) denotes the test loss on device ke[K], and std{-} denotes the
standard deviation. In the presence of adversaries, we measure fairness only on benign devices.

We note that there exists a tension between variance and utility in the definition
above; in general, a common goal is to lower the variance while maintaining a reasonable
average performance (e.g., average test accuracy). To address representation disparity,
it is common to use minimax optimization [68} 215] or flexible sample reweighting ap-
proaches [182,184] to encourage a more uniform quality of service. For instance, Mohri
et al. [215] proposed a minimax optimization scheme, Agnostic Federated Learning (AFL),
which optimizes for the performance of the single worst device. This method has only
been applied at small scales (for a handful of devices). Compared to AFL, our fairness
objective (Chapater 4) is more flexible as it can be tuned based on the desired amount
of fairness. In all cases, by up-weighting the importance of rare devices or data, fair
methods may not be robust in that they can easily overfit to corrupted devices. The
tension between fairness and robustness (defined broadly) has been studied in previous
works, though for different notions of fairness (equalized odds) or robustness (backdoor
attacks) [288], or in centralized settings [47]. In Chapter 5| we explore two specific forms
of fairness (defined herein) and robustness (see next section), and develop new methods
to address them jointly.

2.3 Robust Federated Learning

Training-time attacks (including data poisoning and model poisoning) have been exten-
sively studied in prior work [33} 52} 80, 103} [124], 124, 194} 252, 288, [303]. In federated
settings, a number of strong attack methods have been explored, including scaling mali-
cious model updates [22]], collaborative attacking [276], defense-aware attacks [29, 90],
and adding edge-case adversarial training samples [288].

In Chapter 5| we investigate a simple, scalable technique to simultaneously improve
accuracy, fairness, and robustness in federated learning. Our work aims to investigate
common attacks related to Byzantine robustness [163], as formally described below.

Definition 2 (Robustness). We are conceptually interested in Byzantine robustness [163l,
where the malicious devices can send arbitrary updates to the server to compromise training. To
measure robustness, we assess the mean test performance on benign devices, i.e., we consider
model wy to be more robust than w, to a specific attack if the mean test performance across the
benign devices is higher for model wy than wy after training with the attack. We examine three
widely-used attacks in our threat model:

* (A1) Label poisoning: Corrupted devices do not have access to the training APIs and
training samples are poisoned with flipped (if binary) or uniformly random noisy
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labels [29,132].

* (A2) Random updates: Malicious devices send random zero-mean Gaussian parame-
ters [304].

* (A3) Model replacement: Malicious devices scale their adversarial updates to make them
dominate the aggregate updates [22].

While non-exhaustive, these attacks have been commonly studied in distributed and
federated settings, and explore corruption at various points (the underlying data, labels,
or model). In terms of defenses, robust aggregation is a common strategy to mitigate
the effect of malicious updates [35| 114, 171} 230, 277]. Other defenses include gradient
clipping [277] or normalization [121]. While these strategies can improve robustness,
they may also produce unfair models by filtering out informative updates, especially in
heterogeneous settings [288]. In our experiments, we compare our proposed approach
with several strong defenses (median, gradient clipping [277], Krum, Multi-Krum [35],
gradient-norm based anomaly detector [22], and a new defense proposed herein) and
show that our approach can improve both robustness and fairness compared with these
methods.

2.4 Personalized Federated Learning

Given the variability of data in federated networks, personalization is a natural approach
used to improve accuracy. Numerous works have proposed techniques for personalized
federated learning. Smith et al. [265] first explore personalized FL via a primal-dual
MTL framework, which applies to convex settings. Personalized FL has also been
explored through clustering [e.g., 100} 216, 249], finetuning/transfer learning [312,328],
meta-learning [50, 88} (132} 153,169, 261]], and other forms of MTL, such as hard model
parameter sharing [8, [190] or the weighted combination method in Zhang et al. [322].
Our work (Chapter[5) differs from these approaches by simultaneously learning local and
global models via a global-regularized MTL framework, which applies to non-convex
ML objectives.

Similar in spirit to our approach are works that interpolate between global and local
models [69, 202]. However, as discussed in Deng et al. [69], these approaches can effec-
tively reduce to local minimizers without additional constraints. The most closely related
works are those that regularize personalized models towards their average [72} 107, [108]],
which can be seen as a form of classical mean-regularized MTL [87]. Our objective is simi-
larly inspired by mean-regularized MTL, although we regularize towards a global model
rather than the average personalized model. One advantage of this is that it allows for
methods designed for the global federated learning problem (e.g., optimization methods,
privacy /security mechanisms) to be easily re-used in our framework, with the benefit
of additional personalization. We compare against a range of personalized methods
empirically, showing that our approach achieves similar or superior performance across
a number of common FL benchmarks.

Finally, a key contribution of our work is jointly exploring the robustness and fairness
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benefits of personalized FL. The benefits of personalization for fairness alone have been
demonstrated empirically in prior work [109, 291]. Connections between personalization
and robustness have also been explored in Yu et al. [312]], although the authors propose
using personalization methods on top of robust mechanisms. Our work differs from
these works by arguing that MTL itself offers inherent robustness and fairness benefits,
and exploring the challenges that exist when attempting to satisfy both constraints
simultaneously.

2.5 Differentially Private Machine Learning

Differentially private (DP) training is a common tool for federated learning, which in-
spires our work; but our research on private optimization applies to general ML problems
(Chapter [6). Informally, differential privacy in machine learning offers protection by
masking the influence of individual examples (example-level DP, e.g. [4] 25, 1269]) or all
of the examples from one user (user-level DD, e.g. [143,1210]) on the trained model. There
are many algorithms to achieve this, including object perturbation, gradient perturba-
tion, and model perturbation. This thesis focuses on the popular gradient perturbation
method with Gaussian mechanisms [84]. Without additional assumptions on the prob-

lem structure, DP algorithms can suffer from O(\n/—f) excess empirical risk where d is
the dimension of the model parameters and # is the number of training samples [25].
It is possible to mitigate such a dependence in the unconstrained setting [141} 270] or
assuming oracle access to a constant-rank gradient subspace [141,333]. However, these
assumptions may not be satisfied in practice.

Unless much larger batch sizes and possibly larger datasets are used, DP mechanisms
often lead to a significant utility drop. Extensive research has thus been devoted to
investigating improved privacy/utility /computation tradeoffs for DP-SGD, including
various training techniques (e.g., data augmentation and large-batch training) [64],
leveraging public data [15}333], and releasing gradient statistics via tree aggregation to
reduce the amount of noise [46, 70, 143]. These prior works are orthogonal to and could
be applied in conjunction with our proposed method in Chapter [ focusing on adaptive
optimizers. Recent work [15] proposes to use public data differently (evaluating public
loss as the mirror map in a mirror descent algorithm) to obtain dimension-independent
bounds. However, this method do not account for gradient preconditioning, as their
approximation is a linear combination of private and public gradients.

In gradient-based optimization, adaptive optimizers and their properties have been
extensively studied [e.g., 78, [155] 218, 318]. They effectively result in coordinate-wise
learning rates, which can be advantageous for many learning problems. The precon-
ditioners can be estimated via a moving average of mini-batch gradients (as in, e.g.,
Adam) or simply by calculating the sum of gradients so far (AdaGrad). In the context of
adaptive differentially private optimization, we note that ‘adaptivity’ may have various
meanings. For example, Andrew et al. [16] adaptively set the clipping threshold based
on the private estimation of gradient norms. To reduce privacy cost in iterative DP algo-
rithms, it is natural to consider applying adaptive optimizers (e.g., AdaGrad [78, 207],
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RMSProp [117], AMSGrad [237], and Yogi [318]) to speed up convergence. Our work
is related to this line of work that aims to develop and analyze differentially private
variants of common adaptive optimizers (e.g., private AdaGrad, private Adam), which
mostly focus on estimating gradient statistics from noisy gradients [20, 229,332]. How-
ever, estimating gradient moments in this way may yield preconditioners with too much
noise, resulting in adaptive methods that may not have meaningful improvements over
DP-SGD.

In Chapter |6, we propose two methods to handle this issue. The first one (named
AdaDPs) leverages side information (such as summary statistics or proxy data) to estimate
the preconditioner. Previous works differ from AdaDPS in the order of preconditioning
and privatization, the techniques used to approximate the gradient geometry, and the
convergence analysis (see Section 6.3| for details). In addition, without access to public
data, we propose DP?, using delayed preconditioners to reduce noise. We also note that
previous works have explored the high-level direction of delayed preconditioners, but
mainly as a compromise for computational considerations in non-private training [104].
In DP?, we instead show that staleness can be leveraged to improve privacy/utility
tradeoffs in private adaptive optimization.

In terms of privacy formulations, we consider classic sample-level DP in centralized
settings, and a variant of it—user-level DP—in distributed /federated environments. We
define both more formally below.

Definition 3 (Differential privacy [82]). A randomized algorithm M is (e, §)-differentially
private if for all neighbouring datasets D, D’ differing by one element, and every possible subset
of outputs O,

Pr(M(D)eO)<e‘Pr(M(D’')eO) +4.

Within DP, neighbouring datasets can be defined in different ways depending on the
application of interest. In this work, we also apply AdaDPS to federated learning, where
differential privacy is commonly defined at the granularity of users/devices [144} 210],
as stated below.

Definition 4 (User-level DP for federated learning [210]). A randomized algorithm M is
(¢, 0)-differentially private if for all datasets U, U’ differing by one user, and every possible subset
of outputs O,

Pr(M(U)eO)<ePr(M(U')e0)+4.

2.6 Fair or Robust Learning Beyond FL

Our insights in the fair federated learning work [182] lead us to develop and analyze
a unified objective function—tilted empirical risk minimization (TERM)—to handle
fairness and robustness. TERM is parameterized by a constant t to control the impact
of individual losses. Our TERM work [184] [185] (Chapter|7) applies broadly to a range
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of ML applications, achieving competitive performance with state-of-the-art, problem-
specific approaches. Here we discuss related problem-specific works in machine learning
addressing deficiencies of ERM to achieve fairness or robustness and their connections
with TERM. We roughly group them into alternate aggregation schemes, alternate loss
functions, and sample re-weighting schemes.

Alternate Aggregation Schemes. A common alternative to the standard average loss
in empirical risk minimization is to consider a min-max objective, which aims to min-
imize the max-loss. Min-max objectives are commonplace in machine learning, and
have been used for a wide range of applications, such as ensuring fairness across sub-
groups [113} 161} 215, 247,271}, 281], enabling robustness under small perturbations [262],
or generalizing to unseen domains [285]. Our TERM objective can be viewed as a mini-
max smoothing [157, 227] with the added flexibility of a tunable ¢ to allow the user to op-
timize utility for different quantiles of loss similar to superquantile approaches [160, 243],
directly trading off between robustness/fairness and utility for positive and negative
values of t. However, the TERM objective remains smooth (and efficiently solvable) for
moderate values of ¢, resulting in faster convergence even when the resulting solutions
are effectively the same as the min-max solution or other desired quantiles of the loss. In-
terestingly, Cohen et al. introduce Simnets [55,/56], with a similar exponential smoothing
operator, though for a differing purpose of achieving layer-wise operations between sum
and max in deep neural networks.

Alternate Loss Functions. Rather than modifying the way the losses are aggregated,
as in (smoothed) min-max or superquantile methods, it is also quite common to modify
the losses themselves. For example, in robust regression, it is common to consider losses
such as the L loss, Huber loss, or general M-estimators [119] as a way to mitigate the
effect of outliers [30]. Wang et al. [295] study a similar exponentially tilted loss for robust
regression and characterize the break down point, though it is limited to the squared loss
and only corresponds to TERM with #<0. Losses can also be modified to address outliers
by favoring small losses [314,326] or gradient clipping [211]. Some works mitigate label
noise by explicitly modeling noise distributions into end-to-end training combined with
an additional noise model regularizer [135,136]. On the other extreme, the largest losses
can be magnified to encourage focus on hard samples [182}[192} 296], which is a popular
approach for curriculum learning. Constraints could also be imposed to promote fairness
during the optimization procedure [13} 23,58} 73| 111} 198, 231} 240, 315, 317]. A line of
work proposes a-loss, which is able to promote fairness or robustness for classification
tasks [278]. Ignoring the log portion of the objective, TERM can be viewed as an alternate
loss function exponentially shaping the loss to achieve both of these goals with a single
objective, i.e., magnifying hard examples with t > 0 and suppressing outliers with
t < 0. In addition, we show that TERM can even achieve both goals simultaneously with
hierarchical multi-objective optimization.
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Sample Re-Weighting Schemes. There exist approaches that implicitly modify the
underlying ERM objective by re-weighting the influence of the samples themselves.
These re-weighting schemes can be enforced in many ways. A simple and widely used
example is to subsample training points in different classes. Alternatively, one can
re-weight examples according to their loss function when using a stochastic optimizer,
which can be used to put more emphasis on “hard” or “unfair” examples [6} 128} (149 [166),
257]. Re-weighting can also be implicitly enforced via the inclusion of a regularization
parameter [5], loss clipping [306], or modelling crowd-worker qualities [152]. Such
an explicit re-weighting has been explored for other applications [e.g., 48,96, 130|192,
238, 258], though in contrast to these methods, TERM is applicable to a general class
of loss functions, with theoretical guarantees. TERM is equivalent to a dynamic re-
weighting of the samples based on the values of the objectives, which could be viewed as
a convexified version of loss clipping. We note that such view holds more generally for
all distributionally robust objectives [263]. We compare to several sample re-weighting
schemes empirically.
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Chapter 3

Accuracy: Federated Optimization in
Heterogeneous Networks

The first question we would like to ask in this thesis is: How does systems and statistical
heterogeneity affect optimization? How can we develop methods to ensure that federated
methods converge to the correct solution efficiently under heterogeneity? This chapter
presents a scalable and principled optimization framework to explore thesis questions,
leveraging a device similarity characterization.

3.1 Overview

Federated learning has emerged as an attractive paradigm for distributing training of
machine learning models in networks of remote devices. While there is a wealth of
work on distributed optimization in the context of machine learning, two key challenges
distinguish federated learning from traditional distributed optimization: high degrees of
systems and statistical heterogeneitﬂ [178, 208].

In an attempt to handle heterogeneity and tackle high communication costs, opti-
mization methods that allow for local updating and low participation are a popular
approach for federated learning [208| 264]. In particular, FedAvg [208] is an iterative
method that has emerged as the de facto optimization method in the federated setting.
At each iteration, FedAvg first locally performs E epochs of stochastic gradient descent
(5GD) on K devices—where E is a small constant and K is a small fraction of the total
devices in the network. The devices then communicate their model updates to a central
server, where they are averaged.

While FedAvg has demonstrated empirical success in heterogeneous settings, it does
not fully address the underlying challenges associated with heterogeneity. In the context
of systems heterogeneity, FedAvg does not allow participating devices to perform vari-

Privacy is a third key challenge in the federated setting. While not the focus of this work, standard
privacy-preserving approaches such as differential privacy and secure multiparty communication can
naturally be combined with the methods proposed herein—particularly since our framework proposes
only lightweight algorithmic modifications to prior work.
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able amounts of local work based on their underlying systems constraints; instead it is
common to simply drop devices that fail to compute E epochs within a specified time
window [36]. From a statistical perspective, FedAvg has been shown to diverge empiri-
cally in settings where the data is non-identically distributed across devices [e.g.,[208| Sec
3]. Unfortunately, FedAvg is difficult to analyze theoretically in such realistic scenarios
and thus lacks convergence guarantees to characterize its behavior (see Section [2.1] for
additional details).

In this work, we propose FedProx, a federated optimization algorithm that addresses
the challenges of heterogeneity both theoretically and empirically. A key insight we
have in developing FedProx is that an interplay exists between systems and statistical
heterogeneity in federated learning. Indeed, both dropping stragglers (as in FedAvg)
or naively incorporating partial information from stragglers (as in FedProx with the
proximal term set to 0) implicitly increases statistical heterogeneity and can adversely
impact convergence behavior. To mitigate this issue, we propose adding a proximal
term to the objective that helps to improve the stability of the method. This term
provides a principled way for the server to account for heterogeneity associated with
partial information. Theoretically, these modifications allow us to provide convergence
guarantees for our method and to analyze the effect of heterogeneity. Empirically,
we demonstrate that the modifications improve the stability and overall accuracy of
federated learning in heterogeneous networks—improving the absolute testing accuracy
by 22% on average in highly heterogeneous settings.

We present our proposed framework, FedProx, in Section and derive convergence
guarantees for the framework accounting for both statistical and systems heterogeneity
in Section Finally, in Section we provide a thorough empirical evaluation of
FedProx on a suite of synthetic and real-world federated datasets. Our empirical results
help to illustrate and validate our theoretical analysis, and demonstrate the practical
improvements of FedProx over FedAvg in heterogeneous networks.

3.2 Federated Optimization: Methods

In this section, we introduce the key ingredients behind recent methods for federated
learning, including FedAvg, and then outline our proposed framework, FedProx.

Federated learning methods [e.g., 208, 264] are designed to handle multiple devices
collecting data and a central server coordinating the global learning objective across the
network. In particular, as mentioned in Chapter |1} the aim is to minimize:

N
min f(w) = ) peFi(w) = Ex[Fi(w)], (3.1)
k=1

where N is the number of devices, py > 0, and >, py=1. In general, the local objec-
tives measure the local empirical risk over possibly differing data distributions Dy, i.e.,
Fi(w) := Ey <p,[fi(w; x)], with n; samples available at each device k. Hence, we can
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set py="%, where n= Y, n; is the total number of data points. In this work, we consider
Fi(w) to be possibly non-convex.

To reduce communication, a common technique in federated optimization is that on
each device, a local objective function based on the device’s data is used as a surrogate
for the global objective function. At each outer iteration, a subset of the devices are
selected and local solvers are used to optimize the local objective functions on each of
the selected devices. The devices then communicate their local model updates to the
central server, which aggregates them and updates the global model accordingly. The
key to allowing flexible performance in this scenario is that each of the local objectives
can be solved inexactly. This allows the amount of local computation vs. communication
to be tuned based on the number of local iterations that are performed (with additional
local iterations corresponding to more exact local solutions). We introduce this notion

formally below, as it will be utilized throughout the chapter.

Definition 5 (y-inexact solution). For a function h(w;wg) = F(w) + 5w — wo|?, and v €
[0, 1], we say w* is a y-inexact solution of miny, h(w; wo) if |Vh(w*; wp)| < v||Vh(wg; wo)|,
where Vh(w; wy) = VF(w) 4+ u(w — wy). Note that a smaller <y corresponds to higher accuracy.

We use 7y-inexactness in our analysis (Section to measure the amount of local
computation from the local solver at each round. As discussed earlier, different devices
are likely to make different progress towards solving the local subproblems due to
variable systems conditions, and it is therefore important to allow -y to vary both by
device and by iteration. This is one of the motivations for our proposed framework
discussed in the next sections. For ease of notation, we first derive our main convergence
results assuming a uniform <y as defined here (Section 3.3), and then provide results with
variable ’s in Corollary

3.2.1 Federated Averaging (FedAvg)

In Federated Averaging (FedAvg) [208], the local surrogate of the global objective function
at device k is F (-), and the local solver is stochastic gradient descent (SGD), with the
same learning rate and number of local epochs used on each device. At each round,
a subset K « N of the total devices are selected and run SGD locally for E number of
epochs, and then the resulting model updates are averaged. The details of FedAvg are
summarized in Algorithm

McMahan et al. [208] show empirically that it is crucial to tune the optimization
hyperparameters of FedAvg properly. In particular, the number of local epochs in FedAvg
plays an important role in convergence. On one hand, performing more local epochs
allows for more local computation and potentially reduced communication, which can
greatly improve the overall convergence speed in communication-constrained networks.
On the other hand, with dissimilar (heterogeneous) local objectives F, a larger number
of local epochs may lead each device towards the optima of its local objective as opposed
to the global objective—potentially hurting convergence or even causing the method to
diverge. Further, in federated networks with heterogeneous systems resources, setting
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Algorithm 1 Federated Averaging (FedAvg)

1: Input: K, T, 5, E, w? N, pr,k=1,---,N

2: fort=0,---,T—1do

3:  Server selects a subset S; of K devices at random (each device k is chosen with
probability py)

4. Server sends w' to all chosen devices

5. Each device k € S; updates w' for E epochs of SGD on F; with step-size 7 to obtain

w]t(”
6: Each device k € S; sends w,t{+1 back to the server
7. Server aggregates the w’s as w'*! = £ Y s wi™!

8. end for

the number of local epochs to be high may increase the risk that devices do not com-
plete training within a given communication round and must therefore drop out of the
procedure [36].

In practice, it is therefore important to find a way to set the local epochs to be high (to
reduce communication) while also allowing for robust convergence. More fundamentally,
we note that the ‘best’ setting for the number of local epochs is likely to change at each
iteration and on each device—as a function of both the local data and available systems
resources. Indeed, a more natural approach than mandating a fixed number of local
epochs is to allow the epochs to vary according to the characteristics of the network,
and to carefully merge solutions by accounting for this heterogeneity. We formalize this
strategy in FedProx, introduced below.

3.2.2 Proposed Framework: FedProx

Our proposed framework, FedProx (Algorithm [2), is similar to FedAvg in that a subset of
devices are selected at each round, local updates are performed, and these updates are
then averaged to form a global update. However, FedProx makes the following simple
yet critical modifications, which result in significant empirical improvements and also
allow us to provide convergence guarantees for the method.

Tolerating Partial Work. As previously discussed, different devices in federated net-
works often have different resource constraints in terms of the computing hardware,
network connections, and battery levels. Therefore, it is unrealistic to force each device to
perform a uniform amount of work (i.e., running the same number of local epochs, E), as
in FedAvg. In FedProx, we generalize FedAvg by allowing for variable amounts of work to
be performed locally across devices based on their available systems resources, and then
aggregate the partial solutions sent from the stragglers (as compared to dropping these
devices). In other words, instead of assuming a uniform <y for all devices throughout the
training process, FedProx implicitly accommodates variable ’s for different devices and
at different iterations. We formally define +y}-inexactness for device k at iteration ¢ below,
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which is a natural extension from Definition 5l

Definition 6 (y!-inexact solution). For a function hy(w;w;) = F(w) + 5w — w|?, and y €

[0, 1], we say w* is a «y;-inexact solution of ming, hy(w; wy) if | Vhg(w*; wy) | < vi| Vh(wg wy)|,
where Vhy(w; wy) = VF(w) + p(w — wy). Note that a smaller -y}, corresponds to higher accu-
racy.

Analogous to Definition 7} measures how much local computation is performed to
solve the local subproblem on device k at the ¢t-th round. The variable number of local
iterations can be viewed as a proxy of 7;. Utilizing the more flexible 7}-inexactness, we
can readily extend the convergence results under Definition 5| (Theorem [I) to consider
issues related to systems heterogeneity such as stragglers (see Corollary [2).

Proximal Term. As mentioned in Section while tolerating nonuniform amounts
of work to be performed across devices can help alleviate negative impacts of systems
heterogeneity, too many local updates may still (potentially) cause the methods to diverge
due to the underlying heterogeneous data. We propose to add a proximal term to the
local subproblem to effectively limit the impact of variable local updates. In particular,
instead of just minimizing the local function Fy(-), device k uses its local solver of choice
to approximately minimize the following objective hy:

min i (; ') = Fy(aw) + & lw - wf|?. (32)

The proximal term is beneficial in two aspects: (1) It addresses the issue of statistical
heterogeneity by restricting the local updates to be closer to the initial (global) model
without any need to manually set the number of local epochs. (2) It allows for safely
incorporating variable amounts of local work resulting from systems heterogeneity. We
summarize the steps of FedProx in Algorithm

Algorithm 2 FedProx (Proposed Framework)

1: Input: K, T, u, v, w’, N, pr, k=1,--- ,N
2: fort=0,---,T—1do
3:  Server selects a subset Sy of K devices at random (each device k is chosen with

probability py)
4. Server sends w' to all chosen devices
5. Each chosen device k € S; finds a w}"! which is a y-inexact minimizer of: w}"! ~

argming, h(w; w') = F(w) + 5w — w'|?
6: Each device k € S; sends w,tfl back to the server
7. Server aggregates the w’s as w'*! = £ Y ¢ wi™

8. end for

We note that proximal terms such as the one above are a popular tool utilized through-
out the optimization literature; for completeness, we provide a more detailed discussion
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on this in Appendix An important distinction of the proposed usage is that we
suggest, explore, and analyze such a term for the purpose of tackling heterogeneity in
federated networks. Our analysis (Section 3.3) is also unique in considering solving such
an objective in a distributed setting with: (1) non-IID partitioned data, (2) the use of any
local solver, (3) variable inexact updates across devices, and (4) a subset of devices being
active at each round. These assumptions are critical to providing a characterization of
such a framework in realistic federated scenarios.

In our experiments (Section [3.4), we demonstrate that tolerating partial work is
beneficial in the presence of systems heterogeneity and our modified local subproblem
in FedProx results in more robust and stable convergence compared to vanilla FedAvg
for heterogeneous datasets. In Section we also see that the usage of the proximal
term makes FedProx more amenable to theoretical analysis (i.e., the local objective may
be more well-behaved). In particular, if y is chosen accordingly, the Hessian of /i may be
positive semi-definite. Hence, when Fj is non-convex, hj will be convex, and when F; is
convey, it becomes y-strongly convex.

Finally, we note that since FedProx makes only lightweight modifications to FedAvg,
this allows us to reason about the behavior of the widely-used FedAvg method, and
enables easy integration of FedProx into existing packages/systems, such as TensorFlow
Federated and LEAF [1}43]. In particular, we note that FedAvg is a special case of FedProx
with (1) p = 0, (2) the local solver specifically chosen to be SGD, and (3) a constant -y
(corresponding to the number of local epochs) across devices and updating rounds (i.e.,
no notion of systems heterogeneity). FedProx is in fact much more general in this regard,
as it allows for partial work to be performed across devices and any local (possibly
non-iterative) solver to be used on each device.

3.3 FedProx: Convergence Analysis

FedAvg and FedProx are stochastic algorithms by nature: in each round, only a fraction
of the devices are sampled to perform the update, and the updates performed on each
device may be inexact. It is well known that in order for stochastic methods to converge
to a stationary point, a decreasing step-size is required. This is in contrast to non-
stochastic methods, e.g., gradient descent, that can find a stationary point by employing
a constant step-size. In order to analyze the convergence behavior of methods with
constant step-size (as is usually implemented in practice), we need to quantify the
degree of dissimilarity among the local objective functions. This could be achieved by
assuming the data to be IID, i.e., homogeneous across devices. Unfortunately, in realistic
federated networks, this assumption is impractical. Thus, we first propose a metric that
specifically measures the dissimilarity among local functions (Section[3.3.1), and then
analyze FedProx under this assumption while allowing for variable s (Section [3.3.2).
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3.3.1 Local Dissimilarity

Here we introduce a measure of dissimilarity between the devices in a federated network,
which is sufficient to prove convergence. This can also be satisfied via a simpler and
more restrictive bounded variance assumption of the gradients, which we explore in our
experiments in Section Interestingly, similar assumptions [e.g., 250, 283} 310] have
been explored elsewhere but for differing purposes; we provide a discussion of these

works in Appendix

Definition 7 (B-local dissimilarity). The local functions Fi are B-locally dissimilar at w if

. ]E VF 2
By [V Fe(w) 2] < | V £ (w)|[2B2 We further define B(w) = ku”v < ULy I |V f(w)] 0.

Here E|-] denotes the expectation over devices with masses py = ny/n and Zk=1 Pk =
1 (as in Equation [3.1)). Definition [7]can be seen as a generalization of the IID assumption
with bounded dissimilarity, while allowing for statistical heterogeneity. As a sanity
check, when all the local functions are the same, we have B(w) = 1 for all w. However,
in the federated setting, the data distributions are often heterogeneous and B > 1 due to
sampling discrepancies even if the samples are assumed to be IID. Let us also consider
the case where F; (-)’s are associated with empirical risk objectives. If the samples on all
the devices are homogeneous, i.e., they are sampled in an IID fashion, then as miny 7y
— 0, it follows that B(w) — 1 for every w as all the local functions converge to the same
expected risk function in the large sample limit. Thus, B(w) > 1 and the larger the value
of B(w), the larger is the dissimilarity among the local functions.

Using Definition |7, we now state our formal dissimilarity assumption, which we
use in our convergence analysis. This simply requires that the dissimilarity defined in
Definition [7]is bounded. As discussed later, our convergence rate is a function of the
statistical heterogeneity /device dissimilarity in the network.

Assumption 1 (Bounded dissimilarity). For some € > 0, there exists a B such that for all the
pointsw e 8¢ = {w | |[Vf(w)|? > €}, B(w) < Be.

For most practical machine learning problems, there is no need to solve the problem
to highly accurate stationary solutions, i.e., € is typically not very small. Indeed, it is well-
known that solving the problem beyond some threshold may even hurt generalization
performance due to overfitting [307]. Although in practical federated learning problems
the samples are not IID, they are still sampled from distributions that are not entirely
unrelated (if this were the case, e.g., fitting a single global model w across devices
would be ill-advised). Thus, it is reasonable to assume that the dissimilarity between
local functions remains bounded throughout the training process. We also measure
the dissimilarity metric empirically on real and synthetic datasets in Section and
show that this metric captures real-world statistical heterogeneity and is correlated with
practical performance (the smaller the dissimilarity, the better the convergence).

2As an exception we define B(w) = 1 when Ey[|VF(w)|?] = |V f(w)|? ie. w is a stationary solution
that all the local functions Fy agree on.
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3.3.2 FedProx Analysis

Using the bounded dissimilarity assumption (Assumption [I), we now analyze the
amount of expected decrease in the objective when one step of FedProx is performed.
Our convergence rate (Theorem[2) can be directly derived from the results of the expected
decrease per updating round. We assume the same v} for any , t for ease of notation in
the following analyses.

Theorem 1 (Non-convex FedProx convergence: B-local dissimilarity). Let Assumption
hold. Assume the functions Fy are non-convex, L-Lipschitz smooth, and there exists L_ > 0,
such that V?F, = —L_1, with i := y — L_ > 0. Suppose that w' is not a stationary solution
and the local functions Fy are B-dissimilar, i.e. B(w') < B. If u, K, and vy in Algorithm are
chosen such that

1 B B(1 2 LB(1 L(1+7)?B> LB*(1+7)?

_ (__7__ ( _+'Y)\f_ (1+7) L +jr2) B §2+7) (2\/2T<+2)> -0,

uow ivK iy 2i1 2K

then at iteration t of Algorithm |2} we have the following expected decrease in the global objective:

Es, | f(w' )] < fw!) —p| V()]

where Sy is the set of K devices chosen at iteration t.

We direct the reader to Appendix for a detailed proof. The key steps include
applying our notion of y-inexactness (Definition 5 for each subproblem and using the
bounded dissimilarity assumption, while allowing for only K devices to be active at
each round. This last step in particular introduces [Eg,, an expectation with respect to
the choice of devices, S¢, in round t. We note that in our theory, we require ji > 0, which
is a sufficient but not necessary condition for FedProx to converge. Hence, it is possible
that some other y (not necessarily satisfying ji > 0) can also enable convergence, as we
explore empirically (Section 3.4).

Theorem [1] uses the dissimilarity in Definition [7] to identify sufficient decrease of
the objective value at each iteration for FedProx. In Appendix we provide a
corollary characterizing the performance with a more common (though slightly more
restrictive) bounded variance assumption. This assumption is commonly employed, e.g.,
when analyzing methods such as SGD. We next provide sufficient (but not necessary)
conditions that ensure p > 0 in Theorem [I|such that sufficient decrease is attainable after
each round.

Remark 1. For p in Theorem (1|to be positive, we need yB < 1 and \% < 1. These conditions
help to quantify the tradeoff between dissimilarity (B) and the algorithm parameters (y, K).

Finally, we can use the above sufficient decrease to the characterize the rate of conver-
gence to the set of approximate stationary solutions S; = {w | E[|V f(w)|?] < €} under
the bounded dissimilarity assumption, Assumption[I} Note that these results hold for
general non-convex Fi(-).
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Theorem 2 (Convergence rate: FedProx). Given some € > 0, assume that for B > Be, u, ,
and K the assumptions of Theorem (1| hold at each iteration of FedProz. Moreover, f(w®) — f* =

A. Then, after T = O(p%) iterations of FedProz, we have L [ E[|V f(w)|?] < e.

While the results thus far hold for non-convex Fi(-), we can also characterize the
convergence for the special case of convex loss functions with exact minimization in

terms of local objectives (Corollary [I). A proof is provided in Appendix

Corollary 1 (Convergence: Convex case). Let the assertions of Theorem [T hold. In addition,
let Fy (-)'s be convex and -yl = 0 for any k, t, i.e., all the local problems are solved exactly, if

1 « B < 0.5vV/K, then we can choose y ~ 6LB? from which it follows that p ~ ﬁ.

Note that small € in Assumption (1] translates to larger Be. In order to solve the
problem with increasingly higher accuracies using FedProx, one needs to increase y
appropriately. We empirically verify that 4 > 0 leads to more stable convergence in
Section Moreover, in Corollary [1} if we plug in the upper bound for B, under a
bounded variance assumption, the number of required steps to achieve accuracy € is
O(% + LA : ). Our analysis helps to characterize the performance of FedProx and similar
methods when local functions are dissimilar.

Remark 2 (Comparison with SGD). We note that FedProx achieves the same asymptotic
convergence guarantee as SGD: Under the bounded variance assumption, for small €, if we replace
Be with its upper-bound in Corollary [8land choose y large enough, the iteration complexity of

FedProz when the subproblems are solved exactly and F(-)’s are convex is O(% + Lﬁz‘f 2), the
same as SGD [98]].

To provide context for the rate in Theorem [2, we compare it with SGD in the convex
case in Remark[2 In general, our analysis of FedProx does not yield convergence rates
that improve upon classical distributed SGD (without local updating)—even though
FedProx possibly performs more work locally at each communication round. In fact,
when data are generated in a non-identically distributed fashion, it is possible for local
updating schemes such as FedProx to perform worse than distributed SGD. Therefore,
our theoretical results do not necessarily demonstrate the superiority of FedProx over
distributed SGD; rather, they provide sufficient (but not necessary) conditions for FedProx
to converge. Our analysis is the first we are aware of to analyze any federated (i.e.,
with local-updating schemes and low device participation) optimization method for
Problem (3.1) in heterogeneous settings.

Finally, we note that the previous analyses assume no systems heterogeneity and use
the same 7 for all devices and iterations. However, we can extend them to allow for y to
vary by device and by iteration (as in Definition[f)), which corresponds to allowing devices
to perform variable amounts of work as determined by the local systems conditions. We
provide convergence results with variable 7’s below.

Corollary 2 (Convergence: Variable y’s). Assume the functions Fy are non-convex, L-Lipschitz
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smooth, and there exists L_ > 0, such that V?>F, > —L_1, with fi :== p — L_ > 0. Suppose that
wt is not a stationary solution and the local functions Fy are B-dissimilar, i.e. B(w') < B. Ifu, K,
and «y}. in Algorithm are chosen such that

t t t t\2p2 2 £\2
pf=<1—7 B_B(ljr’y)\@_LB(%Jr’y) _L(1+'_y2) B> LB (_12+7) <2 TK+2))>0,
pow VK iy 2f A°K

then at iteration t of Algorithm |2} we have the following expected decrease in the global objective:

Es, | f("* )| < f(w)—p' |V f(w) ],
where Sy is the set of K devices chosen at iteration t and 7y =maXcs, ’yf{.

The proof can be easily extended from the proof for Theorem 1], noting the fact that
Ex[(1+ v VE (@[] < (1 + maxies, 7 Exl |V Fe(@")]].

3.4 Experiments

We now present empirical results for the generalized FedProx framework. In Section
we demonstrate the improved performance of FedProx tolerating partial solutions in the
face of systems heterogeneity. In Section 3.4.3} we show the effectiveness of FedProx in
the settings with statistical heterogeneity (regardless of systems heterogeneity). We also
study the effects of statistical heterogeneity on convergence (Section and show
how empirical convergence is related to our theoretical bounded dissimilarity assump-
tion (Assumption[I) (Section[3.4.3.4). We provide thorough details of the experimental
setup in Section and Appendix All code, data, and experiments are publicly
available at: github.com/litian96 /FedProx.

3.4.1 Experimental Details

We evaluate FedProx on diverse tasks, models, and real-world federated datasets. In
order to better characterize statistical heterogeneity and study its effect on convergence,
we also evaluate on a set of synthetic data, which allows for more precise manipulation
of statistical heterogeneity. We simulate systems heterogeneity by assigning different
amounts of local work to different devices.

Synthetic Data. To generate synthetic data, we follow a similar setup to that in Shamir
et al. [253], additionally imposing heterogeneity among devices. In particular, for each
device k, we generate samples (X, Yx) according to the model y = argmax(softmax(Wx +
b)), x e R, W e R10%0 p ¢ R0, We model Wy ~ N (uy, 1), by ~ N (ug, 1), ux ~ N(0, a);
Xi ~ N (vr, Z), where the covariance matrix X is diagonal with X ; = j ~12_ Each element
in the mean vector v is drawn from N(B, 1), By ~ N(0, ). Therefore, a controls how
much local models differ from each other and  controls how much the local data at each
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device differs from that of other devices. We vary «, B to generate three heterogeneous
distributed datasets, denoted Synthetic («, ), as shown in Figure We also generate
one IID dataset by setting the same W, b on all devices and setting X to follow the
same distribution. Our goal is to learn a global W and b. Full details are given in

Appendix

Real Data. We also explore four real datasets; statistics are summarized in Table
These datasets are curated from prior work in federated learning as well as recent
federated learning benchmarks [43} 208]]. We study a convex classification problem with
MNIST [165] using multinomial logistic regression. To impose statistical heterogeneity,
we distribute the data among 1,000 devices such that each device has samples of only
two digits and the number of samples per device follows a power law. We then study a
more complex 62-class Federated Extended MNIST [43, 54] (FEMNIST) dataset using the
same model. For the non-convex setting, we consider a text sentiment analysis task on
tweets from Sentiment140 (Go et al., 2009) (Sent140) with an LSTM classifier, where each
twitter account corresponds to a device. We also investigate the task of next-character
prediction on the dataset of The Complete Works of William Shakespeare [208] (Shakespeare).
Each speaking role in the plays is associated with a different device. Details of datasets,
models, and workloads are provided in Appendix

Table 3.1: Statistics of four real federated datasets.

Dataset Devices Samples Samples/device
mean stdev
MNIST 1,000 69,035 69 106
FEMNIST 200 18,345 92 159
Shakespeare 143 517,106 3,616 6,808
Sent140 772 40,783 53 32

Implementation. We implement FedAvg (Algorithm|[I) and FedProx (Algorithm[2) in
Tensorflow [3]. In order to draw a fair comparison with FedAvg, we employ SGD as a
local solver for FedProx, and adopt a slightly different device sampling scheme than
that in Algorithms|ljand 2t sampling devices uniformly and then averaging the updates
with weights proportional to the number of local data points (as originally proposed
in McMahan et al. [208]). While this sampling scheme is not supported by our analysis,
we observe similar relative behavior of FedProx vs. FedAvg whether or not it is employed.
Interestingly, we also observe that the sampling scheme proposed herein in fact results
in more stable performance for both methods (see Appendix Figure 3.12). This
suggests an additional benefit of the proposed framework. Full details are provided in

Appendix
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Hyperparameters & Evaluation Metrics. For each dataset, we tune the learning rate
on FedAvg (with E=1 and without systems heterogeneity) and use the same learning rate
for all experiments on that dataset. We set the number of selected devices to be 10 for all
experiments on all datasets.

For each comparison, we fix the randomly selected devices, the stragglers, and
mini-batch orders across all runs. We report all metrics based on the global objective
f(w). Note that in our simulations (see Section for details), we assume that each
communication round corresponds to a specific aggregation time stamp (measured in
real-world global wall-clock time)—we therefore report results in terms of rounds rather
than FLOPs or wall-clock time.

3.4.2 Systems Heterogeneity: Tolerating Partial Work

In order to measure the effect of allowing for partial solutions to be sent to handle
systems heterogeneity with FedProx, we simulate federated settings with varying system
heterogeneity, as described below.

Systems Heterogeneity Simulations. We assume that there exists a global clock during
training, and each participating device determines the amount of local work as a function
of this clock cycle and its systems constraints. This specified amount of local computation
corresponds to some implicit value -y} for device k at the f-th iteration. In our simulations,
we fix a global number of epochs E, and force some devices to perform fewer updates than
E epochs given their current systems constraints. In particular, for varying heterogeneous
settings, at each round, we assign x number of epochs (chosen uniformly at random
between [1, E]) to 0%, 50%, and 90% of the selected devices, respectively. Settings
where 0% devices perform fewer than E epochs of work correspond to the environments
without systems heterogeneity, while 90% of the devices sending their partial solutions
corresponds to highly heterogeneous environments. FedAvg will simply drop these
0%, 50%, and 90% stragglers upon reaching the global clock cycle, and FedProx will
incorporate the partial updates from these devices.

In Figure 3.1, we set E to be 20 and study the effects of aggregating partial work from
the otherwise dropped devices. The synthetic dataset here is taken from Synthetic (1,1) in
Figure We see that on all the datasets, systems heterogeneity has negative effects on
convergence, and larger heterogeneity results in worse convergence (FedAvg). Compared
with dropping the more constrained devices (FedAvg), incorporating variable amounts
of work (FedProx, u = 0) is beneficial and leads to more stable and faster convergence.
We also observe that setting y > 0 in FedProx can further improve convergence, as we
discuss in Section

We additionally investigate two less heterogeneous settings. First, we limit the
capability of all the devices by setting E to be 1 (i.e., all the devices run at most one
local epoch), and impose systems heterogeneity in a similar way. Even in these settings,
allowing for partial work can improve convergence compared with FedAvg. Second, we
explore a setting without any statistical heterogeneity using an identically distributed
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Figure 3.1: FedProx results in significant convergence improvements relative to FedAvg in
heterogeneous networks. We simulate different levels of systems heterogeneity by forcing
0%, 50%, and 90% devices to be the stragglers (dropped by FedAvg). (1) Comparing
FedAvg and FedProx (¢ = 0), we see that allowing for variable amounts of work to be
performed can help convergence in the presence of systems heterogeneity. (2) Comparing
FedProx (y = 0) with FedProx (u > 0), we show the benefits of our added proximal term.
FedProx with y > 0 leads to more stable convergence and enables otherwise divergent
methods to converge, both in the presence of systems heterogeneity (50% and 90%
stragglers) and without systems heterogeneity (0% stragglers). Note that FedProx with
u = 0 and without systems heterogeneity (no stragglers) corresponds to FedAvg. We also
report testing accuracy in Figure 3.7, Appendix and show that FedProx improves
the test accuracy on all datasets.

synthetic dataset (Synthetic IID). In this IID setting, as shown in Figure 3.5(in Appendix
FedAvg is rather robust under device failure, and tolerating variable amounts of
local work may not cause major improvement. This serves as an additional motivation
to rigorously study the effect of statistical heterogeneity on new methods designed for
federated learning, as simply relying on IID data (a setting unlikely to occur in practice)
may not tell a complete story.

3.4.3 Statistical Heterogeneity: Proximal Term

To better understand how the proximal term can be beneficial in heterogeneous settings,
we first show convergence can become worse as statistical heterogeneity increases.
3.4.3.1 Effects of Statistical Heterogeneity

In Figure 3.2 (the first row), we study how statistical heterogeneity affects convergence
using four synthetic datasets without the presence of systems heterogeneity (fixing E to
be 20). From left to right, as data become more heterogeneous, convergence becomes
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Figure 3.2: Effect of data heterogeneity on convergence. We remove the effects of systems
heterogeneity by forcing each device to run the same amount of epochs. In this setting,
FedProx with y = 0 reduces to FedAvg. (1) Top row: We show training loss (see results on
testing accuracy in Appendix[3.7.3} Figure on four synthetic datasets whose statistical
heterogeneity increases from left to right. Note that the method with u = 0 corresponds to
FedAvg. Increasing heterogeneity leads to worse convergence, but setting # > 0 can help
to combat this. (2) Bottom row: We show the corresponding dissimilarity measurement
(variance of gradients) of the four synthetic datasets. This metric captures statistical
heterogeneity and is consistent with training loss—smaller dissimilarity indicates better
convergence.

worse for FedProx with y = 0 (i.e., FedAvg). Though it may slow convergence for IID data,
we see that setting y > 0 is particularly useful in heterogeneous settings. This indicates
that the modified subproblem introduced in FedProx can benefit practical federated
settings with varying statistical heterogeneity. For perfectly IID data, some heuristics
such as decreasing y if the loss continues to decrease may help avoid the deceleration
of convergence (see Figure in Appendix [3.7.3.3). In the sections to follow, we see

similar results in our non-synthetic experiments.

3.4.3.2 Effectsof u >0

The key parameters of FedProx that affect performance are the amount of local work (as
parameterized by the number of local epochs, E), and the proximal term scaled by u.
Intuitively, large E may cause local models to drift too far away from the initial starting
point, thus leading to potential divergence [208]. Therefore, to handle the divergence or
instability of FedAvg with non-1ID data, it is helpful to tune E carefully. However, E is
constrained by the underlying system’s environments on the devices, and it is difficult
to determine an appropriate uniform E for all devices. Alternatively, it is beneficial to
allow for device-specific E’s (variable 7’s) and tune a best y (a parameter that can be
viewed as a re-parameterization of E) to prevent divergence and improve the stability of
methods. A proper yu can restrict the trajectory of the iterates by constraining the iterates
to be closer to that of the global model, thus incorporating variable amounts of updates
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Figure 3.3: Effectiveness of setting 1 adaptively based on the current model performance.
We increase u by 0.1 whenever the loss increases and decreases it by 0.1 whenever the
loss decreases for 5 consecutive rounds. We initialize u to 1 for Synthetic IID (in order
to be adversarial to our methods), and initialize y to 0 for Synthetic (1,1). This simple
heuristic works well empirically.

and guaranteeing convergence (Theorem 2).

We show the effects of the proximal term in FedProx (u > 0) in Figure For each
experiment, we compare the results between FedProx with y = 0 and FedProx with a best
u (see the next paragraph for discussions on how to select u). For all datasets, we observe
that the appropriate u can increase the stability for unstable methods and can force
divergent methods to converge. This holds both when there is systems heterogeneity
(50% and 90% stragglers) and there is no systems heterogeneity (0% stragglers). u > 0
also increases the accuracy in most cases (see Figure 3.6/ and Figure 3.7|in Appendix
B.7.3.2). In particular, FedProx improves absolute testing accuracy relative to FedAvg by
22% on average in highly heterogeneous environments (90% stragglers).

3.4.3.3 Choosing j.

One natural question is to determine how to set the penalty constant y in the proximal
term. A large y may potentially slow the convergence by forcing the updates to be close
to the starting point, while a small  may not make any difference. In all experiments, we
tune the best y from the limited candidate set {0.001,0.01,0.1, 1}. For the five federated
datasets in Figure the best y values are 1, 1, 1, 0.001, and 0.01, respectively. While
automatically tuning y is difficult to instantiate directly from our theoretical results, in
practice, we note that i can be adaptively chosen based on the current performance of the
model. For example, one simple heuristic is to increase ;1 when seeing the loss increasing
and decreasing y when seeing the loss decreasing. In Figure we demonstrate the
effectiveness of this heuristic using two synthetic datasets. Note that we start from
initial # values that are adversarial to our methods. We provide full results showing the
competitive performance of this approach in Appendix Future work includes
developing methods to automatically tune this parameter for heterogeneous datasets,
based, e.g., on the theoretical groundwork provided here.
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3.4.3.4 Dissimilarity Measurement and Divergence

Finally, in Figure 3.2| (the bottom row), we demonstrate that our B-local dissimilarity
measurement in Definition [7] captures the heterogeneity of datasets and is therefore an
appropriate proxy of performance. In particular, we track the variance of gradients on
each device, Ei[||VF(w) — V f(w)|?], which is lower bounded by Be. Empirically, we
observe that increasing y leads to smaller dissimilarity among local functions Fy, and
that the dissimilarity metric is consistent with the training loss. Therefore, smaller dis-
similarity indicates better convergence, which can be enforced by setting i appropriately.
We also show the dissimilarity metric on real federated data in Appendix
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3.5 Complete Proofs

3.5.1 Proof of Theorem

Proof. Using our notion of y-inexactness for each local solver (Definition , we can
define e,t{+1 such that:

VFk< t+1)+y<w]t(+1 wt) elf(+1 O,
et < ¥ VE(w")]. (3.3)

Now let us define @w!*! = E; [wfl] Based on this definition, we know
ZT)t-H — ZUt = —1]Ek [VFk( t+1)] + 11Ek [€t+1]. (3.4)
z poLk

Let us define i =  — L_ > 0 and @} = argmin,, /i (w;w'). Then, due to the fi-strong
convexity of /i, we have

| —wi < ||VFk(wt) I (3.5)
Note that once again, due to the ji-strong convexity of i, we know that @, L wf| <
; |V E.(w")|. Now we can use the triangle inequality to get
1+
™! — '] < = |VE(@). (36)
Z
Therefore,
1+
@t — | < By feoft! — '] | < SB[ V() ]
H
1+ 1+
< XV RlVR@IP < X v ), 67)
where the last inequality is due to the bounded dissimilarity assumption.
Now let us define M, such that @'*! — w! = ’71 (Vf(w') + Myq), ie
Mis1 = Ei| VE(w[™) - VE(w') - ! . (3.8)

We can bound | M;1|:

Myl < Bx| LIt —wf + e
<<5%Fﬁ+v>xmﬂvawmu<(5%}ﬁ+v)MVAwn, 69
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where the last inequality is also due to bounded dissimilarity assumption. Based on the
L-Lipschitz smoothness of f and Taylor expansion, we have
f@™*h) < fw') + (V') 2 —wh) + 5 me w'|?

2
< F(w') — 2|V flah)P %<Vf<wf>,Mt+1> n M

H
1—+4B LB(1+ L(1 + v)?B2

IVf(wh)?

) Y I\Vf(wt)Hz- (3.10)

From the above inequality it follows that if we set the penalty parameter y large enough,

we can get a decrease in the objective value of f(@'*1) — f(w') which is proportional to
|V f(w")|?. However, this is not the way that the algorithm works. In the algorithm, we
only use K devices that are chosen randomly to approximate @’. So, in order to find the
E[f(w'™)], we use local Lipschitz continuity of the function f.

f(wt—l-l) < f(?I)t+1) + LOHwt—l-l _ ZDt—HH, (311)
where L is the local Lipschitz continuity constant of function f and we have
Lo < [ V()] + Lmax(J@"™ —w'[, [w™*" —w'|) < [Vf(w')] + L[0! — @] + o'

Therefore, if we take expectation with respect to the choice of devices in round t we need
to bound

Es,| (@] < f@) + Qs (3.12)

where Q; = [Eg, [L()Hwt*l — ! |]- Note that the expectation is taken over the random
choice of devices to update.

Q1 < o, (IV )]+ L1 = ]+ [t = ') a1 - i1

—w'|).

< (Vf (") + L@ ~ wt|)1E5, |01 =@ 1| + LEs, ||+ — wf] - Jeot*! — @+

< (Vf<wf>| +2Lft ! - wf|)1Est [nwf“ ~ @ |+ LEg, | [0t~ E| (313)

From (37), we have that |@'*! — w| < B0 v £(wt)|. Moreover,

Es, [Hwt—l—l B wt+1H] < \/]Est[Hth — @t+1)2] (3.14)
and

IES,; [Hwt+1 . thrlHZ] < [Hwt+1 t+1 HZ}

K
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N

< Pt -], (as @t = Eyfwl))

T K
< %“;”) E[IVE@")?]  (from @B)
<L 9 s 3.15)

where the first inequality is a result of K devices being chosen randomly to get w' and the
last inequality is due to bounded dissimilarity assumption. If we replace these bounds in

(3.13) we get
g

B(1+79)v2 LB?*(1+9)? ;
Qt<< 2VK + 2K <2\/ﬁ+2)>llvf(w)!2 (3.16)

Combining (3.10), (3.12), (3.11) and (3.16) and using the notation a = % we get

Es, | f(w'*)| < fw!) - G - “YM_B - B<1ﬁ+¢’%>ﬁ _ LB(;; 7)
2p2 2 2
L erﬁ’g) B LB ;122 ) (2\/R+2)) IV (@)%

3.5.2 Proof for Bounded Variance

Corollary 3 (Bounded variance equivalence). Let Assumptzon [ hold. Then, in the case
of bounded variance, i.e., Ex[|VF(w) — Vf(w)|?] < 02, for any € > 0 it follows that Be

2
A1+ %

Proof. We have,

Ei[|VE(w) = Vf(w) ] = Ex[|VE(w)*] - [V f(w)[* <
= Eil| VE(w) ] < o + |V f(w)

. [EIVE@P 2
Be‘\/ Vrwpe SVt

With Corollary [3|in place, we can restate the main result in Theorem 1]in terms of the
bounded variance assumption.

Theorem 3 (Non-convex FedProx convergence: Bounded variance). Let the assertions
of Theorem (1| hold. In addition, let the iterate w' be such that |V f (wt)H2 > ¢, and let
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Ei[|VE(w) — Vf(w)|?] < 02 hold instead of the dissimilarity condition. If u, K and -y
in Algorithm [2|are chosen such that

(1 (v (A+7)v2 L(l+y) o2 (L(1+9)* L(1+7)? o?
p_<u (f WK ) r: ( 2w K (2\/ﬁ+2))<1+€))>o,

then at iteration t of Algorithm 2|, we have the following expected decrease in the global objective:

Es, | f(@")]<f (") -0l Vf(@) 2,
where Sy is the set of K devices chosen at iteration t.

The proof of Theorem 3|follows from the proof of Theorem[I|by noting the relationship
between the bounded variance assumption and the dissimilarity assumption as portrayed
by Corollary

3.5.3 Proof of Corollary

In the convex case, where L_ = 0 and ji = y, if v = 0, i.e., all subproblems are solved
accurately, we can get a decrease proportional to |V f(w!)|? if B < v/K. In such a case if
we assume 1 << B < 0.5v/K, then we can write

1 3LB?
t+1y | < B - NV £y )12
Bs £ )] £ f@!) = 5 VS @) P+ S IV )P (3.17)
In this case, if we choose u ~ 6LB? we get
1
1 | < B £y )12
Es, [ f(@'h)] 5 f(0') = 5755 |V fw) 2. (318)

Note that the expectation in (3.18) is a conditional expectation conditioned on the previ-
ous iterate. Taking expectation of both sides, and telescoping, we have that the number
of iterations to at least generate one solution with squared norm of gradient less than € is

O(LED),
3.6 Connections to Other Single-Machine and Distributed
Methods

Two aspects of the proposed work—the proximal term in FedProx, and the bounded
dissimilarity assumption used in our analysis—have been previously studied in the
optimization literature, but with very different motivations. For completeness, we
provide a discussion below on our relation to these prior works.
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Proximal Term. The proposed modified objective in FedProx shares a connection with
elastic averaging SGD (EASGD) [323]], which was proposed as a way to train deep
networks in the data center setting, and uses a similar proximal term in its objective.
While the intuition is similar to EASGD (this term helps to prevent large deviations on
each device/machine), EASGD employs a more complex moving average to update
parameters, is limited to using SGD as a local solver, and has only been analyzed for
simple quadratic problems. The proximal term we introduce has also been explored
in previous optimization literature with different purposes, such as Allen-Zhu [14], to
speed up (mini-batch) SGD training on a single machine, and in Li et al. [173] for efficient
SGD training both in a single machine and distributed settings. However, the analysis
in Li et al. [173] is limited to a single machine setting with different assumptions (e.g.,
IID data and solving the subproblem exactly at each round).

In addition, DANE [253] and AIDE [236], distributed methods designed for the data
center setting, propose a similar proximal term in the local objective function, but also
augment this with an additional gradient correction term. Both methods assume that
all devices participate at each communication round, which is impractical in federated
settings. Indeed, due to the inexact estimation of full gradients (i.e., V¢(w*~1) in Shamir
et al. [253] Eq (13)]) with device subsampling schemes and the staleness of the gradient
correction term [253] Eq (13)], these methods are not directly applicable to our setting.
Regardless of this, we explore a variant of such an approach in federated settings and see
that the gradient direction term does not help in this scenario—performing uniformly
worse than the proposed FedProx framework for heterogeneous datasets, despite the
extra computation required (see Figure [3.4). We refer interested readers to Li et al. [180]
for more detailed discussions.

Finally, we note that there is an interesting connection between meta-learning meth-
ods and federated optimization methods [153], and similar proximal terms have recently
been investigated in the context of meta-learning for improved performance on few-shot
learning tasks [102} 330].

Bounded Dissimilarity Assumption. The bounded dissimilarity assumption we dis-
cuss in Assumption (I|has appeared in different forms, for example in Schmidt and Roux
[250], Vaswani et al. [283]], Yin et al. [310]. In Yin et al. [310], the bounded similarity
assumption is used in the context of asserting gradient diversity and quantifying the
benefit in terms of scaling of the mean square error for mini-batch SGD for IID data.
In Schmidt and Roux [250], Vaswani et al. [283], the authors use a similar assumption,
called strong growth condition, which is a stronger version of Assumption|ljwith e = 0.
They prove that some interesting practical problems satisfy such a condition. They
also use this assumption to prove optimal and better convergence rates for SGD with
constant step-sizes. Note that this is different from our approach as the algorithm that
we are analyzing is not SGD, and our analysis is different in spite of the similarity in the
assumptions.
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Figure 3.4: DANE and AIDE [236] 253] are methods proposed in the data center setting
that use a similar proximal term as FedProx as well as an additional gradient correction
term. We modify DANE to apply to federated settings by allowing for local updating and
low participation of devices. We show the convergence of this modified method, which
we call FedDane, on synthetic datasets. In the top figures, we subsample 10 devices out
of 30 on all datasets for both FedProx and FedDane. While FedDane performs similarly
as FedProx on the IID data, it suffers from poor convergence on the non-IID datasets.
In the bottom figures, we show the results of FedDane when we increase the number of
selected devices in order to narrow the gap between our estimated full gradient and the
real full gradient (in the gradient correction term). Note that communicating with all (or
most of the) devices is already unrealistic in practical settings. We observe that although
sampling more devices per round might help to some extent, FedDane is still unstable
and tends to diverge. This serves as additional motivation for the specific subproblem
we propose in FedProx.

3.7 Simulation Details and Additional Experiments

3.7.1 Datasets and Models

Here we provide full details on the datasets and models used in our experiments. We
curate a diverse set of non-synthetic datasets, including those used in prior work on
federated learning [208], and some proposed in LEAF, a benchmark for federated set-
tings [43]. We also create synthetic data to directly test the effect of heterogeneity on
convergence, as in Section [3.4.1}

* Synthetic: We set («, f)=(0,0), (0.5,0.5) and (1,1) respectively to generate three non-
identical distributed datasets (Figure3.2). In the IID data (Figure[3.5), we set the same
W,b ~ N(0,1) on all devices and X} to follow the same distribution N (v, X) where
each element in the mean vector v is zero and X is diagonal with % ; = j~12. For all
synthetic datasets, there are 30 devices in total and the number of samples on each
device follows a power law.
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* MNIST: We study image classification of handwritten digits 0-9 in MNIST [165] using
multinomial logistic regression. To simulate a heterogeneous setting, we distribute
the data among 1000 devices such that each device has samples of only 2 digits and
the number of samples per device follows a power law. The input of the model is a
flattened 784-dimensional (28 x 28) image, and the output is a class label between 0
and 9.

* FEMNIST: We study an image classification problem on the 62-class EMNIST dataset [54]
using multinomial logistic regression. To generate heterogeneous data partitions, we
subsample 10 lower case characters (‘a’-j") from EMNIST and distribute only 5 classes
to each device. We call this federated version of EMNIST FEMNIST. There are 200
devices in total. The input of the model is a flattened 784-dimensional (28 x 28) image,
and the output is a class label between 0 and 9.

* Shakespeare: This is a dataset built from The Complete Works of William Shakespeare [208]].
Each speaking role in a play represents a different device. We use a two-layer LSTM
classifier containing 100 hidden units with an 8D embedding layer. The task is next-
character prediction, and there are 80 classes of characters in total. The model takes
as input a sequence of 80 characters, embeds each of the characters into a learned
8-dimensional space and outputs one character per training sample after 2 LSTM
layers and a densely-connected layer.

* Sent140: In non-convex settings, we consider a text sentiment analysis task on tweets
from Sentiment140 [101] (Sent140) with a two layer LSTM binary classifier containing
256 hidden units with pretrained 300D GloVe embedding [228]. Each twitter account
corresponds to a device. The model takes as input a sequence of 25 characters, embeds
each of the characters into a 300-dimensional space by looking up Glove and outputs
one character per training sample after 2 LSTM layers and a densely-connected layer.

3.7.2 Implementation Details

Implementation. In order to draw a fair comparison with FedAvg, we use SGD as a
local solver for FedProx, and adopt a slightly different device sampling scheme than that
in Algorithms(l|and 2t sampling devices uniformly and averaging updates with weights
proportional to the number of local data points (as originally proposed in McMahan
et al. [208]]). While this sampling scheme is not supported by our analysis, we observe
similar relative behavior of FedProx vs. FedAvg whether or not it is employed (Figure
B.12). Interestingly, we also observe that the sampling scheme proposed herein results
in more stable performance for both methods. This suggests an added benefit of the
proposed framework.

Machines. We simulate the federated learning setup (1 server and N devices) on a
commodity machine with 2 Intel® Xeon® E5-2650 v4 CPUs and 8 NVidia® 1080Ti GPUs.
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Hyperparameters. We randomly split the data on each local device into an 80% training
set and a 20% testing set. We fix the number of selected devices per round to be 10 for
all experiments on all datasets. We also do a grid search on the learning rate based on
FedAvg. We do not decay the learning rate through all rounds. For all synthetic data
experiments, the learning rate is 0.01. For MNIST, FEMNIST, Shakespeare, and Sent140,
we use the learning rates of 0.03, 0.003, 0.8, and 0.3. We use a batch size of 10 for all
experiments.

Libraries. All code is implemented in Tensorflow Version 1.10.1 [3]].
Please see github.com/litian96/FedProx for full details.

3.7.3 Additional Experiments and Full Results
3.7.3.1 Effects of Systems Heterogeneity on IID Data

We show the effects of allowing for partial work on a perfect IID synthetic data (Synthetic
IID).

Synthetic 11D (0% stragglers) Synthetic 11D (10% stragglers) Synthetic 11D (50% stragglers) Synthetic 11D (90% stragglers)
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Figure 3.5: FedAvg is robust to device failure with IID data. In this case, whether incorpo-
rating partial solutions from the stragglers would not have much effect on convergence.

3.7.3.2 Complete Results

In Figure we present testing accuracy on four synthetic datasets associated with the
experiments shown in Figure

In Figure 3.7, we show the testing accuracy associated with the experiments described
in Figure We calculate the accuracy improvement numbers by identifying the
accuracies of FedProx and FedAvg when they have either converged, started to diverge,
or run sufficient number of rounds (e.g., 1000 rounds), whichever comes earlier. We
consider the methods to converge when the loss difference in two consecutive rounds
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Figure 3.6: Training loss, test accuracy, and dissimilarity measurement for experiments
described in Fig.
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Figure 3.7: The testing accuracy of the experiments in Figure FedProx achieves on
average 22% improvement in terms of testing accuracy in highly heterogeneous settings
(90% stragglers).

|ft — fi—1| is smaller than 0.0001, and consider the methods to diverge when we see
ft — fi—10 greater than 1.

In Figure we report the dissimilarity measurement on five datasets (including
four real datasets) described in Figure Again, the dissimilarity characterization is
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consistent with the real performance (the loss).
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Figure 3.8: The dissimilarity metric on five datasets in Figure We remove systems
heterogeneity by only considering the case when no participating devices drop out of the
network. Our dissimilarity assumption captures the data heterogeneity and is consistent
with practical performance (see training loss in Figure 3.1).

In Figure 3.9/and Figure we show the effects (both loss and testing accuracy) of
allowing for partial solutions under systems heterogeneity when E = 1 (i.e., the statistical
heterogeneity is less likely to affect convergence negatively).
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Figure 3.9: The loss of FedAvg and FedProx under various systems heterogeneity settings
when each device can run at most 1 epoch at each iteration (E = 1). Since local updates
will not deviate too much from the global model compared with the deviation under large
E’s, it is less likely that the statistical heterogeneity will affect convergence negatively.
Tolerating for partial solutions to be sent to the central server (FedProx, u = 0) still
performs better than dropping the stragglers (FedAvg).

3.7.3.3 Adaptively Setting u

One of the key parameters of FedProx is u. We provide the complete results of a simple
heuristic of adaptively setting y on four synthetic datasets in Figure[3.11] For the IID
dataset (Synthetic-IID), u starts from 1, and for the other non-IID datasets, y starts from
0. Such initialization is adversarial to our methods. We decrease y by 0.1 when the loss
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Figure 3.10: The testing accuracy of the experiments shown in Figure

continues to decrease for 5 rounds and increase y by 0.1 when we see the loss increase.
This heuristic allows for competitive performance. It could also alleviate the potential
issue that u > 0 might slow down convergence on IID data, which rarely occurs in real
federated settings.
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FedProx, dynamic 4

—— FedProx, u>0

Training Loss
-
°

0 50 100 150 200 0 50 100 150 200 0 50 100 150 200
# Rounds # Rounds

Figure 3.11: Full results of choosing y adaptively on all the synthetic datasets. We
increase y by 0.1 whenever the loss increases and decreases it by 0.1 whenever the loss
decreases for 5 consecutive rounds. We initialize y to 1 for the IID data (Synthetic-IID) (in
order to be adversarial to our methods), and initialize it to O for the other three non-IID
datasets. We observe that this simple heuristic works well in practice.

3.7.3.4 Comparing Two Device Sampling Schemes

We show the training loss, testing accuracy, and dissimilarity measurement of FedProx
on a set of synthetic data using two different device sampling schemes in Figure 3.12]
Since our goal is to compare these two sampling schemes, we let each device perform
the uniform amount of work (E = 20) for both methods.
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Figure 3.12: Differences between two sampling schemes in terms of training loss, testing
accuracy, and dissimilarity measurement. Sampling devices with a probability pro-
portional to the number of local data points and then simply averaging local models
performs slightly better than uniformly sampling devices and averaging the local models
with weights proportional to the number of local data points. Under either sampling
scheme, the settings with # = 1 demonstrate more stable performance than settings with

u=0.
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Chapter 4

Fairness: Addressing Representation
Bias in Federated Learning

Beyond accuracy or optimization, heterogeneity also affects fairness in terms of providing
fair quality of service for all participants in the network. In this chapter, we discuss a fair
learning objective, along with efficient solvers. The objective offers flexible and scalable
fairness/utility tradeoffs, which has broader applications where min-max objectives are
desired but expensive to optimize.

41 Overview

In federated learning, naively minimizing an aggregate loss in a large network may
disproportionately advantage or disadvantage the model performance on some of the
devices. For example, although the accuracy may be high on average, there is no accuracy
guarantee for individual devices in the network. This is exacerbated by the fact that the
data are often heterogeneous in federated networks both in terms of size and distribution,
and model performance can thus vary widely. In this work, we therefore ask: Can we
devise an efficient federated optimization method to encourage a more fair (i.e., more
uniform) distribution of the model performance across devices in federated networks?
There has been tremendous recent interest in developing fair methods for machine
learning [see, e.g., 59, 183]. However, current approaches do not adequately address
concerns in the federated setting. For example, a common definition in the fairness
literature is to enforce accuracy parity between protected group [315]. For devices in
massive federated networks, however, it does not make sense for the accuracy to be
identical on each device given the significant variability of data in the network. Recent
work has taken a step towards addressing this by introducing good-intent fairness, in which
the goal is instead to ensure that the training procedure does not overfit a model to any
one device at the expense of another [215]. However, the proposed objective is rigid in

'While fairness is typically concerned with performance between “groups”, we define fairness in the
federated setting at a more granular scale in terms of the devices in the network. We note that devices may
naturally combine to form groups, and thus use these terms interchangeably in the context of prior work.
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the sense that it only maximizes the performance of the worst performing device/group,
and has only be tested in small networks (for 2-3 devices). In realistic federated learning
applications, it is natural to instead seek methods that can flexibly trade off between
overall performance and fairness in the network, and can be implemented at scale across
hundreds to millions of devices.

In this work, we propose g-FFL, a novel optimization objective that addresses fairness
issues in federated learning. Inspired by work in fair resource allocation for wireless
networks, g-FFL minimizes an aggregate reweighted loss parameterized by g such that the
devices with higher loss are given higher relative weight. We show that this objective
encourages a device-level definition of fairness in the federated setting, which generalizes
standard accuracy parity by measuring the degree of uniformity in performance across de-
vices.

As a motivating example, we examine the test ac-
) Baseline: FedAvg curacy distribution of a model trained via a base-
Proposed: g-FFL line approach (FedAvg) vs. ¢-FFL in Figure

2 Due to the variation in the data across devices,

o 1 . .

3 , the model accuracy is quite poor on some de-

A 61 Increasing the accuracy of the . R K .

# | worst-performing devices vices. By using ¢-FFL, we can maintain the same
, e overall average accuracy while ensuring a more

fair/uniform quality of service across the net-
o0 o0z 04 06 08 10  work. Adaptively minimizing our g-FFL objective
Testing accuracy . .
results in a flexible framework that can be tuned
depending on the desired amount of fairness.

Figure 4.1: Model performance (e.g.,
test accuracy) in federated networks
can vary Wlde]y across devices. Our To solve q-FFL in massive federated networks,
objective, g-FFL, aims to increase the we additionally propose a lightweight and scal-
fairness/uniformity of model perfor- able distributed method, g-FedAvg. Our method
mance while maintaining average carefully accounts for important characteristics
performance. of the federated setting such as communication-
efficiency and low participation of devices [36),
209]. The method also reduces the overhead of tuning the hyperparameter g in g-FFL by
dynamically estimating the step-sizes associated with different values of 4.

Through extensive experiments on federated datasets with both convex and non-
convex models, we demonstrate the fairness and flexibility of g-FFL and the efficiency of
g-FedAvg compared with existing baselines. In terms of fairness, q-FFL is able to reduce
the variance of accuracies across devices by 45% on average while maintaining the same
overall average accuracy. In terms of efficiency, our distributed method, g-FedAvg, is
capable of solving the proposed objective orders-of-magnitude more quickly than other
baselines. Finally, while we consider our approaches primarily in the context of federated
learning, we also demonstrate that g-FFL can be applied to other related problems such
as meta-learning, helping to produce fair initializations across multiple tasks.
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4.2 Fair Federated Learning

Our fairness notion in this works follows Definition[I} There are many ways to mathe-
matically evaluate the uniformity of the performance. In this work, we mainly use the
variance of the performance distribution as a measure of uniformity. However, we also
explore other uniformity metrics, both empirically and theoretically, in Appendix
We note that a tension exists between the fairness/uniformity of the final testing accuracy
and the average testing accuracy across devices. In general, our goal is to impose more
fairness/uniformity while maintaining the same (or similar) average accuracy.

Remark 3 (Connections to other fairness definitions). Definition [1| targets device-level
fairness, which has finer granularity than the classical attribute-level fairness such as accuracy
parity [315]. We note that in certain cases where devices can be naturally clustered into groups
with specific attributes, our definition can be seen as a relaxed version of accuracy parity, in that
we optimize for similar but not necessarily identical performance across devices.

4.21 The objective: g-Fair Federated Learning (4-FFL)

A natural idea to achieve fairness as defined in (1)) would be to reweight the objective—
assigning higher weights to devices with poor performance, so that the distribution of
accuracies in the network shifts towards more uniformity. Note that this reweighting
must be done dynamically, as the performance of the devices depends on the model
being trained, which cannot be evaluated a priori. Drawing inspiration from a-fairness,
a utility function used in fair resource allocation in wireless networks, we propose the
following objective. For given local non-negative cost functions Fy and parameter g > 0,
we define the g-Fair Federated Learning (3-FFL) objective as:

m

min f,(w) = q’%Fﬁ“(wL (4.1)
k=1

where F]:’ i (-) denotes Fy(-) to the power of (7+1). Here, g is a parameter that tunes the
amount of fairness we wish to impose. Setting g = 0 does not encourage fairness beyond
the classical federated learning objective. A larger 4 means that we emphasize devices
with higher local empirical losses, Fi(w), thus imposing more uniformity to the training
accuracy distribution and potentially inducing fairness in accordance with Definition [T}
Setting f,(w) with a large enough g reduces to classical minimax fairness [215], as the
device with the worst performance (largest loss) will dominate the objective. We note
that while the (g+1) term in the denominator in may be absorbed in py, we include it
as it is standard in the a-fairness literature and helps to ease notation. For completeness,
we provide additional background on a-fairness in Appendix

As mentioned previously, 4-FFL generalizes prior work in fair federated learning
(AFL) [215], allowing for a flexible tradeoff between fairness and accuracy as parameter-
ized by g. In our theoretical analysis (Appendix[4.4), we provide generalization bounds
of g-FFL that generalize the learning bounds of the AFL objective. Moreover, based on
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our fairness definition (Definition[I)), we theoretically explore how g-FFL results in more
uniform accuracy distributions with increasing g. Our results suggest that g-FFL is able to
impose “uniformity” of the test accuracy distribution in terms of various metrics such as
variance and other geometric and information-theoretic measures.

In our experiments (Section , on both convex and non-convex models, we show
that using the g-FFL objective, we can obtain fairer /more uniform solutions for federated
datasets in terms of both the training and testing accuracy distributions.

4.2.2 The Solver: FedAvg-Style g-Fair Federated Learning (g-FedAvg)

In developing a functional approach for fair federated learning, it is critical to consider
not only what objective to solve but also how to solve such an objective efficiently in a
massive distributed network. In this section, we provide methods to solve g-FFL. We start
with a simpler method, g-FedSGD, to illustrate our main techniques. We then provide
a more efficient counterpart, g-FedAvg, by considering local updating schemes. Our
proposed methods closely mirror traditional distributed optimization methods—mini-
batch SGD and federated averaging (FedAvg)—but with step-sizes and subproblems
carefully chosen in accordance with the g-FFL problem (4.1).

Achieving Variable Levels of Fairness: Tuning 4. In devising a method to solve g-FFL
(#.1), we begin by noting that it is crucial to first determine how to set 4. In practice, g can
be tuned based on the desired amount of fairness (with larger g inducing more fairness).
As we describe in our experiments (Section [4.3.2), it is therefore common to train a family
of objectives for different q values so that a practitioner can explore the tradeoff between
accuracy and fairness for the application at hand.

One concern with solving such a family of objectives is that it requires step-size tuning
for every value of 4. In particular, in gradient-based methods, the step-size inversely
depends on the Lipschitz constant of the function’s gradient, which will change as we
change 4. This can quickly cause the search space to explode. To overcome this issue,
we propose estimating the local Lipschitz constant for the family of g-FFL objectives by
using the Lipschitz constant we infer by tuning the step-size (via grid search) on just one
q (e.g., g = 0). This allows us to dynamically adjust the step-size of our gradient-based
optimization method for the ¢-FFL objective, avoiding manual tuning for each 4. In
Lemma [Ibelow we formalize the relation between the Lipschitz constant, L, for g = 0
and g > 0.

Lemma 1. If the non-negative function f(-) has a Lipschitz gradient with constant L, then for
any q = 0 and at any point w,

Ly(w) = Lf(w)? + qf ()"~} [V f (w)| (4.2)
is an upper-bound for the local Lipschitz constant of the gradient of q% 1Y) at point w.
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Proof. At any point w, we can compute the Hessian V2 <q% fi+t (w)) as:

V2 () ) = 0 ) V) V) 40 Vo). )
<|Vf(w)[>xI <LxI
As aresult, [V21 F17 ()2 < Ly(w) = LF(w)1 + gf ()~} f(w) 0

A First Approach: g-FedSGD. Our first fair federated learning method, g-FedSGD, is
an extension of the well-known federated mini-batch SGD (FedSGD) method [209]. g-
FedSGD uses a dynamic step-size instead of the normal fixed step-size of FedSGD. Based
on Lemma (1} for each local device k, the upper-bound of the local Lipschitz constant
is L (w)7 + gF(w)7~ | VF(w)|?. In each step of g-FedSGD, VF; and F; on each selected
device k are computed at the current iterate and communicated to the central node. This
information is used to compute the step-sizes (weights) for combining the updates from
each device. The details are summarized in Algorithm (3| Note that g-FedSGD is reduced
to FedSGD when g = 0. It is also important to note that to run ¢-FedSGD with different
values of q, we only need to estimate L once by tuning the step-size on 4 = 0 and can
then reuse it for all values of g4 > 0.

Algorithm 3 g-FedSGD

1: Input: K, T, ¢, 1/L, w°, pr, k=1,--- ,m

2: fort=0,---,T—1do

3:  Server selects a subset S; of K devices at random (each device k is chosen with
prob. py)

4:  Server sends w! to all selected devices
5:  Each selected device k computes:
Ay = Fl(w")VF(w")
1
hi = qF (") | VE(w")|* + LE] (w')

Each selected device k sends A; and &} back to the server

Server updates w'*! as:

t
H1 _ ot Dkes; Bk

w
Zkest h]t(

8. end for

Improving Communication-Efficiency: g-FedAvg. Infederated settings, communication-
efficient schemes using local stochastic solvers (such as FedAvg) have been shown to
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Algorithm 4 g-FedAvg

1: Input: K, E, T,q,1/L, 7, w°, pr, k=1,--- ,m
2: fort=0,---,T—1do
3:  Server selects a subset Sy of K devices at random (each device k is chosen with

prob. py)
4:  Server sends w! to all selected devices

5. Each selected device k updates w' for E epochs of SGD on F; with step-size 7 to
6:  PRENBARdted device k computes:

Aw}, = L(w' — @it
AL = Fl(wh)au]

-1
h, = qF (w')|Awg|* + LF](w")
Each selected device k sends A} and &} back to the server

Server updates w'*! as:

t
t+1 _ t ZkeSt Ak
— w —_ —t
ZkESt hk

w

9: end for

significantly improve convergence speed [209]. However, when g > 0, the F,? " term
is not an empirical average of the loss over all local samples due to the g 4+ 1 exponent,
preventing the use of local SGD as in FedAvg. To address this, we propose to generalize
FedAvg for g > 0 using a more sophisticated dynamic weighted averaging scheme. The
weights (step-sizes) are inferred from the upper bound of the local Lipschitz constants

of the gradients of FI? ! similar to g-FedSGD. To extend the local updating technique of
FedAvg to the g-FFL objective (#.1), we propose a heuristic where we replace the gradient
V F; in the g-FedSGD steps with the local updates that are obtained by running SGD locally
on device k. Similarly, g-FedAvg is reduced to FedAvg when q = 0. We provide additional
details on g-FedAvg in Algorithm[d] As we will see empirically, g-FedAvg can solve g-FFL
objective much more efficiently than g-FedSGD due to the local updating heuristic. Finally,
recall that as g — oo the g-FFL objective recovers that of the AFL. However, we empirically
notice that g-FedAvg has a more favorable convergence speed compared to AFL while
resulting in similar performance across devices.

4.3 Evaluation

We now present empirical results of the proposed objective, g-FFL, and proposed methods,
g-FedAvg and g-FedSGD. We describe our experimental setup in Section We then
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demonstrate the improved fairness of ¢g-FFL in Section and compare g-FFL with
several baseline fairness objectives in Section Finally, we show the efficiency of
g-FedAvg compared with g-FedSGD in Section[4.3.4] All code, data, and experiments are
publicly available at github.com/litian96/fair_flearn.

4.3.1 Experimental Setup

Federated Datasets. We explore a suite of federated datasets using both convex and non-
convex models in our experiments. The datasets are curated from prior work in federated
learning [181), [209] 215| 265] as well as recent federated learning benchmarks [43]. In
particular, we study: (1) a synthetic dataset using a linear regression classifier, (2) a
Vehicle dataset collected from a distributed sensor network [75] with a linear SVM for
binary classification, (3) tweet data curated from Sentiment140 [101] (Sent140) with an
LSTM classifier for text sentiment analysis, and (4) text data built from The Complete
Works of William Shakespeare [209] and an RNN to predict the next character. When
comparing with AFL, we use the two small benchmark datasets (Fashion MNIST [302]
and Adult [34]) studied in [215]. When applying g-FFL to meta-learning, we use the
common meta-learning benchmark dataset Omniglot [162]]. Full dataset details are given

in Appendix

Implementation. We implement all code in Tensorflow [2], simulating a federated
network with one server and m devices, where m is the total number of devices in the
dataset (Appendix 4.6.1). We provide full details (including all hyperparameter values)

in Appendix

4.3.2 Fairness of g-FFL

In our first experiments, we verify that the proposed objective g-FFL leads to more fair
solutions (Definition [1) for federated data. In Figure we compare the final testing
accuracy distributions of two objectives (7 = 0 and a tuned value of 4 > 0) averaged
across 5 random shuffles of each dataset. We observe that while the average testing
accuracy remains fairly consistent, the objectives with g > 0 result in more centered (i.e.,
fair) testing accuracy distributions with lower variance. In particular, while maintaining
roughly the same average accuracy, q-FFL reduces the variance of accuracies across all devices
by 45% on average. We further report the worst and best 10% testing accuracies and
the variance of the final accuracy distributions in Table Comparing g4 = 0 and
g > 0, we see that the average testing accuracy remains almost unchanged with the
proposed objective despite significant reductions in variance. We report full results
on all uniformity measurements (including variance) in Table 4.5/in the appendix, and
show that g-FFL encourages more uniform accuracies under other metrics as well. We
observe similar results on training accuracy distributions in Figure 4.6|and Table
Appendix In Table 4.1} the average accuracy is with respect to all data points, not all
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devices; however, we observe similar results with respect to devices, as shown in Table
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Figure 4.2: g-FFL leads to fairer test accuracy distributions. While the average accuracy
remains almost identical (see Table [4.1), by setting g > 0, the distributions shift towards
the center as low accuracies increase at the cost of potentially decreasing high accuracies
on some devices. Setting g = 0 corresponds to the original objective (3.I). The selected g
values for g > 0 on the four datasets, as well as distribution statistics, are also shown in

Table

Table 4.1: Statistics of the test accuracy distribution for g-FFL. By setting ¢ > 0, the
accuracy of the worst 10% devices is increased at the cost of possibly decreasing the
accuracy of the best 10% devices. While the average accuracy remains similar, the
variance of the final accuracy distribution decreases significantly. We provide full results
of other uniformity measurements (including variance) in Table 4.5 Appendix and
show that g-FFL encourages more uniform distributions under all metrics.

Average Worst10% Best10% Variance

Dataset Objective (%) (%) (%)
Synthetic g=20 80.8+9 188 +s50 100.0+00 724+7
g=1 79.0+12 311+18 100.0 +00 472 +14
Vehicle gq=20 873+5 43.0+10 95.7+10 291 +18
g=>5 877+7 699+ 94.0 + 9 48 +5
=0 65.1 +48 159 +49 100.0 +00 697 +132
Sentl140 Z =1 66.5+2 23.0+14 100.0+00 509 +30
Shakespeare g=0 511+3 397 +28 729+67  82+41
g =.001 521+3 421 +21 69.0+44 54127

Choosing gq. As discussed in Section a natural question is to determine how
g should be tuned in the g-FFL objective. Our framework is flexible in that it allows
one to choose g to tradeoff between fairness/uniformity and average accuracy. We
empirically show that there are a family of g’s that can result in variable levels of fairness
(and accuracy) on synthetic data in Table Appendix[4.7] In general, this value can
be tuned based on the data/application at hand and the desired amount of fairness.
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Another reasonable approach in practice would be to run Algorithm {4/ with multiple
q’s in parallel to obtain multiple final global models, and then select amongst these
based on performance (e.g., accuracy) on the validation data. Rather than using just one
optimal g for all devices, for example, each device could pick a device-specific model
based on their validation data. We show additional performance improvements with this
device-specific strategy in Table in Appendix[4.7] Finally, we note that one potential
issue is that increasing the value of 4 may slow the speed of convergence. However, for
values of g that result in more fair results on our datasets, we do not observe significant
decrease in the convergence speed, as shown in Figure Appendix 4.7,

4.3.3 Comparison with Other Objectives

Next, we compare g-FFL with other objectives that are likely to impose fairness in
federated networks. One heuristic is to weight each data point equally, which reduces
to the original objective in (i.e., g-FFL with g = 0) and has been investigated in
Section[4.3.2] We additionally compare with two alternatives: weighting devices equally
when sampling devices, and weighting devices adversarially, namely, optimizing for the
worst-performing device, as proposed in Mohri et al. [215].

Weighting Devices Equally. We compare also g-FFL with uniform sampling schemes
and report testing accuracy in Figure While the ‘weighting each device equally’
heuristic tends to outperform our method in training accuracy distributions (Figure
and Table[4.8in Appendix[4.7), we see that our method produces more fair solutions in
terms of testing accuracies. One explanation for this is that uniform sampling is a static
method and can easily overfit to devices with very few data points, whereas ¢-FFL will
put less weight on a device once its loss becomes small, potentially providing better
generalization performance due to its dynamic nature.
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Figure 4.3: g-FFL (g > 0) compared with uniform sampling. In terms of testing accuracy,
our objective produces more fair solutions than uniform sampling. g4-FFL achieves similar
average accuracies and more fair solutions.

Weighting Devices Adversarially. We further compare with AFL [215], which is the
only work we are aware of that aims to address fairness issues in federated learning. We
implement a non-stochastic version of AFL where all devices are selected and updated
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each round, and perform grid search on the AFL hyperparameters, y;, and ;. In order to
devise a setup that is as favorable to AFL as possible, we modify Algorithm @]by sampling
all devices and letting each of them run gradient descent at each round. We use the
same small datasets (Adult [34] and subsampled Fashion MNIST [302]) and the same
logistic regression model as in Mohri et al. [215]. Full details of the implementation and
hyperparameters (e.g., values of 4 and ¢») are provided in the appendix. We note that,
as opposed to AFL, g-FFL is flexible depending on the amount of fairness desired, with
larger g leading to more accuracy uniformity. As discussed, g-FFL generalizes AFL in this
regard, as AFL is equivalent to g-FFL with a large enough 4. In Table we observe that
g-FFL can in fact achieve higher testing accuracy than AFL on the device with the worst
performance (i.e., the problem that the AFL was designed to solve) with appropriate 4.
This also indicates that g-FFL obtains the most fair solutions in certain cases. We also
observe that g-FFL converges faster in terms of communication rounds compared with
AFL to obtain similar performance (Appendix [4.7), which we speculate is due to the
non-smoothness of the AFL objective.

Table 4.2: Our objective compared with weighing devices adversarially (AFL [215]). In
order to be favorable to AFL, we use the two small, well-behaved datasets studied in [215].
g-FFL (g > 0) outperforms AFL on the worst testing accuracy of both datasets. The tunable
parameter g controls how much fairness we would like to achieve—larger g induces less
variance. Each accuracy is averaged across 5 runs with different random initializations.

Adult Fashion MNIST
— average PhD non-PhD |average shirt pullover T-shirt
Objectives | ") ) B | (0 () (%) (%)
g-FFL, g=0 832+1 699:4 833ia 78812 66.0+7 84.5 1+ 85.9 17
AFL 82.5 + .5 73.0 +22 82.6 + .5 77.8 +1.2 71.4 +42 81.0 + 3.6 82.1 + 39
q-FFL, C]1>0 82.6 +.1 74.1 +.6 82.7 +.1 77.8 +2 74.2 +23 78.9 + 4 80.4 +.6
q-FFL, q2>q1 823 +1 744 4+ 824 14 771 +4 747 + 9 77.9 1 4 78.7 +6

4.3.4 Efficiency of the Method g-FedAvg

In this section, we show the efficiency of our proposed distributed solver, g-FedAvg, by
comparing Algorithm [ with its non-local-updating baseline g-FedSGD (Algorithm 3) to
solve the same objective (same g > 0 as in Table4.I). At each communication round, we
have each method perform the same amount of computation, with g-FedAvg running one
epoch of local updates on each selected device while g-FedSGD runs gradient descent with
the local training data. In Figure g-FedAvg converges faster than g-FedSGD in terms
of communication rounds in most cases due to its local updating scheme. The slower
convergence of g-FedAvg compared with ¢g-FedSGD on the synthetic dataset may be due
to the fact that when local data distributions are highly heterogeneous, local updating
schemes may allow local models to move too far away from the initial global model,
potentially hurting convergence; see Figure in Appendix 4.7/ for more details.
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Figure 4.4: For a fixed objective (i.e., g-FFL with the same g), the convergence of g-FedAvg
(Algorithm [4), g-FedSGD (Algorithm 3), and FedSGD. For g-FedAvg and g-FedSGD, we tune
a best step-size on g = 0 and apply that step-size to solve g-FFL with g > 0. For g-FedSGD,
we tune the step-size directly. We observe that (1) g-FedAvg converges faster in terms
of communication rounds; (2) our proposed g-FedSGD solver with a dynamic step-size
achieves similar convergence behavior compared with a best-tuned FedSGD.

To demonstrate the optimality of our dynamic step-size strategy in terms of solving
g-FFL, we also compare our solver g-FedSGD with FedSGD with a best-tuned step-size. For
g-FedSGD, we tune a step-size on g = 0 and apply that step-size to solve g-FFL with g > 0.
g-FedSGD has similar performance with FedSGD, which indicates that (the inverse of) our
estimated Lipschitz constant on g > 0 is as good as a best tuned fixed step-size. We can
reuse this estimation for different q’s instead of manually re-tuning it when g changes.
We show the full results on other datasets in Appendix We note that both proposed
methods g-FedAvg and g-FedSGD can be easily integrated into existing implementations
of federated learning algorithms such as TensorFlow Federated [1].

4.3.5 Beyond Federated Learning: Applying g-FFL to Meta-Learning

Finally, we generalize the proposed g-FFL objective to other learning tasks beyond
federated learning. One natural extension is to apply g-FFL to meta-learning, where each
task can be viewed as a device in federated networks. The goal of meta-learning is to
learn a model initialization such that it can be quickly adapted to new tasks using limited
training samples. However, as the new tasks can be heterogeneous, the performance
distribution of the final personalized models may also be non-uniform. Therefore, we
aim to learn a better initialization such that it can quickly solve unseen tasks in a fair
mannet, i.e., reduce the variance of the accuracy distribution of the personalized models.

To achieve this goal, we propose a new method, g-MAML, by combining g-FFL with the
popular meta-learning method MAML [92]. In particular, instead of updating the global
model in the way described in MAML, we update the global parameters using the gradients
of the g-FFL objective ﬁl—“ﬁ i (w), with weights inferred from Lemmal|l| Similarly, g-MAML
with g = 0 reduces to MAML, and g-MAML with 4 — oo corresponds to MAML with a most
‘fair’ initialization and a potentially lower average accuracy. The detailed algorithm is
summarized in Algorithm [5/in the appendix. We sample 10 tasks at each round during
meta-training, and train for 5 iterations of (mini-batch) SGD for personalization on meta-
testing tasks. We report test accuracy of personalized models on the meta-testing tasks.
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Omniglot

a=0 Table 4.3: Statistics of the accuracy distribution of per-
P sonalized models using g-MAML. The method with g = 0
g corresponds to MAML. Similarly, we see that the variance
; is reduced while the accuracy of the worst 10% devices is

0 increased.

0.0 0.2 04 06 0.8 1.0
Testing accuracy

. | Average Worst 10% Best10% Variance
Figure 45 q-FFL results Dataset Ob] (O/O)g (0/0) (0/0)

in fairer (more centered) g=0[791+98 612+32 940+5 93 +23
initializations for meta- g=.1|793+96 625+53 938+9 86+:
learning tasks.

Omniglot

From Figure 5 and Table 3 above, we observe that g-MAML is able to learn initializations
which result in fairer personalized models with lower variance.
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4.4 Theoretical Analysis of the Proposed Objective g-FFL

4.4.1 Uniformity Induced by g-FFL

In this section, we theoretically justify that the g-FFL objective can impose more unifor-
mity of the performance/accuracy distribution. As discussed in Section g-FFL can
encourage more fair solutions in terms of several metrics, including (1) the variance
of accuracy distribution (smaller variance), (2) the cosine similarity between the accu-
racy distribution and the all-ones vector 1 (larger similarity), and (3) the entropy of the
accuracy distribution (larger entropy). We begin by formally defining these fairness
notions.

Definition 8 (Uniformity 1: Variance of the performance distribution). We say that the perfor-
mance distribution of m devices {F(w), ..., Fn(w)} is more uniform under solution w than w'

if
Var(Fy(w), ..., En(w)) < Var(F(w'),..., Fy(w')).

Definition 9 (Uniformity 2: Cosine similarity between the performance distribution and 1). We
say that the performance distribution of m devices {F;(w), ..., Fn(w)} is more uniform under
solution w than w' if the cosine similarity between {Fy(w), ..., Fy(w)} and 1 is larger than that
between {F{(w'), ..., Fy(w')}and 1, ie.,

& g Fe(w) L0 Fe(w )

NESYREA ¢ S R

Definition 10 (Uniformity 3: Entropy of performance distribution). We say that the performance
distribution of m devices {Fy(w), ..., Fy(w)} is more uniform under solution w than w' if

H(F(w)) > H(F(w'),

where H(F(w)) is the entropy of the stochastic vector obtained by normalizing {Fy(w), . . ., Fu(w)},
defined as

> . F(w) Fi(w)

H(F(w)):=— ) —=m———1o (—) . (4.4)
25 w5\ ST R w)

To enforce uniformity/fairness (defined in Definition [ 9] and [I0), we propose

the g-FFL objective to impose more weights on the devices with worse performance.
Throughout the proof, for the ease of mathematical exposition, we consider a similar

unweighted objective:
1
1 g+1
mm { fo(w ( Z Fq+ ) } /

59



and we denote wj as the global optimal solution of min,, fz(w).
We first investigate the special case of 4 = 1 and show that g = 1 results in more fair
solutions than g = 0 based on Definition §|and Definition [9}

Lemma 2. g = 1 leads to a more fair solution (smaller variance of the model performance
distribution) than q = 0, i.e., Var(Fy(wy),. .., Fu(wy)) < Var(F(wg), ..., Fn(wg)).

Proof. Use the fact that wj is the optimal solution of min,, f1(w), and wy is the optimal
solution of min,, fo(w), we get

2 2 m 2
Zk 171; i (W) ( ZFk ) Zk 1; i (wp) (%Z )
" 2

Y 15(% (% SR ) . (45)

]

Lemma 3. g = 1 leads to a more fair solution (larger cosine similarity between the performance
distribution and 1) than q = 0, i.e.,

1Zk 1Fk(w1) 1Zk 1 Fr wo)
4/1sz1 4/11-”2wO
Proof. As LY, Fw}) = L0, F(wp) and L 4, F2(w}) > LS4, FA(w)), it di-

rectly follows that
7 Dk 1Fk(w1) 7 2 Fi wo)

\/ 2 F2(w}) A/ L F2(wg)

]

We next provide results based on Definition[I0} It states that for arbitrary g > 0, by
increasing g for a small amount, we can get more uniform performance distributions
defined over higher-orders of the performance.

Lemma 4. Let F(w) be twice differentiable in w with V>F(w) > 0 (positive definite). The

derivative of H (F1(wy)) with respect to the variable p evaluated at the point p = q is non-
negative, i.e.,

where ﬁ(F‘i(w;’;)) is defined in (4.4).
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Proof.

0 . 0 ! (w}) ( El(w?) )
— H(F1 = In 4.6
D" 2 iy "\ S )| o
_ i Fﬁ(w?’) q (%
__(9172,(:2,(1“3(%023) (Fiw3) -
¥ % in 3 FL () N (47)
() vor
apWp| ) Vol(wy)
_ zk: g :F,?(w;) In (F(w}))
T
= F(wy) <a’”w; p—q) Vafi(@)) 48)
T X F(w)) F(wy) '

<ln (Fq (w )) + 1) (4.9)

Now, let us examine ﬁap

b g We know that >3 Vi F (w}) = 0 by definition. Taking
the derivative with respect to p, we have

2 V2, E (w pw + Z (1in 5+ 1) VoW (w}) = 0. (4.10)
Invoking imp11c1t function theorem,
-1
ap wy = (2 Vo (w ) zk] (1n Fl (w}) + 1) VoE[ (w}). (4.11)

into , we get that %H (F1 (w;))’ > 0 completing the proof. [
q p=q

Plugging %w;‘; -

Lemma@states that for any p, the performance distribution of {F; P(w el Fm b (w el
is guaranteed to be more uniform based on Deflmtlonthan that of {F} (w ) ,Fh(w P}
for a small enough €. Note that Lemma]is different from the existing results on the mono-
tonicity of entropy under the tilt operation, which would imply that (aq (F1(wy)) <0
for all g > 0 (see Beirami et al. [26, Lemma 11]).

Ideally, we would like to prove a result more general than Lemma 4} 1mplymg that
the distribution {Fq( Wyie), - LBl (w W} ¢)} is more uniform than {Fq( ) Fl(w »)} for
any p,q and small enough €. We prove this result for the special case of m = 2 in the
following.
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Lemma 5. Let F(w) be twice differentiable in w with V>F(w) > 0 (positive definite). If m = 2,
for any g € R™, the derivative of H(F1(wy})) with respect to the variable p is non-negative, i.e.,
iﬁ(Fq(w*)) >0
op pr=

where FI(Fq(w;)) is defined in (4.4).

Proof. First, we invoke Lemma {4{to obtain that

0 ~ *
5y HEI@)) 2 0. (4.12)
Let ]
0,(w) F () (4.13)

" F(w) + F(w)

Without loss of generality assume that 6;(w},) € (0, %], as we can relabel F; and F,

otherwise. Then, given that m = 2, we conclude from (4.12) along with the monotonicity
of the binary entropy function in (0, 3] that

—0,(w?)| =0, (4.14)
p=q

which in conjunction with (4.13) implies that

0 (HR(w) !

op Fz(bl);;)
Given the monotonicity of x7 with respect to x for all ¢ > 0, it can be observed that the
above is sufficient to imply that for any g > 0,

o (Fu(w))’
%(Pﬁw;)) > 0. (4.16)

> 0. (4.15)
p=q

Going all of the steps back we would obtain that for all p > 0
0

%ﬁ(mw;)) > 0. (4.17)

This completes the proof of the lemma. O

We conjecture that the statement of Lemma [d]is true for all g € R, which would be
equivalent to the statement of Lemma 5| holding true for all m € IN.

Thus far, we provided results that showed that g-FFL promotes fairness in three
different senses. Next, we further provide a result on equivalence between the geometric
and information-theoretic notions of fairness.
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Lemma 6 (Equivalence between uniformity in entropy and cosine distance). q-FFL encourages
more uniform performance distributions in the cosine distance sense (Definition [9) if any only if
it encourages more uniform performance distributions in the entropy sense (Definition[10), i.e.,
(a) holds if and only if (b) holds where

(a) for any p,q € R, the derivative of H(F1(w},)) with respect to p is non-negative,

fitwi) o fi(w)
(b) forany 0 <t <70 <0 <u foibs > 78

Proof. Definitionis a special case of H(F1(wy})) withg = 1. If H(F (w})) increases With

p for any p, g, then we are guaranteed to get more fair solutions based on Definition |1

Similarly, Definition |9|is a special case of ?E ; witht =0,r = 1. If ?E ; increases w1th

u for any t < r, g-FFL can also obtain more falr solutions under Defmltlon @
Next, we show that (a) and (b) are equivalent measures of fairness.
Foranyr >t >0,andanyu > v >0,

e feey " 619
— J In ftgz’é >0 (4.19)
— ap ;:Ewi;; 0, for any p > (4.20)
— 2 Infiw)) - %m fiws) <0, forany p=0  (421)
— f: % In fy(w;)dg < O forany p,q >0 (4.22)
— a]‘j o7 Infylwy) <0, forany p,q >0 (4.23)
— %H(Pl( *)) > 0, for any p,q > 0. (4.24)

The last inequality is obtained using the fact that by taking the derivative of In f;(wy})
with respect to g, we get —I:I(Fq(w;’;)). O

Discussions. We give geometric (Definition [9) and information-theoretic (Definition [10)
interpretations of our uniformity/fairness notion and provide uniformity guarantees
under the g-FFL objective in some cases (Lemma 2} Lemma 3| and Lemma [4). We reveal
interesting relations between the geometric and information-theoretic interpretations in
Lemma 6| Future work would be to gain further understandings for more general cases
indicated in Lemmal6l
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4.4.2 Generalization Bounds

In this section, we first describe the setup we consider in more detail, and then provide
generalization bounds of 4-FFL. One benefit of g-FFL is that it allows for a flexible tradeoff
between fairness and accuracy, which generalizes AFL (a special case of ¢g-FFL with
g — o). We also provide learning bounds that generalize the bounds of the AFL objective,
as described below.

Suppose the service provider is interested in minimizing the loss over a distributed
network of devices, with possibly unknown weights on each device:

m
La(h) = > ME(~pe[L(h(x), )], (4.25)
k=1
where A is in a probability simplex A, m is the total number of devices, Dy, is the local

data distribution for device k, & is the hypothesis function, and [ is the loss. We use ., (h)
to denote the empirical loss:

L) = 3 5 3 101xk ), ), (4.26)

where 7 is the number of local samples on device k and (xy j, Y,j) ~ Dk-
We consider a slightly different, unweighted version of g-FFL:

min fy(w Z FI'* (w (4.27)

which is equivalent to minimizing the empirical loss

~ —  max Z nk Zl xk] yk] (4:28)

v, \|1/Hp<1

where  + 7 =1(p > 1,4 > 0).

Lemma 7 (Generalization bounds of q-FFL for a specific A). Assume that the loss | is bounded by
M > 0 and the numbers of local samples are (ny,--- ,ny,). Then, for any 6 > 0, with probability
at least 1 — 6, the following holds for any A € A, h € H:

m 2
Ly(h) < Ag(A)Ly(h) + E [r&? La(h) — ] \Jﬁ

where Ag(A) = ||A|p, and 1/p+1/(g+1) = 1.
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Proof. Similar to the proof in Mohri et al. [215]], for any § > 0, the following inequality
holds with probability atleast 1 — 6 forany A € A, h € H:

. UNY, 1
i _ 2k Jog =
LA(h)gLA(h)HE[%?LA(h) LA(h)]JrM ,;12@ log . (4.29)

Denote the empirical loss on device k nlk Z;Z 1 L(h(xkj), yx,j) as Fr. From Holder’s
inequality, we have

? S c P 1 i = 1 1
L= S () (B3) " - A 3+ o2 -
k=1 k=1 k=1 p g9+
Plugging L) (1) < Ag(A)Ly(h) into 1) yields the results. O

Theorem 4 (Generalization bounds of q-FFL for any A). Assume that the loss | is bounded by
M > 0 and the number of local samples is (ny,- - ,ny,). Then, for any 6 > 0, with probability at
least 1 — 6, the following holds for any A € A, h € H:

- . 2oAZ 1
La(h) < max (Aq(A)) Lg(h) + max (IE [T}fle&g( La(h) — LA(h)] + MJ 1;1 oy log 5) ,

where Ag(A) = ||A|p, and 1/p +1/(g+1) = 1.

Proof. This directly follows from Lemma /| by taking the maximum over all possible A’s
in A. O

1.1
generalization bounds in AFL [215]. In that sense, our generalization results extend those
of AFL’s. In addition, it is not straightforward to derive an optimal g with the tightest
generalization bound from Lemma [7jand Theorem [} In practice, our proposed method

g-FedAvg allows us to tune a family of 4’s by re-using the step-sizes.

Discussions. From Lemmaﬂ letting A = < ) and g — oo, we recover the

4.5 «-fairness and g-FFL

While it is natural to consider the a-fairness framework for machine learning, we are
unaware of any work that uses a-fairness to modify machine learning training objectives.
We provide additional details on the framework below; for further background on a-
fairness and fairness in resource allocation more generally, we defer the reader to Mo
and Walrand [214]], Shi et al. [256].

a-fairness [164, 214] is a popular fairness metric widely-used in resource allocation
problems. The framework defines a family of overall utility functions that can be derived
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by summing up the following function of the individual utilities of the users in the
network:

In(x), ifa=1
Uy(x) = {ﬁxl_“, ifa >0,a#1.

Here U, (x) represents the individual utility of some specific user given x allocated re-
sources (e.g., bandwidth). The goal is to find a resource allocation strategy to maximize
the sum of the individual utilities. This family of functions includes a wide range of pop-
ular fair resource allocation strategies. In particular, the above function represents zero
fairness with a = 0, proportional fairness [150] with « = 1, harmonic mean fairness [62]
with & = 2, and max-min fairness [234] with & = +o.

Note that in federated learning, we are dealing with costs and not utilities. Thus,
max-min in resource allocation corresponds to min-max in our setting. With this analogy,
it is clear that in our proposed objective g-FFL (4.I), the case where g = +0 corresponds
to min-max fairness since it is optimizing for the worst-performing device, similar to
what was proposed in Mohri et al. [215]. Also, g = 0 corresponds to zero fairness, which
reduces to the original FedAvg objective (3.I). In resource allocation problems, & can
be tuned for tradeoffs between fairness and system efficiency. In federated settings, g
can be tuned based on the desired level of fairness (e.g., desired variance of accuracy
distributions) and other performance metrics such as the overall accuracy. For instance,
in Table [4.2] in Section we demonstrate on two datasets that as g increases, the
overall average accuracy decreases slightly while the worst accuracies are increased
significantly and the variance of the accuracy distribution decreases.

4.6 Experimental Details

4.6.1 Datasets and Models

We provide full details on the datasets and models used in our experiments. The statistics
of four federated datasets used in federated learning (as opposed to meta-learning)
experiments are summarized in Table We report the total number of devices, the
total number of samples, and mean and deviation in the sizes of total data points on each
device. Additional details on the datasets and models are described below.

* Synthetic: We follow a similar set up as that in Shamir et al. [253] and impose
additional heterogeneity. The model is y = argmax(softmax(Wx + b)), x € R0, W €
R10%60 3 ¢ R, and the goal is to learn a global W and b. Samples (X, Y;) and
local models on each device k satisfies Wy, ~ N (ug, 1), by ~ N (u, 1), up ~ N(0,1);
X ~ N(vg, X), where the covariance matrix X is diagonal with X;; = j~12. Each
element in vy is drawn from N (By, 1), By ~ N (0,1). There are 100 devices in total and
the number of samples on each devices follows a power law.
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Vehicl We use the same Vehicle Sensor (Vehicle) dataset as Smith et al. [265],
modelling each sensor as a device. This dataset consists of acoustic, seismic, and
infrared sensor data collected from a distributed network of 23 sensors [75]. Each
sample has a 100-dimension feature and a binary label. We train a linear SVM to
predict between AAV-type and DW-type vehicles. We tune the hyperparameters in
SVM and report the best configuration.

Sent140: This dataset is a collection of tweets curated from 1,101 accounts from
Sentiment140 [101] (Sent140) where each Twitter account corresponds to a device. The
task is text sentiment analysis which we model as a binary classification problem. The
model takes as input a 25-word sequence, embeds each word into a 300-dimensional
space using pretrained Glove [228], and outputs a binary label after two LSTM layers
and one densely-connected layer.

Shakespeare: This dataset is built from The Complete Works of William Shakespeare [209].
Each speaking role in the plays is associated with a device. We subsample 31 speaking
roles to train a deep language model for next character prediction. The model takes
as input an 80-character sequence, embeds each character into a learnt 8-dimensional
space, and outputs one character after two LSTM layers and one densely-connected
layer.

Omniglot: The Omniglot dataset [162] consists of 1,623 characters from 50 different
alphabets. We create 300 meta-training tasks from the first 1,200 characters, and 100
meta-testing tasks from the last 423 characters. Each task is a 5-class classification
problem where each character forms a class. The model is a convolutional neural
network with two convolution layers and two fully-connected layers.

Table 4.4: Statistics of federated datasets

Dataset Devices Samples Samples/device
mean stdev
Synthetic 100 12,697 127 73
Vehicle 23 43,695 1,899 349
Sent140 1,101 58,170 53 32
Shakespeare 31 116,214 3,749 6,912

4.6.2 Implementation Details

Machines. We simulate the federated setting (one server and m devices) on a server

with 2 Intel® Xeon® E5-2650 v4 CPUs and 8 NVidia® 1080Ti GPUs.

Software. We implement all code in TensorFlow [2] Version 1.10.1.
Please see github.com/litian96/fair_flearn for full details.

Zhttp://www.ecs.umass.edu/ “mduarte/Software.html
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Algorithm 5 g-FFL applied to MAML: g-MAML

1: Input: K, T, 7, w’, N, pr,k=1,---,N

2: fort=0,---,T—1do

3:  Sample a batch of S; (|S¢| = K) tasks randomly (each task k is chosen with proba-
bility py)

4. Send w' to all sampled tasks

5. Each task k € S; samples data Dy from the training set and D} from the testing set,
and computes updated parameters on Dy: wi = w' — yVEF(w')

6:  Each task k € S; computes the gradients VF(w}) on D;,

7. Each task k € S; computes:

A} = Fl(w}) VEe(w})
-1
hi = B (w) [V Ee(wp)|* + LE (w)

8:  w'tlisupdated as:

t
t+1 _ wt B ZkeSt Ak

ZkeSt h]t(

9: end for

Hyperparameters. We randomly split data on each local device into 80% training set,
10% test set, and 10% validation set. We tune a best g from {0.001,0.01,0.1,0.5,1,2, 5,10, 15}
on the validation set and report accuracy distributions on the testing set. We pick up the
g value where the variance decreases the most, while the overall average accuracy change
(compared with the g = 0 case) is within 1%. For each dataset, we repeat this process for
five randomly selected train/test/validation splits, and report the mean and standard
deviation across these five runs where applicable. For Synthetic, Vehicle, Sent140, and
Shakespeare, optimal g values are 1, 5, 1, and 0.001, respectively. For all datasets, we
randomly sample 10 devices each round. We tune the learning rate and batch size on
FedAvg and use the same learning rate and batch size for all g-FedAvg experiments of
that dataset. The learning rates for Synthetic, Vehicle, Sent140, and Shakespeare are
0.1, 0.01, 0.03, and 0.8, respectively. The batch sizes for Synthetic, Vehicle, Sent140, and
Shakespeare are 10, 64, 32, and 10. The number of local epochs E is fixed to be 1 for both
FedAvg and g-FedAvg regardless of the values of 4.

In comparing g-FedAvg’s efficiency with g-FedSGD, we also tune a best learning rate for
g-FedSGD methods on g = 0. For each comparison, we fix devices selected and mini-batch
orders across all runs. We stop training when the training loss F(w) does not decrease
for 10 rounds. When running AFL methods, we search for a best 7y, and 7y, such that AFL
achieves the highest testing accuracy on the device with the highest loss within a fixed
number of rounds. For Adult, we use v, = 0.1 and 7, = 0.1; for Fashion MNIST, we use
Yw = 0.001 and v, = 0.01. We use the same 7y, as step-sizes for g-FedAvg on Adult and
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Fashion MNIST. In Table .2} g; = 0.01, 4, = 2 for g-FFL on Adult and q; = 5,4, = 15 for
g-FFL on Fashion MNIST. Similarly, the number of local epochs is fixed to 1 whenever
we perform local updates.

4.7 Full Experiments

4.7.1 Full Results of Previous Experiments

Fairness of g-FFL Under All Uniformity Metrics. We demonstrate the fairness of g-
FFL in Table 4.1|in terms of variance. Here, we report similar results in terms of other
uniformity measures (the last two columns).

Table 4.5: Full statistics of the test accuracy distribution for g-FFL. g-FFL increases the
accuracy of the worst 10% devices without decreasing the average accuracies. We see
that g-FFL encourages more uniform distributions under all uniformity metrics defined
in Appendix (1) the variance of the accuracy distribution (Definition [§), (2) the
cosine similarity /geometric angle between the accuracy distribution and the all-ones
vector 1 (Definition [J), and (3) the KL-divergence between the normalized accuracy
vector a and the uniform distribution u#, which can be directly translated to the entropy
of a (Definition i

. .. |Average Worst 10% Best10% Variance Angle KL(a|u)

Dataset Objective (%) (%) (%) ©)
Synthetic g=20 80.8+9 188 +50 100.0+00 724+72 19.5+11 .083 +.013
g=1 79.0+12 31.1+18 100.0+00 472 +14 16.0 +5 .049 + .003
Vehicle g=20 873+5 430+10 957+10 291+18 11.3+3 .031 +.003
g=>5 877+7 699+6 940+9 48+5 4.6+2 .003 +.000
Sent140 q= 65.1 +48 159 +49 100.0 +00 697 +132 22.4 +33 .104 + 034
g=1 66.5+2 23.0+14 100.0+00 509 +30 18.8+5 .067 + .006
Shakespeare g=0 511+3 39.7+28 729+67 82+41 98 +27 .014 + 006
gq=.001 |521+3 421+21 69.0+44 54+27 79+23 .009+.05
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Fairness of g-FFL w.r.t. Training Accuracy. The empirical results in Section 4.3 are with
respect to testing accuracy. As a sanity check, we show that g-FFL also results in more
fair training accuracy distributions in Figure .6|and Table

30 Synthetic Vehicle Sent140 Shakespeare

@

Il\\ q=0 100

g>0

) —/—/\
800 025 o050 o075 100 800 o025 050 o075 100 800 025 o050 o075 100 800 025 o050 o075 1.00
Training accuracy Training accuracy Training accuracy Training accuracy

# Devices
N
o
# Devices
N >
# Devices
w
o
# Devices
N »

Figure 4.6: g-FFL (g > 0) results in more centered (i.e., fair) training accuracy distributions
across devices without sacrificing the average accuracy.

Table 4.6: g-FFL results in more fair training accuracy distributions in terms of all uni-
formity measurements—(a) the accuracy variance, (b) the cosine similarity (i.e., angle)
between the accuracy distribution and the all-ones vector 1, and (c) the KL divergence
between the normalized accuracy a and uniform distribution u.

Average Worst 10% Best 10% Variance Angle KL(a|u)

Dataset Objective (%) (%) (%) ©)
Synthetic q=0 81.7+3 236+11 100.0+0 597 +10 17.5+3 .061 +.002
=1 789+2 418 +10 968+5 292+11 12.5+2 .027 +.001
Vehicle g=20 875+2 495+102 949+7 237 +97 10.2 +24 .025 + 011
g=>5 87.8+5 713 +22 931+14 37+12 4.0+7 .003 +.001
Sent140 qg=20 69.8+s8 369+31 944 +11 278 +44 13.6 +11 .032 +.006
g=1 682+6 46.0+3 888+s8 143 +4 10.0+.1 .017 +.000
Shakespeare qg=20 727 +8 464 +14 797+9 116+s8 99+3 .015+.00m
g=.001 |66.7+12 480+4 712+19 56+9 7.1+5 .008 + .01
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Average Testing Accuracy w.r.t. Devices. In Section we show that g-FFL leads
to more fair accuracy distributions while maintaining approximately the same testing
accuracies. Note that we report average testing accuracy with respect to all data points
in Table However, we observe similar results on average accuracy with respect to
all devices between g = 0 and g > 0 objectives, as shown in Table This indicates that
g-FFL can reduce the variance of the accuracy distribution without sacrificing the average
accuracy over devices or over data points.

Table 4.7: Average testing accuracy under g-FFL objectives. We show that the resulting
solutions of g = 0 and g > 0 objectives have approximately the same average accuracies
both with respect to all data points and with respect to all devices.

Dataset Objective Accuracy w.rc.)t. Data Points | Accuracy vg.r.t. Devices
(%) (%)

Synthetic Z i (1) ;5905;92 776733 ;.67

verde |5 7. e

i[5 P o

Shakespeare Z z 900 1 ;1 iz 6610%) ii 257

Comparison with Uniform Sampling Devices. In Figure4.7|and Table we show
that in terms of training accuracies, the uniform sampling heuristic may outperform
q-FFL (as opposed to the testing accuracy results in Section [4.3). We suspect that this is
because the uniform sampling baseline is a static method and is likely to overfit to those
devices with few samples. In additional to Figure 4.3|in Section we also report the
average testing accuracy with respect to data points, best 10%, worst 10% accuracies, and
the variance (along with two other uniformity measures) in Table

30 Synthetic Vebhicle Sent140 Shakespeare
,l\\ uniform 100 6
6
a0, N 950 « " «
g% g g £
3 34 ] 3
a a a 50 a
+ 10 I £ * )
‘/—/\ 2
8.b0 0.25 050 0.75 1.00 800 0.25 050 0.75 1.00 800 0.25 050 0.75 1.00 800 0.25 050 0.75 1.00

Training accuracy Training accuracy Training accuracy Training accuracy

Figure 4.7: g-FFL (g > 0) compared with uniform sampling in training accuracy. We see
that on some datasets uniform sampling has higher (and more fair) training accuracies
due to the fact that it is overfitting to devices with few samples.
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Table 4.8: More statistics comparing the uniform sampling objective with g-FFL in terms
of training accuracies. We observe that uniform sampling could result in more fair
training accuracy distributions with smaller variance in some cases.

. .. |Average Worst 10% Best10% Variance Angle KL(a|u)

Dataset Objective (%) (%) (%) ©)
Synthetic uniform | 835+2 42.6+14 100.0+0 366 +17 13.4 +3 .031 +.002
g=1 789 +2 418+10 968+5 292+11 12.5+2 .027 + 001
Vehidle uniform | 873 +3 466+8 94.8+5 261 +10 10.7 +2 .027 + 001
qg=>5 878+5 713 +22 931+14 37+12 4.0x7 .003 +.001
Sent140 uniform | 69.1+5 422+11 91.0+13 188 +19 11.3 +5 .022 +.002
g=1 682+6 46.0+3 888+s 143 +4 10.0+.1 .017 + .000
Shakespeare uniform |57.7 +15 541 +17 724 +32 32+7 52+5 .004 +.001
g=.001 [667+12 480+4 712419 56+9 7.1+5 .008 +.001

Table 4.9: More statistics showing more fair solutions induced by g-FFL compared with
the uniform sampling baseline in terms of test accuracies. Again, we observe that under
g-FFL, the testing accuracy of the worst 10% devices tends to increase compared with
uniform sampling, and the variance of the final testing accuracies is smaller. Similarly,
g-FFL is also more fair than uniform sampling in terms of other uniformity metrics.

. .. |Average Worst 10% Best 10% Variance Angle KL(a|u)

Dataset Objective (%) (%) (%) ©)
Synthetic uniform [822+11 30.0+4 100.0+.0 525447 15.6 +.8 .048 + .007
g=1 79.0+12 31.1+18 100.0+00 472+14 16.0 +.5 .049 + .003
Vehicle uniform | 86.8+3 454+3 954+7 267 +7 10.8+.1 .028 + .00
g=>5 877 +07 699+6 940+9 48+5 4.6+2 .003 +.000
Sent140 uniform | 66.6 +26 21.1+19 100.0 £00 560 +19 19.8 +.7 .076 + .006
g=1 66.5+2 23.0+14 100.0+00 509 +30 18.8+.5 .067 +.006
Shakespeare uniform | 509 +4 41.0+37 70.6+54 71+3 9.1 +28 .012 +.006
g=.001 |521+3 421+21 69.0+44 54+27 7.9=+23 .009 +.05

72



4.7.2 Additional Experiments

Effects of Data Heterogeneity and The Number of Devices on Unfairness. To study
how data heterogeneity and the total number of devices affect unfairness in a more
direct way, we investigate into a set of synthetic datasets where we can quantify the
degree of heterogeneity. The results are shown in Table #.10|below. We generate three
synthetic datasets following the process described in Appendix but with different
parameters to control heterogeneity. In particular, we generate an IID data— Synthetic
(IID) by setting the same W and b on all devices and setting the samples x; ~ A (0,1) for
any device k. We instantiate two non-identically distributed datasets (Synthetic (1, 1) and
Synthetic (2, 2)) from Synthetic («, B) where u; ~ N(0,a) and By ~ N (0, B). Recall that
«, B allows to precisely manipulate the degree of heterogeneity with larger «, 8 values
indicating more statistical heterogeneity. Therefore, from top to bottom in Table data
are more heterogeneous. For each dataset, we further create two variants with different
number of participating devices. We see that as data become more heterogeneous and as
the number of devices in the network increases, the accuracy distribution tends to be less
uniform.

Table 4.10: Effects of data heterogeneity and the number of devices on unfairness. For a
fixed number of devices, as data heterogeneity increases from top to bottom, the accuracy
distributions become less uniform (with larger variance) for both 4 = 0 and g4 > 0.
Within each dataset, the decreasing number of devices results in a more uniform accuracy
distribution. In all scenarios (except on IID data), setting g > 0 helps to encourage more
fair solutions.

Dataset Objective Average Worst 10% Best 10% Variance
100 devices| 1= 0 892+6 70943 100.0+0 85=+15
Synthetic (TID) g=1 89.0+5 703+3 100.0+0 88+19
50 devices g=0 871+15 665+3 1000+0 107 +14
q= 86.8 +os 66.5+2 100.0+0 109 +13
100 devices =0 830+9 368+2 100.0+0 452+22
Synthetic (1, 1) q= 82.7+13 435+5 100.0+0 362458
’ 50 devices g=0 845+3 433+2 100.0+0 370 +37
g=1 8.1+s 473+3 1000+0 317 +u
100 devices| 1= 0 826+11 255+s 100.0+0 618 +117
Synthetic (2, 2) g=1 822+07 319+6 1000+0 484 +79
’ 50 devices g=0 859+10 368+7 100.0+0 421 +s5
g = 859+14 39116 100.0+0 396 +76
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A Family of g’s Results in Variable Levels of Fairness. In Table we show the
accuracy distribution statistics of using a family of 4’s on synthetic data. Our objective
and methods are not sensitive to any particular g since all g > 0 values can lead to more
fair solutions compared with g4 = 0. In our experiments in Section we report the
results using the g values selected following the protocol described in Appendix

Table 4.11: Test accuracy statistics of using a family of g’s on synthetic data. We show
results with g’s selected from our candidate set {0.001,0.01,0.1,1, 2,5, 10, 15}. g-FFL allows
for a more flexible tradeoff between fairness and accuracy. A larger g results in more
fairness (smaller variance), but potentially lower accuracy. Similarly, a larger g imposes
more uniformity in terms of other metrics—(a) the cosine similarity /angle between the
accuracy distribution and the all-ones vector 1, and (b) the KL divergence between the
normalized accuracy a and a uniform distribution u.

Dataset | Objective | Average Worst 10% Best 10% Variance Angle KL(a|u)
(%) (%) (%) )

0 80.8+9 188 +50 100.0+00 724 +72 19.5+11 .083 + 013
0.1 81.1 +08 221 +38 100.0+00 666 +56 18.4+.38 .070 +.009
1 79.0+12 31.1+18 100.0+00 472+14 16.0+5 .049 + 003
2

5

747 +13  32.2 +21 999 +2 410+23 15.6 +07 .044 + 005
672 +09 30.0+48 943 +14 369 +51 16.3 +12 .048 + 010

q
q
Synthetic | g
q
q

Device-Specific 4. In these experiments, we explore a device-specific strategy for
selecting g in g-FFL. We solve ¢-FFL with g4 € {0,0.001,0.01,0.1,1,2,5,10} in parallel.
After training, each device selects the best resulting model based on the validation data
and tests the performance of the model using the testing set. We report the results in
terms of testing accuracy in Table Interestingly, using this device-specific strategy
the average accuracy in fact increases while the variance of accuracies is reduced, in
comparison with g4 = 0. We note that this strategy does induce more local computation
and additional communication load at each round. However, it does not increase the
number of communication rounds if run in parallel.

74



Table 4.12: Effects of running g-FFL with several ¢’s in parallel. We train multiple global
models (corresponding to different q’s) independently in the network. After the training
finishes, each device picks up a best, device-specific model based on the performance
(accuracy) on the validation data. While this adds additional local computation and
more communication load per round, the device-specific strategy has the added ben-
efit of increasing the accuracies of devices with the worst 10% accuracies and devices
with the best 10% accuracies simultaneously. This strategy is built upon the proposed
primitive Algorithm 4 and in practice, people can develop other heuristics to improve
the performance (similar to what we explore here), based on the method of adaptively
averaging model updates proposed in Algorithm

Dataset Objective | Average Worst 10% Best 10% Variance Angle KL(a|u)
(%) (%) (%) ©)
q=0 873+5 43.0+10 957 +10 291 +18 11.3 +3 .031 +.003
Vehicle q=>5 877+7 699+6 940+9 48+5 4.6+2 .003 +.000
multipleg| 88.5+3 700+20 958+6 5247 4.7+3 .004 +.000
q=0 511+3 397 =+28 729+67 82+41 9.8 +27 .014 +.006
Shakespeare | 4=.001 521+3 421+21 69.0+44 54+27 79123 .009 +.05
multiple {52.0 +15 41.0+43 72.0+48 72432 10.1 +7 .017 +.000

Convergence Speed of g-FFL. Since g-FFL (g > 0) is more difficult to optimize, a natural
question one might ask is: will the g-FFL g > 0 objectives slow the convergence compared
with FedAvg? We empirically investigate this on the four datasets. We use g-FedAvg to
solve g-FFL, and compare it with FedAvg (i.e., solving g-FFL with g = 0). As demonstrated
in Figure the g values that result in more fair solutions also do not significantly slow
down convergence.

Synthetic Vehicle 2 Sent140 . Shakespeare

a=0
— s

q=0
— g=0.001

Distance to empirical optimal
Distance to empirical optimal
P

Distance to empirical optimal
o g g PIeA OPImE

Distance to empirical optimal
oo g 0eHmg

1000 1500 2000 0 5 10 15 20 0 100 200 300 400 500 600 0 20 40
# Rounds #Rounds #Rounds #Rounds

Figure 4.8: The convergence speed of 4-FFL compared with FedAvg. We plot the distance
to the highest accuracy achieved versus communication rounds. Although g-FFL with
g>0 is a more difficult optimization problem, for the g values we choose that could lead
to more fair results, the convergence speed is comparable to that of g = 0.

Efficiency of g-FFL Compared with AFL. One added benefit of 4-FFL is that it leads to
faster convergence than AFL—even when we use non-local-updating methods for both
objectives. In Figure 4.9, we show with respect to the final testing accuracy for the single
worst device (i.e., the objective that AFL is trying to optimize), g-FFL converges faster
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than AFL. As the number of devices increases (from Fashion MNIST to Vehicle), the
performance gap between AFL and g-FFL becomes larger because AFL introduces larger
variance.

Fashion MNIST . Vehicle
0.751 3
o
@
0.70- + 061
(%]
s
+ 0.65-
£ 2 0.4+
Goso- |/ £
0ssi | ! -=-= AFL 202 -=-= AFL
] —_— = Q N -
osol M GFFL, =5 % 0. GFFL, =5
T T T T o T T T T T
0 2000 4000 6000 0 25 50 75 100
# Rounds # Rounds

Figure 4.9: ¢-FFL is more efficient than AFL. With the worst device achieving the same
final testing accuracy, g-FFL converges faster than AFL. For Vehicle (with 23 devices) as
opposed to Fashion MNIST (with 3 devices), we see that the performance gap is larger.
We run full gradient descent at each round for both methods.

Efficiency of g-FedAvg under Different Data Heterogeneity. As mentioned in Ap-
pendix one potential cause for the slower convergence of g-FedAvg on the synthetic
dataset may be that local updating schemes could hurt convergence when local data
distributions are highly heterogeneous. Although it has been shown that applying
updates locally results in significantly faster convergence in terms of communication
rounds [209, 266]], which is consistent with our observation on most datasets, we note
that when data is highly heterogeneous, local updating may hurt convergence. We
validate this by creating an IID synthetic dataset (Synthetic-IID) where local data on each
device follow the same global distribution. We call the synthetic dataset used in Section
Synthetic-Non-IID. We also create a hybrid dataset (Synthetic-Hybrid) where half of
the total devices are assigned IID data from the same distribution, and half of the total
devices are assigned data from different distributions. We observe that if data is per-
tectly IID, g-FedAvg is more efficient than g-FedSGD. As data become more heterogeneous,
g-FedAvg converges more slowly than g-FedSGD in terms of communication rounds. For
all three synthetic datasets, we repeat the process of tuning a best constant step-size for
FedSGD and observe similar results as before — our dynamic solver g-FedSGD behaves
similarly (or even outperforms) a best hand-tuned FedSGD.
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Figure 4.10: Convergence of g-FedAvg compared with g-FedSGD under different data
heterogeneity. When data distributions are heterogeneous, it is possible that g-FedAvg
converges more slowly than g-FedSGD. Again, the proposed dynamic solver g-FedSGD
performs similarly (or better) than a best tuned fixed-step-size FedSGD.
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Chapter 5

Robustness: Addressing Competing
Constraints Through Personalization

In federated learning, heterogeneity not only affects separate metrics such as accuracy
or fairness, but also affects how they interplay with each other. In this chapter, we
explore this direction by considering the constraints between fairness and robustness,
and propose a unified framework to probably address them simultaneously.

5.1 Overview

To deploy FL in practice, it is necessary for the resulting systems to be not only accurate,
but to also satisfy a number of pragmatic constraints regarding issues such as fairness,
robustness, and privacy. Simultaneously satisfying these varied constraints can be
exceptionally difficult [144].

We focus in this work specifically on issues of accuracy, fairness (i.e., limiting perfor-
mance disparities across the network [215]), and robustness (against training-time data
and model poisoning attacks). Many prior efforts have separately considered fairness or
robustness in federated learning. For instance, fairness strategies include using minimax
optimization to focus on the worst-performing devices [121], 215] or reweighting the
devices to allow for a flexible fairness/accuracy tradeoff [182] [184]. Robust methods
commonly use techniques such as gradient clipping [277] or robust aggregation [35, 309].

While these approaches may be effective at either promoting fairness or defending
against training-time attacks in isolation, we show that the constraints of fairness and
robustness can directly compete with one another when training a single global model,
and that simultaneously optimizing for accuracy, fairness, and robustness requires careful
consideration. For example, as we empirically demonstrate (Section [5.3), current fairness
approaches can render FL systems highly susceptible to training time attacks from
malicious devices. On the other hand, robust methods may filter out rare but informative
updates, causing unfairness [288].

In this work, we investigate a simple, scalable technique to simultaneously improve
accuracy, fairness, and robustness in federated learning. While addressing the competing
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constraints of FL. may seem like an insurmountable problem, we identify that statistical
heterogeneity (i.e., non-identically distributed data) is a root cause for tension between
these constraints, and is key in paving a path forward. In particular, we suggest that
methods for personalized FL—which model and adapt to the heterogeneity in federated
settings by learning distinct models for each device—may provide inherent benefits in
terms of fairness and robustness.

To explore this idea, we propose Ditto, a scalable federated multi-task learning
framework. Ditto can be seen as a lightweight personalization add-on for standard
global FL. It is applicable to both convex and non-convex objectives, and inherits similar
privacy and efficiency properties as traditional FL. We evaluate Ditto on a suite of
federated benchmarks and show that, surprisingly, this simple form of personalization
can in fact deliver better accuracy, robustness, and fairness benefits than state-of-the-art,
problem-specific objectives that consider these constraints separately. We summarize our
contributions below:

* We propose Ditto, a multi-task learning objective for federated learning that provides
personalization while retaining similar efficiency and privacy benefits as traditional FL.
We provide convergence guarantees for our proposed Ditto solver, which incorporate
common practices in cross-device federated learning such as limited device participa-
tion and local updating. Despite its simplicity, we show that Ditto can deliver similar
or superior accuracy relative to other common methods for personalized federated
learning.

* Next, we demonstrate that the benefits of Ditto go beyond accuracy—showing that the
personalized objective can inherently offer robustness superior to that of common robust
FL methods across a diverse set of data and model poisoning attacks. On average
across all datasets and attacks, Ditto improves test accuracy by ~6% (absolute) over
the strongest robust baseline.

* Similarly, we show that Ditto can naturally increase fairness—reducing variance of the
test accuracy across devices by ~10% while maintaining similar or superior accuracy
relative to state-of-the-art methods for fair FL.

* Finally, we highlight that Ditto is particularly useful for practical applications where
we simultaneously care about multiple constraints (accuracy, fairness, and robust-
ness). We motivate this through analysis on a toy example in Section as well as
experiments across a suite of federated datasets in Section[5.3|

5.2 Ditto: Global-Regularized Federated Multi-Task Learn-
ing
In order to explore the possible fairness/robustness benefits of personalized FL, we

tirst propose a simple and scalable framework for federated multi-task learning. As
we will see, this lightweight personalization framework is amenable to analyses while

80



also having strong empirical performance. We explain our proposed objective, Ditto,
in Section and then present a scalable algorithm to solve it in federated settings
(Section[5.2.2). We provide convergence guarantees for our solver, and explain several
practical benefits of our modular approach in terms of privacy and efficiency. Finally, in
Section [5.2.3, we characterize the benefits of Ditto in terms of fairness and robustness on
a class of linear problems. We empirically explore the fairness and robustness properties
against state-of-the-art baselines in Section

5.2.1 Ditto Objective

Traditionally, federated learning objectives consider fitting a single global model, w,
across all local data in the network. The aim is to solve:

min G(Fy(w),... F(w)), (Global Obj)

where Fi(w) is the local objective for device k, and G(-) is a function that aggregates
the local objectives {Fi(w)}c[k] from each device. For example, in Fed Avg [206], G(-) is

typically set to be a weighted average of local losses, i.e., ZkK=1 prFx(w), where py is a
pre-defined non-negative weight such that >}, px = 1.

However, in general, each device may generate data x; via a distinct distribution Dy,
ie., F(w) := E, .p, [fi(w; xi)]. To better account for this heterogeneity, it is common
to consider techniques that learn personalized, device-specific models, {0y }e(x] across
the network. In this work we explore personalization through a simple framework for
federated multi-task learning. We consider two ‘tasks’: the global objective (Global Obj),
and the local objective F(vy), which aims to learn a model using only the data of
device k. To relate these tasks, we incorporate a regularization term that encourages
the personalized models to be close to the optimal global model. The resulting bi-level
optimization problem for each device k € [K] is given by:

min  hy(ow") == Fe(ve) + 5 ox — w0’
i (Ditto)
s.t. w* eargmin G(Fy(w),... Fx(w))).

w

Here the hyperparameter A controls the interpolation between local and global mod-
els. When A is set to 0, is reduced to training local models; as A grows large, it

recovers global model objective (A — +00).

Intuition for Fairness/Robustness Benefits. In addition to improving accuracy via
personalization, we argue that Ditto can offer fairness and robustness benefits. To reason
about this, consider a simple case where data are homogeneous across devices. Without
adversaries, learning a single global model is optimal for generalization. However,
in the presence of adversaries, learning globally might introduce corruption, while
learning local models may not generalize well due to limited sample size. Ditto with
an appropriate value of A offers a tradeoff between these two extremes: the smaller A,
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the more the personalized models vy can deviate from the (corrupted) global model w,
potentially providing robustness at the expense of generalization. In the heterogeneous
case (which can lead to issues of unfairness), a finite A exists to offer robustness and
fairness jointly. We explore these ideas more rigorously in Section[5.2.3|by analyzing the
tradeoffs between accuracy, fairness, and robustness in terms of A for a class of linear
regression problems, and demonstrate fairness/robustness benefits of Ditto empirically
in Section 5.3

Other Personalization Schemes. Personalization is a widely-studied topic in FL. Our
intuition in Ditto is that personalization, by reducing reliance on the global model, can
reduce representation disparity (i.e., unfairness) and potentially improve robustness. It
is possible that other personalization techniques beyond Ditto offer similar benefits: We
provide some initial, encouraging results on this in Section[5.3.4, However, we specifically
explore Ditto due to its simple nature, scalability, and strong empirical performance.
Ditto is closely related to works that regularize personalized models towards their
average [72,1107,[108]], similar to classical mean-regularized MTL [87]; Ditto differs by
regularizing towards a global model rather than the average personalized model. We
find that this provides benefits in terms of analysis (Section[5.2.3), as we can easily reason
about Ditto relative to the global (A — o0) vs. local (A — 0) baselines; empirically, in
terms of accuracy, fairness, and robustness (Section [5.3); and practically, in terms of the
modularity it affords our corresponding solver (Section [5.2.2).

Other Regularizers. To encourage the personalized models vy to be close to the optimal
global model w*, there are choices beyond the L, norm that could be considered, e.g.,
using a Bregman divergence-based regularizer or reshaping the L, ball using the Fisher
information matrix. Under the logistic loss (used in our experiments), the Bregman diver-
gence will reduce to KL divergence, and its second-order Taylor expansion will result in
an L, ball reshaped with the Fisher information matrix. Such regularizers are studied in
other related contexts like continual learning [156, 251], multi-task learning [312], or fine-
tuning for language models [129]. However, in our experiments (Section 5.3.4), we find
that incorporating approximate empirical Fisher information [156, 312] or symmetrized
KL divergence [129] does not improve the performance over the simple L, regularized
objective, while adding non-trivial computational overhead.

Remark (Relation to FedProx). We note that the L, term in Ditto bears resemblance
to FedProx, a method which was developed to address heterogeneity in federated
optimization [176]. However, Ditto fundamentally differs from FedProx in that the goal
is to learn personalized models vy, while FedProx produces a single global model w. For
instance, when the regularization hyperparameter is zero, Ditto reduces to learning
separate local models, whereas FedProx would reduce to FedAvg. In fact, Ditto is
significantly more general than FedProx in that FedProx could be used as the global
model solver in Ditto to optimize G(-). As discussed above, other regularizers beyond
the L, norm may also be used in practice.
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We note that Hu et al. [121] propose FedMGDA+, a method targeting fair and ro-
bust FL; however, this work combines classical fairness (minimax optimization) and
robustness (gradient normalization) techniques, in contrast to the multi-task learning
framework proposed herein, which we show can inherently provide benefits with respect
to both constraints simultaneously.

5.2.2 Ditto Solver

To solve we propose jointly solving for the global model w* and personalized
models {0y }ie[x] in an alternating fashion, as summarized in Algorithm @ Optimization
proceeds in two phases: (i) updates to the global model, w*, are computed across the
network, and then (ii) the personalized models vy are fit on each local device. The process
of optimizing w* is exactly the same as optimizing for any objective G(-) in federated
settings: If we use iterative solvers, then at each communication round, each selected
device can solve the local subproblem of G(-) approximately (Line 5). For personalization,
device k solves the global-regularized local objective miny, /i (vy; w') inexactly at each
round (Line 6-7). Due to this alternating scheme, our solver can scale well to large
networks, as it does not introduce additional communication or privacy overheads
compared with existing solvers for G(-). In our experiments (all except Table [5.3), we
use FedAvg as the objective and solver for G(-), under which we simply let device k run
local SGD on F; (Line 5).

We note that another natural choice to solve the Ditto objective is to first obtain w*,
and then for each device k, perform finetuning on the local objective miny, hy(vy; w*).
These two approaches will arrive at the same solutions in strongly convex cases. In non-
convex settings, we observe that there may be additional benefits of joint optimization:
Empirically, we find that the updating scheme tends to guide the optimization trajectory
towards a better solution compared with finetuning starting from w*, particularly when
w* is corrupted by adversarial attacks (Section [5.3.4). Intuitively, under training-time
attacks, the global model may start from a random one, get optimized, and gradually
become corrupted as training proceeds [174]. In these cases, feeding in early global
information (i.e., before the global model converges to w*) may be helpful under strong
attacks.

We note that Ditto with joint optimization requires the devices to maintain local
states (i.e., personalized models) and carry these local states to the next communication
round where they are selected. Solving Ditto with finetuning does not need devices to
be stateful, while losing the benefits of alternate updating discussed above.

Modularity of Ditto. From the objective and Alg [6] we see that a key advantage
of Ditto is its modularity, i.e., that we can readily use prior art developed for the
along with the personalization add-on of hy(vg; w*), as highlighted in red. This has
several benefits:

* Optimization: It is possible to plug in other methods beyond FedAvg [e.g.,[148, (179, 235]
in Algorithm [p|to update the global model, and inherit the convergence benefits, if any
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Algorithm 6 Ditto for Personalized FL

1. Input: K, T, s, A, 7, w°, {0 }repx
2: fort=0,---,T—1do
3:  Server randomly selects a subset of devices S;, and sends w! to them

4:  for device k € S; in parallel do
5: Solve the local sub-problem of G(-) inexactly starting from w' to obtain w}:
W}, < UPDATE_GLOBAL(w', VF(w'))
6: /* Solve (v w') */
7: Update vy for s local iterations:
v = v — (VEe(0x) + Mop — w'))
8: Send A} := w} — w' back

9: end for
10:  Server aggregates {Al}:

w't! — AGGREGATE (w', {AL}ke(s,))

11: end for
12: Return {vy }ic (k) (personalized), w’ (global)

(we make this more precise in Theorem ).

* Privacy: Ditto communicates the same information over the network as typical FL
solvers for the global objective, thus preserving whatever privacy or communication
benefits exist for the global objective and its respective solver. This is different from
most other personalization methods where global model updates depend on local

parameters, which may raise privacy concerns [196]].

* Robustness: Beyond the inherent robustness benefits of personalization, robust global
methods can be used with Ditto to further improve performance (see Section 5.3.4).

In particular, while not the main focus of our work, we note that Ditto may offer a
better privacy-utility tradeoff than training a global model. For instance, when training
Ditto, if we fix the number of communication rounds and add the same amount of
noise per round to satisfy differential privacy, Ditto consumes exactly the same privacy
budget as normal global training, while yielding higher accuracy via personalization
(Section [5.3). Similar benefits have been studied, e.g., via finetuning strategies [312].

Convergence of Algorithm @ Note that optimizing the global model w' does not
depend on any personalized models {vj}ic[x]- Therefore, w enjoys the same global
convergence rates with the solver we use for G. Under this observation, we present the

local convergence of Algorithm 6]
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Theorem 5 (Local convergence of Alg.[6 formal statement and proof in Theorem [14).
Assume for k € [K], F is strongly convex and smooth, under common assumptions, if w'
converges to w* with rate g(t), then there exists a constant C <o such that for A € R, and for
k € [K], v}, converges to vf := arg min,, h(vg; w*) with rate Cg(t).

Using Theorem 5] we can directly plug in previous convergence analyses for any G(-).
For instance, when the global objective and its solver are those of Fed Avg, we can obtain
an O(1/t) convergence rate for Ditto under suitable conditions (Corollary ). We provide
a full theorem statement and proof of convergence in Appendix

5.2.3 Analyzing the Fairness/Robustness Benefits of in Simpli-
fied Settings

In this section, we more rigorously explore the fairness/robustness benefits of Ditto
on a class of linear problems. Throughout our analysis, we assume G(-) is the standard
objective in FedAvg [206].

Point Estimation. To provide intuition, we first examine a toy one-dimensional point
estimation problem. Denote the underlying models for the devices as {vy}ke[k], Uk €

R, and let the points on device k, {xy1,..., Xk, }ﬂ be observations of v, with random
perturbation, i.e., x; = vy +zy ;, where z ; ~ N (0,0?) and are IID. Assume vy ~ N (0, 72),
where 6 is drawn from the uniform uninformative prior on IR, and 7 is a known constant.

Here, T controls the degree of relatedness of the data on different devices: 7=0
captures the case where the data on all devices are identically distributed while T — o
results in the scenario where the data on different devices are completely unrelated. The
local objective is min,, Fi(vy) = %(U — nik Z 1 xt;)%. In the presence of adversaries, we
look at a specific type of label poisoning attack. Let K, denote the number of malicious
devices, and the ‘capability” of an adversary is modeled by T, i.e., the underlying model
of an adversary follows N'(0, 72) where 2 > T2.

We first derive the Bayes estimator (which will be the most accurate and robust) for
the real model distribution by observing a finite number of training points. Then, we
show that by solving Ditto, we are able to recover the Bayes estimator with a proper
A* (with the knowledge of 7). In addition, the same A* results in the most fair solution
among the set of solutions of Ditto parameterized by A. This shows that Ditto with a
proper choice of A is Bayes optimal for this particular problem instance. In general, in

our theorems, we prove that
o2 K

A=
n K12 + g% (12 — 12)

We see that A* decreases when (i) there are more local samples n, (ii) the devices are
less related (larger 7), or (iii) the attacks are stronger (larger number of attackers, K,

IFor ease of notation, we assume each device has the same number of training samples. It is straightfor-
ward to extend the current analysis to allow for varying number of samples per device.
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and more powerful adversaries, 7;). Related theorems (Theorem [10113) are presented in
Appendix
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Figure 5.1: Empirically, the A* given by our theorems results in the most accurate, fair,
and robust solution within Ditto’s solution space. A* is also optimal in terms of accuracy

and robustness among any possible federated estimation algorithms.
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Figure 5.2: Impact of data relatedness across all devices. When 1/7 is small (less related),
local outperforms global; when 1/7 is large (more related), global is better than local.
Ditto (A*) achieves the lowest test error and variance (measured across benign devices).

In Figure 5.1, we plot average test error, fairness (standard deviation shown as error
bars), and robustness (test error in the adversarial case) across a set of A’s for both clean
and adversarial cases. We see that in the solution space of Ditto, there exists a specific
A which minimizes the average test error and standard deviation across all devices at
the same time, which is equal to the optimal A* given by our theory. Figure 5.2/ shows
(i) Ditto with A* is superior than learning local or global models, and (ii) A* should
increase as the relatedness between devices (1/7) increases.

Linear Regression. All results discussed above can be generalized to establish the
optimality of Ditto on a class of linear regression problems (with additional assumptions
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on feature covariance). We defer readers to Appendix[5.4.2]for full statements and proofs.
While our analyses here are limited to a simplified set of attacks and problem settings, we
build on this intuition in Section 5.3 —empirically demonstrating the accuracy, robustness,
and fairness benefits of Ditto using both convex and non-convex models, across a range
of federated learning benchmarks, and under a diverse set of attacks.

5.3 Experiments

In this section, we first demonstrate that Ditto can inherently offer similar or superior
robustness relative to strong robust baselines (Section [5.3.1). We then show it results
more fair performance than recent fair methods (Section . Ditto is particularly
well-suited for mitigating the tension between these constraints and achieving both
fairness and robustness simultaneously (Section[5.3.3). We explore additional beneficial
properties of Ditto in Section [5.3.4}

Setup. For all experiments, we measure robustness via test accuracy, and fairness via
test accuracy variance (or standard deviation), both across benign devices (see Def. 2} [I)).
We use datasets from common FL benchmarks [1, 43, 265], which cover both vision
and language tasks, and convex and non-convex models. Detailed datasets and models
are provided in Table in Appendix We split local data on each device into
train/test/validation sets randomly, and measure performance on the test data. For each
device, we select A locally based on its local validation data. We further assume the
devices can make a binary decision on whether the attack is strong or not. For devices
with very few validation samples (less than 4), we use a fixed small A (A=0.1) for strong
attacks, and use a fixed relatively large A (A=1) for all other attacks. For devices with
more than 5 validation data points, we let each select A from {0.05,0.1, 0.2} for strong
attacks, and select A from {0.1, 1, 2} for all other attacks. See Appendix for details.
More advanced tuning methods are left for future work. Our code, data, and experiments
are publicly available at github.com/litian96/ditto.

5.3.1 Robustness of Ditto

Following our threat model described in Definition [2, we apply three attacks to corrupt a
random subset of devices. We pick corruption levels until a point where there is a signifi-
cant performance drop when training a global model. We compare robustness (Def. [2) of
Ditto with various defense baselines, presenting the results of three strongest defenses
in Figure Execution details and full results are reported in Appendix As shown
in Figure Ditto achieves the highest accuracy under most attacks, particularly those
with a large fraction of malicious devices. On average across all datasets and attacks,
Ditto results in ~6% absolute accuracy improvement compared with the strongest robust
baseline (Appendix. In scenarios where a robust baseline outperforms Ditto, we
have also found that replacing the global objective and its solver (Fed Avg) with a robust
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Figure 5.3: Robustness, i.e., average test accuracy on benign devices (Definition IZ[), on
Fashion MNIST and FEMNIST. We compare Ditto with learning a global model and
three strong defense mechanisms (see Appendix 5.7|for results on all defense baselines),
and find that Ditto is the most robust under almost all attacks.

version (e.g., using robust aggregators) can further improve Ditto, yielding superior
performance (Section [5.3.4).

5.3.2 Fairness of Ditto

To explore the fairness of Ditto, we compare against TERM [184] as a baseline. It is an
improved version of the g-FFL [182] objective, which has been recently proposed for
fair federated learning. TERM also recovers AFL [215], another fair FL objective, as a
special case. TERM uses a parameter ¢ to offer flexible tradeoffs between fairness and
accuracy. In Table we compare the proposed objective with global, local, and fair
methods (TERM) in terms of test accuracies and standard deviation. When the corruption
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Table 5.1: Average (standard deviation) test accuracy to benchmark performance and
fairness (Definition [1)) on Fashion MNIST and FEMNIST. Ditto is either (i) more fair
compared with the baselines of training a global model, or (ii) more accurate than the
fair baseline under a set of attacks. We bold the method with highest average minus

standard deviation across all methods.

Fashion A1 (ratio of adversaries) A2 (ratio of adversaries) A3 (ratio of adversaries)
Methods clean 20% 50% 80% 20% 50% 80% 10% 20% 50%
global 911 (.08) .897 (.08) .855 (.10) .753 (.13) .900 (.08) .882 (.09) .857 (.10) .753 (.10) .551 (13) .275 (.12)
local .876 (.10) .874 (.10) .876 (.11) .879 (.10) .874 (.10) .876 (.11) .879 (.10) .877 (.10) .874 (.10) .876 (.11)
fair (TERM, t=1) .909 (.07) .751 (.12) .637 (.13) .547 (.11) .731 (.13) .637 (.14) .635 (.14) .653 (.13) .601 (.12) .131 (.16)
Ditto 943 (.06) .944 (.07) .937 (.07) .907 (.10) .938 (.07) .930 (.08) .913 (.09) .921 (.09) .902 (.09) .873 (.11)
FEMNIST A1 (ratio of adversaries) A2 (ratio of adversaries) A3 (ratio of adversaries)
Methods clean 20% 50% 80% 20% 50% 80% 10% 15% 20%
global 804 (11) 773 (11) .727 (12) 574 (15) .774 (.11) .703 (.14) .636 (.15) 517 (.14) .487 (.14) .314 (.13)
local .628 (.15) .620 (.14) .627 (.14) .607 (.14) .620 (.14) .627 (.14) .607 (.14) .622 (.14) .621 (.14) .620 (.14)
fair (TERM, t=1) .809 (.11) .636 (.15) .562 (.13) .478 (.12) .440 (.15) .336 (.12) .363 (.12) .353 (.12) .316 (.12) .299 (.11)
Ditto .834 (.09) .802 (.10) .762 (.11) .672 (.13) .801 (.09) .700 (.15) .675 (.14) .685 (.15) .650 (.14) .613 (.13)

level is high, ‘global” or ‘fair” will even fail to converge. Ditto results in more accurate
and fair solutions both with and without attacks. On average across all datasets, Ditto
reduces variance across devices by ~10% while improving absolute test accuracy by 5%
compared with TERM (on clean data).

5.3.3 Addressing Competing Constraints

In this section, we examine the competing constraints between robustness and fairness.
When training a single global model, fair methods aim to encourage a more uniform
performance distribution, but may be highly susceptible to training-time attacks in
statistically heterogeneous environments. We investigate the test accuracy on benign
devices when learning global, local, and fair models. In the TERM objective, we set
t = 1,2,5 to achieve different levels of fairness (the higher, the fairer). We perform
the data poisoning attack (A1 in Def.2). The results are plotted in Figure As the
corruption level increases, we see that fitting a global model becomes less robust. Using
fair methods will be more susceptible to attacks. When ¢t gets larger, the test accuracy gets
lower, an indication that the fair method is overfitting to the corrupted devices relative
to the global baseline.

Next, we apply various strong robust methods under the same attack, and explore
the robustness/accuracy and fairness performance. The robust approaches include:
Krum, multi-Krum [35], taking the coordinate-wise median of gradients (‘median’),
gradient clipping (‘clipping’), filtering out the gradients with largest norms (‘k-norm’),
and taking the gradient of the k-th largest loss where k is the number of malicious devices
(‘k-loss’). For Krum, multi-Krum, k-norm, and k-loss, we assume that the server knows
the expected number of malicious devices that are selected each round, and can set k
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Figure 5.4: Fair methods can overfit to corrupted devices (possibly with large training
losses) by imposing more weights on them, thus being particularly susceptible to attacks.
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Figure 5.5: Compared with learning a global model, robust baselines (i.e., the methods
listed in the figure excluding ‘global” and ‘Ditto’) are either robust but not fair (with
higher accuracy, larger variance), or not even robust (with lower accuracy). Ditto lies at
the lower right corner, which is our preferred region.

accordingly for k-norm and k-loss. From Figure we see that robust baselines are
either (i) more robust than global but less fair, or (ii) fail to provide robustness due to
heterogeneity. Ditto is more robust, accurate, and fair.

5.3.4 Additional Properties of Ditto

Personalization. We additionally explore the performance of other personalized FL
methods in terms of accuracy and fairness, on both clean and adversarial cases. In
particular, we consider objectives that (i) regularize with the average (L2SGD [107]) or the
learnt device relationship matrix (MOCHA [265])), (ii) encourage closeness to the global
model in terms of some specific function behavior (EWC [156,312] and Symmetrized KL
(SKL)), (iii) interpolate between local and global models (APFL [69] and mapper [202]),
and (iv) have been motivated by meta-learning (Per-Fed Avg (HF) [88]). We provide a
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detailed description in Appendix

We compare Ditto with the above alternatives, using the same learning rate tuned
on FedAvg on clean data for all methods except Per-Fed Avg, which requires additional
tuning to prevent divergence. For finetuning methods (EWC and SKL), we finetune on
each local device for 50 epochs starting from the converged global model. We report
results of baseline methods using their best hyperparameters. Despite Ditto’s simplicity,
in Table [5.2| below, we see that Ditto achieves similar or superier test accuracy with
slightly lower standard deviation compared with these recent personalization methods.

We also evaluate the performance of MOCHA with a convex SVM model. MOCHA
is more robust and fair than most baselines, which is in line with our reasoning that
personalization can provide benefits for these constraints. Further understanding the
robustness/fairness benefits of other personalized approaches would be an interesting
direction of future work.

Table 5.2: Ditto is competitive with or outperforms other recent personalization methods.
We report the average (standard deviation) of test accuracies across all devices to capture
performance and fairness (Definition[I)), respectively.

Clean 50% Adversaries (A1)
Methods FEMNIST CelebA | FEMNIST CelebA
global 804 (.11) 911 (.19) 727 (12) 538 (.28)
local 628 (.15) 692 (.27) 627 (.14) 682 (.27)
plain finetuning 815 (.09) 912 (.18) 734 (112) 721 (.28)
L2SGD 817 (.10) .899 (.18) 732 (.15) 725 (.25)
EWC 810 (.11) 910 (.18) 756 (.12) 642 (.26)
SKL .820 (.10) 915 (.16) 752 (12) 708 (.27)
Per-FedAvg (HF) .827 (.09) 907 (17) 604 (.14) .756 (.26)
mapper 792 (12) 773 (.25) 726 (113) 704 (.27)
APFL 811 (.11) 911 (17) 750 (.11) 710 (.27)
Ditto .836 (.10) 914 (.18) .767 (.10) 721 (.27)

Augmenting with Robust Baselines. Ditto allows the flexibility of learning robust w*
leveraging any previous robust aggregation techniques, which could further improve the
performance of personalized models. For instance, in the aggregation step at the server
side (Line 7 in Algorithm|6), instead of simply averaging the global model updates as in
FedAvg, we can aggregate them via multi-Krum, or after gradient clipping. As is shown
in Table Ditto combined with clipping yields improvements compared with vanilla
Ditto.

Comparing Two Solvers. As mentioned in Section[5.2.2} another way to solve Ditto
is to finetune on miny, K (vi; w*) for each k € (K] after obtaining w*. We examine
the performance of two solvers under the model replacement attack (A3) with 20%
adversaries. In realistic federated networks, it may be challenging to determine how
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Table 5.3: Augmenting Ditto with robust baselines can further improve performance.

FEMNIST A1 A2 A3

Methods 20% 80% 20% 80% 10% 20%
global 773 574 774 636 517 364
clipping 791 408 791 .656 .795 .061
Ditto 803 .669 792 .681 .695 .650

Ditto + clipping .810 .645 .808 .684 .813 .672
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Figure 5.6: Ditto with joint optimization (Algorithm[6) outperforms the alternative local
finetuning solver under the strong model replacement attack.

many iterations to finetune for, particularly over a heterogeneous network of devices.
To obtain the best performance of finetuning, we solve miny, hy(vy; w*) on each device
by running different iterations of mini-batch SGD and pick the best one. As shown in
Figure the finetuning solver improves the performance compared with learning a
global model, while combined with joint optimization performs the best. One can
also perform finetuning after early stopping; however, it is essentially solving a different
objective and it is difficult to determine the stopping criteria. We discuss this in more
detail in Appendix[5.7.1]
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5.4 Analysis of the Federated Multi-Task Learning Objec-
tive Ditto

Here, we provide theoretical analyses of mainly on a class of linear models. In
this linear setting, we investigate accuracy, fairness, and robustness of Ditto. We first
discuss some general properties of Ditto for strongly convex functions in terms of the
training performance in Section We next present our main results on character-
izing the benefits (accuracy, fairness, and robustness) of Ditto on linear regression in
Section[5.4.2] Finally, we present results on a special case of linear regression (federated
point estimation problem examined in Section in Section[5.4.3|

5.4.1 Properties of Ditto for Strongly Convex Functions

Let the Ditto objective on device k be

hy(w) = Fe(w) + Ap(w), 5.1)

where Fj is strongly convex, and

plw) = o —w"? 52)
w* = argmzi]n {% Z Fk(w)} . (5.3)
ke[K]
Let
wWr(A) = arg min hi(w). (5.4)

Without any distributional assumptions on the tasks, we first characterize the solutions
of the objective Iy (w).

Lemma8. Forall A > 0,

ol

(;_/AFk(@k(/\)) >0, (5.5)
(% (@(1)) <. (5.6)

In addition, for all k, if Fi(w*) is finite, then

lim @g(A) = w*. (5.7)

A—0

Proof. The proof here directly follows the proof in Hanzely and Richtarik [Theorem 3.1,
107]. O
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As A increases, the local empirical training loss Fy(wy(A)) will also increase, and the
resulting personalized models will be closer to the global model. Therefore, A effectively
controls how much personalization we impose. Since for any device k € [K], training loss
is minimized when A = 0, training separate local models is the most robust and fair in
terms of training performance when we do not consider generalization.

However, in order to obtain the guarantees on the test performance, we need to
explicitly model the joint distribution of data on all devices. In the next section, we
explore a Bayesian framework on a class of linear problems to examine the generalization,
fairness, and robustness of the Ditto objective, all on the underlying test data.

5.4.2 Federated Linear Regression

We first examine the case without corrupted devices in Section We prove that
there exists a A that results in an optimal average test performance among all possible
tederated learning algorithms, which coincides with the optimal A in Ditto’s solution
space in terms of fairness. When there are adversaries, we analyze the robustness benefits
of Ditto in Section In particular, we show there exists a A which leads to the
highest test accuracy across benign devices (i.e., the most robust) and minimizes the
variance of the test error across benign devices (i.e., the most fair) jointly.

Before we proceed, we first state a technical lemma that will be used throughout the
analyses.

Lemma 9. Let 0 be drawn from the non-informative uniform prior on R%. Further, let {Pr kel
denote noisy observations of 0 with additive zero-mean independent Gaussian noises with covari-

ance matrices {Zy fre[k]- Let
-1

So=| D5 - (5.8)
ke[K]
Then, conditioned on {¢y }xe[k], we can write 6 as

0=%¢ > T lg+z,
ke[K]
where z is N'(0, Xg) which is independent of {¢y}re[x]-
Lemma E] is a generalization of Lemma 11 presented in Mahdavifar et al. [200] (re-

stated in Lemma [I0] below) to the multivariate Gaussian case. The proof also follows
from the proof in Mahdavifar et al. [200].

Lemma 10 (Lemma 11 in Mahdavifar et al. [200]). Let 8 be drawn from the non-informative
uniform prior on R. Further, let {¢y }xe[k] denote noisy observations of 0 with additive zero-mean

independent Gaussian noises with variances {o?} ke[k]- Let

12 =) lz (5.9)



Then, conditioned on {¢y }xe[k], we can write 0 as

6= o2 Z P

where z is N'(0,03) which is independent of {¢y} ke[K]

5.4.2.1 No Adversaries: Ditto for Accuracy and Fairness

We consider a Bayesian framework. Let 6 be drawn from the non-informative prior
on RY, ie., uniformly distributed on RY. We assume that K devices have their data
distributed with parameters {wy }e(k]

we = 0+ g (5.10)

where ;. ~ N(0, 7%1;) are LLD, and I; denotes the d x d identity matrix. T controls the
degree of dependence between the tasks on different devices. If T = 0, then the data on
all devices is distributed according to parameter 6, i.e., the tasks are the same, and if
T — o, the tasks on different devices become completely unrelated.

We first derive optimal estimators {wy }4c[x] for each device wy given observations

{Xi,yitiex

Lemma 11. Assume that we have
y=Xw+z (5.11)

where y € R", X € R"™4, and w € RY, and z € R". Further assume that z ~ N'(0,0°1;) and w
follows the non-informative uniform prior on RY. Let

o = (XTX)"1xTy. (5.12)

Then, we have W follows a multi-variate normal distribution as follows:

@~ N ((XTX)—ley, az(XTX)—l) . (5.13)
Lemma 12. Let
= (X[ X)X yi. (5.14)
Let
Y= oA (X X))+ T2y (5.15)
Further, let .
I I N et I (5.16)
i€[K],i#k
Further let
=z Y oz (5.17)
ie[K],i#k
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Then, conditioned on {X;,y;}ic[k,i+k we can write 0 as

k
9=y§ +7,

where 17 is N (0, Z(\ak) which is independent of {X;, Yi}ie[x),i+k-

Proof. From Lemma (11}, we know w; is a noisy observation of the underlying w; with
additive covariance o*(X] X;) ™. For {wy}yc (] defined in our setup, w; is a noisy obser-
vation of @ with additive zero mean and covariance ¥; := 72I; + az(XiTXi)_l. The proof

completes by applying Lemma @ to {W;} ik izk- O
Lemma 13. Let
NSRS RS 7 (5.18)
Further, let .
. -
S = ((z},,,) Ly (3 — 720) 1) . (5.19)

Conditioned on {X;, y;}e[x], we have
1A ky—1, \k
Wi = Sy (i — T0a) " g + e (Z00) " iy + G (5.20)
where (i ~ N (0, Xy, ).

Proof. Wy is a noisy observation of wy with additive noise with zero mean and covari-

ance Uz(XkT Xi)~! (which is X4 — 7%I;). From Lemma we know conditioned on

{Xi, Vitie[ky,izks y(\f is a noisy observation of § with covariance ng. Hence, with re-

spect to wy, the covariance is ng + 12, = Z}fk. The conclusion follows by applying
~ k

Lemma@to wy and ‘ug . O

Let the empirical loss function of the linear regression problem on device k be
1 2
Fi(w) = - 1% — el (521)
Then the estimator @y, is (X[ X) ' XTy,. Applying the previous lemmas, we obtain an
optimal estimator wy given all training samples from K devices (see (5.20)). wy is Bayes
optimal among all solutions that can be achieved by any learning method. Next, we

examine the Ditto objective and its solution space parameterized by A.
Let each device solve the following objective

A 1 K
min hy(w) = Fe(w) + = |w—w*|?, st. w* = —argmin ) Fe(w). (5.22)
“ 2 K% i3
The local empirical risk minimizer for each device k is

. 1 171
Wi(A) = <EX,;FX,(+AI> (EX,I Yk+/\w*) (5.23)
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1 1/
_ <EX,—{X;(+AI> (< X, Xk> wk+AZ (XTx)~1x/] kak> (5.24)
k=1

We next prove that for any k € [K], Wi(A) with a specific A can achieve the optimal wy.

Theorem 6. Assume forany 1 < i < K, X! X; = BI,; for some constant B. Let A* be the optimal
A that minimizes the test performance on device k,ie.,
. : ~ ~ ok
A* =argminE {Fk(wk(/\))\ W, to } . (5.25)
A
Then,
2
o
o 2
A ) (5.26)
Proof. Notice that
. A~ ~ k . A~ ~ k
argmin E {Pk(wk(/\)) @y, 1y } — argmin E {Hkak(A) — (Xewi + z¢)| 2@k, g } (5.27)
A A
. ~ ~ Nk
= argmin E { X (@x(1) — wy) [Plide, '} (5.28)
A
. ~ ~ Nk
— argminE {Hwk — (N)|? @k, g } (5.29)
A

Plug in XkT X = Blinto (5.20) and (5.24) respectively, we have the optimal estimator wy
is

-1 -1
K-1 B B ~ K-1 B
W= 5——=+5| St |—+5 W; + Ck,
%-I—KTZ o2 o2 F—FKTZ o2 ‘72+K72ﬁ Z#k l
(5.30)
and wy(A)
~ n B A /\
A) = = . 31
Wi (A) (5+m> (n ) < KZ (5.31)
Taking wy and wy(A) into
" . ~ k ~
A* = argmin E { e — Be(A) 5 1", B (532)
A
gives A* = :—:2, as Wi (A*) is the MMSE estimator of wy given the observations. O

Remark 4. We note that by using A* in Ditto, we not only achieve the most accurate solution
for the objective, but also we achieve the most accurate solution of any possible federated linear
regression algorithm in this problem, as Ditto with A* realizes the MMSE estimator for wy.
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We have derived an optimal A* = :_Tzz for Ditto in terms of generalization. Recall that
we define fairness as the variance of the performance across all devices [113, [182]. Next,
we prove that the same A* that minimizes the expected MSE also achieves the optimal
fairness among all Ditto solutions.

Theorem 7. Assume for any 1 <i < K, XI X; = Bl for some constant . Among all possible
solutions Ditto parameterized by /\ A* results in the most fair performance across all devices
when there are no adversaries, i.e., it minimizes the variance of test performance (test loss) across
all devices.

Proof. Denote the variance of test loss across K devices as Varg {||X;@x(A) — yi[3}. Let

~ 1
Ek{ak} = E 2 aj. (533)
ke[K
Then
arg min Vark { | Xce(A) — yil3 |
A
= argAmin Varg {HXkZTJk(/\) — (Xpwy + zk)H%} (5.34)
— arg min Varg {ka(@k(m - wk)ug} (5.35)
A
= arg min Varg {H&}k(/\) — wkH%} (5.36)
A
~ 2 . 2
= argmin Ex { Hwk — Z/l\)kHz } — | Ex Hwk — Z/(\)k()\)HZ . (5.37)
min B (o = @3) -~ (B { )
Note that
w — By(A) = L +a, (5.39)
where
ax = Wr(A*) — We(A), (5.39)
and A* = —22
nt
We have
. N2 ~ R 2
B { (1o - @08) - (B {lo - @ni3}) (5.40)

d 2 d 2
= Ex { (Z(wki - ZTfk()\)i)Z) } - <EK {Z(wki - Z?Jk()\)i)z}> (5.41)
; 2 d | 2
Ex <Z(Ci+ﬂki)2) } ( {Z Ci + ai) }) , (5.42)
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where wy;, Wr(A);, {;, and a;; denotes the i-th dimension of wy, W(A), ¢, and a; and d is
the model dimension.
We next expand the variance by decomposing it into two parts. We note

d 2 d 2
Ex { (Z(C:’ + aki)z) } - (EK {Z(Ci + aki)2}> (5.43)

i Ec{ (Gt au)*} —i (Ex{@+ aki)2}>2 (5.44)

1

+2 > EK{(€i+aki)2<€j+akj>2}

i,je[d],i#]
) Z Ex{(Gi +ax) }EK{(§j+akj>2}. (5.45)

ijeld]i#j

For any i € [d], we have

E{ Ec{@rm*} - (B {@rm?}) | f | (5.46)
E {E (et vegza+at) - (B +at)) | w} (5.47)
- e { B {et +odiad vt} - (B (@) - 2 {7} B {ad) - (Be{ad}) |k )
— 304, + 603 Ex {af;} + Exc{als} — ot — 202 B {a} — (Ex {} })2 (5.48)
— 2% + 403 Ex {af ) + Exc{al} — (Ex {aii})z, (5.49)

where oy, is the i-th diagonal of ¥, which is the same across all k’s and all dimensions,
and we have used the fact that we can swap expectations, and E{(}} = 303, given that {;
is Gaussian distributed and X, is a diagonal matrix. For any i,j € [d],i # j, we have

E {EK (G +a)” (G + akj)z‘ Vék, @k} —E {EK (i +axi)* Ex (G + ‘lkj>2‘ Plék, @k} (5.50)
— Ex{ayay;} — Edlag) Ec{ag), (5.51)

where we have used the fact that X, is a diagonal matrix.

Plugging (5.49) and (5.51) into (5.44) and (5.45) yields
E{ Varg { 1¢(1) - wil3}| ", @i (5.52)

— 2do? + 24(75,121({01%} = Z Ek{a%i} - 2 (Ek{a,%i}>2 + 22 (Ek{aiia,zq.} - Ek{a,%i}fk{a%j}>
i i i

i#]
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= 2do7, + Z4Uzzuék{a%i} + Z Ek{“%i} + 22 Ek{a%ia%j} - (Z (Ek{a%i}>2 + 22 Ek{a%i}ék{a%j)})

i#j i i#]
= 2doy + ) AonElag} + E{ (Y ) — () Exlag)’ (5.53)
i i i
~ 1 1
— 2dos + 24(75)Ek{aii} + X Z(Z az)? — (E Z Z a2)? = 2do3, (5.54)
i ki ki
where setting {ay;}1<k<k 1<i<d = 0 achieves the minimum. O

Observations. From the optimal A* = ;—:2 for mean test accuracy and variance of the
test accuracy, we have the following observations.

* Test error and variance can be jointly minimized with one A.

* Asn — o, A* — 0, i.e., when each local device has an infinite number of samples,
there is no need for federated learning, and training local models is optimal in terms
of generalization and fairness.

* Ast — o0, A* — 0, i.e,, if the data on different devices (the tasks) are unrelated, then
training local models is optimal; On the other hand, as T — 0, A* — o, i.e,, if the data
across all devices are identically distributed, or equivalently if the tasks are the same,
then training a global model is the best we can achieve.

So far we have proved that the same A* achieves the best performance (expected
mean square error) for any device k and fairness (variance of mean square error) without
considering adversaries. In Section [5.4.2.2|below, we analyze the benefits of Ditto for
fairness and robustness in the presence of adversaries.

5.4.2.2 With Adversaries: Ditto for Accuracy, Fairness, and Robustness

As a special case of data poisoning attacks defined in our threat model (Definition2), we
make the following assumptions on the adversaries.

Let K; and K} > 1 denote the number of malicious and benign devices, respectively,
such that K = K;; + Kj,.

Definition 11. We say that a device k is a benign device if wy ~ 6 + N (0, T214); and we say a
device k is a malicious device (or an adversary) if wy ~ 6 + N (0, T21,) where T, > T.

As mentioned in Definition (1| and 2 in the presence of adversaries, we measure
fairness as the performance variance on benign devices, and robustness as the average
performance across benign devices. We next characterize the benefits of Ditto under such
metrics.

Lemma 14. Let wy be the underlying model parameter of a benign device k. Let

w; = (X X)) XTy;, i€ [K]. (5.55)
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Let

1
20 5 (X x) 7!+ 7)) + (xIx)7 + 7).
(K-1) .
ie[Kp],i#k ie[Kq],i#k
(5.56)
and

Soh = (XTI X))+ (B + L) (5.57)

Conditioned on observations wy and WX := 13 3, i1y Wj, we have
Wi = Zua (O (XFX) ™) g + B (Zas + T2Lg) KK 1 gy, (5.58)

where (i ~ N (0, Zqq).

Proof. For malicious devices i € [K,]| and i # k, the additive covariance of w; with respect
to 0 is 0?(X] X;)™1 + 121;. For benign devices i € [Kp] and i # K, the covariance is

o?(XTX;)~! + 121;. Therefore, the covariance of WK\ s Z}f . Hence given @wK\¥

K\k

; Wi is
. . . k ~ . . .
Gaussian with covariance X5 + 721;. WK\ can be viewed as a noisy observation of wy
. . k ~ . : . : _
with covariance Z;U + 721,. Wy is a noisy observation of wy with covariance o?(X[ X;) .

The proof follows by applying Lemma @ to @y and WKk, O

Theorem 8. Assume for any 1 < i < K, XI X; = B, for some constant B. Let k be a benign
device. Let A be the optimal A that minimizes the test performance on device k, i.e.,

A* = argmin E {Fk(@k(A))| By, DK } . (5.59)
A
Then,
o2 K
Ay = — . 5.60
on K2y Fu (12 - 12) (560
Proof. We obtain A} following the proof of Theorem [} O

Theorem 9. Among all Ditto solutions parameterized by A, A} results in the most fair perfor-
mance across all benign devices, i.e., it minimizes the variance of test performance (test mean
square error) on benign devices.

Proof. Similarly, we look at the variance of the test loss across benign devices:
arg min E { Varg, { | Xce(V) - yel3} | (5.61)
A

- argmin £ {Vaer {Hwk(/\) - wkug}} (5.62)
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- argmin Ey, {(\wk - zﬁk%)z} (B, {lo— @B} Gey

The rest of the proof is the same as the proof of Theorem [/} except that we set a; =
W(A) = Wi (A7)- U

Remark 5. For any benign device k, the solution we obtain by solving Ditto with A} is the most
robust solution one could obtain among any federated point estimation method given observations
Wy and WX\K. A% also results in a most fair model in the solution space of Ditto parameterized
by A.

Lemma 15. The expected test error minimized at A} is dag,ra; and the variance of the test loss
minimized at A}, is 2d(7£4u,a/ where oy, denotes the diagonal element of Xy, 4.

Proof. For the expected test performance, we note that
E{ g — @(A)) P @5, ¢ } = E[|diag(Zep)|?] = do? . (5.64)
For variance, as ay = 0if A = A}, from (5.54), we get

Varg, { [ — Di(A))|2} = 240 (5.65)

Observations. From A}, we have the following interesting observations.

* Mean test error on benign devices (robustness) and variance of the performance across
benign devices (fairness) can still be minimized with the same A, in the presence of
adversaries.

* Ast; — o, Ay — 0, i.e,, training local models is optimal in terms of robustness and
fairness when adversary’s task may be arbitrarily far from the the task in the benign
devices.

* Ast — 0,if 7, > 0, A < o0, which means that learning a global model is not optimal
even with homogeneous data in the presence of adversaries.

* A, is a decreasing function of the number (K;) and the capability (7;) of the corrupted
devices. In other words, as the attacks become more adversarial, we need more
personalization.

* The smallest test error is UZZW,, and the optimal variance is 2(7;40,,1, which are both

increasing with K, (number of adversarial devices) or 7, (the power of adversary) by
inspecting (5.56) and (5.57)). This reveals a fundamental tradeoff between fairness and
robustness.

Discussion. Through our analysis, we prove that Ditto with an appropriate A is more
accurate, robust, and fair compared with training global or local models on the problem
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described in We provide closed-form solutions for A* across different settings
(with and without adversaries), and show that Ditto can achieve fairness and robustness
jointly. In the future, we plan to generalize the current theoretical framework to more
general models. In the next section, we present a special case of the current analysis, a
federated point estimation problem, which is also studied in Section as a motivating
example.

5.4.3 The Case of Federated Point Estimation

We consider the one-dimensional federated point estimation problem, which is a special
case of linear regression. Similarly, Let § be drawn from the non-informative prior on RR.
We assume that K devices have their data distributed with parameters {wy }e(k]

wp =0+, (5.66)

where g ~ N (0, 7?) are IID.
Let each device have n data points denoted by x; = {x1,..., Xk, }, such that

Xk,i = Wk + Zk,is (5.67)
where zj ; ~ N(0,0?) and are IID.
Assume that )
1—"(w)—1 w—le- (5.68)
k - 2 n. k,l 7 .
ie[n]

and denote by @y the minimizer of the empirical loss Fy. It is clear that

~ 1
- Z X - (5.69)
e\n
Further, let
1
w* := argmin e > Fl(w) ¢ (5.70)
ke[K]

It is straightforward calculation to verify that

R

(K]

Lemma 16. Denote by wy(\) the minimizer of hy. Then,

> W (5.71)
e[K]

KI*—‘
-

wi(A) = w* + Wy (5.72)

K+ A &
- 1+M<Z 1+ MK (5.73)
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Let

2
(%
o2 = — (5.74)
and
KV = ] Z ;. (5.75)
j#k

Lemma 17. Given observations wX'\K and @y, wy, is Gaussian distributed and given by

2
Ow ~ (K — 1) ’\K\k
= — —— 5.76
. U,%wk+KT2+(72 6 (576)
where ) . K1
== S+, 5.77
o2 o2 i o2 (6-77)
and
E~N (0, afu) . (5.78)
Proof. The proof follows by setting Xj = 1,1 (k € [K]) in Lemma O

Theorem 10. Let A* be the optimal A that minimizes the test performance, i.e.,

* . B K\k
A¥ = arg m)\mE { Wy — Wi(A ’ } . (5.79)
Then,
2 2
s In T
== (5.80)
Proof. The proof follows by setting Xy = 1,1 (k € [K]) in Theorem 6] O

Theorem 11. Among all Ditto’s solutions, A* results in the most fair performance across all
devices when there are no adversaries, i.e., it minimizes the variance of test performance (test
mean square error).

Proof. The proof follows by setting Xj = 1,1 (k € [K]) in Theorem O

Similarly, the adversarial case presented below (including setups, lemmas, and theo-
rems) is also a special case of the adversarial scenarios for linear regression.

Let K; and K, > 1 denote the number of adversarial and benign devices, respectively,
such that K = K, + Kj,.

Definition 12. We say that a device k is a benign device if wy ~ 6 + N(0,7?); and we say a
device k is a malicious device (or an adversary) if wy ~ 6 + N(0,T?) where T, > T.
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Lemma 18. Let wy be the parameter associated with a benign device. Given observations

ok = L 2k Wi and Wy, wy is Gaussian distributed and given by
2 2
Tw,a ~ (K 1) AK\k
Wy = —=—W + Ca, 5.81
R o2+ 5 (T2 —12) ‘e 81
where , . K 1
57— =—+ , (5.82)
Uw,a ;K2 + 0'2 + 1 (Tz TZ)
and
Ca~ N (O, a?u,a) : (5.83)
Proof. The proof follows by setting Xj = 1,1 (k € [K]) in Lemma O

Theorem 12. Let wy be a benign device. Let A} be the optimal A that minimizes the test
performance, i.e.,

AL = arg rrhinE { Wy — Wi (A ‘ oK D } ) (5.84)
Then, ,
A= O K . (5.85)
n K12 + 4 (12 — 12)
Proof. The proof follows by setting Xy = 1,1 (k € [K]) in Theorem |§ O

Theorem 13. Among all solutions of Objective (Ditto|) parameterized by A, A} results in the
most fair performance across all benign devices, i.e., it minimizes the variance of test performance
(test mean square error) on benign devices.

Proof. The proof follows by setting Xj = 1,1 (k € [K]) in Theorem 9] O

Lemma 19. The expected test error minimized at A is 03 ,; and the variance of the test perfor-

mance minimized at A} is 20% ,.

Proof. The proof follows by setting Xy = 1,1 (k € [K]) in Lemma O
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5.5 Algorithm and Convergence Analysis

In this section, we first present the specific algorithm (Algorithm [7) that we use for most
of our experiments (all except for Table [5.3]and [5.6). Algorithm [7]is a special case of
the more general Ditto solver (Algorithm 6), where we use miny, Y . [x) PxFi(w) as the
global objective and FedAvg as its solver. As before, the Ditto personalization add-on
is highlighted in red. In addition, we prove that personalized models can inherit the
convergence rates of the optimal global model for any G(:) (Theorem [14), and provide
convergence guarantees for the special case of Algorithm [7](Corollary [4).

Algorithm 7 Ditto for Personalized FL in the case of G(-) being Fed Avg [206]

1 Input: K, T, s, A, 17¢, 171, w®, py, {Ug}ke[K]
2: fort=0,---,T—1do
3:  Server randomly selects a subset of devices S;, and sends w! to them

4. for device k € S; in parallel do
5: Sets w} to w' and updates w}, for r local iterations on F:
wy = Wi — 1V Fe(wy)
6: Updates vy for s local iterations:
v = 0 — 1 (VEe(ve) + Avg — ')
7: Sends A} := w} — w' back

8: end for
9:  Server updating w'*! as

kGSf

10: end for
11: return {vy }rek (personalized), w’ (global)

To analyze the convergence behavior of Algorithm [ and [7} we first state a list of
assumptions below.

* The global model converges with rate g(t), i.e., there exists g(t) such that lim;_, o, g(t) =
0, Ef|w’ —w*|?] < g(t).
* For k € [K], Fy is p-strongly convex.

* The expectation of stochastic gradients is uniformly bounded at all devices and all
iterations, i.e.,

E[|VF (', &"|*] < G. (5.86)
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Let w* be defined as
w* = rna%n G(Fi(w), ... Fx(w)) (5.87)

i.e., w* is the empirically optimal global model for G(-). Let u} denote the empirically
optimal local model on device k, i.e.,

uy = arg min F(u). (5.88)
u

We introduce an additional assumption on the distance between optimal local models
{1} }re[x) and the optimal global model w* below.

* The L, distance between the optimal local models and the optimal global model is
bounded, i.e., for k € [K],

luf — w*| < M. (5.89)

This assumption sets an upper bound on the deviation of the local model on device k,
with the global model. It can in turn be viewed as boundedness of heterogeneity of the
training data across devices. When local data are farther from being IID, M tends to
be larger. Recall that in the fairness/robustness analysis of Ditto (Appendix [5.4), we

model the relatedness of underlying models via 7, and E[|wy — 0|*] = dt> where wy is
2

the underlying model for device k and d is the model dimension. M is related to - as
E[lu; —w*|?] < 2B[|pg — wil*] + 4E[Jewy — 0]] + 4E[|6 — w*|*] (5.90)
— 4dT>. (5.91)

when 7 and the total number of samples across all devices are sufficiently large, consid-
ering the linear problems we studied. We later show that for convergence, A scales with
1/M, which is consistent with A* (for fairness/robustness) scaled with 1/72.

Further let

v = argmin (v, w*), (5.92)
0
i.e., v} is the optimal personalized model for device k. We are interested in the conver-
gence of vy to v}’. We first characterize the progress of updating personalized models for
one step under a general G(-).

Lemma 20 (Progress of one step). Under assumptions above, let device k get selected with

g . . . . . 2
probability py at each communication round, with decaying local step-size (R each

communication round t, we have

4Gy +AM + 51))?
(F+1)2(p+ A)?p;

t+1

N Bt — o))
(2 A

. 2
E[Jo* — of]?] < (1 - —) EfJo! - 0"|2] +
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8A(G1+ A(M + 21))
(t+1)%(n+ A)?p;

4A . .
o VEL o Pl 2L (593)

Effw" —w*|?]

Proof. Denote g(vi; w') as the stochastic gradient of h(v; w'). Let I; indicate if device k
is selected at the t-th round, and E[I;] = py.

E[[oit! — 0§]*] = E[|Jo}, — nLig(v}; w') — o] (5.94)
= E[|[v}, — v |*] + n*E[| Lig (v}; w')|*] + 2y BT (vf; w'), v — v}y (5.95)
< (1= (u+ ype)E[|of — of*] + 7 E[|g(0f; w") ]

+ 2 peE[h(vi; w') — h(v}; w')] (5.96)
< (1= (u+ Mpe)E[| o} — o |*]
+ PE[|g(v; w*)|*] + n?A*E[|w' — w* ] + 272 AE[| g(0f; w*) | |w' — w*|]
U) S\0p;w Ui Ui S\0p;w w —w
+ 2 pi(h(vi; w*) — E[h(v); w*)]) + 2y pe A E[|of, — o] |[w' — w*|].

(5.97)
Further, note that
t * (|2 1 G2
E[|lop —ug]®] < <z E[|VFe(v) ] < e (5.98)
E([o} — w*[*] = E[[o} — uf + ug — w*[?] (5.99)
< B[l — ui[*] + E[Juf — w*|*] + 2E[|o}, — uf||uf —w*|]  (5.100)
G? 2

<G MG (5.101)

p? Z
E[|g(v; w*)|*] = E[| V Fx(o},) + A(vf, — w*)|?] (5.102)
<G+ /\2(% + M)+ zcm(% +M). (5.103)

Plug it into Eq. (5.97),
E[jo™ - og]]

* G *
< (1= (u+ Mnpo)E[lo — 5] +7*(Gr + A(M + 71))2 + 1P AZE [0’ —w*|?)

+2n2A<Gl+A<M+— IWELwf —wr[2] + 2y pedy[E 0} — of [PJE[ ! — w* 2],

where the last step is due to E[XY] < 1/E[X?]E[Y?]. The Lemma then holds by taking

_ 2
= T -
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Lemma 20| relates E[[|o}™ — 0#[?] with E[|o} — v}|?] and E[|w! — w*|?]. Based on
this, we prove that personalized models can inherit the convergence rate of the global
model w! for any G(-).

Theorem 14 (Relations between convergence of global and personalized models). Under
g g p
the assumptions above, if there exists a constant A such that ‘% >1-— gI(Tt), then there exists

C < o such that for any device k € [K], E[|vl — vf||*] < Cg(t) with a local learning rate
_ 281
= AN

0_ 2
Proof. We proceed the proof by induction. First, for any constant C > ENU&#, E[||09 —

v;|?] < Cg(0). If E[ o}, — vf[?] < Cg(t) holds, then for ¢ + 1, from Lemma|20

Ellct o2 < (1- 22 o0

gt 4 [(Gi+A(M+SL))? ;) 2C1+ AM ©1))v/g(h)
A Ap TERA WA
(5.104)
» 4A4/C
g(t) TERY (5.105)
28(t) Cg(t)
holds for some C < co. Hence,
2
Elleh o2 < (1-257) cot + S (5107)
- (1 - gI(Tt)) Cq(t) (5.108)
< Cg(t+1), (5.109)
completing the proof. O

Discussions. Theorem[I4]also suggests how the percentage/power of malicious devices
can affect convergence rates. The percentage/power of adversaries impacts both the
optimal global solution w*, and the convergence rate of the global model g(t). (i) For w*,
it affects M in Eq (5.89)—the distance between the local model on a benign device and
the global model. This in turn affects A in Eq (5.93) and (5.104), and the constant C. A
can scale inversely proportional to M, which is consistent with our fairness/robustness
analysis where A* should decrease as the increase of 2. (ii) For g(t), the modularity
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of Ditto allows for decoupling the convergence of personalized models and the global
model (as demonstrated by this theorem), and we can plug in any previous algorithms
and their analysis on the convergence rate g(¢) as a function of malicious devices.

As a direct result of Theorem [14}, we could state a result for Ditto when the global
objective is Fed Avg.

Corollary 4 (Convergence of personalized models). Under the assumptions above, if the
global objective G(-) is FedAvg, then under Algorithml[7) for k e [K],

E[[v} — v¢[*] = O(1/#). (5.110)

Proof. From Li et al. [189] Theorem 2, we know the global model for Fed Avg converges
atarate of O(1/t), i.e.,

/

E[ ' —w*|*] <

a2 D
< gl - < (5.111)

where D, D', B are constants. Setting g(t) = t% and A = Din Theorem it follows that
E| o} — og[*] = O(1/8). -
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5.6 Experimental Details

5.6.1 Datasets and Models

We summarize the datasets, corresponding models, and tasks in Table [5.4 below. We
evaluate the performance of Ditto with both convex and non-convex models across a set
of FL benchmarks. In our datasets, we have both image data (FEMNIST, CelebA, Fashion
MNIST), and text data (StackOverflow).

Table 5.4: Summary of datasets.

Datasets # DevicesData Partitions Models Tasks

Vehicle [75f 23 natural (each device is a vehicle) linear SVM  binary classification
FEMNIST [54] 205 natural (each device is a writer) CNN 62-class classification
CelebA [195] 515 natural (each device is a celebrity) CNN binary classification
Fashion MNIST [302] 500 synthetic (assign 5 classes to each device) CNN 10-class classification
StackOverflow [1 400 natural (each device is a user) logistic regress.500-class tag prediction
FEMNIST (skewed) [54] 100 synthetic (assign 5 classes to each device) CNN 62-class classification

FEMNIST is Federated EMNIST, which is EMNIST [54] partitioned by the writers
of digits/characters created by a previous federated learning benchmark [43]. We have
two versions of FEMNIST in this work under different partitions with different levels
of statistical heterogeneity. The manually-partitioned version is more heterogeneous
than the naturally-partitioned one, as we assign 5 classes to each device. We show that
the benefits of Ditto can be more significant on the skewed FEMNIST data (Table [5.10).
All results shown in the main text are based on the natural partition. We downsample
the number of data points on each device (following the power law) for Vehicle. For
FEMNIST, CelebA, and StackOverflow, we randomly sample devices (users) from the
entire dataset. We use the full version of Fashion MNIST (which has been used in
previous FL works [29]), and assign 5 classes to each device.

5.6.2 Personalization Baselines

We elaborate on the personalization baselines used in our experiments (Table which

allow for partial device participation and local updating. We consider:

* MOCHA [265], a primal-dual framework for multi-task learning. It jointly learns the
model parameters and a device relation matrix, and applicable to convex problems.

* APFL [69], which proposes to interpolate between local and global models for person-
alization. While it can reduce to solving local problems (without constraints on the
solution space) as pointed out in [69], we find that in neural network applications, it
has some personalization benefits, possibly due to the joint optimization solver.

Zhttp://www.ecs.umass . edu/ “mduarte/Software . html
Shttps://www.tensorflow.org/federated/api_docs/python/tff/simulation/datasets/
stackoverflow/load_data.

111


http://www.ecs.umass.edu/~mduarte/Software.html
https://www.tensorflow.org/federated/api_docs/python/tff/simulation/datasets/stackoverflow/load_data.
https://www.tensorflow.org/federated/api_docs/python/tff/simulation/datasets/stackoverflow/load_data.

* Elastic Weight Consolidation (EWC), which takes into account the Fisher information
when finetuning from the optimal global model [156, 312]. The local objective is
ming, F(w) + %Zl F;; - (w[i] — w*[i])? where [i] denotes the index of parameters and
F;; denotes the i-th diagonal of the empirical Fisher matrix F estimated using a data
batch.

* L2SGD, which regularizes personalized models towards their mean [107]. The
proposed method requires full device participation once in a while. However, to
remain consistent with the other solvers, we use their objective but adopt a dif-
ferent solver with partial device participation—each selected local device solving
ming, F(w) + %Hw — @||> where @ is the current mean of all personalized models
w = Z\ll lecil Wk

* Mapper, which is one of the three personalization methods proposed in Mansour et al.

[202] that needs the minimal amount of meta-information. Similar to APFL, it is also
motivated by model interpolation.

* Per-FedAvg (HF) [88] which applies MAML [92] to personalize federated models with
an Hessian-product approximation to approximate the second-order gradients.

* Symmetrized KL constrains the symmetrized KL divergence between the prediction
of finetuned models and that of the initialization. Specifically, in our setting, the local
objective is miny, F(w) + % (DxL(f(w)||f (w*)) + Dxr(f (w*)||f(w))) where Dk (P||Q)
is the KL-divergence between P and Q, and f(-) denotes the softmax probability for
classification.

5.7 Additional and Complete Experiment Results

5.71 Comparing with Finetuning

As discussed in Section finetuning on hy for each device k is a possible solver for
Ditto. In non-convex cases, however, starting from a corrupted w* may result in inferior
performance compared with Algorithm |6l We provide a simple example to illustrate this
point. To perform finetuning, we run different numbers of epochs of mini-batch SGD
on the Ditto objective for each device in the network, and pick the best one. As shown
in Figure |5.7| below, finetuning at round 5,000 will not result in a good final accuracy.
We observe that one could also stop at early iterations and then finetune. However, it is
difficult to do so in practice based on the training or validation data alone, as shown in

Figure[5.8|

5.7.2 Tuning A

We assume that the server does not have knowledge of which devices are benign vs.
malicious, and we have each device locally select and apply a best A from a candidate
set of three values based on their validation data. For benign devices, this means they

112



Fashion

14
©
&

Fashion Fashion

o
©
S

global & global

oS
Y
a

%
3

—— Ditto, joint
----- local
Ditto, finetuning

65 4 08

5
o

raining loss (all devices)
B

N
S

Test accuracy (benign)
o o o o

T
B
Validation ac

0.60 4 4 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
# Communical ttion Rounds # Communicaf tion Rounds

0 1000 2000 3000 4000 5000
# Communication Rounds

Figure 5.8: Finetuning is not very practical as
it is difficult to determine when to stop train-
ing the global model by looking at the training
loss (left) or validation accuracy (right) on all
devices (without knowing which are benign).

Figure 5.7: ‘Ditto, joint” achieves high
test accuracy on benign devices. The
performance can also be good if we first
early stop at some specific points and
then finetune.

will pick a A based on their clean validation signal. For malicious devices, how they
perform personalization (i.e., selecting A) does not affect the corrupted global model
updates they send, which are independent of A. We further assume the devices have
some knowledge of how ‘strong’ the attack is. We define strong attacks as (i) all of model
replacement attacks (A3) where the magnitude of the model updates from malicious
devices can scale by > 10x, and (ii) other attacks where more than half of the devices
are corrupted. In particular, for devices with very few validation samples (less than
4), we use a fixed small A (A=0.1) for strong attacks, and use a fixed relatively large A
(A=1) for all other attacks. For devices with more than 5 validation data points, we let
each select A from {0.05,0.1,0.2} for strong attacks, and select A from {0.1,1, 2} for all
other attacks. For the StackOverflow dataset, we tune A from {0.01,0.05,0.1} for strong
attacks, and {0.05,0.1, 0.3} for all other attacks. We directly evaluate our hyperparameter
tuning strategy in Table 5.5 below—showing that this dynamic tuning heuristic works
well relative to an ideal, but more unrealistic strategy that picks the best A based on
knowledge of which devices are benign vs. malicious (i.e., by only using the validation
data of the benign devices).
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Table 5.5: Results (test accuracy and standard deviation) of using dynamic A’s. ‘Best A’
refers to the results of selecting the best (fixed) A based on average validation performance
on benign devices (assuming the server knows which devices are malicious).

FEMNIST | Al (ratio of adversaries) | A2 (ratio of adversaries) | A3 (ratio of adversaries)
Methods clean | 20% 50% 80% | 20% 50% 80% | 10% 15% 20%
best A 0.836 (.10)/0.803 (.10) 0.767 (.10) 0.672 (.14)[0.792 (.11) 0.743 (.14) 0.674 (.14)|0.691 (.15) 0.664 (.14) 0.650 (.14)
dynamic A’s  0.834 (.09)(0.802 (.10) 0.762 (.11) 0.672 (.13)(0.801 (.09) 0.700 (.15) 0.675 (.14)|0.685 (.15) 0.650 (.14) 0.613 (.13)
Fashion \ A1 (ratio of adversaries) \ A2 (ratio of adversaries) \ A3 (ratio of adversaries)
Methods clean \ 20% 50% 80% \ 20% 50% 80% \ 10% 20% 50%
best A 0.946 (.06)|0.944 (.08) 0.935 (.07) 0.925 (.07)|0.943 (.08) 0.930 (.07) 0.912 (.08)|0.914 (.09) 0.903 (.09) 0.873 (.09)
dynamic A’s  0.943 (.06)(0.944 (.07) 0.937 (.07) 0.907 (.10)(0.938 (.07) 0.930 (.08) 0.913 (.09)[0.921 (.09) 0.902 (.09) 0.872 (.11)
CelebA | Al(ratio of adversaries) | A2 (ratio of adversaries) | A3 (ratio of adversaries)
Methods clean \ 20% 50% 80% \ 20% 50% 80% \ 10% 15% 20%
best A 0.914 (.18)(0.828 (.22) 0.721 (.27) 0.724 (.28)(0.872 (.22) 0.826 (.26) 0 708 (.29)|0.699 (.28) 0.694 (.27) 0.689 (.28)
dynamic A’s  0.911 (.16)|0.820 (.26) 0.714 (.28) 0.724 (.28)[0.872 (.22) 0.826 (.26) 0.706 (.28)|0.699 (.28) 0.694 (.27) 0.689 (.28)
Vehicle ‘ A1 (ratio of adversaries) ‘ A2 (ratio of adversaries) ‘ A3 (ratio of adversaries)
Methods clean \ 20% 50% 80% \ 20% 50% 80% \ 10% 20% 50%
best A 0.882 (.05)|0.862 (.05) 0.841 (.09) 0.851 (.06)|0.884 (.05) 0.872 (.06) 0.879 (.04)|0.872 (.06) 0.829 (.08) 0.827 (.08)
dynamic A’s  0.872 (.05)(0.857 (.06) 0.827 (.08) 0.834 (.05)/0.872 (.06) 0.867 (.07) 0.848 (.04)|0.839 (.08) 0.824 (.08) 0.822 (.09)
StackOverflow ‘ A1 (ratio of adversaries) ‘ A2 (ratio of adversaries) ‘ A3 (ratio of adversaries)
Methods clean | 20% 50% 80% | 20% 50% 80% | 10% 20% 50%
best A 0.315 (.16)[0.325 (.16) 0.315 (.17) 0.313 (.15)[0.314 (.16) 0.350 (.16) 0.312 (.14)|0.316 (.17) 0.321 (.17) 0.327 (.17)

dynamic A’s  0.317 (.17)(0.323 (.18) 0.314 (.16) 0.359 (.16)|0.326 (.17) 0.317 (.17) 0.301 (.17)|0.318 (.17) 0.319 (.17) 0.311 (.17)

5.7.3 Ditto Augmented with Robust Baselines

In Section we demonstrate that the performance of Ditto can be further improved
when it is combined with robust baselines (e.g., learning a robust w* via robust aggrega-
tion). Here, we report full results validating this claim in Table 5.6 below.

Table 5.6: Ditto augmented with robust baselines (full results).

FEMNIST A1 (ratio of adversaries) ‘ A2 (ratio of adversaries) ‘ A3 (ratio of adversaries)
Methods 20% 50% 80% ‘ 20% 50% 80% ‘ 10% 15% 20%
global 0.773 (.11) 0.727 (.12) 0.574 (.15)(0.774 (.11) 0.703 (.14) 0.636 (.15)|0.517 (.14) 0.487 (.14) 0.364 (.13)
clipping 0.791 (.11) 0.736 (.11) 0.408 (.14)(0.791 (.11) 0.736 (.13) 0.656 (.13)|0.795 (.11) 0.060 (.05) 0.061 (.05)
Ditto 0.803 (.10) 0.767 (.10) 0.672 (.14)(0.792 (.11) 0.743 (.14) 0.674 (.14)|0.691 (.15) 0.664 (.14) 0.650 (.14)
Ditto + clipping  0.810 (.11) 0.762 (.11) 0.645 (.13)|0.808 (.11) 0.757 (.11) 0.684 (.13)(0.813 (.13) 0.707 (.15) 0.672 (.14)
CelebA A1 (ratio of adversaries) \ A2 (ratio of adversaries) \ A3 (ratio of adversaries)
Methods 20% 50% 80% \ 20% 50% 80% \ 10% 15% 20%
global 0.810 (.22) 0.535 (.26) 0.228 (.21)|0.869 (.22) 0.823 (.23) 0.656 (.26)|0.451 (.27) 0.460 (.29) 0.515 (.31)
multi-Krum 0.882 (.22) 0.564 (.26) 0.107 (.19)|0.887 (.21) 0.891 (.20) 0.617 (.30)|0.512 (.27) 0.529 (.27) 0.430 (.26)
Ditto 0.828 (.22)0.721 (.27) 0.724 (.28)(0.872 (.22) 0.826 (.26) 0.708 (.29)|0.699 (.28) 0.694 (.27) 0.689 (.28)

Ditto + multi-Krum 0.875 (.20) 0.722 (.26) 0.733 (.27)|0.903 (.20) 0.902 (.21) 0.885 (.23)(0.713 (.28) 0.709 (.28) 0.713 (.28)
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5.74 Ditto Complete Results

In Section [5.3.1} we present partial results on three strong attacks on two datasets. Here,
we provide full results showing the robustness and fairness of Ditto on all attacks and
all datasets compared with all defense baselines. We randomly split local data on each
device into 72% train, 8% validation, and 20% test sets, and report all results on test data.
We use a learning rate of 0.01 for StackOverflow, 0.05 for Fashion MNIST and 0.1 for all
other datasets; and batch size 16 for CelebA and Fashion MNIST, 32 for FEMNIST and
Vehicle, and 100 for StackOverflow. For every dataset, we first run FedAvg on clean data
to determine the number of communication rounds. Then we run the same number of
rounds for all attacks on that dataset.

For our robust baselines, ‘median” means coordinate-wise median. For Krum, multi-
Krum, k-norm, and k-loss, we assume the server knows the expected number of malicious
devices when aggregation. In other words, for k-norm, we filter out the updates with the
k largest norms where k is set to the expected number of malicious devices. Similarly, for
k-loss, we only use the model update with the k+1-th largest training loss. For gradient
clipping, we set the threshold to be the median of the gradient norms coming from all
selected devices at each round. FedMGDA+ has an additional € hyperparameter which
we select from {0,0.1,0.5,1} based on the validation performance on benign devices.
For the finetuning (only on neural network models) baseline, we run 50 epochs of mini-
batch SGD on each device on the local objective F; starting from w*. We see that Ditto
can achieve better fairness and robustness in most cases. In particular, on average of
all datasets and all attack scenarios, Ditto (with dynamic A’s) achieves 6% absolute
accuracy improvement compared with the strongest robust baseline. In terms of fairness,
Ditto is able to reduce the variance of test accuracy by 10% while improving the average
accuracy by 5% relative to state-of-the-art methods for fair FL (without attacks).
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Table 5.7: Full results (average and standard deviation of test accuracy across all de-
vices) on the Vehicle dataset with linear SVM. On this convex problem, we additionally
compare with another primal-dual MTL method MOCHA [265], which suggests the
fairness/robustness benefits of other MTL approaches.

Vehicle ‘ A1 (ratio of adversaries) ‘ A2 (ratio of adversaries) ‘ A3 (ratio of adversaries)

Methods clean ‘ 20% 50% 80% ‘ 20% 50% 80% ‘ 10% 20% 50%

global 0.866 (.16)|0.847 (.08) 0.643 (.10) 0.260 (.27)|0.866 (.18) 0.840 (.21) 0.762 (.27)|0.854 (.17) 0.606 (.08) 0.350 (.19)
local 0.836 (.07)|0.835 (.08) 0.840 (.09) 0.857 (.09)|0.835 (.08) 0.840 (.09) 0.857 (.09)|0.840 (.07) 0.835 (.08) 0.840 (.09)
fair 0.870 (.08)|0.721 (.06) 0.572 (.08) 0.404 (.13)|0.746 (.12) 0.704 (.15) 0.706 (.20)|0.775 (.13) 0.628 (.25) 0.448 (.11)
median 0.863 (.16)(0.861 (.18) 0.676 (.11) 0.229 (.31)|0.864 (.18) 0.838 (.21) 0.774 (.28)|0.867 (.17) 0.797 (.07) 0.319 (.17)
Krum 0.852 (.17)|0.853 (.19) 0.830 (.22) 0.221 (.32)|0.851 (.19) 0.828 (.22) 0.780 (.31)|0.867 (.17) 0.866 (.18) 0.588 (.14)
multi-Krum 0.866 (.16)|0.867 (.18) 0.839 (.20) 0.220 (.32)|0.867 (.18) 0.839 (.22) 0.770 (.31)|0.868 (.17) 0.836 (.08) 0.406 (.15)
clipping  0.864 (.16)|0.865 (.17) 0.678 (.34) 0.234 (.30)|0.865 (.18) 0.839 (.22) 0.764 (.27)|0.868 (.17) 0.789 (.07) 0.315 (.17)
k-norm 0.866 (.16)|0.867 (.17) 0.838 (.21) 0.222 (.32)|0.867 (.18) 0.839 (.22) 0.778 (.31)|0.867 (.17) 0.844 (.09) 0.458 (.16)
k-loss 0.850 (.05)|0.755 (.03) 0.732 (.09) 0.217 (.31)|0.852 (.06) 0.840 (.07) 0.825 (.09)|0.866 (.17) 0.692 (.08) 0.328 (.16)
FedMGDA+ 0.860 (.16)|0.835 (.09) 0.674 (.14) 0.270 (.26)|0.860 (.18) 0.843 (.22) 0.794 (.26)|0.836 (.17) 0.757 (.07) 0.676 (.17)
MOCHA  0.880 (.04)|0.848 (.07) 0.832 (.08) 0.829 (.10)|0.846 (.06) 0.843 (.07) 0.833 (.10)|0.862 (.06) 0.844 (.07) 0.834 (.07)
Ditto, A=0.1 0.845 (.07)|0.841 (.08) 0.841 (.09) 0.851 (.06)|0.844 (.07) 0.848 (.08) 0.866 (.05)|0.838 (.07) 0.829 (.08) 0.827 (.08)
Ditto, A=1 0.875(.05)|0.859 (.06) 0.821 (.07) 0.776 (.08)|0.875 (.06) 0.870 (.07) 0.879 (.04)|0.860 (.07) 0.813 (.07) 0.757 (.08)
Ditto, A=2 0.882 (.05)|0.862 (.05) 0.800 (.07) 0.709 (.12)|0.884 (.05) 0.872 (.06) 0.869 (.04)|0.872 (.06) 0.791 (.06) 0.690 (.09)

Table 5.8: Full results (average and standard deviation of test accuracy across all devices)

on FEMNIST.

FEMNIST | Al (ratio of adversaries) | A2 (ratio of adversaries) | A3 (ratio of adversaries)
Methods clean ‘ 20% 50% 80% ‘ 20% 50% 80% ‘ 10% 15% 20%
global 0.804 (.11)[0.773 (1) 0.727 (.12) 0.574 (.15)|0.774 (.11) 0.703 (.14) 0.636 (.15)[0.517 (.14) 0.487 (.14) 0.364 (.13)
local 0.628 (.15)|0.620 (.14) 0.627 (.14) 0.607 (.13)|0.620 (.14) 0.627 (.14) 0.607 (.13)|0.622 (.14) 0.621 (.14) 0.620 (.14)
fair 0.809 (.11)|0.636 (.15) 0.562 (.13) 0.478 (.12){0.440 (.15) 0.336 (.12) 0.363 (.12)|0.353 (.12) 0.316 (.12) 0.299 (.11)
median 0.733 (.14)(0.627 (.15) 0.576 (.15) 0.060 (.04)[0.673 (.14) 0.645 (.14) 0.564 (.15)|0.628 (.14) 0.573 (.15) 0.577 (.16)
Krum 0.717 (.16)|0.059 (.05) 0.096 (.07) 0.091 (.07)|0.604 (.14) 0.062 (.25) 0.024 (.02)|0.699 (.15) 0.719 (.13) 0.648 (.14)
multi-Krum  0.804 (.11)0.790 (.11) 0.759 (.11) 0.115 (.07)|0.789 (.11) 0.762 (.11) 0.014 (.02)[0.529 (.14) 0.664 (.15) 0.561 (.14)
clipping  0.805 (.11)|0.791 (.11) 0.736 (.11) 0.408 (.14)|0.791 (.11) 0.736 (.13) 0.656 (.13)|0.795 (.11) 0.060 (.05) 0.061 (.05)
k-norm 0.806 (.11)[0.785 (.11) 0.760 (.12) 0.060 (.05)|0.788 (.10) 0.765 (.11) 0.011 (.02)|0.060 (.04) 0.647 (.15) 0.562 (.15)
k-loss 0.762 (.11)|0.606 (.13) 0.599 (.13) 0.596 (.13)|0.432 (.12) 0.508 (.13) 0.572 (.14)|0.060 (.04) 0.009 (.02) 0.006 (.01)
FedMGDA+ 0.803 (.12)|0.794 (.12) 0.730 (.12) 0.057 (.04){0.793 (.12) 0.753 (.12) 0.671 (.14)|0.798 (.11) 0.794 (.12) 0.791 (.11)
finetuning 0815 (.09)(0.778 (.11) 0.734 (.12) 0.671 (.13)|0.764 (.11) 0.695 (.18) 0.646 (.14)|0.688 (.13) 0.671 (.14) 0.655 (.13)
Ditto, A=0.01 0.800 (.15)[0.709 (.15) 0.683 (.17) 0.642 (.13)[0.701 (.14) 0.684 (.14) 0.645 (.14)|0.650 (.14) 0.628 (.14) 0.650 (.14)
Ditto, A=0.1 0.827 (.10)|0.794 (.11) 0.755 (.13) 0.666 (.14)|0.786 (.13) 0.743 (.14) 0.674 (.14)|0.691 (.15) 0.664 (.14) 0.640 (.14)
Ditto, A=1  0.836 (.10)|0.803 (.10) 0.767 (.10) 0.672 (.14)|0.792 (.11) 0.691 (.17) 0.575 (.17)|0.642 (.12) 0.595 (.14) 0.554 (.15)
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Table 5.9: Full results (average and standard deviation of test accuracy across all devices)

on Fashion MNIST.
Fashion MNIST ‘ A1 (ratio of adversaries) ‘ A2 (ratio of adversaries) ‘ A3 (ratio of adversaries)
Methods clean | 20% 50% 80% | 20% 50% 80% | 10% 20% 50%
global 0.911 (.08)|0.897 (.08) 0.855 (.10) 0.753 (.13)|0.900 (.08) 0.882 (.09) 0.857 (.10)|0.753 (.10) 0.551 (.13) 0.275 (.12)
local 0.876 (.10)(0.874 (.10) 0.876 (.11) 0.879 (.10)|0.874 (.10) 0.876 (.11) 0.879 (.10)|0.877 (.10) 0.874 (.10) 0.876 (.11)
fair 0.909 (.07)|0.751 (.12) 0.637 (.13) 0.547 (.11)|0.731 (.13) 0.637 (.14) 0.635 (.14)|0.653 (.13) 0.601 (.12) 0.131 (.16)
median 0.884 (.09)(0.853 (.10) 0.818 (.12) 0.606 (.17)|0.885 (.09) 0.883 (.09) 0.864 (.10)|0.856 (.09) 0.829 (.11) 0.725 (.15)
Krum 0.838 (.13)0.864 (.11) 0.818 (.13) 0.768 (.15)|0.847 (.12) 0.870 (.11) 0.805 (.13)|0.868 (.11) 0.866 (.11) 0.640 (.18)
multi-Krum 0.911 (.08)|0.907 (.08) 0.889 (.10) 0.793 (.12)|0.849 (.10) 0.827 (.12) 0.095 (.12)|0.804 (.11) 0.860 (.09) 0.823 (.13)
clipping 0.913 (.07)|0.905 (.08) 0.875 (.10) 0.753 (.12)|0.904 (.08) 0.886 (.09) 0.856 (.11)|0.901 (.08) 0.844 (.11) 0.477 (.13)
k-norm 0.911 (.08)(0.908 (.08) 0.888 (.10) 0.118 (.08)|0.906 (.08) 0.893 (.09) 0.096 (.07)|0.765 (.14) 0.854 (.10) 0.828 (.12)
k-loss 0.898 (.08)(0.856 (.09) 0.861 (.10) 0.851 (.31)|0.876 (.09) 0.866 (.11) 0.870 (.10)|0.538 (.14) 0.257 (.13) 0.092 (.13)
)

FedMGDA+ 0.915 (.08)
finetuning  0.945 (.06)

0.907 (.08) 0.874 (.10) 0.753 (.13)
0.946 (.07) 0.935 (.07) 0.922 (.08)

0.911 (.08) 0.900 (.09) 0.873 (.10)
0.945 (.07) 0.930 (.08) 0.923 (.08)

0.914 (.08) 0.904 (.08) 0.869 (.10
0.915 (.08) 0.871 (.11) 0.764 (.15)

Ditto, A=0.1 0.929 (.09)
Ditto, A=1 0.946 (.06)
Ditto, A=2 0.945 (.06)

0.920 (.09) 0.909 (.10) 0.897 (.10)
0.944 (.08) 0.935 (.07) 0.925 (.07)
0.942 (.06) 0.935 (.07) 0.917 (.07)

0.921 (.09) 0.914 (.09) 0.905 (.08)
0.943 (.08) 0.930 (.07) 0.912 (.08)
0.936 (.07) 0.923 (.08) 0.906 (.08)

0.914 (.09) 0.903 (.09) 0.873 (.09)
0.887 (.09) 0.831 (.10) 0.740 (.12)
0.871 (.09) 0.785 (.11) 0.606 (.14)

Table 5.10: Full results (average and standard deviation of test accuracy across all devices)

on FEMNIST (skewed).

FMNIST (skewed) | Al (ratio of adversaries) | A2 (ratio of adversaries) | A3 (ratio of adversaries)
Methods clean ‘ 20% 50% 80% ‘ 20% 50% 80% ‘ 10% 15% 20%
global 0.720 (.24)[0.657 (.28) 0.585 (.30) 0.435 (.23)[0.688 (.26) 0.631 (.24) 0.589 (.26)|0.023 (.11) 0.038 (.18) 0.039 (.18)
local 0.915 (.18)[0.903 (.21) 0.937 (.18) 0.902 (.19)|0.903 (.21) 0.937 (.18) 0.902 (.19)|0.881 (.21) 0.912 (.18) 0.903 (.21)
fair 0.716 (.22)|0.644 (.29) 0.545 (.29) 0.421 (.22)[0.348 (.22) 0.321 (.16) 0.242 (.15)|0.010 (.11) 0.042 (.10) 0.037 (.17)
median 0.079 (.12)|0.086 (.12) 0.031 (.06) 0.044 (.08)[0.075 (.12) 0.109 (.13) 0.323 (.25)|0.060 (.10) 0.020 (.09) 0.033 (.07)
Krum 0.457 (.37)|0.360 (.35) 0.061 (.22) 0.127 (.27)|0.424 (.38) 0.051 (.08) 0.147 (.22)|0.434 (.36) 0.472 (.36) 0.484 (.35)
multi-Kram  0.725 (.25)|0.699 (.29) 0.061 (.22) 0.271 (:21)|0.712 (.29) 0.705 (.30) 0.584 (.28)|0.633 (.30) 0.556 (.30) 0.526 (.28)
clipping 0727 (:28)|0.678 (.28) 0.604 (.34) 0.401 (.26)|0.726 (.26) 0.711 (.26) 0.645 (.24)|0.699 (.29) 0.674 (.28) 0.640 (.28)
k-norm 0.716 (.28)|0.691 (.30) 0.396 (.36) 0.005 (.08)|0.724 (.26) 0.721 (.29) 0.692 (.35)|0.612 (.29) 0.599 (.30) 0.565 (.28)
k-loss 0.587 (:21)[0.526 (.29) 0.419 (.36) 0.127 (.27)|0.555 (.23) 0.550 (.26) 0.093 (.16)|0.003 (.08) 0.009 (.07) 0.006 (.05)
finetuning 0.948 (.11)|0.942 (.13) 0.959 (.10) 0.946 (.10) (0.949 (.16) 0.918 (.21) 0.621 (.11)|0.788 (.25) 0.740 (.27) 0.751 (.26)

Ditto, A=0.01 0.947 (.15)
Ditto, A=0.1 0.948 (.10)
Ditto, A=1  0.902 (.15)

0.945 (.18) 0.955 (.20) 0.946 (.13)
0.945 (.14) 0.959 (.12) 0.936 (.09)
0.899 (.15) 0.907 (.15) 0.861 (.14)

0.942 (.18) 0.949 (.15) 0.944 (.14)
0.945 (.13) 0.948 (.10) 0.888 (.18)
0.899 (.18) 0.818 (.22) 0.423 (.41)

0.902 (.20) 0.895 (.23) 0.888 (.20)
0.936 (.16) 0.827 (.23) 0.812 (.24)
0.880 (.15) 0.730 (.28) 0.736 (.28)
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Table 5.11: Full results (average and standard deviation of test accuracy across all devices)

on CelebA.

CelebA ‘ A1 (ratio of adversaries) ‘ A2 (ratio of adversaries) ‘ A3 (ratio of adversaries)

Methods clean ‘ 20% 50% 80% ‘ 20% 50% 80% ‘ 10% 15% 20%

global 0.911 (.19)|0.810 (.22) 0.535 (.26) 0.228 (.21)|0.869 (.22) 0.823 (.23) 0.656 (.26)|0.451 (.27) 0.460 (.29) 0.515 (.31)
local 0.692 (.27)|0.690 (.27) 0.682 (.27) 0.681 (.26)|0.690 (.27) 0.682 (.27) 0.681 (.26)|0.692 (.27) 0.693 (.27) 0.690 (.27)
fair 0.905 (.17)|0.724 (.27) 0.509 (.27) 0.195 (.21)|0.790 (.26) 0.646 (.27) 0.646 (.27)|0.442 (.27) 0.426 (.28) 0.453 (.28)
median 0.910 (.18)|0.872 (.22) 0.494 (.28) 0.126 (.18)|0.901 (.20) 0.864 (.20) 0.617 (.30)|0.885 (.20) 0.891 (.19) 0.870 (.21)
Krum 0.775 (.25)|0.810 (.25) 0.641 (.25) 0.377 (.10)|0.790 (.25) 0.699 (.25) 0.584 (.27)|0.780 (.25) 0.728 (.25) 0.685 (.30)
multi-Krum 0.911 (.19)|0.882 (.22) 0.564 (.26) 0.107 (.19)|0.887 (.21) 0.891 (.20) 0.617 (.30)|0.512 (.27) 0.529 (.27) 0.430 (.26)
clipping 0.909 (.18)|0.866 (.19) 0.485 (.29) 0.126 (.20)|0.897 (.20) 0.842 (.21) 0.665 (.26)|0.901 (.20) 0.883 (.21) 0.853 (.23)
k-norm 0.908 (.18)|0.870 (.22) 0.537 (.28) 0.105 (.17)|0.874 (.23) 0.909 (.18) 0.664 (.25)|0.506 (.28) 0.577 (.27) 0.449 (.28)
k-loss 0.873 (.19)|0.584 (.28) 0.550 (.31) 0.169 (.21)|0.595 (.28) 0.654 (.28) 0.683 (.26)|0.543 (.33) 0.458 (.33) 0.455 (.34)
FedMGDA+ 0.909 (.19)|0.853 (.21) 0.508 (.28) 0.473 (.34)|0.907 (.19) 0.889 (.21) 0.782 (.26) |0.865 (.23) 0.805 (.26) 0.847 (.21)
finetuning  0.912 (.18)|0.814 (.24) 0.721 (.28) 0.691 (.29)|0.850 (.24) 0.800 (.25) 0.747 (.24)|0.665 (.28) 0.668 (.27) 0.673 (.28)
Ditto, A=0.1 0.884 (.24)|0.716 (.27) 0.721 (.27) 0.724 (.28)|0.727 (.26) 0.708 (.28) 0.706 (.28)|0.699 (.28) 0.694 (.27) 0.689 (.28)
Ditto, A=1 0.911 (.16)|0.820 (.26) 0.714 (.28) 0.675 (.29)|0.872 (.22) 0.826 (.26) 0.708 (.29)|0.629 (.29) 0.667 (.28) 0.685 (.28)
Ditto, A=2 0.914 (.18)|0.828 (.22) 0.698 (.27) 0.654 (.28)|0.862 (.21) 0.791 (.26) 0.623 (.31)|0.585 (.29) 0.647 (.27) 0.655 (.29)

Table 5.12: Full results (average and standard deviation of test accuracy across all devices)

on StackOverflow.

StackOverflow | Al (ratio of adversaries) | A2 (ratio of adversaries) | A3 (ratio of adversaries)

Methods clean | 20%  50%  80% | 20%  50% 8% | 10%  15%  20%

global 0.155 (.13)[0.153 (.13) 0.156 (.16) 0.169 (.18)[0.147 (.12) 0.009 (.03) 0.013 (.01)|0.000 (.00) 0.000 (.00) 0.000 (.00)
local 0.311 (.15){0.311 (.15) 0.313 (.15) 0.319 (.15)|0.311 (.15) 0.313 (.15) 0.319 (.15)|0.311 (.15) 0.313 (.15) 0.319 (.15)
fair 0.154 (.13)|0.155 (.14) 0.153 (.13) 0.141 (.10){0.000 (.00) 0.000 (.00) 0.000 (.00)|0.148 (.12) 0.152 (.13) 0.167 (.11)
median 0.002 (.00)|0.001 (.00) 0.000 (.00) 0.000 (.00)|0.000 (.00) 0.001 (.00) 0.000 (.00)|0.000 (.00) 0.000 (.00) 0.000 (.00)
Krum 0.154 (.13)[0.150 (.13) 0.041 (.04) 0.002 (.00)|0.158 (.13) 0.151 (.13) 0.167 (.12)|0.153 (.13) 0.154 (.14) 0.138 (.15)
clipping 0.154 (.13){0.157 (.13) 0.149 (.13) 0.163 (.17)|0.152 (.13) 0.001 (:01) 0.001 (.01)|0.155 (.12) 0.161 (.14) 0.120 (.16)
k-norm 0.154 (.13)|0.156 (.12) 0.100 (.08) 0.002 (.00)|0.086 (.11) 0.042 (.03) 0.001 (.00)|0.149 (.15) 0.144 (.15) 0.155 (.13)
k-loss 0.155 (.13)|0.160 (.12) 0.164 (.13) 0.129 (.14){0.136 (.11) 0.145 (.11) 0.156 (.14)|0.148 (.14) 0.159 (.13) 0.156 (.13)
FedMGDA+  0.155 (.12)[0.154 (.13) 0.152 (.13) 0.165 (.13)|0.147 (.13) 0.160 (.14) 0.101 (.09)|0.155 (.13) 0.158 (.12) 0.154 (.13)
Ditto, A=0.05 0.315 (.16)|0.325 (.16) 0.315 (.17) 0.313 (.15)[0.314 (.16) 0.350 (.16) 0.312 (.14)[0.316 (.17) 0.321 (.17) 0.327 (.17)
Ditto, A=0.1  0.309 (.17)|0.318 (.17) 0.315 (.17) 0.293 (.13)|0.309 (.17) 0.316 (.16) 0.307 (.14)|0.319 (.17) 0.302 (.17) 0.305 (.17)
Ditto, A=0.3  0.255 (.18)|0.298 (.18) 0.288 (.17) 0.304 (.16)|0.283 (.17) 0.233 (.18) 0.321 (.20)|0.252 (.17) 0.261 (.19) 0.269 (.17)
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Chapter 6

Privacy: Differentially Private Adaptive
Optimization

As discussed in Chapter [l federated learning, by minimizing data exposure, is not
inherently private or secure. We explore differential privacy (DP) in federated networks
in this chapter. We focus on private adaptive optimization, which is fundamental for
current language applications. The proposed methods are effective to reduce privacy
noise for general ML applications beyond FL.

6.1 Overview

Privacy-sensitive applications in areas such as healthcare and cross-device federated
learning have fueled a demand for optimization methods that ensure differential privacy
(DP) [4}149) 182, 210]. These methods typically perturb gradients with random noise
at each iteration in order to mask the influence of individual examples on the trained
model. As the amount of privacy is directly related to the number of training iterations,
private applications stand to benefit from optimizers that improve convergence speed.
To capitalize on this, a number of recent works have naturally tried to combine DP with
adaptive optimizers such as Adagrad, RMSProp, and Adam, which have proven to
be effective for non-private machine learning tasks, especially those involving sparse
gradients or non-uniform stochastic noise [78, 117, 155,237, 1318}, [321].

Unfortunately, tasks where adaptive optimizers work particularly well (e.g., sparse,
high-dimensional problems), are exactly the tasks where DP is known to degrade perfor-
mance [25]. Indeed, as we show in Figure this can result in existing private adaptive
optimization methods performing only marginally better than simple baselines such as
differentially private stochastic gradient descent (DP-SGD), even under generous privacy
budgets. The rationale behind this is that to guarantee privacy, estimating the required
statistics on noisy gradients can introduce significant noise (Figure[6.2), making these
methods less effective.

In this chapter, we aim to close the gap between adaptive optimization in non-private
and private settings.
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Figure 6.1: Test performance on IMDB with logistic regression. AdaS refers to using
preconditioning in AdaDPS for non-private training. Adaptive methods (Adam) become
less effective when trained with differential privacy (DP-Adam), while AdaDPS retains
the benefits of adaptivity.
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Figure 6.2: The estimates of gradient statistics (e.g., second moments) in private adaptive
methods (e.g., DP-Adam) are noisy and may become uninformative of the relative
importance of coordinates.

6.1.1 With Side Information

We propose AdaDPs, a simple yet powerful framework leveraging non-sensitive side
information to effectively adapt to the gradient geometry. Our framework makes two
key changes over prior art in private adaptive optimization: (1) Rather than privatizing
the gradients first and then applying preconditioners, we show that transforming the
gradients prior to privatization can reduce detrimental impacts of noise; (2) To perform
gradient transformations, we explore using simple, easily obtainable side information in
the data. We discuss two practical scenarios for obtaining such information below.

Public Data as Side Information. A natural choice for side information is to use a
small amount of public data generated from a similar distribution as the private data, a
common assumption in private optimization [15} 20, 141}, 332} 333]]. In practice, public
data could be obtained through proxy data or from ‘opt-out” users who are willing to
share their information [12}141]. Indeed, the notion of heterogeneous DP where subsets
of samples require zero or weak privacy has been extensively studied in prior works [e.g.,
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11,137]. Another line of works is to assume that the gradients are low rank, and then use
public data to estimate this gradient subspace—thereby mitigating some of the earlier
discussed poor performance of DP in high-dimensional regimes. We do not consider
using public data for this purpose in this work, as such a low-rank assumption might
not hold in practice, particularly for the problems settings where adaptive optimizers are
known to excel [20]. Instead, we propose to use the public data more directly: we estimate
gradient statistics on public data at each iteration, and then apply these statistics as a
preconditioner before privatizing the gradients. Despite the simplicity of this procedure,
we unaware of any work that has explored it previously.

Summary Statistics as Side Information. Of course, there may also be applications
where it is difficult to obtain public data, particularly data that follows the same distribu-
tion as the private data. In such scenarios, our insight is that for many applications, in
lieu of public data we may have access to some common knowledge about the training
data that can be (i) computed before training, and (ii) used to improve optimization
performance in both private and non-private settings. For instance, in many language
tasks, certain aggregate statistics (e.g., frequency) of different words/tokens are common
knowledge or may be easily computed prior to training, and serve as reasonably good
estimates of the predictiveness of each feature. AdaDPS considers leveraging such sim-
ple heuristics to precondition the gradients. Perhaps surprisingly, in our experiments
(Section [6.4), we demonstrate that the performance of AdaDPS when scaling gradients via
these simple statistics (such as feature frequency) can even match the performance of
AdaDPS with public data.

6.1.2 Without Side Information

Prior works typically address this issue by using non-sensitive auxiliary data or side/meta
information of the dataset to approximate the underlying structures of private gradi-
ents [20] 142} 187]. While this can boost performance, assuming access to informative
public data may be unrealistic in many privacy-sensitive applications. In this section, we
instead ask: Can we improve privacy/utility tradeoffs in private adaptive optimization
without accessing auxiliary data or side information?

A key insight we have in addressing this question is
that for many machine learning problems, the gradient
geometry may not change drastically during succes-
sive steps of optimization (e.g., see Figure which
plots successive distributions of preconditioner values).
This presents an opportunity to estimate the precon-
ditioners used by adaptive optimizers with smaller
noise, by averaging across previous iterates. To this
end, we propose DP?, a differentially private adap-
tive method that uses historical gradients to construct
delayed preconditioners with reduced noise. Despite

preconditioner

epoch 10 epoch 25 l epoch 40

Figure 6.3: Preconditioner val-
ues do not change drastically
during optimization (IMDB
dataset).
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the simplicity of this approach, we find that it can sig-

nificantly improve performance in practice—improving convergence speed by as much
as 4 x relative to non-adaptive baselines, all without the need to access auxiliary data.
To better understand these performance gains, we theoretically and empirically analyze
the method to study the effect of using delayed preconditioners, including tradeoffs that
emerge between the noise reduction and staleness.

Contributions. We summarize our contributions of this chapter as follows.

* We propose effective optimization frameworks (AdaDPS and DP?) to approximate the
preconditioners in private adaptive optimization. Our algorithms either rely on non-
sensitive side information or stale gradients without access to auxiliary information.

* We analyze AdaDPS and DP? and provide convergence guarantees for both convex and
non-convex objectives. In convex cases, we analyze a specific form using RMSProp up-
dates to provably demonstrate the benefits of our approaches relative to differentially
private SGD when the gradients are sparse.

* Empirically, we evaluate our method on a set of real-world datasets. They improve
the absolute accuracy significantly compared with strong baselines under the same
privacy budget, and can even achieve similar accuracy as adaptive methods in non-
private settings. We additionally demonstrate how to apply AdaDPS to the application
of federated learning, where it outperforms existing baselines by a large margin.

Notation. Throughout this chapter, we consider using adaptive optimization methods
to solve the classic empirical risk minimization objective, i.e., min,, F(w) = % Z?:l f (xi ; W),
where w € R? and {f(x; W) }ie[n are individual loss functions on training sample i € [n].
Optionally, there may exist pubic data denoted as x,,, which does not overlap with
{xi}ie[n]. For vectors u,v € R?, we use u + v for coordinate-wise addition, and o for
coordinate-wise division. For any vector v, v; denotes the j-th coordinate of v. For
example, g;.’t refers to the j-th coordinate of gradient g*. Finally, |v| € R? denotes tak-
ing coordinate-wise absolute values, and | - | denotes the matrix norm defined as
| - |m := /{-, M-) for a symmetric and positive definite matrix M € R?*9, or a diagonal
matrix with non-negative diagonal entries populated by a vector M € R

In terms of privacy formulations, we consider classic sample-level DP in centralized
settings, and a variant of it—user-level DP—in distributed /federated environments. They
are formally defined in Chapter 2| We focus primarily on the classic centralized training,
and later on extend it to federated settings (Objective (6.1)) [206].

6.2 AdaDPS: Private Adaptive Optimization With Side In-
formation

Gradient-based private optimization methods usually update the model parameters with
noisy gradients at each iteration and then release the private final models [4]. To control

122



the sensitivity of computing and summing individual gradients from a mini-batch, meth-
ods based on the subsampled Gaussian mechanism typically first clip each individual
gradient and then add i.i.d. zero-mean Gaussian noise with variance determined by the
clipping threshold and the privacy budget. To use adaptivity effectively, in AdaDPS, we
instead propose first preconditioning the raw gradients with side information estimated
either on public data or via some auxiliary knowledge, and then applying the Gaussian
mechanism with noise multiplier ¢ on top. AdaDPS in centralized training is summarized
in Algorithm 8| Note that AdaDPS is a general framework in that it incorporates a set
of private adaptive methods. As described in Algorithm [§] the functions ¢, ¢, and A
abstract a set of updating rules of different adaptive methods. Next, we describe the
algorithm in more detail and instantiate ¢, ¢, and A.

We first consider estimating gradient statistics based on
public data. Functions ¢, ¢, and A can define a very broad a set of common adaptive
updating rules, as shown below.

e Adam: A'! is the square root of the second moment estimation, and M’ is the first
. it (1 g\ Agt
moment estimation; with A(g"f, Af, M") = M# for some moving averaging
parameter p'.

* AdaGrad: M' = 0, (A" = (A'1)2 + (§')?2, and A(g", A", M') = &

* RMSProp: A' is the square root of the second moment estimation with M’ = 0. And

A(gi’t, At, Mt) _ %
We note that the AdaDPS framework can potentially incorporate other adaptive optimizers,
beyond what is listed above. In our analysis and experiments, we mainly focus on
using RMSProp updates to obtain the preconditioner, because AdaGrad which sums up
gradients in all iterations so far in the denominator, often has poor practical performance,
and Adam needs to maintain an additional mean estimator. However, we also evaluate
the use of Adam within AdaDPS in Table|6.6{in Appendix showing that it yields similar
improvements as RMSProp across all datasets. In Section[6.3, we analyze the convergence
of A' as E[(¢%)?], and prove that in sparse settings, AdaDPS allows the addition of less
noise under the same privacy budget.

Option 2 (Without Public Data). When there is no public data available, we develop
simple and effective heuristics to determine which coordinates are more predictive based
on non-sensitive side information. In particular, for generalized linear models in NLP
applications, we set A’ to be (i) proportional to the frequency of input tokens, or (ii)
proportional to the TF-IDF values of input tokens. Follow a similar analysis as that of
Option 1, we provide theoretical justification in Theorem [17]in Section While
these are simple approaches to remove the dependence on public data, we find that they
can significantly outperform DP-SGD for real-world tasks with several million model
parameters (Section[6.4.1).
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Algorithm 8 AdaDPS

1: Input: T, batch size b, noise multiplier ¢, clipping threshold C, initial model w! e RY,
side information A! € RY, learning rate a!, potential momentum buffer M? e R?

2: fort=1,---,T—1do

3:  Uniformly sample a mini-batch B (|B|=b) from the training set and get b gradients:

¢t — Vf(x;wh), ieB

4:  Option 1: With public data xpp
Uniformly sample a mini-batch B’ (|B’|=b) from Xpub, get gradients, and update
Al and M! with recurrence ¢ and ¢ respectively:

L o
g — b Z VF;wh), ¥ € xpun
jeB’

AL = (AT ), M — oM, 2,

5:  Option 2: Without public data
A' estimated via heuristics
6:  Precondition individual gradients by A:
ot A(g™, A, M)
7.  Privatize preconditioned gradients:
s LN (i 1 22
§ Eéchp (g' ,C) - EN (0,(7 C ) ,

where clip(g, C) clips a vector g to L, norm C
8:  Update the model parameter w as

H1 gt atgt

w
9: end for

10: return w?!

Privacy Guarantees. We now state the differential privacy guarantees of Algorithm
As the side information A’ (as well as the potential momentum buffer M!) is non-sensitive,
its privacy property directly follows from previous results [4].

Theorem 15 (Privacy guarantee of Algorithm (8 [4]). Assume the side information A' is
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non-sensitive. There exist constants c1 and cy such that for any € < c1b*T/n?, Algorithm|8|is
b+/Tlog(1/9)
ne '

(¢, 6)-differentially private for any 6 > 0if o = ¢y

6.2.1 Intuition for A!

In this section we provide further intuition for the AdaDPS framework. When A’ is an all-
ones vector, AdaDPS reduces to the normal DP-SGD algorithm. Otherwise, At is indicative
of how informative each coordinate is. Intuitively, suppose clipping does not happen
and the public data come from the same distribution as private data so that for the
RMSProp preconditioner, we have A" = \/E[(¢"!)2]. Then the effective transformation
gi,t+N(O,0.2c2]E[(gi,t)2])
VEI(")?]
non-isotropic noise proportional to the second moment of gradients, and then applying
RMSProp updates, which is beneficial as coordinates with higher second moments are
more tolerant to noise. Therefore, AdaDPS could improve privacy/utility tradeoffs via
adding coordinate-specific noise (formalized in Theorem [16).

We next consider a toy example to highlight one of the regimes where AdaDPS (or,
adaptive methods) is particularly effective. Consider a linear regression task with the
objective min,cgsn 2 Yiefn) (W' X' — y')*> where n = 1,000 and each sample x' € R®.
In many real-world applications, the tokens (features) are sparse and their frequencies
follow heavy-tailed distributions. Without loss of generality, we assume the first 10%
features are frequent and uninformative; and the later 90% rare and informative. Let the
j-th feature of all data points be sampled from a random variable x; € {0, 1}. Features
and the underlying true w are generated as follows:

09, j<50 0.01, ;<50
Pr(xj = 1) = ] , ZU] = ] .
0.01, j>50 1.0, j>50

on each individual gradient ¢ is . This can be viewed as first adding

Labels are generated by y' = (w, x) + b’ where b’ ~ N(0,0.01). For AdaDPS, we assume
model engineers know which words are more frequent, thus setting A]t- =1forj <50

and A; = 0.01 otherwise for all t. Using larger learning rates on informative coordinates,
side information helps to improve optimization performance dramatically (see results in

Figure .

Comparison to Asi et al. [20]. The most related work to ours is Asi et al. [20], which
adds non-isotropic noise which lies in a non-uniform ellipsoid to the gradients, and
(optionally) transforms the resulting gradients with the demoninator used in AdaGrad.
AdaDPS differs from their approach in several ways, as we (i) first precondition then add
noise (as opposed to the other way round), (ii) consider a broader class of preconditioners
(beyond AdaGrad), and (iii) make the approaches to estimating gradient geometry in Asi
et al. [20] more explicit in lieu of public data (as discussed in previous sections). Empiri-
cally, we compare with another state-of-the-art method [15] which outperforms Asi et al.
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Figure 6.4: Training loss on the linear regression problem described in Section 6.2| (aver-
aged over five runs). We tune optimal learning rates separately for each method. Private
training (right) achieves (4.13,1072)-DP.

[20], and demonstrate AdaDPS’s superior performance (Section Table E|

6.3 Convergence Analysis of AdaDPS

We now analyze the convergence of AdaDPS (Algorithm 8) with and without public data,
in both convex (Section and non-convex (Section settings. When there is
public data available, we prove that AdaDPS adds less noise (plus, with noise proportional
to the magnitude of gradients) compared with DP-SGD. Our theory extends previous
proofs in related contexts, but considers stochastic gradients, adding random Gaussian
noise to the processed gradients, and estimating the preconditioner on public data (as
opposed to updating it with the raw gradients on training data). When there is no public
data, we present convergence results for general A’, covering the heuristics used in
practice.

6.3.1 Convex Convergence

For convex functions, we define the optimal model w* as w* € argmin,, F(w). First we
state a set of assumptions that are used in the analyses.

Assumption 2. There exists a constant D such that |w' — w*|, < D for any t € [T].

Assumption 3. There exists a constant C such that H‘%t , S Cforanyte [T|andie [n].

Assumption 4. Denote ¢ : E ZleB g't. There exists a constant a € (0,1] such that for any
jeldlandte[T], a($ ) (g ) (g].)2 holds.

Assumption 2| (bounded domain across all iterations) is commonly used in adaptive
optimization literature [20, 168, 187, 237]. Assumption |3/ aims to bound the L, norm

'We do not compare with Asi et al. [20] directly as the code is not publicly available.

126



of the stochastic gradient, thus helping bound the L, sensitivity of the operation of
calculating and averaging individual gradients from a mini-batch. Assuming bounded
stochastic gradient norm is standard in prior works on convex and non-convex private
optimization [e.g., 142} [187,332]. Assumption [4bounds the dissimilarity between public
and private data.

Within the framework of AdaDPS, we explore the convergence of the RMSProp precon-
ditioner where A! = 4/E[($%)2] + ¢! (with public data) where €’ is some small constant
or Al is obtained via side information heuristics. We first look at the case where there
exist public data, and therefore the exact updating rule at the ¢-th iteration is:

ge—Zfo] (xjexpub bZfow)

jeB’ ieB
o' — BT+ (1- (@) AT = Vol + €

1

wtl — wt — f<g +N) N~EN(0,<72C2).

At
Theorem [I6]below states the convergence guarantees.

Theorem 16. Assume F(w) is a convex function w.r.t. w. Let Assumptions 244 hold. Addition-
ally, choose B* such that 1 — 1 > B* > 1— 1 holds for some ¢ (0 1] and let \/t + 1! > V/te!
for any t. After running Algorzthm I usmg learning rates a! = \[ with public data for T itera-

tions, we have

min E[F(w")] — Z]E[ ]+\/—Trt£1%>]<1E[N|At]

where F* := F(w*), G = 127—; + “%;7), and A]-T = ﬁ+ el

The full proof is deferred to Appendix[6.5.1} Our proof extend the proof of the original
RMSProp method with full gradients in Mukkamala and Hein [218] to stochastic and
private settings. From Theorem [6.5, we see that the first term in the bound is standard
for the RMSProp optimizer, and the last term is due to noise added to ensure differential
privacy. Fixing the noise multiplier o, the second term depends on the clipping value C
and the preconditioner A’. We see that when the gradients are sparse, it is likely that the
added DP noise would be significantly reduced. In other words, to guarantee overall

(¢, 8)-differential privacy by running T total iterations, we can set > = O (%)
and T = O (

n2e?
maXie[T] E[||Af];]1og(1/0)

> . The convergence rate therefore becomes

¢maxte (1A,

min E[F(w'
te[T]
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When gradients are sparse (hence max;c[7) IE [|A![,] < d), the amount of noise added
will be significantly smaller compared with that of vanilla DP-SGD to guarantee the
same level of privacy. This highlights one regime where AdaDPS is particularly useful,
though AdaDPS also yield improvements in other settings with dense gradients (Table
in the appendix). Here, Theorem [16{assumes access to [E[(¢!)?]. When there is no public
data available, we leverage other easily obtainable side information to determine fixed
Al prior to training, as analyzed in the next section.

6.3.1.1 Fixed A!

Theorem 17. Let assumptions in Theorem 16|\hold. Running Algorithm |8|using learning rates

. . . . . . d . . .
af = % without public data with side information A € R* for T iterations gives

d
aR+1 Q
inE[F(w))] - F* <O —§A~+—1E NIA| |,
o ELF )] VT &7 0VT I3

El(¢})2 .
where R := max; % and gt := %ZieB g,

From Theorem [17|above, we observe that A should be chosen such that both R and
Z?:j Aj are minimized. For a large class of generalized linear models, we are able to
obtain appropriate A based on the feature space information to control the values of R,
as discussed in the following.

Considering generalized linear models. Under the model parameter w € R, for
any x', the gradients are c(x’;w)x’ where c(x’;w) € R is a function of x' and w. We
assume that for any i € [1] and w, there exists a constant cmax such that |c(x’; w)| < cmax-

One natural choice of A is to set A; = 4 /IE[x]Z] + € for each coordinate j € [d] (such

that R < c2,,,), which could improve the noise term |E [IN ||i] when the features are
sparse. Nevertheless, IE[x?] can be unrealistic to obtain prior to training. Instead, one

side information of choice is E[x], which implies how rare the raw features are in some
NLP applications. Let A; = E[|x;|] + € (j € [d]). Then

E|(g)?] 2 E[2]
R = max-————— < max 2] 5
it (E[lx[] +e)* it (Elxl)*+e

To reason about how large R is, we consider a simple setup where each feature takes the
value of v > 0 with probability p, and 0 with probability 1 — p. It is straightforward to
see the scaling of the last two terms in the convergence bound in Theorem

d
1
R]; Aj=0 (5) O (dpv) = O(dv),
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dpv
E[ING] = 723 4y - 0 (max g2 2 ).

Pt po +€)

E [|N|? ] will reduce to O(d) if the gradients are sparse in a certain way, i.e.,

O(p). Note that only using this simple first-moment information (A; = E [|x;|| + €), we
are not able to obtain a constant improvement in the convergence bound as in Theorem 16|
with public data. However, we empirically demonstrate that these ideas can be effective
in practice in Section[6.4]

6.3.2 Non-Convex Convergence

In addition to convex problems, we also consider convergence to a stationary point for
non-convex and smooth functions. We introduce additional assumptions in the following.

Assumption 5. Each f(x';w) (i € [n]) is L-smooth with respect to w € R,

Assumption 6. The expectation of stochastic gradient variance is bounded, i.e., [E|| g;.’t -
'/t ; " .
E[g} 113] < T]-zfor all i, t,j. Denote T% := (1%, -+ ,13) € R

Assumption 5| together with Assumption [2|implies that there exists a constant that
bounds |VF(w')| for any ¢, which we denote as B.

Theorem 18. Let Assumptions[2{e| hold. After running Algorithm 8 with public data for T
iterations using a constant learning rate « and a constant €, choosing the constants to satisfy

s and B/1 — *fe , we have

1 2 1 |21 | o?
= TIE[VF H] O<T>+O< ; +b2 .

te[T]

The proof is mostly extended from Adam’s proof in Zaheer et al. [318] (see Ap-
pendix for complete steps). When the batch size increases, both the stochastic
gradient noise and differential privacy noise would be reduced.

Theorem 19. Let Assumptions [2H6| hold. After running Algorithm [8|with a fixed A as prior
information for T itemtions using a constant learning rate « and a constant €, choosing the
constants to satisfy & < ¢, we have

1 1 o?
]E[HVF A ]<O<T>+O<Z5+ﬁ).

Sl =

te[T]
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6.4 Experiments on AdaDPS

We evaluate the performance of AdaDPS in both centralized (Section[6.4.1) and federated
(Section [6.4.2)) settings for various tasks and models. In centralized training, we inves-
tigate two practical scenarios for obtaining side information with and without public
data (Section [6.4.1.1jand |6.4.1.2). We describe our experimental setup below; details of
datasets, models, and hyperparameter tuning are described in Appendix Our code
is publicly available at github.com/1itian96/AdaDPS.

Datasets. We consider common benchmarks for adaptive optimization in centralized
or federated settings [15| 235| 318] involving varying types of models (both convex and
non-convex) and data (both text and image data). Both linear and non-convex models
contain millions of learnable parameters.

Hyperparameters. We fix the noise multiplier ¢ for each task, and select an individual
(fixed) clipping threshold for each differentially private run. To track the privacy loss (to
ensure (g, 6)-DP), we add the same amount of noise to all compared methods, set the §
value to be the inverse of the number of all training samples, and compute € using Rényi
differential privacy (RDP) accountant for the subsampled Gaussian mechanism [213].

6.4.1 Centralized Training

Common Baselines. One can directly privatize an adaptive optimizer by first privatizing
the raw gradients, and then applying that adaptive method on top of noisy gradients [332].
We consider these baselines named DP-Adam or DP-RMSProp where the adaptive
optimizer is chosen to be Adam or RMSProp (same as DP-Adam appearing in previous
sections). As the empirical results of DP-Adam and DP-RMSProp are very similar
(Table in the appendix), in the main text, we mainly compare AdaDPS with DP-
Adam [332] and DP-SGD [4]. For completeness, we present the exact DP-Adam algorithm

in Appendix

6.4.1.1 With public data

In the main text, we set the public data size to be 1% of training data size. We further
explore the effects of public data size empirically in Table Appendix Next,
we present results of comparing AdaDPS with several baselines, and results using both
in-distribution (ID) and out-of-distribution (OOD) data as public data to estimate the
preconditioner.

Preconditioning Noisy Gradients with Public Data. In addition to DP-SGD and DP-
Adam mentioned in Section we consider another method of preconditioning the
noisy gradients with second moment estimates obtained from public data. Specifically, the
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updating rule at iteration ¢ is

1 - 1
5t - : it - 22
I5 b.E clip (g ,C)+bN(0,UC ),
ieB
~t
~t

8
ST VER e
We call this adaptive baseline DP-R-Pub, which is equivalent to standard DP-RMSProp
but using public data to estimate the preconditioner. Comparing with this method
directly reflects the importance of the order of preconditioning and privatization in
AdaDPS.

Results with in-distribution proxy data (randomly sampled from training sets) are
shown in Figure [6.5/and Table [p.1]below. We see that across three datasets, (i) DP-Adam
does not necessarily outperform DP-SGD all the same, (ii) AdaDPS improves over all
baselines significantly, including DP-R-Pub. Full results involving DP-RMSProp and
AdaDPs with Adam as the updating rule are presented in Table

where ¢' := Vf(x;w') for x e Xpub-

StackOverflow IMDB (LSTM)
0.40
0.35
3 3
© 0.30 == 0 0,68
3 0.25 — 8
: 0.66
3] 7~ DP-sGD &
0.20
7] —— DP-Adam T 084

DP-R-Pub
—— AdaDPS

DPR-Pub 2 e
0.10 —— AdaDPS | .l

0 5 10 15 20 25 30 35 40 0 20 40 60 80 100
# epochs # epochs

Figure 6.5: Test accuracies of baselines and AdaDPS assuming access to public data. ¢
values on these two datasets are 0.84 and 2.8, respectively. AdaDPS significantly improves
test performance, even reaching an accuracy much higher than the accuracy of SGD in
non-private training on StackOverflow.

Methods Loss x100 (c=1) Loss x100 (c=0.75)

DP-SGD 5.013 (.001) 3.792 (.001)
DP-Adam  3.697 (.020) 3.286 (.016)
AdaDPS 3.566 (.008) 3.158 (.003)

Table 6.1: Test reconstruction loss (mean and standard deviation across three runs) on
MNIST under a deep autoencoder model. c=1 and ¢=0.75 correspond to e=1.6 and &=3,
respectively. DP-Adam works well in this task compared with DP-SGD. AdaDPS improves
over DP-Adam.

We also evaluate AdaDPS on MNIST, and observe that it yields 0.5% — 2% accuracy
improvements (Table 6.6), depending on the specific adaptive method.
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Comparisons with Amid et al. [15]. We compare AdaDPS with one recent work, PDA-
DPMD, which is the state-of-the-art that leverages public data to improve privacy/utility
tradeoffs in a mirror descent framework [15]. We take their proposed approximation,
where the actual gradients are a convex combination of gradients on private and pub-
lic data. As this approximation does not precondition gradients, PDA-DPMD could
underperform AdaDPS in the tasks where adaptivity is critical, as shown in Table
below.

Datasets Metrics PDA-DPMD  AdaDPS AdaDPS
w/ public ~ w/ public w/o public
IMDB accuracy 0.62 0.80 0.75
StackOverflow accuracy 0.33 0.40 0.41
MNIST loss 0.039 0.036 —

Table 6.2: Comparison with a recent method (PDA-DPMD) using public data in private
mirror descent. AdaDPS outperforms PDA-DPMD due to preconditioning.

Out-Of-Distribution Public Data. As mentioned in Section [6.1] public data could be
obtained via a small amount of proxy data or ‘opt-out” users that do not need privacy
protection. We consider two practical cases where we use OOD data to extract side infor-
mation. For IMDB sentiment analysis, we use a small subset of Amazon reviewﬂ [324]
as public data (1% the size of IMDB). Amazon reviews study a more fine-grained 5-class
classification problem on product reviews, and we map labels {1, 2} to 0 (negative),
and labels {4, 5} to 1 (positive). For StackOverflow tag prediction task which consists
of 400 users with different styles and interested topics, we simply hold out the first
four of them to provide public data. We show results in Table [6.3|below. We see that
the preconditioners obtained from out-of-distribution but related public data are fairly
effective.

AdaDPS AdaDPS
Datasets DP-SGD - 40D public 1D public
IMDB 0.63 0.79 0.80
StackOverflow 0.28 0.40 0.40

Table 6.3: Using small out-of-distribution data as public data achieves the same improve-
ments. For IMDB, we leverage Amazon reviews data (1% the size of IMDB) as public
data. For StackOverflow, we hold out 1% users as those who opt out of privacy training.

6.4.1.2 Without Public Data

When it is difficult to obtain public data that follow sufficiently similar distribution as
private training data, we explore two specific heuristics as side information tailored to

%figshare.com/articles/dataset/ Amazon_Reviews_Full/13232537/1
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language tasks: token frequencies and TF-IDF values of input tokens (or features). These
statistics are always known as open knowledge, thus can be used as an approximate how
important each feature is. We compare AdaDPS with DP-SGD and DP-Adam.

A' Based on Token Frequencies. One easily obtainable side information is token
frequencies, and we can set A (t € [T]) to be proportional to that accordingly. Note that
our implicit assumption here is that rare features are more informative than frequent ones.
We investigate the logistic regression model on two datasets in Figure 4 below. Despite
the simplicity, this simple method works well on StackOverflow and IMDB under a
tight privacy budget, outperforming DP-SGD and DP-Adam significantly. Especially for
StackOverflow, the test accuracy is the same as that of AdaDPSwith a small set of public

data (Figure[6.5).

StackOverflow IMDB (convex)

y

© o
N @
o O

o
3
[S)

test accurac
o
&

7 DP-SGD 0.60 DP-SGD
+ 018 —— DP-Adam 055 —— DP-Adam
0.10 —— AdaDPS —— AdaDPS
005 0.50
o 5 10 15 20 25 30 35 40 0 20 40 60 80 100
# epochs # epochs

Figure 6.6: AdaDPS uses token frequencies as the side information, demonstrating superior
performance than the baselines. Methods in each subfigure reach (0.84,4.2 x 107¢)- and
(2.8,4 x 107°)-DP.

A' Based on TF-IDF Values. Another common criterion to measure the relevance of
tokens to each data point in a collection of training data is TF-IDF values. With the
presence of such information available in a data processing pipeline, we explore the
effects of A’ being inversely proportional to TF-IDF scores for linear models. The results
are reported in Table The “ideal” method refers to AdaDPS with RMSProp updates
and the second moment estimated on clean gradients from private training data, which
serves a performance upper bound. As expected, across all methods, TF-IDF features
result in higher accuracies than BoW features. AdaDPS outperforms the baselines by ~10%
absolute accuracy, only slightly underperforming the ‘ideal” oracle.

Remark (Side Information in Non-Private Training). The idea of using side informa-
tion (with or without public data) can also improve the performance of vanilla SGD in
non-private training, yielding similar accuracies as that of adaptive methods. We report
additional results along this line in Table [6.9|in the appendix.
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Methods
DP-SGD DP-Adam  AdaDPS ideal
BoW 0.62 (.02) 0.68(.01) 0.75(01) 0.82(.01)
TEF-IDF 0.68 (.01) 0.65(01) 0.80(.00) 0.83(.00)

Features

Table 6.4: We preprocess IMDB into two versions with either BoW or TF-IDF features,
and report average test accuracy along with standard deviation across three runs. AdaDPS
with A! being inversely proportional to features’ TF-IDF values outperforms the baselines
of DP-SGD and DP-Adam by a large margin. AdaDPS also performs relatively closely to
the ‘ideal” upper bound.

6.4.2 Applying AdaDPS to Federated Learning

In this section, we discuss AdaDPS adapted to FL to satisfy user-level, global differential
privacy (assuming a trusted central server) (Definition ). We consider the default
objective (1.1)) for FL of fitting a model w € R? to data across a network of N devices, i.e.,

min F(w) = | pifi(w), (6.1)

where fi(w) is the empirical local loss on each device k, and pj is some pre-defined
weight for device k such that Z,](\]: 1 Pk = 1. In this work, we simply set p; = %, k e [N].
For this privacy-sensitive application, we assume there is no public data available.

Due to the practical constraints of federated settings (e.g., unreliable network condi-
tions, device heterogeneity, etc), federated optimization algorithms typically randomly
samples a small subset of devices at each communication round, and allows each device
to run optimization methods locally (e.g., local mini-batch SGD) before sending the
updates back to the server [206]. Adapting AdaDPS to federated learning is not straight-
forward, raising questions of applying preconditioning at the server side, the device
side, or both [290]. We empirically find that on the considered dataset, preconditioning
the mini-batch gradients locally at each iteration demonstrates superior performance than
preconditioning the entire model updates at the server side. The exact algorithm is
summarized in Algorithm [10/in the appendix.

We investigate the same StackOverflow dataset described in Section but follow
its original, natural partition (by Stack Overflow users) for federated settings, one device
per user. There are 400 devices in total for the subsampled version we use. We select
20 devices at each communication round and use a noise multiplier ¢ = 0.3. While
we arrive at a large ¢ value for user-level DP, the final model could still be useful for
defending against membership inference attacks in practice [143].

In Figure we plot test accuracy versus the number of communication rounds.
AdaDPS has ~5% higher test accuracy than other two methods. We note that in federated
learning applications involving massive and unreliable networks, it is not always realistic
to allow for uniform device sampling. Incorporating recent advances in DP without
sampling [e.g.,[143] to address this is left for future work.
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Figure 6.7: Test accuracy of StackOverflow in non-private and private settings under
(34,0.0025) user-level DP (Definition[d). AdaDPS extended to federated learning (Algo-
rithm [10]in the appendix) improves over baselines of DP-Fed Avg [210] and DP-Fed Adam
by 5% in terms of test accuracy.

6.5 Convergence Proofs

6.5.1 Proof for Theorem (16 (Convex cases)

Based on our assumptions, the updating rule becomes

t 1 N,

g 2 VI (62)

i€B

A 1 . .

g — ’ DV wh), ¥ e xpuw (6.3)

jeB’
of — B+ (1 B8 (6.4)
Al — Vol + €t (6.5)

t

Wt — wt — o (% + N) , N~ %N(O, o>C?) (6.6)

We extend the proof in Mukkamala and Hein [218] to stochastic, private cases with
preconditioner estimated on public data. Based on the updating rule, we have

Hwt+1 ot ; 6.7)
_ wa —af(AN)lgt — afN — w* it (6.8)
= ! — o[ + o (4) g + !N i —2(wt —w*,alg + AN 6.9)
— [w' - w* [ 20 (", ' —w*) + ()2 (g, (A) g ) — 20w’ — w*, A'N)

+ (") ?NIe + 2(a")*(g!, N). (6.10)
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Rearranging terms gives

t #|2 t+1
t % HZU -—w HAt - HZU —w HAt 1 ¢
(gL w —w") = 2ut 2<g g>

—(w' —w* AN>+—HNHAf+0ct<gt,N>. (6.11)

Take expectation on both sides conditioned on @',

E; [|w' —w*|: | — Ee[w' ™ —w*|3,]
2ut

e ) e [ M

where we have used the fact that N is a zero-mean Gaussian variable independent of
¢!, w'. Taking expectation on both sides and using the convexity of F(-):

(VF(w"),w" —w*) =

E[|w' — w*|%] — E[Jw™" — w*[3]

E[F(w')] - F(w") <

2ut
t t
SE(g (A)7'e)] + TE[INZ . (6.13)
Applying telescope sum, we have
T
> (E[F(w')] - F(w*)) (6.14)
t=1
-0 & (Bt —wr ] B[l -t
< 20{1 - t—ZZ 20t B 2&1}_1
T oct ot
05 E|(g (A)7g")] + DE [INIE, |- (6:15)
Let af = %,
T
> (E[F(w')] — F(w®)) (6.16)

t *||2
_ Jw! —w*|2, +i E [Hw —w Hmf_my_l]
= 20

20 =
t . )
T
X g [<gt, (At)—lgt>]J N g %IE [HNHit] . (6.17)
T,
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Let1-7 > B! > 1-1for some v € (0,1] and vte' > /t — 1e!~1. We first bound T;.
Based on the relations between v' and v'~! and B! > 1 — 1, we can prove for any t, j

:\/E(\/;;Jret) _ <\/‘Bt 11— (g ) )2 (t_1>0]t'—1+m€t71.

(6.18)
So for any j, t,
VEA] = VE- 1A (6.19)
Hence,
T
E [Z |w — w* @;At_\/t_—wq] (6.20)
t=2
S _
_ _ t £ . t—1 — t—1
—E | Y Y (w! - w! ( o+ Vie' —\/(E - Dol L - VE-Te ) (6.21)

t=2j=1

(w]t-—w}k)2< tv§+\/fet— (t—1Doi =Vt -1t 1> (6.22)

%
.M&
M=

t—
]

_]:1t:2 ]
[ 4 T

<E Z Z ( o+ Vet — /(= 1)t - Vi - 1€t1>] (6.23)
- ; B

= E D? (4/ToT +VTel — ol =€) |. (6.24)
50 (i v )

We next bound T,. We prove a variant of Lemma 4.1 in Mukkamala and Hein [218]. The
major differences are in that we consider the stochastic case and estimating v' on public
data. We prove the following inequality by induction:

T (8" 2(2-1)
Z tv + +/tet = a’y E [ Tv].T + ﬁeT} , j € [d]. (6.25)
t=1

Fort =1,

[ 1)2
(g]) T (&) (626)
\F +el (1= B)(g)? +e!

[ 5112
<E 3) ] (6.27)
)%+ el
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(1=pH(Eg) +e!
<E T . (6.28)

Suppose that the conclusion holds whent = T —1, i.e,, for any j € [d],

T-1 )2
VE [ 3) ] < 2(2_’”113[ (T—1)o] 1+ VT - 1eT—1] . (6.29)

P tv]t- + \/tet ay

In addition, combined with the fact that UJ.T = ,BTUJ-T_l + (1 - ,BT)(gA]T)2 and /Te >
T —1eT-1, we have

(T -1l (T-1)(1-pT)(EN)?

(T—Do] T+ VT -1 < \/ ++VTel  (6.30)

BT BT
_ _ gT\(6T)2
_ \/TU]T_(T 1)(1ﬁTﬁ &P | o 631
_ _ gTy(4T)\2
<4 /Tol — (T-Da-F)E) +VTeT (6.32)

I opT ( ijT + \/TGT)
a(T—1)(1 - BT (T
28T < To] + ﬁeT> '

< y/Tol + VTel — (6.33)

The third inequality comes from v/a — b < \/a — ﬁﬁ (a = b) by letting a be Tv]-T and b be
(T-1)(1-")(&] ) H
BT . Hence
T £\2
MNE (8)) (6.34)
=1 tol + \/tet
_ a(T—1)(1—BT)(gh)? T)?
R 08 Tol +VTe" - T-DI-F &) + ) (6.35)
ay 28T ( Tv]T + \/T€T> Tv].T +/TeT
_ _ _ _aT T2
20 v)lE[ TUT+ﬁGT]+<l_<2 NI -1 - >>]E (8;)
ay J 7B Tof +V/TeT
(6.36)
<22 [ ToT + ﬁeT] . (6.37)
ay ]
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We then bound T5 as follows.

t)Z

ot )2 ® g (& & 22—17)
[Z Z\fﬁt]EE[tle +]<EZ = ]E[ Tv]-TJr\/TeT].

1 tU; + \/Eé‘t j=1
(6.38)
Noting that
1 % 2 2 d
W < % > (ol +e), 6.39)
j=1

combined with the bounds of T7, T; yields

T
3 (E[F(w!) — F(w")]) < (E—: G 7)) SE[y/To] +VTeT|, (6.40)
t=1 j

ary =
which implies that
min E[F(w')] — F(w*) 6.41)
te[T]
D? 14 _ - 2
<(z% )TZ [VTef + VT v 2 M5 R ING] 642
D? a2
) (5+ ary )fZ]E[\/iﬂ ]+—T?;[a><1E[||N|At]- (6.43)

The first term is standard for the RMSprop optimizer, and the last term is due to noise
added to ensure differential privacy. To guarantee overall (g, §)-differential privacy by

running T total iterations, we set 0> = O (%) andT = O [22 = At:|1 1/6))
maXe[T j og(
The convergence rate becomes
maxc[7 E [Zd At.] log(1/6)
: t % e =1 /
min E[F(w')] — F(w*) <O . (6.44)
te[T] ne

6.5.1.1 Proof for Theorem 17| (Fix A’ Before Training)

Denote the side information as a fixed A at any iteration t. Similar as previous analysis,
setting a decaying learning rate af = \[, we have

T
> (E[F(w')] - F(w*)) (6.45)

t=1
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le _ w*HZ T E [wa _ w*H%/EA—\/ﬁA] T N B
<t SRl S sl )
o % p N 6.46
P [INI3 |- (6.46)

To bound Tj, we have

T T
SB[l — w2, | =B | 2 D@ w2 (VE-VEST)(AD) | (647)

t=2 | t=2j=1
d 2
- 1
<0 \/T]; A, Hw w (6.48)
We consider T, next. From the assumptions on the clipping bound
Elwr] .
it A]-
Then
T d o, d
Z Z Z\fA [ ] <3\ mRAj < VTaR ) A, (6.50)

t=1j=1

Therefore, we obtain
1 d aR d o
minE[F(w)] - Fw*) <O | —=Y A+ —=> A+ —E||N|%4] | 6.51
mREIFE)] P01 <0 | G724+ g 04+ U A (651)

6.5.2 Proof for Theorem (18 (Non-convex and smooth cases)

We use the same € at each iteration. Let V;F(w) denote the j-th coordinate of V F(w) for
any w. Based on the L-smoothness of F(-),

F(w'*h) < F(w') — o V,F(w

2N |, (6.52)



where N ~ %J\/' (0,0%C?) and E[N?] = %. Taking expectation conditioned on w! on
both sides gives
, }
IEt[F(wt+1 Z \/»
j=1 + €
h2r d (¢ £\2
LS, |5 i |+ (“z)szdazcz. (6.53)
— t
el [
The following proof is extended from that of Theorem 1 in Zaheer et al. [318].
d ¢ t t
E([F(w'™)] < F(w') —a' )| V;F(w')E, & i + J
i v]t. +€ ﬁv§’1 +e€ /30;’1 +€
d £)2 2
(ah)2L (&) (a')2Ld , ,
+ D E, 5 s C (6.54)
j=1 ( v; + e)
d £\)2 d t t
V,F
< Fw')—a' )’ ViF@) +a' Y |ViF(wh)] B 5 J
T14/Boi e ) ol +e poi~l e
j j j j j
£\2
(@)L & (8)) (@)2Ld ,
+ 2 E; 5 T C (6.55)
j=1 ( v; + e)
Further,
8 1 1
< |gf - (6.56)
\/7+€ /B vt-_1+€ ’]‘ vite poi~l e
- 8] 1-B)(g)) 657)
(Ve +e) (vee )(WWW !
- 8] 1-B)(§))°
<\/07 + e) <4 /,Bv;fl - e) (X/ﬁv;*l - (1 — [3)(gA]t-)2 - \/ﬁv;’1>
(6.58)
1 /11—
P (8h)? (6.59)

T
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ol (6.60)
( pot~1 +e> e va
We have used the observation (A=pie)” <4/1 and < Lgh
(/Bof +-p)gh2y o) e
From L-smoothness of F(-) which implies that |[VF(u) — ( V)| < L||u — || for

any u,v € R?, and Assumption [2} it is easy to see there exists a constant B such that
|ViF(w)| < B forany j € [d].

lEt[F(wt“)]gF(wt)—zxtzd: (VEh) tBVl‘ Z]Et L
i ﬁv§_1+e \/BU T re

d £2
(a')2Ld E, (&) | (oct)zzLdaz 2 661
2 pst < U§+€) 2b
4 (ViF(w fBﬁ/1— (85)?
< F(w') —a' )] Z]Et ) —
i ,Bv;*“re 4/,60]- +€
()2l & (89)? (@)2Ld ,
+ 2 ]; Et[ e | (6:62)

where the last inequality holds due to (\/7 + e> > € (e + W) > € (e + 4 /,Bv;—1>.

Lemma 1 in Zaheer et al. [318] proves that [E; [( ] iF(w"))* where 17].2 is

the variance bound of the j-th coordinate, i.e., E [ —V,F HZ] -2. Plugging this

inequality into Eq. (6.62), combined with % Z and ” Vie S 4, we obtain

t t — Ze
lEt[F(w”l)]éF(wt)—mllv w)|? + ( B\\/? 2€z\f> ]b

at)2Ld 2
2b2

C2

Taking expectation on both sides and applying the telescope sum yields

= Z [|VE(w!)|*] <O (%) +0 <@) +0 (‘;—2) (6.63)
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6.5.2.1 Proof for Theorem 19| (Fix A before training)
Due to L-smoothness of F(-), we have
t)z

t ; d
F(w!™) < —afZ(VF (g +N)> (“2)2L2<(i{2 + N2+ i’ ZN)

Aj i j

where N ~ %/\/’ (0,0%C?). Taking expectation conditioned on w! on both sides gives

E, [F(wf“)] (6.64)
< Fwh) o g (v]plijut»z X (Mz)zL g Ai]? E [(g;)z] L 2);2Ld 202 6.65)
< F(wh) — afzd: W]'Ffij”t) S ("‘22L Ed] % (%]2 + (v]-F(wf))Z) + ("‘;);Ldazcz (6.66)

j=1 j=1"7]
< F(w') - afé N"Ff(j‘]t)y + (“;)62 L éi] (%’2 + (V,-F(wf))2> + (“Z;Ld o2C2 (6.67)
< Fw') [ VEh) s + <“2>:L i jb “"2;” 2C? (6.68)
j=1
The last inequality is due to a' < £. Taking expectation on both sides yields
E[Fw™)] < B[] - SEIVE@)E + S0 Zd] : L (669
Similarly, by rearranging terms and applying telescope sum, we obtain
% > E[IVE@) 3] <0 (%) L0 (; - %) Lo (Z-j) . (6.70)

te[T]

6.6 Experimental Details
Pseudo Code of Some Algorithms. For completeness, we present the full baseline

DP-Adam algorithm in Algorithm [9]and AdaDPS extended to federated learning in Algo-
rithm

Datasets and Models. We consider a diverse set of datasets and tasks.
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Algorithm 9 DP-Adam [332]

1: Input: T, batch size b, noise multiplier ¢, clipping threshold C, initial model wl e RY,
o0 = 0, m° = 0, small constant vector €' € R?, learning rate al, moving average
parameters 1, B2

2: fort=1,---,T—1do

3:  Uniformly randomly sample a mini-batch B with size b from private training data

4. Getindividual gradients for sample i € B:

gi,t - Vf(xi; wt)

5:  Private gradients using Gaussian mechanism:
st 1 (it 1 22
g~ —Zchp (g ,C> + -N(0,0°C?)
b b
i€eB
6:  Update first and second moment estimates as
m' — ﬁlmt_l + (1 — ﬁl)gt
o B’ 4 (1 B2)(8")?

7. Update the model parameter w as

B W S m'/(1 - BY) ’
o' (1= BY) + ¢

where B}, B denotes B4, B to the power of t (with slight abuse of notations)
8: end for
9: return w

T

* StackOverflow [21] consists of posts on the Stack Overflow website, where the task
is tag prediction (500-class classification). We randomly subsample 246,092 samples
from the entire set. There are 10,000 input features in StackOverflow, resulting in more
than 5 million learnable parameters in a logistic regression model.

* IMDB [199] is widely used for for binary sentiment classification of movie reviews,
consisting of 25,000 training and 25,000 testing samples. We study two models on
IMDB: logistic regression and neural networks (with LSTM) with 20,002 and 706,690
parameters, respectively. For logistic regression, we set the vocabulary size to 10,000
and consider two sets of commonly-used features separately: bag-of-words (BoW) and
TF-IDF values.

* MNIST [165] images with a deep autoencoder model (for image reconstruction) which
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Algorithm 10 AdaDPS applied to federated learning

1: Input: T communication rounds, b selected devices each round, noise multiplier
o, clipping threshold C, initial model w! € RY, non-sensitive side information A,
number of local iterations s, local learning rate 7'

2: fort=1,---,T—1do

3:  Server uniformly selects a subset B of b devices and sends the current global model

w' to them Each device i € B sets the local model to be the current global model:

4:  Each device i € B runs adaptive mini-batch SGD locally with side information A
to obtain model updates:
5 forj=0,---,sdo

¢ Vf (')

Wt il — n -

7. end for
8:  And then privatize model updates:

Ai,t - wi,S+l . wi,O
A — clip(A™,C) + N(0,0%C?)

9:  Each device i € B sends Al to the server
10:  Server updates the global model as:

1 "y
t+1 t L it
w — W +b§ A
i€eB

11: end for

12: return w?!

has the same architecture as that in previous works [318] (containing more than 2
million parameters). The loss is reconstruction error measured as the mean squared
distance in the pixel space. We scale each input feature to the range of [0, 1].

Hyperparameter Tuning. We detail our hyperparameter tuning protocol and the hyper-
parameter values here. Our code is publicly available at/github.com/1itian96/AdaDPS.

* For non-private training experiments, we fix the mini-batch size to 64, and tune fixed
learning rates by performing a search over {0.0005, 0.001, 0.005, 0.01,0.05,0.1,0.2,0.5,1, 2}
separately for all methods on validation data. We do not use momentum for AdaS
(i.e., applying the idea of preconditioning of AdaDPS without privatization) for all
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centralized training experiments.

* For differentially private training, the § values in the privacy budget are always inverse
of the number of training samples. We fix the noise multiplier ¢ for each dataset, tune
the clipping threshold, and compute the final e values. Specifically, the ¢ values
are 1, 1, and 0.95 for IMDB (convex), IMDB (LSTM), and StackOverflow; 1 and 0.75
for MNIST (autoencoder). The clipping threshold C (in Algorithm [§) is tuned from
{0.01,0.02,0.05,0.1,0.2,0.5,1, 2,3}, jointly with tuning the (fixed) learning rates. The
number of micro-batches is 16 for all related experiments, and the mini-batch size
is 64 (i.e., we privatize each gradient averaged over 4 individual ones to speed up
computation).

* For federated learning experiments, we fix server-side learning rate to be 1 (i.e., simply
applying the unscaled average of noisy model updates in Line 9 of Algorithm [10),
and apply server-side momentum [235] with a moving average parameter 0.9 for all
methods in the left sub-figure in Figure The number of local epochs is set to 1 for
all runs, and the local mini-batch size is 100.

The tuned hyperparameter values (clipping threshold C, learning rate) for private
training are summarized in Table [6.5/below.

Datasets DP-SGD DP-Adam DP-RMSProp AdaDPS (RMSProp) AdaDPS (Adam)
IMDB (convex) (0.1,1) (0.02,0.1) (0.05,0.1) (2,0.5) 2,1
IMDB (LSTM) (0.1,0.1) (0.1,0.001) (0.1, 0.001) (0.2,0.1) (0.2, 0.05)
StackOverflow (linear) (0.1,1) (0.1, 0.01) (0.2,0.01) (1,0.5) (1,0.5)
MNIST (autoencoder) (0.05,0.5) (0.01, 0.001) (0.01, 0.001) (3, 0.005) (3, 0.005)
MNIST (classification) (0.5, 0.01) (0.5,0.001) (0.5, 0.001) (2, 0.005) (2, 0.005)

Table 6.5: Major hyperparameter values (learning rate and clipping threshold C) used
in private experiments for all datasets. ‘IMDB (convex)” is IMDB (BoW features) on a
logistic regression model. StackOverflow results are for centralized training. The noise
multiplier ¢ values in these four tasks are 1, 1, 0.95, 1, respectively, resulting in ¢ values
being 1.5, 2.8, 0.84, and 1.6.

6.7 Additional Results

6.7.1 Additional Baselines

Other Private Adaptive Optimization Baselines. In the main text, we mainly compare
AdaDPS with DP-Adam (summarized in Algorithm [9). There are other possible baselines
similar as DP-Adam, by replacing Adam with other adaptive methods, resulting in
DP-AdaGrad and DP-RMSProp. This line of differentially private optimizers has similar
empirical performance as DP-Adam, as shown in the results in Table [6.6|below (using
DP-RMSProp as an example).

146



Datasets Metrics DP-SGD DP-Adam DP-RMSProp AdaDPS (RMSProp) AdaDPS (Adam)

IMDB (convex) accuracy 0.63 0.69 0.67 0.80 0.80
IMDB (LSTM) accuracy 0.70 0.69 0.69 0.73 0.73
StackOverflow (linear) accuracy 0.28 0.30 0.31 0.40 0.40
MNIST (autoencoder) loss (x100) 5.013 3.697 3.636 3.566 3.443
MNIST (classification) accuracy  0.9273 0.9333 0.9314 0.9377 0.9541

Table 6.6: Full comparisons between AdaDPS and private adaptive optimization methods.
The evaluation metrics are reported on test data. IMDB (convex)” is IMDB (BoW features)
on a logistic regression model. For (¢, §)-differential privacy, the € values of experiments
in the five rows are 1.5, 2.8, 0.84, 1.6, and 1.25, respectively, and the J values are the
inverse of the number of training samples (as mentioned in the main text).

Using Public Data for Pretraining. Another possible way of leveraging public data to
improve privacy/utility tradeoffs is to pretrain on them. However, this would give only
limited performance improvement if the amount of public data is very small. In the main
text, when needed, AdaDPS randomly samples 1% training data as public data. Under
this setup, we empirically compare AdaDPS with the pre-training baseline (denoted as
DP-SGD w/ warm start). From Table 6.7, we see that AdaDPS outperforms it by a large
margin.

Datasets Metrics DP-SGD DP-SGD AdaDPS.
w/ warm start w/ public
IMDB (convex) accuracy 0.63 0.73 0.80
StackOverflow accuracy 0.28 0.33 0.40
MNIST (autoencoder) loss 0.050 0.049 0.036

Table 6.7: Compare AdaDPS with an additional baseline of DP-SGD pre-trained on public
data on three datasets. For ‘DP-SGD w/ warm start’, we first train on public data for 10
epochs via adaptive methods (RMSProp), and then run DP-SGD on private data starting
from that initialization.

DP-Adam with Public Data. In the main text (Section[6.4.1.1)), we discuss the DP-R-Pub.
baseline based on the RMSProp method with the preconditioner estimated on public
data. Similarly, one can also apply such clean preconditioners in DP-Adam updates,
resulting in another baseline which we call DP-Adam-Pub. The main differences between
DP-Adam-Pub and DP-R-Pub are that DP-Adam-Pub additionally considers momentum.
Formally, the updates of w' is as follows:

g~ %Z clip <gi’t,C> + %N(o, 0?C?), ¢' — E.[Vf(x;w')] for x € xpu,
ieB
m' — Bom' + (1—Ba) (B1§' + (1 —B1)g"), o' — Bav' +(1—B3)(8"),
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e W m'/(1 - (Ba)")
/(1 - (B3)!) + €

where 1, B2, B3, € are small constants.

w

Datasets Metrics DP-SGD DP-Adam-Pub AdaDPS'
w/ public
IMDB (convex) accuracy 0.63 0.74 0.80
StackOverflow accuracy 0.28 0.31 0.40
MNIST (autoencoder) loss 0.050 0.064 0.036

Table 6.8: Results of comparing AdaDPS with to DP-Adam-Pub (i.e., DP-Adam using
clean preconditioners estimated on public data).

6.7.2 Side Information in Non-Private Training

In the main text, we mainly focus on private optimization. It is expected that side
information (even without the assist of public data) would also be beneficial in non-
private settings, which could serve as a simple alternative to adaptive methods. We

report results in Table

Datasets Metrics SGD Adam AdaS (w/ public) AdaS (w/o public)
IMDB (convex) accuracy 0.66 0.88 0.88 0.88
IMDB (LSTM) accuracy 0.88 0.88 0.88 0.88
StackOverflow (linear) accuracy 0.38 0.64 0.64 0.64
MNIST (autoencoder) loss (x100) 5.013 1.151 1.805 —

Table 6.9: Performance of each method in non-private training. We see that AdaS can
match the performance of Adam in non-private settings.

6.7.3 Effects of Public Data Size

We further study the effects of public data size. Only a very small set of public data (even
0.04% the size of private training data) can provide good preconditioner estimates.

AdaDPS AdaDPS  AdaDPS

Datasets upper bound 1% public  5x less 25x less
IMDB (convex) 0.82 0.80 0.80 0.75
StackOverflow 0.41 0.40 0.40 0.39

Table 6.10: Effects of public data sizes.
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6.8 DP?% Private Adaptive Optimization Without Side In-
formation

We now introduce our DP? framework. While we discuss DP? in the context of a particular
adaptive method (RMSProp), we note that the approach is method-agnostic in that it can
generally be applied to any private adaptive optimization method where preconditioners
are calculated at each iteration. As an initial step towards understanding the algorithm,
we first investigate the effects of delayed preconditioners in non-private training in Sec-
tion We then explain how to apply this idea to construct less noisy preconditioners
from prior gradients in private training in Section[6.8.2]

6.8.1 Delayed Preconditioners in Non-Private Settings

Adaptive methods use preconditioners to adapt to gradient geometry, effectively re-
sulting in coordinate-wise learning rates. This can be advantageous for many appli-
cations, especially those with sparse gradients or non-uniform stochastic noise [e.g.,
117,207,235, 1320]. One of the key design choices of DP? is to update preconditioners less
frequently and use the average of past gradients to reduce noise. Our observation is
that a wide range of learning problems are tolerant to the staleness of preconditioners.
In this subsection, we validate this empirically on the benchmark datasets considered
throughout this work.

There are potentially many ways that one could instantiate the idea of delayed precon-
ditioner computation in adaptive optimization. Here we consider a specific algorithm,
which is the exact non-private version of our proposed DP? framework (Algorithm
introduced in later sections. The basic idea is to alternate between s steps of SGD and s
steps of an adaptive method (for simplicity we assume RMSProp as the adaptive algo-
rithm), where s is a constant larger than 1. Each time we switch from SGD to RMSProp,
we average s past SGD gradients and use the average to update the preconditioner.
The preconditioner will be used in subsequent RMSProp updates (thus being stale). As
motivation for DP?, we empirically show that RMSProp with delayed preconditioners
achieves almost the same optimization performance as RMSProp (Figure [6.8).

We note that the idea of delayed preconditioning has been briefly discussed in prior
work [104] for the purpose of speeding up the computation of adaptive optimization
in non-private training. Unlike this prior work, we focus on the goal of reducing noise
in private training, propose an alternative method for using stale preconditioners that
is more amenable to differential privacy, and analyze our method in both convex and
non-convex settings.

6.8.2 Constructing Delayed Preconditioners with Reduced Noise

Without access to public data or other side information, prior works typically update
preconditioners based on noisy gradients at each iteration [332]. For instance, a natural
way to privatize RMSProp is to update the preconditioner v € RY as v < Bov + (1 — B)(g)?
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Figure 6.8: In non-private training, RMSProp with delayed preconditioners achieves
similar training loss as standard RMSProp across all datasets. Final test accuracies are
presented in Section This observation provides motivation for our proposed DP?
framework for private training (Section[6.8.2).

where B € (0,1) is a moving average constant, and ¢ € R? is the noisy gradient output
by some standard privacy mechanism (e.g., the Gaussian mechanism)ﬂ However, a
drawback to this is that the noise gets accumulated at each iteration, making adaptive
methods significantly less effective [187].

Inspired by the observation that problems can be tolerant to the staleness of pre-
conditioners (Figure 6.8), we propose to update the preconditioners less frequently to
reduce noise. For instance, we update v every s steps using some aggregate function of
s recent private gradients from DP-SGD. During iterations where v is not updated, we
simply apply the most recent (stale) v to precondition the gradients. In order to mitigate
the noise, we average over these s gradients to form a pseudo-gradient g, which can be
plugged into arbitrary adaptive optimization algorithms. Note that the privacy noise
variance will be reduced s times if we average s Gaussian random variables (i.e., the DP
noise).

DP? is summarized in Algorithm For simplicity of presentation, we assume
RMSProp as the adaptive method (denoted as DP>-RMSProp) throughout this section.
However, our framework can be generally applied to other common adaptive methods
(see Appendices|6.13.3|and [6.14). The high-level idea is to alternate between s; steps of
private SGD and s; private RMSProp steps, and use averages of s; SGD gradients (i.e.,
average of the accumulator G € R?) to update the preconditioner v. Next, we discuss
some key components of our algorithm.

Order of Privatization and Preconditioning. Given a private preconditioner v, there
are generally two choices to perform adaptive optimization over the raw gradients
{¢"!};cp generated from mini-batch B at the t-th iteration.

1. First privatize gradients with clipping threshold C;, then precondition noisy gradients

3We consider the practical diagonal (as opposed to matrix) form of adaptive methods.
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with /v + € where € is a small constant:

gl (Z aip (5,01 + A7 0, azq)) [ (o)

ieB

2. First precondition gradients with /v + €, then privatize the output with clipping
threshold Cj:

¢~ % (Z clip (gi't/ (Vo +e) ,Cz) + N (0, UZC%>>

i€eB

The difference is that the privacy noise in the first choice may be scaled in an undesired
N(0,02C?)
Vo+e
privacy noise in the extreme case) would amplify the noise A (0, 7>C?) on informative
coordinates (i.e., coordinates with smaller preconditioner values), which is consistent
with the argument made in Li et al. [187]. We empirically compare the two options and

show that the latter gives better performance (Section[6.10.3).

It is critical to average noisy gradients to construct a cleaner estimate of the precon-
ditioner (Line 5 and 10 in Algorithm [11) and apply it for adaptive optimization (Line
9). As these two steps access raw gradients twice, we need to privatize them separately.
Unfortunately, the privacy budget would accumulate with each query to the raw training
data. Hence, we use the private SGD gradients for both the model update and the precon-
ditioner estimation. This results in a hybrid method that alternates between private SGD
and private adaptive optimization steps. Note that to get an unbiased estimate of the
true delayed preconditioners, we can correct the bias in (G'/s1)? (Line 5) by subtracting

. . . 22 ¢ 2 . .
the privacy noise variance term ‘;7 out of (G'/s1)~. But this value is usually very small
and negligible in practice. While in principle, non-adaptive and adaptive updates can
take different numbers of consecutive iterations, in our empirical evaluation, we simply
set s; = sp, and find that this works reasonably well across all datasets (Section.

direction, as with a less noisy estimated +/v (perfect estimation removing all

Privacy Guarantees. From Algorithm we see that at each iteration, we access
raw data and pass them through the privacy barrier once (Line 9) to generate private
gradients §' with the same noise multiplier o and batch size b, and the preconditioner
only accumulates already differentially private gradients. Since the final model is a
composition of these private releases (noisy gradients), Algorithm 11| (or DP? in general)
achieves the same privacy guarantees as standard DP-SGD training under the same
training settings. For completeness, we formally state the privacy guarantee below.

Theorem 20 (Privacy guarantee of Algorithm (11| [4]). There exist constants c1 and c
such that for any e < c1b*>T/n?, Algorithm |11|is (e, §)-differentially private for any & > 0 if
by/Tlog(1/0)

U= ne
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In practice, we use Rényi differential privacy (RDP) for the subsampled Gaussian
mechanism accountant [213] to compute the actual ¢’s reported in the experiments

(Section |6.10).

6.9 Convergence Analysis of DP?

In this section, we analyze Algorithm [11]for both convex and non-convex problems. We
aim to study the convergence properties of DP? and investigate the tradeoffs between de-
lay and privacy noise. In doing so, key challenges are introduced by alternating between
adaptive and non-adaptive updating and through the staleness of preconditioners.

6.9.1 Convex Cases

For convex functions, we define the optimal model w* as w* € argminy, F(w). We reuse
Assumption2]and B]in the previous section. Under the bounded stochastlc gradient norm
assumptlon suppose the clipping does not happen, we have §' — ¢' + AN(0,0%C?/b?),
where g’ := 7 L5 5 gt Without loss of generality, let s;=s; in Algorithm . Our main
convergence result is as follows (assuming f starts from 1).

Theorem 21 (Convergence of Algorithm [I1]for convex problems). Let Assumptions[2and

t t+s |44
—“[ZSJtE;S I+ . After
running Algorithm|11|for T iterations with s = vT for a small constant v € (0, 1], we obtain

hold. Assume F is a convex function. Let the learning rate o' be set as a'

alzr] +l*2}’TTJ

T
. . R? + K 1
min E[F(w)]-F() < 2 E[|D'] ]+ Z E[IN'[5:].
telT] [ teT t=1
where T, denotes the iteration indices where we switch from private RMSProp steps to private
SGD steps plus the last iteration, with cardinality |T,| = [%], Nt ~ N(0,02C?/b?), and

K = max {zxzcz Ch(s) o’
€

1
7 = i Vi ,1 h M = C2 + A .
M} 14 min {6 —\/M+€ } wriere sz

We defer all proofs to Appendix and state simplified convergence results in
Corollary 5l As we can see, the above upper bound relies on a critical metric h(s) which
is related to temporal gradient similarity and the amount of staleness s, formally defined
as:

[HgtHl] [HgtHl]

= maxX éJ
DI

h(s) = max
] +de  telT] E [1

7

S

E [l

]ere
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where the expectation is taken with respect to all random-

ness in the algorithm, and Glils € RY refers to the latestac-
cumulator that is used to update v (Line 5 in Algorithm [T1). o
A smaller h(s) indicates better convergence. We see that the 008
denominator of i(s) can be decomposed into the average 006
of past raw gradients and the average of random Gaussian 0.04
noise. Intuitively, /i(s) tends to be smaller as gradients across 0 25 & 75 100

delay s (x30)

the s iterations in G|+/* are more similar with the current gra- Figure 6.9: Visualization of
dient ¢! in terms of the gradient norms. In Appendix|6.11.2 h(s) versus s on IMDB.

we show that an upper bound of /i(s) can be expressed as

c1 + 28 where c1, ¢y are two constants. We also visualize the

value of h(s) on the IMDB dataset in Figure and show that (1) the values of h(s) are
consistently small across all delays, and (2) k(s) increases as the s gets larger, which is
consistent with the expression of s.

tradeoffs between Delay and Noise. Here we discuss how s affects convergence based
on our analysis. Intuitively, larger s (larger delay) results in staler preconditioners, but
introduces less noise due to private gradient averaging. In our convergence bound, there
are several terms that depend on s (or v). Although this makes it difficult to derive a
closed-form characterization of an optimal s, we can analyze the effects of s in simplified
settings. In particular, examine the first term of the RHS of the convergence bound,

-1 _ 1 L rv| _
leta = Tie = \/c3+i4+e (where c3, ¢4 are two constants), and assume [ZUJ + { o J =
v
+

o+ 2 = 210 Combined with /(s), the dependence on v in AEAE I be expressed

2+v

as (c1 + cov) (« [c3+ 4+ e) " This suggests that there exists an optimal v that achieves

the minimal value. In Section [6.10.1, we empirically study the effects of s across real-
world datasets, and demonstrate that there exist specific ranges of s that provide favorable
tradeoffs between delay and noise (Figure|6.12).

Corollary 5. Let Assumptions [2| and [ hold. Assume F is a convex function. Ignoring the

constants, the convergence rate under learning rate o' = O <%> simplifies to

gl[lTr]llE[F(wt)] — Flw*) <O (\/LT rtnaxlE [HD I ) ( Z [||Nt|12)t]) ,

where T denotes the iteration indices where we switch from private RMSProp steps to private
SGD steps plus the last iteration (thus having a constant cardinality) and N* ~ N'(0,02C?/b?).

At a high level, the first term is due to adaptive optimization using RMSProp, and

. . 1 .
the second term corresponds to the added privacy noise. Our O (x/_T> rate is the

same as previous results for SGD (or DP-SGD) in convex cases with delaying learn-
ing rates [25,222]. Compared with DP-SGD, the added privacy noise would be reduced
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15T 1 15T 1 -
from >4 WIE[HNtHZ] to >4 7;IE[HNtH%t] when the gradients are sparse (so that
ID!|; < d in adaptive iterations). Hence, this theorem suggests some constant improve-
ments relative to DP-SGD when we switch for a constant number of times.

6.9.2 Non-Convex Cases

Assumption 7. Stochastic gradient variance is bounded, i.e., E[| gt — E[g"!]|3] < T2 for all
it.

Theorem 22 (Convergence of Algorithm [11] for non- convex problems.). Let Assump-
tions |2 and @ hold. Define constant M as M := C? + . Under any delay parameter s,
after runmng Algorithm . wzth constant learning rates o' = a such that £ < 1, we have

T
%Z [IVE@wh?] < (m+1>F(w)+zaL(F+1)<T2 dUZCZ>.

T 2 Zb 2b2

The proof is deferred to Appendix Compared with Theorem 21} here we do not
have constraints on s. Note that to guarantee (¢, §)-DP by running T iterations, we can set
2 -0 (szlog(l/é)

n2e?
@) (ﬁ + \/Eb Under any s, our rate (with and without noise) is the same as previous

results on DP-SGD and (DP) adaptive methods for non-convex problems [187, 318]. We
note that our non-convex analysis does not directly highlight the benefits of adaptivity
or tradeoffs around s; hence the optimal choice of s according to this resultis s = T, to
maximize the goal of reducing privacy noise. However, the practical performance can be
better than the upper bound derived here, as shown in our experiments (Section [6.10).
Most of the previous works studying stochastic non-convex adaptive optimization does
not prove improvements relative to SGD [e.g., 10,163, 297, 318]. It is still an open problem
to rigorously characterize the benefits of adaptivity for non-convex problems, which we
leave for future work.

>, x=0 <\1f> and T =0 <log(1 7 5)) to arrive at a convergence bound

6.10 Experiments on DP?

In this section we report empirical results on a range of learning tasks. In Section [6.10.1}
we compare DP? with the baselines of DP-SGD and vanilla DP adaptive methods across
various privacy budgets, and investigate the effects of delay on all datasets. We addition-
ally compare DP? with recent more advanced private adaptive methods in Section
and conduct ablation studies to validate the effectiveness of different DP> components in
Section

In all experiments, we use Rényi differential privacy (RDP) accountant for the sub-
sampled Gaussian mechanism [213]] for privacy accounting. We focus on the RMSProp
optimizer [117] and provide results relating to other adaptive methods such as Ada-
Grad [78] 273]] in Appendix Our experiments are implemented in JAX [40] with
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Haiku [116] to auto-vectorize over the per-example operations (e.g. per-example clip-
ping) for substantial speedups [275]. Unless explicitly stated, we report results with
the best grid-searched hyperparameters. Note that for DP? we tune the learning rates
and clipping thresholds separately for private SGD iterations and private adaptive (RM-
SProp) iterations. See Appendix for hyperparameter details. Our code is publicly
available at github.com/kenziyuliu/DP2.

Tuning s.  In all experiments, we tune the delay parameter (s) via grid search. For
convex tasks, we choose s from {0.025,0.5,0.1,0.5,1,2} epochs. For the non-convex
model, we choose s from {0.5,3, 10,25} epochs. We explore the sensitivity of DP? to s
in Section and show that there exist a wide range of s parameters that result in
superior performance compared with baseline methods.

Datasets and Tasks. We pick datasets and tasks where adaptivity is crucial (e.g., those
involving sparse gradients). For such tasks, adaptive methods have major benefits
relative to SGD in non-private training, and we expect DP? to retain the benefits in private
training. See Appendix for a detailed description. For all datasets, we explore the
effects of several noise multiplier (¢) values, and set § = 10~ where k is the smallest
integer that satisfies 107% < 1/ for the training dataset size 7.

6.10.1 DP? Compared with DP-SGD and Vanilla DP Adaptive Methods

We consider two popular baselines: DP-SGD [4] and vanilla DP-RMSProp [332]. In
vanilla DP adaptive methods, private gradients are plugged into adaptive updating rules
to approximate the preconditioners at each iteration. Figure compares DP2-RMSProp
with DP-SGD and DP-RMSProp. We observe that across all datasets, DP? consistently
and substantially outperforms the baselines in terms of both convergence and absolute
performance.

Privacy/Utility tradeoffs. Figure reports learning curves under specific privacy
budgets determined by the batch size and the number of epochs. Here, we additionally
explore privacy/utility tradeoffs across a range of privacy parameters, where ¢ ranges
are consistent with prior works [e.g.,[143]. Results are shown in Figure We observe
that similar to the results in Figure m DP? significantly outperforms DP-SGD and
DP-RMSProp under each privacy budget. For reference, the non-private RMSProp
method achieves 87% accuracy, 62% accuracy, and 0.88 mean square error (MSE) on
IMDB, StackOverflow, and MovieLens, respectively. Indeed, with weaker privacy (larger
e), we expect smaller utility gaps between private and non-private optimization. In
Appendix we additionally explore how increasing the computational budget may
affect the privacy-utility tradeoff.

Effects of s. Finally, we empirically study the effect of the delay parameter s. Intu-
itively, there exists a tradeoff between the amount of delay and the privacy noise in
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Figure 6.10: Test performance of DP?> compared to DP-SGD and DP-RMSProp on IMDB
(left), StackOverflow (middle), and MovieLens-100k (right) for a fixed privacy budget.
For all datasets, we calculate the privacy loss (¢) under fixed J’s, noise multipliers {1.0,
1.0, 0.5}, and batch size 64. All runs are repeated over 5 random seeds. Dotted lines
correspond to training metrics.

privacy budget ¢

privacy budget ¢

IMDB StackOverflow MovielLens
0.425 4 DP-SGD
3.0 DP-RMSProp
0.80 ~®— DP2-RMSProp
0.400 1 w
Q o]
8 0.751 3 2251
2 + 0.375 1 -
et s 3
0.70 1 =1
DP-SGD 0.350 1 DP-SGD 2.0
DP-RMSProp DP-RMSProp :
0.65 1 ~®~ DP2-RMSProp —®— DP2-RMSProp
——T——T— 0.325 Ay ———T— T
2 4 6 8 10 12 2 4 6 8 10 12 14 9 18 27 36 45

privacy budget ¢

Figure 6.11: Privacy/utility tradeoffs of DP>-RMSProp (Algorithm [11) compared with
DP-SGD and DP-RMSProp for a range of privacy budgets. We see that DP2-RMSProp
consistently achieves more favorable privacy/utility tradeoffs than the baseline methods.
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Figure 6.12: Effect of the delay parameter s. We show tradeoffs between delay and noise
in the first three subplots. The rightmost subfigure showcases convergence curves under
different delays (s=10000 corresponds to delaying for ~ 3 epochs) where DP? achieves

4x convergence speedup than DP-SGD. Privacy settings follow those of Figure
Although a specific value of s achieves the greatest improvements, we observe that
nearly all instantiations of DP?> improve upon the baselines.
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the preconditioner: averaging over more historical gradients (larger s) could yield less
noisy preconditioners, while introducing more staleness. In Figure we report test
performance versus the delay s across all datasets on the first three subplots. In the last
subplot, we additionally show the convergence behavior under different values of s.
These results suggest that there is a “sweet spot” for s to yield good performance—small
delays are gradually improving over DP-RMSProp; moderate delays perform best in
terms of convergence and absolute performance; and large delays may slow down con-
vergence (although it is possible to reach similar performance with sufficient training).

These empirical results are consistent with the implications of our convergence analysis
discussed in Section

6.10.2 DP> Compared with Recent Methods for Private Optimization

As discussed in Chapter |2, beyond DP-SGD and vanilla DP adaptive methods, another
line of work uses auxiliary, public data to improve private (adaptive) optimization. While
not directly comparable to DP? since DP? does not require any side/public information, we
compare DP? to two state-of-the-art methods along this directiorﬁ (1) AdadPS [187] which
uses public data or their statistics to estimate gradient geometry, and (2) PDA-DPMD [15],
which uses the loss on public data as a mirror map to learn the underlying gradient
geometry. Results are reported in Table which show that DP? has comparable
performance to state-of-the-art baselines, but without the need to access auxiliary data.
See Appendix for full details and convergence curves.

AdaDPS )
Dataset DP-SGD DP-RMSProp  PDA-DPMD _ /'pyier ) DP-RMSProp
IMDB 1 687 +.018 713 + .005 703 +.005  .826 +.003 815 + .011
StackOverflow 1 .330 +.002 328 + .002 353 +.001  .406 + .027 391 +.001
MovieLens |  3.02+.068 2.96 + .062 374+ .053  2.86+.042 2.78 + .054

Table 6.11: DP? compared with other private (adaptive) methods that use public
data [15) 187]. Even though DP? does not require auxiliary information, we find that
it achieves comparable performance with these state-of-the-art approaches that require
additional public data. Corresponding convergence plots are presented in Figure in
the appendix.

6.10.3 Ablation Studies

“We do not directly compare with the prior work of Asi et al. [20] as the code is not publicly available
and implementation details are missing in the paper; however, the more recent PDA-DPMD work of Amid
et al. [15] we compare with suggests superior performance to Asi et al. [20]. We also implement the
diagonal variant of the method proposed in the theoretically-focused work of Kairouz et al. [142], but
observe that accuracy improves only marginally beyond random guessing (see Figurein the appendix).
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Finally, we also study the effectiveness of different IMDB (e = 3.04,6 = 10~?)
components of DP?. Recall that in Algorithm o
we use noisy gradients from DP-SGD iterations to 081
update both the model parameters and the precon-
ditioner such that the total privacy cost is identical

to that of DP-SGD. The first variant considers accu- el

mulating DP-SGD gradients in the same way, but it 1 [l Db RMSProp
runs private adaptive methods using delayed pre- _ = Vo 2 (oo )
conditioner in almost all iterations. This requires us L B i i
to add independent noise twice at most iterations
(when accumulating the preconditioner and when
noising the.preconditioned update), thus. inc1jea.sing Figure 6.13: Different ablation vari-
the total pzrlvacy budge:'t. Thetsecond variantisiden- , i ¢ pp2 on IMDB. The dotted
t1§e}l to DP excepjc ’Ehat it applies the dglayed Precon- Jines correspond to training accu-
ditioner after noising the clean gradient; this is to
study the order of preconditioning as discussed in
Section[6.8] As illustrated in Figure both variants indeed significantly underperform
our proposed method on the IMDB dataset, thus validating the design choices of DP2.
We defer complete results to Figure and Table in Appendix See also
Appendix for the exact algorithms of both variants.

test acc

0 20 40 60 80 100
# epochs

racy.

Conclusion and Future Work. In this section, we proposed DP?, a private adaptive
optimization framework that uses historical gradients to construct delayed but less noisy
preconditioners, yielding improved privacy/utility tradeoffs without the need to access
auxiliary data. We demonstrated the effectiveness of DP? both theoretically and empirically.
In the future, it would be interesting to extend the techniques developed herein to other
privacy-sensitive applications such as federated learning [206} 235]. It is also worth
exploring interplays between DP? and private online optimization with tree aggregation,
which similarly releases cumulative statistics with reduced noise [46]].
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6.11 Complete Proofs

Lemma 21. Under Assumption[3] let s1 = sp = s in Algorithm [11} we have for any j € [d],
2 2
[ ] <C?+ C )

Proof. Recall that C is the gradient norm bound (Assumption [3). Let the clipping thresh-
old be C as well. We have for j € [d],

E [(%G])z] - E [(% (g;l T +g§3> +% (Nj?l T +N]?S>>2] (6.71)

_ 1 i is 2 1 11 1s
_]E[S_2<gj+...+gj) +EB| 5 (N N) 6.72)
02 C?
<C?+—, 7
C + 2 (6.73)
where {i1, ..., is} denotes the indices of s noisy gradients used to obtain G;, and { N; oo ..,N %’s}

are random zero-mean Gaussian variables with variance <~ C under noise multlpher ,

clipping threshold C, and mini-batch size b. Hence for any ] €[d]and t € [T],

1 2] 2 U'ZCZ
E [(EGj) <C 4+ = M, (6.74)
E[v;] < M, (6.75)
E [\/?7] < +/Elvj] < VM (6.76)
E [D;f < max {\/2\71 te, 1} : 6.77)
[
6.11.1 Proof of Theorem
Based on the updating rule, we have
o D (6.78)
g 2
E oyt Engt oo
— ‘w T N —w o (6.79)
) 2
= |w' —w*| 5 + tg -+ a'NY| —2(w' —w*,a'g' + o' D'NY) (6.80)
Dt
* 2 *
= |w' —w*| 5 — 22" (g, 0" — w*) + (af <g’Dt>
—2a'(w' — w*, D'N') + (a')? N3, + 2(a')*(g", Nb). (6.81)
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Rearranging terms gives

< tot — w*> _ ' — W*H%)t — [ttt - W*H%t N Dé_t ¢ g_t
8 o 5 (8 B

t
[
—(w' —w*, D'N') + EHNtHth +al(gt, NY. (6.82)

Taking the expectation on both sides conditioned on w’,

E; [|w' — w*|2,] — B[ o™ — w*|2,]
2at

at <t at )
+ fEt [<gt, ﬁ>] + i]Et [HNtHDt] p (6.83)

where we have used the fact that N is a zero-mean Gaussian variable independent of
¢!, w'. Taking the expectation on both sides and using the convexity of F(-):

E[F(w")] - F(w")
E A 2t —E t+1 % 2t t t t
< [|w' —w HD] [|w w HD] i %]E [<gt’%>] + %]E [HNtHZDt] ) (6.84)

2ut

(VF(w"),w" —w*) =

Applying telescope sum, we have
T
2. (E[F(w")] - F(w"))
t=1
Jw —w* |3, & (E[|wt —w* 3] E [Hwt — w3 1]

Dt
+ —
t; 20t 201

2% l<g,Dt>} i% I\Ntlléf]- (6.85)

Hence, we need to bound the RHS:

N

2061

[w! —w* |3, E[|w' —w*|?,] E [Hwt - w*H,%H]
202 tZz 20! T 2T
. y
T ot , gt T ot -
+) SE (8" 5 +Z§1E [HN HDt]/ (6.86)

where the vector D! € R? satisfies that D! = 1 when running private SGD steps, and
D! = /v + € when running private RMSProp steps.
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Let the delay parameter to be scheduled as
s=vT (0<v<1) (6.87)

and the learning rate a be

|5 [+ 5 +1
¢ 114
Wl (6.88)

where &« = min {e, —+—, 1, and M is the upper bound of E [v;| for j € [d], as defined
Mie PP j ]

and proved in Lemma
We next consider the T; term. There are four cases.

1. DP-SGD at the ¢ — 1-th iteration, and DP-SGD at the f-th iteration: As D! = D1
there is not much requirement other that the learning rates need to satisfy a’ < a!~1,
which holds for our choice.

2. Private RMSProp at the t — 1-th iteration, and private RMSProp at the {-th iteration:
Similar to previous case, the learning rates need to satisfy a’ < a'~!, which holds for
our choice.

3. DP-SGD at the t — 1-th iteration, and private RMSProp at the ¢-th iteration: We
require

t Vot
b vt +e€ 1
— <! —= — > (6.89)
€ « at=
But in this case we must have t % s = 0. So this is satisfied by our choice as long as
n <E.

4. Private RMSProp at the t — 1-th iteration, and DP-SGD at the ¢-th iteration
The first three cases form an updating pattern of DP-SGD — --- — DP-SGD — DP-

RMSProp— - -- — DP-RMSProp, where every pattern takes 2s iterations, except for the
tirst pattern, because the telescope sum starts from t = 2. For the first pattern, we have

E (B[ —w*3,] E [Hwt - w*HéH]

2
Wy,

242 2t Dat—1 (6.90)
t=2

1 % 2 2s

-E 2:;)—“1)1 + 2 (IE [Hwtw*HZD;_D;:;D (6.91)
=2 « o

[ —w*|5 & (E[IDYR] E[D7U]) R

S +R222 o~ —o T | < 5mE[ID*h], 692)
b=

where D¥ = /v + €.
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For k > 1, we have

M (Bl ] Elw! - wr3,.,]
t=25k+1 20! - 201
E [[|w? 1 - w HDMH_ IE[HwZSk“ w HDZk] 25k+2s
BT I Gl (LS PR

E||0 w2 | || —wt | pppae)  E[DE)
S - +R 2“23k+25 20625k+1

[025k+1 _ g%
E _Hw HD25k+1 N RZ IE[HDZSk-FZSHl] B ]E[”Dzsk—i-lHl]
2x2sk+1 25k +25 225K+

RZ
< smmE [|]D25k+25H1], (6.93)

where D?¥+25 = /v + ¢ belong to DP-RMSProp updates.
We look at the second T, term, and prove by induction that there exists a constant x

2 D = 4 ' '

When T =1 (¢! = x and D' = 1), §E[[¢!|?] < Kd holds if x > a®C2. At each step ¢, the
goal is to get

_]E [H Dt~ 1\\1} Y [<g , Dt>] E[|D'|4] (6.95)

1. DP-SGD at the t — 1-th iteration, and DP-SGD at the ¢-th iteration: We require

B [lgP) <5 (699

which would hold for choice of a! as gradients are bounded and x > «?C?.

2. Private RMSProp at the t — 1-th iteration, and private RMSProp at the ¢-th iteration:
We need

E [H\/vt—l +e\|1} N t
— S S x t
= + 2]El g,m+€>] < SE[Vo'+eh|,  (697)

2ol GVt ool ] 630

162




Let

E [lg'|
ORI el o
Based on our updating rule,
JE[H\/EHHJ > /1-BE H%\GHS 1]. (6.100)

Note that

o t g o[ lg!]? a'C t a'C t
i (g 5| < Se[ L] < SCrign < Lomigh), @100

where we have used the assumption that |¢’| < C. Combining the above two,

tC clils
g < [H 1] 1 | 6.102)
tC h(s
t—1

< S /3 [H ot=1 4 eH ] (6.103)

1 1
<K (E - F) E|[Vott+ef |. (6.104)

This implies the condition holds as long as x satisfies
Ch(s)

> ——=. 6.105
N (6.105)

. DP-SGD at the t — 1-th iteration, and private RMSProp at the ¢-th iteration. We

want to prove
Kg : Dt>] E[[D',]- (6.106)

t t t
“_]El gfg+>] E[g'*] < 5 E[lg'] < —CIE[Hg . (6.107)

As |¢'| < C, it holds that

Therefore,

'E th,ﬁﬂ < kijh—lﬁ [H\F“H ] (6.108)
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Based on our learning rate set in Eq. (6.88),

Viel = Vi—1at e (6.109)
ot 1 1 1 d
Hence,
Ch(s Ch(s) y < d )
e Vo ——=FE||D _ 6.111
ZGF [” T GH ] e/1-B P e o TE[| D] (61

<x (6.112)

]E[HD ] 4 >
lXt_l ’

where we require

Ch(s)

. Private RMSProp at the t — 1-th iteration, and DP-SGD at the ¢-th iteration. We need

(6.113)

B [[Vor e ]+ S [1g12] < (6114)

Plug in E [va“lHl] < dvVM (Lemma and |¢|? < C?, we have

B[V e+ SE[1g17] < =5 (VM) S0 6119

Based on our learning rate set in Eq. (6.88), for some constant v,

P S S I S 6.116
t—1 VHVM +1) (6.116)

t
‘X_gl \/74_1\1_‘1\/]\7—”. (6.117)
5 S 4t i1 al i1

Therefore

o (6.118)

t
%C2<K<d d\/Mer)

holds as long as x > a2C2. To sum up, the requirement on x is

K > max {zszZ, L(S)} . (6.119)

€v/1-B
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Final convergence results:

{&iTr]ﬂE [F(w")] — F(w*) (6.120)
R2 1 T LT + t+uTJ
<= SVE[|DY] rEn Ty EINTR 6120
JEFEIVT & &

where T, denotes the iteration indices where we switch from private RMSProp steps
to private SGD steps plus the last iteration, and its cardinality is |T,| = [2111] and

22C2. Chis) _ 1
KZmax{ C eﬂ’}’“ mm{ ,m+€,1}.

6.11.2 A Closer Look at /(s)

We closely examine h(s), defined as

E [gf]1] }
h(s) = max . (6.122)
i { B |Gl ] ]

Let us assume mini-batch gradients on consecutive time steps are not very different,
ie. |¢' — ¢ !1 < M. This means each gradient norm cannot be too far away from
each other, which can be used to show the dependence of /i(s) on the delay parameter s.
Denote the gap between the current iteration t and the iteration where v gets updated as
k,ie. k:=t—|t|s. Hence,

t
H% (F1 4 4 gths) 4 L(Nt-k-T oy Nt—k—s) + de
) Hgt_%<gt—k—1 i +g]t k— s> +%<gt—k—1 I +g; k— s) ’1 o0
% (gt—k—l + . +g§ k— S) + % (Nt—k—l 4+ -+ Nt—k—s) . + de )
(G R S R (b S eyl
_ (6.125)
3 (gi‘—k—l 4+ .4 gt—k—5> + % (Nt—k—l 4+ -+ Nt—k—s) . + de
s(§F T+ g . . LM+ -+ (25)M)
% (gt—k—l 4+t gt—k—s) % (Nt k-1 4+t Nf—k—S) ) + de de
(6.126)
Denotea := 1 (N!%1+... + N'=F=%) and b:= 1 (¢! *1 + ... + ¢"¥=%). Then
hs) < — L0l M (6.127)

Effla+ bj1] + de | de
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1 sM

< + =
e ] e e

E[]6]1] E[[6]1]

(6.128)

In the special case where gradients are sparse, i.e., E[||b|1] < E[|a|1], we have

1 sM
M) < B[R a1 " de
E[[EN] T ELT]

(6.129)

It is easy to see that the RHS is O (s), and it increases as s. We can informally express it as
c1S + ¢, where c1 and ¢, are two constants.

6.12 Proof of Theorem 22

First we introduce a result that will be used in this section. Under the bounded stochastic
gradient variance assumption (Assumption @), we have that conditioned on w!,

t2 T £y (12
E:|Ig?] < 5 + IVF@?, (6.130)

where b refers to the mini-batch size to obtain gradient g', i.e., g « 3.5 ¢"". This
lemma is proved in Zaheer et al. [318]. The per-coordinate version of this result is that

for j € [d],

E; [(g;f)z] < %]2+ (V]-F(wt))z, (6.131)
and Yici 77 = T
As we assume F(w) is L-smooth, at each iteration ¢,
F(w'™) < F(w') + (VE(w'), w'™! —w') + % Hth - thZ. (6.132)
Based on the updating rule of Algorithm[I1} we have
F(w'™) < F(w') + (VF(w'), w'™ —w + é Hth - wt‘z (6.133)
= F(w') —a! <VF(wf), IgD_tt + Nf> + @ Hg—i + Nt 2, (6.134)

where N € RY and Ni ~ N <O, %) with noise multiplier ¢ and clipping threshold C,
and D' satisfies that

(6.135)

D 1 if t mod 25 < s,
VU + € otherwise.
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Take expectation with respect to samples at the t-th iteration and N,

£ 12

>

A@PL 5

Df| | " T

(Xt 2
E,[F(w!™1)] < F(w') — <VF( )Vigt >>+( z)L]Ef

B A O 1 BT

_|_
t £\2 2
P S = I L

(6.136)

where we have used the fact that Nt is a zero-mean random variable independent of wt,
and D! is independent of samples at time t. We need to consider two cases.
1. DP-SGD at the ¢-th iteration

In this case, D' = 1. Hence plugging in

2
T
E; [(gj-)Z] < 7] + (V,-F(wt))z, (6.137)
we have
£2 2 202
1 (a")“L 2 2. (T°  0°Cd
E; [F(wt+ )] < F(w') — (at - T) [VE@"|" + (a")°L <% + (6.138)
Under constant learning rate, let al = < %,
2 202
t+1 & 2 4 (4h)2 ™  oC d
E:[F@'*h)] < F(w') va( B2 4 (ah)2L ( o+ o ) . (6.139)
Taking expectation on both sides gives
“E [|VF@) 3] < ElF@)] - ElF )] + 0L (T + 259) . eu0)
2 2= 2b  2p2 '

2. Private RMSProp at the ¢-th iteration
We have

[VE@")]? ((xt)L lEt[(g])] , dlat?Lo*C?

Z] \/;;Jre ' jeld \/7+et 20>

E¢[F(w'*!)] < F(w') — af
(6.141)
Plugging in [E; [(g})z] < %2 - (V]-F(wt))2 results in
E¢[F(w'™*)]
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jetd) v§+€ (\f +€>

L @)L [VE@")]? , A )2L02c2

2¢e & v;—l—e 2b2
£\2 VFE(w £\2 2 NN2T 202
P ( e () L> [\F(+>€] R ) Ly (\f+e) | d )ZbLza C

(a )2L> [VF(w )]] t)zL (1’_24_@)
\/7+€ 2¢2p 22 )

Taking expectation on both sides yields

£2 VF(w 5 20
ety - (o= 20) [T (51 40)

\/>+e
[VF(w t)]z

We need to lower bound }| je[4) E \/>+ ] We know from Holder’s inequality that
€

< F(w') - (zxt

E[{u,v)] < E[|u]1]E[|v]w].- Now note that

E[|IVF@!)?] = E K'W})—i’)'z o) < [H_WFgftDZ

1] E[|D'|»] (6.142)

VF(w'))?
<E [H% 1] (VM+e). (6.143)
Hence
(ViF(w")* | _ E[|VF(w")?]
Z E oL ThiTe (6.144)
jeld] J
and
E[F(w'™)]
12 )12 2 22
< E[F(w')] - (oct - ("‘2)6 L) E [\/VMF(iU(_;) I, ()L (22—217 + d‘;TZC) . (6.145)

Leta’ = a < §, we obtain

E[F(w' )]
2 202
< E[F@)] - 3B [IVF@)F] + @ (;_zb A )
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Combining the two cases, for any t, we have

E[|VE(w")|?]

2(VvM +1) t t+1 T dUzCz
<= <]E[F(w )] — E[F(w )]) +20L(VM+1) (5o + o ) - (6:147)
Taking a telescope sum results in
T 22
1 2(\/M + 1)F(w!) 72 da C
- ; [I|V F(w = +20L(vVM +1) sy T ) (6148)

22
where M := C? + %.
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Algorithm 11 DP?-RMSprop: Delayed Preconditioners for Differentially Private RMSprop

1: Input: T, batch size b, noise multiplier o, clipping thresholds C, initial model wY e RY,
v = 0, constant € € R, learning rate schedule &/, moving average parameter , SGD
cumulative aggregation step s;, RMSProp cumulative step s,

2: fort=0,---,T—1do

if t mod (s1 + s2) = 0 then
Reset accumulator G < 0

end if

if t mod (s + s2) = s1 then
Update moment estimates as v < v + (1 — B) (Gt/sl)2
Reset accumulator G! < 0

end if

10:  Uniformly randomly sample a mini-batch B with size b from private training data

11:  Getindividual gradients for sample i € B: g < V f(x!; w!)
12:  Privatize the (preconditioned) gradients using the Gaussian mechanism:

g % (Z clip (%’:, c> +N (0,02C2>)

ieB

where

Dt 1 if t mod (s1 + s2) < 51
v+ € otherwise.

13:  Accumulate the private gradients ¢’ : G'*! «— G + ¢
14:  Update model parameters w:

witl <t — lxtgt

15: end for

16: return w?!
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6.13 Experimental Details and Additional Results

6.13.1 Datasets

IMDB [199] is a binary classification dataset on sentiment analysis for movie reviews
that includes 25,000/25,000 training/test samples. Each sample is a review under a
vocabulary size of 10,000. We train a logistic regression model with 10,001 parameters.

StackOverflow [21] [140] is a large-scale text dataset containing questions and answers
from Stack Overflow. We focus on the task of classifying the tag(s) of a given sentence
described in [21], though we focus on the usual centralized training setting instead of
a federated setting. We randomly sample 246,092 sentences for training and 61,719
for testing, where each sentence is described by 10,000 features. We format the task
as a 500-class classification problem, and the resulting model has roughly 5 million
parameters.

MovieLens-100k [112] is a movie review dataset commonly used for recommendation
systems. It contains 100,000 movie ratings from 943 users on 1,682 items (~ 6% non-
zero entries). We study a (non-convex) matrix factorization task with embedding size
100, thus totaling 262,500 parameters. We treat each non-zero entry as a ‘record” for
differential privacy, and randomly partition them for training and evaluation.

6.13.2 Hyperparameters

Unless otherwise stated, we fix the following hyperparameters in our experiments: for
IMDB, StackOverflow, and MovieLens respectively, we train for 100/50/50 epochs with
batch size 64 and privacy § = 107°/107%/10~°. We then perform a grid search on other
hyperparameters:

Learning rates: We grid search over {0.03, 0.1, 0.3, 1, 3, 5} for SGD / AdaGrad update
rules and from {0.001, 0.003, 0.01, 0.03, 0.1, 0.3, 1, 3} for the RMSProp update rule.

Per-example clipping thresholds: We grid search over {0.1, 0.25, 0.5, 1} when performing
per-example clipping on clean gradients without preconditioning (e.g. for DP-SGD
updates), and over {0.1, 0.25, 0.5, 1, 2, 3, 5} when clipping preconditioned clean gradients
(e.g. for DP? updates in adaptive iterations). The rationale is that, in general, the
preconditioned gradient norms are usually larger than those without preconditioning
(recall from Sectionm that we apply preconditioning before privatization in DP?). For
AdaDPS and DP>-RMSProp, we also tried a few values of even larger clip thresholds
(> 10) though we did not perform a full sweep for other hyperparameters at those
values due to computational constraints.

Delay parameter s: For all datasets, s (i.e., the number of optimization steps) is chosen
heuristically as a function of the number of steps in an epoch. When reporting the
best results (e.g. Figure Figure 6.1T), we search over s € {195, 390, 780} (roughly
0.5,1, 2 epochs respectively) for IMDB (390 steps/epoch); s € {100, 300, 1000, 3000} for
StackOverflow (3845 steps/epoch); and s € {1250, 15625, 31250, 50000} for MovieLens
(1250 steps/epoch).
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* Adaptivity e: In our settings, the adaptivity parameter € for RMSProp/AdaGrad (in the
denominator D! = /v + €) would affect the amount of adaptivity as well as the norms
of preconditioned gradients, which may in turn influence the privacy-utility tradeoff
under per-example clipping. We tune € over a small grid of {10-2,1073,107>,10~7}.

All reported results use the best hyperparameter configurations, which are selected using

training set metrics (as overfitting generally does not occur under DP noise). To facilitate

reproducibility, we summarize the tuned hyperparameters for the main experiments and
the ablation studies in Table and Table below respectively.

AdaDPS :

Dataset DP-SGD DP-RMSProp PDA-DPMD (w/ RMSProp) DP--RMSProp

IMDB (5,05)  (0.3,0.1,10%)  (5,0.5) (1,5,10%) (0.1,3,0.5, 5,107, 195)
StackOverflow (3,0.25)  (0.03,0.1,10°) (3,0.25) (0.4,5,10) (0.3,0.3,0.25, 5,10, 1000)
MovieLens (0.1,1)  (0.001,0.5,103) (0.1,1) (0.01,10,102)  (0.1,0.03,1, 5,107, 31250)

Table 6.12: Tuned hyperparameters for different methods across three datasets. For
DP-SGD and PDA-DPMD, the values refer to (LR, clip); for DP-RMSProp and AdaDPS,
the values refer to (LR, clip, adaptivity €); and for DP?, the values refer to (LR for SGD
iters, LR for RMSProp iters, clip for SGD iters, clip for RMSProp iters, adaptivity €, delay
s). Bold values were experimented on the edges of the hyperparameter grids.

Dataset Ablation Variantl Ablation Variant 2

IMDB (3.0,0.1,0.5,2.0,107,780) (0.3, 0.3,0.25, 107, 780)
StackOverflow (1.0,1.0, 1.0, 1.0, 10", 1000) (0.3, 0.001, 0.25, 10, 1000)

Table 6.13: Tuned hyperparameters for ablation studies on IMDB and StackOverflow.
Both variants use the RMSProp update rule for the adaptive steps. Bold values were
experimented on the edges of the hyperparameter grids. For Variant 1 and 2 respectively,
the values refer to (LR for SGD iters, LR for RMSProp iters, clip for SGD iters, clip for
RMSProp iters, adaptivity €, delay s) and (LR for SGD iters, LR for RMSProp iters, clip
for both SGD/RMSProp iters, adaptivity €, delay s). Note that for Variant 2 the clipping
threshold do not need to be tuned separately for SGD or RMSProp iters as it applies to
preconditioned gradients in both cases.
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6.13.3 Results for DP2.-AdaGrad

The DP? framework can be applied to a range of adaptive methods beyond RMSProp
mostly discussed in the main text. We extend DP? to the AdaGrad update rule (with only
one line of code change, see Section [6.14), and benchmark its convergence and privacy-
utility tradeoffs. In Figure 6.14and Figure[6.15| the results indicate that DP>-AdaGrad,
like DP2-RMSProp, can consistently and substantially improve over the baselines in terms
of both convergence and absolution performance, demonstrating the generality of DP? to
other adaptive optimizers.

IMDB (¢ = 3.04,6 = 107°) StackOverflow (¢ = 0.87,0 = 1079)
et L T 0.40 i
0.8 1
0.35 1
Q Q
& 0.71 & 0.30 A
4‘71‘ 2 o - _tz = S
s DP-SGD ©0.25 DP-SGD
0.6 - DP-RMSProp 49 DP-RMSProp
——— DP-AdaGrad ——— DP-AdaGrad
——— DP?2-RMSProp (ours) 0.20 1 ———DP2:RMSProp-(ours)
0.5 - = DP2-AdaGrad (ours) ——— DP2-AdaGrad (ours)
T T T T T T 0.15 T T T T T
0 20 40 60 80 100 0 10 20 30 40 50
# epochs # epochs

Figure 6.14: (Extension of Figure to the AdaGrad update rule) Test accuracy of DP?
compared to DP-SGD, DP-RMSProp, and DP-AdaGrad on IMDB and StackOverflow.

Dotted lines denote training performance.

6.13.4 Effects of Increasing Computational Budgets

When differential privacy introduces a large utility gap between private and non-private
training, one approach to improving the privacy-utility tradeoff is to increase computa-
tional costs by using larger batch sizes under fixed numbers of steps. The noise multiplier
needs to increase to achieve the same privacy target, while the overall privacy noise may
still be reduced due to the larger batch size. This technique may be adopted in prac-
tice when we want to prioritize the utility of private optimization under fixed privacy
budgets. In Figure (right), we explore the effect of such increased computation on
StackOverflow. With a 4x factor increase in computational cost (4 x larger batch sizes
with the same number of training iterations), we observe that the privacy/utility tradeoff
of all methods can be substantially improved, narrowing the utility gap to non-private
training. In particular, observe that the absolute performance improvement of DP? over
the vanilla DP baselines remains similar.
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Figure 6.15: (Extension of Figure to the AdaGrad update rule and increased
computational cost) Privacy/ utility tradeoffs of DP? compared to DP-SGD, DP-RMSProp,
and DP-AdaGrad on IMDB and StackOverflow. “(4x)” denotes increasing the batch size
and the number of epochs simultaneously by a factor of 4 and picking the appropriate
noise multiplier to arrive at similar privacy costs (g).

6.13.5 Additional Results for Ablation Studies

Table |6.14| summarizes the results for ablation studies on IMDB, StackOverflow, and
MovieLens, and Figure reports test accuracies on IMDB and StackOverflow during
optimization. The variants are discussed in Section and complete algorithms
are presented in Appendix We observe that DP? indeed consistently outperforms
the two (weaker) variants on all datasets, thus verifying our design choices for DP2. In
particular, note that the utility drop of variant 2 (adding noise before preconditioning)
on StackOverflow is more significant compared to that on IMDB; we argue that this is
due to StackOverflow being a high-dimensional learning task (roughly 5 million model
parameters) and thus the detrimental effect of preconditioning per-coordinate noise is
larger.

Dataset Variantl  Variant2 DP2-RMSProp

IMDB 1 799 + .006 .643 +.007 .815 + .011
StackOverflow 1 .382 +.002 .265 +.004 .391 + .001
MovieLens | 3.32 +.088 3.18 + .066 2.78 + .054

Table 6.14: Summary of ablation studies on all three datasets.

6.13.6 Additional Results for Comparison with Public Data-Assisted
Methods

Figure extends the results in Section with convergence plots on IMDB and
StackOverflow. On IMDB, we observe that despite not using any auxiliary information,
the convergence of DP2-RMSProp is comparable with that of AdaDPS-RMSProp [187]
which uses 1% of training data as the public data (250 examples) to approximate the
preconditioner. On StackOverflow where the same public split of 1% corresponds to
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Figure 6.16: Test accuracies for ablation studies on DP?. Dotted lines correspond to
training metrics.

2460 examples, we observe that AdaDPS-RMSProp can outperform DP2. On the other
hand, the extra public data do not help PDA-DPMD outperform DP.

IMDB (g = 3.04,6 = 107°) StackOverflow (¢ = 0.87,6 = 1076
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0.8 gt e e
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Figure 6.17: Test accuracies of DP> compared against recent private (adaptive) methods
that leverage public data [15| 187]. Dotted lines correspond to training metrics.

In Figure we additionally implement a private AdaGrad method proposed
in [142] that also leverages public data. Specifically, in each iteration, the algorithm clips
and adds independent noise to both the clean gradients and the preconditioner estimated
using clean gradients; it then uses public data to estimate a gradient subspace onto which
to project the clipped /noised preconditioner in order to reduce the effect of noise; finally,
it preconditions the noisy gradient with the noisy preconditioner and takes an update
step. Our implementation differs from [142] in that we use the diagonal form of the
preconditioner instead of the full matrix form. To estimate the gradient subspace, we
follow the approach described in [333] where the projection matrix V € R?** where d is
the number of parameters and k is the dimension of the subspace is obtained by taking
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Figure 6.18: Comparing DP? against a noisy AdaGrad variant based on [142] where the
gradients and the preconditioner are privatized separately.

the top-k eigenspace of M with
1

M’ =
|Xpub|

> Vuf (xi; wt> Vatf (xi;wt>T

x'eXpup

where Xy is the set of public examples. Unfortunately, we have not obtained a sat-
isfactory result for this noisy AdaGrad algorithm. We remark that since the method
is extremely computationally expensive (involves computing the eigendecomposition
of a d x d matrix with d = 10001 at every iteration), further hyperparameter tuning
may help improve the performance. However, our ablation studies (Section and
Appendix may shed light on the current observations since this method privatizes
gradients before preconditioning.

6.14 Algorithms

For completeness, we present all algorithms mentioned in the main text in detail.
* Non-private version of DP?: only changing Line 9 in Algorithm [11]to

1 gi,t
~t
PN
ieB

* DP? with the AdaGrad update rule (DP>-AdaGrad): only changing Line 5 in Algo-
rithm [I1] to

v v+ (Gt/sl)2

* DP? with Yogi’s additive update rule (DP?-Yogi): only changing Line 5 in Algorithm
to

v v+ (1 Psign(G/s1 — o) (GY/s1)’
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* Ablation variant 1 (extra query) with delayed preconditioners: see Algorithm
Observe that the clean batch gradients {¢"'};cp get privatized twice in most iterations
(when (t — 1) mod s # 0), increasing the total privacy cost.

* Ablation variant 2 (noise before preconditioning) with delayed preconditioners: in
Line 9 of Figure|11}, privatize the batch gradients with the following replacement:

¢ % (Z clip (gi’t, C) + N <0, (TZC2>> /D!

ieB
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Algorithm 12 Ablation variant 1 (extra query) using delayed preconditioners

1: Input: T, batch size b, noise multiplier o, clipping thresholds C;, Cy, initial model
w’ € RY, v = 0, constant € € R, learning rate schedule a, moving average parame-
ters B, delay steps s

2: Set accumulator G? < 0

3: fort=1,---,Tdo

4:  Uniformly randomly sample a mini-batch B with size b from private training data

51

Get individual gradients for sample i € B: ¢"* « Vf(x';w!™1)
6:  Privatize the gradients using the Gaussian mechanism:

g % (Z clip (gi't, c1> +N (0, azc%>>
i€B

7. Accumulate the private gradients ¢ : G' — G*~! + ¢
if (t —1) mod s = 0 then
Update moment estimates: v < v + (1 — B) (Gt/s)2

10: Reset accumulator: G! < 0
11: Set final gradient: §' < ¢!
12:  else
13: Privatize the clean, preconditioned gradients using the Gaussian mechanism:
g~ E chip g ,Co | + N (0, crzcg)
b\ Vote
14: Set final gradient: §' < ¢’
15:  end if

16:  Update model parameters w:

17: end for

18: return w?!
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Chapter 7

Extensions to General ML Problems:
Tilted Empirical Risk Minimization

The g-FFL objective presented in Chapter 4 essentially minimizes the g-norm (g>1) of the
loss vector across all clients, which is an approximation of the max norm as g gets larger.
Similar intuition leads us to come up with a more general objective based on exponential
tilting, which can be used for a variety of ML problems.

7.1 Overview

Many statistical estimation procedures rely on the concept of empirical risk minimization
(ERM), in which the parameter of interest, fc®<R?, is estimated by minimizing an
average loss over the data {xy,...,xn}:

RO) = 5 3 f(xis6). 7.1)
ie[N]

Although ERM is widely used in machine learning, it is known to perform poorly in
situations where average performance is not an appropriate surrogate for the problem of
interest. Significant research has thus been devoted to developing alternatives to tradi-
tional ERM for diverse applications, such as learning in the presence of noisy/corrupted
data [130} [152], performing classification with imbalanced data [192, 201]], ensuring that
subgroups within a population are treated fairly [113,247], or developing solutions with
favorable out-of-sample performance [77].

In this chapter, we suggest that deficiencies in ERM can be flexibly addressed via a
unified framework, tilted empirical risk minimization (TERM). TERM encompasses a family
of objectives, parameterized by a real-valued hyperparameter, t. For t € R\?, the t-tilted
loss (TERM objective) is given by:

R(£6) := %log (% > eff(x:‘f"”) : (7.2)

ie[N]
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TERM generalizes ERM as the 0-tilted loss recovers the average loss, i.e., R(0,6) =E(9)
It also recovers other popular alternatives such as the max-loss (t—+00) and min-loss
(t——o0) (Lemma [25). As we discuss below, although tilted risk minimization is not
widely used in machine learning, variants of tilting have been extensively studied in
related fields including statistics, applied probability, optimization, and information
theory.

7.1.1 Perspectives on Exponential Tilting

We begin by defining exponential tilting and discussing uses of tilting in various fields.
Let P := {pp} be a set of parametric distributions. For any x € X, we let f(x;60) be the
information of x under 8, which is defined as [60]:

f(x;60) := —log pp(x). (7.3)

Further assume that X is a random variable drawn from distribution p(-), which is not
necessarily matched to P, i.e., the model family may be misspecified. The cumulant
generating function of the information random variable, f(X; ), can be stated as [67,
Section 2.2]:

Ax(t;0) :=log (]E [etf(X?G)D = logZ p(x)pe(x)~F, (7.4)

where in this chapter [E[-] denotes expectation with respect to the true distribution p
unless otherwise stated. This expectation is commonly referred to as an exponential
tilt of the information density, and can induce parametric distribution shifts that have
varied applications in probability, statistics, and information theory. In particular, it is
noteworthy that if P is an exponential family of distributions parameterized by 6, then
the tilted distribution py(x)’ (when normalized by § . pg(x)'dx) also belongs to the same
exponential family. Further, given samples {x;};c[n], the empirical cumulant generating
function is defined as:

A(t;0) := log % > {etf(xf"g)} : (7.5)
ie[N]

It is thus evident that TERM can be viewed as an appropriately scaled variant of the
empirical cumulant generating function in (7.5). Although tilting of this form has been
used in a number of related disciplines, uses of exponential tilting in machine learning
are relatively unexplored. We provide several perspectives on exponential tilting from
other fields below.

Statistics. Exponential tilting is well-known as a distribution shifting technique in
statistics, where the main idea is to draw samples from an exponentially tilted version of
the original distribution to improve the convergence properties of statistical estimation,

1R(0;0) is defined in (7.20) via the continuous extension of R(; ).
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especially when the distribution of interest belongs to an exponential family, such as
Gaussian or multinomial. Common use cases include rejection sampling, rare-event
simulation, saddle-point approximation [41, p. 156], and importance sampling [260].

Applied Probability. In large deviations theory, exponential tilting lies at the heart
of deriving concentration bounds. For example, Chernoff bounds apply Markov’s
inequality to !X, which results in a parametric set of bounds by using exponential tilts of
various orders. The bound may then be further optimized on the real tilt value to derive
the tightest possible bound [67].

Information Theory. While source coding limits and channel capacity are characterized
by Shannon entropy and Shannon mutual information (which are simple averages over
the information (7.3)) [60], there are other elements of information theory that are not
characterized by the average, such as error exponents in channel decoding [95], probabil-
ity of error in list decoding [212], and computational cost in sequential decoding [17,204].
These fundamental elements of information theory are asymptotically determined by a
non-zero tilted cumulant generating function of the information random variable
(see [26]] for further discussion).

Optimization. Exponential tilting has also appeared as a minimax smoothing ap-
proach in optimization [157, 193} 227]. Such smooth approximations to the max often
appear through LogSumExp functions, with applications in geometric programming [42,
Sec. 9.7], and boosting [203] 255]. We discuss min-max objectives and the connections
with TERM in several subsequent sections of the chapter.

Machine Learning. Despite the rich history of tilted objectives in related fields, they
have not seen widespread use in ML beyond limited applications such as robust regres-
sion [295] and sequential decision making [37,[120]. In this work, we argue that tilting is
a critical yet undervalued tool in machine learning. We demonstrate the effectiveness
of tilting by (i) rigorously studying properties of the TERM objective, and (ii) exploring
its utility for a wide range of ML applications. Surprisingly, we find that this simple
extension to ERM can match or exceed state-of-the-art performance from highly tuned,
bespoke solutions to common ML problems, from learning with noisy data to ensuring
fair performance between subgroups. We highlight several motivating applications of
TERM below and provide an outline of the remainder of the chapter in Section [7.1.3]

7.1.2 Motivating Examples

To motivate how the TERM objective may be used in machine learning, we provide
several running examples below, which are illustrated in Figure

(a) Point estimation: As a first example, consider determining a point estimate from a
set of samples that contain some outliers. We plot an example 2D dataset in Figure [7.Tj,
with data centered at (1,1). Using traditional ERM (i.e., TERM with t = 0) recovers the
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Figure 7.1: Toy examples illustrating TERM as a function of t: (a) finding a point estimate
from a set of 2D samples, (b) linear regression with outliers, and (c) logistic regression
with imbalanced classes. While positive values of t magnify outliers, negative values
suppress them. Setting +=0 recovers the original ERM objective (7.1).

sample mean, which can be biased towards outlier data. By setting t < 0, TERM can
suppress outliers by reducing the relative impact of the largest losses (i.e., points that
are far from the estimate) in (7.2). A specific value of t < 0 can in fact approximately
recover the geometric median, as the objective in can be viewed as approximately
optimizing specific loss quantiles (a connection which we make explicit in Section[7.2).
In contrast, if these ‘outlier” points are important to estimate, setting t > 0 will push
the solution towards a point that aims to minimize variance, as we prove in Section
Theorem

(b) Linear regression: A similar interpretation holds for the case of linear regression
(Figure 2b). As t — —oo, TERM finds a line of best while ignoring outliers. However, this
solution may not be preferred if we have reason to believe that these ‘outliers’” should not
be ignored. As t — +o0, TERM recovers the min-max solution, which aims to minimize
the worst loss, thus ensuring the model is a reasonable fit for all samples (at the expense
of possibly being a worse fit for many). Similar criteria have been used, e.g., in defining
notions of fairness [113} 247]. We explore several use-cases involving robust regression
and fairness in more detail in Section

(c) Logistic regression: Finally, we consider a binary classification problem using logistic
regression (Figure 2¢). For t € R, the TERM solution varies from the nearest cluster center
(t——0), to the logistic regression classifier (t=0), towards a classifier that magnifies
the misclassified data (t—+00). We note that it is common to modify logistic regression
classifiers by adjusting the decision threshold from 0.5, which is equivalent to moving the
intercept of the decision boundary. This is fundamentally different than what is offered
by TERM (where the slope is changing). As we show in Section [7.7} this added flexibility
affords TERM with competitive performance on a number of classification problems,
such as those involving noisy data, class imbalance, or a combination of the two.
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7.1.3 Contributions

In this work, we explore the use of tilting in machine learning through TERM, a simple,
unified framework that can flexibly address various challenges with empirical risk
minimization. We first analyze the objective and its solutions, showcasing the behavior
of TERM with varying tilt parameters ¢ (Section [7.2). We also establish connections
between TERM and related approaches such as distributionally robust optimization in
Section

We rigorously analyze the relations between TERM and other risks (e.g, Value-at-
Risk (VaR), Conditional Value-at-Risk (CVaR), and Entropic Value-at-Risk (EVaR)) in
Section In particular, we introduce a new risk measure based on TERM, called Tilted
Value-at-Risk (TiVaR), to approximate VaR. We show that TiVaR can provide a better
approximation of VaR than CVaR in certain regimes, and improves upon EVaR in all
regimes.

We develop efficient first-order batch and stochastic methods for solving TERM, both
for hierarchical and non-hierarchical cases (Section [7.5/and [7.6). We provide convergence
rates scaling with the hyperparameter ¢t on both convex and non-convex problems for
both batch and stochastic algorithms. Our solvers run within 2-3x wall-clock time
compared with that of ERM in all explored case studies.

Finally, we show via numerous case studies that TERM is competitive with existing,
problem-specific state-of-the-art solutions (Section[7.7). We also extend TERM to handle
compound issues, such as the simultaneous existence of noisy samples and imbalanced
classes (Section[7.6). Our results demonstrate the effectiveness and versatility of tilted
objectives in machine learning.

Outline. This chapter is organized as follows. We discuss general properties and
interpretations of TERM in Section We connect TERM with other prior risk measures
in Section[7.3|and propose a new risk motivated by TERM in Section[7.4] In Section
we develop both batch and stochastic algorithms for optimizing TERM and provide
convergence guarantees for them. We extend TERM to hierarchical multi-objective
tilting in Section [7.6|and demonstrate the flexibility and competitive performance of the
TERM framework via real-world applications in Section[7.7} We conclude the work in
Section[7.8

7.2 TERM: Properties and Interpretations

To better understand the performance of the t-tilted losses in , in this section we
provide several interpretations of the TERM solutions, leaving the full proofs to the
appendix. We make no distributional assumptions on the data, and study properties of
TERM under the assumption that the loss function forms a generalized linear model, e.g.,
L, loss and logistic loss. However, we also obtain favorable empirical results using TERM
with other objectives such as PCA and deep neural networks in Section[7.7, motivating
the extension of this part of our theory beyond GLMs in future work.
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7.2.1 Assumptions

We first provide notation and assumptions that are used throughout our theoretical
analyses. The results in this chapter are derived under one of the following three nested
assumptions (the assumptions become progressively more restrictive, i.e., 3 - 2 — 1):

Assumption 8 (Continuous differentiability). For i € [N], the loss function f(x;;0) belongs
to the differentiability class C* (i.e., continuously differentiable) with respect to 6 € ® < R,

Assumption 9 (Smoothness and strong convexity condition). Assume that Assumption
is satisfied. In addition, for any i € [N], f(x;;6) belongs to differentiability class C? (i.e., twice
differentiable with continuous Hessian) with respect to 0. We further assume that there exist
Bumin, Bmax € R>C such that for i € [N] and any 6 € ® < RY,

ﬁminI =< Vgng(xi}Q) =< ﬁmaxI/ (7-6)

where 1 is the identity matrix of appropriate size (in this case d x d), and there does not exist any
0 € ©, such that Vyf(x;;60) = 0 forall i € [N].

Assumption 10 (Generalized linear model condition [286]]). Assume that Assumption[9)is
satisfied. Further, assume that the loss function f(x;0) is given by

f(x;0) = A(6) — 0" T(x), (7.7)
where A(-) is a convex function such that there exists Bmax where for any 0 € @ < RY,
,BminI =< VgeTA(Q) =< ,BmaxI/ (7-8)
and
> T(x)T(x;)" > 0. (7.9)
ie[N]

This set of assumptions become the most restrictive with Assumption (10, which
essentially requires that the loss be the negative log-likelihood of an exponential family.
While the assumption is stated using the natural parameter of an exponential family for
ease of presentation, the results hold for any bijective and smooth reparameterization
of the exponential family. For example, Assumption [10|is satisfied by the commonly
used L; loss for regression and logistic loss for classification (see toy examples (b) and
(c) in Figure . 2ic[N] T(x;)T(x;)" > 0 assumes a reasonable regularity on the dataset

{xi}ien)- For instance, in the case of linear regression (T(x;) = x; € RY), it reduces to
the standard regularity assumption XXT > 0 (where X := [x1,---,xn] € R?*N). While
Assumption [10|is not satistied when we use neural network function approximators in
Section we observe favorable numerical results motivating the extension of these
results beyond the cases that are theoretically studied in this work.

In the sequel, many of the results are concerned with characterizing the t-tilted
solutions defined as the parametric set of solutions of t-tiled losses by sweeping t € R,

f(t) € argmin R(1;6), (7.10)
0c®
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where ® < R is an open subset of IR“. Further, let the optimal tilted objective be defined
as
F(t) := R(t;6(t)). (7.11)

We state a final assumption, on 6(t), below.

Assumption 11 (Strict saddle property (Definition 4 in Ge et al. [97])). We assume that the
set arg mingeg R(t;0) is non-empty for all t € R. Further, we assume that for all t € R, R(t; 0)
is a “strict saddle” as a function of 0, i.e., for all local minima, V> 00T R(t;0)>0, and for all other

stationary solutions, Amin (V2 R(£;0)) < 0, where Amin(-) is the minimum eigenvalue of the

matrix.

00T

We use the strict saddle property in order to reason about the properties of the t-tilted
solutions. In particular, since we are solely interested in the local minima of R(t;6), the

strict saddle property implies that for every 0(t) € arg mingee R(£6), for a sufficiently
small r, for all 6 € B(6(t),r),

V2, R(t;6) > 0, (7.12)
where B(6(t), r) denotes a d-ball of radius r around 6(t). We will show later in Sectionm

that the strict saddle property is readily verified for t € R>? under Assumption @ and
we need Assumption to be able to reason about t € R<Y.

7.2.2 General Properties of TERM

We begin by noting several general properties of the TERM objective (7.2). In particular:

(i) R(t;0) is L-Lipschitz continuous in 0 if f(x;0) is L-Lipschitz (Lemma 2 i ; (i1) If f(x;0)
is strongly convex, the t-tilted loss is strongly convex for t > 0 (Lemma [23); and (iii)
Given a smooth f(x;6), the t-tilted loss is smooth for all finite t (Lemma 24). We state
these properties more formally below.

Lemma 22 (Lipschitzness of R(t;0)). For any t € R and 6 € ©, if for i € [N], f(x;;0) is
L-Lipschitz conditnuous in 0, then R(t;0) is L-Lipschitz in 6.

Lemma 23 (Tilted Hessian and strong convexity for t € R>?). Under Assumption @ for any
telR,

~ t ~ ~ T[4
V2, R(t;0) = N D (Vof(xi:0) — VoR(t0))(Vof (xi;0) — VoR(t;6)) ! i) =R(ER)
ie[N]
(7.13)
+_ Z V2, f (x;; 0)el U G —R(A), (7.14)

In particular, for all 6 € © and all t € R>°, the t-tilted objective is strongly convex. That is
V2, R(£6) > Bminl. (7.15)
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F1(60) = (0+0.2)2, f2(0) = (6 — 0.2)% + 0.1, f3(6) = (6 — 1.2)2

max-loss

t i
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Figure 7.2: TERM objectives for a squared loss with three samples (N=3). As t moves
from —oo to +o0, t-tilted losses recover min-loss, avg-loss, and max-loss. TERM is smooth
for all finite t and convex for positive ¢.

Lemma 22| and 23] are proved in Appendix Lemma [23]also implies that under
Assumption 9] the strict saddle assumption (Assumption[I1) is readily verified.

Lemma 24 (Smoothness of R(t;0)). For any t € R, let B(t) be the smoothness parameter of
twice differentiable R(t; 0):

;B(t) := Amax (VégTﬁ(t; 6)) ’ (7.16)

where ngf{(t;ﬁ) is the Hessian of R(£0) at 0 and Amax(-) denotes the largest eigenvalue.
Under Assumption @ forany t € R, R(t;0) isa B(t)-smooth function of 0. Further, for t € RSO

B(t) < Pmax, (7.17)
where Bmax is defined in Assumption @ Fort e R>O,

0 < lim @ < 0. (7.18)
t—>+o0

Lemma 24| (proved in Appendix indicates that t-tilted losses are f(t)-smooth for
all t. B(t) is bounded for all negative t and moderately positive ¢, whereas it scales linearly
with t as t — 400, which has been previously studied in the context of exponential
smoothing of the max [157,227]. This can also be observed visually via the toy example
in Figure[7.2]

As discussed in Section[7.1) TERM can recover traditional ERM (t=0), the max-loss
(t—+0), and the min-loss (t——). We formally state this in Lemma 25/ below.

Lemma 25. Under Assumption
R(~;6) := lim R(t;6) = R(6), (7.19)

2R<0 denotes the set of non-positive real numbers.
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R(0;0) := lim R(t;6) = R(6), (7.20)

R(+o;0) := lim R(t;6) = R(6), (7.21)

t—+00

where R(6) is the max-loss and R(0) is the min-los

R(6) := g[]aﬁf (xi;0), R(6) := Eg} f(xi;0). (7.22)

Note that Lemma [25/has been studied or observed before in the entropic risk litera-
ture [e.g., 9], as well as other contexts [55]. This lemma also implies that é(O) is the ERM
solution, 6(+) is the min-max solution, and §(—x) is the min-min solution. In other
words, a benefit of TERM is that it offers a continuum of solutions between the min and
max losses.

Providing a smooth tradeoff between these specific losses can be beneficial for a
number of practical use-cases—both in terms of the resulting solution and the difficulty
of solving the problem itself. We empirically demonstrate the benefits of such a tradeoff
in Section We also visualize the solutions to TERM for a toy problem in Figure
which allows us to illustrate several special cases of the general framework. Interestingly,
we additionally show that the TERM solution can be viewed as a smooth approximation
to the tail probability of losses, which effectively minimizes quantiles of losses such as the
median loss (Section [7.4). In Figure it is clear to see why this may be beneficial, as
the median loss (orange) can be highly non-smooth in practice. In Theorem 23|and
below, we formally characterize how tilted objectives change as a function of values ¢
(proofs provided in Appendix[7.9).

Theorem 23 (Tilted objective is increasing with t). Under Assumption|10, for all t € R, and
allf € ©,

0 ~

—R(t;0) = 0. 7.23
Theorem 24 (Optimal tilted objective is increasing with t). Under Assumption |10} for all
teR,andall 0 € O,

—F(t) = =R(t;6(t)) = 0. (7.24)

Recall that TERM as t — —co and t — oo corresponds to min-loss and max-loss,
respectively. We discuss in Section [7.4.2] that solving TERM with any ¢ € R can indeed
be viewed as approximately minimizing the k-th smallest loss (k € [N]) among all N
individual losses. As we increase k from 1 to N, the corresponding value of t sweeps
in (—o0,00). Theorem 24| hence roughly states that the optimal k-th smallest loss is
non-decreasing with k, which is intuitively expected.

We next provide two interesting interpretations of the TERM framework to further
understand its behavior.

3When the argument of the max-loss or the min-loss is not unique, for the purpose of differentiating
the loss function, we define R(6) as the average of the individual losses that achieve the maximum, and
R(8) as the average of the individual losses that achieve the minimum.
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7.2.3 Interpretation 1: Re-Weighting Samples to Magnify/Suppress

.
Outliers
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Figure 7.3: We visualize the size of the samples using their gradient weights. Negative
t’s (t = —2 on the left) focus on the inlier samples (suppressing outliers), while positive
t’s (t = 2 on the right) magnify the outlier samples.

As discussed via the toy examples in Section 1, TERM can be tuned (using t) to
magnify or suppress the influence of outliers. We make this notion rigorous by exploring
the gradient of the t-tilted loss in order to reason about the solutions to the objective

defined in (7.2).

Lemma 26 (Tilted gradient). For a smooth loss function f(x;0),
VoR(50)= > w;(t:0)Vof (x;0), (7.25)
ie[N]
where tilted weights are given by
etf(xi;g)

1
witie) = —— 1
ieN] etf(x]rg) N

et f(xi0)—R(£0)) (7.26)
Proof. Under Assumption |8, we have:

(7.27)

~ 1 1 . ZiE[N] VQf(xi" Q)etf(xi;())
VeR(t;0) = Vg3 —log | — GHFid) | | ) |
t N ie%\[] Zie[N] otf(xi:0)
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]

Lemma 26/ provides the gradient of the tilted objective, which has been studied pre-
viously in the context of exponential smoothing (see Pee and Royset [227, Proposition
2.1]). From this, we can observe that the tilted gradient is a weighted average of the gra-
dients of the original individual losses, where each data point is weighted exponentially
proportional to the value of its loss. Note that ¢t = 0 recovers the uniform weighting
associated with ERM, i.e., w;(t;0) = 1/N. For positive t, this has the effect of magnifying
the outliers—samples with large losses—by assigning more weight to them, and for
negative t, it suppresses the outliers by assigning less weight to them (Figure [7.3).

Generalizing the notion of tilted gradients (weighted average of individual gradients),
we define tilted empirical mean over any N-vector u € RN below, which will be used
throughout the chapter.

Definition 13 (Tilted empirical mean and variance). For u € RY, let weighted empirical
mean with weights w € AN (where AN stands for N dimensional simplex) be defined as

Ew(u) = Z w;l;. (7.28)
ie[N]
Tilted empirical mean is weighted empirical mean with tilted weights, i.e.,
Ew(t;e)(“) = Z w;(t; 0)uj, (7.29)
ie[N]
Ew(t;é(t))(u) = Z wi(t;é(t))ui/ Et = Ew(t;é(t))<u)' (7.30)
ie[N]

where w;(t;0) is defined in Eq. (7.26)), and 0(t) is defined in Eq. (7.10). We also refer to E; as the
“t-tilted empirical mean”. Similarly, tilted empirical variance is defined as

__ . . 2
Vary,;0)(1) := Ew(1,0(1)) (”i — Ewo) (u)> , (7.31)

and we refer to Var, as the “t-tilted empirical variance”.

As discussed before, the full gradient of TERM is tilted empirical mean of individual
gradients {Vqf (x;;0)}ic[n) with weights proportional to et/(if)  In the next section as
well as Appendix we will prove other properties of TERM using tilted empirical
mean and variance defined here.

7.2.4 Interpretation 2: Empirical Bias/Variance tradeoff

Another key property of the TERM solutions is that for any t € RR, t-tilted empirical
variance of the losses across all samples will decrease if we increase t by a small amount
of value. We formally stated this in Theorem
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Theorem 25 (Variance reduction). Let £(0) := (f(x1;0)),..., f(xn;6)). Then, under As-
sumption[10land Assumption [T} for any t € R,

0

= {@T(f(é(t)))} <0. (7.33)

t=T

Note that \//a\rT is 7-tilted empirical variance defined in Eq. (7.32). Hence, for any ¢, the
t-tilted empirical variance among N losses will decrease if we increase ¢ by a small value.

When T = 0, Va\rf reduces to standard empirical variance. In particular, Theorem
states that the empirical variance of the loss vector decreases if t is chosen to be a small
positive value. Therefore, it is possible to trade off between optimizing the average loss
vs. reducing variance, allowing the solutions to potentially achieve a better bias-variance
tradeoff for generalization [27,[118] 205]. At a high level, this property is consistent with
and extends the approximation of TERM mentioned by Liu and Theodorou [193, Section
V.A], which approximates TERM as the empirical risk regularized with variance of the
loss at t = 0. We rely on this property to achieve better generalization in classification in
Section [Z.71

In addition to empirical variance across all losses, there are other related distribution
uniformity measures. In Theorem 26|below, we also prove that entropy of the weight
distribution at solution 6(t) tilted by T close to ¢ is increasing with t, which indicates that
larger t's encourages more uniform solutions measured via entropy.

Theorem 26 (Gradient weights become more uniform by increasing t). Under Assump-
tion [10and Assumption[11] for any t € R>°,

>0, (7.34)

where H(-) denotes the Shannon entropy function measured in nats,

H(w(t;0)) := — > w;(t;0) logw;(t; 0). (7.35)
ie[N]

Full proofs of the theorems presented in this section can be found in Appendix
In the next section, we connect TERM to other objectives. Note that the results in all
subsequent sections do not require the GLMs assumption, unless stated otherwise.

7.3 Connections to Other Risk Measures

In this section (and subsequently in Section[7.4) we explore TERM by comparing, con-
trasting, and drawing connections between TERM and other common risk measures. To
do so, we first introduce a distributional version of TERM, which is closely related to
entropic risk (measure) in previous literature [9, 94]. Entropic risk, denoted as Rx(t;6),
can be viewed as the scaled cumulant generating function of f(X;0), i.e.,
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Rx(t;6) := %Ax(t;e) - %log (115 [efﬂX;@)]) - %logz p(x)pe(x)~t.  (7.36)

We note that entropic risk is usually defined over t € R>0 in the literature [94]. In
Eq. above, we naturally extend its definition to support t € R. The TERM objective
R(t;8) is the empirical version of entropic risk Rx(; ) (¢ € R). One of the contributions
of this work can be viewed as providing an operational meaning to the value of the
(empirical) entropic risk and rigorously investigating its properties for t € R<V. In the
next sections (Section [7.3.T}Section [7.3.3), we characterize various relations between
tilted risks (TERM or entropic risk) and other common risk measures, both in terms of

the empirical variants (involving TERM) and distributional forms (involving entropic
risk).

7.3.1 TERM and Rényi Cross Entropy

We begin by demonstrating that TERM can be viewed as form of Rényi cross entropy
minimization, which helps to explain the uniformity properties of TERM discussed in
Section Consider the cross entropy between p and py defined by

H(plpe) == E[F(X:6)] = Y plx) log ( ) . 737)

pe(x)

Hence, minimizing E [f(X; 6)] is equivalent to minimizing the cross entropy between the
true distribution and the postulated distribution. The empirical variant of would
be empirical risk minimization (7.1)).

For p € R>Y, let Rényi cross entropy of order p between p and g be defined asﬁ

Ho(pllq) := 5 1 P log (Z P(x)q(X)”‘1> : (7.38)

Rényi cross entropy can be viewed as a natural extension of cross entropy, and in fact
it recovers cross entropy for p = 1, i.e., Hi(p|lq) = H(p||q). Rényi cross-entropy can also
be viewed as a natural extension of Rényi entropy, which it recovers when p = g, i.e,,
Hy(p|p) = Hpo(p), where Rényi entropy of order p is defined as

1
7 log <; p(x)P> : (7.39)

It is straightforward to see that the entropic risk can be expressed in terms of Rényi
cross entropy:

Hy(p) =

Rx(t;0) = Hi-+(p[pe)- (7.40)

4H; is defined via continuous extension.
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Equivalently, in the empirical world, TERM can be expressed as:
R(t;0) = Hy_(u]w(1;9)), (7.41)

where u denotes the uniform N-vector and w(1;60) := (w1(1;6),...,w,(1;0)) with w;(1;0)
defined in Eq. (7.26), and for any two N-vectors p and q,

1 _
T—p log (Z piqf 1) . (7.42)

ieN

Hy(pllq) :=

In other words, if we treat the loss f(x;; 0) as log-likelihood of the sample x; under py,
this implies that TERM is the Rényi entropy of order (1 — t) between the uniform vector
and the normalized likelihood vector of all samples, w(1;6). Hence, minimizing over 6
is encouraging the uniformity of w(1;6) in the sense of the Rényi cross entropy with the
uniform vector.

7.3.2 TERM as a Regularizer to Empirical Risk

TERM can also be interpreted as a form of regularization in traditional ERM. We first
note that by Taylor series expansion at t = 0, TERM can be approximately decomposed
into empirical risk regularized by ¢ times the empirical variance of the loss, for small
t [193] Section V.A]. Here, we provide an exact interpretation of TERM as regularized
ERM for all t. We first look at the distributional case, i.e., relating Rx(t; 6) to cross entropy
as follows.

Lemma 27. The entropic risk of order t can be stated as:

1
Rx(t;0) = H(plpe) + T D(pIT(p, po, —1)), (7.43)

where D denotes KL divergence between two distributions and T (p, pg, —t) is a mismatched tilted
distribution defined as [246, Definition 1]

—t

)( ) . p<x)p9(x) (744)

TP po D) 1= @ = 0 pelay T

Proof. Consider the following equation:

Zp x)log ( p(x) > th log ) +log (Z p(x)pg(x)t> , (7.45)

T(p, po, —t)(
which directly implies the desired identity. O

In other words, entropic risk of order t is equivalent to the cross entropy risk regular-
ized via a tilted mismatched distribution. Let w(t; 0) := (w1(¢;6),. .., wx(t;0)) denote the
tilted weight vector of the n samples. Our next result is an empirical variant of Lemma 27
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Lemma 28. TERM objective can be restated as follows:
~ = 1
R(t;0) = R(0) + S D(u[w(t;9)), (7.46)

where R(G) is the empirical risk (7.1)), u denotes the uniform N-vector, i.e., u := (%, cer, %) ,
and where for N-vectors p and q,

D(p[q) := )| pilog (p ‘). (7.47)

ie[N] !

Proof. The proof is a consequence of the following identity:

11 N _ 1 £ (xi0)
tNiE[N] log (wi(t,(? ) Z f(x;;0 log (N Z e . (7.48)

ie[N]

]

Hence, TERM aims to minimize an average loss regularized by the KL divergence
between the weight vector (which exponentially tilts the individual losses) and the
uniform vector.

7.3.3 TERM and Distributionally Robust Risks

Finally, we note that TERM is closely related to distributionally robust optimization
(DRO) objectives [e.g., 51} 76| 77,105, 219]. In particular, TERM with ¢t > 0 is equivalent
to a form of DRO with a max-entropy regularizer, i.e., the constraint set is determined by
a KL ball around uniform distribution [93] 233, 254]:

1 1
R(t maX{Zqz f(xi;0) = < > qiloquz} = ggg;;{H(qW(l;G)) —;D(qlu)},

qeh ie[N]
(7.49)

and the corresponding relations in the distributional form is

Rx(16) = max {Eg F(:6)] - ;Dlglp) | = max { Higlpe) ~ ;Dlglp) |- .50

This relation is also a special case of Donsker-Varadhan Variational Formula [81].
We note that similar connections between DRO and TERM have also been explored in
concurrent works by Qi et al. [232} 233]] specifically in the limited context of stochastic
optimization methods for solving class imbalance with t > 0.

In the next section, we propose a new risk motivated by TERM, which may be of
independent interest.
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7.4 Tilted Value-at-Risk and Value-at-Risk

In this section we provide connections between TERM and risk measures such as Value-
at-Risk (VAR) that specifically target loss quantiles. In particular, based on TERM, we
propose a new risk—Tilted Value-at-Risk (TiVaR) and discuss its relations with existing
risks (Section [7.4.2). We find that TiVaR is a computationally efficient alternative to
VaR that provides tighter approximations to VaR than prior risks, which again helps to
motivate the use of TERM.

7.4.1 Tail Probabilities of Losses and Value-at-Risk (VaR)

The tail probabilities of losses focus on quantiles of losses that exceed a certain threshold,
as formally defined below.

Definition 14 (Tail probability of losses). For all v € R, let Qx/(y; 8) denote the probability of
the losses f(X;0) no smaller than -y, i.e.,

Qx(v;0) :==P[f(X;0) = 7]. (7.51)

Equivalently, define the empirical variant Q(y;0) over samples x; for i € [N]:

O(7i6) = 15 3 T{f(xi6) = 7) 7.52)
ie[N]

where I{-} is the indicator function.

Notice that @(’y; 0) e {O, %], e, 1} quantifies the fraction of the data for which loss is

at least y. For example, optimizing for 90% of the individual losses (ignoring the worst-
performing 10%) could be a more reasonable practical objective than the pessimistic
min-max objective. Another common application of this is to use the median in contrast
to the mean in the presence of noisy outliers.

Using tail distribution of losses, Value-at-Risk (VaR) [138] with confidence & (0 < & <
1) is defined as

VaRy(1 - ;6) := min {7 : Qu(7:6) < a}, (7.53)

and the empirical variant for « € {%} ke[N] 18
VaR(1 — a;6) := min {')/ : Q(7;0) < oc} : (7.54)

0

Notice that when we view the loss as log-likelihood of a parametric probability
distribution function, Qx(; 6) (Definition[14) can be viewed as the complementary cu-
mulative distribution function (CDF) of the information random variable f(X; ). Given
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the definition of VaR, Qx(7; ) can also be viewed as ‘inverted” VaR, as we formalize and
prove in Lemma 29]and B0|below. Let

Qx(7) i= min Qx(7;0), 6%(7) € argmin Qx(;6), (7.55)
Q(7) = minQ(1;0), 6°() € argmin Q(7;0). (7.56)

where Qx and Q is defined in Definition Optimizing Q(y;0) is equivalent to optimiz-
ing VaR. Formally, we have the following lemmas.

Lemma 29. Assume ming Qx(y; 0) is strictly decreasing with y. We note
min {VaRx(1 - Q%(7);0)} =7, argmin {VaRx(1-Q%(7);6)} = 6%(7).  (757)

Note that ming Qx(7; 6) is non-increasing as 7y increases by definition. The additional
strict monotonic assumption on 7y — ming Qx(7; 6) can be easily satisfied if f(X;0) is a
continuous random variable and % is in the range of f. Lemma [29|is proved as follows.

Proof. First, we note for any 6 and 7 such that Qx(70;6) < Q%(7), we have 7y > 7.
Otherwise, there exist 0,7 < 7 and Qx(7’;0") < Q%(7), which in turn implies that

min Pf(X;0) > 7'] < Pf(X;6') = 7] < Qx(7), (7.58)

contradicting Q% (') > Q%(7). The proof completes combining with the fact that the
function value of VaRx (1 — Q%();6) can achieve vy at any % (y). O

Lemma [30|below describes the empirical variant, which does not require the strict
monotonic assumption.

Lemma 30. Forany vy e (F(—0), F(+0)) where E(t) is defined as the optimal tilted objective
as in Eq. (7.10), let v° = min {’y’@o(’y’) = QO(’y)}. Then

min {VaR(1 - Q°(1%);0)| = 7", argmin {VaR(1-Q"(y");0)} 5 6°2°).  (7.59)

Both tail distribution of losses and VaR are usually non-smooth and non-convex,
and solving them to global optimality is very challenging. In the next section, we
show that TiVaR (an objective based on TERM) provides a good upper bound on VaR,
and is computationally more efficient, as VaR is not even continuous. In parallel, in
Appendix we prove that TERM also provides a reasonable approximate solution to
the minimizer of tail probability of losses (i.e., inverted VaR).

The proof of one of the main theorems of this section (Theorem relies on a
new variant of Chernoff bound for non-negative random variables, which may be of
independent interest.
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Theorem 27 (Chernoff bound for non-negative random variables). Let X be a non-negative
random variable. Further assume that E [¢'X] < oo for all t € R. Then for y > 0,

P[X =9] < inf{m} < inf {M} (7.60)

teR | efr—1 teR+ | e
where the latter term is the generic Chernoff bound with vy > 0.

Proof. The theorem holds by applying Markov’s inequality twice on /X — 1 (t > 0) and
1 — X (t < 0), and noting that

L fE[EX] 1) f1-E[X)]] L [E[e] -1
P[X>v]<mm{tg§£0{ew—_1 YT ((TEY Tt (-

]

Theorem 27 presents a tighter Chernoff bound for non-negative random variables.
To the best of our knowledge, despite the fact that this bound is a simple extension
of the generic Chernoff bound, and the existing variants of Chernoff bounds in prior
works [38, 305], we have not seen the result we have here appear elsewhere in this
form. In particular, notice that the search for an optimal value of t has been extended
from non-negative values to all real numbers. This can result in significantly tighter
bounds, especially in small deviations regime, as visualized empirically on two simple
distributions in Figure Appendix We will see how this leads to significantly
better bounds in robustness applications.

7.4.2 TiVaR: Tilted Value-at-Risk

In this section, we introduce a new risk measure, called Tilted Value-at-Risk (TiVaR). To
put TiVaR in perspective, we briefly state other existing risks first. Conditional Value-
at-Risk (CVaR) minimizes the average risk of tail events where the risk is above some
threshold [242],243]. One form of CVaR is

CVaRy(1 - ;6) == min {7 + %]E[f(X; 0) — 'y]+} . (7.61)

It is worth noting that CVaRx (1 — &; 0) is a dual formulation of DRO with an uncertainty
set that perturbs arbitrary parts of the data by an amount up to % [61,243]]. Formally, the

dual of DROMmax,, 1u0 1) Eolf(X;0)]is CVaRx (1 ~;6) = min, {7 + LE[£(X;0) — 7]+}.
P Sa

Some previous works implicitly minimize CVaR by only training on samples with top-k

losses [e.g.,189]. Entropic Value-at-Risk (EVaR) is proposed as an upper bound of CVaR

and VaR that could be more computationally efficient [9]. EVaR with a confidence level «
(0 < & < 1) is defined as:

tf(X:6)
EVaRx(1 —«;0) := min {%log <M> } = min {Rx(t;e) - %loga} . (7.62)

teR>0 144 teR>0
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Similarly, for a € {%} ke[N], the empirical variants of CVaR and EVaR are
(/fVaT{(l —w;0):

o 1s etf(xi}g) -
EVaR(1 — «;0) := min {% log <N 2] ) } = min {R(t;@) - %log«x} :

teR>0

I

2
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| =
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Notice that TERM objective appears as part of the objective in EVaR, and particularly
optimizing EVaR with respect to & would be equivalent to solving TERM for some value
of t implicitly defined through « (see Lemma f6|and Lemma [#7]in the appendix).

It is known that VaRx(1 — «a;0) < CVaRx(1 — «;0) < EVaRx(1 — «;0) [9] which
directly yields VaR(1 — ;0) < CVaR(1 — ;) < EVaR(1 — a; 6). Meanwhile, to the best
of our knowledge, it is not clear from existing works how entropic risk (or TERM) is
related to VaR or EVaR. Next, based on TERM, we propose a new risk-averse objective
Tilted Value-at-Risk, showing that it upper bounds VaR and lower bounds EVaR.

Definition 15 (Tilted Value-at-Risk (TiVaR)). Let TiVaR for a € (0, 1] be defined as

1 e(Rx(B)=Fx(=oo)t _ (1 — )
TiVaRx(1 — a;0) := min < Fx(—w) + —log . (7.63)
teR t o .

Similarly, empirical TiVaR is defined for a € (0,1),

N (R(E8)~F(—o0))t _ (1 _
TiVaR (1 — «;0) := min {F(—oo) + L iog [e u “)] } . (764)
teR t 14 .

We note that TiVaR is not a coherent risk measure (see the work of Artzner [18],
Artzner et al. [19] for definition of coherent risks), despite that it can be tighter than CVaR
in some cases, as discussed in detail later. We next present our main result on relations
between TiVaR, VaR, and EVaR.

Theorem 28. For a € (0,1] and any 6,
VaRx(1 — w;0) < TiVaRx(1 — «;0) < EVaRx(1 — «;0). (7.65)
Similarly, for a € {%}ke[N] and any 6,
VaR (1 - ;0) < TiVaR (1 — a;60) < EVaR (1 — a;6) . (7.66)

We defer the proof to Appendix where the main steps include applying the new
Chernoff bound variant (Theorem . Theorem [28| indicates that TiVaR (1 — «;0) is a
tighter approximation to VaR (1 — «; ) than EVaR (1 — «; 6).
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Figure 7.4: Comparing val values of VaR, TiVaR, CVaR, and EVaR. VaR(l — ) =
ming VaR(l —u;60),and T1VaR(1 —u), CVaR( «), and EVaR(l — «) are defined in a sim-
ilar way. From Theorem we know VaR(l —u;0) < T1VaR(1 —u;0) < EVaR(l —w;0),
which is also visualized here. Both CVaR and TiVaR values are between VaR and EVaR.
TiVaR provides a tighter approximation to VaR than CVaR when « is closer to 1.

Comparing TiVaR and CVaR. In general, TiVaR and CVaR are not directly comparable,
as both of them can be viewed as approximations to VaR and neither dominates the
other, i.e., one risk can be tighter than the other depending on the quantile value, 1-a. In
the regimes where « is a large value between some intermediate constant and 1, TiVaR
provides a tighter approximation to VaR than CVaR. For instance, in the extreme case
when a — 1, VaR will be close to the min-loss (min;en f (x5 0)), while the value of
CVaR is the mean of the losses (4 2ie[N] f(xi; 0))- TiVaR reduces to the min-loss in this

case. In other words, both VaR and TiVaR sweep the values between the min-loss and

max-loss; whereas CVaR sweeps the values between the avg-loss and max-loss. We
compare TiVaR with CVaR and other risks in Figure[7.4/ on mean estimation and linear
regression problems, and demonstrate that TiVaR is tighter than CVaR especially when a
is close 1 (corresponding to robustness applications)

We also note that there exist other risk-averse or risk-seeking formulations that
focus on the upper or lower tail of losses, such as the mean-semideviation frame-
work [145]. Mean-semideviation recovers a set of risk measures including mean-upper-
semideviations and entropic mean-semideviation. Nevertheless, these risks usually
cannot handle both fairness and robustness in a single formulation, and can incur
more per-iteration gradient evaluations or worse convergence rates compared to vanilla
ERM [105] 145, 334].

Finally, we draw connections between the above results and the k-loss, defined as the
k-th smallest loss of N (i.e., 1-loss is the min-loss, N-loss is the max-loss, (N—1)/2-loss is

SWhile CVaR focuses on upper quantiles, one may explore ‘inverse’ CVaR to better approximate
the lower quantiles. However, inverse CVaR, ranging from avg-loss to min-loss, is not a valid upper
bound of VaR. Despite this, we empirically explore this approximation to solving VaR, among others, in

Appendix
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the median-loss). Formally, let R4)(0) be the k-th order statistic of the loss vector. Hence,
R(y) is the k-th smallest loss, and particularly

Ray(0) = R(8), Rn)(0) = R(6). (7.67)
Thus, for any k € [N], we define

Ry = mgin Ry(0), 0%(k):= argn’gn R (0). (7.68)

Note that
Ry = F(=), Ry = F(+). (7.69)

While minimizing the k-loss is more desirable than ERM in many applications, the
k-loss is non-smooth (and generally non-convex), and is challenging to solve for large-
scale problems [134} 223]. TERM offers a good approximation to k-loss as well. Note that
ifwefixa =1-— %, minimizing k-loss is equivalent to minimizing y where Q(v; ) = a.
Based on the bound of \f/gli, we obtain a bound on k-loss:

Corollary 6. Forallke{2,...,N—1},andall t € R :

N 1 o(R(E6)—F(—0)t _ k
R (0) < min { F(—o0) + ?log - N
t 1-5 .\
< min {R(;6) — Liog (1- K (7.70)
SR T E8 NJJ" '
Proof. Note that
R (6) = VaR (%;9) . (7.71)

The proof completes by setting « = 1 — % in Eq. (7.64) and noting VaR(1 — a;0) <
TiVaR(1 — «;0) < EVaR(1 — ;) . 0

Corollary @ optimizes over all t € R over the upper bound of R (), which can be
relaxed to searching over positive t’s, as stated in Corollary [7|below.

Corollary 7. Forallke {2,...,N—1},andall t € R>0 :

2zl

- 1 p(R(50)—F(—o0))t _
R(k) (0) < F(—o0) + n log k . (7.72)
-5
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7.5 Solving TERM

In this section, we develop first-order batch (Section and stochastic (Section [7.5.2)
optimization methods for solving TERM, and rigorously analyze the effects that ¢ has on
the convergence of these methods.

Recall that in Section[7.2.2] we discuss the Lipschitzness, convexity, and smoothness
properties of TERM. t-tilted loss remains strongly convex for t > 0, so long as the original
loss function is strongly convex. On the other hand, for sufficiently large negative ¢,
the t-tilted loss becomes non-convex. Hence, while the t-tilted solutions for positive
t are unique, the objective may have multiple (spurious) local minima for negative ¢
even if the original loss function is strongly convex. For negative t, we seek the solution
for which the parametric set of t-tilted solutions obtained by sweeping t € R (i.e., ()
defined in Eq. (7.10)) remains continuous (as in Figure [7.1a-c and Figure[7.2). To this
end, for negative t, we solve TERM by smoothly decreasing t from 0 observing that the
solutions form a continuum in R? empirically. Despite the non-convexity of TERM with
t < 0, we find that this approach produces effective solutions to multiple real-world
problems in Section[7.7} Additionally, as the objective remains smooth, it is still relatively
efficient to solve. On the toy problem studied in Figure|7.2, we plot the convergence with
t in Figure [7.5|below.

convergence with ¢

t<0 t=01t>0

0 20 40 60 80
# iters

Figure 7.5: As t — +0, the objective becomes less smooth in the vicinity of the final solu-
tion where smoothness can be measured by the upper bound of Hessian (see Lemma [24),
hence suffering from slower convergence. For negative values of ¢, TERM converges fast
due to the smoothness in the vicinity of solutions despite its non-convexity.

7.5.1 First-Order Batch Methods

TERM solver in the batch setting is summarized in Algorithm (13| The main steps include
running gradient descent on R(t;6), which involve computing the tilted gradients (i.e.,
a weighted aggregation of individual gradients (Lemma 26)) of the objective. We also
provide convergence results in Theorem below for Algorithm
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Algorithm 13 Batch Non-Hierarchical TERM

1: Input: ¢, a,0

2: foriter=0,---,T—1do

3:  Compute the loss f(x;;0) and gradient V,f(x;;0) for alli € [N]
4 R(t0) — t-tilted loss onallie [N]

5. wi(t;0) « etf(xif)—R(50))

6: 00— Zie[N] wi(t;0)Vof(x;;0)

7: end for

Theorem 29 (Convergence of Algorithm [13|for strongly-convex problems). Under As-
sumption [9 there exist Bmax < C1 < 00 and Cp < oo that do not depend on t such that for any
t € R™Y, setting the step size & = ﬁ, after k iterations:

k
5 i 4 ,Bmin 5 YT
R(t —R < |\ 1-=5—= R(t,00) — R(t, . 7.7
w60~ Redw) < (1- Lo ) (Riow - R o). 079
Proof. First note that by Lemma 23} R(t, 6) is Bmin-strongly convex for all t € R>?. Next,

by Lemma [24] there exist C;, C, < oo such that R(t;6) has (C; + Cyt)-Lipschitz gradients
for all t € R™". The result follows directly from Karimi et al. [147, Theorem 1]. O

Note that under additional assumptions on L-Lipschitzness of f(x;6), we can plug
in the explicit smoothness constants established by Lowy and Razaviyayn [197, Lemma
5.3] to obtain explicit constants in the convergence rate, i.e., C; = Bmax and C; = 12.
Theorem 29| indicates that solving TERM to a local optimum using gradient-based
methods tends to be as efficient as traditional ERM for small-to-moderate values of ¢ [133],
which we corroborate via experiments on multiple real-world datasets in Section
This is in contrast to solving for the min-max solution, which would be similar to solving
TERM as t — +oo [157, 225, 227].

Theorem 30 (Convergence of Algorithm[13]for smooth problems satisfying PL conditions).
Assume f(x;8) is Pmax-smooth and (possibly) non-convex. Further assume Y iy pif (xi; 6) is
B-PL for any p € Ay where p := (p1, ..., pN). There exist Bmax < C1 < o0 and Cp < oo that
do not depend on t such that for any t € RV, setting the step size & = ﬁ, after k iterations:

k
~ ~ o ‘1/[ ~ ~ v
R(t,0r) — R(t,0(t)) < |1 - =——= | (R(t,60) —R(t,0(t))), 7.74
w00 -Rud0) < (1- L) (Ro-Redw), o7
Proof. If 3y pif (xi;0) is p-PL for any p € Ay, then R(t;6) is p-PL [232]. R(t;6) is Brmax
smooth for t < 0 and its smoothness parameter scales linearly with ¢ for t > 0, following
the same proof as Lemma O

Theorem 30]applies to both convex and non-convex smooth functions satisfying PL
conditions. Again, here we can plug in explicit smoothness parameter [197, Lemma 5.3]
if f(x;0) is Lipschitz. We next state results without the PL condition assumption for
completeness.
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Theorem 31 (Convergence of Algorithm [13|for non-convex smooth problems). Assume
f(x;0) is Bmax-smooth and (possibly) non-convex. Setting the step size & = ﬁ, after K
iterations, we have:

1R 2B(t)(R(t, 6p) — R(t, 6(t)))
K I;) HVR<t1 9k>H2 < K 4

(7.75)

where for t e R>0, B(t) = Cy + Ct where Cy, C, are independent of t and Bmax < C; < 00,Cp <
o, and for t € R™, B(t) = Bmax-

Theorem 31| also covers the case of convex f(x;6) with t < 0. We note that for
non-convex problems, when ¢t < 0, the convergence rate is independent of ¢ under our
assumptions. We also observe this on a toy problem in Figure In all applications we
studied in Section /.7 with negative t's, TERM runs the same number iterations as those
of ERM.

7.5.2 First-Order Stochastic Methods

To obtain unbiased stochastic gradients, we need to have access to the normalization
weights for each sample (i.e., 5 2ie[N] etf (%)), which is often intractable to compute for

large-scale problems. Hence, we use Ry, a term that incorporates stochastic dynamics, to
estimate the tilted objective R; := R(t;8), which is used for normalizing the weights as
in (7.25). In particular, we do not use a trivial linear averaging of the current estimate

and the history to update R;. Instead, we use a tilted averaging to ensure an unbiased
estimator (if 6 is not being updated).

On the other hand, the TERM objective can be viewed as a composition of functions
& 2ic[N] e!f%i%) and 1log(-), and could be optimized based on previous stochastic com-
positional optimization techniques [e.g., 99, 232} 233} 292} 293]. Similar to Wang et al.
[293], we maintain two sequences (in our context, the model 6 and the objective estimate

ﬁt) throughout the optimization process. This (non-hierarchical) stochastic algorithm is
summarized in Algorithm [14|below.
For the purpose of analysis, we sample two independent mini-batches to obtain the

gradient of the original loss functions Vy f(x; 0) and update Ry, respectively (described in
Algorithm[I7]for completeness). As we will see in Theorem 32} the additional randomness
allows us to achieve better convergence rates compared with the algorithm proposed
in Wang et al. [293] instantiated to our objective. Our rate of this simple algorithm
matches the rate of more complicated ones [232], and developing optimal optimization
procedures is out of the scope of this work. Empirically, we observe that sampling
two mini-batches yield similar performance as using the same mini-batch to query the
individual losses and the weights (Figure in Appendix[7.11.2). Therefore, we employ
the cheaper variant of just involving one mini-batch (Algorithm [14) in the corresponding
experiments.
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Algorithm 14 Stochastic Non-Hierarchical TERM

1: Input: 6, ﬁt = %log (% Zie[N] etf(x,-;e)), L, A

2: foriter=0,---,T—1do

3:  sample a minibatch B uniformly at random from [N]

4 compute the loss f(x; 9) and gradient Vyf(x;0) forall x € B
5: RBt — t-tilted loss (7.2) on minibatch B
6

Ry 1 Llog (( /\) R AetRBf>

7- wt,x - etf(x,@)—th

8: 0—0— |%| erB wt,xvgf(x; 6)
9: end for

The stochastic algorithm developed here requires roughly the same time/space
complexity as mini-batch SGD, and thus scales similarly for large-scale problems. It
can also help mitigate the potential numerical issues in implementation caused by the
exponential tilting operator. We find that these methods perform well empirically on a
variety of tasks (Section[7.7).

Theorem 32 (Convergence of Algorithm [17 [17] for strongly-convex problems). Assurme
f:Ax0O — [ﬁmm, Fmax| is L-Lipschitz in 6, i.e., me < f(x; 9) Pmaxﬁ and |f(x;0;) —

f(x;0;)] < L||6; — 0| for x € X and 0;,0; € © < RY. Assume R(t;0) has compact domain
0. Assume R(t;0) is u-strongly convex (Assumption @) with uniformly bounded stochastic
gradient, i.e., IVR(x;;0)| := ) Vf i H B for 8 € R? and i € [N]. Denote k; :=

)

arg max; <k <2 M) Assume the batch size is 1. For k > k;,

iz jk
Vi
0, 14— 0% 7.7
E[|6r1 — 6] < =5, (776)
where
. . . 4B22+2t(Fmax—Fimin)
0* :=d(t), V; = max {ktlE[Hth —0*|%], 2 , (7.77)
and
. ) B2¢2t(Fmax—Fanin) +1
E[|6x, — 6*|*] < max < E[[6; — 6*[?], = (7.78)
‘u<1 + tLBet(Fmax_me))

Our assumptions are standard compared with those in related literature [233] 293].

The uniformly bounded stochastic gradient of R(t;6) assumption can be satisfied by
the bounded gradient of f(x;;6), which can be a limiting condition but has appeared

®For notation consistency between the max-loss and min-loss for any sample and any iteration, we use
Fiin to denote the lower bound of f(x;; 6¢). We note that Fyin = F(—o0) defined in Deﬁnitionm
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in previous works on stochastic compositional optimization [233} 292]]. If the objectives
are coercive, which typically holds in practice [28], Algorithm (14| will have bounded
iterates and thus the compact domain assumption would hold. We defer full proofs
to Appendix The main steps involve bounding the expected estimation error

]E[et(ﬁk_ﬁk)] conditioning on the previous iterates {61, ..., 6k}

Discussions. The theorem indicates that Algorithm [14] starts to make progress after
k¢ iterations, with convergence rate O(e? /k). Both k¢ and Vj could scale exponentially
with t in the worst-case analysis, but it does not completely reflect the dependence of
Algorithm [14]{ on t for modest values of t. Empirically, we observe that the stochastic
TERM solver with moderate values of ¢t can converge faster compared with stochastic
min-max solvers, which has a rate of 1/v/k for strongly convex problems [167]. This
leaves open for future work understanding the exact scaling of the convergence rate of
stochastic TERM as t — .

Next, we present convergence results on non-convex smooth problems, without and
with the assumptions of PL-conditions. We defer all proofs to Appendix

Theorem 33 (Convergence of Algorithm [17)for non-convex smooth problems) Assume
f X x0O — [Fnin, Fmax] is L-Lipschitz in 6, i.e., Foin < f(x;0) < Fmax, and |f(x;6;) —
f(x;0;)| < L|0; —0;| for x € X and 0;,0; € © < RY. Assume R(t;0) is B-smooth with

uniformly bounded stochastic gradient, i.e., IVR(x;;0)| < B for 8 € R¥ and i € [N]. Assume

the batch size is 1. Denote k; 1= [Z(Fm“ﬁ%] then for k = ky,

~ ~

K
L ST E[IVR(E60)12] < v8Bet oo T +1, [PUEmax ~Fmin) 7 76)
Kk k

=k;

K

Theorem 34 (Convergence of Algorithm [17|for non-convex smooth problems with PL
conditions). Let the assumptions in Theorem 33 .hold. Further assume that 3 .\ pif (xi; 6)

satisfies 5-PL conditions for any p € Ay where p := (p1, ..., pN). Assume the batch size is 1.

Denote k; := arg maxy (k < e 4etLBEt(PmaX_ mm)) then for t e R>% and k > ki,

M
E[R(E00,1) — R(56(0)] < 2 (7.80)
rVk+1 s x k+1/ .
where
N - . 2 ,2t(Frmax— Fanin) +2
V, — max {kt]E[R(t; 6,) — R(t; (1)), SPE - } | (7.81)
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7.6 TERM Extended: Hierarchical Multi-Objective Tilting

We consider an extension of TERM that can be used to address practical applications
requiring multiple objectives, e.g., simultaneously achieving robustness to noisy data
and ensuring fair performance across subgroups. Existing approaches typically aim to
address such problems in isolation. To handle multiple objectives with TERM, let each
sample x be associated with a group g € [G], i.e., x € g. These groups could be related to
the labels (e.g., classes in a classification task), or may depend only on features. For any
t, T € R, we define multi-objective TERM as:

~ 1 1 R (-
J(t,7;6) == - log (ﬁ 2 ge*Rg“ﬂ)), (7.82)
8€[G]
where
~ 1
Re(T;0) := —log (|g| PR ) (7.83)
xeg

and |g| is the size of group g. We evaluate the gradient of the hierarchical multi-objective
tilt objective in Lemma [31]below.

Lemma 31 (Hierarchical multi-objective tilted gradient). Under Assumption

Vol (t,T;:0) = Y Y we(t, T;,0)Vef(x;0), (7.84)
ge[G] €8
where
(+-1)
Ly et fw0) "
wWgx(t,T;6) = (7 Zoes ) oS ), (7.85)

T
2grefc 18] (|g1—/| Syeq eTf(y;9)>

Similar to the tilted gradient (7.25), Lemma [31] indicates that the multi-objective
tilted gradient is a weighted sum of the gradients, making TERM similarly efficient to
solve. Multi-objective TERM recovers sample-level TERM as a special case for T = ¢
(Lemma 32), and reduces to group-level TERM with 7 — 0.

Lemma 32 (Sample-level TERM is a special case of hierarchical multi-objective TERM).
Under Assumption |8} hierarchical multi-objective TERM recovers TERM as a special case for
t = 7. That is

J(t,10) = R(t;6). (7.86)

Proof. The proof is completed by noticing that setting t = 7 in ( recovers the original
sample-level tilted gradient. O
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Note that all properties discussed in Section[7.2)carry over to group-level TERM. We
validate the effectiveness of hierarchical tilting empirically in Section where we
show that TERM can significantly outperform baselines to handle class imbalance and
noisy outliers simultaneously, while underperforming a much more complicated method
in their setup. Note that hierarchical tilting could be extended to hierarchies of greater
depths (than two) to simultaneously handle more than two objectives at the cost of one
extra tilting hyperparameter per each additional optimization objective. For instance, we
state the multi-objective tilting for a hierarchy of depth three in Appendix

7.6.1 Solving Hierarchical TERM

To solve hierarchical TERM in the batch setting, we can directly use gradient-based
methods with tilted gradients defined for the hierarchical objective in Lemma (31| Note
that Batch hierarchical TERM with t = T reduces to solving the sample-level tilted
objective (7.2). We summarize this method in Algorithm 15|

Algorithm 15 Batch Hierarchical TERM
1: Input: £, 7,
2: foriter=0,---,T—1do

3: forge[G]do

4: compute the loss f(x;8) and gradient Vg f(x;0) forall x € g
5 Ry « t-tilted loss on group g

6: veﬁg,r «— Lé_| erg eTf(x;G)*TRg,rvef(x,. 0)

7. end for R

8 Jir < tlog (% PIETS Igleth(T;9)>

9 Wirg < |8 |etﬁT’g s

10 0—0—-5 de[G] wt,T,gvﬂﬁg,T
11: end for

We next discuss stochastic solvers for hierarchical multi-objective tilting. We extend
Algorithm [14{to the multi-objective setting, presented in Algorithm[16| At a high level, at
each iteration, group-level tilting is addressed by choosing a group based on the tilted
weight vector. Sample-level tilting is then incorporated by re-weighting the samples in
a uniformly drawn mini-batch. Similarly, we estimate the tilted objective ﬁg,r for each
group g via a tilted average of the current estimate and the history. While we sample the
group from which we draw the minibatch, for small number of groups, one might want
to draw one minibatch per each group and weight the resulting gradients accordingly.

Group-level tilting can be recovered from Algorithm [I5and [16]by setting the inner-
level tilt parameter T = 0. We apply TERM to a variety of machine learning problems; for
clarity, we summarize the applications and their corresponding algorithms in Table
in the appendix.
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Algorithm 16 Stochastic Hierarchical TERM

1: Input: ¢, 7, a, A, ﬁg,T =0Vg e [G]

2: fort=0,---,T—1do N

3:  sample g on [G] from a Gumbel-Softmax distribution with logits ﬁglf +1log|g|
and temperature %

4. sample minibatch B uniformly at random within group g
compute the loss f(x;6) and gradient Vyf(x;0) forall x € B

ﬁB,T « t-tilted loss (7.2) on minibatch B
7: Eg,’f «— }—flog ((] _ )\)eTﬁg,T + AeTﬁB,T)

8  Wyy — erf(x;@)—rﬁg,f

9: 0 <« 9 - ﬁ ZXGB wT,vaf(x,. 0)
10: end for

7.7 TERM in Practice: Use Cases

We now showcase the flexibility, wide applicability, and competitive performance of
the TERM framework through empirical results on a variety of real-world problems
such as handling outliers (Section[7.7.1)), ensuring fairness and improving generalization
(Section[7.7.2)), and addressing compound issues (Section [7.7.3). Despite the relatively
straightforward modification TERM makes to traditional ERM, we show that ¢-tilted
losses not only outperform ERM, but either outperform or are competitive with state-of-
the-art, problem-specific tailored baselines on a wide range of applications. We provide
implementation details in Appendix All code, datasets, and experiments are pub-
licly available at github. com/1itian96/TERM. The applications explored are summarized
in Table[Z.Ilbelow.

Table 7.1: Summary of TERM applications.

Applications Sections
Robust regression Sec.[7.7.1.1
Mitigating noisy outliers (f < 0) Robust classification Sec.|7.7.1.2
Low-quality annotators Sec.|7.7.1.3
Fair PCA Sec.|7.7.2.1
Fair federated learning Sec.|7.7.2.2
Fairness and generalization (t > 0) Fair meta-learning Sec.|7.7.2.3
Handling class imbalance Sec.|7.7.2.4
Improving generalization Sec.|7.7.2.5
Hierarchical multi-objective tilting Class imbalance and random noise Sec.|7.7.3.1
Class imbalance and adversarial noise Sec.[7.7.3.2
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Choosing t. In applications when we consider tradeoffs between different objectives
(e.g., fair meta-learning and federated learning), we perform a grid search over t from
{0.1, 1, 2,5, 10, 50, 100, 200} on the validation set and pick the one with the best fairness
performance while not degrading mean performance. When there is not a single t
dominating other values (e.g., fair PCA), we report results under different values of
t. In our initial robust regression experiments, we find that the performance is robust
to various t’s, and we thus use a fixed t = —2 for all experiments involving negative
t (Section and Section [7.7.3). For all values of t tested, the number of iterations
required to solve TERM is within 2x that of standard ERM, with the same per-iteration
complexity.

7.7.1 Mitigating Noisy Outliers (¢t < 0)

We begin by investigating TERM’s ability to find robust solutions that reduce the effect of
noisy outliers. We note that we specifically focus on the setting of ‘robustness’ involving
random additive noise; the applicability of TERM to more adversarial forms of robustness
would be an interesting direction of future work. We do not compare with approaches
that require additional clean validation data [e.g., 115,238, 244) 284], as such data can be
costly to obtain in practice.

7.7.1.1 Robust Regression

Label Noise. We first consider a regression task with noise corrupted targets, where we
aim to minimize the root mean square error (RMSE) on samples from the Drug Discovery
dataset [71},224]. The task is to predict the bioactivities given a set of chemical compounds.
We compare against linear regression with an L; loss, which we view as the ‘standard’
ERM solution for regression, as well as with losses commonly used to mitigate outliers—
the L; loss and Huber loss [125]. We also compare with consistent robust regression
(CRR) [31] and STIR [217], recent state-of-the-art methods specifically designed for label
noise in robust regression. In this particular problem, TERM is equivalent to exponential
squared loss, studied in [295]. We apply TERM at the sample level with an L, loss, and
generate noisy outliers by assigning random targets drawn from A/ (5,5) on a fraction of
the samples.

In Table 7.2, we report RMSE on clean test data for each objective and under different
noise levels. We also present the performance of an oracle method (Genie ERM) which
has access to all of the clean data samples with the noisy samples removed. Note that Genie
ERM is not a practical algorithm and is solely presented to set the expected performance limit in
the noisy setting. The results indicate that TERM is competitive with baselines on the 20%
noise level, and achieves better robustness with moderate-to-extreme noise. We observe
similar trends in scenarios involving both noisy features and targets (Appendix [7.12.1).
CRR tends to run slowly as it scales cubicly with the number of dimensions [31], while
solving TERM is roughly as efficient as ERM.
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Table 7.2: TERM is competitive with robust regression baselines, particularly in high noise
regimes.

test RMSE (Drug Discovery)

objectives

20% noise  40% noise 80% noise
ERM 1.87(.05)  2.83(.06)  4.74(.06)
Ly 1.15 (.07) 1.70 (.12) 4.78 (.08)

Huber [125] 1.16(.07)  1.78(11)  4.74(.07)
STIR [217] 116 (07)  1.75(12)  4.74(.06)
CRR [31] 1.10 (07)  151(.08)  4.07 (.06)
TERM 1.08 (05)  1.10(.04)  1.68 (.03)
Genie ERM  1.02(.04)  1.07(04)  1.04(.03)

Label and Feature Noise. Here, we present results involving both feature noise and
target noise. We investigate the performance of TERM on two datasets (cal-housing [226]
and abalone [74]) used in Yu et al. [314]]. Both datasets have features with 8 dimensions.
We generate noisy samples following the setup in Yu et al. [314]—sampling 100 training
samples, and randomly corrupting 5% of them by multiplying their features by 100 and
multiply their targets by 10,000. From Table [7.3]below, we see that TERM significantly
outperforms the baseline objectives in the noisy regime on both datasets.

Table 7.3: An alternative noise setup involving both feature and label noise. Similarly,

TERM with t = —2 significantly outperforms several baseline objectives for noisy outlier
mitigation.

objectives test RMSE (cal-housing) test RMSE (abalone)

clean noisy clean noisy

ERM 0.766 0o 239 ¢ 2.444 o105 1013

L1 0.759 ©o9) 139 1y 2.435 (021 1008 17

Huber [125J 0.762 (0.009) 163 7) 2.449 (0.018) 922 (45)

CRR [31] 0.766 0oy 245 2.444 ooy 986 o)

TERM 0.745 (0.007) 0.753 (.016) 2477 (0.041) 2.449 (.08

Genie ERM 0.766 (0.023) 0.766 (0.028) 2.444 (0.105) 2.450 (0.109)

Unstructured Random v.s. Adversarial Noise. As a word of caution, we note that
the experiments thus far have focused on random noise. This makes it possible for
the methods to find the underlying structure of clean data even if the majority of the
samples are noisy outliers. To gain more intuition on these cases, we generate synthetic
two-dimensional data points and test the performance of TERM under 0%, 20%, 40%,
and 80% noise for linear regression. TERM with t = —2 performs well in all noise
levels (Figure and [7.7). However, as one might expect, TERM with negative t’s
could potentially overfit to outliers if they are constructed in an adversarial way. In the
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examples shown in Figure under 40% noise and 80% noise, TERM has a high error
measured on the clean data (green dots).

linear regression, 0% noise linear regression, 20% noise linear regression, 40% noise linear regression, 80% noise

Figure 7.6: Robust regression on synthetic data with random noise where the mean of
the noisy samples is different from that of clean ones. TERM with negative t’s (blue,
t = —2) can fit structured clean data at all noise levels, while ERM (purple) and TERM
with positive t’s (red) overfit to corrupted data. We color inliers in green and outliers in
brown for visualization.

linear regression, 0% noise linear regression, 20% noise linear regression, 40% noise linear regression, 80% noise
< 15 15 15 -

Figure 7.7: In the presence of random noise with the same mean as that of clean data,
TERM with negative t’s (blue) can still surpass outliers in all cases, while ERM (purple)
and TERM with positive t’s (red) overfit to corrupted data. While the performance drops
for 80% noise, TERM can still learn useful information, and achieves much lower error
than ERM.

linear regression, 40% noise linear regression, 40% noise linear regression, 80% noise linear regression, 80% noise
20 15 .
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Figure 7.8: TERM with negative t’s (blue) cannot fit clean data if the noisy samples
(brown) are adversarial or structured in a manner that differs substantially from the
underlying true distribution.
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7.7.1.2 Robust Classification

Deep neural networks can easily overfit to corrupted labels [e.g.,[319]. While the theo-
retical properties we study for TERM (Section do not directly cover objectives with
neural network function approximations, we show that TERM can be applied empirically
to DNNs to achieve robustness to noisy training labels. MentorNet [130] is a popular
method in this setting, which learns to assign weights to samples based on feedback
from a student net. Following the setup in Jiang et al. [130], we explore classification on
CIFARI10 [158] when a fraction of the training labels are corrupted with uniform noise—
comparing TERM with ERM and several state-of-the-art approaches [158, 159, 238, 326].
As shown in Table TERM performs competitively with 20% noise, and outperforms
all baselines in the high noise regimes. We use MentorNet-PD as a baseline since it does
not require clean validation data. In Appendix[7.12.1, we show that TERM also matches
the performance of MentorNet-DD, which requires clean validation data. To help reason
about the performance of TERM, we also explore a simpler, two-dimensional logistic
regression problem in Figure Appendix finding that TERM with t=—2 is
similarly robust across the considered noise regimes.

Table 7.4: TERM is competitive with robust classification baselines, and is superior in high
noise regimes.

test accuracy (CIFAR1O, Inception)

objectives

20% noise 40% noise 80% noise
ERM 0.775 (.004)  0.719 (.004)  0.284 (.004)
RandomRect [238] 0.744 (.004)  0.699 (.005)  0.384 (.005)
SelfPaced [159] 0.784 (.004)  0.733 (.004)  0.272 (.004)
MentorNet-PD [130]  0.798 (.004)  0.731 (.004)  0.312 (.005)
GCE [326] 0.805 (.004)  0.750 (.004)  0.433 (.005)
TERM 0.795 (.004)  0.768 (.004)  0.455 (.005)
Genie ERM 0.828 (.004)  0.820 (.004)  0.792 (.004)

7.7.1.3 Low-Quality Annotators

It is not uncommon for practitioners to obtain human-labeled data for their learning tasks
from crowd-sourcing platforms. However, these labels are usually noisy in part due to
the varying quality of the human annotators. Given a collection of labeled samples from
crowd-workers, we aim to learn statistical models that are robust to the potentially low-
quality annotators. As a case study, following the setup of [152], we take the CIFAR-10
dataset and simulate 100 annotators where 20 of them are hammers (i.e., always correct)
and 80 of them are spammers (i.e., assigning labels uniformly at random). We apply TERM
at the annotator group level in (7.82)), which is equivalent to assigning annotator-level
weights based on the aggregate value of their loss. As shown in Figure|7.9) TERM is able
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to achieve the test accuracy limit set by Genie ERM, i.e., the ideal performance obtained by
completely removing the known outliers. We note in particular that the accuracy reported
by [152] (0.777) is lower than TERM (0.825) in the same setup, even though their approach
is a two-pass algorithm requiring at least to double the training time. We provide full
empirical details and investigate additional noisy annotator scenarios in Appendix

CIFAR10

@
(=]
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full clean dat.a

—-= TERM, 80% noise

------ ERM, 80% noise
Genie ERM

+ MBEM (Khetan et al.)

test accuracy
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20 §

0 10 20 30 40 50 60
# epochs

Figure 7.9: TERM (t=—2) completely removes the impact of noisy annotators, reaching
the performance limit set by Genie ERM.

7.7.2 Fairness and Generalization (f > 0)

In this section, we show that positive values of ¢ in TERM can help promote fairness
via learning fair representations and enforcing fairness during optimization, and offer
variance reduction for better generalization.

7.7.2.1 Fair Principal Component Analysis (PCA)

We explore the flexibility of TERM in learning fair representations using PCA. In fair
PCA, the goal is to learn low-dimensional representations which are fair to all considered
subgroups (e.g., yielding similar reconstruction errors) [146| 247, 281]. Despite the non-
convexity of the fair PCA problem, we apply TERM to this task, referring to the resulting
objective as TERM-PCA. We tilt the same loss function as in Samadi et al. [247]: f(X; U) =

|}1(—| (|X = XUUT|2 - ||X — X|2) , where X € R"™ is a subset (group) of data, U € R**"

is the current projection, and X € R"*“ is the optimal rank-r approximation of X. Instead
of solving a more complex min-max problem using semi-definite programming as
in Samadi et al. [247], which scales poorly with problem dimension, we apply gradient-
based methods, re-weighting the gradients at each iteration based on the loss on each
group. In Figure we plot the aggregate loss for two groups (high vs. low education)
in the Default Credit dataset [308] for different target dimensions r. By varying t, we
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achieve varying degrees of performance improvement on different groups—TERM
(t = 200) recovers the min-max results of [247] by forcing the losses on both groups to be
(almost) identical, while TERM (¢ = 10) offers the flexibility of reducing the performance
gap less aggressively. We also provide convergence plots for different values of t in
this application (Figure [7.11), and observe slower convergence for larger values of ¢,
which is consistent with our analyses in Section and However, we do not observe
exponential dependence on t from the convergence curves, which suggest that the
theoretical dependence on t in convergence proofs for the solvers may be an artifact
of our proof techniques, and might possibly be further improved by other analysis
techniques for typical practical use cases.

convergence with ¢

Credit :

1.0 107! M
—8— L edu, standard H edu, standard 3

—8— L edu, TERM (t=10) H edu, TERM (t=10) o M
0.8 ~® Ledu TERM (t=200) H edu, TERM (t=200)

—*= min-max (Samadi et al.)

distance to optimal
S

0.6 ]
g 1071, t=1
T 04 = =5
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Figure 7.11: Convergence of TERM with
respect to t in fair PCA (target dimen-

Figure 7.10: TERM-PCA flexibly trades the ~ sion=7). We tune optimal learning rates
performance on the high (H) edu group for separately for each t. As t increases, the

the performance on the low (L) edu group. ~ convergence becomes slower, which vali-
dates our analyses in Section[7.2land

7.7.2.2 Fair Federated Learning

Federated learning involves learning statistical models across massively distributed
networks of remote devices or isolated organizations [178, 208]. Ensuring fair (i.e.,
uniform) performance distribution across the devices is a major concern in federated
settings [182}1215], as using current approaches for federated learning (Fed Avg [208]) may
result in highly variable performance across the network. Li et al. [182] consider solving
an alternate objective for federated learning, called g-FFL, to dynamically emphasize the
worst-performing devices, which is conceptually similar to the goal of TERM, though
it is applied specifically to the problem of federated learning and limited to the case of
positive t. Here, we compare TERM with g-FFL in their setup on the vehicle dataset [75]
consisting of data collected from 23 distributed sensors (hence 23 devices). We tilt the
L, regularized linear SVM objective at the device level. At each communication round,
we re-weight the accumulated local model updates from each selected device based

213



on the weights estimated via Algorithm [I6] From Figure we see that similar to
g-FFL, TERM (¢t = 0.1) can also significantly promote the accuracy on the worst device
while maintaining the overall performance. The statistics of the accuracy distribution are
reported in Table [7.5|below.

vehicle

7 FedAvg (McMahan et al.) Table 7.5: Both g-FFL and TERM can en-

6 air (tetal) courage more uniform accuracy distributions
8 5 across the devices in federated networks
'§4 while maintaining similar average perfor-
+3 mance. Numbers in the parentheses corre-

> spond to the standard error of each metric

1 across 5 runs.

0

00 02 tg:; accug‘i o H C test accuracy
Y objectives

average worst 10% stdev

Figure 712 TERM FL (t = 01) Sig— FedAVg 0.853 (.078) 0.421 (.007) 0.173 (.001)
nificantly increases the accuracy on the q-FFL (g =5) 0.862 @ 0.704 s 0.064 (5
worst—performing device (similar to g- TERM (t = 0.1) 0.853 (02 0.707 09y 0.061 (003
FFL) while obtaining a similar average

accuracy.

7.7.2.3 Fair Meta-Learning

Meta-learning aims to learn a shared initialization across all tasks such that the ini-
tialization can quickly adapt to unseen tasks (i.e., meta-testing tasks) using a few
samples. In practice, the resulting performance across meta-testing tasks can vary
due to different data distributions associated with these tasks. One of the popular
meta-learning methods is MAML [92], whose objective is to minimize the sum of em-
pirical losses across tasks {7;} generated from p(7) after one step of adaptation, i.e.,
ming >.7- (1) f (Ti;0 — aVf (T;;0)). Previous works have proposed a min-max variant
of MAML to encourage a more fair (uniform) performance distribution by optimizing the
worst meta-training task called TR-MAML [57]. We apply TERM to MAML by replacing
the ERM formulation with tilted losses. Following the setup in Collins et al. [57], we
evaluate TERM on the popular sin wave regression problem. For a fair comparison,
we perform task-level tilting for TERM, and operates on task-level reweighting for TR-
MAML. From Table we see that TERM with ¢ = 2 not only decreases the standard
deviation of test errors, but also achieves lower mean errors than MAML. As the number
of tasks is large (5,000), solving the min-max variant (TR-MAML) is challenging, and
results in slightly worse performance than TERM.
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sin wave regression Table 7.6: TERM (t = 2) results in fairer

400 .
TR-MAML (Collins et al.) and lower test errors across meta-test tasks

g 50 T after adaptation compared with MAML [92].
< - TERM also outperforms a recently proposed
by min-max task-robust MAML method (TR-
100 MAML) [57].
1 2 s a4 5 6 methods mean std max worst 10%
losses MAML 123 1.63 19.1 5.16

TR-MAML 1.25 1.51 14.31 4.85
Figure 7.13: Loss distribution of TERM TERM (t = 2) 1.14 1.33 13.59 4.29

compared with the TR-MAML base-
line.

7.7.2.4 Handling Class Imbalance

Next, we show that TERM can reduce the performance variance across classes with ex-
tremely imbalanced data when training deep neural networks. We compare TERM with
several baselines which re-weight samples during training, including assigning weights
inversely proportional to the class size (InverseRatio), focal loss [192], HardMine [201],
and LearnReweight [238]. Following the setting of Ren et al. [238]], the datasets are com-
posed of imbalanced 4 and 9 digits from MNIST [165]. In Figure we see that TERM
obtains similar (or higher) final accuracy on the clean test data as the state-of-the-art
methods. We note that compared with LearnReweight, which optimizes the model over
an additional balanced validation set and requires three gradient calculations for each
update, TERM neither requires such balanced validation data nor does it increase the
per-iteration complexity.

MNIST 4 and 9 digits

1.00

<
e
ot

TERM (t=100) 4
®  LearnReweight (Ren et al.)

0.90

InverseRatio
e HardMine (Malisiewicz et al.)

test accuracy

<
(o]
ot

FocallLoss (Lin et al.)
0.80 ERM

98.0 99.0 99.5
common class (%)

Figure 7.14: TERM (t=100) is competitive with state-of-the-art methods for classification
with imbalanced classes.

215



7.7.2.5 Improving Generalization via Variance Reduction

A common alternative to ERM is to consider a distributionally robust objective, which
optimizes for the worst-case training loss over a set of distributions, and has been shown
to offer variance-reduction properties that benefit generalization [e.g., 51} [76| 77, 262].
While not directly developed for distributional robustness, TERM also enables variance
reduction for positive values of ¢ (Theorem [25), which can be used to strike a better
bias-variance tradeoff for generalization. We compare TERM with several baselines
including robustly regularized risk (RobustRegRisk) [77], linear SVM [238]], Conditional
Value-at-Risk (CVaR) [243| 268]], LearnRewight [238], FocalLoss [192], and HRM [166]
on the HIV-1 dataset [74] 245] originally investigated by Duchi and Namkoong [77]. We
examine the accuracy on the rare class (Y = 0), the common class (Y = 1), and overall
accuracy.

The mean and standard error of accuracies are reported in Table RobustRegRisk
and TERM offer similar performance improvements compared with other baselines, such
as linear SVM, CVaR, LearnRewight, FocalLoss, and HRM. Note that here RobustRe-
gRisk [77] and CVaR [243] can both be viewed as specific instances of the distributionally
robust optimization framework, with different uncertainty sets. For larger {, TERM
achieves similar accuracy in both classes, while RobustRegRisk does not show similar
trends by sweeping its hyperparameters. It is common to adjust the decision threshold
to boost the accuracy on the rare class. We do this for ERM and RobustRegRisk and
optimize the threshold so that ERM and RobustRegRisk_ result in the same validation
accuracy on the rare class as TERM (¢t = 50). TERM achieves similar performance to
RobustRegRisk, without the need for an extra tuned hyperparameter.

Table 7.7: TERM (t = 0.1) is competitive with strong baselines in generalization. TERM
(t = 50) outperforms ERM.. (with decision threshold changed for providing fairness)
and is competitive with RobustRegRisk with no need for extra hyperparameter tuning.

accuracy (Y = 0) accuracy (Y = 1) overall accuracy (%)

objectives
train test train test train test

ERM 0.841 005y 0.822 (009 0.971 000y 0.966 002y 0.944 (000) 0.934 (003
Linear SVM 0.873 (.003) 0.838 (.013) 0.965 (.000) 0.964 (.002) 0.951 (.001) 0.937 (.004)
CVaR [243] 0.877 00y 0.844 (013 0.972 000y 0.964 003y 0.952 001y 0.937 (003
LearnReweight [238] 0.860 (.004) 0.841 (.014) 0.960 (.002) 0.961 (.004) 0.940 (.001) 0.934 (.004)
FocalLoss [192] 0.871 (.003) 0.834 (.013) 0.970 (.000) 0.966 (.003) 0.949 (.001) 0.937 (.004)
HRM [166] 0.875 (003 0.839 (01 0.972 000y 0.965 (003 0.952 001y 0.937 (003
RobustRegRisk (]Duchi et al., 2019b 0.875 (.003) 0.844 (.010) 0.971 (.000) 0.966 (.003) 0.951 (.001) 0.939 (.004)
TERM (t = 0.1) 0.864 (w03 0.840 (011 0.970 000y 0.964 (003 0.949 001y 0.937 (004
ERM+ (thresh = 0.26) 0.943 (.001) 0.916 (.008) 0.919 (.001) 0.917 (.003) 0.924 (.001) 0.917 (.002)
RobustRegRisk+ (thresh=0.49) 0.943 (.000) 0.917 (.005) 0.928 (.001) 0.928 (.002) 0.931 (.001) 0.924 (.001)
TERM (f = 50) 0.942 0oy 0.917 (005 0.926 001y 0.925 (002 0.929 001y 0.924 (001
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7.7.3 Solving Compound Issues: Hierarchical Multi-Objective Tilting

Finally, in this section, we focus on settings where multiple issues, e.g., class imbalance
and label noise, exist in the data simultaneously. We discuss two possible instances
of hierarchical multi-objective TERM to tackle such problems. One can think of other
variants in this hierarchical tilting space which could be useful depending on applications
at hand.

7.7.3.1 Class Imbalance and Random Noise

We explore the HIV-1 dataset [245], as in Section[7.7.2] We report both overall accuracy
and accuracy on the rare class in four scenarios: (a) clean and 1:4, the original dataset
that is naturally slightly imbalanced with rare samples represented 1:4 with respect to
the common class; (b) clean and 1:20, where we subsample to introduce a 1:20 imbalance
ratio; (c) noisy and 1:4, which is the original dataset with labels associated with 30% of
the samples randomly reshuffled; and (d) noisy and 1:20, where 30% of the labels of the
1:20 imbalanced dataset are reshuffled.

Table 7.8: Hierarchical TERM can address both class imbalance and noisy samples.

test accuracy (HIV-1)

objectives clean data 30% noise
1:4 1:20 1:4 1:20

Y=0 overall | Y=0 overall| Y=0 overall | Y=0 overall
ERM 0.822 009y 0.934 (003 | 0.503 (013 0.888 (006)| 0.656 (0149 0.911 (006) | 0.240 (01 0.831 (o
CVaR [243J 0.844 (013 0.937 (003 | 0.621 (o1 0.906 (005)| 0.651 (o155 0.909 (006 | 0.252 (014 0.834 (010)
GCE [326] 0.822 (009 0.934 (003 | 0.503 (013 0.888 (006) | 0.732 021y 0.925 (005 | 0.324 (017 0.849 (00)
LearnRewelght [238 0.841 (0149 0.934 (009 | 0.800 (022 0.904 (003 | 0.721 (039 0.856 (008) | 0.532 054y 0.856 (013
RobustRegRisk (Duchi et al., 2019) 0.844 oy 0.939 ooy |0.622 (o1 0.906 caos)| 0.634 (o1 0.907 (one) | 0.051 corey 0.792 onn
FocalLoss [192] 0.834 (013 0.937 (004 | 0.806 (0200 0.918 (003 | 0.638 (o0s) 0.908 (005) | 0.565 (027) 0.890 (009
HAR [45J 0.842 (011 0.936 (004 | 0.817 (013 0.926 (004)| 0.870 0100 0.915 (00 | 0.800 (016 0.867 (o12)
TERM,, 0.840 (0109 0.937 (004 | 0.836 (0189 0.921 (002 | 0.852 (0100 0.924 (004) | 0.778 (008 0.900 (.005)
TERM, 0.844 (01 0.938 (004 | 0.834 (021) 0.918 (003) | 0.846 (015 0.933 (003) | 0.806 (020) 0.9071 (010

In Table|7.8, hierarchical TERM is applied at the sample level and class level (TERMs,),
where we use the sample-level tilt of T=—2 for noisy data. We use class-level tilt of t=0.1
for the 1:4 case and t=50 for the 1:20 case. We compare against baselines for robust
classification and class imbalance (discussed previously in Sections and [7.7.2),
where we tune them for best performance (Appendix[7.12.2). Similar to the experiments
in Section[7.7.1} we avoid using baselines that require clean validation data [e.g., 244]. We
compare TERM with an additional baseline of HAR [45], a recent work addressing the
issues of noisy and rare samples simultaneously with adaptive Lipschitz regularization.
While different baselines (except HAR) perform well in their respective problem settings,
TERM and HAR are far superior to all baselines when considering noisy samples and
class imbalance simultaneously (rightmost column in Table[7.8). Finally, in the last row
of Table[7.8| we simulate the noisy annotator setting of Section assuming that the
data is coming from 10 annotators, i.e., in the 30% noise case we have 7 hammers and 3
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spammers. In this case, we apply hierarchical TERM at both class and annotator levels
(TERM,,), where we perform the higher level tilt at the annotator (group) level and the
lower level tilt at the class level (with no sample-level tilting). We show that this approach
can benefit noisy /imbalanced data even further (far right, Table [7.8), while suffering
only a small performance drop on the clean and noiseless data (far left, Table .

7.7.3.2 Class Imbalance and Adversarial Noise

We evaluate hierarchical tilting on a more difficult task involving more adversarial noise
with deep neural network models. We take the setup studied in Cao et al. [45]. The noise
is created by exchanging labels of 40% samples which come from similar classes (‘cat” and
‘dog’, “vehicle” and ‘automobile’) in the CIFAR10 dataset. To simulate class imbalance,
only 10% of the training data from these four noisy classes are subsampled. For TERM,
we apply group-level positive tilting by linearly scaling ¢ from 0 to 3, and perform
sample-level negative tilting within each class with 7 scaling from 0 to -2. Table
reports the results of hierarchical TERM (TERM;,) compared with HAR [45] and other
baselines. We see that TERM underperforms HAR, and outperforms all other approaches.
Note that HAR is a more complicated method which requires to perform end-to-end
training for two times with higher per-iteration complexity (involving second-order
information), while TERM is a simple method and enjoys the same training time as that
of ERM on this problem.

Table 7.9: TERM outperforms most baselines addressing the co-existence of noisy samples
and class imbalance by a large margin, and is worse than a more complicated method
HAR.

test accuracy (CIFAR10, ResNet32)

objectives
noisy, rare class  clean, common class

ERM 0.529 (.012) 0.944 (.001)
GCE [326] 0.482 (.006) 0.916 (.003)
MentorNet [130] 0.541 (.010) 0.903 (.005)
MW-Net [259] 0.554 (.011) 0.917 (.005)
HAR [45] 0.635 (.008) 0.943 (.002)
TERMs,, 0.585 (.014) 0.913 (.003)

7.8 Discussion and Conclusion

In this chapter, we have explored the use of exponential tilting in risk minimization,
examining tilted empirical risk minimization (TERM) as a flexible extension to the ERM
framework. We rigorously established connections between TERM and related objectives
including VaR, CVaR, and DRO. We explored, both theoretically and empirically, TERM’s
ability to handle various known issues with ERM, such as robustness to noise, class

218



imbalance, fairness, and generalization, as well as more complex issues like the simul-
taneous existence of class imbalance and noisy outliers. Despite the straightforward
modification TERM makes to traditional ERM objectives, the framework consistently
outperforms ERM and delivers competitive performance with state-of-the-art, problem-
specific methods on a wide range of applications.

Our work highlights the effectiveness and versatility of tilted objectives in machine
learning. As such, our framework (TERM) could be widely used for applications both
positive and negative. However, our hope is that the TERM framework will allow
machine learning practitioners to easily modify the ERM objective to handle practical
concerns such as enforcing fairness amongst subgroups, mitigating the effect of outliers,
and ensuring robust performance on new, unseen data. One potential downside of the
TERM objective is that if the underlying dataset is not well-understood, incorrectly tuning
t could have the unintended consequence of magnifying the impact of biased /corrupted
data in comparison to traditional ERM. Indeed, critical to the success of such a framework
is understanding the implications of the modified objective, both theoretically and
empirically. The goal of this work is therefore to explore these implications so that it is
clear when such a modified objective would be appropriate.

In terms of the use-cases explored with the TERM framework, we relied on bench-
mark datasets that have been commonly explored in prior work [e.g., 247, 281 306, 314].
However, we note that some of these common benchmarks, such as cal-housing [226]
and Credit [308], contain potentially sensitive information. While the goal of our ex-
periments was to showcase that the TERM framework could be useful in learning fair
representations that suppress membership bias and hence promote fairer performance,
developing an understanding for—and removing—such membership biases requires a
more comprehensive treatment of the problem that is outside the scope of this work.

In the future, in addition to generalization bounds of TERM, it would be interesting
to further explore applications of tilted losses in machine learning. We note that since the
early TERM work [183] was made public, there are several subsequent works applying
(variants of) TERM to handle other real-world ML applications [279] 331], or exploring
risk bounds on differential private TERM [197], which suggest rich implications and
wide applicability of TERM, beyond what is studied in this work.
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Here, we provide full statements and proofs of the analyses presented in Section
Section 7.4 (Appendix[7.9and ; details and convergence proof on the methods we
propose for solving TERM (Appendix[7.T1)), and complete empirical results and details
of our empirical setup (Appendix[7.12).

7.9 Properties and Interpretations (Proofs and Additional
Results)

In this section, we provide the proofs of the main results in the work, along with addi-
tional results on the properties of TERM objective, its solution, as well as the correspond-
ing solvers.

7.9.1 Proofs of Basic Properties of the TERM Objective
We first provide proofs for the basic properties of the TERM objective.

Proof of Lemma The conclusion follows by noting that for any 6,6, € ©,

R0 — R0 — | X 1S5 e | Lo [ L S ptfim
‘R(t,@l) R(t,QZ)’ = ?log N Z e tlog N Z e (7.87)
i€[N] i€[N]
. gtf(xi}el)
1 Liog e[ _ (7.88)
£ 8\ S )
) Ef (xi;02)
<|Liog L1061 22i€N] et ;) (7.89)
t ZZE[N] e f(xl/ 2)
= L[61 — 622. (7.90)
[l
Proof of Lemma Recall that
N o1 Vo f(x;; 0)etf (i)
VoR(t;0) = e VoI t}(,f.g) (7.91)
D[N €4
1 0y B
-~ D Vof(x;;0)e!f(xif)=R{E6)) (7.92)
ie[N]

The proof of the first part is completed by differentiating again with respect to 6, followed
by algebraic manipulation. To prove the second part, notice that the term in (7.13) is
positive semi-definite, whereas the term in (7.14) is positive definite and lower bounded

by Bminl (see Assumption[9} Eq. (7.6)). O
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Proof of Lemma Let us first provide a proof for t € R™. Invoking Lemma 23|and
Weyl's inequality [298]], we have

A max (vgmﬁ(t;e))

t ~ ~ P (4
< max( > (Vof(xi;0 — VoR(£;0))(Vof(xi;0) — VoR(£;0)) e /(i) R(t,e)))

ie[N]
(7.93)
max( Z V20 f (xi; 0)e! Vi) ﬁ(*e”) (7.94)
< ,Bmax/ (795)

where we have used the fact that the term in is negative semi-definite for t < 0,
and that the term in is positive definite for all  with smoothness bounded by Bmax
(which would hold from smoothness of f(x;; 6); see Assumption 9] Eq. (7.6)).

For t € R*Y, following Lemma 23} H and Weyl’s inequality [298], we have

(%)Amax (V3o R(5:6))

1 ~ ~ L0V R(t

< max (N Y (Vof(xi:6) = VoR(£:6))(Vof (x;:6) — VoR(£;6)Te! U0 RW”)
ie[N]

(7.96)

1 R
+( ) max( Z V2, f(xi;0)e ) R(tﬂ)))_ 7.97)

Due to Weyl's inequality, the smoothness of f(x;; 8), and the fact that % Die[N] ot (F(xis0)—R(£6)) _
L e[ Vg f(xi; 0)e!f (xi8)=R(59)) is bounded. Consequently,

lim G) Ammax <V§9T§(t;9)> < +oo. (7.98)

t——+00

On the other hand, following Weyl’s inequality [298],
A mmax (VSGTﬁ(t;9)>

> tAmax % > (Vof (xi;6) — VaR(£0)) (Vof (xi;8) — VoR(£;0)) T/ i) R0 |
ie[N]
(7.99)
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and hence,

Jlim G) Amax (V3 R(50)) >0, (7.100)
where we have used the fact that no solution 6 exists that would make all f;’s vanish
(Assumption 9). O
Under the strict saddle property (Assumption [T1), it is known that gradient-based
methods would converge to a local minimum [97], i.e., (¢) would be obtained using
gradient descent (GD). The rate of convergence of GD scales linearly with the smoothness
parameter of the optimization landscape, which is characterized by Lemma

Proof of Lemmaf25. Fort — 0,

1 tf (xi;)
%1_1}1(1)1{(1‘ 0) = hrn log (N Z e

ie[N]
, x;j; 0)etf (i
= lim ZZGZ NEA ()x 5 (7.101)
1
=N Z f(xi;f)), (7.102)
ie[N

where (7.101)) is due to L'Hopital’s rule applied to t as the denominator and log (% Dlie[N] etf(

as the numerator.
For t — —0, we proceed as follows:

im R(50) 1 1 t (x,:0)
tEI—noo R(t, 9) B tEmoo t IOg (N Z ¢

ie[N]
< lim 1log (1 Z etminje[N]f(xj?G)) (7.103)
t——0 t N
ie[N]
— ; 7.104
g}}\?f(xz 0). ( )

On the other hand,

lim R(t;0) = hm llog (1 E eff(xi;f?))
t——00 N
ie[N]

> thm %log (;{ fminje(n] f(xj;9)) (7.105)
. . 1
= gﬁf(xi; 0) — tEr_noo {E log N} (7.106)
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= mmf(xl, 6). (7.107)

ie[N]

Hence, the proof follows by putting together (7.104) and (7.107).
The proof proceeds similarly to t — —oo for t — +c0 and is omitted for brevity. [J

7.9.2 General Properties of the Objective for GLMs

In this section, even if not explicitly stated, all results are derived under Assumption[I0]
with a generalized linear model and loss function of the form (7.7), effectively assuming
that the loss function is the negative log-likelihood of an exponential family [286].

Definition 16 (Empirical cumulant generating function). Let
A(t;0) = tR(t0). (7.108)
Definition 17 (Empirical log-partition function [287]). Let I'(t; 0) be

T(t;0 log( Z e 10T T(xi ) (7.109)

Thus, we have
> 1 1 10T T(x;) 1
R(t;0) = A(6) + S log | e )| = A0) + ST(£0). (7.110)
ie[N]

Definition 18 (Tilted empirical mean and empirical variance of the sufficient statistic).
Let M and V denote the mean and the variance of the sufficient statistic, and be given by

= Z Je~ 0 T(x)-T(50), (7.111)
Z M(t0))(T(x;) — M(t;6)) e 10" Tl -T(10), (7.112)

We notice that /\/l(t; ) and V(t;0) defined here are equivalent to tilted empirical
mean/variance in the main text (Eq. (7.29) and Eq. (7.31)) over sufficient statistic, i.e.,

M(6) = > wilt;0)T(x;), (7.113)
ie[N]

V(£6) = > wi(t;0)(T(x;) — M(£60))(T(x;) — M(£;6))". (7.114)
ie[N]

Similarly, as a special case of t-tilted empirical mean/variance (Eq. (7.30) and Eq. (7.32)),
t-tilted empirical mean/variance over sufficient statistic are defined as

M; == M(6(t)), (7.115)



Vi = V(t0(b)). (7.116)

The quantities M(t;6),V(t;0), My, and V; will be used for proving general properties of
TERM solutions in this section.

Lemma 33. Forall t € R, we have V(t;0) > 0.

Next we state a few key relationships that we will use in our characterizations. The
proofs are straightforward and omitted for brevity.

Lemma 34 (Partial derivatives of I'). Forallt € Randall 6 € O,
0

T (50) = —0T M(t;6), (7.117)

VoI (t;0) = —tM(t;0). (7.118)
Lemma 35 (Partial derivatives of M). Forallt e Rand all 0 € O,

%M(t,ﬂ) = —V(t;0)6, (7.119)

VoM(t;0) = —tV(t;0). (7.120)

The next few lemmas characterize the partial derivatives of the cumulant generating
function.

Lemma 36. (Derivative of A with t) Forall t € R and all 6 € ©,
0

a7\(t;9) — A(0) — 0T M(L;0). (7.121)
Proof. The proof is carried out by
%I\(t,-e) = A@B)—0" T(x;)e 0 TC)-T(H0) — A(9) — 0T M(t;0). (7.122)
‘ ic[N]
O
Lemma 37 (Second derivative of A with t). Forallt e Randall 6 € O,
2 ~
a—A<t;9) =0"V(t;0)0. (7.123)
ot2
Lemma 38 (Gradient of A with 0). Forallte Randall 0 € ©,
VoA(t;0) = tVoA(0) — tM(t;6). (7.124)
Lemma 39 (Hessian of A with 6). Forallte Randall 6 € ©,
V2, A(t0) = V2, A(0) + £2V(t:0). (7.125)
Lemma 40 (Gradient of A with respect to t and 0). Forallt e Randall 6 € ©,
CVoA(L0) = VoA (B) — M(t;0) + tV(t;0)6. (7.126)

ot
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Proof of Theorem Following (7.110),

0~ 0 (1

CR0) = C {;r(t,-e)} (7.127)
— T(56) 16T M(56), (7.128)
=: g(t;0), (7.129)

where (7.128)) follows from Lemma and (7.129) defines g(t;6).
Let g(0;6) := lim;_,o g(¢; 6) Notice that

0y — T d X rpoy LaT p e
g(O,Q)—%liI&{ ST(t0) — 0 M(t,e)} (7.130)
1 . T .
— —lim{ (156 6 M(t’e)} (7.131)
t—0 t
—0"V(0;0)0, (7.132)

where (7.132) is due to L’HOpital’s rule and Lemma 37, Now consider

0 o]
= {tzg(t;e)} — % {—r(t;e) - teTM(t;e)} (7.133)
— 0" M(t;6) (7.134)
— 0T M(t;0) +t0"V(t;60)0 (7.135)
=t0"V(t;0)0, (7.136)

where g(t;0) = ZR(t;0), follows from Lemma follows from the chain
rule and Lemma Hence, t2 g(t;0) is an increasing function of t for ¢ € R>?, and a
decreasing function of t for t € R™, taking its minimum at t = 0. Hence, 12 g(t;0) =0
for all t € R. This implies that g(£;0) > 0 for all t € R, which in conjunction with
implies the statement of the theorem.

7.9.3 General Properties of TERM Solutions for GLMs

Next, we characterize some of the general properties of the solutions of TERM objectives.
Note that these properties are established under Assumptions (10jand

Lemma41. Forallt e R, R
Vo A(t;6(t)) = 0. (7.137)

Proof. The proof follows from definition and the assumption that © is an open set. [

Lemma 42. Forallt € R,

w

VoAB(t) = M(t6(t)). (7.138)
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Proof. The proof is completed by noting Lemma 41|and Lemma O

Lemma 43 (Derivative of the solution with respect to tilt). Under Assumption |11} for all
telR,

CH(t) = - <V§9TA(é(t)) + tV(t;é(t))>_1 V(£ 0(4)d(1), (7.139)

where
Ve AB(1) + tV(£6(t) > 0 (7.140)

is a symmetric positive definite matrix.

Proof. By noting Lemma 41} and further differentiating with respect to ¢, we have

0= %VQA( a(t)) (7.141)
- EVg/K(T;é(t)) ~ t+V§9TA(t 00) (;té(t)) (7.142)
— V(I E(E)0(t) + <tV§9TA(9) + t2v<t;9)) (%é(t)) , (7.143)

where (7.142) follows from the chain rule, (7.143) follows from Lemmas §0]and 42| and [39
The proof is completed by notmg that V 0T (t 0(t)) is symmetric positive definite for
all t € R under Assumption[I1} O

Finally, we state an auxiliary lemma that will be used in the proof of the main theorem.

Lemma 44. Forallt, T € Randall 6 € ©,

M(T36) — M(£:6) — — ( L ' vmem) 0. (7.144)

Proof. The proof is completed by noting that
M(T;0) — M(t;0) = tT 61/M(U 0)dv (LT V(v;@)dv) 6. (7.145)
O]

Proof of Theorem Notice that for all 8, and all € € R>Y,
R(t +€;0) = R(t;0) (7.146)
> R(50(t)), (7.147)
where follows from Theorem and follows from the definition of 6(t).

Hence,

R(t+€0(t+€)= min R(t+e6) = R(t;0(1)), (7.148)
0eB(0(t),r)

which completes the proof. O
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Proof of Theorem Recall that f(x;;0) = A(0) — 0" T(x;). Thus,
Ei(£(0)) = D wilt; (1)) f(xi;0) = A(B) — 07 > wi(t;6())T(x;) = A(6) — 6" My,

i€[N] i€[N]
(7.149)
where M is defined in (7.115)). Consequently,
Var,(£60)) = Er (F(xi0) — Ei(£(60)) (7.150)
- E <9TT(xi) — eTMt)Z (7.151)
= 0TE; ((T(xi) - M)(T(x) — M) T) 8 (7.152)
=0"V0, (7.153)
where V; is defined in (7.116)). Hence,
0 (e _ x o< N\ —
= {Vart(f(G(T)))} - (%G(T)) Vo {Vart(f(G(T)))} (7.154)
T
=2 (%é(r)) Vif(1) (7.155)
— 20T ()V(1;0(7)) (vggA(é(T)) +ﬂ/(r;é(r)))_ Vil(T), (7.156)
and in turn
0 (e
p {Vart(f((?(r)))} =0 (7.157)

where we have used the fact that V; (VgQA(é(T)) +TVr) - V: is a symmetric positive
semidefinite matrix (due to Lemma 33), hence completing the proof. O

Proof of Theorem Notice that

H(w(t;0)) = — > wi(t;0)log w;(t; 0) (7.158)
ie[N]
- —% ST (tf(xi;0) — A(t;0))elf () -Aw8) (7.159)
ie[N]
A . 1 . x,-;@ —7\ ,'9
= A(50) —t 'Z F(xj; 0)etf (ki) =AE6) (7.160)
ie[N]
— A(50) — tA(D) + t0T M(t;6). (7.161)
Thus,

VoH (w(t;0)) = Vg (K(t;e) —tA(B) + t@TM(t;6)> (7.162)
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— tVA(0) — tM(t;0) — tV4A(B) + tM(t;0) — 2V (t;0)0 (7.163)

= —1*V(t;0)6. (7.164)
Hence,
.
%H (w(t0(7))) = (%5(7)) VoH (w(t;6(1))) (7.165)
T
= (%é(r)) Vo <7\(t; 0) —tA(9) + tGTM(t;9)> (7.166)
— 2O (D)V(50(1)) (V3AWB(1) + TV(z:8(1)) V(E8(0)d(T)
(7.167)
and
a—iH (w(t;6(1))) - >0, (7.168)
completing the proof. O

There are different ways to define performance uniformity. In Theorem 35, we further
prove that the tilted cosine similarity between the scaled loss vector and the all-ones
vector increases as t decreases by a small amount, which shows that larger ¢ promotes a
more uniform performance across all losses and can have implications for fairness defined
as representation disparity [113] (Section[7.7.2).

Definition 19 (t-tilted cosine similarity). For u,v RN, let cosine similarity be defined as

T

s(uv) = —— Y (7.169)
[ufl2]v]2
For a weight vector w, let the weighted cosine similarity be defined as
sw(u,v) :=s (\/Wu, \/Wv) , (7.170)

where W := diag(w). In particular, we call Sw(t:(1)) (-, ) the t-tilted cosine similarity.

Theorem 35 (t-tilted cosine similarity of the scaled loss vector and the all-ones vector
increases with t). Let

£5(8) = { F(xi;0) — ﬁ(—oo)} , (7.171)

ie[N]

where F(—w) is defined in Eq. (7.10), and let 1y denote the all-one N-vector. Then, under
Assumption [10/and Assumption[I1} for any t € R,

0 o
sy (E7(B(1),1 >0, (7.172)
A (£0() N)}T_t

where w(t; 0(t)) is the tilted weight vector defined in Eq. ([7.26).
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Proof. Notice that

Eif (xi ) f(—OO)

s . (7.173)
i \/Et f(x;;0 )2
Hence,
Eif(x;;0) — F(—0) = A(0) — 8T M, — F(—o0), (7.174)
Ei(f(x;;0) — F(—=o0))? = (A(6) — 0T My — F(—o0))2 + 6 V,6, (7.175)

where M; and V; are defined in (7.115) and (7.116), respectively. Notice that

Vo {sfv( ey (E7(0),1 } (7.176)

N)
~ 2
V9{<Etf< i f< )>} (7.177)

E(f(xi;0) — F(—0))?
:vg{ (A(Q)_QTMN*_?(_OO))Z } (7.178)
(A(0) =0T M; — F(—0))2 + 60TV
2(A(0) — 0T M, — F(—0))(VA(8) — My)0T Vi — 2(A(0) — 0T M, — F(—0))2 V8
((A( )= 0T M, — E(—a0 ))2+9Tvte)2

(7.179)
2(A(0) ~ T M — F(~0)) (0T (VoA(8) — My) — A(0) + 6T M + F(~0)) V16

((A(G) — 0T M; — F(—0))2 + eTvte)z

(7.180)
2(A(0) — 0T M, — E(—0)) (eTng((a) —A®0) + ﬁ(—oo)) Vi
- - S . (7.181)
((A(e) 0T M, — F(—0))2 + eTvte)

Hence,

{ sy £ (00, 1) | (7.182)
T
( ) Vo {52 50 7 (0(0), 1)} (7.183)
= BT OV D) (ViAB(D) + V(T H(r)
_2(A(é(7)) b(1) " M; - (—OO))(A(é(T))—5(T)TM(T;5(T))—?(—OO))W;W)‘
<(A((§(T)) —0(T)T M, — F(—0))2 + é(r)Tvte)z

(7.184)
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w

Note that 2(A(6(1)) — 6(7) T M; — F(—0))(A(8(1)) — 6(T) T M(7;0(1)) — E(—0)) > 0 by
definition, and V¢ (V2,A(6(7)) + TVr) - V¢ is a symmetric positive semi-definite matrix.
Therefore, The proof is completed following that the quantity in Eq. (7.184) is non-
negative for t = T. O
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7.10 Connections to Other Objectives (Proofs and Addi-
tional Results)

bounds on CCDF for Uniform[0,2] bounds on CCDF for |A(0, 7/2)]

< original true CCDF
Chernoff bound

. f 08 original
= improved = 06 Chernoff bound

0.6 .
N \ A
é 04 W — E 0.4 improved

t<0 t>0
0.2
0.2 [
g true CCDF o <0
0.0 0.5 1.0 15 2.0 0 1 2 3 4 5

Figure 7.15: Comparing the new Chernoff bound on complementary CDF (CCDF) (i.e.,
P[X > v]) proposed in Theorem 27| (denoted as ‘improved’) with the original Chernoff
bound in two cases: X ~ Uniform|0,2] and X ~ |[N(0, 7t/2)|. We see that by sweeping ¢
from all real numbers, our bound is significantly tighter than the generic Chernoff bound
which optimizes over t € R", especially in the small deviations regime.

Lemma 45. Ifa < F(—0) then Q°(y) = 1. Further, if v > F(+0) then Q°(y) = 0, where
E(-) is defined in Definition and is reproduced here:

F(—0) = lim R(£6(t)) = minmin f(x;;0), (7.185)
t——o0 0 ie[N]

F — lim R(£6(t) = mi ;0). 7.1

F(+x) tE?OOR(t,Q(t)) rrgng(gl[?ﬁf(xz,ﬁ) (7.186)

Next, we present our main result on the connection between tail distribution of losses
and TERM, using Theorem

Theorem 36. Forall t € R, and all 8, and all v € (F(—x), f(+oo))

N pR(EO) _ pF(—o0)t

Q(7;0) < Q(v;t,0) :=

v (7.187)

Proof. The proof is a direct application of Theorem [27] to the non-negative random

variable (f(X;0) — F(—0)), where X is distributed according to the empirical distribution.
[

"We define the RHS at = 0 via continuous extension.
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Recall that optimizing VaR is equivalent to optimizing Q. Next we show how TERM is
related to optimizing Q Recall that QO( ) denotes the optimal value of Q(’y, ) optimized

over 6. Let N o
Q'(v) = inf {Q(r8(1)}, (7189)

which denotes the value at risk optimized over the t-tilted solutions.

Theorem 37. For all y € (F(—0), E(+%)), we have

Q1) < Q'(m < Q*(7) < Q*(1) = inf {Q(, 1)}, (7.189)
where
— eﬁ(t)t — eN(_OO)t
Qr,t) == S Ty (7.190)
£(y) = arginf {Q(v, 1)}, (7.191)
Q*(7) := Q1 0(F(1))), (7.192)
Q*(7) :== Q1. B(7)). (7.193)

Proof. The only non-trivial step is to show that Q?(v) < Q3(y). Following Theorem
Q*(7) = Q1 0(E(7)) < inf Q(;t, 8(1)) = Q*(7), (7.194)

which completes the proof. O

Theorem 37| motivates us with the following approximation on the solutions of the
minimizing the tail distribution of losses (Definition [I4).

Approximation 1. Forall y € (F(—x), F(+x)),
Q(r8°(7) = Q°(m) ~ Q41 = QU 8(E(7), (7.195)

and hence, 8(t(y)) is an approximate solution to the tail probability optimization problem.

While we have not characterized how tight this approximation is for 7y € (f (—o0), F (+00)),
we believe that Approximation [I| provides a reasonable solution to the tail distribution
optimization problem in general. This is evidenced empirically when the approximation
is evaluated on the toy examples of Figure[7.T, and compared with the global solutions
of the tail distribution optimization method, as shown in Figure - 7.16| As can be seen,
Q%) ~ Q%(y) as suggested by Approximation |1 I Also, we can see that while the bound
in Theorem (Q3( )) is not tight, the solution that is obtained from solvmg it (Qz( )
results in a good approximation to the tail distribution minimization (Q°(+)).
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Figure 7.16: Comparing the solutions of different risks in terms of how well they solve
—~i ~. —~— 0 ~
VaR. Forie {0,1,2}, VaRl(l — ) 1= min, {7y|Q(7) < a}. VaR (1 — a) := min, {7y|Q%(y) <
— —~ 2 —~
a} is the optimal VaR(1 — «; 0). By definition, VaR (1 — a) is the risk value of VaR(1 — «; 6)

—_—

—~— CVaR

with 0 being the solutions of M(l —wa;0). VaR (1 —a) denotes the value of \Eﬁa -
__ — CVaRin, — EVaR
«;0) evaluated at argming CVaR(1 — «;6), and VaR ! (1 — «) and VaR ! (1—w)

are defined in the similar way. We see that \7;1?1(1 — ) and \75{2(1 — ) are close to
\/fgﬁo(l — ), which indicates VaR with the solutions obtained from solving M(l —w;0)
(which is \75R2(1 —w)) is a tight upper bound of the globally optimal VaR(1 — «; 6).
\Eﬁz(l — «) is also tighter than VaR under EVaR solutions when « is not small.

Inverse CVaR. We note that while the most popular form of CVaR focuses on upper
quantiles (as discussed in the main text), one may explore ‘inverse’ CVaR that can focus

on lower quantiles, with its empirical form G\Taf{inv(l —w;0) for a € [0,1) defined as

— _ 1
CVaRjny (1 —w;0) := —min T,

S S fw ol f (719%)

ie[N]

As «a ranges from 0 to 1, optimizing CVaRiny (1 — &; 6) transitions from solving avg-loss
to min-loss. However, different from TiVaR or CVaR, CVaR;yy is not a valid upper bound
of VaR. Despite this, we optimize miny (/?VaT{inV(l —«;0), plug in the optimal model
parameters to evaluate VaR values, and compare with the approximate VaR values under
the solutions of other risks including TiVaR. From Figure we see that VaR values
under TiVaR solutions can be smaller than those under CVaR;,, solutions on linear
regression. Given any «, our proposed TiVaR objective approximates VaR, ranging from
min-loss to max-loss smoothly in a single formulation, which can be more desirable than
optimizing two objectives.
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Proof of Theorem We first prove m(l —u;0) < ]/E—\El/{(l —u;0).

- R Ly )\
EVaR(1 — a;6) — F(—) — min ~log <N 2ielN) ) ~F(—w) (7.197)
teR>0 £ 144
1 o(R(£60)—F(—o0))t
= min —log (7.198)
teR>0 114
(R(t0)~F(—o0))t _ (1 _
> min > log [e g “)] (7.199)
teR>0 t o .
(R(£0)~F(—oo))t _ (1 _
> min - log [e (1 “>] (7.200)
teR t o .

We next prove \Eﬁ(l —u;0) < M(l — «; 0). From Theorem 36, we know that for any
t,0,

N oR(EO)E _ p—F(—0)t
:0) < mi — 7.201
QUyif) <miny ——=— (7.201)

oR(EOE_p—F(—o0)t
et _oF(—oo)t

Let Q(7;0) = &, and y* = \//Efi(l — «;60). We have minr { } > «. We also

note
pR(EO)E _ p—F(—o0)t
min{ —— = = . (7.202)
teR | pTiVaR(1—a;0)t _ oF(—0)t
Hence,
TiVaR(1 — &;0) > 7* = VaR(1 — «; ). (7.203)

TERM and Entropic Value-at-Risk. Let 6x(t) be the minimizer of entropic risk Rx(t;6):

w

Ox(t) := argmin Rx(t;6). (7.204)
0c©®

Further, let Fx(t) be the optimum value of entropic risk, i.e.,
Fx(t) := Rx(t; 0x(t)). (7.205)
Our next result will relate EVaR to entropic risk.

Lemma 46 (Relations between entropic risk and EVaR). Assume that for t € R>?, Fx(t) isa
strongly convex function of % . Further, let

fx(a) € arg min {Fx(t) - %loga} , (7.206)

teR>0
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then
argmm {EVaRx (1 —«;0)} = argmm{RX Fx(a);0)} := Ox(fx (), (7.207)
Ry (Ex(a); 0x(fx(«))) = Fx(fx(a)) < EVaRx (1 —a;0x (fx())) - (7.208)

Proof. Consider the any minimizer of Rx(fx(«),0), i.e.,

= o

Ox(fx(a)) € argmein Rx(fx(a);0), (7.209)
we next prove
Ox (Fx(n)) € argmgin <1}1i(1)1 (% logIE[etf(X"e)] — %bg oc)) . (7.210)
>

Denote min;- (% log E[e!/(X:0)] — %log tx) as h(0;«). Let

0; € arg rngin h(0;«), (7.211)
ty(0;) € arg rtnigl <% loglE[eff(X;G;)] — %log oc> . (7.212)
>

By the definition of fx(a) and fx(t), we have

1 . Ao 1
———log E[ex®f(X0x(Ex(@))] — _— __Joga (7.213)
Fe(a) 8Fl w8
1 * .0 *
< log [E[ete(85)f (X:0x (t:(65)))1 — loe o 7214
(o) o8 El I~ fem) 108 7.219)
1 * WAk 3
< log E[ete(%0)f(Xi65)] _ log «. 7.215
(07) 08 El 1= femy 108 (7.215)

By the definition of 6, h(6%;a) < h(fx(Fx(a)); ), i.e.,

1}1151 <% logIE[etf(X"%k)] ! log uc> 1}1151 (% log]E[etf(X"éX(ZX(“)))] - %log tx) . (7.216)
>

We have
log E[ete(5)f (X:65) log & 7.217
f(07) 08 Ele = fw o8 (7.217)
< r?ién <1 log]E[etf(X;éx(fx(zx)))] _ %log ,X) (7.218)
>
1 Ao
—— log E[efx(@f(Xfx(Ex (@) — log , (7.219)
< Fy(w) °BEL Fe(a) 8

Hence, 0x(fx(a)) € arg ming <mint>0 (% log E[e!/(X:0)] — %log oc)).
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For the other direction, consider any minimizer of EVaRx(1 — «;0), i.e.,

0;, € arg meinh(G;[x) (7.220)
ty(65) € argrgligl (% loglE[ef(X"G;fk)] — %log tx> . (7.221)
>

We next prove 6} € arg ming % log]E[efX (0)f(X:6)], By the definition of fx(t) and fx(«),

1

log E[ete(90)f(Xi65)7 _ log o 7.222
r(07) 08 El = fw o8 (7:222)
1 * .0 *
> —— log E[e(05)f (Xi0x(ta(05))] _ log a 7.223
F(07) 08 El 1= 5 8 (7:223)
1 . Ao
> log E[efx (0 f (Xifx(Ex(a)y _ _ log a. 7.224
Fe(@) g E[ ] Fe() g ( )

On the other hand, by the definition of 8} and t,(6;;),

log [E[e*®5)f (X857 _

log &« < min <% loglE[etf(X;éX(fX(“)))] — %log oc)

to(03) t,(0%) t>0
(7.225)
< t )10g]E[eme)f(x;éX(fX(a)))] _ le)lOg“'
x\& x(a
(7.226)
Therefore,
1 * Q%
log [E[ef (%) (X:85)] log & 7.227
(o) 8 e 8 7227
1 * .0 *
— log [E[efe(05)f (X:0x (t(65))1 _ loo & 7228
o) 8 I G 8 722
1 ' 5k
= — log E[e'x@f(X0x(Ex(0))] — __—__1og 4. (7.229
R 8" I hw )
If
s() := %loglE[etf(X;éX(t))] - %log«x (7.230)
has a unique minimizer,
F(a) = ta(63), (7.231)
and
6y € arg min ; log]E[eEX (@)f(X:6)], (7.232)
6 tx(lx)
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Hence, we have proved

arg nbin EVaRx(1 —a;0) = arg mein Rx(fx(a);0), (7.233)

and
Ry(Fx(a); 0x(Fx(a))) < EVaRx(1 — a; 0x(Fx(a))). (7.234)
[l

The lemma relates the solution and the optimal value of EVaR with those of entropic
risk. We can extend Lemma 46|to the empirical version below.

Lemma 47 (Relations between empirical entropic risk and empirical EVaR). Assume that
E(t) is a strongly convex function of%. For o € {zxkl}kE[N]' let

f(x) € arg min {f(t) - %logtx} , (7.235)

then
arg min EVaR(1 — ;6) = arg min R(¥();6), (7.236)
F(¥(x)) < EVaR(1 — a; 6(F(x))). (7.237)
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711 Solving TERM (Proofs and Details)

7.11.1 Hierarchical Multi-Objective Tilting

We state the hierarchical multi-objective tilting for a hierarchy of depth 3. While we
don’t directly use this form, it is stated to clarify the experiments in Section 7.7 where
tilting is done at class level and annotator level, and the sample-level tilt value could be
understood to be 0.

Jom, t,7;0) := —log (N Z ( Z 8) eMc T@) (7.238)
]

Ge[GG
~ 1
Jo(t,T;0) := = 1lo R (T:0) (7.239)
G( ) P g de |g| 2 |g‘
Rg(t;0) = —1og< Detl x") (7.240)
| Xeg
Proof of Lemma We proceed as follows. First notice that by invoking Lemma
Vol(t,T;0) = > wg(t, ;,0)VeRy(T;0) (7.241)
ge[C]
where
tR (T;0)
we(t, T;0) = gle!"s o (7.242)
2grerc] 18’ R
where ﬁg(r; 0) is defined in (7.82)), and is reproduced here:
Ry(t;0) :== 11og ( D et ) ) (7.243)
8l =
On the other hand, by invoking Lemma
VoRg(T;:0) = > wex(T;0)Vof(x;0) (7.244)
Xeg
where
Tf(X'G)
We(T;0) 1= (7.245)
Yyeg e
Hence, combining (7.241) and (7.244),
Vol (t,T;:0) = > D we(t, T:0)we,(T;0)Vof(x;0). (7.246)
ge[G] xeg
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The proof is completed by algebraic manipulations to show that
We,x(t, T;0) = we(t, T;0)wg »(T;0). (7.247)

O

7.11.2 Proofs of Convergence for TERM Solvers

Algorithm 17 Stochastic Non-Hierarchical TERM with two mini-batches

1: Input: 6, ﬁt = %log (%] Zie[N] etf(xi}9)>, ta, A

2: foriter=0,---,T—1do

3:  sample two independent minibatches By, B uniformly at random from [N]|
compute the loss f(x;0) and gradient Vyf(x;0) for all x € By
ﬁB,t « t-tilted loss on minibatch B,

4
5 X ~
6: Et — %log ((1 — /\)efﬁt 4 AetﬁB,t) Wiy etf(x;(?)—tf{t
7
8:

0 —0— |§c_1| erBl wrxVof(x;0)
end for

To prove our convergence results in Theorem 32} we first prove a lemma below.

ﬁmax—fmm
Lemma 48. Denote k; := arg max; (k < % + EtLBet(y—k)> Let A =1— %, and

tLBet (Fmax—Fmin) 41 (7.248)
2 therwi '
e otherwise,

{ L , ifk <k
Kj =

then for any k,

E[e!RRg,, ..., 0] < 2e, (7.249)
where Ry := R(t;6;) = 1 log (% Dlie[N] eff(Xi;Gk)>.
Proof. We have the updating rule
otRirt 2t (Gl 4 (1— A)etﬁk. (7.250)

Taking conditional expectation [E[-01, ..., 6, 1] on both sides of (7.250) gives

]E[ef(ﬁkﬂ—ﬁk) 164, ..., 0ki1] (7.251)
— AE[¢!FCt—RI |9, . 0 1]+ (1— ME[e!®RROja,, ... 0.1] (7.252)
— A+ (1-ME[RRIg, . 6,]. (7.253)
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For any k, we have

tRy

e
H9k+1 N ng — _ka < ape (Fmax len)B
etRi
Therefore,
t(Fmax—F,
£ (e 0h1) — F(x500)] < LBy — ] < o LBe! Frox—Foi),
and
. . o f(xi;6k) ~ =
e—tockLBEt(FmaxiFmin) < et(Rk_Rk+1) _ Zle i'Vk < ekaBel‘(FmaX7Fmin)
Zie[N] etf(x; Ok+1)
e—tuckLBet(?maX_Nmin) E [et(ﬁk+l_ﬁk+l) |91 . 9k+1]
< E[etRen=Rd1g,, . 0,4]
< ettkaBet(ﬁmaxfﬁmin)]E[et(ﬁkﬂ_ﬁkﬂ) ‘91 . 9k+1].
Hence,
e—trkaBet(FmaX Fmin) [ Rk+1—Rk+1 |91 9k+1]
< A+(1_A)]E[ H(Rx—Ry) |91,...,9k]
< etDCkLBet(ﬁmax_ mln)]E[e (Rk+l_Rk+1) ‘91, ceey 6k+1].

(i) When k < k¢, under the learning rate aj set as in Eq. (7.248)), we have
o L Bet (Fmax—Fmin) 1.

Hence,

E[e'®eRjpy,..., 0] < e(A+ (1 - VE[Re1-Renjgy, . 6_1])

<ert %E[et(ﬁk—lﬁk—l)wl, 0]

X

1 1 R
<---<e <2_ F) + 2](_—11E[et(R1 R1)|91] < e

(i) When k > k¢,
2e k

== < _ =
}lk k + tLBet(Fmax—Fmin)

Similarly, we have

(7.254)

(7.255)

(7.256)

(7.257)

(7.258)

(7.259)
(7.260)
(7.261)

(7.262)

(7.263)
(7.264)

(7.265)

(7.266)

T (A + (1= VB[R Rejgy, -ﬁml)

g...gze’

which completes the proof.
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Proof of Theorem Denote the empirical optimal solution 6(t) as 6*. Denote the tilted
stochastic gradient on data {; as g, where

etf(gk;gk) gtﬁk etf(gk;gk) etﬁk

8k = " Vf@k)gk):et—ﬁk R Vf(gk"g"):et_ﬁkVRk@' (7.269)

Therefore, for any k > 1,

E[{6x — 6%, 8x)] = E[E[(6) — 6%, gi)|01, - -, 6k]] (7.270)
1E[<9k — 9* [gk|91,. cey Qk]>] (7.271)
— E[(6 — 0%, E[¢!RRD|g,, . 0 JE[VRL(Z)IOn, ..., 0])] (7.272)
1 ~ x x ~
> o E[0:— 0%, VR(6:)]  (E[® R0y, 0] > 1/E[" |0y, ..., 6;])
(7.273)
> zﬁe]E[HOk —60*|?] (u-strong convexity of R), (7.274)

where (7.272) follows from the fact that (R0 and VRi(Zx) are independent given
{91, .. Gk} FOI‘ k = k; with o = Vk’

E[[651 — 0* 2] = E[|6) - axgic— 6*|] (7275)
— B[|0k — 0" 2] — 20¢E [0k — 0%, gi0)] + aFEL g ] (7.276)
o N _
< (1-SE) Bllo - 0] + B[l B ROVRUGOIR] (7277)
2 o2 4€2B2€2t(ﬁmax_ﬁmin)
< (1 - E) E[| 6, — 6*[*] + e . (7.278)
When k < ki with oy = 1

1+tLBet (Fmax—Finin) 7
BzeZt(fmaX_ﬁmin)

o, — %2 < [1- M E[[6c_1 — 6*[%] + .
! . ( e(tLBet(Fmax—Fmin)—l—l)) =0 (1 + tLBe!Frax—Fmin))2

We can thus prove

B2p2H(Fmax—Fmin) +1
E[[6k, — 6*[*] < max < E[|6; — 6*[?], —— (7.279)
14(1 + tLBet(Fmax—Fmin))
Let
. 4B262+2t(Fnax—Fmin)
Vi = max {ktlEHf)kt —0%|?], 2 : (7.280)

241



We next prove for k > k¢,

Vi
pE
Suppose E[|6; — 6%[?] < % From (7.278)), we have

E[l6; —6*|] <

. 2 . 462B262t(fmax—fmin)
Ellfe - 67 < (1- 3 ) Blle— 02+ 0
2\ V; V2
< (1 B E) TR
Vi
< ,
k+1

e+\/ez—kytLBet(ﬁmaX*me).,_l
K

where k > k; = [ } This completes the proof.

Proof of Theorem Assume ﬁ(t; 6) is non-convex and B-smooth, we have
Rip1 — Ry = (V Ry, 1 — ) < §’9k+1 — 6k[%,

where Ry := R(£;6;) = 1 + log ( £ ie[N] etf (xi;Gk)). Plugging in the updating rule

(Ck 0r)

V£f(Ci; k) = —axe HRy VRk(Ck)

Okr1 — Ok = —Dék

gives

2

Ris1 — Ry + ai(VRy, €t(§"_§")V§k(Ck)> &

2 Jepe R ROV R (g

First, we note

2

02 R RIVR ()| < afe?FmoxFnin) TR (3 2

Take expectation on both sides of (7.287),

ﬁ{x%eZt(Fmax*ﬁmin) B2

E[Ry1] — E[Ry] + aE[(V Ry, e R ROV R, (2,))] <

Let

kt =

2(ﬁmax - ﬁmin)tsz
pe? '
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(7.283)

(7.284)

]

(7.285)

(7.286)

(7.287)

(7.288)

(7.289)
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For any k > k;, let

\/z(ﬁmax - ﬁmin)
et(fmax_fmin)4 /IBBZK.

Ny =

For k < k;, let

1

Kj = = = .
t L Bet(Fmax—Fmin) 4 1

We have for any k > 1,
L Be! (Fnax—Fmin) < 1.
Therefore, for any k > 1,
E[e!RRD|g, ... 6] < 2e.
Thus, forany k > 1,

E[(V Ry, e B RIVR,(¢))] = BBV Ry, 'R ROV R0y, .., 0]
— E[(VRy, E[e' BRIV R,()101,. D)

_ BUVR,, E[RR|g, . 6 E[VRL(Z) 6, - .,

_ E(VR,, E[¢!RRjg, . 0, ]VR]

Plug (7.299) into (7.289),
~ 2e ~ ~ Fooy
E[|VR|*] + “_k(]E[RkH] —E[Ry]) < Baye? Fmax—Fnin)ep2,

Apply telescope sum from k; + 1 to K and divide both sides by K,

) . N
1 ~ 9 ZE(IE[RK+1] - IE[Rk ]) Fmax len) 2
= DVE[IVR] + WK S Pud b
k=k;
) .
1 N _ 2¢(E[Ry, — Ri41])
= Y E[|VR, et Fmax—Fnin) o B2 :
Kkz;q [IVRk|*] < B a K
| 2¢(Fmax — Fanin)
Fmax mln) B2 max min
:B‘X e € DékK
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(7.292)

(7.293)

(7.294)

(7.295)
(7.296)

Ok )]
(7.297)

(7.298)
(7.299)

(7.300)

(7.301)

(7.302)
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z(ﬁmax_ﬁmin)

et(’ﬁmax*ifmin) /ﬁBZK,

Consider that o) =

~ ~

K
Z HVRkHZ \/gBet(ﬁmax—ﬁmin)-Fl\/ﬁ(PmaX - Fmin)

K 7

N |

completing the proof.

Proof of Theorem From the assumptions, we have INQ(t; 0) is %-PL, ie.,

H(R(£6) - R*) < |[VR(£6)[,

where R* := R(t;0(t)). Let

< de _detLBe!Fom- me>)
ki := argmax | k < — ,

and

de otherwise.

1 .
N ifk <k
Ky = {tLBef<Fmax—Fmin>+1' =0
uk’

Similarly, we can prove for any k > 1,

E[e!R=Rjg,, ..., 0] < 2e.
Similarly,

‘BaieZt(ﬁmax—ﬁmin) B2
2

~ ~ e ~
E[Rie1] = B[R] + 5 E[[VR[] <

Therefore,

‘8“2 2t Fmax—ﬁmin) B2

E[ﬁkﬂ]—lE[Rk]Jr #IE[R -R] <

2
2 p2t(Fmax—Fmin) B2
~ ~ ~ ~ ~ ~ X7e
B[Ry~ R~ E[R, — R+ B[R, - Ry < P
2 2t Fmax me)
] % . % 5 ,BD( B2
E[Resn — R*] < (1- 250 B[R — RY] + S

- - B2¢2t (Fnax—Finin)+2
V; = max {kt]E[Rkt _ R, BBBe .

VZ
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]
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(7.306)

(7.307)

(7.308)

(7.309)

(7.310)

(7.311)
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We next prove IE[ﬁk - INQ*] < % (k = k¢) by induction. Suppose IE[ﬁk — ﬁ*] < %, then

~ ~ 2 ~ ~ Vi
E[Ry,q1 — R*] < (1 - %> E[R; — R*] + k—zt (7.314)
2\ V; 'V
<|1l—=)—+ -5 7.315
( k) k2 (7.315)
Vi
< , 7.316
k+1 ( )
which concludes the proof. O
t=1, batch size=1 _ t=-1, batch size=1
10° one mini-batch 100 one mini-batch
two independent mini-batches o N two independent mini-batches
10-1 10-1
S N
[ | 1072 gy
= = 100
1073
E : 10— :
10~ . 1075
0 1 2 3 0.0 0.5 1.0 1.5 2.0
# iters x10° # iters x10°

Figure 7.17: Convergence of Algorithm[14using two independent mini-batches to update

Ry and calculate ¢!/ (%) V4 £ (x; ) and a simpler variant using only one mini-batch to query
wixVof(x;0). We plot the optimality gap versus the number of iterations on the point
estimation example (Figure[/.1|(a)) with batch size being 1. While Algorithm [14|allows
us to get better convergence guarantees theoretically, we find that these two variants
perform similarly empirically.

Table 7.10: TERM Applications and their corresponding solvers.

Three toy examples (Figure [7.1) Algorithm[13
Robust regression (Table|7.2) Algorithm ?
Robust classification (Table[7.4) Algorithm [14
Low-quality annotators (Figure Algorithm E (t=0)
Fair PCA (Figure Algorithm 15} (t=0)
Class imbalance (Figure i Algorithm [16|(t = 0)
Variance reduction (Table Algorithm 15((T = 0)
Hierarchical TERM (Table|7. Algorithm E
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712 Additional Experiments and Experimental Details

In Appendix|7.12.1} we provide complete experimental results on the properties or the
use-cases of TERM. Details on how the experiments in Section [7.7| were executed are

provided in Appendix

7.12.1 Complete Results

Recall that in Section[7.2] Interpretation 1 is that TERM can be tuned to re-weight samples
to magnify or suppress the influence of outliers. In Figure[7.18 below, we visually show
this effect by highlighting the samples with the largest weight for t — +ocand t — —©
on the logistic regression example previously described in Figure

logistic regression logistic regression
4 4
2 \ 9 \
q

~ 0 < a0
& 8

) -2

—4 —4

—6 —6

—10 -8 —6 —4 -2 0 2 4 —10 -8 —6 —4 -2 0 2 4

T x

(a) Samples with the largest weights as t — +c0. (b) Samples with the largest weights as t — —co.

Figure 7.18: For positive values of t, TERM focuses on the samples with relatively
large losses (rare instances). When t — +0 (left), a few misclassified samples have the
largest weights and are highlighted. On the other hand, for negative values of t, TERM
suppresses the effect of the outliers, and as t — —oo (right), samples with the smallest
losses hold the the largest weights.

Next, we provide complete results of applying TERM to a diverse set of applications.

Robust classification. Recall that in Section for classification in the presence
of label noise, we only compare with baselines which do not require clean validation
data. In Table below, we report the complete results of comparing TERM with
all baselines, including MentorNet-DD [130] which needs additional clean data. In
particular, in contrast to the other methods, MentorNet-DD uses 5,000 clean validation
images. TERM is competitive with the performance of MentorNet-DD, even though it
does not have access to this clean data.

To interpret the noise more easily, we provide a toy logistic regression example with
synthetic data here. In Figure we see that TERM with t = —2 (blue) can converge to
the correct classifier under 20%, 40%, and 80% noise.
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Table 7.11: A complete comparison including two MentorNet variants. TERM is able to
match the performance of MentorNet-DD, which needs additional clean labels.

test accuracy (CIFAR-10, Inception)

objectives
20% noise  40% noise  80% noise

ERM 0.775 (oos 0.719 (o0s) 0.284 (o0s)
RandomRect [238] 0.744 (.004) 0.699 (.005) 0.384 (.005)
SelfPaced [159] 0.784 (.004) 0.733 (.004) 0.272 (.004)
MentorNet-PD [130J 0.798 (004 0.731 (oos 0.312 (00s)
GCE [326] 0.805 (w0 0.750 (w09 0.433 (s
MentorNet-DD [130] 0.800 (004 0.763 (009 0.467 005
TERM 0.795 (o0s) 0.768 (009 0.455 (005
Genie ERM 0.828 (.004) 0.820 (.004) 0.792 (.004)

logistic regression, 0% noise logistic regression, 20% noise logistic regression, 40% noise logistic regression, 80% noise
STV < g A ) 4 < <ww 4 '<n
«

21 x]

Figure 7.19: Robust classification using synthetic data. On this toy problem, we show
that TERM with negative t’s (blue) can be robust to random noisy samples. The green
line corresponds to the solution of the generalized cross entropy (GCE) baseline [326].
Note that on this toy problem, GCE is as good as TERM with negative t’s, despite its
inferior performance on the real-world CIFAR10 dataset.

Low-quality annotators. In Section we demonstrate that TERM can be used to
mitigate the effect of noisy annotators, and we assume each annotator is either always
correct, or always uniformly assigning random labels. Here, we explore a different and
possibly more practical scenario where there are four noisy annotators who corrupt
0%, 20%, 40%, and 100% of their data by assigning labels uniformly at random, and
there is one additional adversarial annotator who always assigns wrong labels. We
assume the data points labeled by each annotator do not overlap, since [152] show that
obtaining one label per sample is optimal for the data collectors under a fixed annotation
budget. We compare TERM with several baselines: (a) training without the data coming
from the adversarial annotator, (b) training without the data coming from the worst
two annotators, and (c) training with all the clean data combined (Genie ERM). The
results are shown in Figure We see that TERM outperforms the strong baselines of
removing one or two noisy annotators, and closely matches the performance of training
with all the available clean data.
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Figure 7.20: TERM achieves higher test accuracy than the baselines, and can match the
performance of Genie ERM (i.e., training on all the clean data combined).

7.12.2 Experimental Details

We ftirst describe the datasets and models used in each experiment presented in Sec-
tion|/.7, and then provide a detailed setup including the choices of hyperparameters. All
code and datasets are publicly available at github.com /litian96 /TERM.

7.12.2.1 Datasets and Models

In Section[7.7.1} for regression tasks, we use the drug discovery data extracted from Di-
akonikolas et al. [71] which is originally curated from Olier et al. [224] and train linear
regression models with different losses. There are 4,085 samples in total with each having
411 features. We randomly split the dataset into 80% training set, 10% validation set,
and 10% testing set. For mitigating noise on classification tasks, we use the standard
CIFAR-10 data and their standard train/val/test partitions along with a standard incep-
tion network [280]. For experiments regarding mitigating noisy annotators, we again
use the CIFAR-10 data and their standard partitions with a ResNet20 model. The noise
generation procedure is described in Section

In Section [7.7.2} for fair PCA experiments, we use the complete Default Credit data to
learn low-dimensional approximations and the loss is computed on the full training set.
We follow the exact data processing steps described in the work [247] we compare with.
There are 30,000 total data points with 21-dimensional features (after preprocessing).
Among them, the high education group has 24,629 samples and the low education group
has 5,371 samples. For meta-learning experiments, one the popular sine wave regression
problem [92], we generate 5,000 meta-training and 5,000 meta-testing tasks. Follow-
ing Collins et al. [57], there are 250 hard meta-training tasks with amplitudes drawn from
[4.95,5] and 4,750 easy meta-training tasks with amplitudes drawn from [0.01, 1]. The
amplitudes of meta-testing tasks are drawn uniformly from [0.1, 5]. The phase values are
drawn uniformly from [0, 7t] for all tasks. For class imbalance experiments, we directly

248


https://github.com/litian96/TERM

take the unbalanced data extracted from MNIST [165] used in Ren et al. [238]. When
demonstrating the variance reduction of TERM, we use the HIV-1 dataset [245] as in [77]
and randomly split it into 80% train, 10% validation, and 10% test set. There are 6,590
total samples and each has 160 features. We report results based on five such random
partitions of the data. We train logistic regression models (without any regularization)
for this binary classification task for TERM and the baseline methods. We also investigate
the performance of a linear SVM.

In Section[7.7.3} the HIV-1 data are the same as that in Section [7.7.2] We also manually
subsample the data to make it more imbalanced, or inject random noise, as described in
Section[7.7.3] The CIFAR10 dataset used in this section is a standard benchmark, and we
follow the same procedures in Cao et al. [45] to generate a noisy and imbalanced variant.

7.12.2.2 Hyperparameters

Selecting . In Section[7.7.2 where we consider positive s, we select ¢ from a limited
candidate set of {0.1,1,2,5,10,50, 100,200} on the held-out validation set. For initial
robust regression experiments, RMSE changed by only 0.08 on average across t; we thus
used t = —2 for all experiments involving noisy training samples (Section and
Section[7.7.3).

Other Parameters. For all experiments, we tune all other hyperparameters (the learn-
ing rates, the regularization parameters, the decision threshold for ERM,, p for [77],
the quantile value for CVaR (i.e., « in Eq. (7.61)) [243], « and 7 for focal loss [192])
based on a validation set, and select the best one. For experiments regarding focal
loss [192], we select the class balancing parameter (« in the original focal loss paper) from
range(0.05,0.95,0.05) and select the main parameter  from {0.5,1,2,3,4,5}. We tune
p in [77] such that % is selected from {0.5,1, 2, 3,4, 5,10} where # is the training set size.
We tune « for CVaR from {0.1,0.3,0.5,0.7,0.9}. All regularization parameters including
regularization for linear SVM are selected from {0.0001,0.01,0.1,1,2}. For all experiments
on the baseline methods, we use the default hyperparameters in the original paper (or
the open-sourced code). We summarize a complete list of main hyperparameter values
as follows.
Section
* Robust regression. The threshold parameter 6 for Huber loss for all noisy levels is 1,
the corruption parameter k for CRR is: 500 (20% noise), 1000 (40% noise), and 3000
(80% noise); and TERM uses t = —2.

* Robust classification. The results are all based on the default hyperparameters pro-
vided by the open-sourced code of MentorNet [130], if applicable. We tune the g
parameter for generalized cross entropy (GCE) from {0.4,0.8,1.0} and select a best one
for each noise level. For TERM, we scale ¢t linearly as the number of iterations from 0
to -2 for all noise levels.

* Low-quality annotators. For all methods, we use the same set of hyperparameters.
The initial step-size is set to 0.1 and decayed to 0.01 at epoch 50. The batch size is 100.
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Section

* Fair PCA. We use the default hyperparameters and directly run the public code of [247]
to get the results on the min-max fairness baseline. We use a learning rate of 0.001 for
our gradient-based solver for all target dimensions.

* Fair meta-learning. We use a fixed learning rate of 0.01 for all methods, and tune a best
learning rate for the task weights for the work of Collins et al. [57]. Similar as Collins
et al. [57], for all methods, we run one step of mini-batch SGD for inner optimization.

* Handling class imbalance. We take the open-sourced code of LearnReweight [238] and
use the default hyperparameters for the baselines of LearnReweight, HardMine, and
ERM. We implement focal loss, and select « = 0.05, v = 2.

* Variance reduction. The regularization parameter for linear SVM is 1. -y for focal loss is
2. We perform binary search on the decision thresholds for ERM and RobustRegRisk,
and choose 0.26 and 0.49, respectively.

Section[7.7.3}

* Logistic regression on HIV. We tune the g parameter for GCE based on validation
data. We use g = 0,0,0.7,0.3 respectively for the four scenarios we consider. For
RobustlyRegRisk, we use £ = 10 (where 7 is the training sample size) and we find
that the performance is not sensitive to the choice of p. For CVaR, the tuned « value is
0.5 when the data imbalance ratio is 1:4, and 0.1 when the imbalance ratio is 1:20. For
focal loss, we tune the hyperparameters for best performance and select y = 2, « =0.5,
0.1, 0.5, and 0.2 for four scenarios. For HAR, we tune the regularization parameter A
via grid search from {0.1,1,2,5,10} and select the best one. We use t = —2 for TERM in
the presence of noise, and tune the positive t’s based on validation data. In particular,
the values of tilts under four cases are: (0, 0.1), (0, 50), (-2, 5), and (-2, 10) for TERM,
and (0.1, 0), (50, 0), (1, -2) and (50, -2) for TERM,,.

* ResNet32 on CIFAR10. We reproduce (and then directly take) the results from [45] for
all baseline methods. For hierarchical TERM, we scale t from 0 to 3 for group-level
tilting, and scale ¢ from 0 to -2 for sample-level tilting within each group. A is set to 0.2.

We use the default hyperparameters (batch size, learning rate, etc) in the open-sourced
code of HAR [45] for TERM.
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