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Abstract

The undisciplined use of shared mutable state can be a source of program errors when aliases
unsafely interfere with each other. While protocol-based techniques to reason about interference
abound, they do not address two practical concerns: the decidability of protocol composition and
its integration with protocol abstraction. We show that our composition procedure is decidable and
that it ensures safe interference even when composing abstract protocols. To evaluate the expres-
siveness of our protocol framework for ensuring safe shared memory interference, we show how
this same protocol framework can be used to model safe, typeful message-passing concurrency
idioms.
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1 Introduction

The interactions that can occur via shared mutable state can be a source of program errors. When
different clients access the same mutable state, their actions can potentially interfere. For instance,
the programmer may wrongly assume that a cell holds a particular type, when another part of the
program has changed that cell to hold a different type. When this happens, the program may fault
due to unsafe interference caused by unexpected actions through other aliases to that shared state.
Thus, to reason about interference we must reason about how state is aliased and how the different
aliases use the shared state.

Our technique builds on the use of linear capabilities [1] to track type-changing resource mu-
tation within the framework of a linear type system. However, relying solely on linearity is often
too restrictive. For instance, linearity enforces exclusive ownership of mutable state, which is in-
compatible with multithreading—i.e. linearity forbids sharing. To allow sharing, we extend the
concept of rely-guarantee protocols [21]. By sequencing steps of “rely=>guarantee” actions, each
protocol characterizes an alias’s local, isolated perspective on interactions with a piece of shared
state:

“what I assume about the state” = “what | guarantee about the state” ; next step

current step

Since the interactions performed by an alias may change over time, a rely-guarantee protocol is
formed by a sequence of steps that specify each interfering action. Each step relies on the shared
state having some type and then, after some private actions, guarantees that the shared state will
now have some other type, which becomes visible to other aliases. By constraining the actions
of each alias, we can make strong assumptions about the kind of interference that an alias may
produce, in the spirit of rely-guarantee reasoning [16]. Naturally, not all protocols compose safely.
While a protocol describes its own actions on a piece of shared state, protocol composition will
ensure that those actions are safe w.r.t. the actions that can be done via other existing (and even
future) protocols over that state. Composition is safe only if the set of protocols accounts for all
possible run-time action interleavings.

Our main contribution is a decidable protocol composition procedure that also allows abstract
protocols to be composed. We break down our contributions as follows:

e We adapt the existing constructs of rely-guarantee protocols [21] to work in a system with
concurrent runtime semantics, and show that rely-guarantee protocols are useful to reason
about safe interference in the concurrent setting.

e We give an axiomatic definition of protocol composition. We show that this procedure can be
implemented in a sound and complete (w.r.t. the formal definition) algorithm that terminates
on all legal inputs.' The protocol composition algorithm is implemented in a prototype.>

'Note that we have not proven the decidability of the entire type system, but only of the protocol composition
algorithm which is at its core. The remainder of the type system is more conventional and we did not encounter
difficulties with decidability when implementing similar rules in our prior work [21].

2See: http://www.cs.cmu.edu/~foliveir/protocol-composition.html
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X € VARIABLES t € Tacs f € FieLps p € LocarioN CONSTANTS

e =V (value) | lockv (lock locations)
| v.f (field selection) | unlock v (unlock locations)
| vv (application) | forke (spawn thread)
| letx=eineend (let)
| newv (cell creation) vV = p (address)
| deletev (cell deletion) | x (variable)
()Y (dereference) |  Ax.e (function)
| vi=v (assign) | {E} (record)
| |

case v of t#x — eend (case) t#y (tagged value)

Notes: Z is a potentially empty sequence of Z elements. p is not source-level.

Figure 1: Values (v) and expressions (e).

e We show that our use of type abstraction and bounded quantification at the protocol level
enables us to model new, and more general, polymorphic forms of safe modular shared state
interactions.

e We prove our system sound through progress and preservation theorems that show the ab-
sence of unsafe interference in correctly typed programs. Our design ensures memory safety
and data-race freedom, where linear resources are shared via protocol composition (a partial
commutative monoid [19, 8]).

e We evaluate the expressiveness of our system by discussing how our core shared memory
protocol framework is capable of expressing safe, typeful message-passing idioms.

Next, we briefly introduce the language that “hosts” our protocols, with the remaining text fo-
cused on discussing new protocol-level features. Sections 2 and 3 introduce our novel definition of
protocol composition and its extensions to support abstract protocols. Section 4 discusses technical
results. The paper ends with discussions of expressiveness, related work, and conclusions.

1.1 Preliminaries: Language Overview

Our language supports fork/join concurrency combined with lock-based mutual exclusion, where
all threads share a common heap. We use the variant of the polymorphic A-calculus shown in Fig.
1. For convenience, the grammar is let-expanded [31] so that all constructs, except let, are defined
over values. The language includes first-class functions (1), records ({f—:v}) that label a value
as f, and tagged values (t#v) to mark a value with a tag. Standard constructs are used for field
selection, application, let blocks, memory allocation, deletion, assignment, dereference, and case
analysis. “lock v’ atomically locks a non-empty set of locations (ensuring both mutual exclusion
and forbidding re-entrant uses) and analogously with “unlock v”. “fork e¢” executes the expression

4



/[ assume ‘y’ in scope y:lref 1, rw 1 int
y := "ok!"; y:!ref 1, rw 1 string
let x = y in x:lref 1, y:!lref 1, rw 1 string
x := false; x:ref 1, y:!ref 1, rw 1 boolean
delete x; x:lref 1, y:lref 1

ly // Type Error: missing capability to location ‘I'.

Figure 2: Tracking linear capabilities.

in a new thread while sharing access to the common global heap. The operational semantics are
standard and, as such, are only shown in the appendix. They produce the standard evaluation of
the language’s constructs such as creating or deleting memory, spawning new threads, etc.

Mutable References We type mutable references by following the design proposed in L? [1].
Therefore, a mutable cell is decomposed into two components: a pure reference, which can be
freely copied; and a linear [13] capability, a resource that is used to track the contents of that cell.
To link a reference to its respective capability, we use location-dependent types. For instance, a
new cell has type 3L.( ('ref [) :: (rw [ A) ). This type abstracts the fresh location, /, that was
created by the memory allocation. Furthermore, we are given a reference of type “!ref [’ to mean
a pure/duplicable (!) reference to a location /, where the information about the contents of that
location is stored in the linear capability for /. The permission to access (e.g. dereference) the
contents of a cell requires both the reference and the capability to be available.

Our capabilities follow the format “rw [ A”, meaning a read-write capability to a location
[ that currently has contents of type A (the type of the value, given in “new v”, that initializes
the new cell). We depart from [1] by making capabilities typing artifacts that only exist at the
level of typing. Consequently, capabilities are managed implicitly by the type system rather than
manually manipulated by the programmer via language constructs. However, we may still need
to associate a capability with another type. For this reason, we use the notion of stacking [22].
In A..( ('ref ]) :: (rw [ A) ) we see that the capability to [ is stacked on top of “!ref [” since the
capability is to the right of the ““::”. This allows the capability to be bundled together with the ref
type, but no action is required to unbundle them if they are needed separately. We refer to prior
work [19, 22, 21, 1] for more details on the use of capabilities, locations, and stacking, as well as
convenient abbreviations. Here, it suffices to assume that they are handled automatically by the
type system, as our focus here is on safely sharing the linear resources.

In the scheme above, all the variables that reference the same location also share a single linear
(i.e. “exclusively owned” or “unique”) capability that tracks the changes to that location’s contents
(as shown in Fig. 2). However, this tracking relies on a compile-time approximation of how vari-
ables alias, which constrains how state can be used. Since the linear capability must be (linearly)
threaded through the program, this scheme forbids aliasing idioms that require “simultaneous” ac-
cess to aliased state, such as when multiple threads share access to a cell. To enable this form of
sharing, we split a linear resource into multiple protocols. Each protocol controls how an alias
interacts with the shared state, without depending on precise knowledge of which variables alias



X € VARIABLES X € TYPE VARIABLES p € Locarion CONSTANTS | € LocCATION VARIABLES

t € Tags £ € FiELps p = pll u:=11X U :=plA

A = A (pure/persistent) | (rec X().A)[U] (recursive type)

| A—oA (linear function) | A9A (alternative)

| [f:A] (record) | A&A (intersection)

| D t#A; (tagged sum) | TwpA (read-write capability to p)

| VIA (universal location) | none (empty resource)

| dILA (existential location) | top (top)

| VX<:A.A (bounded universal type) | A A (stacking)

| dX<:A.A (bounded existential type) | A=xA (separation)

| refp (reference type) | A=A (rely)

| X[U] (type variable) | A;A (guarantee)

Notes: we simplify X[] to X; &, &, %, + are commutative and associative.

Figure 3: Types (A).

each other. We will continue with a brief presentation of the base language, before diving into the
details of our sharing mechanism in Section 2.

Types (Note that rely and guarantee types will only be discussed in the next section, when we
present sharing). Our types (Fig. 3) follow the connectives of linear logic [13]. For this reason
a function type uses — (instead of —) to denote a linear function. The linear restriction can be
lifted when the type is preceded by a “bang”, such as in !A, which denotes a pure/duplicable
type. Records are typed as [f : A] where each field f types the value of the record with some type
A. ) t;#A; denotes a single tagged type or a sequence of tagged types separated by + (such as
“a#A + b#B + c#C”). We have separate existential and universal quantification over locations and
types, since locations and types are of different kinds. Note that we leave V/3 as typing artifacts
and as such they do not have corresponding constructs in the language. Quantification over types
can provide a type bound (on the right of <:) and where top is assumed by default when the bound
is omitted.
Our recursive types (assumed to be non-bottom types) are equi-recursive, interpreted co-inductively,

and satisfy the usual folding/unfolding principle:

(rec X(u).A)[U] = A{(rec X().A)/ XU /u} (EQ:REC)

Recursive types may include a list of type/location parameters () that are substituted by some
type/location (U) on unfold, besides unfolding the recursive type variable (X).

We use @ to denote a union of alternative types, and & to denote a linear choice of different
types. none is the empty resource. Finally we have “A, :: A;” for stacking resource A; on top of
Ap. Stacking is not commutative, so that it is not guaranteed that “A, :: A; :: A,” can be used in
place of “Ay :: A, :: A;”. To enable resource commutation, we use * such that “Ag :: (A * Ay)”
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’I“ |[AgFe:AHA; ‘ Typing rules, (1:*)

(T:PURE) (T:PUrRE-ELIM) (T:FrRAME)
I'[-+rv:A4- Lx:Ag|Agre: A4 A IF'Ayre:A4A
I'l-Frv:1A4- ' Ag,x:1AgFe: A 4 A I'Ag, Ay Fe:AA4AALA,
(T:FuncTion) (T: APPLICATION)
A x:Ayre: A A- LAy vy :Ayg o A4 A FCIA vt ApH A,
I'ArAxe: Ay —o A H- I'|AgFvogvi i Ay 4 Ay
(T:NEW) (T:DELETE)

Ay FVv:A4A I'Agrv:3dl((lref]):: xwlA)) 4 A;
'|Agrnewv: dAL((lref]) :: (rwlA)) 4 A, I['|Ag+deletev:dlLA 4 A
(T: ASSIGN) (T:LET)

FlA()I-VIZAo-|A1 F|A0|-€0:A0-|A1

A Fvy:refp4A,,rwpA, I'AL,x:Agre 1A 4 A,
F|A0|—V0 =y A -|A2,I'WpA() Flel—Ietx:eoinel end:A1 -|A2
(T:DEREFERENCE-LINEAR) (T:LocOPENBIND)
CAgrv:refp+4A,rwpA ILl:loc|Ayg,x: A Fe:Ay4A;
I'Agr!v:A4ALTWp![] I'Ap,x:AlA Fe: Ay 4 A

(T:SUBSUMPTION)

' Ay <: Ay F|A1|-€ZAO-|A2 I'rAy <: A FFA2<ZA3
FlAOI—e:A1—|A3

Notes: bounded variables of a construct and type/location variables of quantifiers must be fresh in the rule’s conclusion.

Figure 4: Typing rules (selected).

and “Ay :: (A, * A))” are interchangeable via subtyping. For clarity, we will review these type
annotations as we present examples further below. Note that we do not syntactically distinguish
resources (such as capabilities or protocols) from value-inhabited types. However, the type system
ensures that types such as hone can never be used to type a value. Indeed, even though “wrong”
types can be assumed (such as in a function’s argument) they can never actually be introduced as
values.

Type System To enable automatic threading of resources, we use a type-and-effect system with
judgments of the form: T'| Ao F e : A 4 A; stating that with lexical environment I" and linear
resources Ay we assign the expression e the type A, with effects resulting in the resources in A;.



The typing environments are defined as follows:

r .= . (empty) A = - (empty)
, X A (variable binding) | A, x:A (linear binding)
, p:loc (location assertion) | A, A (linear resource)

| T

| T

| I, X<:A (bound assertion)

| I, X:k (kind assertion) k

type | type — k | loc — k (kinds)

Recursive type variables are given an — kind, where the left hand side tracks the type/location
kind of a parameter of that recursive type.

Fig. 4 includes a few selected typing rules. Additional rules are shown below as they become
relevant to the discussion on sharing, with the remainder left to the appendix. (T:PURE) types
a value as pure if the value does not use any resources. If a variable is of a pure type, then
(t:PureELm) allows the binding to be moved to the linear context with its type explicitly “banged”
with !. (T:FrAME) enables framing [30] resources that are not used by an expression, just threaded
through the expression. Since a function, (T:FuncTtioN), can depend on the resources inside of A
(which the function captures), a functional value must be linear. However, the function can later
be rendered pure (!) through the use of (T:PuUrE) if the set of resources it captures is actually empty.
(T: AppLICATION) 1S the standard rule. As discussed above, (T:NEw) and (T:DELETE) manipulate types
that abstract the underlying location that was created or that is to be deleted. (T:AssiGN) updates
the contents of a location with the type of the newly assigned value. (T:LeT) threads the effects
of ¢ to the initial linear resources of e;, sequencing the evaluation of the expressions as usual.
(T:DEREFERENCE-LINEAR) removes the contents of a cell, leaving the residual “unit” type behind (the
semantics leave the cell unchanged but unusable through typing). (T:LocOpPENBIND) illustrates the
non-syntax-directed opening of existential location packages.

The subtyping rules are deferred to the appendix, but it suffices to know the subtyping judg-
ment, [' - Ay <: A;, which states that A, is a subtype of A;, meaning that A, can be used any-
where A is expected. An analogous judgment governs subtyping between linear environments,
I' - Ag <: Ay. Thus, the (T:SuBsumpTioN) rule simply states that we can type an expression while
using weaker assumptions and ensuring a stronger result and effect, as these types cannot break
the conclusion’s types expectations.

2 A Protocol for Modeling join

We begin by describing how non-abstracted protocols compose and how rely-guarantee protocols
work in the concurrent setting. Our language supports the fork/join model of concurrency, in which
a join is encoded via shared state interactions. There are two participants in this interaction: the
Main thread and the Forked thread. The forked thread computes some result. When the main thread
joins the forked thread it will wait until the result becomes available, if it is not yet ready. Our
primitives to interact with shared state are reading/writing and locking/unlocking. Because of this,
our protocols must explicitly model the “wait for result” cycle of a join.? A thread scheduler could

3Each protocol must be aware of all valid states, as an omission would leave room for unsafe interference, such as
when later re-splitting that protocol.
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4

reduce or eliminate the spinning caused by this “busy-wait”, but this is beyond the scope of our
discussion. We define the two protocols as follows:

F
M

Wait = Result ; hone
(Wait > Wait ; M) @ (Result = Done ; Done)

> 1>

Each protocol contains a sequence of steps that control the use of locks and specify the (type)
assumptions on that locked state. Since locks hide all private actions, the protocols will only need
to model the changes that become visible upon unlocking. These changes are bounded by a single
lock-unlock block, which is mapped to a single rely=guarantee step in the protocol. When we
lock a cell we will assume that the state is of some type and, when we eventually unlock that cell,
we will guarantee that it changed to some other type. Multiple steps can be sequenced using the ;
operator.

The forked thread will be given the F protocol. This protocol initially assumes that the shared
state is of type Wait on locking. In order to legally unlock that cell, we must first fulfill the
obligation to mutate the state to Result. Once that guarantee is obeyed the protocol continues as
none. This empty resource type models termination since the forked thread will never be able to
access that shared state again. Note that since subsequent steps may be influenced by the guarantee
of the current step, a protocol step is to be interpreted as “Wait = (Result; none)”.

The Main protocol includes two alternative (@) steps that describe different uses of the shared
state. If we find the shared cell containing the Wait type then the main thread must leave the state
with the same type, before later retrying M. Otherwise, if we find the cell containing a Result, we
know that F has already terminated and can no longer access the shared state. In that situation, we
mutate the cell to Done and unlock it so that each lock always has a matching unlock. Afterwards,
the protocol continues as Done, a type that is just a regular linear capability. Thus, M recovered
ownership of the shared state and Done can continue to be used without locking since the cell
is no longer shared. We can now give concrete definitions for Wait, Result, and Done as types
describing a single capability to location [ as follows:

Wait £ rw/Wait#![] Result = rw/Result#int Done = rw!![]

Wait is a capability to location / containing a tagged value, where Wait is the tag and “![]” (a pure
empty record) is the type of the value. Result is a capability for / containing an integer value tagged
with Result. The two tags will enable us to distinguish between the Wait and Result alternatives
by using standard case analysis. With Done the content is an empty pure record (“unit”).

Each protocol describes an alias’s local, isolated view of the evolution of the shared state. Thus,
we can discuss the uses of each protocol independently. Because a protocol is a linear resource,
the forked thread will “consume” or “capture” F in its context, making it unavailable to the main
thread. As with any linear resource, F is tracked by the linear typing environment (A) and is either
used by an expression or threaded through to the next expression. However, the forked thread
and main thread can share the enclosing lexical typing environment (I') because it only contains
pure/duplicable assumptions. A possible use of the F protocol follows.

fork I'=c:refll:1loc | A =work :![] -int, F
let r = work {} in I'=r:int,.. | A = Wait = (Result; none)



= N e Y]

(-

w

lock c; = | A = Wait, (Result; none)

Cc := Result#r; TR=- | A = Result, (Result; none)
unlock c r=.. | A = none
end = | A=-

I" contains a reference (c) to the location (/) that is being shared by the protocol, and A contains a
variable with the (linear) function that computes the work that the thread will do. (In this example
both protocols refer to a well-known common location, but our technique also allows each protocol
to J abstract its locations.) Line 4 consumes the function work by calling it, storing the result in
variable r. At this point we want to update the shared state to signal that the result is ready. Since
we are accessing shared state in a multi-threaded environment we first lock the shared location
that is being referenced by c. To type a lock we must map the locations listed in the lock to those
contained in the rely type of the protocol. Well-formedness conditions on the protocols ensure that,
at each step, the rely and the guarantee types refer the same set of locations so that no lock on a
location goes without a respective unlock.

I'l-+rv:refp+- locs(Ag) = p
A, Ag= A +lock Vv ![]4A, A, Ay

(T:Lock-RELY)

When locking (line 5), the step of F is broken down into its two components: the rely type (Wait)
and the guarantee type (Result; none). While Wait describes the linear resources that are now
available to use, the guarantee type is an obligation to mutate the state to fulfill the given type
before unlocking. Indeed, line 7 is only valid because the shared state was modified to match the
promised guarantee type (Result).

I'l-Frv:refp4- locs(Ag) =p
' A, A, (Ap; A+ unlock v : 14 A, A,

(1:UNLOCK-GUARANTEE)

(with parenthesis used for clarity). Once the guarantee is fulfilled, we can move on to the next
step of the protocol (in the case of F, none; or Ay, in the case of the rule above). The none type
is the empty resource that can be automatically discarded, leaving A empty (). Thus, the uses of
protocols are mapped to the (T:Lock-REeLy) and (T:UNLock-GUARANTEE) rules that step a protocol.
We now show the rest of the encoding:

let newFork = Awork. r=- | A =work :![] — int
let ¢ = new Wait#{} in I'=c:refl [:1loc | A=rw [ Wait#![], ...
fork ... //lines 3 to 8 shown above. r=.. |A=NMF, ..

To simplify the presentation, our term language is stripped of type annotations. However, the
newFork function has type !((![] —o int) —o (![] — int)) where the argument of this pure
function is the work to be done by the thread, as was shown above. The resulting function is the
join (shown below) that, once called, waits for the forked thread’s result. Line 2 creates the cell
that will be shared by the main and forked threads. This new cell, although typed 3/.( ('ref [) ::
(rw [ Wait#![]) ), is automatically opened by the type system via (T:LocOpENBIND) to allow direct
access to the ref [ reference via variable c.

10



Line 3 shares the cell by splitting the capability to location / into the M and F protocols. This
split is done in a non-syntax-directed way through (T:SusumpTtioN) (of Fig. 4), combined with the
following rule for subtyping on A’s:

'k Ay <: Ay I'rAg= A || Az
J A(),A() <:A,ALA,

(SD:SHARE)

Where the following resource split (=) is used:
' + Wait = M| F (recall: Wait = rw [ Wait#![])

This split results in the capability to location / being replaced by the two protocols, M and F, in
A. The composition check (described in the next subsection) relies on the knowledge that M and
F share the same location. Once the protocols are known to compose safely, however, we no
longer need to track this sharing—each protocol can abstract the location being accessed under a
different name, and they can be used independently. The fork expression is typed by consuming
the resources that the fork will use (such as F in the fork of line 3):

I'Avre:![]4-
I'Arforke:![]+-

(T:Fork)

This rule is somewhat similar to (T:Function), but the result type is unit because fork does not
produce a result. Thus, a fork is executed for the effects it produces on the shared state. As such,
to avoid leaking resources, the final residual resources of the forked expression must be empty and
the resulting value pure (note that “!A <:![]7).

Finally, we show the join function that will “busy-wait” for the forked thread to produce a result.
Its use of both recursion and case analysis should be straightforward as they follow standard usage.
The following text will focus on the less obvious details.

A_.rec R. A = (Wait = (Wait;M)) @ (Result = (Done;Done))
[a]A = Wait = (Wait; M) [b]A = Result = (Done; Done)
lock c; [a]A = Wait, (Wait; M) [b]A = Result, (Done; Done)
case !c of [a]lA = rw [ ![], (Wait; M) [b]JA =rw [ ![], (Done;Done)
Wait#x — // must restore linear value [a]lA = rw [ ![], (Wait; M)
c := Wait#x; [a]lA = Wait, (Wait; M)
unlock c; [aAJA =M
R // retries
| Result#x — [bII'=x:int,... | A=rw [ ![], (Done; Done)
unlock c; [bI'=x:int,... |A=rw [ ![]
delete c; [b]II' = x:int,... |A=-
X
end
end
end
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We omit I to center the discussion on the contents of A. The alternative type (@) lists a union
of types that may be valid at that point in the program. To use such a type, an expression must
consider each alternative individually via (T: ALTERNATIVE-LEFT):

Fle,Aol-elA2-|A1 rle,A1F€IA2-|A1
Fle,Ao@Al Fe:Ar A

(T: ALTERNATIVE-LEFT)

The breakdown of @ (line 10) is done automatically by the type system. Thus, the body of the
recursion must be typed individually under each one of those alternatives, marked as [a] and [b].
The type of the resource on each alternative contains a sum type that matches different branches in
the case of line 12. Note that it is safe for this sum type to only match a subset of the branches that
the case lists. The remaining branches are simply ignored when typing the case with that sum

type:

FlAOI—v:Ziti#AﬁA] FCIALxi:Aire i A4 A, ZS]
(T:CASE)

['|Agrcasevof ti#x; > ejend:A4A;

This enables the same case to produce different effects, such as obeying incompatible guarantees,
based solely on the tagged contents of v. For instance, the Result branch will recover ownership
and destroy the shared cell (line 19), while the Wait branch must restore the linear value of that
cell (that was removed by the linear dereference of line 12, that left “rw / ![]” in A) before retrying.
Although line 19 deletes the cell, we first unlock the cell to fulfill the “Done; Done” guarantee of
the final protocol step.

A rely-guarantee protocol is a specification of each lock-unlock usage, modeled by a protocol
type. Therefore, we will continue the discussion on interference by only looking at the protocols,
while omitting the actual concrete programs that use them.

2.1 Checking Safe Protocol Composition

We now introduce our main contribution: a novel axiomatic definition of protocol composition,
which is later extended to support abstraction. Composing protocols over some shared state re-
quires considering all possible ways in which the use of these protocols may be interleaved. Thus,
regardless of the non-deterministic way by which aliases are interleaved at run-time, a correct
composition will ensure that all possible uses are safe.

Intuitively, a binary protocol split will generate an infinite binary tree representing all combi-
nations of interleaved uses of the two new protocols. Each node of that tree has two children based
on which protocol remains stationary while the other is stepped. Since this tree may be infinite, we
must build a co-inductive proof of safe interference. We only consider binary splits when checking
composition but since a protocol can be later re-split, there is no limit to how many protocols may
share some state.

The two protocols, M and F, shown above contain a finite number of different positions. We
call a configuration the combination of the positions of each protocol and the current type of the
shared resources. Each configuration is of the form:

(I' v Resources = Protocol || Protocol )
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Thus, when we split a Wait cell into protocols M* and F°, we get the following set of configurations
that simulate the uses done via the protocols (seen as atomic public transitions of lock-unlock uses,
corresponding to the respective rely and guarantee types):

{O(T'-Wait=M||F), @ (I + Result= M| none),
© (I'+ Done = Done||none ), ® (T - none = none || none ) }

Configuration @ represents the initial split of Wait into M and F. Starting from some configu-
ration, we will leave one of the protocols stationary while we simulate a use of the shared state (a
step) with the remaining protocol. From @ if we step M we will stay in the same configuration. If
instead F is stepped, we get to configuration @ that changed the state to Result and terminates the
F protocol. By continuing to step M we have the two last configurations: ® where the last step of
M is ready to recover ownership, and @ where the ownership of the shared resource was recovered
and all protocols have terminated (i.e. all resources are empty, hone).

Upon sharing, the ownership of the shared resources belongs to all intervening protocols; all
protocols can access the shared resources through locking. Ownership recovery means that this
ownership is given back to one single protocol and “revoked” from all remaining protocols. In
our protocols, recovery is modeled via protocol termination, such that a step transitions to a state
rather than to another protocol step. However, to be safe, we must be sure that this permanent
ownership transfer only occurs on the last protocol to terminate, ensuring that no other protocol
may accidentally assume that that shared state is still available. The ownership recovery in ©
transfers Done from the “pool” of shared resources to the alias that uses the last step of the M
protocol. We also see by @ that this stepping consumes both the shared resource (leaving it as
none) and the final “step” of M (leaving the protocol position also as hone).

All protocol configurations shown above can take a step. (Even none can take a vacuous step
that remains in the same configuration since none cannot change the shared resources.) Therefore,
each protocol will always find an expected state in the shared cell regardless of how protocols are
interleaved—i.e. all interference is safe since no configuration is stuck. A stuck configuration
occurs when at least one of the protocols cannot take a step with the current type of the shared
resources. For instance, (I" - Result = M || F) cannot take a step with F since F does not rely on
Result in any of its available steps. If such stuck configurations were allowed to occur, then a
program could fault due to unexpected values stored in shared cells or due to attempts to access
cells that were destroyed using wrong assumptions of ownership recovery.

Protocol composition ensures that a resource, R (capabilities or protocols), can be shared (split)
as two protocols, P and Q, noted: I' + R = P | Q. Fig. 5 lists the grammatical categories
(for protocols, states and resources) that we consider when composing protocols. As exemplified
above we use a set of configurations, C, to represent the positions of each protocol as we traverse
all possible interleaved uses of the two new protocols. C is defined as:

C = (I'tR=>P||Q) (configuration)
| C-C (configuration union)
M £ (Wait= (Wait; M)) @ (Result = (Done; Done))
5F £ Wait = ( Result; none)
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P,Q ::= (rec X(w).P)[Up] | X[Up] | P®P | P& P | none
| S=P | S;P| AP |VILP|IAX< AP | VX< AP
S = (rec X(@).5)[Us] | X[Us] | S®S | S&S | none | A=A | rwpA
R:=P|S
Note: that the structure of allowed protocols is further restricted via protocol composition, beyond the syntactical

categories above. Namely, abstraction is only enabled by the rules of Section 3.3.

Figure 5: Grammar restrictions for checking safe protocol composition: Protocols, States, and
Resources.

Protocol composition, applied via (sp:SHARE), ensures that all configurations reachable through
stepping are themselves able to take a step, as follows:

(TFR=P|O)T Co - C (ON)
(WFE:SpPLIT) (WF:CONFIGURATION)

TFR=P|Q Col

Where C 7T signals the divergence of stepping, consistent with the co-inductive nature of protocol
composition. We use a double line, as in (Wr:CONFIGURATION), to mean that a rule is to be interpreted
co-inductively. This definition accounts for protocols that never terminate and also ensures that all
protocols can take a step with a given resource.

We now discuss the basic protocol composition definition of Fig. 6. (c:ALLSTEP) synchronously
steps all existing configurations, where each configuration is stepped through (c:Step). We use R,
(where , is either L or R) to specify the configuration reduction context on one of the protocols of
a configuration, while the remaining protocol remains stationary, i.e.:

R (O]
Re[O]

Ol Q (for the Left protocol, Q is stationary)
PO (for the Right protocol, P is stationary)

The subsequent stepping rules use R to range over both R, and Rg.

We use three distinct label prefixes to group the stepping rules based on whether a rule is
stepping over a protocol (c-ps:*), stepping over some state (c-ss:*), or is applicable on both kinds
of resource (c-rs:*). (c-rRs:NONE) “spins” a configuration since a terminated protocol cannot use
the shared resources but must be stuck-free for consistency with our definition. The following
(c-rs:* ALTERNATIVE) and (c-Rrs:*INTERSECTION) rules “dissect” a resource based on the alternative
(@) or choice (&) presented. Each different alternative state must be individually considered by
a protocol, while only one alternative step of a protocol needs to be valid. The situation is the
reverse for choices: all choices of a protocol must have a valid step, but a step of a protocol can
choose which resource to consider when stepping. State stepping, (c-ss:STEp), transitions the step
of the protocol and changes the state of the shared resources to reflect the guaranteed state of the
protocol. Ownership recovery, (c-ss:RECOVERY), “consumes” the shared state (leaving it as none)
which models the transfer of ownership of that state back to the client context that uses the final
step of the protocol. Protocol stepping, (c-ps:STep), requires an exact simulation of the rely and
guarantee types when stepping both the simulated protocol and the current stepping protocol.
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Composition, (c:*)

(c:StEP) (c:ALLSTEP)

(TERR.[P1)—>Co  RD]l=D|Q Co— G,

(T'FR= RR[Q]) > C RelO] = PO € -G
<FFR3P||Q>+—>COC1 CO'C]HCZ'C3

Composition — Reduction Step, (c-rs:*)
(c-rs:NONE)

(T'FR = R[none] ) — (I'+ R = R[none] )

(C-RS:STATEINTERSECTION) (c-RS:PROTOCOLALTERNATIVE)
(T'FRy=> R[P])— C (F'FR= R[Py] ) C
(I'F Ry&R = R[P])— C (FT'FR= R[Py® Py C
(c-RS:PROTOCOLINTERSECTION) (C-RS:STATEALTERNATIVE)
('R = R[Py] ) — Cy (I'FRy = R[P] ) Cy
(F'FR= R[P]) - C ('R = R[P] ) C

(rl—RSR[P()&Pl]>I—>CQC] <FFRO®R13Q[P]>I—>CO'C1

Composition — State Stepping, (c-ss:*)
(c-ss:STEP)

(TFSy 2> R[So=S1;P]) > (T+S, = R[P])

(c-ss:RECOVERY)

(TS =2 R[S]) = (T none = R[none] )

Composition — Protocol Stepping, (c-ps:¥*)
(c-ps:STEP)

(F'rSo=>830=2R[So=S51:P1) = ('t 0= R[P])

Figure 6: Basic protocol composition stepping rules.
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Note that the rules above also enable the re-splitting of a protocol by extending an ownership
recovery step. In this situation, we have that the simulation of the original protocol will seamlessly
switch from the protocol stepping rules to the state stepping rules.

3 Polymorphic Protocol Composition

Up to this point, protocol composition does a strict stepping of protocols. Consequently, stepping
requires each protocol to know the exact type representation of the shared resources. Ideally, to
improve both locality and modularity, each protocol should only depend on the type information
that is relevant to the actions done through that alias. For instance, the action done through the F
protocol of page 9 does not need to know the precise type (Wait) that is initially stored in location
. Thus, we want to be able to abstract Wait as X such that the protocol only keeps the typing
information that is relevant to that protocol’s local perspective on the shared resources:

AX.( rw/X = ( rw/Result#int ; none ) )

Similarly, the wait step of the M protocol only depends on the tag of the shared cell enabling
everything else to be abstracted from its perspective:

AX.( rwilWait#X = (rwi/Wait#X ; M) ) & ...

Since rely-guarantee protocols are first-class types, they can move outside the scope of a “mod-
ule”. Without this form of abstraction, such a move would either expose potentially private infor-
mation or limit how clients may later re-split the shared resources. While enabling protocols to
abstract part of their uses based on their perspective of the shared resources improves modularity
and increases flexibility, it also brings new challenges on defining safe protocol composition and
ensuring its termination. We will focus the discussion on two new aliasing idioms that this kind
of abstraction enables: a) existential-universal interaction, how a universally quantified guarantee
can safely interact with an existentially quantified rely; and b) step extensions over abstractions,
how abstractions enable existing protocol steps to be re-split (i.e. nested protocol re-splitting) yet
without the risk of introducing unsafe interference on older protocols of that state.

Section 4 approaches the decidability problem. The remaining of this section starts by intro-
ducing the basic intuition of how protocol-level abstraction works, before extending our axiomatic
definition of composition to account for abstraction.

3.1 Existential-Universal Interaction

Enabling existential abstraction over the contents of the shared state will naturally allow a greater
decoupling from the actions done by other aliases to that shared state. However, since a protocol
encodes sequences of steps, ensuring safety must also account for the validity of the scope of the
opaque type. For instance, consider the composition:

F'rFrwpint= AX(rwpX = rwpX;rwpX = ...) || (rwpint = rwpboolean; ...)
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On the left protocol, the assumption of X extends beyond a single step. Because the right protocol
can change the underlying representation of X, this composition cannot be ruled safe. Indeed, if
X were of a pure type, the left protocol could potentially reintroduce a type that would unsafely
interfere with the right protocol’s assumptions on the shared state. Thus, while the left protocol
depends on an opaque type, it still requires that the “lifetime” of X extends to the next step.

We now discuss the core ideas that enable the safe composition of protocols that interact over
abstractions. First the interaction will only occur via the “lifetime” of the stored type (as it changes
on each step), and then we will use bounded quantification to enable types that are less opaque.
Consider the following protocols that are sharing a location p:

Nothing = 3X.(rwp X = rw p X ; Nothing)
FulllY] £ rwpY =VZ(rwpZ; Full[Z])

The Nothing protocol is defined using X to abstract the contents of the shared cell on a single step,
while also guaranteeing that X is restored before repeating the protocol. Thus, Nothing cannot
publicly modify the shared state, although p can undergo private changes. Conversely, Full is
able to arbitrarily modify the shared state by allowing its clients to pick any type to apply to the
V of the guarantee. Full itself is parametric on the type that is currently stored in the shared cell,
Y. Each step of Full can exploit the precise local information on how the state was modified,
by remembering its own changes to cell p. However, the “lifetime” of X in Nothing is restricted
to a single step. Naturally, to be able to check this composition in a finite number of steps, we
must check the changes done by Full abstractly. To illustrate how composition works in this case,
consider the following split where p initially holds a value of type int:

p:loc + rw pint = Full[int] || Nothing
Protocol composition results in the following set of configurations:

(@ (p:loc F rw p int=Full[int] || Nothing),
O (p:loc,Z:type + rwpZ = Full[Z] | Nothing) }

The use of abstraction will mean that each configuration may have different assumptions of type
(and location) variables. Configuration @ is the initial configuration given by the split above,
which includes the assumption that p is a known location. To step Nothing from @, we must first
find a representation type to open the existential. This type is found by unifying the current state
of the shared state (rw p int) with the rely type of Nothing (rw p X). Thus, we see that X is
abstracting int. After we open the existential, by exposing the int type, we see that the step will
preserve int resulting in Nothing yielding the same @ configuration. To step @ with Full[int],
we must consider that its resulting guarantee is abstract. The new configuration, @, must consider
a fresh type variable to represent that new type that a client can pick. In this case, we used Z
to represent that new type. It is straightforward to see that if we were to step Nothing from &
we would remain in configuration @ following similar reasoning to that done for @. Perhaps the
surprising aspect is that further steps with Full will also yield configurations that are equivalent

to @.

17



The typing environment plays a crucial role in enabling us to close the proof of safe compo-
sition. Although each step of Full must consider a fresh type due to the V, stepping results in
configurations that are equivalent up to renaming of variables and weakening of I'. Weakening
allows us to ignore variables that no longer occur free in a configuration. This means that further
steps with Full result in configurations that are equivalent to already seen configurations. Thus,
although the set of different types that can be applied to Full’s guarantee is infinite, the number
of distinct interactions that can legally occur through that shared state is finite if we model those
interactions abstractly. Lifetime conflicts cannot occur with this technique as even if we open an
existential, we must still step the new configuration. Consequently, the problematic composition
above would be detected via stepping.

We can use bounded quantification to provide more expressive abstractions that go beyond the
fully opaque types used above (which are equivalent to a “<: top” bound), and convert this ex-
ample into one of more practical use. By using appropriate bounds, we can give concrete roles to
the Nothing and Full protocols. Consider that we want to share access to some data structure
among several different threads. However, depending on how these threads dynamically use that
data structure, it may become important to switch its representation (such as change from a linked
list to a binary tree, etc.). Furthermore, we want one specialized thread (the Controller) to retain
precise control over the data structure and to be allowed to monitor and change its representa-
tion. Concurrently, an arbitrary number of other threads (the Workers) also have access to the data
structure but are limited to only access its Basic operations.

W
C[Y]

AX <:B(rwpX=>rwpX; W)
rwpY =VZ<:B(rwpZ; C[Z])

A
A

As before W is committed to preserve the representation type of X although it now has sufficient
room to use that type as B. C is now more constrained than before since it is forced to guarantee
a type that is compatible with B. However, C retains the possibility of both changing the represen-
tation type contained in the shared state, and also of “remembering” the precise (representation)
type that was the result of its own local action. Finally, note that we can safely re-split W arbitrarily
(i.e. W = W || W). Protocol composition yields similar set of configurations, but with the bound
assumption on Z.

This form of asymmetric interaction over shared state relates to the full — pure interaction
of access permissions [4]. A full permission allows exclusive write permission to an object,
but also enables read-only permissions (pure) to co-exists. Consequently, each pure permission
must assume that other permissions can modify the shared object up to a certain type, the state
guarantee. While their work focuses on the read-write distinction, and our work is centered on
modeling type-changing mutations (so all aliases can write), the example shows that we are able
to naturally model similar asymmetric interaction within our protocol framework.

3.2 Inner Step Extension with Specialization

Re-splitting an existing protocol while specializing its interference is possible, provided that its
effects remain consistent with those of the original protocol. Namely we can append new steps to
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an otherwise ownership recovery step, or produce effects that are more precise than those of the
original protocol. The first case allows us to connect two protocols together by that recovery step.
The latter case is more interesting: when combined with abstraction it allows specialization within
an existing step (i.e. nested re-splits), enabling new forms of shared state interaction through that
abstraction.

To illustrate the expressiveness gains, we revisit the join protocol of Section 2. However,
instead of spawning a single thread to compute the work, we re-split the join protocol in two
symmetric workers that share the workload. The last of the workers to complete merges the two
results together and “signals” the waiting main thread. First, we rewrite the two protocols to enable
abstraction on the M protocol, and add a choice (&) to the F protocol that enables F to use the state
more than once until it provides a result.

FIX] 2 (rw pW#X = VY.(rw pW#Y ; F[Y])) & (rw p W#X = rw p R#int ; none)
M=3Z(rwpWHZ =>rwpWHZ ; M) & (rw pR#int = rw p int; rw p int)

As before, M will Wait until there is a Result in p. At that point, M will recover ownership of that
cell. Unlike before, M no longer depends on the value tagged as W since it is abstracted as Z. The
F protocol now holds two choices (&): the old step that transitions from Wait to Result, and a new
step that changes the representation of the value tagged as W and used during the wait phase. The
F protocol of Section 2 is a specialization of this protocol since it includes only one of the choices.
In here, we specialize F into two symmetric worKer protocols. To simplify the presentation, we
assume that the worker thread will receive the work parameters through some other mean (such as
a pure value shared among threads). Once a worker finishes its job, it will push the resulting int
to the shared state. If it notices it is the last worker to finish, it will merge the two results together
and flag the state as ready, so that Main can proceed.

K £ (rw p WHE#H[]) = rw p W#R#1int) ; none ) & (rw p W#R#int) = rw p R#int ; none)

It is important to note that the new tags/values are nested inside the old W tag. This ensures that
the new usages remain hidden from M and “look” just like the previous F usage. (There are also
no lifetime conflicts since M does not preserve its type assumption on the abstraction beyond a
single step.) However, these inner tags are used by the two workers for coordination: the W#Empty
tag means that neither thread has finished, and W#Result means that one of the threads has already
finished. We can then re-split F as follows (note the required initial type in F, E#[], for this split to
be valid):
I' - FIE#[]] K || K

Protocol composition follows analogous principles to above, except that we are now simulating the
steps of the original F protocol with the steps of the two new K protocols:

{(I'r FIE#[]] = K | K), (I'+rF[R#int]= K | none),
(T + F[R#int] = none || K), (I Fr none = none || nhone ) }

Each simulation will match the rely and guarantee types of a step in F with a step in K, even
if specializing a V¥ of F to a specific type in K. As before, K can choose which step to simulate
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(c-rRS: WEAKENING) (c-ss:ForaLLLoc)

(ToFR=>R[P]Y—>C (Tl:locrS=>R[S =Pl C
(To,TiFR=>R[P]) > C  (THS R[S = VILP] ) C

(c-ss:OpeNLoc) (c-ss:FORALLTYPE)
(TFS =2 RP{p/])—C (ILX:type, X<:A+rS=2RS=P])—»C
(F'r S = R[ELP] ) C (TFS 2RSS =VX<:AP])—C

(c-ss:OPENTYPE)

'A< A (' § = R[P{A/X}] ) C
(F'r S =>REAX < Ap.P] ) C

(c-ps:ExisTsTYPE) (c-ps:ExistsLoc)

(T,X:type, X <:Ar P R[0])—> C (T,l:loc+P=R[Q])—C
(TFIX < AP REAX < A.Q])> C (TrAP=RELY]) - C

(c-ps:ForALLTYPE)

(ILX:type, X< AFS=P=2R[S=0])—»C
(TEFS 2VX<APRS=>VX< AQ])— C

(c-ps:ForaLLLoc) (c-ps:LocArpp)
(ILl:loc+-S > P=>RS=>0])—»C (T'FS = Pp/=>RS=>0])—»C
(TFS = VILP= R[S = V0]l )—»C (TFS =VIP=R[S=>0])—»C

(c-ps:TYPEAPP)
I'rA; < Ag (F'r S =2 PA/X}2RS=>0])->C

(TEFS 2VX < A)P2RS=>0])—~C

P{A/X} £ “substitution, in P, of X for A”
Note: bound type/location variables of a type must be fresh in that rule’s conclusion.

Figure 7: Protocol composition abstraction extension.

when given a choice (&) of F steps. Similarly, at least one alternative (@) of K must match a step
in F. Therefore, the new K protocols work within the interference of the original F protocol, but
specialize its uses of the shared state.

3.3 Composing Abstract Protocols

The composition rules of Fig. 29 complement those of Fig. 6 to enable composing abstract proto-
cols. Weakening on a configuration (up to renaming), (c-rs: WEAKENING), is the crucial mechanism
that enables us to close the co-inductive proof when using quantifiers. Thus, when we reach a
configuration that is equivalent up to renaming of variables and weakening of I', we can close the
proof. The (c-ss:ForaLL*) rules do similar stepping to (c-ss:STep) but considering an abstracted
guarantee, which results in a typing environment with the opened abstraction. (c-ss:OPEN*) ex-
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poses the representation type/location (if it exists) before doing a regular step. (c-ps:ForaLL*) and
(c-ps:Exists*) open their respective abstraction before doing a regular simulation step. More inter-
estingly, (c-ps:*App) enables a simulated step to pick a particular type/location to apply before that
regular simulation stepping, enabling step specialization during simulation. In the T.R, we also
consider a straightforward extension to protocol composition that enables subtyping over stepping.

3.4 Discussion & Brief Examples

Above, we showed how our local, isolated protocol types can model core interference concepts
over a relatively small and simple calculus. We refrained from adding support for more precise
states and refined data abstractions of others (such as [18]), and focus instead on typestates [22, 33,
34]. However, this is not an intrinsic limitation of our model. If we consider more precise states,
we can (for instance) model monotonic counters from prior work [28, 14] where each counter
shares state symmetrically. Our local protocols model these uses solely from the perspective of a
single alias as:

MC =2 A{j:int}(rwp j =V{i:int|i>jl.(rwp i ;MC))
~—~——— ~— ~—_— \I/'/
J J 1

The protocol models a monotonically increasing counter on location p. The step relies on location
p initially containing some integer, j, and modifying the cell to store some other value, i, that is
greater or equal than j. This interaction can be reduced to the core existential-universal protocol
interaction discussed above (but, in our calculus, using less precise types: J and /) and where the
protocol can be re-split indefinitely.

While our states are less precise, we can enforce more precise uses of that shared state. The
semantics of prior work [28, 14] differed on whether the counter was forcefully used by clients, or
whether the action was simply available to be used. We can model the two cases explicitly:

dp.(('ref p) :: MC — []:: MC)
Enables clients to use the counter an arbitrary number of times or simply thread it through, unused.
VX Ap.((ref p) : AJ(rwpJ =VIi(rwpl; X)) — []:X)

By unfolding the protocol, the function guarantees that a single step of the protocol will be used.
Since we (intentionally) abstract subsequent steps, the function cannot use the counter beyond that
single use. Analogous reasoning can be used to enforce specific, finite, usages.

Adding support for dependent refinement types, and ensuring its decidability (even without
interference), is beyond the scope of our work as we focus on the core composition problem.
However, we believe that the underlying decidability insights made here will carry to a system
with decidable dependent refinement types; even if perhaps requiring more fine-grained conditions
to close the co-inductive proof of safe interference—that are only relevant once more precise typing
is considered.

While we use a relatively simple calculus to keep the theory focused on the core of interference-
control, we can for instance model MVars [25]. Fig. 8 shows an MVar, a structure that contains
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i let newMVar = 2

let m = new Empty#{} in
/I “shares” the new cell using MVar protocol
T+ (rw [ Empty#[]) = MVar[/] || none

{
putMVar = A val.
rec R.
lock m;
case !m of
Empty#x — m := Full#val;
unlock m
| Full#value — m := Full#value;
unlock m;
R // retries
end
end,

splitMVar = A1 _
I' + MVar[/] = MVar([/] || MVar[/]

19 {},

20 takeMVar = A _.

21 rec R.

22 lock m;

23 case !'m of

2 Empty#x — m := Empty#x;
25 unlock m;

26 R // retries

27 | Full#value — m := Empty#{};
28 unlock m;
29 value

30 end

31 end

32 }

13 end

4 end

Figure 8: MVar example.
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let x = new 0 in
// share ’x’ as via some protocols

{
lockMe = A_.lock x,

...
}

Figure 9: Indirect locking.

a single shared cell which is either empty or contains a value of some type. Notable operations
include: putMVar, that waits until the cell is empty before inserting the given value; and takeMVar
which waits until the cell is full to remove the cell’s value, leaving the cell empty. MVars can be
shared by many aliases, each assigned a protocol such as:

MVar[m] £ 3Y.(( (rw m Empty#Y) = (rw m Empty#Y) ; MVar[m] ) &
( (rw m Empty#Y) = (rw m Full#int) ; MVar[m] ) )
® (((rwm Full#int) = (rw m Empty#[]) ; MVar[m] ) &
AY.( (rw m Full#Y) = (rw m Full#Y) ; MVar[m] ) )

The appendix includes additional examples, including modeling examples of prior work with
our more local protocol types. We can also model a shared pair where each alias keeps its own,
local, precise knowledge on one of the two components of the pair stored in that shared state. The
two aliases, L and R, share a common cell but keep part of that state private to itself. While both
can do private actions over the shared cell, they are guaranteed to not interfere with the precise
assumptions of the remaining alias.

PIAI[B] % rwp[A, B
LIA] 2 3AX(P[AIX] = YY.(P[YIX]; L[Y])) T+ PIXI[Y] = LIX]I|IRY]
RIA] 2 3X.(P[X][A] = YY.(PIX][Y]; R[Y]))

Thus, we can use the different perspectives of each protocol to model local knowledge that is
hidden from other aliases, within our core protocol framework without needing additional mecha-
nisms.

Since our types express sharing, we can use standard techniques to abstract the components
of a protocol type after safe composition is checked. This enables an abstraction to expose a
type interface that indirectly manipulates the shared state, such as indirectly locking/unlocking
state (Fig. 9). We can type the record in such a way to hide the type in x but still expose some
information on sharing that is useful for later enabling other typestate functions [22]. For instance:

JA.IB.AC ..., lockMe : [] : (A= B;C) =[] :: (A% (B;C)), add: (int :: A - [] - A), ... ]

Clients can only call add once the type A is available. This could model, for instance, a global lock
on a collection to enable more coarse-grained control over the interference to that collection—but
without exposing the lock to clients. Thus, when 1lockMe returns, the client receives a type that
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lock @a; r=a:ref ea
let b = !a;
lock @b; //locks loc. of 'b’
unlock @a;
let ¢ = !b;
lock @c;
unlock @b;

Figure 10: Hand-over-hand locking example.

expresses that A is available and that a guarantee (B; C) is expected to be fulfilled. However, this
fulfillment can only occur indirectly via the wrapper record as clients do not have a direct way of
accessing or mutating the internals of that shared state.

While we do not guarantee dead-lock freedom, it is possible to type more fine-grained locking
schemes such as hand-over-hand locking (Fig. 10). Consider the protocol of a list’s node:

Llgl £ A((xwq'ref)=L[l]] = (@wgqlrefl); ...)

L is defined over a location ¢ that contains the (abstracted) reference to the next element of the
sequence of locations to be locked. Locking will enable access to that ref / which can then be
locked to gain access to L[/], the next element in the sequence of locations to lock. For brevity,
we make each step simply consume the L protocol of the element in that sequence, instead of (for
instance) re-splitting.

4 Composition Decidability & Other Technical Results

We now show decidability of protocol composition and discuss the remaining technical results of
our language. The decidability statement comes as a direct consequence of ensuring a regular type
structure via syntactic well-formedness constraints on recursive types. Although applied in the
context of protocol composition, we follow ideas from prior work on ensuring decidable subtyping
over bounded quantification [32, 6]. The main novelty is in extending this kind of reasoning
to account for recursive types with parameters, in order to ensure a regular type structure over
our more flexible recursive types. To achieve this, we apply well-formedness conditions which
ensure that there is only a finite number of reachable (abstract) protocol states. We focus the
discussion on decidability of protocol composition, and point interested readers to appendix where
these conditions are properly motivated and discussed. Crucially, these well-formedness conditions
enable us to state the following:

Lemma 1 (Finite Uses). Given a wﬂl-formed recursive type (rec X ().A)[U] the number of possi-
ble uses of X in A such that I" v X[U’] type is bounded.
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Lemma 2 (Finite Unfolds). Unfolding a well-formed recursive type (rec X@).A)[U] prod_uces a
finite set of variants of that original recursive type that (at most) contains: permutations of U, or a
set of mixtures of U with some type/location variables representing a class of equivalent (=) types.

Lemma 3 (Finite Sub-Terms). Given a well-formed type A, such that I' + A type, the set of sub-
terms of A is finite up to renaming of variables and weakening of T.

4.1 Composition Properties, Algorithm, and Decidability

Informally, correctness of protocol composition is based on the two properties: 1) a split results in
protocols that can always take a step with the current state of the shared resources, thus are never
stuck; and, 2) protocol composition is a partial commutative monoid (associative, commutative,
and with none as the identity element). Because of property 2), iterative splittings of existing
protocols remain struck-free, unable to cause unsafe interference. We now state these properties
formally but leave the proofs to the appendix. The following two lemmas show stuck freedom by
properties that resemble progress and preservation but over protocols:

Lemmad4. [fT+R= P||Qthen(I'+rR=> P| Q)+ C.

Meaning that if two protocols, P and Q, compose safely then their configuration can take a step
to another set of configurations, C.

Lemma5. [f(TFR P Q) > ("t R P ||Q) CandT+R= P|| QthenT’ F R’ =
P Q.

The lemma ensures that if two protocols compose safely, then any of the next configurations
that result from stepping will also be safe.

Note that protocol composition does not enforce that the shared resources are not lost. Instead
our concern is on safe interference. Indeed, resources that are never used will never be able to
unsafely interfere. To avoid losing resources, we must forbid the use of (c-rs:NONE) on non-
terminated protocols and that both P and Q cannot have both simultaneously terminated if there
are non-none resources left. Once that restriction is considered, our splitting induces a monoid
in the sense that for any P and Q for which I' + R = P || Q is defined there is a single such R
(defined up to subtyping and equivalent protocol/state interference specification). Since for any
two protocols there may not always exist an R that can be split into P and Q, this is a partial
monoid.

Lemma 6. Protocol composition obeys the following properties:
1. (identity)T' v R = R || none.
2. (commutativity) IfT' - R = Py || Py thenT + R = P, || P,.

3. (associativity) If we have I' + R = Py || Pand T' v+ P = P, || P, then exists Q such that
I'rR= Q|| PyandT + Q = Py || P;.

(ie. IfTFR= Pyl (Pl P2)thenl' +R= (Pol|lP1)Il P2 )
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Protocol composition is defined as a “split”, left-to-right (). Simply reading the rules as right-
to-left (&) to compute a “merge” is not safe. For instance, it would enable merging to arbitrary
choices with (c-rs:STATEINTERSECTION). Intuitively, merging needs to intertwine the uses of both
protocols. However, since we do not track copies (as we target sharing when that tracking is not
possible), merging cannot “collapse” a protocol into a non-protocol type. In this case “merging”
is equivalent to simply having the two non-merged protocols available in A or bundled using the =
type.

The composition algorithm is shown in the appendix and is a straightforward implementation
of the axiomatic definitions shown above. The algorithm uses a set of visited configurations to
remember past configurations and ensure that once all different protocol configurations are ex-
hausted (up to renaming and weakening of I'), the algorithm can terminate. We now state our
technical lemmas on the composition algorithm but leave the proofs to the appendix.

Lemma 7. Given well-formed types and environment, we have that:

1. (soundness) if c((I', R, P, Q) then'+ R= P|| Q.
2. (completeness) if U+ R = P || Q then c(I', R, P, Q).
3. (decidability) c(T', R, P, Q) terminates.

4.2 Correctness Properties

The main safety theorems, progress and preservation, that are defined over valid program configu-
rations such that:
CAFe:'[]A4- i€{0,..,n} n>0
I'| Ao, ooy Aybeg - ... - e,

Stating that a thread pool (ey - ... - e,) is well formed if each thread can be assigned a “piece” of
the linear typing environment (containing resources), and if each individual expression has type ![]
without leaving any residual resources (-). Note that the conditions on each thread (e;) are identical
to those imposed by (T:Fork). For clarity, both safety theorems are supported by auxiliary theorems
over a single expression, besides the main theorem over the complete thread pool.

We now state progress over programs:

Theorem 1. IfT'|A + Ty and 1ive(T,) and if exists Hy such thatU|A + Hythen Hy; To — H,; T;.

(wWF:PROGRAM)

live(T) means that the thread pool T contains at least one “live” thread such that the thread
is neither a value nor is waiting for a lock to be released (which includes deadlocks). I' | A + H
ensures that the Heap is well-defined according to I" and A.

We define Wait(H, e) over a thread e and heap H such that the Evaluation context is reduced
to evaluating the configuration: H ; E[lock p,p’] - T where p < v ¢ H which contains at
least one location (p) that is currently locked or was deleted and, therefore, the thread must block
waiting (potentially indefinitely) for that lock to be available before continuing. “Early” deletion of
shared resources results in a pending guarantee. Since well-formed threads cannot leave residual
resources, this situation is ruled out for correct programs, but may occur on the theorem below.

Progress over expressions is defined as follows:
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Theorem 2. [fT' | Ag + ey : A 4 Ay then we have that either:
e ¢ is a value, or;
o ifexists Hy and A such that I" | A, Ag + Hy then either:
— (steps) Hy; eg — Hy; e - T, or;
— (waits) Wait(Hy, ep).

Preservation ensures that a reduction step will preserve both the type and the effects of the
expression that is being reduced (so that each thread’s type, ![], and effect, -, remains unchanged).
As above, we use a preservation theorem over programs that makes use of an auxiliary theorem on
preservation over expressions:

Theorem 3. If we have I'y | Ag + Hyand Ty | Ag v Ty and Hy ; To — Hy; T, then, for some A,
and I'|, we have: I, 1 | A+ Hy and Iy, 1y | A+ Ty

So that a well-formed pool of threads (7)) remains well-formed after stepping one of these
threads (resulting in 7';). Preservation over a single expression must still account for the resources
(A7) that may be consumed by a newly spawned thread (7'):

Theorem 4. Ifwe have Hy; ey — Hy; e - T andly| Ay, A7, Ay v Hyand Ty | Ao, A Fep: A+4A
then, for some Ay and 'y, we have: T'),I'1 | Aj,Ar,Ay v Hyand To,I'y | Ay F e; : A 4 A and
I, I'1 |[Ar v T.

We complement our main results with the following “Error Freedom” corollary to show that
our system cannot type programs that allow data races and the dereference of destroyed memory
cells, i.e. that our system ensures memory safety and race freedom.

Corollary 1. The following program states cannot be typed:

1. (Data Race) Simultaneous read/modify by two thread over the same location (we also ensure
read-exclusive accesses):

H;&lp :=v]-&Ellpl- T H;&lp:=v]-Elp:=V]-T
2. (Memory Fault) Accessing a non-existing/deleted location:
H;Elp:=v]-T H;E[\p]- T (where p ¢ H)
3. (Ownership Fault) Attempt to delete a non-existing location:
H;E[delete p] - T (where p ¢ H)
The proof is straightforward due to our use of locks to ensure mutual exclusion and the fact that

our protocols discipline the use of shared state. Thus, these errors are ruled out by either protocol
composition or by the resource tracking of the core linear system.

27



receive(c) £ send(c,v) £
rec R. rec R.
lock c; lock c;
case !c of case !c of
/[ 1. waiting states (A..Z) /[ 1. waiting states (A..Z)
A#n — ... //analogous to below A#n — ... // analogous to below
| Z#n — // restore linear content | Z#n — // restore linear content
C := Z#n; C := Z#n;
unlock c; unlock c;
R // retry R // retry
// 2. desired (receive) state // 2. desired (idle) state
| ReadyToReceive#v — | Idle#_ —
c := Idle#{}; // "received” c := ReadyToReceive#v; // "sent”
unlock c; unlock c;
v // value received from “channel” {} // result of send is empty
end end
end end

Figure 11: Simple encoding of send and receive functions via a shared cell.

5 Protocol Expressiveness

We show the expressiveness of our protocols by modeling typeful message-passing concurrency,
using a straightforward encoding of message-passing via shared memory interference (Fig. 13).
The encoding itself should be unsurprising as it follows well-known ideas from the literature, so
we defer less important details to the appendix to focus instead on the most interesting aspect of
this example: how our protocol framework is able to type such uses and ensure their safety.

We encode a more primitive, “low-level” view of typeful message-passing concurrency via the
causality of shared memory interference. We focus on the non-distributed setting where a channel
can be precisely encoded as a low-level shared cell. Channel communication and its changing
session properties are emulated indirectly via inspection of or interference over the contents of that
shared cell. Thus, our functions to send/receive a value simply hides the underlying Waiting states
that may be needed when the cell is not available. A receiving step can be modeled by a protocol
of the form:

Wait[A..Z] @ (rw c ReadyToReceive#V = rw c Idle#[] ; NextStep)

where Wait is a sequence of retry steps that leave the state unmodified, until a value of type V
is “received”. Sending uses a similar protocol but where we must wait for an Idle cell before
“sending”.

The appendix includes the complete “Buyer-Seller-Shipper” example (the canonical and
simple example used in session-based concurrency works) while in here we only take a look at the
main aspects of the Buyer’s interaction with the channel (Fig. 18).
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let ¢ = connectSeller() in
c: buy!(prod) ; price?(p) ; details?(d)
send(c, GET_USER_PRODUCT(Q) );
let price = receive(c) in
let details = receive(c) in
close(c)
end
end
end

Figure 12: Buyer code.

We model a channel using a capability to location c. For brevity, we omit “rw ¢” from “rw c A”
since all changes occur over that same location. The Buyer’s type uses standard sr-calculus [23]
notations where ! sends and ? receives a value. In our protocols, these actions are mapped to the
rely type (receive) and the guarantee type (send).

buy!(prod) ; price?(p) ;  details?(d)
~———— ~——— ————
idle®#[] = buy#prod price#p = idle2#[] details#d = []

Buyer starts by sending a request to buy some product, then waits for the price, and finally
receives the details of that product. Under that interaction protocol, we simply map sends to a
guarantee type of a step, and receives the a rely type of a step.

Our protocol interactions are both non-deterministic and may contain an arbitrary number of
simultaneous participants. To ensure that the desired participant (Buyer) is the only one allowed
to received (take) the price, we must mark the contents with a specific tag so that only Buyer has
permission to change that state. To handle the non-deterministic interleaving of protocols, we must
introduce explicit “wait states” that allow a participant to check if the communication has reached
the desired point to that participant or if it should continue waiting. We abstract these steps as Wait
as they simply recur on that same step of the protocol (i.e. “busy-wait”).

idle®#[] = buy#prod ; Wait & (price#p = idle2#[]) ; Wait & (details#d = [])

The richness of our shared state interactions means that we can immediately support fairly com-
plex session-based mechanisms (such as delegation, asynchronous communication, “messages to
self””, multiparty interactions, internal/external choices, etc.) within our small protocol framework.
However, this flexibility comes at the cost of requiring a more complex composition mechanism.
Protocol composition accounts for both non-deterministic protocol interleaving and “multi-way”
communication, features which are usually absent from strictly choreographed session-based con-
currency (favoring instead strong liveness properties over more deterministic, linear compositions).

Naturally, more complex examples are possible. In here our focus is on showing the core
insights that enable us to relate the two techniques: 1) mapping receive/send to our rely/guarantee
types; 2) adding explicit waiting states to account for non-deterministic protocol interleaving; and
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3) tag the content of a cell in order to ensure that only the right participant will be able to mutate
the state at that point in the interaction. (Recall that we do not guarantee deadlock freedom, nor
termination.)

6 Related Work

Our work relates to prior work on rely-guarantee protocols [21]. We show that these protocols
are useful to reason about concurrency and significantly improve the flexibility of protocol com-
position. Namely, we allow the composition of abstract protocols (enabling more local typing as
in Section 3), show that our composition is decidable, and provide a novel axiomatic definition
of composition that is straightforward to implement. Since thread-based interference is rooted in
alias-related interference, the technique itself is mostly indifferent to whether sharing occurs in the
sequential or concurrent setting. Still, we address all technicalities that make concurrency possible
(such as adding support to arbitrarily many threads, locking locations, well-formedness changes to
the rely/guarantee types to ensure matching lock/unlock of locations, etc). Furthermore, by con-
sidering the concurrent setting we are able to express and relate rely-guarantee protocols to typeful
message-passing concurrency.

Our work is also related to recent work on more precise tracking of interference. Chalice [20]
uses a simplified form of rely-guarantee to reason about shared state interference by constrain-
ing a thread’s changes to a two-state invariant, relating the previous and current states. Mono-
tonic [10, 28] uses of shared state (where all changes converge to more precise states) are less
dependent on aliasing information, which simplifies checking at the expense of expressiveness.
Dynamic ownership recovery mechanisms [37, 29] choose some run-time overhead and dynamic
safety guarantees to enable more flexible ownership recovery than purely static approaches. Rely-
guarantee references [ 14] adapt the use of rely-guarantee to individual reference cells with support
for dependent refinement types in a sequential language. Although the use of refinements adds
expressiveness to the description of sharing, they do not support ownership recovery, nor address
decidability, and typechecking can require manual assistance in Coq. Access permissions [37, 4, 3]
control alias interference by categorizing read-write uses into different permission kinds. Our de-
sign omits the read-write distinction to focus exclusively on structuring alias interference using
more fundamental protocol primitives. Interestingly, although we only model write-exclusive uses,
our types can enforce effectively read-exclusive semantics by ensuring that any private change in
a cell will be reverted to its original public value. However, this simpler form of read-only cannot
capture their multiple, simultaneous readers semantics. Still, by modeling interference in a more
fundamental way, we gain additional expressiveness beyond their most permissive share permis-
sion as we can model uses beyond invariant-based sharing. In [7] Crafa and Pavodani introduce a
high-level (actor-like) model for sharing (type)state via join patterns. We target a more low-level
programming paradigm (which builds typestates through type abstraction rather than as a first-
class language feature), enabling us to introduce abstraction at the level of protocols and support
protocol re-splitting in ways that are not expressible in their work.

Several recent works use partial commutative monoids [9, 19, 8] to model sharing by leveraging
the concept of fictional separation [9, 15]. Commutative monoids offer the underlying general
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principle for splitting resources, enabling seemingly unrelated components to interact via aliasing
under a layer of (fictional) separation. We compare more closely to [19] due to our common use
of L? [1] and type-based approach. In [19], Krishnaswami et al. define a generic sharing rule
based on programmer-supplied commutative monoids for safe sharing of state in a single-threaded
environment. Their work does not approach the issue of decidability of resource splitting, and
requires wrapping access to shared state in an module abstraction that serves as an intermediary
to access shared state. Our work focuses on a custom commutative monoid that enables first-
class sharing without (necessarily) needing a wrapping module abstraction. Although our protocol
splitting is a specialized monoid, we showed that this mechanism is relatively flexible, decidable,
and give an algorithmic implementation. Other technical differences between our works abound
such as their use of affine refinement types (enabling more fine-grained types), our use of multi-
threaded semantics and allowing inconsistent states (i.e. locked cells) to be moved around as
first-class, etc.

Protocol-based mechanisms for safe interference are also used by other approaches, such as
in program logic-based systems (e.g. [17, 35, 36, 24, 11]). By generally targeting manual proofs
(and somewhat more involved specifications) these works generally fit into a different design space
than ours, although share some interesting similarities. While we make concessions on expressive-
ness to achieve decidable protocol composition and re-splitting, these works focus instead on the
expressiveness of their concurrency specification. LRG [11] supports lock-free structures but re-
quires a special frame-rule to support framing over rely-guarantee conditions. We simply integrate
protocols into the language (as linear resources) meaning that the standard frame-rule suffices.
Supporting lock-free concurrency in our system would require reinterpreting a = step as a single-
cell, atomic, conditional operation; with the shared resource (stored in the cell) being immedi-
ately extracted/inserted from/into the cell, rather than just accessible after locking. CaReSL [36]
and Iris [17] support “islands”/regions of memory that are shared together and whose imprecise
state must be considered when using. Our composition rules enforce that a protocol carries all
information on imprecise states, which is then deconstructed via (T:ALTERNATIVE-LEFT) and case
analysis. Our protocols can group shared state using the * operator to define shallow “regions”,
while their works allow for far more rich specifications of atomic regions of any depth. Iris [17]
further supports a form of re-splitting via a “view shifting” mechanism, to repartition (or create)
shared regions. FCSL [24] encodes protocols via auxiliary/ghost state. Although done in a compo-
sitional way, it can require checking for safe interference (‘“stability”) after a split since a safe split
does not necessarily imply safe interference in all situations. Our protocol composition mechanism
is essentially a form of checking for safe interference early, at the moment a protocol is split, by
checking that all possible future uses are safe resembling a form of “pre-computed” stability check.

Protocol composition itself can also be seen as a form of model checking (to check that each
state has a successor) that uses abstract states to ensure a finite state space, but in a system that
is more intimately integrated with the language. Our protocols are first-class resources that can
be specialized by clients, even abstracting (leaving out) later steps. Thus, our protocols guide the
programmer on how to reason locally about (safe) interference by mapping its uses of locks to a
local protocol type that models the alias perspective on the shared state. While our work focuses on
modeling the core interference phenomenon within a small calculus, rather than precisely typing
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existing programs, we still showed that extensions may be used to model at least some existing
programs within our model.

7 Conclusions

We defined a flexible and decidable procedure that ensures the safe composition of interfering ab-
stract protocols that share access to mutable state. While employing a relatively small protocol
framework, we are able to model the core interference principles of complex shared state interac-
tions within our core calculus. Finally, we showed the expressiveness of our protocol framework
by discussing how it can capture in a unified way both shared memory interference and typeful
message-passing concurrency.
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A Ensuring Regular Type Structure

The decidability statement comes as a direct consequence of ensuring a regular type structure.
Although applied in the context of protocol composition, we follow ideas from prior work on
ensuring decidable subtyping over bounded quantification [32, 6]. The main novelty is in extending
this kind of reasoning to account for recursive types with parameters, in order to ensure a regular
type structure over our more expressive unfolding. To achieve this, we apply well-formedness
conditions to our recursive types. We favor simpler (as in more “natural’) constraints that make our
decidability argument clearer, rather than try to achieve more permissive conditions by considering
lots of special-cases. We leave to compelte set of well-formedness rules to Appendix G.1.
To illustrate an irregular unfold, consider the following recursive type, R:

(rec R(X).(int — R[X — X]))[int] (Ex.1)

Unfolding this type, and its resulting sub-terms, produces the following sequence of types (for
clarity, we underline the “fixed” part of the recursive type as it is unfolded):

(rec R(X).(int — R[X — X])) [int]
int — (rec R(X).(int — R[X — X])) [int —o int]
int — int — (rec R(X).(int — R[X — X])) [(int — int) — (int — int)]

We see that the type that results from unfolding is not regular, as the use of the recursive variable
R in “rec R(X).(int — R[X — X] )” produces a type that is non-repeating. Consequently, if such
a use were allowed, it would make it impossible for an algorithm that traverses all sub-terms of
a type to terminate since the type above does not present a finite, regular structure due to its ever
growing argument that is applied to the recursive type R.

To forbid uses such as the one above, we limit the kind of arguments that may be applied to a
recursive type variable (such as R above) via well-formedness rules (for the full set of rules, see
appendix). We restrict the arguments that can be applied to a recursive type variable to be limited
to location variables or type variables, and exclude recursive type variables:

X:ky— ..—>k, > type) e U;:k)eTl i €{0,...,n}
'+ X[U] type

The rule states that for a given recursive type variable X (recursive type variables have a “... —
type” kind), its arguments (U) must each be an assumption of compatible kind ((U; : k;) € I).
Since we are considering each individual k; of X, these can only be either a loc or a type (and never
of the form “... — type”) which effectively enforces that only location variables or (non-recursive)
type variables can be used in this context. Thus, applications of the form R[R] are forbidden since
R is a recursive type variable, and R[X — X] is also forbidden since the argument is of a function
type (not a type/location variable).

Note, however, that the argument applied to the recursive type is not restricted to just type/lo-
cation variables and instead is only required to be of the desired kind:
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uy : koy .oty 2 kyy X 1 kg — ... > k, — type + A type
I'U;k; k; = kind(u;) i€{0,...,n}

I+ (rec X().A)[U] type

where: kind(/) = loc and kind(X) = type. Thus, using int as argument in (rec R(X).A)[int]
is legal. However, because we only allow each parameter of a recursive type to be either of kind
type or kind loc, recursive type variables cannot appear as arguments (in U) even in this situation.
To preserve the well-formedness condition on uses of X [U’] we must also avoid situations where
substitution from other recs may replace some argument in U’ with a non-variable type before X
is unfolded. Therefore, the body of rec, i.e. A, must ignore all other variables that are outside the
top-level rec, so that substitution of any element in U’ will only occur as the rec is unfolded.
However, only using the restrictions above is still not sufficient to ensure that the algorithms

will terminate, since the resulting set of sub-terms may still be irregular. Consider the following
type:

(rec V(Z2).(VX <: (A — Z2).V[X]))[int] (Ex.2)

If we traverse the sub-terms of this type, we see that the typing context of the “V[X]” sub-term is
irregular, although the type structure of V[...] itself remains regular.

To illustrate this, we are going to look into multiple unfolds of V but only show the premise
that is used to check that VI...] is well-formed. To highlight the renaming on each unfold, each
new use of X is indexed with ever growing integers. Although we are traversing the rec’s sub-
terms (automatically unfolding V to continue such traversal), we omit all “: type” assertions to
focus instead on the typing context that is used to check that “I" + V[...] type” (i.e. that V[...] is
well-formed):

F V[int]
Xy <:A —oint + V[X(]
X <A —oXy, Xo<:A—oint + V[Xi]
X, <tA—o X, X;j <tA—oXpy, Xo<:A—oint + V[X5]

Consequently, for a recursive type to be well-formed we must also ensure that the enclosing context
of future unfolds is regular since it is not enough to only look at the type’s structure alone.

We restrict the type of the bound of a V or 3 such that the bound must be well-formed in the
empty context “- F A type” in any “dX <: A.B” or “VYX <: A.B” types via the following wf.
conditions:

-+ A type IX : type, X <: Ay + A type -k A type IX: type, X<:Ap F A, type
I'FVX<:Ap.A| type I'F dX<:Ap.A; type

These conditions naturally ensure that the typing contexts in a type must be regular since the typing
context is essentially fixed and cannot change on each unfold. We leave as future work relaxing
this condition, but for our discussion here, this well-formedness restriction is enough to type our
examples and provides an interesting domain for checking safe protocol composition.
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Still, our constraints enable some flexibility such as the case of the following type, that can be
considered regular by considering renaming of variables and weakening:

(rec M(Y).(Y — VX <: top.M[X]))[int] (Ex.3)

As above, we illustrate the case via successive unfolds but only show the typing context used
to check that I' + M[...] type (i.e. that M][...] is well-formed):

-+ M[int]
Xo <:top + M[Xp]
X <:top, Xy <:top + M[X;]
X, <:top, X; <: top, X, <:top + M[X;]

By inversion on weakening of assumptions, we can consider the last context to only really require
the “X, <: top” assumption (since the other variables do not occur in M[X;]). By renaming X,
and X, to some fresh variable, both the first and third types can be deduced equivalent (=).

Z <:top + M[Z] Z <:top + M[Z]

(Xo <t top){Z/Xo} v (M[XoD(Z/ X5 = (Xo <: top)Z/Xo} + (M[XoI{Z/ X0}
X, <:top, X; <:top, Xy <:top F M[X,] = Xy <:top+ M[Xy]

We consider equivalence (=) up to renaming of variables and weakening of assumptions de-
fined as follows (for any two well-formed types, so that any premise must also obey type well-
formedness):

'rA = ITHA (equality)
I'o,IT' Ay = I, I3+A; if I +HAg = I3+ A (weakening)
I'oF Ag = I F A if Tof{Z/X} v+ Ap{Z/X} = T1{Z/Y} + A1{Z/Y} and Z fresh (renaming type)
I'o+ Ag = IN+A if To{l/t'} v Ap{l/Y'} = T{l/t) v A {l/t} and [ fresh (renaming loc)

The following lemmas (see appendix for proofs) state that there is a bound in the number of
members of the set of types that an algorithm will recur on.

Lemma 8 (Finite Uses). Given a wﬂl—formed recursive type (rec X ().A)[U] the number of possi-
ble uses of X in A such that I" v X[U’] type is bounded.

Lemma 9 (Finite Unfolds). Unfolding a well-formed recursive type (rec X(u).A)[U] produces a
finite set of variants of that original recursive type that (at most) contains: permutations of U, or a
set of mixtures of U with some type/location variables representing a class of equivalent (=) types.

Lemma 10 (Finite Sub-Terms). Given a well-formed type A, such that I' + A type, the set of
sub-terms of A is finite up to renaming of variables and weakening of T.
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B Extra Examples

We now show some additional examples that illustrate the expressiveness of the full language,
how we can model some high-level synchronization mechanisms, and clarify modularity gains
when compared to prior works.

B.1 Stateful Pair, revisited

We revisit the pair example from [22] to highlight the changes to that base language. Note that this
particular example does not need sharing. To clarify which location belongs to which variable, we
prefix a location variable’s name with an @. So that if x is a reference then it will have location
with name ‘@x’ and so on.

let newPair :[] — PairType = A _.
let left = new {} in

let right = new {} in

{

initL :(int: (xw @left []) ) — ( []:: (xw @left int) )
=Ai.left := 1,
initR :(int: (rw @right []) ) — ( [] :: (rw @right int) )
= A i.right := 1,
sum :( []:((xw @right int) * (rw @left int)) ) — ( int: ((rw @right int) = (rw @left int)) )
= A _.!left+!right,
destroy :( []:(xw @right int) = (rw @left int)) ) —o[]
= A _.delete left; delete right
3

end
end
end

The type of the newPair function remains unchanged from [22]:
!([] — JEL.AER.AL.IR.(![ initL: !(int:: EL —o []:: L),
initR: !(int:: ER —o []::R),
sum: !([]::L*R —o int::L*R),
destroy: !([]::L#*R — [])]::EL=*ER))

Although the existential abstraction (i.e. packing) is done via subtyping rules rather than language
constructs as in [22].

B.2 Launching Arbitrarily Many Threads

There is no restriction on the number of threads that can be forked. For instance, a recursive
function can launch as many threads as it sees fit to compute some result, which may also cause
the computation to diverge.
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L= Y N T N

(Ax.(rec R.fork (...);R)){{D

B.3 Local Protocol Type

The type system only needs to know that two protocol’s locations are related when we are com-
posing those two protocols. Afterwards, they can proceed to be used independently (i.e. they are
fictionally disjoint [19, 15]).

Thus, we can have a function that uses the protocol AX.( X = rwlint; P):

Ax.( lock x; x := 1; unlock x )
Be typed with the following function type:
VPYIL(((ref]) :: AX(X =rwlint; P)) o ([]:P))
which in turn can have the left protocol of the following split be applied as its argument:
I' F rwpint = IAX(X=>rwpint; none) || recX.(rwpint=rwpint; X)

Thus, the location relation only needs to be know when protocols are composed. Later they can be
abstracted because we know that the protocols were checked to be safe.

B.4 Abstraction and Locking

Since our types express sharing, we can use standard techniques to abstract the components of
a protocol after safe composition is checked. However, our system does not enforce deadlock-
freedom and abstracting components of a protocol may make it harder for the programmer to tell
if there is a chance for deadlock. When compared to [21], we lose the possibility to focus/lock
on abstracted states since our locks require a set of locations to lock on. Still, we enable an
abstraction to allow clients to lock its internal state through the use of some “module” that exposes
that operation. For instance consider the following code block:

let x = new 0 in
/[ share x as some protocols

{
lockMe = A _.lock x,
/...

}

Although x is not visible outside the code that creates that cell, clients can call the function to
indirectly lock the underlying abstracted state. Thus, the record can have type:

[..., lockMe : ([]::(A=B;C)) = ([1::(A%(B;C))), ... ]

The client sees that some, abstracted protocol is expected by lockMe. This protocol must have
been produced by some of the other functions of the record, since the client cannot see is represen-
tation. When lockMe returns, the client receives a type that expresses that A is available and that a
guarantee (B; C) is expected to be fulfilled. However, there this fulfillment can only occur via the
wrapper record as clients have no access to its representation.
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B.S5 Pipe Example, revisited

We now revisit the pipe example of [21] to clarify expressiveness gains.

In this example, two aliases interact through shared state such that one alias waits for another
alias to insert an element into the shared cell. The protocols are not exactly identical to those
shown in [21] due to changes to support thread-based concurrency. Namely, our protocol types
need to ensure that a lock-token invariant is preserved, which changes how protocols express own-
ership recovery. Similarly, because abstractions are now typing artifacts (to support abstractions
over protocols, since protocols are not values) this enables the inspection of shared state without
destructive read as the linear component of a node can be placed “on the side” while leaving the
content of the cell pure.

We use the following abbreviations for the states of the protocols:

Node[p] = dq.( (rw p Node#![element : int,next : ref¢]) = H[g])
Close[p] = rw p Close#![]
Empty[p] = rw p Empty#![]

And finally, we define the protocols for the head and tail aliases:

T[p] = Empty[p] = (Close[p] @ Node[p]) ; none
H[p] £ (Node[p] = Node[p]; Node[p]) &
(Close[p] = Close[p]; Close[p]) & (Empty[p] = Empty[p]; Hlp])

Note that although the shared cell can be freely used in the Empty case, those changes are
only allowed privately. This means that the contents of that cell must forcefully be returned to its
original state when the shared cell is unlocked. We could also use 3 abstraction over that step.

Possible pipe implementation:

let newPipe = 1 _.
let node = new Empty#{} in
/I using explicit sharing annotation to make it clear how state is split
share (rw @node Empty#[]) as H[@node] || T[@node];
let h = new node in
let t = new node in
{
put :int:3dp.(w @t (ref p)) = T[p]) — []:: Ap.((xw @t (ref p)) = T[p])
= A e.
let last = new Empty#{} in
let old = !t in
lock old;
share (rw @last Empty#[]) as H[@last] || T[@last];
old := Node#{ element = e , next = last };

unlock old;
t := last;
end
end,
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close :int:3dp.(@w @t (ref p)) = T[p]) — []
=1 _
let last = !t in
delete t;
lock last;
last := Closed#{};
unlock last

end,

tryTake :[]:3p.(@xw eh (ref p))*Hlp]) —
NoResult#([] :: Ap.((xrw @h (ref p))=H[p])) + Result#(int :: dp.((xw @h (ref p))=*H[p])) + Depleted#]
=1 _
let first = = 'h in
lock first;
case !first of
Empty#_ —
unlock first;
NoResult#{}
| Closed#_ —
unlock first;
delete h;
delete first;
Depleted#{}
| Node#n —
unlock first;
h := n.next;
delete first;
Result#n.element
end
end

}

end

end

end
in
...

Since existential types are automatically opened, we use the @ prefix on a variable to denote its
location variable that was automatically opened. Therefore, if t is a ref a then @t denotes location
a. Also note that the function’s type is used to guide type checking, meaning that the type the
programmer assigns to the function will help guide the type system to move capabilities around
and abstract types to match the desired target type.

We now show how protocol composition proceeds to check that the following split of location
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p shares the state safely:

I + Empty[p] = TIplll Hip]

Protocol composition yields the following set of configurations:

{ (T + Empty[p] = TIp]
( ' + Close[p] & Node[p] = none
(T + Close[p] = none
(T~ Node[p] = none
(T~ none = nhone

B.6 Futures

Hpl ),
Hpl ),
Close[p] ),
Node[p] ),
none )}

Our encoding of a future follows that of fork/join but wrapped in an “object” interface with
get and isDone methods. A thread will compute some result that is then assigned to a shared
cell (i.e. a thunk, a function that takes no argument and computes an expression that was to be
evaluated lazily). If the object representing the future invokes get then the calling thread will
block until the computing thread finishes the result, while isDone enables inspection on whether
the computation has finished. To enable the uses of isDone, the M protocol shown in the paper is
extended with an additional choice to allow non-destructive inspections on the Done tag. Because
our protocols are first-class, we can have thunks that capture part of the shared state on its body.

Although the code is interference-free, it may still deadlock.

E £ rwitEmpty#[]
D £ rwtDone#int
D[X] £ rwtDone#X
Join £ E = D;none
End =
future ¢ £

let £ = A_.e in
let s = new Empty#{} in
share s as Join || End;

fork // computes result
(let r = Done#(f {}) in
lock s;
S :=rT;
unlock s
end) ;

/l methods:
{
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get = A_.( rec R.
lock s;
case !s of
Empty#x —
s := Empty#x;
unlock s;
R // retry
| Done#a —
s = {};
unlock s;
delete s;

a // result of computation

end
end),

isDone = A_.(
lock s;
case !s of
Empty#x —
s := Empty#x;
unlock s;
NotDone#{}
| Done#a —
s := Done#a;
unlock s;
Done#{}
end
end)
}
end
end

Client code:
let f = future fact(300) in
/I get value computed by future

f.get()
end

B.7 Barrier

A barrier enables a fixed number of threads to wait for all those threads to reach the barrier. Only
after all threads have reached the barrier will any thread be allowed to continue.

To implement this barrier, we need two phases: one to signal that a thread has reached the
barrier, and another phase to make sure that all threads have seen that the barrier synchronization
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was completed (so that the barrier’s state can be safely destroyed). Our core language does not
support reasoning about integers, being limited to a finite number of tags of a sum type. Because
of this, the implementation in the core language will enforce a strict order in changing the state
of the barrie—but which does not limit the barrier’s use since this ordering is not observable to
clients.

In the core language. To create a barrier for N threads, we will essentially have two kinds of
protocols: those that join the barrier at a particular stage, and the last thread that will recover
uniqueness of the barrier’s state. Note that the await function will both wait for the thread’s
correct position in the scheme to be reached and, once it is reached, to change the barrier’s tag
appropriately to acknowledge that the thread saw that all threads had reach the barrier.

For clarity of the example, we will show how this protocol can be constructed when N = 3,
where the state starts with the Thread0 tag. For brevity, we only list the tags contained in some
cell and not the full type of the capability to that location.

Threadl % Thread® = Threadl ; rec X.( Threadl = Threadl; X &
Thread2 = Thread2; X &
Ack® = Ackl ; none )

Thread2 = rec X.( Thread® = Thread®; X &
Threadl = Thread2; rec Y.( Thread2 = Thread2; Y &
Ack® = Ack® ; Y &
Ackl = Ack2 ; none ) )
Thread3 % rec X.( Thread® = Thread®; X &

Threadl = Threadl; X &

Thread2 = Ack®; rec Y.( Ack® = Ack®; Y &
Ackl = Ackl; Y &
// all done, recovers shared state
Ack2 > rw t [] ; rw t [] ) )

Naturally, the underlying pattern used to create these protocols could be generalized to facilitate
the creation of similar protocols for an arbitrary number of threads. However, our core language
is limited to only list a finite number of constants that are used to tag the different values of a sum
type. Ideally, we would instead use integers to reason more abstractly about these tags so that we
do not need to check each individual protocol but could instead consider a more abstract protocol
representation that scales better to higher number of threads.

While in this version we must treat each tag individually, with “abstract” integers we can log-
ically collapse arbitrary large number of tags into a single case as will be exemplified in the next
paragraph.

Client code:

1 let await = barrier(3) in
» fork ( ...; awaitQ; ... );
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fork ( ...; awaitQ; ... );
await(Q);

end

Integers instead of tags We now sketch how we can model barriers in a language where integers
can be reasoned with abstractly, for instance using type refinements. In this case, we only have one
kind of protocol and the value found in the shared cell distinguishes the allowed behavior of the
thread. Unlike previously, this also means that we can join without statically assigning threads a
particular order of joining (although that does not affect how the barrier can be used).

We assume that the cell to be shared initially has type “rw p 0” and the integer value will be
used to count how many threads have reached the barrier and seen the barrier’s been reached by all
involved threads.

Barrier(N) £ //signaling phase
Ax:int}.(rw p x = W p x+1 ) ;
// “waiting” point
rec R.(
/ retry in case value is less than N
Ax:int | x<N}.(rwp x == 1w p x ; R) &
/l acknowledge, in case greater than N but not the last
Ax:int | x>=N A x<@N-1}.(rw p x = rw p x+1 ; none ) &
// recover ownership, in case it is the last thread to acknowledge
Ax:int | x==CN-1}.(rw p x = rw p null ; rw p null )
)

B.8 Merge Task

While in the fork/join case we statically know which thread will compute the value and which
one will wait for that value, in here we design a more dynamic interaction where both threads are
computing some result and the last to complete its task will merge the two results together. We can
use the following protocol for the case where there are only two participants:

(Zero = One; none ) @& (One = Two; Two)

The shared cell goes over the state: Zero, when no result is ready, One when one of the results
is done, and Two when the last thread completed its task. Note that by using a finite number of
labels to model these states, we are limited on how many times this cell can be shared. In this case,
limited to only two aliases as the protocol above can only be split twice. However, we could use
iterative re-splitting to continue to aliases further more by essentially extending the termination
step that recovers ownership.
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Using Extensions Next, we can sketch the protocol that we would use if our language was able
to reason about integers. We use an auxiliary cell to work as the reference counter, since we will
be sharing the state without bounds. Likewise, we do not impose any formal conditions on how
the result of each thread should be merged together, only that it is of type int.

A

Merger =
An:int | n> 0}.
( (xw p int) * (xw c n) = (rw p int) * (rw ¢ n-1) ; none )
@
A{n:int | n == 0}.
((@wpint) * xwc 0) = (rw p int) * (xw c 0) ; (rw p int) * (xw ¢ 0) )

To ensure that only one will recover the shared state, we see that the cell ¢ must contain a
integer value with the number of aliases to that state (i.e. if 10 aliases share the state then ¢ should
contain 9 for the last one to match the O value).

B.9 Shared Pair

This example shows the case where neither alias sees the “full picture” of the contents of the shared
state. The example is meant to illustrate the expressiveness of our system, since the example itself
is somewhat artificial. However, it shows that each alias can have a different perspective on the
contents of the shared state such that each alias abstracts different components of the pair.
Consider the following cell:
rw p [A, B]

Such a cell contains a pair type with the first component of type A and the second component of
type B. The idea is to now share that same cell, including its contents, through two aliases. Each
alias will not modify the other alias’s pair component, although the state of the cell and of the
alias’ pair component may be changed. Due to the typing constraints enforced by a rely-guarantee
protocol, each individual alias’ actions are guaranteed to preserve the data of the other alias.

The crucial bit of this example is how composition will have to proceed. Since part of the
pair’s type is abstracted, an alias will never see the complete type of the pair. However, since the
other alias will be allowed to change its component, composition will ensure that this interference
is accounted for although it is abstracted. We write VX to abbreviate VX <: top and 31X for
dX <: top:

P[A][B] = rwplA,B]

L[A] = 3X.(P[A]X] = YY.(P[YI[X]; L[¥Y]))

R[A] = JAX.(PIX][A] = YY.(PIX][Y]; R[Y]))
I' + PIX][Y] = L[X]| R[Y]

Note that the existential cannot last longer than the interval where no interference from the
other alias may “appear” in the pair. Thus, the recursion variable X must include a fresh existential
to model the new type that may appear in the cell. After splitting, each alias will only precisely

know the type of its own component. For the remaining component of the pair, the protocol will
enforce that the alias must preserve the data stored there—although that alias has no precise type
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information on what its type may be. Therefore, this will allow a form of local hiding that yet is
globally consistent.
Protocol composition results in the following set of configurations:

{ @ (T + P[A][B] = L[A] || R[B] ),
® ( I,X:type + PIAIIX] = L[A] || R[X] ),
® ( I,Y:type + P[YI[B] = L[Y] | R[Bl ),
@ ( I,X:type, Y:type + P[XI[Y] = L[X] | R[Y] )}
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C Examples using Informal Extensions

C.1 Monotonic Counter

In this example, we make use of an informal extension to allow types akin to refinement types [12]
to model more precise states. With this extension we allow more fine-grained interactions than
what was shown in the paper. While prior work already showed how a simple two-states counter
could be modeled, we show here how a more precise and flexible typing can be built using the
protocol type constructs we discussed above.

The example encodes a monotonic counter, similar to what is done in [28, 14], but encoded in
a rely-guarantee protocol. The type will share a single location, g, using the protocol below:

MCounter[m] = j:int|j>m}.(rwqg j = VY{i:int|i > j}.(rw g i; MCounter[i]))

where MCounter([m] is indexed by a type m that represents the lower bound of the counter. The
guarantee of the step ensures that the change to that counter will be greater or equal than the base
of the counter. Thus, we have that the types m, j, i represent integers.

Since the protocol is not depending on a specific value in the state (the value on each step is
existentially quantified), the protocol can be shared arbitrarily. However, through the universal
quantifier, the protocol is also able to store a more precise lower bound on the value contained
in g. This protocol ensures that the value stored in ¢, although it can undergo intermediate uses,
will keep increasing. Effectively, the interference allowed on that cell is iteratively/monotonically
being narrowed down on each step of the protocol. The protocol itself is usable without restriction,
meaning that it never terminates and can be freely split into other protocols that obey the same
initial behavior over that shared cell.

Client code We now exemplify some client code that uses the protocol above. Since our formal
system does not have refinement types, their use in this code is somewhat informal. Still the
intention is to show how a more precise monotonic counter can be modeled by a rely-guarantee
protocol:

I'=x:ref p, p:loc
A=dn(rw pn=YVm:m>n(rw p m; .. ) )
/I opens existential (note language construct hidden)
I'=x:ref p, p:loc, n:type
A=rw pn=>Ym:m>2n(rw p m; ..)

lock x; //locks cell
I'=x:ref p, p:loc, n:type

A=rwpn, Vm:m>n(rw pm; ..)
X 1= x-1;

A=rw p n—-1), Vm:m2n(xw p m ; .. )
// would be type error to unlock at this point
X = x+40;

A=rw p n+39) , Vm:m=2n( W p m ; .. )

// by subtyping we can apply "(n+39)” as m:
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A=rw p n+39), rvw p n+39) ; ..
// thus, we can now unlock
unlock x;

A=do>n+39).(rw po =..)

Composition We now discuss the protocol composition configurations:

{ @ (m:int F rwgm = MCounter[m] | MCounter[m] ),
O (m:int,n:n>m F rwgn = MCounter[n] | MCounter[m] ),
©® (m:int,n:n>m F rwgn = MCounter[m] || MCounter[n] ),
O (m:int,n:n>m,o0:0>n + rwgo = MNMCounter[n] | MCounter[o] ),
©@ (m:int,n:n>m,o0:0>n + rwgo = MNMCounter[o] | MCounter[n] ) }

To close the set of configurations, we must extend our definition of equi-variance to consider
states up to the transitivity of >. Thus, continuing to step either protocol will just generate equiva-
lent configurations.

{ @ (m:int F MCounter[m] = MCounter[m] | MCounter[m]
O (m:int,n:n>m t MCounter[n] = MCounter[n] | MCounter|[m]
©® (m:int,n:n>m + MCounter[n] = MCounter[m] || MCounter[n]
O (m:int,n:n>m,o0:0>n + MCounter[o] = MCounter[n] | MCounter[o]
®@ (m:int,n:n>m,o0:0>n + MCounter[o] = MCounter[o] | MCounter|[n]

The case where there is a mismatch on the lower bound of the protocol to be split and the
resulting protocol is not completely trivial. It is important to note the subtlety on enabling a
protocol to work with a lower bound on the value of the cell. Indeed, this just amounts to weakening
the rely type since the guarantee type is dependent on an abstracted type that, consequently, remains
unchanged—we just have a less precise bound on that value. Therefore, we have that:

MCounter([n] <: MCounter[m] n=m

since we are weakening the rely type but leave the effective guarantee type unchanged.

Discussion Prior work in the area makes a distinction in the uses of the monotonic counter based

on whether the action is enforced or simply available to clients if they choose to use it. In our

system, these uses can be modeled by the function type depending on whether the linear protocol

resource is used or not.

For instance, the type:

dg.An.( ('ref g) :: MCounter[n] ) —o Am.([] :: MCounter[m] )

Simply allows the counter to be used an arbitrary number of times, i.e. it allows the action of the
counter but does not enforce it. If the client so chooses it can use the monotonic counter zero or
more times.

49

)
)
)
)
)}



On the other hand, if we use the type that unfolds a single step of the protocol:
dg.AmVX.((refg) :: Aj:int| j>m}.(rwqgj = V{i:int|i> jl.(rwgi; X)) o ([]:: X))

Our system can enforce that a single action of the monotonic counter is used by the function, thus
that the counter is really incremented once. Alternatively, X could instead just be the monotonic
counter’s type, thus encoding that the counter is used once or more times. (Note: the use of
abstractions over refined types would need an improved kind system but we simplify this by using
plain X : type here).

Consequently, we are able to have a more precise type than prior works and model different
kinds of uses within the same protocol framework.
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C.2 Monotonically Growing List

Encoding Read-Only A read-only capability (ro p A) implies that the cell will only be read,
never written to. Interestingly, since we are employing a model where all accesses to some shared
state must be protected by a lock (granting exclusive access to that location), we can encode a
meaning similar to (exclusive) read-only access without explicitly requiring a read-only capability.
Essentially, if there will not be any concurrent accesses to the shared cell, a shared read-only usage
can be modeled as the following step in a protocol:

AX(rwpX=>rwpX; ..)

since it will enforce that the cell has to remain publicly unchanged (since any temporary write is
not observable), although that may only occur after some private uses. Thus, the use “looks” like
read-only to any other alias of that state.

Naturally, if concurrent read-only accesses were possible then we would need a proper ro ca-
pability to ensure that no intermediate, private values are placed in that shared cell. Otherwise, we
could also define a different = stepping that forbade private uses and requires a direct transition
from the rely to the guarantee type.

In this example we are modeling a monotonically increasing singly linked list, similar to what
is done in [14]. All the nodes of the list are technically immutable, so that the pointer to the next
node of the list cannot be changed. However, the list contains a head pointer which can prepend
new nodes to that list. Since each of those nodes is immutable, each node could also be shared
without bounds which would effectively model an immutable spaghetti stack if multiple shared
nodes could point to one same (immutable) next cell.

The interesting aspect of modeling this example is how we can constrain the actions of the head
pointer of the list. To illustrate this point, we use a list that already contains one element which
simplifies our protocol representation. With this protocol, we can enforce a more specific change
to the shared state: the head pointer is required to add one (and only one) new node that points to
the exact same list node that was previously in that shared state, if the shared state is used at all.
The list protocol will ensure that, regardless of how many aliases to that list exist, if any alias uses
the list then it must forcefully prepend just a single node to the list as its sole action.

N[p] = Node#[ element :int, next : ref p ]
Nil[p] £ ro p Nil#[]
Node[p] = Hdq.((ropN[g]) * (Node[g] & Nil[q]))
RootNode[g] = (rw pN[g]) = (Node[g] & Nil[q])
L[p] = 3dq.((rwpN[g]) = (Node[g] & Nillg]) =

Ve.((rw p N[z]) * (rozN[g]) = (Node[g] ® Nil[g]))); L[p]

The important aspect is the constraint on the location that the new guaranteed cell must point
to. This means that we ensure the new cell that was added correctly points to the previous cell of
the list, as we had at the moment of focus. The protocol explicitly requires a prepend to occur. We
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could also include (through the use of &) additional uses that could, for instance, enable the client
to chose whether there should or not be changes to the list, so that iterating would be possible.
Since our focus is on only showing the prepend function, we omit that extra case.

We now show the implementation of the prepend function, that is defined as a closure with
access to the list’s head pointer. The h(ead) pointer is a reference to a location (@h) that is shared
using the L[@h] protocol for that location.

I' = @h:loc, h:ref @h
A = L[@h]
prepend = A x.
I' = x:int , @h:loc, h:ref @h
A = L[@h]
/[ automatic open of existential of L{@h]
I' = t:loc, x:int , Gh:loc , h:ref Gh
A = ((rw @h N[¢f] ) * ( Node[t] ® Nil[f] )= ...)
lock h; //locks location of head, i.e. ’'@h’
A = rw @h N[f] , Node[f] & Nil[s] ,
., Yg(((rw @ N[g] ) * (ro g N[rf] ) = ( Node[r] & Nil[s] ) ) ; L[@h] )
let n = new Node#{ element = !'h.element, next = 'h.next } in
A = n:3dw.( rw w N[f] )
// automatic open

I' = ..., w:loc, n:ref w
A = ..., rww N[f]
// subtype to readonly, this cannot be reversed back to writable!
A = .., row N[
A = ..., rw @h N[7] , ro w N[7]
h := Node#{ element = x , next = n };
A = .., rw @h N[w] , ro w N[7]
/[ automatically apply location 'w’ to guarantee:
A= .., (((rw@ Nw]) = (row N[f] ) = ( Node[r] & Nil[s] ) ) ; L[p])
end;
/it is ok to unlock since we are at the desired guarantee
unlock h
A = L[@h]

Protocol composition becomes easier to grasp once the following subtyping relation between
states is observed:

Ve.((rw pN[7]) = (rozN[g]) = (Node[gq] & Nil[qg]))
\j;-((erN[t]) * dq.((rotN[g]) = (Node[g] & Nil[g])))
\j;-((I'WPN[f]) * Node[r] )

\j;.((rpr[t]) + (Node[r] & Nil[f]))
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Therefore, we have that the rely and guaranteed states are very similar except for referring
different location variables. Once this is considered, protocol composition is straightforward.
If the split state is Node[p], then we have the following set of configurations:

{ O ( + dg.RootNode[g] = L[p] | Llpl ),
O (r:loc + RootNode[r] = L[p]l |l Llp] )}

Which is the result of the steps:

{(q:loc + (rwpN[g]) = (..)=> @wpN[g]) * (...) = Vt.(...); L) —» (g:loc, t:loc + Node[t] = L)
¢+ dg.((xwpN[gD) * (..))=>Ag.(@xw pN[g]) = (...) = V£(...)); L) — (t:loc + Node[t] = L)
O( + Jg.RootNode[q] = L) — (t:loc + Node[t] = L) ®

(t:loc + rw p N[t]) = (...)=> ((@wpN[g]) = (...) = VL(...); L){g/t}) — (l:loc, t:loc + Node[l] = L)

(t:loc F (rw pN[7]) * (..) = Jg.((xw pNlg]) * (...) = VL(..)); L) = (/:loc + Node[l] = L)

A(t:loc + RootNode[t] = L) — (/:loc - Node[l]] = L) ®
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D Encoding Typeful Message-Passing Concurrency

We now discuss how our protocols can be used to encode message-passing style of concurrency,
via shared memory cells. However, our encoding only works in a non-distributed setting since our
core language does not account for actual network interactions—although that can also be seen as
interacting with the network card’s buffer. Interestingly, this enables values to be shared between
threads without copying. For instance, by using an auxiliary cell to store values and just move that
pointer (and capability) between the threads via the channel (modeled as a shared cell).

Due to the underlying protocol types and its shared memory underpinnings, our encoding
can send “messages to self” and is naturally asynchronous. This flexibility also allows for non-
deterministic interactions, when different alternatives may be picked depending on a particular
thread scheduling. Technically, instead of sending or receiving a message, the interaction occurs
through relying and guaranteeing that the shared cell contains values of a certain type. The novelty
is that our protocols can encode both shared-memory and message-passing styles of interactions
in a single, unified protocol framework.

We now discuss the high-level concepts of our encoding of message-passing:

Channels as memory locations. To create a new channel we must create a new cell that will
model the interaction that occurs through that channel. Similarly, closing a channel is equiv-
alent of deleting that memory location, which effectively negates further uses of the cel-
l/channel. Since the communication occurs through the shared location, the channel name
is meaningless as long as the specific location is shared by the two endpoints, even if using
different local names for those channels / location variables.

Sending as (little more than) writing to shared state. Our encoded send is non-blocking which
means that the thread does not need to wait for the other party to receive the value. This
also means that a thread can send a message to itself, if the programmer so wishes. To avoid
overwriting non-received values, the exact state of the channel/cell must be marked with a
specific tag. This is akin to sending or waiting for an acknowledge that the value has been
properly received, instead of potentially flooding the receiver’s buffer. The extra complexity
can be hidden from the programmer by using the idioms that we discuss below.

Receiving as (little more than) reading from shared state. We can encode receive in similar
ways to sending, so that we may need to mark the shared state with a specific tag so that the
receiver knows that the cell was read (and thus that the cell is available to write to).

Multiparty. Our channels are shared cells where the kind of communication that can be done
through those shared cells is only constrained by the protocol type. Thus, whenever the
protocols compose safely, that interaction is ruled valid. As we saw in previous examples,
protocol composition allows arbitrary aliasing and therefore multiparty communication (in-
cluding delegation) is naturally supported by our scheme.

We now discuss the encoding of send/receive shown in Figure 13. The underlying principle of
these idioms is to hide the waiting states of the channel. Client code will then look identical to what
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rec X. //recursion point
lock c; //locks location of ¢’
case !c of
/I 1. waiting states, just unlocks and
retries:
A#n — ... //analogous to case
below
| B#n —
c := B#n; //restore any linear type
unlock c; // unlock cell
X // retry
// 2. desired (receive) state:
| ReadyToReceive#v —
c := idle#{}; // marks as
received
unlock c; // unlock cell
v // result of receiving from channel’
c
end // end case
end // end recursion
// at this point ¢ has type P

1 send(c,v) £

2

3

4

5

16

17

8

rec X. //recursion point
lock c;
case !c of
// 1. waiting states, just unlocks and
retries.
A#n — ... //analogous to case
below
| B#n —
c := B#n; //restore any linear type
unlock c; // unlock cell
X // retry
// 2. desired (receive) state:
| idle#_ —
c := ReadyToReceive#v; //signa
sent
unlock c; // unlock cell
{3} // result of send is unit
end // end case
end // end recursion
/[ at this point ¢ has type P

Figure 13: Possible encoding of send and receive functions.
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you would normally see on traditional message-passing systems. Therefore, a send/receive will
potentially have to wait if the cell is not available with the desired tag that will enable “sending” or
if it has no new value to “receive”. Creating a new channel (new) and closing a channel (close) are
straightforward uses of memory allocation (followed by sharing to split the state into the desired
protocols for that channel) and memory deletion, respectively. Therefore, we will only look into
more detail on the encoding of receive and send.

The crucial aspect is that the protocol must model the buffer’s changing state, as the communi-
cation progresses, enabling the encoding to seamlessly wait for a particular phase of the interaction.

Consider the following code:

let x = receive(c) in ...

To receive a value sent to channel ¢, we need to wait for a specific state to be stored on that
cell. This waiting is based on the specific protocol type of the channel. This means that ¢ should
have a type of the kind:

WaitSteps[A, B, ...] @ (rw c ReadyToReceive#V = rw c idle#[]; ...)

where WaitSteps are just (“busy-wait”) cycles in the protocol that retry that same step of the
protocol. The alternative step on the right advances the protocol when the right value, tagged with
ReadyToReceive, is found in c.

Sending is analogous since it must also wait for the “‘channel” to be free (for instance by being
tagged with idle) which leads to the recursion that spins waiting for the appropriate tag to be
present. Similarly to send, we have:

WaitSteps[A, B,...] @ (rw c idle#[] = rw c ReadyToReceive#V ; ...)
Note that, expanding WaitSteps[A, B] above yields the protocol:

recX((A=A;X)® (B=B;X) & (rwcidle#]] = rw c ReadyToReceive#V ; ...))

Open Problems Technically, our messaging mechanism is a queue of a single element. The
communication can occur asynchronously and without any guarantee of global progress, making
the communication vulnerable to live-locks or even deadlocks if the use of this encoding is mixed
with locks.

In our system, to ensure safe and local re-splits, we must explicitly list all the waiting phases
of the communication. While in traditional message-passing system such waiting phase is hidden
from the programmer, our receive and send may cause the current thread to “busy-waiting” when
an old value is still in the shared cell. (Although overwrites may be allowed in certain situations,
so that waiting is unnecessary but may cause the interaction to be somewhat non-deterministic
which is not usual for message-passing.) This waiting is akin to blocking the thread when there is
no actual, higher-level, mechanism to wait on some event. Technically the implementation could
employ a simple optimization that registers which thread should wake up on a particular state
change of the cell/channel, but we do not approach the problem of finding better ways to schedule
threads to reduce excessive spinning.
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Figure 14: Buyer-Seller-Shipper message-passing example.

D.1 Buyer-Seller-Shipper Example

The example of Figure 14 (adapted from [5]) shows a multiparty communication between a Buyer,
a Seller, and a Shipper. The buyer sends a request to buy some product to the seller, which then
replies with the price and delegates shipping to the shipper. The shipper, upon receiving the request
for some product, then replies by listing the shipping details back to the buyer.

We follow the original example in using “session-delegation” instead of opening a private com-
munication channel between the shipper and the seller, although our system can also model that.
Similarly, to simplify the presentation, we do not abstract a channel’s internal states even though
such abstraction would produce a more modular protocol specification.

We begin by modeling the communication by explicitly labeling the messages sent through the
channel using the m-calculus notation of “!” for sending and “?” for receiving, and extending the
notation to use “<” and “~»” to connect or delegate the communication.

Buyer : Seller <buy!(prod) ; price?(p) ; details?(d)
Seller ~ buy?(prod) ; price!(p); Shipper < product!(prod)
Shipper ~» product?(prod) ; details!(d)

The types above define a Buyer type that initializes a communication (<) with the Seller server.
From the perspective of the Buyer, the buyer sends a buy message (with the desired product)
and waits for two replies in that channel: one with the price and another with the details of
the requested product. From the Seller perspective, on each new request (~»), the seller reads the
product that is to be bought, sends back the price, and then connects to Shipper to send the product
information while delegating to Shipper the remainder of the communication. Finally, Shipper,
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channel

© buy!
© buy?
©price!
@price?
©product!
©product?
O details!

O details?

Figure 15: Buyer-Seller-Shipper shared channel’s changing session state.

on each new request, receives the product and sends back the shipping details over that channel.

To model this interaction, we will “merge” all communications into a single (coordinated)
shared cell. Threads will wait on the shared cell for specific tags to appear in the shared state.
Similarly, we must model the internal states of the “channel” (i.e. ready to receive, ready to send,
etc.) explicitly. Although our idiom hides these temporary states from the programmer, they are
needed to encode the interaction in our rely-guarantee protocols.

We begin by directly translating the types above into our protocols, ignoring missing “busy-
waiting” states and instead focusing only on the useful transitions and temporary (idle) states (see
Figure 15 for a schematic of how the different channel’s states occur within the communication
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channel).

Buyer : rwc idle®#[] = rw c buy#prod ;
rw c price#p = rw c idle2#[] ;
rw c details#tid =>rwc|];
rw c []

Seller : rwcbuy#prod = rwc idlel#(];
rw c idlel#[] = rwcprice#p ;
rw ¢ idle2#[] = rw c product#prod ;
none

Shipper : rw cproduct#prod = rw c idle3#[];
rw c idle3#prod = rw c details#d ;
none

where the initial state is of the cell is “rw ¢ idle®#[]”.
We now add the necessary waiting states, but use the following idiom to reduce the syntactic
burden and only list the tags that must be waited on.

wait Aelse P 2 rec X.((Ag = Ap;X) @ ... ® (A, = A X) & P)

We use the abbreviation above to simplify the syntax of listing each “wait” step, although our A
will be limited to listing tags and not the full type for simplicity. Note that instead of manually
inserting wait...else, we could instead use/adapt our protocol composition mechanism to detect
any missing state/steps and introduce waiting the required steps to ensure safe composition, for
this particular kind of message-passing usage. Still, for the purposes of this example we list the
missing states explicitly but gray out those components of the protocol to preserve (some) clarity:

Buyer : rwc idle®#[] = rw c buy#prod ;
wait buy, idlel else rw cprice#p = rwc idle2#[];
wait idle2,idle3, product else rwc details#d = rwc|];
rwc []

Seller : wait idle0® else rw c buy#prod = rw c idlel#{];
rw c idlel#[] = rwcprice#p ;
wait price else rwc idle2#[] = rw c product#prod ;
none

Shipper : wait idle®,idlel,idle2, buy,price else
rw ¢ product#prod = rw c idle3#[] ;
rw ¢ idle3#prod = rw c details#d ;
none

In our scheme, all participants must be aware of all (public) states that may appear on the
shared state to enable safe re-splittings later on (even after subtyping). Therefore, each party
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fork // Seller server: buy? (prod) ; price!(p) ; Shipper < product! (prod)
rec L. //recursively waits for new connections
let ¢ = listenSeller() in
fork // worker thread to handle this connection

// the product that is to be bought

(let product = receive(c) in
/I do something with product to find price
send( ¢, FETCH_PRICE(product) );
/1 splits the usage of the protocol

connectShipper(c);
send( c, product )
end)
end;
L

Figure 16: Seller code.

must explicitly know the state it is to wait on (and not change) because all states are visible and
thread/alias interleaving can be non-deterministic.

Implementation Finally, we show a possible implementation of this interaction. To begin the
communication, each server must have its own message queue to receive new requests. For in-
stance, by means of a pipe. It s this pipe that stores the channel/cell that connects the two endpoints
to establish the desired communication.

Assume that the pipe was already created and shared by assigning to each endpoint a different
role in the use of the pipe (consumer or producer). Therefore, the consumer of the pipe will listen
for new requests to be pushed into the pipe, while the producer will insert new requests onto the
pipe. We then proceed by making listenShipper correspond to the consumer of the pipe for
the Shipper server (that will do successive tryTakes), while connectShipper is the correspond-
ing producer that will push new values into the pipe. Analogously, we have 1listenSeller and
connectSeller for similar uses but for the Seller server.

Do note that connectShipper is slightly more complex than just the use of a pipe. Indeed,
to create a new channel, connectShipper will also have to create the new cell and all the corre-
sponding protocols of the interaction. In the case of this example, this corresponds to splitting the
usage of the cell in three protocols: one for the buyer, one for the seller and another for the ship-
per. On listenSeller the seller will receive two protocols one for itself and another for shipper.
Through connectShipper seller will send shipper the part of the protocol that was delegated to
shipper.

Figures 18, 16, and 17 show possible implementations of the three communicating processes
using the receive and send functions discussed above.
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fork // Shipper server: product? (prod) ; details!(d)
rec L.
let ¢ = listenShipper() in
/I get product info
let product = receive(c) in
/I send shipping details
send( ¢, FETCH_SHIPPING_INFO(product) )
end
end;
L

Figure 17: Shipper code.

/I Buyer: Seller « buy! (prod) ; price?(p) ; details?(d)
let ¢ = connectSeller() in
send(c, GET_USER_PRODUCT() );
let price = receive(c) in
let details = receive(c) in
close(c)
end
end
end

Figure 18: Buyer code.
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E Complete Technical Development

X € VARIABLES t € Tacs f € Fiewps p € LocarioN CONSTANTS
[ € LocATION VARIABLES X € TYPE VARIABLES

p =pll u = 11X U :=plA

v = p (address)
| x (variable)
|  Ax.e (function)
| (=) (record)
| t#v (tagged value)
e =V (value)
| vt (field selection)
| vy (application)
| letx=eineend (let)
| newvy (cell creation)
| deletev (cell deletion)
| v (dereference)
| vi=v (assign)
| casevoft#x —» eend (case)
| lockv (lock locations)
| unlock v (unlock locations)
| forke (spawn thread)
E = oO|letx=&Eine (evaluation contexts)

Figure 19: Values (v), expressions (e), evaluation contexts (&).
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A = 1A (pure/persistent)
| A—oA (linear function)
| [ﬂ] (record)
| D t#A; (tagged sum)
| VLA (universal location quantification)
| dLA (existential location quantification)
| VX<:AA (bounded universal type quantification)
| dX<:AA (bounded existential type quantification)
| refp (reference type)
| X[U] (type variable)
| (rec X().A)[U] (recursive type)
| A®A (alternative)
| A&A (intersection)
| rwpA (read-write capability to p)
| none (empty resource)
| A=A (rely)
| A A (guarantee)
| top (top)
| A=A (stacking)
| AxA (separation)

Pairs, recursion, and other constructs are definable in the language as was done in [22].

Figure 20: Types (A).
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Dynamics, (p:%)

Ho; To = Hy; T |

p fresh

(D:NEW)
H; Enewv] —» H,p —v; E[p]

(D:DELETE)

H,p' < v; E[delete p] — H; E[v]

(D:DEREFERENCE) > >
H,p"—v; &[lp] » H,p" —v; Ev]

(D:ASSIGN) 5 5
H,p"—=vy; Elp:=vil = H,p" = vi; Ewl

(D: APPLICATION)

H; E[(Ax.e)v] > H; Ele{v/x}]

(D:SELECTION)

H; S[{f =vi.f]] » H; &l

(D:CASE) ——
H ; E[case t;#v; of t#x —» eend] — H ; Elefv;/x;}]

(p:LET) -
H; Elletx=vineend] —» H; Ele{v/x}]

(p:Lock) — ——
H,p = v; Ellockp] = H,p* = v; E[{}

(p:UNLOCK) — -
H,p* — v; Elunlock p] - H,p = v; E[{}]

(p:Fork)
H; E[forke] —» H; E[{}] e

Hy; Eleg] — H,; Ele]- T,

(p:THREAD)
Hy ; Eleo]l - To — Hy; Elel]-Ti- Ty

Notes: p’ ranges over p (not locked) and p* (locked) with lock token unchanged. We use £; to
denote access to some position, i, in the set of labels f (and similarly for other sets, such as v, t,

Figure 21: Operational semantics.
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T|Agre:AHA Typing rules, (1:¥)

(T:PURE) (T:PURE-ELIM)
(T:REF) FI'I—v:A—|- (T:Unir) F,XZAO|A0|-€CA1-|A1

lp:loc|-+p:refp+4- T|-Fv:iIA4- T|-Fv:l[]J4d: T|Agpx:!Agre: A 4A

(T:SELECTION) (T:RECORD)
(T:PUrRE-READ) (T:LINEAR-READ) ClAgrFv:[f:A]4A, FC|AFv:A4-

Ix:Al-Fx:1A4- Tlx:Arx:A4- T |AgrvEi i A4A CI|AF{f=v):[f:A]4-

(T:DELETE) (T:NEW)
I'Agrv:3l((lref]):: (xrwlA)) 4 A; IF'AyFv:A4A
I'|Ag+deletev: LA 4 A, I'|AgFnewv: Al.(('ref]) :: xw [ A)) 4 A,
(T: ASSIGN) (T:SUBSUMPTION)
LAy kvt Ag 4 A ' Ag <t Aq I'Ajre:AgH A,
FlA]I—vo:refp—iAz,rprl I'kAp < A FI-A2<IA3
FleFVO::V1:A1-|A2,I'WpA0 I'Agre: A 4A;
(T:CASE)
(1:TAG) LA kv: X ti#A 4 A
FlAl—v:A—|- FIAI,xi:Aikei:A4A2 lS]
FIAFt#v: tHA 4 - ['|Ao+casevof tiffx; > ejend: A4 A,

(T: APPLICATION)
(T:FUNCTION) I'|AgFvg:Ayg oA 47
I'A,x:Agre:A; - A Fvy i AgH4 Ay

I'ArAx.e:Ag —o A - LAy Fvogv i AL A A,

(T: DEREFERENCE-LINEAR) (T:DEREFERENCE-PURE)
FNAgrv:refp4A,rtwpA T |Agrv:refp4A,rwplA

'Agrv:A4ALrwp ![] A rWv:!1A4A,L,rwp lA

(T:INTERSECTION-RIGHT) (T: ALTERNATIVE-LEFT)
F|A0|-€IA0-|A1,A1 rle,AoF€IA2-|A1
FlAOI—e:A0—|A1,A2 Fle,A1F€§A2-|A1

IN'AgrFe:Ag4A,A1&A; T A, AgB A Fe: Ay 4 A

Figure 22: Typing rules (1/2).
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(T:LET)
(T:Fork) I'|AgFeg: AN
I'Avre:![]4- I'AL,x:Agkep : A A A,

I'Arforke:![]4: T |Aprletx=e¢eyineend:A;4A,

(T:FRAME) (1:CAP-ELIM) (T:CAP-STACK)
F|A0|-€ZA4A1 Fle,XZAo,All-elAz-|A1 F|A0|-€IA0-|A1,A1

Ay, Are:A4ALN I'Ap,x:AgmAjre:AyHA T |Agre:Ag i A H4A

(T:CaP-UNSTACK) (T:ForaLL-Loc-VaL) (T:ForRALL-TYPE-VAL)
I'Agre:Ay Ay 4 A ILl:loc|Agrv:ApH- F,X:type,X<:A1|A0|—v:A0—|~
I'Agre:Ag4ALA I'|Agrv:VILAgAH- IF'Agrv:VX<:Aj.ApH-
(T:Lock-RELY) (1:UNLOCK-GUARANTEE)
I'-+rv:refp+- locs(Ap) = p I'l-rv:refp4- locs(Ag) = p

I'IA, Ag= A Flock v I[]4AA0,A1 T'|A, Ay, Ag; Ap Funlock v ![]4AA;

(T:LocOPENBIND) (T:LocOPENC AP)
F,l:loclAO,x:A1 Fe:ArdA F,l:loclAO,A1 Fe:Ar A
F'Ao,Xial.A1F63A24A1 F'Ao,EIl.Alf—e:Az-|A1
(T:TyPEOPENBIND) (1:TYPEOPENCAP)
[LX:type, X <:Ag|Ap,x: A1 Fe:Ay4A; T, X:type, X <:Ag|Ap, A1 Fe:Ar4A
I | Ao, x: AX<:Ag. A1 Fe: Ay 4 Al I | A0,3X<ZA().A1 Fe:ArH Al

Notes: bounded variables of a construct and type/location variables of quantifiers must be fresh in the rule’s conclusion.

We use the notation £; to denote access to some position, i, in the set of labels f (and similarly for Z).

Figure 23: Typing rules (2/2).

r = . (empty)
| T, x:A (variable binding)
| I, p:loc (location assertion)
| I, X<:A (bound assertion)
| I, X:k (kind assertion)
A = (empty)
| A, x:A (linear binding)
| A, A (linear resource)
k = type | type — k | loc — k (kinds)

Figure 24: Typing environments.
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Subtyping on types, (sT:%)

(sT:TOLINEAR) (sT:PURE) (sT: WEAKENING)
(ST:SYMMETRY) TrAy <A TrAy < A (sT:PureTop) I, +-A<:B
TFA<TA I'+H14Ag <: A; I'H1Ap <: 1A I'riA <l I'p,I'T+A<: B
(sT:FuncTioN) (ST: ALTERNATIVE) (ST:INTERSECTION)
I'FA; <Az I'FA; <A Ay <A, TFAy<: A,

I'tAy <A <: Ay —o Aj I'FAy <t A, ®A, I'F Ag&A; <: A,

(sT:Sum) (sT:D1scarD)
I'tA; < B n<m TFr[E:A]l<[f:B] f:A+£0

'FATOP Tk Y7 t#A; <t X7 t#B; TH[f:A, f:A]< [f:B]

(sT:Topr)

(sT:TYPEVAR) (sT:RECORD)
X<iApel ' Ay < Ay T+[f:A]<:[f:B] A < B
X< A I'r[f:A, f:A'l<[f:B, f:B]
(ST:STACK) (sT:STAR)
I'FAp <t Ay (sT:Cap) I'rAp < A,
I'A, <: A; I'Ag <: Ay I'rA; < Az

I'FAg:i Ay <A it Az Fl—rprO <: I'WpAl I'FAgxA; <Ay« Aj

(sT: ALTERNATIVE-CONG) (sT:INTERSECTION-CONG) (sT:Loc-ForaLL)
Fl—A0<1A] FF—A2<1A3 FI—A0<2A1 FI—A2<2A3 F,l:lOCI—A0<2A1
I'rAg® A, <: A ® Az I'F Ap&A, <: A1 &A5 I'VILA) <: VI.A4
(sT:PackLoc) (sT:Loc-Exists) (sT:LocArp)
A <A I,l:lock Ag <: Ay I,l:lock Ay <: A
'+ Ay <: LA/ p} '+ 3LA, <: LA, '+ VY1LAy < Aip/l}
(sT:PACKTYPE) (sT:TyPEAPP)
A, <A [k Ap <: A 't Ay <t Ay [, X :type, X <: Aj + A <: A
Ik Ap <t AX<:ALAN(X/Az} TF VX<iALAy < Aj{A,/X)
(sT:TyPE-EXISTS) (sT:TyPE-FORALL)

I[X:type, X <: A3+ A <t Ay [LX:type, X <: A3+ Ag <: Ay
I'r dAX<:A5.A) <: AX<:A3.A4 I'VX<:A3.A) <: VX <:A3.A4

Note: recall that @ and & are commutative; thus we only have one subtyping rule for (sT:ALTERNATIVE) and
(ST:INTERSECTION).

Figure 25: Subtyping on types (co-inductive).
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Subtyping on deltas, (sp:*)

(sD:VAR) (SD:SHARE)
THAy<:A,  Ag<:A;  ODSYMMETRY) T Acco A A TrA DA | A

Fl‘Ao,XiAQ<CA],X§A1 'A< A FI‘A0<ZA1,A1,A2
(sp:STAR-R) (sp:STAR-L) (sp:TYPE)
I'rAApA <A ALA, F'rAAy+xA <t AA %Ay 'k Ag <: Ay I'FAp <t Ay
FI-A,A(),A] <tAA + A, FFA,AO x* A <t A AL A, rl—Ao,AO <t ALA
(SD: ALTERNATIVE-L) (sD:INTERSECTION-R)
(sp:NonEe-R) (sp:NoNe-L) I'F Ag, Ag <: Ay I'F Ag <: Ay, Aq
FFAO <t A FI-AO <t A4 FFAQ,Al <t A4 FI-AO <AL A,

I'+ AQ <: A;,none '+ Ao, none <: A I'r A(),A() DA <A I'+ AO <t AL, A &A,

Figure 26: Subtyping on linear typing environments.
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E.1 Protocol Composition

C = (I'rR=P||Q) (configuration)
| C-C (configuration union)
(WF:SPLIT) (WF:CONFIGURATION)
(F'FR=PIO)HT Co = C Ci T
I'rR=S PO Col

P,Q ::= (rec X(u).P)[Up] | X[Up] | P®P | P& P | none | S = P |
S:P | AP |VLP|AX < AP | VX < A.P

S = (rec X@).S)[Us] | X[Us] | S®S | S&S | none | AxA | rwpA
R:=P|S

Figure 27: Grammar restrictions for checking composition: Protocols, States, and Resources (ei-
ther a protocol or a state).
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Composition, (c:*)

(c:StEP) (c:ALLSTEP)

(F'FR= R [P])— Cy R Ool=0| Q Co C,

(TFR= RR[O]) P C Re[O] =Pl O GG
(TFR=>P|| Q) Cy-Cy Co-Ci—> Cy-C4

Composition — Reduction Step, (c-rs:*)

(c-rs:NoONE)

(I'tR= R[none] ) — (I' + R = R[none] )

(c-RS:STATEALTERNATIVE)
(' Ry = R[P] ) Cy (c-RS:PROTOCOLALTERNATIVE)
('R, = R[P] )+ C, (TFR= R[Py] ) C

<F|—R0€BR1372[P]>|—>C0'C1 <F|—R3R[P0@P1]>l—>c

(c-RS:PROTOCOLINTERSECTION)
(c-RS:STATEINTERSECTION) ('t R= R[Py] ) Co
(F'rRy=> R[P] ) C ('t R= R[P] ) C,

(T+Ry&R, = R[P]) > C (T FR= R[P,&P,])+ Cy-C,

Composition — State Stepping, (c-ss:¥)

(c-ss:STEP)

(TESo=2R[Soe=5S1:P])=(I'+S =2 R[P])

(c-ss:RECOVERY)

(TS =2 R[S]) = (T none = R[none] )

Composition — Protocol Stepping, (c-ps:*)

(c-Ps:STEP)

(F'rSo =830 R[So=S1:P1) = ('t 0= R[P])

Figure 28: Basic protocol composition stepping rules.
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(c-RS: WEAKENING) (c-ss:ForaLLLoc)
(I FR=>R[P] ) C (ILl:loc+FS =>RS=P])—>C

(I'p,T'FR=>R[P] )= C (F'kS R[S =>VILP])»C

(c-ss:OpeNLoc) (c-ss:ForALLTYPE)
(TS = RP{p/}])—»C (ILX:type, X <:ArFS=2RS=P])—C
(' S = R[EALP] ) C (TEFS 2RSS =>2VX< AP])—C

(c-ss:OPENTYPE)
I'FA| < Ay <F|‘S§R[P{A1/X}]>I—>C

(T+S = R[AX <: Ag.P] ) > C

(c-ps:ExisTsTYPE) (c-ps:ExistsLoc)

(ILX :type, X <:ArP=>R[Q])—C (I,l:loc+tP=>R[Q])—C
(TFAX < AP RAX < AQ])—~C (TrALP=REALO) - C

(c-pPs:ForRALLTYPE)

(ILX:type, X< ArS=P=2R[S=0])—»C
(TFS 2 VX< AP R[S =2 VX< AQ])— C

(c-ps:ForarLLoC)

(ILl:loc+F S = P=>RS=0])—>C
(T'FS=2VIP= R[S =VI0l)—»C

(c-ps:LocArpp)
(TFS = Pp/l=>RS=0])—~C

(F'rS=2VIP=RS=0])-C

(c-ps:TYPEAPP)
I'A; < A (T'r S =2 PA/X}2RS=>0])>C

(TEFS 2VX < A)P2RS=>0])—~C

P{A/X} £ “substitution, in P, of X for A”
Note: bound type/location variables of a type must be fresh that rule’s conclusion.

Figure 29: Protocol composition abstraction extension.
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(C-RS:SUBSUMPTION)
'R <: Ry <FFR03R[P0]>I—>C '+ Py <: Py

(THFR, =2 R[P])~C

(c-ss:RECOVERY)

FI-S()<251
(T'rSy=R[S]) (I F none = K[none] )

(c-ss:STEP)
I'kSo<: 8,

(TFSe=2RIS1=5xP])—= ('S, = R[P])

(c-Ps:STEP)

FI-S()<ZS1 F|-53<ZSQ
(TFSo =820 RIS1 = 555P]) > (T'F Q0> RIP])

Figure 30: Protocol composition subtyping extension.
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F Algorithms

F.1 Protocol Composition

Composition Algorithm, (c)

(1) «(I,R,P,Q)=cf(I,R, P, Q,0)

(2) <«I',R,P,Q,v)= /* (c:StEP) and (c:ALLSTEP) */
YI'FR = P || Q) € (stp(T, R, R[P], v)Ustp(T, R, R[Q], v)).(c(I",R', P, O, vUIT +FR=> P Q)))

stp(I, R, P, v) Step, (sTP)

3)

“4)
&)
(6)
(7
®)
9

(10)
(1)

(12)
(13)

(14)
15)
(16)
a7)

(18)
(19)

stp((I”, 1), R, R[P], v) = /% (c-RS:WEAKENING) */
O if T+rR=>R[P])ev /* considering equality up to (EQ:REc) */
stp(T, (rec X(u).R)[U], R[P], v) £ stp(T, R{rec X(w).R/X}{U/u}, R[P), v) /* (BQ:REC) #/
stp(T, R, R[(rec X().P)[U]], v) = stp(T, R, R[P{rec X(u).P/X}{U/u}], v) /* (EQ:Rec) */
stp(T, R, R[none], v) = {I' + R = R[none]} /* (c-RS:NONE) */
stp(T, So, R[So=S1;P,v)2{T'+S; = R[P] /* (c-ss:STEP) */
stp(I, (So = 51;0), RISo = S1;Pl,v) ={['+ Q= R[P]} /* (c-ps:STEP) */
stp(T, Ry® Ry, R[P], v) £ stp(T, Ry, R[P], v)Ustp(I, Ry, R[P], v) /* (C-RS:STATEALTERNATIVE) */
stp(T, Ry&R;, R[P], v) = stp(T, Ry, R[P], v) /* (c-RS:STATEINTERSECTION) */
stp(T, Ro&R;, R[P], v) = stp(I, Ry, R[P], v)
stp(T, R, R[Py® P11, v) = stp(T, R, R[Py], v) /* (c-RS:PROTOCOLALTERNATIVE) */
stp(I', R, R[Po® P1], v) = stp(I, R, R[Pi], V)
stp(T, R, R[Py&P;], v) = stp(T, R, R[Pyl, v) Ustp(I', R, R[P], v) /* (c-RS:PROTOCOLINTERSECTION) */
stp(T, S, R[S], v) = {T' + none = R[none]} /* (c-ss:RECOVERY) */
stp(T, R, R[ALP], v) = stp(T, R, R[P{p/l}], v) /* (c-ss:OpeNLoc) */
stp(I, R, R[AX <: Ap.P], v) = /¥ (c-ss:OPENTYPE) */
stp(T, R, R[P{A/X}], v) 1f sbt(T, Ay, Ap)
stp(T, S, R[S = VLP],v) = stp((T,!:loc), S, R[S = P], v) /* (c-ss:ForaLLLoC) */
stp(I, S, RIS = VX <t A.P],v) =stp(([, X : type, X <: A), S, R[S = Pl, v) /* (c-ss:FORALTYPE) */

Figure 31: Protocol composition algorithm (1/2).
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(20)
21)

(22)

(23)

(24)
(25)

stp(T, AL.P, R[AL.Q], v) = stp(([T,1: loc), P, R[O], v) /* (c-ps:ExistsLoc) */

stp(T, 3X <: A.P, R[AX <: A.Q], v) = /* (c-ps:ExistsTYPE) */
stp(([, X : type, X <: A), P, R[Q], v)

stp(T', S = VLP, R[S = VIL.Q],v) = /* (c-ps:ForaLLLOC) */
stp((T,1:loc), S = P, R[S = 0], v)

stp(T, S = VX <: A.P, R[S = VX <: A.Q], v) = /* (c-ps:ForaLLTYPE) ¥/

stp(([, X : type, X <: A), S = P, R[S = 0], v)
stp(I, S = VLP, R[S = Q],v) 2 stp(I, S = P{l/p}, RIS = Q], v)/* (c-ps:LocArp) */

stp(T, § = VX <t Ap.P, RIS = Q], v) = /¥ (c-ps:TYPEAPP) */
stp(T, S = P{A/X}, R[S = 0], v) if sbt(T, A, Ap)

Subtyping extension:
(7) stp(T, So, RIS1 = S PL,v)={l'+S, = R[P]} if sbt(T, So, S1)

(8) stp(I, (So = S20), RIS1 = S3; P, v) 2{T'F Q= R[P]} if sbt(T, So, S1) A sbt(I, S3, S2) /* (c-ps:StEP) */

(15) stp(I, So, RIS1], v) = ([ - none = R[none]} if sbt(I, Sy, S1)

Note: Recall that (c-rs:SuBsumpTION) is admissible.

Figure 32: Protocol composition algorithm (2/2).
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F.2

Subtyping

Our subtyping algorithm follows the approach of [32, 2] so that sbt includes a frail to track cycles
and close the co-inductive proof.

|sbt(T, A, B)| (ie: sbt(T'FA<: B))
(1) sbt(T, A, B)=sbt(I,A,B,0)
(2) sbt(T, A, A, t) = true /* (ST:SYMMETRY) */
(3) sbt(T, '!A, B, t)=sbt(I,A, B, t) /* (sT:TOLINEAR) */
(4) sbt(T, 'A, ![], t) £ true /* (sT:PureTop) */
(5) sbt(T, A, !B, t)=sbt(I,A, B, t) /* (sT:PURE) */
(6) sbt(T, A, top, t) = true /* (s1:Top) */
(7) sbt(I, X, B, t)=((X<:A)el)Asbt(Il,A, B, t) /* (sT:TYPEVAR) */
(8) sbt((I",I), A, B,t)=sbt(I,A, B, t) /* (ST:-WEAKENING) */
(9) sbt(I,(A—B),(C—-D),t)=sbt(I,C A t)Asbt(I,B,D,t) /* (sT:FunctiOoN) */
(10) sbt(I, (A= B), (C::D),t)=sbt(I,A C t)Asbt(I, B, D,t) /* (ST:STACK) */
(11) sbt(T, xwlA), *wB), t) = sbt(I, A, B, 1) /* (sT:Cap) */
(12) sbt(I', (A=B), (CxD),t)= /* (ST:STAR) */
(sbt(TI, A, C, t) Asbt(T, B, D, t)) vV (sbt(I, A, D, t) Asbt(I, B, C, t))
(13) sbt(TI, ALA, AL.B, t) = sbt((I,I:loc), A, B, t) /* (st:Loc-Exists) */
(14) sbt(TI, VLA, YIL.B,t) = sbt((I',]:loc), A, B, t) /* (sT:Loc-ForaLL) */
(15) sbt(I, AX <:A.B,AX <: A.C,t) 2 sbt((I,X <: A, X : type), B, C, t) /* (sT:Type-Exists) */
(16) sbt(T, VX <:AB, VX <:A.C,t)2sbt(I,X <:A,X:type), B,C, t) /* (sT:TyPeE-ForALL) */
(17) sbt(I",I), A, B,t)=(T'+A<:B)e?t) /* (EQ:REc) */
(18) sbt(T, (rec X().A)[U], (rec ) Y(').B)[U], n= B /* (eQ:Rec) #/
sbt(TI, A{rec X(u).A/XHU/u}, B{rec Y(u').B/YHU’ /u'}, (t U (I + (rec X(u).A)[U] <: (rec Y(u').B)[U’])) )
(19)  sbt(T, (rec X@).A)U], B, 1) £ B /% (eQ:REC) */
sbt(I, A{rec X(w).A/XHU/u}, B, (t U (I + (rec X(w).A)[U] <: B) )
(20) sbt(T, A, (rec Y().B)[U'], t) % /* (EQ:REC) */

sbt(T, A, B{rec Y').B/YHU'/u'}, (t U (T + A <: (rec Y(u’).B)[U'])))

Figure 33: Subtyping algorithm (1/2).
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2y
(22)

(23)
(24)

(25)
(26)

27)

(28)
(29)
(30)
€1y

sbt(I', A, B&C,t)2sbt(I, A, B,t)Vsbt(Il,A,C,t) /* (ST: ALTERNATIVE) */

sbt(ILA®B,C®D, )= /* (sT: ALTERNATIVE-CONG) */
(sbt(T, A, C,t)Asbt(T, B, D, t))V (sbt(T, A, C,t)Asbt(T, B, D, t))

sbt(I', A&B, C, t) = sbt(I', A, C,t)Vsbt(I,B,C,t) /* (ST:INTERSECTION) */

sbt(T, A&B, C&D, t) = /* (sT:INTERSECTION-CONG) */
(sbt(T, A, C,t)Asbt(T, B, D, t))V (sbt(T, A, C,t)Asbt(I, B, D, t))

sbt(T, Y7 t#A;, Y t#B, t)2n<mA /\;? sbt(I', Aj, Bj, t) /* (sT:Sum) */

sbt(T, [f: A, f :A'],[f:B],t) = /* (sT:DISCARD) */
[f:A]#0Asbt(T, [£f:A], [f:B], t)

sbt(I, [f: A, f:A),[f:B,f :B],t)2 /* (sT:RECORD) */
sbt(I', A’, B, t) Asbt(TI, [f: A], [f:B], t)

sbt(T, A, AL.B, t) = sbt(T, A, B{p/l}, t) /* (sT:PackLoc) */

sbt(T, VLA, B, t) = sbt((T,!I:loc), A{p/l}, B, t) /* (sT:LocApp) */

sbt(T, A, AX <: B.C, t) £ sbt(T', A, C{D/X}, t) Asbt(T, D, B, t) /* (sT:PAckTYPE) */

sbt(I, VX <t A.B, C, t) = sbt((I, X <: A, X : type), B{D/X}, C, t) A sbt(I, D, A, t) /* (st TypeArp) */

Figure 34: Subtyping algorithm (2/2).
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G Auxiliary Definitions

G.1 Well-Formed Types and Environments

Well-formed conditions are not explicitly mentioned, but are assumed to be present whenever they

are relevant.

Definition 1 (Well-Formedness). We have the following cases (defined by induction on the struc-

ture of the type/environment):

J (Gamma)

I wt I wt I'HA type I wf I'HA type

- wf I, p:loc wf IX:type, X <: A wf ILx:A wf
. (Delta)
'rA wf I'FA type 'rA wf I'FA type
I'r- wf I'rA,x: A wf I'rAA wf
. (Location)
I',p:loct ploc
o '+ Atype (Type)
I' - A type ' A; type ' A type I'FA type
I' - none type I' + 1A type [+ [f:A]type ' Ay — A type
'k A type ' A type ' A type I'FA, type

I'r Ayt Ay type

' A type ' A type

'k Apx A, type

'k Aj type I'FA, type

I'rAy® A, type

' p loc

'+ A type I'Fp loc

I'F Ap&A, type

I',l:loc+ A type I',l:1loc+ A type

' rwpA type '+ ref p type
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-k Ap type I, X : type, X <: Ap - A, type
I'FVX<:Ap.A; type

-k Ag type I, X : type, X <:Ap + A; type
I'FdX<:Ap.A; type

I'+ A; type I'+ A type I'+ A, type
'k ), t#A; type ' Ag; A type

I'+ Ag type ' A type locs(Ap) = locs(Ay) # 0
I'kAy = A4 type

uy : koo ty 2 kyy X 1 kg — ... = k, — type + A type
I'+U;k; k; = kind(u;) i€{0,...,n}

I+ (rec X(w).A)[U] type

X:ky— ..ok, > type) e’ U; k) el i €{0,...,n}
'+ X[U] type

where:
kind(l) = loc
kind(X) = type
G.2 Set of Locations of a Type
Definition 2 (Locations of a Type).
locs(rw p A) = {p}
locs(Ap + Aq) = locs(Ap) Ulocs(A;)
locs(Ag&Ay) = locs(Ap) Ulocs(A;)
locs(Ay @ A;) = locs(Ag) Ulocs(A)
locs(d/.A) = locs(A)
locs(VI.A) = locs(A)

locs(dX <: Ap.A7)
locs(VX <: Ag.Ay)

locs(A{Ag/X})
loes(A{Ay/X})

locs(A) = Ay) = locs(Ag)
locs(Ag; Ap) = locs(Ag)
locs(none) = 0
locs(P) = 0
locs(X[U]) = 0

locs((rec X().A)[U]) = locs(A{rec X(u).A/XHU /u})
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If the type is a protocol, we do not yield a location since we will have to lock that protocol’s
locations separately (i.e. locking is “shallow”). Recursive types are assumed to be non-bottom so
that there is a finite number of unfolds that are relevant to extract the set of locations.

G.3 Store Typing

I''A+H Store typing, (sTR:¥)

(str:Loc) (STR:SUBSUMPTION) (sTR: BINDING)
I''A+H ' Ao+ H I' v Ag < Ay I'AA+H A FV:AA-
Ipo:loc|A+H A +H I'A,rwpArH,p—v

(sTR:LOCKED)
locs(Ap) =locs(Ay) =p
(STREVMPTY) Ak H.pSy TlA+H.p>V  TIAAFHH p—>V

|}_ FlA,Ao, A1;A2 FH,H',P"—’V

(sTR:DEAD-LOCKED)
locs(A)) =p
p—>véH A FH ,p—>V I'NAAFHH p—V

FlA, AI;AZ +H

(sTR:ForALLLOCS) (sTR:FORALLT YPES)
Il:loc|A,A+H X :type, X <:Ag | AAFH
I'AVIA+H I'AVX <:Ag Al v H

(where [, X are fresh in the conclusion)
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G.4 Substitution

Definition 3 (Substitution). For clarity, we define substitution on constructs using e even though
the grammar will restrict these “expression” to be values (v) in some of those places. This is done
just for readability purposes to make it clear which value is being used for the substitution, and
where it is being substituted into.

1. Variable Substitution, (vs:*)
We define the usual capture-avoiding (i.e. up to renaming of bounded variables) substitution

rules:

eofv/x} = e

(vs:1) plv/ix} = p

(vs:2) x{v/x} = v

(vs:3) xo{v/x1} = xo (X0 # x1)
(vs:4) (Axp.e0){v/x1} = Axg.eofv/xi} (x0 # x1)
(vs:5) {f=elv/x} = {f=elv/x}}

(vs:6) (e.Dlv/x} = efv/x}f

(vs:7) (eo enfv/x} = eolv/x}er{v/x}

(vs:8) (new e){v/x} = new e{v/x}

(vs:9) (delete e){v/x} = delete e{v/x}

(vs:10) (le){v/x} = le{v/x}

(vs:11) (eo :=eD{v/x} = eofv/x}:=e{v/x}

(vs:12) (t#e){v/x} = ti#e{v/x}

(vs:13) (case e of t;#x; — e¢; end){v/x} = case e{v/x}of t;#x; —» e{v/x}end (x; # x)
(vs:14) (let xo = eginey end){v/x;} = let xg = eg{v/x1}ine{v/x;} end (xo # x1)
(vs:15) (lock e){v/x} lock e{v/x}

(vs:16) (unlock e){v/x} = unlock e{v/x}

(vs:17) (fork e){v/x} = forke{v/x}
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2. Location Variable Substitution, (Ls:*)
Similarly, we define location substitution (but here up to renaming of bounded location vari-
ables) as:

Aolp/l} = A,
(Ls:2.1) pelp/ll = p
(Ls:2.2) Kp/l} = p
(Ls:2.3) bip/L} = 1 (lo # 1)
(Ls:2.4) (!Afp/lt = 'Alp/l}
(Ls:2.5) (Ag = Apip/l} = Aolp/l} —= Ailp/l}
(Ls:2.6) (Ao = ADip/lY = Aolp/l} :: Allp/l}
(Ls:2.7) [f:Allp/l} = [£f:A{p/l}]
(Ls:2.8) (Vlp.A){p/Li}y = Vip.Alp/li} (lo # 1)
(Ls:2.9) Flo.AD{p/Li} = Alo.Alp/li} (lo # 1)
(s:2.10) (ref po){p1/1} = ref polpi/1}
(L5:2.12) (ew po A)pi/l) = T polpi/1y Alpi /1)
(Ls:2.13) (Ao = AD{p/l} = Aolp/l} = Ap/l}
(Ls:2.14) (VX <: Ao AD{p/l} = VX <: Aplp/l}.A{p/l}
(Ls:2.15) AX <: Ao AD{p/l} = 3AX <: Aplp/1}.A{p/1}
(Ls:2.16) XIUDIp/l} = X[U{p/l}]
(Ls:2.17) ((rec X(u).A)[UDip/l} = (rec X(w).A{p/IHU{p/l}] (1 ¢u)
(Ls:2.18) Qi t#A) P/} = X t#AAp/l}
(Ls:2.19) (Ao ADip/ly = Aolp/l} @ Ailp/l}
(Ls:2.20) none{p/l} = none
(Ls:2.21) (Ao = AD{p/l} = Aolp/l} = Alp/l}
(18:2.22) (Ao ADip/l} = Aolp/l Aldp/l)
(Ls:2.23) (Ao & ADip/ly = Aolp/l} & A{p/l}
(Ls:2.24) top{p/l} = top
Totp/l =T,
(Ls:3.1) {p/l

(Ls:3.2) T, x: A){p/l

}

} p/l, x  A{p/l}
(Ls:3.3) (I, 1y : loe){p/Li}

}

}

I
F{p/ll},l() : loc (l() * ll)
I{
IR

(Ls:3.4) (I,X <: A){p/l p/l}, X <: A{p/l}

(Ls:3.5) T, X : k){p/l p/l, X i k
Aolp/l} = Ay
(Ls:4.1) Ap/l} = -
Ls:4.2) (A, x:A){p/l} = Ap/l},x: A{p/l}
(Ls:4.3) (A A)p/ly = Alp/l}, Alp/l}
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3. Type Variable Substitution, (Ts:*)

Finally, we define type substitution (up to renaming of bounded #ype variables) as:

[Ao{A1/X) = A, |

(1s:2.1) plA/X}
(15:2.2) RA/X}
(T5:2.3) (XIUDIA/X)
(15:2.4) XolUD{A/ X}
(15:2.5) (1Ap){A,/X}
(T5:2.6) (Ag — AD{AL/X}
(1s:2.7) (Ap :: 1){A2/X}
(18:2.8) [£: Al{Ao/X)
(15:2.9) (VL. Ao){ 1/X}
(1s:2.10) (FL.AA/X}
(1s:2.11) (ref p){A/X}
(Ts:2.13) (rw p Ag){A/X}
(1s:2.14) (Ap * Ap{A2/X}
(1s:2.15) (VXo <: A2.Ap){A1/ X1}
(1s:2.16) (AXo <: Ar.A){A 1/ X1}
(15:2.17)  ((rec Xo(u).Ag)[UD{A/X1}
(Ts:2.18) (2 t#AN{A/ X}
(1s:2.19) (Ag® AD{A/X}
(15:2.20) none{A/X}
(1s:2.21) (Ao = AD{A/X}
(15:2.22) (Aos A{A/X}
(T5:2.23) (Ap&AD(A/ X}
(1s:2.24) top{A/X}
ToA/X) =T |

(1s:3.1) {A/X} =

(15:3.2) (I, x : Ao){A1/ X}

(1s:3.3) T, 1:loc){A/X}

(rs:3.4) I, Xo <: A){A1/X,)}

(18:3.5) (', Xo : k){A1/ X1}

BolA/X) = A

(1s:4.1)

Jo,
/

A[U{A/X}]
Xo[U{A/ X }]
'Ao{A/X}

AofA2/X} — A{Ay/ X}
AofA2/X} i At{AL /XY
[£: A{Ao/X}]
VI.Ao{A1/X}
dl.AA/ X}

ref p

rw p Ap{A/X}
AofA2/ X}« A{Ar/ X}
VX <: A2{A1/ X1} AolA1/ X1} (Xo # X1)
X, <t Ax{A1/ X1} AofAL/ X1} (Xo # X1)
(rec Xo(u).Ao{A /X DIU{A/X1}] (Xo # X1, X1 & u)
2 titA{A/ X}

AofA/X}® A{A/X)

none

AofA/X} = A{A/X)

AofA/X}, A{A/X}

AofA/X}&A{A/X])

top

(Xo # X1)

A /X}, x 1 AplA,/ X}
I'{A/X}, 1 : loc

['{A1/ X1}, Xo <t AofA1/ X1}
F{ Xo ik

(Xo # X1)

1/ X1}, (Xo # X1)

{A/X) =

(1s:4.2) (A, x: Ap)A1/X} = AlA1/X}, x : AofA/X}

(1s:4.3)

(A, Ap)fA/X} = AMA/X}, AolA/X)
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H Main Theorems

H.1 Subtyping Lemmas

Lemma 11 (Subtyping Inversion). We have the following cases for types (A) and for the linear
typing environment (A):

o (Type)If I'FA <: A" then one of the following holds (omitting congruence rules):

1. A=A
2. if A =!A, then either:
(@) A =A;and T'FAy<: A, ,or;
(b) A’ =!A7and T'+Ag<: Ay ,or;
(c) A" =1].
3.if A=Ay oA, then A’ =A, oA; and T'+A, <:A; and T+ A, <: Ao.
4. if A=Ap:: A, then A’=A;::A; and T'FAg<:A; and T+ A, <: As.
5.if A=[f:A] then either:
(@) A=[f:A, £ :A”] and A’ =[£f:B] and[f:A]#Qand+ [f: A] <: [f: B].

(b) A =[f:Af" : A)] and A = [£f:A,f" : By] and T + Ay <: By and
I'r[£f:A]<:[f:B]

6. if A=rwpAy then A’=rwpA, and T+ Ay <:A;.
7.if A=3dlAy then A’ =3dlA; and I,[/:lock+ Ay <: A;.
8. if A =VI1Ay then either:
(a) A’ =VILA; and I,[l:loct+ Ay <: A, or;
(b)y A’ =A{p/l}and T,l:loct Ay <: A;.
9. if A=3X<:A3.Ap then A’ =dX<:A3.A; and I,X:type X <: A3+ A <:Aj.
10. if A =VX<:A3.Ay then either:
(a) A =VX<:A3.A; and T,X:type, X <: A3+ Ay <: Ay, or;
(b) A" =A{A2/X} and T'FA; <t Ajand T, X : type, X <: A3+ Ap <t A,
11. if A=Ap*xA; thenA’ =Ap*A, and T+ A, <! A,.
12.if A=Y, t#A; then A’ =Y, t#B;andn <mandT F A; <: B..
13. if A=Ap&A,; then A’ =A, and T+ A <: A,.
14. AA=A®A”and THA<: A”.
15. A’ = top.
16. A’ = Al Ap{l/p} and T + A <: Ay.
17. A’ =X <:A.Ap{X/Ay} and THA;, <:AjandT' + A <: Ap.
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18. A=Xand X <:ApelandI'+ Ay <: A’.

19.

I'=I",T"and T"+A < A’

o (Delta) If T'F A <: A’ then one of the following holds:

o 3o W

10.

1. A=A

2.1f A=Ag,x:Ay then A=A, x:A; and T'-FAg<:A; and T+ Ay <: A;.
3.

4. if A= Ay, Ay,A, then either:

if A=Ag,Ap then A'=A;,A; and T'FAy<:A; and T'FAg < A;.

(@) A=A, A=A and T+ Ag,Ag, Ay <: A}, Aj, A}, or;

(b) case (3) with A, or;

(c) case (3) with A;.

if A=AgAg*xA; then A=A}, Aj, A} and T+ Ag,Ag* A <: A, Aj x Al
if A=Ag,none then A’=A; and T+ Ay <: A;.

AN =Ag,none and T+ A <: A

if A=Ay, Ag®A; then I'F Apy,Ag <: A" and TI'+ Ay, A <t A'.

if A=A, Ap&A; then THFA<:A;,Ag and T'F A <: A, A

if A=Ag,Ap and A" =A;,A;,A; then TTFA)y <A} andT' + Ay = A || As.

Proof. The proof is straightforward by induction on the subtyping derivation.

Lemma 12 (Subtyping Transitivity). We have that:

e fI'tAg <t AjandT'+ A <: Ay thenT' + Ay <: A,.

e IfI'FAg <t Ajand '+ Ay <: Ay thenT' F Ay <: As.

Proof. The proof is straightforward by induction on the derivation of subtyping. Note that transi-
tivity for (sp:SHARE) requires the subtyping extension on composition. O

H.2 Store Typing Lemmas

Lemma 13 (Store Typing Inversion). If

I''A+H

then one of the following holds:

1. T =

cand A=-and H = -
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2. ifI'=T1",p:locthenI” |A+ H.
3. THFA <:AandT' |A'+ H.
4. f A=A, rwpAand H=H',p = vthen' |A",A, - H andT' |A, Fv:A+-.

5. ifA=A,Ay, A;;A; and H=H',p* — v then locs(Ap) =locs(A;) =p and
I'Agrp—v and T'|Aj+p— Vv and T |A,A+-H,p—> V.

6. if A =A", Aj;A, then locs(A;)) =p and p—>v ¢ H and T'|A; - p—V and
I'A,Ay - Hyp— V' .

7. ifI'|A,VI.LA+H then I,/:loc|A A+ H.
8. if '|A,VX <:A”.A+H then I,X:type, X <:A”|AAF+H.
Proof. Straightforward induction on the derivation of I' | A + H. O
Lemma 14 (Protocol Store Typing). If we have:
locs(Ap) = p Ao+ H p—>veH I'rAg= A || A,
then each choice (&) of A; and A, must include an alternative (®) such that its rely type is Ay. L.e.:

A() S rely(Al) Ap € I'QJ.Y(Az)

where:
rely( Po&P;) = rely(Py) if rely(Py) = rely(P;)
rely(Po® P, ) = rely(Py) Urely(P;)
rely(A=P) = {A}

Proof. Straightforward by protocol composition. We know that by the conditions for protocols to
be well-formed that only one alternative (®) can exists for a given rely type. Thus, only one such
alternative can rely on Ay. Likewise, we have that any choice (&) must itself confirm with the state
of the shared state. Thus, whenever the shared locations are shared they must respect the rely type
of all the protocols that are sharing that state. O
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H.3 Values Inversion Lemma

Lemma 15 (Values Inversion). If v is a value such that

F'Arv:Ag+-
then one of the following holds:
1. if Ag =[] then:
A= Cl-rv:!]A4-
2. if Ag =!A; then:
A=- I'l-Fv:A 4

3. if Ag = Ay :: A, then:
I'Arv:A H4A,

4. if Ay = ref p then:
vV=p p:loc € T A=-

5. if Ag = A —o A’ then:
v = Ax.e I'Ax:Are:A +-

6. if Ag = VI.A then:
Il:loc|Arv:AA4-

7. if Ag = Jl.A then:
CNArFv:A{p/l}H-

8. if Ay = [f : A] then:

v={f=v} CIARV . AjA-

(Note: the record value can have more fields than those listed in the type but only the fields
in the type will be known by inversion.)

9. if Ag = VX <: A’ A then:

ILX:type, X <A |Arv:AA4-

10. if A = dX <: A’ A then:
F'Arv:AA/X}A-

11. if Ay = ), t;#A; then:
v =t#y; Ayt A4

for some i.
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12. if Ay = (rec X(#).A)[U] then:

C|AFv: Afrec X(u).A/XHU/u) + -

13. if A = A’,Al EBAZ then:

rlA’,All-VIA()-|'

14. if Ag = A; ® A, then cither:

F'Arv:A 4- or

15. if Ay = top then:

FlA,,Azl-VIAo-|'

I'Arv:Ay4-

I'Arv:A;4-

(Note: the remaining types, such as &, do not appear in this lemma since they are related to
capabilities, not values, and therefore cannot be used to directly type some value—i.e. they can get
stacked on top of some other type, but not be used to type the value itself).

Proof. By induction on the derivationof I'|AFv:ApH-

Case (T:REF) - We have:

ILp:loc|-+p:refp -

Thus, we conclude by case 4 of the definition.
Case (1:PUure) - We have:

r'i-rv:A 4

I'l-Frv:A 4

Thus, we conclude by case 2 of the definition.
Case (1:Un1T) - We have:

I'l-rv:!]4-

Thus, we conclude by case 1 of the definition.

ey
by hypothesis.

ey
by hypothesis.
2)

by inversion on (T:PURE).

ey
by hypothesis.

Case (T:PUrRe-READ), (T: LINEAR-READ), (T:PURE-ELIM), (T:NEW), (T:DELETE), (T: ASSIGN),
(T:DEREFERENCE-LINEAR), (T:DEREFERENCE-PURE) - Not applicable.
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Case (T:RECORD) - We have:

'Ar{f=v}:[f:A]4-

r | A+ Vi A,‘ - -
Thus, we conclude by case 8 of the definition.

Case (T:SELECTION), (T: APPLICATION) - Not applicable.

Case (1:FunctiON) - We have:
rlAl-/l)C.eiA()—OAl 4 -
I'A,x:Agre:A4-

Thus, we conclude by case 5 of the definition.

ey
by hypothesis.

2)

by inversion on (T:RECORD).

(1)
by hypothesis.
2)

by inversion on (T:FUNCTION).

Case (T:Car-ELM), (T: CAP-UNSTACK), (T: APPLICATION) - Not applicable.

Case (1:CAP-STACK) - We have:
I'Arv:Ag: A4
I'Arv:Ag4dA,
Thus, we conclude by case 3 of the definition.

Case (1:ForarLL-Loc-VaL) We have:

I'Arv:VILAA-

ILl:loc|Arv:A+-

(1
by hypothesis.
2)

by inversion on (T:CAP-STACK).

(1
by hypothesis.
2)

by inversion on (T:ForaLL-Loc-VaL) with (1).

Thus, we conclude by case 6 of the definition.
Case (T:ForALL-TYPE-VAL) We have:
IN'Arv:VX<:AAA4-

[LX:type, X <A |Arv:AA4-

ey
by hypothesis.

()

by inversion on (T:ForaLL-Loc-Var) with (1).

Thus, we conclude by case 9 of the definition.
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Case (1:Tac) We have:

CIAFt#H : t#HA A - (1)
by hypothesis.
CArv:A4- 2)

Thus, we conclude by case 11 of the definition.

Case (1:Case) Not applicable.

Case (T: ALTERNATIVE-LEFT) We have:

by inversion on (T:TAG).

I'AA DA FV:IA)H- (1)

by hypothesis.
I'AAgFv:Ay - 2)
TF|AA Fv:A4- (3)

Thus, we conclude by case 13 of the definition.

by inversion on (T: ALTERNATIVE-LEFT).

Case (T:FraAME) Only case is when A environment on the right is not empty which is immediate

by applying the induction hypothesis.

Case (T:TypEOPENBIND), (T: TYPEOPENCAP), (T: LOCOPENBIND), (T:LOCOPENCAP) - Immediate by ap-

plying the induction hypothesis.

Case (T:SuBsumpTION) We have:

I'Arv:A 4 (D)

by hypothesis.
'A< A (2)
CA Fv:AgH- 3)
I'F Ay < Ay @
Tk.<:- ®)

by inversion on (T:SUBSUMPTION).

Remember that we are showing that (1) obeys the definition above.
By applying the induction hypothesis on (3) we have that one of the following holds:

1. if Ag =[] then:
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A = (1.1)
Cl-+v:!]4- (1.2)
I'r!]<: A4 (1.3)

by case 1 of the hypothesis and rewriting (4).
Then, by (Subtyping Inversion) on (1.3) we have that either:

o [1/2(c)] Ay =!]] (1.5)
we conclude as case 2 of the definition.

o[14] A =[] A’ (1.6)
we conclude as case 14 of the definition using (3).

o [I5] A =top (1.6)

we conclude as case 15 of the definition using (3).
Similarly, sub-cases [16] and [17] are immediate by cases 10 and 7 of the definition.

. if Ap =!A then:
AN = (2.1
I'l-+v:A4- (2.2)
I'H1A < Ay 2.3)

by case 2 of the hypothesis and rewriting (4).
by (Subtyping Inversion) on (2.3) we have that either:
o[I] A;=1A
Thus, we conclude by case 2 of the definition through (2.2).
*[2(a)] A=A
Thus, we conclude by induction hypothesis on (2.2).
e [2(b)] Ay =!A"and T+HA<: A’
-rv:A4- 2.4)
by (T:SuBsumpTION) on (2.2) with'F A <: A’.
Thus, we conclude by case 2 of the definition with (2.4).
* [2(c)] A =]
Cl-rv:l]4- (2.5)
by (T:UnIT) on v.
Thus, we conclude by case 2 of the definition.
o[l4] A\ =1A A’ (2.6)
and we conclude as case 14 of the definition using (3).
Similarly, sub-cases [15], [16] and [17] are immediate by cases 15, 10, and 7 of the
definition.

. 1f Ay = A —o A’ then:

v =Ax.e 3.1
A x:Are: A 4 3.2)
'r(A—oA)<: A (3.3)

by case 5 of the hypothesis and rewriting (4).
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by (Subtyping Inversion):
(Note: we omit the remaining cases since they are straightforward)

A =A" o A" (3.4)
-A <t A” (3.5)
'-A” <A (3.6)
by (Subtyping Inversion) on (3.3) we have that:

I'Ax:Are: A" 4- (3.7)
by (T:SusumpTiON) on (3.2) and (3.5)

A x:A"re: A" 4 (3.8)

by (T:SuBsumpTION) on (3.7), (3.6) and (sp:VaRr) with (2).
Thus, with (3.8) and (3.1) we conclude by case 5 of the definition.

. if Ay = A :: A’ then:

A Fv:A4A 4.1)

I'rA A < A 4.2)
by case 3 of the hypothesis and rewriting (4).

by (Subtyping Inversion) on (4.2) we have that:

(Note: we omit the remaining cases since they are straightforward)

A =A" D A (4.3)
THA<: A" (4.4)
TrA < A” (4.5)
TIAFv:A” 4 A" (4.6)

by (T:SuBsumpTiON) on (4.1) with (4.4) and (4.5).
Thus, we conclude by case 3 of the definition.

. if Ag = [f : A] then:

y={f=v) (5.1
CIA RV AiH- (5.2)
C+[f:A] <A, (5.5)

by case 8 of the hypothesis and rewriting (4).
by (Subtyping Inversion) on (5.5) we have that either:
(Note: the remaining [1], [14], [15], [16], [17] cases are straightforward)

e [5(b)] Ag=[f:A, f:A]and

A =[f:A, f:A"] (5.6)
'rA < A” 5.7
Thus, by (T:SuBsumpTioN) on (5.2) and (5.7) we conclude by case 8 of the definition.

e[5(a)] Ag=[f:A,f :A]land
Ay =[f:Aland A; # 0.
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Thus, by (T:Recorp) with (5.1) and ignoring the dropped field, we conclude by case 8
of the definition. Note that all fields have the same effect and by i > 0 we ensure that
subtyping leaves at least one field to do such effect.

. if Ap = dl.A then:

LA vrv:A{p/l}+- (6.1)
I'r3dlLA < Ay (6.2)

by case 7 of the hypothesis and rewriting (4).
by (Subtyping Inversion) on (6.2) we have that:

A, = ALA (6.4)
THA<: A (6.5)
TIARY : A{p/l}A- (6.6)

by (T:SusumpTiON) on (6.2) and (6.5).
Thus, we conclude by case 7 of the definition.

The remaining cases are straightforward since we can either “pack again” but that
means (6.1) is the unpacked type thus obeying the definition, or we have one of the
cases that are similar to those above such as [1],[14], or [15].

. if Ag = VI.A then:

ILi:loc|AFv:iAA- (7.1)

I'rVILA < A4 (7.2)
by case 6 of the hypothesis and rewriting (4).

by (Subtyping Inversion) on (7.2) we have that:

(Note: the remaining cases are straightforward and are omitted)

o [8(a)] Ay =VILA’ (7.3)
'A< A (7.4)
ILl:loc|A+e:A 4- (7.5)

by (T:SusumptioN) on (7.1) and (7.4).
¢ [8(b)] A1 =A{p/l} (7.6)

Immediate by (Substitution Lemma) and induction hypothesis on (7.1).

. if Ay = ref p then:

vV=p (8.1)
p:loc € T (8.2)
A=- (8.3)
I'Frefp<: A (8.4)

by case 4 of the hypothesis and rewriting (4).
(Note: the remaining [14] is straightforward)
by (Subtyping Inversion) on (8.4) we have:
o [1] Al = (ref p)
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10.

11.

12.

13.

14.

Thus, we conclude by case 2 of the definition.

. if Ag = dX <: A’.A, analogous to L. A.

if Ag = VX <: A’.A, analogous to YI[.A.

if Ag = X; t;#A] then:

v = t#y; (11.1)
LA Ryt AlA- (11.2)

for some i.
IE D T#HAL <0 A (11.3)

(Note: the remaining [1] and [14] cases are straightforward)

by (Subtyping Inversion) on (8.4) we have that:

Ay =tHA + .+ 3 t#A] (11.4)
Thus, by (11.2) we conclude by case 11 of the definition.

if Ay = (rec X(w).A)[U] then:

FIANvrv:A 4 (12.1)

I+ (rec X(u).A)[U] <: A, (12.2)
by case 12 of the hypothesis and rewriting (4).

(Note: the remaining cases are straightforward)

by (Subtyping Inversion) on (12.2) we have:

o [1] A, = A{rec X(u).A/X}{U/u}

Thus, we conclude by induction hypothesis on (12.1) combined with (T:SUBSUMPTION).

if A=A,A, & A; then:

FA,AFv:iAgH- (13.1)
A A3 Fv i ApH- (13.2)
I'r Ay <: Ay (13.3)

By induction hypothesis on each case and then (T:SUBSUMPTION).

if Ag = A; @ A, then either:

IF'Arv:A A (14.1)
FIANFv:Ay4- (14.2)
and:

I'tA @A, <A’ (14.3)
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This case is analogous to previous ones by applying (Subtyping Inversion) on (14.3)
yielding cases [1] and [14]. The first is immediate, the second is closed by considering
either (14.1) or (14.2) through (T:SUBSUMPTION).

15. if Ay = top then A; = top is the only possibility and we conclude by (1) with definition
15.

Case (T:LET), (T:SHARE), (T: LoCK-RELY), (T:UNLOCK-GUARANTEE), (T:FORK) - Not values.
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H.4 Free Variables Lemma

Lemma 16 (Free Variables). If T'|Ag,x:Agre:A;4A; and x € fv(e) then x ¢ A;.

where fv(e) = “set of all free variables in the expression e”

Proof. We proceed by induction on the derivation of I'|Ag,x:AgFe: A; 4 A

Case (T:REF), (T:PURE), (T:UNIT), (T:PURE-READ) - the linear typing environment is empty.

Case (T:LINEAR-READ) - We have:

I'x:Arx:AA4-
x € fv(x)

(1
2)
by hypothesis.

Therefore, we immediately conclude x ¢ -.

Case (1:Pure-ELIM) - We have:

I'|Ag, x:1AgFe: Ay 4 A
x € fv(e)

Ix:Apg|Agke: AL 4 A

X¢A1

(1

(2)

by hypothesis.

(3

by inversion on (T:PURE-ELIM).

“)

because x is in the linear environment (and cannot appear duplicated in A’s).

Therefore, we conclude.

(Note: case when x is not the one used in the (T:Pure-ELim) rule is a direct application of the

induction hypothesis.)

Case (T:NEw) - We have:

['[Ag,x:AgFrnewv: Al.(lrefl::rwlA)4A (1)

x € fv(new v)
I'Ap,x :AgFv:iA4A

x € fv(v)

X¢A1

Therefore, we conclude.

(2)

by hypothesis.

(3)

by inversion on (T:New) with (1).

4)

[ fv(new v) = fv(v) ]

by definition of fv and (2).

(5)

by induction hypothesis on (3) and (4).
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Case (T:DELETE) - We have:

I'|Ag,x:Ag +deletev: AlLA 4 A (D)
x € fv(delete v) 2)
by hypothesis.

I'|Ag,x:Agrv:Al(refl::rwlA)4A 3)
by inversion on (T:DELETE) with (1).

x € fv(v) €))

[ fv(delete v) = fv(v) ]
by definition of fv and (2).
x ¢ A 5
by induction hypothesis on (3) and (4).
Therefore, we conclude.

Case (T:AssIGN) - We have:

' Ag,x:AFvy:=v;: A 4 A TW p A (D)
x € fv(vg :=vq) )

by hypothesis.
IAgy,x:Arvy i AgH A (3)
A Fvy:refp+4Ar,rwpA 4

by inversion on (T:AssiGN) with (1).
[ £v(vo :=vy) = £v(vo) U fv(vy) |

Therefore, we have the following possibilities:

1. x € fv(vy) A x ¢ £v(vy)

(x:A) e (1.1
by x ¢ fv(vy).

X & Ay, tW p A (1.2)
by induction hypothesis on (4) with (1.1).

X%Az,l‘WpAo (13)

since the capability trivially obeys the restriction (since x is not a type).
Thus, we conclude.

2. xe fv(v)) A x ¢ £fv(vo)

x ¢ A 2.1)
by induction hypothesis on (3) and case assumption.

x¢ Ay, rwp Ay (2.2)
by (2.1) and (4).

x ¢ Az,I'W P A() (23)

since the capability trivially obeys the restriction on (2.2).
Thus, we conclude.
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3. x e fv(vy) A x € £v(vy)

X¢A1

(3.1

by induction hypothesis on (3) and case assumption.

We reach a contradiction since v is well-typed by (4) but x € fv(v;) contradicts (3.1).
Thus, such case is impossible to occur in a well-typed expression.

Thus, we conclude.

Case (T:DEREFERENCE-LINEAR) - We have:

[ Ag,x:AgF!v:A4A,L,rWwp![]
x € fv(lv)

I'Ag,x:Agrv:refp4A,rwpA

x € fv(v)
xX¢A,TWpA
x ¢ Ay, rw p ]
Thus, we conclude.
Case (T:DEREFERENCE-PURE) - We have:

Fle,XIAO Flv:ilA 4 Al,er 1A,
x € fv(lv)

[ Ag,x:Agrv:refp4A,rwplA;

x € fv(v)

x ¢ A,rw p A,

Thus, we conclude.
Case (1:RECORD) - We have:

A x:Ayr{f=v}:[f:A]4-

(D

(2)

by hypothesis.

(3)

by inversion on (T:DEREFERENCE-LINEAR).
[ £fv(lv) = fv(v) |

4)

by definition of fv and (2).

(%)

by induction hypothesis on (3) and (4).
(6)

by (5) and since x cannot be in rw p ![].

(1

(2)

by hypothesis.

(3

by inversion on (T:DEREFERENCE-PURE).
[ fv(le) = fv(v) ]

4)

by definition of fv and (2).

(5)

by induction hypothesis on (3) and (4).

ey
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x € fv({f =v}) 2)

by hypothesis.
Therefore, we immediately conclude x ¢ -.
Case (T:SELECTION) - We have:
Fle,XIAoFV.fiZAi4A1 (1)
x € fv(v.f) 2)
by hypothesis.
I'|Ag,x:Agrv:[f:A]4A; 3)

by inversion on (T:SELECTION).
[ fv(v.f) = fv(v) ]

x € fv(v) 4)
by definition of fv and (2).
x ¢ A )

by induction hypothesis on (3) and (4).
Thus, we conclude.

Case (T: APPLICATION) - We have:

I'Agp,x:Arvogvi i AL HA, (D)
x € fv(vy vy) 2)
[ £v(vo v1) = £v(vo) U £v(vy) ]

by hypothesis.

I'|AgFvg:Ag —o Ay 4 A 3)
LA Fv A4 A, (4)

by inversion on (T: AppLICATION) With (1).

Therefore, we have the following possibilities:

1. xe fv(v)) A x ¢ £v(vy)

I'|AgFvg:Ag—o A 4 A (1.1)
A=A, x: A (1.2)
by x ¢ fv(vy).

FIAN,x:Arvy:AgH A, (1.3)
by rewriting (4) with (1.2).

x¢ N (1.4)

by induction hypothesis on (1.3) and sub-case hypothesis.
Thus, we conclude.

2. x € fv(vy) A x € fv(vy)

x ¢ A 2.1
by induction hypothesis on (3) and case assumption.
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We reach a contradiction since v; is well-typed by (4) but x € fv(v;) contradicts (2.1).
Thus, such case is impossible to occur in a well-typed expression. Therefore, we con-

clude.
3. x € fv(vy) A x ¢ £v(vy)

XéAl
x¢A2

Thus, we conclude.

Case (1:FunctioN) - We have:

I'A,x:ApgF Axg.e : Ay 0 Ay -

x € fv(Axg.e)

xé-

Thus, we conclude.
Case (1:Car-ELIM) - We have:

Fle,XZAl IZA2|-€ZAO-|A1
x € fv(e)

[|Ag,x: AL, Ay Fe:AgHA
x ¢ A
Thus, we conclude.

Case (1:CapP-STACK) - We have:

Fle,x:AOI—e:Al Ay A
x € fv(e)

F|A0|-€IA1-|A1,A2
X¢A1,A2
X¢A1

Thus, we conclude.

3.1

by induction hypothesis on (3) and case assumption.

(3.2)
by (3.1) and (4).

ey
2)
by hypothesis.
3)

since it is the empty environment.

(1)

(2)

by hypothesis.

(3)

by inversion on (T:Cap-ELim) on (1).
“)

by induction hypothesis on (2) and (3).

(D

(2)

by hypothesis.

(3)

by inversion on (T:Cap-Stack) on (1).
4)

by induction hypothesis on (3) and (2).
%)

by (4).
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Case (1:Car-UNsTACK) - We have:

Fle,XZA()I-eIAlﬁAl,AZ (1)
x € fv(e) 2)
by hypothesis.

I'|Ap,x :Agre: Ay i Ay 4 A 3
by inversion on (T:Cap-UNstack) with (1).

x¢A 4)

by induction hypothesis with (3) and (2).
Thus, we conclude.

Case (1:FrRAME) - We have:

' (Ag,x:Ap), M re:A4AL A (D)
x € fv(e) 2)
by hypothesis.

' Ap,x:Agre:A4A (3)
by inversion on (T:FrRaME) with (1), note by (2) x must be in environment.

x ¢ A 4)
by induction hypothesis.

x & (A, Ay) )

since by (1) x cannot be in A,.
Thus, we conclude.

Case (1:SuBsumPpTION) - We have:

[ Ap,x:Are: A 4A; (D)
x € fv(e) 2)
by hypothesis.

CEAg,x: A<t A x: A 3)
LIAjFe:AgHA] 4)
I'kAy<: A 5
THA, <A (©)
by inversion on (T:SuBsumpTION) With (1).

x ¢ A (7)
by induction hypothesis on (2) and (4).

xé Al (8)

by (6) and (7) noting the members of A; and A| are the same.
Thus, we conclude.

Case (1:Tac) - We have:
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I'|Ag,x:AgF tHv 1 A 4 A (D

x € fu(t#v) (2)
by hypothesis.
T|Ag,x:AgFv:A 4A (3)

by inversion on (T:Tac) with (1).
[ fv(t#v) = fv(v) |

x € fv(e) “4)
by definition of fv and (2).
x¢ A &)

by induction hypothesis on (3) and (4).
Thus, we conclude.

Case (1:CasE) - We have:

I'|Ag,x:A’Fcasevof tj#x; > ejend: A4A (D)
x € fv(case v of t #x; — e; end) )
[ fv(case v of t#x; — ¢; end) = fv(v) U % ], for some i < j

by hypothesis.

[Ag,x: A Fv: Y, t#A 4 N 3)
F'A,x;:Ajbei: A4A )
i< %)

by inversion on (T:Casg) with (1).

Therefore, we have the following possibilities:

1. xe fv(v) A x ¢ fv(e)

xé¢ N (1.1)
by induction hypothesis on (3) and case assumption.
x & A (1.2)

by (1.1) and (4).
Thus, we conclude.

2. x ¢ fv(v) A x € fv(e))

(x:A)eN 2.1
by x ¢ fv(e).
x ¢ N (2.2)

by induction hypothesis on (4) and (2.1).
Thus, we conclude.

3. xe fv(v) A x € fv(e))

x ¢ A (3.1
by induction hypothesis on (3) and sub-case hypothesis.
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We reach a contradiction since v is well-typed by (4) but x € fv(e;) contradicts (3.1).
Thus, such case is impossible to occur in a well-typed expression.

Case (T: ALTERNATIVE-LEFT) - We have:

FIAQ,XZAo,Al@A2F€ZA3-|A1 (1)
x € fv(e) 2)
by hypothesis.

I'|Ag,x:Apg, A1 Fe: Az 4 A (3)
I'|Ag,x:Ap, Ay Fe: Ay 4 A (4)
by inversion on (T: ALTERNATIVE-LEFT) with (1).

x ¢ A (&)

by induction hypothesis with (2) and (3).
Thus, we conclude.

Case (T:INTERSECTION-RIGHT) - Analogous to previous case but using (T:INTERSECTION-RIGHT).

Case (1:LET) - We have:

FIAO,x:Al—Ietxozeoinelend:A1—1A2 (D)
x € fv(let xo = ¢; in e; end) 2)
[ fV(Iet Xo = eg ine; end) = fV(e()) U fv(el) ]

by hypothesis.

I'Ag,x :Arey: Ay A 3)
FlAl,X0:AOF€1§A1-|A2 (4)

by inversion on (T:LET) with (1).

Therefore, we have the following possibilities:

1. x € fv(e;) A x ¢ fv(ey)

(x:A) e (L.1)
by x ¢ fv(ep).
xX¢& A (1.2)

by induction hypothesis on (4) with (1.1).
Thus, we conclude.

2. x € fv(ey) A x € fv(e;)

xX¢&N (2.1)
by induction hypothesis on (3) and case assumption.
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We reach a contradiction since e, is well-typed by (4) but x € fv(e;) contradicts (2.1).
Thus, such case is impossible to occur in a well-typed expression.

3. x e fv(ey) A x & fv(ey)

x¢ A (3.1)
by induction hypothesis on (3) and case assumption.
X &N (3.2)

by (3.1) and (4).
Thus, we conclude.

Case (1:Fork) - We have:

I'|Ag,x:Ag+forke :![]4- (D)
x € fv(e) 2)

by hypothesis.
xé- 3)

since it is the empty environment.
Thus, we conclude.

Case (1:Lock-RELY) - We have:

Fle,XIA(),Al :>A2|-|OCK\_/Z![]-|A(),A1,A2 (1)
x € fv(lock v) 2)

by hypothesis.
I'l-rv:refp+- 3)
e Ay )

by inversion on (1).
We have a contradiction of (3) with (2) since x cannot be in v as the linear environment is
empty.
Thus, we conclude since this case cannot occur.

Case (T:UNLOCK-GUARANTEE) - Analogous to the previous case.

Case (T:ForaLL-Loc-VAL) - We have:

' Ap,x :AgFv:A 4 (1)
x € fv(v) 2)

by hypothesis.
x¢- 3)

since it is the empty environment.
Thus, we conclude.
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Case (T:ForaLL-TYPE-VAL) - Analogous to the previous case.

Cases (T:TypEOpENBIND), (T: TYPEOPENCAP), (T:LOCOPENCAP), (T:L0oCcOPENBIND) - Analogous to
the previous case by inversion on the typing rule and then applying the induction hypothesis.

O

H.5 Well-Form Lemmas
Lemma 17 (Well-Formed Type Substitution). We have:

e For location variables:

1. If I,/ :loc wf and p :loc € I then I'{p/l} wf.
2. If I,l:loc+ A wf and p :loc € I" then ['{p/l} + Alp/l} wf.
3. If I',l:loc+ A type and p :loc € I' then I'{p/l} + A{p/l} type.

e For type variables:

1. If I, X<:Ag wf and '+ A type and T'+ A <: Ay then T'{A;/X} wf.
2. fIX<:AgrAwfand ' A  type and T'+ Ay <: Ay then T'{A/X} + A{A,/X} wi.

3.If I X < Ap - A type and T' + A; type and T + A; <: Ay then T'{A;/X} +
A{A/X} type.

Proof. Straightforward by induction on the structure of I', A and types. O
Lemma 18 (Well-Formed Subtyping). We have two cases:

1. (Type) f '+ A typeand '+ A <: A" thenI' - A’ type.

2. (Delta) f '+ A wfandT'F A <: A’ thenT' + A" wf.

Proof. Straightforward by induction on the definition of <: for types and linear typing environ-
ments, respectively. O
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H.6 Substitution Lemma

Lemma 19 (Substitution Lemma). We have the following substitution properties for both expres-
sion typing and type formation:

1. (Linear) If
I'Agrv:Ag4 A I'Ap,x:Agre: A4 A,

then
LAy refv/x}: A4 A,
2. (Pure) If
Fl'I-VZ!A()-P F,XIAO|AOF€ZA1-|A1
then

' Agrefv/x}: Ay 4 A

(note that due to the required pure types, the A environments to check v must be empty)

3. (Location Variable) If
ILl:loc|Agre:AH4A p:locel

then
Hlo/l} | Aolp/l} e - Alp/l} 4 Adp/1}

4. (Type Variable) If
F,X:type,X<:A2|A0l—e:A0—|A1 Fl—Altype I'tA| < A,

then
[{A/X} | AofA1/ X} F e AofAr/X} 4 A{A/ X}

Proof. We split the proof on each of the lemma’s sub-parts:

1. (Linear)

Proof. We proceed by induction on the typing derivation of T'|Aj,x:AgFe: Ay 4 As.

Case (1:REF), (T:PURE), (T:UNIT), (T:PURE-READ) - Not applicable due to empty A environ-
ment.

Case (T:LINEAR-READ) - We have:
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'Arv:A4- (1)

Ix:Arx:AA4- 2)
by hypothesis.

(note v’s ending environment must be - to apply (T:LINEAR-READ)).
FNArx{v/x}:A4- 3)

by (vs:2) with (1) and x.
Thus, we conclude.

Case (1:Pure-ELIM) - We have:

LAy Fv:ApHA (1)
rlAl,XlI!Az,XOZAol-eZAl-|A2 (2)
by hypothesis.

F,XliAzlAl,X0:AOF€ZA1-|A2 (3)
by inversion on (T:Pure-ELim) with (2).

Iox t Ay | Ay kefv/xg) i AL A, (4)
by induction hypothesis on (3) with (1).

I'| A, x Ay kefv/xp) i A 4 Ay &)

by (T:Pure-ELim) with (4).
Thus, we conclude.

Case (T:NEw) - We have:

I'Agrv:AgHA; (1)
I'ALx:Aprnewvy: Al.('refl ::rwlAy) 4 A, 2)
by hypothesis.

rlAl,XZA()I-V()IAl-|A2 (3)
by inversion on (T:New) with (2).

I'|Ag Fvolv/x}: AL 4 Ay @
by induction hypothesis with (1) and (3).

I'|AgFnewvo{v/x}: Al.(lrefl ::xwlA)) 4 A, 5
by (T:NeEw) with (4).

' Ay (newvo){v/x}:Al.(lrefl ::xwlA)) A, (6)

by (vs:8) with (5).
Thus, we conclude.

Case (T:DELETE) - We have:

I'Agrv:Ag+4 A (1)
I | AL x: Ap F delete Vo - dlA 4 A, (2)

by hypothesis.
F'ALx:Agkvy: Al(lrefl s xwlA)) 4 Ay 3)

by inversion on (T:DELETE) with (2).
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['[AgFvo{v/x}:Al(lrefl::xwlA) 4 A,

I'| Ay + delete vo{v/x} : LA 4 A,
I'| Ap + (delete vo){v/x} : LA 4 A,

Thus, we conclude.

Case (T:AssIGN) - We have:

I'|Agrv:Ay+ A
FlAl,X:A()l-V() ::VllAl-iAz,l’WpAg

I'ALx:Agk vy Ay 4 A
FlA’I—vo:reprAg,rprl

We have that either:
(a) x € fv(vy)
x &N

I'A Fvy{v/x}:ref p4 A, rwp A

T A Fvi{v/x}: Ay 4N

A Fvolv/x} i=vi{v/x} : Ay 4 Ay, W p Ay

r | Al F (V() = Vl){V/X} : A1 4 Az, l'WpAQ

Thus, we conclude.

(b) x ¢ £v(v))
(x:Ag) € N

A" Fvofv/x} :ref p 4 Ar,rw p Ay

4)

by induction hypothesis with (1) and (3).
%)

by (T:DEeLETE) with (4).

(6)

by (vs:9) with (5).

(1
2)
by hypothesis.
3)
C))

by inversion on (T:AssIGN) with (2).

(1.1)

by (Free Variables) on (3).

(1.2)

since x cannot occur in ey by (1.1).
(1.3)

by induction hypothesis on (1) and (3).
(1.4)

by (T:AssiGN) on (1.2) and (1.3).
(1.5)

by (vs:11) on (1.4).

2.1)
by (9) and x ¢ fv(v;).
(2.2)

by induction hypothesis (since it is applied to x wherever is in the
environment) and where A" is the same as A’ without x.

A Fvi{v/x}: Ay 4 A”

A Fvolv/x} i=vi{v/x} : Ay A AW p Ay

I | Al F (VO = Vl){V/X} : A1 4 AQ,I'WPAz
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since x cannot occur in e; by x ¢ fv(e;).
2.4)

by (T:AssIGN) using (2.4) and (2.5).
(2.5



by (vs:11) on (2.6).
Thus, we conclude.

Case (T:DEREFERENCE-LINEAR) - We have:

I'AgFv:Ag+4A; (D
FlA],XﬁAol-!VoiAl-|A2,I'Wp![] (2)
by hypothesis.

FlAl,x:Aol—vo:refp—|A2,erA1 (3)
by inversion on (T:DEREFERENCE-LINEAR) on (2).

Ay Fvol{v/x}iref p 4 Ar,rw p Ay @
by induction hypothesis with (1) and (3).

A Flvofv/x} 1 Ay 4 Ay, rw p ] &)
by (T:DEREFERENCE-LINEAR) On (4).

LA F (vo)fv/x} Ay 4 Ay, rw p U] (6)

by (vs:10) on (5).
Thus, we conclude.

Case (T:DEREFERENCE-PURE) - Analogous to (T:DEREFERENCE-LINEAR).

Case (1:RECORD) - We have:

rlA()l-VZA()-iAl (1)
C|ALx:Agr{f=Vv}:[f:A]A- ()
by hypothesis.

rlA],XIA()I-V;:Ai-|‘ (3)
by inversion with (T:REcorp) on (2).

LA FVi{v/x} A4 - 4
by induction hypothesis with (1) and (3).

A F{E=v{v/x}}:[£:A]4- 5)
by (T:RECORD) on (4).

A F{£=vDiv/x} [£:A] - (6)

by (vs:5) on (5).
Thus, we conclude.

Case (T:SELECTION) - We have:

LAy Fv:AgHA (D)
rlAl,XiAol-V().fiAl-|A2 (2)

by hypothesis.
I'AL,x:Agkvo: [£:A1]4 A, 3)

by inversion on (T:SELECTION) with (2).
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LA Fvolv/x) i [£:A]4 A “4)

by induction hypothesis on (3) with (1).

LA Fvlv/x)f:[£:A]4A; 5)

by (T:SELECTION) on (4).

LA F@oD){v/x): [£:A]4 A ©6)

by (vs:6) on (5).

Thus, we conclude.

Case (T: APPLICATION) - We have:

I'|Agrv:Ay A (1)
FCIALx:AgkFvyvy AL HA, (2)
by hypothesis.
I'AL,x:AgkFvg:Ay 0 A HA 3)
A Fvi A4 A, 4)
by inversion on (T: APPLICATION) with (2).

We have that either:

(a) x € fv(vy)

x¢ N (1.1)
by (Free Variables) on (3).
CIA rvi{v/x} Ay 4 A (1.2)
since x cannot occur in vy by (1.1).
LAy Fvo{v/x} Ay 0 A A (1.3)
by induction hypothesis with (1) and (3).
I'| Ao Fvo{v/x} vi{v/x}: AL 4 Ay (1.4)
by (T:AppLicaTioN) with (1.2) and (1.3).
r | A() F (V() V]){V/.X} A A Az (15)

(b)

by (vs:7) on (1.4).
Thus, we conclude.

x & fv(vo)
(x:Ag) e N (2.1
by x ¢ fv(vy).
CIA" Fvifv/x}: A4 A (2.2)
by induction hypothesis where A" is A” without x.
['|AgFvo{v/x}: Ay A 4 A (2.3)
since x cannot occur in vy by x ¢ fv(vy) and (2.1).
I'| Ao Fvolv/x} vi{v/x} i Ar 4 Ay 2.4)
by (T:AppPLICATION) on (2.2) and (2.3).
LAy (vovi){v/x} i A4 A, (2.5

by (vs:7) on (2.4).
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Thus, we conclude.

Case (1:FunctioN) - We have:

rleFVIA04A1 (1)
I'ALxg:AgF Axj.e: Ay — Ay 4 - 2)
by hypothesis.

FlAl,xlel,xO:Aol—e:A2—|- (3)
X1 # Xo 4
by def. of substitution up to rename of bounded variables.

I'ALx A relv/x} i Ax 4 &)
by induction hypothesis with (1) and (3).

LA+ Axjelv/x}: A Ay - (6)
by (T:Function) with (5).

A - (Axe){v/x}: A Ay - @)
by (vs:4) on (6) and (4).

Thus, we conclude.

Case (1:Car-ELIM) - We have:

I'|Agrv:Ag4 AL, x Ay il Az (D)
I'AL,x Ayt A, xg i Ag ke A A A, )
by hypothesis.

LIALx Ay, Az, xg i Ag ke AL A, (3)
by inversion on (1T:Cap-ELim) with (2).

I'|Ay,x i Ay, Ak elv/xg) i A 4 A, @
by induction hypothesis with (1) and (3).

I'|Ap,x Ay i AsFefv/xg) : Ay A A, 5)

by (T:Cap-ELim) with (4).
Thus, we conclude.

Case (1: CAP-STACK) - We have:

LAy Fv:ApHA (1)
F'AL,x:Agre A A H A, (2)
by hypothesis.

I'AL,x:Agre: AL 4 A, A 3)
by inversion on (T:CaP-Stack) with (2).

I | A+ e{v/x} A AN A (4)
by induction hypothesis with (1) and (3).

A refv/x} Ayt Ay 4 Ay &)

by (1:CAP-STACK) on (4).
Thus, we conclude.
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Case (1:Car-UNsTACK) - We have:

I'Agrv:AgHA;
FlA],x2AOF63A1—|A2,A2

I'AL,x:Agre: A2 Ay 4 A,
CIA Felv/x} Ay i Ay H A
I'A Fe{v/x}t: A4 A A
Thus, we conclude.

Case (T:SuBsuMPTION) - We have:

rleFVIA04A1
I'ApL,x:Agre: A4 A,

CEALx:Ag <AL x: Aj
AL x:AjFe: Ay 4 A
I'rA, <: Ay

F'FA, <A

I'r A <3A6
LCAgFv:AjHA]

[A] Fefv/x}: Ay 4 A
I'FA <t A

A Fefv/x}: Ay 4 A,
Thus, we conclude.

Case (T:FrRAME) - We have:

I'Agrv:Ag+4 A
rl(Al,X:Ao),Ag,l-e:A] -lAz,Ag,

rlAl,XZA()I-EZAl-|A2

(1

(2)

by hypothesis.

(3)

by inversion (T:Cap-UNstack) with (2).
4)

by induction hypothesis with (1) and (3).
(5)

by (1:Cap-Unstack) with (4).

(D

(2)

by hypothesis.

(3)

4)

(5)

(6)

by inversion on (T:SUBSUMPTION) on (2).
(7)

by (Subtyping Inversion) on (3) on x.
®)

by (T:SusumpTioN) on (1) with (7).

)]

by induction hypothesis on (4) and (8).
(10)

by (Subtyping Inversion) on (3).

(11)

by (T:SuBsumpTION) on (9) with (10), (5) and (6).

ey
2)
by hypothesis.
3)

by inversion on (T:FrRAME) with (2).
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I'A Felv/xt: A4 A, 4
by induction hypothesis with (1) and (3).
FlAl,A3 I—e{v/x} IA] -|A2,A3 (5)
by (T:FRAME) on (4) with Aj.

Thus, we conclude.

Case (1:TaGc) - We have:

LAy Fv:ApHA (1)
L IALx:AgF tHyy : t#HA] 4 Ay 2)
by hypothesis.

I'AL,x:Agkvg: A4 A, 3)
by inversion (1:TaG) with (2).

I'| Ay Fvolv/x} i AL 4 Ay @
by induction hypothesis with (1) and (3).

I'| Ay F t#ve{v/x}: t#A 4 Ay (5)
by (1:Tac) with (4).

A F (t#v){v/x) i tHA 4 A (6)

by (vs:12) on (5).
Thus, we conclude.

Case (1:Casg) - We have:

rleFVIA04A1 (1)
['[A,x:Aprcasevyof tj#x; > ejend: A4A, 2)

by hypothesis.
CIALx:AgFvg: X t#A A 3)
DA, xi:Alke: A4 N 4)
1<] &)

by inversion (T:Casg) with (2).
We have that either:

(a) x € fv(vy)

x¢ N (1.1)
by (Free Variables) on (3).

X# X (1.2)
by def. of substitution up to rename of bounded variables.

LA, X Alkedv/x} i AH Ay (1.3)
since x cannot occur in ¢; and by (1.1) nor in I" by (3).

LA, x Ao Fvolv/x): 2 t#A AN (1.4)
by induction hypothesis on (1) and (3).

['| Ay + case vo{v/x} of tj#x; — e;{v/x}end: A4 A, (1.5)

by (1:Casg) on (5), (1.3) and (1.4).
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I'| Ay + (case vy of tj#x; — e; end){v/x} : A4 A, (1.6)
by (vs:13) on (1.6) and (1.2).
Thus, we conclude.

(b) x ¢ fv(vp)

(x:Ap) e N 2.1)
by x ¢ fv(e).

X%+ Xj (2.2)
by def. of substitution up to rename of bounded variables.

LA, x;i Al Fefv/x} : A4 A 2.3)
by induction hypothesis where A” is same as A" without x.

LA Fvolv/x}: X t#A A A 2.4)
since x cannot occur in e by x ¢ fv(e).

I'| Ay + case vo{v/x} of t#x; — e;{v/x}end : A4 A, (2.5)
by (T:CasE) on (5), (2.3) and (2.4).

['| Ay + (case v of tj#x; — e;jend){v/x} : A4 Ay (2.6)

by (vs:13) on (2.1) and (2.5).
Thus, we conclude.

Case (T:LET) - Analogous to previous cases. First, we consider the different sub-cases where
x may or not appear. If x appears on the first expression we just apply the induction
hypothesis there. Otherwise, we apply the induction hypothesis on the body of the let.
Finally, we use the substitution definition (vs:14) to “push” the substitution outside.

Cases (T:ALTERNATIVE-LEFT), (T:INTERSECTION-RIGHT), (T: FORALL-Lo0C-VAL), (T: FORALL-TYPE-
VaL), (T: TyPEOPENBIND), (T: TYPEOPENCAP), (T:LOoCcOPENCAP), (T:LOCOPENBIND) - im-
mediate by applying the induction hypothesis on the inversion and then re-applying the
rule.

Case (T:Fork) - We have:

I'Agrv:AgHA; ()
I'AL,x:Agrforke:![]4- 2)
by hypothesis.

AL, x:Agre:![]4- 3)
by inversion (T:Fork) with (2).

A Fefv/x} !4 4)
by induction hypothesis with (1) and (3).

I'|A;+forke{v/x}:![]4- ®))
by (1:Fork) with (4).

'l A+ (fork e){v/x}: ![]4- (6)

by (vs:17) on (5).
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Thus, we conclude.

Case (1:Lock-RELY), (T:UNLOCK-GUARANTEE) - immediate since x cannot occur in “lock V"’
nor “unlock v as all those values (v) must be typed without linear resources. Thus, in
this case substitution is vacuously true.

2. (Pure)

Proof. We proceed by induction on the typing derivation of T',x: Ag|AgFe:A; 4A;.

Case (1:REF) - We have:

Ip:loc| - Fvy:lApH-
Ip:loc,x:Ag|-+p:refp+-

ILo:loc|-Fp:refp--
ILp:loc| -+ pfv/x}:refp+-
Thus, we conclude.

Case (1:Pure) - We have:

Fl'I—V()I!AO—|'
F,xo:A0|~|—v1:!A1—|~

Ixg:Ag|-Fvi i ApH-
Ixg:!1AgFvi:ApA-

|- Fvifve/xo}: Ap A -

|- Fvi{ve/xo} 1A 4 -
Thus, we conclude.

Case (1:UnNIT) - We have:

rl'l-V()Z!Ao-|'
Ix:Ag|-Fv!]A-

(D

(2)

by hypothesis.

(3)

by x ¢ fv(p) on (2).

4)

by (vs:1) on (3) using x and v.

(1

(2)

by hypothesis.

(3

by inversion on (T:PURE) with (2).
4)

by (T:PUrRg-ELim) on (3) with xy.
(%)

by (Substitution Lemma - Linear) with (1) and (4).
(6)

by (T:PURE) on (5).

(1
(2)
by hypothesis.
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C|-Fvifve/x}: 114

3)

substitution on x cannot change the type since [] is always valid by (T:Unit).
(and substitution cannot change a value to become an expression).

Thus, we conclude.

Case (1:Pure-READ) - We have:

I'|-rv:Ag4-
F,Xo:Aol'l-Xli!Al-|'

o))
2)

by hypothesis (matching environments and type with (T:PURE-READ)).

We have that either:
(@) xo =x;
I'l-rv:IA4-

Ix:A|l-+rx:!1A4-

I'l-+x{v/x}:1A4-

Thus, we conclude.
(b) xo # x;
F|-I—x1 A A

Fl -k XI{V/X()} : ‘Al q -

Thus, we conclude.

Case (T:LINEAR-READ) - We have:

I'-Fv:ilApH-
F,XO2A0|X11A1I-X12A1-|'

Xo # X1
I | XA F X]{V/)Co} A A
Thus, we conclude.

Case (1T:Pure-ELIM) - We have:

I'-rFv:ilAp4-
F,XO1A0|A0,X1I!AzI-eZAl-|A1

F,XOIAo,X1§A2|AOF6:A14A1

(1.1)

(1.2)

by restated hypothesis with x = xy = x;.
and with A = A() = Al'

(1.3)

by (vs:2) on (1.1) using x and v.

(2.1

by xo ¢ fv(x;) on (2).

(2.2)

by (vs:3) on (2.1) using xy and v.

(D

()

by hypothesis.

3)

since I and A identifiers cannot collide.
“4)

by (vs:3) on (2) using x and v.

(D
()
by hypothesis.
3)



by inversion on (T:Pure-ELim) with (2)

F,)Cl . A2 | AO F e{V/)C()} : A] 4 Al (4)
by induction hypothesis on (1) with (3).
r I Ao, x1 1 1As + e{V/X()} TA A (5)

by (T:Pure-ELiM) on (4).
Thus, we conclude.

Case (T:NEw) - We have:

I'l-+v:1Ag+- (1)
[Lx:Ap| Ag F new vy : 31.(!refl::rwlA1) 4 A (2)
by hypothesis.

Ix:Ag|Ag kv Ay 4 A (3)
by inversion on (T:NEw) with (2).

I'| Ao Fvolv/x}: Ay 4 Ay @
by induction hypothesis with (3) and (1).

LAy -newvo{v/x} : Al.('ref [ ::rw [ A}) 4 Ay &)
by (T:New) with (4).

I'|AgF (new vo){v/x}: Al('ref [ ::xw lAy) 4 Ay (6)

by (vs:8) on (5).
Thus, we conclude.

Case (T:DELETE) - We have:

I|-+v:lAg+- (1)
[Lx:Ag| Ay +deletevy: ALA; 4 Ay 2)
by hypothesis.

Iox:Ag|Ag kv :Al(refl::xwlA)) 4 A 3)
by inversion on (T:DELETE) with (2).

I'|AgFvo{v/x}:Al('ref - xw l Ay) 4 A 4)
by induction hypothesis with (3) and (1).

I'| Ag + delete vo{v/x} : LA 4 A4 (5)
by (T:DEeLETE) with (4).

I'| Ag + (delete vo){v/x} : ALA; 4 Ay (6)

by (vs:9) on (5).
Thus, we conclude.

Case (1:AsSsIGN) - We have:

Il-+v:lAg+- (D)
F,XZA()lA()I-V() ::V11A1-|A2,I'WPA2 (2)

by hypothesis.
[Lx:Ag| Aok vy Ay 4 A 3)
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[Lx:Ag| A vy :ref p4 A, rwp A
I'|Ag Fvi{v/x}: Ay 4 A

A Fvo{v/x}iref p4 Ay, rw p Ay

[ Ag Fvolv/x} :=vi{v/x}: A 4 Ay, tw p Ay
I'|AgF (vo:i=v)v/x} i Ap A Ay, xw p Ay
Thus, we conclude.

Case (T:DEREFERENCE-LINEAR) - We have:

I'l-rv:1Apg4-
[Lx:Ag| AgFlvg : Ay -lAl,er![]

ILx:Ag|Agrvo:ref p4 A, rwp A

4)

by inversion on (T:AssIGN) with (2).

(5)

by induction hypothesis on (3) with (1).
(6)

by induction hypothesis on (4) with (1).
(7)

by (T:AssigN) with (5) and (6).

€]

by (vs:11) on (7).

ey
2)
by hypothesis.
3)

by inversion on (T:DEREFERENCE-LINEAR) with (2).

[ AgFvo{v/x}:ref p4 A, rwp A
I | AO F !V(){V/X} A A A],I’Wp ‘[]
r | Ag + (!Vo){V/X} A A A[,I'Wp ']

Thus, we conclude.

4)

by induction hypothesis on (3) with (1).
(%)

by (T:DEREFERENCE-LINEAR) With (4).
(6)

by (vs:10) on (5).

Case (T:DEREFERENCE-PURE) - Analogous to (T:DEREFERENCE-LINEAR).

Case (T:RECORD) - We have:

I'i-rv:A"+4-
Cx:A|Ar{f=Vv}:[£f:A]4-

Cox: A ARV D A4 -

CIArRV{v/x}:Ai+-

FNAr{f=v{v/x}}: [£:A]4-

CIAF{f=vD{v/x}:[£:A]4-
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(1

(2)

by hypothesis.

(3)

by inversion on (T:REcorD) with (2).

“4)

by induction hypothesis on (3) with (1).
%)

by (T:RECcORD) on (4).

(6)
by (vs:5) on (5).



Thus, we conclude.

Case (T:SELECTION) - We have:

Ff-rv:I1A" 4
ILx:A | Agkvo.f:AHA

ILx:A | Ag kv [£:A]4 A
[ AgFvolv/x}:[£:A]4 A
I'|Ag Fvolv/xbf: A4 A

[ AgF (vo.D){v/x}: A4 A
Thus, we conclude.

Case (T: APPLICATION) - We have:

I-rv:A"4-
F,X:A/lA()I-V()VIZAI-|A2

F,X:A,lel-V()ZAO—OAl—|A1
F,X:A’lAll-VliAQ-iAz

I'| Ao Fvolv/x}: Ag — A1 4 Ay
I'|Ay Fvi{v/x}:Apg 4 Ay

' Ag Fvolv/xt vilv/x} : Ay 4 Ay
Ao F (wovifv/x}: A4 A

Thus, we conclude.

Case (1:FuncTtioN) - We have:

I'i-rv:A"+4-

Ixg: A" |AF Axj.e : Ag © Aq A -

F,XO:AllA,XllA()I-eIA]-|'

Xo X1
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(1

(2)

by hypothesis.

(3)

by inversion on (T:SELECTION) with (2).
4)

by induction hypothesis with (1) and (3).
(%)

by (T:SELECTION) With (4).

(6)

by (vs:6) on (5).

(1

(2)

by hypothesis.

(3)

4)

by inversion on (T: APPLICATION) with (2).
(%)

by induction hypothesis with (1) on (3).
(6)

by induction hypothesis with (1) on (4).
(7

by (T:AppLicaTiON) With (5) and (6).

3)

by (vs:7) on (7).

(1

(2)

by hypothesis.

3)

by inversion on (T:Function) with (2).

)



by def. of substitution up to rename of bounded variables.

I'|A x; i AgFefv/xp}: Ap A -

I'AF Axy.e{v/xp} : Ag o Ay 4 -

I'AF (Ax1.e){v/xp}: Ag o A7 4 -

Thus, we conclude.

Case (1:Car-ELIM) - We have:
L|-+rv:1A 4.

Iox: A" | Ag,xp:Ap i Ar ket AL H A

F,x:A’le,xO :Ao,Az Fe:Ap 1A

r | A(),X() : Ao,A2 F e{v/x} :Al 4 Al

I'|Ag, xp : Ag 2 Ay Fefv/x) 1 A 4 A

Thus, we conclude.

Case (1:CAP-STACK) - We have:

Ff-rv:1A" 4
F,x:A’lel—e:AO::Al—iAl

Ix: A |Agre:Ag 4 AL A
I | AO F E{V/X} IA() 4 Ay, Aq
LAy refv/x}:Ag i Ay 4 A

Thus, we conclude.

Case (1: Car-UNsTACK) - We have:

-rv:ilA 4.
F,x:A’lel—e:Ao—|A1,A1

F,x:A’lel-elA()IZA]-iAl

I'|AgFefv/x}:Ag i Ay 4 Ay
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(%)

by induction hypothesis with (3) and (1).
(6)

by (t:Function) with (6).

(7

by (vs:4) on (6) and (4).

(D

(2)

by hypothesis.

(3)

by inversion on (1T:Cap-ELim) with (2).
4)

by induction hypothesis with (1) and (3).
%)

by (1:Cap-ELim) with (4).

(1

(2)

by hypothesis.

(3)

by inversion on (T:CAp-STACK) with (2).
4)

by induction hypothesis with (1) and (3).
(5)

by (T:Cap-Stack) with (4).

ey
2)
by hypothesis.
3)

by inversion on (T:Cap-UNsTtack) with (2).
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r | A() F e{v/x} . A() 4 AI’AI
Thus, we conclude.

Case (T:FrRAME) - We have:

I'-rv:iIA"4-
F,x:A’|A0,A2I—e:A—|A1,A2

ILx:A |Agre:A4A
I'Agrefv/x}:A4A
Ay, Ay Felv/xt:A4ALA;
Thus, we conclude.

Case (T:SuBsumpTION) - We have:

Ij-rv:1A 4.
ILx:A |Agre: AL H4A

['FAy <A

Lox: A" [AjFe:AgHA]
I'FAp <: A

CEA <A

LAy Fe{v/x}t:AgHA]
LAy Fefv/x}: A4 A
Thus, we conclude.

Case (1:Tac) - We have:

I'-rv:IA"4-
r,X:A"AoFt#Volt#A14A1

ILx:A | Ag vyt AL 4 A

r | AO F V(){V/X} :Al - Al

by induction hypothesis with (1) and (3).

(%)
by (1:Cap-Unstack) with (4).

(D

(2)

by hypothesis.

(3)

by inversion on (T:FrRAME) with (2).

“4)

by induction hypothesis with (1) and (3).
%)

by (T:FRAME) with A,.

(1

(2)

by hypothesis.

(3)

4)

%)

(6)

by inversion on (T:SUBSUMPTION) with (2).
(7

by induction hypothesis with (1) and (4).
3)

by (T:SusumptioN) with (7), (3), (5) and (6).

ey
2)
by hypothesis.

3)

by inversion (T:Tac) with (2).

4)
by induction hypothesis with (1) and (3).
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[ Ag - t#ve{v/x) : tHA 4 A &)
by (1:Tag) with (4).
| Ag + (t#vo){v/x} @ t#HA| 4 A (6)
by (vs:12) on (5).

Thus, we conclude.

Case (1:CASE) - We have:

f-rv:!A4- (D
ILx:A"|Agrcasevyof tj#x; > ejend: A 4A 2)
by hypothesis.

Oox: A" [A Ry X t#HA A 3)
Cox: AN, xi Al ke : A4 A 4
<] Q)
by inversion (T:Casg) with (2).

X # X (6)
by def. of substitution up to rename of bounded variables.

LA Fvolv/x}: X t#A A A @)
by induction hypothesis on (3) and (1).

LA, X Alkedv/x}: A A (8)
by induction hypothesis on (4) and (1).

I'| A; + case vo{v/x} of t #x; — e;{v/x}end : A4 A, 9)
by (T:Casg) on (5), (7) and (8).

I'| Ay + (case vy of tj#x; — e; end){v/x} : A4 Ay (10)

by (vs:13) on (9) and (6).
Thus, we conclude.

Case (T: ALTERNATIVE-LEFT), (T:INTERSECTION-RIGHT) - Immediate by applying the induction
hypothesis on the inversion and then re-applying the rule.

Case (T:LET) - We have:

I-rv:A"4- (D
ILx:A |Agrletx; =egineyend: A 4 A 2)
by hypothesis.

Ix:A |Agrey:AgH4 A, 3)
F,X:A’lAz,X1:AOF€1:A1—|A1 (4)
by inversion on (T:LET) with (2).

Xo # X1 %)
by def. of substitution up to rename of bounded variables.

I'|Ag Feo{v/x}: Apg 4 Ay 6)

by induction hypothesis on (3) and (1).
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FlAz,xl ZA()}-e]{V/X}IAl 4A1 (7)
by induction hypothesis on (4) and (1).

I'|AgFletx; = eyf{v/x}ine{v/x}end: A; 4 Ay (8)
by (T:LeT) with (6) and (7).
I | A() F (let X1 = € in ey end){V/)C} A AN (9)

by (vs:14) on (8) and (5).
Thus, we conclude.

Cases (T:ALTERNATIVE-LEFT), (T:INTERSECTION-RIGHT), (T: FORALL-TYPE-VAL), (T: FORALL-LoOC-
VAL), (T:TypEOPENBIND), (T: TYPEOPENCAP), (T:LOoCOPENCAP), (T:LOCOPENBIND) - are
immediate by applying the induction hypothesis on the inversion and then re-applying
the rule.

Case (1:Fork) - We have:

f-rv:!A4- (D)
Lx:A"|A+forke :![]4- 2)
by hypothesis.

FLx:A"|Arre:![]H- 3)
by inversion (T:Fork) with (2).

A Fefv/x} !4 4)
by induction hypothesis with (1) and (3).

I'|A;+forke{v/x}:![]4- &)
by (1:Fork) with (4).

'l A+ (fork e){v/x}: ![]4- (6)

by (vs:17) on (5).
Thus, we conclude.

Case (1:Lock-RELY) - We have:

I'l-+rv:1A 4. (D
[,x: A |A A= A +lock Vv :![]4A, A A 2)
by hypothesis.

OLx:A|-+v :refp4- 3)
P € Ao 4)
by inversion (T:Lock-RELy) with (2).

Cl-+v{v/x}:]4- &)
by induction hypothesis with (1) and (3).

T|A Ay = A, Flock v{v/x) :![]14A, Ao, A (6)
by (T:Lock-RELy) with (4) and (5).

T|AA)= A+ (lock v){v/x} :1[]14A,Ag, A, (7

by (vs:15) on (6).
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Thus, we conclude.

Case (T:UNLOCK-GUARANTEE) - We have:

-rv:!A4- (D)
[,x:A" | A Ay Ag; A; Funlock v @ ![] 4 A, A, 2)
by hypothesis.

Lx:A|-FVv:refp- 3)
P EA 4)
by inversion (T:UNLOCK-GUARANTEE) with (2).

Cl-rviv/x}:[]4- 5
by induction hypothesis with (1) and (3).

T|A, A, Ag; A Funlock vi{v/x}:![]4A,A, (6)
by (T:Lock-RELy) with (4) and (5).

| A, A, Ag; Ay F (unlock v){v/x} : I[1 4 A, A, (7

by (vs:16) on (6).
Thus, we conclude.

O

3. (Location Variable) - immediate by (Well-Formed Type Substitution) since our expressions
do not contain types.

4. (Type Variable) - analogous to (Location Variable).
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H.7 Values Lemma

Lemma 20 (Values Lemma). If v is a closed value such that
F'ArvVv:AAN

then
'A< AN A Fv:A4-

Proof. By induction on the typing derivationof TI'|AFv:A 4 A"

Case (1:REF) - We have:

ILp:loc|-+p:refp - (1)
by hypothesis.

Thus, by making:

A, =- 2

A= 3)

We immediately conclude.

Case (1:Pure) - We have:

r-rv:!A4- (1)
by hypothesis.

Thus, by making:

A, =- 2)

A= 3)

We immediately conclude.

Case (T:Un1T) - We have:

r'f-+v:!4- (D)
by hypothesis.

Thus, by making:

A, =- ()

A= 3)

We immediately conclude.

Case (T:Pure-READ), (T: LINEAR-READ) - value not closed.

Case (1T:Pure-ELIM) - Environment not closed.

Case (T:NEW),(T:DELETE), (T: ASSIGN), (T:DEREFERENCE-LINEAR), (T:DEREFERENCE-PURE) - Not a value.
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Case (T:RECORD) - We have:

ClAgF{f=v}:[f:A]4A

I'Agrv:A4A

I'kAg <A, A
IF'AFv:AA4-

CIAF{f=v}:[f:A]4-

Therefore, by (3) and (5) we conclude.

Case (T:SELECTION), (T: APPLICATION) - Not a value.

Case (1:FuncTtiON) - We have:
I'ArAx.e: Ay o A 4-
Thus, by making:

AN =-
We immediately conclude.

Case (1:Car-ELIM) - Environment not closed.

Case (1: CAP-STACK) - We have:
IF'|Agrv:Ag i A4 A
I'Agrv:Ag4ALA

FFAO <: Av,Al,Al
I'A Fv:AgAd-

I'ALA FV:AgHA;
FlAV,A] }-VZAQ :ZAl -
Therefore, by (3) and (6) we conclude.

Case (1: Cap-UNsTaCK) - We have:
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ey
by hypothesis.

2)

by inversion on (T:RecorDp) with (1).
(3)

“)
by induction hypothesis on (2).

(5)
by (T:RECORD) on (4).

ey
by hypothesis.

2)

ey
by hypothesis.
2)

by inversion on (T:CaP-Stack) with (1).

(3)

4)

by induction hypothesis on (2).
%)

by (T:FRAME) on (4) using A;.
(6)

by (1:Cap-Stack) on (5).



Ay Fv:Ag4ALA,
FlA()I-VZA()ZZAl-|A1

'k Ag <t AL A
A Fv:iAg:i A H-

FlAVI-VZA()-|A1

'k A, <tAlLA
A Fv:iAgH-

I'FAy <t ALALA

Therefore, by (7) and (8) we conclude.
Case (1:FrRAME) - We have:

I'|Ag, Ay Fv:AA4AAL A

I'Agrv:A4A

'k Ag <t AL, N
A FVv: A4

I'r A(),Az <: AV,AI,AQ

(D

by hypothesis.

2)

by inversion on (T:Cap-UNsTtack) with (1).
3)

“4)

by induction hypothesis on (2).

)

by (T:Cap-UnsTACK) with (4).

(6)

(7

by induction hypothesis on (5).

(®)

by transitivity of subtyping with (3) and (6).

(D

by hypothesis.

(2)

by inversion on (T:FRAME) with (1).

(3)

4)

by induction hypothesis on (2).

%)

by (1) and (3) we know we can add A,.

Therefore, by (4) and (5) we immediately conclude.

Case (T:SuBsumMPTION) - We have:
FIA()I-V:AI -|A1
'k A <: A
LAy Fv:AgHA]
I'FAp <: Ay
FEA <A

I'FA, <t A, A
A Fv:iAgH-

I'FA <t ALA

(D

by hypothesis.

)

3)

4

)

by inversion on (T:SuBsumpTioN) with (1).
(6)

(7N

by induction hypothesis on (3).

(8)

by transitivity of subtyping with (5) and (6).
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'k Ag <t AN )
by transitivity of subtyping with (2) and (8).
A FV:A - (10)
by (T:SusumpTioN) with (sp:SYMMETRY) and (4) on (7).

Therefore, by (9) and (10) we conclude.

Case (1:Tac) - We have:

[[AgFth#Hy : t#A 4 - (1)
by hypothesis.

I'Agrv:A4- 2)
by inversion on (1:Tac) with (1).

I'FAg <: A, Al (3)
A FV:AA- “)
by induction hypothesis on (2).

LA Ft#: t#A A - 5)

by (1:TaG) on (4).
Therefore, by (5) and (3) we conclude.

Case (1:Casg) - Not a value.

Case (T: ALTERNATIVE-LEFT) - We have:

I'|Agp,Ag @A FV A, 4 A (D)
by hypothesis.

' Ag,AgFVv:ArH4A; 2)
' Ag,A1 FVv:Ay 4 A 3)
by inversion on (T: ALTERNATIVE-LEFT) with (1).

'k Ag,Ag <t A, A 4)
A FVv:iA4- 5
by induction hypothesis on (2).

' Ag, AL <2 ALA (6)
I'A Fv:iA 4 @)
by induction hypothesis on (3).

'k Ag,Ag® A <: A, Ay (8)

by (sb: ALTERNATIVE-L) on (4) and (6).
Therefore, by (8) and (7) we conclude.

Case (T:INTERSECTION-RIGHT) - We have:

T|AgFv:Ag4A,LA&A, (1
by hypothesis.
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Flel—VZAQ—|A1,A1 (2)

I'|Agrv:Ay4ALA, (3)
by inversion on (T:INTERSECTION-RIGHT) with (1).

'k Ay <:AL,ALA 4)
A FVv:iAygH- 5)
by induction hypothesis on (2).

I+ A() <: Av,Al,Az (6)
A FVv:iAgH- @)
by induction hypothesis on (3).

'k Ay <:AL,ALAI&A, (8)

by (sp:INTERSECTION-R) on (4) and (6).
Thus, by (8) and (7) we conclude.

Case (T:LET), (T:FORK), (T:LOCK-RELY), (T: UNLOCK-GUARANTEE) - Not values.

Case (T:ForaLL-LoC-VAL), (T:FORALL-TYPE-VAL) - Immediate since both rules have no resulting
effects.

Case (1: TypEOPENBIND), (T: TYPEOPENCAP), (T:LoCcOPENCAP), (T: LocOPENBIND) - Environment not
closed.
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H.8 Protocol Lemmas

Lemma 21 (Composition Progress). f 'R = P||Qthen(I'FR=> P|| Q)+ C.

In other words, if two protocols compose safely, then the configuration can always take a step
to some other set of configurations.

Proof. By induction on the derivationof I' F R = P || O:

T'FR2PIIQ (1
by hypothesis.

(TERSPIO)T (2)
by inversion on (1) with (wr:SpLIT).

(FTFRPIIQ)—C (3)
cT 4)

by inversion on (2) with (WF:CONFIGURATION).
Thus, we conclude by (3).

Lemma 22 (Composition Preservation). If '+ R = P || Q and
(TFR= P Q)—>(I"FR =P | Q) Cthen"+R' = P’ || Q.

If two protocols compose safely then the respective configuration can take a step by (Compo-
sition Progress). We now show that the resulting configuration still composes safely. Thus, all
interference produced by a protocol is expected by all other protocols of that state, regardless of
how they are interleaved or how many times the protocol is split. In other words, the protocols
never get stuck as their rely assumptions are valid.

Proof. Immediate by (wr:CoNFIGURATION) and then (wWr:SpLIT) on each new configuration. That is,
since we know the configurations compose to begin with, then by the definition of (WF: CONFIGURATION)
they will conform to all possible future reachable configurations.

By induction on the derivationof I' - R = P|| Q:

'rR=P|Q (D)
(TFR= P Q)=(I"FR>P|Q)-C 2)
by hypothesis.

(TFRSPIO)HT (3)
by inversion on (1) with (WF:SpLIT).

(TFR=P|O)»(I"+FR=>P|Q ) C 4
(MR PQ)- CT (5)
by inversion on (2) with (WF:CONFIGURATION).

('t RS P Q)T (6)
by (wF:CoNFIGURATION) and (CF:ALLSTEP) on (5).

I"'+RR=>P |0 (7

by (Wr:SpLIT) on (6).
Thus, we conclude by (7).
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Lemma 23 (Protocol Properties). Protocol Composition obeys the follow properties:

'+ R= R| none (Identity)
fT+R=Py||Py then TFR= P || Py (Commutativity)
KTFR= Py||(Py||P) then 'R = (Py || Py) || P» (Associativity)

Showing identity and that protocol composition is commutative are immediate. We now show that
protocol composition is associative.

Lemma 24 (Associativity). If we have:
I''R=P| QO I'crP= Pyl P

then, exists W such that:
I'tR= Py || W r-w=~P |0

(ie.if TFR= (PollP) IO then TFR= Pyl (P11 Q).
——— —

P w

Proof. We proceed by induction on the structure of S. Note that we omit cases related to the use
of (cr-rs:SuBsumPTION) and (cr-Rs: WEAKENING) since they are straightforward and detract from the
core aspects of the proof.

1. Case R = none. Immediate since neither protocol can take a step.

2. Case R = Ry ® R;, we have:

I'rRy®R, = Pl Q (1)
I'erP= Pyl Py (2)

by hypothesis.
I'rRy= Pl O 3)
F'FR =>PQ “)

by inversion with (CF-RS:STATEALTERNATIVE) on (1).

Then, by induction hypothesis we have that exists W such that (remember that we can
weaken W to match both application of the induction hypothesis, for instance by applying

subtyping rules):

IC'FRy= Pyl W )

Fr-wW=P|Q (6)

FFR]EP()”W (7)
by induction hypothesis on (2) and (3), and (2) and (4).

FI-R()@RIEP()HW (8)

by (cF-rRs:STATEALTERNATIVE) With (5) and (7).
Thus, we conclude.
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3. Case R = Ry&R;, we have:

I'-R&R, = Pl QO (1)
I'tP= Pl Py 2)

by hypothesis.
I'tRy=> Pl Q 3)

by inversion with (CF-Rs:STATEINTERSECTION) on (1).
Then, by induction hypothesis we have that exists W such that:

C'FRy= Py || W “4)
'rW= P Q0 %)

by induction hypothesis with (2) and (3).
I'F Ry&R; = Py || W (6)

by (CF-RS:STATEINTERSECTION) on (4).
Thus, we conclude.

4. Case R = S (a non-protocol type), we have:

r'rS=P|O )
I'tP= Pl P 2)
by hypothesis.

We now do a case analysis on the structure of P. We omit cases where P = none, P =
P’ ® P”, and P = P'&P’ since they are straightforward and instead focus on actual protocol
steps of P.

(a) Case P =A = A’; P’, we can re-write our hypothesis:

r'FfA=>A=A3P)| 0 (1)

'r(A=> A";P)= Py P 2)
by hypothesis.

Then, by inversion on (2) we have that:

Py=A= AP, 3)

Pi=A= A"} P] 4

by inversion on (2) with (cF-ps:STEpP).

Thus, we can build W such that it intertwines both P; and Q with a &. Assume that
W’ is such a protocol but built for the next step of the protocol and where Q' is the
intertwine version Q so that it obeys the intended protocol condition. Then we can
have:

W=(A=A;W)&Q’ )
Thus, we conclude (noting that by (3) we see that P, also steps with A).
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(b) Cases P = A = VIL.P and P = A = VX <: A”.P’ are straightforward by inversion
and application of the induction hypothesis. Similarly, the sub-case where P, (or P;)
transition by (cr-ps:TypEAPP) or by (cr-ps:LocArp) do not affect the step since the rely
type is unchanged. Furthermore, we can build W with the applied type/location already
there.

(c) Cases P = dX <: A”.P’ and P = 3dl.P’ are straightforward by inversion on (cr-
ss:Open*) and (cr-ps:Exists*), induction hypothesis, and re-applying the rule.

(d) Case P =S (ownership recovery), we have:

r-Ss=S510 (1)
'S =Pl P 2)
by hypothesis.

Then, by inversion on (2) we have that either:

e Py or Py are also S. Then, since the protocols compose safely, the other protocol
cannot touch the shared state since the shared state becomes none. Therefore, W
is simply the combination of Q and the other protocol that recovers ownership.

e P,y or P; extend the uses of S, i.e. they are appending some protocol to what was
previously ownership recovery. Thus, we have:
Py=8 =S8" P 3)
P =5=S8"P 4)
by inversion on (2) with (cr-ps:STEP).
But since Q composes with §, Q cannot use the shared state and must be equiva-
lent of none. Therefore, we can build W = P; and immediately conclude.

5. Case R = A = A’; P” (a protocol type), we have:

'rA=A"P")=>P| 0O (1)
I'erP= Pyl Py 2)

by hypothesis.
P=A= AP 3)
Py=A= AP 4)
Pl=A= AP, ®)

by inversion on (2) with (CF-pPS:STEP).

As before, we can build W by intertwining Q and P; with the W’ protocol resulting from
applying the induction hypothesis to the next step. So that, as done above:
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W=(A=A;W)&Q' (6)
Thus, we conclude.

. Cases R = 4l.R’ (case R = 93X <: A”.R’ 1s analogous), we have:

'+3ALR = P Q (1)
I'rP= Pyl P (2)
by hypothesis.

P=3LP 3)
Py =3LP; 4)
P, =3P 5)
Q=3L¢ (6)
since the protocols compose with R and P.

I[Ll:loc-rR = P || Q (7)
I,l:loc+ P"= P | P (8)

by inversion on (2) with (cr-ps:ExistsLoc).
Then, by induction hypothesis there exists a W such that:

Il:loc+ R = P, || W ©))
Il:loc- W= P || Q (10)

by induction hypothesis on (7) and (8).
't ALR = JLPy || LW (11)
[+3LW = 3ALP, || 3L (12)

by (cr-ps:ExistsLoc) on (9) and (10).
Thus, we conclude.

. Case R=A = VILR" (case R=5 = VX <: A”.R" is analogous), we have:

'YA=VIR = P| Q0 (1)
F}-PEPQ”P] (2)
by hypothesis.

We have that P will either “re-use” the ¥V or do a type application. Either case is straightfor-
ward by inversion and induction hypothesis.
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H.9 Preservation

Note that preservation is only defined over closed programs and expressions so that they can step.

Theorem 5 (Program Preservation). If we have
Lo | Ao + Hy Lo | Ao + To Hy; To » H; T,
then, for some A; and I'y, we have
Lo, Iy [ A+ Hy Lo, I [A Ty
Proof. We proceed by induction on the typing derivation of 'y | Ay F T.

Case (wr:PrROGRAM) - we have:

Lo | Ag + Hy (D
Lo [ Ao+ T ()
Hy; Ty — Hi; T, (3)

by hypothesis.
FO|AO,-|'ei:![]'|' (4)
i€{0,...,n) %)
n>0 (6)
T() =€y ... €y (7)
Ao = AOO’ ceey Aon (8)
by inversion on (wr:ProGrRAM) with (2) noting that the order of each threads in T is not important.
HO;EjP—)H];e;-'T/ (9)

by inversion on (p: THREAD) with (3) on some thread j such that j € {0, ..., n}.
For clarity we now rewrite some of the above to reflect e;:

Lol Aj,Aj, A"+ Hy (10)
———
Ao
by rewriting (1).
Lol Aj,Aj Fej:![14- (11)
N——
Ao,
by rewriting (4).
Io, Iy | Ay I—e}:![]—i- (12)
Lo, Iy | A, Ay, A" - Hy (13)
Lo, I [A;, v T (14)

by (Expression Preservation) with (10), (11), and (9).

Thus, we conclude by (wr:PrograM) with (12), (13), (14) and (4) to accommodate the remaining
threads in 7,y combined with weakening the lexical environment to include I';. O
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Theorem 6 (Expression Preservation). If we have
[y | Ao, A7, Ay F Hy Io| Ao, Az Feyg: A4A Hy;e — Hy ;e - T
then, for some A; and I'|, we have
Lo, Iy | Ay, Ar, Ay - Hy I, 1 [Aj ke :A4A Lo, IV |Ar v T
Proof. We proceed by induction on the typing derivation of I'y | Ag F ep: A 4 A.

Case (T:REF), (T:PURE), (T:UNIT) - are values (no step available).

Case (T:PUre-READ), (T:LINEAR-READ), (T:PURE-ELIM) - not applicable, environments not closed.

Case (T:NEw) - We have:

I'olAgrnewv: Al.(lrefl ::rwlA)4 A (1)
Io | Ao, Ax + Hy (2)
Hy; E[newv] = Hy, p—=v; &lp] (3)

by hypothesis, with (p:New) where & = O note that we have Ay = - since there is no
resulting thread from this step.

Iog|AgFv:A4A 4)
by inversion on (T:New) with (1).

IorAg<:ALA 5
Ig|AFV:AA- (6)
by (Values Lemma) with (4).

p fresh @)
by inversion on (p:New) with (3).

Lo |ALA Ay - Hy (8)

by (sTrR:SuBsumpTION) With (2) and (5).
Thus, if we make:

I =p:loc )

We have that:

I, I |AFV:IAA- (10)

by (Weakening) (6) with I'; (note that weakening is only valid in the lexical environments, I').

o, ALA A - H (11)
by (str:Loc) with I'y (that contains p) on (8).

Lo, |A, Ayt wp A Hy, p—> v (12)

by (sTr:BinpING) with (10) and (11) with p.
Thus, if we make:
Al=ArwpA (13)
We have that:
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FO,FII-Fp:!refp4- (14)
by (T:ReF) with p and (T:PURE).

Iy, Iy | A+ p !refp 4 Ay (15)
by (T:FRAME) on (14) with A;.
I, |ArFp:lrefp:irwp A4A (16)
by (1:Cap-Stack) on (15) noting that (13).

If [ fresh then:
Lo, |ArFp:(refp::rwp A)lp/l} 4+ A 17)

by type substitution on (14).

Note that, by (4), p cannot occur in A since it is a fresh location constant not present in I.
Lo, T |AjFp:Al(lrefl::rwlA)4A (18)
by (T:SuBsumpTiON) together with (sT:PackLoc) on (17).

Thus:

Lo, I |ArFp:Al(lrefl::rwlA) 4 A (19)

for some Ay, T.

by (18).
Therefore, by (12) and (19) we conclude noting that 7" is empty meaning that we also
have Ar = -.
Case (T:DELETE) - We have:
1. Case where p is not shared (and thus not locked):

Io| Ao +deletep:ALAA4A (D
Lol Ao, Ar - Hy, p—>v ()
Hy, p’ <= v; E[delete p] — Hy; E[v] 3)

by hypothesis, with (p:DeLETE) where & = O. Also note that we have Ay = - since
there is no resulting new thread from this step.

IolAgFp:Al(lrefl::rwlA)4A €))
by inversion on (T:DELETE) with (1).

ToFAg <t A, A 5
IolAyFp:3Al(lrefl::rwlA)H- (6)
by (Values Lemma) with (4).

LolAy,kp:(refl::rwlA){p/l} - @)
by (Values Inversion) with (6).

LolA,Fp:lrefpirwp Alp/l} A - (8)
by (Ls:2.6), (1s:2.10), (Ls:2.1), (Ls:2.12) with (7).

LolAyFp:lrefp-Arwp Alp/l} )
by (Values Inversion) with (8).

Lo kA, <t A rw p Alp/l} (10)
LolA,+Fp:lrefp - (11)
by (Values Lemma) with (9).

A, =- (12)
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by inversion on (T:ReF) with (11).

Therefore:
Lo | A, xw p Alp/I}, A, A + Hy , p = v 1e.:
Iolrwp Alp/U}, A, Ao - Hy, p — v (13)
by (STR:SuBsuMPTION) using (2), (10) and (12).
Io|ALA A+ H, (14)
oA Fv:Afp/l} A - (15)
by (Store Typing Inversion) with (13).
oAy rv:ALAA- (16)
by (T:SuBsumpTiON) together with (st:PackLoc) on (15).
Io|ALARY:ALAAA (17
by (T:FrAME) with (16) using A.
Using:
I =- (18)
A=A, A (19)
We have:
Iy, T | Arrv:3dlAFA (20)
by (17) with (18) and (19).
I, T I A, A+ Hy (21)

by rewriting (14) with (18) and (19).
Therefore, by (20) and (21) we conclude, noting that 7" is empty meaning that we also
have Ay = -.

2. Case when p is shared (and thus the location is locked and there is a pending guarantee)
is analogous to the previous case except for the use of (sTrR:Deap-Lockeb) at the end to
store typing the resulting environments and heap.

Case (T:AssiGN) - We have:

Folel-pZ:\}llA]ﬁA,erAQ )
To| Ao, Ax - Hy, p7 > vy (2)
Hy, p' > vo; Elp:=vi] » Hy, p’ = vi; E[v] 3)

by hypothesis, with (p:AssigN) where & = O. Also note that we have Ay = - since there is
no resulting new thread from this step.

Tog|AgFvy i Ag4A @
[o|AFp:refp4ArwpA, &)
by inversion on (T:AssiGN) with (1).

I'g+ Ao <: AU]’ A (6)
FOlAw'_Vl:AO"' (7)
by (Values Lemma) on (4).

IoFA <t A, A rwp Ay (8)
oAy kp:refp - )

by (Values Lemma) on (5).
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A, =- (10)
by inversion on (T:ReF) with (9).

FolAvl,A,l'WpAl,Azl-Ho,p?‘—>V0 (11)
by (sTrR:SUBSumMPTION) With (2), (6), (8) and (10).
Lol Ay, Ay, A, A - Hy (12)
FQlAvol—V02A1—|' (13)
by (Store Typing Inversion) on (11).
Iy | A‘,O, A, I'WpA(), A+ Hy, p? — (14)
by (sTrR:BINDING) With p on (7) and (12).

by making:
r-. (15)
I, T | AVO,A, l'WpAo,Az FHy, p? — V (16)
by (Weakening) with (14).
F(),Fl | Avo Fvy: Al - (17)
by (Weakening) on (13).
I, T |AVO,A,I'WPA0 Fvg:Ag -|A,l'WpA0 (18)

by (T:FRAME) using A, rw p Ay with (17).
Therefore, by (16) and (18) we conclude (noting that 7" is empty meaning that we also
have Ar = ).

Case (T:DEREFERENCE-LINEAR) - We have:

TolAgklp:A4Arwp![] (1)
Lol Ao, AxkHy, p" > v )
Hy, p' —v; 8llpl = Hy, p' = v; EV] 3)

by hypothesis, (p:DEREFERENCE) wWhere & = O. Also note that we have Ay = - since there is
no resulting new thread from this step.

Io|Agp:refp 4 A rwp![] €))
by inversion on (T:DEREFERENCE-LINEAR) with (1).

FokAg <t A, A,twp A 4)
LolApkp:refp - (6)
by (Values Lemma) on (4).

A, = (7)
by (Values Inversion) on (6).

ok Ay <:A,rwp A (8)
by rewriting (5) with (7).

F()lA,I'WIDA,AQI-H(),p?;)V (9)
by (sTR:SuBsumpTION) With (8) and (2).

Io|AyFv:AAd- (10)
Iy | AA,, A+ Hy (11)
by (Store Typing Inversion) with (9).

Iol-Fv:I!]4- (12)

by (T:Unit) with value v.
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Lol A A, twp [, A+ Hy, p' > v

by making:
Fl =

Lo, Ty [ AA,,vwp [, Ag - Hy, p" > v

Lo, I |A FV:iAA-

(13)
by (sTR:BINDING) using p, (11) and (12).

(14)
(15)
by (Weakening) using I'; on (13).
(16)
by (Weakening) using I'; on (10).

Lo, I AL, Axwp I FV A4 A rwp ![] 17)

by (T:FrRAME) using A, rw p ![] on (16).

Therefore, by (15) and (17) we conclude (noting that 7" is empty meaning that we also

have Ar = ).

Case (T:DEREFERENCE-PURE) - We have:

Io|AgFlp: A4 A rwp A
FQ|A0,A2|-H0,p?;>V

Hy,p'=v;lp = Hy, p' —v; EV]

)]
2)
3)

by hypothesis, with (p:DErRerereNCE) where & = O. Also note that we have Ay = - since
there is no resulting new thread from this step.

Io|AgFp:refp4Arwp A

I'oF Ay <: Ap,A,I'W,O 1A
IolAyFp:refp -

A, =
I'oF Ay <: A,rwp 1A
rolA,er !A,Azl—H(), p?‘—>V

Ig|A FV:IIA4-
I'o [A A, Ay + Hy

A =
Fol'l-VI!A-|'

I'o[A, Ay - Hy

by making:
F] =

Lo, T |A,xwp A, A FHy, pP v

4)

by inversion on (T:DEREFERENCE-PURE) with (1).
(%)

(6)

by (Values Lemma) on (4).

(7

by (Values Inversion) on (6).

3

by rewriting (5) with (7).

)

by (sTrR:SuBsumpTION) With (8) and (2).
(10)

(11)

by (Store Typing Inversion) with (9).
(12)

(13)

by (Values Inversion) on (10).

(14)

by rewriting (11) with (12).

(15)
(16)
by (Weakening) using I'; on (9).
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Lo, |- FVv:iIA4- 17)
by (Weakening) using I'; on (13).
o, |A,rwp 1AV :iIA4Arwp A (18)
by (T:FrRAME) using A,rw p !A on (17).
Therefore, by (16) and (18) we conclude (noting that 7 is empty meaning that we also
have Ar = ).

Case (T:RECORD) - is a value.

Case (T:SELECTION) - We have:

Ig|Agr{f=Vv}E A HA (1)
Lo | Ao, Ay + Hy ()
Hy; E[{f =v}.£i] » Hy; Evi] 3)

by hypothesis, with (p:SELEcTION) where & = O. Also note that we have Ay = - since there
is no resulting new thread from this step.

TolAgF{f=v}:[f:A]4A 4)
by inversion on (T:SELECTION) with (1).

Io kA <t AA 5
To| AN F{f=v}:[f:A]A4- (6)
by (Values Lemma) on (4).

Lo |AFv; i A4 @)
by (Values Inversion) with (6) .

oA, ARV i A4 A (8)
by (T:FramE) with A with (7).

I'y|A,A A+ Hy 9

by (sTrR:SuBsumpTION) With (2) and (5).
Therefore, by making:

I =- (10)
A =N,A (11
Lo, I't [ Ay, Ay + Hy (12)

by (Weakening) with (10) on (9) and rewriting (9) using (11).
Fo,rllAl |—V,-ZA,--|A (13)

by (Weakening) with (10) on (8) and rewriting (8) using (11).
Therefore, by (12) and (13) we conclude (noting that 7" is empty meaning that we also
have Ar = -).

Case (T: APPLICATION) - We have:

Iog|AgF (Axe)v:AHA (D
I'o| Ao, Ay + Hy ()
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Hy ; E[(Ax.e)v] = Hy; Elefv/x}]

3)

by hypothesis, with (p:AppLicaTioN) where & = O. Also note that we have Ay = - since there
is no resulting new thread from this step.

I'g|Ag F Ax.e : Ag o Ay 4 A’

IG|ANrv:iAg4A

I'o Ay <t ALA,

F()lAvl-/lx.eiA()—OAl-|'

Lok A < AN
FQlA‘/}I-VIA()ﬁ'

FolAv,)CZAol-eZAl-|'
v = Ax.e

Lo |ALALARYAg 4 A, A
F()lAV,)CZAo,AI-elAl 4 A

Lol ALALAFelv/x): A4 A

By making:
Fl =
A =ALALA

We immediately have:

I, I'1 |[Ar Fe{v/x}: A4 A

Lo, T | A, A, Ay = Hy
Lo, Iy [ AAL A, Ay + Hy

Lo, i [ A, Ay + Hy

4)

%)

by inversion on (T: AppLICATION) With (1).
(6)

(7

by (Values Lemma) on (4).

@)

)]

by (Values Lemma) on (5).

(10)

(11)

by (Values Inversion) with (7).

(12)

by (T:FrRAME) on (9) with A, A.

(13)

by (T:FrAME) on (10) with A.

(14)

by (Substitution Lemma - Linear) with (12) and (13).

(15)

with (14).

(16)

by (sTrR:SuBsumpTION) With (2) and (6).
(17)

by (sTR:SuBsumpTION) With (16) and (8).
(18)

by renaming the environment.

Therefore, by (15) and (18) we conclude (noting that 7" is empty meaning that we also

have Ar = ).

Case (1:FuncTION) - is a value.

Case (T:Car-ELM) - Not applicable, environment not closed.

Case (T: CAP-STACK) - We have:
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I'o| Ao, A7 Feg:Ag i A HA
[o | Ao, Ar, A + Hy
H();e() g Hl;el-T

r() | Ao,AT F eg IAO 4 A,Al
Lo, Ty | Ay, Az, Ay v Hy
FO,F1 |A1 F e IA() 4 A,Al
Fo,rl |AT T

for some A, T.

Fo,F1|A1F€1:A032A1-|A

Therefore, by (5), (7) and (8) we conclude.

Case (1:Capr-UNsTACK) - We have:

Fole,AT F eg IA() -IA,Al
Lo | Ao, Az, Ay + Hy
H();e() g Hl;el-T

Iog|Agreg:Ap:i A HA
Lo, Iy [ A1, A, Ay v Hy
FO,FllAll—el ZA0:ZA1-|A
F(),rl |AT T

for some Ay, 1.

FO,FI |A1 F e :A() 4 A,Al

Therefore, by (5), (7) and (8) we conclude.

Case (T:SuBsumPpTION) - We have:

I'o| Ao, A7 Feg: A 4 A
Lo | Ao, Ar, Ay + Hy
Hy;e — Hy ;e T

To b Ao, Ar <: AJLA,
FolAE),A,T Feg:AgdA
I'oFAg <: Ay
Iy FA <A
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(2)

(3)

by hypothesis.

4

by inversion on (T:Cap-Stack) on (1).
%)

(6)

(7

by induction hypothesis on (2), (3) and (4).

8)
by (1:Cap-StAck) on (6).

(1

(2)

(3)

by hypothesis.

4)

by inversion on (T:Cap-UNsTack) on (1).
%)

(6)

(7)

by induction hypothesis on (2), (3) and (4).

8)
by (1:Cap-UnsTack) on (6).

(1
(2)
3)
by hypothesis.
“4)
(5
(6)
(7

by inversion on (T:SuBsumpTION) With (1).



Lo | Aj, A%, Az + Hy )
by (sTrR:SuBsumpTION) With (2) and (4).

Lo, Iy [ AL A Ay - Hy )
F(),rl |A1 F e :A0—|A’ (10)
Lo, I [AL T (11)

for some Ay, 1.
by induction hypothesis on (3), (5) and (8).

Io, 1 |AjFe A HA (12)
by (T:SuBsumptioN) with (6), (7) and (10).

[, T |A7 v T (13)
by (wr:PrRoGrRAM) and (T:SuBsumpTiON) with (11) and (4).

Lo, Iy | A1, Ar, Ay v Hy (14)

by (2) and (4) since A7 is disjoint, its support on H; remains by (STR:SUBSUMPTION) from (2).
Therefore, by (14), (12) and (13) we conclude.

Case (1:TAG) - is a value.

Case (T:CASE) - We have:

Lo | Ag +case t#v; of tj#x; > e;end: A4 A (D)
Lo | Ao, Ax + Hy ()
Hy ; S[Case t#v; of tj#Xj —€; end] — Hj; S[ei{v,-/xi}] (3)

by hypothesis, (p:Casg) where & = O. Also note that we have Ar = - since there is no
resulting new thread from this step.

Lo | Ao -ty 0 D t#A A AN €))
g |A,x; i Ajke; t A4A )
i< ©)
by inversion on (p:Casg) with (1).
oAy <t AN @)
Lo | A, Ft#v; 0 X, t#A; 4 - (8)
by (Values Lemma) with (4).
FQ|AV|-V,'ZAI'-|' (9)
for some i.
by (Values Inversion) with (8).
o | ALA Ryt A HA (10)
by (T:FRAME) on (9) with A".
Iog|Ag Fefvi/x}:A4A (11)
by (Substitution Lemma - Linear) with (10) and (5), for some i.
By making:
F] =
Al = A()

We trivially have:
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FQ,F] | A] F €i{Vi/Xi} tAAHA

Lo, Iy | A1, Ay + Hy

(12)

by (11).
(13)

by (2).

Thus, by (12) and (13) we conclude (noting that 7" is empty meaning that we also

have Ar = ).

Case (T: ALTERNATIVE-LEFT) - We have:

Fole,Ao@Al,ATF€QIA2—|A
Lo | Ao, Ag ® Ay, Ar, Ay + Hy
H();e() = Hl;el-T

r() | Ao,Ao,AT Fep 2A2 1A
FQ | Ao,Al,AT F ep IAQ 1A

(D
2)
3)
by hypothesis.
“4)
)

by inversion on (T: ALTERNATIVE-LEFT) with (1).

By (Store Typing Inversion) on (2), we have that either:

oI | Ay, Ao, Ar, Ay + Hy

Lo, Iy | Ay, Ar, Ay + H
I, T |A1 Fep:A4A
F(),Fl | AT T

for some A, T7.

Therefore, we conclude.
° FO | AO’AlaAT7A2 F HO

Thus, we conclude.

Case (1T:INTERSECTION-RIGHT) - We have:

F() | AO»AT Feg ZA2 4 A,Ao&Al
o [ Ao, Ar, Ay + H
Hy;e > Hy;e T

F0|A0|-€0:A2-|A,AO
F0|A0|-€0:A2-|A,A1

Lo, Iy | Ay, Ar, Ay + H
FO,F1 |A1 F e IAQ 4 A,Ao
FO,F1 |AT T

Lo, i [ AL, Ar, Ay = Hy

(1.1)
by sub-case hypothesis.
(1.2)
(1.3)
(1.4)

by induction hypothesis with (1.1), (3) and (4).

(2.1)
analogous to previous sub-case but using (5).

(D

()

3)

by hypothesis.

4)

(5

by inversion on (T:INTERSECTION-RIGHT) with (1).
(6)

(7

3)

by induction hypothesis with (2), (3) and (4).
)
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FQ,F] | A] Fep: A2 4 A,A] (10)

I, |Ar T (11)
by induction hypothesis with (2), (3) and (5).
I, Ti | A Fep: Ay 4 A Ap&A, (12)

by (T:INTERSECTION-RIGHT) on (7) and (10).
Thus, by (11), (12) and (9) we conclude.

Case (1:FrRAME) - We have:

Lo | Ao, A7, Ay Feg : A4 A A, )
Lo | Ao, Ar, Ay, Az + Hy ()
Hy; e > Hy; e T (3)
by hypothesis.

I'o| Ao, Ar Feg:AHA €))
by inversion on (T:FRAME) with (1).

Lo, Iy | Ay, Ar, As, Az + H )
ro,r1|A1F€12A4A (6)
Lo, Iy [Ar v T (7
by induction hypothesis on (2), (3) and (4).

ro,r1|A1,A2|-€1 :A-iA,Az (8)

by (T:FRAME) on (7) using A,.
Therefore, by (5), (8), and (7) we conclude.

Case (T:LET) - We have two reductions:

1. Sub-Case: & =0

Iy|Agrletx=vineend:A; 4 A (D)
Lo | Ao, Az + Hy ()
Hy; Elletx=vineend] —» Hy; Ele{v/x}] 3)

by hypothesis, (p:LeT) where & = O. Also note that we have Ay = - since there is
no resulting new thread from this step.

Io|AgFv:iAg4A ®))
[h|A,x:Agre: Al 4A (6)
by inversion on (T:LET) with (1).

IoFAg <: AN (7
Io|A Fv:iAgH- (8)
by (Values Lemma) with (4).

Io|ALA RV A4 A 9
by (T:FrRAME) with (8).

Iy |ALA Fefv/x) i A 4A (10)
by (Substitution Lemma - Linear) with (6) and (9).

Ih|ALA, A+ Hy (11)
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by (sTrR:SuBsumpTION) With (2) and (7).
Therefore, by (Weakening) with I'y = - and by (10) and (11) we conclude.

2. Sub-Case: & = (let x = E'[eg] in e, end)

[o|Ag,Ar Fletx=E[eg]ine,end: A; 4 A (D)
Lo [ Ao, Az, Ay + Hy ()
Hy; Ele)l = Hy; Elel]l- T (3)
by hypothesis.

Io| Ag, A7+ E[eg] : Ag 4 A @
[h|A,x:Agrer : A1 HA (5)
by inversion on (T:LET) with (1).

Lo, Iy | A1, Ar, Ay v Hy (6)
Io, T | AL FE [e] : Ag 4 A (7
I, Iy |A7 v T 8)
by induction hypothesis on (2), (4) and (5).

o, I |A,x:Agrery: Aj 4 A (8)
by (Weakening) on (6).

I, I A Fletx=E[ej]ine;end: A 4 A 9

by (T:LET) with (7) and (8).
Therefore, by (6), (8), (9) we conclude.

Case (1:Fork) - We have:

To| A +forke :![]4- (D)
Lo | Ar, Ay + Hy (2)
Hy ; &lforke]l — Hy; E[{}]-e 3)
by hypothesis, with (p:Fork) where & = 0.

To|ArFe:![]4- 4)
by inversion on (T:FOrk).

Lol-F{:!TA- )
by (T:RECORD).

Thus, by making:
Ay =- (6)
We conclude by (2), (4) and (5).

Case (T:ForALL-Loc-VAL), (T:FORALL-TYPE-VAL) - Are values.

Case (T:TypEOPENBIND), (T: LocOPENBIND) - Not applicable, environment not closed.

Case (T:LocOPENCAP) - We have:
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I'o| Ao, Ap, AL Ag Feg: Ar H A (1)

o | Ag, A, Al.Ag, Ay + Hy )
Hy;e = Hy;e-T 3)
by hypothesis.

Io,t:loc| Ay, A7,AgFeg: A 4 A @
by inversion on (t:LocOpenCap) with (1).

Lo | Ao, Az, Aolp/1}, Ay + Hy ©)
by (Store Typing Inversion) with (2).

Lo | Ao, Ar, Aolp/l} Feg : Ay HA (6)
by (Substitution Lemma - Location Variable) with p and (4).

Lo, 1 [AL A7, Ay - H,y (7)
F(),F] |A1 F e :A0-|A’ (8)
Lo, I/ |[Ap v T )

by induction hypothesis with (3), (5) and (6).
Thus, we conclude.

Case (T: TypeOpPENCAP) - Analogous to (T:LocOpENCAP).

Case (T:UNLOCK-GUARANTEE) - We have:

F() | Ao, A(), AO;AI + unlock v : '[] 4 AO,AI (1)
Lo | Ao, Ao, Ao; A1, Ay + Hy,p* — v ()
Ho,p* = v; Eunlock p] — Hy,p = v; E[{}] 3)

by hypothesis with (T:UNLock-GUARANTEE) where & = O and where Ay = - since there is no

resulting new thread from this step.
Lo [ Ao, Ay {} 11 4 Ao, Ay “4)
by (T:RECORD), (T:PURE), and (T:FRAME) with A, A;.

If we make:

Hy=HH 5
then:

locs(Ag) = locs(Ay) =p (6)
p*—=veH P —>v 7
Ao+ H,p* — v (8)
p—>oVveHp—vV )
I'NAgr H,p > v (10)
I'Ay,Ai-H H ,p—>v (11)

by (Store Typing Inversion) with (2).
Therefore, we conclude by (4) and (11) noting (5).

Case (1:Lock-RELY) - We have:
Iy | Ao,AO = A+ lock v : ’[] 4 Ao,Ao,Al (1)
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I'o| Ag,Ag = A1, Ar b Ho,pTV 2)
Hop,p = v; Ellock p] = Ho,p* — v; E[{}] (3)

by hypothesis, with (T:Lock-ReLy) where & = O, and where Ay = - since there is no
resulting new thread from this step.

Lo | Ao, Ao, A1 F{} 2 ![] 4 Ao, Ag, Ay “4)
by (T:Recorp) and (T:FrRAME) with Ay, Ag, A;.
locs(Ag) = p )
by inversion on (T:Lock-RELY) since p € A.
To|Ag+-H,p =V (6)
Hy=HH (N

by (Store Typing Inversion) with (2), since we know that the locations p (thus the rely type
must be supported by the heap since protocols must be introduced via (STR:SUBSUMPTION)).
We must show that:
Lo | Ao, Ag, A1, Ay HyH ,p* — v
Since Ay = A, is well-formed and also obeys protocol composition, we have that A; must
have one of the following structures:

° A = (A AY) (8.1)
Thus, if we have a heap such that:

Io|AY-H ,p=>v (8.2)
o[ Ao, AV, Ay - H',H,p —v (8.3)

by (Composition Preservation) and (2) since we know that all protocols must still compose
after stepping.

Iy | Ao,Ao,Al,Az FH, H’,m (84)
by (strR:LockED) using (6), (7), (8.2) and (8.3).

oAy =VLA] 9.1

Thus, if we have a heap such that (similar to previous case):

I'o,l:loc| Al - H",p—v 9.2)

Then by (sTR:LOCKED):

Lo, 1 :loc| Ay, Ag, A\ - H H',p* —> v 9.3)

and:

Lo | Ao, Ao, VLA, - H H' ,p* — v 9.4)

by (sTr:ForarLLOCS).
° A =VX<:A'A] (10.1)
Lol Ag, Ag, VX<:A" A\ - H H',p* — v (10.2)

similarly to the previous case but using (sTR:FORALLTYPES).
Therefore, we conclude by (4) and (8.4), (9.4), (10.2).
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H.10 Progress

We define progress over closed programs (which includes an arbitrarily large but finite number of
thread, T') and expressions (e).

Theorem 7 (Program Progress). If we have
AT, live(Ty)
and if exists Hy such that I" | A + H, then
Hy; To » H; Ty

Proof. We proceed by induction on the typing derivation of I'| A + Ty.

Case (wr:ProGrRAM) - We have:

CNA+Ty (1)
live(Ty) (2)
by hypothesis.

F|Ail—ei:![]—|- (3)
ie€{0,..,n} 4)
n>0 (5)
by inversion on (1) with (WF:PROGRAM).

T() =€y ... €y (6)
(remember that the order of the threads is not important)

A=Ay,.... A, (7)

by decomposing A into smaller typing environments.
Then for some arbitrary j such that:
j€{0,...,n} (8)
live(e)) )
by (2) and the definition of 1ive(7)) there must be at least one thread that is 1ive.
Then by (Expression Progress) with e; on (3), we have that either:

e ¢;is avalue, or (10.1)
e if exists Hy such thatI' | A + H, (note that A; € A by (7)) then either:
o(steps) Ho; e; — Hyj e - T (10.2)
o (waits) Wait(Ho, e)) (10.3)

We have that cases (10.1) and (10.3) cannot occur because we picked e; such that 1ive(e;).
Therefore, we have (10.2) which by (p: THREAD) with the remaining threads of T, still steps.
Thus, we conclude since we have that the set of threads steps.

Theorem 8 (Expression Progress). If we have
I'AgFeg:AAN

then we have that either:
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e ¢ is a value, or;

e if exists Hy such that I' | A, Ay + Hj then either:

— (steps) Hy; eg — Hi; e;
— (waits) Wait(Hy, eg)

- T

Proof. We proceed by induction on the typing derivation of I'|AgFeyp: A 4 A;.

Case (1:REF), (T:PURE), (T:UNIT) - are values.

Case (T:Pure-READ), (T: LINEAR-READ), (T: PURE-ELIM) - not applicable due to the environment not

being closed.

Case (T:NEwW) - We have:

I'Agrnewv:Jl(lrefl::rwlA)4A;

new v is not a value. If exists:
I'lA, Ay + Hy

()
by hypothesis.

2)

Then the expression steps using (D:New) with & = 0O, 1.e.:

a[new v]

3)

Thus, we conclude by stepping using (D:NEw).

Case (T:DELETE) - We have:
I'| Ag + deletev: Al.A 4 A
CAgrv:Al(refl::rwlA)4A;
A rv:Al(refl:TwlA)4-
I' F Ag <t ALA,
A Fv:iirefp:rwpAA-
A Fv:lrefpdrwp A

A Fv:refpH-
I' - A <tA,rwpA

A, =

()
by hypothesis.
2)

by inversion on (T:DELETE) with (1).

(3)
4)
by (Values Inversion) with (2).
4)
by (Values Inversion) with (3).
(5)
by (Values Inversion) with (4).
(6)
(7
by (Values Inversion) with (5).
8)
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pel )
v=p (10)

by (Values Inversion) on (6).
Since delete v is not a value. If exists:

'l A,Ag + Hy (1T)
Then we must have that:
p? — V' € H, (12)

by (Store Typing Inversion) on the p binding and (11), (4) and (7).
Then the expression steps using (p:DeLeTE) with & = O, i.e.:
O[delete v] 3)
Thus, we conclude by stepping using (p:DELETE).

Case (T:AssIGN) - We have:

FleFVOZ:V1:A1-|A1,I'WpAO (1)
by hypothesis.

LAy vy i AgH A )
FlAzl—vozrefp—|A1,rpr1 (3)
by inversion on (T:AssiGN) with (1).

Vo =p )

by applying (Values Inversion) multiple times, similarly to the (T:DELETE) case, on (3).
Vo := V1 18 not a value. If exists:

I | A, A() F H() (5)
Then we must have that:
p7 — ) € H() (6)

by (Store Typing) definition on the p binding since the capability for p exists.
Then the expression steps using (p:AssiGN) with & = 0O, 1.e.:
Ofvo := 1] (7N
Thus, we conclude by stepping using (D: ASSIGN).

Case (T:DEREFERENCE-LINEAR) - We have:

CAFIV:A4A,LTWP ][] ()
by hypothesis.

FAgrv:refp4 A, rwp A 2)
by inversion on (T:DEREFERENCE-LINEAR) with (1).

v=p (3)

by (Values Inversion) on (2) as in previous cases.
Vo := vy is not a value. If exists:

I | A, A() F H() (5)
Then we must have that:
p? A= H() (6)

by (Store Typing) definition on the p binding as in previous cases.
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Then the expression steps using (p:DEREFERENCE) with & = O, 1.e.:
o[!v]
Thus, we conclude by stepping using (p:DEREFERENCE).

Case (T:DEREFERENCE-PURE) - similar to (T:DEREFERENCE-LINEAR).
Case (1:RECORD) - is a value.

Case (T:SELECTION) - We have:
FlAQl-V.fi:Ai-|A1

rlel-V:[fZA]-|A1

(7

)

by hypothesis.

2)

by inversion on (T:SELECTION) with (1).

3)

by (Values Lemma) and (Values Inversion) with (2).

v.£; is not a value. If exists:

I I A, Ao+ Hy

Then the expression steps using (p:SELECTION) with & = O, i.e.:
dfv.£;]

Thus, we conclude by stepping using (D:SELECTION).

Case (T: APPLICATION) - We have:
FlA()I-V()Vl :Al -|A1

rlA()I-V()ZAo—OAl-|A2
FlAzl‘V]iAoﬁA]

&)
(6)

oY)

by hypothesis.

2)
3)

by inversion on (T: AppLICATION) With (1).

Vo = Ax.e

“4)

by (Values Lemma) and (Values Inversion) with (2).

Vo Vi 1s not a value. If exists:

I'lA, Ay + Hy

Then the expression steps using (p:SELEcTION) with & = O, 1.e.:
O[vo v1]

Thus, we conclude by stepping using (D: APPLICATION).

Case (1:FuncTION) - is a value.

Case (T:Car-ELIM) - not applicable due to the environment not being closed.
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Case (1: CAP-STACK), (T: CAP-UNSTACK) - immediate by direct application of the induction hypothe-
sis on the inversion of the typing rule.

Case (T:FrRAME) - We have:

FIAQ,A2F€01A0-|A1,A2 (1)
by hypothesis.
I'|Ag+Feg:ApH A ()

by inversion on (T:FrRAME) with (1).
Then, by induction hypothesis on (2), we have that either:

e ¢ is a value, or; 3
e if exists Hy such that I' | A, Ay + Hy then either:
o(steps) Hy; eg — Hy; ey - T 4)
o (waits) Wait(Hy, eg) (&)

Therefore, by making A, € A by (3), (4), and (5) we conclude.

Case (T:SuBsumPTION) - We have:

I'|Agreg: Al 4A; (D)

by hypothesis.
Tk Ay <: A )
I'AikFey:Ag4 A, 3)
'k Ay <: Ay 4)
THA <A (5)

by inversion on (T:SuBsumpTION) With (1).
Then, by induction hypothesis on (3), we have that either:

e ¢ is a value, or; (6)
e if exists Hy such thatI' | A, A + H, then either:
o(steps) Hy; eg — Hy; ey - T @)
o (waits) Wait(Hy, ey) (8)
Furthermore, we know that if exists H) such that:
LA A+ Hj 9)
then:
I'|A A+ Hj (10)

by (Subtyping Store Typing) with (2) and (6).
Therefore, we conclude by (6), (7) and (8) (using H)).

Case (1:Tac) - is a value.

Case (1:Casg) - We have:
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I'|Agrcasevoftj#x; > ejend:A4A (D

by hypothesis.

CAgFv: ) t#A A A 2)
I'ALxi:Aire:AA4A 3)
i<j 4)
by inversion on (T:Casg) with (1).

v = t#; 5

by (Values Lemma) and (Values Inversion) with (2).
case v of t#x; — e; end is not a value. If exists:

I'| A, Ao+ Hy (6)
Then the expression steps using (p:Casg) with & = 0O, i.e.:
O[case v of t #x; — ¢; end] @)

Thus, we conclude by stepping using (p:CASE).

Case (T: ALTERNATIVE-LEFT) - We have:

T ApAg®A Fe:Ar A )

by hypothesis.
I'|Ag,Ap Fe: Ay 4 A 2)
I'|Ag, Al Fe: Ay 4 A (3)

by inversion on (T: ALTERNATIVE-LEFT) with (1).
If exists H such that:
A, Ay, Ag @A - H 4)
By (Store Typing Inversion) due to (sST: ALTERNATIVE) on (4), we have that either (from @&
being commutative):

o T|A,Ay,Ag + H (5
Then by induction hypothesis on (2) we conclude.
o T|N,Ag, Al v H (6)

Then by induction hypothesis on (3) we conclude.
Therefore, we conclude.

Case (T:INTERSECTION-RIGHT) - immediate by applying the induction hypothesis on the inversion
of the typing rule.

Case (T:ForaLL-Loc-VAL), (T:ForRALL-TYPE-VAL) - are values.

Case (T:LocOpPENCAP) - We have:

C|Ay, A Fe:A4A (D
by hypothesis.
Il:loc| Ag, A1 Fe: Ay 4 A ()
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by inversion on (T:LocOpeNCap) with (1).
If e is not a value, then if exists:

r | A, Ay, HZAI F Hy (3)
'k A{p/l} <: ALA, 3)

by (Store Typing Inversion) on (3) and (sT:PackLoc) with 4/.A;.
Fle,Al{p/l}F€ZA2—|A1 (4)

by (Substitution Lemma) on (2) with p.
Thus, we conclude by induction hypothesis on (4).

Case (T: TypEOPENCAP) - similar to (T:LocOPENCAP).

Case (T: TypeOPENBIND), (T: LOoCOPENBIND) - not applicable due to the environment not being closed.

Case (1:Fork) - We have:

I'|Ag+forke :![]4- (D)
by hypothesis.

fork e is not a value. If exists:

['|A Ay + Hy (2)

Then the expression steps using (p:Fork) with & = 0O, i.e.:

o[fork e] 3)

Thus, we conclude by stepping using (p:Fork).
Case (1:Lock-RELY) - We have:

' Ag,Ag = A Flock Vv :![]14 A, Ay A (1)
by hypothesis.

lock v is not a value. If exists:
'l A Ay, Ay = A + Hy 2)
By (Store Typing) definition, we have that either:

o All the locks of the locations contained in A, are available. Then the expression
steps by (p:Lock) with & = 0O0.

e Some of the locks of the locations of Ay are unavailable. Then we have that the
expression waits, i.e. we have Wait(H,, lock v).
Thus, we conclude.

Case (T:UNLOCK-GUARANTEE) - We have:
I'| Ay, Ay, Ag; Ay + unlock v : 14 Ag, Ay (D)

by hypothesis.
unlock v is not a value. If exists:
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I'| Ag, Ag, Ao; A1 + Hy ()
Then the expression steps using (p:UnLock) with & = 0O, 1.e.:

dfunlock V] 3)
Thus, we conclude by stepping using (p:UNLOCK).

Case (T:LET) - We have:

I'Agrletx=eyine;end: A4 A, (D)

by hypothesis.
I'|AgFeg:AgHA )
F|A1,x:A0|—ez:A1—|A2 (3)

by inversion on (T:LET) with (1).
By induction hypothesis on (2), we have that either:
e ¢ is a value; (6)
then by (p:LET) the expression transitions, with & = 0.
e if exists Hy such thatI' | A, Ay + Hy then either:
o(steps) Hy; e — Hy; e - T @)
then the expression steps by (p:THREAD) (with an empty initial thread pool) and
E=(letx=E&e;]ine, end)and & = 0.
o (waits) Wait(Hy, ep) (8)
then Wait(H, let x = ¢; in e; end) by the definition of Wait since we have:
Wait(Hy, Eleg])
where & = (let x = &'[ep] in e, end) where & = O.
Thus, we conclude.
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I Algorithms Theorems

We now discuss the algorithmic implementations of protocol composition (shown in Section F.1)
and subtyping (shown in Section F.2). Namely, we discuss the decidability of these algorithms.
The decidability of the full system will likely require annotated terms to guide the type system in
less obvious choices, such as in what to split a resource and when. Although they did not do a
formal discussion of decidability, prior work on rely-guarantee protocols [21] includes a prototype
implementation that uses additional type annotations to make typing practically syntax directed.
Note that more practical implementations may reduce some of the annotation overhead of [21] by
pushing additional verification complexity to the type checker (i.e. trade annotations for “type-
searching” algorithms). In here we focus on the core issue of decidability of protocol composition
without the need for additional type annotations beyond the initial resource to be split and the two
resulting protocols.

Our subtyping algorithm uses a variant of the algorithm described in [2] to ensure decidability
of subtyping on recursive types. The main distinction is that our recursive types include parameters,
thus our recursive types may include arguments that introduce subtle decidability issues. For this
reason, our focus is on treating the new problems in a clear way. For instance, to avoid the general
undecidability of subtyping over bounded quantification [26] we use the subtyping rule of F.. [27],
although other more flexible subtyping rules exists [6].

Note that both both (sT:Pack*) and (st:*App) rules use a unification algorithm that searches for
a single type/location match to be used in the rule. Since we at most traverse the type structure to
find such a type/location, the algorithm naturally terminates through the same reasoning as with
subtyping. Type equality follows similar reasoning. Therefore, our reasoning assumes that there
exists a decidable, sound, and complete unification (A{B/X} = C) and equality (A = B) algorithms.
Finally, also note that we do not consider types (such as L = rec X.X) to be well-formed types.
Since we use the same cycle detection technique of [2], allowing these types could yield wrong
results.

I.1 Ensuring Regular Type Structure

Both subtype and protocol composition algorithms may have to recur on the inner sub-terms of
a type. For instance, checking that int — bool <: string — double is not valid requires
checking string <: int and bool <: double, c.f. (sT:Function). Consequently, it becomes
important to ensure that the set of sub-terms of a type is finite so that we can be sure both algorithms
will converge to a result after an arbitrary, but finite, number of recursive steps. The main problem
is in finding a bound on the unfolding of recursive types. More specifically, we must ensure that
our use of recursive types with parameters still produces types that are regular in their structure,
regardless of the arguments used.

Both subtype and protocol composition will build a co-inductive proof. The corresponding al-
gorithm will only terminate if the proof reaches a “loop” in its derivation that closes the derivation.
Consequently, we must show that any well-formed type will enable such a loop to be reached. The
fundamental property is to ensure that the structure of the derivation is regular. In our system, be-
cause we have both parametric polymorphism and recursive types with parameters, ensuring this
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regularity is non-trivial and requires more than strict derivation equality.

For our purposes here, our equivalence relation will only consider renaming of type/location
variables and weakening of assumptions. Consequently, we will impose well-formedness condi-
tions on our types to ensure that any well-formed type will produce derivations that are equivalent
up to those two conditions. We leave as future work devising other, perhaps less restrictive, well-
formedness conditions and equivalences since our focus here is to discuss the implementation of
protocol composition in the clearest possible terms.

To illustrate an irregular unfold, consider for instance the following recursive type, R, that uses
a single (type) parameter, X:

(rec R(X).(int — R[X — X]))[int] (Ex.1)

Unfolding this type, and its resulting sub-terms, produces the following sequence of types (we
underline the “fixed” part of the recursive type to highlight how that same unfold produces irregular
types over its argument):

(rec R(X).(int — R[X — X])) [int]
int —o (rec R(X).(int — R[X — X])) [int — int]
int — int — (rec R(X).(int —o R[X — X])) [(int — int) — (int — int)]

for clarity, we replace the underlined type with just R to highlight the irregular set of sub-terms:

R[int]
int — R[int — int]
int —o int — R[(int —o int) — (int — int)]

We see that the type that results from unfolding is not regular, as the use of the recursive variable
R in “rec R(X).(int —o R[X — X])” produces a type that is non-repeating. Consequently, if such
a use were allowed, it would make it impossible for an algorithm that traverses all sub-terms of
a type to terminate since the type above does not present a finite, regular structure due to its ever
growing argument that is applied to the recursive type R.

To forbid uses such as the one above, we limit the kind of arguments that may be applied to a
recursive type variable (such as R above) via well-formedness rules (for the full set of rules, see
G.1). We restrict the arguments that can be applied to a recursive type variable to be limited to
location variables or type variables, and exclude recursive type variables:

X :kg— ... >k, >type) el  (U;:k)el  ie€{0,..,n}
I+ X[U] type

The rule states that for a given recursive type variable X (recursive type variables have a “... —
type” kind), its arguments (U) must each be an assumption of compatible kind ((U; : k;) € I).
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Since we are considering each individual k; of X, these can only be either a loc or a type (and never
of the form “... — type”) which effectively enforces that only location variables or (non-recursive)
type variables can be used in this context. Thus, applications of the form R[R] are forbidden since
R is a recursive type variable, and R[X — X] is also forbidden since the argument is of a function
type (not a type/location variable).

Note, however, that the argument applied to the recursive type is not restricted to just type/lo-
cation variables and instead is only required to be of the desired kind:

ug : koy .oy tty - kpy X 1 kg > ... > k, — type + A type
I'U;k; k; = kind(u;) i€{0,...,n}

I F (rec X().A)[U] type

where: kind(/) = loc and kind(X) = type. Thus, using int as argument in (rec R(X).A)[int]
is legal. However, because we only allow each parameter of a recursive type to be either of kind
type or kind loc, recursive type variables cannot appear as arguments (in U) even in this situation.
To preserve the well-formedness condition on uses of X [U’] we must also avoid situations where
substitution from other recs may replace some argument in U’ with a non-variable type before X
is unfolded. Therefore, the body of rec, i.e. A, must ignore all other variables that are outside the
top-level rec, so that substitution of any element in U’ will only occur as the rec is unfolded.
However, only using the restrictions above is still not sufficient to ensure that the algorithms
will terminate, since the resulting set of sub-terms may still be irregular. Consider the following
type:
(rec V(Z).(VX <: (A — Z).V[X]))[int] (Ex.2)

If we traverse the sub-terms of this type, we see that the typing context of the “V[X]” sub-term is
irregular, although the type structure of V[...] itself remains regular.

To illustrate this, we are going to look into multiple unfolds of V but only show the premise
that is used to check that V[...] is well-formed. To highlight the renaming on each unfold, each
new use of X is indexed with ever growing integers. Although we are traversing the rec’s sub-
terms (automatically unfolding V' to continue such traversal), we omit all “: type” assertions to
focus instead on the typing context that is used to check that “I" + V[...] type” (i.e. that V[...] is
well-formed):

-+ V[int]
Xo<:A —int + V[Xy]
X, <:A—-oXy, Xg<:A—oint + V[X|]
X, <tA—oX|, X| <tA—o0Xy, Xo<:A —oint + V[X;]

Consequently, for a recursive type to be well-formed we must also ensure that the enclosing context
of future unfolds is regular since it is not enough to only look at the type’s structure alone.

We restrict the type of the bound of a ¥ or 3 such that the bound must be well-formed in
the empty context “- + A type” in any “dX <: A.B” or “VX <: A.B” types via the following
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well-formdness conditions:

-k A type IX: type, X <: Ay + A type -k A type IX:type, X<:Ap A, type
I'FVX<:Ap.A| type I'FdX<:Ap.A; type

These conditions naturally ensure that the typing contexts in a type must be regular since the typing
context is essentially fixed and cannot change on each unfold. We leave as future work relaxing
this condition, but for our discussion here, this well-formedness restriction is enough to type our
examples and provides an interesting domain for checking safe protocol composition.

Still, our constraints enable some flexibility such as the case of the following type, that can be
considered regular by considering renaming of variables and weakening:

(rec M(Y).(Y —o VX <: top.M[X]))[int] (Ex.3)

As above, we illustrate the case via successive unfolds but only show the typing context used
to check that I' + M[...] type (i.e. that M[...] is well-formed):

-+ M[int]
Xo <:top + M[Xp]
X, <:top, Xy <: top + MI[X]
X, <:top, X; <: top, X, <:top + M[X;]

By inversion on weakening of assumptions, we can consider the last context to only really require
the “X, <: top” assumption (since the other variables do not occur in M[X;]). By renaming X,
and X, to some fresh variable, both the first and third types can be deduced equivalent (=)—which
would enable to close a co-inductive proof that traverses M’s sub-terms.

Z <:top + M[Z] Z <:top + M[Z]
(Xy <t top){Z/X>} F (MIX2]EZ/ X5} (Xo <: top){Z/Xo} F (M[Xo]IZ/Xo}
X, < top, X; <:top, Xy <:top - M[X;] = Xy <:topr M[Xy]

Thus, we consider equivalence up to renaming of variables and weakening of assumptions—
besides the other restrictions discussed above.

I.1.1 Finite Sub-terms

We now discuss the regularity of the structure of our well-formed types. These lemmas are essential
to show that there is a bound in the number of members of the set of types that an algorithm will
recur on. Thus, when we recur on some type’s sub-term, the domain of possible sub-terms of that
type must necessarily be monotonically shrinking since its set of distinct sub-terms is bounded by
a finite number. To simplify the discussion, instead of counting the exact size of the set of distinct
sub-terms of a type, our proofs will often resort to simpler overapproximations of that set. Since
even the dimension of that overapproximation is finite, then the set of distinct sub-terms of any
well-formed type will also necessarily be finite.
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sts(I' - none )
sts(I" + top )
sts(I'+ref p)
sts('FrwpA)
sts(I'+14)
sts(cl’'FA o B)
stsCc' A :: B)
sts(I'+A*xB)
sts('-A®B)
sts(’'+A&B)
sts(tl'FA = B)
sts(I'FA; B)
sts(T'F [f:A])
sts(I' + Ziti#Ai)

I' + none }

I'+top}

I'rrefp}

IF'rrwpA} U sts(I'FA)

I'r!A} U sts(I'FA)
''A—oB}Usts(I'FA) Usts(I'+B)
I''A:B}Usts(I'FA) U sts(I'+ B)
I'rA«B} Usts(I'FA) U sts(I'+ B)
I''rAeB} Usts(I'A) U sts(I'+ B)

FTFA=B} Usts(T'FA) Usts(L+B)
I'tA; B} Usts(I'FA) U sts(I'+ B)
Cr[f:Al} U U;sts(TFA;)
CrFY,t#A ) U Usts(TFA;)

sts(I'+ VILA) =
sts(I'+ dl.A) =
sts(I' - VX<:A.B) =
sts(I'- AX<:A.B) =
sts(T F X[U]) =
sts( T + (rec X().A)[U]) =

I'rVILA} U sts(I',/:loc+-A)

I'r3lA} U sts(I',/:locHA)

I'FVX<:AB} U sts(-+A) U sts(I', X : type, X <: A+ B)
I'rdX<:AB} U sts(-+A) U sts(I', X : type, X <: A+ B)
I'+X[U]}

{
{
{
{
{
{
{
{
{
{I'tA&B} U sts(I'A) U sts(I'+ B)
{
{
{
{
{
{
{
{
{
(T F (rec X(w).A)[U]} U sts(T r A{(rec X(u).A)/X{U/u})

Note: we omit type from I' - A type for conciseness.

Figure 35: Computing the (infinite) set of sub-terms of a type (sts).

Figure 35 shows a straightforward way to compute the infinite set of sub-terms of a type. The
most important case to note is that of rec, which unfolds the recursive type and then continues
the analysis over the unfolded type. Consequently, sts’s definition may not terminate if we do not
define a way to identify repeating sub-terms and stop further (unnecessary) recursive calls to sts.

As discussed above, we consider equivalence (=) up to renaming of variables and weakening
of assumptions defined as follows (for any two well-formed types, and such that any premise must
also obey type well-formedness):

I'rA = T+rA (equality)
I'n,I'TrAy = I,,I3+A if T Ay = I3+A (weakening)
I'ok Ay = I +A4A if To{Z/ X} Ap{Z/X} = T{Z/Y} + Ai{Z/Y} and Z fresh (renaming type)
I+ Ap = I FA if To{l/r} v Ap{l/try = Th{l/t} v A{l/t} and [ fresh (renaming loc)

With the conditions above, we can approximate the infinite set of sub-terms computed by sts with
one that computes an equivalent (up to renaming and weakening) but finite set since we are just
collapsing equivalent members of that set (i.e. each member now represents the class of types
defined up to renaming and weakening). Thus, the algorithm stopping condition would simply
have to carry a set of visited sub-terms and not recur on equivalent sub-terms that it already visited.
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st(I'FA) = st(I'FA,0)

st(I'-A,v) = vif (["rA)evand THA)=T"+A)
st(I' - none,v) = vU{I'Fnone}

st(I' + top,v) vU{TI +top}

st(I'+-ref p,v) vU{T rrefp}

sttI'FrwpA,v) vU{l'FrwpA} U st(I'+A,v)
st(I'-!1A,v) vU{THFIA} U st(I'+FA,v)
v U {
v U {

sttI'FA — B,v) 'rA—oB}USst(I'FA,v) Ust(I'+B,v)
sttI'FA :: B,v) 'rA:B} Ust(I'rA,v) Ust(I'+ B,v)
st(I'-A=xB,v) vU{I'+FA*B} Ust(I'A,v) Ust(I'+B,v)
sttI'-A®B,v) vU{I'tA®B} Ust(I'+A,v) Ust(I'rB,v)
sttI'-A& B,v) vU{T'rA&B} U st(I'FA,v) U st(I'F B,v)

st(I'+A = B,v) = vW{I'tA=> B} Ust(I'tA,v) U st(I'+B,v)

st(CFA; B,v) = vU{TFA; B} USst(I'+A,v) Ust(T'FB,v)

st(T+[£:A,v]) = VU{TF[f:A]l} U U;st(TFA;,v)

st(T+ 3, t#A;,v) = yU{TFY t#A;} U U;st(TFA,v)

st(TFVILA,v) = yU{T+rVLA} Ust(T,l:loc+A,v)

st(CF3ALA,v) = yU{T+3LA} U st(T,l:loc+A,v)

st(I' - VX<:A.B,v) = vU{T'FVX<tAB} Ust(-+A,v) Ust(I,X:type, X <:AF+B,v)
st(I' - X <:A.B,v) = yU{T'rAX<tAB} Ust(-+A,v) Ust(I,X:type, X <:A+B,v)
st(T F X[U],v) = vU{TFr X[U]}

st( T F (rec X(u).A)[U],v) st( T F A{(rec X().A)/XHU/u},v U{T F (rec X(0).A)[U] })

Where v is a set of “I' - A” elements. Note that the rules are ordered so that we try to apply the =
case (and detect cycles) before using any of the remaining rules.

Figure 36: Computing the set of sub-terms of a type, up to equivalence (=).
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Lemma 25 (Finite Uses). Given a will-formed recursive type (rec X ().A)[U] the number of pos-
sible uses of X in A such that " + X[U’] type is bounded.

Proof. Our well-formedness restrictions enforce that any well-formed X[U’] can only contain ei-
ther location or type variables in the U’ set. For those variables to be themselves well-formed they
must be present in I'. Since I' is necessarily a finite set of assumptions it must contain a finite
number of different location/type variables.

We have that for m location/type variables in I" and if the set u has size n, then there exists at
most m" tuples of n variables (repetition is allowed since types are pure), each containing different
type/location applications that can be used in a well-formed X[U’] type. (Note the “at most” since
we are ignoring the type/location variable distinction and just counting both kinds together.) O

Lemma 26 (Finite Unfolds). Unfolding a well-formed recursive type (rec X@).A)[U] prod_uces a
finite set of variants of that original recursive type that (at most) contains: permutations of U, or a
set of mixtures of U with some type/location variables representing a class of equivalent (=) types.

Proof. By the well-formedness conditions on X[U’], we have that U’ will list a set of type/location
variables, which include the recursive type’s parameters (x). Thus, for any use of the recursive
type variable X that may occur in rec, we have two cases:

e Either U’ only contains uses of the recursive type’s parameters (i.e. 7).
Then, this means that an unfold will produce a (rec X ()A)[U’] which, at most, only differs
in the order of the elements in U’. (Recall that since all variables in A cannot be bound to
elements outside the top-level rec, A remains invariant over unfold.) Consequently, for n
elements in U there can be »n" different orderings in U’ since repetition is allowed and both
U and U’ must have the same number of elements.

e Or U’ contains a mixture of type/location variables (that must have been declared by a V or
dinside the rec) combined with some elements of u.
Lets consider a VY <: B.X[Y] use inside of A. When this type is unfolded, we obtain a
(rec X(...).(..)[Y] type where Y is now the argument of that rec (rather than previously
provided top-level arguments that were used in the top-level rec). Furthermore, our well-
formedness conditions on VY and 7 ensure that the bound inside the unfolded rec will remain
invariant over unfold, so that future unfolds will produce equivalent uses of Y’s (potentially
renamed). Because by well-formedness conditions the bound is isolated from any variable
(i.e. typed in the empty context), this ensures that future unfolds will type Y in a I that is
equivalent up to weakening (by ignoring past uses of Y). (Note that the order of the bounds
in I" is not important, as the assumptions in I" form an unordered set.)

Thus, by (Finite Uses) we have that each use of X is bounded by a finite number of different
mixtures/permutations of location/type variables in I'. Consequently, the set of types repre-
sented by all the different unfolds produces a finite set of recursive types representing the
infinite set of different unfolds, that yet is equivalent up to renaming and weakening to that
finite set.
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Lets assume that a top-level (rec X(...).A)[...] contains x number of different uses of X in
A. As done in the proof of (Finite Uses) we know that each variable will have m" tuples of
n variables for a I' context containing m type/location variables and where X expects n ar-
guments. Combining those variables with the u possible number of different concrete types
provided in the top-level rec yields (m + u)" possible different uses on each X. Consequently,
for x uses of X, we can estimate x = (m + u)" different elements in the set if we are overap-
proximating by considering that all uses of X have the largest set of I' that may appear in any
use of X.

We conclude by combining the two finite sets.
m]

Lemma 27 (Finite Sub-Terms). Given a well-formed type A, such that I' + A type, the set of
sub-terms of A is finite up to renaming of variables and weakening of T.

Proof. The proof is reduced to showing that the definition of st (Figure 36) terminates and that st
produces a set that is equivalent to the set produced by sts (Figure 35), up to = types. Equivalence
is immediate since the two definitions only differ in the tracking of v, the set of visited sub-terms
which enables st to stop when it finds a repeating sub-term while sts continues indefinitely pro-
ducing types that are actually =.

Termination is straightforward as it follows by the previous lemmas. There is a finite number
of different types that any recursive type can generate and all other type constructs produce a finite
number of sub-terms, thus traversing this set of types must eventually stop. Each case is simply an
application of inversion on the specific well-formedness condition, followed by the application of
the induction hypothesis which then enables us to conclude that the combination of two terminating
recursive calls to st will also have to terminate. Termination on the recursive type case follows
immediately by the eventual exhaustion of the finitely many different sub-terms that its unfold
may produce, shown in (Finite Unfolds), and that st will have to visit.

O

.2 Protocol Composition Lemmas

The proofs of the following lemmas are generally straightforward, after all that was the point in
using an axiomatic definition of composition.

Lemma 28 (stp soundness). For some v and well-formed I', R, R[P] if stp(I, R, R[P],v) then
I' R = R[P], if the step is not in v.

Proof. Straightforward to show by induction on the cases of stp. Note that the algorithm (in Sec-
tion F.1) includes a comment with the equivalent axiomatic rule to clarify which case the algorithm
is implementing. We highlight cases (4) and (5) that match (eQ:REc) since the axiomatic definition
is defined up to unfolding of recursive types, thus these two cases are implicit in the axiomatic
definition. Similarly, cases (10) and (11) (also for (12) and (13)) make explicit that either case of
& (and @) suffices. Although they match a single rule in the axiomatic definition this is because
we assume that both & are @ are commutative but made that fact explicit in the algorithm. m|
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Lemma 29 (c soundness). Given well-formedI', R, P, Qifc(I', R, P, Q)thenI' - R= P|| O.

Proof. The proof is straightforward by induction on the cases of the algorithm since each case of
the algorithm directly matches a specific rule of the axiomatic definition. The use of a visited set
simply tracks the derivation of composition by keeping the set of visited configurations as we go
conclusion to premise on the co-inductive proof. Thus, the lemma can be restated as: ‘“For some v
and well-formed I', R, P, Q if c(I', R, P, Q, v) then ' + R = P|| Q, where all members of v step.”
We have that case (1) we conclude by induction hypothesis with an empty v. Case (2) we apply
(stp soundness) on each step of the configuration, apply the induction hypothesis on the recursive
call to c using the new v, and then use the steps of (stp soundness) and the induction hypothesis
to conclude by (c:Step) and (c: ALLSTEP). O

Lemma 30 (stp completeness). For well-formed I', R, R[P]if " v R = R[P] then stp(I', R, R[P], v)
for some v that does not contain the step.

Proof. Straightforward to show following similar reasoning to soundness. O
Lemma 31 (c completeness). Given well-formedI', R, P, Qif '+ R= P| Qthenc(I, R, P, Q).
Proof. Straightforward to show following similar reasoning to soundness. O
Lemma 32 (c decidability). Given well-formed I', R, P, Q then c(I', R, P, Q) terminates.

Proof. The proof follows immediately by the (Finite Sub-Terms) lemma as it ensure that R, P, and
Q must contain a finite set of distinct sub-terms. Thus, stepping of a protocol must therefore be
bounded in the number of protocol configurations that the algorithm can visit and consequently ¢
must terminate.

]

Subtyping Extension Further below we show that sbt is sound, complete, and decidable so it
should be straightforward to show that even when we add the subtyping conditions, ¢ remains at
least sound and decidable. The problem is whether protocol composition remains complete when
we consider the (c-rRs:SUBSUMPTION) stepping rule since the rule’s conclusion does not direct the
types to be used in its premise. It is at this point that the order in subtyping the components of a
configuration is important. We see that a protocol that obeys (c-rs:SuBsumpTiON) would actually
also compose safely without that rule being present, i.e. (c-Rs:SuBsuMPTION) is admissible. Instead,
(c-rs:SuBsumPpTION) is only important to close the proof “earlier” by reducing the number of con-
figurations that we need to visit to check composition. Thus, c remains complete without the need
for an explicit (c-RS:SUBSUMPTION).

Lemma 33 ((c-rs:SusumptioN) admissible). If I' - R} <: Ry and (I'+ Ry = R[Py] ) — C and
' Py <: Pythen(I'+ R; = R[P;] ) — C, without using (c-RS:SUBSUMPTION).

Proof. The proof is straightforward as composition enforces breaking the ® and & cases, and the
changes to (c-ss:Step) and (c-ps:STeP) ensure congruence of subtyping is still derivable. Note that
there are no rules for congruence on subtyping over protocols. m|
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1.3 Subtyping Lemmas
Lemma 34 (sbt soundness). Given well-formed I', A, B if sbt(I', A, B)thenI + A <: B.

Proof. The lemma can be restated as: “For some 7 and given well-formed I, A, Bif sbt(T’, A, B, t)
then ' F A <: B, where all members of 7 obey the same equivalence”. We proceed by case analysis
on each case of the algorithm. Case (1) is proven by induction hypothesis where ¢ is the empty
set. The following cases are straightforward as we include the comment on the corresponding
subtyping rule being applied. We have that by case (2) then we conclude by (ST:SYMMETRY); case
(3) we conclude by induction hypothesis and (st:ToLiNEaR); etc. Cases (17), (18), (19), and (20)
match the unfolding of recursive types and the set of visited subtyping configurations to close the
co-inductive proof (which is left implicit in the co-inductive proof of the axiomatic definition).

O

Lemma 35 (sbt completeness). Given well-formed I', A, BifI' + A <: B then sbt(I’, A, B).

Proof. The proof proceeds by induction on the derivation of I' - A <: B and is straightforward as
each case of the derivation matches a sbt case directly. We include a comment on the definition
of sbt to highlight the axiomatic rule that is being modeled in the algorithm.

m]

Lemma 36 (sbt decidability). Given well-formed types, A and B, and a well-formed environment,
I', sbt(I', A, B) terminates.

Proof. The proof follows immediately by the (Finite Sub-Terms) lemma. It suffices to see that each
recursive call to sbt will necessarily be “smaller” in the sense of either considering a type that is
structurally smaller or the recursive call including a larger frail of already seen unfolds, even if the
unfolded type may not be smaller. This trail represents the potentially infinite but regular (up to
renaming of variables and weakening of I') “tree” of types modeled by a recursive type. Since by
(Finite Sub-Terms) we know that unfolding a type will result in a finite number of sub-terms, we
know that the sub-terms that sbt will visit are necessarily shrinking since there is a finite number
of combinations to visit—even when considering the product of sub-terms of types A and B. By
(17) we check whether a type was already “seen”, which ensures termination after at most visiting
all those combinations of sub-terms. Therefore there is an upper bound on the set of types to visit,
which ensures that sbt cannot recur indefinitely. Thus, sbt must terminate. m]
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