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Abstract

Today’s Internetprovidesonesimpleservice:besteffort datagramdelivery. Thisminimalistservice
allows theInternetto bestateless, thatis, routersdonotneedto maintainany finegrainedinforma-
tion abouttraffic. As a resultof this statelessarchitecture,theInternetis bothhighly scalableand
robust. However, asthe Internetevolves into a global commercialinfrastructurethat is expected
to supporta plethoraof new applicationssuchas IP telephony, interactive TV, ande-commerce,
theexisting besteffort servicewill no longerbesufficient. In consequence,thereis anurgentneed
to provide morepowerful servicessuchasguaranteedservices,differentiatedservices,and flow
protection.

Over thepastdecade,therehasbeenintenseresearchtowardachieving thisgoal.Two classesof
solutionshavebeenproposed:thosemaintainingthestatelesspropertyof theoriginal Internet(e.g.,
DifferentiatedServices),andthoserequiringa new statefularchitecture(e.g.,IntegratedServices).
While statefulsolutionscanprovidemorepowerful andflexible servicessuchasperflow bandwidth
anddelayguarantees,they arelessscalablethanstatelesssolutions.In particular, statefulsolutions
requireeachrouterto maintainandmanageperflow stateon thecontrolpath,andto performper
flow classification,scheduling,andbuffer managementon thedatapath.Sincetoday’s routerscan
handlemillions of active flows, it is difficult, if not impossible,to implementsuchsolutionsin a
scalablefashion. On the otherhand,while statelesssolutionsaremuchmorescalable,they offer
weaker services.

The key contribution of this dissertationis to bridgethis long-standinggapbetweenstateless
andstatefulsolutionsin packet switchednetworks suchas the Internet. Our thesisis that “it is
actually possibleto provide servicesas powerful and as flexible as the onesimplementedby a
statefulnetworkusinga statelessnetwork”. To prove this thesis,we proposea novel technique
calledDynamicPacket State(DPS).The key ideabehindDPS is that, insteadof having routers
maintainperflow state,packetscarrythestate.In this way, routersarestill ableto processpackets
on a per flow basis,despitethe fact that they do not maintainany per flow state. Basedon DPS,
we develop a network architecturecalledStatelessCore (SCORE)in which core routersdo not
maintainany perflow state.Yet, usingDPSto coordinateactionsof edgeandcoreroutersalong
thepathtraversedby a flow allows usto designdistributedalgorithmsthatemulatethebehavior of
abroadclassof statefulnetworksin SCOREnetworks.

In this dissertationwe describecompletesolutionsincludingarchitectures,algorithmsandim-
plementationswhich addressthreeof the mostimportantproblemsin today’s Internet: providing
guaranteedservices,differentiatedservices,andflow protection. Comparedto existing solutions,
our solutionseliminatethemostcomplex operationson boththedataandcontrolpathsin thenet-
work core,i.e., packet classificationon the datapath,andmaintainingper flow stateconsistency
on the control path. In addition, the complexities of buffer managementand packet scheduling
aregreatly reduced.For example,in our flow protectionsolutiontheseoperationstake constant
time,while in previoussolutionstheseoperationsmaytake timelogarithmicin thenumberof flows
traversingtherouter.
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Chapter 1

Intr oduction

Today’s Internetprovides one simple service: besteffort datagramdelivery. Sucha minimalist
serviceallowsroutersto bestateless, thatis,exceptfor theroutingstate,whichis highlyaggregated,
routersdo not needto maintainany fine grainedstateabouttraffic. As a consequence,today’s
Internetisbothhighlyscalableandrobust. It is scalablebecauseroutercomplexity doesnotincrease
in eitherthenumberof flows or thenumberof nodesin thenetwork, andit is robustbecausethere
is little state,if any, to updatewhenarouterfailsor recovers.Thescalabilityandrobustnessaretwo
of themostimportantreasonsbehindthesuccessof today’s Internet.

However, astheInternetevolvesinto aglobalcommercialinfrastructure,thereis agrowing need
to provide morepowerful servicesthanbesteffort suchasguaranteedservices,differentiatedser-
vices,andflow protection.Guaranteedserviceswould make it possibleto guaranteeperformance
parameterssuchasbandwidthanddelayon a per flow basis. An examplewould be to guarantee
that a flow receivesat leasta specifiedamountof bandwidth,ensuringthat thedelayexperienced
by its packetsdoesnot exceeda specifiedthreshold.This servicewould provide supportfor new
applicationssuchasIP telephony, video-conferencing,andremotediagnostics.Differentiatedser-
viceswould allow us to provide bandwidthandlossratedifferentiationfor traffic aggregatesover
multiplegranularitiesrangingfrom individual flows to theentiretraffic of a largeorganization.An
examplewouldbeto allocateto oneorganizationtwiceasmuchbandwidthonevery link in thenet-
work asanotherorganization.Flow protectionwould allow diverseend-to-endcongestioncontrol
schemesto seamlesslycoexist in theInternet,protectingthewell behavedtraffic from themalicious
or ill-behavedtraffic. For example,if two flowssharethesamelink, with flow protection,eachflow
will get at leasthalf of the link capacityindependentof thebehavior of theotherflow, aslong as
theflow hasenoughdemand.In contrast,in today’s Internet,a maliciousflow thatsendstraffic at
a higherratethanthe link capacitycanprovoke packet lossesto anotherflow no matterhow little
traffic thatflow sends!

Providing theseservicesin packet switchednetworkssuchasthe Internethasbeenoneof the
majorchallengesin thenetwork researchover thepastdecade.To addressthischallenge,aplethora
of techniquesand mechanismshave beendevelopedfor packet scheduling,buffer management,
andsignaling. While the proposedsolutionsareableto provide very powerful network services,
they comeat a cost: complexity. In particular, thesesolutionsusuallyassumea statefulnetwork
architecture,that is, a network in which every routermaintainsperflow state.Sincetherecanbea
largenumberof activeflowsin theInternet,andthisnumberis expectedto continueto increaseatan
exponentialrate,it is anopenquestionwhethersuchanarchitecturecanbeefficiently implemented.
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edge node core node

a) Reference Stateful Network b) SCORE Network

Figure1.1: (a) A referencestatefulnetwork whosefunctionality is approximatedby (b) a StatelessCore
(SCORE)network. In SCOREonly edgenodesmaintainperflow stateandperformperflow management;
corenodesdonotmaintainany perflow state.

In addition,dueto thecomplex algorithmsrequiredto setandpreserve thestateconsistency across
thenetwork, robustnessis muchharderto achieve.

In summary, while statefularchitecturescanprovide moresophisticatedservicesthanthebest
effort service,statelessarchitecturessuchasthecurrentInternetaremorescalableandrobust. The
naturalquestionis then: Can we achieve the bestof the two worlds? That is, is it possibleto
provideservicesaspowerfulandflexibleastheonesimplementedbya statefulnetworkin a stateless
network?

In this dissertationwe answerthis questionaffirmatively by showing that someof the most
representative Internetservicesthatrequirestatefulnetworkscanindeedbeimplementedin amostly
statelessnetwork architecture.

1.1 Main Contribution

The main contribution of this dissertationis to provide the first solution that bridges the long-
standinggapbetweenstatelessandstatefulnetworkarchitectures. In particular, weshow thatthree
of themostimportantInternetservicesproposedin literatureduringthepastdecade,andfor which
the previous known solutionsrequirestatefulnetworks, can be implementedin a statelesscore
network. Theseservicesare:(1) guaranteedservices,(2) servicedifferentiationfor largegranularity
traffic, and(3) flow protectionto providenetwork supportfor congestioncontrol.

Themaingoalof oursolutionis to pushthestateandthereforethecomplexity outof thenetwork
core,withoutcompromisingnetwork ability to provide perflow services.Thekey ideasthatallow
usto achieve thisgoalare:

1. insteadof having corenodesmaintainperflow state,have packetscarrythisstate,and

2. usethe statecarriedby the packetsto implementdistributedalgorithmsto provide network
servicesaspowerful andasflexible astheonesimplementedby statefulnetworks
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a)

b)

c)

d)

Figure1.2: An illustrationof theDynamicPacketState(DPS)techniqueusedto implementperflow services
in a SCOREnetwork: (a-b)upona packetarrival theingressnodeinsertssomeflow dependentstateinto the
packet header;(b-c) a corenodeprocessesthe packet basedon this state,andeventuallyupdatesboth its
internalstateand the packet statebeforeforwarding it. (c-d) the egressnoderemovesthe statefrom the
packetheader.

Thefollowing paragraphspresentthemaincomponentsof oursolution:

The StatelessCore (SCORE)Network Ar chitecture Thebasicbuilding block of oursolutionis
theStatelessCore(SCORE)domain.WedefineaSCOREdomainasbeingatrustedandcontiguous
regionof network in which only edgeroutersmaintainperflow state;thecoreroutersdonot main-
tainany perflow state(seeFigure1.1(b)).Sinceedgeroutersusuallyrunatamuchlowerspeedand
handlefar fewerflows thancorerouters,thisarchitectureis highly scalable.

The “State-Elimination” Approach Ourultimategoalis to providepowerful andflexible network
servicesin a statelessnetwork architecture.To achieve this goal,we proposeanapproach,called
“state-elimination”approach,thatconsistsof two steps(seeFigure1.1).Thefirst stepis to definea
referencestatefulnetwork that implementsthedesiredservice.Thesecondstepis to approximate
or, if possible,to emulatethefunctionalityof thereferencenetwork in aSCOREnetwork. By doing
this,wecanprovideservicesaspowerful andflexible astheonesimplementedby astatefulnetwork
in amostlystatelessnetwork architecture,i.e., in aSCOREnetwork.

The Dynamic Packet State(DPS)Technique To implementtheapproach,we proposea novel
techniquecalled Dynamic Packet State(DPS).As shown in Figure 1.2, with DPS,eachpacket
carriesin its headersomestatethat is initialized by the ingressrouter. Coreroutersprocesseach
incomingpacketbasedonthestatecarriedin thepacket’sheader, updatingbothits internalstateand
thestatein thepacket’s headerbeforeforwardingit to thenext hop. In this way, routersareableto
processpacketson a perflow basis,despitethefactthatthey donot maintainperflow state.As we
will demonstratein thisdissertation,by usingDPSto coordinatetheactionsof edgeandcorerouters
alongthepathtraversedby aflow, it is possibleto designdistributedalgorithmsto approximatethe
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behavior of abroadclassof statefulnetworksusingnetworksin whichcoreroutersdonotmaintain
perflow state.

The “Verify-and-Protect” Approach While our solutionsbasedon SCORE/DPShave many
advantagesover traditionalstatefulsolutions,they still suffer from robustnessandscalabilitylim-
itationswhencomparedto statelesssolutions. The scalabilityof the SCOREarchitecturesuffers
from thefact that thenetwork corecannottranscendtrustboundaries(suchasboundariesbetween
competingInternetServiceProviders),andthereforehigh-speedrouterson theseboundariesmust
bestatefuledgerouters.Systemrobustnessis limited by thepossibility thata singleedgeor core
routermay malfunction,insertingerroneousinformationin the packet headers,thusseverely im-
pactingperformanceof theentirenetwork.

In Chapter7 weproposeanapproach,called“verify-and-protect”,thatovercomestheselimita-
tions. We achieve scalabilityby pushingthe complexity all theway to the end-hosts,eliminating
thedistinctionbetweenedgeandcorerouters.To addressthetrustandrobustnessissues,all routers
statisticallyverify thattheincomingpacketsarecorrectlymarked.Thisapproachenablesroutersto
discover andisolatemisbehaving end-hostsandrouters.

1.2 Other Contributions

To achieve thegoalof providing the samelevel of servicesin a SCOREnetwork asin traditional
statefulnetworks,we proposeseveral novel distributedalgorithmsthat useDPSto coordinatethe
actionsbetweentheedgeandcorenodes.Amongthesealgorithmsare:

Core-StatelessFair Queueing(CSFQ) This is thefirst algorithmto approximatetheband-
width allocationachieved by a statefulnetwork in which all routersimplementFair Queue-
ing [31, 79] in acorestatelessnetwork. As discussedin Chapter4,CSFQallowsusto provide
perflow protectionin aSCOREnetwork.

Core Jitter Virtual Clock (CJVC) This is the first algorithmto provide the sameworst-
casebandwidthanddelayguaranteesasJitterVirtual Clock [126] andWeightedFair Queue-
ing [31, 79] in anetwork architecturein whichcoreroutersmaintainnoperflow state.CJVC
implementsthefull functionalityonthedatapathto provideguaranteedservicesin aSCORE
network (seeChapter5).

Distributed admissioncontrol We proposea distributedper flow admissioncontrolproto-
col in which coreroutersneedto maintainonly aggregatereservationstate.To maintainthis
state,we develop a robust algorithmbasedon DPSthat providesthesameor evenstronger
semanticsthan thoseprovided by previously proposedstatefulsolutionssuchas the ATM
User-to-Network (UNI) signalingprotocolandReservation Protocol(RSVP)[1, 128]. Ad-
missioncontrol is a key componentof providing guaranteedservices.It allows usto reserve
bandwidthandbuffer spaceateachrouteralongaflow pathto makesurethatflow bandwidth
anddelayrequirementsaremet.

Route pinning We proposea light-weight protocol and mechanismsto bind a flow to a
specificroute(path) througha network domain,without requiringcoreroutersto maintain
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per flow state. This can be viewed as an alternative to Multi-Protocol Label Switching
(MPLS) [17]. Our solutionsfor guaranteedanddifferentiatedservicesuseroutepinning to
make surethatall packetsof aflow traversethesamepath(seeChapters5 and6).

A majorchallengein implementingtheDPS-basedalgorithmsis to find extraspacein thepacket
headerto encodetheperflow state.Sincethisextraspaceis atpremium,especiallyin thecontext of
IPv4,we needto encodethestateasefficiently aspossible.To addressthis problem,we introduce
two generalmethodsto achieve efficient stateencoding.

In thefirst method,theideais to leverageknowledgeaboutthestatesemantics.In particular, to
save spacewe canusethis knowledgeto storea valueasa functionof anothervalue.For example,
if a valueis known to bealwaysgreaterthananothervalue,we canuseanaccuratefloatingpoint
representationto representthe larger value,andstorethe smallervalueasa fraction of the larger
one.

The ideabehindthe secondmethodis to have differentpacketsof a flow carry differentstate
formats.Thismethodis appropriatefor algorithmsthatdonot requireall packetsto carrythesame
typeof state.For example,analgorithmmayusethesamefield in thepacket headerto inserteither
dataor controlpathinformation,aslongasthiswill not compromisetheservicesemantics.

1.3 Evaluation

In orderto evaluatethesolutionsproposedin this dissertation,we try to answerthefollowing three
questions:

1. How scalableare the algorithmsimplementedby core routers? Scalability representsthe
ability of thenetwork to grow in thenumberof flows (users),thenumberof nodes,andthe
traffic volume.Toanswerthisquestion,weexpressthecomplexity of theproposedalgorithms
asa functionof theseparameters.In particular, we will show thatour DPSbasedalgorithms
implementedby coreroutersarehighly scalableastheircomplexity doesnotdependoneither
thenumberof flowsor thenetwork size.

2. How closeis the serviceprovided by our solutionto the serviceprovided by the reference
statefulnetwork? A serviceis usuallydefinedin termsof performanceparameterssuchas
bandwidth,delayandlossrate. We answerthis questionby comparingtheperformancepa-
rametersachievedunderour solutionandthereferencestatefulsolution.For example,in the
caseof theguaranteedservices,we will show thatend-to-enddelayboundsof a flow in our
corestatelesssolutionareidenticalto the end-to-enddelayboundsof the sameflow in the
referencestatefulsolution(seeSection5.3.3).

3. How doestheserviceprovidedby our solutioncompareto similar servicesprovidedby ex-
isting statelesssolutions? Again, we answerthis questionby comparingthe performance
parametersof servicesprovidedby our solutionandthestatelesssolutions.However, unlike
thepreviousquestionwherethegoal is to seehow well we emulatethetargetserviceimple-
mentedby a referencestatefulnetwork, in this case,our goal is to seehow muchwe gainin
termsof servicequalityin comparisonto existingstatelesssolutions.For example,in thecase
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of flow protection,we will show thatnoneof the traditionalsolutionsthat exhibit thesame
complexity atcoreroutersis effective in providing flow protection(seeSection4.4).

To addressthe above threequestions,we usea mix of theoreticalanalysis,simulations,and
experimentalresults.In particular, to answerthefirst question,weusetheoreticalanalysisto derive
thetimeandspacecomplexity of thealgorithmsperformedbybothedgeandcorerouters.Toanswer
the last two questionswe derive worst-caseor asymptoticboundsfor theperformanceparameters
thatcharacterizetheservice,suchasdelayandbandwidth.Wheneverwecannotobtainsuchbounds,
or if wewantto relaxtheassumptionsto fit morerealisticscenarios,werelyonextensivesimulations
by usinganaccuratepacket level simulatorsuchasns-2[78].

For illustration,considerour solutionto provide perflow protectionin a SCOREnetwork (see
Chapter4). To answerthescalabilityquestionwe show that in our solutiona corerouterdoesnot
needto maintainany perflow state,andthatthetime it takesto processa packet is independentof
thenumberof flows thattraversetherouter, � . In contrast,with theexisting solutions,eachrouter
needsto maintainstatefor everyflow, andthetimeit takesto processapacket increaseswith ������� .
Consequently, our solutionexhibits an �����6� spaceandtime complexity, ascomparedto existing
solutionsthat exhibit an �����e� spacecomplexity, and an ���A�����4�e� time complexity. To answer
the secondquestionwe usetheoreticalanalysisto show that the differencebetweenthe average
bandwidthallocatedto a flow in a SCOREnetwork andthebandwidthallocatedto thesameflow
in the referencenetwork is bounded.In addition,to answerthe third questionandto studymore
realisticscenarios,weuseextensive simulations.

Finally, to demonstratetheviability of oursolutionsandto explorethecompatibilityof theDPS
techniquewith IPv4, we presenta detailedimplementationin FreeBSD,aswell asexperimental
results,to evaluateaccuracy andimplementationoverhead.

1.4 Discussion

In thisdissertation,wemake two centralassumptions.Thefirst is thattheability to processpackets
onaperflow basisis beneficial,andperhapsevencrucial,for supportingnew emergingapplications
in theInternet.Thesecondis thatit is veryhard,if not impossible,for traditionalstatefulsolutions
to supporttheseservicesin high-speedbackbonerouters.It is importantto notethat thesetwo as-
sumptionsdo not necessaryimply that it is infeasibleto supporttheseemerging servicesin high
speednetworks.They just illustratethedrawbackof existingsolutionsthatrequireroutersto main-
tainandmanageperflow state.In thisdissertationweeliminatethisproblem,by demonstratingthat
it is possibleto processpacket on aperflow basiswithout requiringhigh-speedroutersto maintain
any perflow state.

Thenext two sectionsmotivatetheseassumptions.

1.4.1 Why Per Flow Processing?

The ability to processpacketson a per flow basisis importantbecauseit would allow us simul-
taneously(1) to supportapplicationswith differentperformancerequirements,and(2) to achieve
high resourcesutilization. To illustratethispoint considera simpleexamplein whichafile transfer
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applicationandan audioapplicationsharethe samelink. On onehand,we want the file transfer
applicationto beableto usetheentirelink capacity, whentheaudiosourcedoesnotsendany traffic.
Ontheotherhand,whentheaudioapplicationstartsthetransmission,wewantthisapplicationto be
ableimmediatelyto reclaimits shareof thelink capacity. In addition,sincetheaudioapplicationis
muchmoresensitive to packetdelaythanthefile transferapplication,weshouldbeableto preferen-
tially treattheaudiotraffic in orderto minimizeits delay. As demonstratedby previousproposals,
suchafunctionalitycanbeeasilyprovidedin astatefulnetwork in whichroutersprocesspacketson
aperflow basis[10, 48, 106].

A naturalquestionto askis whetherperformingpacket processingat a coarsergranularity, that
is, on a perclassbasis,wouldn’t allow usto achieve similar results.With suchanapproach,appli-
cationswith similar performancerequirementswould beaggregatedin thesametraffic class.This
would make routersmuchsimplerto implement,asthey needto differentiatebetweenpotentially
only a smallnumberof classes,ratherthana largenumberof flows. While this approachcango a
longwayto supportnew applicationsin ascalablefashion,it hasfundamentallimitations.Themain
problemis thatthisapproachimplicitly assumesthatall applicationsin thesameclass(1) cooperate,
and(2) have similar requirementsat each router. If assumption(1) doesnot hold, thenmalicious
usersmay arbitrarily degradethe serviceof otherusersin the sameclass. If assumption(2) does
not hold, it is very hardto meetall applicationrequirementsandsimultaneouslyachieve efficient
resourceutilization. Unfortunately, theseassumptionsdo not necessarilyhold in practice.As we
discussin Chapter4, cooperationis hardto achieve in today’s Internet:evenin theabsenceof ma-
licioususers,thereis anaturalincentive for auserto aggressively sendmoreandmoretraffic in the
hopeof makingotherusersquit andgrabbingtheir resources.Assumption(2) maynotholdsimply
becauseapplicationscareabouttheend-to-endperformance,andnot aboutthe local performance
they experienceataparticularrouter. As a result,applicationswith similarend-to-endperformance
requirementsmayenduphaving verydifferentperformancerequirementsat individual routers.For
example,considertwo flows that carry voice traffic andbelongto the sameclass,onetraversing
a 15 nodepath,andanothertraversinga threenodepath. In addition,assumethat, assuggested
by recentstudiesin the areaof interactive voice communication[7, 64], the tolerableend-to-end
delayfor both flows is about100 ms, andthat the propagationdelayalonealongeachpathis 10
ms.Then,while thefirst flow canafford adelayof only 6 msperrouter, thesecondflow canafford
a delayof up to 30 ms per router. But if bothflows traversethesamerouter, the routerwill have
to provide a 6 msdelayto bothflows,asit doesnot have any way to differentiatebetweenthetwo
flows. Unfortunately, asweshow in AppendixB.1,evenundervery low link utilization(e.g.,15%),
it is verydifficult to providesmalldelayboundsfor all flows.

In summary, theability toprocesspacketsonaperflow basisishighlydesirablenotonlybecause
it allowsusto supportapplicationswith diverseneeds,but alsobecauseit allowsusto maximizethe
resourceutilizationby closelymatchingtheapplicationrequirementsto resourceconsumption.

1.4.2 Scalability Concernswith Stateful Network Ar chitectures

In this section,we argue that the existing solutionsthat enablepacket processingon a per flow
basis,thatis, statefulsolutions,have seriousscalabilitylimitations,andthattheselimitationsmake
thedeploymentof thesesolutionsunlikely in theforeseeablefuture.
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Recallthatby scalabilitywemeantheability of anetwork to grow in thenumberof nodes,in the
numberof usersit cansupport,andthe traffic volumeit cancarry. Sincein today’s Internetthese
parametersincreaseat an exponentialrate, scalability is a fundamentalpropertyof any protocol
or algorithmto be deployed in the Internet. Indeed,accordingto recentstatistics,Internettraffic
doublesevery six months,and it is expectedto do so until 2008[88]. This growth is fueledby
both the exponentialincreasein the numberof hosts,andthe increaseof bandwidthavailable to
endusers.Theestimatednumberof hosts1 reached72 million in February2000,andit is expected
to reach1 billion by 2008[89]. In addition,the replacementof the ubiquitous56 Kbps modems
with cablemodemsandDigital SubscriberLine (DSL) connectionswill increasehomeusers’access
bandwidthby at leastoneorderof magnitude.

In spiteof sucharapidgrowth,aquestionstill remains:with thecontinuousincreasein available
processorspeedandmemorycapacity, wouldn’t it befeasibleto implementstatefulsolutionsatvery
highspeeds?In theremainderof thissection,weanswerthisquestion.In particular, wefirst discuss
why it is hardto implementperflow solutionstoday, andthenwe arguethat it will beevenharder
to implementthemin theforeseeablefuture.

Veryhigh-endrouterstodaycanswitchontheorderof terabitspersecond,andhandleindividual
links of up to 20 Gbps[2]. With an averagepacket size of 500 bytes,an input hasonly 25 ns
to processa packet. If we assumea 1 GHz processorthat is capableof executingan instruction
every clock cycle,we have have just 25 instructionsavailableperpacket. During this time a router
hasto readthe packet header, classify the packet to the flow it belongsto basedon the fields in
the packet header, and thenprocessthe packet basedon the stateassociatedto the flow. Packet
processingmay includerateregulation,andpacket schedulingbasedon somearbitraryparameter
suchasthepacket deadline.In addition,statefulsolutionsrequiresthesetup of perflow state,and
the maintenanceof this stateconsistency at all routerson the flow’s path. Maintainingthe state
consistency in a distributednetwork environmentsuchastheInternetin which packetscanbelost
or arbitrarydelayed,androuterscanfail is a very difficult problem[4, 117]. Primarilydueto these
technicaldifficulties,noneof thehigh-endrouterstodayimplementstatefulsolutions.

While throwing moreandmoretransistorsat the problemwill help, this will not necessarily
solve the problem. Even if, asMoore’s law predicts,processorperformancecontinuesto double
every18month,this increasemaynotbeableto offsetthefasterincreaseof theInternettraffic vol-
ume,whichdoubleseverysix moths.Worseyet,theincreasein theroutercapacitynotonly reduces
the time availableto processa packet, but canalsoincreasetheamountof work the routerhasto
do per packet. This is becausea higherspeedrouterwill handlemoreflows, andthe complexity
of someof the per packet operations,suchaspacket classifications,andscheduling,dependson
thenumberof flows. Evenfactoringout thealgorithmiccomplexity, maintainingperflow statehas
thedisadvantageof requiringa largememoryfootprint, which will negatively impactthememory
accesstimes.Finally, theadvancesin semiconductorperformanceswill do little to addressthechal-
lengeof maintainingthe per flow stateconsistency, arguablythe mostdifficult problemfacedby
today’s proposalsto provideperflow services.

1This numberrepresentsonly hostswith DomainNames.Theactualnumberof computersthatareconnectedto the
Internetis muchlarger, but thisnumberis muchmoredifficult to estimate.
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1.5 Organization

The restof this dissertationis organizedasfollows: Chapter2 providesbackgroundinformation.
In the first part, it presentsthe IP network modelwhich is the foundationof today’s Internet. In
the secondpart, it discussestwo of the mostprominentproposalsto provide betterservicein the
Internet: IntegratedServicesandDifferentiatedServices.The chapteremphasizesthe trade-offs
betweenproviding strongersemanticsservicesandimplementationcomplexity.

Chapter3 describesthemaincomponentsof our solution,andgivesthreesimpleexamplesto
illustratetheDPStechnique.Thesolutionis thencomparedin termsof scalabilityandrobustness
againsttraditionalsolutionsaimingto providesimilarservicesin theInternet.

Chapters4, 5, and 6 describethreeimportantnetwork servicesthat can be implementedby
our solution: (1) flow protectionto provide network supportfor congestioncontrol,(2) guaranteed
services,and(3) servicedifferentiationfor large traffic aggregates,respectively. Our solution is
thefirst to implementflow protectionfor congestioncontrolandguaranteedservicesin a stateless
corenetwork architecture.Weusesimulationsor experimentalresultsto evaluateoursolutionsand
comparethemto existingsolutionsthatprovidesimilarservices.

Chapter7 describesanovel approachcalled“verify-and-protect”to overcomesomeof thescal-
ability and robustnesslimitations of our solution. We illustrate this approachin the context of
providing per flow protection,by developingteststo accuratelyidentify misbehaving nodes,and
presentsimulationresultsto demonstratetheeffectivenessof theapproach.

Chapter8 presentsour prototypeimplementationwhich providesguaranteedservicesandper
flow protection.It discussescompatibilityissueswith theIPv4protocol,andtheinformationencod-
ing in thepacket header. Thelatterpartof thechapterdiscussesa light weightmonitoringtool that
is ableto continuouslymonitorthetraffic onaperflow basiswithoutaffectingreal-timeguarantees.

Finally, Chapter9 summarizestheconclusionsof thedissertation,discussesthe limitationsof
ourwork, andendswith directionsfor futurework.
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Chapter 2

Background

Over the pastdecade,two classesof solutionshave beenproposedto provide betternetwork ser-
vicesthanthe existing besteffort servicein the Internet: thosemaintainingthe statelessproperty
of theoriginal Internet(e.g.,DifferentiatedServices),andthoserequiringa new statefularchitec-
ture (e.g., IntegratedServices).While statefulsolutionscanprovide morepowerful andflexible
servicessuchasperflow guaranteedservices,andcanachieve higherresourceutilization, they are
lessscalablethanstatelesssolutions.On the otherhand,while statelesssolutionsaremuchmore
scalable,they offer weakerservices.In thischapter, wefirst presentall themechanismsthatarouter
needsto implementin orderto supportthesesolutions,andthendiscussin detailtheimplementation
complexity of eachsolutionandtheservicequality it achieves.

Theremainderof thischapteris organizedasfollows. Section2.1discussesthetwo maincom-
municationmodelsproposedin the literature:circuit switchingandpacket switching. Section2.2
presentstheInternetProtocol(IP) network model,thefoundationof today’s Internet.In particular,
thesectiondiscussestheoperationsperformedby existing andthenext generationrouterson both
thedataandcontrolpaths.Datapathconsistsof all operationsperformedby a routeron a packet
as the packet is forwardedto its destination,and includespacket forwarding,packet scheduling,
andbuffer management.Controlpathconsistsof theoperationsandprotocolsusedto initialize and
maintainthe staterequiredto implementthe datapathfunctionalities. Examplesof control path
operationsareconstructingandmaintainingtherouting tables,andperformingadmissioncontrol.
Section2.3presentsataxonomyof servicesin apacketswitchingnetwork. Basedonthistaxonomy,
we discusssomeof the mostprominentservicesproposedin the context of the Internet: the best
effort service,flow protection,IntegratedServices,andDifferentiatedServices.We thencompare
thesesolutionsin termsof the quality of servicethey provide andtheir complexity. Section2.4
concludesthischapterby summarizingourfindings.

2.1 Cir cuit Switching vs. Packet Switching

Communicationnetworkscanbeclassifiedinto two broadcategories:packet switchingandcircuit
switching. Circuit switchingnetworksarebestrepresentedby telephonenetworks,first developed
morethan100yearsago.In thesenetworks,whentwo endpointsneedto communicate,adedicated
channel(circuit) is setup betweenthem. Thechannelremainsopenfor theentiredurationof the
call, nomatterwhetherthechannelis actuallyusedor not.
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Packet switchingnetworks arebestexemplifiedby the AsynchronousTransportMode (ATM)
and InternetProtocol(IP) networks. In thesenetworks information is carriedby packets. Each
packet is switchedandtransmittedthroughthenetwork basedon the informationcontainedin the
packet header. At thedestination,thepacketsarereassembledto reconstructtheoriginal informa-
tion.

Themostimportantadvantageof packetswitchingovercircuit switchingis theability to exploit
statisticalmultiplexing. Unlike circuit switchingwhereno onecanuseanopenchannelif its end-
pointsdonotuseit, with packetswitching,activesourcescanuseany excesscapacitymadeavailable
by theinactive sources.In a networking environmentwith bursty traffic, allowing sourcesto share
network resourcescansignificantlyincreasenetwork utilization. Indeed,a recentstudyshows that
theratio betweenthepeakandtheaveragerateis 3:1 for audiotraffic, andashigh as15:1for data
traffic [88].

The main drawback of packet switchingnetworks is that statisticalmultiplexing can lead to
congestion.Network congestionhappenswhenthearrival ratetemporaryexceedsthelink capacity.
In sucha case,thenetwork hasto decidewhich traffic to drop,andwhich to transmit.In addition,
endhostsareeitherexpectedto implementsomeform of congestioncontrol,thatis, to reducetheir
sendingrateswhenthey detectcongestionin the network, or to avoid congestionby makingsure
thatthey donotsendmoretraffic thantheavailablecapacityof thenetwork.

Due to its superiorflexibility andresourceusage,the majority of today’s networks arebased
on packet switchingtechnologies.The mostprominentpacket switchingarchitecturesareAsyn-
chronousTransferMode[3, 12], andInternetProtocol(IP) [22]. ATM usesfixedsizepacketscalled
cellsasthebasictransmissionunit, andwasdesignedfrom thegroundup to provide sophisticated
servicessuchasbandwidthanddelayguarantees.In contrast,IP usesvariablesizepackets,and
supportsonly onebasicservice:besteffort packet delivery, which doesnot provide any timeliness
or reliability guarantees.Despitetheadvantagesof ATM in termsof quality of service,duringthe
lastdecadeIP hasemergedasthedominantarchitecture.For severaltechnicalandpolitical reasons
thattry to explain thisoutcomeseeTanenbaum[109].

As a result,our emphasisin this dissertationis on IP networks. While our SCORE/DPStech-
niquesareapplicableto packet switchingnetworksin general,in thisdissertationweexaminethem
exclusively in thecontext of IP. In theremainderof thischapter, we first presenttheInternetProto-
col (IP) network model,which is thefoundationof today’s Internet,andthenwe considersomeof
themajorproposalsto providebetterservicesin theInternet,anddiscusstheir trade-offs.

2.2 IP Network Model

Themainserviceprovidedby today’s IP network is to deliverpacketsbetweenany two nodesin the
network with a “reasonable”probabilityof success.The key componentthat enablesthis service
is the router. Eachrouterhastwo or moreinterfacesthat attachit to multiple networks. Routers
forwardeachpacket basedon thedestinationaddressin thepacket’s header. For this purpose,each
routermaintainsa table,calledrouting table,that mapsevery IP addressto an interfaceattached
to the router. Routingtablesareconstructedandmaintainedby the routingprotocol. The routing
protocolis implementedby a distributedalgorithmwhosemain function is to let routerslearnthe
reachabilityof any hostin theInternetalonga “good” path. In general,thetermof “good” applies
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to theshortest1 pathto anode.Thus,ideally, apacket travelsalongtheshortestpathfrom sourceto
destination.

2.2.1 Router Ar chitecture

As notedin the previous section,a router consistsof a set of input interfacesat which packets
arrive,andasetof outputinterfaces,from whichpacketsdepart.Theinputandoutputinterfacesare
interconnectedby a high speedfabric that allows packetsto be transferedfrom inputsto outputs.
Themainparameterthatcharacterizesthefabricis thespeedup. Thespeedupis definedastheratio
between(a) themaximumtransferrateacrossthe fabric from an input to anoutputinterface,and
(b) thecapacityof aninput (output)link.

As a packet traversesa router, thepacket canbestoredat input, at output,or at both the input
andoutput interfaces. Basedon wherea routercanstorepackets, routersareclassifiedas input
queueing,outputqueueing,or input-outputqueueing.

In an output-queueingrouter, whena packet arrivesat the input, it is immediatelytransferred
to the correspondingoutput. Sincepacketsareenqueuedandscheduledonly at the outputs,this
architectureis easyto analyzeandunderstand.For this reason,mostanalyticalstudiesassumean
output-queueingroutermodel.

Onthedownside,theoutput-queueingrouterarchitecturerequiresaspeedupashighas � , where� is thenumberof inputs. Theworstcasescenariooccurswhenall inputssimultaneouslyreceive
packetsfor thesameoutput.Sinceinputsarebufferless,theoutputhasto beableto simultaneously
receive the � packets,hencethespeedupof � . As thenumberof inputsin a modernrouteris quite
large(e.g.,it canexceed32),building high-speedoutput-queueingroutersis, in general,infeasible.
Thatis why practicallyall of today’s routersemploy somesortof input-outputqueueing.By being
ableto buffer packetsat the inputs,the speedupof the interconnectionfabric canbesignificantly
reduced.However thiscomesata cost:complexity. Sinceonly theoutputhascompleteknowledge
of how packetsarescheduled,complex distributedalgorithmsto control the packet transferfrom
inputsto outputshave to beimplemented.Furthermore,this complexity makestherouterbehavior
muchmoredifficult to analyze.

In summary, while output-queueingroutersaremoretractablefor analysis,theinputandinput-
outputqueueingroutersaremorescalableandthereforeeasierto build. Fortunately, recentwork has
shown thata largeclassof algorithmsimplementedby anoutputqueueingroutercanbeemulated
by an input-outputqueueingrouterwhich hasan internalspeedupof only 2 [21, 102]. Thus,at
leastin principle,it is possibleto build scalableinput-outputqueueingroutersthatcanemulatethe
behavior of outputqueueingrouters.For this reason,in theremainderof this dissertation,wewill
assumeanoutputqueueingrouterarchitecture.

Next, wediscussin moredetailtheoutput-queueingrouterarchitecture.Specifically, wepresent
all theoperationsthata routerneedsto performonthedataandcontrolpathsin orderto implement
currentlyproposedsolutionsthataim to provide betterservicesthanthebesteffort service,suchas
IntegratedServicesandDifferentiatedServices.

1Themostcommonmetricusedin today’s Internetis thenumberof routers(hops)on thepath.
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Figure2.1: Thearchitectureof a routerthatprovidesperflow qualityof service(QoS).Input interfacesuse
routing lookup or packet classificationto selectthe appropriateoutput interfacefor eachincomingpacket,
while outputinterfacesimplementpacket classification,buffer management,andpacket scheduling.In to-
day’sbesteffort routers,neitherinputnoroutputinterfacesimplementpacketclassification.

2.2.2 Data Path

Data path representsthe set of operationsperformedby routerson a datapacket as the packet
travels from sourceto destination.Themain functionsperformedby routerson thedatapathare:
(1) routing lookup, (2) buffer management, and(3) packet scheduling. Routinglookup identifies
theoutputinterfacewhereto forwardeachincomingpacket,basedon thedestinationaddressin the
packet’s header. Buffer managementandschedulingareconcernedwith managingrouterresources
in caseof congestion.In particular, whenthebuffer overflows,or whenit exceedssomepredefined
threshold,the routerhasto decidewhat packet to drop. Similarly, whenthereis more thanone
packet in thebuffer, therouterhasto decidewhatpacket to transmitnext. Usually, today’s routers
implementa simpledrop-tail buffer managementscheme,that is, whenthe buffer overflows, the
packet at the tail of the queueis dropped. Packetsarescheduledon a First-In-First-Out(FIFO)
basis.

However, currentlyproposedsolutionsto provide moresophisticatedservicesthanthebestef-
fort service,suchasperflow bandwidthanddelayguarantees,requireroutersto performa fourth
function: (4) packet classification. Packet classificationconsistsof mappingeachincomingpacket
to the flow it belongsto. We usethe termflow to denotea subsetof packetsthat travel from one
nodeto anothernodein the network. Sinceboth routing lookup andpacket classificationcanbe
usedto determineto which outputinterfacea packet is forwarded,in theremainderof this section
we refer to both theseoperationsaspacket forwarding operations.Figure2.1 depictstherelation-
shipbetweenthe four functionsin anoutput-queueingrouterthatperformsperflow management.
In theremainderof thissection,wepresentthesefunctionsin moredetail.Sincecurrentlyproposed
solutionsto provide per flow servicesemanticsrequireroutersto maintainandmanageper flow
state,wewill elaborateon thecomplexity of theserouters.
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2.2.2.1 Packet Forwarding: Routing Lookup and Packet Classification

Packet forwardingis themainandthemostcomplex functionperformedby today’s routerson the
datapath. This functionconsistsof forwardingeachincomingpacket to thecorrespondingoutput
interfacebasedon thefields in thepacket header. Virtually all routersin today’s Internetforward
packets basedon their destinationaddresses.The processof finding the appropriateoutputport
basedon the packet destinationaddressis called routing lookup. However, to implementmore
sophisticatedfunctionalitiessuchasproviding betterservicesto selectedcustomersor filtering out
somecategoriesof traffic to enterthenetwork, routersmayneedto useadditionalfieldsin thepacket
headersto distinguishbetweendifferent traffic classes.Examplesof suchfields are the source
addressto identify the incomingtraffic of a selectedcustomer, andthedestinationport numberto
identify the traffic of differentapplications.The processof finding the classto which the packet
belongsto is calledpacket classification. Note that routing lookup is a particularcaseof packet
classificationin which packets areclassifiedbasedon onefield: the destinationaddress.In the
remainderof thissectionwediscussin moredetailroutinglookupandpacket classification.

Routing Lookup With routinglookup,eachroutermaintainsatable,calledroutingtable,thatmaps
eachIP addressto anoutputinterface.At theminimum,eachentry in theroutingtableconsistsof
two fields. Thefirst field containsanaddressprefix, andthesecondfield containsthe identifierof
anoutputinterface. The addressprefix specifiesthe rangeof all IP addressesthat sharethesame
prefix. Uponapacket arrival, theroutersearchesits routingtablefor thelongestprefix thatmatches
thepacket’s destinationaddress,andthenforwardsthepacket to the outputinterfacespecifiedby
thesecondfield in thesameentry. Thus,routinglookupconsistsof asearchoperationthatretrieves
thelongestprefixmatch.

To minimizethesizeof theroutingtable,IP addressesareassignedin blocksbasedontheirpre-
fixes[41]. As aresult,thesizeof thelargestroutingtablestodayis about70,000entries[122], which
is threeordersof magnitudesmallerthanthetotalnumberof hosts,which is about72million [89].

Traditionalalgorithmsto implementtherouting lookuparebasedon Patriciatries [72]. In the
simplestform, Patricia tries are binary treesin which eachnoderepresentsa binary string that
encodesthepathfrom thetree’s root to thatnode.As anexample,considersucha treein which all
left branchesarelabeledby 0, andall right branchesarelabeledby 1. Then,string010corresponds
to thenodethatcanbereachedby walking down thetreefrom theroot, first alongtheleft branch,
thenalongthe right branch,andfinally alongthe left branch. In thecaseof Patricia triesusedto
implementroutinglookup,eachleaf noderepresentsanaddressprefix. Sincetheheightof thetree
is boundedby theaddresssize � , theworstcasetime complexity of the lookupoperationis ���<��� .
However, recentdevelopmentshave significantlyreducedthiscomplexity. In particular, Waldvogel
et al. [115] proposesa routinglookupalgorithmthatscaleswith the logarithmof theaddresssize,
while Degermarketal. [30] proposesa routinglookupalgorithmtunedfor IPv4 thattakeslessthan
100instructionsonanAlphaprocessor, andusesonly upto eightmemoryreferences.Furthermore,
by usinga hardware implementation,Guptaet al. [50] proposesa pipelinedarchitecturethat can
performaroutinglookupeverymemorycycle. However, theseimprovementsdonotcomefor free.
The complexity of updatingthe routing tablein thesealgorithmsis muchhigherthanin the case
of thealgorithmsbasedon Patricia tries. Nevertheless,this tradeoff is justifiedby the fact that, in
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practice,updatesaremuchlessfrequentthanlookups.
In summary, todayit is possibleto performa routing lookupat the line speed,that is, without

slowing down a routerthatotherwiseperformsonly packet queuinganddequeuing.Furthermore,
this is expectedto remaintruein theforeseeablefuture.Evenif theInternetcontinuesto expandat
its currentrate,dueto addressaggregation,theroutingtablesarelikely to remainrelatively small.
Assumingthatthecurrentratio betweenthenumberof hostsandthesizeof theroutingtableswill
not change,and that, aspredicted,the numberof hostswill reachonebillion by 2008 [88], we
expectthatroutingtablesizewill increaseby a factorof about16 over thenext eightyears.While
this increasemight seemconsiderable,it shouldbemorethancompensatedfor by the increasein
computerprocessingpower andmemorycapacity. Indeed,accordingto Moore’s law, during the
sametimespanthesemiconductorperformancesareexpectedto improve 40 times.

Packet Classification Currentproposedsolutionsto provide Quality of Service(QoS)suchas
bandwidthanddelayguarantees,requireroutersto maintainandmanageper flow state. That is,
upona packet arrival, the routerhasto classify it to the classor flow the packet belongsto. A
classis usuallydefinedby a filter. A filter consistsof a setof partially specifiedfieldsthatdefinea
region in thepacket space.Commonfieldsusedfor packet classificationaresourceanddestination
IP addresses,sourceanddestinationport numbers,andtheprotocoltype. An exampleof filter is�<�6��� �*�*�z���������$�w���,�w�����$��� , �X�o� �X������� �*¡�¢£�w���$�w�����$��� , �X�o� ¤£¥����¦�§� , �6��� ¤£¥����¦� 1000-1200 ,¤$��¥��!¥ �C¨�¤ª©��«�)� , where � standsfor “don’t care”. This filter representsthe entire traffic going
from subnet123.16.120.x to subnet234.16.120.x with the destinationport in the range
1000-1200 . As anexample,thepacket identifiedby �<�o��� �*�*�z���¬����¡$�w���$�w�����$�w��� , �*�6� �*�*�z�/��*¡�¢£�w���$�w�����$�[� , �X�o� ¤£¥����¦�­�$� , �o��� ¤£¥����®� 1080 , ¤$��¥���¥ �C¨�¤ª©1�§¯q°�±q� belongsto this class,while
a packet sentby a hostwith the IP address��²,�w�6¢£�[²$���w��� doesnot. It is worth noting that routing
is just a particularcaseof packet classification,in which eachfilter is specifiedby only onefield:�*�6� �X���z� .

It shouldcomeas no surprisethat the classificationproblemis inherentlydifficult. Current
solutions[51, 66,96, 97] work well only for a relatively smallnumberof classes,i.e.,nomorethan
several thousand.This is because,asnotedby GuptaandMcKeown [51], thepacket classification
problemis similar to the point locationproblemin the domainof computationgeometry. Given
a point in an ³ dimensionalspace,this problemasksto find the enclosingregion amonga setof
regions.In thecaseof non-overlappingregions,thebestboundsfor � regionsin an ³ dimensional
spaceare ���A�"���´�e� in timeand �µ���J¶G� in space,or, alternatively, �µ�A����� ¶¸·P¹ �e� in timeand �µ���e� in
space.Thissuggestsacleartrade-off betweenspaceandtimecomplexities. It alsosuggeststhatit is
very hardto simultaneouslyachieve bothspeedandefficient memoryusage.Worseyet, thepacket
classificationproblemis evenmoredifficult thanthetraditionalpoint locationproblemasit allows
class(region) overlapping.

2.2.2.2 Buffer Management

IP routersarebasedon a store-and-forward architecture,i.e., whena packet arrivesat a router, the
packet is first storedin abuffer, andthenforwarded.Since,in practice,buffersarefinite, therouters
have to copewith thepossibilityof packet loss. Evenwith infinite buffer capacity, theremight be
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theneedto droppackets,assomecongestioncontrolschemes,suchasTCP, rely on packet lossto
detectnetwork congestion.

Any buffer managementschemehasto answertwo questions:(1) whenis a packet dropped?,
and(2) which packet is dropped?In addition,per flow buffer managementschemeshave to answer
a third question:(3) which queueto dropfrom? Examplesof policiesthatanswerthefirst question
are:dropapacket whenthebuffer overflows(e.g.,drop-tail),or whentheaverageoccupancy of the
buffer exceedssomethreshold.Examplesof policiesthatanswerthesecondquestionare:dropthe
lastpacket in thequeue,thefirst packet in thequeue,or a randompacket. Finally, anexampleof
policy thatanswersthelastquestionis to dropapacket from thelongestqueue.

While simplenetwork servicescanbe implementedby usinga singlequeuewhich is shared
by all flows, solutionsthatprovide morepowerful servicessuchasperflow bandwidthanddelay
guaranteesrequireroutersto maintainandmanagea separatequeuefor eachflow. In this case,
themostexpensive operationis usuallyto answerquestion(3), that is, to choosethequeueto drop
from. As anexample,analgorithmthatimplementsa policy thatdropsthepacket from thelongest
queuehas�µ�A�������e� complexity, where� is thenumberof non-emptyqueues.However, in practice,
this complexity canbesignificantlyreducedby groupingthequeuesthathave thesamesize,or by
approximatingthealgorithm[108].

2.2.2.3 Packet Scheduling

The job of thepacket scheduleris to decidewhatpacket to transmit,if any, whenthe outputlink
becomesidle. In routersthatmaintainperflow statethis is accomplishedin two steps:(1) selecta
flow thathasapacket to send,and(2) transmitapacket from theflow’squeue.

Packet schedulingdisciplinesare classifiedinto two broadcategories: work conservingand
non-workconserving. In a work conservingdiscipline,the outputlink is busy aslong asthereis
at leastonepacket in the systemdestinedfor that output. In contrast,in a non-work conserving
disciplineit is possiblefor an outputlink to be idle, despitethe fact that therearepackets in the
systemdestinedfor thatoutput. Virtually all routersin today’s Internetarework-conserving,and
implementa simpleFIFO schedulingdiscipline.However, solutionsto supportbetterservicesthan
besteffort, suchasbandwidthanddelayguarantees,requiremoresophisticatedpacket scheduling
schemes.Examplesof suchschemesthatarework conservingare: StaticPriority [123], Weighted
RoundRobin[52], Virtual Clock [127], WeightedFair Queueing[31], andDelayEarliestDeadline
Due [124]. Similarly, examplesof non-work conservingdisciplinesare: Stop-and-Go[44], Jitter-
Virtual Clock [126], HierarchicalRoundRobin[63], andRateControlledStaticPriority [123].

Many of thesimplerdisciplinessuchasFIFO, StaticPriority, andWeightedRoundRobincan
beeasilyimplementedby constanttime algorithms,i.e., algorithmsthat take �µ���6� time to process
eachpacket. In contrast,the moresophisticatedschedulingdisciplinessuchasVirtual Clock and
WeightedFair Queueingaresignificantlymorecomplex to implement. In general,thealgorithms
to implementthesedisciplinesassociatewith eachflow a uniqueparameterthat is usedto select
the flow to be served. Examplesof sucha parameterarethe flow’s priority, andthe deadlineof
the packet at the headof the queue.Flow selectionis usuallyimplementedby selectingthe flow
with the largestor the smallestvalue. This canbe accomplishedby maintaininga priority queue
datastructurein which thetime complexity of selectinga flow is ���A�"�����e� , where � representsthe
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numberof flows in thequeue.
Non-work-conservingdisciplines,aswell assomeof the morecomplex work-conservingdis-

ciplines,may employ a secondparameter. The purposeof the secondparameteris to determine
whethertheflow with a non-emptyqueueis allowedto sendor not. An exampleof sucha param-
eteris theeligible time. Thepacket at theheadof thequeuecanbetransmittedonly if its eligible
timeis smalleror equalto thesystemtime. Obviously, theadditionof asecondparameterincreases
the implementationcomplexity. In many cases,the implementationis divided into two parts: a
ratecontrollerthatstorespacketsuntil they becomeeligible,anda schedulerthatselectstheflow’s
packet to be transmittedbasedon the first parameter(e.g.,deadline).Sincethe ratecontroller is
usuallyimplementedby constanttimealgorithms[10], theoverall complexity of selectinga packet
is generallydominatedby theschedulingalgorithm.

Oncea flow is selected,oneof its packetsis transmitted– usuallythepacket at theheadof the
queue– andtheparameter(s)associatedwith theflow areeventuallyupdated.

2.2.3 Control Path

The control path consistsof all functionsandoperationsperformedby the network to setup and
maintainthestaterequiredby thedatapath. Thesefunctionsareimplementedby routingandsig-
nalingprotocols.

2.2.3.1 Routing Protocol

Thepurposeof routingprotocolsis to setupandmaintainroutingtablesof all routersin anetwork.
Routingprotocolsareimplementedby distributedalgorithmsthattry to learnthereachabilityof any
hostin thenetwork. In theInternet,routingprotocolsareorganizedin a two level hierarchy.

At thehigherlevel, the Internetconsistsof a largenumberof interconnectedautonomoussys-
tems(ASs).An AS representsadistinctroutingdomain,which is usuallyadministratedby asingle
organizationsuchasa company or university. ASs areconnectedvia gateways,which useinter-
domainroutingprotocolsto exchangeroutinginformationaboutwhichhostsarereachableby each
AS. As aresult,eachgatewayconstructsaroutingtablethatmapseachIP addressto aneighborAS
thatknows a pathto thatIP address.Themostcommoninter-domainroutingprotocolin usetoday
is BorderGatewayProtocol(BGP)[86].

At the lower level within anAS, routerscommunicatewith eachotherusingan intra-domain
routingprotocol. Thepurposeof theseprotocolsis to enableroutersto exchangelocally obtained
informationso that all routerswithin an AS have coherentandup to dateinformationneededto
reachany hostwithin theAS. Examplesof intra-domainroutingprotocolsareRoutingInformation
Protocol(RIP) [54], andOpenShortestPathFirst (OSPF)[73].

Thedivisionof routingprotocolsinto intra-andinter-domainis crucialfor thescalabilityof the
Internet.Ononehand,thisallowsthedeploymentof sophisticatedinter-routingprotocolswhichcan
gatheranaccuratepictureof thehostreachabilitywithin anAS.Ontheotherhand,theinter-domain
routingprotocolspresenta muchcoarserinformationabouthostreachability. Unlike intra-domain
routingprotocolsthatspecifythepathat theroutergranularity, theseprotocolsspecifythepathat
the AS granularity. This tradeoff givesan organizationmaximumflexibility in managingits own
resources,without compromisingrouting scalabilityat the level of the entireInternet. Somekey
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factorsaffectingroutingscalability, aswell assomebasicprinciplesof designingscalablerouting
protocolsarepresentedby Yo [122].

In summary, asprovedby the Internet’s own existence,thehierarchicalroutingarchitectureis
bothscalableandrobust.However, it shouldbenotedthatoneof themainmotivationsbehindthese
desirablepropertiesis theweaksemanticof thebesteffort service.Thebesteffort servicedoesnot
provideany reliability or timelinessguarantees.As longasa “reasonable”numberof packetsreach
their destinations,packet loss andpacket reorderingareacceptable.As a result, routechanges,
routeoscillations,or evenrouterfailuresdonotnecessarycompromisetheservice.In contrast,with
strongerservicesemanticssuchastheguaranteedservice,existing routingprotocolsarenot good
enough.Thenext sectiondiscussestheseissuesin moredetail.

2.2.3.2 SignalingProtocol

To implementmoresophisticatedservicessuchasper flow delayandbandwidthguarantees,we
needthe ability to performadmissioncontrol and routepinning. The taskof admissioncontrol
is to reserve enoughresourceson thepathfrom sourceto destinationin orderto meetthe service
requirements.In turn, routepinning makessurethat all packetsof the flow traversethe pathon
which resourceshave beenreserved. Traditionally, thesetwo functionalitiesare implementedby
signallingprotocolssuchasTenetReal-Time ChannelAdministrationProtocol(RCAP)[8, 34], or
RSVP[128]. Thecomplexity of signalingprotocolsis primarydueto thedifficulty of maintaining
thestateconsistentin adistributedenvironment.In theremainderof thissectionwediscusthis issue
in thecontext of bothadmissioncontrolandroutepinning.

Admission Control Admissioncontrol makessurethat thereareenoughnetwork resourceson
thepathfrom sourceto destinationto meettheservicerequirements,suchasdelayandbandwidth
guarantees.To betterunderstandthe issueswith admissioncontrol considerthe following exam-
ple. AssumehostA requestsbandwidthreservationfor a flow thathasdestinationB. Onepossible
methodto achievethisis to sendacontrolmessageembeddingthereservationrequestalongthepath
from A to B. Uponreceiving thismessage,eachrouteralongthepathcheckswhetherit hasenough
resourcesto acceptthereservation. If it does,it allocatestherequiredresourcesandthenforwards
themessage.WhenhostB receivesthismessage,it sendsbackanacknowledgementto A. Thereser-
vation is consideredsuccessfulif andonly if all routersalongthepathhave acceptedit; otherwise
thereservation is rejected.While simple,this proceduredoesnot accountfor variousfailuressuch
aspacket lossandpartialreservationfailures.Partial reservation failuresoccurwhenonly a subset
of routersalongthepathacceptthereservation. In thiscase,theprotocolhasto undothereservation
at the routersthat have acceptedit. To handlepacket loss,whena router receivesa reservation
requestmessage,therouterhasto beableto tell whetherit is a duplicateof a messagealreadypro-
cessedor not. To handlepartialreservationfailures,a routerneedsto rememberthedecisionmade
for thereservationrequestin a previouspass.For thesereasons,all existing solutionsmaintainper
flow reservationstate,beit hardstateasin ATM UNI [1], TenetReal-TimeChannelAdministration
Protocol(RCAP)[8, 34], or soft stateasin RSVP[128]. However, maintainingconsistentanddy-
namicstatein a distributedenvironmentis in itself a challengingproblem.Fundamentally, this is
becauseadmissioncontrolassumesa transaction-like semantic,which is verydifficult to achieve in
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adistributedsystemin thepresenceof messagelossesandarbitrarydelays[4, 117].

Route Pinning Oncea flow’s reservation requestis accepted,the sourcecanstartsendingdata
packets. However, to meettheperformancerequirementsnegotiatedduringtheadmissioncontrol,
we have to make surethat all packetsof a flow traversethe samepath. Otherwise,a packet can
traversea paththatdoesnot have enoughresources,whichwill leadto serviceviolation. Theoper-
ationof bindinga flow to a path(route)is calledroutepinning. Whenever theunderlyingrouting
protocoldoesnot supportroutepinning,this functionalitycanbeprovidedby thesignallingproto-
colstogetherwith theadmissioncontrol.For example,in RSVP, whenanodeacceptsareservation,
it alsostoresthenext hopon theflow’spathin its database.Sincetheseprotocolsmaintainperflow
state,augmentingthisstateto storethenext hopdoesnot increasetheircomplexity.

Alternatively, routepinningcanbeseparatedfrom admissioncontrol.Oneexampleis ATM [12]
whoseroutingprotocolnatively supportsroutepinning. Anotherexampleis Multi-ProtocolLabel
Switching(MPLS), recentlyproposedto performtraffic engineeringin the Internet[17]. In both
ATM andMPLS, themainideais to performroutingbasedon identifiersthathave local meaning,
insteadof identifiersthathave global meaningsuchasIP addresses.Eachroutermaintainsa table
which mapseachlocal identifier (label) to an output interface. Eachpacket carriesa label that
specifieshow the packet is to be routedat the next hop. Before forwarding a packet, a router
replacestheexisting labelwith a new label that is usedby thenext hop to routethepacket. Note
that this requiresa routerto alsostorethelabelsusedby its neighbors.Besidesroutepinning,one
othermajoradvantageof routingbasedon labels,insteadof IP addresses,is performance.Instead
of searchingfor thelongestprefixmatch,weonly have to searchfor anexactmatch,which is much
fasterto implement.

Onthedownside,theseroutingschemesneedaspecialprotocolto distributeandmaintainlabels
consistent. While in this caseroutersdo not needto maintainper flow state,they still needto
maintainperpathstate.However, in practice,thenumberof pathsthatcantraverseacoreroutercan
bestill quite large. In theworstcase,this numberincreaseswith thesquareof thenumberof edge
nodes.Thus,in thecaseof anAS thathashundredsof edgenodes,thisnumbercanbeon theorder
of hundredof thousands.Finally, labeldistributionprotocolshave to addressthesamechallengesas
otherdistributedalgorithmsthatneedto maintainstateconsistentin thepresenceof link androuter
failures,suchasTenetRCAPandRSVP.

2.2.4 Discussion

Among all the operationsperformedby routerson the datapath,packet classificationis arguably
themostcomplex. As discussedin Section2.2.2.1,algorithmsto solve thisproblemrequireat least���A�"�����e� time and �����J¶´� space,or, alternatively, at least ���A����� ¶¸·P¹ � time and �����e� space,where� representsthenumberof classes,and ³ representsthenumberof fieldsin afilter.

In contrast,mostbuffer managementandpacket schedulingalgorithmshave �����e� spacecom-
plexity and �µ�A�������e� time complexity. By tradingresourceutilization for speed,we can further
reducethe time complexity to ���A�����?�����´�e� or even �����6� . For example,[98] proposesan imple-
mentationof WeightedFair Queueingwith �µ���6� timecomplexity.

Theimportantpoint to notehereis thatourDPStechniquetrivially eliminatesthemostcomplex

20



operationperformedby corerouterson thedatapath: packet classification.This is because,with
DPS,the staterequiredto processpackets is carriedby the packets themselves, insteadof being
maintainedby corerouters(seeSection1.1).Consequentlycoreroutersdonotneedto performany
packet classification.

On the control path the mostcomplex operationis arguably the admissioncontrol for which
currentsolutionsrequireroutersto maintainper flow state.The maindifficulty is to maintainthe
consistency of the distributed statein the presenceof packet losses,arbitrarypacket delays,and
routerfailures.

Again,themainbenefitof usingDPSis thatby eliminatingtheneedfor coreroutersto maintain
perflow state,we trivially eliminatetheneedof maintainingthisstateconsistent.

2.3 Network ServiceTaxonomy

In this sectionwe presenta generaltaxonomyof servicesin a packet switchingnetwork, andthen
usethis taxonomyto describethetraditionalbesteffort service,andtherecentlyproposedservices
to enhancetoday’s Internet.Wethendescribeandcomparetheexistingsolutionsto implementthese
services.

The primary goal of a network is to provide servicesto its end-hosts.Servicesare usually
classifiedalongtwo axes:(a) thegranularityof thenetwork abstractionto whichtheserviceapplies,
and(b) the“quality” of theservice.

As thenamesuggests,packet switchingnetworksarecenteredaroundthepacket abstraction.A
packet representsthe smallestpieceof informationthat canbe routedthroughthe network. At a
higherlevel of granularity, wehave theconceptof aflow. A flow representsasubsetof packetsthat
travel betweentwo nodesin thenetwork. If thesenodesarerouters,wewill alsousetheterminology
of macro-flow. An exampleof aflow is thetraffic of aTCPconnection,whileanexampleof amacro-
flow is thetraffic betweentwo sub-networks.At anevenhigherlevel of abstraction,wehave traffic
aggregatesover multiple destinationsor sources.Examplesof traffic aggregatesaretheentireweb
traffic of auser, or theentireoutgoing/incomingtraffic of anorganization.

Along thesecondaxis,aserviceis describedby asetof propertiesthatcanbeeitherqualitative
or quantitative. Examplesof qualitative propertiesarereliability andisolation. Isolationrefersto
the ability of the network to protectthe traffic of a flow againstmalicioussourcesthat mayflood
the network. Quantitative propertiesare describedin termsof performanceparameterssuchas
bandwidth,delay, delay jitter and lossprobability. Usually, theseparametersarereportedon an
end-to-endbasis.For example,the delayrepresentsthe total time it takesa packet to travel from
sourceto its destination.Similarly, thedelayjitter representsthemaximumdifferencebetweenthe
maximumandtheminimumend-to-enddelaysexperiencedby any two packetsof aflow. Notethat
thetwo quantitative andqualitative propertiesarenotnecessaryorthogonal.For example,a service
thatguaranteesa zerolossprobabilityis trivially a reliableservice.

Quantitative servicescan be further classifiedinto absoluteand relative services. Absolute
servicesspecifyprecisequantitiesthatboundtheserviceperformanceparameterssuchasworstcase
bandwidthor delay. In contrast,relative servicesspecifytherelative differenceor ratiobetweenthe
performanceparameters.Examplesof absoluteservicesare: “flow A is guaranteeda bandwidthof
2 Mbps”, and“the lossprobabilityof flow A is lessthan �dº ·$» ”. Examplesof relative servicesare:
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Service Network Abstraction Service Description
Besteffort packet connectivity

Flow Protection flow protectwell-behavedflows
againstill-behavedones

Intserv Guaranteed flow bandwidthanddelayguarantees
Controlled-Load flow “weak” bandwidthguarantees

Diffserv Premium macro-flow bandwidthguarantees
Assured traffic aggregateover multiple “weak” bandwidthguarantees

destinations/sources

Table2.1: A taxonomyof servicesin IP networks.

“flow A hastwice thebandwidthof flow B”, and“flow A hasa packet losstwice assmallasflow
B”.

Next, we discusssomeof themostprominentservicesproposedin thecontext of theInternet:
(1) thebesteffort service,(2) flow protectionto providenetwork supportfor congestioncontrol,(3)
IntegratedServices,and(4) DifferentiatedServices.Table2.1shows a taxonomyof theseservices.

2.3.1 BestEffort Service

Today’s Internetprovidesonesimpleservice:thebesteffort service.This is fundamentallya con-
nectivity servicewhichallowsany two hostsin theInternetto communicateby exchangingpackets.
As thenamesuggests,this servicedoesnot make any promiseof whethera packet is actuallyde-
liveredto thedestination,or whetherthepacketsaredeliveredin orderor not. Sucha minimalist
servicerequireslittle supportfrom routers. In general,routersjust forward packetson a First-In
First-Out(FIFO)basis.Thus,exceptingtheroutingstate,which is highly aggregated,a routerdoes
not needto maintainandmanageany fine grainedstateabouttraffic. This simplearchitecturehas
severaldesirableproperties:

Scalability Sincethe only statemaintainedby routersis the routing state,today’s Internet
architectureis highly scalable.In particular, addressaggregationallows routersto maintain
little stateascomparedto thenumberof hostsin thenetwork. For example,a typical router
todaystoreslessthan ¼�ºq½¾º�º�º entries[122] which is severalordersof magnitudelower than
thenumberof hostsin theInternet,which is around¼�¿ million [89].

RobustnessOneof themostimportantgoalsin designingthe Internetwasrobustness[22].
In particular, therequirementwasthattwo end-hostsshouldbeableto communicatedespite
routerandlink failures,and/ornetwork reconfiguration.The only casein which two hosts
canno longercommunicateis whenthe network betweenthe two hostsis partitioned.The
fact that the stateof a flow is maintainedonly by end-hostsand not by routersmakes it
significantlyeasierto ensurerobustness,asrouterfailuresdo not compromisetheflow state.
Hadtheflow statebeenkeptby routers,complex algorithmsto replicateandrestorethisstate
would beneededto handlefailures.Furthermore,suchalgorithmswould beableto provide
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protectionagainstfailuresonly if thenumberof routersfailing is smallerthanthenumberof
replicasthatfailed.

Thereis onecaveatwith respectto the Internetrobustnessthough. It canbearguedthat, to
a largeextent,today’s Internetis robustmainly becauseit providesa weakservicesemantic.
Indeed,aslongasthe“majority” of packetsstill reachtheirdestination,routeror link failures
do not compromisethe service. In contrast,it is fundamentallymore difficult to achieve
robustnessin the caseof a strongsemanticservicesuchasthe guaranteedservice. In this
case,a routeror link failure caneasilycompromisethe service. Note that even if back-up
pathswereusedto restorethe service,time sensitive parameterssuchasdelaymay still be
affectedduringtherecovery process.

PerformanceThesimplicity of therouterdesignallowsefficient implementationatveryhigh
speeds.Usually, theseroutersimplementtheFIFOschedulingdisciplineanddrop-tailbuffer
management,whicharebothconstant-timeoperations.

2.3.2 Flow Protection: Network Support for CongestionControl

Becauseof their relianceon statisticalmultiplexing, datanetworks suchasthe Internetmustpro-
videmechanismsto controlcongestion.ThecurrentInternetreliesonend-to-endcongestioncontrol
mechanismsin whichsendersreducetheirtransmissionrateswhenever they detectcongestionin the
network. Themostwidelyutilizedformof congestioncontrolis theadditive-increase/multiplicative-
decreaseschemeimplementedby TCP[57, 83], a schemewhich hasproven to behighly success-
ful in preventing congestioncollapse2. However, the viability of this approachdependson one
fundamentalassumption:all end-hostscooperate by implementingequivalentcongestioncontrol
algorithms.

While this wasa reasonableassumptionwhenthe Internetwasprimarily usedby theresearch
community, andthevastmajority of traffic wasTCPbased,this is no longertruetoday. Theemer-
genceof new multimediaapplications,suchIP telephony, audioandvideo streaming,which use
more aggressive UDP basedprotocols,negatively affects the still predominantTCP traffic. Al-
thoughthereareconsiderableongoingefforts to developprotocolsfor thenew applicationsthatare
TCPfriendly [6, 84, 85] – protocolsthatimplementTCPlike congestioncontrolalgorithms– these
efforts fail to addressthe fundamentalproblem: in an economicenvironmentcooperation is not
alwaysoptimal. In particular, in caseof congestion,thenaturalincentiveof asenderis to sendmore
traffic in thehopethatit will forceothersendersto back-off, andasaresultit will beableto usethe
extra bandwidth.This incentive translatesinto a positive feed-backbehavior, i.e., themorepackets
thataredroppedin thenetwork, themorepacketstheusersends,which canultimatelyleadto con-
gestioncollapse.It is interestingto notethat this problemresemblesthe “tragediesof commons”
problem,well known in theeconomicliterature[53].

Two approacheswere proposedto addressthis problem: (1) flow identificationand (2) fair
bandwidthallocation. Both of theseapproachesrequirechangesin the routers. In the following
sections,wediscusstheseapproachesin moredetail.

2Congestioncollapseoccurswhensourcesincreasetheir sendingrateswhenthey experiencelosses,in thehopethat
moreof their packetswill get through. Eventually, this will leadto a further increasein the packet loss,andresult in
consistentbuffer overflow at thecongestedrouters.
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2.3.2.1 Identification Approach

Themainideaof thisapproach,advocatedby Floyd andFall [36], is to identify andthenpunishthe
flowsthatareill-behaved. In short,routersemploy asetof teststo identify ill-behavedflows. When
a flow is identifiedasbeingill-behaved, it is punishedby preferentiallyhaving its packetsdropped
until its allocatedbandwidthbecomessmallerthanthebandwidthallocatedto awell-behavedflow.
In this way, the punishmentcreatesthe incentive for end-hoststo sendwell-behaved traffic. The
obviousquestionis how to identify anill-behavedflow.

To answerthisquestion,Floyd andFall [36] proposeasuiteof tests,whichtry to detectwhether
a flow is TCPfriendly or not, i.e., whetherthebehavior of a flow is consistentto thebehavior of a
TCPflow undersimilarconditions.In particular, thesetestsestimatetheround-triptime(RTT) and
thepacket droppingprobability, andthencheckwhetherthethroughputof a flow andits dynamics
are consistentto thoseof a TCP flow having the sameRTT and experiencingthe samepacket
droppingprobability.

While this approachcanbe efficiently implemented,it hastwo significantdrawbacks. First,
thesetestsaregenerallyinaccurateasthey arebasedon parametersthatarevery hardto estimate.
For example,it is verydifficult if not impossibleto accuratelyestimatetheRTT of anarbitraryflow
basedonly on the local informationavailableat the router, asassumedby Floyd andFall [36]. 3

Becauseof this,currentproposalssimplyassumethattheRTT is twicethepropagationdelayonthe
outgoinglink. Clearly, dependingon therouterpositionon thepathof theflow, this procedurecan
leadto majorunder-estimations,negatively impactingtheoverallaccuracy of thesetests.

Second,this approachmakes the implicit assumptionthat all existing and future congestion
protocolalgorithmsaregoingto beTCPfriendly. Fromanarchitecturalstandpoint,thisassumption
considerablyreducesthefreedomof designingandbuildingnew protocols.Thiscanhavesignificant
implications,asthefreedomallowedby theoriginaldatagramservice,oneof thekey propertiesthat
hascontributedto thesuccessof theInternet,is lost.

2.3.2.2 Allocation Approach

In this approachroutersemploy specialmechanismsthatallocatebandwidthin a fair manner. Fair
bandwidthallocationprotectswell-behaved flows from ill-behaved ones,andis typically achieved
by usingper-flow queueingmechanismssuchasFair Queueing[31, 79] andits many variants[10,
45, 94].

Unlike the identificationapproach,the allocationapproachallows variouscongestionpolicies
to coexist. This is becauseno matterhow muchtraffic a sourcewill sendin thenetwork, it is not
goingto getmorethanits fair allocation.Unfortunately, thisflexibility doesnotcomefor free.Fair
allocationmechanismsarecomplex to implement,as they inherentlyrequireroutersto maintain
stateand perform operationson a per flow basis. In contrast,with the identificationapproach,
routersneedto maintainstateonly for theflowswhicharepunished,i.e., theill-behavedflows.

3While apossiblesolutionwouldbeto have theend-hostssendingtheestimatedRTT to routersalongtheflow’spath,
therearetwo problemswith this approach.First it requiresthatchangesbemadeto theend-hosts,andsecond,thereis
thequestionof whethera routercantrustthis information.
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2.3.3 Integrated Services

As new applicationssuchasIP telephony, video-conferencing,audioandvideostreaming,anddis-
tributedgamesaredeployedin theInternet,servicesmoresophisticatedthanbesteffort areneeded.
Unlike previousapplicationssuchasfile transfer, thesenew applicationshave muchstrictertimeli-
nessandbandwidthrequirements.For example,to enablenaturalinteraction,theend-to-enddelay
needsto bebelow humanperception.Previousstudiesconcludedthatfor naturalhearingthisdelay
shouldbearound100ms[64]. Sincein a globalnetwork thepropagationdelayaloneis about100
ms,meetingsuchtight delayrequirementsis averychallengingtask[7].

To supportthesenew applications,IETF hasproposeda new servicemodelcalledIntegrated
Servicesor Intserv[82]. Intservusesflow abstraction.Two servicesweredefinedwithin theIntserv
framework: GuaranteedandControlled-Loadservices.

2.3.3.1 GuaranteedService

Guaranteedserviceis the strongestsemanticserviceproposedin the context of the Internetso
far [93]. Guaranteedservicehasthe ability to provide per flow bandwidthanddelayguarantees.
In particular, a flow canbe guaranteeda minimum bandwidth,and,given the arrival processof
the flow, a maximumend-to-enddelay. This way, Guaranteedserviceprovides ideal supportfor
real-timeapplicationssuchasIP telephony.

However, thiscomesat thecostof asignificantincreasein complexity: currentsolutionsrequire
routersto maintainandmanageperflow stateon bothdataandcontrolpaths.On thedatapath,a
routerhasto performper flow classification,buffer managementandscheduling.On the control
path,routershave to maintainper flow forwardingstateandperformper flow admissioncontrol.
Duringtheadmissioncontrol,eachrouterontheflow’spathreservesnetwork resources,suchasthe
link capacityandbuffer space,to make surethat theflow’s bandwidthanddelayrequirementsare
met.

2.3.3.2 Controlled-Load Service

For applicationsthat do not requirestrict serviceguarantees,IETF hasproposeda weaker se-
manticservicewithin the Intserv framework: the Controlled-Loadservice. As definedby Wro-
clawski [121], the Controlled-Loadservice“tightly approximatesthe behaviorvisible to applica-
tions receivingbesteffort service*under unloadedconditions* from the sameseriesof network
elements”. More precisely, theControlled-Loadserviceensuresthat(1) thepacket lossis not sig-
nificantly larger thanthebasicerrorrateof thetransmissionmedium,and(2) theend-to-enddelay
experiencedby a very largepercentageof packetsdoesnot greatlyexceedtheend-to-endpropaga-
tion delay. The Controlled-Loadserviceis intendedto provide bettersupportfor a broadclassof
applicationsthathave beendevelopedfor usein today’s Internet.Amongtheapplicationsthat fall
into thisclassarethe“adaptive andreal-timeapplications”suchasvideoandaudiostreaming.

While theControlled-Loadservicestill requiresroutersto performperflow admissioncontrol
on thecontrolpath,andpacket classification,buffer management,andschedulingon thedatapath,
someof theseoperationscanbesignificantlysimplified.For example,theschedulingcanbeimple-
mentedby a simply weightedroundrobin discipline,which has �����6� time complexity. Thus,the
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Controlled-Loadtradesa lowerqualityof servicefor asimplerimplementation.
In summary, althoughIntservprovidesmuchmorepowerful andflexible servicesthantoday’s

Internet– servicesthatwould answertheneedsof thenew emerging applications– concernswith
respectto its complexity andscalabilityhave hamperedits adoption.In fact,exceptin small test-
beds,Intservsolutionshave yet to bedeployed.

2.3.4 DifferentiatedServices

To alleviatethescalabilityproblemsthathaveplaguedIntserv, recentlyanew servicemodel,called
DifferentiatedServices(Diffserv),hasbeenproposed[13, 75]. TheDiffservarchitecturedifferen-
tiatesbetweenedgeandcorerouters.Edgeroutersmaintainperflow or peraggregatestate.Core
routersmaintainstateonly for a very smallnumberof traffic classes;they do not maintainany fine
grainedstateaboutthe traffic. Eachpacket carriesin its headera six bit field, calledthe Differ-
entiatedService(DS) field, which specifiesthe classto which the packet belongs. The DS field
is initialized by the ingressrouteruponthe packet arrival. In turn, coreroutersusethe DS field
to classifyand processthe packets. Sincethe numberof classesat a core router is very small,
packet processingcanbeveryefficiently implemented.ThismakestheDiffservarchitecturehighly
scalable.

Two serviceswereproposedin thecontext of theDiffservarchitecture:AssuredandPremium
services.

2.3.4.1 AssuredService

The Assuredservice[24, 55] is a large granularityservice,that is, the serviceis associatedwith
theaggregatetraffic of acustomerfrom/tomultiplehosts.Theservicecontractbetweenacustomer
andtheDiffservnetwork or ISPis calledtheserviceprofile. A serviceprofile is usuallydefinedin
termsof absolutebandwidthandrelative loss.As anexample,anISPcanprovidetwo servicelevels
(classes):silver andgold,wherethegoldservicehasthelowestlossprobability. A possibleservice
profilewouldoffer transmissionof 10Mbpsof customer’s webtraffic by usingthesilver service.

In the Assuredservicemodel, ingressroutersperformthreefunctions. They (a) monitor the
aggregatetraffic from eachuserto make surethatno userexceedsits traffic profile, (b) downgrade
theuser’s traffic to a lowerservicelevel if theuserexceedsits profile,and(c) initialize theDSfield
in the packet headerswith the code-pointassociatedto the service.Thus,ingressroutersneedto
keepstatefor eachprofile or user. In contrast,coreroutersdo not needto keepsuchstate,astheir
functionreducesto processthepacketsbasedon thecode-pointscarriedby thepackets.

While thefixedbandwidthprofile makestheAssuredservicevery compelling,it alsomakesit
verychallengingto implement.This is dueto a fundamentalconflictbetweenmaximizingresource
utilization andachieving high serviceassurance.Sincea serviceprofile doesnot specifyhow the
traffic is distributed throughthe network, the network hasto make conservative assumptionsto
achieve highserviceassurance.At thelimit, to guaranteezeroloss,thenetwork hasto assumethat
theentireassuredtraffic traversestheslowestlink in thenetwork! Clearly, suchanassumptionleads
to a very low resourceutilization,whichcanbeunacceptable.

An alternateapproachis to defineserviceprofilesin relative ratherthanabsoluteterms.Suchan
exampleis theUser-ShareDifferentiation(USD) approach[116]. With USD eachuseris assigned
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a share(weight) thatspecifiestherelative fractionof thecapacitythata useris entitledto receive
on eachlink in the network. This is equivalent to a network in which the capacityof eachlink
is allocatedby a WeightedFair Queueingalgorithm. The problemwith suchan approachis that
thecoreroutersneedto maintainperuserstate,which cannegatethescalabilityadvantageof the
Diffservarchitecture.In addition,with USD, thereis little correlationbetweentheshareof a user
andtheaggregatethroughputit will receive. For example,two usersthatareassignedthesameshare
canseedrasticallydifferentaggregatethroughputs.A userthat hastraffic for many destinations
(thustraversemany differentpaths)canpotentiallyreceive muchhigheraggregatethroughputthan
auserthathastraffic for only a few destinations.

2.3.4.2 Premium Service

Unlike the Assuredservicewhich can be associatedwith an aggregatedtraffic to/from multiple
hosts,Premiumserviceprovidestheequivalentof adedicatedlink of fixedbandwidthbetweentwo
edgerouters[60]. To implementthis service,thenetwork hasto performadmissioncontrol. The
currentproposalsassumea centralizedarchitecture:eachdomainis associatedwith a database,
calledBandwidthBroker (BB), thathascompleteknowledgeabouttheentiredomain.To setup a
flow acrossadomain,thedomain’sBB checksfirst whetherthereareenoughresourcesbetweenthe
two endpointsof theflow acrossthedomain.If yes,therequestis grantedandtheBB’sdatabaseis
updatedaccordingly.

On the data-path,ingressroutersperformtwo functions. They (a) shapethe traffic associated
to a serviceprofile, that is, make surethat the traffic doesnot exceedthe profile by delayingthe
excesspackets4, and(b) insertthePremiumservicecode-pointin theDS-files.In turn,corerouters
forwardthepremiumtraffic with highpriority.

As a result,thePremiumservicecanprovide effective supportfor real-timetraffic. A natural
questionto askis what is thedifferencebetweenthePremiumserviceandtheGuaranteedservice
proposedby Intserv. Thoughatthesurfacethey arequitesimilar, therearetwo importantdifferences
betweenthem.

First,while theGuaranteedservicecanprovide bothperflow bandwidthanddelaydifferentia-
tion, thePremiumservicecanprovideonly perflow bandwidthdifferentiation.This is becausecore
routersdonotdifferentiatebetweenpremiumpacketsonaperflow basis– all premiumpacketsare
simply processedin a FIFO order. Thus,theonly possibility to meetdifferentdelayrequirements
for differentflowsis to guaranteethesmallestdelayrequiredbyany flow to all flows. Unfortunately,
this canresult in very low resourceutilization for the premiumtraffic. In particular, asshown by
StoicaandZhang[105], evenif thefractionthatcanbeallocatedto premiumtraffic onevery link in
thenetwork is very low (e.g.,10%),theworstcasequeueingdelayacrossa largenetwork (e.g.,15
routers)canberelatively large(e.g.,240ms). In contrast,Intservcanachieve bothhigherresource
utilizationandtighterdelaybounds,by bettermatchingflow requirementsto resourceusage.

Second,the centralizedbandwidthbroker architectureproposedto performadmissioncontrol
in the caseof the Premiumserviceis adequateonly for coarsegrainedflows that areactive over
long time scales.In contrast,becausetheGuaranteedserviceusesa distributedadmissioncontrol

4Notethatthis is differentfrom theAssuredservice,wheretheexcesstraffic is let into thenetwork, but its priority is
downgraded.
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architecture,it cansupportfinegrainedreservationsover smalltimescales.
Thepricepaidby theGuaranteedserviceis againcomplexity. Unlike thePremiumservice,the

Guaranteedservicerequiresroutersto maintainperflow stateonboththedataandthecontrolpaths.

2.4 Summary

In the first part of this chapter, we have discussedthe IP network model. In particularwe have
presentedthe routerarchitectureanddiscussedthe implementationcomplexities of both the data
andcontrolpaths.

In thesecondpartof this chapter, we have presentedthebest-known proposalsto improve the
besteffort servicein today’s Internet:(a)flow protectionto provideeffectivesupportfor congestion
control, (b) IntegratedServices(Intserv)model,and(c) DifferentiatedServices(Diffserv) model.
Of all thesemodels,only Diffserv admitsa known scalableimplementation,ascore routersare
not requiredto maintainany per flow state. However, to achieve this, Diffserv makessignificant
compromises.In particular, theAssuredservicecannotachieve simultaneouslyhigh serviceassur-
anceandhigh resourceutilization. Similarly, the Premiumservicecannotprovide per flow delay
differentiation,andit is notadequatefor finegrainedandshorttermreservations.

In this dissertationwe addresstheseshortcomingsby developinga novel solutionthatcanim-
plementall of the above per flow services(i.e., flow protection,guaranteedand controlled-load
services)in the Internetwithout compromisingits scalability. In the next chapter, we presentan
overview of oursolution.

28



Chapter 3

Overview

The main contribution of this dissertationis to provide the first solutionthat makesit possibleto
implementservicesaspowerful andasflexible astheonesimplementedby astatefulnetwork using
astatelesscorenetwork architecture.In thischapter, wegiveanoverview of oursolutionandpresent
a perspective of how this solutioncomparesto the two mostprominentsolutionsproposedin the
literatureto providebetterservicesin theInternet:IntegratedServicesandDifferentiatedServices.

Thechapteris organizedasfollows. Section3.1describesthemaincomponentsof oursolution
andusesthreeexamplesto illustratetheability of our key technique,calledDynamicPacket State
(DPS),to provide perflow functionalitiesin a statelesscorenetwork. Section3.2briefly describes
our implementationprototype,andgivesa simpleexampleto illustratethecapabilitiesof our im-
plementation.Section3.3 presentsa comparisonbetweenour solutionandthe two mainnetwork
architecturesproposedby InternetEngineeringTaskForce(IETF) to provide moresophisticated
servicesin theInternet:IntegratedServicesandDifferentiatedServices.Finally, Section3.4sum-
marizesourfindings.

3.1 Solution Overview

Thissectionpresentsthethreemaincomponentsof oursolution.Section3.1.1definestheStateless
Core (SCORE)network architecture,which representsthe basicbuilding block of our solution.
Section3.1.2presentsanovel approachthatallows usto emulate/approximatetheserviceprovided
by a statefulnetwork with a SCOREnetwork. Section3.1.3describesthe key techniquewe use
to implementthis approach:DynamicPacket State(DPS).To illustratethis techniquewe sketch
how it canbeusedto implementthreeperflow mechanismsin aSCOREnetwork: (1) approximate
Fair Queueingschedulingdiscipline,(2) provide perflow admissioncontrol,and(3) performroute
pinning.

3.1.1 The StatelessCore (SCORE)Network Ar chitecture

The basicbuilding block of our solutionis calledStatelessCore(SCORE).Similar to a Diffserv
domain,aSCOREdomainis acontiguousandtrustedregionof network in whichonly edgerouters
maintainper flow state,while coreroutersmaintainno per flow state(seeFigure1.1(b)). Since
edgeroutersusuallyrun at muchlower speedsandhandlefewer flows thanthe corerouters,this
architectureis highly scalable.
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3.1.2 The “State-Elimination” Approach

Ourultimategoalis to providebetterservicesin today’s Internetwithoutcompromisingits scalabil-
ity androbustness.To achieve thisgoal,weproposeatwo stepapproach,called“State-Elimination”
approach(seeFigure1.1). In thefirst stepwe definea referencestatefulnetwork thatprovidesthe
desiredservice. In the secondstep,we try to approximateor, if possible,to emulatethe service
provided by the referencestatefulnetwork in a SCOREnetwork. In this way we areableto pro-
vide servicesaspowerful andasflexible astheonesimplementedby statefulnetworksin a mostly
statelessnetwork, i.e., in a SCOREnetwork. In Chapters4, 5 and6, we illustratethis approach
by consideringthreeof the most importantservicesproposedto enhancetoday’s Internet: flow
protection, guaranteedservices, andrelativeservicedifferentiation.

We notethatsimilar approacheshave beenproposedin the literatureto approximatethe func-
tionality of anidealizedrouterthat implementsa bit-by-bit round-robinschedulingdisciplinewith
a statefulrouterthatforwardstraffic on a perpacket basis[10, 31, 45, 79]. However, our approach
differsfrom theseapproachesin two significantaspects.First,thestate-eliminationapproachis con-
cernedwith emulatingthefunctionalityof anentire network, ratherthanof asinglerouter. Second,
unlike previousapproachesthataim to approximateanidealizedsystemwith astatefulsystem,our
goalis to approximatethefunctionalityof astatefulsystemwith astatelesscoresystem.

3.1.3 The Dynamic Packet State(DPS)Technique

DPSis thekey techniquethatallowsusto implementtheaboveservicesin aSCOREnetwork. The
mainideabehindDPSis verysimple: insteadof havingrouters install andmaintainperflow state,
havepacketscarry theper flow state. This stateis insertedby ingressrouters,which maintainper
flow state. In turn, a corerouterprocesseseachincomingpacket basedon (1) thestatecarriedin
thepacket’s header, and(2) therouter’s internalstate.Beforeforwardingthepacket to thenext hop,
thecorerouterupdatesboth its internalstateandthestatein thepacket’s header(seeFigure1.2).
By usingDPSto coordinateactionsof edgeandcoreroutersalongthe pathtraversedby a flow,
distributed algorithmscan be designedto approximatethe behavior of a broadclassof stateful
networksusingnetworksin whichcoreroutersdonotmaintainperflow state.

To give anintuition of how theDPStechniqueis working,next we presentthreeexamples:(1)
approximatesthe Fair Queueingalgorithm,(2) estimatesthe aggregatereservation for admission
controlpurposes,and(3) bindsaflow to aparticularpath(i.e.,performroute-pinning).

3.1.3.1 Example1: Fair Bandwidth Allocation

Flow protectionis oneof themostdesirableenhancementsof today’s besteffort service.Flow pro-
tectionallows diverseend-to-endcongestioncontrolschemesto seamlesslycoexist in theInternet,
andprotectwell behaved traffic againstmaliciousor ill behaved traffic. Thesolutionof choiceto
achieve flow protectionis to have routersimplementfair bandwidthallocation[31]. In anidealized
systemin whicharoutercanprovideservicesat thebit granularity, fair bandwidthallocationcanbe
achievedby usingabit-by-bit roundrobindiscipline.

For clarity, considerthreeflows with the arrival ratesof 8, 6, and 2 bits per second(bps),
respectively, thatsharea 10 bpslink. Assumethat thetraffic of eachflow arrivesonebit at a time,
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Figure3.1: Exampleillustrating the CSFQalgorithmat a corerouter. An output link with a capacityof
10 is sharedby threeflows with arrival ratesof 8, 6, and2, respectively. The fair rateof theoutputlink in
this caseis �L�À� . Eacharrival packet carriesin its headertherateof theflow it belongsto. Accordingto
Eq.(3.3) thedroppingprobabilityfor flow 1 is 0.5,while for flow 2 it is 0.33.Droppedpacketsareindicated
by crosses.Beforeforwardinga packet, its headeris updatedto reflectthechangein theflow’s ratedueto
packetdropping(seethepacketsat theright-handsideof therouter).

andit is periodicwith period �6Á�� , where � is the flow rate. Thus,during onesecond,exactly 16
bitsarereceived,andexactly10bitscanbetransmitted.Duringeachround,theschedulertransmits
exactly onebit form every flow thathasa packet to send.Sincein theworstcase,flow 3 is visited
onceevery ÂzÁX�dº sec,andit hasan arrival rateof only onebit every ºq�ÄÃ sec,it follows that all of
its traffic is served. This leavestheothertwo flows to sharethe restof 8 bpsof the link capacity.
Sincearrival ratesof bothflows1 and2 arelargerthanhalf of theremainingcapacity, eachflow will
receive half of it, i.e.,4 bps.As a result,underthebit-by-bit roundrobin discipline,thethreeflows
areallocatedbandwidthof 4, 4, and2 bps,respectively. Themaximumrateallocatedto aflow ona
congestionlink is calledfair rate. In thisexamplethefair rateis 4.

In general,given � flows thattraversea congestedlink of capacity, Å , thefair rate Æ is defined
suchthat ÇÈÉ Ê ¹ Ë�Ì"Í ���

É ½¾ÆG�4�hÅÎ½ (3.1)

where� É representsthearrival rateof flow Ï . By applyingthis formulato thepreviousexample,we
have Ë�Ì"Í �<ÐX½¾ÆR�OÑ Ë�Ì"Í �<ÒX½¾ÆR�OÑ ËµÌ"Í �<¿X½¾ÆG�?�Ó�dº , whichgivesus Æ��HÔ . If thelink is notcongested,
that is, if Õ ÇÉ Ê ¹ �

É?Ö Å , thefair rate, Æ , is by conventiondefinedasbeingthemaximumamongall
arrival rates.

Thus,with thebib-by-bit roundrobin,theservicerateallocatedto aflow, Ï , with thearrival rate,� É , is Ë�Ì"Í ��� É ½¾ÆR��� (3.2)

31



Thefirst algorithmto approximatethebit-by-bit roundrobin in a packet systemwasproposed
by Demerset al. [31], andit is calledFair Queueing.Eq. (3.2) directly illustratesthe protection
propertyof Fair Queueing,that is, a flow with enoughdemandis guaranteedto receive its fair rateÆ , irrespectiveof thebehavior of theotherflows. Toputit in anotherway, aflow cannotdeny service
to otherflows becauseno matterhow muchandwhat typeof traffic it pumpsinto thenetwork, it
will notgetmorethan Æ on thecongestedlink.

While fair queueingcanfully provideflow protection,it is morecomplex to implementthantra-
ditional FIFO queueingwith drop-tail,which is themostwidely implementedanddeployedmech-
anismin routerstoday. For eachpacket thatarrivesat the router, the routersneedsto classifythe
packet into aflow, updateperflow statevariables,andperformperflow scheduling.

Our goal is to eliminatethis complexity from the network coreby usinga SCOREnetwork
architectureto approximatethefunctionalityof a referencenetwork in whichevery routerperforms
Fair Queueing.In thefollowing sections,wedescribeaDPSbasedalgorithm,calledCore-Stateless
Fair Queueing(CSFQ)thatachievesthisgoal.

Thekey ideaof CSFQis to haveeach packet carry therateestimateof theflow it belongsto.
Let ×� É denotetherateestimatecarriedby a packet of flow Ï . Therateestimateis computedby edge
routersandtheninsertedin thepacket header. Uponreceiving thepacket, a corerouterforwardsit
with theprobability

¤�� Ë�Ì"Í�Ø ��½ Æ ×� ÉsÙ ½ (3.3)

anddropsit with theprobability �'Ú�¤ .
It is easyto seethat by forwardingeachpacket with the probability ¤ , the routereffectively

allocatesto flow, Ï , a rate � É'Û ¤Ü� Ë�Ì"Í �D×� É ½¾ÆG� , which is exactly the ratethe flow would receive
underFair Queueing(seeEq. (3.2)). If ¤ Ö � , therouteralsoupdatesthepacket labelto Æ . This is
to reflectthefactthatwhentheflow’sarrival rateis largerthan Æ , theflow’s rateaftertraversingthe
link dropsto Æ (seeFigure3.1).

It is alsoeasyto seethatwith CSFQcoreroutersdonot requireany perflow state.Uponpacket
arrival, a corerouterneedsto computeonly thedroppingprobability, ¤ , which dependsexclusively
ontheestimatedratecarriedby thepacket,andthefair rate Æ thatis locally computedby therouter.
(In Chapter4, weshow thatcomputingÆ doesnot requireperflow stateeither.)

Figure3.1 shows anexamplein which threeflows with incomingratesof 8, 6, and2, respec-
tively, sharea link of capacity10. Withoutgoinginto details,wenotethatin thiscaseÆ��HÔ . Then,
from Eq. (3.3), it follows that the forwardingprobabilitiesof the threeflows are0.5, 0.66,and1,
respectively. As a result,on theaverage,oneout of two packetsof flow 1, oneout of threepackets
of flow 2, andnopacketsof flow 3, aredropped.Notethatbeforeforwardingthepacketsof flows1
and2, therouterupdatestherateestimatesin their headersto Ô . This is to reflectthechangeof the
flow ratesasa resultof packet dropping.

3.1.3.2 Example2: Per Flow AdmissionControl

In this examplewe considerthe problemof performingper flow admissioncontrol. The role of
the admissioncontrol is to checkwhetherthereareenoughresourceson the datapathto granta
reservationrequest.Forsimplicity, weassumethatadmissioncontrolis limited to bandwidth.When
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Figure3.2: Exampleillustrating the estimationof the aggregatereservation. Two flows with reservations
of 5, and2, respectively, sharea commonlink. Ingressroutersinitialize theheaderof eachpacketaccording
to Eq. (3.4). The aggregatereservation is estimatedas the ratio betweenthe sumof the valuescarriedin
thepackets’ headersduringanaveragingtime interval of length 	 . In this casetheestimatedreservationis
���
����:�L
�� � .
a new flow makesa reservation request,eachrouteron thepathfrom sourceto destinationchecks
whetherit hasenoughbandwidthto accommodatethenew flow. If all routerscanaccommodatethe
flow, thenthereservationis granted.

It is easyto seethat to decidewhethera new reservation request�z�6Ý canbe acceptedor not,
a routerneedsonly to know the currentaggregatereservation, Þ , on the outputlink, that is, how
muchbandwidthit hasreservedsofar. In particular, if thecapacityof theoutputlink is Å , thenthe
routercanaccepta reservation, �z�6Ý , aslongas �z�oÝ]ÑlÞàßÜÅ . Unfortunately, it turnsout thatmain-
tainingtheaggregatereservation, Þ , in thepresenceof packet lossandpartial reservation failures
is not trivial. Intuitively, this is becausetheadmissioncontrolneedsto implementtransaction-like
semantics.A reservationis grantedif andonly if all routersalongthepathacceptthereservation. If
a routercannotaccepta reservation,thenall routersthathave acceptedthereservationhave to roll
backto thepreviousstate,so they needto rememberthatstate.Similarly, if a reservation request
messageis lost, andthe requestis resent,thena routerhasto rememberwhetherit hasreceived
theoriginal request,andif yes,whetherthe requestwasgrantedor denied.For all thesereasons,
thecurrentproposedsolutionsfor admissioncontrolsuchasRSVP[128] andATM UNI [1] require
routersto maintainperflow state.

In theremainderof this sectionwe show thatby usingDPSit is possibleto performadmission
controlin aSCOREnetwork, thatis, withoutcoreroutersmaintainingany perflow state.

At thebasisof our schemelies a simpleobservation: if all flowsweresendingat their reserved
rates,thenit is trivial to maintaintheaggregatereservation Þ ; eachrouteronly needsto measure
the rateof the aggregatetraffic. Considerthe examplein Figure3.2, andassumethat flow 1 has
a reservation of 5 Kbps, andflow 2 hasa reservation of 2 Kbps. If the two flows weresending
exactlyat their reservedrates,i.e.,flow 1 at5 Kbps,andflow 2 at2 Kbps,thehi-lightedrouter(see
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Figure3.2) cansimply estimatetheaggregatereservation of 7 Kbps,by measuringthe rateof the
aggregatearrival traffic.

Theobviousproblemwith theabove schemeis thatmostof thetime flows do not sendat their
reserved rates.To addressthis problem,we associatea virtual lengthto eachpacket. The virtual
lengthis suchthatif thelengthsof all packetsof aflow whereequalto theirvirtual lengths,thenthe
flow sendsatits reservedrate.Moreprecisely, thevirtual lengthof apacketrepresentstheamountof
traffic thattheflow wasentitledto sendaccordingto its reservedratesincethepreviouspacket has
beentransmitted.Let �z�oÝ É denotethereservationof flow Ï , andlet �<á É and �AáDâ ¹É denotethedeparture
timesof the ã -th and ��ã�Ñb�6� -th packetsof flow Ï . Thenthe ��ã�Ñb�6� -th packet will carryin its header
avirtual length Ý*ä áDâ ¹É �H���6Ý É Û ��� áDâ ¹É Ú�� á É ��� (3.4)

Thevirtual lengthof thefirst packet of theflow is simply theactuallengthof thepacket. The
virtual lengthis computedandinsertedin thepacket headerby the ingressrouteruponthepacket
departure.In turn,coreroutersusethepacket virtual lengthsto estimatetheaggregatereservation.
For illustration,consideragaintheexamplein Figure3.2,whereflow 1 hasa reservation �z�oÝ ¹ of Ã
Kbps. For thepurposeof this example,we neglect thedelayjitter, andassumethatno packetsare
droppedinsidethecore.Supposetheinter-arrival timesof thefirst four packetsof flow 1 are2 sec,
3 sec,and4 sec,respectively. Sincein this casethe packet inter-arrival timesat coreroutersare
equalto thepacket inter-departuretimesat theingress,accordingto Eq.(3.3),the2nd,3rd,and4th
packet of flow 1 will carryin their headersÝ*äAå ¹ �Ü�z�6Ý ¹

Û ¿T�Ó�dº Kb, Ý*äAæ¹ �Ü�z�oÝ ¹
Û ÂT�à�oÃ Kb, andÝ*ä�ç ¹ �Ü�z�6Ý ¹

Û Ôè�é¿�º Kb, respectively.
Next, notethatthesumof thevirtual lengths,ê É �të]� , of all packetsof flow Ï thatarriveatacore

routerduringaninterval of length ë , providesa fair approximationof theamountof traffic that the
flow is entitledto sendduring time ë at its reservedrate. Then,thereservedbandwidthof flow Ï ,
canbeestimatedas ìÞ É � ê É �të]�ë � (3.5)

By extrapolation,a coreroutercanestimatethe aggregatereservation Þ on the outgoinglink
by simplycomputingê��të]��Á6ë , whereê��të]� representsthesumof thevirtual lengthsof all packets
thatarriveduringaninterval of length ë . Finally, it is worthnotingthatto performthiscomputation
coreroutersdonotneedto maintainany perflow state– they justneedto maintainaglobalvariable,ê��të]� , thatis updatedevery timeanew packet arrives.

In theexampleshown in Figure3.2,assumeanaveraginginterval ëí� �dº sec(representedby
theshadedarea).Thenwe have ê��të]�'�àê ¹ �të]�eÑîê å ���¾�'�íÒ�Ã Kb, which givesusanestimateof
theaggregatereservationof ×Þ �§ê��të]��Á6ë­�­ÒX�ÄÃ Kbps,which is “reasonably”closeto theactual
aggregatereservation Þï�h¼ Kbps.

In Chapter5 wederive anupperboundof theaggregatereservationalonga link, insteadof just
anestimate.By usingtheupperboundwecanguaranteethatthelink is never over-provisioned.

3.1.3.3 Example3: Routepinning

Many applicationssuchastraffic engineeringandguaranteedservicesrequirethat all packetsof
a flow to follow the samepath. To achieve this goal, many solutionssuchas TenetRCAP [8]
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path label  port #
…              … 

1000            1
1010            2
…              …

routing table

0100   1100 ð ð 1000

0110   1100 ð ð 1010

0100   1100 ð ð 1000

port #1

port #2

flow 1

flow 2

flow 3

…
…
…

flow 1 (0100 = 1100   1011   0011)

edge node

core node0001

1011

1100

1001

0011

0100
1000

0010

flow 2 (0100 = 1100   1011   0011)

flow 3 (1010 = 1100   1001   0011)

1000

1000

0011

to 1011

to 1001

0100

0100

1010

1100

Figure3.3: Exampleillustratingtheroutepinningalgorithm. Eachpacket containsin its headerthepath’s
label,definedasthexor over theidentifiersof all routerson theremainingpathto theegress.Uponpacket
arrival, thepacket’sheaderis updatedto thelabelof theremainingpath.Theroutingdecisionsareexclusively
basedonthepacket’s label(herethelabelsareassumedto beunique).

andRSVP[128] requireroutersto maintainperflow state.In this sectionwe presentanalternate
solutionbasedonDPSin whichcoreroutersdonotneedto maintainany perflow state.

Thekey ideais to labelapathby xor -ing theidentifiersof all routersalongthepath.Consider
a path Ïñ��ò�½�ÏC� ¹ ½d�d�d�6½�ÏC� Ç , where ÏC� á representsthe identifier of the ã -th routeralongthe path. The
label ä of this pathat router Ïñ�*ò is thenäJ�ÜÏñ� ¹Ró Ïñ� å4ó �d�d� ó Ïñ� Ç � (3.6)

In the examplein Figure3.3, the label of flow 1 that entersthe network at the ingressrouter
0010,andtraversesrouters1100,1011and0011is simply ���dº�º ó �dº)��� ó º�º)���Î�Hº)�dº�º .

TheDPSalgorithmin this caseis asfollows: Eachingressroutermaintainsa label ä for every
flow that traversesit. Upon packet arrival, ingressroutersinsert the label in the packet header.1

Uponreceiving a packet, a corerouterrecomputesthe labelof theremainingpathby xor -ing the
label carriedby the packet to its identifier. For example,whenthe first corerouter, identifiedbyÏñ� ¹ , receivesa packet with label ä , it recomputesa new label as ä¦�ôä ó Ïñ� ¹ . Note that by doing
sothenew labelrepresentsexactly theidentifierof theremainingpath,i.e., Ïñ� å?ó Ïñ� æ4ó �d�d� ó Ïñ� Ç .
Finally, thecorerouterupdatesthelabelin thepacketheader, andusestheresultinglabelto forward

1Notethat for simplicity, we do not presentherehow ingressroutersobtaintheselabels.Also, we assumethatpath
labelsareunique,and thereforethe routing decisionscanbe exclusively basedon the path label. Finally, we do not
discusstheimpactof our schemeon addressaggregation.Weremove all theselimitationsin Chapter6.
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thepacket. Thus,a corerouteris not requiredto maintainperflow state,asit forwardseachpacket
basedon thelabelin its header.

Figure3.3givesanexampleof threeflows thatarrive to corerouter1100,andexit thenetwork
throughthesameegressrouter0011. However, while flows 1 and2 areroutedon identicalpaths,
flow 3 is routedonadifferentpath.Whenapacket arrives,thelabelin thepacket headeris updated
by xor -ing it with the router identifier. Subsequently, the new label is usedto routethe packet.
Notethatonly oneentryis maintainedfor bothflows1 and2.

3.2 PrototypeImplementation

To demonstratethat it is possibleto efficiently implementanddeploy our solutionsin today’s IPv4
networks,we have developeda prototypeimplementationin FreeBSDv2.2.6. Theprototypefully
implementstheguaranteedserviceasdescribedin Chapter5, arguablythemostcomplex of all the
solutionswedescribein thisdissertation.Withoutgoinginto detail,wenotethatoursolutionto pro-
vide guaranteedservicestriesto closelyapproximateanidealizedmodelin which eachguaranteed
flow traversesdedicatedlinks of capacity� , where � is theflow reservation. Thus,in theidealized
system,a flow with a reservationof 1 Mbpsbehavesasif it is theonly flow in a network in which
all links areof 1 Mbps.

Theprototyperunsin atest-bedconsistingof 300MHz and400MHz PentiumII PCsconnected
by point-to-point100MbpsEthernets.Thetest-bedallowstheconfigurationof apathwith upto two
corerouters.Althoughwehadcompletecontrolof ourtest-bed,and,dueto resourceconstraints,the
scaleof our experimentswasrathersmall(e.g.,thelargestexperimentinvolved just 100flows),we
have devotedspecialattentionto makingour implementationasgeneralaspossible.For example,
while in the currentimplementationwe re-useprotocolspacein the IP headerto storethe DPS
state,we make surethat themodifiedfieldscanbefully restoredby theegressrouter. In this way,
thechangesoperatedby theingressandcoreroutersonthepacketheaderarecompletelytransparent
to theoutsideworld. Similarly, while the limited scaleof our experimentswould have allowedus
to usesimpledatastructuresto implementour algorithms,we go to greatlengthto make surethat
our implementationis scalable.For example,insteadof usinga simplelinkedlist to implementthe
packet scheduler, we usea calendarqueuetogetherwith a two-level priority queueto efficiently
handleavery largenumberof flows(seeSection8.1).

For debuggingandmanagementpurposes,we implementedfull supportfor packet level moni-
toring. This allows us to visualizesimultaneouslyandin real-timethe throughputsandthedelays
experiencedby flows at differentpointsin thenetwork. A key challengewhenimplementingsuch
a finegrainedmonitoringfunctionalityis to minimizetheinterferenceswith thesystemoperations.
We usetwo techniquesto addressthis challenge.First,we off-load asmuchaspossibleof thepro-
cessingof log dataonanexternalmachine.Second,weuseraw IP to senddirectlythelog datafrom
router’s kernelto theexternalmachine.This way, we avoid context-switchingbetweenthekernel
andtheuserlevel.

To easilyconfigureour system,we have implementeda commandline configurationtool. This
tool allows us(1) to configureroutersasingress,egress,or core,(2) set-up,modify, andtear-down
a reservation, and(3) set-upthe monitoringparameters.To minimize the interferencesbetween
the configurationoperationsand dataprocessing,we implementour tool on top of the Internet
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Control ManagementProtocol(ICMP). Again, by usingICMP, we avoid context-switchingwhen
configuringa router.

3.2.1 An Example

To illustratehow our entirepackageis working, in this sectionwe presenta simpleexample. We
considerthreeflows traversinga threehop path in our test-bed(seeFigure3.4). The first router
on the path (i.e., aruba.cmcl.cs.cmu.edu ) is configuredasan ingressrouter, while the next
router(i.e., cozumel.cmcl.cs.cmu.edu ) is configuredasa corerouter. The link betweenthe
two routersis configuredto 10 Mbps. Thetraffic of eachflow is generatedby a differentend-host
to eliminatethepotentialinterferences.All flowsareUDP, andsend1000bytedatapackets.Flows
1 and2 areguaranteed,while flow 3 is best-effort. Moreprecisely,õ Flow 1 is aconstant-bitrate(CBR)flow with anarrival rateof 1 Mbps,andareservationof 1

Mbps.õ Flow 2 is ON-OFF, with theON andOFFperiodsof 10 seceach.During theON periodthe
flow sendsat3 Mbps,while duringtheOFFperiodtheflow doesnotsendanything. Theflow
hasa reservationof 3 Mbps.õ Flow 3 is CBRwith anarrival rateof approximately8 Mbps.Unlike flows1 and2, this flow
is best-effort, i.e., it doesnothave any reservation.

Note that whenall flows areactive, the total offered load is about12 Mbps, which exceeds
the link capacityby 2 Mbps. As a result,during thesetime periodsthe ingressrouter is heavily
congested.

To observe thebehavior of our implementationduringthis experiment,we useanexternalma-
chine(i.e., an IBM ThinkPad 560Enotebook)to monitor the threeflows at the end-pointsof the
congestedlink: aruba andcozumel . Figure3.5 shows a screensnapshotof our monitoringtool
thatplots thearrival ratesandthedelaysexperiencedby the threeflows at aruba , andcozumel ,
respectively, over a 56 sectime interval. Thetop-left plot shows thearrival ratesof thethreeflows
ataruba , while thetop-rightplot showstheirarrival ratesatcozumel . All ratesrepresentaverages
overa200mstimeperiod.As expected,flow 1, whichhasareservationof 1 Mbps,andsendstraffic
at 1 Mbps,getsall its traffic throughthecongestedlink. This is illustratedby thestraightline at 1
Mbpsthatappearsin bothplots. Thesameis true for flow 2; whenever it sendsat 3 Mbps it gets
its reservation. That is why thearrival rateof flow 2 looks identicalin the two plots. In contrast,
asshown in thetop-rightplot, flow 3 getsits serviceonly whenthelink is uncongested,i.e.,when
flow 2 doesnot sendanything. This is becauseflow 3 is best-effort, andthereforewhenbothflows
1 and2 fully usetheir reservations,flow 3 getsonly theremainingbandwidth,which in this caseis
about6 Mbps.

Thebottom-leftandthebottom-rightplots in Figure3.5 show thedelaysexperiencedby each
flow at aruba , andcozumel , respectively. Eachdatapoint representsthemaximumdelayamong
all packetsof a flow over a 200mstime period. Notethedifferentscaleson they-axisof the two
plots.Next, weexplain in moredetailtheresultsshown by thesetwo plots.
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aruba
(ingress)

cozumel
(core)

Monitoring
machine

Flow 1

Flow 2

Flow 3

Figure3.4: Thetopologyusedin theexperimentreportedin Section3.2. Flow 1 is CBR,hasanarrival rate
of 1 Mbps,anda reservationof 1 Mbps.Flow 2 is ON-OFF;it sends3 MbpsduringON periodsanddoesn’t
sendanything duringOFFperiods.Theflow hasa reservationof 3 Mbps. Flow 3 is best-effort andhasan
arrival rateof 8 Mbps.Thelink betweenaruba andcozumel is configuredto 10Mbps.

Figure3.5: A screen-shotof our monitoringtool that displaysthe real-timemeasurementresultsfor the
experimentshown in Figure3.4.Thetoptwoplotsshow thearrival rateof eachflow ataruba andcozumel ;
thebottomtwo plotsshow thedelayexperiencedby eachflow at thetwo routers.
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Consideraflow ö with reservation ÷6ø thattraversesa link of capacityù . Assumethatthearrival
rateof theflow never exceedsits reservation ÷oø , andthatall packetshave length ú . Then,it canbe
shown thattheworstcasedelayof apacket ata routeris2ú÷ ø´û úùyü (3.7)

Intuitively, thefirst term, ú<ý�÷6ø , representshow muchit takesto transmitthepacket in theidealmodel
in which theflow traversesdedicatedlinks of capacityequalto its reservation ÷ ø . Thesecondterm,ú8ý�ù , representsthe fact that in a real systemall flows sharethe link of capacity ù , andthat the
packet transmissionis notpreemptive.

Sincein ourcaseúOþéÿ������ bits (this includesthepacket headers),ùïþ���� Mbps, ÷ ¹ � � Mbps,
and ÷
	 ��� Mbps,respectively, accordingto Eq. (3.7), theworstcasedelayof flow 1 is about9.2
ms,andtheworstcasedelayof flow 2 is about3.6ms. This is confirmedby thebottomtwo plots.
As it canbeseen,especiallyin thebottom-rightplot, themeasureddelaysfor bothflows areclose
to the theoreticalvalues. The reasonfor which the measuredvaluesareconsistentlycloseto the
worst caseboundsis dueto the non-work conservingnatureof CJVC; even if the output link is
idle, apacketof flow ö canwait for upto ú<ý�÷6ø time in therate-regulatorbeforebecomingeligible for
transmission(seeSection5.3).Thefactthatthemeasureddelaysoccasionallyexceedthetheoretical
boundsis becauseFreeBSDis notareal-timeoperatingsystems.As aresult,packetprocessingmay
take occasionallylongerbecauseunexpectedinterrupts,or systemcalls.

Finally, it is worthnotingthatwhenflow 2 is active,flow 3 experiencesvery largedelaysat the
ingressrouter, i.e., over 80 ms. This is becauseduring thesetime periodsflow 3 is restrictedto 6
Mbps,while its arrival rateis about8 Mbps. In contrast,at thesubsequentrouter, thepacket delay
of flow 3 is muchsmaller, i.e., under2 ms. This is becausethecorerouteris no longercongested
after theingresshasshedtheextra traffic of flow 3. Thereasonthedelayexperiencedby flow 3 is
evenlower thanthedelaysexperiencedby theguaranteedflows is because,unlike theseflows,flow
3 is not regulated,andthereforeits packetsareeligible for transmissionassoonasthey arrive.

3.3 Comparisonto Intserv and Diffserv

To enhancethebesteffort servicein theInternet,over thepastdecadetheInternetEngineeringTask
Force(IETF) hasproposedtwo majorservicearchitectures:IntegratedServices(Intserv)[82] and
DifferentiatedServices(Diffserv)[32]. In thissection,wecompareourSCOREarchitectureto both
IntservandDiffserv.

3.3.1 Intserv

As discussedin Section2.3.3, Intserv is able to provide powerful and flexible services,suchas
Guaranteed[93] andControlled-Loadservices[121], onaperflow basis.Howeverthiscomesatthe
expenseof a substantialincreasein thecomplexity ascomparedto today’s best-effort architecture.
In particular, traditionalIntservsolutionsrequireroutersto performperflow admissioncontroland

2This resultfollows from AppendixB.2, which shows that theworstcasedelayof our packet scheduler, calledCore
JitterVirtual Clock (CJVC)is identicalto theworstcasedelayof WeightedFair Queueing(WFQ) [79].
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maintainperflow stateon thecontrolpath,andto performperflow classification,scheduling,and
buffer managementon thedatapath.Thiscomplexity is arguablythemaintechnicalreasonbehind
thefailureto deploy Intservin theInternet.

3.3.1.1 SCOREAdvantages

Mostof theadvantagesof SCOREover Intservderive from thefactthatin aSCOREnetwork, core
routersdonotneedto maintainany perflow state.Theseadvantagesare:
 Scalability Thefactthatin aSCOREnetwork routersdonotneedto maintainperflow state,

significantlysimplifiesboththecontrolandthedatapaths.

On thedatapath,routersareno longerrequiredto performperflow classification,which is
arguably the mostcomplex operationon the datapath (seeSection2.2.4). In addition,as
we will show in Chapter5, thecomplexity of buffer managementandpacket schedulingare
greatlyreduced.

On the control path,aswe have briefly discussedin Section3.1.3.2,andaswe will show
in moredetail in Chapter5, by usingDPSit is alsopossibleto performperflow admission
controlin aSCOREnetwork. Ultimately, theabsenceof perflow stateatcorerouterstrivially
eliminatesoneof thebiggestchallengesfacedby statefulsolutionsin general,andIntservin
particular:maintainingtheconsistency of perflow state.

In summary, thefact thatcoreroutersarenot requiredto performany perflow management,
makestheSCOREarchitecturehighly scalablewith respectto thenumberof flows that tra-
versea router.
 RobustnessEliminatingtheneedto maintainperflow stateatcoreroutershasanotherdesir-
ableconsequence:theSCOREarchitectureis morerobust in thepresenceof link androuter
failures.3 This is dueto the inherentdifficulty of maintainingthe consistency of dynamic,
andreplicatedstatein a distributedenvironment. As pointedout by Clark [22]: “because
of thedistributednature of thereplication,algorithmsto ensure robust replicationare them-
selvesdifficult to build, andfew networkswith distributedstateinformationprovideanysort
of protectionagainstfailure.” While soft-statemechanismssuchasRSVPcanalleviate this
problem,thereis a fundamentaltrade-off betweenmessagecomplexity andthe time period
duringwhich thesystemis “allowed” to bein aninconsistentstate:theshorterthisperiodis,
thegreaterthesignallingoverheadis.

3.3.1.2 Intserv Advantages

While in this dissertationwe show thatSCOREcanimplementthestrongestsemanticservicepro-
posedby Intservsofar, i.e.,theguaranteedservice,it is still unclearwhetherSCOREcanimplement
all possibleperflow servicesthatcanbeimplementedby Intserv. To offer intuition asto whatmight
bedifficult to implementin aSCOREnetwork, consideraservicein whichaflow is allocatedadif-
ferentshareof thelink capacityateachrouteralongits path.In suchaserviceaflow will receiveon

3In thecaseof arouter, hereweconsideronly fail-stoptypeof failures,i.e., thefactthattherouter(process)hasfailed
is detectableby otherrouters(processes).
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eachlink bandwidthin proportionto its share.To implementthisservicein SCORE,packetswould
have to carrycompleteinformationaboutflow sharesat all routers.Unfortunately, this maycom-
promisetheDPSalgorithms’scalabilityasthestatewill increasewith thepathlength.In Chapter9
wediscussin moredetailthepotentiallimitationsof SCOREwith respectto perflow solutions.

In additionto thepotentialbenefitof beingableto implementmoresophisticatedperflow ser-
vices,Intservhastwo otheradvantagesover SCORE:
 RobustnessWhile the SCOREarchitectureis morerobust in the caseof fail-stopfailures,

Intservis morerobust in thecaseof partial reservation failures.To illustratethis point, con-
sideraroutermisbehavior thatinsertserroneousstatein thepacketheaders.Sincecorerouters
processpacketsbasedon thisstate,sucha failurecan,at thelimit, compromisetheservicein
anentireSCOREdomain.As anexample,if in thenetwork shown in Figure3.3,router1100
misbehavesby writing arbitraryinformationin the packet headers,this will affect not only
thetraffic thattraversesrouter1100,but alsothetraffic thattraversesrouter1001!This is due
to theincorrectstatecarriedby thepacketsof flow 3 thatmayultimatelyaffect theprocessing
of packetsof otherflows thattraverserouter1100.In contrast,with perflow solutionssucha
failureis strictly confinedto thetraffic thattraversesthefaulty router.

However, in Chapter7 weproposeanapproachcalled“verify-and-protect”thataddressesthis
problem.Theideais to have routersstatisticallyverify thatthe incomingpacketscarrycon-
sistentstate.Thisenablesroutersto discover andisolatemisbehaving end-hostsandrouters.
 Incremental Deployability Sinceall routersin a domainhave to implementthe sameal-
gorithms,SCOREcanbe deployed only on a domainby domainbasis. In contrast,Intserv
solutionscanbedeployed on a routerby routerbasis.However, it shouldbenotedthat for
end-to-endservices,this distinctionis lessimportant,asin the latter case(at least)all con-
gestedroutersalongthepathhave to deploy theservice.

3.3.2 Diffserv

While at thearchitecturallevel bothDiffservandSCOREaresimilar in that they both try to push
complexity outof thenetwork core,they differ in two importantaspects.

First, the approachadvocatedby the two architecturesto implementnew network servicesis
different. The SCORE/DPSapproachis top-down. We startwith a serviceand thenderive the
algorithmsthathaveto beimplementedbyaSCOREnetwork in orderto achievethedesiredservice.
In contrast,Diffservproposesa bottom-upapproach.Diffservstandardizesa smallnumberof per
hopbehaviors(suchaspriority serviceamongaverysmallnumberof classes)to beimplementedby
routervendors.It is thentheresponsibilityof theInternetServiceProviders(ISPs)to configuretheir
routersin orderto achieve thedesiredservice.Unfortunately, configuringtheseroutersis adaunting
task. At this point we are aware of no generalframework that allows us to build sophisticated
servicessuchasproviding flow protectionby simplyconfiguringanetwork of Diffservrouters.

Second,while in Diffserv, packet headerscarryonly limited informationto differentiateamong
a small numberof classes,in SCORE,packets carry fine grainedper flow statewhich allows a
SCOREnetwork to implementfar moresophisticatedservices.

Next wediscusstheadvantagesanddisadvantagesof SCOREascomparedto Diffserv.
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3.3.2.1 SCOREAdvantages

Theadvantagesof SCOREover Diffservderive from thefact that theDPSalgorithmsoperateat a
muchfiner granularitybothin termsof time andtraffic aggregates:thestateembeddedin a packet
canbehighly dynamic,asit encodesthecurrentstateof theflow, ratherthanthestaticandglobal
propertiessuchasdroppingor schedulingpriority.
 Service Granularity While SCORE,like Intserv, canprovide serviceson a per flow basis,

Diffserv providesa coarserlevel of servicedifferentiationamonga small numberof traffic
classes.As aresult,Diffservcannotprovidesomeusefulservicessuchasperflow bandwidth
anddelayguaranteesor perflow protection.
 RobustnessTheextra statecarriedby thepacketsin SCOREcanhelpto identify andisolate
malfunctionsin thenetwork. In particular, with SCOREit is possibleto detecta routerthat
misbehavesby insertingerroneousstatein thepacketheaders.Toachievethis,in Chapter7we
proposeanapproach,called“verify-and-protect”, in whichroutersstatisticallyverify whether
the incomingpacketsarecorrectlymarked. For example,in thecaseof CSFQ,a routercan
monitoraflow, estimateits rate,andthencheckthisrateagainsttheratecarriedby thepacket
headers.If thetwo ratesfall outsidea“tolerable”range,this is anindicationthatanup-stream
routermisbehaves. Thus,theproblemis confinedto therouterson thepathfrom theingress
wheretheflow entersthenetwork up to thecurrentrouter.

In contrast,with Diffserv it is not possibleto infer suchan information. If, for example,a
corerouterstartsto dropa high percentageof premiumpacketsthis canbeattributedto any
routeralongany pathfrom theingressroutersto thecurrentrouter.

3.3.2.2 Diffserv Advantages
 Data Path ProcessingOverhead In Diffservcoreroutersprocesspacketsbasedon a small
numberof traffic classes.Uponpacketarrival, arouterclassifiesthepacket,andthenperforms
perclassbuffer managementandscheduling.Sinceusuallythenumberof classesis no larger
than 10, packet processingcan be very efficiently implemented. In contrast,in SCORE,
packet processingcanbe morecomplex. For example,in the caseof providing guaranteed
services,eachpacket hasanassociateddeadline,andthepacketsareservedin theincreasing
order of their deadlines. However, as we will show in Chapter5, the numberof packets
that have to be consideredat one time is still muchsmallerthan the numberof flows. In
particular, whenthenumberof flows is larger thanonemillion, thenumberof packetsis at
leasttwo ordersof magnitudesmallerthanthenumberof flows. Webelievethatthisreduction
is enoughto allow packet processingat the line speed.Moreover, our othertwo solutionsto
provideperflow services,i.e.,flow protection,andservicedifferentiationof traffic aggregates
over a largenumberof destinations,arenomorecomplex thantoday’s Diffservsolutions.

3.4 Summary

In thissectionwehavedescribedthemaincomponentsof oursolutiontoprovideperflow servicesin
aSCOREnetwork architecture.To illustratethekey techniqueof oursolution,i.e.,DynamicPacket
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State(DPS),we have presentedthe implementationof threeper flow mechanismsin a SCORE
network that(1) approximateFair Queueingschedulingdiscipline,(2) provide perflow admission
control,and(3) performroutepinning. In addition,wehave comparedour solutionto two network
architecturesproposedby IETF to enhancethebest-effort service(IntservandDiffserv),andcon-
cludethatour solutionachievesthebestof thetwo worlds. In particular, it canprovide servicesas
powerful andasflexible astheonesimplementedby Intserv, while having similar complexity and
scalabilityasDiffserv.
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Chapter 4

Providing Flow Protection in SCORE

In this chapterwe presentthefirst illustrationof our generalsolutiondescribedin Chapter3. The
goal is to provide flow protection, which is one of the most desirableenhancementsof today’s
best-effort service.If deployed,flow protectionwouldallow diverseend-to-endcongestioncontrol
schemesto seamlesslycoexist in theInternet,andprotectwell behaved traffic againstmaliciousor
ill-behavedtraffic. Thesolutionof choiceto achieveflow protectionis tohaveroutersimplementfair
bandwidthallocation.Unfortunately, previousknown implementationsof fair bandwidthallocation
requirestatefulnetworks, that is, requireroutersto maintainper flow stateandperformper flow
management.In thischapter, wepresentasolutionto addressthisproblem.In particularweusethe
DynamicPacketState(DPS)techniqueto provide fair bandwidthallocationsin aSCOREnetwork.
To the bestof our knowledgethis is the first solution to provide fair bandwidthallocationin a
statelesscorenetwork.

The rest of this chapteris organizedas follows. The next sectionpresentsthe motivations
behindthe flow isolationanddescribesthe fair bandwidthallocationapproachto implementthis
service.Section4.2 outlinesour solutiondevelopedin theSCORE/DPSframework, calledCore-
StatelessFair Queueing(CSFQ).Section4.3 focusseson thedetailsof CSFQandits performance
both absoluteand relative, while Section4.4 presentssimulationresultsand compareCSFQto
several otherschemes.Finally, Section4.5 presentsrelatedwork, andSection4.6 concludesthe
chapterby summarizingour results.

4.1 Background

Becauseof theirrelianceonstatisticalmultiplexing,datanetworkssuchastheInternet,mustprovide
somemechanismto controlnetwork congestion.Network congestionoccurswhenthe rateof the
traffic arriving at a link exceedsthelink capacity. ThecurrentInternet,which primarily usesFIFO
queueinganddrop-tailmechanismsin its routers,relieson end-to-endcongestioncontrol in which
end-hostsreducetheir transmissionrateswhenthey detectthatthenetwork is congested.Themost
widely utilized form of end-to-endcongestioncontrol is TransportControl Protocol(TCP) [57],
whichhasbeentremendouslysuccessfulin preventingcongestioncollapse.

However, theeffectivenessof thisapproachdependsononefundamentalassumption:end-hosts
cooperate by implementinghomogeneouscongestioncontrolalgorithms.In otherwordstheseal-
gorithmsproducesimilarbandwidthallocationsif usedin similarcircumstances.In today’s Internet
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thisis equivalentto flowsbeing“TCP-friendly”, whichmeansthat“their arrival ratedoesnotexceed
thatof any TCPconnectionin thesamecircumstances”[36].

While this wasa reasonableassumptionin the pastwhenthe Internetwasprimarily usedby
theresearchcommunity, andthevastmajority of traffic wasTCPbased,it is no longertruetoday.
In particular, this assumptioncanbe violatedin threegeneralways. First, someapplicationsare
unresponsivein that they don’t implementany congestioncontrol algorithmsat all. Most of the
earlymultimediaandmulticastapplications,like vat [59], nv [40], vic [70], wb [58] andRealAu-
dio fall into this category. Anotherexamplewould bemalicioususersmountingdenialof service
attacksby blastingunresponsive traffic into thenetwork. Second,someapplicationsusecongestion
controlalgorithmsthat,while responsive,arenotTCP-friendly. An exampleof suchanalgorithmis
Receiver-driven LayeredMulticast(RLM) [69].1 Third, someuserswill cheatandusea non-TCP
congestioncontrolalgorithmto getmorebandwidth.An exampleof thiswouldbeusingamodified
form of TCPwith, for instance,a largerinitial window andwindow openingconstants.

Startingwith Nagle[74], many researchersobservedthattheseproblemscanbeovercomewhen
routershave mechanismsthatallocatebandwidthin a fair manner. Fair bandwidthallocationpro-
tectswell-behaved flows from the ill-behaved (unfriendly)flows, andallows a diversesetof end-
to-endcongestioncontrol policies to co-exist in the network [31]. To differentiateit from other
approaches(seeSection4.5for analternative approach)thatdealwith theunfriendlyflow problem
we call this approachtheallocationapproach.It is importantto notethat theallocationapproach
doesnot demandthat all flows adoptsomeuniversallystandardend-to-endcongestioncontrolal-
gorithm;flowscanchooseto respondto thecongestionin whatever mannerbestsuitsthemwithout
harmingotherflows. Assumingthatflowsprefernot to have significantlevelsof packet drop,these
allocationapproachesgive an incentive for flows to useend-to-endcongestioncontrol, because
beingunresponsive hurtstheirown performance.

While theallocationapproachhasmany desirablepropertiesfor congestioncontrol, it hasyet
to bedeployedin theInternet.Oneof themainreasonsbehindthis stateof affairsis theimplemen-
tationcomplexity. Until now, fair allocationsweretypically achieved by usingper flow queueing
mechanisms– suchas Fair Queueing[31, 79] and its many variants[10, 45, 94] – or per flow
droppingmechanismssuchasFlow RandomEarly Drop (FRED)[67]. Thesemechanismsaresig-
nificantly morecomplex to implementthanthe traditionalFIFO queueingwith drop-tail,which is
the mostwidely implementedanddeployed mechanismin routerstoday. In particular, fair allo-
cationmechanismsinherentlyrequiretherouterto maintainstateandperformoperationson a per
flow basis. For eachpacket that arrivesat the router, the routersneedsto classifythe packet into
a flow, updateperflow statevariables,andperformcertainoperationsbasedon theperflow state.
Theoperationscanbeassimpleasdecidingwhetherto dropor queuethepacket (e.g.,FRED),or
ascomplex asmanipulationof priority queues(e.g.,Fair Queueing).While anumberof techniques
have beenproposedto reducethe complexity of the per packet operations[9, 94, 99], andcom-
mercialimplementationsareavailablein someintermediateclassrouters,it is still unclearwhether
thesealgorithmscanbe cost-effectively implementedin high-speedbackboneroutersbecauseall
thesealgorithmsstill requirepacket classificationandperflow statemanagement.

1Although our datain Section4.4 showed RLM receiving lessthanits fair share,whenwe changethe simulation
scenariosothattheTCPflow startsafterall theRLM flows, it thenreceiveslessthanhalf of its fair share.Thishysteresis
in theRLM versusTCPbehavior wasfirst pointedout to usby SteveMcCanne[69].
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Figure4.1: (a) A referencestatefulnetwork thatprovidesfair bandwidthallocation;eachnodeimplements
theFair Queueingalgorithm.(b) A SCOREnetwork thatapproximatestheserviceprovidedby thereference
network; eachnodeimplementsouralgorithm,calledCore-StatelessFair Queueing(CSFQ).

In this chapter, we addressthecomplexity problemby describinga solutionbasedon Dynamic
Packet Stateto provide fair bandwidthallocationwithin a SCOREdomain. We call this solution
Core-StatelessFair Queueing(CSFQ)sincethecorerouterskeepno perflow state,but insteaduse
thestatethatis carriedin thepacket labels.

4.2 Solution Outline

Existingsolutionsto providefair bandwidthallocationrequireroutersto maintainperflow state[10,
31, 45, 79, 94]. In this chapter, we presentthefirst solutionto achieve fair bandwidthallocationin
a network in which coreroutersmaintainno per flow state. Our solutionis basedon the generic
approachdescribedin Section3.1.2.Thisapproachconsistsof two steps.In thefirst stepwedefine
areferencenetwork thatprovidesfair bandwidthallocationby having eachnodeimplementtheFair
Queueing(seeFigure4.1(a))algorithm. In the secondstep,we approximatetheserviceprovided
by thereferencenetwork within a SCOREnetwork (seeFigure4.1(b)). To achieve this we usethe
DynamicPacket State(DPS)techniqueto implementa novel algorithm,calledCore-StatelessFair
Queueing(CSFQ),whichapproximatesthebehavior of Fair Queueing.

With CSFQ,edgeroutersuseperflow stateto estimatethe rateof eachincomingflow. Upon
a packet arrival, the edgerouter classifiesthe packet to the appropriateflow, updatesthe flow’s
rateestimate,andthenlabelsthepacket with this estimate.In turn, corerouters2 implementFIFO
queueingwith probabilisticdroppingon input. Theprobabilityof droppinga packet asit arrivesat
thequeueis afunctionof therateestimatecarriedin thelabelandof thefair sharerateat thatrouter,
which is estimatedbasedon measurementsof theaggregatetraffic. Whenthepacket is forwarded
theroutermayupdatetheestimatecarriedby thepacket to reflecttheeventualchangein theflow’s
ratedueto packet dropping.In this way, CSFQavoidsboththeneedto maintainperflow stateand
theneedto usecomplicatedpacket schedulingandbuffering algorithmsatcorerouters.

2NotethatExample1 in Section3.1.3outlinestheCSFQalgorithmasimplementedby corerouters.
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4.3 Core-StatelessFair Queueing(CSFQ)

In this sectionwe presentour algorithm,calledCore-StatelessFair Queueing(CSFQ),which ap-
proximatesthebehavior of Fair Queueingin aSCOREnetwork. To offer intuition abouthow CSFQ
works,wefirst presenttheidealizedbit-by-bit or fluid versionof theprobabilisticdroppingscheme,
andthenextendthealgorithmto apracticalpacket-by-packet version.

4.3.1 Fluid Model Algorithm

We first considera bufferlessfluid modelof a routerwith outputlink speedù , wheretheflows are
modelledasacontinuousstreamof bits. Weassumeeachflow’sarrival rate ÷ ø������ is known precisely.
Max-minfair bandwidthallocationsarecharacterizedby thefactthatall flowsthatarebottlenecked
(i.e.,havebitsdropped)by this routerhave thesameoutputrate.Wecall this ratethefair share rate
of theserver; let � ����� bethefair sharerateat time � . In general,if max-minbandwidthallocations
areachieved,eachflow ö receivesserviceat a rategivenby ����� � ÷oø ����� ü � ������� . Let � ����� denotethe
totalarrival rate: � ����� �����ø! ¹ ÷oø ����� . If � �����#" ù thenthefair share� ����� is theuniquesolutionto

ù � �$ ø! ¹ ����� � ÷oø ����� ü � ������� ü (4.1)

If � �����&% ù thennobitsaredroppedandwewill, by convention,set � ����� � ��'�()ø�÷oø ����� .
If ÷oø �����)% � ����� , i.e., flow ö sendsno morethantheserver’s fair sharerate,all of its traffic will

be forwarded.If ÷oø �����*" � ����� , thena fraction +-,/.10�2 ·43 .50�2+-,/.10�2 of its bits will bedropped,so it will have
anoutputrateof exactly � ����� . This suggestsa very simpleprobabilisticforwardingalgorithmthat
achievesfair allocationof bandwidth:eachincomingbit of flow ö is droppedwith theprobability

��'�(768� ü �:9 � �����÷ ø������
; (4.2)

Whenthesedroppingprobabilitiesareused,thearrival rateof flow ö at thenext hopis givenby���!�=< ÷6ø ����� ü � �����?> .
4.3.2 Packet Algorithm

The above algorithmis definedfor a bufferlessfluid systemin which the arrival ratesareknown
exactly. Our tasknow is to extendthis approachto thesituationin realrouterswheretransmission
is packetized,thereis substantialbuffering,andthearrival ratesarenotknown.

We still employ a drop-on-inputscheme,except that now we drop packets rather than bits.
Becausetherateestimation(describedbelow) incorporatesthepacketsize,thedroppingprobability
is independentof the packet sizeanddependsonly, asabove, on the rate ÷oø ����� andfair sharerate� ����� .

Weareleft with two remainingchallenges:estimatingtherates÷oø ����� andthefair share� ����� . We
addressthesetwo issuesin turn in thenext two subsections,andthendiscussthe rewriting of the
labels.Pseudocodereflectingthisalgorithmis describedin Figures4.3and4.4.
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Figure4.2: Thearchitectureof theoutputport of anedgerouter, anda corerouter, respectively.

4.3.2.1 Computation of Flow Arri val Rate

Recallthat in our architecture,therates÷oø ����� areestimatedat theedgeroutersandthentheserates
areinsertedinto thepacket labels.At eachedgerouter, weuseexponentialaveragingto estimatethe
rateof aflow. Let ��Aø and ú Aø bethearrival timeandlengthof the B 0!C packet of flow ö . Theestimated
rateof flow ö , ÷oø , is updatedevery timeanew packet is received:

÷ �ED-Fø � � �G9IH ·KJML,ON�P � ú AøQ Aø û H ·KJML,ON�P ÷�R�SUTø ü (4.3)

where
Q Aø � �VAø 9 � A ·P¹ø and W is aconstant.Wediscusstherationalefor usingtheform H�·KJ L, N�P for

theexponentialweightin Section4.3.7.

4.3.2.2 Link Fair RateEstimation

In this section,we presentanestimationalgorithmfor � ����� . To give intuition, consideragainthe
fluid modelin Section4.3.1wherethearrival ratesareknown exactly, andassumethesystemper-
forms the probabilisticdroppingalgorithmaccordingto Eq. (4.2). Then,the ratewith which the
algorithmacceptspacketsis a functionof thecurrentestimateof the fair sharerate,which we de-
noteby X� ����� . Letting Y � X� ������� denotethisacceptancerate,wehave

Y � X� ������� � �$ ø! ¹ ����� � ÷oø ����� ü X� �������MZ (4.4)

Notethat Y �V[1� is a continuous,nondecreasing,concave, andpiecewise-linearfunctionof X� . If the
link is congested( � �����\" ù ) we chooseX� ����� to be theuniquesolutionto Y ��]^� � ù . If the link
is not congested( � �����`_ ù ) we take X� ����� to be the largestrateamongtheflows that traversethe
link, i.e., X� ����� � ��'�( ¹�a ø a � � ÷oø ������� . FromEq. (4.4) notethat if we knew thearrival rates÷6ø ����� we
could thencompute� ����� directly. To avoid having to keepsuchperflow state,we seekinsteadto
implicitly computeX� ����� by usingonly aggregatemeasurementsof Y and � .

We usethe following heuristicalgorithmwith threeaggregatestatevariables: X� , the estimate
for thefair sharerate; X� , theestimatedaggregatearrival rate; XY , theestimatedrateof theaccepted
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on packet b arrival
if (edgerouter)ced

classify(b );bgf hjiEk�lmh d estimaterate( nmoqpjb ); r
s useEq.(4.3) strb8n�uvk d max( w�pyx{z7|^r�b4f h�i�k�l}h );
if (b~n�uvk&� unif rand(0, 1))| d estimate | (b4pyx );

drop(p);
else| d estimate | (b4pVw );

enqueue(p);
if (b~n�uvk&��w )bgf hjiEk�lmh d | ; rts relabelp str

Figure4.3: Thepseudocodeof CSFQ.

traffic. Thelasttwo variablesareupdateduponthearrival of eachpacket. For X� weuseexponential
averagingwith a parameterH�·KJ N�P�� where

Q
is the inter-arrival time betweenthe currentandthe

previouspacket: X� �ED-F � � �G9�H ·KJ N�P � � úQ û H ·KJ N�P � X� R�SUT (4.5)

where X� RVS1T is thevalueof X� beforetheupdating.Weuseananalogousformulato update XY .
Theupdatingrule for X� dependson whetherthe link is congestedor not. To filter out theesti-

mationinaccuraciesdueto exponentialsmoothingwe usea window of size W�� . A link is assumed
to becongested, if X���Üù atall timesduringaninterval of length W�� . Conversely, alink is assumed
to beuncongested, if X� % ù at all timesduringan interval of length W�� . Thevalue X� is updated
only at the end of an interval in which the link is eithercongestedor uncongestedaccordingto
thesedefinitions.If the link is congestedthen X� is updatedbasedon theequationY � X� � � ù . We
approximateY �V[1� by a linearfunctionthatintersectstheorigin andhasslope XYèýKX� R�SUT . Thisyields

X� ��D-F � X� R�SUT ù XY (4.6)

If the link is not congested,X� ��D-F is setto the largestrateof any active flow (i.e., the largestlabel
seen)duringthelast W�� time units. Thevalueof X� ��D-F is thenusedto computedroppingprobabil-
ities, accordingto Eq. (4.2). For completeness,we give thepseudocodeof theCSFQalgorithmin
Figure4.4.

We now describetwo minor amendmentsto this algorithmrelatedto how thebuffersareman-
aged.Thegoalof estimatingthefair shareX� is to matchtheacceptedrateto thelink bandwidth.Due
to estimationinaccuracies,loadfluctuationsbetweenX� ’supdates,andtheprobabilisticnatureof our
algorithm,theacceptedratemayoccasionallyexceedthe link capacity. While ideally therouter’s
buffers canaccommodatethe extra packets,occasionallythe routermaybe forcedto drop the in-
comingpacket dueto lack of buffer space.Sincedrop-tailbehavior will defeatthepurposeof our
algorithm,andmayexhibit undesirablepropertiesin thecaseof adaptive flowssuchasTCP[37], it

50



estimate | (bgp-�
n}u�b
b~l}� )
estimaterate( X� p�b ); rts est.arrival rate(useEq.(4.5)) s
r
if ( �
n�u�btb~l}� dGd�� �����e� )

estimaterate( X� p�b ); rts est.acceptedtraffic rate str
if ( X�����

)
if ( ��u}�O��l}�y�ql}� dGd�� �#�{�e� )��u}�O�El��y�ql}� d��#�G� � ;���qi�n}� � c�� l d ��n}� � c�� l ;
else

if ( ��nm� � c�� lG�����qi�n}� � c�� l{ ¢¡\£ )X| d X|¢¤ � r X� ;�y�qi�n}� � c�� l d ��n}� � c�� l ;
else r
s X��¥�� str

if ( ��u}�O��l}�y�ql}� dGd��#�G� � )��u}�O�El��y�ql}� d�� �#�{�e� ;���qi�n}� � c�� l d ��n}� � c�� l ;� � b | d w ; r
s useto computenew |¦s
r
else

if ( ��nm� � c�� l ¥ ���qi�n}� � c�� l{ ¢¡ £ )� � b | d max( � � b |{p�bgf hjiEk�lmh );
elseX| d � � b | ;�y�qi�n}� � c�� l d ��n}� � c�� l ;� � b | d w ;

return X| ;

Figure4.4: Thepseudocodeof CSFQ(fair rateestimation).

is importantto limit its effect. To doso,weuseasimpleheuristic:every time thebuffer overflows,X� is decreasedby a smallfixedpercentage(takento be � % in our simulations).Moreover, to avoid
overcorrection,we make surethat during consecutive updatesX� doesnot decreaseby morethan
25%.

In addition,sincethereis little reasonto considera link congestedif thebuffer is almostempty,
we apply the following rule. If the link becomesuncongestedby the test in Figure4.4, thenwe
assumethat it remainsuncongestedaslong asthe buffer occupancy is lessthansomepredefined
threshold.In thecurrentimplementationweusea thresholdthatis half of thetotalbuffer capacity.

4.3.2.3 Label Rewriting

Our rateestimationalgorithmin Section4.3.2.1allows usto labelpacketswith their flow’s rateas
they entertheSCOREdomain.Our packet droppingalgorithmdescribedin Section4.3.2.2allows
usto limit flows to their fair shareof thebandwidth.After aflow experiencessignificantlossesat a
congestedlink insidethedomain,however, thepacket labelsareno longeranaccurateestimateof
its rate. We cannotrerunour estimationalgorithm,becauseit involvesperflow state.Fortunately,
asnotedin Section4.3.1,theoutgoingrateis merelytheincomingrateor thefair rate, � , whichever
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is smaller. Therefore,werewrite thethepacket label § as

§ �ED?F � ���!� � § R�S1T ü � � ü (4.7)

By doingso,theoutgoingflow rateswill beproperlyrepresentedby thepacket labels.

4.3.3 WeightedCSFQ

The CSFQalgorithmcanbe extendedto supportflows with differentweights. Let ¨�ø denotethe
weightof flow ö . Returningto our fluid model,themeaningof theseweightsis thatwe saya fair
allocationis onein whichall bottleneckedflowshave thesamevaluefor +-,F , . Then,if � �����&" ù , the

normalizedfair rate � ����� is theuniquevaluesuchthat ���ø! ¹ ¨�øE���!��©y� ü +-,F ,�ª � ù . Theexpression

for the droppingprobabilitiesin the weightedcaseis ��'�( © � ü �:9�� F ,+-, ª . The only othermajor

changeis that the label is now ÷ ø ý
¨ ø , insteadsimply ÷ ø . Finally, without goinginto detailwe note
thattheweightedpacket-by-packet versionis virtually identicalto thecorrespondingversionof the
plainCSFQalgorithm.

It is alsoimportantto notethatwith weightedCSFQwe canonly approximatea referencenet-
work in whicheachflow hasthesameweightatall routersalongits path.Thatis,ouralgorithmcan-
not accommodatesituationswheretherelative weightsof flows differ from routerto routerwithin
a domain.However, evenwith this limitation, weightedCSFQmayprove avaluablemechanismin
implementingdifferentialservices,suchastheoneproposedin [116].

4.3.4 PerformanceBounds

Wenow presentthemaintheoreticalresultfor CSFQ.For generality, thisresultis givenfor weighted
CSFQ.Theproof is givenin AppendixA.

Ouralgorithmis built aroundseveralestimationprocedures,andthusis inherentlyinexact.One
naturalconcernis whethera flow canpurposely“exploit” theseinaccuraciesto get morethanits
fair shareof bandwidth.We cannotanswerthis questionwith full generality, but we cananalyzea
simplifiedsituationwherethenormalizedfair sharerate, � , is heldfixedandthereis no buffering,
sothedropprobabilitiesarepreciselygivenby Eq.(4.2). In addition,weassumethatwhenapacket
arrives,a fractionof thatpacket equalto theflow’s forwardingprobabilityis transmitted.Notethat
during any time interval < � ¹ ü � 	 � a flow with weight ¨ is entitledto receive at most ¨«� ��� 	¬9 � ¹ �
servicetime; we call any amountabove this theexcessservice. This excessservicecanbebound,
independentof boththearrival processandthelengthof thetime interval duringwhich theflow is
active. Thebounddoesdependcruciallyon themaximalrate, ­ , atwhichaflow packetscanarrive
at a router(limited, for example,by thespeedof theflow’saccesslink); thesmallerthis rate ­ , the
tighterthebound.

Theorem 1 Considera link with a constantnormalizedfair rate � , anda flowwith weighẗ . Then,
theexcessservicereceivedbya flowwith weight ¨ thatsendsat a rateno larger than ­ is bounded
aboveby

÷ 3 W®6¯� û ln
­÷ 3 ;&û ú!°²±V³ ü (4.8)
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where ÷ 3 � �{¨ , and ú!´#µ�¶ representsthemaximumlengthof a packet.

By boundingthe excessservice,we have shown that in this idealizedsetting,the asymptotic
throughputcannotexceedthe fair sharerate. Thus,flows canonly exploit the systemover short
timescales;they arelimited to their fair shareover long timescales.

4.3.5 Implementation Complexity

At corerouters,boththetimeandspacecomplexity of ouralgorithmareconstantwith respectto the
numberof competingflows,andthuswethink CSFQcouldbeimplementedin veryhighspeedcore
routers.At eachedgerouterCSFQneedsto maintainperflow state.Uponthearrival of eachpacket,
theedgerouterneedsto (1) classifythepacket to aflow, (2) updatethefair sharerateestimationfor
thecorrespondingoutgoinglink, (3) updatetheflow rateestimation,and(4) label thepacket. All
theseoperationswith theexceptionof packet classificationcanbeefficiently implementedtoday.

Efficientandgeneral-purposepacketclassificationalgorithmsarestill underactiveresearch.We
expectto leveragetheseresults.Wealsonotethatpacketclassificationat ingressnodesis neededfor
a numberof otherpurposes,suchasin thecontext of Multiprotocol LabelSwitching(MPLS) [17]
or for accountingpurposes.Therefore,the classificationrequiredfor CSFQmay not be an extra
cost. In addition,edgerouterstypically not on thehigh-speedbackbonelinks poseno problemas
classificationat moderatespeedsis quitepractical.

4.3.6 Ar chitectural Considerations

We have usedthe term flow without definingwhat we mean. This wasintentional,asthe CSFQ
approachcanbeappliedto varyingdegreesof flow granularity;that is, what constitutesa flow is
arbitraryaslong asall packetsin theflow follow thesamepathwithin thecore. For convenience,
flow asusedhereis implicitly definedasa source-destinationpair, but onecouldeasilyassignfair
ratesto many othergranularitiessuchassource-destination-ports. Moreover, theunit of “flow” can
vary from domainto domainaslongastheratesarere-estimatedwhenenteringanew domain.

Similarly, we have not beenpreciseaboutthesizeof theSCOREdomains.In oneextreme,we
couldtake eachrouterasa domainandestimateratesat every router;this would allow usto avoid
the useof complicatedper flow schedulinganddroppingalgorithms,but would requireper flow
classification.Anotherpossibility is that ISPscouldextendtheir SCOREdomainto thevery edge
of their network, having their edgeroutersat the pointswherecustomer’s packetsenterthe ISP’s
network. Building on the previous scenario,multiple ISPscould combinetheir domainsso that
classificationandestimationdid not have to beperformedat ISP-ISPboundaries.Thekey obstacle
hereis oneof trustbetweenISPs.

4.3.7 MiscellaneousDetails

Having presentedthebasicCSFQalgorithm,wenow returnto discussa few aspectsin moredetail.
Wehaveusedexponentialaveragingto estimatethearrival ratein Eq. (4.3).However, insteadof

usingaconstantexponentialweightweusedH ·KJ N�P , where
Q

is theinter-packet arrival timeand W
is aconstant.Ourmotivationwasthat H�·KJ N�P morecloselyreflectsa fluid averagingprocesswhich
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is independentof the packetizing structure. More specifically, it canbe shown that if a constant
weight is used,the estimatedratewill be sensitive to the packet lengthdistribution andthereare
pathologicalcaseswheretheestimatedratediffers from therealarrival rateby a factor;this would
allow flows to exploit theestimationprocessandobtainmorethantheir fair share.In contrast,by
usinga parameterof H ·KJ N�P , the estimatedratewill asymptoticallyconverge to the real rate,and
thisallowsusto boundtheexcessservicethatcanbeachieved(asin Theorem1). Weusedasimilar
averagingprocessin Eq. (4.5) to estimatethetotalarrival rate � .

Thechoiceof W in theabove expressionH�·KJ N�P presentsuswith several tradeoffs. First,while
asmallerW increasessystemresponsivenessto rapidratefluctuations,alarger W betterfiltersnoise
andavoidspotentialsysteminstability. Second,W shouldbe largeenoughsuchthat theestimated
rate, calculatedat the edgeof the network, remainsreasonablyaccurateafter a packet traverses
multiple links. This is becausethedelay-jitterchangesthepackets’ inter-arrival pattern,whichmay
resultin an increaseddiscrepancy betweentheestimatedrate(received in thepackets’ labels)and
the real rate. To counteractthis effect, asa rule of thumb, W shouldbe oneorderof magnitude
largerthatthedelay-jitterexperiencedby a flow over a time interval of thesamesize, W . Third, W
shouldbeno larger thanthe averagedurationof a flow. Basedon this constraints,anappropriate
valuefor W wouldbebetween100and500ms.

4.4 Simulation Results

In this sectionwe evaluateour algorithmby simulation. To provide somecontext, we compare
CSFQ’sperformanceto threeadditionalalgorithms.Two of these,FIFO andRED,representbase-
line caseswhereroutersdo not attemptto achieve fair bandwidthallocations.Theothertwo algo-
rithms,FREDandDRR,representdifferentapproachesto achieving fairness.
 FIFO (First In First Out) - Packetsareserved in a first-in first-outorder, andthebuffersare

managedusingasimpledrop-tailstrategy; i.e.,incomingpacketsaredroppedwhenthebuffer
is full.
 RED(RandomEarlyDetection)- Packetsareservedin afirst-in first-outorder, but thebuffer
managementis significantlymoresophisticatedthandrop-tail.RED[37] startsto probabilis-
tically drop packets long beforethe buffer is full, providing early congestionindicationto
flows which canthengracefullyback-off beforethe buffer overflows. RED maintainstwo
buffer thresholds.Whentheexponentiallyaveragedbuffer occupancy is smallerthanthefirst
threshold,no packet is dropped,andwhenthe exponentiallyaveragedbuffer occupancy is
larger thanthe secondthresholdall packetsaredropped.Whenthe exponentiallyaveraged
buffer occupancy is betweenthe two thresholds,the packet droppingprobability increases
linearlywith buffer occupancy.
 FRED(Fair RandomEarly Drop) - This algorithmextendsRED to provide somedegreeof
fair bandwidthallocation[67]. To achieve fairness,FREDmaintainsstatefor all flows that
have at leastonepacket in thebuffer. Unlike REDwherethedroppingdecisionis basedonly
on the buffer state,in FRED droppingdecisionsarebasedon this flow state. Specifically,
FREDpreferentiallydropsa packet of a flow thathaseither(1) hadmany packetsdropped
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in thepast,or (2) a queuelarger thantheaveragequeuesize.FREDhastwo variants(which
we will call FRED-1andFRED-2). The main differencebetweenthe two is that FRED-2
guaranteesto eachflow a minimumnumberof buffers. As a generalrule,FRED-2performs
betterthanFRED-1only whenthenumberof flows is large. In thefollowing data,whenwe
don’t distinguishbetweenthetwo,wearequotingtheresultsfrom theversionof FREDwhich
performedthebest.
 DRR (Deficit RoundRobin) - This algorithmrepresentsan efficient implementationof the
well-known weightedfair queueing(WFQ) discipline. The buffer managementschemeas-
sumesthatwhenthebuffer is full thepacket from thelongestqueueis dropped.DRR is the
only oneof thefour to useasophisticatedper-flow queueingalgorithm,andthusachievesthe
highestdegreeof fairness.

Thesefour algorithmsrepresentfour different levels of complexity. DRR andFRED have to
classify incomingflows, whereasFIFO andRED do not. In addition,DRR hasto implementits
packet schedulingalgorithm (whereasthe rest all usefirst-in-first-out scheduling). CSFQedge
routershavecomplexity comparableto FRED,andCSFQcoreroutershavecomplexity comparable
to RED.

We have examinedthebehavior of CSFQundera varietyof conditions.We useanassortment
of traffic sources(mainly CBR andTCP, but alsosomeon-off sources)andtopologies.For space
reasons,weonly reportonasmallsamplingof thesimulationswehave run;afuller setof tests,and
thescriptsusedto runthem,is availableathttp://www.cs.c mu.edu/ ˜i st oic a/ cs fq . All
simulationswereperformedin ns-2[78], which providesaccuratepacket-level implementationfor
variousnetwork protocols,suchasTCP andRLM (Receiver-driven LayeredMulticast) [69], and
variousbuffer managementandschedulingalgorithms,suchasREDandDRR.

Unlessotherwisespecified,we usethefollowing parametersfor thesimulationsin this section.
Eachoutputlink hasa latency of 1 ms,a buffer of 64 KB, anda buffer thresholdfor CSFQof 16
KB. In theRED andFREDcases,thefirst thresholdis setto 16 KB, while thesecondoneis setto
32KB. Theaveragingconstantusedin estimatingtheflow rateis W � ����� ms,while theaveraging
constantusedin estimationthefair rate � is W 3 �¸· ��� ms.Finally, in all topologiesweusethefirst
router(gateway) on thepathof aflow is alwaysassumedto betheedgerouter;all otherroutersare
assumedwithoutexceptionto becorerouters.

We simulatedthe other four algorithmsto give us benchmarksagainstwhich to assessthese
results.WeuseDRR asour modelof fairnessandusethebaselinecases,FIFO andRED,asrepre-
sentingthe(unfair) statusquo.Thegoalof theseexperimentsis determinewhereCSFQsitsbetween
thesetwo extremes.FREDis a moreambiguousbenchmark,beingsomewhatmorecomplex than
CSFQ,but notascomplex asDRR.

In general,we find that CSFQachieves a reasonabledegreeof fairness,significantlycloser
to DRR thanto FIFO or RED. CSFQ’s performanceis typically comparableto FRED’s, although
thereareafew situationswhereCSFQsignificantlyoutperformsFRED.Therearealargenumberof
experimentsandeachexperimentinvolvesrathercomplex dynamics.Duetospacelimitations,in the
sectionsthatfollow wewill merelyhighlighta few importantpointsandomit detailedexplanations
of thedynamics.
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Figure4.5: (a)A 10Mbpslink sharedby N flows. (b) Theaveragethroughputover10secwhenN = 32,and
all flowsareCBRs.Thearrival ratefor flow i is (i + 1) timeslargerthanits fair share.Theflowsareindexed
from 0.

4.4.1 A SingleCongestedLink

Wefirst considerasinglecongestedlink sharedby º flows(seeFigure4.5(a)).Weperformedthree
relatedexperiments.

In thefirst experiment,we have 32 CBR flows, indexedfrom 0, whereflow ö sendsö û � times
morethanits fair shareof 0.3125Mbps.Thusflow 0 sends0.3125Mbps,flow 1 sends0.625Mbps,
andsoon. Figure4.5(b)shows theaveragethroughputof eachflow over a 10 secinterval; FIFO,
RED,andFRED-1fail to ensurefairness,with eachflow gettingashareproportionalto its incoming
rate,while DRRis extremelyeffective in achieving afair bandwidthdistribution. CSFQandFRED-
2 achievealessprecisedegreeof fairness;for CSFQthethroughputsof all flowsarebetween9¬��� %
and û � · % of theidealvalue.

In thesecondexperimentwe considerthe impactof an ill-behaved CBR flow on a setof TCP
flows. Moreprecisely, thetraffic of flow 0 comesfromaCBRsourcethatsendsat10Mbps,whileall
theotherflows (from 1 to 31) areTCPs.Figure4.6(a)shows thethroughputof eachflow averaged
over a 10 secinterval. The only two algorithmsthat canmosteffectively containthe CBR flow
areDRR andCSFQ.UnderFREDtheCBR flow getsalmost1.8 Mbps – closeto six timesmore
thanits fair share– while theCBR only gets0.396Mbpsand0.355MbpsunderDRR andCSFQ,
respectively. As expected,FIFO andRED performpoorly, with theCBR flow gettingover 8 Mbps
in bothcases.

In the final experiment,we measurehow well the algorithmscanprotecta singleTCP flow
againstmultiple ill-behaved flows. We perform � � simulations,eachfor a differentvalueof º ,º � � Z�Z�Z � � . In eachsimulationwe take oneTCP flow and º CBR flows; eachCBR sendsat
twice its fair sharerateof ¹?»¼&½ ¹ Mbps. Figure4.6(b)plotstheratio betweentheaveragethroughput
of the TCP flow over 10 secand the total bandwidthit shouldreceive asa function of the total
numberof flows in the systemº û � . Thereare threepointsof interest. First, DRR performs
very well when thereare lessthan 22 flows, but its performancesdecreasesafterwardsbecause
thentheTCPflow’s buffer shareis lessthanthreebufferswhich is known to significantlyaffect its
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Figure4.6: (a) The throughputsof oneCBR flow (0 indexed)sendingat 10 Mbps, andof 31 TCP flows
sharinga 10 Mbps link. (b) The normalizedbandwidthof a TCP flow that competeswith À CBR flows
sendingat twice theirallocatedrates,asa functionof À .

throughput.Second,CSFQperformsbetterthanDRR whenthenumberof flows is large. This is
becauseCSFQis ableto copebetterwith theTCPburstinessby allowing theTCPflow to havemore
thantwo packetsbufferedfor shorttime intervals. Finally, acrosstheentirerange,CSFQprovides
similaror betterperformanceascomparedto FRED.

4.4.2 Multiple CongestedLinks

Wenow analyzehow thethroughputof awell-behavedflow is affectedwhentheflow traversesmore
thanonecongestedlink. Weperformedtwo experimentsbasedonthetopologyshown in Figure4.7.
All CBRs,exceptCBR-0,sendat2 Mbps.Sinceeachlink in thesystemhas10Mbpscapacity, this
will resultin all links betweenroutersbeingcongested.

In the first experiment,we have a CBR flow (denotedCBR-0) sendingat its fair sharerate
of 0.909Mbps. Figure4.8(a)shows the fraction of CBR-0’s traffic that is forwarded,versusthe
numberof congestedlinks. CSFQandFREDperformreasonablywell, althoughnot quiteaswell
asDRR.

In thesecondexperimentwe replaceCBR-0with aTCPflow. Similarly, Figure4.8(b)plotsthe
normalizedTCPthroughputagainstthenumberof congestedlinks. Again,DRR andCSFQprove
to be effective. In comparison,FRED performssignificantlyworsethoughstill muchbetterthan
RED andFIFO. Thereasonis thatwhile DRR andCSFQtriesto allocatebandwidthfairly among
competingflows duringcongestion,FREDtries to allocatethe buffer fairly. Flows with different
end-to-endcongestioncontrol algorithmswill achieve different throughputseven if routerstry to
fairly allocatethebuffer. In thecaseof Figure4.8(a),all sourcesareCBR, i.e., noneareadopting
any end-to-endcongestioncontrol algorithms,FRED providesperformancesimilar to CSFQand
DRR.In thecaseof Figure4.8(b),aTCPflow is competingwith multipleCBRflows. SincetheTCP
flow slows down duringcongestionwhile CBQ doesnot, it achievessignificantlylessthroughput
thanacompetingCBRflow.
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exceptingCBR-0,are2 Mbps,which leadsto all links betweenroutersbeingcongested.
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Figure4.8: (a) Thenormalizedthroughputof CBR-0asa functionof thenumberof congestedlinks. (b)
Thesameplot whenCBR-0is replacedby aTCPflow.

4.4.3 Coexistenceof Different Adaptation Schemes

In thisexperimentweinvestigatetheextentto whichCSFQcandealwith flowsthatemploy different
adaptationschemes.Receiver-drivenLayeredMulticast(RLM) [69] is anadaptiveschemein which
thesourcesendstheinformationencodedinto anumberof layers(eachto its own multicastgroup)
andthe receiver joins or leavesthe groupsassociatedwith the layersbasedon how many packet
dropsit is experiencing.We considera 4 Mbps link traversedby oneTCPandthreeRLM flows.
Eachsourceusesa sevenlayerencoding,wherelayer ö sends· ø ½MÁ Kbps;eachlayeris modeledby
aCBRtraffic source.Thefair shareof eachflow is 1Mbps.In theRLM casethiswill correspondto
eachreceiver subscribingto thefirst five layers.3

Theaveragereceiving ratesaveragedover 1 secintervals for eachalgorithmareplottedin Fig-
ure4.9. We have conductedtwo separatesimulationsof CSFQ.4 In thefirst one,we have usedthe
sameaveragingconstantasin therestof this chapter:W � ����� ms,and W 3 ��· ��� ms. Here,one

3Moreprecisely, wehave �IÂ,1ÃOÄ�Å ,5Æ�Ç Kbps ÈÊÉtË ÌmÌ Å Mbps.
4Seealso[69] for additionalsimulationsof RLM andTCP.
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Figure4.9: Thethroughputsof threeRLM flowsandoneTCPflow alonga4 Mbpslink.
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RLM flow doesnot getits fair share(it is onelayerbelow whereit shouldbe).We think this is due
to theburstybehavior of theTCPthat is not detectedby CSFQsoonenough,allowing theTCPto
opportunisticallygrabmorebandwidththanits shareat theexpenseof lessaggressive RLM flows.
To testthis hypothesis,wehave changedtheaveragingtime intervals to W �Ñ· � ms,and W 3 � ���
ms, respectively, which resultin TCPflow bandwidthbeingrestrictedmuchearlier. As shown in
Figure4.9(d),with theseparametersall flows receive roughly1 Mbps.

An interestingpoint to noticeis that FREDdoesnot provide fair bandwidthallocationin this
scenario.Again,asdiscussedin Section4.4.2,thisis dueto thefactthatRLM andTCPusedifferent
end-to-endcongestioncontrolalgorithms.

Finally, we notethatwe have performedtwo othersimilar experiments(not includedheredue
to spacelimitations): onein which theTCPflow is replacedby a CBR thatsendsat 4 Mbps,and
anotherin whichwehaveboththeTCPandtheCBRflowstogetheralongwith thethreeRLM flows.
Theoverall resultsweresimilar, exceptthatin bothexperimentsall flowsreceivedtheirsharesunder
CSFQwhenusingtheoriginalsettingsfor theaveragingintervals,i.e., W � ����� msand W 3 ��· ���
ms. In addition,in someof theseotherexperimentswherethe RLM flows arestartedbeforethe
TCP, theRLM flowsgetmorethantheirshareof bandwidthwhenREDandFIFOareused.

4.4.4 Different Traffic Models

So far we have only consideredCBR and TCP traffic sources. We now look at two additional
sourcemodelswith greaterdegreesof burstiness.We againconsidera single10 Mbps congested
link. In thefirst experiment,this link is sharedby oneON-OFFsourceand19 CBRsthatsendat
exactlytheirshare,0.5Mbps.TheON andOFFperiodsof theON-OFFsourcearebothdrawn from
exponentialdistributionswith meansof 200msand19*200msrespectively. During theON period
theON-OFFsourcesendsat10Mbps.NotethattheON-timeis on thesameorderastheaveraging
interval W ��· ���EÒÔÓ for CSFQ’srateestimationalgorithm,sothisexperimentis designedto testto
whatextentCSFQcanreactover shorttimescales.

Algorithm delivered dropped
DRR 1080 3819
CSFQ 1000 3889
FRED 1064 3825
RED 2819 2080
FIFO 3771 1128

Table4.1: Statisticsfor anON-OFFflow with 19CompetingCBRsflows(all numbersarein packets)

TheON-OFFsourcesent4899packetsover thecourseof theexperiment.Table4.1shows the
numberof packetsfrom theON-OFFsourcedroppedat thecongestedlink. TheDRR resultsshow
whathappenswhentheON-OFFsourceis restrictedto its fair shareat all times.FREDandCSFQ
alsoareableto achieve ahighdegreeof fairness.

Ournext experimentsimulatesWebtraffic. Thereare60TCPtransferswhoseinter-arrival times
areexponentiallydistributedwith themeanof 0.1ms,andthelengthof eachtransferis drawn from
aParetodistribution with a meanof 40packets(1 packet = 1 KB) andashapingparameterof 1.06.
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Thesevaluesareconsistentwith thosepresentedby Crovella andBestavros[27]. In addition,there
is asingle10MbpsCBRflow.

Algorithm meantime std.dev
DRR 46.38 197.35
CSFQ 88.21 230.29
FRED 73.48 272.25
RED 790.28 1651.38
FIFO 1736.93 1826.74

Table4.2: Themeantransfertimes(in ms)andthecorrespondingstandarddeviationsfor 60 shortTCPsin
thepresenceof a CBRflow thatsendsat thelink capacity, i.e.,10Mbps.

Table4.2 presentsthe meantransfertime and the correspondingstandarddeviations. Here,
CSFQandFREDdo lesswell thanDRR,but oneorderof magnitudebetterthanFIFOandRED.

4.4.5 Lar geLatency

All of our experimentsso far have hadminimal latencies.In this experimentwe againconsidera
single10 Mbpscongestedlink, but now theflows have propagationdelaysof 100msin gettingto
thecongestedlink. The load is comprisedof oneCBR thatsendsat the link capacityand19 TCP
flows. Table4.3shows themeannumberof packetsforwardedfor eachTCPflow duringa 100sec
time interval. CSFQandFREDbothperformreasonablywell.

4.4.6 Packet Relabeling

Recallthatwhenthedroppingprobability Õ of a packet is non-zerowe relabelit with a new label
where Ö�×�Ø-Ù�ÚÜÛ�Ý«Þ�Õ\ßVÖ�à�áUâ sothatthe labelof thepacket will reflectthenew rateof theflow. To
testhow well thisworksin practice,weconsiderthetopologyin Figure4.10,whereeachlink is 10
Mbps.Notethataslongasall threeflowsattemptto usetheirfull fair share,thefair sharesof flows1
and2 arelessonlink 2 (3.33Mbps)thanonlink 1 (5 Mbps),sotherewill bedroppingonbothlinks.
Thiswill testtherelabelingfunctionto makesurethattheincomingratesareaccuratelyreflectedon
thesecondlink. We performtwo experiments(only looking at CSFQ’s performance).In thefirst,
therearethreeCBRssendingdataat 10 Mbpseach.Table4.4shows theaveragethroughputsover

Algorithm mean std.dev
DRR 5857.89 192.86
CSFQ 5135.05 175.76
FRED 4967.05 261.23
RED 628.10 80.46
FIFO 379.42 68.72

Table4.3: Themeanthroughput(in packets)andstandarddeviation for 19 TCPsin thepresenceof a CBR
flow alonga link with propagationdelayof 100ms.TheCBRsendsat thelink capacityof 10Mbps.
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Figure4.10:Simulationscenariofor thepacket relabelingexperiment.Eachlink has10Mbpscapacity, and
a propagationdelayof 1 ms.

Traffic Flow 1 Flow 2 Flow 3
CBR 3.267 3.262 3.458
TCP 3.232 3.336 3.358

Table4.4: The throughputsresultingfrom CSFQaveragedover 10 secfor the threeflows in Figure4.10
alonglink 2.

10 secof the threeCBR flows. As expected,theseratesareclosedto 3.33Mbps. In the second
experiment,we replacethe threeCBRsby threeTCPs. Again, despitethe TCP burstinesswhich
maynegatively affect therateestimationandrelabelingaccuracy, eachTCPgetsits fair share.

4.4.7 Discussionof Simulation Results

We have testedCSFQundera wide rangeof conditions;conditionspurposelydesignedto stress
its ability to achieve fair allocations. Thesetests,and the otherswe have run but cannotshow
herebecauseof spacelimitations,suggestthatCSFQachievesa reasonableapproximationof fair
bandwidthallocationsin mostconditions.CertainlyCSFQis farsuperiorin this regardto thestatus
quo (FIFO or RED). Moreover, in all situationsCSFQis roughlycomparablewith FRED,andin
somecasesit achievessignificantlyfairer allocations.Recallthat FREDrequiresper-packet flow
classificationwhile CSFQdoesnot, sowe areachieving theselevelsof fairnessin a morescalable
manner. However, thereis clearlyroomfor improvementin CSFQ.Wethink ourbuffer management
algorithmmaynot bewell-tunedto thevagariesof TCPbuffer usage,andsoarecurrentlylooking
at adoptinganapproachcloserin spirit to RED for buffer management,while retainingtheuseof
thelabelsto achieve fairness.

4.5 RelatedWork

An alternative to theallocationapproachwasrecentlyproposedto addresstheproblemof the ill-
behaved (unfriendly) flows. This approachis calledthe identificationapproachandit is bestex-
emplifiedby Floyd andFall [36]. In this approach,routersusea lightweight detectionalgorithm
to identify unfriendlyflows, andthenexplicitly managethe bandwidthof theseunfriendly flows.
This bandwidthmanagementcanrangefrom merelyrestrictingunfriendly flows to no morethan
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Simulation1 Simulation2
Algorithm

UDP TCP-1 TCP-2 TCP-1 TCP-2
REDI 0.906 0.280 0.278 0.565 0.891
CSFQ 0.554 0.468 0.478 0.729 0.747

Table4.5: Simulation1 – Thethroughputsin Mbpsof oneUDP andtwo TCPflows alonga 1.5Mbpslink
underREDI [36] andCSFQ,respectively. Simulation2 – Thethroughputsof two TCPs(whereTCP-2opens
its congestionwindow threetimesfasterthanTCP-1),underREDI andCSFQ,respectively.

thecurrentlyhighestfriendly flow’s shareto theextremeof severelypunishingunfriendlyflowsby
droppingall of theirpackets.

ComparedtoCSFQ,thesolutionto implementingtheidentificationapproachdescribedbyFloyd
andFall [36] hasseveraldrawbacks.First, this solutionrequiresroutersto maintainstatefor each
flow that hasbeenclassifiedas un-friendly. In contrast,CSFQdoesnot requirecore routersto
maintainany perflow state.Second,designingaccurateidentificationtestsfor unfriendlyflows is
inherentlydifficult. Finally, theidentificationapproachrequiresthatall flowsto implementasimilar
congestioncontrolmechanism,i.e.,to beTCPfriendly. Webelieve thatthis is overly restrictive asit
severelylimits thefreedomof designingnew congestionprotocolsthatbestsuit applicationneeds.

Next, we discussin moredetail thedifficulty of providing accurateidentificationtestsfor un-
friendly flows. Onecanthink of the processof identifying unfriendly flows asoccurringin two
logically distinct stages.The first andrelatively easystepis to estimatethearrival rateof a flow.
Thesecond,andharder, stepis to usethisarrival rateinformation(alongwith thedroppingrateand
otheraggregatemeasurements)to decideif theflow is unfriendly. Assumingthatfriendly flowsuse
a TCP-like adjustmentmethodof increase-by-oneanddecrease-by-half,onecanderive anexpres-
sion(see[36] for details)for thebandwidthshareã asa functionof thedroppingrateä , round-trip
time å , andpacket size æ : ãIç è
éêMë ì for someconstantí . Becauseroutersdo not know theround
trip time å of flows, they usethelower boundof doublethepropagationdelayof theattachedlink.
Unfortunately, this allows flows further away from the link to behave moreaggressively without
beingidentifiedasbeingunfriendly.

To seehow this occursin practice,considerthefollowing two experimentsusingtheidentifica-
tion algorithmdescribedby Floyd andFall [36], which we call RED with Identification(REDI).5

In eachcasetherearemultiple flows traversinga 1.5 Mbpslink with a latency of 3 ms; theoutput
buffer sizeis 32 KB andall constantsî , î�ï , and î�ð , respectively, aresetto 400 ms. Table4.5
shows thebandwidthallocationsunderREDI andCSFQaveragedover 100sec.In thefirst experi-
ment(Simulation1), weconsidera1 MbpsUDPflow andtwo TCPflows; in thesecondexperiment
(Simulation2) we have a standardTCP(TCP-1)anda modifiedTCP(TCP-2)thatopensthecon-
gestionwindow threetimesfaster. In bothcasesREDI fails to identify theunfriendlyflow, allowing
it to obtainalmosttwo-thirdsof thebandwidth.As we increasethe latency of thecongestedlink,
REDI startsto identify unfriendlyflows. However, for somevaluesashighas18ms,it still fails to
identify suchflows. Thus,theidentificationapproachstill awaitsaviablerealizationand,asof now,

5Wearegratefulto SallyFloyd whoprovidedusherscriptimplementingtheREDI algorithm.Weusedasimilarscript
in our simulation,with theunderstandingthatthis is apreliminarydesignof theidentificationalgorithm.Our contention
is thatthedesignof suchanidentificationalgorithmis fundamentallydifficult dueto theuncertaintyof RTT.
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theallocationapproachis theonly demonstratedmethodableto dealwith theproblemof unfriendly
flows.

The problemof estimatingfair-sharerate hasalso beenstudiedin the context of designing
AvailableBit Rate(ABR) algorithmsfor ATM networks. While theproblemsaresimilar, thereare
alsoseveral importantdifferences.First, in ATM ABR, thegoal is to provide explicit feedbackto
endsystemsfor policing purposessothatcell lossinsidethenetwork canbeprevented.In CSFQ,
thereis no explicit feedbackandedgepolicing. Packetsfrom a flow mayarrive at a muchhigher
ratethantheflow’s fair sharerateandthegoalof CSFQis to ensure,by probabilisticdropping,that
suchflows do not getmoreservicethantheir shares.Second,sinceATM alreadykeepspervirtual
circuit (VC) state,additionalperVC stateis usuallyaddedto improve theaccuracy andreducethe
timecomplexity of estimatingthefair sharerate[20, 33, 61]. However, thereareseveralalgorithms
thattry to estimatethefair sharewithout keepingperflow state[87, 95]. Thesealgorithmsrely on
theflow ratescommunicatedby theend-system.Theseestimatesareassumedto remainaccurate
overmultiplehops,dueto theaccurateexplicit congestioncontrolprovidedby ABR. In contrast,in
CSFQ,sincethenumberof droppedpacketscannotbeneglected,theflow ratesarere-computedat
eachrouter, if needed(seeSection4.3.2.3). In addition,theestimationalgorithmsarethemselves
quite different. While the algorithmsin averagingover the flow ratescommunicatedby the end-
systems,CSFQuseslinear interpolationin conjunctionwith exponentiallyaveragingthe traffic
aggregatesat therouter. Ourpreliminaryanalysisandevaluationshow thatourestimationalgorithm
is moresuitedfor ourcontext.

4.6 Summary

In this chapterwe have presenteda solution that achieves fair bandwidthallocation,without re-
quiring coreroutersto maintainany per-flow state. The key ideais to usethe DPStechniqueto
approximatetheserviceprovidedby a referencenetwork — in which every nodeimplementsFair
Queueing– within a SCOREnetwork. Eachnodein theSCOREnetwork implementsa novel al-
gorithm,calledCore-StatelessFair Queueing(CSFQ).With CSFQedgeroutersestimateflow rates
andinserttheminto thepacket headers.Corerouterssimply performprobabilisticdroppingon in-
put basedon theselabelsandanestimateof the fair sharerate,thecomputationof which requires
only aggregatemeasurements.Packet labelsarerewrittenby thecoreroutersto reflectoutputrates,
sothisapproachcanhandlemulti-hopsituations.

We have testedCSFQand several other algorithmsundera wide variety of conditions. We
have foundthatCSFQachievesasignificantdegreeof fairnessin all of thesecircumstances.While
not matchingthe fairnessbenchmarkof DRR, it is comparableor superiorto FRED, andvastly
betterthanthe baselinecasesof RED andFIFO. We know of no otherapproachthat canachieve
comparablelevelsof fairnesswithoutany per-flow operationsin thecorerouters.
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Chapter 5

Providing GuaranteedServicesin SCORE

In thepreviouschapterwedemonstratedthatusingtheSCORE/DPSframework makesit possibleto
implementaservicewith aperflow semantic(i.e.,perflow isolation)in astatelesscorearchitecture.
In this chapter, we presenta secondexamplewhich shows that it is possibleto provide per flow
bandwidthanddelayguaranteesin acorestatelessnetwork. Weachieve thisgoalby usingtheDPS
techniqueto implementthefunctionalitiesrequiredby theGuaranteedservice[93] onboththedata
andcontrolpathsin aSCOREnetwork.

Therestof thischapteris organizedasfollows. Thenext sectionpresentsthemotivationbehind
theGuaranteedserviceanddescribestheproblemswith theexistingsolutions.Section5.2outlines
oursolutionto implementtheGuaranteedservicein aSCOREnetwork. Sections5.3and5.4present
detailsof bothourdataandcontrolpathalgorithms.Section5.5describesadesignanda prototype
implementationof theproposedalgorithmsin IPv4networks.Finally, Section5.6describesrelated
work, andSection5.7summarizesourfindings.

5.1 Background

As new applicationssuchas IP telephony, video-conferencing, audio and video streaming,and
distributedgamesaredeployedin theInternet,thereis agrowing needto supportmoresophisticated
servicesthanthebest-effort service.Unlike traditionalapplicationssuchasfile transfer, thesenew
applicationshave muchstrictertimelinessandbandwidthrequirements.For example,in orderto
provide a quality comparableto today’s telephoneservice,theend-to-enddelayshouldnot exceed
100ms[64]. Sincein a globalnetwork thepropagationdelayaloneis about100ms,meetingsuch
tight delayrequirementsis achallengingtask[7]. Similarly, to providehighqualityvideoandaudio
broadcasting,it is desirableto beableto ensurebothbandwidthanddelayguarantees.

To supportthesenew applications,theIETF hasproposedtwo servicemodels:theGuaranteed
service[93] definedin the context of Intserv [82], and the Premiumservice[76] definedin the
context of Diffserv[32]. Theseserviceshave importantdifferencesin boththeir semanticandim-
plementationcomplexity. At theservicedefinitionlevel, while theGuaranteedservicecanprovide
bothper flow delayandbandwidthguarantees[93], thePremiumservicecanprovide only perflow
bandwidthandper aggregatedelayguarantees[76]. Thus,with thePremiumservice,if two flows
have differentdelayrequirements,say ñ ¹ and ñ~ò , the only way to meetboth thesedelayrequire-
mentsis to ensureadelayof ñóÚ�ô�õ!öeÛ�ñ ¹v÷ ñ ò ß to bothflows. Themaindrawbackof thisapproachis
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thatit canresultin very low resourceutilizationfor thepremiumtraffic. In particular, asweshow in
AppendixB.1, even if thefractionthatcanbeallocatedto thepremiumtraffic on every link in the
network is very low (e.g.,10%),thequeueingdelayacrossa largenetwork (e.g.,15 routers)canbe
relative large (e.g.,240ms). In contrast,theGuaranteedservicecanachieve bothhigherresource
utilizationandtighterdelaybounds,by bettermatchingflow requirementsto resourceusage.

At theimplementationlevel, currentsolutionsto provideguaranteedservicesrequireeachrouter
to processper flow signalingmessagesand maintainper flow stateon the control path, and to
performper flow classification,scheduling,andbuffer managementon the datapath. Performing
perflow managementinsidethenetwork affectsboth thenetwork scalabilityandrobustness.The
former is becausetheperflow operationcomplexity usuallyincreasesasa functionof thenumber
of flows; the latter is becauseit is difficult to maintaintheconsistency of dynamic,andreplicated
perflow statein a distributednetwork environment. While thereareseveralproposalsthataim to
reducethe numberof flows insidethe network, by aggregatingmicro-flows that follow the same
pathinto onemacro-flow [5, 49], they only alleviate this problem,but do not fundamentallysolve
it. This is becausethenumberof macroflows canstill bequitelarge in a network with many edge
routers,asthenumberof pathsis aquadraticfunctionof thenumberof edgenodes.

In contrast,the Premiumserviceis implementedin the context of the Diffserv architecture
which distinguishesbetweenedgeandcorerouters. While edgeroutersprocesspacketson a per
flow or per aggregatebasis,coreroutersdo not maintainany fine grainedstateaboutthe traffic;
they simply forward premiumpackets basedon a high priority bit set in the packet headersby
edgerouters. Pushingthe complexity to the edgeandmaintaininga simplecoremakesthe data
planehighly scalable.However, thePremiumservicestill requiresadmissioncontrolon thecontrol
path. Oneproposalis to usea centralizedbandwidthbroker that maintainsthe topologyaswell
as the stateof all nodesin the network. In this case,the admissioncontrol canbe implemented
by thebroker, eliminatingtheneedfor maintainingdistributedreservation state.However, sucha
centralizedapproachis moreappropriatefor anenvironmentwheremostflows arelong lived,and
set-upandtear-down eventsarerare.

In summary, theGuaranteedserviceis morepowerful but hasseriouslimitationswith respect
to network scalabilityandrobustness.On the otherhand,the Premiumserviceis morescalable,
but cannotachieve the levels of flexibility andutilization of the Guaranteedservice. In addition,
scalableandrobustadmissioncontrolfor thePremiumserviceis still anopenresearchproblem.

In this chapterwe show that by using the SCORE/DPSframework we can achieve the best
of the two worlds: provide Guaranteedservicesemanticwhile maintainingthescalabilityandthe
robustnessof theDiffservarchitecture.

5.2 Solution Outline

Currentsolutionsto implementthe Guaranteedserviceassumea statefulnetwork in which each
router maintainsper flow state. The stateis usedby both the admissioncontrol modulein the
controlplaneandtheclassifierandschedulerin thedataplane.

In thischapter, weproposeschedulingandadmissioncontrolalgorithmsthatprovide theGuar-
anteedservicebut do not requirecoreroutersto maintainperflow state.Themainideabehindour
solutionis to approximatea referencestatefulnetwork that provides the Guaranteedservicein a
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Figure5.1: (a) A referencestatefulnetwork that providesthe Guaranteedservice[93]. Eachnodeimple-
mentstheJitter-Virtual Clock (Jitter-VC) algorithmon thedatapath,andperflow admissioncontrolon the
controlpath.(b) A SCOREnetwork thatemulatestheserviceprovidedby thereferencenetwork. Onthedata
path,eachnodeapproximatesJitter-VC with a new algorithm,calledCore-JitterVirtual Clock (CJVC).On
thecontrolpatheachnodeapproximatesperflow admissioncontrol.

SCOREnetwork (seeFigure5.1). The key techniqueusedto implementthesealgorithmsis Dy-
namicPacket State(DPS).On the control path,our solutionaimsto emulateper flow admission
control,while on thedatapath,our algorithmaimsto emulatea referencenetwork in which every
nodeimplementstheDelay-Jitter-ControlledVirtual Clock (Jitter-VC) algorithm.

Amongmany schedulingdisciplinesthatcanimplementtheGuaranteedservicewechoseJitter-
VC for severalreasons.First,unlike variousFair Queueingalgorithms[31, 79], in whichapacket’s
deadlinecandependon statevariablesof all active flows, in Jitter-VC a packet’s deadlinedepends
only on thestatevariablesof theflow it belongsto. Thispropertyof Jitter-VC makesthealgorithm
easierto approximatein a SCOREnetwork. In particular, the fact that packet’s deadlinecanbe
computedexclusively basedon the statevariablesof the flow it belongsto, makes it possibleto
eliminatetheneedto replicateandmaintainperflow stateat all nodesalongthepath. Instead,per
flow statecanbestoredonly at theingressnode,insertedinto thepacketheaderby theingressnode,
andretrieved laterby corenodes,which thenuseit to determinethepacket’s deadline.Second,by
regulatingtraffic insidethenetwork usingdelay-jitter-controllers(discussedbelow), it canbeshown
thatwith veryhighprobability, thenumberof packetsin theserveratany giventimeis significantly
smallerthanthenumberof flows (seeSection5.3.3).Thishelpsto simplify thescheduler.

In thenext section,we presenttechniquesthateliminatetheneedfor dataplanealgorithmsto
useperflow stateatcorenodes.In particular, atcorenodes,packetclassificationis nolongerneeded
andpacketschedulingis basedonthestatecarriedin packetheaders,ratherthanperflow statestored
locally at eachnode.In Section5.4,we will show thatfully distributedadmissioncontrolcanalso
beachievedwithout theneedfor maintainingperflow stateat corenodes.

5.3 Data Plane: SchedulingWithout Per Flow State

In this section,we first describeJitter-VC, which is usedto achieve guaranteedservicesin the
referencenetwork, andthenpresentour algorithm,calledCore-Jitter-VC (CJVC).CJVCusesthe
DynamicPacketState(DPS)techniqueto emulateJitter-VC in aSCOREnetwork. In AppendixB.3
we presentan analysisto show that a network of routersimplementingCJVC providesthe same
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delayboundasanetwork of routersimplementingtheJitter-VC algorithm.

5.3.1 Jitter Virtual Clock (Jitter -VC)

Jitter-VC is anon-work-conservingversionof theVirtual Clockalgorithm[127]. It usesacombina-
tion of a delay-jitterrate-controller[112, 126] anda Virtual Clock scheduler. Thealgorithmworks
asfollows: eachpacket is assignedaneligible time anda deadlineuponits arrival. Thepacket is
heldin therate-controlleruntil it becomeseligible,i.e.,thesystemtimeexceedsthepacket’seligible
time (seeFigure5.2(a)). Theschedulerthenordersthe transmissionof eligible packetsaccording
to their deadlines.

Notation Commentsøúùû the ü -th packetof flow ýþ ùû lengthof øúùûÿEùû�� � arrival timeof øúùû atnode��}ùû�� � timewhenøúùû wassentby node�� ùû�� � eligible timeof ø ùû atnode�� ùû�� � deadlineof øúùû atnode�� ùû�� � timeaheadof schedule:� ùû�� �
	 � ùû�� ����
 ��� � ùû�� �� ùû slackdelayof øúùû� � propagationdelaybetweennodes� and� ���
 � transmissiontimeof a maximumsizepacketatnode�
Table5.1: Notationsusedin Section5.3.

For the ����� packet of flow � , its eligible time, ������  , anddeadline,ñ!��"�  , at the #$��� nodeon its path
arecomputedasfollows:� ¹�"�  Ú % ¹�"�  � ��"�  Ú ô'&)(eÛ*% ��"�  
+-, ��"�  /. ¹ ÷ ñ � . ¹�"�  ß ÷ � ÷ #10 Ý ÷ ��2 Ý (5.1)

ñ ��"�  Ú � ��"�  
+ 3 ��4 � ÷ � ÷ # ÷ ��0 Ý (5.2)

where
3 �� is thelengthof thepacket, 4 � is thereservedratefor theflow, %5��"�  is thepacket’sarrival time

atthe #6��� nodetraversedby thepacket,and, ����  , stampedinto thepacketheaderby thepreviousnode,
is theamountof timethepacket wastransmittedbeforeits schedule,i.e.,thedifferencebetweenthe
packet’s deadlineandits actualdeparturetimeatnode#*Þ Ý . To accountfor thefactthatthepacket
transmissionis not preemptive, andasa resulta packet canmissits deadlineby thetime it takesto
transmitapacket of maximumsize, 7  [127], we inflatethepacket delayby 7  whencomputing, ����  
(seeTable5.1).

Intuitively, thealgorithmeliminatesthedelayvariationof differentpacketsby forcingall packets
to incur the maximumallowabledelay. The purposeof having , ��"�  /. ¹ is to compensateat node #
the variationof delaydueto load fluctuationat the previous node, #�Þ�Ý . Suchregulationslimit
thetraffic burstinesscausedby network loadfluctuations,andasaconsequence,reducebothbuffer
spacerequirementsandtheschedulercomplexity.
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It hasbeenshown that if a flow’s long term arrival rateis no greaterthanits reserved rate,a
network of Virtual Clock serverscanprovide the samedelayguaranteeto the flow asa network
of WeightedFair Queueing(WFQ) servers [35, 47, 100]. In addition, it hasbeenshown that a
network of Jitter-VC serverscanprovide thesamedelayguaranteesasa network of Virtual Clock
servers[28, 42]. Therefore,anetwork of Jitter-VC serverscanprovide thesameguaranteedservice
asanetwork of WFQservers.

5.3.2 Core-Jitter-VC (CJVC)

In this sectionwe proposea variantof Jitter-VC, calledCore-Jitter-VC (CJVC), which doesnot
requireper flow stateat corenodes. In addition,we show that a network of CJVC servers can
provide thesameguaranteedserviceasa network of Jitter-VC servers.

CJVCusestheDPStechnique.Thekey ideais to have the ingressnodeto encodescheduling
parametersin eachpacket’s header. The core routerscan thenmake schedulingdecisionsbased
on the parametersencodedin packet headers,thuseliminatingthe needfor maintainingper flow
stateat corenodes.As suggestedby Eqs.(5.1) and(5.2), theJitter-VC algorithmneedstwo state
variablesfor eachflow � : 4 � , which is thereservedratefor flow � and ñ!��"�  , which is thedeadlineof
thelastpacket from flow � thatwasservedby node# . While it is straightforward to eliminate4 � by
puttingit in thepacket header, it is not trivial to eliminate ñ ��"�  . Thedifferencebetween4 � and ñ ��"�  
is thatwhile all nodesalongthepathkeepthesame4 � valuefor flow � , ñ!��"�  is a dynamicvaluethat
is computediteratively at eachnode.In fact,theeligible timeandthedeadlineof ä8�� dependon the
deadlineof thepreviouspacket of thesameflow, i.e., ñ � . ¹�"�  .

A naive implementationusingthe DPStechniquewould be to precomputethe eligible times
andthedeadlinesof thepacket at all nodesalongits pathandinsertall of themin theheader. This
would eliminatetheneedfor corenodesto maintain ñ ����  . Themaindisadvantageof this approach
is thattheamountof informationcarriedby thepacket increaseswith thenumberof hopsalongthe
path. Thechallengethenis to designalgorithmsthatcomputeñ!��"�  for all nodeswhile requiringa
minimumamountof statein thepacket header.

Noticethatin Eq.(5.1),thereasonfor node# to maintainñ ��"�  is thatit will beusedto compute
thedeadlineandtheeligible time of thenext packet. Sinceit is only usedin a max operation,we
caneliminatethe needfor ñ5��"�  if we canensurethat theotherterm in max is never lessthan ñ5��"�  .
Thekey ideais thento usea slack variableassociatedwith eachpacket, denoted9 �� , suchthat for
everycorenode# alongthepath,thefollowing holds

% ��"�  +-, ��"�  :. ¹ + 9 �� 0 ñ � . ¹���  ÷ #'2 Ý (5.3)

By replacingthefirst termof max in Eq. (5.1)with %���"�  +;, ����  :. ¹ + 9<�� , thecomputationof the
eligible time reducesto � ��"�  Ú=% ��"�  +>, ��"�  :. ¹ + 9 �� ÷ #12 Ý (5.4)

Therefore,by usingoneadditionalDPSvariable, 9 �� , we eliminatetheneedfor maintainingñ ��"�  at
thecorenodes.
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Figure5.2: Thetime diagramof thefirst two packetsof flow ý alonga four nodepathunder(a) Jitter-VC,
and(b) CJVC,respectively. Propagationtimes, � � , andtransmissiontimesof maximumsizepackets, 
 � , are
ignored.

Thederivationof 9<�� proceedsin two steps.First, we expresstheeligible time of packet ä?�� at
anarbitrarycorenode# , � ��"�  , asa functionof theeligible time of ä �� at the ingressnode, � ��"� ¹ , (see
Eq.(5.7)).Second,weusethis resultandEq.(5.4) to derive a lowerboundfor 9 �� .

We now proceedwith thefirst step.Recallthat , ��"�  :. ¹ representsthetime by which ä8�� is trans-
mittedbeforeits scheduleat node#óÞ�Ý , i.e., ñ5��"�  /. ¹ + 7  :. ¹ ÞA@<����  :. ¹ , where 7  :. ¹ is themaximum
time by which a packet canmissits deadlineat node#\Þ Ý . Let B  :. ¹ denotethepropagationdelay
betweennodes#¬Þ Ý and# . Thenthearrival timeof ä?�� atnode# , %5��"�  , is givenby

% ��"�  Ú @ ��"�  /. ¹ + B  /. ¹ + 7  :. ¹ (5.5)Ú ñ ��"�  /. ¹ Þ , ����  :. ¹ + B  :. ¹ + 7  :. ¹DC
By replacing%�����  , givenby theabove expression,in Eq.(5.4),andthenusingEq.(5.2),weobtain� ��"�  Ú ñ ��"�  :. ¹ + 9 ��E+ B  :. ¹ + 7  :. ¹ (5.6)

Ú � ��"�  :. ¹ + 3 ��4 � + 9 �� + B  :. ¹ + 7  :. ¹/C
By iteratingover theabove equationweexpress� ����  asa functionof � ���� ¹ :� ��"�  ÚF� ��"� ¹ + ÛG#\Þ Ýtß H 3 ��4 � + 9 ��6I>+  :. ¹JKML ¹ Û*B K + 7 K ß ÷ #N2 Ý (5.7)

Wearenow readyto compute9<�� . Recallthatthegoalis to computetheminimum 9��� whichensures
thatEq.(5.3)holdsfor everynodealongthepath.After combiningEq.(5.3),Eq.(5.4)andEq.(5.2)
this reducesto ensurethat

� ��"�  0 ñ � . ¹�"�  PO � ��"�  0Q� � . ¹�"�  + 3 � . ¹� 4 � ÷ #12 Ý (5.8)

By plugging �:��"�  and � � . ¹�"�  asexpressedby Eq.(5.7) into Eq.(5.8),weget

9 �� 0Q9 � . ¹� + 3 � . ¹� Þ 3 ��4 � + � � . ¹�"� ¹ + 3 � . ¹� R 4 � Þ>�:��"� ¹ÛG#*Þ Ýtß ÷ #N2ÑÝ (5.9)

70



ingressnode
on packet ø arrivalý 	 �$�DS T þ�UWVYX ø�Z ;

if (first packet of flow(p, i))� û 	\[^]�_D_ �D`aS S ý*b � ;� û 	dc ;
else� û 	\egf:h X c6i � û � X�þ û � þ �D`j�kSml X ø�ZnZno _ û �eEf/h X [^]5_W_ �D`aS S ý*b � � � û ipc Zpo X l � � ZmZ ; o<q Eq.(5.10) q�o� û 	�eEf/h X [^]�_W_ �r`aS S ý*b � i � û Z ;þ û 	 þ �r`j�kSml X ø�Z ;� û 	 � û � þ û o _ û ;

on packet ø transmissionþ ÿ$s^� þmX ø�Zut X _ û i � ûv� [^]�_W_ �r`aS S ý*b � i � û Z ;
core/egressnode

on packet ø arrivalX _/i � i � Zwt þ ÿ$s^� þmX ø�Z ;� 	\[x]5_W_ �D`aS S ý"b � � � � �ky o�q Eq.(5.4) q�o� 	 � � þ �r`j�kSml X ø�Zpo _
on packet ø transmission

if (corenode)þ ÿ$s^� þmX øjZ?t X _/i � � [x]5_W_ �D`aS S ý*b � i � Z ;
else o<q this is anegressnode q�o[ þ �}ÿ _ þ ÿksx� þnX øjZ ;

Figure5.3: Algorithms performedby ingress,core,andegressnodesat the packet arrival anddeparture.
Notethatcoreandegressnodesdonotmaintainperflow state.

FromEqs.(5.1)and(5.2)wehave ������ ¹ 0 ñ � . ¹�"� ¹ ÚF� � . ¹�"� ¹ + 3 � . ¹� R 4 � . Thus,theright-handsidetermin
Eq.(5.9) is maximizedwhen#óÚFz . As a resultwecompute9<�� as

9 ¹� Ú { ÷ (5.10)9 �� Ú ô1&)( H { ÷ 9 � . ¹� + 3 � . ¹� Þ 3 ��4 � Þ � ��"� ¹ Þ-� � . ¹�"� ¹ Þ 3 � . ¹� R 4 �z�Þ Ý I ÷ �|2ÑÝ ÷ z�2 Ý C
In this way, CJVC ensuresthat the eligible time of every packet, ä8�� , at node # is no smaller

thanthedeadlineof thepreviouspacket of thesameflow at node# , i.e., �:��"�  0Ññ � . ¹�"�  . In addition,
the Virtual Clock schedulerensuresthat the deadlineof every packet is not missedby morethan7  [127].

In AppendixB.2, wehave shown thata network of CJVCserversprovidesthesameworstcase
delay boundsas a network of Jitter-VC servers. More precisely, we have proven the following
property.

Theorem2 Thedeadlineof a packet at the last hop in a networkof CJVCservers is equalto the
deadlineof thesamepacket in a correspondingnetworkof Jitter-VC servers.
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Theexamplein Figure5.2providessomeintuition behindtheabove property. Thebasicobser-
vationis that,with Jitter-VC, notcountingthepropagationdelay, thedifferencebetweentheeligible
time of packet ä8�� at node # andits deadlineat the previous node,#�Þ Ý , i.e., ������  Þ ñ!��"�  :. ¹ , never
decreasesasthepacket propagatesalongthepath.Considerthesecondpacket in Figure5.2. With
Jitter-VC, thedifferences� ò�"�  Þ�ñ ò�"�  /. ¹ (representedby thebasesof thegraytriangles)increasein # .
By introducingtheslackvariable9��� , CJVCequalizesthesedelays.While thischangemayincrease
thedelayof thepacket at intermediatehops,it doesnotaffect theend-to-enddelaybound.

Figure5.3shows thecomputationof theschedulingparameters� ��"�  and ñ ����  by a CJVCserver.
Thenumberof hopsz is computedat theadmissiontimeasdiscussedin Section5.4.1.

5.3.3 Data Path Complexity

While our algorithmsdo not maintainper flow stateat corenodes,thereis still the needfor core
nodesto perform regulation and packet schedulingbasedon eligible times and deadlines. The
naturalquestionto askis: why is this a morescalableschemethanprevioussolutionsrequiringper
flow management?

Thereareseveral scalabilitybottlenecksfor solutionsrequiringperflow management.On the
datapath,theexpensive operationsareperflow classificationandscheduling.On thecontrolpath,
complexity resultsfrom themaintenanceof consistentanddynamicstatein a distributedenviron-
ment. Amongthe three,it is easiestto reducethecomplexity of theschedulingalgorithmasthere
is a naturaltradeoff betweenthe complexity andthe flexibility of the scheduler[119]. In fact, a
numberof techniqueshavealreadybeenproposedto reduceschedulingcomplexity, includingthose
requiringconstanttimecomplexity [98, 120, 125].

We alsonotethatdueto theway weregulatetraffic, it canbeshown thatwith very highproba-
bility, thenumberof packetsin theserver atany giventime is significantlysmallerthanthenumber
of flows. Thiswill furtherreducetheschedulingcomplexity andin additionreducethebuffer space
requirement.Moreprecisely, in AppendixC weprove thefollowing result.

Theorem 3 Considera servertraversedby } flows. Assumethat thearrival timesof thepackets
fromdifferent flowsare independent,and that all packetshavethesamesize. Then,for anygiven
probability ~ , thequeuesizeat any instantduring a serverbusyperiod is asymptoticallybounded
aboveby @ , where

@)Ú�� �w}\��� öM}� Þ�� ö�~� Þ ÝW� ÷ (5.11)

with a probability larger than Ý Þ>~ . For identicalreservations��Ú Ý ; for heterogeneousreserva-
tions � ÚF� .

As an example,let } Ú Ý/{$� , and ~IÚ Ý/{ . ¹m� , which is the sameorderof magnitudeas the
probabilityof apacketbeingcorruptedatthephysicallayer. Then,byEq.(5.11)weobtain @«Ú��¯Ý��<�
if all flowshaveidenticalreservations,and @ Ú�� � �k{ if flowshaveheterogeneousreservations.Thus
theprobabilityof having morepacketsin thequeuethanspecifiedby Eq.(5.11)canbeneglectedat
thelevel of theentiresystemevenin thecontext of guaranteedservices.
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# flows( ` ) bound ( � ) max. queuesize
100 31 28

1,000 109 100
10,000 374 284

100,000 1276 880
1,000,000 4310 2900

(a)

# flows( ` ) bound ( � ) max. queuesize
100 53 30

1,000 188 95
10,000 648 309

100,000 2210 904
1,000,000 7465 2944

(b)

Table5.2: The upperboundof the queuesize, � , computedby Eq. (5.11) for � 	����r���� (where ` is the
numberof flows) versusthe maximumqueuesizeachieved during the first ` time slotsof a busy period
over �rc<� independenttrials, duringthefirst ` time slotsof a busyperiod: (a) whenall flows have identical
reservations;(b) whentheflows’ reservationsdiffer by a factorof � c .

In Table5.2 we comparethe boundsgiven by Eq. (5.11) to simulationresults. In eachcase
we report the maximumqueuesize achieved during the first } time slotsof a busy periodoverÝ/{$� independenttrials. We notethat in the caseof all flows having identicalreservationswe are
guaranteedthat if thequeuedoesnot overflow duringthefirst } time slotsof a busyperiod,it will
notoverflow duringtherestof thebusyperiod(seeCorollary1). Sincetheprobabilitythatabuffer
will overflow during the first } time slots is no larger than } times the probability of the buffer
overflowing duringanarbitrarytimeslot,weuse~)Ú ¹m�D�$�× to computethecorrespondingbounds.1

Theresultsshow thatourboundsarereasonablyclose(within a factorof two) whenall reserva-
tionsareidentical,but aremoreconservative whenthereservationsaredifferent.Finally, we make
threecomments.First, by performingper packet regulationat every corenode,the boundsgiven
by Eq. (5.11)hold for any corenodeandareindependentof thepathlength. Second,if theflows’
arrival patternsarenot independent,wecaneasilyenforcethisby randomlydelayingthefirst packet
from eachbackloggedperiodof theflow at ingressnodes.Thiswill increasetheend-to-endpacket
delayby at mostthe queueingdelayof oneextra hop. Third, the boundsgiven by Eq. (5.11)are
asymptotic.In particular, in proving theresultsin AppendixC wemaketheassumptionthat }���@ .
However, thisa reasonableassumptionin practice,asthemostinterestingcasesinvolve highvalues
for } , and,assuggestedby Eq. (5.11)andtheresultsin Table5.2,evenfor smallvaluesof ~ (e.g.,Ý/{ . ¹m� ), } is muchlargerthan @ .
5.4 Control Plane: AdmissionControl With No Per Flow State

A key componentof any architecturethatprovidesguaranteedservicesis theadmissioncontrol.The
main job of theadmissioncontrol is to ensurethat thenetwork resourcesarenot over-committed.
In particularit hasto ensurethatthesumof thereservationratesof all flowsthattraverseany link in
thenetwork is no largerthanthelink capacity, i.e., � � 4 �� =¡ . A new reservationrequestis granted
if it passestheadmissiontestateachhopalongits path.As discussedin thischapter’s introduction,
implementingsucha functionality is not trivial: traditionaldistributedarchitecturesbasedon sig-
nalingprotocolsarenotscalableandarelessrobustdueto therequirementof maintainingdynamic
andreplicatedstate;centralizedarchitectureshave scalabilityandavailability concerns.

1More formally, let ¢¤£ be the probability that the buffer doesnot overflow during the first ¥ time slotsof the busy
period.Thenby taking ¢ £k¦ ¥¨§©¢ , Eq.(5.11)becomesª ¦�« ¬ ¥v­G®°¯�¥Y±|­G®²¯�¢ £´³�µr¶ ±1· ³ .
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Figure5.4: Ingress-egressadmissioncontrolwhenRSVPis usedoutsidetheSCOREdomain.

In this section,we proposea fully distributedarchitecturefor implementingadmissioncontrol.
Like mostdistributed admissioncontrol architectures,in our solution,eachnodekeepstrack of
the aggregatereservation rate for eachof its out-goinglinks and makes local admissioncontrol
decisions.However, unlikeexistingreservationprotocols,thisdistributedadmissioncontrolprocess
is achievedwithoutcorenodesmaintainingperflow state.

5.4.1 Ingress-to-EgressAdmissionControl

We consideran architecturein which a lightweight signalingprotocolis usedwithin the SCORE
domain.Edgeroutersaretheinterfacebetweenthissignalingprotocolandaninter-domainsignaling
protocolsuchasRSVP. For thepurposeof this discussion,we consideronly unicastreservations.
In addition,we assumea mechanismlike the oneproposedby StoicaandZhang[103] or Multi-
ProtocolLabelSwitching(MPLS) [17] thatcanbeusedto pin aflow to a route.

Fromthepointof view of RSVP, apaththroughtheSCOREdomainis justavirtual link. There
aretwo basiccontrolmessagesin RSVP:PathandResv. Thesemessagesareprocessedonlyby edge
nodes;no operationsareperformedinsidethedomain.For theingressnode,uponreceiving a Path
message,it simplyforwardsit throughthedomain.For theegressnode,uponreceiving thefirst Resv
messagefor a flow (i.e., therewasno RSVPstatefor theflow at theegressnodebeforereceiving
themessage),it will forwardthemessage(message“1” in Figure5.4) to thecorrespondingingress
node,whichin turnwill sendaspecialsignalingmessage(message“2” in Figure5.4)alongthepath
towardtheegressnode.Uponreceiving thesignalingmessage,eachnodealongthepathperformsa
localadmissioncontroltestasdescribedin Section5.4.2.In addition,themessagecarriesacounter,z , that is incrementedat eachhop. Thefinal value z is usedfor computingtheslackdelay, 9 , (see
Eq. (5.10)). If we usethe routepinning mechanismdescribedin Chapter6, message“2” is also
usedto computethelabelof thepathbetweentheingressandegress.This labelis usedthenby the
ingressnodeto makesurethatall datapacketsof theflow areforwardedalongthesamepath.When
thesignalingmessage“2” reachestheegressnode,it is reflectedbackto thesender, which makes
thefinal decision(message“3” in Figure5.4). RSVPrefreshmessagesfor a flow thatalreadyhas
perflow RSVPstateinstalledat edgerouterswill not triggeradditionalsignalingmessagesinside
thedomain.

SinceRSVPusesraw IP or UDP to sendcontrolmessages,thereis no needfor retransmission
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Notation Comments_ û flow ý ’s reservedrates�ùû totalnumberof bitsflow ý is entitledto transmit
during ¸ � ùD¹ �û�� � i �}ùû�� �©º , i.e., s�ùû 	»_ û X �mùû�� � � � ùD¹ �û�� � Z¼ X SmZ aggregatereservationat time S¼¾½*¿nÀ �<Á X SmZ upperboundof

¼ X SmZ , usedby admissiontest¼
Â�Ã8Ä X SmZ estimateof
¼ X SmZ , computedby usingDPS¼ ��ÅÇÆ X SmZ sumof all new reservationsacceptedfrom the

beginningof currentestimationinterval until S¼¾È�É©Ê X SmZ upperboundof
¼ X SmZ , usedto calibrate

¼ ½*¿nÀ �<Á ,
computedbasedon

¼¾Â�ÃËÄ
and

¼ ��Å�Æ
Table5.3: Notationsusedin Section5.4.3.

for our signalingmessages,asmessagelosswill not breaktheRSVPsemantics.If thesenderdoes
not receive a replyafteracertaintimeout,it simplydropstheResvmessage.In addition,aswewill
show in Section5.4.3,thereis noneedfor a specialterminationmessageinsidethedomainwhena
flow is torn down.

5.4.2 Per-Hop AdmissionControl

Eachnodeneedsto ensurethat � � 4 �  Ì¡ holdsat all times. At first sight, onesimplesolution
that implementsthis testandalsoavoidsperflow stateis for eachnodeto maintaintheaggregate
reservedrate, å , where å is updatedto å Ú�å + 4 whena new flow with thereservationrate 4 is
admitted,andto å Ú å�Þ 4kÍ whena flow with the reservation rate 4kÍ terminates.Theadmission
control then reducesto checkingwhether å + 4FÎ ¡ holds. However, it canbe easily shown
that sucha simplesolutionis not robust with respectto variousfailure conditionssuchaspacket
loss,partial reservation failures,andnetwork nodecrashes.To handlepacket loss,whena node
receivesa set-upor tear-down message,thenodehasto beableto tell whetherit is a duplicateof a
messagealreadyprocessed.To handlepartialreservationfailures,anodeneedsto “remember”what
decisionit madefor theflow in apreviouspass.Thatis why all existingsolutionsmaintainperflow
reservation state,be it hardstateasin ATM UNI or soft stateasin RSVP. However, maintaining
consistentanddynamicstatein a distributedenvironmentis itself challenging.Fundamentally, this
is becausetheupdateoperationsassumea transactionsemantic,which is difficult to implementin
adistributedenvironment[4, 117].

In theremainingof thesection,weshow thatby usingDPS,it is possibleto significantlyreduce
thecomplexity of admissioncontrol in a distributedenvironment.Beforewe presentthedetailsof
thealgorithm,wepointoutthatourgoalis to estimateacloseupperboundontheaggregatereserved
rate. By usingthis boundin the admissiontestwe avoid over-provisioning, which is a necessary
conditionto provide deterministicserviceguarantees.This is in contrastto many measurement-
basedadmissioncontrolalgorithms[62, 110], which, in thecontext of supportingcontrolledload
or statisticalservices,basetheir admissionteston themeasurementof theactualamountof traffic
transmitted.To achieve this goal, our algorithmusestwo techniques.First, a conservative upper
boundof å , denotedågÏ/ànÐ × â , is maintainedat eachcorenodeandis usedfor makingadmission
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control decisions. ågÏ/àpÐ × â is updatedwith a simplerule: åÑÏ/àpÐ × â¢Ú ågÏ/ànÐ × â + 4 whenever a new
requestof a rate 4 is accepted.It shouldbenotedthatin orderto maintaintheinvariantthat ågÏ/àpÐ × â
is anupperboundof å , thisalgorithmdoesnotneedto detectduplicaterequestmessages,generated
eitherdueto retransmissionin caseof packet lossor retry in caseof partialreservationfailures.Of
course,the obvious problemwith this algorithmis that ågÏ/àpÐ × â will diverge from å . In the limit,
when åÑÏ/àpÐ × â reachesthelink capacity¡ , nonew requestscanbeacceptedeventhoughtheremight
beavailablecapacity.

Toaddressthisproblem,aseparatealgorithmis introducedtoperiodicallyestimatetheaggregate
reservedrate.Basedon this estimate,a secondupperboundfor å , denotedå ðÇÒ á , is computedand
usedto recalibrateågÏ/ànÐ × â . An importantaspectof theestimationalgorithmis thatthediscrepancy
betweentheupperbound å ðÇÒ á andtheactualreserved rate, å , canbebounded.Therecalibration
thenbecomesthe choicebetweenthe minimum of the two upperboundsågÏ/àpÐ × â and å ðÇÒ á . The
estimationalgorithmis basedonDPSanddoesnot requirecoreroutersto maintainperflow state.

Our algorithmshave several importantproperties.First, they arerobust in thepresenceof net-
work lossesandpartialreservationfailures.Second,while they canover-estimateå , they will never
underestimateå . Thisensuresthesemanticsof theguaranteedservice– while over-estimationcan
leadto under-utilization of network resources,under-estimationcanresultin over-provisioningand
violationof performanceguarantees.Finally, theproposedestimationalgorithmsareself-correcting
in the sensethat over-estimationin a previous periodwill be correctedin the next period. This
greatlyreducesthepossibilityof seriousresourceunder-utilization.

5.4.3 AggregateReservation Estimation Algorithm

In thissection,wepresenttheestimationalgorithmof theaggregatereservedratewhichisperformed
at eachcore node. In particular, we will describehow å ðÇÒ á is computedand how it is usedto
recalibrateågÏ/ànÐ × â . In designingthealgorithmfor computingå ðÇÒ á , wewantto balancebetweentwo
goals:(a) å ðÇÒ á shouldbeanupperboundon å ; (b) over-estimationerrorsshouldbecorrectedand
keptto theminimum.

To computeå ðÇÒ á , we startwith an inaccurateestimateof å , denotedåEÓÕÔ�Ö , and thenmake
adjustmentsto accountfor estimationinaccuracies.In thefollowing, we first presentthealgorithm
that computeså ÓÕÔ�Ö , then describethe possibleinaccuraciesand the correspondingadjustment
algorithms.

TheestimateåEÓÕÔ�Ö is calculatedusingtheDPStechnique:ingressnodesinsertadditionalstate
in packet headers,statewhich is in turnusedby corenodesto estimatetheaggregatereservation å .
In particular, anew state,× �� , is insertedin theheaderof packet ä �� :

× �� Ú 4 � Û�@ ����ÙØ Þ>@ � .ÚØ�"�ÙØ ß ÷ (5.12)

where @ � .ÚØ�"�ÙØ and @���"�ÙØ are the times the packets ä � .ÚØ� and ä8�� are transmittedby the ingressnode.
Therefore,× �� representsthe total amountof bits that flow � is entitledto sendduring the intervalÛ @ � .ÚØ���ÙØ ÷ @ ��"�ÙØpÜ . The computationof åEÓÕÔ�Ö is basedon the following simpleobservation: the sumof× valuesof all packetsof flow � during an interval is a goodapproximationfor the total number
of bits that flow � is entitled to sendduring that interval accordingto its reserved rate. Similarly,
the sum of × valuesof all packets is a good approximationfor the total numberof bits that all
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Ý Þ
is theaveragingwindow size;

Ý ß
is anupperboundon thepacket inter-

departuretime;
Ý à

is an upperboundon the delay jitter. Both b � and bN� miss the estimationintervalÝ Þ
.

flows areentitled to sendduring the correspondinginterval. Dividing this sumby the lengthof
theinterval givestheaggregatereservationrate.More precisely, let usdivide time into intervalsof
length áÚâ : Û"ã � ÷ ã �/ä Ø Ü , �|2å{ . Let × � Û"ã � ÷ ã �/ä Ø ß bethesumof × valuesof packetsin flow � received
during Û"ã � ÷ ã �/ä Ø Ü , andlet æÊÛ"ã � ÷ ã �/ä Ø ß bethesumof × valuesof all packetsduring Û"ã � ÷ ã �/ä Ø Ü . The
estimateis thencomputedat theendof eachinterval Û"ã � ÷ ã �Wä Ø Ü asfollows

åEÓÕÔ�ÖeÛ"ã �/ä Ø ß²Ú æÊÛ"ã � ÷ ã �/ä Ø ßã �/ä Ø Þdã � Ú æÊÛ"ã � ÷ ã �/ä Ø ßá â C (5.13)

While simple,the above algorithmmay introducetwo typesof inaccuracies.First, it ignores
theeffectsof thedelayjitter andthepacket inter-departuretimes.Second,it doesnot considerthe
effectsof acceptingor terminatingareservationin themiddleof anestimationinterval. In particular,
having newly acceptedflowsin theinterval mayresultin theunder-estimationof å�Û"æ�ß by åEÓÕÔ�ÖeÛ"æ�ß .
To illustratethis, considerthe following simpleexample: thereareno guaranteedflows on a link
until anew requestwith rate 4 is acceptedat theendof anestimationinterval Û"ã � ÷ ã �/ä Ø Ü . If nodata
packet from thenew flow reachesthenodebeforeã �Wä Ø , æ7Û"ã � ÷ ã �Wä Ø ß wouldbe0, andsowouldbeåEÓÕÔ�ÖeÛ"ã �/ä Ø ß . However, thecorrectvalueshouldbe 4 .

In the following, we presentthe algorithmto computean upperboundof å�Û"ã �/ä Ø ß , denotedå ðÇÒ á?Û"ã �/ä Ø ß . In doing this we accountfor both typesof inaccuracies.Let ç)Û"æ�ß denotethe set
of reservationsat time æ . Our goal is then to boundthe aggregatereservation at time ã �/ä Ø , i.e.,å�Û"ã �/ä Ø ß Úè� �"é)ê8ë Ð L©ìjímî 4 � . Considerthedivision of ç)Û"ã �/ä Ø ß into two subsets:thesubsetof new
reservationsthat wereacceptedduring the interval Û"ã � ÷ ã �/ä Ø Ü , denotedï�Û"ã �/ä Ø ß , andthe subset
containingthe rest of reservationswhich were acceptedno later than ã �Wä Ø . Next, we expresså�Û"ã �/ä Ø ß as

å�Û"ã �/ä Ø ß Ú J�"é)ê8ë Ð L©ìjímî�ð*ñ ë Ð L©ìaínî 4 � +
J�"é ñ ë Ð Lpìaímî 4 � C (5.14)

The ideais thento derive anupperboundfor eachof the two right-handsideterms,andcomputeå ðÇÒ á asthesumof thesetwo bounds.To bound � �"é)ê8ë Ð Lpìaímî�ð*ñ ë Ð L©ìjínî 4 � , wenotethat
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æÊÛ"ã � ÷ ã �/ä Ø ß¾0 J�"é)ê8ë Ð Lpìaímî�ð*ñ ë Ð L©ìjínî × � Û"ã � ÷ ã �/ä Ø ß C (5.15)

Thereasonthat(5.15)is aninequalityinsteadof anequalityis thatwhenthereareflowsterminating
duringtheinterval Û"ã � ÷ ã �/ä Ø Ü , their packetsmaystill have contributedto æÊÛ"ã � ÷ ã �/ä Ø ß eventhough
they do not belongto ç Û"ã �/ä Ø ß�ò�ï�Û"ã �/ä Ø ß . Next, we computea lower boundfor × � Û"ã � ÷ ã �/ä Ø ß . By
definition,since�ôó�ç)Û"ã �/ä Ø ßÚòwï�Û"ã �/ä Ø ß , it follows thatflow � holdsa reservationduringtheentire
interval Û"ã � ÷ ã �/ä Ø Ü . Let áÚõ bethemaximuminter-departuretime betweentwo consecutive packets
of a flow at the edgenode,and let á�ö be the maximumdelay jitter of a flow. á�ö representsthe
maximumdifferencebetweenthe delaysexperiencedby two packetsbetweeningressandegress
nodes.Theingress-egressdelayof apacket representsthedifferencebetweenthearrival timeof the
packet at theegressnodeandthedeparturetimeof thepacket at theingressnode.In theremainder
of this section,we assumethat á â is chosensuchthatboth áuõ and á�ö aremuchsmallerthan á â .
Now, considerthescenarioshown in Figure5.5 in which a corenodereceivesthepackets ÷�Ý and÷ � just outsidethe estimationwindow. Assumingthe worst casein which ÷�Ý incursthe lowest
possibledelay, ÷ � incursthemaximumpossibledelay, andthat the lastpacket before ÷ � departsá õ secondsearlier, it is easyto seethatthatthesumof the × valuescarriedby thepacketsreceived
duringtheestimationinterval by thecorenodecannotbesmallerthan 4 � Û�á â Þ�áuõ Þ�á�öOß . Thus,we
have

× � Û"ã � ÷ ã �/ä Ø ßP2 4 � Û�á â Þ�áÚõGÞ»á�öOß ÷ (5.16)ø �ôóùç Û"ã �/ä Ø ßÚòúï�Û"ã �Wä Ø ß C (5.17)

By combiningEqs.(5.15)and(5.16),andEq.(5.13)weobtainJ�"é)ê8ë Ð Lpìaí î�ð*ñ ë Ð L©ìjí î 4 �û  J�"é)ê8ë Ð L©ìjí î�ð*ñ ë Ð L©ìaí î
× � Û"ã � ÷ ã �/ä Ø ßá â Û�ÝGÞ-ü=ßÎ åEÓÕÔ�ÖeÛ"ã �/ä Ø ßÝGÞ-ü ÷ (5.18)

whereüÊÚ Û�áÚõ + áwöúß R á â .
Next, weboundthesecondright-handsidetermin Eq.(5.14): � ��é ñ ë Ð L©ìjí î 4 � For this,weintro-

duceanew globalvariableå ×EØ?Ù . å ×�Ø-Ù is initializedat thebeginningof eachinterval Û"ã � ÷ ã �/ä Ø Ü to
zero,andis updatedto å«×EØ-Ù + 4 every time a new reservation, 4 , is accepted.Let å ×EØ?Ù Û"æ�ß denote
thevalueof this variableat time æ . For simplicity, herewe assumethat a flow which is granteda
reservationduringtheinterval Û"ã � ÷ ã �/ä Ø Ü becomesactive no laterthan ã �Wä Ø .2 Thenit is easyto see
that J�"é ñ ë Ð L©ìaí î 4 � Î å ×�Ø-Ù#Û"ã �Wä Ø ß C (5.19)

2Otherwise,to accountfor the casein which a reservation acceptedduring the interval ­Gý L¤��í©þ ý Lxÿ becomesactive
after ý L�� ����� , weneedto subtract

���������
	���
 ­Gý L ³ from � ­Gý L:þ ý L©ìaí ³ .
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Per-hop AdmissionControl
on reservationrequest_
if (
¼¾½*¿nÀ ��Á ��_���� ) o�q performadmissiontest q�o¼ �<Å�Æ 	 ¼ �<Å�Æ �ù_ ;¼¾½*¿nÀ ��Á 	 ¼¾½*¿nÀ �<Á ��_ ;
acceptrequest;

else
deny request;

on reservationtermination_ o�q optional q<o¼ ½*¿nÀ ��Á 	 ¼ ½*¿nÀ �<Á � _ ;
AggregateReservation Bound Comp.
on packetarrival øs t �k�DS s X ø�Z ; o�q getb valueinsertedby ingress(Eq.(5.12)) q�o� 	 � � s ;
on time-out

Ý Þ¼ ÂwÃËÄ 	 � o Ý Þ ; o�q estimateaggregatereservationq�o¼¾½*¿nÀ ��Á 	�e���� X ¼¾½*¿nÀ ��Á i ¼ Â�ÃËÄ o X � � TaZ � ¼ �<Å�Æ Z ;¼ �<Å�Æ 	dc ;
Figure5.6: Thecontrolpathalgorithmsexecutedby corenodes;

¼ ��ÅÇÆ is initialized to 0.

Eq.(5.19)holdswhennoduplicatereservationrequestsareprocessed,andnoneof thenew accepted
reservationsterminateduringtheinterval. Thenwedefineå ðmÒ á?Û"ã �Wä Ø ß as

å ðÇÒ á?Û"ã �/ä Ø ß²Ú åEÓÕÔ�ÖeÛ"ã �/ä Ø ßÝGÞ-ü + å ×EØ?Ù&Û"ã �/ä Ø ß C (5.20)

FromEq.(5.14),andEqs.(5.18)and(5.19),it follows easilythat å ðÇÒ áVÛ"ã �/ä Ø ß is anupperboundforå�Û"ã �/ä Ø ß , i.e., å ðÇÒ áVÛ"ã �/ä Ø ßg2Ñå�Û"ã �/ä Ø ß . Finally, we use å ðmÒ á-Û"ã �/ä Ø ß to recalibratetheupperbound
of theaggregatereservation, åÑÏ/àpÐ × â , at ã �/ä Ø as

ågÏ/àpÐ × â�Û"ã �/ä Ø ß²Ú¸ô�õ!öeÛ�ågÏ/àpÐ × â8Û"ã � ß ÷ å ðÇÒ áVÛ"ã �/ä Ø ß�ß C (5.21)

Figure5.6shows thepseudocodeof thecontrolalgorithmsatcorenodes.Next wemakeseveral
observations.

First, the estimationalgorithmusesonly the information in the currentinterval. This makes
the algorithmrobust with respectto loss andduplicationof signalingpackets sincetheir effects
are“forgotten” after onetime interval. As an example,if a nodeprocessesboth the original and
a duplicateof thesamereservation requestduring the interval Û"ã � ÷ ã �/ä Ø Ü , ågÏ/àpÐ × â will beupdated
twice for thesameflow. However, thiserroneousupdatewill not bereflectedin thecomputationofå ÓÕÔ�Ö Û"ã �/ä ò ß , sinceits computationis basedonly on the × valuesreceivedduring Û"ã �Wä Ø ÷ ã �Wä ò Ü .

Asaconsequence,animportantpropertyof ouradmissioncontrolalgorithmis thatit canasymp-
totically reachalink utilizationof ¡ Û�Ý{Þùü=ß R Û�Ý + ü=ß . In particular, thefollowing propertyis proven
in AppendixB.4:
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Figure5.7: Thetestconfigurationusedin experiments.

Theorem 4 Considera link of capacity ¡ at time æ . Assumethat no reservationterminatesand
there are no reservationfailuresor requestlossesafter time æ . Thenif there is sufficient demand
after æ thelink utilizationapproachesasymptotically¡ Û�Ý Þ-ü=ß R Û�Ý + ü=ß .

Second,notethatsinceå ðmÒ á?Û"ã � ß is anupperboundof å�Û"ã � ß , asimplesolutionwouldbeto useå ðÇÒ á-Û"ã � ß + å ×EØ?Ù , insteadof ågÏ/àpÐ × â , to performtheadmissiontestduring Û"ã � ÷ ã �/ä Ø Ü . Theproblem
with this approachis that å ðÇÒ á canoverestimatetheaggregatereservation å . An exampleis given
in Section5.5to illustratethis issue(Figure5.10(b)).

Third, we notethata possibleoptimizationof theadmissioncontrolalgorithmis to addreser-
vationterminationmessages(seeFigure5.6). This will reducethediscrepancy betweentheupper
bound, åÑÏ/àpÐ × â , andthe aggregatereservation å . However, in order to guaranteethat ågÏ/ànÐ × â re-
mainsan upperboundfor å , we needto ensurethat a terminationmessageis sentat mostonce,
i.e., thereareno retransmissionsif themessageis lost. In practice,thispropertycanbeenforcedby
edgenodes,whichmaintainperflow state.

Finally, to ensurethat themaximuminter-departuretime is no larger than áÚõ , theingressnode
may needto senda dummypacket in the casewhenno datapacket arrives for a flow during an
interval áÚõ . This canbeachievedby having the ingressnodemaintaina timer with eachflow. An
optimizationwouldbeto aggregateall “micro-flows” betweeneachpairof ingressandegressnodes
into oneflow, compute× valuesbasedontheaggregatedreservationrate,andinsertadummypacket
only if thereis nodatapacket of theaggregateflow duringaninterval.

5.5 Experimental Results

Wehavefully implementedthealgorithmsdescribedin thischapterin FreeBSDv2.2.6anddeployed
themin a testbedconsistingof 266MHz and300MHz PentiumII PCsconnectedby point-to-point
100MbpsEthernets.Thetestbedallowstheconfigurationof apathwith upto two corerouters.The
detailsof theimplementationsandof thestateencodingarepresentedin Chapter8.

In the remainderof this section,we presentresultsfrom four simple experiments. The ex-
perimentsaredesignedto illustratethe microscopicbehaviors of the algorithms,ratherthantheir
scalability. All experimentswererun on thetopologyshown in Figure5.7. Thefirst routeris con-
figuredasaningressnode,while thesecondrouteris configuredasanegressnode.An egressnode
alsoimplementsthe functionalitiesof a corenode. In addition,it restoresthe initial valuesof the
ip off field. All traffic is UDPandall packetsare1000bytes,not includingtheheader.

In the first experimentwe considera flow betweenhosts1 and3 that hasa reservation of 10
Mbpsbut sendsat a muchhigherrateof about30Mbps.Figures5.8(a)and(b) plot thearrival and
departuretimesfor thefirst 30packetsof theflow at theingressandegressnode,respectively. One
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Figure5.8: Packetarrival anddeparturetimesfor a 10Mbpsflow at (a) theingressnode,and(b) theegress
node.

thing to noticein Figure5.8(a)is that thearrival rateat the ingressnodeis almostthreetimesthe
departurerate,which is the sameas the reserved rateof 10 Mbps. This illustrate the non work
conservingnatureof the CJVC algorithm,which enforcesthe traffic profile and allows only 10
Mbpstraffic into thenetwork. Anotherthing to noticeis thatall packetsincurabout����� msdelayin
theegressnode.This is becausethey aresentby theingressnodeassoonasthey becomeeligible,
andtherefore� �"!$#&%(')�+*-,.�0/21 bits#3,.� Mbps '"�����54 ms. As a result,they will beheld in the
rate-controllerfor thisamountof timeat thenext hop3, which is theegressnodein ourcase.

In thesecondexperimentwe considerthreeguaranteedflowsbetweenhosts1 and3 with reser-
vationsof 10 Mbps,20 Mbps,and40 Mbps, respectively. In addition,we considera fourth UDP
flow betweenhosts2 and4 which is treatedasbesteffort. Thearrival ratesof thefirst threeflows
areslightly larger thantheir reservations,while thearrival rateof thefourth flow is approximately
60 Mbps. At time 0, only the best-effort flow is active. At time 2.8 ms, the first threeflows be-
comesimultaneouslyactive. Flows1 and2 terminateaftersending12and35packets,respectively.
Figure5.9showsthepacketarrival anddeparturetimesfor thebest-effort flow 4, andthepacket de-
parturetimesfor thereal-timeflows 1, 2, and3. As canbeseen,thebest-effort packetsexperience
very low delayin theinitial periodof 2.8ms.After theguaranteedflowsbecomeactive,best-effort
packetsexperiencelongerdelayswhile guaranteedflowsreceiveserviceat their reservedrate.After
flow 1 and2 terminate,thebest-effort traffic grabstheremainingbandwidth.

Thelasttwoexperimentsillustratethealgorithmsfor admissioncontroldescribedin Section5.4.3.
Thefirst experimentdemonstratestheaccuracy of estimatingtheaggregatereservationbasedonthe6

valuescarriedin thepacket headers.Thesecondexperimentillustratesthecomputationof theag-
gregatereservationbound,798;:=<?>5@ , whena new reservation is acceptedor a reservation terminates.
In theseexperimentsweuseanaveraginginterval, A�B , of 5seconds,andamaximuminter-departure
time, ADC , of /E�2� ms.Becauseall packetshavethesamesize,theingressto egressdelaysexperienced
by any two packetsof thesameflow arepracticallythesame.As aresult,weneglectthedelayjitter,
i.e.,weassumeAGFH'I� . Thisgivesus JK'MLNADCPOQA�F�RS#TA B 'U���V, .

3Notethatsinceall packetshave thesamesize, WYXKZ .
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Figure5.9: Thepackets’arrival anddeparturetimesfor four flows. Thefirst threeflowsareguaranteed,with
reservationsof 10 Mbps,20 Mbps,and40 Mbps. Thelastflow is besteffort with anarrival rateof about60
Mbps.

In thefirst experimentweconsidertwo flows,onewith areservationof 0.5Mbps,andtheother
with a reservation of 1.5 Mbps. Figure5.10(a)plots the arrival rateof eachflow, aswell as the
arrival rateof the aggregatetraffic. In addition,Figure5.10(a)plots the boundof the aggregate
reservationusedby admissiontest,798;:=<?>E@ , theestimateof theaggregatereservation 7]\Y^�_ , andthe
bound79`$acb usedto recalibrate798;:=<?>5@ . Accordingto thepseudocodein Figure5.6,both 7]\Y^�_ and79`$acb areupdatedat theendof eachestimationinterval. More precisely, every 5 seconds7]\Y^�_ is
computedbasedonthe

6
valuescarriedin thepacketheaders,while 79`$acb is computedas 7 \Y^�_ #�Ld,�eJ�RfOg7 >Ehji . Note that since,in this case,no new reservation is accepted,we have 7 >Ehji 'k� ,

which yields 79`$acbG'M79\Y^�_l#�Ld,�emJ�R . Theimportantthing to notein Figure5.10(a)is that therate
variationof the actualtraffic (representedby thecontinuousline) haslittle effect on the accuracy
of computingthe aggregatereservation estimate79\Y^�_ , and consequentlyof 79`$acb . In contrast,
traditionalmeasurementbasedadmissioncontrol algorithms,which basetheir estimationon the
actual traffic, would significantly underestimatethe aggregatereservation, especiallyduring the
timeperiodswhennodatapacketsarereceived. In addition,notethatsincein thisexperiment79`$acb
is alwayslarger than 798;:n<T>5@ , andno new reservationsareaccepted,the valueof 798;:=<?>E@ is never
updated.

In the secondexperimentwe considera scenarioin which a new reservation of 0.5 Mbps is
acceptedat time o�'p,?� secandterminatesapproximatelyat time o9'"q2r sec.For theentiretime
duration,plotted in Figure5.10(b),we have backgroundtraffic with an aggregatereservation of
0.5 Mbps. Similar to the previous case,we plot the rateof theaggregatetraffic, and,in addition,798;:=<?>5@ , 79`$a�b , and 7 \Y^�_ . Thereareseveral pointsworth noting. First, when the reservation is
acceptedat time os't,?� sec, 798;:=<?>E@ increasesby the valueof the acceptedreservation, i.e., 0.5
Mbps(seeFigure5.6). In thisway, 798;:n<T>5@ is guaranteedto remainanupperboundof theaggregate
reservation 7 . In contrast,sinceboth 7]\Y^�_ and 79`$a�b areupdatedonly at theendof theestimation

82



0
u0.2
u0.4
u0.6
u0.8
u 1

1.2

1.4

1.6

1.8

0
u

10 20 30
v

40 50
w

60
x

R
at

e 
(M

bp
s)

Time (sec)

Flow 1
Flow 2

Aggregate Traffic

RDPS

Rcal
Rbound

(a)

0
u0.2
u0.4
u
0.6
u
0.8
u

1

1.2

1.4

15 20 25 30
v

35
v

40 45 50
w

R
at

e 
(M

bp
s)

Time (sec)

Aggregate Traffic

RDPS
Rcal

Rbound

accept 
y
reserz vation 

(0.5 Mbps)
{ ter

|
minate


reserz vation 

(0.5Mbps)
{

(b)

Figure5.10: The estimateaggregatereservation }f~;�d� , andthebounds}����n���T� and }�~;�d� in thecaseof (a)
two ON-OFFflows with reservationsof 0.5Mbps,and1.5Mbps,respectively, andin thecasewhen(b) one
reservationof 0.5Mbpsis acceptedat time ������� seconds,andthenis terminatedat �����T� seconds.

Baseline 1 flow 10flows 100flows
ingress egress ingress egress ingress egress

avg std avg std avg std avg std avg std avg std avg std
enqueue 1.03 0.91 5.02 1.63 4.38 1.55 5.36 1.75 4.60 1.60 5.91 1.81 5.40 2.33
dequeue 1.52 1.91 3.14 3.27 2.69 2.81 2.79 3.68 2.30 2.91 2.77 2.82 1.73 2.12

Table5.4: Theaverageandstandarddeviationof theenqueueanddequeuetimes,measuredin � s.

interval, they underestimatetheaggregatereservation,aswell astheaggregatetraffic, beforetimeo�'M1E� sec.Second,after 79`$a�b is updatedat time o�'M1E� sec,as 7]\Y^�_l#�Ld,�emJ�RGO�7 >5hni , thenew
valuesignificantlyoverestimatestheaggregatereservation.This is themainreasonfor whichwedo
notuse79`$a�b ( O97 >5hni ), but 7�8;:=<?>E@ , to do theadmissioncontroltest.Third, notethatunlike thecase
whenthereservationwasaccepted,798;:=<?>E@ doesnotchangewhenthereservationterminatesat timeo�'�q2r sec.This is simplybecausein our implementationno tear-down messageis generatedwhen
areservationterminates.However, as 79`$acb is updatedat theendof thenext estimationinterval (i.e.,
at time o�'M4�/ sec), 798;:n<T>5@ dropsto thecorrectvalueof 0.5 Mbps. This shows theimportanceof
using 79`$acb to recalibrate798;:n<T>5@ . In addition,this illustratesthe robustnessof our algorithm,i.e.,
the overestimationin a previous periodis correctedin the next period. Finally, notethat in both
experiments7]\Y^�_ alwaysunderestimatestheaggregatereservation. This is dueto the truncation
errorsin computingboththe

6
valuesandthe 7]\Y^�_ estimate.

5.5.1 ProcessingOverhead

To evaluatethe overheadof our algorithmwe have performedthreeexperimentson a 300 MHz
PentiumII involving 1, 10,and100flows,respectively. Thereservationandactualsendingratesof
all flowsareidentical.Theaggregatesendingrateis about20%largerthantheaggregatereservation
rate. Table5.4shows themeansandthestandarddeviationsfor theenqueueanddequeuetimesat
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bothingressandegressnodes.Eachof thesenumbersis basedon a measurementof 1000packets.
For comparisonwe alsoshow theenqueueanddequeuetimesfor theunmodifiedcode.Thereare
several pointsworth noting. First, our implementationaddslessthan5 � s overheadper enqueue
operation,andabout2 � s perdequeueoperation.In addition,boththeenqueueanddequeuetimes
at the ingressnodearegreaterthanat theegressnode. This is becauseingressnodeperformsper
flow operations.Furthermore,asthe numberof flows increases,the enqueuetimesincreaseonly
slightly, i.e., by lessthan20%. This suggeststhat our algorithmis indeedscalablein thenumber
of flows. Finally, the dequeuetimesactuallydecreaseasthe numberof flows increases.This is
becausethe rate-controlleris implementedasa calendarqueuewith eachentry correspondingto
a 128 � s time interval. Packetswith eligible timesfalling betweenthesameinterval arestoredin
thesameentry. Therefore,whenthenumberof flows is large,morepacketsarestoredin thesame
calendarqueueentry. Sinceall thesepacketsaretransferredduringoneoperationwhenthey become
eligible,theactualoverheadperpacket decreases.

5.6 RelatedWork

Theideaof implementingguaranteedservicesbyusingastatelesscorearchitecturewasproposedby
Jacobson[76] andClark [24], andis now beingpursuedby theIETF Diffservworkinggroup[32].
Thereareseveral differencesbetweenour schemeandthe existing Diffserv proposals.First, our
DPSbasedalgorithmsoperateat a muchfiner granularityboth in termsof time andtraffic aggre-
gates:thestateembeddedin a packet canbehighly dynamic,asit encodesthecurrentstateof the
flow, ratherthanthestaticandglobalpropertiessuchasdroppingor schedulingpriority. In addition,
thegoalof our schemeis to implementdistributedalgorithmsthat try to approximatetheservices
providedby anetwork in whichall routersimplementperflow management.Therefore,wecanpro-
vide servicedifferentiationandperformanceguaranteesin termsof bothdelayandbandwidthon a
per flow basis.In contrast,thePremiumservicecanprovide only perflow bandwidthguarantees.
Finally, we proposefully distributedanddynamicalgorithmsfor implementingbothdataandcon-
trol functionalities,whereexistingDiffservsolutionsrely onmorecentralizedandstaticalgorithms
for implementingadmissioncontrol.

In this chapter, we proposea techniqueto estimatetheaggregatereservation rateandusethat
estimateto performadmissioncontrol. While this maylook similar to measurement-basedadmis-
sion control algorithms[62, 110], the objectivesandthusthe techniquesarequite different. The
measurement-basedadmissioncontrol algorithmsaredesignedto supportcontrolled-loadtype of
services,theestimationis basedon theactualamountof traffic transmittedin thepast,andis usu-
ally anoptimisticestimatein thesensethattheestimatedaggregaterateis smallerthantheaggregate
reservedrate.While thishasthebenefitof increasingthenetwork utilizationby thecontrolled-load
servicetraffic, it hastherisk of incurringtransientoverloadsthatmaycausetheservicedegradation.
In contrast,our algorithmaimsto supportguaranteedservice,andthe goal is to estimatea close
upperboundon theaggregatereservedrateevenwhenthetheactualarrival ratemayvary.

Cruz[29] proposedanovel schedulingalgorithmcalledSCED+in thecontext of ATM networks.
In SCED+,virtual circuitssharinga samepathsegmentareaggregatedinto a virtual path.At each
switch, only per virtual pathstateinsteadof per virtual circuit stateneedsto be maintainedfor
schedulingpurpose.In addition,an algorithmis proposedto computethe eligible timesandthe
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deadlinesof a packet at subsequentnodeswhenthepacket entersa virtual path. We notethat by
doingthis andusingDPSto carrythis informationin thepackets’ headers,it is possibleto remove
perpathschedulingstatefrom corenodes.However, unlike our solution,SCED+doesnot provide
perflow delaydifferentiationwithin anaggregate.In addition,theSCED+work focusesonthedata
pathmechanism,while weaddressesbothdatapathandcontrolpathissues.

5.7 Summary

In this chapter, we have describedtwo distributedalgorithmsthat implementQoSschedulingand
admissioncontrol in a SCOREnetwork. Combined,thesetwo algorithmssignificantlyenhance
the scalabilityof both the dataandcontrolplanes,while providing guaranteedserviceswith flex-
ibility, utilization, and assurancelevels similar to thosetraditionally implementedwith per flow
mechanisms.The key techniqueusedin both algorithmsis DynamicPacket State(DPS),which
provideslightweightandrobustmeansfor routersto coordinateactionsandimplementdistributed
algorithms. By presentinga designandprototypeimplementationof the proposedalgorithmsin
IPv4 networks,we have demonstratedthat it is indeedpossibleto applyDPStechniquesandhave
minimumincompatibilitywith existingprotocols.
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Chapter 6

Providing RelativeServiceDifferentiation in SCORE

In this chapterwe describea third applicationof theDPStechnique:implementinga largespatial
granularitynetwork service,calledLocationIndependentResourceAccounting(LIRA), that pro-
videsrelative servicedifferentiation. Unlike traditionalservices,suchasthe Guaranteedservice,
thataredefinedon a perflow basis,largespatialgranularityservicesaredefinedover a largenum-
berof destinations.A simpleexamplewouldbeto guaranteeauser10Mbpsbandwidthirrespective
of whereor whentheusersendstraffic.

With LIRA, eachuseris assigneda rateat which it receivesresourcetokens. For eachLIRA
packet, a useris charged a numberof resourcetokens,the amountdependingon the congestion
level alongthepacket’s path.Thegoalof LIRA is to achievebothhighresourceutilizationandvery
low lossrate.LIRA providesrelative differentiation:a userwhich receivestwice asmany resource
tokensasanotheruserwill receive abouttwice asmuchbandwidth,aslong asbothuserssharethe
samelinks. Notethat in thecaseof onelink, LIRA reducesto WeightedFair Queueing,i.e., each
activeuseris allocatedacapacitythatis proportionalto therateatwhichit receivesresourcetokens.

Wepresentanintegratedsetof algorithmsthatimplementtheLIRA servicemodelin aSCORE
network. Specifically, we leveragetheexisting routinginfrastructureto distribute thepathcoststo
all edgenodes.Sincethepathcostreflectsthecongestionlevel alongthepath,we usethis costto
designdynamicroutingandloadbalancingalgorithms.To avoid packet re-orderingwithin a flow,
we devise a lightweight mechanismbasedon DPSthat bindsa flow to a routeso that all packets
from theflow will traversethesameroute.To reducerouteoscillation,we probabilisticallybind a
flow to oneof themultiple routes.

Traditionalsolutionsto bind a flow to a route,alsoknown asroute-pinning,requireroutersto
eithermaintainperflow state,or maintainstatethat is proportionalwith thesquareof thenumber
of edgerouters.By usingDPS,we areableto significantlyreducethis complexity. In particular,
weproposea route-pinningmechanismthatrequiresroutersto maintainstatewhich is proportional
only to thenumberof egressrouters.

The restof the chapteris organizedasfollows. The next sectionmotivatesthe LIRA service
model,anddiscussesthelimitation of theexistingalternatives.Section6.3describestheLIRA ser-
vice andoutlinesits implementationin a SCOREnetwork. Section6.4presentssimulationexperi-
mentsto demonstratetheeffectivenessof our solution.Section6.5 justifiesthenew servicemodel
anddiscussespossiblewaysfor ourschemeto implementotherdifferentialservicemodels.Finally,
in Section6.6wepresenttherelatedwork, andin Section6.7wesummarizeourcontributions.
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6.1 Background

Traditionalservicemodelsthatproposeto enhancethebest-effort serviceareusuallydefinedon a
per-flow basis. Examplesof suchservicesarethe GuaranteedandControlledLoad services[93,
121] proposedin thecontext of Intserv[82], andthePremiumservice[76] proposedin thecontext
of Diffserv [32]. While theseservicesprovide excellentsupportfor a plethoraof new point-to-
point applicationssuchasIP telephony andremotediagnostics,thereis a growing needto support
servicesat a coarsergranularitythanat a flow granularity. An examplewould bea servicethat is
definedirrespective of where or whena usersendsits traffic. Sucha servicewould bemucheasier
to negotiateby anorganizationsincethereis noneedto specifythedestinationsin advance,usually
adauntingtaskin practice.1

An exampleof suchaserviceis theAssuredservicewhichwasrecentlyproposedby Clarkand
Wroclawski [23, 24] in thecontext of Diffserv. With theAssuredservice,afixedbandwidthprofile
is associatedwith eachuser. Thisprofiledescribesthecommitmentof theInternetServiceProvider
(ISP) to theuser. In particular, theuseris guaranteedthataslong asits aggregatetraffic doesnot
exceedits profile, all user’s packetsaredeliveredto their destinationswith very high probability.
In the remainderof this chapter, we usethe term of serviceassurance to denotethe probability
with which a packet is deliveredto its destination.If a userexceedsits profile, theexcesstraffic is
forwardedasbest-effort traffic. Notethattheimplicit assumptionin theAssuredserviceis thatthe
thetraffic sentwithin auserprofilehasamuchhigherassurance(i.e., its packetsaredeliveredwith
amuchhigherprobability)thanthebesteffort traffic.

In this chapter, we proposea novel service,calledLocationIndependentResourceAccounting
(LIRA), in which theserviceprofile is describedin termsof resourcetokensratherthanfixedband-
width profile. In particular, with LIRA, eachuseris assigneda token bucket in which it receives
resourcetokensat a fixedrate. Whena usersendsa packet into thenetwork, theuseris chargeda
numberof resourcetokens,theamountdependingon thecongestionlevel alongthepathtraversed
by the packet. If the userdoesnot have enoughresourcetokensin its token bucket, the packet is
forwardedasa besteffort packet. Notethat,unlike theAssuredservicewhich providesanabsolute
service,LIRA providesa relativeservice.In particular, if a userreceivesresourcetokensat a rate
thatis twicetherateof anotheruser, andif bothuserssenttraffic alongthesamepaths,thefirst user
will gettwiceasmuchaggregatethroughput.

A naturalquestionis why usea servicethatoffersonly relative bandwidthdifferentiationsuch
asLIRA, insteadof a servicethat offers a fixed bandwidthprofile suchas the Assuredservice?
After all, theAssuredservicearguablyprovidesa morepowerful andusefulabstraction;ideally, a
useris guaranteedafixedbandwidthirrespective of whereor whenit sendstraffic. In contrast,with
LIRA, theamountof traffic a usercansendvariesasa resultof thecongestionalongthepathsto
thedestination.

The simpleansweris that, while the fixed bandwidthprofile is arguablymorepowerful, it is
unclearwhetherit canbe efficiently implemented.The main problemfollows directly from the
servicedefinition, asa fixed bandwidthprofile servicedoesnot put any restrictionon whereor
whena usercansendtraffic. This resultsin a fundamentalconflict betweenmaximizingresource
utilizationandachieving ahighserviceassurance.In particular, sincethenetwork doesnotknow in

1For example,for aWebcontentprovider, it is very hardif not impossibleto specifyits clientsapriori.
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advancewherethepacketswill go, in orderto provide highserviceassurance,it needsto provision
enoughresourcesto all possibledestinations.In theworstcase,whenthetraffic of all userstraverses
the samecongestedlink in the network, an ISP hasto make surethat the sumof all userprofiles
doesnotexceedthecapacityof thebottlenecklink. Unfortunately, thiswill resultin severeresource
underutilization,whichis unacceptablein practice.Alternatively, anISPcanprovisionresourcesfor
theaverageratherthantheworstcasescenario.Suchastrategy will increasetheresourceutilization
at theexpenseof serviceassurance.

In contrast,LIRA canachieve bothhigh serviceassuranceandresourceutilization. However,
to achieve this goal,LIRA givesup thefixedbandwidthprofile semantics.Thebandwidthprofile
of a userdependson the congestionin the network: the morecongestedthe network, the lower
the profile of a user. Thus, while the Assuredservicetradesthe serviceassurancefor resource
utilization, LIRA tradesthe fixed bandwidthservicesemanticsfor resourceutilization. Next, we
arguethat the trade-off madeby LIRA givesa userbettercontrol on managingits traffic, which
makesLIRA acompellingalternative to theAssuredservice.

To illustratethis point, considerthe casewhenthe network becomescongested.In this case,
LIRA tries to maintainthe level of serviceassuranceby scalingbacktheprofilesof all usersthat
sendtraffic in thecongestedportionof thenetwork. In contrast,in thecaseof theAssuredservice,
network congestionwill causea decreaseof theserviceassurancefor all usersthatsharethecon-
gestedportion of the network. Considernow a company whosetraffic profile decreasesfrom 10
to 5 Mbps, asa resultof network congestion.Similarly, assumethat, in the caseof the Assured
service,thesamecompany experiencesatenfold increasein its lossrateastheresultof thenetwork
congestion(while its serviceprofile remainsconstantat 10 Mbps). Finally, assumethat theCEO
of thecompany wantsto make anurgentvideoconferencecall, for which requires2 Mbps. With
LIRA, sincethebandwidthrequiredby thevideoconferenceis no largerthanthecompany’s traffic
profile, theCEOcaninitiate theconferenceimmediately. In contrast,with theAssuredservice,the
CEOmaynotbeableto starttheconferencedueto thehighlossrate.Worseyet, if thecongestionis
causedby thetraffic of otherusers,thecompany candonothingaboutit. Thefundamentalproblem
is that,unlike LIRA, theAssuredservicedoesnotprovideany protectionin caseof congestion.

6.2 Solution Outline

Weconsidertheimplementationof LIRA in aSCOREnetwork, in whichweuseatwo bit encoding
scheme.The first bit, calledthe preferred bit, is setby the applicationor userandindicatesthe
droppingpreferenceof thepacket. Thesecondbit, calledmarkingbit, is setby the ingressrouters
of anISPandindicateswhetherthepacket is in- or out-of-profile.Whena preferredpacket arrives
at an ingressnode,thenodemarksit, if theuserhasnot exceededits profile; otherwisethepacket
is left unmarked.2 Thereasonto usetwo bits insteadof oneis that in anInternetenvironmentwith
multiple ISPs,evenif a packet maybeout-of-profilein someISPson theearlierportionof its path,
it maystill be in-profile in a subsequentISP. Having a droppingbit that is unchangedby upstream
ISPson thepathwill allow downstreamISPsto make thecorrectdecision.Coreroutersimplement
a simplebehavior of priority-baseddropping.Whenever thereis acongestion,a corerouteralways

2In thischapter, wewill usetheterminologyof markedor unmarkedpacketsto referto packetsin or out-of theservice
profile,respectively.
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dropsunmarkedpacketsfirst. In this chapter, we focuson mechanismsfor implementingLIRA in
a singleISP. Weassumethefollowing modelfor theinteractionof multiple ISPs:if ISPA is using
the serviceof ISP B, thenISP B will treatISP A just like a regular user. In particular, the traffic
from all ISPA’suserswill betreatedasasingletraffic aggregate.

While theabove forwardingschemecanbeeasilyimplementedin a Diffservnetwork, it turns
out that to effectively supportLIRA we needthe ability to performroute-pinning,that is, to bind
a flow to a route so that all packets from the flow will traversethe samepath. Unfortunately,
traditionalmechanismsto achieve routepinningrequireperflow state.Eventherecentlyproposed
Multi ProtocolLabelSwitching(MPLS)requiresrouterstomaintainanamountof stateproportional
to thesquareof thenumberof edgerouters.In a largedomainwith thousandsof edgenodessuch
overheadmaybeunacceptable.

To addressthis problemwe usetheDynamicPacket State(DPS)technique.With eachpacket
weassociatealabelthatencodesthepacket’s routefromthecurrentnodeto theegressrouter. Packet
labelsareinitialized by ingressrouters,andareusedby coreroutersto routethepackets. Whena
packet is forwarded,therouterupdatesits label to reflectthefact thattheremainingpathhasbeen
reducedby onehop. By usingthis scheme,we areableto significantlyreducethestatemaintained
by core routers. More precisely, this statebecomesproportionalto the numberof egressnodes
reachablefrom thecorerouter, whichcanbeshown to beoptimal.Theroutepinningmechanismis
describedin detailin Section6.3.4.

6.3 LIRA: ServiceDifferentiation basedon ResourceRight Tokens

In this section,we presentour differentialservicemodel,calledLIRA (LocationIndependentRe-
sourceAccounting),with serviceprofilesdefinedin termsof resourcetokensratherthanabsolute
amountsof bandwidth.

With LIRA, eachuser � is assigneda serviceprofile that is characterizedby a resourcetoken
bucket L�%?�=� 6 �$R , where%?� representstheresourcetokenrate,and

6 � representsthedepthof thebucket.
Unlike traditionaltoken bucketswhereeachpreferredbit enteringthe network consumesexactly
onetoken, with resourcetoken buckets the numberof tokensneededto admit a preferredbit is a
dynamicfunctionof thepathit traverses.

Althoughtherearemany functionsthatcanbeused,we considera simplecasein which each
link � is assigneda cost,denoted� � L�o�R , which representstheamountof resourcetokenschargedfor
sendinga markedbit alongthelink at time o . Thecostof sendinga markedpacket is computedas� �N�E^ � *¡�¢�=L�o�R , where� is thepacket lengthand £ is thesetof links traversedby thepacket. While
we focuson unicastcommunicationsin thischapter, we notethatthecostfunctionis alsonaturally
applicableto thecaseof multicast.As we will show in Section6.4,charging a userfor every link
it usesandusingthecostin routingdecisionshelpsto increasethenetwork throughput.In fact, it
hasbeenshown by Ma etal. [68] thatusingasimilarcostfunction3 for performingtheshortestpath
routinggivesthebestoverall resultswhencomparedwith otherdynamicroutingalgorithms.

It is importantto note that the costsusedherearenot monetaryin nature. Insteadthey are
reflectingthelevel of congestionandtheresourceusagealonglinks/paths.This is differentfrom a

3It canbe shown that whenall links have the samecapacityour cost is within a constantfactor from the costof
shortest-dist(P, 1) algorithmproposedby Ma et al. [68].
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Figure6.1: Whena preferredpacketarrives,thenodecomputesthepacket’scost,andthepacket is marked
if therearesufficient resourcetokens.

pricingschemewhich representstheamountof paymentmadeby anindividual user. Thoughcosts
canprovide valuableinput to pricing policies,in general,thereis no necessarydirect connection
betweencostandprice.

Figure6.1illustratesthealgorithmperformedby ingressnodes.Whenapreferredpacketarrives
ataningressnode,thenodecomputesits costbasedonthepacket lengthandthepathit traverses.If
theuserhasenoughresourcetokensin its bucket to cover this cost,thepacket is marked,admitted
in the network, and the correspondingnumberof resourcetokensis subtractedfrom the bucket
account.Otherwise,dependingon thepolicy, the packet canbeeitherdropped,or treatedasbest
effort. Informally, our goalat the userlevel is to ensurethat userswith “similar” communication
patternsreceive service(in termsof aggregatemarkedtraffic) in proportionto their tokenrates.

The crux of the problemthen is the computationanddistribution of the per marked bit cost
for eachpath. In this section,we first presentthe algorithmto computethe costof eachmarked
bit for a single link, andnext presentanalgorithmthatcomputesanddistributestheper-pathcost
of onemarked bit by leveragingexisting routingprotocols.We thenarguethat this dynamiccost
informationis alsousefulfor multi-pathroutingandloadbalancingpurposes.To avoid routeoscil-
lationandpacket reorderingwithin oneapplication-level flow, weintroducetwo techniques.First,a
lightweightschemeis devisedto ensurethatall packetsfrom thesameapplication-level flow always
travel thesamepath.Theschemeis lightweightin thesensethatno perflow stateis neededin any
corerouters.Second,ratherthanusinga simplegreedyalgorithmthatalwaysselectsthepathwith
thecurrentlowestcost,weuseaprobabilisticschemeto enhancesystemstability.

6.3.1 Link CostComputation

A naturalgoal in designingthe link cost function in LIRA is to avoid droppingmarked packets.
Sincein theworstcaseall userscancompetefor thesamelink atthesametime,asufficientcondition
to avoid this problemis to have a cost function that exceedsthe numberof tokensin the system
whenthelink utilization approachesunity. Without boundingthenumberof tokensin thesystem,
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thissuggestsacostfunctionthatgoesto infinity whenthelink utilizationapproachesunity. Among
many possiblecostfunctionsthatexhibit thisproperty, wechoosethefollowing one:

�EL�o�R³' ´,µe·¶
L�o�R � (6.1)

where´ is thefixedcostof usingthelink4 whenit is idle, and ¶
L�o�R representsthelink utilizationat
time o . In particular, ¶YL�oSR�'U7¸L�o�RS#2¹ , were 7¸L�o�R is thetraffic throughputat time o , and ¹ represents
the link capacity. Recall that �2L�oSR is measuredin tokens/bitand representshow much a useris
chargedfor sendingamarkedbit alongthatlink at time o .

In an ideal system,wherecostsare instantaneouslydistributed and the rate of the incoming
traffic variesslowly, a costfunctionasdefinedby Eq. (6.1)guaranteesthatno markedpacketsare
droppedinsidethecore.However, in arealsystem,computinganddistributing thecostinformation
incur overhead,so they are usually doneperiodically. In addition, thereis always the issueof
propagationdelay. Becauseof these,thecostinformationusedin admittingpacketsat ingressnodes
may be obsolete.This may causepacket dropping,andleadto oscillations. Thoughoscillations
areinherentto any systemin which thepropagationof the feed-backinformationis non-zero,the
sensitivity of our costfunctionwhenthe link utilization approachesunity makesthingsworse. In
this regime,an incrementallysmall traffic changemay resultin anarbitrarylarge costchange.In
factonemaynotethatEq.(6.1)is similar to theequationdescribingthedelaybehavior in queueing
systems[65], which is known to leadto systeminstability whenusedasa congestionindicationin
aheavily loadedsystem.

To addresstheseissues,weusethefollowing iterative formulato computethelink cost:

�EL�o=�jR�' ´ O-�2L�on��º�»�R
¼7¸L�o � �So ��º�» R¹ � (6.2)

where
¼7¸L�o=½��Son½ ½VR denotestheaveragebit rateof themarkedtraffic duringthetime interval ¾ on½��So=½ ½¿R . It

is easyto seethatif themarkedtraffic rateis constantandequalto 7 , theabove iterationconverges
to the costgiven by Eq. (6.1). The main advantageof usingEq. (6.2) over Eq. (6.1) is that it is
morerobust againstlarge variationsin the link utilization. In particular, whenthe link utilization
approachesunity the cost increasesby at most ´ every iteration. In addition, unlike Eq. (6.1),
Eq.(6.2) is well definedevenwhenthelink is congested,i.e.,

¼7ÀL�on��º�»?�So=�;R³'g¹ .
Unfortunately, computingthe costby usingEq. (6.2) is not asaccurateasby usingEq. (6.1).

Thelink maybecomeandremaincongestedfor a longtimebeforethecostincreaseis largeenough
to reducethearrival rateof markedbits. This mayresultin the lossof markedpackets,which we
try to avoid. To alleviatethis problemwe useonly a fractionof thelink capacity, Á¹M'gÂ
¹ , for the
markedtraffic, theremainingbeingusedto absorbtheunexpectedvariationsdueto inaccuraciesin
thecostestimation.5 Here,wechoseÂ between0.85and0.9.

6.3.2 Path CostComputation and Distribution

In LIRA, thecostof a markedbit over a pathis thesumof thecostsof a markedbit over eachlink
on thepath. Oncethecostfor eachlink is computed,it is easyto computeanddistribute thepath

4In practice,the network administratorcanmake useof Ã to encourage/discouragethe useof the link. Simply by
changingthefixedcost Ã , a link will costproportionallymoreor lessat thesameutilization.

5 Ä is similarto thepressurefactorusedin someABR congestioncontrolschemesfor estimatingthefair share[61, 87].
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Figure6.2: Exampleof routebindingvia packet labeling.

costby leveragingexisting routingprotocols.For link statealgorithms,thecostof eachmarkedbit
canbeincludedaspartof the link state.For distancevectoralgorithms,we canpassandcompute
thepartialpathcostin thesameway thedistanceof a partialpathis computedwith respectto the
routingmetric.

6.3.3 Multipath Routing and Load Balancing

Sinceour algorithmdefinesa dynamiccostfunctionthatreflectsthecongestionlevel of eachlink,
it is naturalto usethis cost function for the purposeof multi-path routing. To achieve this, we
computethe Ø shortestpathsfor eachdestinationor egressnodeusingtheunit link metric. While
theobvioussolutionis to sendpacketsalongthepathwith theminimumcost(in thesenseof LIRA,
seeSection6.3)amongthe Ø paths,thismayintroducetwo problems:(a)packet re-orderingwithin
oneapplication-level flow, which maynegatively affect end-to-endcongestioncontrolalgorithms,
and(b) routeoscillation,whichmayleadto systeminstability.

We introducetwo techniquesto addresstheseproblems.First,we presenta lightweightmech-
anismthat bindsa flow to a routeso that all packets from the flow will traversethe sameroute.
Second,to reducerouteoscillation,for eachnew flow, aningressnodeprobabilisticallybindsit to
oneof themultiple routes.By carefullyselectingtheprobability, we canachieve bothstability and
load-balancing.

6.3.4 RoutePinning

As discussedearlier, we will maintainmultiple routesfor eachdestination.However, we would
like to ensurethat all packetsbelongingto the sameflow areforwardedalongthe samepath. To
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implementthismechanismweusetheDynamicPacket State(DPS)technique.
Thebasicideais to associatewith eachpatha labelcomputedastheXOR over theidentifiersof

all routersalongthepath,andthenassociatethislabelwith eachpacketof aflow thatgoesalongthat
path. Herewe usetheIP addressasthe identifier. More precisely, a path £)'ÙL��jÚÜÛE�S�jÚÝ»?�.�.�.�&�S�jÚ > R ,
where �jÚ�Û is the sourceand �jÚ > is the destination,is encodedat the source( �jÚÜÛ ) by !NÛ('Þ�jÚÝ»�ß�jÚÜàfß��.�.�0ß��jÚ > . Similarly, thepathfrom �nÚÝ» to �nÚ > is encodedat �jÚÝ» by !;»9'á�jÚ�à�ßI�.�.�0ßm�nÚ > . A
packet thattravelsalongpath £ is labeledwith !âÛ asit is leaving �jÚÜÛ , andwith !$» asit is leaving ÚÝ» .
By usingXOR we caniteratively re-computethe labelbasedon thepacket’s currentlabelandthe
nodeidentifier. As anexample,considera packet that is assignedlabel !NÛ at node �jÚÜÛ . Whenthe
packet arrivesatnode�jÚ » , thenew labelcorrespondingto theremainingof thepath, L��jÚ » �.�.�.�&�S�jÚ > R ,
is computedasfollows:

!;»ã' �jÚÝ»
ßm!âÛ�' (6.3)

�jÚ » ß�L��jÚ » ßQ�nÚ à ßä�.�.�2ßQ�jÚ > R³'ä�jÚ à ßä�.�.�5ßQ�nÚ > �
It is easyto seethatthisschemeguaranteesthatthepacket will beforwardedexactlyalongthepath£ . Here,we implicitly assumethatall alternatepathsbetweentwo end-nodeshave uniquelabels.
Althoughtheoreticallythereis a non-zeroprobability that two labelsmaycollide, we believe that
for practicalpurposesit canbeneglected.Onepossiblewayto reducethelabelcollisionprobability
would be to usea hashfunction to translatethe IP addressesinto labels. By usinga goodhash
function,this will resultin a morerandomdistribution of routerlabels.Anotherpossibilitywould
be to explicitly label routersto reduceor even eliminatethe collision probability. Note that this
solutionwill requireto maintainthemappingbetweenrouterIP addressesandrouterlabels,which
canbedifficult in practice.Onelastpoint worth notingis thateven if two alternatepathshave the
samelabel,this will not jeopardizethecorrectnessof our scheme:theworstthing thatcanhappen
is analternatepathto beignored,whichwill only leadto adecreasein utilization.

Next wegivesomedetailsof how thismechanismcanbeimplementedby simplyextendingthe
informationmaintainedby eachrouterin theroutingandforwardingtables.Besidesthedestination
andtheroutecost,eachentryin theroutingtablealsocontainsthelabelassociatedwith thatpath.

å ÚÜæTo�� å �¢ç2æTocè »né ��!nè »néPê �.�.�.� å ��çEæTo�è�ë é ��!nè�ë é R ê¡ê (6.4)

Similarly, theforwardingtableshouldcontainanentryfor eachpath:

å ! è »né ��Ú3æ?o¢�SìGí.îïo ðlç�ñ è »né ê �.�.� å ! è�ë é ��Ú3æ?o¢�SìGí.îïo ðlç�ñ èòë é ê (6.5)

In Figure6.2wegiveasimpleexampleto illustratethismechanism.Assumethatnodes�jÚ » and�jÚÜó areedgenodes,andtherearetwo possiblepathsfrom �jÚl» to �jÚ�ó of costs7, and8, respectively.
Now, assumeapacketdestinedto �nÚ�ó arrivesat �jÚl» . First theingressnode�nÚÝ» searchestheclassifier
table(notshown in theFigure)thatmaintainsa list of all flowsto seewhetherthis is thefirst packet
of a flow. If it is, the routerusesthe informationin the routing tableto probabilisticallybind the
flow to a pathto �nÚ�ó . At thesametime it labelsthepacket with theencodingof theselectedroute.
In ourexample,assumethepathof cost7, i.e., L��jÚÝ»?�S�jÚÜà2�S�jÚÜôE�S�jÚ�óTR , is selected.If thearriving packet
is not thefirst packet of theflow, therouterautomaticallylabelsthepacket with theencodingof the
pathto which theflow is bound.This canbesimplyachievedby keepinga copy of thelabel in the
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classifiertable. Oncethepacket is labeled,theroutercheckstheforwardingtablefor thenext hop
by matchingthepacket’s labelandits destination.In ourcase,thisoperationgivesus �nÚ�à asthenext
hop.Whenthepacket arrivesat node�jÚ à therouterfirst computesa new labelbasedon thecurrent
packet labelandtherouteridentifier: ! ´

6 íT!�'U�jÚ�à³ßQ! ´
6 íT! . Thenew labelis thenusedto lookupthe

forwardingtable.
It is importantto notethat the above algorithmassumesper flow stateonly at ingressnodes.

Insidethecore,thereis noperflow state.Moreover, thelabelscanspeed-upthetablelookupif used
ashashkeys.

6.3.5 Path Selection

While theabove forwardingalgorithmensuresthatall packetsbelongingto thesameflow traverse
thesamepath,thereis still the issueof how to selecta pathfor a new flow. Thebiggestconcern
with any dynamicroutingprotocolbasedon congestioninformationis its stability. Frequentroute
changesmayleadto oscillations.

To addressthis problem,we associatea probabilitywith eachrouteanduseit in bindinga new
flow to thatroute.Thegoalin computingthisprobabilityis to equalizethecostsalongthealternate
routes,if possible. For this we usea greedyalgorithm. Every time the routecostsareupdated
we split the setof routesin two equalsets,whereall the routesin onesethave costslarger than
the routesin thesecondset. If thereis anoddnumberof routes,we leave themedianout. Then,
we decreasethe probability of every routein the first set, the onewhich containsthe highercost
routes,andincreasetheprobabilityof eachroutein thesecondsetby a smallconstantõ . It canbe
shown that in a steady-statesystem,this algorithmconvergesto thedesiredsolution,in which the
differencebetweenthecostsof thetwo alternatepathsis boundedby õ .
6.3.6 Scalability

As describedsofar, it is requiredthatourschememaintainsØ entriesfor eachdestinationin boththe
forwardingtableusedby theforwardingengineandtheroutingtableusedby theroutingprotocol,
where Ø is the maximumnumberof alternatepaths.While this factormaynot besignificantif Ø
is small, a moreseriousissuethat potentially limits the scalabilityof the algorithmis that in its
basicform it requiresthatanentrybemaintainedfor eachdestination,wherein reality, to achieve
scalability, routersreally maintainthelongest-prefixof a groupof destinationsthatsharethesame
route[41]. Sinceour algorithmworksin thecontext of oneISP, we canmaintainanentryfor each
egressnodeinsteadof eachdestination.We believe this is sufficient asthenumberof egressnodes
in anISPis usuallynot large.

However, assumethat the numberof egressnodesin an ISP is very large so that significant
addressaggregation is needed.Thenwe needto alsoperformcostaggregation. To illustratethe
problemconsiderthe examplein Figure6.3. Assumethe addressesof Ú�Û and ÚÝ» areaggregated
at an intermediaterouter %2» . Now the questionis how muchto charge a packet that entersat the
ingressnode %TÛ andhasthe destinationÚÜÛ . Sincewe do not keepstatefor the individual routes
to Ú Û , and Ú » respectively, we needto aggregatethecostto thesetwo destinations.In doing this,
a naturalgoalwould beto maintainthe total chargesthesameasin a referencesystemthatkeeps
per routestate.Let 7¸L�%2».��Ú0�jR denotethe averagetraffic ratefrom %2» to Ú0� , �9'ö,E�c1 . Then,in the
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Figure6.3: Topologyto illustratethelabelandcostaggregation.

referencesystemthatmaintainsperroutestate,thetotalchargepertimeunit for theaggregatetraffic
from %2» to ÚÜÛ and ÚÝ» is: �¢ç2æTo�L�%0»���ÚÜÛTR=7¸L�%2»?��Ú�ÛTR�O÷��ç2æ?o.L�%2»?��Úl»¢R=7¸L�%2»?��ÚÝ»¢R . In a systemthatdoesnot
maintainperroutestate,thecharge for thesametraffic is �¢ç2æTo�L�%0»���ÚÜÛ2��ÚÝ»¢R�L�7¸L�%0»?��Ú�ÛTR
O�7¸L�%0»?��ÚÝ»¢RSR ,
where��ç2æ?o.L�%2».��Ú�Û2��Úl»¢R denotestheperbit aggregatecost.Thisyields

��ç2æTo�L�%2»?��ÚÜÛE��ÚÝ»¢Rø' ��çEæTo.L�%2»?��Ú�ÛTR=7¸L�%2»?��ÚÜÛTR
7¸L�%2».��Ú�Û&R�O-7¸L�%0»?��ÚÝ»¢R O (6.6)

��çEæTo.L�%2»?��ÚÝ»¢R=7¸L�%2»?��Úl»¢R
7¸L�% » ��Ú Û R�O-7¸L�% » ��Ú » R �

Thus,any packet thatarrivesat % Û andhaseitherdestinationÚ Û or Ú » is chargedwith ��ç2æ?o.L�% Û �S% » RùO��ç2æ?o.L�%2»?��Ú�ÛE��Úl»¢R . Obviously, routeaggregationincreasesthe inaccuraciesin costestimation.How-
ever, thismaybealleviatedby thefactthattherouteaggregationusuallyexhibitshigh localities.

Anotherproblemwith addressaggregationis thata label canno longerbeusedto encodethe
entirepathto thedestination.Instead,it is usedto encodethecommonportionof thepathsto the
destinationsin theaggregateset. This meansthata packet shouldberelabeledat every routerthat
performsaggregationinvolving thepacket’sdestination.Themostseriousconcernwith thisscheme
is thatit is necessaryto maintainperflow stateandperformpacket classificationatacorerouter( % »
in our example).Fortunately, this scalabilityproblemis alleviatedby thefact thatwe needto keep
per flow stateonly for theflows whosedestinationaddressesareaggregatedat thecurrent router.
Finally, wenotethatthisproblemis notspecificto ourscheme;any schemethat(i) allows multiple
pathrouting,(ii) performsloadbalancing,and(iii) avoidspacket reorderinghasto addressit.

6.4 Simulation Results

In thissectionweevaluateourmodelby simulation.Weconductfour experiments:threeinvolving
simpletopologieswhich helpto gaina betterunderstandingof thebehavior of our algorithms,and
one more realistic examplewith a larger topology and more complex traffic patterns. The first
experimentshows that if all userssharethe samecongestedpath,theneachuserreceivesservice
in proportionto its resourcetoken rate. This is the sameresult onewould expect from using a
weightedfair queueingscheduleron every link, with the weightsset to the users’token rate. In
thesecondexperiment,we show thatby usingdynamicroutingandloadbalancing,we areableto
achieve the sameresult– that is, eachuserreceivesservicein proportionto its token rate– in a
moregeneralconfigurationwheresimply usingweightedfair queueingscheduleron every link is
not sufficient. In the third experiment,we show how loadbalancingcansignificantlyincreasethe
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overall resourceutilization. Finally, thefourthexperimentshowshow thebehaviorsobservedin the
previousexperimentsscaleto a largertopology.

6.4.1 Experiment Design

Wehaveimplementedapacket level simulatorwhichsupportsbothDistanceVector(DV) andShort-
estPathFirst (SPF)routingalgorithms.To supportloadbalancingweextendedthesealgorithmsto
computethe Ø -th shortestpaths. The time interval betweentwo routeupdatesis uniformly dis-
tributed between����/ and ,E��/ of the averagevalue. As shown by Floyd and Jacobson[38], this
choiceavoids theroute-updateself-synchronization. In SPF, whena nodereceivesa routingmes-
sage,it first updatesits routingtableandthenforwardsthemessageto all its neighbors,exceptthe
sender. Theroutingmessagesareassumedto have high priority, sothey arenever lost. In thenext
sectionswecomparethefollowing schemes:

ú BASE – this schememodelstoday’s best-effort Internet,andit is usedasa baselinein our
comparison.The routing protocolusesthe numberof hopsasthe distancemetric andit is
implementedby eitherDV or SPF. This schemedoesnot implementservicedifferentiation,
i.e.,bothmarkedandunmarkedpacketsareidenticallytreated.

ú STATIC – thisschemeimplementsthesamestaticroutingasBASE.In addition,it implements
LIRA by computingthe link costasdescribedin Section6.3.1,andmarkingpacketsat each
ingressnodeaccordingto thealgorithmshown in Figure6.1.

ú DYNAMIC- Ø – this schemeaddsdynamicroutingandloadbalancingto STATIC. Therout-
ing protocolusesa modifiedversionof DV/SPFto find thefirst Ø shortestpaths.Note that
DYNAMIC-1 is equivalentto STATIC.

EachrouterimplementsaFIFO schedulingdisciplinewith a sharedbuffer anda drop-tailman-
agementscheme.Whenthe buffer occupancy exceedsa predefinedthreshold,newly arrived un-
markedpacketsaredropped.Thus,theentirebuffer spacefrom thethresholdup to its total sizeis
reservedto thein-profiletraffic.6 Unlessotherwisespecified,throughoutall ourexperimentsweuse
abuffer sizeof 256KB anda thresholdof 64KB.

The two main performanceindicesthat we usein comparingthe above schemesarethe user
in-profileanduseroverall throughputs.Theuserin-profilethroughputrepresentstherateof theuser
aggregatein-profile traffic deliveredto its destinations.Theoverall throughputrepresentstheuser’s
entire traffic — i.e., includingboththein- andout-ofprofile traffic — deliveredto its destinations.
In addition,we useuserdroppingrate of the in-profile traffic to characterizethe level of service
assurance.

Recentstudieshaveshown thatthetraffic in realnetworksexhibitstheself-similarproperty[27,
80, 81, 118] — that is, the traffic is bursty over widely different time scales. To generateself-
similar traffic we usethe techniqueoriginally proposedby Willinger et al. [118], whereit was

6We note that this schemeis a simplified versionof the RIO buffer managementschemeproposedby Clark and
Wroclawski [24] In addition,RIO implementsa RandomEarly Detection(RED) [37] droppingpolicy, insteadof drop-
tail, for bothin- andout-ofprofile traffic. REDprovidesanefficientdetectionmechanismfor theadaptive flows,suchas
TCP, allowing themto gracefullydegradetheir performanceswhencongestionoccurs.However, sincein this studywe
arenotconcernedwith thebehavior of individual flows,for simplicity wechoseto not implementRED.
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Figure6.4: (a)Topologyusedin thefirst experiment.Eachlink has10Mbpscapacity.
� � , ��� , and

� � send
all their traffic to �À� . (b) The throughputsof the threeusersunderBASE andSTATIC schemes.(c) The
throughputsunderSTATIC whenthetokenrateof

���
is twice therateof

� � / ��� .
shown thatthesuperpositionof many ON-OFFflowswith ON andOFFperiodsdrawn from aheavy
tail distribution, andwhich have fixedratesduringtheON periodresultsin self-similartraffic. In
particular, Willinger etal. [118] show thattheaggregationof severalhundredof ON-OFFflowsis a
reasonableapproximationof therealend-to-endtraffic observedin aLAN.

In all ourexperiments,wegeneratethetraffic by drawing thelengthof theON andOFFperiods
from aParetodistributionwith thepowerfactorof ,E��1 . DuringtheON periodasourcesendspackets
with sizesbetween100and1000bytes.Thetime to senda packet of minimumsizeduringtheON
periodis assumedto bethetimeunit in computingthelengthof theON andOFFintervals.

Due to the high overheadincurredby a packet-level simulatorsuchasours,we limit the link
capacitiesto 10 Mbps and the simulationtime to 200 sec. We set the averageinterval between
routingupdatesto 5 secfor thesmalltopologiesusedin thefirst threeexperiments,andto 3 secfor
the large topologyusedin the lastexperiment.In all experiments,the traffic startsat time o�'"1E�
sec. Thechoiceof this time guaranteesthat the routingalgorithmfindsat leastonepathbetween
any two nodesby time o . In orderto eliminatethetransientbehavior, westartour measurementsat
time o�'�/E� sec.

6.4.2 Experiment 1: Local Fairnessand Service Differentiation

This experimentshows that if all userssendtheir traffic alongthe samecongestedpath,they get
servicein proportionto their tokenrate,aslong asthereis enoughdemand.Considerthetopology
in Figure6.4(a),whereusers� , , �³1 , and �³q sendtraffic to ��, . Figure6.4(b)showstheuseroverall
throughputsover theentiresimulationunderBASE. As it canbeseen,� , getssignificantlymore
thantheothertwo. In fact,if thetraffic from all sourceswerecontinuouslybacklogged,we expect
that ��, will get half of the congestedlinks / and � , while ��1 and �³q split the otherhalf. This
is becauseeven thougheachusersendsat anaverageratehigherthan10 Mbs, thequeuesarenot
continuouslybacklogged.This is dueto theburstynatureof thetraffic anddueto thelimited buffer
spaceateachrouter.
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Figure6.5: (a) Topologyusedin thesecondexperiment.
� � , ��� , � � , and

�0/
sendall their traffic to �À� ,� � , and �¡� , respectively. (b) Thethroughputsof all usersunderBASE,STATIC, andDYNAMIC-2.

Next, we run the samesimulationfor the STATIC scheme.To eachuserwe assignthe same
tokenrate,andto eachlink we associatethesamefixedcost. Figure6.4(b)shows theuseroverall
andin-profilethroughputs.Comparedto BASE,theoverallthroughputsaremoreevenlydistributed.
However, the user �21 still getsslightly betterservice,i.e., its in-profile throughputis 3.12Mbps,
while the in-profile throughputof �43 / �45 is 2.75Mbps. To seewhy, recall from Eq. (6.1) that link
costaccuratelyreflectsthelevel of congestionon thatlink. Consequently, in this caselinks 5 and6
will have thehighestcost,followedby link 4, andthentheotherthreelinks. Thus, �43 and �45 have
to “pay” morethan �21 permarkedbit. Sinceall usershave thesametokenrates,this translatesinto
loweroverall throughputsfor �43 and �45 , respectively.

To illustratethe relationshipbetweentheuser’s token rateandits performance,we doublethe
tokenrateof �63 . Figure6.4(c)showstheoverallandin-profilethroughputsof eachuser. In termsof
in-profile traffic, user �43 getsroughlytwice thethroughoutof �65 (i.e.,4.27Mbpsvs. 2.18Mbps).

Finally, wenotethattherewerenomarkedpacketsdroppedin any of theabovesimulations.For
comparison,morethan60%of theout-ofprofile traffic wasdropped.

6.4.3 Experiment 2: UserFairnessand Load Balancing

In thissectionweshow how dynamicroutingandloadbalancinghelpto improveuserlevel fairness
andachieve betterresourceutilization. Considerthetopologyin Figure6.5whereusers721 , 743 , 745
and 798 sendtraffic to eachof theusers:;1 , :<3 and :=5 , respectively. Again thefixedcostsof all
links areequal,andall usersareassignedthesametokenrate.

Figure6.5(b)shows theoverall andin-profile throughputsof 721 , 743 , 745 and 798 underBASE,
STATIC andDYNAMIC-2, respectively. WhenBASEandSTATIC areused,eachuseralwayssends
alongtheshortestpaths.Thisresultsin 721 , 743 and 745 sharinglink 1,while 798 aloneuseslink 3. As
aconsequence798 receivessignificantlybetterservicethantheotherthreeusers.Sinceit implements
thesameroutingalgorithm,STATIC doesnot improve theoverall throughputs.However, compared
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Figure6.6: (a)Topologyusedin thethird experiment.Meanthroughputswhen(b) loadis balanced,and(c)
whenit is unbalanced,i.e,S3andS4areinactive.

with BASE, STATIC guaranteesthat in-profile packets are deliveredwith very high probability
(again,in thisexperiment,nomarkedpacketsweredropped).Ontheotherhand,whenDYNAMIC-
2 is used,eachuserreceivesalmostthe sameservice. This is becauseusers721 , 743 and 745 can
now useboth routesto sendtheir traffic, which allows themto competewith user 798 for link 3.
User 7R8 still maintainsa slight advantage,but now the differencebetweenits overall throughput
andthe overall throughputsof the otherusersis lessthan7%. In the caseof the in-profile traffic
thisdifferenceis about5%. As in thepreviousexperiment,thereasonfor this differenceis because
whencompetingwith 798 , theotherusershave to pay, besideslink 3, for link 2 aswell.

Thus,by taking advantageof the alternateroutes,our schemeis ableto achieve fairnessin a
moregeneralsetting.At thesametime it is worth notingthattheoverall throughputalsoincreases
by almost7%. However, in this case,this is mainly dueto theburstynatureof 798 ’s traffic which
cannotusetheentirecapacityof link 3 whenit is theonly oneusingit, ratherthanloadbalancing.

6.4.4 Experiment 3: Load Distribution and Load Balancing

This experimentshows how the load distribution affects the effectivenessof our load balancing
scheme.For this purpose,considerthetopologyin Figure6.6(a). In thefirst simulationwe gener-
ateflows thathave thesourceandthedestinationuniformly distributedamongusers.Figure6.6(b)
showsthemeansof theoverall throughputsunderBASE,STATIC, andDYNAMIC-2, respectively.7

Dueto theuniformity of thetraffic pattern,in this caseBASE performsvery well. UnderSTATIC
we getslightly largeroverall throughput,mainly dueto our congestioncontrolscheme,which ad-
mits a marked packet only if thereis a high probability that it will be delivered. However, under
DYNAMIC-2 the performancedegrades.This is becausethereare timeswhenour probabilistic
routingalgorithmselectslongerroutes,which leadsto inefficient resourceutilization.

7We have alsocomputedstandarddeviationsfor eachcase:the largeststandarddeviation was0.342for theoverall
throughputunderSTATIC scheme,and0.4for thein-profile throughputunderDYNAMIC-2.
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Figure6.7: Topologysimilar to the T3 topologyof the NSFNETbackbonenetwork containingthe IBM
NSSnodes.

Next, weconsideranunbalancedloadby makingusers745 and 798 inactive. Figure6.6(c)shows
throughputmeansunderBASE, STATIC, andDYNAMIC-2, respectively. As it can be noticed,
usingDYNAMIC-2 increasesthemeanby 30%.This is becauseunderBASEandSTATIC schemes
theentiretraffic between721 , 743 and 74S , 74T is routedthroughlinks 3 and4 only. Ontheotherhand,
DYNAMIC-2 takesadvantageof thealternateroutethroughlinks 1 and2.

Finally, in anothersimulationnot shown hereweconsideredthescenarioin which 74S , 74T , 76U ,
and 76V sendtheir entiretraffic to 745 and 798 , respectively. In this caseDYNAMIC-2 outperforms
STATIC andBASEby almosttwo timesin termsof in-profileandoverall throughputs.This is again
becauseBASEandSTATIC exclusively uselinks 3 and2, while DYNAMIC-2 is ableto useall four
links.

6.4.5 Experiment 4: Lar geScaleExample

In thissectionweconsidera largertopologythatcloselyresemblestheT3 topologyof theNSFNET
backbonecontainingtheIBM NSSnodes(seeFigure6.7). Themajordifferenceis that in orderto
limit thesimulationtimeweassume10Mbpslinks, insteadof 45Mbps.Weconsiderthefollowing
threescenarios.
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Figure6.8: Thethroughputswhentheloadis balanced(Figure6.7(a)),(b) unbalanced((Figure6.7(b)),and
(c) whenthenetwork is virtually partitioned(Figure6.7(c)).

In thefirst scenariowe assumethat loadis uniformly distributed,i.e., any two userscommuni-
catewith thesameprobability. Figure6.8(a)showstheresultsfor eachschemewhichareconsistent
with theonesobtainedin thepreviousexperiment.Dueto thecongestioncontrolwhichreducesthe
numberof droppedpacketsin thenetwork, STATIC achieveshigherthroughputthanBASE.Onthe
otherhand,dynamicroutingandloadbalancingarenoteffective in thiscase,sincethey tendto gen-
eratelongerrouteswhich leadsto inefficient resourceutilization. This is illustratedby thedecrease
of theoverall andthein-profile throughputsunderDYNAMIC-2 andDYNAMIC-3, respectively.

In thesecondscenarioweassumeunbalancedload.Moreprecisely, weconsider11users(cov-
eredby theshadedareain Figure6.7(b))whichareninetimesmoreactive thantheothers,i.e., they
send/receive ninetimesmoretraffic.8 Unlike thepreviousscenario,in termsof overall throughput,
DYNAMIC-2 outperformsSTATIC by almost8%, andBASE by almost20%(seeFigure6.8(b)).
This is becauseDYNAMIC-2 is able to usesomeof the idle links from the un-shadedpartition.
However, asshown by theresultsfor DYNAMIC-3, asthenumberof alternatepathsincreasesboth
theoverallandin-profile throughputsstartto decrease.

In thefinal scenariowe considerthepartitionof thenetwork shown in Figure6.7(c). For sim-
plicity, we assumethatonly usersin thesamepartitioncommunicatebetweenthem.This scenario
modelsavirtual privatenetwork (VPN) setting,whereeachpartitioncorrespondsto aVPN. Again,
DYNAMIC-2 performsbest9 sinceit is able to make useof somelinks betweenpartitionsthat
otherwisewould remainidle.

Finally, we notethatacrossall simulationspresentedin this section,the droppingratefor the
markedpacketswasnever larger than0.3%. At thesametime thedroppingratefor theunmarked
packetswasover40%.

8This might modelthe real situationwheretheeastcoastis moreactive thanthewestcoastbetween9 and12 a.m.
EST.

9Themeanof theuseroverall throughputunderDYNAMIC-2 is 15%largerthanunderSTATIC, and18%largerthan
underBASE.
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6.4.6 Summary of Simulation Results

Althoughtheexperimentsin this sectionarefar from beingexhaustive, we believe that they give a
reasonableimageof how our schemeperforms.First, our schemeis effective in providing service
differentiationat the userlevel. Specifically, the first two experimentsshow that userswith simi-
lar communicationpatternsget servicein proportionto their token rates. Second,at leastfor the
topologiesandthe traffic modelconsideredin theseexperiments,our schemeensuresthatmarked
packetsaredeliveredto thedestinationwith highprobability.

Consistentwith otherstudies[68], theseexperimentsshow that performingdynamicrouting
and load balancingmake little sensewhen the load is alreadybalanced.In fact, usingdynamic
routingandloadbalancingcanactuallyhurt,since,asnotedabove, this will generatelongerroutes
which mayresultin inefficient resourceutilization. However, whenthe load is unbalanced,using
DYNAMIC- r cansignificantlyincreasetheutilizationandachieve ahigherdegreeof fairness.

Finally, we notethatthein-profile droppingratedecreasesasthethenumberof alternatepaths
increases.For examplein thelastexperimentin thefirst two scenariosthedroppingrateis no larger
than0.3%underSTATIC and0%underDYNAMIC-2 andDYNAMIC-3, respectively, while in the
lastscenariothepercentagedecreasesfrom 0.129%for STATIC, to 0.101%for DYNAMIC-2, and
to 0.054%for DYNAMIC-3.

6.5 Discussion

In this chapter, we have studieda differentialservicemodel,LIRA, in which, unlike the Assured
service[23, 24], the serviceprofile is specifiedin termsof resourcetokens insteadof absolute
bandwidth. Sincethe exact bandwidthof marked bits that a customercan receive from sucha
serviceis notknowna priori, anaturalquestionto askis why suchaservicemodelis interesting?

Thereareseveralreasons.First,we believe thattheapriori specificationof anabsoluteamount
of bandwidthin theserviceprofile, thoughdesirable,is not essential.In particular, we believe that
theessentialaspectsthatdistinguishDiffservfrom Intservarethefollowing: (a) theserviceprofile
is usedfor traffic aggregateswhicharemuchcoarserthanperflow traffic, and(b) theserviceprofile
is definedover a timescalelarger thanthedurationof individual flows, i.e. serviceprofile is rather
static. Noticethat thedegreeof traffic aggregationdirectly relatesto thespatialgranularityof the
serviceprofile. On the one hand,if eachserviceprofile is definedfor only one destination,we
have the smallestdegreeof traffic aggregation. If thereare s possibleegressnodesfor a user,
s independentserviceprofilesneedto bedefined.Network provisioning is relatively easyasthe
entiretraffic matrix betweenall egressandingressnodesis known. However, if a userhasa rather
dynamicdistribution of egressnodesfor its traffic, i.e., theamountof traffic destinedto eachegress
nodevariessignificantly, and the numberof possibleegressnodesis large, sucha schemewill
significantlyreducethe chanceof statisticalsharing.On the otherhand,if eachserviceprofile is
definedfor all egressnodes,we have the largestdegreeof traffic aggregation. Only oneservice
profile is neededfor eachuserregardlessof thenumberof possibleegressnodes.In additionto a
smallernumberof serviceprofiles,sucha servicemodelalsoallows all the traffic from the same
user, regardlessof its destination,to statisticallysharethesameserviceprofile. Theflip sideis that
it makesit difficult to provisionnetwork resources.Sincethetraffic matrix is notknown apriori, the
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best-casescenariois whenthenetwork traffic is evenly distributed,andtheworst-casescenariois
whenall traffic goesto thesameegressrouter.

Therefore,it is very difficult, if not impossible,to designserviceprofilesthat(1) arestatic,(2)
supportcoarsespatialgranularity, (3) aredefinedin termsof absolutebandwidth,andat thesame
timeachieve (4) highserviceassuranceand(5) highresourceutilization. Sincewefeel that(1), (2),
(4) and(5) arethemostimportantfor differentialservices,wedecidedto giveup (3).

Fundamentally, we want a serviceprofile that is static and path-independent.However, to
achievehighutilization,weneedto explicitly addressthefactthatcongestionis alocalanddynamic
phenomenon.Oursolutionis tohavetwo levelsof differentiation:(a)theuserorservice-profilelevel
differentiation,which is basedonresourcetokenarrival ratethatis staticandpathindependent,and
(b) thepacket level differentiation,which is asimplepriority betweenmarkedandunmarkedpack-
etsandweightedfair shareamongmarkedpackets.By dynamicallysettingthecostof eachmarked
bit asa functionof thecongestionlevel of thepathit traverses,we setup the linkagebetweenthe
static/path-independent andthedynamic/path-dependentcomponentsof theservicemodel.

A secondreasonour servicemodelmay be acceptableis that usersmay caremoreaboutthe
differential aspectof theservicethantheguaranteedbandwidth.For example,if userA paystwice
asmuchasuserB, userA would expectto have roughlytwice asmuchtraffic deliveredasuserB
duringcongestionif they sharesamecongestedlinks. This is exactlywhatweaccomplishin LIRA.

A third reasonafixed-resource-token-rate-variable-bandwidth serviceprofilemaybeacceptable
is that the usertraffic is usuallybursty over multiple time-scales[27, 80, 118]. Thus, thereis a
fundamentalmismatchbetweenanabsolutebandwidthprofileandtheburstynatureof thetraffic.

We do recognizethe fact that it is desirablefor both the userand the ISP to understandthe
relationshipbetweentheuser’s resourcetokenrateandits expectedcapacity. This canbeachieved
by measuringtherateof markedbitsgivenafixedtokenrate.BoththeuserandtheISPcanperform
thismeasurement.In fact,thissuggeststwo possiblescenariosin whichLIRAcanbeusedto provide
a differentialservicewith anexpectedcapacitydefinedin termsof absolutebandwidth.In thefirst
scenario,the serviceis not transparent.Initially, the ISP will provide the userwith the following
relationship

expectedcapacitytvu4w token ratex traffic mix y (6.7)

basedon its own prior measurement.Theuserwill measuretheexpectedcapacityandthenmake
adjustmentsby askingfor anincreaseor adecreasein its resourcetokenrate.In thesecondscenario,
the serviceis transparent.Both the initial settingand the subsequentadjustmentsof the service
profile in termsof tokenratewill bemadeby theISPonly.

Therefore,one way of thinking aboutour schemeis that it provides a flexible and efficient
framework for implementinga variety of AssuredServices. In addition, the dynamiclink cost
informationandthestatisticsof theresourcetokenbucket historyprovide goodfeedbackbothfor
individual applicationsto perform runtime adaptation,and for the useror the ISP to do proper
accountingandprovisioning.

104



6.6 RelatedWork

The LIRA serviceis highly influencedby Clark andWroclawski’s Assuredserviceproposal[23,
24]. The key differenceis that we defineserviceprofiles in units of resourcetokensratherthan
absolutebandwidth.In addition,weproposea resourceaccountingschemeandanintegratedsetof
algorithmsto implementourservicemodel.

Anotherrelatedproposalis theUser-ShareDifferentiation(USD)[116] scheme,whichdoesnot
assumeabsolutebandwidthprofiles. In fact, with USD, a useris assigneda shareratherthana
token-bucket-based serviceprofile. For each congestedlink in thenetwork traversedby theuser’s
traffic, theusersharesthebandwidthwith otherusersin proportionto its share.Theserviceprovided
is equivalentto onein whicheach link in anetwork implementsaweightedfair queueingscheduler
wheretheweightis theuser’sshare.With USD,thereis little correlationbetweentheshareof auser
andtheaggregatethroughputit will receive. For example,two usersthatareassignedthesameshare
canseedrasticallydifferentaggregatethroughputs.A userthat hastraffic for many destinations
(thustraversemany differentpaths)canpotentiallyreceive muchhigheraggregatethroughputthan
auserthathastraffic for only a few destinations.

WaldspurgerandWeihl have proposeda framework for resourcemanagementbasedon lottery
tickets[113, 114]. Eachclient is assignedacertainnumberof ticketswhichencapsulateits resource
rights. The numberof tickets a userreceives is similar to the user’s incomerate in LIRA. This
framework wasshown to provide flexible managementfor varioussingleresources,suchasdisk,
memoryandCPU.However, they donotgiveany algorithm(s)to coordinateticketallocationamong
multiple resources.

To increaseresourceutilization,in thischapterweproposeperformingdynamicroutingandload
balancingamongthebestr shortestpathsbetweensourceanddestination.In thiscontext, oneof the
first dynamicroutingalgorithms,which usesthe link delayasmetric,wastheARPANET shortest
pathfirst [71]. Unfortunately, the sensitivity of this metric whenthe link utilization approaches
unity resultedto relatively poor performances.Variousrouting algorithmsbasedon congestion
controlinformationwereproposedelsewhere[43, 46]. Theuniqueaspectof ouralgorithmis thatit
combinesdynamicrouting,congestioncontrolandloadbalancing.Wealsoalleviatetheproblemof
systemstabilitywhichplaguedmany of thepreviousdynamicroutingalgorithmsby definingamore
robustcostfunctionandprobabilisticallybindinga flow to a route.We alsonotethatour link cost
is similar to theoneusedby Ma et al. [68]. In particular, it canbeshown thatwhenall links have
thesamecapacity, our link costis within aconstantfactorof thecostof shortest-dist(P, 1) algorithm
presentedMa et al. [68]. It is worth notingthatshortest-dist(P, 1) performedthebestamongall the
algorithmsstudiedthere.

6.7 Summary

In this chapterwe have proposedanAssuredservicemodelin which theservice-profileis defined
in unitsof resourcetokensratherthantheabsolutebandwidth,andanaccountingschemethatdy-
namicallydeterminesthe numberof resourcetokenschargedfor eachin-profile packet. We have
presenteda setof algorithmsthat efficiently implementthe servicemodel. In particular, we in-
troducedthreetechniques:(a) distributing pathcoststo all edgenodesby leveragingthe existing
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routinginfrastructure;(b) bindingaflow to aroute(route-pinning);(c) multi-pathroutingandprob-
abilisticbindingof flows to pathsto achieve loadbalancing.

To implementroute-pinning,which is arguably the mostcomplex techniqueof the three,we
have usedDPS.By usingDPS,wehave beenableto efficiently implementtheLIRA servicemodel
in a SCOREnetwork. Wehave presentedsimulationresultsto demonstratetheeffectivenessof the
approach.To thebestof our knowledge,this is thefirst completeschemethatexplicitly addresses
theissueof largespatialgranularities.
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Chapter 7

Making SCOREmoreRobust and Scalable

While SCORE/DPSbasedsolutionsaremuchmorescalableand,in the caseof fail-stopfailures,
more robust than their statefulcounterparts,they are lessscalableand robust than the stateless
solutions. The scalabilityof the SCOREarchitecturesuffers from the fact that the network core
cannottranscendtrust boundaries,suchasthe boundarybetweentwo competingInternetService
Providers (ISPs). As a result, the high-speedrouterson theseboundariesmustbe statefuledge
routers.The lack of robustnessis becausethemalfunctioningof a singleedgeor corerouterthat
insertserroneousstatein the packet headerscould severely impact the performanceof an entire
SCOREnetwork.

In thischapter, wediscussanextensionto theSCOREarchitecture,called“verify-and-protect”,
thatovercomestheselimitations. We achieve scalabilityby pushingthecomplexity all theway to
end-hosts,andthereforeeliminatethe distinctionbetweencoreandedgerouters. To addressthe
trust androbustnessissues,all routersstatisticallyverify that the incomingpackets arecorrectly
marked, i.e., that they carryconsistentstate.This approachenablesroutersto discover andisolate
misbehaving end-hostsandrouters.While this approachrequiresroutersto maintainstatefor each
flow that is verified, in practice,this doesnot compromisethe scalabilityof core routersas the
amountof statemaintainedby theseroutersis very small. In practice,asdiscussedin Section7.3,
thenumberof flows thata routerneedsto verify simultaneously– flows for which therouterhasto
maintainstate– is ontheorderof tens.Weillustratethe“verify-and-protect” approachin thecontext
of Core-StatelessFair Queueing(CSFQ),by developingteststo accuratelyidentify misbehaving
nodes,andpresentsimulationresultsto demonstratetheeffectivenessof thisapproach.

The remainderof this chapteris organizedasfollows. The next sectiondescribesthe failure
modelassumedthroughoutthis chapter. Section7.2 presentsthe componentsof the “verify-and-
protect”approach,while Section7.3 describesthedetailsof theflow verificationalgorithmin the
caseof CSFQ.Section7.4 proposesa robust testto identify themisbehaving nodes.Finally, Sec-
tion 7.5presentssimulationresults,while Section7.6summarizesourfindings.

7.1 Failure Model

In this chapter, we assumea partial failure model in which a routeror end-hostmisbehaves by
sendingpacketscarryinginconsistentinformation.A packet is saidto carryinconsistentinformation
(or state),if this informationdoesnot correctlyreflecttheflow behavior. In particular, with CSFQ,
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Figure7.1: Threeflows arriving at a CSFQrouter: flow 1 is consistent,flow 2 is downward-inconsistent,
andflow 3 is upward-inconsistent.

a packet is saidto carry inconsistentinformationif thedifferencebetweentheestimatedratein its
headerandthe actualflow rateexceedssomepredefinedthreshold(seeSection7.3.2for details).
Weusearangetest,insteadof anequalitytest,to accountfor therateestimationinaccuraciesdueto
thedelayjitter andtheprobabilisticdroppingschemeemployedby CSFQ.A nodethatchangesthe
DPSstatecarriedby apacket from consistentinto inconsistentis saidto misbehave. In thischapter,
weusethetermof nodefor botha routerandanend-host.

A misbehaving nodecanaffect a subsetor all flows that traversethe node. As an example,
an end-hostor an egressrouterof an ISP may intentionallymodify stateinformationcarriedby
thepacketsof a subsetof flows hopingthattheseflows will geta bettertreatmentwhile traversing
a down-streamISP. In contrast,a router that experiencesa malfunctionmay affect all flows by
randomlydroppingtheir packets.

A flow whosepacketscarryinconsistentinformationis calledinconsistent; otherwiseit is called
consistent. We differentiatebetweentwo typesof inconsistentflows. If thepacketsof a flow carry
a ratesmallerthantheactualflow rate,we saythat theflow is downward-inconsistent. Similarly,
if the packetscarry a ratethat is larger thanthe actualflow ratewe saythat the flow is upward-
inconsistent. Figure7.1 shows an exampleinvolving threeflows arriving at a CSFQcorerouter:
flow 1 is consistent,flow 2 is downward-inconsistent,asits arrival rateis 10, but its packetscarry
anestimatedrateof only 5, andflow 3 is upward-inconsistentsinceit hasanarrival rateof 3, but
its packetscarryan estimatedrateof 5. As we will show in the next section,of the two typesof
inconsistentflows,thedownward-inconsistentonesaremoredangerousasthey canstealbandwidth
from theconsistentflows. In contrast,upward-inconsistentflowscanonly hurt themselves.

In summary, we assumeonly nodefailuresthat resultin forwardingpacketswith inconsistent
state.We do not considergeneralfailuressuchasa nodewriting a packet IP header, e.g.,spoofing
theIP destinationor/andsourceaddresses,or droppingall packetsof aflow.

7.1.1 Example

In this section,we first illustratethe impactof an inconsistentflow on otherconsistentflows that
sharethesamelink. In particular, weshow thatadownward-inconsistentflow maydeny theservice
to consistentflows. Thenwe illustratethe impactthata misbehaving routercanhave on thetraffic
in theentiredomain.

Considerabasicscenarioin whichthreeflowswith ratesof 8, 6,and2 Mbps,respectively, share
a 10Mbpslink. Accordingto Eq.4.1,thefair ratein thiscaseis 4 Mbps1. As a result,thefirst two
flowsget4 Mbpseach,while flow 3 getsexactly2 Mbps.

1This is obtainedby solvingtheequation:z|{~}�������������z|{�}�������������z|{~}���������������� .
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Figure7.2: (a)A CSFQcoreroutercannotdifferentiatebetweenaninconsistentflow with anarrival rateof
8, whosepacketscarryan estimatedrateof 1, and8 consistentflows, eachhaving an arrival rateof 1. (b)
SinceCSFQassumesimplicitly thatall flowsareconsistentit will allocatearateof 8 to theinconsistentflow,
andarateof 1 to consistentflows. Thecrossesindicatedroppedpackets.

Next, assumethat the first flow is downward-inconsistent.In particular, its packetscarry an
estimatedrateof 1 Mbps,insteadof 8 Mbps. It is easyto seethenthatsucha scenariowill break
CSFQ.Intuitively, this is becauseacoreroutercannotdifferentiate– basedonly on theinformation
carriedby thepackets– betweenthecaseof an8 Mbpsinconsistentflow, andthecaseof 8 consistent
flows sendingat 1 Mbps each(seeFigure7.2(a)). In fact, CSFQwill assumeby default that the
informationcarriedby all packetsis consistent,and,asa result,will computea fair rateof 1 Mbps
(seeFigure7.2(b)).2 Thus,while theothertwo flowsget1 Mbpseach,theinconsistentflow will get
8 Mbps!

Worseyet, a misbehaving routercanaffect not only the traffic it forwards,but alsothe traffic
of otherdown-streamrouters.Considertheexamplein Figure7.3(a)in which theblackrouteron
thepathof flow 1 misbehavesby under-estimatingtherateof flow 1. As illustratedby theprevious
example,thiswill causedown-streamroutersto unfairly allocatemorebandwidthto flow 1, hurting
in this way theconsistenttraffic. In this example,flow 1 will affect bothflows2 and3. In contrast,
in a statefulnetwork, in which eachrouter implementsFair Queueing,a misbehaving routercan
hurt only theflows it forwards.In thescenarioshown in Figure7.3(b),themisbehaving routerwill
affectonly flow 1, while theothertwo flowswill notbeaffected.

7.2 The “Verify-and-Protect” Approach

To addressthe robustnessand improve the scalabilityof the SCOREarchitecturewe considera
“verify-and-protect”extensionof thisarchitecture.Weachieve scalabilityby pushingthecomplex-
ity all theway to end-hostsandeliminatetheconceptof thecore-edgedistinction. To addressthe

2This is obtainedby solvingtheequation:z|{~}�������������z|{~}�������������� �¡z|{�}��¢���¢���£�;��� .
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Figure7.3: (a) An exampleillustratinghow a misbehaving router(representedby theblackbox) canaffect
thedown-streamconsistenttraffic in thecaseof CSFQ.In particular, themisbehaving routerwill affect flow
1, which in turn affectsflows 2 and3 asthey sharethesamedown-streamlinks with flow 1. (b) In thecase
of Fair Queueingthemisbehaving routerwill affectonlyflow 1; theothertwo flowsarenotaffected.

trust androbustnessissues,all routersstatisticallyverify that the incomingpackets arecorrectly
marked.Thisapproachenablesroutersto discover andisolatemisbehaving end-hostsandrouters.

The“verify-and-protect”extensionconsistsof threecomponents:(1) identificationof themis-
behaving nodes,(2) protectionof theconsistenttraffic againsttheinconsistenttraffic forwardedby
the misbehaving node,and(3) recovery from the protectionmodeif themisbehaving nodeheals.
Next, webriefly discussthesecomponentsin moredetail.

7.2.1 NodeIdentification

Nodeidentificationbuildson thefactthatwith DPSacoreroutercaneasilyverifywhetheraflow is
inconsistentor not. Thiscanbesimplydoneby having a router(1) monitora flow, (2) re-construct
its state,andthen(3) checkwhetherthereconstructedstatematchesthestatecarriedby theflows’
packets. We call this procedureflow verification. In the caseof CSFQ,flow verificationconsists
of re-estimatinga flow’s rateandthencomparingit againsttheestimatedratecarriedby theflow’s
packets.If thetwo ratesarewithin somepredefineddistancefrom eachother(seeSection7.3.2)we
saythattheflow is consistent;otherwise,wesaythattheflow is inconsistent.

Sincein our casea misbehaving nodeis definedasa nodewhich forwardspackets carrying
inconsistentstate,a simpleidentificationalgorithmwould be to have eachroutermonitor the in-
comingflows. Then,if the routerdetectsan inconsistentflow, it will concludethat the up-stream
nodemisbehaves.3

The drawbackof this approachis that it requirescoreroutersto monitor eachincomingflow,
whichwill compromisethescalabilityof our architecture.To getaroundthisproblem,we limit the
numberof flowsthataremonitoredto asmallsub-setof all arriving flows. While thisapproachdoes

3For simplicity, herewe assumethat we can decidethat a nodemisbehaves basedon a single inconsistentflow.
However, aswewill show in Section7.3.2,in thecaseof CSFQwehaveto performmorethanoneflow teststo accurately
identify amisbehaving node.
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not guaranteethatevery inconsistentflow is identified,it is still effective in detectingmisbehaving
nodes.This is because,at thelimit, identifyingoneinconsistentflow is enoughto concludethatan
up-streamnodemisbehaves. However, notethat in this casewe canno longerbe certainthat the
up-streamneighbormisbehaves;it canbethecasethatanotherup-streamnodemisbehavesbut the
intermediatenodesfail to identify it.

7.2.2 Protection

Oncea routeridentifiesa misbehaving flow, thenext stepis to protecttheconsistenttraffic against
thisflow. Oneapproachwouldbeto penalizetheinconsistentflowsonly. Theproblemwith thisap-
proachis thatit is necessaryto maintainstatefor all inconsistentflows. If thenumberof inconsistent
flows is large,thisapproachwill compromisethescalabilityof thecorerouters.

An secondapproachwould beto penalizeall flows which arrive from a misbehaving node.In
particular, oncearouterconcludesthatanup-streamnodemisbehaves,it penalizesall flowsthatare
comingfrom that node,no matterwhetherthey areinconsistentor not. While this approachmay
seemoverly conservative, it is consistentwith our failure model,which considersonly node,not
flow, failure.

Finally, a third approachwould be to announcethe failure at a higheradministrative level —
for example,to thenetwork administrator— thatcanthentake theappropriateaction.At thelimit,
thenetwork administratorcansimply shut-down themisbehaving routerandreroutethe traffic. A
variationof thisschemewouldbeto designaroutingprotocolthatautomaticallyreroutesthetraffic
whenamisbehaving routeris identified.

In theexamplestudiedin thischapter, i.e.,in thecaseof CSFQ,weassumethesecondapproach
(seeSection7.5).

7.2.3 Recovery

In many casesthefailureof a nodecanbetransient,i.e., after forwardingmisbehaving traffic for a
certaintime,a nodemaystopdoingso. In this case,thedown-streamnodeshoulddetectthis, and
stoppunishingthe traffic arriving from thatnode.Again, this canbeeasilyimplementedby using
flow verification.If a routerdoesnot detectany ill-behavedflow for a predefinedperiodof time, it
candecidethenthattheup-streamnodeno longermisbehaves,andstoppunishingits flows.

7.3 Flow Verification

At thebasisof the“verify-and-protect”approachlies theability to identify misbehaving nodes.In
turn, this builds on theability to performflow verificationto detectwhethera flow is consistentor
not. In thissectionwedescribetheflow verificationalgorithm,andproposeatestto checkfor flow’s
consistency in thecaseof CSFQ.

We assumethat a flow is uniquelyidentifiedby its sourceanddestinationIP addresses.This
makespacket classificationeasyto implementatveryhighspeeds.For mostpracticalpurposes,we
canusea simplehashtablewith the hashkeys computedover the sourceanddestinationaddress
fieldsin thepacket’s IP header.
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upon packet ¤ arrival:
// if flowto which p belongis notmonitored,
// andmonitoringlist is not full, start to monitorit
u = get flow filter(¤ );
if ( u¦¥§ monitoring list)

if (sizew monitoring list y©¨«ª )
// start to monitorf
insert(monitoring list x¬u );
init( u�­¯®±°�²´³ );
u�­�µ¶²·°�®¸² ²·¹�º»³¼tvu�­~½�®¸² ²·¹�º»³ ;

else// updatef state
update(u�­�µ¶²·°�²�³¾x¢¤ );
if ( u�­~½¿®¸² ²·¹�º»³ÁÀÂu�­�µ�²�°�®Ã² ²·¹�º»³ÅÄ¦Æ�Ç ÈÊÉ )

flow id test(u�­�µ¶²·°�²�³¾x¢¤�­�µ¶²·°�²�³ );
...
delete(monitoring list x¬u );

Figure7.4: Thepseudocodeof theflow verificationalgorithm.

We considera routerarchitecturein which themonitoringfunctionis implementedat the input
ports. Performingflow monitoringat inputs,ratherthanoutputs,allows us to detectinconsistent
flowsassoonaspossible,andthereforelimit theimpactthattheseflowsmighthaveontheconsistent
flows traversingtherouter. Without lossof generalitywe assumeanon-lineverificationalgorithm.
The pseudocodeof the algorithmis shown in Figure7.4. We assumethat an input canmonitor
up to ª flows simultaneously. Upon a packet arrival, we first checkwhetherthe flow it belongs
to is alreadymonitored. If not, and if lessthan ª flows aremonitored,we add the flow to the
monitoringlist. A flow is monitoredfor an interval of length Æ Ç È·É . At theendof this interval the
routercomputesanestimateof theflow rateandcomparesit againsttheratecarriedby theflow’s
packets.Basedon thiscomparison,therouterdecideswhethertheflow is consistentor not. Wecall
this testtheflow identificationtest.

A flow thatfails this testis classifiedasinconsistent.In anidealfluid flow systemaflow would
be classifiedas consistentif the rate estimatedat the end of the monitoring interval is equalto
the ratecarriedby the flow’s packets. Unfortunately, in a real systemsucha simpletestwill fail
dueto inaccuraciesintroducedby (1) therateestimationalgorithm,(2) thedelayjitter, and(3) the
probabilisticbuffer managementschemeemployed by CSFQ.In Section7.3.2we presenta flow
identificationtestthatis robustin thepresenceof theseinaccuracies.

Oneimportantquestionis whethertheneedto maintainstatefor eachflow thatis verifieddoes
not compromisethe scalabilityof our approach.We answerthis questionnext. Let Æ�Ç È·É be the
averagetime it takes a router to verify a flow (seeTable7.1). Sinceaccordingto the algorithm
in Figure7.4, a new flow (to be verified) is selectedby choosinga randompacket, anda router
canverify up to ª flows simultaneously, theexpectedtime to selectan inconsistentflow is about
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Notation CommentsË
maximumnumberof flowssimultaneouslymonitoredataninputportÌ�Í4Î�Ï
monitoringintervalÌ�Ð ÏÒÑ
expectedtime to identify aflow asinconsistentÓ Ð Ï¶Ñ expectednumberof teststo classifyaflow asinconsistentÔ Î�Õ
overflowfactor – ratiobetweenlabelscarriedby flow’spacketsat the
entranceof thenetwork andthefair rateon theupstreambottlenecklinkÔÒÐ Ï¶Ñ
inconsistencyfactor– ratiobetweenflow’s
arrival rateandlabelscarriedby flow’spacketsÖ numberof packetssentduring

Ì�Í4Î�Ï
at thefair rate

(assumingfixedpacketsizes)× Ñ
eventthata testedflow is consistent× Ð Ï¶Ñ
eventthata testedflow is inconsistent; PrØ × Ð ÏÒÑ·Ù£Ú PrØ × Ñ·Ù�Û¦ÜÝ Ñ
eventthata testedflow is classifiedasconsistentÝ Ð ÏÒÑ
eventthata testedflow is classifiedasinconsistentÞ ÑÊß Ð ÏÒÑ Û PrØ Ý Ð Ï¶Ñ à × Ñ Ù probabilitythata consistentflow is misidentifiedÞ Ð Ï¶ÑÊß Ð Ï¶Ñ9Û PrØ Ý Ð Ï¶Ñ à × Ð Ï¶Ñ�Ù probabilitythataninconsistentflow is identifiedÞâá probabilitythata selectedflow is active longenoughto betestedÞ Ð Ï¶Ñ Û Þ á PrØ Ý Ð Ï¶Ñ Ù probabilitythata selectedflow is classifiedasinconsistentÞ Ðäã Û PrØ × Ð Ï¶Ñ à Ý Ð Ï¶Ñ´Ù probabilityto identify aninconsistentflow, i.e.,
probabilitythata flow classifiedasinconsistentis indeedinconsistentå Ð Ï¶Ñ
fractionof inconsistenttraffic

PrØ × Ð Ï¶Ñ´Ù probabilityto selectaninconsistentflow; weassumePrØ × Ð Ï¶Ñ´Ù�Û å Ð Ï¶Ñ

Table7.1: Notationsusedthroughoutthis chapter. For simplicity, the notationsdo not includethe time
argumentæ .
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Æ0Ç©È·Éç¥èw¢ªéuÃêäÉÃëìy , whereuÃêäÉ¸ë representsthefractionof theinconsistenttraffic (seeTable7.1).Thus,
theexpectedtime to eventuallycatchan inconsistentflow is Æ0Ç©È·É�¥íw¢ªîuÃêäÉ¸ë¬y9ï¦Æ0Ç©È·É . As a result,
it makeslittle senseto chooseª muchlarger than ð¶¥¸u êäÉ¸ë , asthis will only marginally reducethe
time to catcha flow. In fact, if we chooseª ñòð¶¥¸uÃêäÉ¸ë , theexpectedtime to eventuallycatchan
inconsistentflow is within a factorof two of theoptimalvalue Æ�Ç ÈÊÉ . Next, it is importantto note
thatin practicewe canignoretheinconsistenttraffic, when uÃêäÉÃë is small. Indeed,in theworstcase,
ignoringtheinconsistenttraffic is equivalentto “losing” only a fraction uÃêäÉ¸ë of thelink capacityto
the inconsistenttraffic. For example,if uÃêóÉ¸ëètôð¶õ , even if we ignorethe inconsistenttraffic, the
consistenttraffic will still receive about99%of thelink capacity. Giventhevariousapproximations
in our algorithms,ignoring the inconsistenttraffic when u êäÉ¸ë is on the orderof a few percentis
acceptablein practice. As a result,we expect that the numberof flows that are simultaneously
monitored,ª , to beon theorderof tens. Notethat ª doesnotdependon thenumberof flows that
traversea router, a numberthat canbe muchlarger, i.e., on the orderof hundredof thousandsor
evenmillions.

7.3.1 BufferlessPacket System

To facilitatethediscussionof theflow identificationtest,weconsiderasimplifiedbuffer-lesspacket
system,andignoretheinaccuraciesdueto therateestimationalgorithm.For simplicity, assumethat
eachsourcesendsconstant-bitratetraffic, andthatall packetshave thesamelength. We consider
only end-hostand/orroutermisbehaviors thatresultin having all packetsof aflow carrya labelthat
is r±êäÉ¸ë timessmaller thanthe actualflow rate,where r±êäÉ¸ë»öt÷ð . Thus,we assumethat r±êäÉ¸ë , also
called inconsistencyfactor, doesnot change4 during the life of a flow. In Figure7.1, flow 2 has
r êäÉ¸ë tvø , while flow 3 has r êäÉ¸ë tvù¾¥¸S .

We considera congestedlink betweentwo routerss�ú and süû , anddenoteit by ( s�ú : süû ). We
assumethat sýú forwardstraffic to sçû , andthat süû monitorsit. Let þ be the fair rateof ( sýú : süû ).
Then,with eachflow thatarrivesat sýú andwhich is forwardedto süû along( sýú : süû ), we associate
an overflowfactor, denotedr ÈÊÿ , that representsthe ratio betweenthe labelscarriedby the flow’s
packetsandthefair rate þ along( sýú : sçû ). For example,in Figure7.1eachflow hasr�È·ÿ tvS¾¥¸ù .
7.3.2 Flow Identification Test

In this sectionwe presentthe flow identificationtestfor CSFQin the bufferlessmodel. First, we
show why designingsucha test is difficult. In particular, we demonstratethat the probabilistic
droppingschemeemployedby CSFQcansignificantlyaffect theaccuracy of thetest.Thenwegive
threedesirablegoalsfor theidentificationtest,anddiscussthetrade-offs to achieve thesegoals.

Our flow identificationtestmakesthe decisionbasedon the relativediscrepancybetweenthe
rateof the flow estimatedby the router, denoted

�® , andthe labelscarriedby the flow’s packets,
denoted® . Moreprecisely, therelative discrepancy is definedas� ¹Êµ�������t �®¼À
	®	® ­ (7.1)

4Thereasonfor thisassumptionis thataconstantvalueof �
����� maximizestheexcessservicereceivedby aninconsis-
tentflow without increasingtheprobabilityof theflow to becaught.Weshow this in Section7.4.1.
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In anidealizedfluid flow systemtheflow identificationtestneedsonly to seewhethertherelative
discrepancy is zeroor not. Unfortunately, even in our simplifiedbuffer-lessmodelthis testis not
good enough,primarily due to the inaccuraciesintroducedby the CSFQprobabilisticdropping
scheme.Even if a flow is consistentandit traversesonly well-behaved nodes,it canstill end-up
with a non-zerodiscrepancy. To illustratethis point considera consistentflow with the overflow
factor r�È·ÿ�� ð thatarrivesat s�ú . Let ® be thearrival rateof theflow andlet þ be the fair rateof
( s�ú : süû ). Note that r¾È·ÿ=t ®�¥Ãþ . Assumethat exactly � packetsof the flow arrive at s�ú duringa
monitoringinterval Æ0Ç©È·É , andthepacket droppingprobability is independentlydistributed. Then,
theprobabilitythat s�ú will forwardexactly � packetsduring Æ0Ç©È·É is:

¤������±w������0y6t  � �"! ¤$#�w�ð|À ¤0y É&% #èt  � ��!(' ð
r�ÈÊÿ$) # ' ð|À ð

r�ÈÊÿ$) É*% # x (7.2)

where¤=t þ4¥Ò®ètéð¶¥¸r¾È·ÿ representstheprobabilityto forwardapacket.
Next, assumethat süû monitorsthis flow. Sincewe ignorethedelayjitter, theprobability that

sçû receivesexactly � packetsduring Æ0Ç©È·É is exactly theprobabilitythat sýú will forward � packets
during Æ0Ç©È·É , i.e., ¤��
���¾w������ y . As aresult,süû estimatestheflow rateas

�®èt+�",�¥¶Æ0Ç©È·É with probabil-
ity ¤������¾w������ y , where, is thepacket length.Let º denotethenumberof packetsthatareforwarded
at thefair rate þ , i.e., º tîþ�Æ0Ç©È·É�¥-, . Therelative discrepancy of theflow measuredby süû during
Æ�Ç È·É is then: � ¹Êµ�������t �®¼À
	®	® t

�® ÀÂþ
þ t �ýÀ º

º ­ (7.3)

with theprobability ¤������¾w������0y .
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Figure7.5 depictsthe probabilitydensityfunction (p.d.f.) of
� ¹Êµ������ for º t ð
. anddifferent

valuesof r¾È·ÿ . Thus,even if theflow is consistent,its relative discrepancy asmeasuredby sçû can
besignificant.This suggestsa rangebasedtestto reducetheprobabilityof falsepositives,i.e, the
probabilitya consistentflow will beclassifiedasbeinginconsistent.In particular, we proposethe
following flow identificationtest:

Flow Identification Test(CSFQ)Definetwo thresholds:/0��¨
. , and /210�
. , respectively. Then
we saythat a flow is inconsistentif its relativediscrepancy(

� ¹Êµ������ ) is either smallerthan /2� , or
larger than / 1 .

As shown in Figure7.5,theoverflow factor( r�È·ÿ ) hasa significantimpacton theflow’s relative
discrepancy (

� ¹Êµ��3�4� ). The higherthe overflow factorof a flow is (i.e., the moreaggressive a flow
is), themorespreadout its relative discrepancy is. A spreadout relative discrepancy makesit more
difficult to accurately identify aninconsistentflow. Assume/51768.í­�9 , thatis, aflow will beclassi-
fied asinconsistentwhenever themeasuredrelative discrepancy (

� ¹·µ:���4� ) exceeds.í­�9 . As shown in
Figure7.5,in thiscase,theprobabilityaconsistentflow will bemisidentified,increasessignificantly
with ; È·ÿ . If ; È·ÿ=< ð¸­>.?9 , this probability is virtually 0, while if ; È·ÿ 6 ð:@ , this probability is about
0.03,which in practicecanbeunacceptable.Note that while we candecreasethis probabilityby
increasing/51 , sucha simplesolutionhasa major drawback: a large /51 will allow flows with a
largerinconsistency factor, i.e.,with ;±êäÉÃë < /51¡ï ð , to goby undetected.

To simplify the problemof choosing/51 , we assumethat the overflow factorof a consistent
flow hasanupperbound.Thisassumptionis motivatedby theobservationthatconsistentflowsare
likely to reactto congestion,andthereforetheiroverflow factorwill besmall. Indeed,unlessaflow
is malicious,it makeslittle sensefor thesourceto sendataratehigherthantheavailablerateonthe
bottlenecklink. As aresult,weexpectthat ;¾È·ÿ to beslightly largerthan1 in thecaseof aconsistent
flow. For this reason,in the remainingof this chapterwe assumethat ;¾ÇBA # < ð¸­�ù . The valueof
1.3 is chosensomewhat arbitraryto coincideto the valueusedin [101] to differentiatebetween
well-behavedandmalicious(overly aggressive) flows. Thus,if a consistentflow is too aggressive,
i.e.,its overflow factor ;¾È·ÿ Ä ð¸­�ù , it will runahighrisk of beingclassifiedasinconsistent.However,
webelieve thatthis is theright tradeoff, sinceit will provideanadditionalincentive to end-hoststo
implementflow congestioncontrol.

7.3.3 Setting threshold C 1
The main questionthat remainsto be answeredis how to set up thresholds/51 and /0� . In the
remainderof this sectionwe give someguidelinesand illustrate the trade-offs in choosing /51 .
Sincechoosing/2� facessimilar trade-offs, wedonotdiscussthishere.

Setting/51 is difficult becausetheflow identificationtesthasto meetseveralconflictinggoals:

1. robustness- maximizetheprobabilitythataflow identifiedasinconsistentis indeedinconsis-
tent.Wedenotethisprobabilityby ¤ ê � .

2. sensitivity- minimizetheinconsistency factor( ;¾êäÉÃë ) for whicha flow is still caught.

3. responsiveness- minimizetheexpectedtime it takesto classifya flow asinconsistent.As a
metric,we considerthe expectednumberof testsit takesto classifya flow asinconsistent.
Wedenotethisnumberby � êäÉ¸ë .
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In theremainderof thissection,weassumethatrouter D�ú misbehavesby forwardingaconstant
fractionof inconsistenttraffic EÃêäÉ¸ë to Düû . Thereasonwe assumethat EÃêäÉ¸ë is constantis because,
aswe will show in Section7.4.1,this representstheworstcasescenariofor our flow identification
test. In particular, if a maliciousrouterwantsto maximizethe excessbandwidthreceived by its
inconsistenttraffic beforebeingcaught,thenit hasto sendinconsistenttraffic at aconstantfraction
of its total traffic. Further, we assumethatall consistentflows have ;�ÈÊÿ76 ð¸­�ù , andall inconsistent
flows have ;�ÈÊÿ < ð , i.e., no packet of an inconsistentflow is ever droppedby Dýú . As a resultthe
relative discrepancy of an inconsistentflow will beexactly ;±êäÉ¸ë . This meansthatour testwill not
beableto catchaninconsistentflow with ;¾êóÉ¸ë < /51¼ï ð . Again, this choiceof ;¾È·ÿ representsthe
worse-casescenario.It canbeshown thatdecreasingthe ; È·ÿ of consistentflows and/orincreasing
the ;¾È·ÿ of inconsistentflowswill only improve thetestrobustness,sensitivity, andresponsiveness.

Next, we derive the two parametersthat characterizethe robustnessandresponsiveness:¤ ê � ,
and � êóÉ¸ë . By usingBayes’s formulaandthenotationsin Table7.1wehave

¤ ê �F6 PrGIH êóÉ¸ëKJML©êäÉÃëON (7.4)6 PrGIH�êäÉ¸ë N PrG L êäÉÃë J H�êäÉ¸ë N
PrGIH0êóÉ¸ë N PrG L êäÉÃë J H0êóÉ¸ë N ï PrGIH ë N PrG L êäÉÃë J H0ë N6 EÃêäÉÃëQP�¤£êóÉ¸ë3%�êäÉ¸ëEÃêäÉ¸ëRP�¤�êäÉÃë3%�êäÉ¸ë�ï8G�ð|ÀSEÃêäÉ¸ë N P�¤£ë3%�êäÉÃë ­

In addition, the expectednumberof flows that are testedbeforea flow will be classifiedas
inconsistent,� êäÉÃë , is

� êäÉÃëT6VU ê�W ú ¹�G�ð À ¤�êäÉÃë N ê�% ú ¤�êäÉ¸ëX6 ð
¤�êäÉÃëZY (7.5)

where¤�êäÉ¸ë is theprobabilitythataselectedflow will beclassifiedasinconsistent.With thenotations
from Table7.1,andusingsimpleprobabilitymanipulations,wehave

¤ êäÉ¸ë 6 ¤ A PrG L©êóÉ¸ëON (7.6)6 ¤"A*G PrG L êóÉ¸ë\[]H�êäÉ¸ë N ï PrG L êäÉ¸ë\[]H0ë N�N6 ¤"A*G PrGIH�êäÉÃë N PrG L êäÉ¸ë J H�êäÉ¸ë N ï PrGIH0ë N PrG L êäÉ¸ë J H0ë N�N6 ¤ A PSG^E êóÉ¸ë P�¤ êäÉ¸ë3%�êäÉÃë ï8G�ð À_E êóÉ¸ë`N P�¤ ë�%�êóÉ¸ë`N
Finally, by combiningEqs.(7.5)and(7.6),weobtain

� êäÉÃëT6 ð
¤ A P_G^E êäÉÃë P�¤ êóÉ¸ë3%�êäÉ¸ë ïVG�ð|ÀSE êäÉÃë`N P�¤ ë3%�êäÉÃë�N ­ (7.7)

As illustratedby Eqs.(7.4)and(7.7), thefractionof the inconsistenttraffic, EÃêäÉ¸ë , hasa critical
impacton both ¤ ê � and � êäÉ¸ë . The smaller EÃêäÉÃë is, the smaller ¤ ê � is, andthe larger � êäÉ¸ë is. The
reason� êäÉÃë increaseswhen EÃêäÉÃë decreasesis becausein any valid flow identificationtestwe have
¤ êäÉÃë�%�êóÉ¸ë �¦¤ ë3%�êäÉÃë , i.e., theprobabilityan inconsistentflow will be identifiedis alwayslarger than
theprobabilityaconsistentflow will bemisidentified.In theremainderof thischapter, wechoosea

117



0

0.2

0.4

0.6

0.8

1

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4

p_
id

H_u

k_inc = 1.05
k_inc = 1.1

k_inc = 1.15
k_inc = 1.2

k_inc = 1.25
k_inc = 1.3

(a)

1

10

100

1000

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45

n_
in

ca

H_u

k_inc = 1.05
k_inc = 1.1

k_inc = 1.15
k_inc = 1.2

k_inc = 1.25
k_inc = 1.3

(b)

Figure7.6: (a) Theprobabilityto identify aninconsistentflow, b&ced , and(b) theexpectednumberof testsit
takesto classifya flow asinconsistent,fgcih�j , asfunctionsof kml . (Thevaluesof fgcnhoj for pocnh�jrq(s�tvu�w andkmlyx{z*t | arenot plottedasthey arelargerthan s�zo} .) All inconsistentflows have p-~���x
s , �
cih�jXx�z?tis , and� x�s�z .
somewhatarbitrary E-�e�-�T6
.���� . If E-�e�-�R��.���� , wesimply ignoretheimpactof theinconsistenttraffic
ontheconsistenttraffic. Thisdecisionis motivatedby thefactthattheinconsistenttraffic can“steal”
atmostafraction, E-�e��� , of thelink capacity. In theworstcase,this leadsto a10%degradationin the
bandwidthreceivedby aconsistentflow, whichweconsiderto beacceptable.However, it shouldbe
notedthat thereis nothingspecialaboutthis valueof E-�i��� . Thereasonfor which we usea specific
valuefor E-�e��� is to make theprocedureof choosing/51 moreconcrete.

Without lossof generality, we assume� A 6�� , i.e.,oncea flow is selected,it remainsactive for
at least ���R��� . Notethat if �"A2��� , this will simply resultin scalingup ���e�-� by ���O��A . Probabilities�$�e���3�g�e�-� and�"�3�g�e��� arecomputedbasedon thep.d.f. of therelative discrepancy. Figure7.6(a)plots
thentheprobabilityto identify aninconsistentflow, � ��� , while Figure7.6(b)plotstheexpectednum-
berof teststo classifya flow asinconsistent,���i��� . Theseplots illustratethetrade-offs in choosing/51 . Ononehand,theresultsin Figure7.6(a)suggestthatwehave to choose/512������� ; otherwise,
theprobabilityto identify an inconsistentflow becomessmallerthan0.5. On theotherhand,from
Figure7.6(b),it follows that in orderto make thetestresponsive we have to choose/ 1]< ����� , as���e�-� startsto increasehyper-exponentiallyfor /51{������� . To meettheserestrictions,we choose/51 6¡����� . Note that this choicegivesus the ability to catchany inconsistentflow aslong asits
inconsistency factor( ;M�e��� ) is greaterthan1.2.

7.3.4 IncreasingFlow Identification Test’s Robustnessand Responsiveness

In theprevioussectionwe have assumedthat ¢£6¤�
� , where ¢ representsthenumberof packets
that canbe sentduring a monitoring interval at the fair rateby the upstreamrouter D2¥ . In this
sectionwestudytheimpactof ¢ on theflow identificationtestperformances.

Figures7.7(a)and7.7(b)plot the probability to identify an inconsistentflow, � ��� , andtheex-
pectednumberof testsit takesto classifyaflow asinconsistent,� �i��� , versus; �e�-� for variousvalues
of ¢ . As shown in Figure7.7(a),increasing¢ candramaticallyimprove the testrobustness.In
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Figure7.7: (a)Theprobabilityto identify aninconsistentflow, bZcid , and(b) Theexpectednumberof teststo
classifya flow asinconsistent,fgcih�j , versusinconsistency factor, p�cih�j , for variousvaluesof � .

addition,asshown in Figure7.7(b), a large ¢ makes the identificationtestmoreresponsive for
valuesof ; �i��� closerto / 1 . However, it is importantto note that, while a large ¢ cansignifi-
cantlyreduce���e��� , thisdoesnotnecessarytranslateinto areductionof thetimeit takesto classifya
flow asinconsistent,i.e., ���e�-� . In particular, if a routermonitors ¦ flows simultaneously, we have���e���X6+���B�4�*���e���`�§¦ . Thus,anincreaseof ¢ resultsdirectly into anincreaseof thetime it takesto
testaflow for consistency, ���R�4� , anincreasewhichcanoffsetthedecreaseof ���e�-� .
7.4 Identifying Misbehaving Nodes

Recallthatour maingoal is to detectmisbehaving routersor/andhosts.In this sectionwe present
anddiscusssucha test.

Like a flow identificationtest, ideally, a nodeidentificationtestshouldbe (1) robust, (2) re-
sponsive, and(3) sensitive. Unfortunately, it is very hard,if not impossible,to achieve thesegoals
simultaneously. This is to beexpectedasthenodetestis basedon theflow identificationtest,and
thereforeweareconfrontedwith thesamedifficult trade-offs. Worseyet,thefactthattheprobability
of anodemisbehaving canbevery low makestheproblemevenmoredifficult.

Arguably, thesimplestnodeidentificationtestwould be to decidethat anupstreamnodemis-
behaveswhenever a flow is classifiedasinconsistent.Thekey problemis that in a well engineered
system,in which theprobabilityof a misbehaving nodeis very small, this testis not enough.As
an example,assumethat we use ¢¨6©��� , andthat our goal is to detectinconsistentflows with;M�e���0�ª�����M9 . Then,accordingto the resultsin Figure7.7, we have � ��� 6�����«M� . Thus,thereis a���>�?¬ probabilityof falsepositives. In addition,assumethat theprobability that theupstreamnodeD2¥ misbehaves is also ���>�?¬ . This basicallymeansthat whenever D7­ classifiesa flow as being
inconsistentthereis only a0.5chancethatthis is becauseD0¥ misbehaves!

To alleviate this problemwe proposea slightly morecomplex nodeidentificationtest: instead
of usingonly oneobservation to decidewhethera nodemisbehavesor not, we usemultiple obser-
vations.In particularwehave thefollowing test
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Node Identification (CSFQ): Test 1 An upstreamnodeis assumedto misbehaveif at least ��®
flowsout of thelast Dy® testedflowswere classifiedasinconsistent,where ��® and D7® are predefined
constants.

Let ¯ denotethe probabilityof falsepositives,that is, the probability that every time we identify
aninconsistentflow duringthe last Dy® testswe werewrong. Assumingthat theresultsof theflow
identificationtestsareindependentlydistributed,wehave:

¯°6±�³²µ´�¶U��·�� ¶
¸ D7®¹Kº G3�³²»� �e� N � � ´ ¶ �g���� � (7.8)

In the context of the previous example,assumethat D7®76ª9 , and ��®76ª¼ . This yields ¯½6���>�M�M�?� . Thus,in this case,theprobability thatwe arewrongis muchsmallerthantheprobability
thatthenodeis misbehaving. In consequence,if threeout of thelastfive testedflows areclassified
asinconsistentwecandecidewith highprobabilitythattheupstreamnodeis indeedmisbehaving.

A potentialproblemwith theprevioustestis thatalargethreshold/51 , will allow amisbehaving
nodeto inflict substantialdamageswithoutbeingcaught.In particular, if anodeinsertsin thepacket
headersaratethatis ; �e�-� timeslargerthantheactualflow rate,where; �e�-� ²¾�¿��/ 1 , thenodewill
getupto ;?�e�-�Z²]� timesmorecapacityfor freewithoutbeingcaught.For example,in ourcase,when/5176±����� , theupstreamnodecangetup to 20%extrabandwidth.

To filter out this attackwe employ a secondtest.This testis basedon theobservation that in a
systemin which all nodesarewell-behaved themeanvalueof À ¹�Á�Â�Ã�Ä is expectedto bezero.In this
case,any significantdeviation of À ¹�Á�Â�Ã�Ä from zerois interpretedasbeingcausedby a misbehaving
upstreamnode.

NodeIdentification (CSFQ): Test2 Anupstreamnodeis assumedto misbehaveif themeanvalue
of À ¹�Á�Â�Ã�Ä doesnot fall within Åi²�Æ Y Æ:Ç .
7.4.1 GeneralProperties

In this sectionwe presenttwo simplebut importantpropertiesof our identificationtest. The first
propertysaysthata misbehaving nodecaninflict maximumof damagewhenit sendsinconsistent
traffic at a constantrate. In particular, theexcessbandwidthreceivedby the inconsistenttraffic at
a downstreamrouter, beforebeingcaught,is maximizedwhentherateof theinconsistenttraffic is
constant.This propertyis importantbecauseit allows usto limit our studyto thecasesin which a
thefractionof theinconsistenttraffic sentby a misbehaving nodeis constant.Thesecondproperty
saysthatamisbehaving nodecannothurt thedownstreamconsistenttraffic in a“big” wayfor a long
time. In otherwords, the higherthe rateof the inconsistenttraffic is, the fasterthe misbehaving
nodeis caught.Thetwo propertiesaregivenbelow.

Property 1 Let È��e�-�
G�É4Ê Y É�Ê Ê N denotethe total volumeof inconsistenttraffic receivedby a router at
an inputport during theinterval Å É Ê Y É Ê Ê�N . Then,theprobability that no inconsistentflow is identified
during Å É Ê Y É Ê ÊËN , is minimizedwhenthe inconsistenttraffic arrivesat a fixedrate Ì �e��� , where Ì �e�-� 6È��e�-�:G�É4Ê Y É4Ê Ê N ��G�É�Ê Ê�²ÍÉ4Ê N .
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Proof. Let Ì:�e�-�:G�É N be the rateof the inconsistenttraffic at time É , andlet L denotethe input link
capacitywherethetraffic arrives.Then,thefractionof theinconsistenttraffic at time É is E-�e�-�:G�É N �Ì �e�-� G�É N � L , wheretheequalityoccurswhenthe link is fully utilized. Let É ¥ , É ­ , �
�
� , É � be thetime
instantswhenanew flow is selectedto bemonitoredduringtheinterval Å É4Ê Y É�Ê Ê N . By usingEq.(7.6),
theprobabilitythatnoneof theseflowswill beidentifiedasbeinginconsistent,denotedÎ , is

Î 6 �Ï��·Ð¥ G3�³²]�$�e�-�
G�É4� N�N (7.9)

< Ñ �Q²��"A"Ò ���·Ð¥ G^E-�e���:G�É�� N PÓ�"�i���3�g�e����Ô8G3�Õ²SE-�e�-�
G�É4� N�N PÓ�"�3�g�e��� N� Ö �6 Ñ �Q²�� A Ò ���·Ð¥ E-�i���
G�É�� N� � �e���3�g�e�-� ²�� A Ò ���·Ð¥ �Q²SE-�e����G�É4� N� � �3�g�e��� Ö � �
Sincearouterrandomlyselectsaflow to bemonitored,weassumewithoutlossof generalitythatÉ ¥ , É ­ , �
�
� , É � areindependentlydistributedwithin Å É Ê Y É Ê Ê�N . By assumingthat Ì �e�-� G�É N is a continuous

functionover theinterval Å É�Ê Y É4Ê Ê N , wehave

Ì:�e���X6 Exp Ñ Ò ���·Ð¥ Ì �e�-� G�É �^N� Ö � (7.10)

In addition,sinceE-�e�-�
G�É N ��Ì:�e���:G�É N � L , for any É , thefollowing inequalityfollows trivially

Ò ���·Ð¥ E �i��� G�É ��N� �×Ò ���·Ð¥ Ì �e�-� G�É �^N� L � (7.11)

By combiningEqs.(7.9),(7.11)andEq. (7.10),usingthefactthat E �e�-� , � A , � �i���3�g�e��� and� �3�g�e��� are
independentlydistributedvariables,andthefactthat �$�e�-�3�g�e���R� �"�3�g�e��� , weobtain

ExpGØÎ Nµ< Ñ �³² ExpGn�"A N Ì �e�-�L ExpGn�$�e�-�3�g�e��� N ² ExpGn�"A NRÑ �³² Ì �i���L Ö ExpGn���3�g�e�-� N Ö � (7.12)6 G3�Õ² ExpGn�"A N P E-�e�-�³P ExpGn�$�e�-�3�g�e��� N ² ExpGn�"A N P_G3�³² E-�e��� N P ExpGn�"���g�i��� N�N �
where E-�i���=6 Ì:�e�-�O� L . But the last term in the above inequality representsexactly the expected
probability a flow will not be classifiedasinconsistentafter � tests,whenthe inconsistenttraffic
arrivesat afixedrate.Thisconcludestheproofof theproperty.

Thus,if thefractionatwhichamisbehaving nodesendsinconsistenttraffic fluctuates,theprob-
ability to identify aninconsistentflow canonly increase.This is exactly thereasonwehaveconsid-
eredin thischapteronly thecasein which this fraction,i.e., E-�e�-� , is constant.

Property 2 Thehigher the rateof the inconsistenttraffic is, thehigher theprobability to identify
an inconsistentflow is.

Proof. The proof follows immediatelyfrom Eq. (7.4) and the fact that in a well designedflow
identificationtest,theprobabilityan inconsistentflow will beidentified,� �e���3�g�e�-� , shouldbelarger
thantheprobabilityaconsistentflow will bemisidentified,�"�3�g�e�-� .
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7.5 Simulation Results

In thissectionweevaluatetheaccuracy of theflow identificationtestby simulation.All simulations
wereperformedin ns-2[78], andarebasedontheoriginalCSFQcodeavailableathttp://www.cs.cmu.
edu/˜istoica/csfq.

Unlessotherwisespecified,we usethe sameparametersasin Section4.4. In particular, each
outputlink hasabuffer of 64KB, andthebuffer thresholdfor CSFQis setto 16KB. Theaveraging
constantto estimatetheflow rateis ÙÚ6±�
�M� ms,andtheaveragingconstantto estimatethefair rate
is Ù=Û�6±���M� ms. In all topologieswe assumethatthefirst routertraversedby eachflow estimates
therateof theflow andinsertsit in thepacket headers.

Eachroutercanverify up to four flows simultaneously. Eachflow is verified for at least200
msor 10 consecutive packets. Coreroutersusethesamealgorithmasedgeroutersto estimatethe
flow rate. However, to improve theconvergenceof theestimationalgorithm,therateis initialized
to the labelof thefirst packet of theflow thatarrivesduring theestimationinterval. As discussed
in Section7.3.3,we settheupperthresholdto Ü5ÝÞ6ª����� . Sincewe will testonly for downward-
inconsistentflows – theonly typeof inconsistentflows thatcanstealservicefrom consistentflows
– wewill notusethelower thresholdÜ Ä .

In general,we find thatour flow identificationtestis robustandthatour resultsarequitecom-
parableto theresultsobtainedin thecaseof thebufferlesssystemmodel.

7.5.1 Calibration

As discussedin Section7.3.2,to designthenodeidentificationtest– i.e.,to setparameters��® andD7®
– it is enoughto know (1) theprobabilityto identify aninconsistentflow, � �e� , and(2) theexpected
numberof testsit takesto classifyaflow asinconsistent,� �i��� .

Sofar, in designingour identificationtests,wehaveassumedabufferlesssystem,whichignores
the inaccuraciesintroducedby (1) the delay jitter, and(2) the rateestimationalgorithm. In this
sectionwe simulatea more realistic scenarioby using the ns-2 simulator[78]. We considera
simplelink traversedby 30 flows out of which threeareinconsistentand27 areconsistent.Note
that this correspondsto a E-�e���¿ß×����� . Our goal is twofold. First we want to show that the results
achieved by simulationsarereasonablycloseto theonesobtainedby usingthe bufferlesssystem.
This basicallysaysthat the bufferlesssystemcanbe usedasa reasonablefirst approximationto
designtheidentificationtests.Second,we usetheresultsobtainedin this sectionto setparametersD7® and ��® for thenodeidentificationtest.

We performtwo experiments.In thefirst experiment,we assumethatall flows areconstantbit
rateUDPs.Figure7.8 (a) plotstheprobability � ��� , while Figure7.8 (b) plotstheexpectednumber
of flows thataretestedbeforea flow is classifiedasinconsistent.As expected,when ;M�e���Ó�à����� ,� ���âá � . This is becauseeven in the worst-casescenario,whenall packetsof a consistentflow
areforwarded,theflow’s relative discrepancy will beno larger than Ü2Ý]6¤����� . However, as ;M�e���
exceeds����� , theprobability � ��� reducessignificantly, aswe aremoreandmorelikely to classifya
consistentflow asinconsistent.In addition,� �e� is stronglyinfluencedby ;M�e��� . The larger the ;M�e���
is, the larger � ��� is. This is becausewhen ; �i��� increaseswe aremoreandmorelikely to catchthe
inconsistentflows. Similarly, asshown in Figure7.8 (b), ���e��� is decreasingin ;?�e�-� andincreasing
in ;M�e�-� .
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Figure7.8: (a) Theprobabilityto identify aninconsistentflow, b&ced , and(b) theexpectednumberof testsit
takesto classifya flow asinconsistent,fgcih�j . We consider30flows,outof which threeareinconsistent.pocih�j b&ced fgcih�j

1.3 0.76 25
1.25 0.45 63.6
1.2 0.12 115
1.15 0.025 690
1.1 0 700
1 0 720

Table 7.2: b ced and f cnh�j as a function of the parameterp cnh�j of the inconsistentflows. We consider27
consistentTCPflowsand3 UDPinconsistentflows.

Onething worth noting hereis that theseresultsareconsistentwith the onesachieved in the
simplifiedbufferlesssystem.For example,asshown in Figures7.6(a)and7.8(a),in bothcasesthe
probability � ��� for ãM�e���0ä©����¼ , ãM�e���2ä£�����Må , and Ü2ÝÍäæ���nç , is somewherebetween0.7 and0.8.
Thissuggeststhattuningtheparametersin thebufferlesssystemrepresentsa reasonablefirst order
approximation.

In thesecondexperimentweassumethatall theconsistentflowsareTCPs,while theinconsistent
flows areagainconstantbit rateUDPs. The resultsarepresentedin Table7.2. It is interestingto
notethatalthoughtheTCPflows experiencea droppingrateof only 5%, which would correspond
to ã �e�-� ä±���>�?å , both � �e� and � �e��� aresignificantlyworsethantheircorrespondingvaluesin thecase
of thepreviousexperimentwhen ãM�e�-�Kä¤���>�?å . In fact,comparingthevalueswhich correspondstoãM�e���Xä±����¼ in bothFigure7.8(a)andTable7.2,thebehavior of TCPsis muchcloserto ascenarioin
which they arereplacedby UDPswith ãM�e���Bä�����¼ , ratherthan ã?�i���Räè���>�?å . This is mainlybecause
the TCPburstinessnegatively affectsthe rateestimationaccuracy, andultimately the accuracy of
our identificationtest.

In summary, for bothTCPandUDP flows we take � Ã ä±���nç�é and ���i���Käê�Må . This meansthat
by using25 observations,theprobabilityto identify aninconsistentflow with ã �e��� �±����¼ is greater
or equalto ���nç�é .
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Figure 7.9: (a) Topology usedto illustrate the protectionand recovery aspectsof our scheme. (b) The
aggregatethroughputof all flows from router 1 to router 5, and of all flows from router 2 to router 5,
respectively. All consistentflows are UDPs with p cnhoj xìs�t | . The inconsistentflow is UDP and hasp cnh�j xísot |ÕxSp cih�j xísot | .

Finally, for thenodeidentificationtestwechoose��®Ðä8� and îy®ÐäV�Må . It canbeshown thatthis
choiceincreasestheprobabilityto correctlyidentify aninconsistentnodeto over0.9.

7.5.2 Protectionand Recovery

In this sectionwe illustratethebehavior of our schemeduringtheprotectionandrecovery phases.
For thisweconsideraslightly morecomplex topologyconsistingof fiverouters(seeFigure7.9(a)).
Therearetenflows from router1 to router4, andanother10 flows from router2 to router4. We
assumethatrouter1 misbehavesby forwardinganinconsistentflow with ã?�e�-�Q�(� . Again,notethat
in this casethe fractionof the inconsistenttraffic is ï-�e�-�Kßè����� . Finally, we assumethatrouter1’s
misbehavior is transitory, i.e., it startsto misbehave at time ÉRäð¼M¼ sec,andceasesto misbehave at
time É�äVéMé sec.Theentiresimulationtime is 100sec.

In thefirst experimentwe assumethatall consistentflows have ã?�e�-�³ä×����¼ , andthattheincon-
sistentflow has ãM�e�-�2ä©����¼ , and ã?�4ñÞä©����¼ . Figure7.9(b)plots the aggregatethroughputsof all
flows from router1 to router5, andfrom router2 to router5, respectively. Note that during the
interval G^¼M¼ Á-ò:ó Y éMé Á-ò:ó N , i.e., duringthetime whenrouter1 misbehaves,theflows from router2 to
router5 getslightly higherbandwidth.This illustratesthe fact thateven for ã?�i���¿äæ����¼ (which is
thetheminimum ã?�i��� wehaveconsideredin designingthenodeidentificationtest),ouralgorithmis
successfulin identifying thenodemisbehavior, andin protectingthewell-behavedtraffic thatflows
from router2 to router5. In addition,oncerouter1 ceasesto misbehave at ÉXäVéMé secour recovery
algorithmrecognizesthisandstopspunishingthetraffic forwardedby router1.

In Figures7.10(a) and(b) we plot theresultsfor a virtually identicalscenariobothin thecase
whenall routersemploy theunmodifiedCSFQ,andin thecasewhentheroutersemploy the“verify-
and-protect”versionof CSFQ.Theonly differenceis that theinconsistentflow now has ãM�e���Käè� ,
insteadof ����¼ . The reasonfor the increaseof ãM�e�-� is to make it easierto observe the amountof
bandwidththat is stolenby the inconsistentflow from the consistentflows whenthe unmodified
CSFQis used. This canbe seenin Figure7.10(a) asthe aggregatethroughputof all flows from
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Figure7.10: Aggregatethroughputsof all flows from router1 to router5, andfrom router2 to router5,
whenall routersimplement(a) theunmodifiedCSFQ,and(b) the“verify-and-protect”versionof CSFQ.All
consistentflowsareUDPswith pocnh�jõxísot | . Theinconsistentflow is UDPwith pocnh�jöx_u , and pocnhojÐx�s .
router2 to router5 is slightly lessthan5 Mbps. In contrast,whenthe“verify-and-protect” version
is used,theseflows get considerablymorethan5Mbps. This is becauseoncerouter3 concludes
thatrouter1 misbehaves,it punishesall its flowsby simplymultiplying their labelsby ãM�e���Xß8� . As
a result,the traffic traversingrouter1 getsonly 33%, insteadof 50%,of the link capacitiesat the
subsequentrouters.

Finally, Figures7.11(a) and7.11(b)plot theresultsfor thecasein which consistentflows are
replacedby TCPs.As expected,theresultsaresimilar: the“verify-and-protect”versionof CSFQis
ableto successfullyprotectandrecover afterrouter1 stopsmisbehaving.

7.6 Summary

While thesolutionsbasedonSCORE/DPShavemany advantagesover traditionalstatefulsolutions
(seeChapter4, 5, 6), they still suffer from robustnessandscalabilitylimitationswhencomparedto
the statelesssolutions. In particular, the scalabilityis hamperedbecausethe network corecannot
transcendtrust boundaries(suchasthe ISP-ISPboundaries),andthereforehigh-speedrouterson
theseboundariesmustbestatefuledgerouters.Thelackof robustnessis becausethemalfunctioning
of a singleedgeor core routercould severely impact the performanceof the entirenetwork, by
insertinginconsistentstatein thepacket headers.

In this chapter, we have proposedanapproachto overcometheselimitations. To achieve scal-
ability we pushthe complexity all the way to the end-hosts.To addressthe trust androbustness
issues,all routersstatisticallyverify whetherthe incomingpacketscarryconsistentstate.We call
thisapproach“verify-and-protect”.Thisapproachenablesroutersto discoverandisolatemisbehav-
ing end-hostsandrouters.Thekey techniqueneededto implementthisapproachis flow verification
thatallows the identificationof packetscarryinginconsistentstate.To illustratethis approach,we
have describedthe identificationalgorithmsin the caseof Core-StatelessFair Queueing(CSFQ),
andwehave presentedsimulationresultsin ns-2[78] to demonstrateits effectiveness.
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Figure7.11: Aggregatethroughputsof all flows from router1 to router5, andfrom router2 to router5,
whenall routersimplement(a) theunmodifiedCSFQ,and(b) the“verify-and-protect”versionof CSFQ.All
consistentflowsareTCPs.Theinconsistentflow is UDPwith p�cih�jõx_u , and pocnh�jõx�s .

A final observation is that the “verify-and-protect”approachcanalsobe usefulin the context
of statefulsolutions.Basedonly on thetraffic a routersees,thesesolutionsarenot usuallyableto
tell whetherthereis amisbehaving up-streamrouteror not. For example,with Fair Queueingthere
is no way for a router to discover an up-streamrouterthat spuriouslydropspackets,as it cannot
differentiatebetweena flow whosepacketsweredroppedby a misbehaving router, anda flow who
just sendsfewer packets. Thus,the “verify-and-protect”approachcanbe alsousedto effectively
increasetherobustnessof thetraditionalstatefulsolutions.
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Chapter 8

PrototypeImplementation Description

In Chapters4, 5 and6 wehave presentedthreeapplicationsof ourSCORE/DPSsolutionto provide
scalableservicesin a network in which core routersmaintainno per flow state. In this chapter,
we describea prototypeimplementationof our solution. In particular, we have fully implemented
the functionalitiesrequiredto provide guaranteedandflow protectionservices.While section5.5
presentsseveralexperimentalresults,includingoverheadmeasurementsof ourprototype,thischap-
ter focuseson theimplementationdetails.

The maingoalof theprototypeimplementationis to show that it is possibleto efficiently de-
ploy our algorithmsin today’s IPv4 networks with minimumincompatibility. To prove this point
we have implementeda completesystem,includingsupportfor fine grainedmonitoring,andeasy
configuration.Thecurrentprototypeis implementedin FreeBSDv2.2.6,andit is deployedin atest-
bedconsistingof 300 MHz and400 MHz PentiumII PCsconnectedby point-to-point100 Mbps
Ethernets.Thetest-bedallows theconfigurationof apathwith up to two corerouters.

Althoughwe hadcompletecontrolof our test-bed,and,dueto resourceconstraints,the scale
of our experimentswasrathersmall(e.g.,thelargestexperimentinvolved just 100flows),we have
devotedspecialattentionto makingour implementationasgeneralaspossible.For example,while
in thecurrentimplementationwe re-useprotocolspacein theIP headerto storetheDPSstate,we
makesurethatthemodifiedfieldscanbefully restoredby theegressrouter. In thisway, thechanges
operatedby the ingressand core routerson the packet headerare completelytransparentto the
outsideworld. Similarly, while the limited scaleof our experimentswould have allowedusto use
simpledatastructuresto implementour algorithms,we try to make surethat our implementation
is scalable.For example,insteadof usinga simplelinked list to implementthe CJVC scheduler,
we usea calendarqueuetogetherwith a two-level priority queueto efficiently handlea very large
numberof flows(seeSection8.1).

For debuggingandmanagementpurposes,we have implementedfull supportfor packet level
monitoring. This allows us to visualizesimultaneouslyand in real-timethe throughputsandthe
delaysexperiencedby flowsatdifferentpointsin thenetwork. A key challengewhenimplementing
sucha fine grainedmonitoringfunctionalityis to minimizetheinterferenceswith thesystemoper-
ations.We usetwo techniquesto addressthis challenge.First, we off-load asmuchaspossibleof
theprocessingof log dataonanexternalmachine.Second,weuseraw IP to sendthelog datafrom
router’s kerneldirectly to theexternalmachine.This way, we avoid context-switchingbetweenthe
kernelandtheuserlevel.

To easilyconfigureour system,we have implementeda commandline configurationtool. This
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tool allows us(1) to configureroutersasingress,egress,or core,(2) set-up,modify, andtear-down
a reservation, and(3) set-upthe monitoringparameters.To minimize the interferencesbetween
the configurationoperationsand dataprocessing,we implementour tool on top of the Internet
Control ManagementProtocol(ICMP). Again, by usingICMP, we avoid context-switchingwhen
configuringa router.

The restof the chapteris organizedasfollows. The next sectionpresentsdetailsof the main
operationsimplementedby thedataandcontrolpaths.Section8.2 describesencodingtechniques
usedto efficiently storetheDPSstatein thepacket headers.Section8.3 presentsour packet level
monitoringtool, while Section8.4 describestheconfigurationtool. Finally, Section8.5 concludes
thischapter.

8.1 PrototypeImplementation

For all practicalpurposes,a FreeBSDPCimplementsanoutputqueueingrouter. Outputinterfaces
usuallyemploy a FIFO schedulingdiscipline,and drop-tail buffer management.Upon a packet
arrival, therouterperformsaroutingtablelookup,basedonthepacket destinationaddress,to deter-
mineto whichoutputinterfacethepacket shouldbeforwarded.If theoutputlink is idle, thepacket
is passeddirectly to thedevice driver of that interface.Otherwise,thepacket is insertedat thetail
of thepacket queueassociatedto theinterface,by usingthe IF ENQUEUEmacro.

Whentheoutputlink becomesidle, or whenthenetwork cardcanacceptmorepackets,ahard-
wareinterruptis generated.This interruptis processedby thedevicedriver associatedwith thenet-
work card.As a result,thepacket at theheadof thequeueis dequeued(by usingthe IF DEQUEUE

macro)andsentto thenetwork card.
Our implementationis modularin thesensethatit requiresfew changesto theFreeBSDlegacy

code.Themajorchangeis to replacethequeuemanipulationoperationsimplementedby IF ENQUEUE

andIF DEQUEUE. In particular, we replace

IF_ENQUEUE(&ifp->if_snd, mb_head);

with

if (ifp->node_type)
dpsEnqueue(ifp, (void **)&mb_head);

else
IF_ENQUEUE(&ifp->if_snd, mb_head);

In otherwords,we first checkwhetherthe routeris configuredasa DPSrouteror not, andif yes,
we call dpsEnqueueto enqueuethepacket1 in a specialdatastructuremaintainedby DPS.If not,
wesimplyusethedefault IF DEQUEUEmacro.Similarly, we replace

IF_DEQUEUE(&ifp->if_snd, mb_head);

1Internally, FreeBSDstorespackets in a specialdatastructurecalledmbuf. An ordinarymbuf canstoreup to 108
bytesof data.If a packet is largerthan108bytes,a chainof mbufs is usedto storethepacket. mb head representsthe
pointerto thefirst mbuf in thechain.
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with

if (ifp->node_type)
dpsDequeue(ifp, &mb_head);

else
IF_DEQUEUE(&ifp->if_snd, mb_head);

In thecurrentimplementation,we supporttwo device drivers: theIntel EtherExpressPro/100B
PCIFastEthernetdriver, andtheDEC21040PCIEthernetController. Asaresult,theabovechanges
arelimited to threefiles: if ethersubr.c, which implementstheEthernetdevice-dependentfunction-
ality, andif de.c andif fxp.cthatimplementthedevice-dependentfunctionalitiesfor thetwo drivers
wesupport.

In theremainderof thissection,wepresentimplementationdetailsfor theoperationsperformed
by oursolutiononboththedataandcontrolpaths.All theprocessingis encapsulatedby thedpsEn-
queueanddpsDequeuefunctions.Theimplementationis about5,000lines.

8.1.1 Updating Statein IP Header

Beforeforwardinga packet, a core routermay updatethe informationcarriedin its header. For
example,in thecaseof Core-StatelessFairQueue(CSFQ),if theestimatedratecarriedbyapacket is
largerthanthelink’s fair rate,therouterhasto updatethestatecarriedby thepacket(seeFigure4.3).
Similarly, with Core-JitterVirtual Clock (CJVC), a routerhasto insert the “aheadof schedule”
variable,÷ , beforeforwardingthepacket (seeFigure5.3).

Updatingthestateinvolvestwo operations:encodingthestate,andupdatingtheIP checksum.
Stateencodingis discussedin detailsin Section8.2. Thechecksumis computedasthe1’s comple-
mentover theIP header, andthereforeit canbeeasilyupdatedin anincrementalfashion.

8.1.2 Data Path

In this sectionwe presentthe implementationdetailsof themainoperationsperformedby ingress
andcorerouterson thedatapath:packet classification, buffer management, andpacket scheduling.
Sincethegoalof oursolutionis to eliminatetheperflow statefrom corerouters,wewill concentrate
onoperationcomplexity at theserouters.(Theexceptionis packet classificationwhichis performed
by ingressroutersonly.)

8.1.2.1 Packet Classification

Recallthatin SCORE/DPSonly ingressroutersneedto performpacket classification.Corerouters
donot,asthey processpacketsbasedonly on theinformationcarriedin thepacket headers.

Our currentprototypeoffers only limited classificationcapabilities.2 In particular, a classis
definedby fully specifyingthesourceanddestinationIP addresses,thesourceanddestinationport
numbers,andtheprotocoltype.Thisallowsusto implementpacketclassificationby usingasimple
hashtable[26], in which thekeys arecomputedby xor -ing all fieldsin theIP headerthatareused
for classification.

2Thiscanbeeasilyfixed,by replacingthecurrentclassifierwith themorecompletepacket classifierdevelopedin the
context of theDarwinprojectat CarnegieMellon University[19].

129



6 …… 5

5, 8

5, 9 5, 10

5, 15

system time
5

10 12

1, 12

4, 20 3, 15

2, 5

3, 10

2, 10

6 …… 5

system time 5

8 12

1, 12

4, 20 3, 15

2, 5

3, 10

10

2, 10

5, 8

5, 9 5, 10

5, 15

rate-regulator scheduler

(a)

(b)

Figure8.1: Datastructuresusedto implementCJVC.Therate-regulatoris implementedbyacalendarqueue,
while thescheduleris implementedby a two-level priority queue.Eachnodeat thesecondlevel (andeach
nodein thecalendarqueue)representsa packet. Thefirst numberrepresentsthepacket’s eligible time; the
secondits deadline.(a)and(b) show thedatastructuresbeforeandafterthesystemtimeadvancesfrom 5 to
6. Notethatall packetsthatbecomeeligiblearemovedin oneoperationto theschedulerdatastructure.

8.1.2.2 Buffer Management

With bothCJVC andCSFQ,routersdo not needto maintainany perflow stateto performbuffer
management.In particular, with CSFQ,packets aredroppedprobabilisticallybasedon the flow
estimatedratecarriedby thepacketheader, andthelink fair rate(seeFigure4.3and4.4). In thecase
of CJVC,wesimplyuseasingledrop-tailqueuefor all theguaranteedtraffic. This is madepossible
by thefact that,aswe have discussedin Section5.3.3,a relatively smallqueuecanguaranteewith
a very high probabilitythatno packetsareever dropped.For example,for all practicalpurposes,a
8,000packet queuecanhandleup to onemillion flows!

8.1.2.3 Packet Scheduling

With CSFQ,theschedulingis trivial asthepacketsaretransmittedon a Fist-In-First-Outbasis.In
contrast,CJVC,is significantlymorecomplex to implement.With CJVC,eachpacket is assigned
aneligible time anda deadlineuponits arrival. A packet becomeseligible whenthesystemtime
exceedsthepacket’s eligible time. Theeligiblepacketsarethentransmittedin theincreasingorder
of theirdeadlines.Similarto otherrate-controlledalgorithms[112, 126], weimplementCJVCusing
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acombinationof acalendarqueueandapriority queue[10].
The calendarqueueperformsrate-regulation,i.e., it storespacketsuntil they becomeeligible.

The calendarqueueis organizedasa circular queuein which every entry correspondsto a time
interval [15]. Eachentry storesthe list of all packets that have the eligible times in the range
assignedto that entry. When the systemtime advancespastan entry, all packets in that entry
becomeeligible, andthey aremovedin a priority queue.Thepriority queuemaintainsall eligible
packetsin decreasingorderof theirdeadlines.Schedulinganew packet reducesthento theselection
of thepacket at theheadof thepriority queue,i.e., thepacket with thesmallestdeadline.

Thealgorithmiccomplexity of thecalendarqueuedependsonhow packetsarestoredwithin an
entry. If they aremaintainedin a linkedlist, thentheinsertionanddeletionof a packet areconstant
timeoperations.In contrast,insertionanddeletionof apacket in thepriority queuetakes ø2ùØú�ûMüT�Ðý ,
where � is thenumberof packetsstoredin thepriority queue[26]. Thusthe total costperpacket
manipulationis ø2ùØú�ûMüX�Ðý .

While the above implementationis quite straightforward, it hasa significantdrawback. As
describedabove, whenthe systemtime advances,all packets in an entry becomesimultaneously
eligible, andthey have to be transferredin the schedulerpriority queue. The problemis that, at
leasttheoretically, thenumberof packetsthatbecomeeligible canbeunbounded.Moreover, since
the packets aremaintainedin a simply linked list, we needto move themone-by-one! Thus, if
we have to move ¢ packets,this will take ø0ù�¢Vú�ûMüX�Ðý . Clearly, in a large systemthis solutionis
unacceptable,asit may result in packetsmissingtheir deadlinesdueto the large processingtime
requiredto moveall packetsfrom acalendarqueueentry.

To addressthis problem,we storeall packets that belongto thesamecalendarqueueentry in
a priority queueorderedby thepackets’ deadlines.This way, whenthesepacketsbecomeeligible,
wecanmove all of themin theschedulerdatastructurein onestep.To achieve this,we changethe
schedulerdatastructureto a two-level priority queue.Figure8.1 illustratesthenew datastructures
in thecontext of a movementoperation.Thus,with thenew datastructures,we reducethetime it
takesto moveall packetsfrom acalendarqueueentryinto theschedulerdatastructureto ø2ùØú�ûMüT�Ðý .

A final point worth notingis that thenumberof packets, � , thatarestoredat any time in these
datastructuresis, with a very high probability, muchsmallerthanthetotal numberof active flows.
As discussedin Section5.3.3,this is anartifactof thefact thatflows areaggressively regulatedat
eachnodein theSCOREdomain.

8.1.3 Control Path

Providing perflow isolationdoesnot requireany operationson thecontrolpath. In contrast,pro-
viding guaranteedservicesrequiresa signalingmechanismto performperflow admissioncontrol.
However, asdescribedin Section5.4,theimplementationof admissioncontrolat thecoreroutersis
quitestraightforward. For eachoutputlink, a routermaintainsa value þ thatis updatedevery time
a new packet arrives. Basedon this value,the routerperiodicallyupdatesthe upperboundof the
aggregatereservation Èmÿ �4Ý:��� (seealgorithmin Figure5.6). Finally, to decidewhetherto accepta
new reservation or not, a corerouterjust needsto performa few arithmeticoperations(again,see
Figure5.6).
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8.2 Carrying Statein Data Packets

In orderto eliminatetheneedfor maintainingperflow stateateachrouter, ourDPSbasedalgorithms
requirepacketsto carrystatein their headers.Sincethereis limited spacein protocolheadersand
mostheaderbits have beenallocated,the main challengeto implementingthesealgorithmsis to
(a) find spacein the packet headerfor storingDPSvariablesandat the sametime remainfully
compatiblewith currentstandardsandprotocols;and(b) efficiently encodestatevariablesso that
they fit in the availablespacewithout introducingtoo muchinaccuracy. In the remainderof the
section,wepresentourapproachto addresstheabove two problemsin IPv4networks.

Thereareat leastthreealternativesto encodetheDPSstatein thepacket headers:

1. Usea new IP option. (NotethatDPShasbeenalreadyassignedIP optionnumber23 by the
InternetAssignmentNumberAuthority (IANA) [56].)

From the protocolpoint of view, this is arguablythe leastintrusive approach,asit requires
nochangesto IPv4or IPv6protocolstacks.Thedownsideis thatusingtheIP optioncanadd
a significantoverhead.This canhappenin two ways.First,mostof today’s IPv4 routersare
very inefficient in processingtheIP options[109]. Second,theIP optionincreasesthepacket
length,whichcancausepacket fragmentation.

2. Introduceanew headerbetweenthelink layerandthenetwork layer, similar to thewaylabels
aretransportedin Multi-ProtocolLabelSwitching(MPLS) [17].

Like the previous approach,this approachdoesnot requireany changesin the IPv4/IPv6
protocolstack.However, sinceeachrouterhasto knowabouttheexistenceof theextraheader
in orderto correctlyprocesstheIP packets,this approachrequireschangesin all routers,no
matterwhetherthis is neededto correctlyimplementtheDPSalgorithmsor not. In contrast,
with the IP optionapproach,if a routerdoesnot understanda new IP option, it will simply
ignoreit. In practice,thiscanbeanimportantdistinction,asmany of today’s coreroutersare
typically uncongested.Thus,if wewereto implementaservicelike flow protection,with the
IP optionapproachwedon’t needto touchtheserouters,while with thisapproachweneedto
changeall of them.

An additionalproblemis that this approachrequiresus to devisedifferentsolutionsfor dif-
ferentlink layertechnologies.Finally, notethatit alsosuffersfrom a fragmentationproblem,
sincetheadditionof theextraheaderwill increasethesizeof thepacket.

Anotheroptionto implementthis approachwould beto leverageMPLS,whenever possible.
In particular, in anetwork thatimplementsMPLS,asolutionwouldbeto useanextraMPLS
labelto encodetheDPSstate.

3. InserttheDPSstatein theIP header. Themainadvantageof thisapproachis thatit avoidsthe
penaltyimposedby mostIPv4 routersin processingthe IP options,or theneedof devising
differentsolutionsfor differenttechnologiesasit would have beenrequiredby introducing
a new headerbetweenthe link andnetwork layers. The main problemhowever is finding
enoughspaceto inserttheextra information.
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While the first two approachesarequite generaland can potentiallyprovide large spacefor
encodingstatevariables,dueto performanceandeasyof implementationreasons,we choosethe
third approachin ourcurrentprototype.3

8.2.1 Carrying Statein IP Header

Themainchallengeto carryingstatein theIP headeris to find enoughspaceto insertthis informa-
tion in theheaderwhile remainingcompatiblewith currentstandardsandprotocols.In particular,
we wantthenetwork domainto betransparentto end-to-endprotocols,i.e., theegressnodeshould
restorethefieldschangedby ingressandcorenodesto theiroriginalvalues.To achieve thisgoal,we
first usefour bits from thetypeof service(TOS)byte(now renamedtheDifferentiatedService(DS)
field) which arespecificallyallocatedfor local andexperimentaluse[75]. In addition,we observe
thatthereis an ip off field of 13bits in theIPv4headerto supportpacket fragmentation/reassembly
which is rarelyused.For example,by analyzingthetracesof over 1.7million packetson anOC-3
link [77], we foundthatlessthan0.22%of all packetswerefragments.

Therefore,in mostcasesit is possibleto useip off field to encodethe DPSvalues.This idea
canbeimplementedasfollows. Whena packet arrivesataningressnode,thenodecheckswhether
a packet is a fragmentor needsto befragmented.If neitherof thesearetrue,the ip off field in the
packet headerwill be usedto encodeDPSvalues. Whenthe packet reachesthe egressnode,the
ip off is cleared.Otherwise,if thepacket is a fragment,it is forwardedasa best-effort packet. In
this way, theuseof ip off is transparentoutsidethedomain.Webelieve thatforwardinga fragment
asa best-effort packet is acceptablein practice,asend-pointscaneasilyavoid fragmentationby
usinga Minimum TransferUnit (MTU) discovery mechanism.Also notethatin theabove solution
we implicitly assumethatpacketscanbefragmentedonly by egressnodes.

In summary, we have up to 17 bits available in the currentIPv4 headerto encodefour state
variables(seeFigure8.4).Thenext sectiondiscussessomegeneraltechniquesto efficiently encode
theDPSstate.

8.2.2 Efficient StateEncoding

Onesimplesolutionto efficiently encodethestateis to restricteachstatevariableto only a small
numberof possiblevalues.For exampleif a statevariableis limited to eightvalues,only threebits
areneededto representit. While thiscanbeareasonablesolutionin practice,in our implementation
weuseafloatingpoint like representationto representa wider rangeof values.To furtheroptimize
theuseof theavailablespaceweemploy two additionaltechniques.First,we usethefloatingpoint
formatonly to representthe largestvalue,andthenrepresenttheothervalue(s)asa fractionof the
largestvalue.In thiswayweareableto representamuchlargerrangeof possiblevalues.Second,in
thecasein which therearestateswhich arenot requiredto besimultaneouslyencodedin thesame
packet, we usethesamefield to encodethem.Next, we presentthefloatingpoint like formatused
to encodelargevalues.

Assumethat � is the largestvalue carriedby the packet, where � is a positive integer. To
represent� we usean ¢ bit mantissaandan � bit exponent.Since �â�°� , it is possibleto gainan

3This choicecanbealsoseenasanusefulexercisethat forcesusto aggressively encodethestatein thescarcespace
availablein theIP header.
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void intToFP(int val, int *mantissa, int *exponent) {
int nbits = get_num_bits(val);
if (nbits <= m) {

*mantissa = val;
*exponent = (1 << n) - 1;

} else {
*exponent = nbits - m - 1;
*mantissa = (val >> *exponent) - (1 << m);

}
}

int FPToInt(int mantissa, int exponent) {
int tmp;
if (exponent == ((1 << n) - 1))

return mantissa;
tmp = mantissa | (1 << m);
return (tmp << exponent)

}

Figure8.2: TheC codefor convertingbetweenintegerandfloatingpoint formats. � representsthenumber
of bits usedby the mantissa;� representsthe numberof bits in the exponent. Only positive valuesare
represented.Theexponentis computedsuchthatthefirst bit of themantissais always1, whenthenumberis�����

. By omittingthisbit, wegainanextrabit in precision.If thenumberis � �	� wesetby conventionthe
exponentto

��
���

to indicatethis.

extra bit for mantissa.For this we considertwo cases:(a) if ������� we represent� astheclosest
valueof the form ��� ñ , where ����������������� . Then,sincethe  àÔ"! -th mostsignificantbit in
the � ’s representationis always1, we canignoreit. As anexample,assume ä$# , %�ä$& , and� ä'!�(�ä�!*)+),!+! . Then !�( is representedas !�-�ä��/.�� ñ , where �¾ä0(�ä'!*)+),! and 1 ä2! . By
ignoringthefirst bit in therepresentationof � themantissawill store )+),! , while theexponentwill
be ! . (b) On the otherhand,if �432� � , the mantissawill contain � , while the exponentwill be��5764! . For example,for  �ä8# , %Þä9& , and �2äVéyä�!+!*) , themantissais !+!*) , while theexponent
is !+!+!+! . Converting from oneformat to anothercanbeefficiently implemented.Figure8.2shows
theconversioncodein C. For simplicity, we assumethatintegersaretruncatedratherthanrounded
whenrepresentedin floatingpoint.

By using  bits for mantissaand % for exponent,we canrepresentany integer in the range: )<;=;Ëù>�������?6@!�ýA.
ù>�CBEDGFH��ýJI with a relative error boundedby ùK6L!	MC�������ON�!	MC���P����ý . For example,
with 7 bits, by allocating # for mantissaand & for exponent,we canrepresentany integer in the
range

: !C;=;Q!:åR.�� �JS I with a relative errorboundedby ùK6 éT;U�MåGVRNOéT;U�MåGV0ý . Notethattheseboundsare
not necessarytight. Indeed,in this example,the worst casesoccurwhenencodingthe numbers�?çT! , and �?çC# , which both have a mantissaof 8. In particular, �?çT!_äW!*)+)+)+),!+!+!+! is encodedas�¾ä�!*)+)+) , 1 ä å , andhasa relative errorof ù>-R./� S 64�?çT!�ýEMC�?çT! ä'6X)<;Y)?åMå�& ä'6�åT;�å�&ZV , while�?çC#7ä[!*)+)+),!*)+)+),! is encodedas ��ä@!*)+),! , 12ä8å , andhasa relative errorof åT;�åMåGV .

If anothervalue \��4� is carriedby thepacketwestoreit asthefraction ï]ä]\*M�� . Assumingthat
weuse � bitsto representï , theabsoluteerroris boundedby ùK6^!	M�ù>� ù>� �`_ 6a!�ý�ýbN�!	M�ù>� ù>� �`_ 6a!�ý�ý�ý .
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Figure8.3: For carryingDPSstatewe usethefour bits from theTOSbyte(or DS field) reservedfor local
useandexperimentalpurposes,andup to 13bits from theIP fragmentoffset.

The 6^! in thedenominatorsis a resultof mapping���X_ valuesto [0, 1], with ���`_c6d! representing
1. Finally, it is easyto show thatby representing� in floatingpoint formatwith  bits for mantissa
and % bits for exponent,andby using  � bits to encode\ , the relativeerror of �Re�\ , denotedfhg�ikjhlCl ùk�Aem\
ý , is boundedby

6 !� ����� 6 !� �X_n��� 6o� 3 fhg	ipj^lCl ùk�Aeq\
ý�3 !� �P��� e !� �`_K��� 6o� N (8.1)

wherewe ignorethesecondorderterm !	M�ù>� ����� ù>� � _ ��� 6o�?ý�ý .
In thenext sections,we describein detail thestateencodingin thecaseof bothguaranteedand

flow protectionservices.

8.2.3 StateEncoding for GuaranteedService

With theGuaranteedservice,weusethreetypesof packetsto carrytheDPSstate:(1) datapackets,
(2) dummypackets,and(3) reservation requestpackets. Below, we describethestateencodingin
eachof thesecases:

8.2.3.1 Data packet

As describedin Chapter5, therearefour piecesof statethatneedto beencodedin a datapacket:
(1) the reserved rate

l
or equivalently

i M l , where
i

is the packet length,(2) the slackdelay r , as
computedby Eq. (5.10), (3) the amountof time ÷ by which the packet wastransmittedaheadof
scheduleat thepreviousnode,and(4) \ , ascomputedby Eq. (5.12). Thefirst threepiecesof state
areusedto performpacket scheduling,while thelastoneis usedto performadmissioncontrol.All
arepositive values.Figure8.4shows thestateencodingin thiscase.Thefirst two bits representthe
codethatidentifiesthestateformat.Therestof the15bitsareallocatedto four fields:s a1-bit flag,calledT, thatspecifieshow thenext field, tu! , is interpreteds a3-bit field tv! . If w]x]) , then tv! encodesthe \ value.Otherwise,it encodesù i M l ýEM�t^# .s a4-bit field t^� thatencodes÷,M�t^#s a7-bit field t^# thatencodes

i M l emr .
We make several observations. First, since t^# encodesthe largestvalueamongall fields,we

representit in floating point format. By usingthis format, with seven bits we canrepresentany
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Figure8.4: Stateencodingin thecaseof providing guaranteedservice,andflow protection.

positive numberin therange
: !C;=;Q!��R.�� �JS I , with a relative errorwithin �K6��T;U�+�GVRN��T;U�+�GVv� . Second,

sincethedeadlinedeterminesthedelayguarantees,weusearepresentationthattradeseligible time
accuracy for deadlineaccuracy.4 In particular, thedeadlineiscomputedas��x]��� lClGg %H� �K�� g eAt^�T�t^#�e�tL#^�]��� lClGg %H� �K�� g e7��e i M l evr . If T is 0, theeligibletimeis computedas

g x]��6^tv!T��t^#^���� lClGg %H� �K�� g e��Xe�r . tv! usesonly threebitsandits valueis computedsuchthat tv!���t^# always
overestimates

i M l . If T is 1, theeligible time is computedsimply as
g x���� lClGg %H� �K�� g . Third, we

express\ in 1 KB units. In this way we eliminatetheneedfor eachpacket to carry the \ value. In
fact, if a flow sendsat its reserved rate,only onepacket in every eightpacketsneedsto carry the\ value. This observation, combinedwith the fact that theunder-estimationof the packet eligible
time doesnot affect theguaranteeddelayof theflow, allows us to alternatively encodeeither \ or� i M l �EM�t^# in tu! , without impactingthecorrectnessof ouralgorithms.

8.2.3.2 Dummy packet

As describedin Section5.4, if a flow doesnot sendany datapacket for a periodof time larger
than w�� , the ingressrouterhasto senda dummypacket. In practice,this canbe eithera packet
newly generatedpacket by the ingress,or a best-effort packet that happensto traversethe same
path.Thestatein thedummypacket hasthecode1010000,andit carriesonly the \ valuein the tu!
field. Note thatusinga long codeleavesextra roomfor definingotherstateformatsin the future.
Dummypacketsareforwardedwith a priority higherthanthepriority of any othertraffic excepting
theguaranteedtraffic.

4As longastheeligibletimevalueis under-estimated,its inaccuracy will affectonly theschedulingcomplexity, asthe
packet maybecomeeligibleearlier.
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8.2.3.3 Reservation requestpacket

This packet is generatedby an ingressrouteruponreceiving a reservation request. The ingress
forwardsthispacket to thecorrespondingegressrouterin orderto performtherequestedreservation.
Uponreceiving this packet, a corerouterperformsadmissioncontrol,andupdatesthestatecarried
by thepacket accordingly. Whenanegressrouterreceivesa reservation requestpacket, it sendsit
backto theingress.Uponreceiving thispacket, theingressroutermakesthefinal decision.Like the
dummypacket,thereservationrequestpacketcanbeeitheranewly generatedpacket,orabest-effort
packet thathappensto traversethesamepath.

Thecodeof thestateformatcarriedby this packet is 101. Thepacket carriesfour fields in its
header:s a 1-bit field, � , thatdenoteswhetherthepacket traversestheforwardor thebackwardpath.

If ��x[! , thepacket traversestheforwardingpath;otherwisethepacket is on its waybackto
theingressrouterthatgeneratedit.s a 1-bit field, � , which specifiesthecurrentstateof the reservation request.If ��x�! , then
all previous routershave acceptedthe reservation request;otherwiseat leastonerouterhas
deniedit.s a 5-bit field, tv! , that storesthe numberof hops, � , on the forwarding path. The field is
incrementedby eachcorerouteralongthepath.Thenumberof hopsis requiredto compute
theslackvariableof eachpacket at the ingressrouter(seeEq. (5.10)). Notethat thecurrent
implementationallows a path with at most 32 hops. While this value doesnot cover the
lengthsof all end-to-endroutesobserved in today’s Internet,this valueshouldbeenoughfor
anISPdomain,which is thetypicalSCOREdomain.s a 7-bit field thatstorestherequestedrate. This rateis storedin floatingpoint format,with a
3-bit mantissaanda4-bit exponent,andis expressedin 1 Kbpsunits.

8.2.4 StateEncoding for LIRA

With LIRA, weuseonly onetypeof packet to carrytheDPSstateinformation.Thefirst two bitsare
always01,andrepresentthecodethatidentifiesthestateformat.Therestof the15bitsaredivided
into threefieldsasfollows:s a 1-bit flag, � , calledthepreferredbit. Thisbit is setby theapplicationor userandindicates

the droppingpreferenceof the packet. This bit is immutable,i.e., it cannotbemodifiedby
any routerin thenetwork.s a 1-bit flag, � , calledthe markingbit. This bit is setby the ingressroutersof an ISP and
indicateswhetherthe packet is in- or out-of profile. Whena preferredpacket arrivesat an
ingressnode,thenodemarksit if theuserhasnotexceededits profile;otherwisethepacket is
left unmarked.Whenever thereis acongestion,acorerouteralwaysdropsunmarkedpackets
first. Irrespectiveof thecongestionstate,coreroutersneverchangethemarkedbit. Thereason
we usetwo bits (i.e., themarkedandthepreferredbits) insteadof oneis that in an Internet
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environmentwith multiple ISPs,even if a packet maybeout-of profile in someISPson the
earlierportionof its path,it maystill bein-profile in asubsequentISP. Having thepreference
bit that is unchangedby upstreamISPson thepathwill allow downstreamISPsto make the
correctdecision.s a 13-bit integer that representsthe packet label. As discussedin Section6.3.4, a label is
computedastheXOR over theidentifiersof all routersalongtheflow’spath.Thelengthof a
router’s identifierisequalto thelabel’s length,i.e.,13bit. Thepacket labelis initializedby the
ingressrouterandupdatedby coreroutersasthepacket is forwarded.Notethatthereis anon-
zeroprobability that two labelsmaycollide, i.e., that two alternatepathsbetweenthesame
routershave thesamelabel. If routeridentifiersareuniformly distributed,theprobabilityof
collision is !	MC� �J� x !	MC-<!�(+� . While this probability cannotbe neglectedin practice,there
aretwo pointsworth noting. First, this problemcanbealleviatedby having the ISPchoose
the routeridentifierssuchthat theprobabilityof label collision is minimized. Second,note
that even if two alternatepathshave the samelabel, the worst thing that may happenis an
alternatepathwill beignored.Althoughthiswill eventuallyreducethelink utilization,it will
not jeopardizethecorrectnessof ourscheme.

8.2.5 StateEncoding for CSFQ

As discussedin Chapter4, with CSFQ,datapacketscarryonly onepieceof state:theestimatedrate
of theflow. In this case,we definea codeof 010000,anda 10-bit field thatencodestheestimated
rate,by usingafloatingpoint formatwith a5-bit mantissa,anda5-bit exponent.Theestimatedrate
is initialized by the ingressrouterandthenupdatedby corerouterswhenever theestimatedrateis
greaterthanthefair rateon theoutputlink (seeSection4.3).

By usinga long codefor theCSFQstate,we leave considerableroomfor definingfuturestate
formats.

8.2.6 StateEncodingFormats for Future Use

By inspectingthe stateencodingformatsin Figure(8.4), it is easyto seethat thereis significant
roomfor futureextensions.In particular, any stateencodingformatthatstartswith 001,111,1011,
0001,10101,00001,101001,000001,1010001or0000001is availablefor futureuse.Thus,evenby
restrictingourselvesto reusingthespacein theIP packetheader, wecanstill designnew DPSbased
algorithmsandmechanismsthat(at leastat thelevel of thestateencoding)arefully compatibleto
thesolutionsproposedin thisdissertation,andthatcanuseupto 14bits for specificstateencoding.

8.3 SystemMonitoring

Whenimplementinganetwork service,a key challengeis discoveringwhethertheserviceis work-
ing or not,and,moreimportantly, if it doesn’t work,findingoutwhy. To helpanswerthesequestions
we needa monitoringtool thatcanaccuratelyexposerouterbehavior. Ideally, we want theability
to monitorrouter’s behavior in real time, andat thesmallestpossiblegranularity, i.e.,at thepacket
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Figure8.5: The informationloggedfor eachpacket that is monitored.In additionto mostfieldsof the IP
header, therouterrecordsthearrival anddeparturetimesof thepacket (i.e., theonesthatareshaded).The
typeof eventis alsorecorded,e.g.,packetdeparture,or packetdrop.TheDPSstateis carriedin theToSand
thefragmentoffsetfields.

level. A key challengewhenimplementingsucha fine grainedmonitoringfunctionalityis to mini-
mizetheinterferencesto themonitoredsystem.

A possiblesolutionthat fully addressesthis challengeis to usea hub or a similar device be-
fore/aftereachrouter’s interfaceto replicatetheentiretraffic anddivert it to anexternalmonitoring
machinewhereit canbeprocessed.Unfortunately, therearetwo problemswith thissolution.First,
it is very hardto accuratelymeasurethearrival andthedeparturetimesof a packet. With a simple
hub we caninfer thesetimesonly whenpacketsarrive at the monitoringmachine.However, the
packet processingoverheadat themonitoringmachinecansignificantlyimpacttheaccuracy of the
time estimates.Even with a specialdevice that can inserta timestampin eachpacket whenthe
packet is replicated,the problemis not trivial. This is becausethe arrival anddeparturetimesof
a packet are insertedby two differentdevices,so we needa very accuratesynchronizationclock
mechanismto minimize the errors. The secondproblemwith this solution is that it requiresan
expensive hardwareinfrastructure.

For thesereasons,in our implementationwe usean alternateapproach.In particular, we in-
strumentthekernelto performpacket level monitoring.For eachpacket, we recordthearrival and
thedeparturetimeswith very high accuracy usingthePentiumclock counter. In additionto these
times,with eachpacket we log mostof thefieldsof theIP header, includingtheDPSstatecarried
by thepacket,andafield, calledlog type , which specifieswhetherthepacket wastransmittedor
dropped.To minimize themonitoringoverhead,we usethe ip output functioncall to sendthis
informationdirectly from kernelto anexternalmonitoringmachine.Using ip output , insteadof
ioctl , for transferringlog data,avoidsunnecessarycontext switchingbetweenthekernelandthe
userlevel. In addition,weoff-loadasmuchaspossibleof thelog dataprocessingto themonitoring
machine.The functionsperformedby a routerarekept to minimum: a routerhasonly to (1) log
packet arrival anddeparturetimes,and(2) sendthelog datato themonitoringmachine.In turn, the
monitoringmachineperformsthebulk of dataprocessing,suchaspacket classification,andcom-
puting therateand/ordelayof a flow. To further reducethemonitoringoverhead,we provide the
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ability to samplethedatatraffic. In particular, we canconfiguretherouterto probabilisticallylog
oneout of every 2, 4, 16, or 64 packets. Finally, to eliminatepossibleinterferencesbetweenthe
datatraffic andtransferringthe log data,we usea differentnetwork interfaceto sendout the log
information.

To visualizethemonitoringinformation,we have developeda GraphicalUserInterface(GUI)
written in Java. This tool offers thepossibilityof simultaneouslyplotting up to ninegraphsin real
time. Eachof thegraphscanbeindependentlyconfigured.In particular, themonitoringtool allows
usto specifyfor eachgraph:s the network interfaceto be monitored. This is specifiedby the IP addressof the router to

which theinterfaceis attached,andtheIP addressof theneighboringrouterthatis connected
to theinterface.s theflows to bemonitoredat theselectednetwork interface. In our case,a flow is identified
by its sourceanddestinationIP addresses,its sourceanddestinationport numbers,andthe
protocoltype.s theparametersto monitor. Currentlythetool canplot thethroughputandthedelayof a flow.
The throughputis averagedover a specifiedtime period. Thedelaycanbecomputedeither
astheminimum,maximum,or averagepacket delayover aspecifiedperiodof time.

This flexibility allows us,for example,to simultaneouslyvisualizethethroughputandper-hop
delayof aflow atdifferenthops,to visualizethethroughputandthedelayof aflow at thesamehop,
or to visualizethethroughputof a flow at multiple time scales.As anexample,Figure3.5shows a
screensnapshotof ourmonitoringtool. Thetoptwo plot show thethroughputsof threeflowsat two
consecutive hops.Thebottomtwo plotsshow thedelaysof thesameflowsat thesamehops.

8.4 SystemConfiguration

As with any softwaresystem,we needtheability to configureour system.In particular, we want
theability to configurea routerasan ingress,egress,or core,andto set-upthevariousparameters
of thepacket classifierandpacket scheduler. In addition,in thecaseof theguaranteedservice,we
wanttheability to set-up,modify, andtear-down aflow reservation.Onepossiblesolutionwouldbe
to usean ioctl functioncall. Unfortunately, this approachhasa significantdrawback. Sincethe
executionof ioctl is quite expensive – it requirescontext-switchingbetweenthe kernelandthe
userlevel – it canseriouslyinterferewith theprocessingof thedatatraffic. At thelimit, in thecase
of theguaranteedtraffic, thiscanresultin packetsmissingtheir deadlines.

To avoid thisproblem,weusetheInternetControlManagement(ICMP) protocol.In particular,
we have written a simplecommandline utility, calledconfig dps , that canbe usedto config-
ure routersandinitialize their parametersvia ICMP. To achieve this, we have extendedthe ICMP
protocolby addingtwo new messages:ICMP DPSREQ, andICMP DPSREPLY.
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8.4.1 Router Configuration

Sofarwehaveclassifiedroutersasedgeandcorerouters,andtheedgeroutersasingressandegress
routers.While at theconceptuallevel this classificationmakessense,in practice,this distinctionis
lessclear. For example,anedgeroutercanbeeitheraningressor egressdependingon thedirection
of the traffic that traversesit. As a result,we needto configureat a finer granularity, i.e., at the
network interfacelevel, insteadof at therouterlevel. We identify aninterfaceby two IP addresses:
theaddressof therouterto whichtheinterfaceis attached,andtheaddressof thedownstreamrouter
connectedto theinterface.We thenusethefollowing commandto configureanetwork interface:

config_dps 2 node next_node type

Thefirst parameterof thecommand,thenumber2, specifiesthatan interfaceis beingconfigured.
Thenext two parametersspecifytheinterface:node representstheIP addressof therouterwhose
interfaceis beingconfigured,andnext node specifiesthe IP addressof the downstreamrouter
that is connectedto the interface. Finally type specifieswhetherthis interfaceis configuredas
belongingto aningress,egress,or corerouter.

8.4.2 Flow Reservation

In the caseof the guaranteedservicewe needthe ability to set-up,modify, andtear-down a flow
reservation.

To set-upanew reservationweusethefollowing command:

config_dps 3 ingress egress src_addr dst_addr src_port dst_port
proto rsv_rate q_size

Thefirst parameter, thenumber3, specifiesthatthiscommandrequestsanew reservation.Thenext
two parametersspecifytheingressandegressrouterswhicharetheend-pointsof ourreservation. In
addition,weusetheseparametersto identify theinterfaceof theingress wheretheflow stateis to
beinstantiated.Thenext fiveparameters,src addr , dst addr , src port , dst port , andproto ,
respectively, identify theflow. Finally, thelasttwo parametersspecifytherequestedreservation(in
Kbps),andthebuffer sizeto beallocatedat theingressfor thisflow (in packets).

To terminatea reservation,weusethefollowing command:

config_dps 4 ingress egress src_addr dst_addr src_port dst_port

Thefirst parameter, thenumber4, representsthecodeof thedeletionoperation.Theotherparame-
tershave thesamemeaningasin thepreviouscommand.

Finally, thecommandto updateareservationis virtually identicalto setting-upareservation. In
fact,thisoperationis implementedby tearingdown theexistingreservation,andcreatinganew one.

8.4.3 Monitoring

As describedin Section8.3,our implementationprovidessupportfor fine grainedmonitoring. To
startmonitoringthetraffic at anetwork interface,weusethefollowing command:
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config_dps 0 node next_node mon_node mon_port level

Again,thefirst parameter, thenumber0 in thiscase,representstheoperationcode.Thenext two pa-
rametersareusedto identify theinterfacethatwewantto monitor, while mon node andmon port

representthe IP address(of themonitoringmachine)andtheport numberwherethe log datais to
be transmitted.Finally, level specifiesthesamplinglevel. The routersprobabilisticallylog one
packet outof ¡+¢¤£¤¥¦£¦¢ consecutive packetsthatarriveat theinterface.To stopmonitoringthetraffic at
aninterface,weusethesamecommand,but with thesecondparametersetto 1, insteadof 0.

8.5 Summary

In thischapter, wehavepresentedaprototypeimplementationof oursolutionto provideguaranteed
andflow protectionservicesin anIPv4network. To thebestof ourknowledgethis is thefirst imple-
mentationthatprovidestheseservicesin a corestatelessnetwork architecture.We have described
the operationsperformedby both edgeandcorerouterson dataandcontrol paths,aswell asan
approachthat allows to efficiently encodethe DPSstatein the IP headerby re-usingsomeof the
existingfields. In addition,wehave describedtwo supporttoolsthatallow packet level monitoring
in real-time,andeasysystemconfiguration.

We have implementedour solutionin FreeBSD2.2.6,anddeployed it in a local test-bedthat
consistsof four PCroutersandup to 16 hosts.Theresultspresentedin Sections3.2 and5.5 show
that (1) the overheadintroducedby our solution is acceptable,i.e., we canstill saturatethe 100
Mbps,(2) theoverheadincreasesvery little with thenumberof flows (at leastwhenthenumberof
flows is no larger than100), and(3) the schedulingmechanismsprotectthe guaranteedtraffic so
thatits performanceis notaffectedby thebest-effort traffic.

While implementingthis prototypewehave learnedtwo valuablelessons.First, themonitoring
tool provedvery usefulnot only in debuggingthesystem,but alsoin promptlyfinding unexpected
causesof experimentfailures. For example, in more than one instance,we were able to easily
discover that we do not achieve the expectedend-to-endperformance,simply becausethe source
doesnotcorrectlygeneratethetraffic dueto unexpectedinterference(suchassomeoneinadvertently
usingthe samemachine).Second,the fact that our solutiondoesnot requirethe maintenanceof
distributedperflow statehassignificantlysimplifiedourimplementation.In particular, wewereable
to implementtheentirefunctionalityof thecontrolpath,whichis notoriouslydifficult to implement
anddebug in thecaseof thestatefulsolutionssuchasRSVP[128], in justacoupleof days.

However, our implementationsuffers from somelimitationsthatwe hopeto addressin thefu-
ture:s Thecurrenttest-bedis a localareanetwork. Wewouldlike to performsimilar testsin a larger

internetwork environmentsuchasCAIRN [16].s All the experimentswereperformedwith syntheticloads. In the future, we would like to
experimentwith realapplicationssuchasvideoconferencingor distributedsimulations.s Thetest-bedconsistsof only PCworkstations.Wewouldlike to implementouralgorithmsin
commercialrouters.
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s The currentconfigurationtool doesnot offer any protection. Anyonewho knows the ad-
dressof our routersandthecommandformat,cansendICMP messagesto re-configurethe
routers.Providing anencryptionmechanismto avoid maliciousrouterre-configurationwould
beuseful.
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Chapter 9

Conclusionsand Future Work

In this chapter, we concludethe dissertationby (1) summarizingour contributions, (2) exposing
somefundamentallimitationsof currentsolutions,and(3) proposingseveral directionsfor future
work.

9.1 Contributions

Oneof themostimportantreasonsbehindtheoverwhelmingsuccessof theInternetis thestateless
natureof its architecture.Thefactthatroutersdonotneedto maintainany finegrainedinformation
abouttraffic makes the Internetboth scalableand robust. However, theseadvantagescomeat a
price: today’s Internetprovidesonly a minimalistservice,thebesteffort datagramdelivery. As the
Internetevolves into a global communicationinfrastructurethat is expectedto supporta plethora
of new applicationssuchasIP telephony, interactive TV, ande-commerce,theexisting besteffort
servicewill no longerbesufficient. As a result,thereis anurgentneedto provide morepowerful
servicessuchasguaranteedservicesandflow protection.

Over thepastdecade,therehasbeenintenseresearchtowardachieving thisgoal.Two classesof
solutionshavebeenproposed:thosemaintainingthestatelesspropertyof theoriginal Internet(e.g.,
DifferentiatedServices),andthoserequiringa new statefularchitecture(e.g.,IntegratedServices).
Whilestatefulsolutionscanprovidemorepowerful andflexibleservicessuchasperflow guaranteed
services,andcanachieve higherresourceutilization, they arelessscalablethanstatelesssolutions.
In particular, statefulsolutionsrequireeachrouter to maintainandmanageper flow stateon the
controlpath,andto performperflow classification,scheduling,andbuffer managementon thedata
path.Sincetherecanbealargenumberof activeflowsin theInternet,it is difficult, if notimpossible,
to implementsuchsolutionsin a scalablefashion.On theotherhand,while statelesssolutionsare
muchmorescalable,they offer weaker services.

The main contribution of this dissertationis to bridge the long-standinggap betweenstateful
andstatelesssolutions. To achieve this goal,we have describeda novel techniquecalledDynamic
Packet State(DPS).Thekey ideabehindDPSis that, insteadof having routersmaintainperflow
state,packets carry the state. In this way, routersarestill able to processpackets on a per flow
basis,despitethefact that they do not maintainperflow state.Basedon DPS,we have proposeda
network architecturecalledStatelessCore(SCORE)in which coreroutersdo not maintainany per
flow state.Yet, by usingDPS,we have demonstratedthat, in a SCOREnetwork, it is possibleto
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provide serviceswhich areaspowerful andflexible astheservicesprovidedby a statefulnetwork.
In particular, wehavedevelopedcompletesolutionsto addresssomeof themostimportantproblems
in today’s Internet:s Flow protection (Chapter4) We have proposedthefirst solutionto provide protectionon a

perflow basiswithout requiringcoreroutersto maintainany perflow state.To achieve this
goal, we have usedDPSto approximatethe functionality of a referencenetwork in which
every routerimplementstheFair Queueing[31] disciplinewith a SCOREnetwork in which
every routerimplementsanovel algorithm,calledCore-StatelessFair Queueing(CSFQ).s Guaranteed services (Chapter5) We have developedthe first solutionto provide per flow
delayandbandwidthguarantees.We have achieved this goal by usingDPSto emulatethe
functionality of a statefulreferencenetwork in which eachrouter implementsJitter Virtual
Clock [126] on thedatapath,andperflow admissioncontrolon thecontrolpathin aSCORE
network. To this end, we have proposeda novel schedulingalgorithm, called Core-Jitter
Virtual Clock(CJVC),thatprovidesthesameend-to-enddelayboundsasJitterVirtualClock,
but, unlike JitterVirtual Clock,doesnot requireroutersto maintainperflow state.s Lar ge spatial granularity service (Chapter6) We have developeda statelesssolutionthat
allows us to provide relative differentiationbetweentraffic aggregatesover large numbers
of destinations.The mostcomplex mechanismrequiredto implementthis serviceis route-
pinning, for which traditionalsolutionsrequireroutersto eithermaintainper flow state,or
maintainstatethatis proportionalto thesquareof thenumberof edgerouters.By usingDPS,
we areableto significantlyreducethis complexity. In particular, we proposea route-pinning
mechanismthatrequiresroutersto maintainstatewhich is proportionalonly to thenumberof
egressrouters.

While theabove solutionshave many scalabilityandrobustnessadvantagesover existingstate-
ful solutions,they still suffer from robustnessandscalability limitations in comparison.System
robustnessis limited by thepossibilitythata singleedgeor coreroutermaymalfunction,inserting
erroneousinformationin thepacket headers,severelyimpactingperformanceof theentirenetwork.
In Chapter7,weproposeanapproach,called“verify-and-protect”, thatovercomestheselimitations.
We achieve scalabilityby pushingthecomplexity all theway to theend-hosts,thuseliminatingthe
distinctionbetweenedgeandcorerouters. To addressthe trust androbustnessissues,all routers
statisticallyverify thattheincomingpacketsarecorrectlymarked.Thisapproachenablesroutersto
discover andisolatemisbehaving end-hostsandrouters.

To demonstratethecompatibilityof oursolutionswith theexistingprotocols,wehavepresented
thedesignandprototypeimplementationof theguaranteedservicein IPv4 networks. In Chapter8
weproposebothefficientstateencodingalgorithms,aswell asanencodingformatfor theproposed
solutions.

The SCORE/DPSideashave alreadymadean impactin both researchandindustrialcommu-
nities. Sincewe have publishedthe first papers[101, 104], several new and interestingresults
have beenreported.They includeboth extensionsandimprovementsto the original CSFQalgo-
rithm [18, 25, 111], andgeneralizationsof our solutionto provide guaranteedservices[129, 130].
In addition,DPS-like techniqueshave beenusedto develop new typesof applicationssuchasIP
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traceback[91]. Furthermore,we observe thatit is possibleto extendthecurrentDifferentiatedSer-
vice framework [32] to accommodatealgorithmsusingDynamicPacket State.Thekey extension
neededis to augmenteachPerHop Behavior (PHB) with additionalspacein thepacket headerfor
storingPHB specificDynamicPacket State[107]. Sucha paradigmwill significantlyincreasethe
flexibility andcapabilitiesof theservicesthatcanbebuilt with aDiffserv-like architecture.

9.2 Limitations

While in thisthesiswehaveshown thatby usingtheDPStechniqueit is possibleto implementsome
of themostrepresentative Internetservices(for whichprevioussolutionsrequiredstatefulnetworks)
in aSCOREnetwork, oneimportantquestionstill remains:Whatarethelimitationsof SCORE/DPS
basedsolutions?Moreprecisely, is thereany serviceimplementedby statefulnetworksthatcannot
beimplementedby aSCOREnetwork? In thissection,we informally answerthesequestions.

In a statefulrouter, eachflow is associateda setof statevariablessuchasthelengthof a flow’s
queueandthedeadlineof thepacket at theheadof theflow’squeue.In addition,a routermaintains
someglobal statevariablessuchasbuffer occupancy or utilization on the output link. A router
processesa packet basedon boththeperflow stateandtheglobalstatestoredat therouter. As an
example,upona packet arrival, a routercheckswhetherthe buffer is full, andif not, discardsthe
packet at thetail of thelongestqueueto make roomfor thenew packet.

In contrast,in SCORE,a core router processespackets basedon the statecarriedin packet
headers,insteadof per flow state(as theseroutersdo not maintainany suchstate). Thus, in or-
der to emulatethe functionality of a statefulrouter, a statelessrouterhasto reconstructthe per
flow statefrom thestatecarriedin thepacket headers.Thequestionof whatarethe limitationsof
SCORE/DPSbasedsolutionsreducesthento thequestionof whattypesof perflow statecannotbe
exactly reconstructedby corerouters.We areawareof two instancesin which currenttechniques
cannotreconstructtheperflow stateaccurately:

1. The stateof a flow dependson the behaviorof other competingflows. Intuitively, this is
becauseit is veryhard,if notimpossible,to encodetheeffectsof thisdependencein thepacket
headers.Indeed,this would requirea router to know the future behavior of the competing
flowsat thenext routerbefore updatingthestatein thepacket headers.

Considerthe problemof exactly emulatingthe Fair Queueing(FQ) discipline. Recall that
FQ is a packet level realizationof a bit-by-bit roundrobin: if thereare % backloggedflows,
FQ allocates§	¨O% of the link capacityto eachflow. In thepacket system,a flow is saidto be
backloggedif it hasat leastonepacket in thequeue.

The challengeof implementingFQ in a statelessrouter is that the numberof backlogged
flows, and thereforethe servicereceived by a flow, is a highly dynamicparameter, i.e., it
canchangeevery time a new packet arrivesor departs.Unfortunately, it is very hardif not
impossiblefor a routerto accuratelyupdatethe numberof backloggedflows whensuchan
eventoccurs.To illustratethispoint,considerapacket arrival event.

Whenapacketof anidle flow arrives,theflow becomesbacklogged,andthenumberof back-
loggedflows increasesby one.Becausetherouterdoesnot maintainperflow state,theonly
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way it caninfer this informationis from thestatecarriedin thepacket header(asthis is the
only new informationthatentersthesystem).However, insertingthecorrectinformationin
thepacketheaderwouldrequireup-streamroutersto know how many packetsarein theflow’s
queuewhenthepacket arrivesat thecurrentnode.In turn, this would requireknowledgeof
how muchservicethe flow hasreceived at the currentnodeso far, as this determineshow
many packets arestill left in the queue. Unfortunately, even if we wereusinga feedback
protocolto continuouslyinform the up-streamroutersof the stateof the currentrouter, the
propagationdelayposesfundamentallimitations on the accuracy of this information. For
example,duringthetime it takestheinformationto reachtheup-streamrouters,anarbitrary
numberof flowsmaybecomebacklogged!

2. Thestateof a flow dependson parameters that are uniqueto each router. Intuitively, this is
becauseit is very hardto reconstructtheseparametersat eachroutergiventhe limited space
in thepacket headers.

Considera routerthatimplementstheWeightedFair Queueing(WFQ)schedulingdiscipline.
Similar to FQ,WFQis arealizationof aweightedbit-by-bit roundrobin: aflow � with weight©«ª receives � ©«ª ¨�¬a­�®C¯ © ­ � of the link capacity, where ° is the set of backloggedflows.
Assumethattheflow hasa differentweightat every routeralongits path.Then,eachpacket
hasto encodeall theseweightsin its header. Unfortunately, in the worst case,encoding
theseweightsrequiresanamountof stateproportionalto thelengthof thepath,which is not
acceptablein practice.

Not surprisingly, theselimitationsarereflectedin our solutions.Thefirst limitation is themain
reasonwhy CoreStatelessFair Queueingis only ableto approximate,notemulate,theFair Queue-
ing discipline. Similarly, it is the main reasonwhy our per flow admissioncontrol solutionuses
anupperboundof theaggregatereservation, insteadof the actualaggregatereservation (seeSec-
tion 5.4). Finally, our decisionto usea non-work conservingdisciplinesuchasCore-JitterVirtual
Clock to implementguaranteedservicesis preciselybecauseof this limitation. In particular, the
fact that the servicereceived by a flow undera non-work conservingdisciplineis not affectedby
thebehavior of thecompetingflows,allows usto broke thedependencebetweentheflow stateand
thebehavior of thecompetingtraffic. This makesit possibleto computetheeligible timesandthe
deadlinesof a packet at all corerouters,assoonasthe packet arrivesat the ingressrouter. The
potentialdownsideof a non-work conservingdisciplineis the inability of a flow to useadditional
resourcesmadeavailableby inactive flows.

As a resultof thesecondlimitation, we only considerthe casesin which a flow hasthesame
reservedbandwidthor weightat all routersalongits paththrougha SCOREdomain.In thecaseof
providing guaranteedservices,this restrictioncanleadto lower resourceutilization,asit is difficult
to efficiently matchtheavailableresourcesateachrouterwith theflow requirements.

In summary, asa resultof theselimitations,our SCORE/DPSbasedsolutionscannotexactly
matchthe performanceof traditionalstatefulsolutions. In spiteof this, aswe have demonstrated
by analysisandexperimentalresults,oursolutionsarepowerful enoughto fully implementsomeof
themostpopularperflow network services.
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9.3 Future Work

In thenext sections,we identify severalresearchdirectionsfor futurework. Whenever possible,we
try to emphasizethemaindifficultiesandpossiblesolutionsto addresstheproposedproblems.

9.3.1 DecouplingBandwidth and DelayAllocations

As describedin Chapter5, oursolutionto provideguaranteedservicesassociatesasingleparameter
to eachflow: the flow’s reserved rate. While we canprovide both per flow delayandbandwidth
guaranteesby appropriatelysettingtheflow reservedrates,thefactthatwearerestrictedto only one
parametermayleadto inefficient resourceutilization.

To illustratethis point, considera flow thatsendstraffic at a constantrate ± , andhasfixedsize
packetsof length ² . In thiscase,theworstcasedelayexperiencedby apacketatonerouteris about1²�¨�³ , where³ is theflow’s bandwidthreservation. Intuitively, this is becausein anidealizedmodel
in which the flow traversesonly dedicatedlinks of capacity³ , it takesa routerexactly ²�¨�³ time
to transmita packet of size ² . Assumethat theflow requestsa perhopdelayno larger than � . To
meetthisrequirement,therouterhasto allocateabandwidth³ , suchthat ²�¨�³@´4� , or alternatively³0µ]²�¨�� . In addition, ³ shouldbeno smallerthanthearrival rateof theflow ± . As a result,for a
flow with thearrival rateof ± anda perhopdelayboundof � , a routerhasto allocatea bandwidth
of at least ³$¶0·v¸�¹��k²>¨���ºE±�� . Considera 64 Kbpsaudioflow thatuses1280bit packets,andhas
a perhopdelaybudgetof ��¶�� ms. To meetthis delayrequirement,theflow needsto reserve at
least³"¶8²�¨��'¶�§�¡+»C¼ bit ¨C� ms ¶�¡+�+� Kbps,which is four timesmorethantheflow’s rate! Thus,
usingonly oneparametercanresultin seriousresourceunderutilization.

In the statefulworld, several solutionshave beenproposedto addressthis problem[90, 106,
124]. A futuredirectionwould be to emulatethesesolutionsin theSCORE/DPSframework. The
problemis thatcurrentsolutionsto decouplebandwidthanddelayallocationsuseat leasttwo pa-
rametersto specifya flow reservation. This significantlycomplicatesboththedataandthecontrol
pathimplementations.For example,admissioncontrolrequirescheckingwhetheratwo-piecelinear
functionrepresentingthenew reservationever exceedsan % -piecelinear functionrepresentingthe
availablelink resources(capacity),where,in theworstcase,% representsthenumberof flows [90].
Thus,storingtherepresentationof theavailablecapacityrequiresanamountof stateproportionalto
thenumberof flows,which is unacceptablefor astatelesssolution.A possibleapproachto alleviate
this problemwould beto restrictthevaluestakenby theparametersthatcharacterizeflow reserva-
tions. Thechallengeis doing this without compromisingtheflexibility offeredby decouplingthe
bandwidthanddelayallocations.

9.3.2 ExcessBandwidth Allocation

Our solutionto provide guaranteedservicesis basedon a non-work conservingschedulingalgo-
rithm, i.e.,CJVC.As a result,evenif thenetwork is completelyidle, aguaranteedflow will receive
no morethanits reserved rate. While this serviceis appropriatefor many applicationssuchasIP

1Morepreciselytheworstcasedelayis ½¿¾bÀ?Á�½ÃÂÅÄEÆÇ¾�È , where½ÃÂÉÄEÆ representsthemaximumlengthof any packet that
traversesthelink, and È representsthelink capacity. Theterm ½ÊÂÅÄEÆ*¾bÈ accountsfor thefactthatthepacket transmission
is not preemptive. However, sincein generalÈÌËÎÍ , we ignorethis termhere.
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telephony, otherapplicationssuchasvideostreamingwouldpreferamoreflexible servicein which
they can opportunisticallytake advantageof the unusedbandwidthto achieve betterquality. In
the domainof statefulsolutions,thereareseveral algorithmsincluding variantsof WeightedFair
Queueing[10, 48, 79], andFair ServiceCurve [106] that provide the ability to sharethe excess
(unused)bandwidth.

In this context, it would be interestingto develop statelessalgorithmsthatareableto achieve
excessbandwidthsharing,whilestill providingguaranteedservices.Asdiscussedin Section9.2,the
mainproblemis thatit is veryhardfor DPSalgorithmssuchasCJVCto adaptto veryrapidchanges
of excessbandwidthavailableat corerouters. In thecaseof CJVCthis is becausethescheduling
parametersarecomputedwhenthepacketarrivesattheingressrouter, apointatwhichit is veryhard
if not impossibleto accuratelypredictwhatwill be theexcessbandwidthwhenthepacket arrives
at a particularcorerouter. Thereareat leasttwo generalapproachesto alleviate this problem:(1)
usea feedbackmechanismsimilar to LIRA to inform egressroutersaboutthe excessbandwidth
availableat corerouters,and(2) have core routerscomputepacket schedulingparametersbased
on both the statecarriedby the packet headersandsomeinternalstatemaintainedby the router.
Themainchallengeof thefirst approachis to balancethefreshnessof theinformationmaintainedat
ingressroutersregardingtheexcessbandwidthinsidethenetwork with theoverheadof thefeedback
mechanism.The main challengeof the secondapproachis to maintainthe bandwidthanddelay
guaranteeswithout increasingthe schedulingcomplexity. This is hardbecausethe complexity of
algorithmssuchasCJVCdependdirectly on thebuffer size(seeSection5.3.3),andthebuffer size
atcorerouterswill significantlyincreaseasaresultof allowing flowsto useexcessbandwidth[79].

9.3.3 Link Sharing

While mostof theprevious researchdirectedat providing betterservicesin packet switchingnet-
workshave focusedonproviding guaranteedservicesor protectionfor eachindividualflow, several
recentworks [11, 39, 92] have arguedthat it is alsoimportantto supporthierarchicallink-sharing
service.

In hierarchicallink-sharing,thereis a classhierarchyassociatedwith eachlink that specifies
the resourceallocationpolicy for the link. A classrepresentsa traffic streamor someaggregate
of traffic streamsthataregroupedaccordingto administrative affiliation, protocol,traffic type,or
othercriteria.Figure9.1showsanexampleclasshierarchyfor a45Mbpslink thatis sharedby two
organizations,Carnegie Mellon University (CMU) andUniversity of Pittsburgh (U. Pitt). Below
eachof thetwo organizationclasses,thereareclassesgroupedbasedon traffic types.Eachclassis
associatedwith its resourcerequirements,in this case,a bandwidth,which is theminimumamount
of servicethatthetraffic of theclassshouldreceive whenthereis enoughdemand.

Thereare several importantgoalsthat the hierarchicallink-sharingserviceaims to achieve.
First, eachclassshouldreceive a certainminimumamountof resourceif thereis enoughdemand.
In theexample,CMU’s traffic shouldreceive at least25 Mbpsof bandwidthduringa periodwhen
the aggregatetraffic from CMU hasa higherarrival rate. Second,at eachlevel of the hierarchy,
active childrenshouldbeableto usetheexcessbandwidthmadeavailableby theinactive children.
In thecasewhenthereis noaudioor videotraffic from CMU, thedatatraffic from CMU shouldbe
ableto useall thebandwidthallocatedto CMU (25 Mbps). Finally, we shouldbeableto provide
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Figure9.1: An Exampleof Link-SharingHierarchy.

bothbandwidthanddelayguaranteesto leaf classes,eventuallyby decouplingthebandwidthand
delayallocations.In theexample,theCMU DistinguishedLecturevideoandaudioclassesaretwo
leafclassesthatrequirebothbandwidthanddelayguarantees.

In short,hierarchicallink-sharingaimsto provide (1) bandwidthanddelayguaranteesat leaf
classes,(2) bandwidthguaranteesat interior classes,and(3) excessbandwidthdistribution among
childrenclasses.Dueto theservicecomplexity, it shouldcomeasno surprisethatall currentsolu-
tionsrequireroutersto maintainperclassstate[11, 39, 92]. A naturalresearchdirectionwould be
to implementthelink-sharingservicein aSCOREnetwork. Providing suchaserviceis challenging
becausewe have to dealwith bothlimitationsdiscussedin Section9.2: thefirst limitation makesit
difficult to provideexcessbandwidthdistribution; thesecondlimitation makesit difficult to encode
the reservation andthe positionof eachancestorclassthe packet belongsto at eachrouteralong
its paths. A possiblesolutionwould be to comeup with “reasonable”restrictionsthat allow effi-
cientstateencodingwithoutsignificantlycompromisingtheflexibility andtheutilizationofferedby
existingstatefulsolutions.

9.3.4 Multicast

The solutionspresentedin this dissertationwereprimarily designedfor unicasttraffic. An inter-
estingdirectionfor futurework would be to extendthemfor multicast. In the caseof CSFQthis
is straightforward: sincepacket replicationdoesnot affect the flow ratealongan individual link,
whena routerreplicatesa packet, it just needsto copy the DPSstateinto the replicaheaders.In
contrast,extendingour guaranteedservicesolutionto supportmulticastwould be moredifficult.
Part of thechallengewould beto comeup with acceptableservicesemantics.For example,do we
wantto delayall packetsby thesameamountno matterwhatpathsthey traverse,or do we wantto
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achieve theminimumdelayon eachindividual path?Do we want to allocatetheminimumband-
width that is availableto all receivers,or do we want the ability to allocatedifferentbandwidths
on differentpaths?Oneimportantobservation thatsimplifiestheproblemis that in all traditional
multicastsolutions,at leastthebranchingroutersin the multicasttreehave to maintainpergroup
state.By leveragingthisstate,it wouldbepossibleto updatetheDPSstatecarriedby thepacketsas
a functionof thebranchthey follow. In theory, this will allow usto provide servicedifferentiation
onaperpathbasis.

Another future direction in the context of multicastwould be to useDPS to implementthe
multicastserviceitself. A straightforward approachwould befor thesenderto insertthe list of all
receivers’ IP addressesin the packet headers.This would eliminatethe needfor routersto keep
any multicaststate:whena packet arrives,a routerinspectsthe list of theaddressesin thepacket
headerandreplicatesthepacket to eachoutputport thatcorrespondsto anaddressin thelist. While
simple,thissolutionhasafundamentallimitation: thestatecarriedby thepacketsincreaseswith the
numberof receivers. In a groupwith hundredsof receivers,we caneasilyreachthesituationwhen
we have to transmitmoreDPSstatethandatainformation! Note that this problemis an instance
of thesecondlimitation discussedin Section9.2, i.e., pergroup(flow) routingstatemaintainedby
traditionalmulticastschemesis uniquefor eachrouter. A possiblesolutionwouldbeto find amore
efficient encodingof the forwardingstate,and,eventually, partition it betweenthepacket headers
andcorerouters.

9.3.5 Verifiable End-to-End Protocols

As describedin Chapter7, the“verify-and-protect” approachcanovercomesomeof therobustness
andscalabilitylimitationsof the SCORE/DPSframework. We believe, however, that this is a far
moregeneralandpowerful approachthatcanbeusedto designnew network servicesandprotocols.
Usually, wheneverweimplementanetwork servicewithoutsupportfrom thenetwork, wemakethe
(implicit) assumptionthatuserscooperate. For example,therecentlyproposedendpointadmission
controlalgorithmsassumethat (1) eachuserprobesthenetwork to detectthe level of congestion,
andthen(2) it sendstraffic only if thelevel of congestionis sufficiently low [14]. Unfortunately, in
aneconomicenvironmentlike today’s Internet,thereis no strongincentive for usersto cooperate.
For example,ausermaychooseto sendtraffic, evenif thecongestionlevel is high, in thehopethat
it will forceotherusersto giveupandreleasetheirbandwidth.A naturalwayto createtheincentive
for usersto cooperateis to punishthemif they don’t. However, this requirestheability to identify
a malicioususer, i.e., theability to verify its behavior. We believe thatverifiability shouldbea key
propertyof any end-to-endprotocol,andnotanafterthoughtasit happenstoday. In thiscontext, we
believe thatdesigningprotocolsandalgorithmswith verifiablebehaviors is a very importanttopic
for futurework.

9.3.6 IncrementalDeployability

SCORE/DPSsolutionsdescribedin thisdissertationrequirechangesto all routerswithin anetwork
domain.Thisis aseriouslimitation thatmaydelayor evenprecludethedeploymentof SCORE/DPS
solutionsin theInternet.An importantdirectionfor futurework is to alleviateor remove,if possible,
this limitation.
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Oneapproachwouldbeto developsolutionsthatrequireonly asubsetof routersto bechanged.
Oneexamplewouldbeto studywhatlevelsof bandwidthanddelayguaranteescanbeprovidedby
a network in which only the edgenodesarechanged.The key difficulty would be to coordinate
theactionsof theserouters.Furthermore,this coordinationwould needto happenat a very small
time scale,becauseof therapidchangesin traffic characteristics.DPSrepresentsan idealstarting
point to thedevelopmentof suchmechanisms,asit allows theexchangeof traffic informationat the
smallestpossiblegranularity:onaperpacket basis.

Anotherapproachwould be to build anoverlaynetwork consistingof high performancesites,
calledPoint-of-Presence’s (PoPs),connectedby high quality virtual links. An examplewould be
to provide perflow bandwidthallocationby usingthePremiumserviceto guaranteecapacityalong
eachvirtual link, anda CJVClike algorithmto managethis capacityamongthecompetingflows.
Anotherexamplewould be to monitor the available bandwidthalong eachvirtual link, and use
this informationtogetherwith a CSFQ-like algorithmto provide fair bandwidthallocationacross
the overlay network. Onepossibleapproachto improve the quality of the virtual links would be
to constructtheoverlaysuchthat eachvirtual link traversesno morethanoneISP. Therearetwo
reasonsfor thisrestriction.First,sincethetraffic betweenany two neighborPoPstraversesonly one
IPS,andsinceanISPhasgenerallyfull controlof its resources,it wouldbemucheasierto provide
a strongsemanticservice.Second,it would bemucheasierto verify, andthereforeto enforce,the
serviceagreementbetweenthe neighborPoPsandthe ISP that handlestheir traffic. If oneof the
two PoPsdetectsthattheserviceagreementis broken,thenit canconcludethatthis is becausethe
ISPthatcarriesthetraffic doesnothonorits agreement.In contrast,hadthetraffic betweenthetwo
PoPstraversemorethatoneISP, it wouldhave beenveryhardto identify which ISPwasto blame.

9.3.7 GeneralFramework

In this dissertationwe have demonstratedby examplesthat it is possibleto provide network ser-
viceswith per flow semanticsin a statelessnetwork architecture.A very interestingtheoretical
questionis: what is theclassof algorithmsandservicesthat canbeemulatedor approximatedin
theSCORE/DPSframework? In Section9.2weinformally discusstwo of thelimitationsof thecur-
rentsolutions.Thenext stepwouldbeto developa theoreticalframework thatpreciselyformulates
thelimitationsandanswersthepreviousquestion.Suchaframework wouldprovideuswith amuch
betterunderstandingof what we canandwhat we cannotdo in the SCORE/DPSframework. A
relatedquestionof practicalinterestis: canwecomeupwith a general methodology that allowsus
to transforma statefulnetworkinto a statelessnetworkwhilepreservingits functionality?

9.4 Final Remarks

In thisdissertation,wehavepresentedthefirst solutionthatcanprovideservicesaspowerful andas
flexible astheonesimplementedby a statefulnetwork usinga statelessnetwork. To illustratethe
powerandthegeneralityof oursolution,wehave implementedthreeof themostimportantservices
proposedin thecontext of today’s Internet:providing guaranteedservices,differentiatedservices,
andflow protection.While it is hardto predicttheexactcourseof researchin this area,we believe
thatthedoorhasbeenopenedto many new andchallengingproblemsof greatpracticalimportance
andtheoreticalinterest.
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Appendix A

PerformanceBoundsfor CSFQ

In thisappendixwegive theproofof Theorem1 (Section4.3.4).Recallthatfor simplicity wemake
the following assumptions:(1) thefair shareÐ is fixed,(2) thereis no buffering andthereforethe
dropprobabilityis givenby Eq.(4.2),and(3) whena packet arrives,a fractionof thatpacket equal
to theflow’s forwardingprobability is transmitted.Theproof is basedon two intermediateresults
given in Lemmas1 and 2, respectively. Lemma1 gives the upperboundfor the excessservice
receivedby a flow with weight © duringanarbitrarytime periodin which theestimatedrateof the
flow, asgivenby Eq.(4.3),doesnot exceedtheflow’s fair rate,i.e., © Ð . Similarly, Lemma2 gives
theupperboundfor the excessservicereceived by a flow duringanarbitraryperiodin which the
flow’sestimatedrateis never smallerthanits fair rate.

First,wegive two well known inequalitiesthataresubsequentlyusedin theproofs:Ñ§«ÒoÓ+Ô�Õ Ö §Cº Ñ Ö ¼<º (A.1)Ñ Ó Ô�Õ§«ÒoÓ+Ô�Õ × §Cº Ñ Ö ¼<Ø (A.2)

Lemma 1 Considera link with a normalizedfair rate Ð , and a flow with weight © . Theexcess
servicereceivedby the flow during any interval Ù4¶ÛÚ ÜnÝpºEÜKÝ ÝßÞ , whenits estimatedrate ± doesnot
exceedits fair rate ±	àv¶ © Ð , i.e., ±�ápÜ¦Þâ´ © Ð , ãÉÜâäaÙ , is boundedaboveby

± àTå�æ ²ßçâè Õ º (A.3)

where ²Qç�è Õ representsthemaximumlengthof a packet.

Proof. Without lossof generalityassumethatexactly % packetsof theflow arereceivedduringthe
interval Ù . Let Ü ª ä�Ù , ( §h´déc´�% ) bethearrival timeof the é -th packet,andlet ² ª denoteits length.
Accordingto Eq (4.3),wehave

± ª ¶[á¤§«êëÓ Ô,ìOípîEï Þ ² ªð ª æ Ó Ô,ìOípîEï ± ª ÔHñ º�§A´òéc´ò%�º (A.4)

where
ð ª ¶9Ü ª ê/Ü ª ÔHñ , and ±Oó representstheinitial estimatedrate.If ±	ó Ö ¼ , ÜKó is assumedto bethe

timewhenthelastpacket wasreceivedbeforeÜ Ý . Otherwise,if ±	óX¶]¼ thenwe take Ü¤óX¶"êõô .
Sinceby hypothesis± ª ´ò± à ( §A´òéâ´ò% ) it follows thatall packetsareforwardedandtherefore

thetotalnumberof bitssentduringtheinterval Ù is ¬�öªQ÷ ñ ² ª . Thus,ourproblemcanbereformulated
to be
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·v¸�¹ ø öù ª=÷ ñ ² ªkú º (A.5)

subjectto ± ª ´4±	à�ºû§A´òéc´ò%�Ø (A.6)

FromEq.(A.4) it follows that

² ª ¶ ± ª ê/± ª ÔHñ Ó Ô,ìOíßîEï§PêoÓ Ô,ì�íüîEï ð ª ºý¡7´òéc´ò%�Ø (A.7)

The above equationdoesnot apply for éþ¶W§ , sinceit is not well definedfor the casein which± ó ¶]¼ . Recallthatin thiscasewe take Ü ó ¶"êõô , andtherefore
ð ñ ¶Îô . Further, defineÿ áp± ñ ºE± Ï º*Ø*Ø*ØOºE± ö Þ ¶ öùªQ÷ Ï ² ª Ø (A.8)

Ourgoalthenis tomaximize
ÿ áp± ñ ºE± Ï º*Ø*Ø*Ø�ºE± ö Þ . By plugging² ª fromEq.(A.7) into

ÿ áp± ñ ºE± Ï º*Ø*Ø*Ø�ºE± ö Þ
andtakingthederivatewith respectto ± ª ( ¡�´òé ´4% ) weobtain� ÿ áp± ñ ºE± Ï º*Ø*Ø*Ø	ºE± ö Þ� ± ª ¶ ð ª§«ê�Ó+Ô,ìOíüîEï ê ð ª�� ñ Ó Ô,ìOí����nîEï§«êoÓ+Ô,ìOí��	��îEï ºÛ¡7´òé × %�Ø (A.9)

and � ÿ áp± ñ ºE± Ï º*Ø*Ø*Ø�ºE± ö Þ� ± ö ¶ ð ö§«êoÓ+Ô,ì�
�îEï Ø (A.10)

By using Eqs. (A.1) and (A.2) (and after makingsubstitutions
ð ª
� Ñ ñ å ,

ð ª�� ñ � Ñ Ï å , andð ö � Ñ�� å ) wehave � ÿ áp± ñ ºE± Ï º*Ø*Ø*Ø	ºE± ö Þ� ± ª Ö ¼<º ¡�´4é ´ò%�Ø (A.11)

Thus,
ÿ áp± ñ ºE± Ï º�������ºE± ö Þ is maximizedwhen ± Ï ºE± � º*Ø*Ø*Ø�ºE± ö achieve their maximumvalue,which in

ourcaseis ± à . Consequently, wehaveÿ áp± ñ ºE± Ï º������	ºE± ö Þ ¶ öùªQ÷ Ï ² ª (A.12)

¶ öùªQ÷ Ï
± ª ê/± ª ÔHñ Ó Ô,ìOípîEï§«êoÓ Ô,ìOíüîEï ð ª

´ ± Ï ê/± ñ Ó Ô,ì��EîEï§«êëÓCÔ,ì � îEï ð Ï æ öù ªQ÷�� ± à ê�± à Ó Ô,ìOípîEï§PêoÓCÔ,ì�íüîEï ð ª
¶ ± Ï ê/± ñ Ó Ô,ì��EîEï§«êëÓCÔ,ì��EîEï ð Ï æ ± à öùªQ÷�� ð ª
¶ áp± Ï ê/± ñ Þ Ó Ô,ì��EîEï§«êëÓ Ô,ì��EîEï ð Ï æ ± Ï ð Ï æ ±Oà öùªQ÷�� ð ª
× å ± àhæ ± à öù ª=÷ Ï

ð ª
´ å ± àhæ ± à ápÜ Ý Ý ê/Ü Ý ÞbØ
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wherethenext to lastinequalityfollows from thefactthat ± ñ µd¼ , ± Ï ´d± à , andby usingEq.(A.2)
aftersubstitution

ð Ï � Ñ å .
By usingEq.(A.12),andthefactthat ² ñ ´�² çâè Õ , wegetöùªQ÷ ñ ² ª ¶]² ñ æ ÿ áp± ñ ºE± Ï º�������ºE± ö Þ × ² çâè Õ æmå ±Oà æ ±	à ápÜ Ý Ý ê/Ü Ý ÞbØ (A.13)

Since ápÜ Ý Ý ê�Ü Ý Þn± à representsexactly theserviceto which theflow is entitledduringtheinterval Ù , it
follows thattheexcessserviceis boundedby ²ßçâè Õ æ ± à<å .

Lemma 2 Considera link with a normalizedfair rate Ð , anda flow with weight © that sendsat a
rateno larger than ³ , where ³ Ö ± à . Next consideran interval Ùu¶�Ú Ü Ý ºEÜ Ý Ý Þ such that Ü Ý represents
thetimejustaftera packet hasarrived,andduringwhich therateestimator± is neversmallerthan±	àu¶ © Ð , i.e., ±�ápÜ¦Þâµò±	à , ãÉÜ�äaÙ . Then,theexcessservicereceivedby theflowduring Ù is bounded
aboveby

±	à å ln
³ ± Ø (A.14)

Proof. Again,assumethatduringtheinterval Ù theflow sendsexactly % packets.Similarly, let Ü ª be
thearrival timeof the é -th packet,andlet ² ª denoteits length.Sinceweassumethatwhenthepacketé arrives,a fractionof thatpacket equalto flow é ’s forwardingprobability, i.e., ± à ¨O± ª is transmitted,
theproblemreducesto find anupperboundforöùªQ÷ ñ ² ª ± à± ª º (A.15)

where± à ´ò± ª ´4³�ºû§?´4éc´ò% .
FromEq.(A.4), weobtain² ª± ª ¶ ± ª ê/± ª ÔHñ Ó Ô,ì�íßîEï± ª á¤§«êëÓCÔ,ìOíßîEïAÞ ð ª (A.16)

¶ ð ª æ � §Pê ± ª ÔHñ± ª�� Ó Ô,ìOípîEï§PêoÓ Ô,ìOíüîEï ð ª Ø'§?´òéc´ò%�Ø
Note that unlike Eq. (A.7), the above equationalsoappliesfor éu¶Û§ . This becausewe are

guaranteedthat thereis at leastonepacket receivedbefore ÜKÝ andtherefore
ð ñ is well defined,i.e.,

from thehypothesiswehave
ð ñ ¶dÜ ñ ê/Ü ó ¶dÜ ñ ê/ÜKÝ .

Further, by makingsubstitutionÑ�� ð ª ¨ å in Eq.(A.2) wehaveÓ Ô,ì�íüîEï§`êoÓ Ô,ìOíüîEï ð ª × å º ð ª Ö ¼<Ø (A.17)

Fromtheabove inequalityandEq.(A.16) weobtain² ª± ª × ð ª æ � §«ê ± ª ÔHñ± ª�� å º §A´4é ´ò%�º (A.18)

andfurther
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öù ªQ÷ ñ ²
ª± ª ¶ öùªQ÷ ñ ð ª æqå

öùªQ÷ ñ
� §«ê ± ª ÔHñ± ª�� ´"ápÜ Ý Ý ê/Ü Ý Þ æmå öùªQ÷ ñ

� §Pê ± ª ÔHñ± ª�� Ø (A.19)

Next, sincethe arithmeticmeanis no smallerthanthe geometricmean,i.e., á ¬ öªQ÷ ñ Ñ ª Þ,¨O%"µá��uöªQ÷ ñ Ñ ª Þ ñnî ö , whereÑ ª µ4¼ ( §A´òéâ´ò% ), wehave

öùªQ÷ ñ
� §«ê ± ª ÔHñ± ª�� ¶ % ê öù ª=÷ ñ ±

ª ÔHñ± ª ´ò% ê/% ø ö�ªQ÷ ñ ± ª ÔHñ± ª ú ñnî ö (A.20)

¶ % ø §Pê � ±	ó± ö � ñnî ö ú ´ò%
ø §«ê � ± à³ � ñnî ö ú º

wherethelastinequalityfollows from thehypothesis,i.e., ± à ´4± ª ´�³ ( ¼ ´òéâ´ò% ).
By replacingÑ�� ák³^¨O± à Þ ñnî ö in thewell known inequalityln á Ñ Þ Ö § ê�§	¨ Ñ , ( Ñ Ö § ), weobtain%cá¤§«ê4áp± à ¨�³^Þ ñnî ö Þ × ln ák³^¨O± à Þ , %�µ8§ . Thus,Eq.(A.19) becomesöùªQ÷ ñ

� §«ê ± ª ÔHñ± ª � × ln
³± à Ø (A.21)

Finally, from Eqs.(A.19) and(A.21) weobtainöùªQ÷ ñ ² ª ± à± ª ´ ± à ápÜ Ý Ý ê/Ü Ý Þ æ ± à<å öùªQ÷ ñ
� §«ê ± ª ÔHñ± ª�� (A.22)

× ± à ápÜ Ý Ý ê/Ü Ý Þ æ ± à<å ln
³± à

Since ápÜnÝ ÝÅêqÜnÝQÞn± à representsexactly thenumberof bits that theflow is entitledto sendduring the
interval Ù , theproof follows.

Theorem 1 Considera link with a normalizedfair rate Ð , and a flow with weight © . Then,the
excessservicereceivedby a flow with weight © , that sendsat a rateno larger than ³ , is bounded
aboveby

± à,å � § æ ln
³± à � æ ²��! #"Gº (A.23)

where ± à ¶9Ð © , and ²Qç�è Õ representsthemaximumlengthof thepacket.

Proof. Assumethe flow becomesactive for the first time at Ü¤è . Let Ü%$ be the time whenits rate
estimatorexceedsfor the first time ± à , i.e., ±,ápÜ%$¦Þ Ö ± à and ±�ápÜEÞR´2± à , ãÉÜ × Ü#$ . If sucha timeÜ%$ doesnot exist, accordingto Lemma1, the excessservicereceived by the flow is boundedby± à<å2æ ²ßçâè Õ , whichconcludestheproof for this case.In thefollowing paragraphs,weconsiderthe
casewhen Ü#$ exists.

Next, weshow thattheservicereceivedby theflow is maximizedwhen ±�ápÜ¦Þâµò± à , ãÉÜ Ö Ü#$ . The
proof is by contradiction.Assumethereis aninterval ÙGÝ�¶$Ú ÜKÝkºEÜnÝ ÝQÞ'&8Ù , suchthat ÜKÝ�µ�Ü#$ , andthat±�ápÜEÞ × ± à , ( Ü Ý ´òÜ × Ü Ý Ý ). Thenusinganidenticalargumentasin Lemma1, it canbeshown thatthe
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servicethattheflow receivesduring Ù Ý increaseswhen ±�ápÜEÞâ¶9± à , ãLÜ`ä�Ù Ý . Theonly changein the
proof of Lemma1 is thatnow Eq. (A.7) will alsoapply for éõ¶�§ , asaccordingto thehypothesis
theestimatedratejust before ÜnÝ (i.e., ± ó in Lemma1) is greaterthanzero;moreprecisely± ó µÎ±	à .
Further, by including ² ñ in thedefinitionof

ÿ á#�ÊÞ (seeEq. (A.8)) we show that
ÿ á#�ÊÞ is increasingin

eachof its arguments± ª , §?´òéâ´ò% .
Thus,theservicereceivedby theflow is maximizedwhentheestimatedrateof theflow is no

smallerthan ± à after time Ü%$ . But then,accordingto Lemma2, theexcessservicereceivedby the
flow after Ü%$ is boundedby 1

±Oà å ln
³± à Ø (A.24)

Similarly, from Lemma1 it follows that the excessservicereceived by the flow during the
interval Ú Ü¤èGºEÜ%$¦Þ is boundedabove by

± àTå�æ ²ßçâè Õ º (A.25)

andthereforeby combining(A.24) and(A.25) thetotalexcessserviceis boundedabove by

± à,å � § æ ln
³± à � æ ²Qç�è Õ Ø (A.26)

1Without lossof generalityhereweassumethat (*) representsthetime justafter Í wasevaluatedasbeingsmallerthanÍ,+ for thelasttime. Sincethiscoincideswith apacket arrival Lemma2 applies.
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Appendix B

PerformanceBoundsfor GuaranteedServices

B.1 Network Utilization of Premium Service in Diffserv Networks

Premiumserviceprovidestheequivalentof adedicatedlink of fixedbandwidthbetweenedgenodes
in a Diffservnetwork. In sucha service,eachpremiumflow hasa reservedpeakrate. In thedata
plane,ingressnodespoliceeachpremiumservicetraffic flow accordingto its peakreservationrate.
InsidetheDiffservdomain,coreroutersput theaggregateof all premiumtraffic into onescheduling
queueand servicethe premiumtraffic with strict priority over besteffort traffic. In the control
plane,a bandwidthbroker is usedto performadmissioncontrol. The idea is that by usingvery
conservative admissioncontrol algorithmsbasedon worst caseanalysis,togetherwith peakrate
policingat ingressnodesandstaticpriority schedulingatcorenodes,it is possibleto ensurethatall
premiumservicepacketsincurverysmallqueueingdelay.

Oneimportantdesignquestionto askis how conservative doestheadmissioncontrolalgorithm
needto be?In otherwords,whatis theupperlimit ontheutilizationof thenetwork capacitythatcan
beallocatedto premiumtraffic if wewantthepremiumserviceto achieve thesamelevel of service
assuranceastheguaranteedservice,suchthatthequeueingdelayof all premiumservicepacketsis
boundedby afixednumberevenin theworstcase?

For thepurposeof this discussion,we useflow to refer to a subsetof packetsthat traversethe
samepathinsidea Diffservdomainbetweentwo edgenodes.Thus,with thehighestlevel of traffic
aggregation,a flow consistsof all packetsbetweenthesamepair of ingressandegressnodes.Note
that even in this case,the numberof flows in a network canbe quite large as this numbermay
increasequadraticallywith thenumberof edgenodes.

Let us considera domainconsistingof &.-�& routerswith links of capacity / . Assumethat
the fractionof the link capacityallocatedto thepremiumtraffic is limited to 0 . Assumealsothat
all flows have equalpacket sizes,andthat eachingressnodeshapesnot only eachflow, but also
theaggregatetraffic at eachof its outputs.FigureB.1(a)shows the traffic patternat thefirst core
routeralonga path. Eachinput receives12 identicalflows, whereeachflow hasa reservation of01/325476�¶8/'2O&�» . Let 9 be the transmissiontime of onepacket, thenasshown in the Figure,the
inter-arrival timebetweentwo consecutive packetsin theeachflow is &�»�9 , andtheinter-arrival time
betweentwo consecutive packetsin theaggregateflow is &:9 .

Assumethe first threeflows at eachinput areforwardedto output1. This will causea burst
of 12 packets to arrive at output1 in a »�9 long interval andthe last packet of the burst to incur
anadditionaldelayof ;�9 . Now assumethat thenext routerreceivesat eachinput a traffic pattern

171



...

11

2

3

4

1

2

3

4

1

...

...

...

...

11

14567891011 23121

...

...

...

...

...

...

...

delay = 3

...
delay = 9...

...

...

2

a)

b)

8

2

3

4

1

2

3

4

1

FigureB.1: Per-hopworst-casedelayexperiencedby premiumtraffic in aDiffservdomain.(a)and(b) show
thetraffic patternat thefirst andasubsequentnode.Theblackandall darkgrey packetsgoto thefirst output;
thelight grey packetsgo to theotheroutputs.

similar to the one generatedby output1 of the first core router, as shown in FigureB.1(b). In
addition,assumethatthe last threeflows from eachinputburstareforwardedto output1. Thiswill
causea burstof 12packetsto arrive 1 atoutputin a 6�9 long interval andthelastpacket in theburst
to incur an additionaldelayof (�9 . Thus,after two hops,a packet is delayedby asmuchas 476�9 .
Thispatterncanberepeatedfor all subsequenthops.

In general,considera < - < router, andlet % bethenumberof flows thattraverseeachlink. For
simplicity, assumethat 0>=?4@2 < . Thenit canbeshown that theworstcasedelayexperiencedby a
packet after A hopsisBDC � %�EF4GE � % < EF4 � 40 � 9 æ á A EF4	Þn% < EF4< 9 æ A 9�H (B.1)

wherethefirst termis theadditionaldelayat thefirst hop,thesecondtermis theadditionaldelayat
all subsequenthops,andthe last termaccountsfor thepacket transmissiontime at eachhop. As a
a numericalexample,let / C 4 Gbps,a packet sizeof 1500bytes, < C 47I , 0 C 4�JLK , % C 47M�JNJ
and A C 47M . Fromhereweobtain 9 C 476PO sec, anda delay

B
of over 240ms.Finally, if 0�QR4@2 < ,

it canbeshown thatit will take only SUTWVNX5Y5Z 4@2@0\[^] hopsto achieve acontinuousburst.For example,
for 0 C 4@K and < C 47I , it takesonly two hopsto obtainacontinuousburst.

The above exampledemonstratesthat low network utilization and traffic shapingat ingress
nodesalonearenotenoughto guaranteea“small” worst-casedelayfor all thepremiumtraffic. This
resultis not surprising.Evenusinga perflow schedulerlike WeightedFair Queueing(WFQ),will
not helpto reducetheworstcaseend-to-enddelayfor all packets. In fact, if all flows in theabove
examplearegiventhesameweight,theworstcasedelayunderWFQis A %\9 , which is basicallythe
sameastheonegivenby Eq.(B.1). However, themajoradvantageof usingWFQis thatit allowsus
to differentiateamongflows, which is a critical propertyaslong aswe cannotguaranteea “small”
delayto all flows. In addition,WFQcanachieve 100%utilization.
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B.2 Proof of Theorem2

In this appendixwe show that a network of CJVC servers provides the sameend-to-enddelay
guaranteesasanetwork of Jitter-VC servers.In particular, in Theorem2 weshow thatthedeadline
of a packet at the last hop in both systemsis the same.This result is basedon Lemmas4 and5
which give the expressionsof the deadlineof a packet at the last hop in a network of Jitter-VC,
anda network of CJVCservers,respectively. First,wepresenta preliminaryresultusedin proving
Lemma4.

Lemma 3 Considera networkof Jitter-VC servers. Let _a` denotethepropagationdelaybetween
hopsb and b æ 4 , andlet 9c` bethemaximumtransmissiontimeof a packet at nodeb . Thenfor anybedf4 and écH < =f4 wehaveg Yhji ` � ñ E g YhUi ` Ek9c`lEm_5`3= g YhUi ` E g YhUi `7n ñ Ek9c`�n ñ Em_a`7n ñ�o (B.2)

Proof. Theproof is by inductionon < . First, recall thatby definition p YhUi ` C g YhUi ` æ 9c`'EFq Yhji ` (see
Table5.1), andthat for b�dr4 , s YhUi ` C q YhUi `�n ñ æ _ `�n ñ . Fromhereandfrom Eqs.(5.1) and(5.2) we
have theng YhUi ` Cutwv�x Z s YhUi `zy p Yhji `7n ñ H g Y n ñhUi ` [ y|{ Yh} h Cutev�x Z g YhUi `�n ñ y 9c`7n ñ y _a`7n ñ H g Y n ñhUi ` [ y|{ Yh} h o (B.3)

BasicStep.For < C 4 andany b~=f4 , from Eq.(B.3)wehave trivially
g��hji ` C g	�hUi `7n � y 9 `�n � y _ `7n � y{ �h 2 } h , �	bedR4 , andtherefore

g �hUi ` E g �hji `7n � Em9c`7n � Em_5`�n � C { �h 2 } h , ��bwdR4 .
InductionStep.AssumeEq.(B.2) is truefor < . Thenweneedto show thatg Y�� �hUi ` � � E g Y�� �hUi ` Em9c`lE�_5`�= g Y�� �hji ` E g Y�� �hUi `�n � Em9c`7n � Em_a`7n �!�tev�x Z g Y�� �hUi ` y 9c` y _5`NH g Yhji ` � � [�E tev�x Z g Y�� �hUi `7n � y 9c`�n � y _5`�n � H g YhUi ` [�Em9c`�Em_5`�= (B.4)tev�x Z g Y�� �hUi `�n � y 9c`7n � y _a`7n � H g YhUi ` [�E tev�x Z g Y�� �hUi `�n�� y 9c`7n�� y _a`7n��@H g YhUi `�n � [�Em9c`7n � Em_a`7n � H
wherethesecondinequalityfollowsafterusingEq.(B.3). Next considertwo cases:whether

g Y�� �hUi `�n � y9c`�n � y _5`�n �w� g YhUi ` or not. Assume
g Y�� �hUi `7n � y 9c`�n � y _a`7n �w� g YhUi ` . From Eq. (B.4) andfrom the

inductionhypothesisweobtaing Y�� �hUi ` � � E g Y�� �hUi ` Em9c`lEk_a` C tev�x Z g Y�� �hUi ` y 9c` y _5`�H g YhUi ` � � [�E (B.5)tev�x Z g Y�� �hUi `�n � y 9c`7n � y _a`7n � H g YhUi ` [�Em9c`GEm_a`C tev�x Z g Y�� �hUi ` y 9c` y _5`�H g YhUi ` � � [�E g YhUi ` Em9c`GEm_a`= g YhUi ` � � E g Yhji ` Em9c`�Em_5` (inductionhypothesis)= g YhUi ` E g Yhji `7n � Em9c`7n � E�_5`�n �= g YhUi ` E tev�x Z g Y�� �hUi `7n�� y 9c`�n � y _5`�n � H g Yhji `7n � [�Em9c`7n � Ek_a`7n �C tev�x Z g Y�� �hUi `�n � y 9c`7n � y _a`7n � H g YhUi ` [�Etev�x Z g Y�� �hUi `�n�� y 9c`7n�� y _a`7n���H g YhUi `�n � [�E�9c`7n � Em_a`7n �C g Y�� �hUi ` E g Y�� �hUi `7n � Ek9c`�n � Em_a`7n � o
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Next, assumethat g Y�� �hUi `7n � y 9c`�n � y _a`7n � d g YhUi ` o (B.6)

Fromhereandby usingEq.(B.3) andEq.(B.4) wehaveg Y�� �hUi ` � � E g Y�� �hUi ` Em9 ` Em_ ` C twv�x Z g Y�� �hUi ` y 9 ` y _ ` H g YhUi ` � � [�E (B.7)twv�x Z g Y�� �hUi `�n � y 9c`7n � y _a`7n � H g YhUi ` [�Em9c`GEm_a`C twv�x Z g Y�� �hUi ` y 9c` y _5`�H g YhUi ` � � [�E g Y�� �hUi `�n � Em9c`7n � Em_a`7n � Em9c`lEm_5`= g Y�� �hUi ` E g Y�� �hUi `7n � E�9c`7n � Em_a`7n �C g Y�� �hUi ` E tev�x Z g Y�� �hUi `�n � y 9 `7n � y _ `7n � H g YhUi ` [ (Eq.(B.3))C { Y�� �h } h (Eq.(B.3))C g Y�� �hUi `�n � E tev�x Z g Y�� �hUi `7n�� y 9c`7n�� y _5`�n���H g Yhji `7n � [C twv�x Z g Y�� �hUi `�n � y 9c`7n � y _a`7n � H g YhUi ` [�Em9c`7n � Em_a`7n � E (Eq.(B.6))twv�x Z g Y�� �hUi `�n�� y 9c`7n�� y _a`7n���H g YhUi `�n � [C g Y�� �hUi ` E g Y�� �hUi `7n � E�9c`7n � Em_a`7n � o
Thiscompletestheproof.

Lemma 4 Thedeadlineof anypacket � Yh , < d�4 , at thelasthop A in a networkof Jitter-VC servers
is

g YhUi � Cutwv�x��	� YhUi � y A { Yh} h y � n ������� Z 9 � y _ � [�H g Y n �hUi � y { Yh} h�� o (B.8)

Proof. Let ba��d�4 be the lasthop for which
g Yhji `���n � y 9c`���n � y _a`���n � Q g Y n �hUi `�� . We considertwo

caseswhetherb � existsor not.

Case1. (bL� doesnotexist) FromEq.(5.1)wehave
� YhUi ` C g YhUi `7n � y 9c`7n � y _a`7n � , ��b~dR4 . Fromhere

andby usingEq.(5.2)weobtaing YhUi � C � YhUi � y A { Yh} h y � n ������� Z 9 � y _ � [ o (B.9)

Becausewe assumethat bL� doesnot exist we alsohave
g YhUi � CR� YhUi � y { Yh 2 } h = g Y n �hUi � y { Yh 2 } h , which

concludestheproofof thiscase.

Case2. (b � exists) In this casewe show that b � C A . Assumethis is not true. Thenwe have� YhUi ` C g YhUi `7n � y 9c`7n � y _a`7n � , ��b~d>bL� . By usingEq.(5.2)weobtaing YhUi � C � Yhji `���y Z¡A E�b � y 4@[ { Yh} h y � n ����� ` � Z 9 � y _ � [ o (B.10)
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Ontheotherhand,by thedefinitionof bL� andfrom Eqs.(5.1)and(5.2)wehaveg YhUi `�� C tev�x Z g YhUi `���n � y 9c`���n � y _a`���n � H g Y n �hUi `�� [ y|{ Yh} h (B.11)

d g YhUi `���n � y 9c`���n � y _5`���n � y¢{ Yh} h o
As aresultweobtain

g YhUi `�� E g YhUi `���n � E�9c` � n � E�_a` � n � d { h 2 } h . By iteratively applyingLemma3 we
have g YhUi � � � E g YhUi � Em9 � Ek_ � = g YhUi ` � E g YhUi ` � n � Em9c` � n � Em_a` � n � d { Yh} h H£�¥¤¦=kb � (B.12)

FromEq.(B.12)weobtain� n ����� ` � Z g Yhji � � � E g YhUi � Em9 � Em_ � [§= Z¡A E�b � [ Z g YhUi `�� E g YhUi `���n � Em9c` � n � Em_5` � n � [ (B.13)

d Z¡A E�b � [ { Yh} h H
wheretheright-handtermcanbeexpressedas� n ����� `�� Z g YhUi � � � E g YhUi � Em9 � E�_ � [ C g YhUi � E g YhUi `�� E

� n ����� `�� Z 9 � y _ � [ o (B.14)

By combiningEq.(B.13)andEq.(B.14)wegetg YhUi � d g YhUi `��¨y Z¡A E�b � [ { Yh} h y � n ����� `�� Z 9 � y _ � [ (B.15)

C � YhUi `��¨y Z¡A E�b � y 4@[ { Yh} h y � n ����� `�� Z 9 � y _ � [ o
But this inequalitycontradictsEq. (B.10) andthereforeprovesour statement,i.e., ba� C A . Thus,� YhUi � C g Y n �hji � . Fromhereandfrom Eqs.(5.1)and(5.2)wegetg YhUi � C � YhUi � y©{ h} h C g Y n �hUi � yD{ h} h o (B.16)

Now, from Eq.(5.1) it follows trivially that� YhUi ` Cutwv�x Z g Yhji `7n � y 9c`7n � y _a`7n � H g Yhji `7n � [�= g Yhji `7n � y 9c`7n � y _5`�n � Hªbw=R4 o (B.17)

By iteratingover theabove equationandthenusingEq.(5.2)wegetg Yhji � = � YhUi � y A { Yh} h y � n ������� Z 9 � y _ � [�H (B.18)

which, togetherwith Eq.(B.16),leadusto Eq.(B.8).
Thiscompletestheproofof thelemma.
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Lemma 5 Thedeadlineof anypacket � Yh , < dR4 , at thelasthop A in a networkof CJVCservers is

g YhUi � Cutwv�x��	� YhUi � y A { Yh} h y � n ������� Z 9 � y _ � [�H g Y n �hUi � y|{ Yh} h � o (B.19)

Proof. Weconsidertwo caseswhether« Yh C J or not.

Case1. ( « Yh C J ) FromEqs.(5.2)and(5.6) it follows thatg YhUi � C � YhUi � y A { Yh} h y � n ������� Z 9 � y _ � [ o (B.20)

On the otherhand,by the definition of « Yh (seeEq. (5.3) andEq. (5.4)) we have
� YhUi ` C g YhUi `7n � y9c`7n � y _a`7n � y « Yh = g Y n �hUi ` , ��bwdR4 . Fromhereandfrom Eq.(5.2)weobtaing Yhji � = g Y n �hUi � y|{ Yh} h o (B.21)

Fromthis inequalityandEq.(B.20),Eq.(B.19)follows.

Case2. ( « Yh dFJ ) By usingEqs.(5.2)and(5.10)weobtaing YhUi � C � YhUi � y A { Yh} h y Z¡A EF4@[%« Yh y � n ������� Z 9 � y _ � [ (B.22)C � YhUi � y A { Yh} h y � Z¡A EF4@[%« Y n �h y Z¡A EF4@[ { Y n �h E { Yh} h E � YhUi � y � Y n �hUi � y { Y n �h } h¬�� n ������� Z 9 � y _ � [C � Y n �hUi � y A { Y n �h } h y Z¡A EF4@[%« Y n �h y � n ������� Z 9 � y _ � [ y { Yh} hC g Y n �hUi � y { Yh} h o
Since « Yh dFJ , by usingagainEq.(5.2)and(5.7)wegetg Yhji � C � YhUi � y A { Yh} h y Z¡A EF4@[%« Yh y � n ������� Z 9 � y _ � [ (B.23)

d � YhUi � y A { Yh} h y � n ������� Z 9 � y _ � [ o
which, togetherwith Eq.(B.22),leadto Eq.(B.19).

Theorem 2 Thedeadlinesof a packet at thelast hopin a networkof CJVCservers is equalto the
deadlineof thesamepacket in a correspondingnetworkof Jitter-VC servers.
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Proof. FromEqs(5.1)and(5.2) it is easyto seethatin anetwork of Jitter-VC serverswehaveg �hji � C�� �hUi � y A { Yh} h y � n ������� Z 9 � y _ � [ o (B.24)

Similarly, in a network of CJVCservers,from Eqs.(5.1) and(5.7), andby usingthe fact that« �h C J (seeEq.5.8),weobtainanidenticalexpressionfor
g	�hUi � (i.e.,Eq.(B.24)).

Finally, since(a) the eligible timesof all packets � Yh at the first hop, i.e.,
� YhUi � (� < =£4 ), are

identicalfor bothJitter-VC andCJVCservers,andsince(b) thedeadlinesof thepacketsat thelast
hop,i.e.,

g YhUi � (� < =R4 ), arecomputedbasedonthesameformulae(seeEqs.(B.8),(B.19)andB.24),
it follows that

g Yhji � , (� < =­4 ) areidenticalin botha network of Jitter-VC, anda network of CJVC
servers.

B.3 Proof of Theorem3

To prove Theorem3 (seeSection5.3.3)we prove two intermediateresults:Lemma9 which gives
thebuffer occupancy for thecasewhenall flows have identicalrates,andLemma12 which gives
thebuffer occupancy for arbitraryflow rates.

B.3.1 Identical Flow Rates

Considera work-conservingserver with anoutputrateof one,which is traversedby ® flows with
identicalreservationsof 4@2�® . Assumethat thetime axis is dividedin unit sizedslots,whereslot ¯
correspondsto thetime interval ° ¯�H,¯ y 4@[ . Assumethatat mostonepacket canbesentduringeach
slot, i.e., the packet transmissiontime is onetime unit. Finally, assumethat the startingtimesof
thebackloggedperiodsof any two flows areuncorrelated.In practice,we enforcethis by delaying
the first packet of a backloggedperiod by an amountdrawn from a uniform distribution in the
range ° ¯%±c²%² h´³ ±�µ¶H,¯#±�²%² h´³ ±�µ y ®�[ , where ¯%±c²%² h´³ ±�µ is thearrival time of thefirst packet in thebacklogged
period. Notethataccordingto Eq. (5.1), theeligible timesof thepacketsof a flow duringa flow’s
backloggedinterval areperiodicwith period ® . Thus,without lossof generality, weassumethatthe
arrival processof any flow duringabackloggedinterval is periodic.

Let } Z ¯#·jH,¯#· ·¸[ denotethe numberof packets received (i.e., becameeligible) during the interval° ¯ · H,¯ · · [ , and let q Z ¯ · H,¯ · · [ denotethe numberof packets sentduring the sameinterval. Note that} Z ¯ · H,¯ · · [ and q Z ¯ · H,¯ · · [ donot includepacketsreceived/transmittedduringslot ¯ · · . Let ¹ Z ¯,[ denotethe
sizeof thequeueat thebeginningof slot ¯ . Then,if nopacketsaredropped,wehave¹ Z ¯ · · [ C ¹ Z ¯ · [ y } Z ¯ · H,¯ · · [�Ekq Z ¯ · H,¯ · · [ o (B.25)

Sinceat mostonepacket is sentduringeachtime slot,we have q Z ¯ · H,¯ · · [ � ¯ · · E>¯ · . Theinequality
holdswhen ° ¯ · H,¯ · · [ belongsto a server busyperiod. A busyperiodis definedasan interval during
which theserver’s queueis never empty. Also, notethat if ¯^· is thestartingtime of a busy period¹ Z ¯^·�[ C J .

Thenext resultshows thatto computeanupperboundfor ¹ Z ¯,[ , it is enoughto consideronly the
scenariosin whichall flowsarecontinuouslybacklogged.
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Lemma 6 Let ¯ � beanarbitrary timeslotduringa serverbusyperiodthatstartsat time ¯#º . Assume
flow » is not continuouslybacklogged during the interval ° ¯#º�H,¯ � [ . Then ¹ Z ¯ � [ can only increaseif
flow » becomescontinuouslybackloggedduring ° ¯ º H,¯ � [ .
Proof. Considertwo casesin whichflow » is idle duringtheentireinterval ° ¯%º�H,¯ � [ , andnot.

If flow » is idle during ° ¯#º�H,¯ � [ , considerthe modifiedscenarioin which flow » becomesback-
loggedatanarbitrarytime ¯�Q¼¯ º , andremainscontinuouslybackloggedduring ° ¯ º H,¯ � [ . In addition,
assumethat thearrival patternsof all the otherflows remainunchanged.As a result,it is easyto
seethat in themodifiedscenario,the total numberof packetsreceived during ° ¯%º�H,¯ � [ canonly in-
crease,while thestartingtime of thebusy interval canonly decrease.Let } · , q · , and ¹ · denotethe
correspondingvaluesin themodifiedscenario.Then ¹�· Z ¯#º7[G=½¹ Z ¯#º@[ C J , } · Z ¯%º�H,¯ � [l= } Z ¯%º�H,¯ � [ , andq@· Z ¯%º�H,¯ � [ C q Z ¯%º�H,¯ � [ C ¯ � E�¯%º . FromEq.(B.25)it follows thenthat ¹�· Z ¯ � [�=F¹ Z ¯ � [ .

In thesecondcase,whenflow » is neitheridle nor continuouslybackloggedduringtheinterval° ¯ º H,¯ � [ , let ¯ · denotethetimewhenthelastpacketof flow » arrivesduring ° ¯ º H,¯ � [ . Next considerthe
modifiedscenarioin whichflow » ’spacketsarriveattimes: ¯#·�Ew®\s�H o�o�o H,¯#·�Ee®¨H,¯#·¸H,¯#· y ®¨H o�o�o H,¯^· y ®¿¾ ,
suchthat ¯ · Ek®\s � ¯%º , and ¯ �À� ¯ · y ®¿¾ . It is easyto seethenthat thenumberof packetsof flow» thatarrive during ° ¯#º�H,¯ � [ is no smallerthanthenumberof packetsof flow » thatarrive duringthe
sameinterval in theoriginal scenario.By assumingthat the arrival patternsof all the otherflows
do not change,it follows that } · Z ¯#º�H,¯ � [Á= } Z ¯%º�H,¯ � [ . In addition,sinceat most ¯ � EÂ¯#º packetsare
transmittedduring ° ¯%º�H,¯ � [ we have q ·¡Z ¯#º�H,¯ � [ � ¯ � Em¯%º . Theinequalityholdsif, afterchangingthe
arrival patternof flow » , theserver is no longerbusyduringtheentireinterval ° ¯ º H,¯ � [ . In addition,
we have ¹�· Z ¯#º@[k=ÃJ , and from the hypothesis¹ Z ¯#º7[ C J . Finally, from Eq. (B.25) we obtain¹ ·*Z ¯ � [z=F¹ Z ¯ � [ , whichconcludestheproofof thelemma.

As aconsequence,in theremainderof thissection,we limit ourstudyto abusyperiodin which
all flowsarecontinuouslybacklogged.

Let ¯ � bethetimewhenthelastflow becomesbacklogged.Let ¯%º bethelatesttimenolargerthan¯ � whentheserver becomebusy, i.e., it hasnopacket to sendduring ° ¯%º¨E>4�H,¯#º@[ andis continuously
busyduringtheinterval ° ¯ º H,¯ � y 4@[ . Thenwehave thefollowing result.

Lemma 7 If all flowsremaincontinuouslybackloggedafter time ¯ � , theserveris busyfor anytime¯�=¼¯#º .
Proof. By thedefinitionof ¯%º , theserver is busyduring ° ¯#º�H,¯ � [ . Next weshow thattheserver is also
busyfor any ¯ � =¼J .

Consideraflow thatbecomesbackloggedattime ¯ · , Sinceits arrival processisperiodicit follows
thatduringany interval ° ¯ · EÂ® y »cH,¯ · y »#[ , �¥»3dÄJ , exactly onepacket of this flow arrives. Since
aftertime ¯ � all ® flows arebacklogged,exactly ® packetsarereceivedduring ° ¯ � Ek® y »cH,¯ � y »#[ ,�¥»ÀdÅJ . Sinceat most ® packetsaresentduringeachof theseintervals, it follows that theserver
cannotbeidle duringany slot » .

Considera buffer of size q . Our goal is to computetheprobabilitythatthebuffer will overflow
duringanarbitraryinterval ° ¯%º�H,¯#º y g [ . FromLemma7 it followsthatsincetheserver is busyduring° ¯%º�H,¯#º y g [ , exactly

g
packetsaretransmittedduringthisinterval. In addition,sincethestartingtimes

of thebackloggedperiodsof differentflows arenot correlated,in theremainderof this sectionwe
alsoassumethatthestartingtimesof a flow’s backloggedperiodis not correlatedwith thestarting
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time, ¯%º , of abusyperiod.Thus,duringtheinterval ° ¯%º�H,¯%º y g [ , aflow receives S g 2�®1] packetswith
probability� Z g [ C g 2�®PEmÆ g 2�®1Ç , and Æ g 2�®1Ç with probability 4¥EP� . Sincethisprobabilityis periodic
with period ® it will suffice to consideronly intervalsof sizeequalto at most ® . Consequently, we
will assume

g � ® . Theprobabilityto receive onepacket during ° ¯%º�H,¯#º y g [ is then� Z g [ C g® o (B.26)

Let � Z ¤¬È g [ denotetheprobabilitywith which exactly ¤ packetsarereceivedduring the time
interval ° ¯%º�H,¯%º y g [ , where

� Z ¤¬È g [ CÉ� ®¤ � � Z g [ � Z 4lE�� Z g [,[^Ê n � o (B.27)

Now, let Ë ZUÌ d½q:H,Í1[ denotetheprobabilitywith whichthequeuesizeexceedsq at time ¯%º y Í .
Sincetheserver is idle at ¯ º andbusyduring ° ¯ º H,¯ º y Í�[ , from Eq.(B.25),it follows thattheserver’s
queueoverflowswhenmorethan Í y q packetsarereceivedduring ° ¯%º�H,¯%º y Í�[ . Thus,wehave

Ë ZUÌ dÎq:H,Í1[ C Ê�h ��Ï �1Ð#� � � Z »cÈ,Í�[ C Ê�h ��Ï �1Ð^� � � ® » � � Z Í�[ h Z 4lE�� Z Í1[,[^Ê n h o (B.28)

Thenext resultcomputesË ZUÌ d½qLH,Í�[ .
Lemma 8 Theprobability thata queueof sizeq overflowsat time ¯%º y Í is boundedby

Ë ZUÌ d½q:H,Í1[�QÒÑ Z ®�[�Ó 46�_�Ô 4�E Z qGEF4@[,2�6�®4 y Z qGEF4@[,2�6�®PÕ � Ð Z ® y q�[ �&Lq@® o (B.29)

where Ñ Z ®�[ C Z ®�2 � [ � ��Ö �^×�� � ÊNØ .
Proof. FromEq.(B.27)weobtain� Z ¤ y 4�È,Í�[ C � Z Í1[4�E�� Z Í�[3Ù ®�E�¤¤ y 4�Ù � Z ¤¬È,Í1[�H (B.30)

By pluggingtheabove equationandEq.(B.26)into Eq.(B.28)weobtain

Ë ZUÌ dÎq:H,Í1[ C � Z Í y q:È,Í1[ Ê�h ��Ï �1Ð#� �GÚÛ h n �ÜY ��Ï �1Ð ®�E << y 4�ÝÞ­Ô Í®�E�ÍzÕ h n Ï n Ð (B.31)

Q � Z Í y q:È,Í1[ Ê�h ��Ï �1Ð#� �GÚÛ h n �ÜY ��Ï �1Ð ®�EmÍwEkqÍ y q ÝÞ­Ô Í®�EmÍ Õ h n Ï n ÐC � Z Í y q:È,Í1[ Ê�h ��Ï �1Ð#� � Ô ®�E�ÍwEkqÍ y q Ù Í®�E�ÍzÕ h n Ï n Ð
Next, it canbeeasilyverifiedthatfor any positive realss , ¾ , and Ì , suchthat ¾zE Ì =FJ , wehavess y Ì Ù ¾ßE Ì¾ � Ô s y ¾zE Ìs y ¾ y Ì Õ � o (B.32)
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By taking s C Í , ¾ C ®�E¬Í , Ì C q , Eq. (B.31)becomes

Ë ZUÌ dÎq:H,Í1[àQ � Z Í y q:È,Í1[ Ê�h ��Ï �1Ð#� � Ô ®�Ekq® y q�Õ � Ö h n Ï n Ð Ø Q¬� Z Í y qLÈ,Í�[âá�h � º Ô ®�Emq® y q�Õ � h (B.33)

Q � Z Í y q:È,Í1[ Z ® y q�[ �&Lq7® o
Next, it remainsto bound� Z Í y qLÈ,Í�[ . FromEqs.(B.26)and(B.30)wehave

� Z Í y q:È,Í1[ C � Z Í�È,Í�[ Ð n �Üh � º Ô Í®�E¬Í Ù ®�E�ÍwEm»Í y » y 4 Õ Q Ð n �Üh � º Ô ÍÍ y » Ù ®�E�ÍãE¬»®�EmÍ Õ o (B.34)

By usingEq.(B.32)with s C Í , ¾ C ®�E�Í , and Ì C » , weobtain

� Z Í y qLÈ,Í�[ C � Z Í�È,Í�[ Ð n �Üh � º Ô ®�E�»® y »@Õ � C � Z Í�È,Í�[ Ð n �Üh � º Ô ®�E�»® y »GÙ ®�Ekq y 4 y »® y qlEF4GE�»7Õ o (B.35)

Again,by applyingEq. (B.32) to thepairs Z ®�E>»#[,2 Z ® y »%[ and Z ®�EÂq y 4 y »#[,2 Z ® y q'E 4äE>»#[ ,�¥»!QÎq�2�6 , wehave

� Z Í y qLÈ,Í�[�Q¬� Z Í¿È,Í1[ Ô 6�®�E Z qäEF4@[6�® y Z qäEF4@[ Õ � Ð C � Z Í�È,Í�[ Ô 4�E Z qäEF4@[,2�6�®4 y Z qäEF4@[,2�6�® Õ � Ð o (B.36)

Tobound� Z Í¿È,Í�[ weuseStirling inequalities[26], i.e., å 6�_�® Z ®�2 � [ Ê Q¼®¨æ	Q å 6�_�® Z ®�2 � [ Ê ��Ö �^×�� � Ê�Ø ,�¥®�=R4 . Fromherewehave

� ®®�E�Í � Q å 6�_�® Z ®�2 � [ Ê ��Ö �^×�� � ÊNØå 6�_�Í Z Í�2 � [ Ï¥ç 6�_ Z ®�E�Í�[ Z,Z ®�E�Í�[,2 � [ Ê n Ï (B.37)C è ®6�_ Z ®�E�Í1[^Í Ù ® Ê Z ®�2 � [ �^×�� � ÊÍ Ï Z ®�E¬Í�[ Ê n Ï o
By combiningEqs.(B.26),(B.27)and(B.37),weobtain

� Z Í¿È,Í1[�Q¼Ñ Z ®�[ è ®6�_�Í Z ®�E�Í�[ � Ñ Z ®�[ Ó 46�_ o (B.38)

whereÑ Z ®�[ C Z ®�2 � [ � ��Ö �^×�� � ÊNØ andthelastinequalityfollows from thefactthat ®�2 Z,Z ®�E�Í�[^Í1[lQ|4 ,
for any Í�=R4 , ®�=½6 . By pluggingtheabove resultin Eq.(B.33)weobtain

Ë ZUÌ d½qLH,Í�[�Q¼Ñ Z ®�[�Ó 46�_ Ô 4�E Z qPE¼4@[,2�6�®4 y Z qPE¼4@[,2�6�® Õ � Ð Z ® y q�[ �&Lq@® o (B.39)
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Lemma 9 Consider® flowswith identicalratesandunit packet sizes.Thengivena buffer of sizeq , where qé= è ® Ô T�ê ®6 E T�êlë6 EF4 Õ H (B.40)

the probability that the buffer overflowsduring an arbitrary time slot whenthe serveris busy is
asymptoticallyQ ë .
Proof. To computetheasymptoticboundfor Ë ZUÌ duq:H,Í1[ assumethat q�ì£® . Since Z 4GE Ì [,2 Z 4 yÌ [îíï43EÎ6 Ì and T�ê1Z 4ÀE Ì [Áí Ì , for ÌÎð J , andsince Z ® y q�[ � 2�q7®¢Qr® for ®fd©q�=�& , andÑ Z ®�[�QR4 o 4�J:6 for any ®¬=R4 , by usingEq.(B.29)weobtain1

T�ê Ë ZUÌ dFqLH,Í�[ñí T�ê � Ñ Z ®�[ Ó 46�_ � y 6Nq Ù T�ê Ô 4�E Z qPE¼4@[,2�6�®4 y Z qPE¼4@[,2�6�® Õ y T¸ê ®�E T�ê & (B.41)

í T�ê � Ñ Z ®�[�Ó 46�_ � y 6Nq Ù T�ê Ô 4�E qGE½4® Õ y T�ê ®�E T¸ê &í T�ê � Ñ Z ®�[ Ó 46�_ � Ek6Nq qäEF4® y T�ê ®�E T¸ê &
Q EP6'Ek6 q Z qGE½4@[® y T�ê ®�í 6 Z EÁ4lE q �® [ y T�ê ® o

Using ë to boundË ZUÌ d½qLH,Í�[ leadsustoË ZUÌ d½qLÈ,Í�[ � ë � (B.42)6 � Eé4�E q �® � y T�ê ® � T�êlë �qÀ= è ® Ô T�ê ®6 E T�êlë6 EF4 Õ o
Next we prove a strongerresultby computingan asymptoticupperboundfor the probability

with whicha queueof size q overflowsduringanarbitrary busyinterval. Let ò ZUÌ dÎq�[ denotethis
probability. Thekey observation is thatsinceall flows have period ® , theaggregatearrival traffic
will have thesameperiod ® . In addition,sinceduringeachof theseperiodsexactly ® packetsare
received/transmittedit follows thatthequeuesizeat any time ¯%º y » Ù ® y b is thesame,�¥»�H¶b�= J .
Consequently, if the queuedoesnot overflow during ° ¯#º�H,¯%º y ®�[ , the queuewill not overflow at
any other time ¯�=8¯ � during the samebusy period. Thus, the problemreducesto computethe
probabilityof queueoverflowing duringtheinterval ° ¯ º H,¯ º y ®�[ . Thenwehave thefollowing result.

Corollary 1 Consider® flowswith identicalratesandunit packet sizes.Thengivena buffer of sizeq , where qé=Ró ® Z*T¸ê ®�E Z*T�êlë [,2�6ÀEF4@[�H (B.43)

theprobability that thebuffer overflowsduringanarbitrary busyinterval is asymptoticallyQ ë .
1Morepreciselyôöõ1÷¥øWùaú ç ûcü ø¸ý�þ5ú�ÿÁô õ ��� ÿ�ý�� ý��	� û ��
�ý����
� .
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Proof. Let ë · be the probability that a buffer of size q overflows at an instant ¯ during the busy
interval ° ¯%º�H,¯%º y Í1[ . Thenthe probability that the buffer overflows during this interval is smaller
than 4�E Z 4ÀE ë7· [ Ï QÅÍ Ù ë7· . Now, recall that if the buffer doesnot overflow during ° ¯ º H,¯ º y ®�[ ,
thebuffer will notoverflow aftertime ¯%º y ® . Thustheprobabilitythatthebuffer will notoverflow
during an arbitrarybusy period is lessthan ® ë7· . Finally, let ë C ® Ù ë@· , andapply the resultof
Lemma9 for ë@· , i.e.,

q = è ® Ô T�ê ®6 E T�ê\Z*ë 2�®�[6 EF4 Õ C è ® Ô T�ê ®�E T¸êlë6 EF4 Õ o (B.44)

B.3.2 Arbitrary Flow Rates

In thissectionwedeterminethebuffer boundfor asystemin whichpacketsareof unit size,but the
reservationscanbearbitrary. Thebasicideais to usea successionof transformationsto reducethe
problemto thecasein whichtheprobabilitiesassociatedto theflowscantake,atmost,threedistinct
values,andthento applytheresultsfrom thepreviouscasewhenall reservationsareassumedto be
identical.

Consider® flows,andlet } Y denotetheratereservedby flow < , whereÊ�Y ��� } Y C 4 o (B.45)

Consideragainthecasewhenall flowsarecontinuouslybacklogged.Let ¯#º denotethestarting
timeof abusyperiod.Sincethetimewhenflow < becomesbackloggedisassumedtobeindependent
of ¯ º , it follows thatduringtheinterval ° ¯ º H,¯ º y g [ flow < receivesexactly Æ g Ù } Y Ç y 4 packetswith
probability � Y Z g [ C g Ù } Y E¢Æ g Ù } Y ÇNH (B.46)

and Æ g Ù } Y Ç packetswith probability 4�E�� Y Z g [ .
Let � Z ¤¬È g [ denotethe probabilitywith which the server receivesexactly � Ê Y ��� Æ g Ù } Y Ç y ¤

packetsduringtheinterval ° ¯%º�H,¯#º y g [ . Then� Z ¤¬È g [ C�� �Ê Z � � Z g [�H*��� Z g [�H o�o�o H*� Ê Z g [,[�H (B.47)

where
�ä�Ê Z � � Z g [�H*�¥� Z g [�H o�o�o H*� Ê Z g [,[ is thecoefficientof Ì � in theexpansionofÊÜh ��� ZUÌ � h Z g [ y Z 4lE�� h Z g [,[,[ o (B.48)

Notethatwhenall flows have equalreservations,i.e., } Y C 4@2�®¨H74 � < � ® , Eq. (B.47) reducesto
Eq.(B.27).

By usingEq.(B.46)thenumberof packetsreceivedduring ° ¯ º H,¯ º y g [ canbewrittenasÊ�Y ��� Æ g Ù } Y Ç y ¤ C Ê�Y ��� Z g Ù } Y E�� Y Z g [,[ y ¤ C g E Ê�Y ��� � Y Z g [ y ¤ o (B.49)
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Sincē#º is thestartingtimeof thebusyperiodandsincetheserver remainsbusyduring ° ¯#º�H,¯%º y g [ ,
from Eq.(B.25)it follows that ¹ Z ¯%º y g [ C ¤DE ��ÊY ��� � Y Z g [ .

Similarly, theprobability Ë ZUÌ dÎq:H,Í1[ will overflow aqueueof size q at time ¯ º y Í is

Ë ZUÌ dÎq:H,Í1[ C Ê�h � ³ � � � Z »�È,Í�[�H (B.50)

where� C � Ê Y ��� � Y Z Í1[ y q .
Sincein thefollowing, � Y Z Í1[ is alwaysdefinedover ° ¯%º�H,¯#º y Í�[ wewill droptheargumentfrom

the � Y Z Í1[ ’s notation.Next, notethatfor any two flows < and { , � Z ¤¬È,Í�[ canberewrittenas� Z ¤¬È,Í1[ C � Y �¥µ�� Y i µ Z ¤�[ y Z � Y Z 4lE��¥µ¸[ y Z 4lE�� Y [¸�¥µj[�� Y i µ Z ¤�[ y Z 4lE�� Y [ Z 4lE��¥µj[,/ Y i µ Z ¤�[�H (B.51)

where� Y �¥µ�� Y i µ , representsall termsin
� �Ê Z � � H*�¥��H o�o�o H*� Ê [ that contain� Y �¥µ , Z � Y Z 43E¬�¥µ¸[ y Z 43E� Y [¸��µj[�� Y i µ representsall termsthatcontaineither� Y Z 4�Eâ�¥µj[ or Z 4�Eâ� Y [¸�¥µ , and Z 4�Eâ� Y [ Z 4�Eâ�¥µU[,/ Y i µ

representsall termsthatcontain Z 4lE�� Y [ Z 4GE��¥µ¸[ .
FromEqs.(B.50) and(B.51), theprobabilitya queueof size q will overflow at time ¯%º y Í is

then

Ë ZUÌ dÎq:H,Í1[ C Ê�h � ³ � � � Z »�È,Í�[ (B.52)C � Y �¥µ Ù � Y i µ Z ��H,®�[ y Z � Y Z 4lE��¥µ¸[ y Z 4lE�� Y [¸�¥µU[ Ù � Y i µ Z ��H,®�[ yZ 4lE�� Y [ Z 4lE��¥µj[ Ù � Y i µ Z ��H,®�[�H
where

� Y i µ Z ��H,®�[ C � Êh � ³ � � � Y i µ Z »#[ , � Y i µ Z �¥H,®�[ C � Êh � ³ � � � Y i µ Z »#[ , and
� Y i µ Z ��H,®�[ C � Êh � ³ � � / Y i µ Z »#[ ,

respectively.
Ournext goalis to reducetheproblemof boundingË ZUÌ d½qLH,Í�[ to thecasein which theflows’

probabilitiestake a limited numberof values. This makes it possibleto usethe resultsfrom the
homogeneousreservationscasewithout compromisingthe boundquality too much. The idea is
to iteratively modify the valuesof the flows’ probabilities,without decreasingË ZUÌ d qLH,Í�[ . In
particular, we considerthefollowing simpletransformation:selecttwo probabilities� Y and �¥µ and
updatethemasfollows: � · Y C � Y E>«7H (B.53)� · µ C �¥µ y «@H
where« is a realvaluesuchthat J � ��·µ H*��·Y � 4 , andthenew computedprobabilityË · ZUÌ d½qLH,Í�[ C � · Y � · µ Ù � Y i µ Z ��H,®�[ y Z � · Y Z 4GE�� ·µ [ y Z 4lE�� ·Y [¸� · µ [ Ù � Y i µ Z ��H,®�[ y (B.54)Z 4GE�� ·Y [ Z 4äE�� ·µ [ Ù � Y i µ Z ��H,®�[ o
is greateror equalto Ë ZUÌ dÎq:H,Í1[ .

It is interestingnotethatperformingtransformation(B.53)isequivalentto defininganew system
in which the reservationsof flows < and { arechangedto } ·Y and } ·µ , respectively, suchthat ��·Y Cg Ù } ·Y E­Æ g Ù } ·Y Ç , and � · µ C g Ù } ·µ E­Æ g Ù } ·µ Ç . Therearetwo observationsworth noting aboutthis
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system.First,by choosing} ·Y C } Y E�«�2 g and } ·µ C } µ y «�2 g , wemaintaintheinvariant �¬Êh ��� } h C 4 .
Second,while in the new systemthe start time ¯%º of the busy periodmay change,this will not
influenceË ·¡ZUÌ d½q:H,Í1[ asthisdependsonly on thelengthof theinterval ° ¯ º H,¯ º y Í�[ .

Next, wegivethedetailsof ourtransformation.FromEqs.(B.52),(B.53)and(B.54),aftersome
simplealgebra,weobtainË · ZUÌ d½qLH,Í�[�EmË ZUÌ dÎq:H,Í1[ C « Z � Y E��¥µ	Ek«�[�� Y i µ Z ��H,®�[�H (B.55)

where � Z »cH¶ba[ C � Y i µ Z »�H¶ba[�E>6 � Y i µ Z »�H¶ba[ y � Y i µ Z »cH¶b5[,[ o (B.56)

Recall that our goal is to choose« suchthat Ë�· ZUÌ d£qLH,Í�[�=ïË ZUÌ dïq�[ . Without loss of
generalityassumethat � Y dÄ�¥µ . We considertwo cases:(1) if � Y i µ Z ��H,®�[�d�J , then «>=�J and� Y =u�¥µ y « ( «�Q?J and � Y Q �¥µ y « cannotbesimultaneouslytrue); (2) if � Y i µ Z ��H,®�[ � J , then
either «Á=FJ and� Y � ��µ y « , or «ÁQFJ and� Y d¬�¥µ y « .

Let � � h Ê C�t�� ê ��� h � Ê � h , and� � ±�� C�tev�x ��� h � Ê � h , respectively. Considerthefollowing three
subsets,denoted , ! , and " , where  containsall flows < suchthat � Y C � � h Ê , ! containsall
flows < suchthat � Y C � � ±�� , and " containsall theotherflows. The ideais thento successively
applythetransformation(B.53)on � � H*�¥��H o�o�o H*� Ê , until theprobabilitiesof all flows in " become
equal.In this waywe reducetheproblemto thecasein which theprobabilities� Y cantake at most
threedistinctvalues:� � h Ê , � � ±#� , and�%$ , where� Y C �%$ , � <'& " . FigureB.2showstheiterative
algorithmthat achievesthis. Lemmas10 and11 prove that by usingthe algorithmin FigureB.2,� � H*�¥��H o�o�o H*� Ê convergeasymptoticallyto thethreevalues.

while ( ( )*(,+.- ) do /10 whilesizeof ) is greaterthanone 01/2436587:9<;4=?>A@'BC2D=FE ;2HGI587KJMLN=�>A@OBC2H=PE ;
if ( Q G	R 3 B�SHTVUWE +YX )2 G 5Z2 3 5[BC2 G]\ 2 3 E /1^ ;
else_ 587`J�LaBC2 Gcb 2Hdfe�ghT?2Hd =<i:b 2 3 E ;2 G 5Z2 G�b _ ; 2 3 5j2 34\ _ ;

if (24365k2 d =<i )) 5 )mlonqpsr ; t 5 tvuwn	pxr ;
if (2HGI5j2 dye�g )) 5 )mlon�zHr ; { 5 {|u}n�zHr ;

FigureB.2: Reducing2�~qT�2D�1T#�#���?2 i to threedistinctvalues.

Lemma 10 Afteran iterationof thealgorithmin FigureB.2,eitherthesizeof " decreasesbyone,
or thestandard deviationof theprobabilitiesin " decreasesbya factorof at least Z
� E ���� $k� [ .
Proof. The first part is trivial; if

B Y i µ Z ��H,®�[ � J the sizeof " decreasesby one. For the second
part,let � denotetheaveragevaluesof probabilitiesassociatedto theflows in " , i.e.,� C � hP� $ � h� " � o (B.57)
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Thestandarddeviationassociatedto theprobabilitiesin " isg � � C �hP� $ Z � h E �1[ � o (B.58)

After averagingprobabilities� Y and�¥µ , standarddeviation � changestog � � · C g � � y[� Ô � Y y ��µ� E � Õ � E Z � Y E �1[ � E Z �¥µ	E �1[ � C g � �ÁE Z � Y E���µ¸[ �� o (B.59)

Since� Y and�¥µ arethelowest,andrespectively, thehighestprobabilitiesin " wehave Z � h E ��[ � �Z �¥µ	E�� Y [ � , �¥» & " . Fromhereandfrom Eqs.(B.58)and(B.59)wehaveg � � C �hP� $ Z � h E �1[ � � � " � Z ��µ�E�� Y [ � C � � " � Z g � �~E g � � · [ � g � � · � g � � Ù¿Ô � E �
� � " � Õ o(B.60)

Lemma 11 Consider ® flows,and let � h denotethe probability associatedwith flow » . Then,by
using the algorithm in Figure B.2, the probabilities � h ( � � » � ® ) converge to, at most,three
values.

Proof. Let ë be an arbitrarysmall real. The idea is then to show that after a finite numberof
iterationsof thealgorithmin FigureB.2, the standarddeviation of � h ’s ( » & " ) becomessmaller
than ë .

Thestandarddeviation for theprobabilitiesof flows in " is trivially boundedasfollowsg � � C �hP� $ Z � h E ��[ � � �hP� $ Z � � ±#� E�� � h Ê [ � C � " � Z � � ±�� E�� � h Ê [ � Q¼® Z � � ±#� E�� � h Ê [ � o (B.61)

Assume
B Y i µ Z �¥H,®�[ãd�J (i.e., " doesnot change)for ® � consecutive iterations. Then,by using

Lemma10, it is easyto seethat ® � is boundedabove by � , whereg � � Ù\Ô � E �
� � " � Õ � Q g � � Ù\Ô � E �

� ® Õ � C ë � � C T�ê\Z*ë,� g � �	[T�ê\Z
� E �1��Z � ®�[,[ o (B.62)

Sincetheabovebound,� , holdsfor any set" , it followsthatafter ®�� iterations,weareguaranteed
thateitherset " becomesempty, acasein which thelemmais trivially true,or

g � ��Q ë .
Thus,we have reducedtheproblemto computeanupperboundfor probability Ë ZUÌ d�qLH,Í�[ in

asystemin whichprobabilitiestake only threevaluesat time Í : � � h Ê , � � ±�� , and�%$ .
Next wegive themainresultof thissection

Lemma 12 Consider® flowswith unit packet sizesandarbitrary flow reservations.Thengivena
buffer of size q , where

q�= è ;�® Ô T�ê ®� E T�êlë� E � Õ H (B.63)

the probability that the buffer overflowsin an arbitrary time slot during a serverbusy period is
asymptoticallyQ ë .
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Proof. Considertheprobability, Ë ZUÌ d¢q:H,Í1[ , with which thequeueoverflows at time ¯%º y Í (see
Eq.(B.50)).Next, by usingthealgorithmin FigureB.2,wereduceprobabilities� h ’s ( � � » � ® ) to
threevalues:� � h Ê H*� � ±�� , and� $ , respectively. Let �%�h denotethefinal probabilityof flow » , andletË � ZUÌ d�qLH,Í�[ denotethefinal probabilityof thequeueoverflowing at time ¯%º y Í . More precisely,
from Eqs.(B.50)and(B.47)wehave

Ë � ZUÌ d½qLH,Í�[ C Ê�h � ³ � � � � Z »cÈ,Í�[ C Ê�h � ³ � � � hÊ Z � � H*�¥��H o�o�o H*� Ê [�H (B.64)

where � C � Ê Y ��� � Y Z Í1[ y q , and � h C � � h Ê , ��» &  , � h C � � ±�� , �¥» & ! , and � h C �%$ , �¥» & ! .
SinceaftereachtransformationË ZUÌ d qLH,Í�[ canonly increase,we have Ë � ZUÌ d q:H,Í1[À=ÄË ZUÌ dqLH,Í�[ .

Let ®�� , ®�� , and ®�$ bethenumberof flows in sets , ! , and " , respectively. Defineintegers
� Ï , �h� , and �h$ , suchthat � C � Ï y �N� y �N$ , and �4��QF®��!H��N�ÂQF®�� , and �N$ QÒ®�$ , respectively.
Then,it canbeshown that Ë � ZUÌ d½qLH,Í�[ � Ëy� y Ëf� y Ëf$�H (B.65)

where

Ëy� C ÊD��h � ³ � � � � ®��» � � h� h Ê Z
� E�� � h Ê [^Ê � n h (B.66)

Ë � C Êh��h � ³ � � � � ®��» � � h� ±�� Z
� E�� � ±�� [^Êh� n hËf$ C Êh��h � ³ � � � � ® $» � � h $ Z
� E��%$�[ Ê � n h o
Due to the notationcomplexity we omit the derivation of Eq. (B.65). Instead,below we give an
alternatemethodthatachievesthesameresult.

Thekey observationis that Ëf� representstheprobabilitywith whichmorethan � hP� � ÆjÍ Ù } h Ç y �4�
packetsfrom flows in  arriveduringtheinterval ° ¯ º H,¯ º y Í1[ . This is easyto see,astheprobability
thatexactly � hP� � ÆjÍ Ù } h Ç y ¤ packetsfrom flows in  arrive during ° ¯%º�H,¯%º y Í1[ is � Ê ��Z� � �� h Ê Z
� E� � h Ê [ Ê4� n � (seeEq.(B.47)for comparison).

Similarly, Ëf� is theprobabilitythatmorethan � hP� � ÆjÍ Ù } h Ç y �h� packetsfrom flowsin ! arrive
during ° ¯%º�H,¯#º y Í�[ , while Ë�$ is theprobability thatmorethan � hP� $ ÆjÍ Ù } h Ç y �N$ packetsfrom
flows in " arrive duringthesameinterval.

Consequently, Z
� E¬Ëf�¨[ Z
� E¬Ëf�z[ Z
� E�Ëf$�[ representstheprobabilitywith whichnomorethan
� h�� � ÆjÍ Ù } h Ç y � � , � h�� � ÆjÍ Ù } h Ç y � � , and � h�� $ ÆjÍ Ù } h Ç y � $ packetsarereceivedfrom flowsin  ,
! , and " during ° ¯%º�H,¯#º y Í�[ . Clearlythisprobabilityis no larger thantheprobabilityof receiving
nomorethan � Êh ��� ÆjÍ Ù } h Ç y � packetsfrom all flowsduringtheinterval ° ¯%º�H,¯#º y Í1[ , aprobability
which is exactly � EmË � ZUÌ d½q:H,Í1[ . Thisyields

� EmË � ZUÌ d½qLH,Í�[§= Z
� EmËy�¨[ Z
� EmËf�ß[ Z
� E�Ëf$�[ � (B.67)Ë � ZUÌ d½qLH,Í�[ � � E Z
� EmËy��[ Z
� E�Ëf�z[ Z
� EkË�$�[ � Ëy� y Ëf� y Ëf$ o
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Next, considertheexpressionof Ëf� in Eq.(B.66).Letq,� C �4��EmÍ��ßH (B.68)

where Í�� C � � h Ê ®�� . Thenit is easyto seethat the expressionsof � � h Ê (i.e., � � h Ê C Í�� � ®�� )
and Ë � , given by Eq. (B.66), areidenticalto the expressionsof � Z g [ and Ë ZUÌ dDq:H,Í1[ , given by
Eqs.(B.26)and(B.28),respectively, afterthefollowing substitutions:

g�� Í�� , ® � ®�� , Í � Í�� ,q � q�� . By applyingtheresultof Lemma8 wehave thefollowing bound

Ëf� C Ê ��h ��Ï � �1Ð � � � � ®��» � � h� h Ê Z
� E�� � h Ê [^Ê � n h (B.69)

Q Ñ Z ®���[ Ó �
� _ Ô � E Z q��.E � [ � � ®��

� y Z q��.E � [ � � ®�� Õ � Ð � Z ®�� y q,��[ �&Lq��¿®�� o
Next wecomputeq � , suchthatë; C Ñ Z ® � [�Ó �

� _ Ô � E Z q,�.E � [ � � ®��
� y Z q,�.E � [ � � ®��PÕ � Ð � Z ®�� y q,��[ �&Lq��¿®�� o (B.70)

By applyingthesameapproximationsusedin proving Lemma9 (seeEq. (B.41)), i.e., q,�Fì ®�� ,q � ìï® � , and q $ ìï® $ , respectively, weget

q,��í è ®�� Ô T�ê ® �� E T¸ê�Z*ë,� ;:[� E � Õ H (B.71)

andsimilarly

qA� í è ®�� Ô T�ê ®��� E T�ê\Z*ë,� ;:[� E � Õ (B.72)

q�$ í è ®�$ Ô T¸ê ®�$� E T¸ê\Z*ë�� ;:[� E � Õ o
By usingtheabove valuesfor q,� , q�� , and q�$ , respectively, andby thedefinitionof Ë � ZUÌ dq:H,Í1[ andEq.(B.65),wehaveË ZUÌ d½qLH,Í�[ � Ë � ZUÌ dÎq:H,Í1[ � Ë � y Ë � y Ë $ � ; Ù ë; C ë o (B.73)

Now it remainsto computeq . First,recallthat q � C � � E�Í � , q � C � � E�Í � , q $ C � $ E�Í $ ,
whereÍ�� C � � h Ê Í , Í%� C � � ±�� Í , and Í%$ C �%$
Í (seeEq.(B.68)).Fromhereweobtainq,� y q�� y qA$ C Z �N�.E�®���[ y Z �N��E�®��![ y Z �N$ÅE�®�$�[ (B.74)C �éE�® � E�® � E�® $ Ek;C �éE�� � h Ê ®��.E�� � ±�� ®���E��%$
®�$C �éE �hP� � � � h Ê E �hP� � � � ±�� E �hP� $ ��$C �éE Ê�h ��� � h C q o
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As both Ë ZUÌ d½qLH,Í�[ and Ë � ZUÌ d½q:H,Í1[ decreasein q , for ourpurposeit is sufficientto determine
anupperboundfor q . FromEqs.(B.71),(B.72)and(B.74)this reducesto computetwv�x ÚÛ �

�q�h� � i � i $�� è ® � Ô T�ê ® �� E T�ê\Z*ë��,� [� E � ÕßÝÞ H (B.75)

subjectto ®�� y ®�� y ®�$ C ® . Sincethe function å Ì'T�êlÌ is concave, it follows thatexpression
(B.75)achievesmaximumfor ®�� C ®�� C ®�$ C ® �,� . Finally, wechoose

q C � Ù è ® � Ô T�ê\Z ® �,� [� E T�ê\Z*ë��,� [� E � Õ C è � ® Ô T¸ê ®� E T�êlë� E � Õ H (B.76)

whichcompletestheproof.
By combiningLemmas9 and12wehave thefollowing result

Theorem 3 Considera servertraversedby ® flows. Assumethat the arrival timesof the pack-
ets from different flowsare independent,and that all packets havethe samesize. Then,for any
givenprobability ë , thequeuesizeat anytimeinstantduringa serverbusyperiodis asymptotically
boundedaboveby q , where

q C è Ñ¿® Ô T�ê ®� E T�êlë� E � Õ H (B.77)

with a probability larger than � E ë . For identicalreservationsÑ C � ; for heterogeneousreserva-
tions Ñ C � .

B.4 Proof of Theorem4

Theorem 4 Considera link of capacity � at time ¯ . Assumethat no reservationterminatesand
there are no reservationfailuresor requestlossesafter time ¯ . Thenif there is sufficient demand
after ¯ thelink utilizationapproachesasymptotically� Z
� E.�\[ ��Z
� y �\[ .
Proof. If theaggregatereservationat time ¯ is larger than � Z
� E �\[ ��Z
� y �\[ , theproof is trivially
true.Next, weconsiderthecasein which theaggregatereservationis lessthan � Z
� E|�\[ ��Z
� y �\[ .

In particular, let � Z
� E��\[ ��Z
� y �\[ßE�¡ be the aggregatereservation at time ¯ . Without loss
of generalityassumē

C Í Y . Thenwe will show that if no reservation terminates,no reservation
requestfails, and thereis enoughdemandafter time Í Y , thenat least Z
� y �\[
¡ � � bandwidthis
allocatedduringthenext two slots.i.e.,duringtheinterval Z Í Y H,Í Y�� ��¢ . Thus,for any arbitrarysmall
real ë , weareguaranteedthatafter, at most,

�¤£ T¸ê\Z*ë�� ¡w[T¸ê\Z,Z
� E.�\[ � � [ (B.78)

slotstheaggregatereservationwill exceed� Z
� E¥�\[ ��Z
� y �\[�E ë .
FromEq.(5.20)it followsthatthemaximumcapacitywhichcanbeallocatedduringtheintervalZ Í Y H,Í Y�� � ¢ is

tev�x Z �uE.¦K§�±�µ Z Í Y [�HcJL[ . Assumethenthat ¡ � capacityis allocatedduring Z Í Y H,Í Y�� � ¢ ,
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FigureB.3: Thescenarioin which theupperboundof ¨ = , i.e., © =�B�ªW« b ªa¬ b ª6­NE , is achieved. Thearrows
representpacket transmissions.ª « is theaveragingwindow size; ª ¬ is anupperboundon thepacket inter-
departuretime; ª ­ is an upperboundon the delay jitter. Both ®'- and ®¤^ fall just insidethe estimation
interval, ª « , at thecorenode.

where ¡ �'� twv�x Z �RE.¦K§�±�µ Z Í Y [�HcJL[ . Considertwo caseswhether¡ � =*¡ or not. If ¡ � =¯¡ , the
proof follows trivially.

Assume¡ � Q°¡ . Thenwewill show thatattime Í Y�� � theaggregatereservationcanincreaseby
atleastaconstantfractionof ¡ . FromFigureB.3is easyto seethat,for any reservationcontinuously
active duringaninterval Z Í Y H,Í Y�� � ¢ , wehave¾ h Z Í Y H,Í Y�� � [�Q } h Z ��± y � � y ��² [ o (B.79)

Sinceno reservation terminatesduring Z Í Y H,Í Y�� � ¢ , we have ³ Z Í Y�� � [ C ³ Z Í Y [�´Zµ Z Í Y�� � [ . LetsD¶ h &ÒZ Í Y H,Í Y�� � ¢ bethetime whenflow » becomesactive during Z Í Y H,Í Y�� � ¢ . Since ¾ h Z sH¶ h H,Í Y�� � [ �¾ h Z Í Y H,Í Y�� � [ , by usingEq.(B.79),weobtain

� Z Í Y H,Í Y�� � [ C �hP��· Ö ÏA¸
¹�º Ø ¾ h Z Í Y H,Í Y�� � [�Q �hP��· Ö ÏA¸
¹�º Ø } h Z ��± y � � y ��± [ o (B.80)

Fromhereweget

¦`»f¼�½ Z Í Y H,Í Y�� � [àQ ¦ Z Í Y�� � [ Z
� y �\[ o (B.81)

Sincethereare no duplicaterequestsor partial reservation failuresafter time ¯ C Í Y , we have
¡ � C ¦ Ê�¾�¿ Z Í Y�� � [ . Fromhereandfrom Eq.(5.20)andEq.(B.81)wehave

¦K§�±�µ Z Í Y�� � [ � ¦`»f¼�½ Z Í Y�� � [
� E.� y ¡ � QÀ¦ Z Í Y�� � [ � y �� E.� y ¡ � o (B.82)

In addition,we have ¦ Z Í Y�� � [ C ¦ Z Í Y [ y ¡ � . Since ¦ Z Í Y [ C � Z
� EÁ�\[ ��Z
� y �\[�E°¡ , from
Eq.(B.82),it follows

�ÎE|¦K§�±�µ Z Í Y�� � [z=°� E|¦ Z Í Y�� � [ � y �� E.� E.¡ � = � y �
� E.� ¡|E �

� E.� ¡ � o (B.83)

Finally, considertwo caseswhether(a) ¡ � Q°¡ Z
� y �\[ � � , or (b) not. If (a) is truethenthelink
canallocateup to
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¡ � y �uE|¦K§�±�µ Z Í Y�� � [zd�¡ � y � y �
� E.� ¡|E �

� E.� ¡ � C � y �
� E.� Z ¡|E¥¡ � [�d � y �

� ¡�H (B.84)

capacityduringthetime interval Z Í Y H,Í Y�� ��¢ . In case(b) wehave trivially ¡ � =*¡ Z
� y �\[ � � . Thus
in bothcaseswecanallocateat least¡ Z
� y �\[ � � new capacityduring Z Í Y H,Í Y�� �#¢ .
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