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Abstract

With the increasing complexity of digital systems, testing of digital
systems is becoming increasingly important. Perhaps, the most pop-
ular method for testing hardware is simulation. The incompleteness
of simulation based testing methods has spurred the recent surge in
the research on formal verification. In formal verification, one builds
a precise model of the hardware under scrutiny and proves that the
model satisfies a specification of interest. For example, suppose one
wants to verify that a router chip does not deadlock. In this case the
user will build a precise model of the router and the specification will
express the property of deadlock freedom. The two approaches to for-
mal verification are model checking and theorem proving. In this thesis
we will only discuss model checking. Most model checking procedures
suffer from the state explosion problem, i.e., the size of the state space
of the system can be exponential in the number of state variables of
the system. For certain systems, exploiting the inherent symmetry
can alleviate the state-explosion problem. We discuss Model Checking
procedures which exploit symmetry. Current model checkers can only
verify a single state-transition system at a time. We also want to extend
the model checking techniques to handle infinite families of finite-state
systems.

In practice, finite state concurrent systems often exhibit considerable
symmetry. We investigate techniques for reducing the complexity of
temporal logic model checking in the presence of symmetry. In partic-
ular, we show that symmetry can frequently be used to reduce the size
of the state space that must be explored during model checking. We
also investigate complexity of various problems related to exploiting
symmetry in model checking. Partial order based reduction techniques
exploit independence of actions. We demonstrate that partial order and
symmetry based reduction techniques can be applied simultaneously.
The ability to reason automatically about entire families of similar
state-transition systems is an important research goal. Such families
arise frequently in the design of reactive systems in both hardware and
software. The infinite family of token rings is a simple example. More
complicated examples are trees of processes consisting of one root, sev-
eral internal and leaf nodes, and hierarchical buses with different num-
bers of processors and caches. A technique for verifying entire families
of state-transition systems based on network grammars and process
invariants is presented here.
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Chapter 1

Introduction

The use of digital systems, especially microprocessors, is becoming very
wide spread. As the number of users of microprocessors increases, the
impact of an error in a microprocessor can have a dramatic effect. Per-
haps, the most glaring example of this is the Intel Pentium Bug. In
light of this, ascertaining the correctness of a digital system before
fabrication is becoming crucial. By far, the most popular method for
checking the correctness of hardware is simulation. The major draw-
back of simulation is that it is not complete, i.e., using simulation one
cannot be certain that a digital system has a required property. On the
other hand formal verification techniques are able to verify that a digi-
tal system has the required property. The main disadvantage of formal
verification techniques is that it requires more memory than simula-
tion. However, due to some recent breakthroughs, formal verification
is becoming a feasible alternative to simulation. Currently, there are
two approaches in formal verification:

e Theorem Proving: In this case the system to be verified is
described by a set of axioms. In order to prove that the system
has the required property or specification, one proves using the
axioms describing the system, that the required property is a
theorem.

e State Exploration Techniques: In this case the system is given
as a labeled directed graph. In order to ascertain that the system
has a particular specification, one explores the labeled directed
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graph corresponding to the system. Model Checking belongs to
this class.

In this thesis we will only consider Model Checking. Some advantages
of Model Checking over theorem proving approaches are:

1. In model checking, the proof that the system has a particular
property is done automatically. This has an advantage over most
theorem provers which require manual assistance. Therefore,
model checking tools are more suitable for industry.

2. If a system does not have a desired property, model checkers can
provide a counter example. These counter examples are very
useful to the designer. It is very hard to provide counter examples
in theorem provers.

3. Model Checkers have no difficulty in handling partial specifica-
tions. On the other hand, theorem provers frequently require a
complete set of axioms describing the system.

Next, we describe Model Checking and Temporal Logic in more de-
tail. In the past, temporal logic was used by philosophers to reason
about time [15]. The use of temporal logic to reason about properties
of concurrent systems was first described in [62]. Temporal Logic Model
Checking is a technique for determining whether a temporal logic for-
mula is valid in a finite state system M = (S, R, L), where S is the state
space, R is the state transition relation, and L is a function that labels
states with sets of atomic propositions. The Model Checking problem
can be stated as

Given a Kripke structure M = (S,R,L), a state s €
S, and a temporal formula, determine whether M, s |:

f.

An efficient procedure for model checking where the specification f
is given in the computation tree logic CTL was given in [17]. Such a
structure is usually called a Kripke structure and may have an enormous
number of states because of the state explosion problem. Formally, the
state explosion problem can be stated as follows:



A concurrent system which is a composition of n processes,

with each process having k states, can have k" total
states.

A schematic diagram for model checking is given in Figure 1.1. An ef-
ficient Model Checking procedure tries to reduce the number of states
that are actually explored. Most research in temporal logic model
checking is focussed on efficient data structures to represent state space.
Perhaps the biggest pragmatic breakthrough in the area of model check-
ing was the use of Ordered Binary Decision Diagrams (OBDDs) to rep-
resent the set of states during model checking [11, 13]. When OBDDs
are used to represent state sets in model checking, it is called symbolic
model checking. The distinction between model checking and symbolic
model checking is pointed out in Figure 1.1. The use of model checking
made it possible to find errors in nontrivial circuits which had been
carefully designed [8, 27]. With the discovery of symbolic model check-
ing, it is now possible to verify large systems [18, 56].

System Specification

\ / _-Explicit State

7

M odel @
Checker S

"~ BDD (Symbolic)

Yes No (Counter-Example)

Figure 1.1: Schematic Diagram of Model Checking
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1.1 Scope of the Thesis

The first part of this thesis describes techniques for exploiting symme-
try to alleviate the state explosion problem. Finite state concurrent
systems frequently exhibit considerable symmetry. It is possible to find
symmetry in memories, caches, register files, bus protocols, network
protocols — anything that has a lot of replicated structure. For exam-
ple, a ring of processes exhibits rotational symmetry. This fact can be
used to obtain an equivalent reduced model of the system. Given a
Kripke Structure M = (S, R, L), a symmetry group G is a group acting
on the state set S that preserves the transition relation E. A symmetry
group G acting on the state set S partitions the state set S into equiv-
alence classes called orbits. A quotient model My is constructed that
contains one representative from each orbit. The state space S¢ of the
quotient model will, in general, be much smaller than the the original
state space S. This makes it possible to verify much larger structures.

We also investigate the complexity of exploiting symmetry in model
checking algorithms. The first problem that we consider is computing
the orbit relation, i.e., determining whether two states are in the same
orbit or not. This is an important problem because the direct method
of computing the quotient model M uses this relation. We also obtain
lower bounds on the size of the OBDDs needed to encode the orbit
relation.

Partial Order based reduction techniques exploit the independence
of actions to tackle the state-explosion problem. The independence re-
lation on actions induces an equivalence class on traces. Partial Order
based reduction techniques explore only few traces from each equiva-
lence class. This thesis presents a method to combine partial order and
symmetry based reductions.

Most of the research done in the area of model checking focuses
on verifying single finite-state systems. Typically, circuit and protocol
designs are parametrized, i.e., define an infinite family of systems. For
example, a circuit design to multiply two integers has the width of the
integers n as a parameter. This thesis investigates methods to verify
such parameterized designs. The problem of verifying parametrized
designs can also be thought of as solving the state explosion problem
because in this case the state set is unbounded. Formally, the problem



1.1. SCOPE OF THE THESIS 11

of verifying parameterized designs can be stated as:

Given an infinite family F = {FP;}2, of finite-state
systems and a temporal specification f, determine
whether P, = f for all i.

In general the problem is undecidable [4]. However, for specific fami-
lies the problem can be solved. Most techniques are based on finding
network invariants [47, 74]. Given an infinite family /' = {P;}2, and
a reflexive, transitive relation <, an invariant [ is a process such that
P, < I for all 7. The relation < should preserve the property f we are
interested in, i.e., if [ satisfies f, then P; should also satisfy f. Once
the invariant [ is found, traditional model checking techniques can be
used to check that [ satisfies f.
Main contributions of this thesis are:

1. A technique for exploiting symmetry during model checking. Ad-
ditional complications arise in using symmetry in conjunction
with OBDDs during model checking. This thesis provides a method
of using OBDDs in combination with symmetry reductions.

2. We also investigate the complexity of various problems related to
the use of symmetry with model checking. We also provide ways
of deriving symmetries of finite-state systems.

3. Partial order methods exploit the independence of actions. We
discuss techniques to combine partial order and symmetry reduc-
tion techniques.

4. We present a formalism based on network grammars to describe
parameterized designs. We also present a logic based on regular
expressions which can be interpreted over these parameterized
designs. We provide a methodology for constructing invariants
based on a technique called unfolding.
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Chapter 2

Model Checking

The propositional p-calculus is a powerful language for expressing prop-
erties of transition systems by using least and greatest fixpoint opera-
tors. Recently, the p-calculus has generated much interest among re-
searchers in computer-aided verification. This interest stems from the
fact that many temporal and program logics can be encoded into the p-
calculus, and that finite-state verification procedures for the p-calculus
can be succinctly described. In addition, the wide-spread use of bi-
nary decision diagrams has made fixpoint based algorithms even more
important, since methods that require the manipulation of individual
states do not take advantage of this representation.

Several versions of the propositional u-calculus have been described
in the literature, and the ideas in this chapter will work with any of
them. For the sake of concreteness, we will use the propositional u-
calculus of Kozen [44]. Closed formulas in this logic evaluate to sets
of states. A considerable amount of research has focused on finding
techniques for evaluating such formulas efficiently, and many algorithms
have been proposed for this purpose. These algorithms generally fall
into two categories, local and global.

Local procedures are designed for proving that a specific state of
the transition system satisfies the given formula. Because of this, it
is not always necessary to examine all the states in the transition
system. However, the worst-case complexity of these approaches is
generally larger than the complexity of the global methods. Tableau-
based local approaches have been developed by Cleaveland [21], Stir-

13
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ling and Walker [67], and Winskel [73]. More recently, Andersen [2]
and Larsen [48] have developed efficient local methods for a subset
of the p-calculus. Mader [52] has also proposed improvements to the
tableau-based method of Stirling and Walker that seem to increase its
efficiency.

In this chapter, we restrict ourselves to global model checking pro-
cedures. Global procedures generally work bottom-up through the for-
mula, evaluating each subformula based on the values of its subformu-
las. Iteration is used to compute the fixpoints. Because of fixpoint
nesting, a naive global algorithm may require about O(n*) iterations
to evaluate a formula, where n is the number of states in the transi-
tion system and k is the depth of nesting of the fixpoints. Emerson and
Lei [28] improved on this by observing that successively nested fixpoints
of the same type do not increase the complexity of the computation.
They formalize this observation using the notion of alternation depth
and give an algorithm requiring only about O(n?) iterations, where d
is the alternation depth. In an implementation, bookkeeping and set
manipulations may add another factor of n or so to the time required.
Subsequent work by Cleaveland, Klein, Steffen, and Andersen [2, 22, 23]
has reduced this extra complexity, but the overall number of iterations
has remained about O(n?). In [50] the authors have improved on this
by giving an algorithm that uses only O(n%/?) iterations to compute a
formula with alternation depth d, thus requiring only about the square
root of the time needed by earlier algorithms.

This chapter describes the propositional p-calculus and general al-
gorithms for evaluating p-calculus formulas. Examples of verification
problems that can be encoded within the language of the p-calculus are
also provided. The remainder of this chapter is organized as follows. A
formal syntax and semantics for the propositional p-calculus is given in
Section 2.1. Section 2.2 discusses different algorithms for evaluation p-
calculus formulas and their complexities. A brief description of Ordered
Binary Decision Diagrams (OBDDs) is given in Section 4. Section 5
presents the algorithm for encoding p-calculus formulas with OBDDs.
The syntax and semantics for CTL and for CTL with fairness con-
straints is given in Section 6, while a translation of these logics into the
p-calculus is given in Section 7. Definitions for different kinds of sim-
ulation preorders and bisimulation equivalences are given in Section 8
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along with encodings for these relations in the p-calculus.

2.1 The Propositional p-Calculus

In the propositional p-calculus, formulas are constructed as follows:
e atomic propositions AP = {p, p1,p2,...}
e atomic propositional variables VAR = {R, Ry, Ra, ...}
e logical connectives =, - A - and - V -

e modal operators (a)- and [a]-, where a is an action in the set

Act ={a,b,ay,as,...}

e fixpoint operators uR;.(---) and v R;.(- - -). Propositional variables
bound by the fixpoint operators must be in the scope of the even
number of negations.

There is a standard notion of free and bound variables (by fixpoint
operators) in the formulas. Closed formulas are the formulas without
free variables. Formulas in this calculus are interpreted relative to a
transition system M = (T,7, L) that consists of:

e a nonempty set of states T

e a mapping L : AP — 27 that takes each atomic proposition to
some subset of T (the states where the proposition is true)

e a mapping 1" : Act — 27*T that takes each action to a binary
relation over T (the state changes that can result from making
an action)

The intuitive meaning of the formula (a)¢ is “it is possible to make an
a-action and transition to a state where ¢ holds”. [-] is the dual of (-);
for [a]®, the intended meaning is that “¢ holds in all states reachable
(in one step) by making an a-action.” The p and v operators are used
to express least and greatest fixpoints, respectively. To emphasize the
duality between least and greatest fixpoints, we write the empty set
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of states as L. Also, in the rest of this chapter, we will use the more
intuitive notation s = s’ to mean (s, s’) € T'(a).

Formally, a formula ¢ is interpreted as a set of states in which ¢ is
true. We write such set of states as [¢],, ¢, where M is a transition
system and e : VAR — 27 is an environment. We denote by e [R < S] a
new environment which is the same as e except that e [R < S](R) = S.
The set [¢],, € is defined recursively as follows.

o [[p]]M e= L(p)

o [B], ¢=-c(R)

o [y e=T—[0]ye

o [oAY]ye=[dlyen]ye

o [oVilye=[dlyeUld]ye

o [(a)d]ye={s|3t[s>tandte[s], e}
[la] &y € = {s | Vt[s = ¢ implies t € [¢],, €] }

[11R.¢],, € is the least fixpoint of the predicate transformer 7: 27 —
27 defined by:
7(9) = [¢]y e [R « 5]

The interpretation of vR.¢ is similar, except that we take the
greatest fixpoint.

Within formulas, the negation is restricted in use, and so the fix-
points are guaranteed to be well-defined. Formally, every logical con-
nective except negation is monotonic (¢ — ¢’ implies ¢ A p — ¢’ A P,
ONY—= VY, (a)yp—(a)d', and [a]p—[a]¢), and all the negations can be
pushed down to the atomic propositions using De Morgan’s laws and
dualities (—[a]¢ = (a)—¢, =(a)¢ = [a]=¢, “pR.G(R) = vR.—¢(-R),
“vR.¢(R) = pR.~¢(—R)). Since bound variables are under even num-
ber of negations, they will be negation free after this process. Thus,
each possible formula in a fixpoint operator is monotonic and hence each
possible 7 is also monotonic (S C S’ implies 7(5) € 7(5")). This is
enough to ensure the existence of the fixpoints [68]. Furthermore, since
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we will be evaluating formulas over finite transition systems, mono-
tonicity of 7 implies that 7 is also U-continuous and N-continuous, and
hence the least and greatest fixpoints can be computed by iterative
evaluation:

[WR. @]y e = UTi(J—) [VR.&]y e = ﬂTi(T)-

K3 K3

(7%(S) can be defined recursively as 7°(S) = S and 7+1(S) = 7(7%(5)).)
Since the domain T is finite, the iteration must stop after a finite num-
ber of steps. More precisely, for some ¢ < |T|, the fixpoint is equal to
7'(L) (for a least fixpoint) or 7/(T) (for a greatest fixpoint). To find
the fixpoint, we repeatedly apply 7 starting from L or from T until the
result does not change.

The alternation depth of a formula is intuitively equal to the number
of alternations in the nesting of least and greatest fixpoints, when all
negations are applied only to propositions. There are other more elab-
orate definitions of alternation depth [2, 3, 22], that take into account
the possibility that nested fixpoints may still be independent. Such
fixpoints do not depend on the value of approximations to outer fix-
points. Consequently, they only need to be evaluated once. This type
of nesting does not increase the effective alternation depth. However,
to simplify our presentation we will use the definition of alternation
depth given by Emerson and Lei [28]. Formally, the alternation depth
is defined as follows:

Definition 2.1.1

e The alternation depth of an atomic proposition or a propositional
variable is 0;

e The alternation depth for formulas like ¢ A ¢, ¢ V ¢, (a)o, etc.,
is the maximum alternation depth of the subformulas ¢ and .

e The alternation depth of pR.¢ is the maximum of: one, the al-
ternation depth of ¢, and one plus the alternation depth of any
top-level v-subformulas of ¢. A top-level v-subformula of ¢ is a
subformula v R'.1) of ¢ that is not contained within any other fix-
point subformula of ¢. The alternation depth of vR.¢ is similarly
defined.
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Example 2.1.1 Consider the following formula which will be discussed
in Section 7.

vY (P A (a) [pX.(PA{(a)X)V (hAY)])

This formula expresses the property “P holds continuously along some
fair a-path” and has an alternation depth of two.

Because of the duality,
VR.G(- - Ry-) = —pRood(- =R,

we could have defined the propositional p-calculus with just the least
fixpoint operator and negation. In order to give a succinct description of
certain constructions we sometimes use the dual formulation. However,
the concept of alternation depth is easier to define using the formulation
given earlier.

2.2 Evaluating Fixpoint Formulas

We define model checking as a technique of verifying a model rela-
tive to its specification in the p-calculus. This is the same as evaluating
a formula in a model, i.e., finding the set of states of the model where
the formula is true. Figure 2.1 presents the naive, straightforward,
recursive algorithm for evaluating p-calculus formulas. The time com-
plexity of the algorithm in Figure 2.1 is exponential in the length of the
formula. To see this, we analyze the behavior of the algorithm when
computing nested fixpoints. The algorithm computes fixpoints by it-
eratively computing approximations. These successive approximations
form a chain ordered by inclusion. Since the number of strict inclu-
sions in such a chain is limited by the number of possible states, we
have that the loop will execute at most n + 1 times, where n = |T|.
Each iteration of the loop involves a recursive call to evaluate the body
of the fixpoint with a different value for the fixpoint variable. If in turn,
the subformula being evaluated contains a fixpoint, the evaluation of
its body will also involve a loop containing up to n + 1 recursive calls.
Thus, the total number of recursive calls will be O(n?). In general, the
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1 function eval(¢, €)

2 if ¢ = p then return L(p)

3 if ¢ = R then return e(R)

4 if ¢ = 1 A by then

5 return eval(tq, €)N eval(t)g, €)

6 if ¢ =1y V 1y then

7 return eval(tq, €)U eval(tq, €)

8 if ¢ = (a)t then

9 return {s | 3t [s = ¢ and ¢ € eval(¢),€)] }
10 if ¢ = [a]t then

—_
—_

return {s | Vt[s = t implies ¢ € eval(z,e)] }

12 if ¢ = pR.4Y(R) then

13 Rval =1

14 repeat

15 Rold = Rval

16 Ryal :=eval(y, e [R < Ryal)
17 until Rya = Rolq

18 return Fya

19 if ¢ = vR)(R) then

20 Rval =T

21 repeat

22 Rold = Rval

23 Ryal :=eval(y, e [R < Ryal)
24 until Rya = Rolq

25 return Fya

Figure 2.1: Pseudocode for the naive algorithm

19

body of the innermost fixpoint will be evaluated O(n*) times where k

is the maximum nesting depth of fixpoint operators in the formula.

Note that we have only considered the number of iterations required
when evaluating fixpoints and not the number of steps required to eval-

uate a p-calculus formula. While each fixpoint may only take O(|T})
iterations, each individual iteration can take up to O(|M||¢|) steps,
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where M = (T,T, L) is the model and |M| = |T| + Xacae [T(a)]. In
general, then, this algorithm has time complexity O[(|M||¢|)n*].

A result by Emerson and Lei demonstrates that the value of a fix-
point formula can be computed with O((|¢|n)?) iterations, where d is
the alternation depth of ¢. Their algorithm is similar to the straight-
forward one described above, except when a fixpoint is nested directly
within the scope of another fixpoint of the same type. In this case, the
fixpoints are computed slightly differently.

A simple example will suffice to demonstrate the idea. When dis-
cussing the evaluation of fixpoint formulas, we will use Ry,..., Rj as
the fixpoint variables, with F; being the outermost fixpoint variable
and Ry being the innermost. We will use the notation ;'™ to denote
the value of the ¢;-th approximation for R; after having computed the
1i-th approximation for R for 1 <1 < j. We use 7; = w to indicate
that we are considering the final approximation (the actual fixpoint
value) for R;. For example, RY is the value of the fixpoint for R; and
R3° is the initial approximation for R, after having computed the third
approximation for R;. Consider the formula

pRy )y (R, Ry apa( Ry, Ry)).

The subformula pR.12(R1, Ry) defines a monotonic predicate trans-
former 7 taking one set (the value of R;) to another (the value of the
least fixpoint of Ry). When evaluating the outer fixpoint, we start with
the initial approximation R} = 1 and then compute 7(RY). This is
done by iteratively computing approximations for the inner fixpoint
also starting from R9° = L until we reach a fixpoint RY“. Now R is
increased to Ry, the result of evaluating ¢, (R, R3”). We next compute
the least fixpoint 7(R}). Since RY C R1, by monotonicity we know that
T(RY) C 7(R}). Now note that the following lemma holds:

Lemma 2.2.1 If S C |J; 7(L) then U; 74(S) = U; 7 (L).

In other words, to compute a least fixpoint, it is enough to start iterat-
ing with any approximation known to be below the fixpoint. Thus , we
can start iterating with R? = R9¥ = 7(RY) instead of R}® = L. When
we compute the fixpoint R}¥, we next compute the new approximation
to Ry, which is R?, the result of evaluating v, (R}, R3*). Again, we know
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that R} C R} which implies that 7(R}) € 7(R}). But 7(R}) = R}*,
the value of the last inner fixpoint computed, and 7(R}) = R3 the
fixpoint to be computed next. Again, we can start iterating with any
approximation below the fixpoint. So to compute R3* we begin with
R = Rl¥ = 7(R}). In general, when computing Ry we always begin
with R = R(Qi_l)w. Since we never restart the inner fixpoint computa-
tion, we can have at most n increases in the value of the inner fixpoint
variable. Overall, we only need O(n) iterations to evaluate this expres-
sion, instead of O(n?). In general, this type of simplification leads to an
algorithm that computes fixpoint formulas in time exponential in the
alternation depth of the formula since we only reset an inner fixpoint
computation when there is an alternation in fixpoints in the formula.

Thus, this algorithm for evaluating p-calculus formulas is identical
to the naive algorithm except in the case when the main connective is a
fixpoint operator. The pseudocode for this part of the algorithm is given
in Figure 2.2. Note that unlike the naive algorithm, the approximation
values A[i] are not reset when evaluating the subformula pR;.¢(R;)
(vRi.(R;)). Instead, we reset all top-level greatest (least) fixpoint
variables contained in . By the top-level fixpoints in a formula we
mean all the fixpoints of the same type (u or v) that are not in the
scope of the other type of fixpoints. This guarantees that when we
evaluate a top-level fixpoint subformula of the same type, we do not
start the computation from L or T, but from the previously computed
value as in our example.

In [50] the authors observe that by storing even more intermediate
values, the time complexity for evaluating fixpoint formulas can be
reduced to O(nl¥/2+1) where again d is the alternation depth of the
formula. To simplify our discussion, we consider formulas with strict
alternation of fixpoints. We present a small example to illustrate the
idea behind this algorithm.

Consider the formula:

MR1-%/J1(R1, VR?'¢2(Rlv Ry, /«LR3-¢3(317 Ra, R:a)))-

To compute the outer fixpoint, we start with By = L, Ry = T and
R3 = L. As in the previous case, we denote these values by RY, R,
and R respectively. The superscript on R}, gives the iteration indices
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function eval(¢, €)

N := The number of fixpoint operators in ¢
for i := 1 to N do A[i] := if the ¢-th fixpoint of ¢ is p then L else

return evalrec(o, €)

Where evalrec is defined recursively as

1

O 00~ O T A W N

—_ =
— o

12
13
14
15
16
17
18
19

20
21
22
23
24
25
26
27

function evalrec(¢, €)

if ¢ = p then return L(p)
if = R then return e(R)
if ¢ = 1 A1y then
return evalrec(iq, €)M evalrec(tq, €)
if ¢ = 1 V 1y then
return evalrec(i, e)U evalrec(tq, €)
if ¢ = (a)t then
return { s | 3t [s = ¢ and ¢ € evalrec(e), €)] }
if ¢ = [a]y then
return { s | Vt[s = ¢ implies ¢ € evalrec(z),e)] }

if ¢ = uR;. 0 (R;) then
For all top-level greatest fixpoint subformulas v R;.¢'( R;) of ¢
do A[j]:=T
repeat
Rola := Al
Alr] := evalrec(v, e [R; + Al1]])
until Af1] = Roa

return A[r]

if ¢ = vR;.(R;) then
For all top-level least fixpoint subformulas pR;.¢0'(R;) of ¢
do A[j]:= L
repeat
Rola := Al
Alr] := evalrec(v, e [R; + Al1]])
until Af1] = Roa

return A[r]

Figure 2.2: Pseudocode for the Emerson and Lei algorithm
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for the fixpoints involving Ry, ... R;. We then iterate to compute the
inner fixpoint; call the value of this fixpoint R3*”. We now compute
the next approximation R9' for Ry by evaluating t2( R}, RS°, R3*) and
go back to the inner fixpoint. Eventually, we reach the fixpoint for
Ry, having computed R°, R3™, RS', RO ..., RY”, R3*“. Now we
proceed to R} = (RS, RY”, R3**). We know that R C R}, and we
are now going to compute Ri¥. Note that the values RS and R are
given by
RYY = vRy.o( RY, Ry, nRsabs(RY, Ry, R3))

and

R%w = I/RQ.@Z)Q(RL RQ, MRS@Z)S(RL R27 R3))

By monotonicity, we know that R* will be a superset of R3“. However,
since Ry is computed by a greatest fixpoint, this information does not
help; we still must start computing with R}® = T. At this point, we
begin to compute the inner fixpoint again. But now let us look at R3*

and R3%. We have
Rng = /,LR;),@Z);),(R?, Rgo, Rg)

and

Ril))Ow = /,LR377Z)3(R17 R%O, Rg)

Since R} C R} and RY® C R}’ monotonicity implies that RS C
R%. Now Rj is a least fixpoint, so starting the computation of R
anywhere below the fixpoint value is acceptable. Thus, we can start
the computation for R* with R = R$%. Since R is in general

larger than 1, we obtain faster convergence. In addition, we have

Rgl = ¢2(R?7 Rgov Rng)
and

By' = a( Ry, By, RS)
Since RY C Ry, R C R, and R3" C RY™, we will have RY' C R3'.
This means that we can use the same trick when computing R:'“: we
start the computation from R:'® = R3“. And again, since RY C R},

R C R}, and R3™ C R, we will have R)® C R}’. In general,
we will have RY C RY and RY* C RY“ so we can start computing
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Réjw from Réjo = jow. Similarly, once we find R} (or in general,
R]f"'l), we can start computing the inner fixpoints from R2™ = Ri™
(RETD™ = Rime).

The table in Figure 2.3 illustrates this by showing the relationship
between all the different possible approximation values for R3;. Each
row can have at most n + 1 entries, one for each approximation to
vRy.aby. At first glance, it seems possible that each column could have
as many as n? entries. However, each chain represented by each column
can have at most n + 1 distinct values. Repeated values only appear
when convergence is reached (RY* = R;](W_l)) and when we start a
computation from a previously computed fixpoint (Rg-l_l)jo = Réjw).
Convergence is reached every time the fixpoint is evaluated, and this
fixpoint is evaluated once for every outer greatest fixpoint approxima-
tion of which there can be no more than n + 1. Since there can be no
more than n 4 1 evaluations, we can start from a previously computed
fixpoint no more than n times. So the number of repeated values is
bounded by 2n + 1. Thus, the total number of entries in any column
is bound by 3n 4 2 and the total number of assignments to Rs during
the entire computation is bound by (3n + 2)(n 4 1). This means that
there are at most O(n?) iterations performed to compute the innermost
fixpoint.

Again, this algorithm for evaluating a p-calculus formula is identical
to the naive algorithm except when the main connective is a fixpoint
operator. To facilitate explanation, we consider only formulas with
strict alternation of fixpoints, and in particular, with the form:

F1 = /,LR1.77/)1(R1,I/R/1.77Z)1(31,RII,FQ))
F, = MRZ'¢2(RlvR/17327VR/2'77Z)§(R17R/DR%R/%FS))
Fq = /,LRq.ﬁ)q(Rl,Rll,...,Rq,VRg.@Z);(Rl,Rll,...,Rq,Rg))

The pseudocode for this part of the algorithm is given in Figure 2.4.
For computing the outermost fixpoint (corresponding to R;) we follow
the naive algorithm, i.e., start with L and iterate until convergence.
The algorithm uses a table 7; to store the last computed fixpoint val-
ues for the p-variables R; (for « > 2). Initially, all entries in 7; are L.
The table 7; is a multi-dimensional table. For the i-th least fixpoint
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Ry% D Ry D...D> Rgw
U U Ul
U U Ul

R%}Ol 2 Rzéjll 2 . 2 Rzé;wl
U U Ul

R%}OO 2 R%JIO 2 ce . 2 Rg)wO

I I I
I I I

R D R D...D Ri#
U U Ul
U U Ul

R:l))01 2 R:l))ll 2 . 2 Rzl))wl
U U Ul

100 110 . 1w0

R3 2 R3 2 2 R3

I I I

R o RY™ o...O> R3™
U U Ul
U U Ul

001 011 . Owl

R3 2 R3 2 2 R3
U U Ul

R%OO 2 Rglo 2 . 2 ngo

Figure 2.3: Monotonicity constraints on approximations to s

(corresponding to R;) we index the table 7; by the iteration counters
ky,---,k;_1 of the greatest fixpoints in which the i-th least fixpoint is
nested. When evaluating R;, we start with the corresponding table
value and iterate until convergence. At the end of the iteration, the ta-
ble holds the fixpoint value. When evaluating R., we always begin with
T and iterate until convergence. Note that this algorithm implements
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12 if ¢ = pRip(R;) and ¢ > 2 then

13 Ryar := Tilk1] - - - [kiza]

14 repeat

15 Roq := Ryl

16 Ryl := evalrec(¢;, e [R; + Ro))
17 until Rya = Rolq

18 Tilk1] - - [kiz1] == Ryal

19 return Fya

20 if ¢ = vRL.QIR;) then

21 kZ = 0

22 Rval =T

23 repeat

24 Ryl := evalrec(¢], e [R: + Ryall)
25 kZ = kZ + 1

26 until &; = |T|

27 return Fya

Figure 2.4: Pseudocode for the efficient algorithm

the ideas in the previous example.

If we use these ideas, how many steps does the computation take?
To try to answer this question, we look at the number of approximations
computed for the R;s and R!s in the algorithm. Let 7; denote the
number of approximations for R;, and let 7T/ denote the number of
approximations for K. The fixpoint for R! is evaluated at most T; times
(the number of approximations to the enclosing R;). Each evaluation
can take at most n+ 1 iterations for a total of (n+1)7; approximations.
Thus, T! < (n+ 1)T;. The fixpoint for R; has a table 7; with (n 4 1)i~*
entries. Because of the monotonicity constraints, each entry can go
through at most n+ 1 distinct values. Since there are (n+ 1)i_1 entries,
we have a total of (n + 1)i iterations. These iterations correspond to
the case when the loop test is false. In addition, each time we evaluate
the fixpoint for R; we will take one extra step to detect convergence
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which will not result in a new value for the corresponding table entry.
We evaluate the fixpoint for R; at most 7/, times. Thus we make
at most 717 , iterations when the loop test is true. In total, we have
T, <(n+ 1)i + 17 ;. Solving this recurrence, we get:

Summing over all fixpoints and expressing the result in terms of the al-
ternation depth d = 2¢, we get that the algorithm takes O (d(n + 1)d/2+1)
iterations when computing the fixpoints in a formula. In comparison,
previously known algorithms may require O(n?) iterations.

2.3 Ordered Binary Decision Diagrams (OBDDs)

In this section we give a brief description of an efficient data structure
for representing boolean functions. Consider the space BF,, of boolean
functions on n variables xq,xq, --+, ¥,_1. We assume that there is a
total ordering on the boolean variables. The ordering is given by the
index, i.e., x; is ordered before z; iff i < 5. The symbol OBDD(f) will
denote the Ordered Binary Decision Diagram (OBDD) for the boolean
function f [11]. OBDDs have the following canonicity property:

Theorem 2.3.1 (Canonicity Theorem): Given two boolean func-

tions f and g in the space BF,, OBDD(f) = OBDD(g) iff f = g¢.

A detailed proof is given in [11].

We will give a succinct explanation of how OBDDs work through an
example. For a more thorough treatment see [11, 14]. Consider the
following boolean function f:

f = zoda P as

Figure 2.5 gives the binary tree T' corresponding to the boolean function
f. Notice that the binary subtree which we get by following the paths
(0,1) and (1,0) from the root are the same. The same is true if we follow
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Figure 2.5: Tree for the 3 bit parity function

Figure 2.6: OBDD for the 3 bit parity function

the paths (0,0) and (1,1). Figure 2.6 reflects this sharing. Notice that
the number of nodes is reduced from 15 to 7. In general, the binary
tree corresponding to the parity of n bits has 2"™' — 1 nodes. The
OBDD for the same function has 2n+1 nodes. Therefore, in some cases
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OBDD can be exponentially more succinct than the straightforward
representation. We will use [OBDD( f)| to denote the size of the OBDD
for f, i.e., the number of nodes in OBDD(f). In addition to being
a canonical representation, OBDDs support the usual operations on
boolean functions efficiently. The complexity of some of the operations
is shown below:

o Given the OBDDs for f and g, the OBDD for fV g and fAg can
be computed in time O(|JOBDD(f)|- |[OBDD(g)|).

o Given the OBDD for f, the OBDD for =f can be computed in
time O(JOBDD(f)]).

e Given the OBDD for f, the OBDDs for dz;f and Va,;f can be
computed in time O(JOBDD(f)[?).

Variable ordering is extremely important to OBDDs. For example,
consider the following boolean function :

n
f(xlv"'vxnvxllv"'vx;) = /\(J}Z:l';)

=1

The OBDD for f with the variable ordering
T <Ay <ag <l <, <al

has size 3n + 2. As the following lemma shows, the OBDD for f can
have size exponential in n under some variable orderings. Moreover,
there are some functions whose OBDDs have exponential size under
any variable ordering [11].

/

Lemma 2.3.1 Let f(ay,---, 2,27, --,2) be the following boolean

2 T
function:

Al =)

Let F' be the OBDD for f such that all the unprimed variables are
ordered before all the primed variables. In this case |F/| > 2.



30 CHAPTER 2. MODEL CHECKING

Proof: Consider two distinct assignments (by,---,b,) and (¢1,---,¢p)
to the boolean vector (xy,---,x,). These two assignments can be dis-
tinguished because of the following equation:

f(bh...’bmbh...’bn) 7£f(ch...7cmbh...7bn)

Let v; and vy be the nodes reached after following the path (by,---,b,)
and (c¢q,---,¢,) from the top node. Since these two assignments can
be distinguished, v; # vy. There are 2" different assignments to the
boolean vector (x1,---,x,) and each of them corresponds to a different
node (at level n) in the OBDD F. Therefore, the number of nodes at
level n in the OBDD F'is greater than or equal to 2". O

2.4 Translating the p-Calculus into OBDDs

In this section we describe how to use OBDDs in the model checking
algorithms described earlier. First, we show how to encode a transition
system M = (T,T, L) into OBDDs. The domain T is encoded by the
set of values of the n boolean variables xq,---,x,, i.e., T is now the
space of 0-1 vectors of length n. Fach variable z; has a corresponding
primed variable z!. Instead of writing xy,---,,, we sometimes use
the vector notation #. For example, we write OBDD, (21, -, 2,) as
OBDD,(¥). Given an interpretation, we build the OBDDs correspond-
ing to closed p-calculus formulas in the following manner.

e Each atomic proposition p has an OBDD associated with it. We
will denote this OBDD by OBDD,(#). OBDD,(¥) has the prop-
erty that ¢ € {0,1}" satisfies OBDD,, iff ¥ € L(p).

e Each program letter ¢ has an ordered binary decision diagram
OBDD,(#,7') associated with it. A 0-1 vector (y,Z) € {0,1}*"
satisfies OBDD, iff

(9,2) € T(a)

Now we describe the encoding of the semantic sets of formulas into
OBDDs. Assume that we are given a p-calculus formula ¢ with free
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propositional variables Ry, - -+, Ry. A[R;] gives the OBDD correspond-
ing to the propositional variable R;,. A(R < Bp) creates a new associ-
ation by adding a propositional variable R and associating an OBDD
Bgr with R. In other words, A can be considered as an environment
with OBDD representation. The procedure B given below takes a -
calculus formula ¢ and an association list A (A assigns an OBDD to
each free propositional variable occurring in ¢) and returns an OBDD
corresponding to the semantics of ¢.

o B(p, A) = OBDD, (7).

o B(Ri, A) = A[R).

(—¢, A) = =B(e, A)

o B(o Ay, A)=B(¢, A) A B, A).

o B(oV i, A)=B(¢, A)V B, A).

o B((a)¢, A) = 3'(OBDD,(Z,7) A B(¢, A)(F))

o B(la]p, A) = B(=(a)=0, A).

The second equation uses the dual formulation for [a].

°
UO

o B(uR.¢, A) = FIX(¢, A, FALSE-BDD).
o B(uR.¢, A) = FIX(¢, A, TRUE-BDD).

The OBDDs for the boolean functions false and true are denoted
by FALSE-BDD and TRUE-BDD respectively. Notice that ¢ has an
extra free propositional variable R. FIX is described in Figure 2.7.

Now we give a short example to illustrate our point.

Example 2.4.1 Assume that the state space T is encoded by n boolean
variables xy,---,x,. Consider the following formula:

¢ = pZlgNY Via)Z)

Notice that the variable Y is free in ¢. Assume that the interpretation
for ¢ is an OBDD OBDD,(&). Similarly, the OBDD corresponding to
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1 function FIX(¢, A, Br)

result-bdd = Bg
do

old-bdd = result-bdd

result-bdd = B(¢, A(R < old-bdd))
while (not-equal(old-bdd, result-bdd))
return(result-bdd)

=~ O T =~ W N

Figure 2.7: Pseudocode for the function FIX

the program letter a is OBDD,(Z, :1?’) Also assume that we are given
an association list A which pairs the OBDD By (Z) with Y. In the
routine FIX the OBDD result-bdd is initially set to:

N°(#) = OBDD,(#) A By () V 32/(OBDD,(Z,#) A FALSE-BDD)
= OBDD,(#) A By (%)

Let N' be the value of result-bdd at the i-th iteration in the loop of
the function FIX. At the end of the iteration the value of result-bdd is
given by:

N*YE) = OBDD,(Z) A By (%) v 37/ (OBDD,(Z,7) A N'(Z'))

The iteration stops when N'(%) = NT1(%).

2.5 Branching Time Temporal Logics

Let AP be a set of atomic propositions. A Kripke structure over AP
is a triple M = (S, T, L), where

e S is a finite set of states,

o 1" C S x Sisa transition relation, which must be total (i.e., for
every state s; there exists a state sy such that (s1,s2) € T').
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o L : S — 247 is a labeling function which associates with each
state a set of atomic propositions that are true in the state.

There are two types of formulas in the temporal logic CTL*: state
formulas (which are true in a specific state) and path formulas (which
are true along a specific path). The state operators in CTL* are: A
(“for all computation paths”), E (“for some computation paths”). The
path operators in CTL" are: G (“always”), F (“sometimes”), U (“un-
til”), and V (“unless”). Let AP be a set of atomic propositions. A
state formula is either:

o pif pe AP,
o —for fVg, where f and g are state formulas; or
e E(f) where f is a path formula.

Path formulas are defined as follows:

e cvery state formula is a path formula; and

o if f and g are path formulas, then —=f, fV ¢, X f, f U g, and
[V g are path formulas.

CTL” is the set of state formulas generated by the above rules.

We define the semantics of C'TL* with respect to a Kripke structure
M = (S,T,L). A path in M is an infinite sequence of states m =
S0, 81,... such that, for every 7 > 0,(s;,s;41) € T. 7' denotes the
suffiz of 7 starting at s;. w[i] denotes the i-th state on that path .
The starting state of path 7 is 7[0]. We use the standard notation to
indicate that a state formula f holds in a structure. M,s = f means
that f holds at the state s in the structure M. Similarly, M, 7 = f
means that the path formula f is true along the path 7. Assume that
f1 and f; are state formulas and ¢; and g, are path formulas, then the
relation |= is defined inductively as follows:

l.sEp&epelL(s)

2.s E~fieskEf
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3.sEfVieskE fiosEf

4. s = E(g1) & there exists a path 7 starting with s such that
TE ¢

5. mE fi & s 7[0] E fi.

6. TE-g1 & 7mEGR

T.TEaVeerEgorTEg

. TEXg et Ea

9. 7 = ¢ U gy & there exists k > 0 such that 7" |= ¢, and for all
0 S.] < kvﬂ-] |:gl

10. 1= g1 V gy & for every k> 0, if 7/ [£ g, for all 0 < j < k, then
ok E gs.
C'TL*X is the subset of C'T'L* without the X operator. LT'L is a
subset of C'T'L* which only allows formula of the form A ¢, where ¢
only has path operators (V, U and X). LT L-X is the subset of LT L

without the next-time operator X. Because of the following equalities
we only consider the path operators V and U.

F¢ = TrueU ¢
G¢ = FalseV ¢

CTL is the subset of C'TL* in which the path formulas are restricted to
be:

o if f and g are state formulas, then X f, fUg, and fV g are path
formulas.

The basic modalities of CTL are EX f, EG f, and E(f U g), where f
and g are again C'T'L formulas. The operator E(fV g) can be expressed
as follows:

E(fVg) = E(=fAg)UfAg)VEG(=fAg)
EF f = E(trueU f)
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The operators AG f, AF f and A(f U g) can be expressed in terms of

the basic modalities described above.

AG[ = -EF-f
AFf = -EG-f
A(fUg) = —E(=fV g)

Next, we discuss the issue of fairness. In many cases, we are only in-
terested in the correctness along paths with certain conditions. For
example, if we are verifying a protocol with a scheduler, we may wish
to consider only executions where processes are not ignored by the
scheduler, i.e., every process is given a chance to run infinitely often.
This type of fairness constraint cannot be expressed in CTL [17]. In
order to handle such properties we have to modify the semantics of
CTL. A fairness constraint can be an arbitrary set of states, usually
described by a CTL formula. Generally, there will be several fairness
constraints. In this paper we will denote the set of all fairness con-
straints by H = {hy,---,h,}. We have the following definition of a fair
path.

Definition 2.5.1 Given a Kripke Structure M = (5,7, L) and a set
of fairness constraints H = {hy, -+, h,}, a path 7 in M is called fair
iff each CTL formula h; is satisfied infinitely often on the path .

The semantics of C'T'L has to be modified to handle fairness constraints
H. The basic idea is to restrict path quantifiers to fair paths. The
formal definition is given below:

o s = EXy fiff there exists a fair path 7 starting from the state s
such that «[1] E f.

e s = E(g1 Uy go) iff there exists a fair path 7 starting from the
state s and there exists & > 0 such that 7[k] | ¢» and for all
0 S.] < kvﬂ-[.]] |: g1.

o s = EGy f iff there exists a fair path 7 starting from the state s
such that for all ¢ > 0, n[¢] = f.
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2.6 Translating CTL into the p-Calculus

In this section we give a translation of CTL into the propositional
p-calculus. The algorithm T'r takes as its input a CTL formula and
outputs an equivalent p-calculus formula with only one action a.

e T'r(p) =p.

o Tr(=f)=-Tr(f).

o Tr(fAg)=Tr(f)ATr(g).

o Tr(EX f) = (a)Tr([).

o Tr(E(fUg))=pY(Tr(g)V (Tr(f) A(a)Y)).
(

o I'r(EG f)=vY.(Tr(f)N{(a)Y).

Note, that any resulting p-calculus formula is closed. Therefore, we can
omit the environment in the set [¢],,

Lemma 2.6.1 Let M = (5,7, L) be a Kripke Structure, f be a CTL
formula, and @ be an action with interpretation 7'. Consider the pred-
icate transformer 7.

T(Z) = fa{a)Z
= {sefS|sEfAIeS(s,s)eT AN s eZ)}

T satisfies the following conditions:
e 7 is monotonic.

e Let 7°(T) be the limit of the sequence T C 7(T) C ---. For
every s € S, if s € 7(T) then s |= f, and there is a state s’ such
that (s,s’) € T and s’ € 7(T).

Proof: Let P C P,. In this case (a)P; C (a)P, i.e., the successor
relation is monotonic. Therefore, we have that 7(P;) C 7(F). Since
79(T) is the fixpoint of the predicate transformer 7, we have the fol-
lowing equation:

T(r(T)) = 7°(T)
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Let s € 7°(T). Using the equation given above we get that s €
7(7"(T)). By definition of 7 we get that s = f and there exists a
state s, such that (s,s') € T and s’ € 7i0(T). =

The theorem given below proves the correctness of the translation al-
gorithm T'r.

Theorem 2.6.1 Let M = (5,7, L) be the underlying Kripke Struc-
ture. Let ¢ be a C'TL formula. Let the interpretation of the action a
be T. An atomic proposition p in Tr(¢) has the interpretation L(p).
The set of states T is S. In this case, for all s € S

skEo o sel[lr(e)ly
Proof: The proof is by structural induction on ¢.
o ¢ = p: In this case the result is true by definition.

e ¢ = —f: By definition [1r(¢)],, = 5 — [Tr(f)],,- The result
follows by using the induction hypothesis on f.

e ¢ = f Ag: By definition [Tr(¢)],, = [T7(f)]y N [Tr(9)],- The
result follows by using the induction hypothesis on f and g.

o o = EX f: Let Sy be the set of states where f is true. By the
induction hypothesis, [77(f)],, = 5¢. The set of states satisfying
¢ is the set of states 57 which have a successor in Sy. It is clear
from the semantics of (a) that [1r(¢)],, = 1.

e o = EG f: Let Y] be the set of states s such that s | EG f. Let
7 :2% — 25 be the following predicate transformer

7(2) = [Tr(Hly N (Ka) Xy e[X « Z])

By definition, the greatest fixpoint of 7 is given by (), 7/(T ), where
79(T) = T, and 7*FYT) = 7(7/(T)). Using the semantics of
EG we get that if s € Y], then there exists a path = starting
from s such that each state on the path satisfies f. Therefore, if
s € Y1, then s has a successor s’ such that (s,s') € T, s |= f, and
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s' = EG f. Hence Y] is a fixpoint for the predicate transformer
T, l.e.,

f) = %

Since (); 7(T) is the greatest fixpoint of 7, we have the following
inclusion:

Yioc (ri(T)

Now assume that s € 0; 7(T). By Lemma 2.6.1, s is the start of
an infinite path 7 such that each state s’ on the path 7 satisfies
f. Therefore, we have the following inclusion:

i (r(T)

Using the two equations we get that Y is the greatest fixpoint of
the predicate transformer 7.

¢ = E(fUg): Let 51 be the set of states s such that s |= E(fUy).
Let 7 : 2% — 2% be the following predicate transformer:

7(2) = [Tr(9)ly Y [Tr(Ny 0 ([{a) Xy e [X = Z]))

First, we will show that S} is a fixpoint of 7, i.e.,
T(Sl) = Sl

By definition, s |= E(f U g) iff there exists a path 7 starting
from s such that there exists a k& > 0 with the property that
™ = gand 7 = f (for 0 <7 < k). Equivalently, s = E(f U g)
iff s |= g ors |= f and there exists a state s; such (s,s1) € T
and s; = E(f U g). From this condition it is clear that S is
a fixed point of the predicate transformer 7. By definition, the
least fixpoint of 7 is given by

Ur'(L)

7
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Since S 1s a fixpoint for 7, we have that
S2 Ur)
Next we prove that

S, C U Ti(J_)

which proves that 57 is equal to the least fixpoint of the predicate
transformer 7. By definition, if s € Sy, then there exists a path
7 and a k > 0 such that 7* |= g and 7/ = f (for j < k). We will
prove by induction on k that s € 7%(L). The basis case is trivial.
If £ =0, then s = g and therefore s € 7(L), which is equal to

[Tr(g)]ar V(LT (D)ar 0 @) Lar) = [T7(9)] -

For the inductive step, assume that the above claim holds for
every s and every £ < m. Let s be the start of a path 7 =
S0, 81, - -+ such that s,,11 |E ¢ and for every ¢« < m+1, s; | f. By
induction hypothesis s; € 77(L). Notice that so = s € [17(f)],,
and s € {(a)7™(L). Therefore, by definition s € 7™*!(_L). Hence,
if s € Sy, then s € J; 7%(L).

Using Theorem 2.6.1 we have the following result:

Theorem 2.6.2 Given a Kripke Structure M = (5,7, L), an initial
state sp € 5, and a CTL formula f, one can decide in O(|S]|f|) itera-
tions whether M, sq = f. Where |f| denotes the number of symbols in
the formula f.

Proof: Consider the following formula:
WYARZAqV (p A (@)Z)) A (@)Y

Notice that the formula given above is Tr(EG(E(pUg))). Since the in-
ner least fixpoint does not use the propositional variable Y ( associated
with the outer greatest fixpoint), we can compute it first and reuse that
value in the outer fixpoint computation. Therefore, if we compute the
inner fixpoint first, we can evaluate the formula given above in O(2|S5])
iterations. Notice that given a CTL formula f, Tr(f) has the property
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that the inner fixpoints never use the variables associated with the outer
fixpoint. By evaluating the fixpoints in the nesting order (evaluating
the inner fixpoints first), we do not have to recompute the fixpoints.
Therefore, the total complexity is the sum of the complexities for eval-
uating each fixpoint independently. This is bounded by O(|S]|f|).! O

Given fairness constraints H = {hy,--+,h,}, we extend the translation
algorithm T'r in the following way:

o Tr(EGy f) = vV.(Tr(f)Ma) Ny pX. [(Tr(f) A {a)X)V (Tr(hi) AY)))

We introduce the following formula which is satisfied at a state s iff
there is a fair path 7 starting from s.

o fair = EGpg True
o I'r(EXy f) = (a)(Tr(f) A Tr(fair)).
o Tr(E(f Uy )) = p¥-(T'r(g) A Trlfain) v (Tr(f) A {a)Y)).

We will give an informal proof of correctness for the EGpy case.
Consider the following formula:

VYA(P A )X [(P A (@) X) V (h AY)])

This corresponds to the formula Tr(EGy f), where H = {h} and P =
Tr(f). First, note that the condition “h holds infinitely often along
a path” is equivalent to saying that from any point along that path
in a finite number of steps we will reach a state where i holds. To
understand the formula given above, notice that pX.((P A {(a)X)V (hA
Y')) means that “P holds until A AY, and h A'Y is reachable in a finite
number of steps”. Since the outer fixed point vY.(P A ---) indicates
that this property holds globally along the path, the formula exactly
corresponds to the desired property.

!By definition of alternation depth given in [2], the formula Tr(f) always has
alternation depth one. Hence, the linear complexity of C'T'L model checking follows
directly from the algorithm in [2].
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2.7 Preorders and Equivalences.

2.7.1 Simulation and bisimulation.

In this section we will use essentially the same definition of a transi-
tion system that was introduced in Section 2.1, except for two special
program letters 7 and e. The letter 7 represents the idle action; its
interpretation is always fixed: T'(7) = {(s,s) | s € S}. The program
letter ¢ denotes the invisible action from CCS [58] and will be used in
the definition of the weak simulation and bisimulation relations.

Definition 2.7.1 A relation € C S x S is called a simulation relation,
if for every (s,s’) € £ the following condition holds:

Va € Act.¥g e S.if s % g then 3¢ € S.s' % ¢ and (q,q') € €.

Definition 2.7.2 A relation £ C S x S is called a bisimulation if €
and 7! are both simulation relations. In other words, £ satisfies the
following conditions: (s,s’) € £ iff

(i) Vae ActVNge S.if s % g then 3¢’ € S.s' = ¢ and (¢, ¢) € &;
(i1) Va € Act.Vq € S.if s’ = ¢/ then g € S.s = q and (q,¢') € €.

We define the simulation preorder as follows:

s = &' iff there exists a simulation relation & such that (s,s’) € £.
We define bisimulation equivalence in a similar manner:

s ~ s' iff there exists a bisimulation relation £ such that (s,s’) € &.
It is straightforward to check that < is a preorder. In fact, it is the
maximal simulation relation under inclusion. It is also possible to show

that bisimulation equivalence ~ is an equivalence relation. Moreover,
it is the maximal bisimulation relation under inclusion.
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2.7.2 Encoding simulation and bisimulation

In order to check if the initial states of two transition systems are
bisimilar using the propositional p-calculus, we first need to construct
a new transition system. Given two transition systems M = (5,7, L)

over Act and M' = (S,T", L") over Act, we define the product M =
M x M’ over Act as follows: M = (5,7, L), where

o Act = Act x Act = {ab | a € Act and b € Act},

e S=5x5,
o (s,8) L4 (¢,q) iff s % g and &’ LN q.
e [ may be arbitrary in this case.

We assume that M and M’ have the same state and action sets. This
is a technical issue because we can always define the transition systems
on larger state and action sets.

Theorem 2.7.1 Let s and s’ be the states of the two transition systems
M and M’. Then s < s iff the following formula holds in the state
(s,s") of the transition system M:

I/X.( N [a7] <Ta>X)

a€Act

Proof: Consider the definition of a simulation relation:
(s,8") € Eiff Va € Act.NVge S.if s % g then 3¢’ € S.s' % ¢ and (¢, ¢) € €.

This is the same as the equation

E= N lar]{ra)€

a€Act

in the transition system M (see the semantics of modalities in Section
2.1, and definition of M) Therefore, £ is a simulation relation iff it
is a fixpoint of the above equation. We show that =< is the greatest
fixpoint. Let ) denote the set v.X. (/\aeAct [aT] <Ta>X).
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C: s = ¢ implies that (s, s’) € € for some simulation relation €. Since
£ is a fixpoint of the equation, we have £ C Y by definition of
the greatest fixpoint, therefore (s,s) € V.

O: Let (s,s') € Y. Since Y satisfies the fixpoint equation, it is a
simulation relation, hence s < ¢’

a

Theorem 2.7.2 Two states s and s" are bisimilar (s ~ ') iff the fol-
lowing formula holds in the state (s,s’) of the model M:

I/X.( N lat]{Ta)X A [rd] <aT>X)

a€Act

The proof of this theorem is almost identical to the proof of the previous
theorem.

Obviously, the alternation depth of the formulas is one, therefore the
complexity is O(|S] iterations, where the size of S is [S]2. The time com-
plexity is O(|S||Aet||M|) which is equal to O(|S[?|Act[?|M||M']). An al-
gorithm for bisimulation equivalence with time complexity O(| Act|(|T |+
|T')log(|S])) is given in [59]. However, it is not clear if this algorithm
can be modified to compute the simulation preorder or if it can be

adapted to use OBDDs.

2.7.3 Weak simulation and bisimulation.

Weak simulation preorder and weak bisimulation equivalence require
a more elaborate encoding. The definition of weak (bi)simulation is
similar to (bi)simulation. The difference is that each of the transition
systems is allowed to perform an unbounded but finite number of in-
visible actions ¢. Formally, we first define a relation = by

q . e* a e*
s = qiff 3sy,89.5 = 51 = 593 = q,

and s 5 g means that ¢ is reachable from s by 0 or more executions of
E.
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Definition 2.7.3 A relation &€ C S x S is called a weak simulation
with invisible action e, when (s,s') € £ iff

Va € Act.Nge S.if s = g then 3¢’ € S.s' = ¢ and (¢,¢') € €.

Definition 2.7.4 A relation £ C S x S is called a weak bisimulation
with invisible action e, if (s,s') € £ iff

(i) Vae ActVNge S.if s = g then 3¢’ € S.s' = ¢ and (¢, ¢) € &;
(i1) Va € Act.Vq € S.if s = ¢ then g € S.s = q and (q,¢') € €.

As before, we introduce a preorder called weak simulation preorder:

s = " iff there exists a weak simulation relation £ such that (s,s’) € £,
and an equivalence called weak bisimulation equivalence:

s & ' iff there exists a weak bisimulation relation & such that (s,s’) € £.

To encode the weak (bi)simulation in the propositional p-calculus
we again make use of the transition system M. Define the abbrevia-

(e%a;em)0 =g nX.((a)(pY.0 V (€)Y) V () X)

e a;e7] @ =4 ~(e™5 a;27) ¢
To understand the formulas better, notice that informally thay can be
viewed as translations of EF((a) EF ¢) and AG([a¢] AG ¢), where CTL
operators refer to e-paths. Now, it is straightforward to show that the
following theorems hold:

tions:

Theorem 2.7.3 Let s and s’ be states of the two transition systems.
Then s =% ' iff the following formula holds in the state (s, s’) of the
transition system M:

vX.( N\ [er)sams ey d(re)sras (7)) X)

a€Act

Theorem 2.7.4 Two states s and s’ are weakly bisimilar (s ~ s') iff
the following formula holds in the state (s, s’) of the model M:

vX.( N [(e7)ar(er) ] ((re) s mas (1e)) X A
a€Act [(re)*;Ta; (te)*] ((eT)*; aT; (57’)*>X)
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Although there are five levels of nesting in these formulas, the alterna-
tion depth is only two. Therefore, we can compute it by the algorithm
given in [28] using O((|S||Act])?) iterations or O(|Act|*|M||(S)|?) time.
Recall that each iteration can take upto O(|Act||M]) time. However,
there is another algorithm by H. Andersen [3] that can compute the
fixpoints in O(|Act|?|S|?|M]|) time, which is generally better, since the
number of states in a model is usually less than the number of tran-
sitions. The algorithm in [59] can also be adapted to compute weak
bisimulation equivalence by precomputing the transitive closure of the
¢ relation. However, the expense of this step dominates the cost of the
entire computation. Again, it is not clear that OBDDs can be used in
the last two algorithms.
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Chapter 3

Symmetry I

Finite state concurrent systems frequently exhibit considerable symme-
try. It is possible to find symmetry in memories, caches, register files,
bus protocols, network protocols — anything that has a lot of replicated
structure. Generally, verification techniques do not take advantage of
this fact. In this chapter we explain how to exploit symmetry to reduce
the size of the state space that must be explored by temporal logic
model checking algorithms.

A symmetry group G of a Kripke Structure M = (S, R, L) induces
an equivalence relation on the state space S. The quotient model Mg
is obtained by picking one state out of each equivalence class. If the
property being verified is also invariant under the group G, then f can
be checked on the smaller quotient model M.

This chapter is organized as follows: Section 3.1 introduces some
preliminary definitions and introduces the idea of symmetry group of
a Kripke Structure. Section 3.3 presents a model-checking algorithm
which exploits the inherent symmetries of the system. In Section 3.4 we
explore the complexity of determining whether two states are equivalent
under the action of a group. The complexity of this problem is also
discussed in great detail in Chapter 4. Lower bounds on BDD for an
equivalence relation induced by certain symmetry groups are provided
in Section 3.5. Section 3.6 provides a method which works well in
conjunction with BDDs. Empirical results are provided in Section 3.7.
Comparison of coarsest bisimulation reduction and symmetry based
reductions techniques are provided in Section 3.8. Section 3.9 discusses

47
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some related work.

3.1 Symmetry Groups

This section introduces the notion of symmetry of a Kripke Structure.
We also introduce some preliminary group theoretic concepts which will
be used throughout the chapter.

3.1.1 Basic Group Theory

A group GG is a set S endowed with an associative binary operation ”-”

with the following properties:

1. There exists an identity element 1 € S such that for all s € S5,
s-1=1 =s.

2. Bach element s € S has an unique inverse s~! such that s-s7! =
-1
sThes=1.

The number of elements in S is called the order of the group. The sym-
bol [n] denotes the set {1,2,---,n}. S, is the group of all permutations
of the set [n]. A cycle of length k (denoted by (ig,---,ik-1)) is a per-
mutation o such that o(i;) = 141 (mod x).- A rotation group (or cyclic
group C,,) acting on the set [n] is a permutation group generated by
the cycle (1,2,---,n). Sym(X) denotes the group of all permutations
on the set X. A group G is said to act on the set S if there exists a
map (g, x) — ga from G x S into S satisfying

l. I(x) =z forall x € 5.

2. (1g2)(x) = g1(g2(2)).

Let AP be a set of atomic propositions. A Kripke structure over

AP is a triple M = (S, R, L), where
e S is a finite set of states,

e RC S xS isa transition relation, which must be total (i.e., for
every state s; there exists a state sy such that (s1,s2) € R).
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o L:S — 24 is a labeling function that associates with each state
a set of atomic propositions that are true in the state.

Let GG be a permutation group, i.e., a set of bijective mappings acting
on the state space 5 of the Kripke structure M. A permutation o € ¢
is said to be a symmetry of M if and only if it preserves the transition
relation R. More formally, o should satisfy the following condition:

(Vs1 € 5)(Vs2 € 9)((s1,82) € R = (081,082) € R)

G is a symmetry group for the Kripke structure M if and only if every
permutation o € (G is a symmetry of M. Notice that the definition of a
symmetry group does not refer to the labeling function L. Furthermore,
since every ¢ € (G has an inverse, which is also a symmetry, it can be
easily proved that a permutation ¢ € G is a symmetry for a Kripke
structure if and only if o satisfies the following condition:

(Vs1 € 9)(Vs2 € 9)((s1,82) € R & (081,082) € R)

Example 3.1.1 The transposition o = (S, 5;) exchanges the states
Sy and Sy in the Kripke Structure shown in figure 3.1. The states S
and S3 are not affected by the permutation o, so the successors of all
the states remain the same when o is applied. Hence, o is a symmetry
of the Kripke Structure.

Let (g1,...,gk) be the smallest permutation group containing all the
permutations ¢g1,...,gx. If G = (g1,...,9k), then we say that the
group & is generated by the set {gi,...,gr}. It is easy to see that if
every generator of the group ¢ is a symmetry of M, then the group GG
is a symmetry group for M.

3.2 Quotient Models

Let (G be a group acting on the set S and let s be an element of S. The
orbit of s is the set 6(s) = {t|(Jo € ()(os =t)}; From each orbit 8(s)
we pick a representative, which we call rep(6(s)) with the restriction

that rep(0(s)) € 0(s).
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° A 2
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2 3

Figure 3.1: A Kripke Structure

Definition 3.2.1 Let M = (S5, R, L) be a Kripke Structure and let
be a symmetry group acting on M. We define the quotient structure
Mg = (S, Ra, L) in the following manner:

o The state set is Si = {0(s)|s € S}, the set of orbits of the states
in S
e The transition relation R is given by
R ={(0(s1),0(s2))|(s1,52) € R}; (3.1)
e The labeling function Le is given by La(8(s)) = L{rep(6(s))).

Next, we define what it means for a symmetry group G of a Kripke
Structure M to be an invariance group for an atomic proposition p.
Intuitively, G is an invariance group for an atomic proposition p if and
only if the set of states labeled by p is closed under the application of
all the permutations of G. More formally, a symmetry group G of a
Kripke Structure M = (S5, R, L) is an invariance group for an atomic
proposition p if and only if the following condition holds:

(Vo e G)(Vs € S)(p € L(s) & p € L(os))



3.2. QUOTIENT MODELS 51

Lemma 3.2.1 If G is an invariance group for an atomic proposition p
and p € L(s), then p € Lg(0(s)) in the quotient Kripke structure M.

Proof: Let s; = rep(6(s)). By the definition of orbit s; = s for some
o€ G. If pe L(s), then p € L(os) because (7 is an invariance group
for p. Therefore p € L(s1), and since Lg(0(s)) = L(sy) we have that
p € La(6(s)). O

Definition 3.2.2 Given a Kripke structure M = (S, R, L) and a sym-
metry group G, let Mg = (Sq, Ra, Le) be the quotient Kripke struc-
ture. Two paths 7 = sg,81,...1in M and 7g = 0(to),0(t1),... corre-
spond if and only if Vi(s; € 0(1,)).

Lemma 3.2.2 For every path starting from sg in M there exists a cor-
responding path starting from 6(so) in Mg, and for every path starting
from 6(so) in Mg there exists a corresponding path starting from sq in

M.

Proof:

(=) Let @1 = sp,81,... be a path in M. The corresponding path
in Mg is the path produced by taking the orbits of the states, or
e = 0(s0),0(s1),.... Notice that m¢ is a valid path in the quotient
structure Mg because (s;,8;41) € R implies that (6(s;),0(si+1)) € Rg.

(<) Let 7 = 6(s0),0(51),... be a path in Mg. We show how to con-
struct a path m = to,1,... in M such that ¢, = s¢ and ¢; € 0(s;). We
construct the path in an inductive manner. Initially, we let to = sq,
and we maintain the invariant that ¢; € 6(s;). Since (6(s0),0(s1)) € Ra
there exists u € 6(sg) and v € 6(sy) such that (u,v) € R. Since
u € O(so) there exists a o € (¢ such that sy = ou. By the definition
of the symmetry group (ou,ov) € R, or (sg,ov) € R. Let t; = owv.
Notice that since v € 0(s;1), we have that ¢; € 6(s;). Assume that we
have constructed a path m up to ¢ such that ¢, € 0(sg). Using an
argument similar to one given above we can find tz41 € 0(sg41) such
that (t,1541) € R. O

Intuitively, the theorem given below states that for a temporal formula
f with invariant propositions it is safe to check the formula f on quo-
tient model.
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Theorem 3.2.1 Let M = (5, R, L) be a Kripke Structure, G be a
symmetry group of M, and h be a C'T'L* formula. If (G is an invariance
group for all the atomic propositions p occurring in h, then

M,sEh< Mg, 0(s) Eh (3.2)
where M is the quotient structure corresponding to M.

This theorem is a direct consequence of the following lemma.

Lemma 3.2.3 Let & be a either a state formula or a path formula such
that ¢ is an invariance group for all atomic propositions p occurring
in h. Let m = s,51,... be a path in M and 7g = 0(s),0(t1),... be a
corresponding path in M. Then

o M,s Eh& Mg,0(s) = hif his a state formula, and

o M.m Eh& Mg, 7 E hif his a path formula.
Proof: This proof is similar to the proof of Lemma 3.2 given in [9],
and proceeds by structural induction.

Basis: h € AP. Because (G is an invariance group for h, it is easy
to see by Lemma 3.2.1 and the definition of an invariance group that
M,sEh< Mg,0(s) Eh.
Induction: There are several cases.
e /1 = —hy, a state formula.
By the inductive hypothesis we have that M, s = hy & Mg, 0(s) =

hi. Therefore M,s = h < Mg, 0(s) |E h. The same reasoning
holds if & is a path formula.

o /1 = hyV hg, a state formula

M,sEh & M,sEhjorM s h;
& Mg, 0(s) = hyor Mg, 0(s) = hy
& Mg, 0(s) = h

The second step uses the inductive hypothesis. We can also use
this argument if & is a path formula.
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e h = E(hy), a state formula
Suppose M, s = h. There is a path 7 starting with s such that
M, 7 = hy. By Lemma 3.2.2 there is a corresponding path 7g in
Mg starting with 0(s). By the inductive hypothesis M, 7 = hy <
Mg, ng |E hi. Therefore, M, s = E(hy) = Mg, 0(s) E E(h1). A

similar argument holds in the other direction.

e /1 = hy, where h is a path formula and h; is a state formula.
Although the lengths of h and h; are the same, we can imagine
that A = path(hy), where path is an operator which converts a
state formula into a path formula. Now we can apply the induc-
tive step.

e /i = Xhy, a path formula.
By the definition of the next time operator M, ! |= hy. Since 7
and g correspond, so do 7! and 7. Therefore, by the inductive
hypothesis, Mg, 7l | hy, so Mg, 7 = h. A similar argument
proves the implication in the other direction.

o i = hiUhsy, a path formula.
Suppose that M, 7 | hiUh,y. By the definition of the until op-
erator, there is a k such that M, 7% |= hy and for all 0 < j < k,
M, 7w = hy. Since 7 and mg correspond, so do 7/ and Wé for
any j. Therefore, by inductive hypothesis Mg, 7t | hy and
Mg, 7k |E hy for all 0 < j < k. Therefore, we have Mg, g | h.
We can use the same argument in the other direction. O.

3.3 Model Checking with Symmetry

In this section we describe how to perform model checking in the pres-
ence of symmetry. We discuss how to find the set of states in a Kripke
structure that are reachable from a given set of initial states using an
explicit state representation. In the explicit state case, a breadth-first
or depth-first search starting from the set of initial states is performed.
Typically, two lists, a list of reached states and a list of unexplored
states are maintained. At the beginning of the algorithm, the initial
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states are put on both the lists. In the exploration step, a state is re-
moved from the list of unexplored states and all its successors are pro-
cessed. An algorithm for exploring the state space of a Kripke structure
in the presence of symmetry is discussed in [42]. The authors introduce
a function £(¢), which maps a state ¢ to the unique state represent-
ing the orbit of that state. While exploring the state space, only the
unique representatives from the orbits are put on the list of reached and
unexplored states. Figure 3.2 gives the pseudo-code for exploring the
state space under the presence of symmetry. This simple reachability
algorithm can be extended to a full C'T'L model checking algorithm by
using the technique described in [17].

Reached = ;
Unexplored = 0;
For each initial state s Do
Append &(s) to Reached,
Append &(s) to Unexplored;
Endforloop
While Unexplored # () Do
Remove a state s from Unexplored;
For each succesor state ¢ of s
If £(q) is not in Reached
Append &(q) to Reached,
Append &(q) to Unexplored;
EndIf
Endforloop
EndWhile

Figure 3.2: Algorithm for exploring state space in presence of symmetry

We can now focus on how to perform symbolic model checking in
the presence of symmetries. The straightforward method of computing
the quotient model uses the OBDD for the orbit relation ©(x,y) =
(x € O(y)). Given a Kripke structure M = (S5, R, L) and a symmetry
group GG on M with r generators ¢y, go, - - -, g, the orbit relation © can
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be defined as the least fixpoint of the equation given below:

Y(z,y) = (e =y)V(I)(Y(2,2)AN(z=qryVz =gy -V z = gry)))
3.3

The following lemma shows that this definition is correct.

Lemma 3.3.1 The least fixpoint of Equation 3.3 is the orbit relation
O induced by the group G generated by g1, 92, -, g,

Proof: First, we prove that O is a fixpoint of the equation given below:

Y(z,y) = (x=yV(F)Y(2,2)AN(z=qryVz =gy - Vz=g1y))

It is obvious by the transitivity and reflexivity of the orbit relation ©
that

O(z,y) 2 (a=yV(FI)O(x,2)AN(z=qyVz=gy---Vz=qy))).

Suppose O(x,y) is true, then by the definition of the orbit relation
there exists o € (G such that * = oy. Without loss of generality assume
that « # y. This means there exists a generator gy, k < r such that
T = o1gry. Setting z = gry, we see that O(x,z) and z = gy. Since
and y are arbitrary boolean vectors we get the following inclusion:

O(z,y) C (a=yV (IO, 2)AN(z=qyVz=qy---Vz=gy)))

Hence O is a fixpoint of Equation 3.3.

Next, we prove that if T"is any fixpoint of equation 3.3, then @ C T'
by showing that ©(x,y) = T'(x,y). The definition of the orbit relation
O(x,y) implies that there exists a ¢ = ¢, - - 95,95, , 1 < 1; < r such
that = = oy. Since T' is a fixed point of Equation 3.3, it can be proved
by induction that for all 1 <1 < m, T(g;, ...q,y,y) holds. Using this
result for [ = m, we see that T'(x,y) holds. Since O(x,y) = T(x,y),
we obtain that ©@ C T'. Hence, O is the least fixpoint. O

If a suitable state encoding is available, this fixpoint equation can be
computed using OBDDs [13]. Once we have the orbit relation ©, we
need to compute a function ¢ : S — 5, which maps each state s to
the unique representative in its orbit. If we view states as vectors of
values associated with the state variables, it is possible to choose the
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lexicographically smallest state to be the unique representative of the
orbit. Since © is an equivalence relation, these unique representatives
can be computed using OBDDs by the method of Lin [49].

Definition 3.3.1 Let B = {0,1} and R C B” x B" be a total relation.
A function F : B" — B" is compatible with R if it has the following
properties:

e For all x € B”, we have (x, F(x)) € R;

e For every u and v in B", if the possible mappings of v and v
are the same (i.e., (Yy € B")((u,y) € R < (v,y) € R)) then
F(u) = F(v).

Lin [49] also defines a compatible projection operator which is a com-
patible function that maps « € B” to the least y € B" (with respect to
some norm N) such that (x,y) € R. Formally, the compatible projec-
tion is defined as follows:

Definition 3.3.2 Let R C B” x B™ be a binary relation. The pro-
jection of R, denoted by projection(R), is the function F defined as
follows:

F = {(&,9)|(x,y) € R A (V2)((z,2) € R = N(z) > N(y))}

where the norm N(z) is defined as follows:

N(z) = Zxﬂ”_i
i=0

That is, N(«) is the number whose binary representation is the vector
x.

It can be shown that projection(R) is a compatible function of R. This
function can be computed efficiently in a single bottom-up traversal of
the OBDD representation of the relation R. Given the orbit relation
O, the function projection(®) maps each state to the unique represen-
tative of its orbit. Notice that projection(©) is exactly the function ¢
introduced before.
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Assuming that we have the OBDD representation of the mapping
function &, the transition relation Rg of the quotient structure can be
expressed as follows:

Ra(x,y) = (&(2) = 2) A Q) (R(z, y1) A&lyr) = y)

The formula £(x) = x expresses the fact that x is the unique repre-
sentative of its orbit. To construct the function £(¢) it is important
to compute the orbit relation efficiently. In the next section we will
discuss the computational complexity of finding the orbit relation.

3.4 Complexity of orbit calculations

The behavior of a sequential circuit or protocol is frequently determined
by the values of a set of boolean state variables xq,x,,...,2,. For
example, the behavior of a bus arbitration protocol may be determined
by the boolean state variables that encode the command on the bus and
the identity of the master. When we extract a Kripke structure from a
circuit or protocol, we treat these state variables as atomic propositions.
The set of atomic propositions is AP = {ay,---,2,}. The resulting
Kripke model M = (5, R, L) will have the following components:

o S C B" where each state can be thought of as a truth assignment
to the n state variables;

o RC S xS, where R is determined by the behavior of the circuit
or protocol;

o L: S — 247 where L is defined so that z; € L(s) if and only if
the +-th component of s is 1.

It is often the case that the symmetry group is also given in terms
of the state variables. For example, in a two bit adder with inputs
x1, 2 and s, x4, the permutation (13)(24) is a symmetry because we
can exchange the inputs without affecting the result. If we have a per-
mutation o, which acts on the set {1,2,...,n}, then o acts on vectors
in B™ in the following manner:

0'(1’1,1’2,“‘,1'71) = (xcr(l)axcr(Q)a"'axcr(n))-
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Given two vectors x and y in B” and a permutation o, it is easy to
see that © # y implies oz # oy. Therefore, a group G acting on the
set {1,2,--+,n} induces a permutation group | acting on the set B"™.
In other words, a symmetry on the structure of a circuit induces a
symmetry on the state space of the circuit.

Definition 3.4.1 Let GG be a group acting on the set {1,2,--- n}.
Assume that G is represented in terms of a finite set of generators.
Given two vectors © € B" and y € B", the orbit problem asks whether
there exists a permutation o € G such that y = ox.

Let G induce the permutation group GGy acting on B™. The orbit prob-
lem asks if  and y are in the same orbit under the action of the group

G1. As we show below, the Orbit Problem is as hard as the Graph
Isomorphism problem.

Definition 3.4.2 Given two graphs G = (V4, E1) and Gy = (Va, F»)
such that |Vi| = |Va|, the Graph Isomorphism problem asks whether

there exists a bijection f : Vi — V5 such that the following condition
holds

(1)) e v & (f(1), f(5)) € Es

Theorem 3.4.1 The orbit problem is as hard as the Graph Isomor-
phism problem.

Proof:

Given two graphs Gy = (Vi, Eq) and Gy = (Vo, Ey) we construct a
group (G and two 0-1 vectors x and y such that = and y are in the
same orbit under the action of the group G if and only if Gy and G
are isomorphic. We assume that |Vi| = |V2] = n and are labeled by
integers. Let A = {a;;} and B = {b;;} be the adjacency matrices of the
graph GGy and G5 respectively. Let o € B™ be defined as follows:

xn(i—l)—l—j - a”,lﬁlﬁn,lﬁjgn

The vector € B"™ is a list of the elements of the matrix A in row
order. The vector y € B" is defined in a similar fashion using the
adjacency matrix B. Let (i) be a transposition acting on the set
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{1,2,---,n}. Intuitively, this transposition exchanges the vertices i
and j in the graph G4. This transposition corresponds to exchanging
the rows 7 and 7, and columns 7 and j, in the adjacency matrix and has
exactly the same effect as applying the permutation o given below to
the vector .

Orow = (=1 +1Ln(G—1)+1)...(n(e—=1)+n,n(j—1)+n)
Ot = (4,7)...((n—=1n+i,(n—1)n+j)

0 = Orow0Ocol

Each permutation acting on the set of size n corresponds to a bijection
f Vi — Vo, We assume that the vertices are labeled by integers. If
the bijection corresponding to the permutation (ij) is an isomorphism
between ¢y and Gy, then exchanging rows ¢ and j and columns 7 and
7 in the adjacency matrix A yields the matrix B. Thus y = oz, be-
cause = and y are just encodings of the adjacency matrices A and B,
respectively. Similarly, if y = ox, then the bijection corresponding
to the permutation (ij) is an isomorphism between the graph G and
(i3. Therefore, y = oz if and only if the bijection corresponding to
the permutation (i7) is an isomorphism between Gy and (5. Every
bijection f : Vi — V5 corresponds to some permutation in the full sym-
metric group S,. Since the group S, acting on the set {1,2,---,n} is
generated by the transpositions (12),(13), ... (1n) we have the result.
We just have to code all these transpositions in the context of the 0-1
vectors x and y. O.

Example 3.4.1 Consider the two graphs Gy and G5 given in the fig-
ure 3.3. The vectors = and y given below encode the adjacency matrices
of the graphs Gy and G5 respectively:

r = (011100100)
y = (010101010)

The permutations are defined as follows:

Orow — (174)(275)(376)
Ocol = (172)(475)(778)

g

Orow0 col
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Notice that y = ox and the bijection corresponding to the permutation
(1,2) is an isomorphism between (i and (5. The permutation o,
corresponds to exchanging rows 1 and 2.

G1 G2
Figure 3.3: Two isomorphic graphs

A modified version of the orbit problem called the bounded orbit
problem is defined as follows:

Definition 3.4.3 Given a group G generated by r permutations ¢, ,¢,
.-+, gr acting on the set {1,2,--- n}, two vectors z,y € B", and an
integer k, does there exist a permutation o obtained by at most &
applications of the generators such that x = oy? That is, does o have
the following form ¢ = ¢;,9:, - .. ¢i,,, where m < k7.

Intuitively, in the bounded orbit problem we limit the number of times
we can apply the generators. Although the graph isomorphism problem
is not known to be NP-hard, the bounded orbit problem can be shown
to be N P-complete. The reduction is from EXACT COVER BY 3-
SETS [33].

Definition 3.4.4 The EXACT COVER BY 3-SETS (X3C) is defined
as follows:

INSTANCE: Set X with |X| = 3¢ and a collection C' of 3-element
subsets of X.

QUESTION: Does C' contain an exact cover for X7 That is, is there
a subcollection €' C ' such that every element of X occurs in exactly
one member of C'?7

Theorem 3.4.2 The bounded orbit problem is N P-complete.
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Proof: The reduction is from the X3C problem. Consider an instance
of X3C, where we are given a specific set X with |X| = 3¢ and a
collection C' of 3-element subsets of X. We construct a group G acting
on the set {1,2,--- 6¢}. Let n = 3¢q. With an element z; € X we
associate the permutation (¢,n + 1), 1 <7 < n. With each 3-element
set in the collection C' we associate a permutation which is the product
of the permutation corresponding to its elements. For example, if we
have the set {x;,2;, 23} € C, then the permutation associated with
it is (e,n +1)(J,n + J)(k,n + k). Let C, be the set of permutations
corresponding to the collection C'. The group G is the group generated
by the set of permutations ;. Consider two 0-1 vectors z and y of
length 6g defined as follows: x has 1s in first 3¢ positions and 0s in
last 3¢ positions, and y has 0s in first 3¢ positions and 1s in last 3¢
positions. We will show that there exists a permutation o, which is the
product of ¢ generators from the set 'y, such that y = oz if and only
if the instance of X3C' has a cover (" for the set X.

Because we are dealing with 3-element subsets and X has 3¢ ele-
ments, we must use exactly g 3-element sets to cover X. Suppose there
is a collection C” of ¢ sets that covers X, and consider the permutation
o that is the product of all the permutations corresponding to the sets
in the cover . Since C’ is a cover for X, the transposition (i,n + 7)
for each element x; occurs in the permutation o. Hence, it is obvious
that y = ox.

Suppose, on the other hand, there exists a permutation o, which is
the product of at most ¢ generators from the set €, such that y = oz.
Let us assume that o = ¢y ... ¢, wherer < gand g; € €, for 1 < <.
Since x; = 1 and y,4; = 1(for 1 < ¢ < 3¢), the permutation ¢ has to
include each transposition of the form (¢,n + ¢) for 1 < < 3¢. Since
we need at least 3¢ transpositions of the form (¢, n+1) to transform the
vector z to y, we will have to use exactly ¢ generators. Moreover, the ¢
generators must be disjoint. It follows that the collection formed by the
3-element sets corresponding to the ¢ generators of o is a cover for X.
So the instance of the bounded orbit problem with the set of generators
Cy, 0-1 vectors x and y, and the integer bound ¢ has a solution if and
only if the instance of X3C has solution.

The bounded orbit problem is obviously in NP because we can
guess the string of k (the given integer) generators that generates the
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permutation o such that y = oz, where  and y are the specified 0-1
vectors 0.

Example 3.4.2 Consider the following instance of X3C with ¢ = 2.
The various sets in this instance of X3C' are defined as follows:

X = {$1,$2,$3,$4,$5,$6}

¢ = {{51?1751?3751?5}7{51?2751?471?6}7{1?171?271?6}}

Now we define the instance of the bounded orbit problem. With each
element x;,1 < ¢ < 6 we associate the permutation (z,6 4 ). With the
collection ' we associate the following set C; of permutations:

C, = {(1,641)(3,6+3)(5,6+5), (2.6 +2)(4,6 +4)(6,6 + 6),
(1,6 4 1)(2,6 + 2)(6,6 + 6)}

For example, the permutation (1,6 + 1)(3,6 + 3)(5,6 + 5) corresponds
to the set {1, 23, 25}. Consider the following vectors  and y in B?%:

r = (111111000000)
y = (000000111111)

Notice that {{z1, x5, x5}, {22, 24,26} } is a cover for z, and the permu-
tation o which is the product of the permutations corresponding to
these sets satisfies the equation: y = ox.

At first glance, the bounded orbit problem might seem much weaker
than the general orbit problem. However, given a permutation group
GG with an arbitrary set of generators, we can always find a set of
generators such that every permutation ¢ € (' is the product of at
most n of the new generators, where n is the size of the set on which
G acts. This result follows immediately using an algorithm described
in [32]. Given a group G acting on a set of size n and generated by
g1, gk, we can construct a table T with n rows (labeled 0 to n — 1)
and n columns (labeled 1 to n), of permutations with the following
property: o € (i if and only if o can be expressed as agay - - - a,, were
a; is a member of the i-th row. Using the permutations in the table 7',
the general orbit problem on G can be converted into an instance of
the bounded orbit problem (with the bound n).
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3.5 Complexity of the OBDD for the orbit relation

The use of OBDD has proved quite successful in model checking [14, 55].
In [20] it was proved that the OBDD for the orbit relation is exponential
for transitive groups. A method using multiple representatives which
avoids building the orbit OBDD was also provided in [20]. In this
section, we expand the theorem given in [20] to the class of separable
groups. Because of lemma 3.5.1 the result given in [20] is a special case
of the theorem given here.

Definition 3.5.1 Let (¢ be a group acting on a set S. Two subsets ('
and D of S are said to be separable iff there exists a permutation o € G
such that o(C) and D are disjoint. The group is said to be k-separated
if and only if any sets C' and D such that |C| = k and |D| < k are

separable.

Definition 3.5.2 A group of ¢ permutations acting on a set S5 is called
transitive, if and only if for all 7,7 € S there exists ¢ € G such that

9(i) =7
We have the following lemma.

Lemma 3.5.1 A transitive group G < S, is y/n-separable. The full
symmetric group S, is J-separable.

Proof: The result for transitive groups is given in [6]. Given two
subsets C' and D of [n] such that |C'| = % and [D| < %, one can always
find a permutation o € S5, such that o(C') = [n] — D. The result follows
from definition of separability.O0

A special case of the above situation is the following: the set S = B™™
(i.e., a system composed of n components each with m state variables)
and the group G acting on S is induced by a group G’ of permutations
acting on the [n] in the following way:

GUTL L Ty Tnts ey Trm) ) = (T gt (1)1 -+ > Tgi(U) s - - - > Tygl(n) 15 - - -

with ¢ € G and ¢’ € G'. Intuitively, the group G’ tells us how to per-
mute blocks where each block has m variables. Ring structures, where

5 xg’(n),m>



64 CHAPTER 3. SYMMETRY I

the components are ordered in a ring and can be rotated any number
of steps, occur frequently in practice. The token ring protocol used
in the solution to the distributed mutual exclusion problem uses this
topology. In the terminology given above the symmetry group for the
ring structure is induced by the rotation group. In star or bus topolo-
gies components are unordered and can be exchanged arbitrarily. Such
situations occur, for example, in systems where components commu-
nicate via a common bus (e.g. multiprocessor systems), or in systems
with broadcast and star-like communication structures. The symmetry
group of these systems is induced by the full symmetric group, i.e.,

G'=95,.

Definition 3.5.3 The orbit relation © of (i is the set of pairs {(s, ) |t €
0(s)}. The orbit relation induced by G is the orbit relation of group
G. It S = B™ the orbit relation can be represented by a characteristic
boolean function O : B™ x B" — B.

Theorem 3.5.1 Let S = B". For a d-separated group (G acting on
the set {1,2,---,n} we can obtain the following lower bound for the
OBDD representing the induced orbit relation ©:

0] > 28 with K = min(d, 2™ — 1)

Proof: We use unprimed variables z; ; for representing the first argu-
ment of the orbit relation and primed variables | ; for the second. For
the proof we only consider the first variable of each component. First
we determine a partition (L, R) of the variables — we go through all
the variables in the given variable ordering, until we have K" unprimed
variables z;; or K primed variables z{, in L and put the rest of the
variables in R. Notice that all variables in L precede all the variables
in R in the variable ordering. Without loss of generality, we assume
that L contains K unprimed variables with indices [ = {i1,...,1x} and
less than K primed variables 2 ; with indices 7 € J.

Since G is d-seperated, we can find a ¢ € G, such that all primed
variables 7y | for ¢ € [ are in R. In other words, g(I) and J are dis-
joint. Notlce that K < d. We construct an asmgnment in the following
way: for i; € I, the variables (2, ..., %, ) and (2] o, )2,...,x;(ij)7m>
are instantiated with the binary representation of the number #7 for
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1 < j < K. Note that since K has to be representable in m — 1 bits, we
need that K < 2™~' — 1. The variables x; ; and x;(i)j are instantiated

)

with 0 for 1 € I. Let ©' be the OBDD obtained from © by the above
instantiation. Instantiating variables with constant values in a OBDD
does not increase its size, so |0'] < |©]. The OBDD ©’ only depends on
the variables z;; and :1;;(2»)71 for ¢ € I and by our construction the only
valid assignments are those, where the values of z;; and :1;;(2»)71 agree.
In other words, © is the OBDD for the following proposition:

A\ Tia = Ty
el
Since all variable x;; precede all variables :1;;(2»)71 , the OBDD ©’ has

atleast 2% nodes (see Lemma 2.3.1.0

Notice that from lemma 3.5.1 and the previous theorem one gets ex-
ponential lower bounds for the orbit OBDD for transitive and full-
symmetric groups.

3.6 Multiple Representatives

Since the OBDD for the orbit relation is large for some groups that
occur frequently in practice, it is computationally expensive to use the
single representative theory described earlier. For example, Lin’s al-
gorithm to extract an unique representative from each orbit requires
the explicit construction of the OBDD for the orbit relation. In this
section, we develop a scheme to use multiple representatives. In this
scheme the size of OBDDs remain more manageable, because the orbit
relation for the symmetry group is never explicitly constructed. Next,
we explain the main idea behind the algorithm using multiple repre-
sentatives. Consider n processes Pp,---, P, contending for the bus.
Assume that we can exchange processes arbitrarily. Consider a state s
in which the control of the bus is granted to P; (j > 2). By permuting
processes P, and P; we can map state s into a state s’ where P, has the
control of the bus. This should allow us to always work in the restricted
set of states where P; always has control of the bus.

First, we explain the concept of cosets which will be used in this section.
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Definition 3.6.1 Let G be a group. Let H < (G. Given two elements
a,b € G, we say that ¢ =, b if and only if ab™' € H. In a similar
manner, a =; b if and only if a='b € H. It is easy to see that =,
and =; are equivalence relations on the elements of G. The equivalence
classes induced by =, are called right cosets of G under H. Similarly,
the equivalence classes induced by =; are called left cosets of G under

H.

Notice that Ha denotes the right coset containing the element a. a H
denotes the left coset containing the element a. [G' : H] denotes the
number of right cosets (which is equal to the number of left cosets [39])
of G under H. Given GG and H < (G, a right traversalof H in (G is a set of
k =[G : H] elements {ay, -+, ax} such that G = UY_, Ha;. Intuitively a
right traversal has a representative from each right coset. Left traversal
is defined in a similar manner using left cosets. A subgroup N of H
is called a normal subgroup if and only if for all « € G, aNa™t = N.
Given a normal subgroup N < &, the right and left cosets match, i.e.,
for all @ € G, aN = Na. Morover, the set of all right or left cosets,
denoted by G\ V, is a group of order [G : N] under the binary operation
(aN)(ON) = (abN)(see [39]). A group G is called simple if and only
if G has no proper normal subgroups. For an excellent treatment of
group theoretic concepts see [39, 43].

Let Rep be the set of representatives. Let £ C S x Rep be the rep-
resentative relation. We are assuming the most general setting where
there can be multiple representatives from one orbit and a state can
be related by & to more than one representative from its orbit. All the
basic modalities of CTL (EFp, EGp, and E(qUp)) can be expressed
as fixpoints using the modality £X. The fixpoint equations are de-
scribed below and the correctness of the equations was demonstrated
in Chapter 2.

EFp = pY.(pV EXY)
EGp = vY.(pNEXY)
E(qUp) = pY.(pV(qAEXY))

Consequently, it is sufficient to give the semantics for EX f. Let I'm
be the forward image under the representative relation, and Imp'
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be the pre-image under the transition relation of the original struc-
ture M = (S,R,L). The set of representatives satisfying EX f is
Im¢(Imzp'(K)), where K is the set of representatives satisfying the
state formula f. For example, consider the formula EF'p such that
p is an atomic proposition and G is an invariance group for p. Let
Ko € Rep be the set of representatives labeled by p. Let K; be the
set of representatives at the i-th iteration. The equations given below
describe the set of representatives that satisfy the formula £ F'p:

Ky = {r|ré€ Repandpe L(r)}
Kiyn = Img(Imzp'(Ky)), fori >0

If K is a set of representatives, then I'mg(Imz'(K)) again is a set of
representatives. Therefore, in this new model checking algorithm, we
always maintain subsets of representatives, which can result in substan-
tial savings. By placing some restrictions on the representative relation
¢, we can prove the correctness of this model. These restrictions on
representative relations are quite general and we believe that they hold
in most practical cases. There is an implicit assumption that for each
orbit 0(s) of S under G there exists r € Rep such that 6(s) = (r);

that is, we assume that every orbit is represented.

Definition 3.6.2 Let G be a symmetry group for a Kripke structure
M = (S,R,L). Let £ C S x Rep be a representative relation such
that (s,r) € £ implies that 6(s) = 0(r). Let C C G be a subset of
permutations. The set (' is called complete for £ if and only if

e The condition (s,r) € £ implies that 3(c € C') such that os = r.

e For all » € Rep and o € C we have that (or,r) € €.

The intuition for this definition will become clear when we prove Lemma 3.6.1.
It allows us to translate a path in the quotient model M to a corre-
sponding path in the model M, which is defined below.

Definition 3.6.3 Given a Kripke structure M = (S, R, L) and a rep-
resentative relation £ C S x Rep, M = (Rep, Re, L¢) is defined as
follows:
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Re = {(r1i,r2) [ (s € S)((s,m1) € EA(s,72) € R)}
Le(r) = L(r)

Notice that Imp, = Imp o Im;' and [m]}‘: = Img¢ o Imy'. There-
fore, the pre-image of a set of representatives K in the structure M,
is Img¢(Impz'(K)). Hence, proving that the model checking procedure
described at the beginning of the section is correct is equivalent to prov-
ing that M, and M satisfy the same invariant C'T'L* formulas. Since
we have already proved the equivalence between M and the quotient
model Mg, it suffices to prove the equivalence between M, and M.

Lemma 3.6.1 If £ has a complete set of permutations C' C ¢, then
the corresponding path theorem holds for M, and M.

Proof: Let m¢ = (rg,7r1,---) be a path in M. From the definitions
it is easy to see that (ri,r2) € Re = (0(r1),0(r2)) € Rg, so mg =
(0(ro),0(r1),---) is a path in Mg.

For the other direction, let mg = (8(s0),60(s1),---) be a path in M.
Let ro be an arbitrary representative from the orbit 6(sq). Since G is a
symmetry group for M and (0(sg),0(s1)) € Rg, there exists t1 € 0(sy)
such that (ro,?;) € R. Let ry € Rep such that (t1,71) € £. Since C
is a complete set for £, there exists ¢ € (' such that ot; = ry. Since
(' is a symmetry group, (org,ot;) € R. Since C is a complete set for
£, (oro,ro) € €. By definition of Re, (ro,r71) € Re. Continuing the
argument we can show that for every natural number ¢ there exists
r; € Rep such that 6(r;) = 0(s;) and (r;,ri11) € Re. The path m¢ =
(ro,r1,---) is a corresponding path in M. O.

Theorem 3.6.1 Let M = (5, R, L) be a Kripke Structure, G be a
symmetry group of M, and h be a CT'L* formula. Let £ €S x Rep be
a representative relation and C' C G be the corresponding complete set.
If (G is an invariance group for all the atomic propositions p occurring
in h, then for all r € Rep

Mg, 0(r) Eh < Me,r=Eh (3.4)

where Mg is the quotient structure corresponding to M and M, is

defined above.
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Proof: The proof of theorem is very similar to that of Lemma 3.2.3
using Lemma 3.6.1.0

Theorem 3.6.2 Let (¢ be a permutation group acting on a finite set S,
and let H be a sub-group of (. Let the set of representatives Rep C S
be the union of some orbits of S under H. Given the conditions above,
there exists a representative relation £ and a corresponding complete

set (.

Proof: Let G = H + Hvy + --- + H, be the complete right traversal
of H in G (each ¢; is in a different right coset of G\ H). Define C' =
{e, 1,07 - b 071} (e is the identity permutation). We define the
representative relation as follows: (s,r) € ¢ if and only if there exists
o€ C,r € Rep,and s = r. The first condition for C to be complete for
¢ follows from the definition. We now prove that the second condition
holds. Consider or for o € C'. Since o~! € ', we have that (or,r) € &.
Hence, C' is a complete set for £, but we have to prove a consistency
condition, i.e., for every s € S there exists r € Rep such that (s,r) € £
and 0(s) = 6(r). The condition states that every state is related to
some representative in its orbit.

The way we have defined £ means that proving consistency is equiv-
alent to proving that for all s € S there exists a ¢ € C such that
os € Rep. Notice that since C' C G, for all o € C' the states os and
s are in the same orbit of S under (. Let 6(s) be the orbit of s € S
under G. Since H is a sub-group of &, the orbits of S under H are
a refinement of orbits of S under GG. Let 0y C 6(s) be an orbit of S
under H such that 8 C Rep. Let r € 8 be an arbitrary representa-
tive. Since r and s belong to the same orbit of S under G, there exists
o € (G such that os = r. Using the right traversal of H in G we can
write 0 = o1, were 0 € H and » € C. Since os = r, s = o] 'r.
Since oy € H, o7'r € Oy. Therefore s € Rep. O.

The theorem given above assumes that Rep is the union of some orbits
of S under H. Therefore, if the orbits of H are large, then the set of
representatives could be large. In practice, Rep is provided and then
the group H is determined as follows. Suppose the state set S is given
by the assignment to n boolean state variables xq,---,x,. Let Rep be
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those states such that x; = 1. If (G is the symmetry group of the un-
derlying structure, then G' (the subgroup of G which fixes the index
1) serves the purpose of H in the theorem given above. This fact will
be shown later. Hence, in some sense the choice of H is fixed by the
choice of Rep.

A permutation o acting on the set S is said to stabilize a set Y C 5
iff the following condition holds:

ViyeY)(o(y)€Y)

Notice that the condition given above is equivalent to the condition
o(Y) =Y. Let G be a permutation group acting on the set S. Given
Y C S, the subgroup Gy (the stabilizer of Y in () of (i is defined as

follows:
Gy = {ollceG)A(o(Y)=Y)}
Now we prove a useful generalization of the theorem given above.

Theorem 3.6.3 Let M = (S, R, L) be a Kripke structure and G be
its symmetry group. Let Rep C S be the set of representatives. Let
H be a subgroup of  such that for all o € H, o(Rep) = Rep (notice
that that this is another way of stating that Rep is the union of some
orbits of S under H), i.e., H stabilizes Rep. Let C' C (G be a set which

satisfies the following conditions

1. For each coset of G\H we have a permutation ¢» € C which
belongs to that coset.

2. The set (' is inverse closed, i.e ¢ € C' implies that ¢! € C.

Let the representative relation & be defined as follows: (s,r) € £ iff
s € 5, r € Rep and there exists a 1» € (' such that »s = r. Then £ is
valid representative relation and C' is the corresponding complete set.

Proof: It is exactly same as the proof of Theorem 3.6.2. O.

In the theorem given below S is the set of states given by assignments
to the boolean variables xy, zo,- -+, z,. Fach state is a 0-1 vector of size
n.
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Theorem 3.6.4 Let the set of representatives Rep be given by the
propositional formula p(zq, 22, -, x,), i.e., a state s = (y1,---,y,) is
a representative iff p(yq,---,y,) = 1. If G is the symmetry group for
the Kripke structure M = (S, R, L), then there exists a representative
relation £ C S x Rep and a corresponding complete set C'.

Proof: Let (G, be the invariance group of the propositional formula
p. Let H = G, N G. We prove that if s € S is a representative (i.e.,
p(s) = 1), then 0y(s) C Rep (0 (s) is the orbit of s under H). Since
every permutation o € H is an invariant for p, p(os) = 1 for all o € H.
Hence 8 (S) C Rep. Therefore, Rep is the union of orbits of H. Now we
can use Theorem 3.6.2 to get a representative relation £ and a complete
set . O

We give examples illustrating the utility of the result.

Example 3.6.1 Let xq, x5, -, x, be the list of boolean state variables.
Let GG be a permutation group acting on the set {1,2,---.n}. G induces
a permutation group B(() on the set {0,1}", but we will work with
G. Quite frequently representatives are given by an assignment to
variables whose index is in a certain set Y C {1,2,--- n}. For example,
Y ={1,2} and 21 = 0,22 = 1 might describe the representatives (in
this case the proposition @7 A a2 describes the representatives). Let A
be the assignment to the variables x; such that : € Y. The assignment
A defines the set of representatives Rep. We use A; to denote the
value of the variable z; (i € Y) in the assignment. Let Y; = {i|A;, =
1} and Yo = Y — V). In this case H (the invariance group of the
proposition describing the representatives) is (Gy, )y,. Intuitively, all
variables which are assigned the same value by the assignment A can be
permuted freely. Now we can use Theorem 3.6.4 to get a representative
relation ¢ and a corresponding complete set C.

Example 3.6.2 We give an even more concrete example. Take the
cache-coherence protocol with n processes. Each process has k local
variables. The variables y(_1)41," "+, ¥r-1)4% are the local variables
corresponding to process 7. Let x(;_1)41 correspond to the variable that
indicates whether process 7 is the master: xy;_1)41 = 1 means process
7 1s the master. Assume that we can switch the context of processes 1
and j, which corresponds to the permutation
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oy = (k(i— 1)+ LEG = 1)+ 1) (ki = 1)+ kok(j — 1) + &)

The symmetry group G of the Kripke structure M is generated by oy,
(2 <1 < n). Suppose we choose the set of representatives as the states
where process 1 is the master, i.e., z; = 1. The invariance group H of
the proposition 7 is G', where G is the subgroup of G that fixes the
index 1. Two permutations oy and oy are in the same coset of G\G"' iff
o1(1) = o4(1). Notice that for k # j, o1; and oy lie in different coset
of of G\G" because they map 1 to different positions. Therefore, the
complete right traversal of G' in (7 is given by the following equation.

G = G'+G'op+-+Gloy,

Using Theorem 3.6.3 we get a representative relation £ and the complete

set {e,012, 01}

The next lemma will be used to prove the correctness of our experi-
ments performed on a simple version of the Futurebus+ cache-coherence
protocol. The experimental results are given in the next section. We
extend the definition of the orbit of a state to a orbit of a set of states.
Orbit of a set Y C {1,2,---,n} is defined as follows:

oY) = {Y'|3(oe@)a(Y)=Y")}

The group G acts on the set {1,2,--- n}.

Lemma 3.6.2 Let GG, Y, Yg, Y] be as in Example 3.6.1. Let C C G
be a set which is inverse closed and such that for every pair of sets
Yy € 0(Yo) and Y/ € (Y1) there exists a o € C such that o(Yy) = Y]
and o(Yy) = Y/. Let £ C S x Rep be defined as follows: (s,r) € &
iff there exist o € C such that o(s) = r. In this case £ is a valid
representative function and (' is the corresponding complete set.

Proof: Let H = (G, )y, be as defined in example 3.6.1. Two permu-
tations oy and oy of (G are in the same coset of H iff o1(Yy) = o3(Y0)
and o1(Y1) = 02(Y1). Therefore, C' has a permutation from every coset
of G\ H (the argument is very similar to the one given in the example
before). Applying Theorem 3.6.2 we get the result.0
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3.7 Empirical Results

This section provides empirical results to test the multiple representa-
tive theory given earlier.

3.7.1 Futurebus cache-coherence protocol

The first example is a simple cache coherence protocol for a single-bus
multiprocessor system based on the Futurebus4+ IEEE standard [41].
The verification of a more detailed version of the protocol with mul-
tiple buses is described in [18]. The system has a bus over which the
processors and the global memory communicate. Each processor con-
tains a local cache which consists of a fixed number of cache lines (see

Figure 3.4).
P1 : P2 :
: Mem
o cl1,1 cl2,1 mem 1 :
cl1,2 f : cl2,2 f mem 2 f >
cl1,K 1 1 cl2,K mem K

Figure 3.4: System structure

In each bus cycle the bus arbiter chooses one processor to be the
master. The master processor selects a cache line address and a com-
mand it wants to put on the bus. The other processors and the memory
respond to the bus command and change their local context. The re-
action of the components is described in the protocol standard, which
enforces the coherence of the cache lines among the different proces-
sors, i.e., only valid data values are read by the processors and no
writes are lost. For the verification task the protocol is formalized, and
cache coherence and other important system properties are expressed
in temporal logic.
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The behavior of the processors, the bus and the memory can be
described by finite state machines. The state of the processor P; is
a combination of the states of each cache line in the processor cache
and the state of the bus interface. The global bus is represented by
the command on the bus, the active cache line address and other bus
control signals (e.g., for bus snooping and arbitration.)

There are two obvious symmetries in the system. First, processors
are symmetric: we can exchange the context of any two processors in
the system. Second, cache lines are symmetric: any two cache lines
can be exchanged simultaneously in all processors and the memory. To
maintain consistency, along with applying the symmetries mentioned
above, all the cache lines and processor addresses in the system must
be renamed. Both symmetries are indicated in Figure 3.4 by arrows.

The complete system is the synchronous composition of all the com-
ponents and can be described by a Kripke structure M = (S, R, L).
Since domains can be encoded in binary, a state is just a binary vector,
and the transition relation R can be represented by a OBDD. The
experiments were performed with two variable orderings which we call
“concatenation” and “interleaving”. The concatenation ordering is sim-
ply P, < P, < ... < Py. The variables of processor 1 are ordered before
the variables of processor ¢ + 1. In the interleaved ordering the proces-
sor variables are interleaved; that is p11 < pa1 < -+ < pni1 < P22 -,
where p;1,---,p;x are the state variables of processor F;. The vari-
ables of the bus and the memory are ordered before all other variables
in both orderings. In both orderings, each next state variable is placed
immediately after the corresponding state variable.

Throughout this discussion we use N to denote the total number
of processors and M to denote the total number of cache lines. Let
m1; be the permutation which exchanges the context of processor 1
with processor j. Let i be the permutation that exchanges cache
line 1 with cache line k. The symmetry group that uses processor
(cache) symmetry alone is generated by the set of permutations Il =
{m;]1 <7< NHY = {1l <k < M}). The symmetry group that
uses processor and cache symmetry is generated by the permutations
[TUW. When only the processor (cache) symmetry was used, the set of
representatives were the states where processor 1 is the master (cache
line 1 is active). When both the symmetries were used, the set of
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representatives were the set of states where processor 1 is the master
and cache line 1 is active. The representative relation for all three cases
is given below:

1. In the case of processor symmetry, (s,r) € &, iff there exists my;
(1 <j < N) such that my;(s) =r.

2. In the case of cache symmetry, (s,r) € & iff there exists ¢y
(1 <k < M) such that ¢;(s) =r.

3. In the case when both symmetries are used, (s,r) € £, iff there
exists 1 <j < N and 1 <k < M such that ¢(m;(s)) = r.

We will prove that the set € = {¢pomylk < M AN j < N}is
complete for the representative relation ¢,.. The cases when we use
only cache and processor symmetry are very similar to Example 3.6.2.
Let master; be the index of the variable that tells that processor 7 is the
master: @45, = 1 means processor ¢ is that master. Let active; be
the index that indicates that cache line j is active. Using the notation
of Lemma 3.6.2 we have that Y; = {mastery, active;}. The orbit of Y}
is the set of pairs of indices of the form {master;, activer}. Consider
a typical element Y’ = {master;, activer} in 6(Y1). It is clear that
P1p(m1(Y1)) = Y. Therefore, by Lemma 3.6.2, C'is a complete set for
£y

Consider the following properties which can be represented by a
propositional formula:

1. Property p asserts that for all cache lines, if one processor is in
EM (exclusive modified) state, then all other processors are in
I(invalid) state.

2. Property ¢ states that for all cache lines, if memory has valid
data, then either all processors are in SU (shared unmodified) or
I(invalid) state or one processor is in EU(exclusive unmodified)
state.

3. Property m asserts that all cache lines in memory are valid.

4. Property ¢ says that the command on the bus is either read-
modified or invalidate
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To verify that p and ¢ remain true everywhere, we checked that the
initial state does not belong to EF-p and EF—-qg. These properties
could be checked by doing reachability, but in order to test our theory
we check them by computing F F—p because this involves finding pre-
images. We also checked whether the initial state satisfies the property
AG(m — A(mUec)) which asserts that if memory has valid data then it
remains valid until an appropriate command is issued. This property
turned out be false because there are reachable states where m is true
and there exists a path where the command is never read-modified or
invalidate. We also tested that from all the reachable states it is possi-
ble to get to a state where memory has valid data for all the cache lines,
i.e., we checked that initial state satisfies the property AG(EFe¢). The
OBDD sizes for the property K F—q were the largest. We ran the exper-
iments with various system configurations. The results are summarized
below. The OBDD sizes in the case of the interleaved ordering were
much smaller than the OBDD sizes in the case of the concatenation
ordering. Therefore, in the tables given below we have only included
the data for the interleaved ordering.

Each row jPkC in the table gives the results for a configuration of
J processors and k cache lines. The first column gives the number of
OBDD nodes for representing the transition relation. The remaining
columns give the size of the largest OBDD and cpu time for model
checking of the properties described above. First, no symmetry was
used. Next, we give the results for symmetry between processors and
symmetry between cache lines. In the last case, we used the combina-
tion of both symmetries. All experiments were run on a Sun Sparcl0
workstation and the size of the largest OBDD gives a tight bound for
the maximal memory usage. Table 3.1 gives the results without the
use of symmetry. Table 3.2 summarizes the results when symmetry
was exploited.

Exploiting the symmetry between processors or cache lines reduces
the OBDD size by a factor that is linear in the number of processes or
cache lines. The combination of these two symmetries reduces the size
of the largest OBDD by the product of the number of processors and
cache lines, because the two symmetries are independent. As a result,
exploiting symmetry reduces the memory usage. The cpu times are not
reduced by the same factor: exploiting symmetry requires additional
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system | trans. no symmetry
config. | relation
BDD BDD | time
nodes nodes | sec.
2P2C 631 920 2
4P2C 8,534 6,048 11
2P4C 1,519 6,166 36

APAC | 22,154 | 42,595 | 231
2PSC | 3.295 | 17,446 | 756
APSC | 49,394 | 121,475 | 5,911
2P12C | 5,071 | 28,726 | 5,136
AP12C | 76,636 - -

Table 3.1: Empirical Results Without Symmetry

system symmetry

config. processors cache lines combination
BDD | time | BDD | time| BDD | time
nodes sec. | nodes sec. | nodes sec.

2P2C 668 1 518 1 368 1

4P2C 2,573 41 2,855 6 1,309

2P4C 3,917 18 | 1,458 9 1,178 6

APAC || 14,626 | 62| 6,831 | 47| 4,266 | 27
2P8C || 10,837 | 407 | 2,618 | 152 | 2,338 | 98
APSC | 40,466 | 1,400 | 11,551 | 678 | 8,986 | 424
2P12C |[ 17,757 | 2,884 | 3,778 | 841 | 3,498 | 577
4P12C - ~1716,271 | 3,308 | 13,706 | 2,300

Table 3.2: Empirical Results With Symmetry

time to map states onto the representatives after each pre-image step
in the model checking procedure.
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3.7.2 Futurebus Arbiter

Our next example is the Futurebus Arbiter. Fach module has a priority
number. While competing for the bus, modules with higher priority
number are given preference. Among competing modules with the same
priority number, the winner is decided non-deterministically. Winner
is the module which wins the competing phase. The arbitration cycle
(which results in a winner) has six phases. We give a brief overview of
these phases. The interested reader is referred to the IEEE Futurebus
standard for a more detailed account [41].

e Phase 0
In this phase modules decide to compete for the bus.

o Phase 1
Noticing that a competition phase is about begin, other modules
might decide to compete.

e Phase 2
In this phase a winner (called the master elect) is selected from
the set of competing modules. Winner is selected according to
the rules described earlier.

o Phase 3

Other modules check that the master elect had the highest prior-
ity number among the competing modules. If this is not the case,
modules assert an error. If an error has not occurred, this phase
continues until the master of the bus relinquishes its control. In
this phase a module with higher priority than the master elect
might start a new arbitration cycle. This is called deposing the
master elect.

e Phase 4
In this phase the current master of the bus might inhibit transfer
of control of the bus to the master elect. If the master relinquishes
its control over the bus, the arbitration cycle moves to the last
phase.
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e Phase 5
In this phase the master elect gets control of the bus. This phase
is called the transfer of tenure phase.

There are three boolean variables in each module which ensures the
proper sequencing of the phases in an arbitration cycle. The internal
state of the module depends on the outcome of the arbitration cycle
and is shown below.

Idle Compete

transfer
of winner
tenure
\/ transfer of
tenure
Master Master Elect

Figure 3.5: States of the Arbiter

Notice that two modules with the same priority number can be per-
muted without changing the behavior of the system. Formally, the the
permutation corresponding to exchanging two modules with the same
priority number is a symmetry of the system. However, two modules
with different priority numbers cannot be exchanged. In the table given
below the first column shows the configuration of the system. For exam-
ple, 10m is the configuration with 10 modules having the same priority
number. 10m10m denotes the configuration where the first 10 modules
have a higher priority number than the last 10 modules (there are 10
modules in all). Assume that we have m sets of n modules (denoted by
{Myy, - My}, My, - -+ My, b Moreover, the priority numbers
of two modules M;; and M,; is the same iff 7 = [, or they belong to
the same set. In this case the set of representatives is the set of states
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where the first module from a particular set is always chosen master
elect. The reasoning that this is a valid set of representatives is very
similar to the one given for the Futurebus cache-coherence protocol.
The table of experimental results is shown below:

System Time BDD Time | BDD size
Config size (Symm) | (Symm)
10m 163.41 | 369,705 | 37.04 27,671
12m 487.56 | 921,034 | 43.12 36,135
10m10m | 1171.85 | 932,429 | 126.17 73,514
12m12m - - 198.195 93,094

3.8 Bisimulation Experiments

A relation B C S x S is called a bisimulation relation for a Kripke
structure M = (S5, R, L) if and only if (s,s;) € B implies that:

e for all s such that (s,s’) € R there exists a s} such that (s1,s]) €
R and (s',s)) € B

and an equivalent condition holds for s;.

Given a symmetry group G for the Kripke structure M = (S, R, L)
the orbit relation induced by G is a bisimulation relation. A natural
question is, why we do not use bisimulation minimization algorithms
to obtain a quotient structure?

Bisimulation minimization algorithms require that a transition graph
must be constructed (partially in “on-the-fly” algorithms), and then
minimized using the fixpoint characterization of bisimulation. In con-
trast, symmetry can be already used during the construction of the
transition graph (see Algorithm 3.2). Therefore, even infinite systems
can be handled, if the quotient structure is finite.

The orbit relation corresponding to a symmetry group is not the
largest bisimulation: two orbits might be bisimilar and could be merged
by the coarsest bisimulation. As a result, the quotient structure ob-
tained by symmetry may have more states than the one obtained using
bisimulation minimization. However when using OBDDs the crucial
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parameter is not the number of states, but the “structure” of the state
space. For example, using multiple representatives increased the num-
ber of representatives, but provided a significant performance improve-
ment. Similarly, the experiments described below indicate that we get
better reductions using symmetry (with multiple representatives) than
using bisimulation minimization.

Let R be the transition relation of a Kripke structure and E an
equivalence relation on the set of states. Bpg is the largest bisimula-
tion contained in F and can be computed by the following fixpoint
computation:

Bo(p,q) := E(p,q)
repeat

Bipi(p,q) == Yp': (R(p,p') — 3¢ : (R(M’; A Bi(p’aQ’));

until BZ == Bi-l—l
BE = BZ

When implementing such an iterative scheme using OBDDs, the vari-
able ordering is very important. There are two variable orderings to
consider:

e The variable ordering of the p variables (similarly ¢ variables).
This ordering was the interleaved ordering defined in section 3.6.

e The variable ordering of ¢ variables with respect to the p variables.

The experiments were performed with three different orderings between
p and ¢: concatenated, (i.e., all p variables precede all ¢ variables); in-
terleaved (i.e., po,qo,p1,q1,. .. ); and reordered, where we used dynamic
variable reordering [31, 63] during the iteration'. In Table 3.3 the col-
umn bisim order denotes the used order. Experiments with the inter-
leaved ordering always behaved much worse with respect to time and
space requirements than those with the concatenated ordering. There-
fore, we have only included the data for the concatenated ordering and
reordering in the table.

Results for various configurations of the cache-coherence protocol
are listed in the Table 3.3. The computations were aborted if a spec-

'We used window and sifting techniques in the reorder algorithms
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example || inv | reach | bisim | time | nodes
(sec) | order | (sec)
2p2c inv no c 5.4 935
2p2c inv 0.5 c 1.2 506
2p2c inv 0.6 r 3.5 405
2p2c none | no c 0.9 180
2p2c none | 0.6 c 1.1 506
2p2c none | 0.6 r 3.5 405
2pdc nv no c - -
2pic inv 1.4 c 7.7 | 1986
2pdc inv 1.5 r 21.8 | 1203
2pdc none | no C 4.0 344
2pic none | 1.5 c 7.8 | 1986
2pdc none | 1.5 r 21.9 | 1203
4p2c nv no c - -
4p2c nv 2.2 c - -
4p2c inv 2.0 r - -
4p2c none | no c 10.6 528
4p2c none | 2.1 c 10.9 | 1904
4p2c none | 2.1 r 40.0 | 1484

Table 3.3: Bisimulation results

ified time bound was exceeded. The column inv denotes the set used
for . The symbol none means that £ = true and inv means that two
states are in F iff they agree on the property conflict, which is true if
a cache line exists, for which the caches of two different processors are
in conflict, e.g., both are in “exclusive-modified” states. Notice that
the property conflict is basically the property —p where p is defined in
Section 3.6. We experimented with computing the reachable states in
advance and performed bisimulation minimization only for the reach-
able states. For these experiments column reach gives the time for
reachability computation. If reachability computation was not done,
there is a no in that column. The column time gives the time for the
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bisimulation iteration (without reachability) and nodes the number of
OBDD nodes for the OBDD for the relation Bg. For all larger configu-
rations, such as 4p4c, not listed in the table the time bound was always
exceeded.

In summary, these experiments show that for this example bisimu-
lation minimization is more complex than performing model checking
using multiple representatives. Using symmetry we showed that model
checking can be made more efficient. So we conclude that in our class
of applications exploiting symmetry is superior to performing bisimu-
lation minimization.

3.9 Related Work

There has been relatively little research on exploiting symmetry in
verifying finite state systems. Most of the work on this problem has
been performed by researchers investigating the reachability problem
for Petri nets [38, 66]. However, the work on Petri nets does not con-
sider general temporal properties nor the complications that are caused
by representing the state space using OBDDs. In related research, Ip
and Dill [42] propose a data type scalarset which facilitates detection
of symmetry in finite state systems. Their technique uses an explicit
state representation rather than OBDDs and only considers reachabil-
ity analysis. The research closest to the one presented in this chapter
is of Emerson and Sistla [29], but their work does not investigate the
complexity that arises while using OBDDs. In [45] an approach to cut
down the cost of protocol analysis using quotient structures induced by
automorphism is proposed, but this work considers only limited kind
of symmetry.



84

CHAPTER 3. SYMMETRY I



Chapter 4

Symmetry 11

This chapter investigates the complexity of problems associated with
exploiting symmetry. For example, given a group G and two states
s and s', the orbit problem asks whether s and s’ in the same orbit.
Determining whether two states are in the same orbit is at the core of
any model checking procedure exploiting symmetry. We prove that the
orbit problem is equivalent to an important problem in computational
group theory. We also investigate the complexity of checking whether
a permutation is a symmetry of a Kripke Structure. We explore ways
of deriving symmetries of shared variable concurrent programs. Since
the orbit problem in its full generality is quite hard, this chapter also
shows that the orbit problem is easy for certain commonly occurring
groups.

This chapter is organized as follows: In Section 4.1 we introduce a
shared variable model. Section 4.2 gives a technique to derive symme-
tries of shared variable programs. Section 4.3 derives symmetry groups
for certain commonly occuring architectures like hypercubes, toruses,
and trees. In section 4.4 we discuss the complexity of checking sym-
metry. Section 4.5 investigates the complexity of the orbit problem.
Section 4.6 investigates some special classes of the orbit problem.

4.1 A Shared Variable Model of Computation

A shared variable program is defined with the state sets and the tran-
sition relation as follows:

85
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o S = Loc’ x DV is the finite set of states, with Loc a finite set of
individual process locations, I the set of process indices, and V' is
a finite set of shared variables over a finite data domain D.

o R C S x S which represents the transitions of the system.

For convenience, each state s = (&,s"”) € S can be written in the
form ({1,...,0,,v = d,...,v" = d') indicating that processes 1,...,n
are in locations {q, ..., {,, respectively and the shared variables v, ..., v’
are assigned data values d, ..., d, respectively.

Next, we define a labeling function for a shared variable program.
The set of terms are expressions of the form [; (1 € [)andv =d (v € V
and d € D). The set of atomic propositions AP are constructed from
the set of terms by the logical connectives A and —. Given an atomic
proposition p € AP and a state s € S, the satisfaction relation s = p
is defined in the following way:

o s |=[; iff the i-th process in the state s is in location /;.
o s |= v = d iff the shared variable v has the value d in the state s.
e sEfAgiff s= fand s | g.

o sEfiff s £ f.

Given a shared variable program, we can construct a corresponding
Kripke Structure M = (S, R, L) (S and R were defined before) by
constructing the following labeling function L : § — 24F,

e pc L(s) & sEp.

In practice, for ordinary model checking, M is the Kripke Structure
corresponding to finite state concurrent program P of the form ||7_, K;
consisting of processes K7y,..., K, running in parallel. Each K; may
be viewed as a finite state transition graph with node set Loc. An arc
from node /¢ to node ¢ may be labeled by a guarded command B — A.
The guard B is an atomic proposition that can inspect shared variables
and local states of “accessible” processes. A is a set of simultaneous
assignments to shared variables v :=d || --- || v' := d’. When process
K; is in local state ¢ and the guard B evaluates to true in the current
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global state, the program P can nondeterministically choose to advance
by firing this transition of K; which changes the local state of K to
be ¢ and the shared variables in V' according to A. Thus the arc
from £ to {' in K; represents a local transition of K; that we denote by
(:B— Al .

The Kripke structure M = (S5, R, L) corresponding to P is thus
defined using the obvious formal operational semantics. First, the set
of (all possible) states S is determined from P because it provides us
with the set of local (i.e., individual process) locations Loc, process
indices [, variables V', and data domain D. For states s,t € S, we
define s -+t € R iff
di € [ such that the process K; can cause s to move to ¢, denoted
S —; t it
di € I dlocal transition 7, = ¢, : B; — A; : m; of K; which drives s =
(s',8") tot = (¢, t"); i-th component of s’ equals /;, the i-th component
of ' equals m;, all other components of s’ equal the corresponding
component of ¢/, predicate B;(s) = true, and t" = A;(s"). A;(s") is
constructed from s” by replacing the values of the shared variables
according to the simulatneous assignment statement A;. The labeling
function L is defined as before.

4.2 Deriving Symmetry

This section deals with deriving symmetry for shared variable programs
introduced in the previous section. Intuitively, if one has a graph G
whose nodes corresponds to processes and the processes communicate
over the edges of (¢, an automorphism of the graph G should manifest
itself into a symmetry of the underlying structure. Succintly speaking,
structural symmetry introduces symmetry in the model. This section
proves that for certain cases one can derive the symmetry of the model
from the topology of the system. Given a concurrent program P =
||, K, we build a hypergraph HG(P). Under certain restrictions, we
prove that the each automorphism of HG(P) is also a symmetry of the
underlying Kripke Structure M. A restricted version of the theorem
appeared in [29]. For example, in [29] the authors assume that all
processes are isomorphic and the variables are only shared between two
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processes. For instance, consider an arbiter which maintains a global
master variable (indicating who has the resource). This arbiter could
be handled by the framework presented in this section, but the theorem
given in [29] does not apply in this context.

Let P = ||2_; K; be a concurrent program. In this section the index
set is I = [n]. Each shared variable v is subscripted the by the set of
indices of the processes which access that shared variable. For example,
if z is accessed by processes 1, 4, and 5, we write x as x(; 45;. Notice
that each shared variable is uniquely determined by its name and sub-
script, but we allow shared variables to have the same name as long as
their subscripts are different. For example, ¢ 21 and (34} are allowed.
A permutation m € 5, acts on the variables in a natural manner, i.e.,
T(Zw) = Tr(w). A permutation m acting on [n] is called consistent if and
only if for every shared variable ,, 7, is a variable as well. This
means that we only allow permutations which map shared variables to
shared variables.

We define how a consistent permutation 7 acts on states, atomic
propositions, and processes. Let m be a consistent permutation.

e Given a state s = (I1, -+, l,, vy, = di,--,0y, = di), the state
7(s) is defined as follows:
— The i-th process is in location l,(; in the state m(s).
— The shared variable v, in the state 7(s) has the same

value as the variable v,, in the state s.

e Let p € AP be an atomic proposition. m(p) is recursively defined
as follows:

(fAg) = =(f)An(g)
(=f) = —=(f).

()
(

5

5

- 7T

lw(i)-
d) = (Vrgu) = d).

e Given a simultaneous assignment A = (v,, = di|| - |[|[vw, = di),
define m(A) as the following simultaneous assignment.

— (v

Ur(w) = le T va(wk) — dk
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e Given a process K, the process m(K;) is constructed in the fol-
lowing manner:

—1:B— A:l'is atransition in K; iff [ : 7n(B) — w(A):l'is
a transition in 7(Kj).

The lemma given below says that applying consistent permutations
preserves the satisfaction relation.

Lemma 4.2.1 Let 7 be a consistent permutation. Let s be a state
and p be an atomic proposition. In this case, s |= p iff n(s) | 7(p).

Proof: The proof is by structural induction on p. O

The Lemma given below will be used in proving the main theorem.

Lemma 4.2.2 Let 7 be a consistent permutation such that 7(i) = j
and 7(K;) = K;. Assume that s —; t. Then 7(s) —; 7().

Proof: Let s = (I1,---, 1y, vy, = di, -+ ,0y, = di). Assume that
s —; t. This means that a there is a transition 7 : [; : B — A : [l in
the process K; which drives s to t. By definition, we have that s = B.
Using Lemma 4.2.1 we have that n(s) = n(B). Since K; = 7(K;),
[; : m(B) = m(A) : [l is an enabled transition in K in the state m(s).
Let 7(s) —; t'. We have to prove that ¢’ = w(t). This follows straight
from the definition.O

Definition 4.2.1 A colored hypergraph with n vertices and k colors
is a 3-tuple H = ([n], E,C) such that £ C 2[" is the edge sef, and
C : [n] — [k] is the coloring function which colors each node with one
of the k colors. A permutation 7 acting on [n] is called an automorphism
of the hypergraph H iff the following two conditions hold:

e Forall 1 <i<n, C(i)=C(n(1)).
e we Fiff m(w) € E.
The group of automorphisms of the hypergraph H is denoted by Aut(H ).

Definition 4.2.2 Given a concurrent program P = ||_, K, define the
corresponding colored hypergraph HG(P) = ([n], F, C') in the following

manner:
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o w € F iff there exists a shared variable with subscript w.

e Assume that we have a equivalence relation = on the processes
Ki,--+, K,. Partition the processes K7y,---, K, into equivalence
classes induced by the relation =. Let ¢, -+, ¢; be the k equiv-
alence classes. The coloring function €' is defined as follows:
C(i) = r iff the process K; is in the equivalence class ¢;.

The definition of the equivalence relation = will depend on the partic-
ular example, but here are two choices:

o K; = K; if and only if there exists a consistent permutation =
such that 7(K;) = Kj.

e K, and K are the instances of the same MODULE definition [55].

Our goal is to relate the automorphism group of the Kripke Structure
M (corresponding to the program P = ||’ K;) to the automorphism
group of the hypergraph HG(P). We want to make sure that every
automorphism of HG(P) which maps vertex i to j also maps process
K; to Kj, 1.e., respects the structure of the program P. To achieve this
we introduce the following definition: Let I'(K;) be the set of indices
J such that there exists a shared variable z,, such that {¢,;} C w.
Intuitively, if 7 € I'(K}), then K; and K share some variables. ['(K};) is
called the neighborhood of K;. We require that i € I'(K;), i.e., a process
is in its own neighborhood. Process K; respects its neighborhood if and
only if given any consistent bijection f : ['(K;) — I'(K;) such that
f(i) = j and for all r € I'(K;), K, & Ky, then f(K;) = K;. The
bijection f acts on K; exactly the same way as a permutation acts on
K;. The notion of consistency of bijections is similar to the consistency
of permutations. Notice that the check that a process K; respects
its neighborhood is local , i.e., only involves processes with which its
shares data. Moreover, sometimes processes are entirely symmetric,
i.e., given a permutation 7, m(K;) = K. In this case, K; respects its
neighorhood trivially.

Theorem 4.2.1 Let HG(P) be the hypergraph corresponding to the
program P = ||, K;. Moreover, assume that for all 1 <i < n, K; re-

spects its neighborhood. Let M be the Kripke Structure corresponding
to P. Given these conditions, Aut(HG(P)) < Aut(M).
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Proof: Let 7 € HG(P) be an aribitrary automorphism of the hy-
pergraph corresponding to P. Because of the second condition in the
definition of the automorphism of a colored hypergraph, 7 is consis-
tent. Let s —; t be an arbitrary transition in M. Since 7 is an
automorphism of HG(P), K; = K (this follows from the coloring
function of HG(P)). Let I'(K;) be the neighorhood of K;. Notice that
m(I'(K;)) = T(Kq)). Let fr: D(K;) — I(K;) be the bijection corre-
sponding to m, i.e., for all ¢« € I'(K;), fr = m(¢). Since K, respects its
neighborhood, f(1)(K;) = K. This also implies that 7(K;) = K.
Using Lemma 4.2.2 we get that 7(s) —ru m(t). Therefore, given a
transition s — ¢t in M, m(s) — 7(¢) is also a transition in M. Hence,

T € Aut(M).O

4.3 Symmetries of Various Common Architectures

In section 4.2 we proved that in some cases structural symmetry in-
duces symmetry in the underlying model. For example, if processes
communicate over a hypercube, the symmetry of the hypercube will
induce a symmetry on the underlying model. This section derives the
automorphism group of three commonly occuring architectures: Hyper-
cube, Torus, and Tree. First, we have to define certain operations on
groups which will be used in this section. Two groups G and H acting
on a set S are called disjoint iff for all o € GG and all ¥ € H, (i) # 4
implies that ¢ (¢) = ¢, and (i) # ¢ implies that () = 7. Intuitively,
G and H act on different parts of S. Product of G and H (denoted by
(' - H) is the group generated the set

{po|peG N oecH}
Disjoint product is the product of two disjoint groups.

Definition 4.3.1 First, we give an informal definition of wreath prod-
uct of two groups G and H denoted by G1H. Let G < S5, and H < 5,,,.
Take m disjoint copies of a set X of size n. The elements of Gl H work
on X; U---U X, in the following manner. First permute the elements
of X; according to a permutation in the group GG and then permute
the sets of X; according to a permutation in H. Therefore, a per-
mutation in GG} H can be written as (g1,--+,gm,h) were g; € G and
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h € H. Formally, consider the set [nm]. The i-th block of integers is
{t—=Un+1,---,(i—1)n+n}. A permutation (g1,--+,¢gm,h) acts on
the set [nm] in the following way:

e First, apply the permutations ¢g; in the following manner:
gi(i=DLn+j) = (—1)n+g()

e Then apply the permutation A in the following way:
h((i —1)n+3) = (R(1) = )n+j

4.3.1 Hypercube

Definition 4.3.2 We will use B to denote the set {0,1}. A Hypercube
of dimension n has 2" vertices labeled by vectors from B”. Two nodes
u and v labeled by vectors x,y € B" are connected iff  and y differ
in just one bit, i.e., the hamming distance between them is 1. See
Figure 4.1. Recall that the hamming distance between two 0-1 vectors
is the number of positions in which they differ.

(110 ¢ 4D /

Figure 4.1: A 3-dimensional Hypercube
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A permutation group S, acts on the space B" of n-dimenional 0-1
vectors in the natural way: a permutation ¢ € S, maps a vector
(21, ,,2,) to (To01), " To(n)). We denote this group acting on B"
by B(S,).

Lemma 4.3.1 Let B(S,) be the permutation group acting on B" in-
duced by the full symmetric group S, acting on [n]. A permutation
o € S, maps (21, -+, 2,) to (To1), -+, To(n)). An automorphism f of a
n-dimensional hypercube which maps the zero vector 0 to itself belongs

to B(S,).

Proof: Since an automorphism of the hypercube preserves hamming
distances, f has to map a vector + € B" to a vector which has the
same number of 1s, i.e., f(x) and x have same number of ones. This
can be easily seen by comparing the hamming distance of f(ﬁ) = 0 and
f(z). Let e; (for 1 <17 < n) be the 0-1 vector which has a 1 in the i-th
position and 0 everywhere else. Let o € S5, be such that o(:) = j iff
flei) = ej. Now it easy to see that f corresponds to o € 5,,. O.

The i-th complementation group C* acts on B" in the following manner:
It maps a vector (xy,---,@;,---,2,) to the vector (zq,--+,T5, -+, &n),
i.e., complements the i-th bit. The group € acts on B" and is a cyclic
group of order 2.

Theorem 4.3.1 The automorphism group of a n-dimensional hyper-
cube is the group generated by B(S,) and C! (1 < < n).

Proof: Let ¢ be a automorphism of the n-dimesional hypercube. Let
g(ﬁ) have 1 in k positions iy,4z,---,ix. I[f k=0, g € B(S,) (by the pre-
vious lemma). Let h be the permutation which complements the bits
in the positions 1,19, --,17;. Notice that A is in the group generated
by C! (1 <1 < n). Using the property that g preserves hamming dis-
tances, we can see that goh™! is an automorphism of the n-dimensional
hypercube which maps 0 to 0. Now we use the previous lemma and get

that go k™! € B(S,). O.

Consider Figure 4.1. Now consider the permutation (2,3) € S5 and the
3) has the effect

) with (1,1,0) in

(2
complementation group C3. The cyclic permutation (2
of exchanging vertices (0,0, 1) with (0,1,0) and (1,0, 1



94 CHAPTER 4. SYMMETRY II

the top and bottom squares of the hypercube. The complementation
group O3 exchanges the top and bottom squares. It is easy to see that
this is an automorphism of the hypercube.

4.3.2 Torus

Definition 4.3.3 Consider a n x n grid whose nodes are labeled by
tuples (¢,7) (1 <7 <nand 1 <j <n). A torus is formed by adding
edges between the nodes (¢,1) and (¢,n) and (1,7) and (n,7) to the grid.
See Figure 4.2.

Sl T led

(31 (32 (33)

Figure 4.2: A 3 x 3 Torus

Definition 4.3.4 We define the following permutations:

1. The flip permutation F' is defined as follows: F((1,7)) = (J,1).
The permutation F' flips the torus and is an automorphism of a
n X n torus. Notice the F'is it owns inverese.

2. Let €, be the cyclic group acting on [n]. Let R = C, x C,. The
permutations in R are of the form («, ) such that o € (), and
B € C, and its acts on (¢, j) in the following manner: (o, 5)(i,7) =

(ali), B(5)).
Lemma 4.3.2 Let f be an automorphism of the n x n torus such that
f(1,1) = (¢,1) and f(2,1) = (4,1). In this case f € R and is of the

form (a,e), were a € C,, and e is the identity permutation.
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Proof: Basically, the lemma states that if the node (1,1) and (2,1) are
mapped to the same column by f, then f is equivalent to a permuta-
tion in C,,. The proof goes as follows: Just by looking at the torus it is
easy to see that f(1,k) = (i,k) and f(2,k) = (j, k) (we are assuming
that f(1,1) = (¢,1) and f(2,1) = (5,1)). Continuing this way we can
see that all nodes in column k are mapped to nodes in column k. Let

a(r) =g iff f(1,1) = (4,1). Now it is clear that f = (a,€). O.

Theorem 4.3.2 The automorphism group of the n x n torus is gener-

ated by R and F'

1) =

Le
(0,1). If
9(2,1) = (4, 1), then by the previous lemma g = mo f = (a,€e) or in
other words f = (o, 87'). Suppose ¢(2,1) = (i,k) (notice that (2,1)
has to remain adjacent to (1,1) under automorphisms). In this case
g9(1,2) = (j,1). It is easy to see that goF'(2,1) = ¢g(1,2) = (4,1). There-
fore go I' = (a, €) (by the previous lemma) or f = (e, 37 ) o(a,e)o F'™?
or in other words f = (a,37) o F'. Since f was an arbitrary automor-
phism of the torus, the proof is complete.O.

Proof: Consider an automorphism f of a n x n torus. Let f(
(1,7). Let 0 € C, be such that g(j) = 1. Consider 7 = (
g = mo f. The permutation ¢ has the property that g(1,1)

17
).

[=and

€,

Now we will illustrate how a generic automorphism of the torus is con-
structed through an example. Consider the 3 x 3 torus given in Fig-
ure 4.2. First, one can rotate the three columns simultaneously. After
that, we can rotate all the rows simulataneously. After we are done
rotating, we can flip the torus, i.e., node (i,7) becomes node (j,7). It
is easy to see that all these three operations maintain the structure of
the torus. The theorem given above says that all automorphisms of the
torus can be generated in this manner.

4.3.3 Rooted Trees

Consider a tree T' = (V, ) with a distinguished vertex r as the root.
We investigate the automorphism group of a rooted tree T'. First color
the nodes of the tree T' with their isomorphism class, i.e., two nodes u
and v are assigned the same color iff the trees rooted at u and v are
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isomorphic. We also assign level numbers to the nodes, i.e., leaves are
assigned level 0 and the level of the root is the height of the tree. All
these operations can be done in polynomial time (see [1]). We describe
the automorphism group of the tree T' in an inductive manner. First,
assign a leaf u a trivial group acting on the set {u}. Let v be a node at
level 7. Let the sons of v be divided into m isomorphism classes. Let
Cy = {s},---, sk } be the sons of v which are in the k-th isomorphism
class. The natural number k ranges from 1 to m. A typical permutation
of the subtree rooted at v can permute the sons in an isomorphism class
Cy. Let G be the automorphism group of the tree rooted at s¥. Notice
that a typilcal automorphism of T, (the subtree rooted at v) which only
permutes its sons in C, can be represented by (o, - ,Uﬁk; ) where
o; € Gsf and i € Si. Basically, this means first we can permute
the subtrees rooted at s¥ and then permute the trees in C. Since by
hypothesis G = G’;, the group Gy which only permutes the vertices in
the k-th isom(l)rphism class C}, is (by definition) isomorphic to Gslf Sk
The automorphism group of T, is generated by " ;. Carrying on
in an inductive fashion, gives us the automorphism group of 7' which
is just T,.. We will illustrate our ideas on the binary tree given in

0

1/ 4

2/ 3 5/ 6
Figure 4.3: A Binary Tree

Figure 4.3. We can perform the following operations on the binary tree
shown in Figure 4.3.

o Exchange the leaves 2 or 3 or leave them intact.

o Exchange the leaves 5 and 6 or leave them intact.
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o Exchange the subtree rooted at 1 with the tree rooted at 4 or
leave the trees unpermuted.

It is easy to see that these three operations leave the tree intact. Also if
we regard the subtrees rooted at 1 and 4 as blocks of numbers ({1, 2,3}
and {4,5,6}), the automorphism group generated by the three opera-
tions is isomorphic to S5 1.55.

4.4 Complexity of Checking Symmetry

In this section we assume that the state-space S of a Kripke Structure
M = (S, R, L) is given by assignments to n boolean state variables
x1,-++,x,. Notice that in this case S = B" where B = {0,1}. The

transition relation R is given as a boolean function

R(l’l,"',l‘n,wll,"-,l‘;)

with the following semantics:

e Given a state s = (y1,---,y,) and s = (yi,---,y.), there is a
transition from s to s’ if and only if

R(ylv"'vynvyiv'”vy:z) = 1

The set of atomic propositions AP are {xy,---,2,}. The labelling
function L is defined as follows:

e Given a state s = (y1,--,yn), ¥; € L(s) if and only if y; = 1.

Given a group G' = (g1, -, gr) acting on [n], we want to check that G
is indeed a symmetry group of M. Notice, that in order to check that
(G is a symmetry group for M we need to only verify that each of the
generators ¢; 1s a symmetry of ;. First, we define how a permutation
o € 5, acts on the transition relation K. The permutation o acts on R
in the following manner:

O'(R(l’l,"',l’n,wll,"',l’n)) = R(xcr(l)v"'7xcr(n)7xcr(1)7”'7xcr(n))

By definition, o € 5, is a symmetry of M if and only if it preserves the
transition relation R. Or in other words, R = o(R). Ordered Binary
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Decision Diagram (OBDD) is an efficient data structure to represent
boolean functions [11]. If we represent R as an OBDD, it is easy to
obtain the OBDD for o(R) by variable substitution. Since OBDDs are
a canonical representation for boolean functions, R = o(R) if and only
if the OBDDs for R and o(R) are the same. Therefore, if R is given
as a OBDD, we can check that G = (g1, -+, gx) is a symmetry group
form M by verifying that R = ¢;(R) for all 1 <i < k.

The basic step in checking symmetry is: given a permutation o
acting on [n] and a boolean function f(xq,---,x,), checkthat f = o(f),
ie.,

f(xlv"'vxn) — f(xcr(l)v"'vxcr(n))
We call this problem the symmetry checking problem.
Theorem 4.4.1 Symmetry checking is co-NP complete

Proof: We will prove that the complement of the symmetry checking
problem is NP-complete. The complement problem can be stated as
follows:

Given a permutation o acting on [n] and a boolean function f(xy,---,x,)
does there exist a (y1,--,y,) € B" such that

F,sun) # FWor), 5 Yo(n)

The problem is obviously in N P because one can guess a vector (y1,- -, yn) €

B™ and check that
f(yh T 7yn) 7£ f(ycr(l)7 T 7ycr(n))

Next, we prove that the problem is N P-complete. The reduc-
tion is from SAT [33]. Assume that we are given a boolean function
flx1,- -+, x,) of n variables. Assume that f(0,---,0) = 0 (otherwise we
have found a satisfying assignment to f). We construct a new function
g(x1, -, @n, Y1, -, Yn) of 2n variables in the following manner:

g($17...7xn7$n+17...7x2n) — f(x177$n)/\$n+1/\/\m

Consider the permutation o = (1,n + 1)(2,n +2)---(n,2n). We will
prove that o is not a symmetry of ¢ if and only if f is satisfiable.
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e Assume that f is satisfiable.

Let f(yi,--,yn) = 1. By assumption, (yi,---,y,) # (0,---,0).
By the definition of ¢ we have that

g(ylv"'vynvov'”?o) =
g(ov"'vovylv"'vyn) =0

Therefore, o is not a symmetry of g.

e Assume that o is not a symmetry of g.
Hence, there exists (y1, -, Yn, Ynt1s -+, Y2n) such that

g(ylv"'vynvyn-l-lv"' 7y2n) 7£ g(yn-l-lv"'vy?nvylv"' 7yn)

The previous equations implies that one of the equations given
below is true.

g(ylv'"7yn7yn+17"'7y2n) = 1
g(yn-l-lv"'7y2n7y17"'7yn) = 1.

In either case using the definition of ¢ we have that f is satisfiable.

It is obvious that our reduction can be done in polynomial time. The
size of g and the size of f only differ by a polynomial. O

4.5 Complexity of the Orbit Problem

In this section we assume that the state space of our system is given
by assignments to n boolean state variables zq,---,z,. Therefore, the
state space is isomorphic to B” (where B = {0,1}). We assume that
the symmetry group G < 5, acts on B” in the natural way: a per-
mutation ¢ maps a vector (21,--,2,) to (25(1)," ", %s(n)). The orbit
problem is at the core of any method exploiting symmetry. The orbit
problem asks whether two states s and s’ (which in this case happen
to be two 0-1 vectors of size n) are in the same orbit, i.e., there exists
a permutation o € (¢ such that s’ = o(s). In Chapter 3 it was proved
that the graph isomorphism problem can be reduced to the orbit prob-
lem. Therefore, the orbit problem is harder than the graph isomorphism
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problem. In this section we show that the orbit problem is equivalent to
the problem of finding a set stabilizer of a set Y in a coset (we call this
problem SSC'). Since the graph isomorphism problem can be reduced
to SSC [37], this result subsumes the result which appeared in Chap-
ter 3. Moreover, SSC (and hence the orbit problem) is equivalent to
several important problems in computational group theory, which are
harder than graph isomorphism, but not known to be N P-complete.
Proofs of most the theorems are based on techniques introduced in [51].

The Orbit Problem (OP): Given two 0-1 vectors « and y of size n
and a group GG < 5, does there exist a permutation ¢ € G which maps
x toy, e,y =o(x).

Set Stabilizer in a coset (55C): Given aset Y C [n], let G < S, be

a group and v € 5, be a permutation. The problem is to find whether
there exists o € Gy which stabilizes the set Y, i.e., o(Y) =Y.

Constructive Set Stabilizer in a coset (CSSC): Given a set
Y C [n], let G < 5, be a group and v € S, be a permutation. The

problem is to find whether there exists o € GGy which stabilizes the set
Y, ie,o(Y)=Y and if so, to exhibit such a 0. o(Y) =Y.

Lemma 4.5.1 The problems SSC and C'SSC are polynomially equiv-
alent.

Proof: It is obvious that SSC' is polynomially reducible to C'SSC'. To
show the other direction, let G,~,Y C [n] be an instance of CSSC.
Let G* be the subgroup of G which fixes {1,2,---,7}. We have a chain
of subgroups I = G"71 < ... < G' < G° = G. This chain of subgroups
and the right traversal of G*/G'*! can be found in polynomial time [32].
We perform the following steps:

1. First, determine using SSC whether there exists a o € G~ such
that o(Y) = Y. If the answer is no, stop, otherwise perform the
remianing steps.

2. Let {oy,---,04} be the right traversal of G°/G'. By definition,
here exists a o € Gy such that o(Y) = Y iff there exists j < k
such that o € G'ojy and o(Y) =Y.
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3. Make k calls to SSC (using the inputs {G', oy, Y}, -+, {G', o7, Y })
find a j < k such that there exists a ¢ € G'o;v such that
oY)=Y.

4. Now use G, 0;7,Y and repeat the above argument using G in-

stead of G and G? in place of G*.

[teratively, descending down the chain gives us the answer after n — 1
steps. Since the number of elements in the right traversal of G*/G**H!
is atmost n, we make less than n? calls to SSC O

We illustrate the proof of Theorem 4.5.1 by an example. Consider
the vectors, + = (0,1,1,0) and y = (1,0,0,1), the group S4, and the
permutations ¢ = (1,2)(3,4) and v = (1,3)(2,4). Note that y =
o(z) and y = (x). First, notice that 7 = o¢p™! = (1,4)(2,3) is
an automporhism of x, i.e., m(x) = x. In fact, given two arbitrary
permutations oy and og such that oy(x) = o2(2) = y, one can prove
that o105 ! is an automorphism of . Moreover, any automorphism of z
has to map a 1 to a 1 and a 0 to a 0. Therefore, an automorphism of x
has to stabilize the set {2,3}. The proof is based on these observations.

Theorem 4.5.1 The problems OF and SSC are polynomially equiv-
alent.

Proof:
(OP = SSC':) Let 2,y and GG be given. Form a partition {C§, C7} of

the set [n] in the following manner:

ZECSE & ;=0
ZEC{U & =1

Define /§ and CY in a similar manner using the vector y. Find a
permutation v such that v(C¥) = C§ and v(CY) = C{. In this case,
y(x) = y. Suppose there exists o € G such that o(x) = y. Since
y(z) = y, this means that c~'v(z) = z. Or equivalently, c™'v(C§) =
C¥ (recall that CF is the set of positions of 0s in x). Therefore, there
exists a ¢ € (Gy) which stabilizes CF (¢(C¥) = CF) iff ™ 'y(z) = y or
equivalently ¢ () = y. Hence, OP can be reduced to SSC.
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(SSC = OP :) Let Y C [n], G, and v € S, be an instance of the

problem SSC'. Define a 0-1 vector x in the following manner:

1eY & x,=0
1€Y' & x;=1

Let By = v(Y) and By = 4(Y°). Define the 0-1 vector y such that
y; =01if1 € By and y; = 1 if « € B;. The group ' in this instance of
OP is just GG. By the argument given in the previous part it is obvious
that a permutation o € Gy stabilizes the set Y iff oy~! € ( satisfies

y=0y""(z). O
In general, the SSC problem is hard because the graph isomorphism

problem can be reduced to it [37]. We discuss conditions under which
this problem can be solved in polynomial time.

Definition 4.5.1 Let (& be a finite group. A subgroup tower
=G < <...<q =@

of G is called a subnormal series of G. Furthurmore, if GOV is a
proper normal subgroup of G and the factor groups G /G are

all simple, then the series is called a composition series.

Definition 4.5.2 For each natural number b define a class 'y consist-
ing of those finite groups which have a composition series in which each
factor group G /G+Y has order at most b.

Theorem 4.5.2 (Luks [51]) Let ¢ be a permutation group acting on
the set [n] presented by a generating set consisting of at most O(n?)
permutations. If G is in I';, then there is a polynomial p(x) whose
degree depends only on b and an algorithm A such that algorithm A
computes the setwise stablizer of Y in the coset G'm in time p(n).

The theorem given above gives a polynomial time algorithm solving the
orbit problem in a special case. The condition that GG be given by at
most O(n?) generators is not a restriction because it is always possible

( see [32]). Given two groups A and B < A, the centralizer C4(B) of
B in A is the following group:

{a € A|aBa™"' = B}
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Given a group G acting on [n] and a set Y C [n], the stabilizer of Y in
(i (denoted by Gy) is the group given below.

(0€G|o(Y)=Y)}

In [37] it is proved that all these problems are polynomially equivalent.

Other problems

Problem 1 (Double Coset Membership) Given the groups A, B <
S, by generating sets and the permutation w,¢ € 5, test whether
v e ArB.

Problem 2 (Group Factorization) Given the groups A, B < 5, by
generating sets and the permutation 7 € 5, test whether there are
a € A, 3 € B, such that # = af3. Equivalently test whether 7 € AB.

Problem 3 (Number of factorizations) Given the groups A, B < 5,
by generating sets and the permutation = € 5,,, determine the number
k > 0 of distinct factorizations # = a3 of m, where a € A, § € B.

Problem 4 (Coset Intersection Emptiness) Given the groups A, B <
S, by generating sets and given a permutation m € 5,,, test whether
Am N B is empty.

Problem 5 (Group Intersection) Given the groups A, B < S, by
generating sets, determine a generating set for C' = AN B.

Problem 6 (Setwise Stabilizer) Given the group A < S, by a gen-
erating set, and given a subset X of [n], determine a generating set for

the stabilizer Ax of X in A.

Problem 7 (Centralizer in Another Group) Given the groups
A, B < 5, by generating sets, determine a generating set for the cen-

tralizer C'4(B) of B in A.

Problem 8 (Restricted Graph Automorphism) Given a graph
G = (V, E) and permutation group A < Sym(V), determine genera-
tors for all automorphisms of G which are also in A, i.e., find generators

for AN Aut(G).
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Theorem 4.5.3 The set stabilizer in a coset problem (SSC) is poly-
nomially equivalent to Problems 1 through 8.

Proof:

We will prove that SSC' is polynomially equivalent to Problem 4. Since
Problem 4 is equivalent to Problems 1 through 8, the result follows.
First we reduce to an instance of SSC to Problem 4. Let a set YV, a
group G, and a permutation ¢» € 5, be give. There exists a ¢ € G
which stabilizes the set Y iff o € Gy N Sym(Y)Sym([n] —Y). Notice
that any permutation in the group Sym(Y)Sym([n] —Y) stabilizes the
set Y. Therefore, SSC is reducible to Problem 4.

Now we reduce Problem 4 to SSC'. This part is bit more complicated.
Given groups A < 5,, B < 5, and a permutation m € §,,, we want
to test whether Aw N B is non empty. Consider the set [n] x [n] and
the group D = {(o, ) | @ € Aand § € B}. The permuations (o, 3)
act on (¢,7) in the following manner («, 5)(i,7) = (a(7),5(7)). Let
Z =A{(i,9)|i € [n]} and Z, = {(77(4),7)]: € [n]}. It is easy to see that
there exists v € D such that y(Z) = Z, iff there exists vy € D such
that v1(Z,) = Z (77! can serve as 7;) iff there exists a 0 € Ar N B.
Now consider the group H = D Cy (Cy is the cyclic group acting
on the set [2]), the only permutation in C3 is (1,2)). H acts on two
copies of the set [n] x [n]. Let Z; be the set corresponding to Z in the
first copy and Z, be the set corresponding to Z, in the second copy of
[n] x [n]. Let b = (e, e, (1,2) be the permutation in GG (e is the identity
permutation). Let ¢ < H be all permuations of the form (ay, az,e€)
such that aq, s € D. Basically, in ¢ we are not allowed to switch the
two copies of the set [n] x [n]. Now it is easy to see that o € G has
the form (ay, az, (1,2)). There exists a permutation o = (aq, az, (1,2))
which setwize stabilises 71 U Zy iff oy (Z) = Z; iff A7 N B is non-empty.
0.

4.5.1 The Constructive Orbit Problem

Modeling states by boolean variables, in some cases, is too cumbersome
and detailed. For example, consider the shared variable program intro-
duced in Section 4.1. Let P = ||'_; K; be a concurrent program which
does not have shared variables. Let the size of the set of locations Loc
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be k. In this case, a typical state in P is given by a vector of size
n whose elements are integers between 1 and k, i.e., the space [k]".
Permuting the processes K; amounts to permuting the corresponding
integers in that state. A symmetry group GG < 5, acts on the space
[k]" in the following way: a permutation o € G' maps (1,---,2,) to
(@) Tatm))-

Given a symmetry group G, one frequently needs a representative
function £ : S — S (S is the state space of the system) which has the

following properties:
e s and £(s) are in the same orbit.
e If s and s are in the same orbit, then £(s) = £(s').

Such a representative function is used during state exploration in [42].
The need to find such a representative function motivates the following
problem.

Definition 4.5.3 The Constructive Orbit Problem (COP): Given
a group acting on [n] and vector @ = (1, -, x,) find the lexicographi-
cally least element (or lex-least element for short) in the orbit of = (the
group (¢ permutes the indices of z)

Notice that if one can solve C'O P in polynomial time, one can construct
the representative function . Given a state x, {(x) is simply the lex-
least element in its orbit. In [5] it is proved that the problem is N P-
hard. The paper also shows that if the group G is in ['y, then COP can
be solved in polynomial time. Actually, for our purposes it is enough
to find a canonical element from each orbit.

4.6 Working Around the Orbit Problem

Results of section 4.5 prove that the Orbit problem is quite hard. In this
section we discuss three possible techniques which will help circumvent
the hardness of the orbit problem.

1. We prove that for a large class of groups, which occur commonly
in practice, the orbit problem can be easily solved.
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2. Given an arbitrary group (&, we provide techniques to construct
a subgroup H < G such that the orbit problem for H can be
solved in polynomial time. Notice that since we are working with
a group which is smaller than (, we might not be getting full
reduction.

3. An approach that uses multiple representatives from each orbit
rather than just one was described in Chapter 3.

The two subsections outline the first two approaches.

4.6.1 Easy Groups

Notice that if a group G < S5, has polynomial size, COP for (G can be
solved in polynomial time by exhaustive enumeration. For example, a
rotation group acting on set of size [n] has order n. Therefore, for the
rotation group one can solve COP in linear time. The lemma given
below states that if COP can be solved in polynomial time for two
disjoint groups J and K, then C'OP can be solved in polynomial time
for their direct product.

Lemma 4.6.1 Let ¢ = J - K be a disjoint product of J and K. If
COP for J and K can be solved in polynomial time, then COP for GG

can be solved in polynomial time.

Proof: Since J and K are disjoint, we have two disjoint sets of indices
Iy ={i, - 4} and I = {j1, -+, 7.} such that J acts on [;, K acts
on g and [; U I = [n]. Given a vector z, let x; be the projection
of the vector on the index set [;. In a similar manner, let i be the
projection on the index set [x. We solve COP for x; and x separately
and put them together. O

The next lemma is similar to the previous one but considers wreath
products.

Lemma 4.6.2 Let ¢ = J | K. The group J, K, act on the sets
[n], [m], [nm] respectively. If COP for J, K can be solved in polynomial
time, then C'OP for (G can be solved in polynomial time.
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Proof: Let @ = (21, -, Zmn) be a vector of size mn. Recall that each
permutation in ¢ = J ] K can be thought of as a tuple of permutations
(o1, ,04,7) such that o; € Jand v € K. Let B; = (Zpiy -+, Tnign—1)
be the i-th block. We permute the blocks according to the permutation
~ and then permute the elements in the block B; according to the per-
mutation o;. Regard B; as an integer by concatenating all the integers
in that block. Solve the COP for (By,- -, By,) and the group K and
get a lex-least element (B, -, By()) where v € K. Now solve the
COP for each By and J. O

Lemma 4.6.3 Let S, be the full symmetric group acting on the set
[n]. The COP problem for S, can be solved in polynomial time.

Proof: Given a vector @ = (xy,---,x,), the lex-least element of « un-
der the group 5, can be obtained by sorting the elements ;. O.

Frequently in practice, symmetries are given as a set of transpositions.
For example, a system which has the star topology, the two outer pro-
cesses can be switched. The lemma given below states that if the group
is only generated by transpositions, then C'OP for it can be solved in
polynomial time.

Lemma 4.6.4 Let G be a permutation group acting on the set [n].
Assume that G is generated by a set of transpositions S. The COP
problem for G can be solved in polynomial time.

Proof: Consider a graph K = ([n], ') with n vertices. Let S be the set
of transpositions generating the group . The edge (i,7) € Eiff (¢,7) €
S. Let C1,Cs,---,C,, be the connected components of the graph K.
We will prove that each connected component corresponds to a full-
symmetric group acting on the vertices in that connected component.
Without loss of generality let {1, -, k} be the vertices in the connected
component C; (otherwise we can rename the vertices). We will prove
that (1,r) € G for 2 < r < k. Let (1,i1),---,(l,r) be the path
from vertex 1 to r. Composing all the transpositions along the path,
we get that (1,7) € G. Since {(12),(13),---,(1k)} generates the full
symmetric group S, the connected component C; corresponds to Si.
Therefore, ¢ is the disjoint direct product of m full symmetric groups
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(one group for each connected component). Now using lemma 4.6.3
and lemma 4.6.1 we get that COP for G can be solved in polynomial
time. O

4.6.2 Finding Easy Subgroups

Let G < S, be a permutation group acting on the set {1,2,--- n} =
[n]. We will find a subgroup G’ of GG such that the orbit problem for
G’ is solvable in polynomial time.

Definition 4.6.1 Given G acting on [n] define GI"¥ as the subgroup
of G which fixes the set T' = [n] —{é, 14+ 1,---, 0+ k—1}, i.e., for every
j € T and every o € GIH we have that o(j) = j.

Note that the generator for the subgroups GI* can be found in polyno-
mial time [32]. Let m = [%]. Given (i acting on [n], let G’ be defined
by the following equation:

G/ — (ﬁ G[k(i—l)—l—l,k]) . G[km—l—l,n—m]
=1

In the formula given above, - denotes disjoint product of groups. Since
each component in the formula given above is subgroup of G, it follows
trivially that G’ is a subgroup of G. Intuitively, G’ is the subgroup of
GG in which we retrict ourselves to permute only £ indices.

Lemma 4.6.5 The orbit problem for G' can be solved in polynomial
(in n and k) time.

Proof: Notice that each component GI# permutes a disjoint set of
indices. Furthurmore, since GI%* only permutes k indices, the order
of GliH is < k! < k5. Given two 0-1 vectors = and y, we can divide
the orbit problem for G’ into m 4 1 orbit problems. Each of these
subproblems involves a subgroup of G which permutes only k indices
and hence can be solved in time k3. Therefore, the orbit problem for
G’ can be solved in time O(nkg) O.

In practice the user will choose k and the group G’ will be computed
automatically. For example, if the user restricts himself to exchanging
two adjacent processes, then k& will correspond to the total number of
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local bits of two processes. Given a symmetry group GG acting on [n], let
H C G be the subgroup generated by the set of transpositions S C
given below.

S = i) @) edy

Since one can test (7,7) € G in polynomial time [32], the set S can
be found in polynomial time (there are only n? transpositions). By
lemma 4.6.4 COP for H can be solved in polynomial time. Therefore,
if we work with H instead of (G, we are solving an easy instance of the
orbit problem.
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Chapter 5

Partial Order and Symmetry

Partial order based methods exploit the independence of actions [36,
60, 70, 71]. The basic idea is that given a set of interleaving sequence
of actions, some of these sequences can be ignored because the actions
occurring in them are independent and hence can be permuted. The
method works by partitioning the sequences into equivalence classes,
and then the algorithm explores only few sequences from each equiva-
lence class. For example, assume that the actions « and 3 are indepen-
dent. Independence means that it does not matter in what order the
finite-state system executes the actions a and 3. So a sequence uaf is
equivalent to the sequence ufa. Therefore, if we consider the sequence
uaf3, we can ignore the sequence ufa. Most methods work by choos-
ing a small set of actions from a state. While doing depth-first search
to explore the state-space, we only execute these small set of actions
from the state. The enabled actions have the property that the method
considers at least one sequence of actions from each equivalence class.

In chapter 3 symmetry based methods to avoid the state-explosion
problem during model-checking were described. This chapter combines
symmetry and partial order based reduction techniques. In a system
comprised of states and actions, partial order based techniques exploit
the independence of actions. On the other hand, symmetry based tech-
niques exploit the symmetry on states. Since symmetry and partial
order based methods work on different components of the system, it
should be possible for both techniques to be applied simultaneously. In
this chapter it is proved that this is indeed the case.

111
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The chapter is organized as follows: Section 5.1 provides definitions
used throughout the chapter. Section 5.2 gives an algorithm which
preserves LT L formulas without the nexttime operator. Section 5.3
provides an algorithm which preserves C'T'L* without the nexttime op-
erator.

5.1 Definitions

In this section we introduce various definitions used throughout the
chapter. Subsection 5.1.1 defines different pre-orders between LTSs.
The notion of bisimulation preserving abstractions is defined in Sub-
section 5.1.2. The subsection after that defines what it means for two
actions to be independent. The last subsection defines what it means
for a LTS to be symmetric. Next, we introduce the concept of a labeled
transition system (LTS).

Let AP be a set of atomic propositions. A labeled transition system

(LTS) is 5-tuple T'= (S, R, L, Act, so), where
e S is a finite set of states,

e R C S x Act x S is a transition relation ((s,a,s’) € R is also
written as s = s’ € R).

o L : S — 247 is a labeling function which associates with each
state a set of atomic propositions that are true in the state.

e Act is a finite set of actions.
e s is the initial state.

The set ap(s) is the set of all a-successors of s in T, i.e., s’ € ag(s) iff
s 5 s’ € R. An action « is said to be enabled from a state s in T if
and only if there exists a s’ such that s =+ s’ € R. The symbol eny(s)
denotes the set of actions enabled from the state s in 7. An action
a is called invisible in T iff for all s and s’ such that s = s’ € R we
have that L(s) = L(s’). Basically, an invisible action does not change
the truth of atomic propositions. The set of invisible actions in T' is
denoted by invisy. The set of visible actions is denoted by visy.
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5.1.1 Various pre-orders between processes

Some pre-orders were defined in chapter 2, but we define them in this
chapter in the context of LTSs. Given two LTSs Ty = (51, Ry, L1, Act, $0,1)
and Ty = (53, Ra, Lo, Act, s02), a relation B C Sy x S5 is called a bisim-
ulation between T7 and T; if and only if the following conditions hold:

[} 8071 B 8072.
e Assume that s B s’. Then the following conditions hold:

= L(s) = L(s")
— Given an arbitrary transition s = s; € R;, there exists
s9 € S5 such that s = 55 € Ry and sy B ss.

— A symmetric condition holds with roles of s’ and s reversed.

Ty and T are said to be bisimilar (denoted by Ty Zg Ty) if and only if
there exists a bisimulation between 7T and T5.

Definition 5.1.1 Let 77 = (51, Ry, L1, Act, s01) and Ty = (53, Rz, La, Act, s0.2)
be two LTSs. Let & C S; x S, be a relation. Consider paths 7 = 50 =3

13 o in Ty and 7' =1, Ly 1 2 T,. Paths m and 7’ are called
stuttering E-equivalent if and only if there exists sequences of natural
numbers 19 = 0 < 17 < 19 < -+~ and ky = 0 < k; < ky < --- such that

for all 7 > 0 the following condition is true.

o Foralli; <r <y and k; <m < ki, s E .

Paths © and 7’ are called stuttering equivalent if they are stuttering
L-equivalent where s £ s if and only if L(s) = L(s’). Sometimes, we
will refer to the set of integers {i;,¢; + 1,---,2,41 — 1} and {k;, k; +
1,--+ ki1 — 1} as the j-th blocks B; and B..

Next, we define the notion of stuttering bisimulation. Stuttering bisim-
ulation is similar to bisimulation, but each LTS is allowed to take
several steps to simulate a path of the other LTS. Given two LTSs
T1 == (Sl, Rl, Ll, Act, 8071) and T2 == (SQ, RQ, LQ, Act, 8072), a relation
E C 51 x Sy is called a stuttering bisimulation between T and T5 if and
only if the following conditions hold:
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[} 8071 g 8072.
o If s £ 4, then the following conditions hold:
- L(s) = L(¢)

— For every path 7 starting from s in 7} there exists a stut-

tering E-equivalent path 7’ starting from s’ in T,. See defi-
nition 5.1.1 for the explanation of stuttering £-equivalent.

— The same condition as the previous one holds but with the
roles of s and s’ reversed.

T, and T3 are said to be stuttering bisimilar if and only if there exists

a stuttering bisimulation between them. We denote this by T} Zsp Ts.
Ty = (51, Ry, L1, Act, s01) and Ty = (S2, Rz, La, Act, so2) are said to

be stuttering path equivalent (denoted by Ty Zspg T3) if and only if

o Llor every path 7 starting from sg; in 7 there exists a stuttering
equivalent path 7’ starting from sg» in 75.

e A symmetric condition holds with the roles of sg; and sg; re-
versed.

T1 = (Sl, Rl, Ll, Act, 8071) and T2 = (SQ, RQ, LQ, Act, 8072) are said to
be path equivalent (denoted by Ty Zpg Ts) if and only if

e For every path 7 starting from sg; in 7} there exists a path «’
starting from sgo in 1% such that Lq(7[0]) = Lo(7'[0]).

e A symmetric condition holds with the roles of sg; and sg; re-
versed.

Next, we define the notion of stammering bisimulation. Stammer-
ing bisimulation is a stronger equivalence than stuttering bisimulation.
Intuitively, each transition in one structure is simulated by a finite se-
quence of transitions in the other structure. The formal definition is
given below:

Definition 5.1.2 Given two LTSs Ty = (51, Ry, L1, Act, s01) and Ty =
(52, Ra, L2, Act, s02) a relation SB C 57 x Sy is called a stammering
simulation if and only if sg1 SB sg2 and if s SB s/, then the following
conditions hold:
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9. If s % v is a transition in Ty, then

e J € invisp and v SB ¢, or

o there exists a path s’ = tg 3 ¢; = -+, 28 v/ in Ty such
that for 0 <1 < n, s SB t; and «; € invisy,. Moreover,
v SB .

3. If there is an infinite path s = vg @ vy ﬁ vy - -+ 1n 1] such that
for all « > 0, #; € invisy, and v; SB &', then there exists a path
=1 B B ... RS t; X ti41 in 15 such that s SB {; and
a; € invisy, for 0 <1 < j, and vy SB t,41.

A relation SB is called a stammering bisimulation if and only if SB
and SB™! are both stammering simulations. Ty and T, are called stam-
mering bisimilar (denoted by Ty =g;5 T3) if and only if there exists a
stammering bisimulation between them.

Notice that a stuttering bisimulation relation cannot distinguish
between next states. Therefore, it is not surprising that stuttering
bisimulation preserves the truth of C'T'L* formula without the next
time operator. The proof of this theorem first appeared in [9].

Theorem 5.1.1 Let f be a formula in CTL*X. Let T} and T, be two
stuttering bisimilar LTSs. Let £ be a stuttering bisimulation relation

between Ty and Ts. If s £ &', then Ty, s = f if and only if Ty, s" = f.
The proof of this Theorem follows from the Lemma given below.

Lemma 5.1.1 Let 77 and T, be two stuttering bisimilar L'TSs. Let £
be the stuttering bisimulation between Ty and T. Assume that s £ s'.
Let 7 and 7’ be two stuttering £-equivalent paths in 77 and T; re-
spectively. Assume that f is state formula and ¢ is a path formula in

CTL*X. In this case we have:
l.sEfiff s = f.

2. nEgiffn' =g
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Proof:

Basis: f € AP. By definition, L(s) = L(s'). Therefore, s |= f if and
only if 8" E f.

Induction: There are several cases.

o f = —f, astate formula.
By the inductive hypothesis we have that s E fi & s E fi.
Therefore s = f < s’ |= f. The same reasoning holds in case of
a path formula.

o f = f1V fy, astate formula

sEf & skE fiorskEfo
& sk fiors' Ef
.

The second step uses the inductive hypothesis. We can also use
this argument in case of the path formula.

e = FE(f1),a state formula
Suppose s = f. There is a path 7 starting with s such that
7 |E fi. By definition, there exists a stuttering £-equivalent path
7" in Ty starting with s’. By the inductive hypothesis 7 E f; &
7' | fi. Therefore, s = E(f1) = s’ E E(f1). A similar argument
holds in the other direction.

e g = f, where ¢ is a path formula and f is a state formula.
Although the lengths of g and f are the same, we can imagine
that g = path(f), where path is an operator which converts a state
formula into a path formula. Now we can apply the inductive step.

* g=0nUg.
Assume that 7 and #’ are stuttering E-equivalent. By defini-
tion, we have two strictly increasing sequences of natural numbers

{15172 and {k;}52, such that 4o = ko = 0 and for all j > 0 we

7=0
have that:
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— For all i; <m <41 and k; < n < kjp1, 7[m] € 7'[n]

We will prove that 7 |= ¢ implies that 7/ = ¢g. Assume that
7 = g. By definition, there exists a & > 0 such that 7% = ¢,
and for all 0 < j < k, 7/ = g;. Let m be a natural number such
that 7,, < k < i,,41. Notice that 7% is stuttering E-equivalent
to mF. Moreover, for every 0 < j < k we can find a natural
number 0 < r < k,, such that 7/ is stuttering E-equivalent to

7. To see this, consider an arbitrary j. Let r be such that

i, < 7 < i,41. We have that 7/ is stuttering £-equivalent to 7'
for all [ (k, <1 < k,41). By the induction hypothesis 7/ |= ¢,
and 7" |= ¢ for all 0 < r < k,,. The proof that #’ = ¢ implies

T |E ¢ is symmetric.

*g=nVap

Again, Assume that 7 and 7" are stuttering £-equivalent. Assume
that we have two increasing sequences of natural numbers {i;}%2,
and {k;}52, as before. The proof is very similar to the one given
above, so we will give a brief proof in this case. Assume that
7 | g. We will prove that 7’ | ¢g. By definition, for all & > 0
if B g for all 0 < 5 < k, then 7% |= go. Let & > 0 be an
arbitrary natural number such that 77 £ ¢, for 0 < j < k. Let
m > 0 be such that k,, <k < k,,11. It is easy to see that 7" [£ ¢
for 0 < r < i,41 (use the induction hypothesis and the fact that
T = g). Also, 7% |= g; by the induction hypothesis and the fact
that 7" |= g,. Notice that 7% is stuttering equivalent to 7”. Using
the definition of the V operator it follows that 7’ = ¢. The proof
that 7' | ¢ implies 7 |= ¢ is symmetric.

Theorem 5.1.2 Let f be aformulain LT L-X. Let Ty = (S1, Ry, L1, Act, s0.1)
and Ty = (S, Ry, La, Act, s92) be two stuttering path equivalent LTSs.

soiESf & so2 S

The proof of the theorem follows from the lemma which states that stut-
tering equivalent paths cannot distinguish between LT [L-X formula.
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Lemma 5.1.2 Let 7 and 7’ be two paths that are stuttering equiva-
lent. Let ¢ be a formula with only the path operators U and V. We
have that:

TEe & TE

Proof: Let 1o = 0 < 17 <13 < ---and kg =0 < by < ky < -+ be
the two sequences corresponding to m and 7’. The sequences satisfy
the conditions for 7 and 7’ to be stuttering equivalent. The proof is by
structural induction on ¢.

e (Case ¢ =p)
The formula ¢ is an atomic proposition. Since L(7[0]) = L(7'[0]),
we have that 7 | p iff 7’ = p.

o (Case 6= )

The result follows from structural induction.

o (Case ¢ = ¢, U ¢y)
We will prove that 7 | ¢ implies that 7’ | ¢. Assume that
T = ¢. By definition, there exists a & > 0 such that 7% = ¢,
and for all 0 < j < k, 7 |= ¢;. Let m be a natural number such
that ¢,, < k < 4,,41. Notice that 7/ is stuttering equivalent
to mF. Moreover, for every 0 < j < k we can find a natural
number 0 < r < k, such that 7/ is stuttering equivalent to
7. To see this, consider an arbitrary j. Let r be such that
i, < j < i,41. We have that 7/ is stuttering equivalent to 7' for
all [ (k, <1 < k,41). By the induction hypothesis 7% = ¢, and
" | ¢y for all 0 < r < k,,,. The proof that 7’ = ¢ implies 7 |= &

1s symmetric.

o (Case ¢ =61V &)
The proof is very similar to the one given above, so we will give a
brief proof in this case. Assume that 7 = ¢. We will prove that
7' |= ¢. By definition, for all £ > 0 if 7/ [£ ¢, for all 0 < j < k,
then 7% = ¢,. Let k > 0 be an arbitrary natural number such that
7' B ¢y for 0 < j < k. Let m > 0 be such that k,, <k < kjy1.
It is easy to see that n" £ ¢y for 0 < r < 4,41 (use the induction
hypothesis). Also, 7% |= ¢, by the induction hypothesis and the
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fact that 7" = ¢2. Using the definition of the V operator it
follows that 7’ = ¢. The proof that 7’ = ¢ implies 7 | ¢ is
symmetric.

The basic idea in the proof is that within a block i, and i,,41 (or ky,
and kp,4+1) the truth of a path formula does not change.O

Lemma 5.1.3 17 =g T, implies that 177 Zgp 1. T1 =g T5 implies
that T1 Zgp 1. Similarly, 77 Zgp 15 implies that T} Zgpp Ts.

Proof: Assume that 7 and 75 are bisimilar. Let B be a bisimulation
relation between 77 and T,. Assume that s B s’. Let 7 be a path
starting from s in T;. By definition, there exists a path 7’ starting
from s" in Ty such that «[i] B #'[i]] (for all 7). Paths 7 and 7’ are
stuttering B-equivalent with the {i; = j7}%2, and {k; = j}32,. The
other case is symmetric.

Now assume that T} and T, are stammering bisimilar. Let & be a
stammering bisimulation between T and T;. Let s £ s'. By definition,
L(s) = L(s'). Let m be a path starting from s in 77. We will build
a stuttering E-equivalent path 7’ starting from s in T3. Assume that
Tis s = 89 % 57 — ---. We will construct a path 7’ (denoted by

s’ =1y @ t ﬂ -+ +) inductively. We maintain the following counters.

12 state s; in path 7 is being processed.
J: length of the path 7’ so far.
k: current block number for .
[: current block number for 7’

Initially, all the counters are 0. First, we will handle the second case in
the definition of stammering bisimulation. Suppose we are processing
the transition s; =% s;41 of the path m. We have the following two
subcases.

e Suppose ¢ is invisible and s;1; € ¢;
In this case we update ¢ =7 4+ 1.
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ﬁj-lin>—1

e Suppose there exists a path m; = {; By tiv1 EEO Litm
such that 0 <r <m, s; £ {;1, and §; € invisy,, and s;41 € 4.
We append m; to 7’. We also make the following updates: i =
1+1,5=734+m, k=k+1,and [ =+ 1. Notice that we started
a new block at state s;41 and ¢;4,,.

The third case in the definition of stammering bisimulation is handled
in a similar manner to the previous case. It is not hard to see that
n’ is stuttering £-equivalent to m. The block numbers can be used to
construct the stuttering equivalence between paths = and =’

Let € be a stuttering bisimulation between 7T} and T5. By definition,
s € & implies that L(s) = L(s"). From this it follows that if 7 and 7’
are stuttering £-equivalent then they are stuttering equivalent. Since
the initial state of T} and T3 are related by &, this shows that 77 and
T, are stuttering path equivalent. O

Lemma 5.1.4 The pre-orders =g, Zs5, Zg;p and Zgpp are transitive.

Proof: Proof follows from the definitions.O

The table given below summarizes the relationships between various
pre-orders and temporal logics. The first column lists all the pre-orders.
The second column lists various logics. If a pre-order and logic appear
in the same row, then they are equivalent. For example, T} Zpp Ty iff
T and T5 satisfy the same LT'L formulas.

Pre-order | Logic
= cTr»
=B CTL-X
S LTL
~opp LTL-X

5.1.2 Abstractions
Let T'= (S, R, L, Act, 59) be an LTS. Let h : S — S be an abstraction

function. We say that h is bisimulation preserving if and only if there
exists a bisimulation relation B C S x S between T and T such that;

o Lorall s € S, s B h(s)
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e s B s' implies that h(s) = h(s')

In this case, we say that i preserves the bismulation relation B. Intu-
itively, h picks a representative from each equivalence class of S induced
by the bisimulation B. Given a bisimulation preserving abstraction
function h on an LTS T = (S, R, L, Act, so), define the corresponding
abstract LTS Ty, = (S, Ry, Ly, Act, h(s0)) in the following manner:

o Sy =h(9).

o r 5 ry € Ry if and only if there exists s € S such that r = s €
R and h(s) = rq.

e Forall r € Sy, Lp(r) = L(r).

Lemma 5.1.5 Given an LTS T'= (S5, R, L, Act, so) and a bisimulation
preserving abstract function h, T and T}, are bisimilar.

Proof: Let B be a bisimulation between T" and T such that h preserves
B. Construct B, C S x Sj in the following way:

sB,r & sBr

We will prove that Bj, is a bisimulation relation. Assume that s B), r.
It 1s obvious that the labels of » and s match.

e Assume that s > s’ € R.
Since s B r, there exists a s; such that » = s; € R and s’ B s;.
By definition, r = h(s;) € R, and s; B h(s;). By transitivity,
s" B h(sy), which implies that s’ By h(sy).

o Assume that r = ' € Ry,.
The definition of R, implies that there exists s; such that r =
s1 € R and h(s;) = r'. Since s B r, there exists s’ such that
s 5 s and s’ B sy. Using the fact that s, B (recall that
h(sy) =" and h is bismulation preserving) and transitivity of B,
s B r’. This implies that s B), r'.

By definition of By, so By h(so). The proof is complete.0
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5.1.3 Independent Actions

Now we define the concept of independent actions. The notion of inde-
pendence is central to the partial-order reduction techniques.

Definition 5.1.3 Let T = (S5, R, L, Act, s9) be an LTS. An indepen-

dence relation on actions is an irreflexive and symmetric relation I C
Act x Act such that for each pair of actions («, 3) € I (called indepen-
dent actions) it must hold that for each s € S

o If {o, 5} C eny(s), then for each state s’ € ar(s) we have that
B € eng(s').

o If {a, 3} C enr(s), then there exists a path from s = s; s in
T iff there exists a path s LN sh s inT.

The first condition states that if o and [ are independent, then ex-
ecuting « from a state s, does not disable the action 3. The second
condition states that independent actions are commutative (see Fig-
ure 5.1). Notice that [ is an independence relation with respect to a

particular LTS T'.

Figure 5.1: Commutativity of actions

The lemma given below states that if [ is an independence relation
for T', then [ is also an independence relation for T},. This means that
given an independence relation for T', we can use the same independence
relation while performing partial-order reduction on the abstract LTS

Th.
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Lemma 5.1.6 Let [ be an independence relation for a LTS T'= (S, R, L, Act, so).
Let i be a bisimulation preserving abstraction function. Let T} =
(Sh, Ry, Ly, Act, h(sg)) be the corresponding abstract LTS. Then, [ is

also an independence relation for T}

Proof: Let I be an independence relation for 7. We will prove that [
is also an independence relation for I. Let B be a bisimulation relation
between T'and T" which is preserved by h. Assume that (a, 3) € I. Cor-
responding to the two conditions in the definition of the independence
relation we have the following two cases.

e Assume that {a, 3} C eng,(r). Let v € ag,(r). We have to
prove that 8 € eng, (r'). By definition, there exists s € S such
that » = s and h(s) = 7. Since [ is an independence relation for
T, 3 € eng(s). Since h is bismulation preserving, we also have
that s B v’ . Therefore, 5 € enp(r’), which in turn implies that

B € eng, ().

e Assume that {a, 3} C eng,(r). Now suppose that there exists a
pathr&rlir’inTh. Let s € S such that r = s € R and

h(s) = r1. Also assume that ry LN t1 € R and h(ty) = r'. Since

€ eny(s), we can construct a path r = s £> s"in T such that
) P

s" B t1. Since [ is an independence relation for T, there exists a

path r LN s; — s in T. A transition h(s;) = s” such that s’ B s”
exists because s; B h(sy). By transitivity, s” B t;. Therefore,

h(s") = h(t;) = r'. Hence, r LN h(s1) = r'is a path in T}.

Only the second part of the proof uses the fact that s B s’ implies that
h(s) = h(s").0

Now we proceed to define an equivalence relation on paths which is
induced by the independence relation. As usual ¥* U X¥ denotes the
set of infinite and finite strings over the alphabet . The symbol afi]
denotes the i-th letter in the string o. Given a relation £ on the set X,
a relation =g on ¥* U X¥ is defined as follows. First, we define =g on
finite strings. Given two strings o and 3, we say that o =g 3 iff there
exists a sequence ag, -+, q,, where ag = « and «, = 3 and for each
0<1<n, o =aad’d and a;11; = ad’aé for some finite strings @ and
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&, and aFa'. That is, we say two strings are related if the second string
can be obtained from the first by permuting F-related letters. Given
two finite strings o, § € Y7, we say that o <g [ iff there exists v € ¥*
such that § =g v and « is a prefix of 7. Next, we extend the definition
to infinite strings. We say that o <p [ iff every finite prefix u of «
there exists a finite prefix w of 3 such that u <g w. Two infinite strings
a and 3 are =g-related iff « <p #and 8 <g a. If E is a irreflexive and
symmetric relation on X, then one can show that = is an equivalence
relation on strings [54]. Given an irreflexive and symmetric relation F,
a trace is an equivalence class of finite or infinite strings induced by
the equivalence relation =p. Given a string v, [v]g is the trace which
contains v. Notice that if v <p w, then for all z € [v]g and y € [w]g
it 1s true that z <g y. Therefore, we can extend the preorder <p to
traces in a natural way. Formally, [v]p <g [w]g iff v <g w. Sometimes
when the relation F is clear from the context, we write [a] instead of
[G]E.

Let I be an independence relation on a LTS T = (S, R, L, Act, so).
Define =; on the set Act* U Act® as described above. The relation =;
can be lifted to paths in the following way: 7 =; 7" iff 7 |,=; 7 |2
The sequence of actions corresponding to a path 7 is denoted by 7 .

5.1.4 Symmetry

Next, we define the concept of a symmetry group G of a LTS.

Definition 5.1.4 Givena LTS T = (S, R, L, Act, s0), a group G acting
on S is called a symmetry group of T iff

e For all a € Act and for all 0 € GG, s = s iff o(s) = o(s').
e Forall o € G, L(s) = L(o(s)).

Notice that if we are interested in checking a temporal formula f, the
labeling function of the LTS can be restricted to the atomic propositions
occurring in f. Therefore, all the restrictions on labelings given above
only have to hold for the atomic propositions occurring in the temporal
formula f of interest. We say that s and s’ are in the same orbit
iff there exists a 0 € G such that o(s) = . © C S x S is the
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orbit relation induced by the symmetry group GG. Given a LTS T =
(S, R, L, Act, s9) and a symmetry group G acting on S, we define a
representative function £ 1 S — S. The function ¢ has two properties:

e s and £(s) are in the same orbit.
e If s and s are in the same orbit, then £(s) = £(s').

The function ¢ maps a state to an unique representative in its orbit. The
lemma given below states that £ is a bisimulation preserving abstraction
function for 7. This means that the entire framework automatically
gives a method for combining partial-order and symmetry reductions.

Lemma 5.1.7 Assume that we are given a LTS T'= (S, R, L, Act, so)
and a symmetry group (G acting on S. Assume that ¢ is a representative
function corresponding to (. In this case, £ is a bisimulation preserving
abstraction.

Proof: Let O C 5 x S be the following relation:
o s O s iff s and s’ are in the same orbit.

It is easy to prove that O is a bisimulation relation. By definition of £,
¢ has the required properties with respect to the bisimulation relation

0.0

In the definition of the symmetry group given at the beginning of this
subsection we did not allow the actions to be permuted. This might
seem overly restrictive. Now we will allow the symmetry group to
permute states and actions simultaneously. Next, we will prove that
this new seemingly more powerful notion of symmetry is equivalent to
the definition of symmetry given before. Assume that we are given
an LTS T and a symmetry group G according to the definition 5.1.5.
We construct an LTS T} from T by relabeling actions such that G is
a symmetry group for T using definition 5.1.4. The group Sym(S) x
Sym(Act) is the group of all permutations (7, o) such that # € Sym(.5)
and o € Sym(Act). Given a permutation ¢ = (m,0) € Sym(S5) x
Sym(Act), for all s € S and a € Act we define ¢(s) = =n(s) and
¥(a) = o(a).
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Definition 5.1.5 Given a LTS T = (S, R, L, Act, sy), a group G <
Sym(.S) x Sym(Act) is called a symmetry group of T iff

o Forme G, s> s iff w(s) — n(s').
e Forall o € G, L(s) = L(o(s)).

The orbit of an action o € Act (denoted by 6 (a)) is the following set:

fa(a) = {B]3m € G(n(a) = 0)}

Let I be an independence relation on the LTS T'. Let (G be the symme-
try group of T according to definition 5.1.5. Define O(I) C Act x Act
in the following manner:

e (a,) € Og(I) if and only if there exists o/, #', and 7 € (& such
that (o/,3") € I, o' = w(«) and ' = 7(f)

The lemma given below states that if [ is an independence relation for
T, then O (1) is also an independence relation for 7.

Lemma 5.1.8 Let T'= (S5, R, L, Act, s9) be a LTS and ¢ < Sym(.5) x
Sym(Act) be a symmetry group of T'. If I is an independence relation
on T', then O¢([I) is an independence relation on 7.

Proof: Assume that s € S, {a, 5} C eny(s) and (o, 3) € O¢(I). By
definition there exists a ¢ € G such that (¢¥(a),¥(5)) € I. Using

the fact that GG is a symmetry group we have that {¢(«),¢¥(8)} C

ent(1(s)). Moreover, we also have that there exists a path ¥(s) U

$1 w(—g) s" iff there exists a path s = ™ (sy) LN ¢~Y(s"). Similarly, there
exists a path ¢(s) v 1 Y9 & iff there exists a path s LN () >

Yp~Y(s"). The result follows from these observations and definition of
independence. O

Now we can assume that we are working with O (/) instead of [I.
Notice that in general, ©¢([) can be much larger than I. The lemma
given below states that the property of an action being invisible is an
invariant for an orbit.
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Lemma 5.1.9 Let 0 € G be an arbitrary permutation in G. An action
a € invisy iff o(a) € invisy.

O(Act) denotes the set of orbits of the actions. Given an LTS T =
(S, R, L, Act, s9), a symmetry group GG < Sym(S) x Sym(Act) (accord-
ing to the definition 5.1.5) and an independence relation [ C Act x Aet,
we construct an LTS Ty = (51, Ry, L1, O(Act), so), a symmetry group
G4 < Sym(S), and and independence relation I; C O(Act) x O(Act) in
the following manner:

o 5, =05.
o Li(s)=L(s).

€Ci>oz)

* s e R iffs S s eR.

o 7 € (71 iff there exists o such that (7,0) € G.

Oc(a) Iy Oc(B) iff for all o € Og(a) and for all 3’ € 05(3) we
have that o/ I 3.

The lemma given below states that definition 5.1.4 can be used without
loss of generality.

Lemma 5.1.10 Let GG be a symmetry group of an LTS T using defi-
nition 5.1.5. Let T} and G} be constructed as before. In this case (7 is
the symmetry group of T} according to the definition 5.1.4. Moreover,
I is an independence relation for 7.

Proof: Immediate from the construction of 77. O

5.2 Algorithm for preserving LT L-X

Let T'= (S, R, L, Act, s9) be an LTS and & be a bisimulation preserving
abstraction function. In this section we will provide an algorithm which
performs partial-order reduction and the reduction corresponding to the
abstraction function h simultaneously. Basically, we give an algorithm
which performs the partial-order reduction on the abstract LTS T}, =
(Sh, Ry, Ly, Act, h(sg)), but does not require the explicit construction
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of T}. First we present an algorithm which uses the structure 7}. This
algorithm is only given for the sake of the proof and was first presented

in [60].

1 push(h(se))
expand-node(h(sp))

[\

function expand-node(s)
working-set(s) = ample(s)

while working-set(s) # ¢ do

a = some action in ample(s)
working-set = working-set(s)\{a}
for all s’ € ar,(s) do

if (new(s’)) then

10 push(s)

11 expand-node(s’)

O 00 ~1 O T k= W

12 create-edge(s,q,s’)
13 fi

14 end for all

15 end while

16 mark s as explored.
17 end expand-node

Figure 5.2: State space expansion algorithm (A1)

The various routines used by the algorithm are described below:

e The routine new(s) checks that the state s has not been marked
explored.

e The routine push(s) pushes the state s onto the search stack. We
also assume that when a state s is marked explored (line 16), it
is removed from the search stack.

e There is a LTS 7" maintained by the algorithm. The routine
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create(s,a,s’) creates an transition between s and s’ labelled by
a.

R is called a run of the algorithm A1 if and only if R is an execution
of the algorithm A1 where the sets ample(s) are chosen according to
the rules C1-h, C2-h and C3-h. Notice that if we choose ample(s) =

en(s), the rules C1-h, C2-h and C3-h are satisfied, but this is same
as reachability analysis with not partial-order reduction.

e (C1-h) For no action o« € Act\ample(s) that is dependent on
some action in ample(s) there exists a path 7 in T}, such that «
appears in 7 before an action from ample(s) appears on 7.

e (C2-h) If ample(s) is a proper subset of the actions enabled from
s in T}, then for no action o € ample(s) it holds that a state in
the set ap,(s) is on the search stack.

e (C3-h) If ample(s) is a propersubset of enr, (s), then none of the
actions in ample(s) are visible in Tj,.

The following theorem states that any run of the algorithm A1 produces
a structure which is stuttering path equivalent to T},.

Theorem 5.2.1 Let 77 be the LTS produced by an arbitrary run of
the algorithm A1. In this case T}, Zspp T".

Proof: See [60]. A proof of this theorem with some additional condi-
tions appears at the end of this section. O

Now we modify algorithm A1 to produce algorithm A2. Algorithm
A2 works on the LTS T, but because of some modifications it looks
like that it is performing the partial order reduction on the LTS Tj.
Algorithm A2 is constructed from A1l by changing lines 8, 9, 10, 11,
and 12. We reproduce the whole algorithm for convenience, but mark
the changed lines with a (**). R is called a run of the algorithm A2
if and only if R is an execution of the algorithm A2 where the sets
ample(s) are chosen according to the rules C1, C2, and C3.

e (C1) For no action o € Act\ample(s) that is dependent on some
action in ample(s) there exists a path 7 in 7" such that « appears
in 7 before an action from ample(s) appears on 7.
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1 push(h(se))
expand-node(h(sp))

[\

function expand-node(s)
working-set(s) = ample(s)
while working-set(s) # ¢ do
a = some action in ample(s)
working-set = working-set(s)\{a}
for all s € ar(s) do  (*)
if (new(h(s')) then (**)
10 push(h(s) (™)

11 expand-node(h(s')) (**)
12 create-edge(s,a,h(s’)) (**)
13 fi

14 end for all

15 end while

16 mark s as explored.

17 end expand-node

O 00 ~1 O T k= W

Figure 5.3: State space expansion algorithm (A2)

e (C2) If ample(s) is a proper subset of the actions enabled from
s in T, then for no action o € ample(s) it holds that a state in
the set h(ar(s)) is on the search stack.

e (C3) If ample(s) is a proper subset of eny(s), then none of the
actions in ample(s) are visible in 7.

The lemma given below will be used in our main theorem.

Lemma 5.2.1 Let T' = (S, R, L, Act, sg) be an LTS and h a bisimula-
tion preserving abstraction function. Let Ty = (Sh, Ry, Ly, Act, h(s0))
be the corresponding abstract LTS. Then, we have the following con-
ditions:
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o Let s € S,. There exists a path s = 59 =3 sy =5 --- in 71" if and
only if there exists a path s = t; =3 t; = ... in T}. Notice that
exactly the same actions appear in the two paths.

e An action « is visible in T' if and only if it is visible in Tj,.
e For all s € 5, eng(s) = eng,(s).

Proof: The results are a direct consequence of the fact that T and T},
are bisimilar (see lemma 5.1.5).0

Next, we prove that given a run of the algorithm A2 there exists a run
of the algorithm A1 such that both runs produce the same LTS. We
must emphasize again that algorithm A1 only exists for the sake of
the proof. In practice, A2 will be implemented. The basic idea of the
theorem is to run A1 and A2 in lockstep and show that the ample sets
which satisfy conditions C1, C2, and C3 for algorithm A2 also satisfy
conditions C1-h, C2-h, and C3-h for algorithm A1 at each step.

Theorem 5.2.2 For every run R of the algorithm A2 there exists a
run R’ of the algorithm A1 such that the LTS produced by the two
runs are the same.

Proof: We will construct a run R’ of the algorithm A1 as we trace the
execution corresponding to the run R of the algorithm A2. At each
point we will prove that the following invariants hold:

e If the run R chooses a set ample(s) in line 4 which satisfies condi-
tions C1, C2, and C3, then ample(s) satisfies, C1-h, C2-h and
C3-h for the run R'.

e The state of the two runs are the same, i.e., the stacks have the
same states and the same states are marked explored.

Initially, the invariants hold because both the runs will push h(sg) on
the stack. Suppose that at some point in the execution the run R of the
algorithm A2 chooses a set ample(s) on line 4 which satisfies conditions
C1, C2, and C3. Due to lemma 5.2.1 ample(s) also satisfies conditions
C1-h and C3-h. Consider a state r € ar,(s) where o € ample(s).
Notice that by definition there exists a state s’ € ag(s) such that
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r = h(s'). Now it is obvious from condition C2 that r cannot be on the
search stack because r € h(ag(s)). So ample(s) considered by the run
‘R satisfies condition C2-h for the run R'. Also notice that lemma 5.2.1

implies that

(ample(s) # eng(s)) < (ample(s) # eng,(s))

Now we advance the two runs, and assume that they consider the states
in the same order in the for all loop starting at line 8. O

The theorem given below states that any run of the algorithm A2
produces a LTS which stuttering path equivalent to T

Theorem 5.2.3 Let R be an arbitrary run of the algorithm A2 Let
T’ be the LTS produced by the run R. Then we have that T" Zspg T".

Proof: Let R’ be the run of the algorithm A1 which produces the
same LTS as the run R. Run R’ exists because of theorem 5.2.2. By
theorem 5.2.1 7" Zgpp 1),. By lemmas 5.1.3 and 5.1.4 T Zspp 17.0.

Notice that dut to theorem 5.1.2, T" and 7" satisfy the same LT L-X
formulas. Therefore, one can check a specification given in LT L-X on
the smaller LTS.

Now we proceed to give the proof of Theorem 5.2.1. To make the
proof simple we replace conditions C3-h by the following conditions:

o If (a,3) € I, then either a € invisy, or § € invisy,.

e (F) If an action « is enabled from some state of a path in T},
then some action that is dependent on « (possibly « itself) must
appear later (or immediately) in this path.

The results given here are true without these modifications. The proofs
in this section are based on [60]. The proofs of the results without the
additional constraints are also given in [60]. First, we have the following
lemma.

Lemma 5.2.2 Let 7 and 7’ be two paths in 7} such that 7 =; #’. In
this case m and 7’ are stuttering equivalent.
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Proof: Throughout the proof we assume that vis = visy,. Given a
path 7, let 7 |35 be the projection of the path down to the visible
actions. First, notice that if we have two paths m; and my such that
Ty =1 m2, then m |yig and my |yig are the same. This is because
when we permute two independent actions a and 3, one of them has to
be invisible. Therefore, permutation of independent actions does not
change the sequence of visible actions.

We will prove that 7 and 7" are stuttering equivalent. By the ob-
servation given at the beginning of the proof, we have that 7 | ;4 and
7' lyig are equal. There are two cases.

® T |yig is infinite.
For concreteness, let © |yi5= 71,72, -+ Let 1; be such that
w[i;] 3 w[i;+1]. Similarly, let k; be such that ='[k;] = [k, +1].
Using the sequences ip = 0 < 13 < 13 < ---and kg = 0 < by <
ky < --- and the observation that invisible actions do not change
labels of states, we have that 7 and 7’ are stuttering equivalent.

® T |yig is finite.
In this case we use the same construction as in the infinite case,
but to make the sequence of integers {i;} and {k;} infinite we
use the integers corresponding to the invisible actions after the
last visible action on the paths 7 and #’. Formally, let 7 |y i5=
V1,72, -, Y. Construct two finite sequences 1p =0 < 13 < --- <
iy and kg =0 < ky < --- < k; as in the previous case. The two
sequences can be made infinite by setting ¢; = ¢ 4+ ( — [) and

kj:kl—l—(j—l)forj>l. O
Throughout the proof we will be using the fact that we are working
with the LTS T}. Given a finite path 7 = s =3 s; = .- ‘st s, and
path 7’ = tq L T P 7 denotes the following path:

0 sy T By B

Lemma 5.2.3 Let ample(s) be a set satisfying conditions C1-h. Let

7w be F-fair path. Let 7 = m; £> w3 be such that the last state on
the finite path 7y is s. There exists an action o € ample(s) such that

[a] =1 [m2 La].
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Proof: To clean up the notation let w = my |,. Consider the string of
actions Jw. Let v be the maximal prefix of fw such that vNample(s) =
¢. Using the fairness constraint F and the condition C1-h, we have
that v is finite. Let vaw’ = fw. By definition, o € ample(s) and
the actions in v are independent of o (otherwise we have a violation of
condition C1-h). Therefore, avw’ =; fw. Hence, [o] =< [fw]. O

The lemma given below states that if a node s is marked explored, then
every transition from it can be eventually taken. In other words, no
transition reachable from the initial state h(sg) is delayed forever, or
eliminated from the reduced structure produced by the algorithm A1l.

Lemma 5.2.4 Let s be an explored state. Let # be F-fair path in an
LTS Ty. Let m = m = m, such that the last state on the finite path

71 is a state s in the reduced LTS T’ produced by the algorithm A1.

Then there exists a path s = sg ﬁ 81 ﬁ# &? s, — t in T}, such

that f31,-- -, 3, are independent of a and [3;--- B.a] = [af - B,] =1
[04(7T2 iz)]

Proof: The proof is by induction on the time when the state is marked
explored. There are two cases to be considered.

o (Case o € ample(s))
In this case the statement trivially holds with n = 0.

e (Case o ¢ ample(s))
Using Lemma 5.2.3 there exists a v € ample(s) such that v ap-
pears on the path my. Let s’ be a state such that s = s'. Using
condition C2-h we have that s’ is an explored state. Since the
algorithm A1 explores the nodes in the depth first search order,
s" has to be marked explored before s. By permuting v to the
front of «, (by the proof of Lemma 5.2.3 v and « are independent)
we get a new path 7’ = 7 = s’ 5 7). Since s’ is marked explored
before the state s, we can apply the induction hypothesis to s’

!

There exists a 81, -+ -, 3 such that s’ = s ﬁ S1 54 P Sy — 1.
Concatenating v at the beginning of £, --,3/ we get the re-
quired result.
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The lemma is at the core of the partial-order reduction method. It says
that no action is delayed infinitely, and can be eventually taken. O

Notice that T" constructed by the algorithm A1 is a sub-structure of
the abstract LTS T,. Therefore, every path of 7" is also a path of
T},. Hence, the theorem given below proves that Ty, Zspg T’ (which is
Theorem 5.2.1).

Theorem 5.2.4 Let 7 be a path in the abstract LTS T},. Then there
exists a path 7’ in the LTS T" constructed by the algorithm A1 such
that @ =7 7'.

Proof: Let 7 be a path in the abstract LTS T,,. We will construct a
path 7’ in T" starting from 7[0]. The path is constructed in an inductive
manner. We will maintain the following data structures:

r: The sequence of actions in m which have been processed.

t: The partial path (a part of #’) constructed in T’ so far.

[: The sequence of actions from ¢ which have not been processed.
s: The current state in 7’

Initially, let r = [ = € and ¢ be the empty path. Also at the initial stage
s = w[0]. Whenever a transition s; 2 5,41 is processed from the path
7, following updates are made:

1. r =ra.

2. If | = waw for some v, w € Act* and all actions in u are indepen-
dent of «, then let | = ww.

3. If the condition for executing step 2 does not hold, choose a se-
quence of actions starting from the state s and ending in the state

s such [t |y B1fa-- Bua] = [t Lo afy -+ Ba2] =1 [7 |2] and make
the following updates:

o s =3
o[ =166,
[ J t:tﬁtlgtzﬁ#tnisl

The following invariants are maintained by the procedure given above.
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L[l = [t Ja].
2. [t do] 21 [m La].

3. If step 2 cannot be executed, then all actions in [ are independent
of a.

4. The choice of the sequence of actions (313, -+ 3,a can always be
made in step 3.

We will now show that the invariants hold throughout the procedure.
It is trivial to check that the invariants hold initially. By the induction
hypothesis we have the following equation

Pl = 1] Zrlrdal = [r]law]

Therefore, [ can be written as uaz, where actions in u are independent
of a. If step 2 cannot be executed, then [ does not contain «, so
actions in [ are independent of a. Invariant 4 is direct consequence of
Lemma 5.2.4. Let 7’ be the infinite path collected in the variable ¢.
Notice that ' can be regarded as an infinite run on the input = of the
w-automata described by the three update rules. By the first invariant
every prefix r of m |5 is <; 7’ |,. Hence, m |2=; 7’ |5. By the second
invariant every prefix ¢ of ©’ |5 is <; ® |,. Therefore, " [3=; 7 |1.
Hence by definition = =7 #’. O

5.3 Algorithm Preserving CTL*-X

The algorithm given in the previous section only preserved the existence
of equivalent paths. The semantics of branching time logics (like CT' L*)
are based on computation trees. Therefore, these logics can distinguish
the branching structure of a state. Hence, to preserve branching time
logics one has to put more stringent restrictions on the set ample(s)
considered by the algorithms. We call R a run of the of the algorithm
A1 if the ample(s) satisfies the following condition in addition to con-
ditions C1-h, C2-h, and C3-h given earlier.

e (C4-h) The set ample(s) is a singleton set or ample(s) = eng, (s).
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In a similar manner, We call R a run of the of the algorithm A2 if the
ample(s) satisfies the following condition in addition to conditions C1,

C2, and C3.
e (C4) The set ample(s) is a singleton set or ample(s) = eny(s).

The treatment is exactly the same as in section 5.2. Therefore, we will
skip all the proofs. The proofs will use lemma 5.2.1 to establish that
condition C4 implies condition C4-h. In order for the proofs to work,
we will have strengthen the notion of independence. The new definition
of independence is given below:

Definition 5.3.1 Let T = (S5, R, L, Act, s9) be an LTS. An indepen-

dence relation on actions is an irreflexive and symmetric relation I C
Act x Act such that for each pair of actions («, 3) € I (called indepen-
dent actions) it must hold that for each s € S

o If {o, 5} C eng(s), then for each state s’ € ar(s) we have that
B € eng(s').

o If {o, 3} C eng(s), the for all s’ € a(s) and for all s” € G(s) we
should have that & 2 51 if and only if s = s;.

An LTS T = (S, R, L, Act, so) is called deterministic if and only if for
all s € S and a € Act we have that |o(s)] < 1. It is straight forward to
prove that if T"is deterministic then the new definition of independence
and the old one are equivalent.

Theorem 5.3.1 Let 77 be the LTS produced by an arbitrary run of
the algorithm A1. In this case T}, Zgg T".

Proof: The proof of the theorem appears in [35] and [61]. For sake
of completeness, we give the proof at the end of the section. By
Lemma 5.3.4 we have that T, =g T’. Now by lemma 5.1.3 we have
that Th gSB T/. 0.

The proof of theorem given below is exactly the same as the proof of

the theorem 5.2.2.

Theorem 5.3.2 For every run R of the algorithm A2 there exists a
run R’ of the algorithm A1 such that the LTS produced by the two
runs are the same.
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The theorem given below states that any run of the algorithm A2
produces a LTS which is stuttering bismular to 7.

Theorem 5.3.3 Let R be an arbitrary run of the algorithm A2. Let
T’ be the LTS produced by the run R. Then we have that T" =g T".

Proof: Let R’ be the run of the algorithm A1 which produces the
same LTS as the run R. Run R’ exists because of theorem 5.3.2. By
theorem 5.3.1 T Zgp T),. By lemmas 5.1.3 and 5.1.4 T =5 7".0

Notice that because of theorem 5.1.1 T" and T" satisfy the same C'T'L-X
formulas. Therefore, one can check a specification given in C'T'L-X on
the smaller LTS 7" instead of T'.

Now we proceed to show that there exists a stammerring bisimula-
tion between T, and T’. The proof here is based on the proofs which
appear in [35, 61]. Let Ty = (Sk, Rp, Ln, Act, h(so)) be the abstract
LTS. Let 7" = (5", R, L', Act, s) be the reduced LTS produced by al-
gorithm A1. Notice that the the ample sets should satisfy condition
C1-h, C2, C3-h, and C4-h. First, we define a relation ~C 5, x 5},.
An action « is called a singleton action from a state s if and only if
a € invisy, and « satisfies the condition C1-h from the state s. A
path ¢ Y 3] By -+ -1, is called a singleton path if and only if §; is a
singleton action from the state ¢;. We say that s ~ s’ if and only if
there is singleton path from s to s’. The length of the shortest path
between s and s’ is called the distance between s and s'. The lemma
given below states that if « is singleton action from a state s, then « is

a singleton action from all successors of s such that s 5 ¢ and a # 0.
We assume throughout the proof that we are working with the LTS Tj,.

Lemma 5.3.1 Let s = ¢ be such that o is a singleton action from s.

Let s 5 r such that o # (. In this case « is a singleton action from r.

Proof: Condition C1-h implies that 3 is independent of a. This means
that « is enabled from r. By definition « is invisible. Suppose « is not
a singleton action from r. Then there exists a path 7 starting from r
such that an action dependent on « appears in m but a does not appear

in 7. In this case, path s Y 7 violates the condition C1-h from s. A
contradiction.O
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The lemma given below is a characterization of singleton paths which
will be used in the main lemma. The second part of the lemma is
particularly useful in performing induction over the length.

Lemma 5.3.2 Let s = 59 % 5y 3 ... 23" 5, =5’ bea singleton path.
Ifs 2 t, then there are two possibilities.
1. If 3 is independent of a; (for 0 < i <n — 1), then ¢ =1, 3 ¢; =

e T singleton path such that s; £> t; for all 7.
2. Supoose 3 is independent of o; (0 < i < 7 <n—1)and [ is
dependent on «;. In this case, there exists a singleton path of
length n — 1 from ¢ to s’

Proof: The proof of the lemma follows from the following observations

(see Figure 5.4 and 5.5 ).

e If a; and 3 are independent, then «; is enabled from ¢; (recall

that s; £> t;). Moreover, because of lemma 5.3.1 «; is a singleton
action from ;.

e Now we consider the second case. Notice that 3 and «; are depen-
dent and both actions are enabled from s;. Since «; is a singleton
action from s;, # = «;. Otherwise, we have a violation of con-
dition C1-h. We have that ¢;_1 € ((s;_1) and s; € a;_1(s;_1).
Using the fact that # and «;_; are independent under the new
definition, we can choose ¢; = s;1;.

Figure 5.4: 3 is indpendent of «;

The corollary given below will be crucial in establishing a stammering
bisimiulation between T}, and T".
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Figure 5.5: 3 is dependent on «;

Corollary 5.3.1 Let s ~ s" and s % 4. Tn each of the following cases,
there exists and edge s’ % 4 such that t ~ t'.

1. 3 does not appear on some singleton path from s to s’ (in partic-
ular 8 € visy, ), or

2. 1A S

Proof: Let s = 59 3 s, & ... 25" 5, = &' be a singleton path from
s to s' such that 3 does not appear on this path. If 3 is dependent on
a;, then by the proof of lemma 5.3.2 3 appears on the singleton path
from s to s’ (recall that a; = (7). Therefore, 3 is independent of «; for
all 2. Now by the first part of lemma 5.3.2 there exists a singleton path

from ¢ to ¢ such that s’ 2 ¢ By definition, ¢ ~ #'.

Now we move on to the second case. Assume that ¢ £ s'. Let
s =80 R 5 AW ... g = & bea singleton path from s to s
In this case [ is also independent of «; (for all ¢). Notice that if 3
was dependent on «;, then because of lemma 5.3.2 there would exist
a singleton path between ¢ and s. But, that would imply ¢ ~ &,
a contradiction. Now by lemma 5.3.2 there exists a singleton path

between t and ¢’ such that s’ £> t'.0

In the reduced LTS T" produced by algorithm A1l a state s whose
ample(s) is a singleton set is called partial. Otherwise, the state s is
called full. The lemma given below states that in a reduced structure
there always exists a singleton path from a partial state s to a full state
s', or given a partial state s one can always find a full state s’ such that
s~ g
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Lemma 5.3.3 Let 7" be the reduced LTS produced by the algorithm
A1l. Given a partial state s, there exists a singleton path from s to a
full state ', i.e., s ~ &

Proof: The proof is by induction on the order in which the states are
marked explored by algorithm A1. Let s be a partial node. Let s = s,
be a transition in T". If sy is a full state, we are done. Assume that s,
is a partial state. Since algorithm A1 explores the states in the depth
first order, s; has to be marked explored before s (otherwise we have a
violation of condition C2-h). By the induction hypothesis there exists

a singleton path 7 from s; to a full node s'. By definition, s Zorisa
singleton path from s to .0

Let =~C Sg x S be the relation ~ with the right hand side is restricted
to S, ie., m=~N(5¢ x 5.

Lemma 5.3.4 The relation & is a stammering bisimulation between
the abstract LTS T}, = (Sh, Ry, Ly, Act, h(so)) and the LTS T" = (S, R, L', Act, sp)
produced by the algorithm A1.

Proof: Observe that since ~ is reflexive, h(sg) = h(sp). A singleton
path can only have invisible actions, so s & s implies that L(s) =
L(s’"). This proves the first condition of the stammering bisimulation
(see definition 5.1.2).

Now we move on to proving the second condition of the stammering

bisimulation. Assume that s £> t € R;,. There are two case.

e Case 1: { ~ s’ and [ is invisible.
In this case the condition is true by definition.

o Case 2: { £ s’ or 3 is visible.
By corollary 5.3.1 there exists ¢’ such that s’ 2yt and t ~ I, Since
we cannot guarantee that ¢ € S’) we cannot assert that ¢ ~ ¢'.
By lemma 5.3.3 there exists a full node s” such that s’ ~ s”. By
transitivity, s &~ s”. There are two subcases here.

— Case 2.1: ¢/ ~ 5" and (3 is invisible.

In this case, t ~ t' ~ s". Therefore, by transitivity ¢ ~ s”.
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— Case 2.2: t £ s” or (J is visible.

By corollary 5.3.1 there exists a ¢’ such that s” 2y with
t' ~ t". Since s" is a full node, t” € S’. Therefore, t = t".

Now we handle the other direction. Suppose, s’ 21" is a transition in
T'. Since s ~ s, there exists a singleton path 7, s = s =% 57 =% --- 28
s, = &'. In this case the path = Y ¢ satisfies condition 2 of stammering
bisimulation (see definition 5.1.2).

Finally, we prove that ~ satisfies the third condition corresponding

to stammering bisimulation. Let s = sq @ t ﬁ -+ be an infinite path
in T} such that for all 7, §; € invisy, and ¢; By Lemma 5.3.3
there exists a full state s” in 1" such that s By transitivity,
t; = s” for all s.

First, we will show that there exists a (; such that 3; does not
appear on a singleton path from ¢; to s”. We will prove the result by
contradiction. Let 7o be a finite singleton path between s = t5 and s”.
By assumption (3, appears in my. Path m exists because s ~ s”. By
Lemma 5.3.2 there exist a singleton path m; from ¢; to s” whose length
is 1 less than that of my. Continuing this way, we can construct an
infinite sequence of finite paths mg, mq, - -+ such that the length of m; 4
is one less than that of m;. This is not possible because 7 is of finite
length. Therefore, assume that 3; does not appear on a singleton path

AR

s'.
s,

from ¢; to s”. By corollary 5.3.1 there exists ¢ such that s” G and
tit1 ~t". Since s” is a full state, ¢’ € S’. Therefore, ¢;., ~ t".

Now assume that s’ = rg =3 r; => ... is an infinite path such that
for all 7, o; € invisy, and s ~ r;. By definition, there exists a singleton
path 7 from s to s’. Path m 2% r; satisfies the required condition.O

5.4 Example

In this section we given an example to illustrate our ideas. Figure 5.6
shows a solution to the two process mutual exclusion problem. N;
denotes that process ¢ is the nuetral section. T; is the trying region for
the process 1. () signals that process ¢ is in the eritical section. Since
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we are only dealing with two processes, ¢ = 1 or : = 2. Whenever,
process 2 makes a transition from N; to T5 it sets an auxiliary variable
t = 1. This signals the fact that process 1 can move into its critical
section. A symmetric transition appears in process 1. It is obvious
that exchanging indices 1 and 2 is a symmetry for this system. Let
(G be the corresponding symmetry group. There are 8 possible actions
corresponding to the transitions shown below:

X1 | N =Ty | x2 | Nog =15
o T1 — Cl (&%)} T2 — 02
61 N1 — T1 62 N2 — T2
51 Cl — N1 52 02 — N2

N1 N2

(C1N2) (T1 T2t=1) X (T1 T2r=2) (N1C2)

Figure 5.6: Token Ring

Following the discussion in subsection 5.1.4, actions with the same name
but different indices are in the same orbit under the action of the group
GG. For example, oy and «y are in the same orbit. Renaming the
actions and performing the symmetry reductions we get the abstract
structure given in the Figure 5.7. From the figure it should be clear
what the representative function is. Also, notice that action a and 3 are
independent. Now performing partial-order reduction on the abstract
structure we get the structure given in the Figure 5.8.
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Figure 5.7: Quotient Structure

Figure 5.8: Quotient Structure with PO reduction



Chapter 6

Verifying Parameterized
Networks

This chapter considers the problem of verification of family of state-
transition systems. The verification problem for a family of similar
state-transition systems can be formulated as follows:

Given a family F' = {P;}2, of systems P, and a temporal
formula f, verify that each state-transition system in the
family F' satisfies f.

In general the problem is undecidable [4]. However, for specific families
the problem may be solvable.

The technique presented in this chapter is based on finding network
invariants [47, 74]. Given an infinite family F' = {P;}22,, this technique
involves constructing an invariant I such that P; < [ for all 2. The pre-
order < preserves the property f we are interested in, i.e., if [ satisfies
f, then P; satisfies f. Once the invariant [ is found, traditional model
checking techniques can be used to check that [ satisfies f. Following
[53] and [64] we restrict our attention to families of systems derived by
network grammars. The advantage of such a grammar is that it is a
finite (and usually small) representation of an infinite family of finite-
state systems (referred to as the language of the grammar). While
[53, 64] use the grammar in order to find a representative that is equiv-
alent to any system derived by the grammar, the technique presented

145
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here finds a representative that is greater in the simulation preorder
than all of the systems that can be derived using the grammar.

This chapter is organized as follows. Section 6.1 defines the basic no-
tions, including network grammars and regular languages used as state
properties. In Section 6.2 abstract systems are defined. Section 6.3
presents a verification method. Section 6.4 describes a synchronous
model of computation and show that it is suitable for the verification
technique presented here. Section 6.5 describes an asynchronous model
of computation. In Section 6.6 the verification method is applied to
two non-trivial examples.

6.1 Definitions and Framework

Definition 6.1.1 (LTS) A Labeled Transition System or an LTS is a
structure M = (S, R, ACT, Sy) where S is the set of states, S C S is
the set of initial states, ACT is the set of actions, and R C S x ACT xS
is the total transition relation, such that for every s € S there is some

action a and some state s for which (s, a,s’) € R. We use s = s to
denote that (s,a,s’) € R.

A path 7 from a state s in an LTS M is a sequence of transitions
5 =59 % 5y 5 55---. The suffix of 7 starting from the i-th state is
denoted by 7i. The i-th state on the path 7 is denoted by w[i]. Let
Lot be the class of LT'Ss whose set of actions i1s a subset of ACT.
Let L(s.act) be the class of LT'Ss whose state set is a subset of S and
the action set is the subset of AC'T. The definition of LTS given here is
different from the one given in Chapter 5 in that the labeling function
is ignored in the current definition. Moreover, the current definition of
LTS allows more than one initial state.

Definition 6.1.2 (Composition) A function || : Licr X Lacr —

L act is called a composition function iff given two LT Ss My = (S, Ry, ACT, S3)
and My = (S2, Ry, ACT, S3) in the class Lacr, My||M; has the form

(S1 x S2, R\, ACT, S§ x S2). Notice that we write the composition func-

tion in infix notation.

Our verification method handles a set of LT'Ss referred to as a network.
Intuitively, a network consists of a set of L'T'Ss obtained by composing
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any number of LT'Ss from L(s 4c7). Thus, each LTS in a network is
defined over the set of actions ACT, and over a set of states in S°, for
some 1.

Definition 6.1.3 (Network) Given a state set S and a set of actions
ACT, any subset of U2, Lisiact) is called a network on the tuple
(S, ACT).

6.1.1 Network grammars

Following [53] and [64] we use context-free network grammars as a for-
malism to describe networks. The set of all LT Ss derived by a network
grammar (as “words” in its language) constitutes a network. Let S be

a state set and ACT be a set of actions. Then, G = (T, N,P,S) is a

grammar where:

o T'is aset of terminals, each of which is an LTS in L(sacT). These
LTSs are sometimes referred to as basic processes.

e N is a set of non-terminals. Flach non-terminal defines a network.

e P is a set of production rules of the form

where A € N,and B,C € TUN, and ||; is a composition function.
Notice that each rule may have a different composition function.

o S € N is the start symbol that represents the network generated
by the grammar.

Example 6.1.1 We clarify the definitions on a network consisting of
LTSs that perform a simple mutual exclusion using a token ring algo-
rithm. The production rules of a grammar that produces rings with
one process () and at least two processes P are given below. P and
() are terminals, and A and & are nonterminals where S is the start

symbol.
S — QA

A — P|A
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A — P||P

P and @) are LTSs defined over the set of states {ne,cs} and the set
of actions ACT = {7, get-token, send-token}. They are identical,
except for their initial state, which is ¢s for @ and nc for P. Their
transition relation is shown in Figure 6.1.

For this example we assume a synchronous model of computation in
which each process takes a step at any time. We will not give a formal
definition of the model here. In Sections 6.4 and 6.5 we suggest suitable
definitions for synchronous and asynchronous models. Informally, a
process can always perform a 7 action. However, it can perform a
get-token action if and only if the process to its left is ready to perform
a send-token action. In the composed LTS, the two actions get-token
and send-token are replaced by .

We can apply the following derivation

S = QA = Qlr|p

to obtain the LT'S Q|| P||P. The reachable states with their transitions
are shown in Figure 6.2.

T
get-token @

cs
send-token

Figure 6.1: Process Q, if Sy = {es}; process P if So = {nec}

6.1.2 Specification language

Let S be a set of states. From now on we assume that we have a network
defined by a grammar G on the tuple (S, ACT'). The automaton defined
below has S as its alphabet. Thus, it accepts words which are sequences
of state names.

Definition 6.1.4 (Specification) D = (Q, qo, 6, F) is a deterministic
automaton over S, where
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T

Figure 6.2: Reachable states in LTS Q|| P|| P

1. @ is the set of automaton states.

[N]

. qo € @ is the initial state.
3. § CQ xS x @ is the transition relation.
4. F C () is the set of accepting states.
L(D) C S* is the set of words accepted by D.

Our goal is to specify a network of LT'Ss composed of any number of
components (i.e., of basic processes). We will use finite automata over
S in order to specify atomic state properties. Since a state of an LTS
is a tuple from S, for some 7, we can view such a state as a word in
S*. Let D be an automaton over S. We say that s satisfies D, denoted
s =D, iff s € L(D). Our specification language is a universal branching

temporal logic (e.g., VCT L, YCTL* [19]) with finite automata over S
as the atomic formula. In this chapter, we only define VC'T'L, but the
theorems hold for VCT L™ as well.

Definition 6.1.5 The logic VCT'L is defined inductively as follows:
1. The constant true is an atomic formula.
2. The specification automaton D is an atomic formula.
3. If ¢ is an atomic formula, then —¢ is a formula.
4. If ¢ and v are formulas, then ¢ A tb and ¢ V ¢ are formulas.

5. If ¢ and 1 are formulas, then AX ¢, A(¢p'V ), and A(¢U ) are

formulas.
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Consider a LTS M = (S, R, ACT, Sy). The satisfaction relation (|=)

is inductively defined as follows. Given s € S°, we say:
l. sED < s e L(D)
2. sE-fiesE
3.sEfiVLieskE fiors = fo
4. sEHNf;&sE fLands E fo

5. s = AX gy iff for all states s’ and for all actions « if s = s, then

s’ |: gi-

jop)

. s | A(g1 U go) iff for all paths 7 starting from s there exists
k > 0 such that 7[k] | g2 and for all 0 < j < k, 7[j] E ¢1.

7. s |E A(g1 V ¢2) iff for all paths 7 starting from s and for every
k>0,if w[j] £ g1 for all 0 < j < k, then 7[k] E ¢2.

Example 6.1.2 Consider again the network of Example 6.1.1. Let
D be the automaton of Figure 6.3, defined over S = {es,nc}, with
L(D) = {nc}*cs{nec}*. The formula AG D specifies mutual exclusion,
i.e., at any moment there is exactly one process in the critical section.
Let D’ be an automaton that accepts the language cs{nc}*, then the
formula AG AF D' expresses non-starvation for process (). Note that,
for our simple example non-starvation is guaranteed only if some kind
of fairness is assumed.

Figure 6.3: Automaton D with £(D) = {nc}*cs{nc}*
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6.2 Abstract LTSs

In the following sections we define abstract LTSs and abstract com-
position in order to reduce the state space required for the verification
of networks. The abstraction should preserve the logic under consider-
ation. In particular, since we use VC'T'L, there must be a simulation
preorder < such that the given LTS is smaller by < than the abstract
LTS. We also require that composing two abstract states will result in
an abstraction of their composition. This will allow us to replace the
abstraction of a composed LTS by the composition of the abstractions
of its components. For the sake of simplicity, we first assume that the
specification language contains a single atomic formula D. We later
show how to extend the framework to a set of atomic formulas.

6.2.1 State equivalence

We start by defining an equivalence relation over the state set of an
LTS. The equivalence classes will then be used as the abstract states
of the abstract LTS. Given an LTS M, we define an equivalence
relation on the states of M, such that if two states are equivalent then
they both either satisfy or falsify the atomic formula. This means
that the two states are either both accepted or both rejected by the
automaton D. We also require that our equivalence relation is preserved
under composition. This means that if s; is equivalent to s} and s; is
equivalent to s, then (s, s3) is equivalent to (s}, s5).

We will use h(M) to denote the abstract LTS of M. The straight-
forward definition that defines s and s’ to be equivalent iff they both
are in or not in the language £(D) has the first property, but does not
have the second one. To see this, consider the following example.

Example 6.2.1 Consider LT'Ss defined by the grammar of Example
6.1.1. Let D be the automaton in Figure 6.3, i.e., £(D) is the set of
states that have exactly one component in the critical section. Let
81,87, $2, 84 be states such that s1, s € L(D), and sq, 85 € L(D). Fur-
thermore assume that, the number of components in the critical section
are 0 in sy and 2 in s},. Clearly, (s1,s9) € L(D) but (s, s5) & L(D).

Thus, the equivalence is not preserved under composition.
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We therefore need a more refined equivalence relation. Our notion of
equivalence is based on the idea that a word w € 5* can be viewed as
a function on the set of states of an automaton. We define two states
to be equivalent if and only if they induce the same function on the
automaton D. Formally, given an automaton D = (@, ¢, 9, F') and a
word w € S*, f, : @ — @, the function induced by w on @) is defined
by
fule)=d iff g — 4.

Note that w € L£(D) if and only if f,(q) € F, i.e., w takes the initial
state to a final state. The set of functions associated with an automaton
D is a monoid and has been studied extensively.

Let D = (Q, qo,, F') be a deterministic automaton. Let f, be the
function induced by a word w on (). Then, two states s and s’ are
equivalent, denoted by s = &', iff f, = fy. It is easy to see that = is
an equivalence relation. The function f; corresponding to the state s
is called the abstraction of s and is denoted by h(s). Let h(s) = f; and
h(s") = fi. The abstract state of (s,s') is h((s,s")) = fi1 o f] where
fio f] denotes composition of functions. We follow the convention that
when we write f; o f{ we apply fi before f|. Note that s = s’ implies
that s € L(D) & s’ € L(D). Thus, we have s = D iff s’ = D. We also

have,

Lemma 6.2.1 If i(s;) = h(sz) and h(s}) = h(sy) then h((sy,s])) =
h((s2,85)).

In order to interpret specifications on the abstract LT'Ss, we extend =
to abstract states so that h(s) | D iff fs(qo) € F. This guarantees
that s = D iff h(s) E D.

Our framework can easily be extended to any set of atomic formulas.
The restriction to one atomic formula was done in order to simplify the
presentation. However, in practice we may want to have several such
formulas, related by boolean and temporal operators. The notion of
equivalence is extended to any set of atomic formulas in the following
way. Let AF ={D1,..., Dy} be a set of atomic formulas, where D; =
(Qi, a5, 6, FY). Let f¢ be the function induced by s on @Q;. Then, two
states s and s’ are equivalent if and only if for all 7, f' = fi. The
abstraction of s is now h(s) =< fl,..., f%¥ >, and we have that, if
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s = &' then for every i, s € L(D;) & s € L(D;). The relation =
is extended for abstract states by defining h(s) &= D; iff fi(q) € F.
Thus, we again have that for every D; € AF, s |=D; iff h(s) = D,.

Example 6.2.2 Consider again the automaton D of Figure 6.3 over
S = {es,nc}. D induces functions f; : @ — @, for every s € 5.
Actually, there are only three different functions, each identifying an
equivalence class over S*. fi = {(90, %), (¢1,¢1), (g2, g2) } represents all
s € nc* (e, fo = fiforall s € nc*). fo = {(90, 1), (01, 92), (¢ ¢2) }
represents all s € ne* ¢s ne*, and fs = {(qo, ¢2), (¢1, ¢2), (¢2, ¢2) } repre-
sents all s € nc™ ¢s ne* es {es, ne}.

6.2.2 Abstract process and Abstract Composition

Let Fp be the set of functions corresponding to the deterministic au-
tomaton D. Let ) be the set of states D. In the worst case |Fp| =
|Q|'9l, but in practice the size is much smaller. Note that Fp is also
the set of abstract states for s € ¥* with respect to D. Subsequently,
we will apply abstraction both to states s € ¥* and to abstract states
fs for s € ¥*. To unify notation we first extend the abstraction func-
tion h to Fp by setting h(f) = f for f € Fp. We now further ex-
tend the abstraction function A to (S U Fp)* in the natural way, i.e.,
h((ai,ag, -, a,)) = h(ay) o---oh(a,). From now on we will consider
LTSs in the network A on the tuple (S U Fp, ACT).

We now define abstract LT Ss. The abstract transition relation is
defined as usual for an abstraction that should be greater by the simu-
lation preorder than the original structure [25]. If there is a transition
between one state and another in the original structure, then there is
a transition between the abstract state of the one to the abstract state
of the other in the abstract structure. Formally,

Definition 6.2.1 Givenan LTS M = (5, R, ACT, Sy) in the network
N, the corresponding abstract LTSis defined by h(M) = (S", R", ACT, S}),

where
o S ={h(s)|s € S’} is the set of abstract states.

o St ={h(s)|s € So}.
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o The relation R" is defined as follows. For any hy,hy € S*, and
ae ACT

(hi,a,hy) € B &
ds1,83[h1 = h(s1) and hy = h(sy) and (s1,a,s2) € R].

We say that M’ = (5, R', Act, S§) simulates M = (S, R, Act, Sp) [57]
(denoted M =< M') if and only if there is a simulation preorder €
C S x 5 that satisfies the following conditions: for every sq € Sp there
is sy € S; such that (sg, s;) € €. Moreover, for every s, s, if (s,s") € €
then

2. For every s; such that s = s; there is s} such that s’ % s| and
(s1,5)) € €.

Notice that the definition of the simulates relation uses the fact that
M and M’ are defined on the same action sets. If (s,s) € €, we say
that s < s’. Given a path 7 in M and a path 7’ in M’ we say that
7 = 7' iff w[i] X 7'[1] for all q.

Lemma 6.2.2 Let M and M’ be two LTSs such that M < M'. Let 7
be a path starting from s in M. If s < ', then there exists a path =’
starting from s’ in M’ such that © < 7',

Proof: Proof follows from the definition of the simulation relation £.

Lemma 6.2.3 We have the following results.
L. M < h(M),i.e., h(M) simulates M.

2. f M < M, then h(M) < h(M").

Proof: For the proof of the first part, consider the following simulation
relation:

(s,a) €€ & (h(s) = a)
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It is easy to prove that £ has all the desired properties. For the second
part, let £ be the simulation relation between M and M’. Define the
relation &, in the following manner:

(a,0) € & < sy, sa(h(s1) =a ANh(sy) =b A (s1,89) € E)

It is easy to prove that &, is the required relation between h(M) and
h(M"). O

Recall that the abstraction & guarantees that a state and its abstrac-
tion agree on the atomic property corresponding to the automaton D.
Based on that and on the previous lemma, the following theorem is
obtained. A proof of a similar result appears in [19].

Theorem 6.2.1 Let ¢ be a formula in YC'T'L over atomic formula D.
Let M and M’ be two LTSs such that M < M’. Let s < s’. Then

s' |E ¢ implies s | ¢.

Proof: The proof is by structural induction on ¢. Notice that (s’ |=
¢ = s |= ¢) is equivalent to (s [= ¢ = &' £ ¢). Sometimes we will use
the second formulation.

e Case ¢ = D: h(s) = h(s') implies that s = D if and only s’ | D.

e Case ¢ = f1 V fo: Assume that s’ = ¢. By definition s’ | f; or
s' E f2. By the inductive hypothesis s = fi or s = f5. Therefore,
s Eo.

o Case ¢ = fi A fo: This is very similar to the case given above.

o Case ¢ = AXyg;: Assume that s £ ¢. Then there exists s;
such that s = 51, and s; £ g1. By definition there exists s} such
that s = s| and s; < s/. By the inductive hypothesis s = g;.
Therefore, s [~ ¢.

e Case ¢ = A(g1 U g3): Assume that s [= ¢. This means that
there exists a path 7 starting from s such that for all k, either
m[k] = g2 or there exists 0 < j < k such that w[j] £ ¢1. Using
Lemma 6.2.2 there exists a path 7’ starting from s’ in M’ such
that 7 < 7', i.e., for every ¢ > 0, w[i] < #'[¢]. By the induction
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hypothesis we have that for all &, either n/[k] £ g2 or there exists
0 < j < k such that 7'[j] £ ¢1. Thus, 7 £ ¢1 U g2, which implies
that s’ }£= ¢.

e Case ¢ = A(g1 V ¢g2): Assume that s’ |= ¢. We will prove that
s E ¢. Let m be an arbitrary path starting from s in M. Let #’
be a path starting from s’ in M’ such that # < #’. Since s’ E ¢,
for all k, either there exists a j such that 0 < j < k, 7#'[j] |E g1 or
7'[k] E g2. By the induction hypothesis, we can conclude that for
k, w[k] E g2 or there exists j such that 0 < 7 < k and 7[j] |E ¢1.
Therefore, 7 = g1 V g2. Since 7 is an arbitrary path starting from
s, we have that s | ¢. O

Definition 6.2.2 A composition || is called monotonic with respect
to a simulation preorder < iff given LT'Ss such that M; < M, and
M{ < M}, we have that M;||M] =< M,||M;. A network grammar G
is called monotonic if and only if all rules in the grammar use only
monotonic composition operators.

6.3 The Verification method

Given a network grammar (&, we associate with each symbol A of the
grammar a representative process rep(A). A set of representative pro-
cesses is said to satisfy the monotonicity property ift

e For every terminal A, h(rep(A)) = h(A).

e For every rule A — BJ|C we have the following condition:
h(rep(A)) = h(h(rep(B))|[h(rep(C)))

We have the following theorem:

Theorem 6.3.1 Let (¢ be a monotonic grammar and suppose we can
find representatives for the symbols of ¢ which satisfy the monotonicity
property. Let A be a symbol of the grammar GG and let @ be an LTS
derived from A using the rules of the grammar GG. Then, h(rep(A)) = a.
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Proof: We will prove that h(rep(A)) = h(a). Since h(a) = a, the
result follows by transitivity. Let A =* q, i.e., A derives a in k steps.
Our result is by induction on k.

e (kK = 0): In this case A is a terminal and ¢« = A. The result
follows from the monotonicity property.

e (K > 0): In the derivation of a from A, let the first rule be
A — B||C. Assume B ="' b and C' = ¢ such that i < k, j < k,
and a = b||c. By the induction hypothesis h(rep(B)) = h(b) and
h(rep(C)) = h(c). We have the following equations:

h(b)||h(c) (monotonicity of ||)

bllc (Lemma 6.2.3 and monotonicity of ||)
h(b||c) (Lemma 6.2.3)

h(a)

h(rep(B))[|h(rep(C))

h(h(rep(B))|[h(rep(C)))

Y IY IY 1Y

By the monotonicity property we have:
h(rep(A)) = h(h(rep(B))|[h(rep(C)))
The result follows. O

6.3.1 Verification Method

Here we describe our verification method. Assume that we are given
a monotonic grammar (G and a VCT' L formula ¢ with atomic formulas
Dy, -+, Dy. To check that every LTS derived by the grammar ' satisfies

¢ we perform the following steps:

1. For every symbol A in (¢ choose a representative process rep(A)
and construct the abstract LTS h(rep(A)) with respect to the
atomic formulas Dy, - - -, Dy.

2. Check that the set of representatives satisfy the monotonicity
property. By Theorem 6.3.1 we have that for every a derived by
the grammar G, h(rep(S)) = a.
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3. Model Check ¢ on h(rep(S)). If h(rep(S)) = ¢, then by The-
orem 6.2.1 we can conclude that for all LTSs M derived by the
grammar GG, M = ¢.

Next, we describe an unfolding heuristic which might help us find the
set of representatives which satisfy the monotonicity property.

6.3.2 The Unfolding Heuristic

We discuss a heuristic that might be helpful in finding representatives
automatically. Initially, the representative of a symbol A in G is the
smallest LTS that can be derived from A using the rules of GG. A further
search for monotonic representatives is based on the observation that
often certain behaviors only occur when a process is composed with
other processes (these other processes provide the environment). This
leads to the idea that by unfolding the derivation rules of G we may
find a larger set of potential representatives which might satisfy the
monotonicity property. Given two sets of LTSs X and Y we define
X|IY in the following way:

XY = {pll¢g|pe XandgeY}

Now we describe a heuristic to find representatives with the monotonic-
ity property. An association for a grammar (G assigns a set of processes
set(A) to each symbol A of the grammar. Given an association for a
grammar (G, we define an unfolding of the association which is again
an association. The unfolding associates a new set of processes set’( A)
with each symbol A of grammar G in the following manner:

o If Ais a terminal, set’'(A) = set(A).

e Assume that A is a non-terminal. A process p € set’(A) iff there
exists a rule A — B||C such that p € set(B)l|[set(C) or p €
set(A). Note that B or C may be A itself.

Now we define an iterative process to find representatives. First, we
describe how to find the initial association. For a terminal A, seto(A) =
{A}. We repeat the following step until we have a non-empty associa-
tion for each symbol A.
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e For each rule A — B||C if seto(A) is empty and seto(B) and
seto(C') are defined then:

seto(A) = seto(B)||seto(C)

Each iteration consists of the following two steps.

1. If there exists representatives for each nonterminal A such that
rep(A) € set;(A) and the representatives satisfy the monotonicity
property, we are done. Otherwise go to the next step.

2. Create a new association set;41(A) by unfolding the i-th associa-
tion. Go back to the previous step.

It is not hard to see that each iteration increases the set of processes
associated with a nonterminal. Therefore, as we unfold, we have more
choices to find representatives with the required property. In the exam-
ples we show how unfolding is used to find representatives. Notice that
if we find representatives with the monotonicity property such that
h(rep(S)) ¥ ¢, we cannot conclude anything about the correctness
of the network derived by the grammar (. In this case the counter-
example might aid the user in finding a more refined invariant or we
may want to apply the unfolding technique again.

6.4 Synchronous model of computation

In this section we develop a synchronous framework that will have
the properties required by our verification method. We define a syn-
chronous model of computation and a family of composition operators.
We show that the composition operators are monotonic with respect to
<.

Our models are a form of LT'Ss, M = (S, R, I,0, Sy), that represent
Moore machines. Traditionally, in Moore machines the outputs are
associated with the states. We assume that the outputs are moved
from the states to the transitions emanating from it. Our models have
an explicit notion of inputs I and outputs O that must be disjoint.
In addition, they have a special internal action denoted by 7 (called
silent action in the terminology of CCS [58]). The set of actions is
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ACT = {7} U279 where each non-internal action is a set of inputs
and outputs.

The composition of two LT'Ss M and M’ is defined to reflect the
synchronous behavior of our model. It corresponds to standard compo-
sition of Moore machines. To understand how this composition works,
we can think of the inputs and outputs as “wires”. If M has an output
and M’ has an input both named «, then in the composition the out-
put wire a will be connected to the input a. Since an input can accept
signal only from one output, M||M" will not have @ as input. On the
other hand, an output can be sent to several inputs, thus M||M’ still
has @ as output. Consequently, the set of outputs of M||M’ is O U O’
while the set of inputs is (/U I')\ (O U O").

A transition s <% ¢ from s in a machine M with ¢ =1 U o such that
1 € I and o C O occurs only if the environment supplies inputs ¢ and
the machine M produces the outputs o. Assume transitions s —» ¢ in
M and s' 5 1 in M'. There is a transition from (s,s") to (t,t') iff the
outputs provided by M agree with the inputs expected by M’ and the
outputs provided by M’ agree with the inputs expected by M.

Formally, let O N O’ = (). The synchronous composition of M and
M', M" =M || M" is defined by:

1. 8" =8 x5"

2. SI = Sy xS,
3.0"=({ul)\ (OUO.
4. 0"=0uU0"!

5. (s,8) LI (51,81 is a transition in R” iff the following holds: s =

s; is a transition in R and s’ % s} is a transition in R’ for some
a, a’ such that aN (I'UO") =d' N(ITUO) and ¢’ =a U d'.

Lemma 6.4.1 The composition || is monotonic with respect to <.

INote that, ACT"” = 2I"90" U {r} is not identical to ACT and ACT’. This is a
technical issue that can be resolved by defining some superset of actions from which
each LTS takes its actions.
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Proof: Let M = (S, R, 1,0,5), M' = (S, R, I', 0", S;), My = (51, Ry, [1,01, S10),
and M| = (57, R}, 17,01, S]4) be four Moore machines. Assume that

M < M"and M; < M]. Let £ C S xS and & C 5 x 57 be the corre-

sponding simulation relations. We say that ((s,s1),(s',s])) € € x & iff

(s,s") € € and (sy,s]) € &. We will show that € x & has the required

properties. It is clear from the definition that given states sy € Sy and

50,1 € S1, there exists a s € S and s} € 57 such that

((50751,0),(5678/170)) e Ex&
Assume that ((s,s1),(s,s7)) € € x &1.

1. By assumption, we have that h(s) = h(s') and h(s1) = h(s)).
Therefore, h((s,s1)) = h(s)oh(sy) is equal to h((s',s])) = h(s')o
h(sh).

2. Let (s,s$1) LY (t,t1) be a transition in M||M;. This means that
there exists a transition s — ¢t in M and a transition s; — #; in
My such that a N ([ UO;) = a; N (T UO) and ¢” = a U ay By
definition there exists ¢’ and ¢} such that s’ % ¢’ and s} % #],
where (¢,t') € € and (#1,t]) € &. Therefore, (s',s)) L (', 1))
and ((¢,t1),(t',1])) € Ex &. O

6.4.1 Network grammars for synchronous models

Only a few additional definitions are required in order to adapt our gen-
eral definition of network grammars to networks of synchronous models.
Like before a network grammar is a tuple G = (T, N, P, S), but now,
every terminal and nonterminal A in T"U N is associated with a set of
inputs 4 and a set of outputs O4. In G we allow different composition
operators ||; for the different production rules. In order to define the
family of operators to be used in this framework we need the following
definitions.

A renaming function R is an injection which acts on the input and
outputs of the Moore machines. When applied to A, it maps inputs to
inputs and outputs to outputs such that R(14)NR(O4) = 0. Applying
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R toa LTS M results in an LTS M’ = R(M) with S = 5', Sy = 5,
I'=R(D\{r}, 0" =R(O)\{r},and (s,a,s') € Riff (s, R(a),s') € R
A hiding function R,e for act C T U O, is a renaming function that
maps each element in act to 7.
A typical composition operator in this family is associated with two
renaming functions, Riest, Rrignt and a hiding function R, in the
following way.

MHZM/ — Ract(Rleft(M)HRright(M/))v

where || is the synchronous composition defined before. The renaming
functions are applied to LTSs and not to nonterminals. Therefore, the
derivations are composed bottom up. For example, consider the rule of
the form shown below:

A— Ract (Rleft(B) HRright(C))

In this case first we apply the derivations for B and ' to derive two
LTS b and ¢. Then the renaming and hiding functions are applied to
complete the derivation.

To use our framework, we need to show that every such operator is
monotonic, i.e., if My < My and M{ =< M} then M|, M] < M,||; M.
The latter means that

Ract(Raeet(M1)[|Rright(M7)) = Raci(Raees(Ma2)||Rright(M;))

The following lemma, together with monotonicity of the synchronous
composition || imply the required result.

Lemma 6.4.2 Let M, M’ be Moore Machines and let R be a renaming
function. If M < M’ then R(M) < R(M").

Proof: Let £ be the simulation preorder between M and M’. 1t is
easy to show that £ is also a simulation preorder between R(M) and

R(M"). O

Corollary 6.4.1 The composition operators ||;, defined as above are
monotonic.
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Example 6.4.1 We return to Example 6.1.1 and reformulate it within
the synchronous framework. Doing so we can describe more precisely
the processes and the network grammar that constructs rings with any
number of processes. The processes P and () will be identical to those
described in Figure 6.1 except that now we also specify for both pro-
cesses [ = { get-token} and O = {send-token}.

The derivation rules in the grammar apply two different composition
operators:

S — QA

|1 is defined as follows.

o Ri.s maps send-token to some new action cr (stands for connect
right) and get-token to cl (stands for connect left).

. Rllright maps send-token to cl and get-token to cr.

e The hiding function hides both cr and c1 by mapping them to 7.

Thus, the application of this rule results in a network with one terminal
() and one nonterminal A, connected as a ring. |2 is defined by (see

Figure 6.4):
e Ri.s maps send-token to cr and leaves get-token unchanged.

o R:2right maps get-token to cr and leaves send-token unchanged.

e The hiding function hides cr

The application of the third rule, for instance, results in a network
in which the nonterminal A is replaced by a LTS consisting of two
processes P, such that the send-token of the left one is connected to
the get-token of the right one. The get-token of the left process
and send-token of the right one will be connected according to the
connections of A (see Figure 6.4 and Figure 6.5).
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- cr
S get Q send get A send
cl
A—= ge cr send
—get Psend get A send——
e
A get cr send
—get P send get Psend —

Figure 6.4: Derivation rules with renaming

S— T
Q A

T

Q ——\[PF{P]

T

Figure 6.5: Derivation of a ring of size 3

6.5 Asynchronous Model of Computation

In this section we describe a model for asynchronous communication.
The model is similar to CCS [58]. Each process is associated with a
set of actions. The symbol 7 denotes the internal (non communication)
actions of a process.

Definition 6.5.1 A process M is a 4-tuple,
M = (ACT,S, R, So)
where

e ACT is a finite set of actions (ports or channels) not containing
T.

e S is a finite set of states.

e R is a labeled transition relation, R C S x (ACT U {7}) x 5.
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e Sy is the set of initial states.

When two processes M and M’ are combined into a new process
MM, zero or more channels are formed. Each channel pairs a port
of M and a port of M’ that have identical names. The channel is used
merely for synchronization (i.e., no data is transferred). However, data
can be encoded by sequences of synchronizations. The unpaired ports
of M and M’ become the ports of the combined process M||M’.

Definition 6.5.2 The compositionof M = (5, R, ACT, Sy) and M’ =
(S, R',ACT', S)) is a new process

M" = M||M' = (8", R", ACT", S!)
where
o ACT" = (ACT U ACT")\(ACT N ACT")
o S"=(S xS
S = Sy x S

)7 (s1,80) | Ja s Ssp A ST S S, /\ozEACTﬂACT'}U
{((s,8),0,(51,5)) | sSs1 A ag ACT'} U
(o (s,5) | o 3o A agACT)

When combining processes, we sometimes need to change their action
names in order to form a network of a desirable structure. The defini-
tion of renaming and hiding functions are similar to the one introduced
for the synchronous model. Let R be an 1-1 renaming function of the
ports of the process M. R(M) denotes a new process M’ identical to
M except that:

) SRL?)tER’iffsitER.
A hiding function R (where act € ACT) disallows synchronization
on the actions in the set act by renaming them to the silent action .
Formally R..:(M) is a new process M’', which is identical to M except
that its transition relation R’ is:
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e s 3iteRiffs>teRand ad act.
e s HteRiffs3¢te Rand a € act.

The network grammar G = (T, N, P, S) has the production rules of the
following form.

o P is the set of production rules of the form
A = Ruct(Rieet(B)||Rrignt(C))

where A € N, B,C € TUN, Riett and Rrignt are renaming
functions, and R, is the hiding function for that rule.

We have the following theorems.

Theorem 6.5.1 (Monotonicity theorem) Let M = (S, R, ACT, S),
M1 = (Sl, Rl, ACTl, 5071), M/ = (S/, R/, ACT, S(l)), M{ = (Si, Rll, ACTl, 5671)
be processes such that M < M’ and My < M|. In this case M||M; <

Proof: Let £ C 5 x 5" and & C 57 x 5] be the simulation relations.
Consider the following relation £ x & C (S x S1) x (8" x S])

o ((s,81),(8,8))) € &Ex&iff (s,8) € € and (s1,8)) € &

We will prove that £ x & is the simulation relation between M || M,
and M'||M], and hence, M||M; < M'||M;. Note that set of actions of
M| My and M'||M] are both identical to (ACTUACT)\(ACTNACTY).

e For all (s0,50,1) € So x So there exists (sg,s0,) € Sp x 55, such
that
((s0,50,1), (50, 50,1)) € € x &

This follows because we can find s € S and 5671 € 5671 such that
(s0,50) € € and (s0,1,50,1) € &

o Let ((s,81),(f,11)) € €x & . By assumption, we have that h(s) =
h(t) and h(s;) = h(t1). Therefore, h((s,s1)) = h(s) o h(sl)
equal to h((t,t1)) = h(t) o h(t1). Assume that (s,s;) = (s,

There are three cases.

S

-
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— (8,81) = (8, 8]) and s = s, sy = 8] for « € ACT N ACT,.
In this case, there exists #' and #] such that ¢ = ¢ and
t; = t) such that (s'.#') € € and (s],#}) € &. It is clear
that (¢,¢,) = (¢',1}) and ((s',s}), (¢, 1])) is in € x &,.

— (5,81) = (8',8)) and s = &', sy = s} and o ¢ ACT). In this
case, there exists ¢ such ¢t = ' and (s',¢') € €. It is clear
that (¢,¢1) = (¢/,¢1) and ((s,s1), (¥, ¢1)) is in € x &. Notice
that by assumption (s1,t1) € &;.

— (s5,81) = (s',s)) and s = &', sy = s}, and a ¢ ACT. This

case is similar to the one given above. O

The theorem given below states that renaming and hiding preserve
monotonicity.

Theorem 6.5.2 Let M and M’ be two processes such that M < M’.
Let R and R, be renaming and hiding functions respectively. In this
case R(M) = R(M') and R et (M) = Ruet (M').

Proof: The proof of this theorem is straightforward.O

Using the two theorems given above we can prove that the composition
operators used in the grammar are monotonic.

6.6 Examples

We implemented the algorithm for network verification and applied it
to two examples of substantial complexity. The first example uses the
asynchronous composition. The second example uses the synchronous
model of composition.

6.6.1 Dijkstra’s Token Ring

The first is the famous Dijkstra’s token ring algorithm [26]. This algo-
rithm is significantly more complicated than the one used as a running
example along the chapter. The example uses the asynchronous model
of computation. There is a token ¢ which passes in the clockwise direc-
tion. To avoid the token from passing unnecessarily, there is a signal r
(r stands for request) which passes in the counter-clockwise direction.
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Whenever a process wishes to have the token, it sends the signal r to
its left neighbor, i.e., the process on the counter-clockwise side. The
states of the processes have the following four components:

o [t is either b (black—an interest in the token exists to the right),
w (white-no one is interested in the token)

e It is either n (in the neutral state), d (the process is delayed
waiting for the token) or ¢ (the process is in the critical section)

e [t is either ¢ (with the token), or e (empty—without the token).

o A set of outputs o enabled from the state. The possible values of
o are (), {r}, {t}, and {r,t}.

Each process has r? and t7 as input actions and r! and ¢! as output
actions. This notation is borrowed from CSP. While synchronizing, r!
is matched with r?. Similarly, ¢! is matched with ¢?. Each state has an
output associated with it (kept in the component o). The name of the
state is a combination of its properties. Thus (wne, {r}) is a neutral
state with no request on the right, no token and has output r. We
will describe a state with a 2-tuple, i.e., (x,0) where & describes the
first three components and o is the set of outputs enabled from that
state. If the output from a state s’ is non-empty (o # ), then there is
a transition to s’ with every action in o labelling the transition. Given
a state (x,0), the following transitions are present in the system:
V(a € o) [(x,0) % (z,0\{a})]

For conciseness, the list of transitions for a process that performs the
token ring protocol is given in the table below.

wne Tlg bne | wne ﬁ> wde | bne — bde
bne 1; wne | wde r—/> bde | wde t—/> wet
bde t—/> bet | wnt Tl; wde | wnt — wet
wet r—/> bet | wet — wnt | bet ﬁ> wne




6.6. EXAMPLES 169

We explain how the transitions given above can be translated into our
notation. The first component on the transition label is the input and
the second is the output. We consider the four kind of transitions:

e r — y corresponds to the transitions (z,0) = (y, o).

o2 8 y corresponds to transitions (z,0) = (y,0U {v}).

U .. u?
e = — y corresponds to transitions (x,0) — (y,0).

oz y corresponds to transitions (z, o) “ (y,oU{v}).

Notice that each entry in the table actually corresponds to a group of
transitions which only differ from each other by the value of the second
component.

Let @ be the process with (wnt, () as the initial state and the tran-
sitions shown above. Let P be the process with (wne,?) as the initial
state and the same transitions as (). The network grammar generating
a token-ring of arbitrary size is similar to that of Example 6.4.1.

Let S be the set of states in a basic process of the token ring. Let t
be the subset of states which have the token. Let not-t be the set S\ t.
The automaton D is the same as the automaton in Figure 6.3 with t
substituted for ¢s and not-t substituted for nc. The automaton accepts
strings S* such that the number of processes with the tokens is exactly
one. Let h be the abstraction function induced by the automaton. The
initial association is:

sel(Q) = {Q}
set(P) {P}
st(A) = (PP}

sel(S) = {Q[P| P}
Unfortunately, the corresponding representatives did not satisfy the

monotonicity condition. Therefore, we unfolded the initial association
to get the following association:

sel(A) = {P||P||P, P| P}
set(S) = A{Q|P|P|P,QIP| P}
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Notice that unfolding does not change the associations for the terminals.
If we choose the representatives as

rep(P) = P

rep() = @

rep(A) = P|P|P
rep(S) = Q||P|F|P

then the monotonicty condition holds, i.e.,

h(rep(A)) = h(h(rep(P)||h(rep(P)))
h(rep(A)) = h(h(rep(A))||h(rep(P)))
h(rep(S)) = h(h(rep(@))||h(rep(A)))

By Theorem 6.3.1 we conclude that rep(S) simulates all the LT'S's
generated by the grammar (7. Notice that if rep(S) satisfies the prop-
erty AG D, then Theorem 6.2.1 implies that every LTS generated by

the grammar (G satisfies AG D. Using our system we established that
rep(S) is a model for AG D.

6.6.2 Parity tree

We consider a network of binary trees, in which each leaf has a bit value.
We describe an algorithm that computes the parity of the values at the
leaves. The algorithm is taken from [69]. A context-free grammar ¢
generating a binary tree is given below, where root, inter and leaf
are terminals (basic processes) and § and SUB are nonterminals. The
precise definition of the composition operator is given later.

S — root||SUBJ|SUB
SUB — inter||SUB||SUB
SUB — inter||leaf||leaf

An intuitive description of the algorithm follows. The root process
initiates a wave by sending the readydown signal to its children. Every
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internal node that gets the signal sends it further to its children. When
the signal readydown reaches a leaf process, the leaf sends the readyup
signal and its value to its parent. An internal node that receives the
readyup and value from both its children, sends the readyup signal
and the xor(®) of the values received from the children to its parent.
When the readyup signal reaches the root, one wave of the computation
is terminated and the root can initiate another wave. The semantics of
the composition used in the grammar G should be clear from Figure 6.6.
For example, the inputs readyp and valued of an internal node are
identified with the outputs readyup and value of its left child.

Next, we describe the various signals in detail. First we describe the
Parent

]

readyup readydown
value

relisch 1l o

readyup readydown readyup readydown
value vaue

left child right child

Figure 6.6: Internal node of the tree

process inter. The process inter is the process in the internal node
of the tree. The various variables for the process are shown in the table:
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state vars output vars | input vars
root_or_leaf | readydown | readydown
readydown | readyup readyup_l
readyup_l value readyup_r
readyup_r value
value value_r
readyup

The following equations are invariants for the state variables:

root_or_leaf = 0

readyup = readyupl A readyup_r

The output variables have the same value in each state as the corre-
sponding state variable, e.g., the output variable readydown has the
same value as the state variable readydown. The equations given be-
low show how the input variables affect the state variables. The primed
variables on the left hand side refer to the next state variables and the

right hand side refers to the input variables.

readydown’ = readydown
readyupl’ = readyup.l
readyupr’ = readyup_r
value' = (readyupl A valuel) @ (readyup_r A valuer)

Since the root process does not have a parent, it does not have the input
variable readydown. The invariant root__or_leaf = 1 is maintained for
the root and the leaf process. Since the leaf process does not have a
child, the output variable readydown is absent. The leaf process has
only one input variable readydown and the following equation between
the next state variables and input variables is maintained:

readyup’ = readydown

For each leaf process the assignment for the state variable value is
decided non-deterministically in the initial state and then kept the same
throughout the computation.
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A state in the basic processes (root,leaf,inter) is a specific as-
signment to the state variables. We call this state set S. Notice that
the state set S = {0,1}° because there are 6 state variables.

The automata we describe accepts strings from S*. Let valuey, - - -, value,
be the values in the n leaves. Let value be the value calculated at the
root. Since at the end of the computation the root process should
have the parity of the bits value; (1 < i < n), the following equation
should hold at the end of the computation:

value@@valuei = 0.

=1
Let p be defined by the following equation:
p = {s €S| ssatisfies root_or_leaf A value}.

Let not(p) = 5 — p. The automaton given in Figure 6.7 accepts the
strings in S* which satisfy the equation given above. Since root_or_leaf =
0 for internal nodes, the automaton essentially ignores the values at the
internal nodes. We call this automaton parity. We also want to assert

not(p)

) m—

not(p)

Figure 6.7: Automaton for parity

that everybody is finished with their computation. This is signaled by
the fact that readyup = 1 for each process. The automaton given in
Figure 6.8 accepts strings in 5™ iff readyup = 1 in each state. i.e. all
processes have finished their computation. We call this automaton fin-
ished. The automata parity and finished are our atomic formulas.
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readyup

not(readyup)

Figure 6.8: Automaton for ready

We want to verify that if the computation is finished then the parity
at the root is correct. Hence, we want to check that the initial state
satisfies the property AG(finished — parity). Let h be the abstrac-
tion function induced by the atomic formulas (see Section 6.2 for the
definition of h). The initial association is:

seto(SUB) = {inter||leaf||leaf}
seto(S) = root||seto(SUB)|seto(SUB)

The association corresponding to the terminals is simply the process
associated with the terminal. The association for & can be derived
from set(SUB). The representatives corresponding to the initial asso-
ciation did not satisfy the monotonicty condition. Unfolding the initial
association we get:

I = inter|/leaf||leaf
I, = inter||||/
set;(SUB) = {1} U seto(SUB)
sety(S) {root|| 1|11} U seto(S)

Now we could find representatives that did satisfy the monotonicity
condition. Using Theorem 6.3.1 we can conclude that H = h(rep(S))
simulates all the networks generated by the context free grammar G.
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We checked that H, s, = AG(finished — parity) (so is the initial
state of the process H). Theorem 6.2.1 implies that that every network
derived by G has the desired property, i.e., when the computation is
finished the root process has the correct property.

6.7 Related Work

The first paper to investigate infinite family of finite-state systems
was [10]. They considered the problem of verifying a family of to-
ken rings. In order to verify the entire family, the authors established a
bisimulation relation between a 2-process token ring and an n-process
token ring for any n > 2. It follows that the 2-process token ring and
the n-process token ring satisfy exactly the same temporal formulas.
The drawback of their technique is that the bisimulation relation had
to be constructed manually.

Induction at the process level has also been used to solve problems
of this nature by two research groups [30, 34]. They prove that for rings
composed of certain kinds of processes there exists a k& such that the
correctness of the ring with k processes implies the correctness of rings
of arbitrary size. In [72] an alternative method is proposed for checking
properties of parametrized systems. In this framework there are two
types of processes: (G (slave processes) and (/. (control processes).
There can be many slave processes with type G, but only one control
process with type GG.. The slave processes (G5 can only communicate
with the control process G..

In [53, 64] context-free network grammars are used to generate in-
finite families of processes with multiple repetitive components. Using
the structure of the grammar they generate an invariant / and then
check that [ is equivalent to every process in the language of the gram-
mar. If the method succeeds, then the property can be checked on the
invariant /. The requirement for equivalence between all systems in F'is
too strong in practice and severely limits the usefulness of the method.
In this chapter, equivalence was replaced with a suitable preorder while
still using network grammars.
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Chapter 7

Conclusion

Chapter 2 showed the importance of the propositional p-calculus by
giving translations of various graph-based verification algorithms into
the p-calculus. An OBDD based algorithm for p-calculus model check-
ing which has proved to be extremely efficient in practice was also
presented. Finally, the best known algorithm for evaluating p-calculus
formulas was described. However, there is still much work to be done
in each of these areas.

Although OBDDs do not reduce the worst-case complexity of the
model checking problem for the p-calculus, their use in model checking
has had an enormous effect on formal verification. Before the use of OB-
DDs, it was only possible to verify models with at most 10° states [17].
By using the OBDD techniques described in this paper, in practice, it is
now possible to verify examples with up to 10*2° states and several hun-
dred state variables [12]. However, there is no theoretical framework
which explains when OBDDs will work well in practice. The algorithm
given in Chapater 2 does not depend on the data structure used to
represent boolean functions, so it should be possible to use any better
data structures that may be discovered.

In addition to the verification problems we have considered, there
are other graph theoretic problems that can be encoded in the pu-
calculus. An important question is how useful these OBDD and fix-
point techniques are for problems like finding minimum spanning trees,
determining graph isomorphism, etc. For example, let F(u,v) be the
edge relation for a directed graph and let each vertex v be a state en-

177
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coded by an assignment ¢ to the boolean variables ¥ = xy,..., 2. The
formula

&%) = pR.EV ()R

computes the set of states reachable from the state encoded by the
assignment to ¥, where the interpretation for the program letter «a is
the edge relation F. Then the graph satisfies the formula

[@ = ¢(O)] A 6= ()]

if and only if the two vertices v and v are in the same strongly connected
component. In general, the graph is strongly connected if and only if
it satisfies the formula

VT.0(Z).

Although strictly speaking this is not a p-calculus formula according
to the syntax presented earlier, recall that we allow quantification over
boolean variables in our translation of the p-calculus into OBDDs.

Efficient evaluation algorithms, which exploit monotonicity proper-
ties when evaluating fixpoints were also described in Chapter 2. How-
ever, these algorithms remain exponential in the alternation depth. I
conjecture that there is no polynomial-time algorithm for determining
if a state satisfies a given formula. Consider an algorithm that com-
putes least fixpoints by iterating, and that guesses greatest fixpoints.
The guess for a greatest fixpoint can be easily checked to see that it
really is a fixpoint. Furthermore, while we cannot verify that it is the
greatest fixpoint, we know that the greatest fixpoint must contain any
verified guess. Then by monotonicity, the final value computed by this
nondeterministic algorithm will be a subset of the real interpretation
of the formula. The state in question satisfies the formula if and only
if it is in the set computed by some run of the algorithm. Also note
that one can negate formulas, so the complexity of determining if a
state satisfies a formula is the same as the complexity of determining
if a state does not satisfy the formula. Thus, the problem is in the
intersection of NP and co-NP. This suggests that the conjecture will be
very difficult to prove.

In Chapter 3 various techniques for exploiting symmetry during
model checking were discussed. There are a number of directions for
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future research. It would be insightful to have tight lower bounds on the
size of the OBDDs needed for the orbit relation for symmetry groups
occurring in practice. This type of information would be useful in deter-
mining if it is feasible to construct the quotient model directly using the
orbit relation or whether it is necessary to develop special techniques for
mapping states onto representatives. An automatic procedure for iden-
tifying symmetries in circuits would definitely be useful. Techniques
based on the Walsh transform have been tried for this purpose in the
past [40]. However, I suspect that this will always be a hard problem
and that some information from the designer of the circuit will usually
be required. It will also be very insightful to try other hardware exam-
ples with more complicated topologies in addition to cache coherency
protocols.

Chapter 4 investigated the complexity of various problems associ-
ated with exploiting symmetry in model checking. We also provided
ways of deriving symmetry for shared variable concurrent programs.
An important research problem will be to take some existing hardware
description languages and derive symmetry information statically from
the system descriptions written in that language. Perhaps, some of the
ideas presented in section 4.2 could be used. This chapter also made
the connection between exploiting symmetry in model checking and
computational group theory. An important research direction will be
to use some of the powerful techniques available in the computational
group theory literature in the model checking domain.

Chapter 5 described techniques to combine partial-order and sym-
metry reduction methods. In the future, I would like to implement these
methods on some existing verification tools and try some examples.
Another interesting problem is to derive symmetry and independence
information from the description of the LTS being verified. Presently,
most verification systems rely on the user to provide this information. I
would also like to investigate whether some other reduction techniques
could be combined using similar ideas.

Chapter 6 described a new technique for reasoning about families
of finite-state systems. This work combines network grammars and
abstraction with a new way of specifying state properties using regu-
lar languages. I have implemented this verification method and used
it to check two non-trivial examples. In the future, I intend to ap-
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ply the method to even more complex families of state-transition sys-
tems. There are several directions for future research. The context-
free network grammars can be replaced by context-sensitive grammars.
Context-sensitive grammars can generate networks like square grids
and complete binary tree which cannot be generated by the context-
free grammars. The specification language can be strengthened by re-
placing regular languages by more expressive formalisms (like w-regular
languages). An interesting extension would be to add fairness to the
models under consideration.
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