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Abstract
Cryptographic primitives, such as encryption, decryption, and key generation,

are vital to the security of many of today’s applications, but are difficult to reason
about in an information-flow setting. In particular, they conflict with the notion of
noninterference, the property that observable outputs are uninfluenced by secret in-
puts in an information-flow secure program. Not only do ciphertexts often rely on
secure data (and thus would be ruled out in a typical information-flow setting), the
use of nondeterminism in their generation may serve as a source of information-
flow leak (called occlusion). Logical relations are a technique which can be used to
prescribe properties of a program based on its computational behavior, rather than
relying on static well-formedness. Through this semantic approach, one can not only
validate well-typed terms by showing their inhabitation of the logical relation (via
the “fundamental theorem”), but also validate ill-typed terms which behave “cor-
rectly” with respect to the definition of the logical relation. In this thesis, we extend
a version of the simply-typed lambda calculus with cryptographic primitives, and
define an information-flow control type system to statically enforce safe usage of
said primitives. We then use the technique of logical relations to define a semantic
verification method for noninterference. In particular, to combat occlusion, we de-
fine a possibilistic logical relation, which considers the set of all possible values an
expression could evaluate to.
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Chapter 1

Introduction

1.1 Motivation and Background
The security of information is a crucial concern in many modern computing applications. There
exist many strategies for ensuring the safety and correctness of security-critical systems, includ-
ing the employment of information flow control types. Information flow control types (IFC) are
types used to enforce the property of noninterference [6], which asserts that public outputs that
are not influenced by secret inputs. Typically, this is done by assigning security levels to types
and defining a type system [16, 18, 22] to statically enforce for a given program that no high-
level information is leaked to a low-level observer upon evaluation. While this is an established
method for information-flow verification, static typing can be overly conservative in designating
what programs can be deemed secure. For example, consider the following code which uses a
high-level boolean h:

if h then 1 else 1

From an information-flow perspective, the above program should be secure, since the resulting
value of the expression (the numeral 1) is independent of the exact value of h. However, since
typing is a static process, an IFC type system would reject the above program as ill-typed at a
low-level, since differing branch results could leak the value of the boolean. Aside from the
limitations of static typing, noninterference itself is often considered to be too restrictive of
a security requirement, with some applications requiring some amount of data transfer from
high to low security to function [17]. Given these drawbacks, we might consider approaches to
noninterference that either

1. Safely relax the requirements for full security, or

2. Broaden the scope of acceptable programs.
For Item 1, we consider cryptography, which is another widely-used tool in ensuring the se-

curity of data within programs. Using encryption schemes, we can safely “hide” some piece of
high-level data, making the resultant ciphertext secure to distribute at a lower level. By nature,
cryptography conflicts with noninterference, since noninterference requires all expressions (in-
cluding ciphertexts) to be independent of secret data. However, encryption can also provide a
form of declassification [17] — for a sufficiently secure key, we can encrypt some high-level data
and convert it to a low-level ciphertext without causing a leak. This can help with relaxing the
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constraints imposed by noninterference by permitting the passage of high data to low observers
in secure circumstances. Facilitating this kind of declassification is not as simple as appending
cryptographic primitives to a language, however. As observed by Askarov et al. [2], the presense
of cryptography in an IFC system leads to a leak called occlusion [17], where a declassification
operation (in this case, encryption) produces a leak for high-level data which was not meant to
be declassified. For example, consider the following piece of code for a high-level boolean h,
encryption key k, and plaintext v:

let x = encrypt(k, v) in

if h then ⟨x, x⟩ else ⟨x,encrypt(k, v)⟩
In this example, we encrypt the value v using k and then branch on h, returning either the pair
⟨x, x⟩ of the same invocation of the encryption operation or the pair ⟨x,encrypt(k, v)⟩ of dis-
tinct invocations. For a perfect, deterministic encryption scheme, this example would not reveal
any information about h, since encrypt(k, v) should return the same result for the same inputs.
However, most modern cryptographic schemes utilize a source of nondeterminism to grant prob-
abilistic (rather than exact) guarantees about the indistinguishability of the resultant ciphertexts.
As a consequence, different invocations of the same encryption operation may produce different
ciphertexts, and if a low-observer is able to compare whether the elements of the pair are always
equal or (almost) always distinct, then the value of h could be revealed. To address this, we
will need to expand our notion of noninterference to account for all possible values a piece of
code can evaluate to. This leads to the notion of possibilistic noninterference [10], which lifts
the definition of noninterference to operate on the sets of possible values returned by different
program runs. Under this lifting, we can address the example leak by checking whether the sets
of possible values in each branch are the same. In this case, set produced in the then branch is
only a subset of the possible values in the else branch, ruling this code insecure.

For Item 2, we consider the use of logical relations [5, 12, 13, 19, 21]. Logical relations
are a technique which allow one to prescribe properties of a program based on its computational
behavior, rather than any static requirement of well-formedness. Such a semantic approach ac-
comodates the validation of not only well-typed terms (via the “fundamental theorem” of the
logical relation), but also of ill-typed terms which are “well-behaved” with respect to the def-
inition of the logical relation. Additionally, logical relations facilitate the composition of both
well-typed and ill-typed terms — so long as both terms are inhabitants of the logical relation,
they can be combined into a compound inhabitant in accordance with the type structure. Using
this verification method for noninterference would allow us to expand the amount of programs
which can be certified as “secure,” even if they are not accepted by the type system.

Each of the above issues have, in part, been addressed by other works. Askarov et al. [2]
defined an IFC type system for safe usage of nondeterministic encryption operators, as well
as identified and addressed issues of occlusion through the proof of possibilistic noninterfer-
ence. Gregersen et al. [7] developed logical relations to prove noninterference for an IFC-typed
higher-order language. Sumii and Pierce [20] presented logical relations for an extension of the
simply-typed lambda calculus with perfect encryption constructs. In this thesis, we combine
each of these three explorations to develop a semantic verification method for possibilistic non-
interference for a higher-order language with nondeterministic cryptographic primitives via the
technique of logical relations.
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1.2 Related Work
The results in this thesis are largely inspired by three prior works: Askarov et al. [2], Gregersen
et al. [7], and Sumii and Pierce [20]. In this section, we discuss the similarity and differences of
these works to the thesis, as well as acknowledge other foundational works.

Askarov et al. [2] presents a proof of noninterference for a simple imperative language with
cryptographic primitives. In particular, they introduce an information flow type system that stat-
ically ensures security for programs in the language, and they use that type system to prove
possibilistic noninterference. Our work follows their model of cryptography, as well as their
approach of lifting noninterference to a possibilistic version to account for the nondeterminism
of encryption (and to prevent information flows caused by occlusion). However, while the ap-
proach is logical relation inspired, the result in op. cit. focuses on guaranteeing the security of
programs that adhere to the given type system, limiting the scope of the noninterference state-
ment to well-typed code. In this thesis, we develop a semantic approach to proving possibilistic
noninterference, granting the ability to show the security of all well-behaved expressions regard-
less of whether they are statically well-formed. Our work also expands on the base development
in op. cit., adding sum and arrow types to the type system and generalizing the information flow
labels to a lattice of security levels.

Gregersen et al. [7] provides the definition and mechanization of logical relations for non-
interference in the Iris logical framework. In their work, they present an information flow type
system for a higher-order language with higher-order store and use this system to derive a se-
mantic verification method via logical relations. Our work adopts a similar approach to op. cit.
for proving noninterference, particularly by defining both a unary and a binary relation, but with
the addition of cryptographic primitives to the language. This leads to a divergence in not only
the overall statement of noninterference, but also how the logical relations need to be defined to
accommodate said statement. In particular, our work lifts noninterference to possibilistic nonin-
terference, forcing the term interpretations in the logical relations to operate on sets of possible
values rather than a single value. Additionally, the type systems that our respective works use for
IFC are different — in op. cit., they require that all types have an external security label, whereas
in our work that is only required of positive types. This change, which was implemented based
on an observation made in Pottier and Simonet [14], leads to differences in the definitions of the
logical relations and in the statements and proofs of certain lemmas.

Sumii and Pierce [20] develops a logical relation for an extension of the simply-typed lambda
calculus with cryptographic primitives, and they use this relation to prove behavioral equivalence
for the language. While our works have similar goals in extending logical relations to account
for cryptographic operations, op. cit. assumes a perfect model of encryption, meaning it does
not take into account the nondeterministic nature of many modern cryptographic schemes. Our
work accommodates probabilistic encryption schemes by defining the logical relations over sets
of possible values for a given expression. The result in op. cit. is also independent of any
information flow considerations for security. Since our work is defined using an IFC type system,
we are able to accommodate both information flow and cryptographic modes of security, while
simultaneously addressing any data flow leaks introduced by encryption (i.e. occlusion). Zhang
[24] also provides an approach to defining logical relations for cryptography, but since it is based
on Sumii and Pierce [20], it has the same disparities from our work in their assumption perfect
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encryption and not having an IFC type system.
The type system defined in this work, as in Gregersen et al. [7], is largely based on the

type systems developed in Rajani and Garg [15] and Pottier and Simonet [14]. As mentioned
previously, our type system makes a slight departure from the norm in that only positive types
(i.e. sum, numeral, and encryption types) have external security labels, whereas negative types
(i.e. product and arrow types) do not. This is directly based on the choice in Pottier and Simonet
[14] to exclude the label from the product type, and the observation made in their discussion
about doing the same for arrows. Additionally, we utilized the ℓ ◁ τ and τ ◀ ℓ judgments
defined in Pottier and Simonet [14] to define our version of the IFC type system, with the latter
being used to unify the definition of safe usage for cryptographic operations in Askarov et al. [2]
with the methodology of Pottier and Simonet [14].

The logical relations in this work are defined in terms of Kripke-style possible worlds [1,
3, 11] to account for the generation of key names and values. This follows the development
in Rajani and Garg [15], which uses a Kripke-style step-indexed logical relation to accomodate
higher-order state in their languages (for which they subsequently prove noninterference). Re-
garding logical relations for IFC and noninterference at large, Zdancewic [23] and Heintze and
Riecke [8] both present logical relations arguments for proving noninterference in an IFC-typed
language. Each of these works serves as the foundation for the results derived in this thesis,
which combined Kripke-style logical relations with those for noninterference and extends them
to include cryptographic constructs.

1.3 Outline
The remainder of the thesis document is organized as follows:

• In Chapter 2, we define the model of cryptography that will be used to define the language,
along with any cryptographic assumptions we make to ensure the correct statement and
proof of noninterference

• In Chapter 3, we give the definition of the higher-order language with cryptographic prim-
itives, which includes the grammar of types and expressions, the IFC type system, and the
rules governing the evaluation of expressions

• In Chapter 4, we present the definition of the logical relation for possibilistic noninter-
ference, which consists of a logical relation for a well-formedness property called leaf-
determinism, unary and binary relations for noninterference, proofs of the “fundamental
theorem” for each of these logical relations, and the overall statement and proof for nonin-
terference

• In Chapter 5, we discuss some of the design choices made in this work, explore avenues
for future work, and conclude our findings
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Chapter 2

Cryptography and Security

In this chapter, we introduce the cryptographic model that will be used in the language, as well
as any definitions relevant to defining the security requirements for the language. This includes
introducing the notion of a cryptographic scheme and the detailing of any assumptions we hold
about said schemes. This chapter also defines any assumptions about IFC security labels that
will be carried throughout the rest of the thesis. We adopt the cryptographic model presented in
Askarov et al. [2], with some small changes arising from the inclusion of multiple security levels.

2.1 Security Lattice
The IFC type system is defined in terms of a security lattice [4], which enumerates all available
security levels and the relationships between those levels. The definition of a security lattice is
given as follows:
Definition 1 (Secrecy Lattice). A secrecy lattice L is a join semilattice L = (L,⊑,⊥,⊤,⊔),
where

• L is a set of security levels,
• ℓ1 ⊑ ℓ2 for ℓ1, ℓ2 ∈ L indicates that information flows from level ℓ1 to level ℓ2,
• ⊥ ∈ L is the level such that ∀ℓ ∈ L, ⊥ ⊑ ℓ,
• ⊤ ∈ L is the level such that ∀ℓ ∈ L, ℓ ⊑ ⊤,
• ℓ1 ⊔ ℓ2 produces the least element ℓ ∈ L such that ℓ1 ⊑ ℓ and ℓ2 ⊑ ℓ

(i.e. join/least upper bound operation)

Given this definition, we have that every lattice must have a least and most security level,
and that the join of any two elements in the lattice must exist. We additionally have the operator
ℓ1 ��⊑ ℓ2 for ℓ1, ℓ2 ∈ L to indicate that ℓ2 is greater than or unrelated to ℓ1. For convenience, we
write ℓ ∈ L to represent a security level ℓ associated with a particular lattice L.

2.2 Cryptographic Schemes
For each lattice L, and for each ℓ ∈ L, we associate a symmetric key encryption scheme Sℓ

which guarantees the secure encryption of any data that has level ℓ or lower. The encryption
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scheme is defined as follows:
Definition 2 (Encryption Scheme). An encryption scheme is a triple Sℓ = (G, Eℓ,Dℓ) with the
following properties:

• G(ℓ) is a key generation algorithm that generates a new key at security level ℓ from a set
of keys associated with the scheme

• Eℓ(vk, v) is a nondeterministic encryption algorithm which takes a key vk and a value v
and returns some bitstring ciphertext u such that u ∈ Eℓ(vk, v) (i.e. it is one of possible
many ciphertexts produced by the algorithm)

• Dℓ(vk, u) is a deterministic decryption algorithm which takes a key vk and a ciphertext u
and either returns the plaintext v if the key vk matches the one used to encrypt or fails

Note that Dℓ is a keyed left inverse for Eℓ, meaning that u ∈ Eℓ(vk, v) implies D(vk, u) = v
and vice versa [2]. For the quantities vk and u, we assume that they are elements of a set of key
bistrings and ciphertext bitstrings (respectively) associated with the scheme. For the value v, we
assume that it is a value from the language, and so we additionally assume that there exists a way
to encode and decode that value as a bitstring. This is left implicit in the definition of Eℓ and Dℓ.

2.3 Cryptographic Assumptions
As in Askarov et al. [2], in order to state and prove possibilistic noninterference, we demand the
following properties from a given encryption scheme Sℓ:

1. Confidentiality: We assume that, for all observer levels ξ such that ℓ��⊑ ξ, that ciphertexts
are indistinguishable. That is, for encryption results which are made with and unobservable
(i.e. high-level) key, an observer cannot learn anything about the underlying plaintext.

2. Authenticity: We assume that decrypting a ciphertext with the wrong key fails, i.e.

u ∈ Eℓ(vk, v) =⇒ Dℓ(v
′
k, u) = ⊥

(note that ⊥ here represents the failure for the decryption function to return, rather than the
least element in a lattice)

The property described in Item 2 leads to the following lemma about the uniqueness of de-
cryption keys [2]:
Lemma 1 (Uniqueness of Keys). If Dℓ(vk1, u) = v1 and Dℓ(vk2, u) = v2 for values v1, v2, then
vk1 = vk2

Proof. Note that if Dℓ(vk1, u) = v1 and Dℓ(vk2, u) = v2, then neither of them fail. First, observe
that Dℓ(vk1, u) = v1 =⇒ u ∈ Eℓ(vk1, v1) by the definition of an encryption scheme. Then,
suppose that vk1 ̸= vk2. Given this, by Item 2, we should have that Dℓ(vk2, u) = ⊥ for u ∈
Eℓ(vk1, v1). However, this contradicts the fact that Dℓ(vk2, u) = v2, meaning it must be the case
that vk1 = vk2.

In Section 4.1, we will discuss the importance of Item 1 in the realm of noninterference, and
how we will need to change the typical approach to noninterference to account for it.
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Chapter 3

Language

In this chapter, we present the language upon which the logical relations will be defined. This
language is an extension of the simply-typed lambda calculus with cryptographic primitives for
encryption, decryption, and key generation. In Section 3.1, we give the grammar for the types
and expressions in the language and discuss certain design choices made with respect to security
labels. In Section 3.2, we define the information-flow control typing system for the language.
In Section 3.3, we show the evaluation rules for the language, which involve a notion of state to
handle key name and value generation as well as storage of keys.

3.1 Grammar

The grammar for the language is given in Figure 3.1. The grammar defines the following:
• We have access to labels ℓ and kc from a lattice L, as specified in Definition 1.
• The types in the grammar are split between so called “basic” types and “primitive” types.

Basic types consist of the type of natural numbers, sum types, and two types related to
encryption, namely the τ result type and the encℓ τ type. The τ result type repre-
sents the type of decrypted ciphertexts, which can either be a successful decryption of a
value of type τ or a failed decryption. The encℓ τ represents the type of ciphertexts, with
ℓ being the security level of the key used to encrypt the ciphertext and τ being the type of
the underlying plaintext. Primitive types consist of all of the basic types wrapped with an
additional security label, as well as the unit type, product type, arrow type, and the type
keyℓ of keys with security level ℓ.
All expressions in the language are typed at a primitive type. This means that the basic
types will have an exterior label (e.g. (τ1 + τ2)ℓ) while product and arrow types will not.
We claim there is a correspondence between polarity and the need for a type to have an
external label:

Since positive types are defined by their construction, the choice of constructor we
use to create a value may be a source of information flow. As such, we annotate the
basic types to indicate the security level of the constructors themselves in addition to
the security of any underlying values.
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Labels ℓ, kc ∈ L security labels
Key ID K ::= . . . key identifiers
Basic types t nat natural numbers

τ1 + τ2 binary sum
τ result decryption result type
encℓ τ encrypted values

Prim. types τ ::= tℓ labeled type
unit nullary product
τ1 × τ2 binary product

τ1
ℓk−→ τ2 function

keyℓ key type
Expressions e ::= x variable

n numeral
⟨⟩ unit
⟨e1, e2⟩ pair
e · 1 left projection
e · 2 right projection
1 · e left injection
2 · e right injection
case e {x1.e1 | x2.e2 } case analysis
λ(x : τ1.e) lambda abstraction
e1(e2) application
encryptℓ(e1; e2) encryption
decryptℓ(e1; e2) decryption
Error failed decryption
Ok(e) successful decryption
resMatch e {e0 | x.e1} result matching
gen⟨ℓ⟩ key generation
key⟨K⟩ reified key

Figure 3.1: Grammar for higher-order language with cryptography
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Since negative types are defined by their destruction, their overall “security” is de-
fined in terms of the information gained upon elimination. This means, converse
to positive types, that their construction does not necessarily introduce a source of
information flow, so they do not need the outer label.

This design decision is largely based on observations made by Pottier and Simonet [14],
and we will continue the discussion of polarity in the language design in the conclusion.

• The arrow type carries an additional label ℓk, which is known as the “latent effect label”
[7, 14, 15]. This label sets a lower bound on the encapsulated effects. That is, if the
function is applied, any keys that are generated are guaranteed to have a level greater than
or equal to ℓk.

• The expressions in the language are generally the same as the ones in the simply-typed
lambda calculus, with some additional constructs for encryption operators:

The expression encryptℓ(e1; e2) represents the encryption operation for a given
encryption scheme. For a security level ℓ, key e1, and value e2, the operator will
obtain a u ∈ Eℓ(v1, v2), where v1 is the key value associated with e1 and v2 is the
value of e2.

The expression decryptℓ(e1; e2) represents the decryption operation for a given
encryption scheme. For a security level ℓ, key e1, and ciphertext e2, the operator will
either return an Ok(v) for Dℓ(v1, v2) = v or Error otherwise, where v1 is the key
value associated with e1 and v2 is the value of e2.

The expressions Ok(e), Error, and resMatch e {e0 | x1.e1} exist for working
with the result of a decryption. Since decryption has the possibility to fail, we have
the Ok(e) and Error constructors for either a success or failure (respectively), and
resMatch serves as the elimination for the τ result.

The expressions gen⟨ℓ⟩ and key⟨K⟩ relate to the generation of keys for encryption.
The construct gen⟨ℓ⟩ generates a new key at security level ℓ and stores it into local
memory. When a key needs to be access for encryption or decryption, it is done so
through the key⟨K⟩ construct, which represents a key via its corresponding name
in the signature. It is important to note that key⟨K⟩ is strictly a runtime construct,
meaning a user will never directly interact with the signature of key names.

3.2 Statics
Typing rules are of the form

Σ; Γ ⊢kc e : τ

where Σ is the signature of generated keys, Γ is the variable context, kc is the “key counter,” e is
the expression being typed, and τ is the type. The key counter kc is a lower bound on the security
labels of all keys generated in e, and it is used to statically prevent any implicit leaks that could
occur through the observation of such effects.

The typing rules for cryptographic constructs are given in Figure 3.2, and the typing rules
for the remaining expressions are given in Figure 3.3. The rules employ two judgments, original
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T-ENC-MOBILE
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : τ τ ◀ ℓ

Σ; Γ ⊢kc encryptℓ(e1; e2) : (encℓ τ)⊥

T-ENC-STATIC
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : τ τ ◀ ℓ′ ℓ′ ��⊑ ℓ

Σ; Γ ⊢kc encryptℓ(e1; e2) : (encℓ τ)ℓ′

T-DEC
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : (encℓ τ)ϵ
Σ; Γ ⊢kc decryptℓ(e1; e2) : τ resultϵ⊔ℓ

T-ERROR

Σ; Γ ⊢kc Error : τ resultℓ

T-SUCCESS
Σ; Γ ⊢kc e : τ

Σ; Γ ⊢kc Ok(e) : τ resultℓ

T-DEC-MATCH
Σ; Γ ⊢kc e : τ resultℓ Σ; Γ ⊢kc⊔ℓ e0 : τ

′ Σ; Γ, x : τ ⊢kc⊔ℓ e1 : τ
′ ℓ ◁ τ ′

Σ; Γ ⊢kc resMatch e {e0 | x.e1} : τ ′

T-KEY-GEN
kc ⊑ ℓ

Σ; Γ ⊢kc gen⟨ℓ⟩ : keyℓ

T-KEY-ACCESS

Σ, K ∼ ℓ; Γ ⊢kc key⟨K⟩ : keyℓ

Figure 3.2: Typing rules for cryptographic expressions
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T-VAR

Σ; Γ, x : τ ⊢kc x : τ

T-UNIT

Σ; Γ ⊢kc ⟨⟩ :unit

T-NAT
n ∈ N

Σ; Γ ⊢kc n : natℓ

T-PAIR
Σ; Γ ⊢kc e : τ1 Σ; Γ ⊢kc e : τ2

Σ; Γ ⊢kc ⟨e1, e2⟩ : τ1 × τ2

T-PROJ-I
Σ; Γ ⊢kc e : τ1 × τ2 i ∈ {1, 2}

Σ; Γ ⊢kc e · i : τi

T-INJ-I
Σ; Γ ⊢kc e : τi i ∈ {1, 2}
Σ; Γ ⊢kc i · e : (τ1 + τ2)ℓ

T-CASE
Σ; Γ ⊢kc e : (τ1 + τ2)ℓ Σ; Γ, x1 : τ1 ⊢kc⊔ℓ e1 : τ Σ; Γ, x2 : τ2 ⊢kc⊔ℓ e2 : τ ℓ ◁ τ

Σ; Γ ⊢kc case e {x1.e1 | x2.e2 } : τ

T-FUN
Σ; Γ, x : τ1 ⊢ℓk

e : τ2

Σ; Γ ⊢kc λ(x : τ1.e) : τ1
ℓk−→ τ2

T-APP

Σ; Γ ⊢kc e1 : τ1
ℓk−→ τ2 Σ; Γ ⊢kc e2 : τ1 kc ⊑ ℓk

Σ; Γ ⊢kc e1(e2) : τ2

T-SUB
Σ; Γ ⊢kc′ e : τ

′ kc ⊑ kc′ τ ′ ≤ τ

Σ; Γ ⊢kc e : τ

Figure 3.3: Typing rules for non-cryptographic expressions

ℓ ⊑ ℓ′

ℓ ◁ tℓ′ ℓ ◁ unit

ℓ ◁ τ1 ℓ ◁ τ2

ℓ ◁ τ1 × τ2

ℓ ⊑ ℓk ℓ ◁ τ2

ℓ ◁ τ1
ℓk−→ τ2

ℓ ⊑ ℓ′

ℓ ◁ keyℓ′

Figure 3.4: Inference rules for the judgment ℓ ◁ τ

unit ◀ ℓ

ℓ′ ⊑ ℓ

natℓ′ ◀ ℓ

ℓ′ ⊑ ℓ τ ◀ ℓ

τ resultℓ′ ◀ ℓ

ϵ ⊑ ℓ

(encℓ′ τ)ϵ ◀ ℓ

ℓ′ ⊑ ℓ τ1 ◀ ℓ τ2 ◀ ℓ

(τ1 + τ2)ℓ′ ◀ ℓ

τ1 ◀ ℓ τ2 ◀ ℓ

τ1 × τ2 ◀ ℓ

τ2 ◀ ℓ ℓk ⊑ ℓ

τ1
ℓk−→ τ2 ◀ ℓ

Figure 3.5: Inference rules for the judgment τ ◀ ℓ
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ℓ1 ⊑ ℓ2

unitℓ1 ≤ unitℓ2

ℓ1 ⊑ ℓ2

natℓ1 ≤ natℓ2

τ1 ≤ τ ′1 τ2 ≤ τ ′2 ℓ1 ⊑ ℓ2

(τ1 + τ2)ℓ1 ≤ (τ ′1 + τ ′2)ℓ2

τ1 ≤ τ ′1 τ2 ≤ τ ′2
τ1 × τ2 ≤ τ ′1 × τ ′2

τ ′1 ≤ τ1 τ2 ≤ τ ′2 ℓ′k ⊑ ℓk

τ1
ℓk−→ τ2 ≤ τ ′1

ℓ′k−→ τ ′2

τ1 ≤ τ2 ϵ1 ⊑ ϵ2

(encℓ τ1)ϵ1 ≤ (encℓ τ2)ϵ2

keyℓ ≤ keyℓ

Figure 3.6: Subtying rules

defined by [14], to ensure the information-flow safety of the expressions: ℓ ◁ τ and τ ◀ ℓ.
The judgment ℓ ◁ τ (read as “type τ is protected at level ℓ”) is defined inductively with

the inference rules in Figure 3.4. Intuitively, this judgment describes when the security level of
an expression of type τ is at least the level ℓ, and it is used to ensure that an expression does
not release high-level information to a low-level type. For example, consider the rule T-CASE.
In this rule, we have an expression e of type (τ1 + τ2)ℓ that we case on, and then we use the
“protected at” judgment to ensure that the result type τ is at a security level no less than ℓ. This
is done to ensure that after learning some information at level ℓ (i.e. the constructor used to create
the expression e), we do not disseminate that information to a lower security level. This typing
rule also shows how the kc is used to prevent implicit leaks. In the premises for the branches, the
lower bound on all effects must be kc ⊔ ℓ, meaning there cannot be any keys produced of level
lower than ℓ. This prevents an attacker from learning the information of level ℓ by observing the
keys produced during different runs of the program.

The judgment τ ◀ ℓ (read as “type τ is upper bounded by level ℓ”) is defined inductively via
inference rules in Figure 3.5. In Pottier and Simonet [14], this judgment was used to define the
typing of “black box” generic operators. Since the implementation of such operators is unknown,
the amount of information they take advantage of is also unknown, so we impose a constraint
on all1 of the security labels within a type, including all subcomponent types. In the context
of this work, we treat encryption as such a “black box” operation, and so we take advantage of
the τ ◀ ℓ judgment to define both secure and insecure uses of encryption. With this, we can
examine the two typing rules and observe how they are defined to ensure safe usage (and thus
safe declassification) of encryption:

• In the rule T-ENC-MOBILE, for a key with level ℓ, we require that the plaintext type τ be
upper bounded by ℓ, i.e. that τ ◀ ℓ. This ensures that the key used to encrypt is sufficiently
strong to hide all of the information in the plaintext. Given that, the result type of the
expression is (encℓ τ)⊥, meaning the result of the encryption has been downgraded all the
way to the lowest level in the lattice. This typing rule demonstrates how declassification

1This is true for all types except for the (encℓ τ)ϵ type, which only examines the outer label ϵ. This is in
agreement with Askarov et al. [2], which also only examines the top label to determine whether a ciphertext is safe
to encrypt and downgrade.
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can be safely supported in the IFC type system.
• In the rule T-ENC-STATIC, we have the case where a key is not sufficiently strong to

declassify the plaintext data. In particular, we have that τ ◀ ℓ′ for some level ℓ′ which is
greater than or unrelated to ℓ. As such, after encrypting the plaintext, we can at most type
the ciphertext at the security level ℓ′, meaning there is no downgrading that can occur.

We also have rules for subtyping, as given in Figure 3.6. These rules are standard with the
exception of the keyℓ, which has a “permanent” label that is assigned when the key is created
and cannot be “weakened” or otherwise changed through subtyping.

3.3 Dynamics
The dynamics are defined in terms of a state νΣ{e ∥ µ}, where Σ is the signature of keys, e is the
expression being evaluated, and µ is the memory containing the values of generated keys. We
define the dynamics judgment

νΣ{e ∥ µ} ⇓ νΣ′{v ∥ µ′}

to represent big-step evaluation, and additionally the judgment v valΣ to describe when an ex-
pression v is a value.

The full evaluation state also contains a stream of key values G and a stream of key names K.
The stream G is a map from security levels ℓ in the security lattice to streams of key bitstrings
vk generated by repeated calls to the function G(ℓ) from the corresponding encryption scheme.
Similarly, K is a map from security levels to finite streams of symbols. We assume that the
symbols within and between streams are unique. When a key of level ℓ is generated in the
program, we will access the streams G[ℓ] and K[ℓ], pop the top element off each stream, store the
popped name and value in the signature and memory (respectively), and update streams at ℓ in
both mappings.

For the most part, the G and K maps are passed forward through the dynamics rules without
being directly interacted with, e.g.

PAIR-EVAL
(G,K, νΣ{e1 ∥ µ}) ⇓ (G1,K1, νΣ1{e1 ∥ µ1})
(G1,K1, νΣ{e2 ∥ µ}) ⇓ (G2,K2, νΣ2{e2 ∥ µ2})

(G,K, νΣ{⟨e1, e2⟩ ∥ µ}) ⇓ (G2,K2, νΣ1 ∪ Σ2{e1 ∥ µ1 ∪ µ2})

Because of this, G and K are omitted from the stepping rules, and will only be included in the
rule where they are modified/interacted with (i.e. GEN-EVAL).

The rules dictating which expressions are considered to be values are given in Figure 3.7. The
evaluation rules for cryptographic constructs are given in Figure 3.8, and the evaluation rules for
the remaining constructs are in Figure 3.9.

Besides the rule for key generation, the most notable rule is ENC-EVAL. This rule is defined
to be nondeterministic, since it chooses some arbitrary u from the encryption algorithm to return.
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UNIT-VAL

⟨⟩ valΣ

NAT-VAL

n valΣ

PAIR-VAL
v1 valΣ1 v2 valΣ2

⟨v1, v2⟩ valΣ1∪Σ2

INJ-VAL-1
v1 valΣ

1 · v1 valΣ

INJ-VAL-2
v2 valΣ

2 · v2 valΣ

LAM-VAL

λ(x : τ1.e) valΣ

ENC-VAL
u ∈ Eℓ(vk, v) v valΣ

u valΣ

OK-VAL
v valΣ

Ok(v) valΣ

ERR-VAL

Error valΣ

KEY-VAL

key⟨K⟩ valΣ,K∼ℓ

Figure 3.7: Inference rules for the judgment e valΣ

ENC-EVAL
νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{key⟨K⟩ ∥ µ1 ⊗K ↪→ vk}

νΣ{e2 ∥ µ} ⇓ νΣ2{v2 ∥ µ2} u ∈ Eℓ(vk, v)
νΣ{encryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{u ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}

DEC-SUCC-EVAL
νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{key⟨K⟩ ∥ µ1 ⊗K ↪→ vk}

νΣ{e2 ∥ µ} ⇓ νΣ2{u ∥ µ2} Dℓ(vk, u) = v

νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{Ok(v) ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}

DEC-FAIL-EVAL
νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{key⟨K⟩ ∥ µ1 ⊗K ↪→ vk}

νΣ{e2 ∥ µ} ⇓ νΣ2{u ∥ µ2} Dℓ(vk, u) = ⊥
νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{Error ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}

MATCH-ERR-EVAL
νΣ{e ∥ µ} ⇓ νΣ′{Error ∥ µ′} νΣ′{e0 ∥ µ′} ⇓ νΣ0{v0 ∥ µ0}

νΣ{resMatch e {e0 | x.e1} ∥ µ} ⇓ νΣ0{v0 ∥ µ0}

MATCH-OK-EVAL
νΣ{e ∥ µ} ⇓ νΣ′{Ok(v) ∥ µ′} νΣ′{[v/x]e1 ∥ µ′} ⇓ νΣ1{v1 ∥ µ1}

νΣ{resMatch e {e0 | x.e1} ∥ µ} ⇓ νΣ′{v1 ∥ µ′}

GEN-EVAL
G = G ′[ℓ 7→ vk :: vks] K = K′[ℓ 7→ K :: Ks]

(G,K, νΣ{gen⟨ℓ⟩ ∥ µ}) ⇓ (G ′[ℓ 7→ vks],K′[ℓ 7→ Ks], νΣ, K ∼ ℓ{key⟨K⟩ ∥ µ⊗K ↪→ vk})

Figure 3.8: Evaluation rules for cryptographic expressions
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PAIR-EVAL
νΣ{e1 ∥ µ} ⇓ νΣ1{v1 ∥ µ1} νΣ{e2 ∥ µ} ⇓ νΣ2{v2 ∥ µ2}

νΣ{⟨e1, e2⟩ ∥ µ} ⇓ νΣ1 ∪ Σ2{⟨v1, v2⟩ ∥ µ1 ∪ µ2}

PROJ-EVAL-I
νΣ{e ∥ µ} ⇓ νΣ′{⟨v1, v2⟩ ∥ µ′} (i ∈ {1, 2})

νΣ{e · i ∥ µ} ⇓ νΣ′{vi ∥ µ′}

INJ-EVAL-I
νΣ{e ∥ µ} ⇓ νΣ′{v ∥ µ′} (i ∈ {1, 2})

νΣ{i · e ∥ µ} ⇓ νΣ′{i · v ∥ µ′}

CASE-EVAL-1
νΣ{e ∥ µ} ⇓ νΣ′{1 · v1 ∥ µ′} νΣ′{[v1/x1]e1 ∥ µ′} ⇓ νΣ1{v ∥ µ1}

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ1{v ∥ µ1}

CASE-EVAL-2
νΣ{e ∥ µ} ⇓ νΣ′{2 · v2 ∥ µ′} νΣ′{[v2/x2]e2 ∥ µ′} ⇓ νΣ2{v ∥ µ2}

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ2{v ∥ µ2}

APP-EVAL
νΣ{e1 ∥ µ} ⇓ νΣ1{λ(x : τ1.e) ∥ µ1}

νΣ{e2 ∥ µ} ⇓ νΣ2{v2 ∥ µ2} νΣ1 ∪ Σ2{[v2/x]e ∥ µ1 ∪ µ2} ⇓ νΣ∗{v ∥ µ∗}
νΣ{e1(e2) ∥ µ} ⇓ νΣ∗{v ∥ µ∗}

Figure 3.9: Evaluation rules for non-cryptographic expressions
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Chapter 4

Logical Relations

In this chapter, we define the verification framework for proving noninterference. First, we will
specify a strategy for proving noninterference in the face of nondeterminism (via possibilistic
noninterference), and then we will present the prerequisite definitions for the proof, including a
set-lifted dynamics and a logical relation for leaf-determinism. Afterwards, we will define the
logical relations for proving possibilistic noninterference and prove the “fundamental theorem”
of the logical relations, which shows that the logical relations subsume well-typed programs as
a part of their verification guarantees.

4.1 Possibilistic Noninterference
Recall the two assumptions we made in Section 2.3 about encryption schemes in this setting.
We have discussed the importance of Item 2 in the determinism of decryption, but now that we
have fully defined our language, we can discuss Item 1 and its relevance to noninterference,
particularly when it comes to occlusion.

As Askarov et al. [2] point out, it would be a mistake to take the indistinguishability of high-
security ciphertexts to mean that all ciphertexts should simply be considered equivalent to one
another. To elucidate this, recall the occlusive example from Section 1.1:

let x = encrypt(k, v) in

if h then ⟨x, x⟩ else ⟨x,encrypt(k, v)⟩

If all ciphertexts are considered to be equivalent, then the above example would be accepted
as noninterfering, since there is no difference between x and encrypt(k, v) in that case. How-
ever, for an attacker who has access to the source code and can physically compare the pair of
ciphertexts, they would still be able to learn the value of h.

To address the above issue, Askarov et al. [2] utilize the notion of possibilistic noninterfer-
ence [10]. At a high level, when checking possibilistic noninterference for expressions (e1, e2),
we consider the sets of values (V1,V2) that the expressions respectively evaluate to. Then, for
all v1 ∈ V1, we check whether there exists a possible value v2 ∈ V2 that is equivalent, and we do
the same thing for each v2 ∈ V2. If there does exist a possibility for each value in each respective
set, the two expressions can be considered equivalent.
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More concretely, for some relation equiv(v1, v2), we want to show the following:

∀v1 ∈ V1. ∃v2 ∈ V2. equiv(v1, v2)

∀v2 ∈ V2. ∃v1 ∈ V1. equiv(v1, v2)

By doing this, we are able to “flatten” the nondeterminism in the language and have nonin-
terference cover every possibility immediately, rather than only considering an arbitrary choice.

While this is a step in the right direction for the occlusive example, we have yet to solve the
issue of defining equivalence between ciphertexts, even with the consideration of all possibilities.
Thus, Askarov et al. [2] define a relation .

= to represent equivalence at ξ between two ciphertexts
as follows:
Definition 3. For ℓ��⊑ ξ, we have

1. ∀u1 ∈ Eℓ(vk1, v1) =⇒ ∃u2. u2 ∈ Eℓ(vk2, v2) ∧ u1
.
= u2

2. ∃u1, u2. u1 ∈ Eℓ(vk1, v1) ∧ u2 ∈ Eℓ(vk2, v2) ∧ u1 ̸
.
= u2

In the above definition, the first part allows for safe usage of encryption, and the second
prevents occlusion. For the former, the fact that there exists a ciphertext u2 for any ciphertext
u1 with u1

.
= u2 allows one to satisfy the equiv relation in possibilistic noninterference. For

the latter, we can use it to show how our running occlusive example would be rejected when
comparing two different substitutions for h.

Proof. Suppose the example is noninterfering. In that case, when h is substituted for true, we
have the set of possible values

V1 = {⟨u, u⟩ | u ∈ Eℓ(k, v)}

In the case that h is substituted for false, we have the set of possible values

V2 = {⟨u1, u2⟩ | u1 ∈ Eℓ(k, v), u2 ∈ Eℓ(k, v)}

Suppose we pick u1 and u2 such that u1 ̸
.
= u2. Then there would not exist an element in V1 that

is equivalent to an element in V2, since each element in V1 is of the form ⟨u, u⟩. Thus, these
programs cannot be noninterfering.

This sets the foundation for our strategy going forward. In the next section, we will de-
fine the set-lifted dynamics, a proof-specific set of rules which make explicit the set of possible
values an expression evaluates to. Afterwards, we define a well-formedness condition called
leaf-determinism to ensure that the only source of nondeterminism in the language is from en-
cryption. From there, we can put these ideas together to make our outline of possibilistic more
concrete.
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νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{V ∥ µ2} U = {u | v ∈ V, u ∈ Eℓ(vk, v)}

νΣ{encryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{U ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}

νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{U ∥ µ2} V = {D(vk, u) | u ∈ U}

νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{{Ok(v) | v ∈ V} ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}

νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{U ∥ µ2} (D(vk, u) = ⊥)∀u∈U

νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{{Error} ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}

νΣ{Error ∥ µ} ⇓ νΣ{{Error} ∥ µ}
νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′}

νΣ{Ok(e) ∥ µ} ⇓ νΣ′{{Ok(v) | v ∈ V} ∥ µ′}

νΣ{e ∥ µ} ⇓ νΣ′{{Error} ∥ µ′} νΣ′{e0 ∥ µ′} ⇓ νΣ0{V0 ∥ µ0}
νΣ{resMatch e {e0 | x1.e1} ∥ µ} ⇓ νΣ0{V0 ∥ µ0}

νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (νΣ′{[v′/x]e1 ∥ µ′} ⇓ νΣ1{Vv ∥ µ1})v=Ok(v′)
νΣ{resMatch e {e0 | x1.e1} ∥ µ} ⇓ νΣ1{

⋃
v∈V

Vv ∥ µ1}

G = G ′[ℓ 7→ vk :: vks] K = K′[ℓ 7→ K :: Ks]

(G,K, νΣ{gen⟨ℓ⟩ ∥ µ}) ⇓ (G ′[ℓ 7→ vks],K′[ℓ 7→ Ks], νΣ, K ∼ ℓ{{key⟨K⟩} ∥ µ⊗K ↪→ vk})

νΣ, K ∼ ℓ{key⟨K⟩ ∥ µ⊗K ↪→ vk} ⇓ νΣ, K ∼ ℓ{{key⟨K⟩} ∥ µ⊗K ↪→ vk}

Figure 4.1: Set-lifted evaluation rules for cryptographic expressions
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νΣ{⟨⟩ ∥ µ} ⇓ νΣ{{⟨⟩} ∥ µ} νΣ{n ∥ µ} ⇓ νΣ{{n} ∥ µ}

νΣ{e1 ∥ µ} ⇓ νΣ1{V1 ∥ µ2} νΣ{e2 ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
νΣ{⟨e1, e2⟩ ∥ µ} ⇓ νΣ1 ∪ Σ2{{⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} ∥ µ1 ∪ µ2}

νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (i ∈ {1, 2})
νΣ{e · i ∥ µ} ⇓ νΣ′{{vi | ⟨v1, v2⟩ ∈ V} ∥ µ′}

νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (i ∈ {1, 2})
νΣ{i · e ∥ µ} ⇓ νΣ′{{i · v | v ∈ V} ∥ µ′}

νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (νΣ′{[v′/x1]e1 ∥ µ′} ⇓ νΣ1{Vv ∥ µ1})v=1·v′

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ1{
⋃
v∈V

Vv ∥ µ1}

νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (νΣ′{[v′/x2]e2 ∥ µ′} ⇓ νΣ2{Vv ∥ µ2})v=2·v′

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ2{
⋃
v∈V

Vv ∥ µ2}

νΣ{λ(x : τ1.e) ∥ µ} ⇓ νΣ{{λ(x : τ1.e)} ∥ µ}

νΣ{e1 ∥ µ} ⇓ νΣ1{V1 ∥ µ1} νΣ{e2 ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
(νΣ1 ∪ Σ2{[v2/x]e ∥ µ1 ∪ µ2} ⇓ νΣ∗{Vv1,v2 ∥ µ∗})v1=λ(x:τ1.e)

νΣ{e1(e2) ∥ µ} ⇓ νΣ∗{
⋃

(v1,v2)∈V1×V2

Vv1,v2 ∥ µ∗}

Figure 4.2: Set-lifted evaluation rules for non-cryptographic expressions
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4.2 Set-Lifted Dynamics
We now define the judgment

νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′}

where e is an expression and V is the set of possible values that e could evaluate to. The dynamics
should ensure that for all v ∈ V, v valΣ′ , where Σ′ is the “end state” signature from the evaluation
judgment.

Even though the results are lifted to sets, the effects are still deterministic, and so the effects
that were present in the original dynamics are the same in the new version. As such, we continue
to omit the G and K maps except for in the rules where they are interacted with/modified.

The set-lifted dynamics for cryptographic expressions are given in Figure 4.1, and the dy-
namics for non-cryptographic expressions are given in Figure 4.2.

4.3 Leaf-Determinism
In order to interact with the set-lifted dynamics, it is convenient to know that for a set of values,
the only variation within that set comes from the presense of ciphertexts. For example, to apply
the elimination rule for sums, one would need to assert that the set of values are either all of the
form 1 ·v1 or all of the form 2 ·v2, and not some mixture of the two injections. In other words, we
would like to show that the only source of nondeterminism in the language is from encryption,
and that otherwise the sets of values are “uniform.”

Askarov et al. [2] introduces this exact property as “leaf-determinism,” and defines it as a
relation on well-typed terms. However, since leaf-determinism is a semantic property (i.e. it is a
consequence of how the set-lifted dynamics are defined), we define the property using a logical
relation. In this definition, we define a term interpretation E ∈ LΣJτK and a value interpretation
V ∈ LVΣJτK. In the term interpretation, the symbol E represents a set of expressions, and E
being an inhabitant of the logical relation means that for all expressions e ∈ E, e evaluates to a
set of values V such that the union of all those sets V is leaf-deterministic at type τ . This is quite
a strong statement — we’re claiming not only that each of the individual expressions produce
well-formed sets, but that each of these sets also comply with one another. For V ∈ LVΣJτK, we
proceed by induction on the type, characterizing what it means for V to be a well-formed set of
τ values. The logical relations are also indexed with the signature Σ of keys in order to verify
the well-formedness of key values.

The definition of the logical is given in Figure 4.3. As a part of the logical relation, we define
and make use of the following judgments:

• We define the judgment Σ′ ≤ Σ to say that Σ is a “future world” of Σ′. This means that,
for all K ∼ ℓ ∈ Σ′, we have K ∼ ℓ ∈ Σ.

• We define the judgment µ : Σ to describe some memory µ being well-formed with respect
to Σ. This judgment is defined as

∀K ∈ µ. K ∼ ℓ ∈ Σ (for some ℓ) ∀K ∼ ℓ ∈ Σ. µ(K) = vk G(ℓ) = vk

µ : Σ
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E ∈ LΣJτK ⇐⇒ if µ : Σ then we have
∀e ∈ E. νΣ{e ∥ µ} ⇓ νΣ′{Ve ∥ µ′} ∧ µ′ : Σ′∧⋃
e∈E

Ve ∈ LVΣ′JτK

V ∈ LVΣJunitK ⇐⇒ V = {⟨⟩}
V ∈ LVΣJnatK ⇐⇒ V = {n}, n ∈ N

V ∈ LVΣJτ1 × τ2K ⇐⇒ V = {⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2},
V1 ∈ LVΣJτ1K ∧ V2 ∈ LVΣJτ2K

V ∈ LVΣJτ1
ℓk−→ τ2K ⇐⇒ ∀v ∈ V, v =α λ(x : τ1.e)

∀Σ′ s.t. Σ′ ≤ Σ,

∀V1 ∈ LVΣ′Jτ1K,
{[v1/x]e | v1 ∈ V1} ∈ LΣ′Jτ2K

V ∈ LVΣJkeyℓK ⇐⇒ V = {key⟨K⟩} ∧K ∼ ℓ ∈ Σ

V ∈ LVΣJ(τ1 + τ2)ℓK ⇐⇒ (V = {1 · v1 | v1 ∈ V1} for V1 ∈ LVΣJτ1K)∨
(V = {2 · v2 | v2 ∈ V2} for V2 ∈ LVΣJτ2K)

V ∈ LVΣJτ resultℓK ⇐⇒ V = {Error} ∨
(V = {Ok(v′) | v′ ∈ V′} for V′ ∈ LVΣJτK)

U ∈ LVΣJ(encℓ τ)ϵK ⇐⇒ U = {u | u ∈ Eℓ(vk, v), v ∈ V} such that V ∈ LVΣJτK

Figure 4.3: Logical relation for leaf-determinism

Observe how the sum case, among others, ensures that each of the values in the set is con-
structed with the same injection. Another interesting case to consider is the arrow case. We begin
by quantifying a future signature Σ′ and using it to introduce an arbitrary set V1 ∈ LVΣ′Jτ1K.
This is a common pattern in defining the arrow case — we quantify the inputs to the function a
future world since keys could have been added since the function was defined. Afterwards, we
check whether the set {[v1/x]e | v1 ∈ V1} ∈ LΣ′Jτ2K, since the result of the substitution is a set
of expressions. In other words, we check that a set of lambdas is leaf-deterministic by checking
whether they produce leaf-deterministic sets of values (given well-formed inputs).

Next, we define the fundamental theorem for the leaf-determinism logical relation. The fun-
damental theorem bridges the gap between static well-formedness and semantic verification by
claiming that any well-typed expression is also a well-behaved inhabitant of the relation. Since
the fundamental theorem is defined for possibly open terms, we begin by defining a closing
substitution.
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Definition 4 (Well-Formed Substitution Map (LD)). The judgment σ :LD Γ;Σ is defined as

σ :LD Γ;Σ ≜ ∀x : τ ∈ Γ, σ(x) ∈ LVΣJτK

The closing substitution σ̂(e) is defined by structural induction on the expression e, with an
example case being

σ̂(⟨e1, e2⟩) ≜ {⟨v1, v2⟩ | v1 ∈ σ̂(e1), v2 ∈ σ̂(e2)}

Note that different values from σ could be substituted for the same variable in e1 and e2. This
is not an issue, since the values being plugged in come from a leaf-deterministic set, meaning
interchanging any individual value from that set should not affect the well-formedness of the
final result.

With this, we are ready to define the fundamental theorem for leaf-determinism:
Theorem 1 (Leaf-Determinism FTLR). If Σ; Γ ⊢kc e : τ , ∀Σ′ such that Σ′ ≤ Σ, if σ :LD Γ;Σ′,
then σ̂(e) ∈ LΣ′JτK.

The proof for the fundamental theorem can be found in Appendix A.1.2.

The proof of the fundamental theorem makes use of the following lemmas. Their proofs/outlines
can be found in Appendix A.1.1.
Lemma 2 (LD-Antimonotonicity). If V ∈ LVΣJτK and Σ′ ≤ Σ, then V ∈ LVΣ′JτK.
Lemma 3. If σ :LD Γ;Σ and Σ′ ≤ Σ, then σ :LD Γ;Σ.
Lemma 4. If νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′}, then |V| > 0.
Lemma 5. If V ∈ LVΣJτK, then |V| ≥ 1.
Lemma 6. If V ∈ LVΣJτK and V′ ⊆ V with |V′| ≥ 1, then V′ ∈ LVΣJτK.
Lemma 7 (LD-Subtype). If τ ′ ≤ τ and V ∈ LVΣJτ ′K, then V ∈ LVΣJτK.

4.3.1 Sets to Singletons

In the next section, we will define the fundamental theorems which are used for proving possi-
bilistic noninterference. In the fundamental theorem, we find it necessary to define the closing
substitution to be over elements from a set of leaf-deterministic values, rather than just individ-
ually well-formed elements. This goes back to the original motivation behind leaf-determinism
— we want to be able to apply the set-lifted dynamics rules, and to do that we want to be able to
argue about the conformity of sets of values. The following lemmas and definitions are in service
of that.

We begin by defining the following operation which lifts a regular map to the set-lifted ver-
sion used in the Theorem 1:
Definition 5. Define the operation set(γ) on maps γ such that dom(set(γ)) = dom(γ) and
∀x ∈ dom(γ). set(γ)(x) = {γ(x)}.

We then have the following lemmas on the operation. Their proofs can be found in Ap-
pendix A.1.1.
Lemma 8. For all σ such that σ :LD Γ;Σ and ∀γ ∈ sing(σ). γ : Γ; Σ, then set(γ) :LD Γ;Σ.
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Lemma 9. For all σ1, σ2 such that σ1 :LD Γ;Σ1, σ2 :LD Γ;Σ2, and ∀(γ1, γ2) ∈ sing(σ1) ×
sing(σ2). γ1 ≡ξ γ2 : Γ; (Σ1 ⊎ Σ2), set(γ1) :LD Γ;Σ1 and set(γ2) :LD Γ;Σ2.

Lemma 10. For all expressions e and maps γ, ŝet(γ)(e) = {γ̂(e)}.
In the next section, we will define corollaries of Theorem 1 which will be used in the funda-

mental theorem proofs for the logical relations.

4.4 Binary and Unary Relations
Finally, we can define the binary logical relation which will serve as our verifier for possibilistic
noninterference. As with the previous logical relation, this one is split into a term and value
interpretation. For (e1, e2) ∈ Eξ

Σ1,Σ2
JτK, we say that (e1, e2) inhabit the term interpretation if,

given equivalent starting memories, they both evaluate to sets V1 and V2 such for each v1 ∈ V1,
there exists a possible equivalent value in V2 according to the value interpretation at that type (and
vice versa for V2). The binary relation also checks that the resultant memories are equivalent up
to the observer level, ensuring that both the observable values and effects are indistinguishable
between the two programs. The value interpretation then defines equivalence at a given type
between two values, while also casing on whether the value is considered observable in the first
place (with respect to ξ). If the values are being checked at an unobservable type, then there is
no obligation for them to be actually equivalent to one another, and the binary relation dispenses
to the unary one.

For completeness, we have included the treatment of the the key streams G and K as a part of
the term interpretation in grey font, but as with the dynamics rules, they are only relavent for the
cases where they are manipulated by the gen⟨ℓ⟩ operator. Thus, they are deemphasized in both
the logical relation and the proof.

The binary logical relation can be found in Figure 4.4. It makes use of the following defini-
tions:

• We define the judgment µ ≡ξ µ′ : Σ ⊎ Σ′ to be exactly equality on observable memory.
This means that µ : Σ, µ′ : Σ′, and,

For all K ∼ ℓ ∈ Σ such that ℓ ⊑ ξ, it must be the case that K ∼ ℓ ∈ Σ′ with
µ(K) = µ′(K), i.e. the bitstring values of the keys are exactly equal (and vice versa
for keys K ′ ∼ ℓ′ ∈ Σ′ such that ℓ ⊑ ξ)

For all K ∼ ℓ ∈ Σ and K ′ ∼ ℓ′ ∈ Σ′ such that ℓ��⊑ ξ and ℓ′ ��⊑ ξ, they are trivially
related.

• We define the judgment (G1,K1) ≡ξ (G2,K2) to be exact equality on observable key
streams. This means that G1(ℓ) ≈ G2(ℓ) and K1(ℓ) ≈ K2(ℓ) for all security labels, de-
fined as follows

For all ℓ ⊑ ξ, G1(ℓ) ≈ G2(ℓ) means:

− [] ≈ []

− vk :: vks ≈ v′k :: vks
′ if vk = v′k (i.e. the key value bitstrings are exactly equal to

one another) and vks ≈ vks
′

Similarly, for ℓ ⊑ ξ, K1(ℓ) ≈ K2(ℓ) means:
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− [] ≈ []

− K :: Ks ≈ K ′ :: Ks′ if K = K ′ (i.e. the symbols/strings are the same) and
Ks ≈ Ks′

For all ℓ��⊑ ξ, the streams are trivially related.

We highlight the following notable cases:
• For the arrow case, as with the leaf-determinism relation, we quantify over future worlds

for the inputs, but we also quantify a set of leaf-deterministic values which are “possibilis-
tically noninterferent” with one another, rather than a single pair of inputs. This reflects a
general expectation for substitutions, both in this particular case of the logical relation and
in the statement of the fundamental theorem, that expectation being that the values being
substituted in come from a set of leaf-deterministic values. This allows us to utilize results
from leaf-determinism within the proof.

• For the ciphertext type, we dispatch on whether the key used to encrypt the plaintext is
observable to ξ. If it is not, this means that we have a high-security (i.e. unobserv-
able) encryption, and so, according to our cryptographic assumptions, the attacker can-
not learn anything about the underlying plaintext. As such, we can at most enforce the
well-formedness of the underlying plaintext, as well as the equivalence of the ciphertext
themselves. On the other hand, when ℓ is observable, that means that the attacker does
potentially have access to the underlying value, so we should be sure that the underlying
plaintexts also agree.

We then also define the unary logical relation, which, for an expression e ∈ EΣJτK[kc], checks
that e is a well-behaved expression at type τ , but also verifies that the levels of any keys generated
are lower bounded by the parameter kc. This additional constraint assists with validating values
at the arrow type, which carries a latent effect label ℓk that lower bounds the key levels that
can be generated by applying the body. It also assists with the proving of Lemma 13, a lemma
which claims that if two expressions are at an unobservable type, it is sufficient to prove that they
individually inhabit the unary relation to show they are in the binary. Having the logical relation
ensure that the two expression don’t have any observable effects is the key to showing that they
are in the binary relation, since the binary enforces memory compliance.

The unary logical relation can be found in Figure 4.5.

4.4.1 Fundamental Theorems

Before we can state the binary fundamental theorem, we define the following judgments on
closing substitutions γ:
Definition 6. Define γ : Γ; Σ to be ∀x : τ ∈ Γ, γ(x) ∈ Vξ

ΣJτK.
Definition 7. Define γ ≡ξ γ

′ : Γ; (Σ ⊎ Σ′) to be ∀x : τ ∈ Γ, (γ(x), γ′(x)) ∈ Vξ
Σ,Σ′JτK.

We also define the following operation to interact with sets of leaf-deterministic values:
Definition 8. Define the operation sing(σ) by induction on the structure of σ as follows:

• If σ = ∅, then sing(∅) = {∅}
• If σ = σ[x 7→ V], then sing(σ[x 7→ V]) = {γ[x 7→ v] | γ ∈ sing(σ), v ∈ V}
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(e1, e2) ∈ Eξ
Σ1,Σ2

JτK ⇐⇒ if µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and (G1,K1) ≡ξ (G2,K2) then we have

(G1,K1, νΣ1{e1 ∥ µ1}) ⇓ (G ′
1,K′

1, νΣ
′
1{V1 ∥ µ′

1})
(G2,K2, νΣ2{e2 ∥ µ2}) ⇓ (G ′

2,K′
2, νΣ

′
2{V2 ∥ µ′

2})
such that µ′

1 ≡ξ µ
′
2 : Σ

′
1 ⊎ Σ′

2 ∧ (G ′
1,K′

1) ≡ξ (G ′
2,K′

2)∧
∀v1 ∈ V1,∃v2 ∈ V2. (v1, v2) ∈ Vξ

Σ′
1,Σ

′
2
JτK∧

∀v2 ∈ V2,∃v1 ∈ V1. (v1, v2) ∈ Vξ
Σ′

1,Σ
′
2
JτK

(v1, v2) ∈ Vξ
Σ1,Σ2

JtℓK ⇐⇒

{
(v1, v2) ∈ Vξ

Σ1,Σ2
JtK if ℓ ⊑ ξ

v1 ∈ Vξ
Σ1

JtK ∧ v2 ∈ Vξ
Σ2

JtK if ℓ��⊑ ξ

(v1, v2) ∈ Vξ
Σ1,Σ2

JunitK ⇐⇒ v1 = v2 = ⟨⟩
(v1, v2) ∈ Vξ

Σ1,Σ2
Jτ1 × τ2K ⇐⇒ v1 = ⟨v′1, v′′1⟩, v2 = ⟨v′2, v′′2⟩

(v′1, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ1K ∧ (v′′1 , v

′′
2) ∈ Vξ

Σ1,Σ2
Jτ2K

(v1, v2) ∈ Vξ
Σ1,Σ2

Jτ1
ℓk−→ τ2K ⇐⇒ v1 =α λ(x1.e1), v2 =α λ(x2.e2)

∀Σ′
1 s.t. Σ′

1 ≤ Σ1 and Σ′
2 s.t. Σ′

2 ≤ Σ2,

∀V′
1,V′

2 s.t. V′
1 ∈ LVΣ′

1
Jτ1K,V′

2 ∈ LVΣ′
2
Jτ1K,

and ∀v′1 ∈ V1, ∃v′2 ∈ V′
2, (v

′
1, v

′
2) ∈ Vξ

Σ′
1,Σ

′
2
Jτ1K,

and ∀v′2 ∈ V2, ∃v′1 ∈ V′
1, (v

′
1, v

′
2) ∈ Vξ

Σ′
1,Σ

′
2
Jτ1K,

∀ such (v′1, v
′
2), ([v

′
1/x1]e1, [v

′
2/x2]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K∧

(v1 ∈ VΣ1
Jτ1

ℓk−→ τ2K ∧ v2 ∈ VΣ2
Jτ1

ℓk−→ τ2K)

(v1, v2) ∈ Vξ
Σ1,Σ2

JkeyℓK ⇐⇒ v1 = key⟨K1⟩, v2 = key⟨K2⟩, K1 ∼ ℓ1 ∈ Σ1, K2 ∼ ℓ2 ∈ Σ2∧{
K1 = K2 if ℓ ⊑ ξ

v1 ∈ Vξ
Σ1

JkeyℓK ∧ v2 ∈ Vξ
Σ2

JkeyℓK if ℓ��⊑ ξ

(v1, v2) ∈ Vξ
Σ1,Σ2

JnatK ⇐⇒ v1 = v2 = n, n ∈ N
(v1, v2) ∈ Vξ

Σ1,Σ2
Jτ1 + τ2K ⇐⇒ (v1 = 1 · v′1, v2 = 1 · v′2 ∧ (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ1K)∨

(v1 = 2 · v′1, v2 = 2 · v′2 ∧ (v′1, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ2K)

(v1, v2) ∈ Vξ
Σ1,Σ2

Jτ resultK ⇐⇒ (v1 = v2 = Error)∨
(v1 = Ok(v′1), v2 = Ok(v′2) ∧ (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
JτK)

(u1, u2) ∈ Vξ
Σ1,Σ2

Jencℓ τK ⇐⇒ ∃vi, vki. vi = Dℓ(vki, ui) (i ∈ {1, 2}),{
v1 ∈ Vξ

Σ1
JτK ∧ v2 ∈ Vξ

Σ2
JτK ∧ u1

.
= u2 if ℓ��⊑ ξ

vk1 = vk2 ∧ (v1, v2) ∈ Vξ
Σ1,Σ2

JτK if ℓ ⊑ ξ

Figure 4.4: Binary logical relation
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e ∈ EΣJτK[kc] ⇐⇒ if µ : Σ then we have
(G,K, νΣ{e ∥ µ}) ⇓ (G ′,K′, νΣ′{V ∥ µ′})∧
∀v ∈ V. v ∈ VΣ′JτK ∧ µ′ : Σ′∧
∀K ∼ ℓ ∈ (Σ′ \ Σ). kc ⊑ ℓ

v ∈ VΣJtℓK ⇐⇒ v ∈ VΣJtK
v ∈ VΣJunitK ⇐⇒ v = ⟨⟩
v ∈ VΣJτ1 × τ2K ⇐⇒ v = ⟨v1, v2⟩,

v1 ∈ VΣJτ1K ∧ v2 ∈ VΣJτ2K

v ∈ VΣJτ1
ℓk−→ τ2K ⇐⇒ v =α λ(x.e2)

∀Σ′ s.t. Σ′ ≤ Σ,

∀V1 s.t. V1 ∈ LVΣ′Jτ1K and ∀v1 ∈ V1. v1 ∈ VΣ′Jτ1K,
[v1/x]e2 ∈ EΣ′Jτ2K[ℓk]

v ∈ VΣJkeyℓK ⇐⇒ v = key⟨K⟩ ∧K ∼ ℓ ∈ Σ

v ∈ VΣJnatK ⇐⇒ v = n, n ∈ N
v ∈ VΣJτ1 + τ2K ⇐⇒ (v = 1 · v1 ∧ v1 ∈ VΣJτ1K)∨

(v = 2 · v2 ∧ v2 ∈ VΣJτ2K)
v ∈ VΣJτ resultK ⇐⇒ v = Error ∨

(v = Ok(v′) ∧ v′ ∈ VΣJτK)
u ∈ VΣJencℓ τK ⇐⇒ ∃v, vk. v = D(vk, u),

v ∈ VΣJτK

Figure 4.5: Unary logical relation
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In other words, the operation sing takes a set-map σ and breaks it down into a set of variable-
maps γ for each choice of v ∈ σ(x) for each variable x ∈ dom(σ). Note that the sing operation
is only defined if the set of values V associated with any variable is non-empty, so implicitly this
is a prerequisite on any σ which is called with sing.

We can then state the binary fundamental theorem:
Theorem 2 (Binary Fundamental Theorem). If Γ;Σ ⊢kc e : τ , then ∀ξ,

• ∀Σ1,Σ2 such that Σ1 ≤ Σ and Σ2 ≤ Σ,
• ∀σ1, σ2 such that σ1 :LD Γ;Σ1, σ2 :LD Γ;Σ2, and

∀γ1 ∈ sing(σ1). ∃γ2 ∈ sing(σ2). γ1 ≡ξ γ2 : Γ; (Σ1 ⊎ Σ2)

∀γ2 ∈ sing(σ2). ∃γ1 ∈ sing(σ1). γ1 ≡ξ γ2 : Γ; (Σ1 ⊎ Σ2)

then ∀ such (γ1, γ2) ∈ sing(σ1)× sing(σ2). (γ̂1(e), γ̂2(e)) ∈ Eξ
Σ1,Σ2

JτK.

For the proof of the binary fundamental theorem, it is necessary to also appeal to the unary
fundamental theorem in the case that some expression is unobservable. We state it as follows:
Theorem 3 (Unary Fundamental Theorem). If Γ;Σ ⊢kc e : τ , then

• ∀Σ′ such that Σ′ ≤ Σ,
• ∀σ such that σ :LD Γ;Σ′ and ∀γ ∈ sing(σ). γ : Γ; Σ′,

then ∀γ ∈ sing(σ). γ̂(e) ∈ EΣ′JτK[kc].

In short, the fundamental theorems are stated for substitutions whose values come from leaf-
deterministic sets, not just those that satisfy the value interpretations. Observe that in the state-
ment of the binary and unary fundamental theorems, we quantify the closing substitution over
a future world, rather than the conventional method of advancing to a future world within the
logical relation itself. This choice was informed by the dynamics of the system, where certain
expressions (such as case) needed their premises to have access to future worlds in order for
the IH to be applicable. We touch more on this in Section 5.1.

The proofs for the binary and unary fundamental theorems are in Appendix A.2 and Ap-
pendix A.3, respectively.

We then have the statement of noninterference, which follows as a corollary of Theorem 2
(stated as in Gregersen et al. [7]):
Corollary 1 (Noninterference). Let ξ,⊥,⊤ ∈ L be security labels such that ⊥ ⊑ ξ and ⊤��⊑ ξ.
If we have

• x : (unit+ unit)⊤; ∅ ⊢⊥ e : (unit+ unit)⊥,
• ·; ∅ ⊢⊥ v1 : (unit+ unit)⊤, and
• ·; ∅ ⊢⊥ v2 : (unit+ unit)⊤,

then
ν∅{[v1/x]e ∥ ∅} ⇓ νΣ1{v′1 ∥ µ1}

and
ν∅{[v2/x]e ∥ ∅} ⇓ νΣ2{v′1 ∥ µ2}

with v′1 = v′2 and µ1 ≡ξ µ2 : Σ1 ⊎ Σ2.
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4.4.2 Lemmas
There are multiple lemmas which are utilized in both the binary and unary fundamental theorem
proof, all of which are listed in this section. However, there are a few important lemmas which are
worth highlighting specifically. The proofs for all of the lemmas can be found in Appendix A.4.

First, have the following corollaries of the Theorem 1, one for the binary and one for the
unary:
Corollary 2. If Σ; Γ ⊢kc e : τ , and

• ∀Σ′ such that Σ′ ≤ Σ,
• ∀σ such that σ :LD Γ;Σ′ and ∀γ ∈ sing(σ). γ : Γ; Σ′,
• µ : Σ′,

we have ∀γ ∈ sing(σ),
νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}

with V ∈ LVΣ′′JτK.
Corollary 3. If Σ; Γ ⊢kc e : τ , and

• ∀Σ1,Σ2 such that Σ1 ≤ Σ and Σ2 ≤ Σ,
• ∀σ1, σ2 such that σ1 :LD Γ;Σ1, σ2 :LD Γ;Σ2, and ∀(γ1, γ2) ∈ sing(σ1) × sing(σ2). γ1 ≡ξ

γ2 : Γ; (Σ1 ⊎ Σ2), and
• µ1 ≡ξ µ2 : Σ1 ⊎ Σ2,

we have ∀(γ1, γ2) ∈ sing(σ1)× sing(σ2),

νΣ1{γ̂1(e) ∥ µ1} ⇓ νΣ′
1{V1 ∥ µ′

1}

νΣ2{γ̂2(e) ∥ µ2} ⇓ νΣ′
2{V2 ∥ µ′

2}

with V1 ∈ LVΣ′
1
JτK and V2 ∈ LVΣ′

2
JτK.

These corollaries serve as a shortcut between the powerful result from the leaf-determinism
logical relation to the needs of the unary and binary FTLR proofs. In both of the proofs, leaf-
determinism is only ever invoked on a single expression, while the leaf-determinism logical
relation operates on a whole set of expressions. These corollaries specialize the statement to a
singleton set and output a result better fit for the format of the proofs.

Next, we have the following three lemmas:
Lemma 11 (Binary-Unary Subsumption). If (v1, v2) ∈ Vξ

Σ1,Σ2
JτK, then v1 ∈ VΣ1

JτK and v2 ∈
VΣ2

JτK.
Lemma 12 (Value Splitting Lemma). If ℓ ◁ τ and ℓ��⊑ ξ, then if v ∈ VΣ1

JτK and v′ ∈ VΣ2
JτK,

then (v, v′) ∈ Vξ
Σ1,Σ2

JτK.
Lemma 13 (Term Splitting Lemma). If ℓ ◁ τ and ℓ��⊑ ξ, then if e ∈ EΣJτK[kc] and e′ ∈ EΣ′JτK[kc]
and kc��⊑ ξ, then (e, e′) ∈ Eξ

Σ,Σ′JτK.

These lemmas serve as a way to commute between the binary and unary relations. Lemma 11
states that any values in the binary value interpretation are also individually in the unary inter-
pretations. This is because, in addition to checking for equivalence, the binary relation enforces
the “well-behavedness” of values at a given type in the same way the unary does. Lemma 12
and Lemma 13 are the opposite direction for Lemma 11. However, going from the unary to the
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binary requires more conditions. In particular, it must be the case that the type τ is unobservable,
otherwise the two values in the unary enforces nothing about their joint equivalence. Similarly,
for Lemma 13, the bound on the effects in the unary term interpretation must be unobservable,
otherwise there would be no way to enforce that two disjoint expressions have the same effects
(which is what the binary requires).

The remaining lemmas, while utilized during the proof, are relatively straightforward.
Lemma 14 (Transitivity). If Σ2 ≤ Σ1 and Σ3 ≤ Σ2, then Σ3 ≤ Σ1.
Lemma 15 (Unary Anti-Monotonicity). If v ∈ VΣJτK and Σ′ ≤ Σ, then v ∈ VΣ′JτK.
Lemma 16 (Binary Anti-Monotonicity). If (v1, v2) ∈ Vξ

Σ1,Σ2
JτK and Σ′

1 ≤ Σ1 and Σ′
2 ≤ Σ2,

then (v1, v2) ∈ Vξ
Σ1,Σ2

JτK.
Lemma 17. If γ : Γ; Σ and Σ′ ≤ Σ, then γ : Γ; Σ′.
Lemma 18. If γ ≡ξ γ

′ : Γ; Σ1 ⊎ Σ2 and Σ′
1 ≤ Σ1, Σ′

2 ≤ Σ2, then γ : Γ; Σ′
1 ⊎ Σ′

2.
Lemma 19. If µ1 : Σ1 and µ2 : Σ2, then µ1 ∪ µ2 : Σ1 ∪ Σ2.
Lemma 20. If µ1 ≡ξ µ

′
1 : Σ1⊎Σ′

1 and µ2 ≡ξ µ
′
2 : Σ2⊎Σ′

2, then µ1 ∪ µ2 ≡ξ µ
′
1 ∪ µ′

2 : (Σ1∪Σ2)⊎
(Σ′

1 ∪ Σ′
2)

Lemma 21. For all Σ1,Σ2, Σ1 ∪ Σ2 ≤ Σ1.
Lemma 22. For all Σ1,Σ2,Σ3, if Σ1 ≤ Σ2, then Σ1 \ Σ3 = (Σ1 \ Σ2) ∪ (Σ2 \ Σ3).
Lemma 23. If (G,K, νΣ{e ∥ µ}) ⇓ (G1,K1, νΣ1{V1 ∥ µ1}) and (G,K, νΣ{e ∥ µ}) ⇓ (G2,K2, νΣ2{V2 ∥ µ2}),
then V1 = V2, Σ1 = Σ2, and µ1 = µ2 (and G1 = G2, K1 = K2).
Lemma 24. If νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′}, then Σ′ ≤ Σ.
Lemma 25. If ℓ1 ��⊑ ℓ2, then for all ℓ, we have that ℓ1 ⊔ ℓ��⊑ ℓ2.
Lemma 26. If ℓ1 ⊑ ℓ and ℓ2 ⊑ ℓ, then ℓ1 ⊔ ℓ2 ⊑ ℓ.
Lemma 27. If ℓ1 ⊔ ℓ2 ⊑ ℓ, then ℓ1 ⊑ ℓ and ℓ2 ⊑ ℓ.
Lemma 28. If ℓ1 ⊑ ℓ2 and ℓ1 ��⊑ ℓ3, then ℓ2 ��⊑ ℓ3.
Lemma 29. If γ ≡ξ γ

′ : Γ; Σ ⊎ Σ′, then γ : Γ; Σ and γ′ : Γ; Σ′.
Lemma 30 (Un-Subtype). If τ ′ ≤ τ , then if v ∈ VΣJτ ′K, then v ∈ VΣJτK.
Lemma 31 (Bin-Subtype). If τ ′ ≤ τ , then if (v, v′) ∈ Vξ

Σ1,Σ2
Jτ ′K, then (v, v′) ∈ Vξ

Σ1,Σ2
JτK.

30



Chapter 5

Conclusion

5.1 Discussion
Our approach with the definition of the fundamental theorems, especially for the unary and binary
fundamental theorems, makes an interesting departure from the typical approach for Kripke-style
logical relations [1, 3, 11]. In particular, we ended up quantifying over future worlds in the
statement of the fundamental theorem, rather than in the logical relation itself. We felt this was
necessary because in the proof of the fundamental theorem, the induction hypothesis needed to
be quantified for future worlds, especially for constructs such as casing whether there can be
progress in the world after stepping into one of the branches. We are interested in investigating
this choice of moving the quantification outside of the logical relation, and whether there is any
other work that had encountered that issue before.

5.2 Future Work
For future work, we are interested in possibly introducing a modality to the language and seeing
how that affects the definition of the logical relation. There are many avenues for a modality —
one is to introduce a modal separation between pure expressions and effects, which may help with
decluttering the proof and not needing to constantly address the signature and memory. There
is also an avenue for employing a type level separation using call-by-push-value [9], which has
a separation between positive and negative types. Since we already observed such a distinction
in polarity in this system, it may be natural to switch to that paradigm. Additionally, since we
already have a degenerate form of effects in the language, we are interested in extending that
to higher-order store and investigating the possible interactions between that and encryption.
Otherwise, we are interested in consolidating some parts of the logical relation, particularly in
seeing whether the logical relation for leaf-determinism can somehow be folded into the main
logical relation, or otherwise if there is a clearer way to justify that the resultant sets are well-
formed by definition of the dynamics.
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Appendix A

Appendix

A.1 Proof of Leaf-Determinism FTLR

A.1.1 Proofs of Lemmas
Lemma 32 (LD-Antimonotonicity). If V ∈ LVΣJτK and Σ′ ≤ Σ, then V ∈ LVΣ′JτK.

Proof. (Outline) Proceed by induction on the type and analyze each case of the logical relation.
Should proceed as the other anti-monotonicity proofs.

Lemma 33. If σ :LD Γ;Σ and Σ′ ≤ Σ, then σ :LD Γ;Σ.

Proof. (Outline) We can use Lemma 2 to claim that all σ(x) ∈ LVΣ′JτK, which gives us that
σ :LD Γ;Σ′.

Lemma 34. If νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′}, then |V| > 0.

Proof. (Outline) Proceed by induction on the stepping judgment, in all cases the stepping should
produce non-empty sets.

Lemma 35. If V ∈ LVΣJτK, then |V| ≥ 1.

Proof. (Outline) Proceed by induction on the type, this should go similarly to the above proof
where at all steps, the logical relation enforces that the set is non-empty.

Lemma 36. If V ∈ LVΣJτK and V′ ⊆ V with |V′| ≥ 1, then V′ ∈ LVΣJτK.

Proof. We proceed by induction on the type τ :

• τ = unit
In this case, we have that V = {⟨⟩}, as well as V′ ⊆ V with |V′| ≥ 1. The only such subset
which satisfies the non-empty condition is {⟨⟩}, and that is definitionally in LVΣJunitK.

• τ = keyℓ

In this case, we have that V = {key⟨K⟩} for K ∼ ℓ ∈ Σ. Suppose we have V′ ⊆ V such
that |V′| ≥ 1. The only such subset which satisfies the non-empty condition is {key⟨K⟩},
which is definitionally in LVΣJkeyℓK.
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• τ = (τ ′ result)ℓ
In this case, we have that either V = {Error} or V = {Ok(v) | v ∈ V1} for V1 ∈
LVΣJτ ′K.
Suppose we have V′ ⊆ V with |V′| ≥ 1. In the former case, the only non-empty subset of
{Error} is {Error}, which is definitionally in LVΣJ(τ ′ result)ϵK. In the latter case,
by the definition of subset, we have that V ′ = {Ok(v) | v ∈ V′

1}, where V′
1 ⊆ V1. Since

|V′| ≥ 1, it must be the case that |V′
1| ≥ 1, otherwise the set would be empty.

Then, by the IH, we have that V′ ∈ LVΣJτ ′ resultϵK.
• τ = τ1 × τ2

In this case, we have V = {⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} with V1 ∈ LVΣJτ1K and V2 ∈
LVΣJτ2K.
Suppose we have V′ such that V′ ⊆ V and |V′| ≥ 1. This means, by definition of subset,
that V′ = {⟨v1, v2⟩ | v1 ∈ V′

1, v2 ∈ V′
2}, where V′

1 ⊆ V1 and V′
2 ⊆ V2. Observe also that

since |V′| ≥ 1, we must have that |V′
1| ≥ 1 and |V′

2| ≥ 1, otherwise we would contradict
the fact that |V| ≥ 1.
Then, by the IH, we have that V′

1 ∈ LVΣJτ1K and V′
2 ∈ LVΣJτ2K. Then, by the definition

of leaf-determinism, we have that V ∈ LVΣJτ1 × τ2K.
• τ = (τ1 + τ2)ℓ

In this case, we have V = {i · vi | vi ∈ Vi} for Vi ∈ LVΣJτiK. Suppose we have V′ ⊆ V
with |V′| ≥ 1. This means, by definition of subset, that V′ = {i · vi | vi ∈ V′

i} where
V′

i ⊆ Vi. Observe that |V′
i| ≥ 1 since |Vi| ≥ 1.

Then, by the IH, we have that V′
i ∈ LVΣJτiK, which then gives us that V′ ∈ LVΣJ(τ1 + τ2)ℓK

by definition.
• τ = τ1

ℓk−→ τ2
In this case, we have ∀v ∈ V. v =α λ(x.e) such that ∀Σ′ such that Σ′ ≤ Σ and ∀V1 ∈
LVΣ′Jτ1K, {[v1/x]e | v1 ∈ V1} ∈ LΣ′Jτ2K.
Suppose we have a V′ ⊆ V with |V′| ≥ 1. By the definition of subset, we have that
∀v ∈ V′. v =α λ(x.e) such that ∀Σ′ such that Σ′ ≤ Σ and ∀V1 ∈ LVΣ′Jτ1K, {[v1/x]e | v1 ∈
V1} ∈ LΣ′Jτ2K. That is, the elements of V′ are simply a smaller set of the elements
of V, which continue to satisfy the same conditions that they had in V. This gives us,
definitionally, that V′ ∈ LVΣJτ1

ℓk−→ ℓ2K.
• τ = (encℓ τ

′)ϵ
In this case, we have that V = {u | v ∈ V1, u ∈ Eℓ(vk, v)} with V1 ∈ LVΣJτ ′K. Suppose
we have V′ ⊆ V with |V′| ≥ 1. This means, by definition of subset, that V′ = {u | v ∈
V′

1, u ∈ E(vk, v)}, where V′
1 ⊆ V1. Observe that since |V1| ≥ 1, then |V′

1| ≥ 1 as well.
Then, by the IH, we have that V′

1 ∈ LVΣJτ ′K, which gives us what we need to show
V′ ∈ LVΣJ(encℓ τ

′)ϵK

Lemma 37 (LD-Subtype). If τ ′ ≤ τ and V ∈ LVΣJτ ′K, then V ∈ LVΣJτK.

Proof. Suppose we have τ ′ ≤ τ and V ∈ LVΣJτ ′K. We proceed by rule induction on τ ′ ≤ τ :
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• Case:
τ ′1 ≤ τ1 τ ′2 ≤ τ2 ℓ1 ⊑ ℓ2

(τ ′1 + τ ′2)ℓ1 ≤ (τ1 + τ2)ℓ2
In this case, we have that V ∈ LVΣJ(τ ′1 + τ ′2)ℓ1K. By the definition of leaf-determinism,
this means that either

V = {1 · v1 | v1 ∈ V1} with V1 ∈ LVΣJτ ′1K

or
V = {2 · v2 | v2 ∈ V2} with V2 ∈ LVΣJτ ′2K

WLOG, suppose we are in the first case. By the IH, since τ ′1 ≤ τ1, we have that V1 ∈
LVΣJτ1K, which gives us that {1 · v1 | v1 ∈ V1} ∈ LVΣJ(τ1 + τ2)ℓK.

• Case:
τ ′1 ≤ τ1 τ ′2 ≤ τ2

τ ′1 × τ ′2 ≤ τ1 × τ2
In this case, we have that V ∈ LVΣJτ ′1 × τ ′2K. By the definition of leaf-determinism, this
means that

V = {⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} with V1 ∈ LVΣJτ ′1K and V2 ∈ LVΣJτ ′2K

By the IH, since τ ′1 ≤ τ1 and τ ′2 ≤ τ2, we have that V1 ∈ LVΣJτ1K and V2 ∈ LVΣJτ2K,
which gives us that V ∈ LVΣJτ1 × τ2K.

• Case:
τ1 ≤ τ ′1 τ ′2 ≤ τ2 ℓk ⊑ ℓ′k

τ ′1
ℓ′k−→ τ ′2 ≤ τ1

ℓk−→ τ2

In this case, we have that V ∈ LVΣJτ ′1
ℓ′k−→ τ ′2K. By the definition of the value interpreta-

tion, this means that ∀v ∈ V, v = λ(x : τ ′1.e) such that for all Σ′ such that Σ′ ≤ Σ and for
all V1 ∈ LVΣ′Jτ ′1K, we have that {[v1/x]e | v1 ∈ V1} ∈ LΣ′Jτ ′2K.

We would like to show that V ∈ LVΣJτ1
ℓk−→ τ2K. We already have that v =α λ(x.e).

Suppose that we have some Σ′ ≤ Σ and V1 ∈ LVΣ′Jτ1K. By the IH, since τ1 ≤ τ ′1, we
have that V1 ∈ LVΣ′Jτ ′1K. From the previous reasoning, this means we can obtain that
{[v1/x]e | v1 ∈ V1} ∈ LΣ′Jτ ′2K.
Define E = {[v1/x]e | v1 ∈ V1}. Unfolding the definition of leaf-determinism, we have

Since E ∈ LΣ′Jτ ′2K, we have that exists Σ∗ such that Σ∗ ≤ Σ′. Then, we have

∀e′ ∈ E. νΣ{e′ ∥ µ} ⇓ νΣ∗{Ve′ ∥ µ∗}

such that µ∗ : Σ∗ and
⋃

e′∈EVe′ ∈ LVΣ∗Jτ ′2K.
By the IH, we have that each

⋃
e′∈EVe′ is in LVΣ∗Jτ2K.

With this, we have what we need to show for the term interpretation {[v1/x]e | v1 ∈ V1} ∈
LΣ′Jτ2K.

• Case:
τ1 ≤ τ2 ϵ1 ⊑ ϵ2

(encℓ τ1)ϵ1 ≤ (encℓ τ2)ϵ2
In this case, we have that V ∈ LVΣJ(encℓ τ1)ϵ1K. By the definition of leaf-determinism,
this means we have V = {u | u ∈ Eℓ(vk, v), v ∈ V} for V ∈ LVΣJτ1K.
By the IH, we have that V ∈ LVΣJτ2K, and with the existing vk, we have what we want to
show for V ∈ LVΣJ(encℓ τ2)ϵ2K.
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• Omitted: unit, key

Lemma 38. For all σ such that σ :LD Γ;Σ and ∀γ ∈ sing(σ). γ : Γ; Σ, then set(γ) :LD Γ;Σ.

Proof. Suppose we have σ with the above properties. By definition, this means that for all
x : τ ∈ Γ, σ(x) ∈ LVΣJτK. This means that each non-empty subset of σ(x) is leaf-deterministic
(Lemma 6). Since each γ ∈ sing(σ) is defined to map variables x to a single element in σ(x),
we get that set(γ) map variables x to singleton subsets of σ(x), which are leaf-deterministic by
the above lemma. Thus, we have set(γ) :LD Γ;Σ.

Lemma 39. For all σ1, σ2 such that σ1 :LD Γ;Σ1, σ2 :LD Γ;Σ2, and ∀(γ1, γ2) ∈ sing(σ1) ×
sing(σ2). γ1 ≡ξ γ2 : Γ; (Σ1 ⊎ Σ2), set(γ1) :LD Γ;Σ1 and set(γ2) :LD Γ;Σ2.

Proof. Suppose we have σ1 and σ2 with the above properties. Then we have that ∀x : τ ∈
Γ. σ1(x) ∈ LVΣ1JτK and ∀x : τ ∈ Γ. σ2(x) ∈ LVΣ2JτK. This means that each non-empty subset
of σ1(x) and σ2(x) are leaf-deterministic (Lemma 6). Since each (γ1, γ2) ∈ sing(σ1)×sing(σ2)
is defined to map variables x to a single element in σ1(x) and σ2(x) (respectively), we get that
set(γ1) and set(γ2) map variables x to singleton subsets of σ1(x) and σ2(x), which are leaf-
deterministic by the above lemma. Thus, we have set(γ1) :LD Γ;Σ1 and set(γ2) :LD Γ;Σ2.

Lemma 40. For all expressions e and maps γ, ŝet(γ)(e) = {γ̂(e)}.

Proof. We proceed by induction on the structure of e:

• Case: e = x
We proceed by casing on whether x ∈ dom(γ):

x ∈ dom(γ):
By definition of ŝet(γ), we have ŝet(γ)(x) = {γ(x)}, and by definition of γ̂, we
have γ̂(x) = γ(x), giving us that ŝet(γ)(x) = {γ̂(x)}.
x ̸∈ dom(γ):
By definition of ŝet(γ), we have ŝet(γ)(x) = {x}, and by definition of γ̂, we have
γ̂(x) = x, meaning ŝet(γ)(x) = {γ̂(x)}.

• Case: e = ⟨⟩
By definition of ŝet(γ), we have ŝet(γ)(⟨⟩) = {⟨⟩}.
Also, by definition of γ̂, we have that γ̂(⟨⟩) = ⟨⟩, which gives us what we want to show.

• Case: e = ⟨e1, e2⟩
By the definition of ŝet(γ), we have that ŝet(γ)⟨e1, e2⟩ = {⟨e′1, e′2⟩ | e′1 ∈ ŝet(γ)(e1), e′2 ∈
ŝet(γ)(e2)}.
By the IH, we have that ŝet(γ)(e1) = {γ̂(e1)} and ŝet(γ)(e2) = {γ̂(e2)}.
By definition of γ̂, we have that γ̂⟨e1, e2⟩ = ⟨γ̂(e1), γ̂(e2)⟩. Thus, for ŝet(γ)⟨e1, e2⟩, we
get that {⟨e′1, e′2⟩ | e′1 ∈ γ̂(e1), e

′
2 ∈ γ̂(e2)} = {⟨e′1, e′2⟩} = {⟨e′1, e′2⟩ | e′1 ∈ {γ̂(e1)}, e′2 ∈

{γ̂(e2)}} = {⟨γ̂(e1), γ̂(e2)⟩}.
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• Case: e = e · i
By the definition of ŝet(γ), we have that ŝet(γ)(e · i) = {e′ · i | e′ ∈ ŝet(γ)(e)}.
By the IH, we have that ŝet(γ)(e) = {γ̂(e)}. By the definition of γ̂, we have that γ̂(e · i) =
γ̂(e) · i.
Thus, we have that {e′ · i | e′ ∈ ŝet(γ)(e)} = {e′ · i | e′ ∈ {γ̂(e)}} = {γ̂(e) · i}.

• Case: e = case e {x1.e1 | x2.e2 }
By the definition of ŝet(γ), we have that ŝet(γ)(case e {x1.e1 | x2.e2 }) = {case e′ {x1.e

′
1 |

x2.e
′
2 } | e′ ∈ ŝet(γ)(e), e′1 ∈ ŝet(γ)(e1), e′2 ∈ ŝet(γ)(e2)} up to alpha equivalence on x1

and x2.
By the IH, we have that

ŝet(γ)(e) = {γ̂(e)},

ŝet(γ)(e1) = {γ̂(e1)}
ŝet(γ)(e2) = {γ̂(e2)}

By the definition of γ̂, we have that γ̂(case e {x1.e1 | x2.e2 }) = case γ̂(e) {x1.γ̂(e1) |
x2.γ̂(e2) } up to alpha equivalence on x1 and x2.
Thus, we have that ŝet(γ)(case e {x1.e1 | x2.e2 }) = {case e′ {x1.e

′
1 | x2.e

′
2 } | e′ ∈

ŝet(γ)(e), e′1 ∈ ŝet(γ)(e1), e′2 ∈ ŝet(γ)(e2)} = {case e′ {x1.e
′
1 | x2.e

′
2 } | e′ ∈ {γ̂(e)}, e′1 ∈

{γ̂(e1)}, e′2 ∈ {γ̂(e2)}} = {case γ̂(e) {x1.γ̂(e1) | x2.γ̂(e2) }}.
• All other cases unfold similarly to the above.

A.1.2 FTLR
Suppose we have Σ;σ ⊢kc e : τ , Σ′ such that Σ′ ≤ Σ, and σ :LD Γ;Σ′. We proceed by rule
induction on the typing judgment:

• Case: T-UNIT

WTS: σ̂(⟨⟩) ∈ LΣ′JunitK

By the definition of substitution, we have that σ̂(⟨⟩) = {⟨⟩}. By the set-lifted dynamics,
we have

νΣ′{⟨⟩ ∥ µ} ⇓ νΣ′{{⟨⟩} ∥ µ}

Note that
⋃

e∈{⟨⟩}{⟨⟩} = {⟨⟩} by the definition of set union. Therefore, since {⟨⟩} ∈
LVΣ′JunitK, we have that σ̂(⟨⟩) ∈ LΣ′JunitK.

• Case: T-PROD

WTS: σ̂⟨e1, e2⟩ ∈ LΣ′Jτ1 × τ2K

By the definition of substitution, we have that σ̂⟨e1, e2⟩ = {⟨e′1, e′2⟩ | e′1 ∈ σ̂(e1), e
′
2 ∈

σ̂(e2)}.
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By the IH, we have that σ̂(e1) ∈ LΣ′Jτ1K and σ̂(e2) ∈ LΣ′Jτ2K. Suppose we have µ : Σ′.
Unfolding the term interpretation, this means we have

Since σ̂(e1) ∈ LΣ′Jτ1K, then

∀e′1 ∈ σ̂(e1). νΣ
′{e′1 ∥ µ} ⇓ νΣ1{V

e′1
1 ∥ µ1}

with µ1 : Σ1 and
⋃

e′1∈σ̂(e1)
Ve′1

1 ∈ LVΣ1Jτ1K.

Since σ̂(e2) ∈ LΣJτ2K, then

∀e′2 ∈ σ̂(e2). νΣ
′{e′2 ∥ µ} ⇓ νΣ2{V

e′2
2 ∥ µ2}

with µ2 : Σ2 and
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ2Jτ2K.

Note that since σ̂⟨e1, e2⟩ = {⟨e′1, e′2⟩ | e′1 ∈ σ̂(e1), e
′
2 ∈ σ̂(e2)}, we have that each element

e′1 and e′2 have a stepping to a set of leaf-deterministic values Ve′1
1 and Ve′2

2 , respectively.
Then, by the set-lifted dynamics, for each ⟨e′1, e′2⟩ ∈ σ̂⟨e1, e2⟩, we have

νΣ′{e′1 ∥ µ} ⇓ νΣ1{V
e′1
1 ∥ µ1} νΣ′{e′2 ∥ µ} ⇓ νΣ2{V

e′2
2 ∥ µ2}

νΣ′{⟨e′1, e′2⟩ ∥ µ} ⇓ νΣ1 ∪ Σ2{{⟨v1, v2⟩ | v1 ∈ Ve′1
1 , v2 ∈ Ve′2

2 } ∥ µ1 ∪ µ2}

We now need to show
⋃

⟨e′1,e′2⟩∈σ̂⟨e1,e2⟩
{⟨v1, v2⟩ | v1 ∈ Ve′1

1 , v2 ∈ Ve′2
2 } ∈ LVΣ1∪Σ2Jτ1 × τ2K.

First, observe that⋃
⟨e′1,e′2⟩∈σ̂⟨e1,e2⟩

{⟨v1, v2⟩ | v1 ∈ Ve′1
1 , v2 ∈ Ve′2

2 } = {⟨v1, v2⟩ | v1 ∈
⋃

e′1∈σ̂(e1)

Ve′1
1 , v2 ∈

⋃
e′2∈σ̂(e2)

Ve′2
2 }

by the definition of σ̂⟨e1, e2⟩ and set union.

From the IH, we have
⋃

e′1∈σ̂(e1)
Ve′1

1 ∈ LVΣ1Jτ1K and
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ2Jτ2K. By

Lemma 2, we have that
⋃

e′1∈σ̂(e1)
Ve′1

1 ∈ LVΣ1∪Σ2Jτ1K and
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ1∪Σ2Jτ2K.
Then, by definition of the leaf-determinism value interpretation, we have that the set is in
LVΣ1∪Σ2Jτ1 × τ2K.

• Case: T-PROJ-I

WTS: σ̂(e · i) ∈ LΣ′JτiK for i ∈ {1, 2}

By the definition of substitution, we have that σ̂(e · i) = {e′ · i | e′ ∈ σ̂(e′)}.
By the IH, we have that σ̂(e) ∈ LVΣ′Jτ1 × τ2K. Suppose µ : Σ′. By definition of leaf-
determinism, we have that

Since σ̂(e) ∈ LVΣJτ1 × τ2K, then

∀e′ ∈ σ̂(e). νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′}

with µ′ : Σ′′ and
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′Jτ1 × τ2K.
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From the IH, we have that
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′Jτ1 × τ2K. By definition, this means that
we have that

⋃
e′∈σ̂(e)Ve′ = {⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} with V1 ∈ LVΣ′′Jτ1K and

V2 ∈ LVΣ′′Jτ2K. Since the union of these sets are in the value interpretation, and the
subsets are the result of evaluations, we have that each individual set Ve′ is in the value
interpretation (Lemmas 4 and 6), meaning

Ve′ = {⟨v1, v2⟩ | v1 ∈ Ve′

1 , v2 ∈ Ve′

2 }

where Ve′
1 and Ve′

2 are the subsets of V1 and V2 relevant to e′.
By the set-lifted dynamics rules, for each e′ · i ∈ σ̂(e · i), we have

νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′} (i ∈ {1, 2})
νΣ′{e′ · i ∥ µ} ⇓ νΣ′′{{vi | ⟨v1, v2⟩ ∈ Ve′} ∥ µ′}

Note that the set
⋃

e′·i∈σ̂(e·i){vi | ⟨v1, v2⟩ ∈ Ve′} = {vi | ⟨v1, v2⟩ ∈
⋃

e′∈σ̂(e) Ve′}, which
is exactly the set Vi from the IH, meaning we immediately have that {vi | ⟨v1, v2⟩ ∈⋃

e′∈σ̂(e′) Ve′} ∈ LVΣ′′JτiK, as required.
• Case: T-INJ-I

WTS: σ̂(i · e) ∈ LΣ′J(τ1 + τ2)ℓK for i ∈ {1, 2}

By the definition of substitution, we have that σ̂(i · e) = {i · σ̂(e′) | e′ ∈ σ̂(e)}.
By the IH, we have that σ̂(e) ∈ LVΣ′JτiK. By definition of leaf-determinism, we have that

Since σ̂(e) ∈ LVΣ′JτiK, then

∀e′ ∈ σ̂(e). νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′}

such that µ′ : Σ′′ and
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′JτiK.

By the set-lifted dynamics rules, for each i · e′ ∈ σ̂(i · e), we have

νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′} (i ∈ {1, 2})
νΣ′{i · e′ ∥ µ} ⇓ νΣ′′{{i · v | v ∈ Ve′} ∥ µ′}

We would like to show that
⋃

i·e′∈σ̂(i·e){i · v | v ∈ Ve′} ∈ LVΣ′′J(τ1 + τ2)ℓK. By definition
of set union and σ̂, we have that

⋃
i·e′∈σ̂(i·e){i · v | v ∈ Ve′} = {i · v | v ∈

⋃
e′∈σ̂(e)Ve′}.

We then get that the set is in LVΣ′J(τ1 + τ2)ℓK from the fact that each element in the set is
the same injection and that

⋃
e′∈σ̂(e) Ve′ ∈ LVΣ′′JτiK from the IH.

• Case: T-CASE

T-CASE
Σ; Γ ⊢kc e : (τ1 + τ2)ℓ

Σ; Γ, x1 : τ1 ⊢kc⊔ℓ e1 : τ Σ; Γ, x2 : τ2 ⊢kc⊔ℓ e2 : τ ℓ ◁ τ

Σ; Γ ⊢kc case e {x1.e1 | x2.e2 } : τ
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WTS: σ̂(case e {x1.e1 | x2.e2 }) ∈ LΣ′JτK

By definition of substitution (upto alpha-equivalence on x1 and x2), we have σ̂(case e {x1.e1 |
x2.e2 }) = {case e′ {x1.e

′
1 | x2.e

′
2 } | e′ ∈ σ̂(e), e′1 ∈ σ̂(e1), e

′
2 ∈ σ̂(e2)}.

By IH, we have

σ̂(e) ∈ LΣ′J(τ1 + τ2)ℓK
∀Σ1 s.t. Σ1 ≤ Σ, ∀σ1 : Γ, x1 : τ1; Σ1, σ̂1(e1) ∈ LΣ1JτK
∀Σ2 s.t. Σ2 ≤ Σ, ∀σ2 : Γ, x2 : τ2; Σ2, σ̂2(e2) ∈ LΣ2JτK

Suppose we have µ : Σ. Unfolding the definitions, we have

Since σ̂(e) ∈ LΣ′J(τ1 + τ2)ℓK,

∀e′ ∈ σ̂(e). νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′}

such that µ′ : Σ′′ and
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′J(τ1 + τ2)ℓK.

Since σ̂1(e1) ∈ LΣ1JτK, if µ1 : Σ1, then

∀e′1 ∈ σ̂1(e1). νΣ1{e′1 ∥ µ1} ⇓ νΣ′
1{V

e′1
1 ∥ µ′

1}

such that µ′
1 : Σ

′
1 and

⋃
e′1∈σ̂1(e1)

Ve′1
1 ∈ LVΣ′

1
JτK.

Since σ̂2(e2) ∈ LΣ2JτK, if µ2 : Σ2, then

∀e′2 ∈ σ̂(e2). νΣ2{e′2 ∥ µ2} ⇓ νΣ′
2{V

e′2
2 ∥ µ′

2}

such that µ′
2 : Σ

′
2 and

⋃
e′2∈σ̂2(e2)

Ve′2
2 ∈ LVΣ2JτK.

Since
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′J(τ1 + τ2)ℓK, we have that either
⋃

e′∈σ̂(e) Ve′ = {1 · v1 | v1 ∈
V1} with V1 ∈ LVΣ′′Jτ1K or

⋃
e′∈σ̂(e) Ve′ = {2 · v2 | v2 ∈ V2} with V2 ∈ LVΣ′′Jτ2K. We

case on these possibilities:

Case:
⋃

e′∈σ̂(e) Ve′ = {1 · v1 | v1 ∈ V1} with V1 ∈ LVΣ′′Jτ1K

Since
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′J(τ1 + τ2)ℓK, we have that each Ve′ ∈ LVΣ′′J(τ1 + τ2)ℓK,
and in particular that each Ve′ = {1 · v1 | v1 ∈ Ve′

1 }, where Ve′
1 is the subset of V1

relevant to e′. Note also that Ve′
1 ∈ LVΣ′′Jτ1K for each e′ (Lemmas 4 and 6).

Observe that σ[x1 7→ V1] :LD Γ, x1 : τ1; Σ
′′ since V1 ∈ LVΣ′′Jτ1K, and similarly that

σ[x1 7→ Ve′
1 ] :LD Γ, x1 : τ1; Σ

′′ for each e′ (the existing maps can be extended to Σ′′

by Lemma 3).

Given this, by the IH, we have that ∀e′1 ∈ ̂σ[x1 7→ V1](e1). νΣ
′′{e′1 ∥ µ′} ⇓ νΣ′

1{V
e′1
1 ∥ µ′

1}
such that

⋃
e′1∈ ̂σ[x1 7→V1](e1)

Ve′1
1 ∈ LVΣ′

1
JτK, and similarly that ∀e′e′1 ∈ ̂σ[x1 7→ Ve′

1 ](e1). νΣ
′′{e′e′1 ∥ µ′} ⇓

νΣ′
1{V

e′,e′1
1 ∥ µ′

1} such that
⋃

e′e
′

1 ∈ ̂
σ[x1 7→Ve′

1 ](e1)
Ve′,e′1

1 ∈ LVΣ′
1
JτK.
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Note that
⋃

e′∈σ̂(e) V
e′,e′1
1 = Ve′1

1 by definition of the sets/set union, and that since⋃
e′1∈ ̂σ[x1 7→V1](e1)

Ve′1
1 ∈ LVΣ′

1
JτK, we have that each set Ve′1

1 ∈ LVΣ′
1
JτK (Lemmas 4

and 6).

Note that ̂σ[x1 7→ Ve′
1 ](e1) = {[ve′1 /x1]e

′′
1 | e′′1 ∈ σ̂(e1), v

e′
1 ∈ Ve′

1 }.
Then, according to the set-lifted dynamics, we have the following for each case e′ {x1.e

′
1 |

x2.e
′
2 } ∈ σ̂(case e {x1.e1 | x2.e2 }):

νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′}
(νΣ′′{e′e′1 ∥ µ′} ⇓ νΣ′

1{V
e′,e′1
1,ve

′
1

∥ µ′
1})e′e′1 ∈ ̂σ[x 7→Ve′ ](e1)

νΣ′{case e′ {x1.e
′
1 | x2.e

′
2 } ∥ µ} ⇓ νΣ′

1{
⋃

1·ve′1 ∈Ve′

Ve′,e′1
1,ve

′
1

∥ µ′
1}

Note that the set
⋃

1·ve′1 ∈Ve′ Ve′,e′1
1,ve

′
1

is the set Ve′,e′1
1 , i.e. the result of evaluating each

e′e
′

1 ∈ ̂σ[x 7→ Ve′
1 ](e1). We would like to show that⋃

case e′ {x1.e′1|x2.e′2 }∈σ̂(case e {x1.e1|x2.e2 })V
e′,e′1 ∈ LVΣ′

1
JτK. First, observe that this

union only depends on expressions from σ̂(e) and σ̂(e1), since σ̂(e2) is not involved
in any evaluations. Thus, we have the following⋃

case e′ {x1.e′′1 |x2.e′2 }∈σ̂(case e {x1.e1|x2.e2 })

Ve′,e′1

=
⋃

(e′,e′′1 )∈σ̂(e)×σ̂(e1)

Ve′,e′1 (observation)

=
⋃

e′∈σ̂(e)

⋃
e′′1∈σ̂(e1)

Ve′,e′1 (definition?)

=
⋃

e′′1∈σ̂(e1)

Ve′1 (applying union over σ̂(e))

Since e′1 ∈ σ̂(e1), we have that e′1 = [v1/x1]e
′′
1 for e′1 ∈ σ̂(e1) and v1 ∈ V1. Thus, we

can rewrite the set as

=
⋃

e′′1∈σ̂(e1)

⋃
v1∈V1

V[v1/x1]e′′1

=
⋃

e′1∈ ̂σ[x1 7→V1](e1)

Ve′1 (by definition)

We already have from the IH that
⋃

e′1∈ ̂σ[x1 7→V1](e1)
Ve′1 ∈ LVΣ′

1
JτK.⋃

e′∈σ̂(e) Ve′ = {2 · v2 | v2 ∈ V2} with V2 ∈ LVΣ′′Jτ2K

This case is symmetric to the previous.
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• T-LAM

WTS: σ̂(λ(x : τ1.e2)) ∈ LΣ′Jτ1
ℓk−→ τ2K

By definition of substitution (upto alpha-equivalence on x), we have σ̂(λ(x : τ1.e2)) =
{λ(x : τ1.e

′
2) | e′2 ∈ σ̂(e2)}.

By IH, we have ∀Σ1 s.t. Σ1 ≤ Σ, ∀σ1 : Γ, x1 : τ1; Σ1, σ̂1(e2) ∈ LΣ1Jτ2K. Unfolding the
definition of leaf-determinism, this means

Since σ̂1(e2) ∈ LΣ1Jτ2K, if µ1 : Σ1, then

∀e′2 ∈ σ̂(e2). νΣ1{e′2 ∥ µ1} ⇓ νΣ2{V
e′2
2 ∥ µ2}

such that µ2 : Σ2 and
⋃

e′2∈σ̂2(e2)
Ve′2

2 ∈ LVΣ2Jτ2K.

Suppose we have µ : Σ′. By the set-lifted dynamics, for each λ(x : τ1.e
′
2) ∈ σ̂(λ(x : τ1.e2)),

we have that

νΣ′{λ(x : τ1.e
′
2) ∥ µ} ⇓ νΣ′{{λ(x : τ1.e

′
2)} ∥ µ}

We then want to show that
⋃

λ(x:τ1.e′2)∈σ̂(λ(x:τ1.e2))
{λ(x : τ1.e

′
2)} ∈ LVΣ′Jτ1

ℓk−→ τ2K, which
is exactly the set σ̂(λ(x : τ1.e

′
2)).

Suppose we have Σ1 ≤ Σ′ and V1 such that V1 ∈ LVΣ1Jτ1K.

By the definition of σ̂, we have that ̂σ[x 7→ V1](e2) = {[v1/x]e2 | v1 ∈ V1}. By the IH,
we have ̂σ[x 7→ V1](e2) ∈ LΣ1Jτ2K, meaning we have that the above set is in LΣ1Jτ2K.

• T-APP

WTS: σ̂(e1(e2)) ∈ LΣ′Jτ2K

By definition of substitution, we have σ̂(e1(e2)) = {e′1(e′2) | e′1 ∈ σ̂(e1), e
′
2 ∈ σ̂(e2)}.

By IH, we have

σ̂(e1) ∈ LΣ′Jτ1
ℓk−→ τ2K

σ̂(e2) ∈ LΣ′Jτ1K
Suppose we have µ : Σ′. Unfolding the definitions, we have

Since σ̂(e1) ∈ LΣ′Jτ1
ℓk−→ τ2K,

∀e′1 ∈ σ̂(e1). νΣ
′{e′1 ∥ µ} ⇓ νΣ1{V

e′1
1 ∥ µ1}

such that µ1 : Σ1 and
⋃

e′1∈σ̂(e1)
Ve′1

1 ∈ LVΣ1Jτ1
ℓk−→ τ2K.

Since σ̂(e2) ∈ LΣ′Jτ1K,

∀e′2 ∈ σ̂(e2). νΣ
′{e′2 ∥ µ} ⇓ νΣ2{V

e′2
1 ∥ µ2}

such that µ2 : Σ2 and
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ2Jτ1K.
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Since
⋃

e′1∈σ̂(e1)
Ve′1

1 ∈ LVΣ1Jτ1
ℓk−→ τ2K, by the definition of leaf-determinism, we have that⋃

e′1∈σ̂(e1)

Ve′1
1 = {λ(x : τ1.e) | ∀Σ′

1 ≤ Σ1,∀V′
1 ∈ LVΣ′

!
Jτ1K, {[v1/x]e | v1 ∈ V′

1} ∈ LΣ′
1
Jτ2K}

Since
⋃

e′2∈σ̂(e2)
Ve′2 ∈ LVΣ2Jτ1K, by Lemma 2, we have that the set is in LVΣ1∪Σ2Jτ1K.

Since it is also the case that Σ1 ∪ Σ2 ≤ Σ1, we have that

{[v2/x]e | v2 ∈
⋃

e′2∈σ̂(e2)

Ve′2
2 , λ(x : τ1.e) ∈

⋃
e′1∈σ̂(e1)

Ve′1
1 } ∈ LΣ1∪Σ2Jτ2K

Define E = {[v2/x]e | v2 ∈
⋃

e′2∈σ̂(e2)
Ve′2

2 , λ(x : τ1.e) ∈
⋃

e′1∈σ̂(e1)
Ve′1

1 }. Unrolling the
definition of leaf-determinism on this set, with the fact that µ1 ∪ µ2 : Σ1 ∪Σ2, this gives us

Since E ∈ LΣ1∪Σ2Jτ2K, we have that exists Σ∗ such that Σ∗ ≤ Σ1 ∪ Σ2. Then, we
have

∀e′ ∈ E. νΣ1 ∪ Σ2{e′ ∥ µ1 ∪ µ2} ⇓ νΣ∗{Ve′ ∥ µ∗}

such that µ∗ : Σ∗ and
⋃

e′∈EVe′ ∈ LVΣ∗Jτ2K.

Note that since
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ2Jτ1K, we have that each Ve′2
2 ∈ LVΣ2Jτ1K (and like-

wise that each Ve′1
1 ∈ LΣ1Jτ1

ℓk−→ τ2K), so all of the above applies to these subsets individu-
ally. Namely, we have that

Ve′1
1 = {λ(x : τ1.e) | ∀Σ′

1 ≤ Σ1,∀V
′e′1
1 ∈ LVΣ′

1
Jτ1K, {[v

e′1
1 /x]e | v1 ∈ V′e′1

1 } ∈ LΣ′
1
Jτ2K}

{[ve
′
2

2 /x]e | ve
′
2

2 ∈ Ve′2
2 , λ(x : τ1.e) ∈ Ve′1

1 } ∈ LΣ1∪Σ2Jτ2K

Define the above set to be Ee′1,e
′
2 . Unrolling the definition of leaf-determinism on this set,

with the fact that µ1 ∪ µ2 : Σ1 ∪ Σ2, this gives us

Since Ee′1,e
′
2 ∈ LΣ1∪Σ2Jτ2K, we have that exists Σ∗ such that Σ∗ ≤ Σ1 ∪ Σ2. Then, we

have
∀ee′1,e′2 ∈ Ee′1,e

′
2 . νΣ1 ∪ Σ2{ee

′
1,e

′
2 ∥ µ1 ∪ µ2} ⇓ νΣ∗{Vee

′
1,e

′
2 ∥ µ∗}

such that µ∗ : Σ∗ and
⋃

ee
′
1,e

′
2∈Ee′1,e

′
2
Vee

′
1,e

′
2 ∈ LVΣ∗Jτ2K.

Then, by the set-lifted dynamics, for each e′1(e
′
2) ∈ σ̂(e1(e2)), we have

νΣ{e′1 ∥ µ} ⇓ νΣ1{V
e′1
1 ∥ µ1} νΣ{e′2 ∥ µ} ⇓ νΣ2{V

e′2
2 ∥ µ2}

(νΣ1 ∪ Σ2{[v
e′2
2 /x]e ∥ µ1 ∪ µ2} ⇓ νΣ∗{Vv

e′1
1 ,v

e′2
2 ∥ µ∗})

v
e′1
1 =λ(x:τ1.e)

νΣ{e′1(e′2) ∥ µ} ⇓ νΣ∗{
⋃

(v
e′1
1 ,v

e′2
2 )∈V

e′1
1 ×V

e′2
2

Vv
e′1
1 ,v

e′2
2 ∥ µ∗}

Note that
⋃

(v
e′1
1 ,v

e′2
2 )∈V

e′1
1 ×V

e′2
2

Vv
e′1
1 ,v

e′2
2 =

⋃
ee

′
1,e

′
2∈Ee′1,e

′
2
Vee

′
1,e

′
2 by definition.
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We now show that the required set is in LΣ∗Jτ2K:⋃
(e′1,e

′
2)∈σ̂(e1)×σ̂(e2)

⋃
ee

′
1,e

′
2∈Ee′1,e

′
2

Vee
′
1,e

′
2

=
⋃

e′1∈σ̂(e1)

⋃
e′2∈σ̂(e2)

⋃
ee

′
1,e

′
2∈Ee′1,e

′
2

Vee
′
1,e

′
2

=
⋃
e′∈E

Ve′

We already have that the final set is in LVΣ∗Jτ2K from the IH.
• Case: T-ENC-MOBILE

ENC-MOBILE
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : τ τ ◀ ℓ

Σ; Γ ⊢kc encryptℓ(e1; e2) : (encℓ τ)⊥

WTS: σ̂(encryptℓ(e1; e2)) ∈ LΣ′J(encℓ τ)⊥Kξ

By definition of substitution, we have σ̂(encryptℓ(e1; e2)) = {encryptℓ(e
′
1; e

′
2) | e′1 ∈

σ̂(e1), e
′
2 ∈ σ̂(e2)}.

By IH, we have

σ̂(e1) ∈ LΣ′JkeyℓK
σ̂(e2) ∈ LΣ′JτK

Unfolding the term interpretations, we have

Since σ̂(e1) ∈ LΣJkeyℓK,

∀e′1 ∈ σ̂(e1). νΣ
′{e′1 ∥ µ} ⇓ νΣ1{V

e′1
1 ∥ µ1}

such that µ1 : Σ1 and
⋃

e′1∈σ̂(e1)
Ve′1 ∈ LVΣ1JkeyℓK.

Since σ̂(e2) ∈ LΣ′JτK,

∀e′2 ∈ σ̂(e2). νΣ
′{e′2 ∥ µ} ⇓ νΣ2{V

e′2
2 ∥ µ2}

such that µ2 : Σ2 and
⋃

e′2∈σ̂(e2)
Ve′2 ∈ LVΣ2JτK.

By the definition of leaf-determinism, we have that
⋃

e′1∈σ̂(e1)
Ve′1

1 = {key⟨K⟩} for K ∼
ℓ ∈ Σ1, and thus that each Ve′1

1 = {key⟨K⟩}. Since µ1 : Σ1 and K ∼ ℓ ∈ Σ1, then
Σ1 = Σ∗

1, K ∼ ℓ and µ1 = µ∗
1 ⊗K ↪→ vk.

Note also that since
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ2JτK, we have that each Ve′2
2 ∈ LVΣ2JτK.

Then, by the set-lifted dynamics, for each encryptℓ(e1; e2) ∈ σ̂(encryptℓ(e1; e2)), we
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have

νΣ′{e′1 ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}

νΣ′{e′2 ∥ µ} ⇓ νΣ2{V
e′2
2 ∥ µ2} U = {u | ve′2 ∈ Ve′2

2 , u ∈ Eℓ(vk, v)}
νΣ′{encryptℓ(e

′
1; e

′
2) ∥ µ} ⇓ νΣ1 ∪ Σ2{Ue′1,e

′
2 ∥ µ1 ∪ µ2}

We would like to show that
⋃

encryptℓ(e
′
1;e

′
2)∈σ̂(encryptℓ(e1;e2))

Ue′1,e
′
2 ∈ LVΣ1∪Σ2Jencℓ τK.

By Lemma 2, we have that the sets Ve′1
1 and Ve′2

2 (and their unioned version) are in the value
interpretation at Σ1 ∪ Σ2. Then, we have⋃

encryptℓ(e
′
1;e

′
2)∈σ̂(encryptℓ(e1;e2))

Ue′1,e
′
2

=
⋃

(e′1,e
′
2)∈σ̂(e1)×σ̂(e2)

Ue′1,e
′
2

=
⋃

e′1∈σ̂(e1)

⋃
e′2∈σ̂(e2)

Ue′1,e
′
2

=
⋃

e′1∈σ̂(e1)

⋃
e′2∈σ̂(e2)

{u | ve′2 ∈ Ve′2
2 , u ∈ Eℓ(vk, v) for µ1(K) = vk}

=
⋃

e′1∈σ̂(e1)

{u | v ∈
⋃

e′2∈σ̂(e2)

Ve′2
2 , u ∈ Eℓ(vk, v) for µ1(K) = vk}

= {u | v ∈
⋃

e′2∈σ̂(e2)

Ve′2
2 , u ∈ Eℓ(vk, v) for µ1(K) = vk}

(
⋃

e′1∈σ̂(e1)
{key⟨K⟩} = {key⟨K⟩})

Since
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ1∪Σ2JτK, this set is, by definition, in LVΣ1∪Σ2Jencℓ τK.
• Case: T-ENC-STATIC

This case is symmetric to the previous.
• Case: T-DEC

T-DEC
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : (encℓ τ)ϵ

Σ; Γ ⊢kc decryptℓ(e1; e2) : τ resultϵ

WTS: σ̂(decryptℓ(e1; e2)) ∈ LΣ′Jτ resultϵK

By definition of substitution, we have σ̂(decryptℓ(e1; e2)) = {decryptℓ(e
′
1; e

′
2) | e′1 ∈

σ̂(e1), e
′
2 ∈ σ̂(e2)}.

By IH, we have

σ̂(e1) ∈ LΣ′JkeyℓK
σ̂(e2) ∈ LΣ′J(encℓ τ)ϵK
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Unfolding the term interpretations, we have

Since σ̂(e1) ∈ LΣJkeyℓK,

∀e′1 ∈ σ̂(e1). νΣ
′{e′1 ∥ µ} ⇓ νΣ1{V

e′1
1 ∥ µ1}

such that µ1 : Σ1 and
⋃

e′1∈σ̂(e1)
Ve′1

1 ∈ LVΣ1JkeyℓK.

Since σ̂(e2) ∈ LΣJ(encℓ τ)ϵK,

∀e′2 ∈ σ̂(e2). νΣ
′{e′2 ∥ µ} ⇓ νΣ2{V

e′2
2 ∥ µ2}

such that µ2 : Σ2 and
⋃

e′2∈σ̂(e2)
Ve′2

2 ∈ LVΣ2J(encℓ τ)ϵK.

By the definition of leaf-determinism, we have that
⋃

e′1∈σ̂(e1)
Ve′1

1 = {key⟨K⟩} for K ∼
ℓ ∈ Σ1, and thus that each Ve′1

1 = {key⟨K⟩}. Since µ1 : Σ1 and K ∼ ℓ ∈ Σ1, then
Σ1 = Σ∗

1, K ∼ ℓ and µ1 = µ∗
1 ⊗K ↪→ vk.

Similarly, by definition, we have that
⋃

e′2∈σ̂(e2)
Ve′2

2 = {u | u ∈ Eℓ(v′k, v), v ∈ V} such that

V ∈ LVΣ2JτK. As such, we also have that Ve′2
2 = {u | u ∈ Eℓ(v′k, v), ve

′
2 ∈ Ve′2} with

v
e′2
2 ∈ Ve′2 .

We now case on whether vk = v′k, i.e. whether the key used to encrypt the ciphertexts is
the same one being used to decrypt them:

vk = v′k

In this case, we have that all u ∈ Eℓ(vk, v), meaning D(vk, u) = v by the determinism
of decryption. Then, for each decryptℓ(e

′
1; e

′
2) ∈ σ̂(decryptℓ(e1; e2)), we have

νΣ′{e′1 ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ∗

1 ⊗K ↪→ vk}
νΣ′{e2 ∥ µ} ⇓ νΣ2{V

e′2
2 ∥ µ2} Ve′1,e

′
2 = {D(vk, u) | µ1(K) = vk, u

e′2 ∈ Ve′2
2 }

νΣ′{decryptℓ(e
′
1; e

′
2) ∥ µ} ⇓ νΣ1 ∪ Σ2{{Ok(v) | v ∈ Ve′1,e

′
2} ∥ µ1 ∪ µ2}

We would like to show that
⋃

decryptℓ(e
′
1;e

′
2)∈σ̂(decryptℓ(e1;e2))

{Ok(v) | v ∈ Ve′1,e
′
2} ∈

LVΣ1∪Σ2Jτ resultϵK. First, by Lemma 2, we have that each of the IH results are in
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Σ1 ∪ Σ2. Then, we have the following:⋃
decryptℓ(e

′
1;e

′
2)∈σ̂(decryptℓ(e1;e2))

{Ok(v) | v ∈ Ve′1,e
′
2}

=
⋃

e′1∈σ̂(e1)

⋃
e′2∈σ̂(e2)

{Ok(v) | v ∈ Ve′1,e
′
2}

= {Ok(v) | v ∈
⋃

e′1∈σ̂(e1)

⋃
e′2∈σ̂(e2)

Ve′1,e
′
2}

= {Ok(v) | v ∈
⋃

e′1∈σ̂(e1)

⋃
e′2∈σ̂(e2)

{D(vk, u) | µ1(K) = vk, u
e′2 ∈ Ve′2

2 }}

= {Ok(v) | v ∈
⋃

e′2∈σ̂(e2)

{D(vk, u) | µ1(K) = vk, u
e′2 ∈ Ve′2

2 }}

(
⋃

e′1∈σ̂(e1)
{key⟨K⟩} = {key⟨K⟩})

= {Ok(v) | v ∈ {D(vk, u) | µ1(K) = vk, u
e′2 ∈

⋃
e′2∈σ̂(e2)

Ve′2
2 }}

= {Ok(v) | v ∈ {D(vk, u) | µ1(K) = vk, u
e′2 ∈

⋃
e′2∈σ̂(e2)

Ve′2
2 }}

= {Ok(v) | v ∈
⋃

e′2∈σ̂(e2)

Ve′2}

Since
⋃

e′2∈σ̂(e2)
Ve′2 ∈ LVΣ1∪Σ2JτK, we have that the set {Ok(v) | v ∈

⋃
e′2∈σ̂(e2)

Ve′2} ∈
LVΣ1∪Σ2Jτ resultϵK.

µ(K) ̸= vk

In this case, we have that for all u ∈ Eℓ(v′k, v) for some mismatched key v′k, meaning
D(vk, u) = ⊥.
We apply the following dynamics rule for each decryptℓ(e

′
1; e

′
2) ∈ σ̂(decryptℓ(e1; e2)):

νΣ{e′1 ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}

νΣ′{e′2 ∥ µ} ⇓ νΣ2{V
e′2
2 ∥ µ2} (D(vk, u) = ⊥)

v
e′2
2 ∈V

e′2
2

νΣ{decryptℓ(e
′
1; e

′
2) ∥ µ} ⇓ νΣ1 ∪ Σ2{{Error}e

′
1,e

′
2 ∥ µ1 ∪ µ2}

Note that the union of each set {Error}e′1,e′2 is {Error}, which is in LVΣ1∪Σ2Jτ resultϵK.
• Case: T-KEY-GEN

T-KEY-GEN
kc ⊑ ℓ

Σ; Γ ⊢kc gen⟨ℓ⟩ : τ
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WTS: σ̂(gen⟨ℓ⟩) ∈ LΣ′JτK

By definition of substitution (up to alpha-equivalence), we have σ̂(gen⟨ℓ⟩) = {gen⟨ℓ⟩}.
Suppose we have µ : Σ′. We can then apply the following dynamics rule:

G(ℓ) = vk

νΣ′{gen⟨ℓ⟩ ∥ µ} ⇓ νΣ′, K ∼ ℓ{Ve′k ∥ µ⊗K ↪→ vk}

Since K ∼ ℓ ∈ Σ′, K ∼ ℓ, we have that {key⟨K⟩} ∈ LVΣ′,K∼ℓJkeyℓK.
We then get what we want to show from the IH.

• Case: T-KEY-ACCESS

WTS: σ̂(key⟨K⟩) ∈ LΣ′JkeyℓK

By definition of substitution, we have that σ̂(key⟨K⟩) = {key⟨K⟩}.
Suppose we have µ : Σ′. Note that since Σ′ ≤ Σ, K ∼ ℓ and µ : Σ′, it must be the case that
Σ′ = Σ∗, K ∼ ℓ and µ = µ∗ ⊗K ↪→ vk.
From the dynamics, we then have

νΣ∗, K ∼ ℓ{key⟨K⟩ ∥ µ∗ ⊗K ↪→ vk} ⇓ νΣ∗, K ∼ ℓ{{key⟨K⟩} ∥ µ∗ ⊗K ↪→ vk}

We then have {key⟨K⟩} ∈ LVΣ∗,K∼ℓJkeyℓK by definition.
• Case: T-SUB

T-SUB
Σ; Γ ⊢kc′ e : τ

′ kc ⊑ kc′ τ ′ ≤ τ

Σ; Γ ⊢kc e : τ

WTS: σ̂(e) ∈ LΣ′JτK

From the IH, we have that σ̂(e) ∈ LΣ′Jτ ′K.
Unfolding the definition of leaf-determinism, this means that

Since σ̂(e) ∈ LΣ′Jτ ′K,

∀e′ ∈ σ̂(e). νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′}

such that µ′ : Σ′′ and
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′Jτ ′K.

By Lemma 7, since
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′Jτ ′K, we have that all
⋃

e′∈σ̂(e) Ve′ ∈ LVΣ′′JτK,
which allows us to show that σ̂(e) ∈ LΣ′JτK.

• Omitted: nat, ok, err, resMatch
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A.2 Proof of Binary FTLR
Suppose we have Σ′,Σ′′ such that Σ′ ≤ Σ and Σ′′ ≤ Σ, and suppose we have σ, σ′ such that
σ :LD Γ;Σ′, σ′ :LD Γ;Σ′′, and

∀γ ∈ sing(σ), ∃γ′ ∈ sing(σ′). γ ≡ξ γ
′ : Γ; (Σ′ ⊎ Σ′′)

∀γ′ ∈ sing(σ′), ∃γ ∈ sing(σ). γ ≡ξ γ
′ : Γ; (Σ′ ⊎ Σ′′)

Suppose we have an arbitrary such (γ, γ′) such that γ ≡ξ γ
′ : Γ; Σ′ ⊎ Σ′′.

We proceed by rule induction on the typing judgment:
• Case: T-PROD

WTS: (γ̂⟨e1, e2⟩, γ̂′⟨e1, e2⟩) ∈ Eξ
Σ′,Σ′′Jτ1 × τ2K

By definition of substitution, we have that γ̂⟨e1, e2⟩ = ⟨γ̂(e1), γ̂(e2)⟩ and γ̂′⟨e1, e2⟩ =
⟨γ̂′(e1), γ̂′(e2)⟩.
From the premises, we have Γ;Σ ⊢kc e1 : τ1 and Γ;Σ ⊢kc e2 : τ2.

By the IH, we have that (γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′Jτ1K and (γ̂(e2), γ̂′(e2)) ∈ Eξ

Σ′,Σ′′Jτ2K.
Suppose we have µ, µ′ such that µ ≡ξ µ

′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-
tation, we have that

Since (γ̂(e1), γ̂′(e1)) ∈ Eξ
ΣJτ1K,

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

and
νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′

1{V′
1 ∥ µ′

1}

such that µ1 ≡ξ µ
′
1 : Σ1 ⊎ Σ′

1 and

∀v1 ∈ V1.∃v′1 ∈ V′
1 s.t. (v1, v′1) ∈ Vξ

Σ1,Σ′
1
Jτ1K

∀v′1 ∈ V′
1.∃v1 ∈ V1 s.t. (v1, v′1) ∈ Vξ

Σ1,Σ′
1
Jτ1K

Since (γ̂(e2), γ̂′(e2)) ∈ Eξ
ΣJτ2K,

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

and
νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′

2{V′
2 ∥ µ′

2}

such that µ2 ≡ξ µ
′
2 : Σ2 ⊎ Σ′

2 and

∀v2 ∈ V2.∃v′2 ∈ V′
2 s.t. (v2, v′2) ∈ Vξ

Σ2,Σ′
2
Jτ2K

∀v′2 ∈ V′
2.∃v2 ∈ V2 s.t. (v2, v′2) ∈ Vξ

Σ2,Σ′
2
Jτ2K
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By the set-lifted dynamics rules, we have

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1} νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
νΣ′{⟨γ̂(e1), γ̂(e2)⟩ ∥ µ} ⇓ νΣ1 ∪ Σ2{{⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} ∥ µ1 ∪ µ2}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′
1{V′

1 ∥ µ′
1} νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′

2{V′
2 ∥ µ′

2}
νΣ′′{⟨γ̂′(e1), γ̂′(e2)⟩ ∥ µ′} ⇓ νΣ′

1 ∪ Σ′
2{{⟨v′1, v′2⟩ | v′1 ∈ V′

1, v
′
2 ∈ V′

2} ∥ µ′
1 ∪ µ′

2}

Define

Vp1 = {⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2}, Vp2 = {⟨v′1, v′2⟩ | v′1 ∈ V′
1, v

′
2 ∈ V′

2}

First, observe the following:

1. ∀v1 ∈ V1,∃v′1 ∈ V′
1, (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
Jτ1K

2. ∀v′1 ∈ V′
1,∃v1 ∈ V1, (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
Jτ1K

3. ∀v2 ∈ V2,∃v′2 ∈ V′
2, (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
Jτ2K

4. ∀v′2 ∈ V′
2,∃v2 ∈ V2, (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
Jτ2K

By Lemma 16, since Σ1 ∪ Σ2 ≤ Σ1 and Σ1 ∪ Σ2 ≤ Σ1 (Lemma 21) and Observation
(1), we

∀v1 ∈ V1,∃v′1 ∈ V′
1, (v1, v

′
1) ∈ Vξ

Σ1∪Σ2,Σ′
1∪Σ′

2
Jτ1K

Similarly, via Lemma 16 and Observation (3), we have that

∀v2 ∈ V2,∃v′2 ∈ V′
2, (v2, v

′
2) ∈ Vξ

Σ1∪Σ2,Σ′
1∪Σ′

2
Jτ2K

With both of these assumptions, we have that

∀⟨v1, v2⟩ ∈ Vp1. ∃⟨v′1, v′2⟩ ∈ Vp2. (⟨v1, v2⟩, ⟨v′1, v′2⟩) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ1 × τ2K

Since for each ⟨v1, v2⟩, we can choose its corresponding v′1, v
′
2 such that (v1, v′1) ∈

Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ1K, and by the definition of the value intepretation at τ1 × τ2 we have

that (⟨v1, v2⟩, ⟨v′1, v′2⟩) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ1 × τ2K.

By the same reasoning as above, using Observations (2) and (4), we have

∀⟨v′1, v′2⟩ ∈ Vp2. ∃⟨v1, v2⟩ ∈ Vp1. (⟨v1, v2⟩, ⟨v′1, v′2⟩) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ1 × τ2K

Since we have µ1 ≡ξ µ
′
1 : Σ1 ⊎Σ′

1 and µ2 ≡ξ µ
′
2 : Σ2 ⊎Σ′

2, we have that (µ1 ∪ µ2) ≡ξ

(µ′
1 ∪ µ′

2) : (Σ1 ∪ Σ2) ⊎ (Σ′
1 ∪ Σ′

2) (Lemma 20).

Since we have all of the above, we have that (γ̂⟨e1, e2⟩, γ̂′⟨e1, e2⟩) ∈ Eξ
Σ′,Σ′′Jτ1 × τ2K.
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• Case: T-PROJ-I

WTS: (γ̂(e · i), γ̂′(e · i)) ∈ Eξ
Σ′,Σ′′JτiK for i ∈ {1, 2}

By definition of substitution, we have that γ̂(e · i) = γ̂(e) · i and γ̂′(e · i) = γ̂′(e) · i.
From the premise, we have Γ;Σ ⊢kc e : τ1 × τ2.

By the IH, we have that (γ̂(e), γ̂′(e)) ∈ Eξ
Σ′,Σ′′Jτ1 × τ2K.

Suppose we have µ, µ′ such that µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-

tation, we have that

Since (γ̂(e), γ̂′(e)) ∈ Eξ
ΣJτ1 × τ2K,

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}

and
νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}

such that µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and

∀v ∈ V.∃v′ ∈ V′ s.t. (v, v′) ∈ Vξ
Σ1,Σ2

Jτ1 × τ2K

∀v′ ∈ V′.∃v ∈ V s.t. (v, v′) ∈ Vξ
Σ1,Σ2

Jτ1 × τ2K

From the IH, unfolding the definition of the value interpretation at τ1 × τ2, we have

∀v ∈ V.∃v′ ∈ V′ s.t. v = ⟨v1, v2⟩, v′ = ⟨v′1, v′2⟩, (v1, v′1) ∈ Vξ
Σ1,Σ2

Jτ1K∧ (v2, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ2K

∀v′ ∈ V′.∃v ∈ V s.t. v = ⟨v1, v2⟩, v′ = ⟨v′1, v′2⟩, (v1, v′1) ∈ Vξ
Σ1,Σ2

Jτ1K∧ (v2, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ2K

Note that each element in V and V′ are of the form ⟨v1, v2⟩ and ⟨v′1, v′2⟩, respectively. Then,
by the set-lifted dynamics rules, we have

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}
νΣ′{γ̂(e) · i ∥ µ} ⇓ νΣ1{{vi | ⟨v1, v2⟩ ∈ V, i ∈ {1, 2}} ∥ µ1}

νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}
νΣ′′{γ̂′(e) · i ∥ µ} ⇓ νΣ2{{v′i | ⟨v′1, v′2⟩ ∈ V′, i ∈ {1, 2}} ∥ µ2}

Since we have ∀⟨v1, v2⟩, we separately have ∀v1 and ∀v2. For all such v1 and v2, there
exists a choice of ⟨v′1, v′2⟩, i.e. of two values v′1 and v′2, such that they are in their respective
value interpretations. Thus, we can split our assumptions into the following:

1. ∀v1 ∈ V1. ∃v′1 ∈ V′
1. (v1, v

′
1) ∈ Vξ

Σ1,Σ2
Jτ1K

2. ∀v′1 ∈ V′
1. ∃v1 ∈ V1. (v1, v

′
1) ∈ Vξ

Σ1,Σ2
Jτ1K

3. ∀v2 ∈ V2. ∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ2K

4. ∀v′2 ∈ V′
2, ∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ2K
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We also have µ1 ≡ξ µ2 : Σ1 ⊎ Σ2, and that (with the above) is sufficient to show (γ̂(e ·
i), γ̂′(e · i)) ∈ Eξ

Σ′,Σ′′JτiK.
• Case: T-INJ-I

WTS: (γ̂(i · e), γ̂′(i · e)) ∈ Eξ
ΣJ(τ1 + τ2)ℓK

By definition of substitution, we have that γ̂(i · e) = i · γ̂(e) and γ̂′(i · e) = i · γ̂′(e).
From the premise, we have Γ;Σ ⊢kc e : τi for i ∈ {1, 2}.

By the IH, we have that (γ̂(e), γ̂′(e)) ∈ Eξ
ΣJτiK.

Suppose we have µ, µ′ such that µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-

tation, we have that

Since (γ̂(e), γ̂′(e)) ∈ Eξ
ΣJτiK,

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}

and
νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}

such that µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and

∀v ∈ V.∃v′ ∈ V′ s.t. (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

∀v′ ∈ V′.∃v ∈ V s.t. (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

By the set-lifted dynamics, we have

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}
νΣ′{i · γ̂(e) ∥ µ} ⇓ νΣ1{{i · v | v ∈ V} ∥ µ1}

νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}
νΣ′′{i · γ̂′(e) ∥ µ′} ⇓ νΣ2{{i · v′ | v′ ∈ V′} ∥ µ2}

Define
Vs1 = {i · v | v ∈ V}
Vs2 = {i · v′ | v′ ∈ V′}

To show (γ̂(i · e), γ̂′(i · e)) ∈ Eξ
Σ′,Σ′′J(τ1 + τ2)ℓK, we must show that

νΣ′{i · γ̂(e) ∥ µ} ⇓ νΣ1{Vs1 ∥ µ1}

νΣ′′{i · γ̂′(e) ∥ µ′} ⇓ νΣ2{Vs2 ∥ µ2}
with µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and

∀v1 ∈ Vs1. ∃v2 ∈ Vs2 s.t. (v1, v2) ∈ Vξ
Σ1,Σ2

J(τ1 + τ2)ℓK

∀v2 ∈ Vs2. ∃v1 ∈ Vs1 s.t. (v1, v2) ∈ Vξ
Σ1,Σ2

J(τ1 + τ2)ℓK

We received µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 from the IH.
We proceed by casing on ℓ ⊑ ξ:
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Case: ℓ ⊑ ξ

To show (v, v′) ∈ Vξ
Σ1,Σ2

J(τ1 + τ2)ℓK, by the definition of the value interpretation for
labeled types, we must show that

(v, v′) ∈ Vξ
Σ1,Σ2

Jτ1 + τ2K

From the IH, we have

∀v ∈ V.∃v′ ∈ V′ s.t. (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

∀v′ ∈ V′.∃v ∈ V s.t. (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

Then, we have

∀v1 ∈ Vs1.∃v2 ∈ Vs2 s.t. v1 = i · v, v2 = i · v′, (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

∀v2 ∈ Vs2.∃v1 ∈ Vs1 s.t. v1 = i · v, v2 = i · v′, (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

since for all v, we can choose the corresponding v′ such that (v, v′) ∈ Vξ
Σ1,Σ2

JτiK (and
vice versa).
Then, by the definition of the value interpretation at type τ1 + τ2, we have

∀v1 ∈ Vs1.∃v2 ∈ Vs2 s.t. (v1, v2) ∈ Vξ
Σ1,Σ2

Jτ1 + τ2K

∀v2 ∈ Vs2.∃v1 ∈ Vs1 s.t. (v1, v2) ∈ Vξ
Σ1,Σ2

Jτ1 + τ2K

Case: ℓ��⊑ ξ

To show (v, v′) ∈ Vξ
Σ1,Σ2

J(τ1 + τ2)ℓK, by the definition of the value interpretation for
labeled types, we must show that

v ∈ Vξ
Σ1

Jτ1 + τ2K ∧ v′ ∈ Vξ
Σ2

Jτ1 + τ2K

From the IH, we have

∀v ∈ V.∃v′ ∈ V′ s.t. (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

∀v′ ∈ V′.∃v ∈ V s.t. (v, v′) ∈ Vξ
Σ1,Σ2

JτiK

By Lemma 11, we have that

∀v ∈ V. v ∈ Vξ
Σ1

JτiK

∀v′ ∈ V′. v′ ∈ Vξ
Σ2

JτiK

This gives us what we need to show that i ·v ∈ Vξ
Σ1

Jτ1+ τ2K and i ·v′ ∈ Vξ
Σ2

Jτ1+ τ2K,
and thus that i · v ∈ Vξ

Σ1
J(τ1 + τ2)ℓK and i · v′ ∈ Vξ

Σ2
J(τ1 + τ2)ℓK by the definition of

the unary value interpretation.
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• Case: T-CASE

T-CASE
Σ; Γ ⊢kc e : (τ1 + τ2)ℓ

Σ; Γ, x1 : τ1 ⊢kc⊔ℓ e1 : τ Σ; Γ, x2 : τ2 ⊢kc⊔ℓ e2 : τ ℓ ◁ τ

Σ; Γ ⊢kc case e {x1.e1 | x2.e2 } : τ

WTS: (γ̂(case e {x1.e1 | x2.e2 }), γ̂′(case e {x1.e1 | x2.e2 })) ∈ Eξ
Σ′,Σ′′JτK

By definition of substitution (upto alpha-equivalence on x1 and x2), we have γ̂(case e {x1.e1 |
x2.e2 }) = case γ̂(e) {x1.γ̂(e1) | x2.γ̂(e2) } and γ̂′(case e {x1.e1 | x2.e2 }) = case γ̂′(e) {x1.γ̂′(e1) |
x2.γ̂′(e2) }.
By IH, we have

(γ̂(e), γ̂′(e)) ∈ Eξ
Σ′,Σ′′J(τ1 + τ2)ℓK

∀Σ′
1,Σ

′′
1 s.t. Σ′

1 ≤ Σ and Σ′′
1 ≤ Σ,

∀σ1, σ
′
1 s.t. σ1 :LD Σ′

1, σ′
1 :LD Σ′′

1, and

∀γ1 ∈ sing(σ1), ∃γ′
1 ∈ sing(σ′

1). γ1 ≡ξ γ
′
1 : Γ, x1 : τ1; (Σ

′
1 ⊎ Σ′′

1)

∀γ′
1 ∈ sing(σ′

1), ∃γ1 ∈ sing(σ1). γ1 ≡ξ γ
′
1 : Γ, x1 : τ1; (Σ

′
1 ⊎ Σ′′

1)

∀ such (γ1, γ
′
1) ∈ sing(σ1)× sing(σ′

1). (γ̂1(e1), γ̂
′
1(e1)) ∈ Eξ

Σ′
1,Σ

′′
1
JτK

∀Σ′
2,Σ

′′
2 s.t. Σ′

2 ≤ Σ and Σ′′
2 ≤ Σ,

∀σ2, σ
′
2 s.t. σ2 :LD Σ′

2, σ′
2 :LD Σ′′

2, and

∀γ2 ∈ sing(σ2), γ
′
2sing(σ′

2). γ2 ≡ξ γ
′
2 : Γ, x2 : τ2; (Σ

′
2 ⊎ Σ′′

2)

∀γ′
2 ∈ sing(σ′

2), γ2 ∈ sing(σ2). γ2 ≡ξ γ
′
2 : Γ, x2 : τ2; (Σ

′
2 ⊎ Σ′′

2)

∀ such (γ2, γ
′
2) ∈ sing(σ2)× sing(σ′

2). (γ̂2(e2), γ̂
′
2(e2)) ∈ Eξ

Σ′
2,Σ

′′
2
JτK

Unfolding the term interpretations, we have

Since (γ̂(e), γ̂′(e)) ∈ Eξ
Σ′,Σ′′J(τ1 + τ2)ℓK,

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}

and
νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}

such that µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and

∀v ∈ V.∃v′ ∈ V′ s.t. (v, v′) ∈ Vξ
Σ1,Σ2

J(τ1 + τ2)ℓK

∀v′ ∈ V′.∃v ∈ V s.t. (v, v′) ∈ Vξ
Σ1,Σ2

J(τ1 + τ2)ℓK
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Since (γ̂1(e1), γ̂′
1(e1)) ∈ Eξ

Σ′
1,Σ

′′
1
JτK, if µ′

1 ≡ξ µ
′′
1 : Σ

′
1 ⊎ Σ′′

1, then

νΣ′
1{γ̂1(e1) ∥ µ′

1} ⇓ νΣ∗
1{V1 ∥ µ∗

1}

and
νΣ′′

1{γ̂′
1(e1) ∥ µ′′

1} ⇓ νΣ∗∗
1 {V′

1 ∥ µ∗∗
1 }

such that µ∗
1 ≡ξ µ

∗∗
1 : Σ∗

1 ⊎ Σ∗∗
1 and

∀v1 ∈ V1.∃v′1 ∈ V′
1 s.t. (v1, v′1) ∈ Vξ

Σ∗
1,Σ

∗∗
1

JτK

∀v′1 ∈ V′
1.∃v1 ∈ V1 s.t. (v1, v′1) ∈ Vξ

Σ∗
1,Σ

∗∗
1

JτK

Since (γ̂2(e2), γ̂′
2(e2)) ∈ Eξ

Σ′
2,Σ

′′
2
JτK, if µ′

2 ≡ξ µ
′′
2 : Σ

′
2 ⊎ Σ′′

2, then

νΣ′
2{γ̂2(e2) ∥ µ′

2} ⇓ νΣ∗
2{V2 ∥ µ∗

2}

and
νΣ′′

2{γ̂′
2(e2) ∥ µ′′

2} ⇓ νΣ∗∗
2 {V′

2 ∥ µ∗
2}

such that µ∗
2 ≡ξ µ

∗
2 : Σ

∗
2 ⊎ Σ∗∗

2 and

∀v2 ∈ V2.∃v′2 ∈ V′
2 s.t. (v2, v′2) ∈ Vξ

Σ∗
2,Σ

∗∗
2

JτK

∀v′2 ∈ V′
2.∃v2 ∈ V2 s.t. (v2, v′2) ∈ Vξ

Σ∗
2,Σ

∗∗
2

JτK

With the above, by Corollary 3 and Lemma 23, we have that νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}
such that V ∈ LVΣ1J(τ1 + τ2)ℓK, and that νΣ′′{γ̂′(e) ∥ µ} ⇓ νΣ2{V′ ∥ µ2} such that
V ∈ LVΣ2J(τ1 + τ2)ℓK.
Since V ∈ LVΣ1J(τ1 + τ2)ℓK and V′ ∈ LVΣ1J(τ1 + τ2)ℓK, by the definition of leaf-determinism,
we have that

Either V = {1 · vi1 | vi1 ∈ Vi1} for Vi1 ∈ LVΣ1Jτ1K or V = {2 · vi2 | vi2 ∈ Vi2} for
Vi2 ∈ LVΣ1Jτ2K
Either V′ = {1 · v′i1 | v′i1 ∈ V′

i1} for V′
i1 ∈ LVΣ2Jτ1K or V′ = {2 · v′i2 | v′i2 ∈ V′

i2} for
V′

i2 ∈ LVΣ2Jτ2K
We proceed by casing on whether ℓ ⊑ ξ:

ℓ ⊑ ξ

This means that, according to the IH, we have that for each double contained pair in V
and V′, (v, v′) ∈ Vξ

Σ1,Σ2
Jτ1 + τ2K. By the definition of the binary value interpretation,

either both v = 1 · vi1 and v = 1 · v′i1, or both v = 2 · vi2 and v = 2 · v′i2, which
eliminates two cases from consideration in the leaf-determinism result.
We now proceed by casing on the remaining two cases:
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− All left injections
We begin by observing that since Σ1 ≤ Σ and Σ2 ≤ Σ (Lemma 24).
Consider the extensions σ[x1 7→ Vi1] and σ′[x1 7→ V′

i1]. First, observe that
σ[x1 7→ Vi1] :LD Γ, x1 : τ1; Σ1 and σ′[x1 7→ V′

i1] :LD Γ, x1 : τ1; Σ2, since the sets
are leaf-deterministic at the given signatures (and the rest follow by Lemma 18).
Also, note that by definition of sing, we have that

sing(σ[x1 7→ Vi1]) = {γ[x 7→ vi1] | γ ∈ sing(σ), vi1 ∈ Vi1}

sing(σ′[x1 7→ V′
i1]) = {γ′[x 7→ v′i1] | γ′ ∈ sing(σ′), v′i1 ∈ V′

i1}

Observe that ∀γ[x1 7→ vi1] ∈ sing(σ[x1 7→ Vi1]), ∃γ′
1[x1 7→ v′i1] ∈ sing(σ′[x1 7→

V′
i1]), γ[x1 7→ vi1] ≡ξ γ′[x1 7→ v′i1] : Γ, x1 : τ1; (Σ1 ⊎ Σ2) (and similarly for

∀γ′[x1 7→ v′i1], ∃γ[x1 7→ vi1]) for all 1 ·vi1 ∈ V and 1 ·v′i1 ∈ V′, since we already
have γ ≡ξ γ

′ : Γ; (Σ′⊎Σ′′) (which we can extend to Σ1⊎Σ2 by Lemma 18), and
the IH result gives us the ∀∃ pairings for each vi1 and v′i1.
Thus, with the IH result on the e1 branch, we have the following steppings:

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}
(νΣ1{ ̂γ[x1 7→ vi1](e1) ∥ µ1} ⇓ νΣ∗

1{Vv
1 ∥ µ∗

1})∀v∈V,v=1·vi1

νΣ′{case γ̂(e) {x1.γ̂(e1) | x2.γ̂(e2) } ∥ µ} ⇓ νΣ∗
1{

⋃
v∈V

Vv
1 ∥ µ∗

1}

νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}
(νΣ2{ ̂γ′[x1 7→ v′i1](e1) ∥ µ2} ⇓ νΣ∗∗

1 {V′v′
1 ∥ µ∗∗

1 })∀v′∈V′,v′=1·v′i1

νΣ′′{case γ̂′(e) {x1.γ̂′(e1) | x2.γ̂′(e2) } ∥ µ′} ⇓ νΣ∗∗
1 {

⋃
v′∈V′

V′v′
1 ∥ µ∗∗

1 }

Since we have the IH result for each individual Vv
1s and V′v′

1 s, we also get that we
have the result for all the unioned ones, as we can still match up all the original
elements together in the joined sets.
Thus, we have that the results of evaluation are in value interpretations Vξ

Σ∗
1,Σ

∗∗
1

JτK,
and we have µ∗

1 ≡ξ µ∗∗
1 : Σ∗

1 ⊎ Σ∗∗
1 from the IH. Given all of this, we have that

the expressions are in Eξ
Σ′,Σ′′JτK.

− All right injections
This case is symmetric to the previous.

ℓ��⊑ ξ

First, observe that if ℓ��⊑ ξ, then kc ⊔ ℓ��⊑ ξ (Lemma 25). Then, by the Lemma 13,
since ℓ ◁ τ and ℓ ��⊑ ξ, it is sufficient to show that γ̂(case e {x1.e1 | x2.e2 }) ∈
Eξ
Σ′JτK[kc ⊔ ℓ] and γ̂′(case e {x1.e1 | x2.e2 }) ∈ Eξ

Σ′′JτK[kc ⊔ ℓ].
Since γ ≡ξ γ′ : Σ′ ⊎ Σ′′, we also have that γ : Σ′ and γ′ : Σ′′. The proof goal then
follows immediately from the Theorem 3.
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• Case: T-LAM

WTS: (γ̂(λ(x : τ1.e)), γ̂′(λ(x : τ1.e))) ∈ Eξ
ΣJτ1

ℓk−→ τ2K

By definition of substitution (upto alpha-equivalence on x), we have γ̂(λ(x : τ1.e)) =

λ(x : τ1.γ̂(e)) and γ̂′(λ(x : τ1.e)) = λ(x : τ1.γ̂(e)).
From the premise, we have Σ; Γ, x : τ1 ⊢ℓk

e : τ2.
By the IH, we have for all Σ1,Σ2 such that Σ1 ≤ Σ and Σ2 ≤ Σ, ∀σ1, σ2 s.t. σ1 :LD Σ1,
σ2 :LD Σ2, and

∀γ1 ∈ sing(σ1), γ2 ∈ sing(σ2). γ1 ≡ξ γ2 : Γ, x : τ1; (Σ1 ⊎ Σ2)

∀γ2 ∈ sing(σ2), γ1 ∈ sing(σ1). γ1 ≡ξ γ2 : Γ, x : τ1; (Σ1 ⊎ Σ2)

∀ such (γ1, γ2) ∈ sing(σ1)× sing(σ2). (γ̂1(e), γ̂2(e)) ∈ Eξ
Σ1,Σ2

Jτ2K.
By the dynamics, we have

νΣ′{λ(x : τ1.γ̂(e)) ∥ µ} ⇓ νΣ′{{λ(x : τ1.γ̂(e))} ∥ µ}

νΣ′′{λ(x : τ1.γ̂′(e)) ∥ µ′} ⇓ νΣ′′{{λ(x : τ1.γ̂′(e))} ∥ µ′}

To show this case, it is sufficient to show that (λ(x:τ1.γ̂(e)), λ(x:τ1.γ̂(e))) ∈ Vξ
Σ′,Σ′′Jτ1

ℓk−→
τ2K.
Suppose we have some Σ1,Σ2 such that Σ1 ≤ Σ′ and Σ2 ≤ Σ′′ and sets V1,V2 such that
V1 ∈ LVΣ1Jτ1K, V2 ∈ LVΣ2Jτ2K, and ∀v1 ∈ V1, ∃v2 ∈ V2. (v1, v2) ∈ Vξ

Σ1,Σ2
Jτ1K and

∀v2 ∈ V2, ∃v1 ∈ V1. (v1, v2) ∈ Vξ
Σ1,Σ2

Jτ1K. First, observe that σ[x 7→ V1] :LD Σ1 and
σ′[x 7→ V2] :LD Σ2 from all assumptions. Then, note that γ[x 7→ v1] ≡ξ γ

′[x 7→ v2] : Γ, x :
τ1; (Σ1 ⊎ Σ2), since there exist pairs (v1, v2) are in the value interpretation at Σ1 ⊎ Σ2 for
all v1 ∈ V1 and v2 ∈ V2, and the existing values can be extended to the future signature
via Lemma 18.
By definition, ̂γ[x 7→ v1](e) = [v1/x]γ̂(e) and ̂γ′[x 7→ v2](e) = [v2/x]γ̂′(e), meaning we
have that ( ̂γ[x 7→ v1](e), ̂γ′[x 7→ v2](e)) ∈ Eξ

Σ1,Σ2
Jτ2K by the IH.

We must also show that λ(x:τ1.γ̂(e)) ∈ Vξ
Σ′Jτ1

ℓk−→ τ2K and λ(x:τ1.γ̂′(e)) ∈ Vξ
Σ′′Jτ1

ℓk−→ τ2K.
Note that since γ ≡ξ γ′ : Σ′ ⊎ Σ′′, we have that γ : Σ′ and γ′ : Σ′′ by Lemma 29. As

such, we can apply the Theorem 3 to obtain that γ̂(λ(x : τ1.e)) ∈ EΣ′Jτ1
ℓk−→ τ2K[kc] and

γ̂′(λ(x : τ1.e)) ∈ EΣ′′Jτ1
ℓk−→ τ2K[kc].

Since we have µ ≡ξ µ′ : Σ′ ⊎ Σ′′, we also have µ : Σ′ and µ′ : Σ′′. Unfolding the term
interpretations (and excluding any irrelevant parts), we have that

If µ : Σ′, then
νΣ′{λ(x : τ1.γ̂(e)) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}
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such that µ1 : Σ1 and
∀v1 ∈ V1. v1 ∈ Vξ

Σ1
Jτ1

ℓk−→ τ2K

If µ′ : Σ′′, then
νΣ′′{λ(x : τ1.γ̂′(e)) ∥ µ′} ⇓ νΣ2{V2 ∥ µ2}

such that µ2 : Σ2 and
∀v2 ∈ V2. v2 ∈ Vξ

Σ2
Jτ1

ℓk−→ τ2K

By rule induction on the stepping judgments, the only non-vacuous case is that where

V1 = {λ(x : τ1.γ̂(e))} and V2 = {λ(x : τ1.γ̂′(e))}

as well as Σ1 = Σ′ and Σ2 = Σ′′. This means that we have λ(x : τ1.γ̂(e)) ∈ Vξ
Σ′Jτ1

ℓk−→ τ2K
and λ(x : τ1.γ̂′(e)) ∈ Vξ

Σ′′Jτ1
ℓk−→ τ2K, which is what we want to show.

• Case: T-APP

T-APP

Σ; Γ ⊢kc e1 : τ1
ℓk−→ τ2 Σ; Γ ⊢kc e2 : τ1 kc ⊑ ℓk

Σ; Γ ⊢kc e1(e2) : τ2

WTS: (γ̂(e1(e2)), γ̂′(e1(e2))) ∈ Eξ
Σ′,Σ′′Jτ2K

By definition of substitution, we have γ̂(e1(e2)) = γ̂(e1)(γ̂(e2)) and γ̂′(e1(e2)) = γ̂′(e1)(γ̂′(e2)).

By the IH, we have that (γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′Jτ1

ℓk−→ τ2K and (γ̂(e2), γ̂′(e2)) ∈ Eξ
Σ′,Σ′′Jτ1K.

Suppose we have µ, µ′ such that µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-

tation, we have that

Since (γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′Jτ1

ℓk−→ τ2K,

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

and
νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′

1{V′
1 ∥ µ′

1}

such that µ1 ≡ξ µ
′
1 : Σ1 ⊎ Σ′

1 and

∀v1 ∈ V1.∃v′1 ∈ V′
1 s.t. (v1, v′1) ∈ Vξ

Σ1,Σ′
1
Jτ1

ℓk−→ τ2K

∀v′1 ∈ V′
1.∃v1 ∈ V1 s.t. (v1, v′1) ∈ Vξ

Σ1,Σ′
1
Jτ1

ℓk−→ τ2K

Since (γ̂(e2), γ̂′(e2)) ∈ Eξ
ΣJτ1K,

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
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and
νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′

2{V′
2 ∥ µ′

2}
such that µ2 ≡ξ µ

′
2 : Σ2 ⊎ Σ′

2 and

∀v2 ∈ V2.∃v′2 ∈ V′
2 s.t. (v2, v′2) ∈ Vξ

Σ2,Σ′
2
Jτ1K

∀v′2 ∈ V′
2.∃v2 ∈ V2 s.t. (v2, v′2) ∈ Vξ

Σ2,Σ′
2
Jτ1K

From the IH, we have that

∀v1 ∈ V1.∃v′1 ∈ V′
1 s.t. (v1, v′1) ∈ Vξ

Σ1,Σ′
1
Jτ1

ℓk−→ τ2K

∀v′1 ∈ V′
1.∃v1 ∈ V1 s.t. (v1, v′1) ∈ Vξ

Σ1,Σ′
1
Jτ1

ℓk−→ τ2K

Unfolding the definition, this means that for all Σ∗
1,Σ

∗∗
1 such that Σ∗

1 ≤ Σ1 and Σ∗∗
1 ≤ Σ′

1

and for all Vi ∈ LVΣ∗
1
Jτ1K, V′

i ∈ LVΣ∗∗
1

Jτ1K with ∀(vi, v′i) ∈ Vi×V′
i, (vi, v

′
i) ∈ Vξ

Σ∗
1,Σ

∗∗
1

Jτ1K,

we have that ([vi/x]e1, [v′i/x]e
′
1) ∈ Eξ

Σ∗
1,Σ

∗∗
1

Jτ2K for v1 = λ(x : τ1.e) and v′1 = λ(x : τ1.e
′
1).

Observe that this requires all elements in V1 and V′
1 to be lambdas.

From the IH, we also have

∀v2 ∈ V2.∃v′2 ∈ V′
2 s.t. (v2, v′2) ∈ Vξ

Σ2,Σ′
2
Jτ1K

∀v′2 ∈ V′
2.∃v2 ∈ V2 s.t. (v2, v′2) ∈ Vξ

Σ2,Σ′
2
Jτ1K

By Corollary 3 and Lemma 23, we have that V2 ∈ LVΣ2Jτ1K and LVΣ′
2
Jτ1K.

By Lemma 16, we have that they are all in Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ1K, since Σ1 ∪ Σ2 ≤ Σ2 and

Σ′
1 ∪ Σ′

2 ≤ Σ′
2. We also have that Σ1 ∪ Σ2 ≤ Σ1 and Σ′

1 ∪ Σ′
2 ≤ Σ′

1, which means that,
for each pair (v1, v2) ∈ V1 × V2 and (v′1, v

′
2) ∈ V′

1 × V′
2, we have

∀v1, v2. ∃v′1, v′2. ([v2/x]e1, [v′2/x]e′1) ∈ Eξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ2K with v1 = λ(x:τ1.e1), v

′
1 = λ(x:τ1.e

′
1)

∀v′1, v′2. ∃v1, v2. ([v2/x]e1, [v′2/x]e′1) ∈ Eξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ2K with v1 = λ(x:τ1.e1), v

′
1 = λ(x:τ1.e

′
1)

(for each v1, v2, we chose the corresponding v′1 and v′2 which is in the binary value inter-
pretation, and vice versa).
From the IHs and Lemma 20, we have that µ1 ∪ µ2 ≡ξ µ

′
1 ∪ µ′

2 : (Σ1 ∪ Σ2) ⊎ (Σ′
1 ∪ Σ′

2).
Unfolding the definition of the term interpretation, we have that

Since ([v2/x]e1, [v
′
2/x]e

′
1) ∈ Eξ

Σ1∪Σ2.Σ′
1∪Σ′

2
Jτ2K,

νΣ1 ∪ Σ2{[v2/x]e1 ∥ µ1 ∪ µ2} ⇓ νΣ∗{V ∥ µ∗}

νΣ′
1 ∪ Σ′

2{[v′2/x]e′1 ∥ µ′
1 ∪ µ′

2} ⇓ νΣ∗∗{V ∥ µ∗∗}
such that µ∗ ≡ξ µ

∗∗ : Σ∗ ⊎ Σ∗∗ and

∀v ∈ V. ∃v′ ∈ V′. (v, v′) ∈ Vξ
Σ∗,Σ∗∗Jτ2K

∀v′ ∈ V′. ∃v ∈ V. (v, v′) ∈ Vξ
Σ∗,Σ∗∗Jτ2K
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Given all of these, we are able to apply the following set-lifted dynamics rules:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1} νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
(νΣ1 ∪ Σ2{[v2/x]e1 ∥ µ1 ∪ µ2} ⇓ νΣ∗{Vv1,v2 ∥ µ∗})v1=λ(x:τ1.e1)

νΣ′{γ̂(e1)(γ̂(e2)) ∥ µ} ⇓ νΣ∗{
⋃

(v1,v2)∈V1×V2

Vv1,v2 ∥ µ∗}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′
1{V′

1 ∥ µ′
1} νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′

2{V′
2 ∥ µ′

2}
(νΣ′

1 ∪ Σ′
2{[v′2/x]e′1 ∥ µ′

1 ∪ µ′
2} ⇓ νΣ∗∗{Vv′1,v

′
2 ∥ µ∗∗})v′1=λ(x:τ1.e′1)

νΣ′′{γ̂′(e1)(γ̂′(e2)) ∥ µ} ⇓ νΣ∗∗{
⋃

(v′1,v
′
2)∈V′

1×V′
2

Vv′1,v
′
2 ∥ µ∗∗}

Ultimately, what we need to show is that ∀v ∈
⋃

(v1,v2)∈V1×V2
Vv1,v2 .∃v′ ∈

⋃
(v′1,v

′
2)∈V′

1×V′
2
Vv′1,v

′
2 . (v, v′) ∈

Vξ
Σ∗,Σ∗∗Jτ2K. Note that the sets Vv1,v2 and Vv′1,v

′
2 are exactly the sets V and V′ (respectively)

that we got from unfolding the term interpretation on ([v2/x]e1, [v
′
2/x]e

′
1), so this holds

immediately, and continues to hold when we take the union of each of these sets, since we
can still match up the original pairs in the new joint sets.

• Case: T-ENC-MOBILE

ENC-MOBILE
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : τ τ ◀ ℓ

Σ; Γ ⊢kc encryptℓ(e1; e2) : (encℓ τ)⊥

WTS: (γ̂(encryptℓ(e1; e2)), γ̂′(encryptℓ(e1; e2))) ∈ Eξ
Σ′,Σ′′J(encℓ τ)⊥K

By definition of substitution, we have γ̂(encryptℓ(e1; e2)) = encryptℓ(γ̂(e1); γ̂(e2))
and γ̂′(encryptℓ(e1; e2)) = encryptℓ(γ̂′(e1); γ̂′(e2)).
By IH, we have

(γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′JkeyℓK

(γ̂(e2), γ̂′(e2)) ∈ Eξ
Σ′,Σ′′JτK

Suppose we have µ, µ′ such that µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-

tation, we have that

Since (γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′JkeyℓK,

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′
1{V′

1 ∥ µ′
1}

such that µ1 ≡ξ µ
′
1 : Σ1 ⊎ Σ′

1 and

∀v1 ∈ V1. ∃v′1 ∈ V′
1. (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
JkeyℓK

∀v′1 ∈ V′
1. ∃v1 ∈ V1. (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
JkeyℓK
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Since (γ̂(e2), γ̂′(e2)) ∈ Eξ
ΣJτK,

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′
2{V′

2 ∥ µ′
2}

such that µ2 ≡ξ µ
′
2 : Σ2 ⊎ Σ′

2 and

∀v2 ∈ V2. ∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
JτK

∀v′2 ∈ V′
2. ∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
JτK

With the above, by Corollary 3 and Lemma 23, we have that νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}
such that V1 ∈ LVΣ1JkeyℓK, and we have that νΣ′′{γ̂′(e1) ∥ µ} ⇓ νΣ′

1{V′
1 ∥ µ′

1} such
that V′

1 ∈ LVΣ′
1
JkeyℓK.

Unfolding the definition of leaf-determinism, this means that V1 = {key⟨K⟩} and V′
1 =

{key⟨K ′⟩} for some K ∼ ℓ ∈ Σ1, K
′ ∼ ℓ ∈ Σ′

1. From the IH result, this must mean that
(key⟨K⟩,key⟨K ′⟩) ∈ Vξ

Σ1,Σ′
1
JkeyℓK.

Since K ∼ ℓ ∈ Σ1 and K ′ ∼ ℓ ∈ Σ′
1, then the signatures must be of the form Σ1 =

Σ∗
1, K ∼ ℓ and Σ′

1 = Σ′∗
1 , K

′ ∼ ℓ. Additionally, since we have µ1 ≡ξ µ′
1 : Σ1 ⊎ Σ′

1, by
definition, it must be the case that µ1 = µ∗

1 ⊗K ↪→ vk and µ′
1 = µ′∗

1 ⊗K ′ ↪→ v′k.
With all of that, we can then apply the following set-lifted dynamics rule, after defining
the set U in the required manner:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ∗

1 ⊗K ↪→ vk}
νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2} U = {u | v ∈ V2, u ∈ Eℓ(vk, v)}

νΣ′{encryptℓ(γ̂(e1); γ̂(e2)) ∥ µ} ⇓ νΣ1 ∪ Σ2{U ∥ µ1 ∪ µ2}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′∗
1 , K

′ ∼ ℓ{{key⟨K ′⟩} ∥ µ′∗
1 ⊗K ′ ↪→ v′k}

νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′
2{V′

2 ∥ µ′
2} U′ = {u′ | v′ ∈ V′

2, u
′ ∈ Eℓ(v′k, v′)}

νΣ′′{encryptℓ(γ̂′(e1); γ̂′(e2)) ∥ µ′} ⇓ νΣ′
1 ∪ Σ′

2{U′ ∥ µ′
1 ∪ µ′

2}

Since the label of (encℓ τ)⊥ is ⊥ (and thus it must be that ⊥ ⊑ ξ), it is sufficient to show
that

∀u ∈ U. ∃u′ ∈ U′. (u, u′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jencℓ τK

∀u′ ∈ U′. ∃u ∈ U. (u, u′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jencℓ τK

First, we need to show that ∃v, vk. v = D(vk, u) and ∃v′, v′k. v′ = D(v′k, u
′). By set

construction, we know that each u ∈ U is the product of Eℓ(vk, v) for v ∈ V2, and similarly
we know that each u′ ∈ U′ is the product of Eℓ(v′k, v′), so we can take v, vk and v′, v′k to be
such values by the definition of the encryption scheme (decryption is deterministic).
We proceed by casing on whether ℓ ⊑ ξ:

61



ℓ ⊑ ξ:

This means that we must show that vk = v′k and (v, v′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
JτK.

For the first proof goal, since ℓ ⊑ ξ and (key⟨K⟩,key⟨K ′⟩) ∈ Vξ
Σ1,Σ′

1
JkeyℓK, we

have that K = K ′. Since we also have that µ1 ≡ξ µ′
1 : Σ1 ⊎ Σ′

1, we have that
µ1(K) = µ′

1(K
′), meaning that the corresponding values vk and v′k are equal.

For the second proof goal, we have from the IH that each double contained pair of val-
ues (v, v′) is in Vξ

Σ2,Σ′
2
JτK. By Lemma 16, we have that they are in Vξ

Σ1∪Σ2,Σ′
1∪Σ′

2
JτK.

ℓ��⊑ ξ:

This means that we must show that each v ∈ Vξ
Σ1∪Σ2

JτK, v′ ∈ Vξ
Σ′

1∪Σ′
2
JτK, and u

.
= u′.

For the first two proof goals, we have from the IH that each double contained pair of
values (v, v′) is in Vξ

Σ2,Σ′
2
JτK. By Lemma 16, we have that they are in Vξ

Σ1∪Σ2,Σ′
1∪Σ′

2
JτK,

and by Lemma 11, we have that individually v ∈ Vξ
Σ1∪Σ2

JτK and v′ ∈ Vξ
Σ′

1∪Σ′
2
JτK.

By Equation 1 in Definition 3, we have that for each u ∈ Eℓ(vk, v), there exists u′ ∈
Eℓ(v′k, v′) such that u .

= u′. Thus, when showing that ∀u ∈ U. ∃u′ ∈ U′. (u, u′) ∈
Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jencℓ τK, we choose the u′ for each u that satisfies the above property,

giving us that u .
= u′ (and vice versa).

• Case: T-ENC-STATIC

T-ENC-STATIC
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : τ τ ◀ ℓ′ ℓ′ ��⊑ ℓ

Σ; Γ ⊢kc encryptℓ(e1; e2) : (encℓ τ)ℓ′

WTS: (γ̂(encryptℓ(e1; e2)), γ̂′(encryptℓ(e1; e2))) ∈ Eξ
Σ′,Σ′′J(encℓ τ)ℓ′K

By definition of substitution, we have γ̂(encryptℓ(e1; e2)) = encryptℓ(γ̂(e1); γ̂(e2))
and γ̂′(encryptℓ(e1; e2)) = encryptℓ(γ̂′(e1); γ̂′(e2)).
By IH, we have

(γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′JkeyℓK

(γ̂(e2), γ̂′(e2)) ∈ Eξ
Σ′,Σ′′JτK

Suppose we have µ, µ′ such that µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-

tation, we have that

Since (γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′JkeyℓK,

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′
1{V′

1 ∥ µ′
1}

such that µ1 ≡ξ µ
′
1 : Σ1 ⊎ Σ′

1 and

∀v1 ∈ V1. ∃v′1 ∈ V′
1. (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
JkeyℓK
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∀v′1 ∈ V′
1. ∃v1 ∈ V1. (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
JkeyℓK

Since (γ̂(e2), γ̂′(e2)) ∈ Eξ
ΣJτK,

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′
2{V′

2 ∥ µ′
2}

such that µ2 ≡ξ µ
′
2 : Σ2 ⊎ Σ′

2 and

∀v2 ∈ V2. ∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
JτK

∀v′2 ∈ V′
2. ∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
JτK

With the above, by Corollary 3 and Lemma 23, we have that νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}
such that V1 ∈ LVΣ1JkeyℓK, and we have that νΣ′′{γ̂′(e1) ∥ µ} ⇓ νΣ′

1{V′
1 ∥ µ′

1} such
that V′

1 ∈ LVΣ′
1
JkeyℓK.

Unfolding the definition of leaf-determinism, this means that V1 = {key⟨K⟩} and V′
1 =

{key⟨K ′⟩} for some K ∼ ℓ ∈ Σ1, K
′ ∼ ℓ ∈ Σ′

1. From the IH result, this must mean that
(key⟨K⟩,key⟨K ′⟩) ∈ Vξ

Σ1,Σ′
1
JkeyℓK.

Since K ∼ ℓ ∈ Σ1 and K ′ ∼ ℓ ∈ Σ′
1, then the signatures must be of the form Σ1 =

Σ∗
1, K ∼ ℓ and Σ′

1 = Σ′∗
1 , K

′ ∼ ℓ. Additionally, since we have µ1 ≡ξ µ′
1 : Σ1 ⊎ Σ′

1, by
definition, it must be the case that µ1 = µ∗

1 ⊗K ↪→ vk and µ′
1 = µ′∗

1 ⊗K ′ ↪→ v′k.
With all of that, we can then apply the following set-lifted dynamics rule, after defining
the set U in the required manner:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ∗

1 ⊗K ↪→ vk}
νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2} U = {u | v ∈ V2, u ∈ Eℓ(vk, v)}

νΣ′{encryptℓ(γ̂(e1); γ̂(e2)) ∥ µ} ⇓ νΣ1 ∪ Σ2{U ∥ µ1 ∪ µ2}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′∗
1 , K

′ ∼ ℓ{{key⟨K ′⟩} ∥ µ′∗
1 ⊗K ′ ↪→ v′k}

νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′
2{V′

2 ∥ µ′
2} U′ = {u′ | v′ ∈ V′

2, u
′ ∈ Eℓ(v′k, v′)}

νΣ′′{encryptℓ(γ̂′(e1); γ̂′(e2)) ∥ µ} ⇓ νΣ′
1 ∪ Σ′

2{U′ ∥ µ′
1 ∪ µ′

2}

We proceed by casing on whether ℓ′ ⊑ ξ:

ℓ′ ⊑ ξ:

In this case, we must show that

∀u ∈ U. ∃u′ ∈ U′. (u, u′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jencℓ τK

∀u′ ∈ U′. ∃u ∈ U. (u, u′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jencℓ τK

First, we need to show that ∃v, vk. v = D(vk, u) and ∃v′, v′k. v′ = D(v′k, u
′). By set

construction, we know that each u ∈ U is the product of Eℓ(vk, v) for v ∈ V2, and
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similarly we know that each u′ ∈ U′ is the product of Eℓ(v′k, v′), so we can take v, vk
and v′, v′k to be such values by the definition of the encryption scheme (decryption is
deterministic)..
We proceed by casing on whether ℓ ⊑ ξ:

− ℓ ⊑ ξ:

This means that we must show that vk = v′k and (v, v′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
JτK.

For the first proof goal, since ℓ ⊑ ξ and (key⟨K⟩,key⟨K ′⟩) ∈ Vξ
Σ1,Σ′

1
JkeyℓK,

we have that K = K ′. Since we also have that µ1 ≡ξ µ
′
1 : Σ1 ⊎ Σ′

1, we have that
µ1(K) = µ′

1(K
′), meaning that the corresponding values vk and v′k are equal.

For the second proof goal, we have from the IH that each double contained
pair of values (v, v′) is in Vξ

Σ2,Σ′
2
JτK. By Lemma 16, we have that they are in

Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
JτK.

− ℓ��⊑ ξ:

This means that we must show that each v ∈ Vξ
Σ1∪Σ2

JτK, v′ ∈ Vξ
Σ′

1∪Σ′
2
JτK, and

u
.
= u′.

For the first two proof goals, we have from the IH that each double contained
pair of values (v, v′) is in Vξ

Σ2,Σ′
2
JτK. By Lemma 16, we have that they are in

Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
JτK, and by Lemma 11, we have that individually v ∈ Vξ

Σ1∪Σ2
JτK

and v′ ∈ Vξ
Σ′

1∪Σ′
2
JτK.

By Equation 1 in Definition 3, we have that for each u ∈ Eℓ(vk, v), there exists
u′ ∈ Eℓ(v′k, v′) such that u .

= u′. Thus, when showing that ∀u ∈ U. ∃u′ ∈
U′. (u, u′) ∈ Vξ

Σ1∪Σ2,Σ′
1∪Σ′

2
Jencℓ τK, we choose the u′ for each u that satisfies

the above property, giving us that u .
= u′ (and vice versa).

ℓ′ ��⊑ ξ:

In this case, it’s sufficient to show

∀u ∈ U. u ∈ Vξ
Σ1∪Σ2

Jencℓ τK

∀u′ ∈ U′. u′ ∈ Vξ
Σ′

1∪Σ′
2
Jencℓ τK

The only obligation left to show for this is that v ∈ Vξ
Σ1∪Σ2

JτK and v′ ∈ Vξ
Σ′

1∪Σ′
2
JτK,

which follows from the IH (to get that they are binary-related), Lemma 11, and
Lemma 15.

• Case: T-DEC

T-DEC
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : (encℓ τ)ϵ

Σ; Γ ⊢kc decryptℓ(e1; e2) : τ resultϵ
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WTS: (γ̂(decryptℓ(e1; e2)), γ̂′(decryptℓ(e1; e2))) ∈ Eξ
Σ′,Σ′′Jτ resultϵK

By definition of substitution, we have γ̂(decryptℓ(e1; e2)) = decryptℓ(γ̂(e1); γ̂(e2))
and γ̂′(decryptℓ(e1; e2)) = decryptℓ(γ̂′(e1); γ̂′(e2)).
By IH, we have

(γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′JkeyℓK

(γ̂(e2), γ̂′(e2)) ∈ Eξ
Σ′,Σ′′J(encℓ τ)ϵK

Suppose we have µ, µ′ such that µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. By the definition of the term interpre-

tation, we have that

Since (γ̂(e1), γ̂′(e1)) ∈ Eξ
Σ′,Σ′′JkeyℓK,

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′
1{V′

1 ∥ µ′
1}

such that µ1 ≡ξ µ
′
1 : Σ1 ⊎ Σ′

1 and

∀v1 ∈ V1. ∃v′1 ∈ V′
1. (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
JkeyℓK

∀v′1 ∈ V′
1. ∃v1 ∈ V1. (v1, v

′
1) ∈ Vξ

Σ1,Σ′
1
JkeyℓK

Since (γ̂(e2), γ̂′(e2)) ∈ Eξ
Σ′,Σ′′J(encℓ τ)ϵK,

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′
2{V′

2 ∥ µ′
2}

such that µ2 ≡ξ µ
′
2 : Σ2 ⊎ Σ′

2 and

∀v2 ∈ V2. ∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
J(encℓ τ)ϵK

∀v′2 ∈ V′
2. ∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
J(encℓ τ)ϵK

With the above, by Corollary 3 and Lemma 23, we have that νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}
such that V1 ∈ LVΣ1JkeyℓK, and we have that νΣ′′{γ̂′(e1) ∥ µ} ⇓ νΣ′

1{V′
1 ∥ µ′

1} such
that V′

1 ∈ LVΣ′
1
JkeyℓK.

Unfolding the definition of leaf-determinism, this means that V1 = {key⟨K⟩} and V′
1 =

{key⟨K ′⟩} for some K ∼ ℓ ∈ Σ1, K
′ ∼ ℓ ∈ Σ′

1. From the IH result, this must mean that
(key⟨K⟩,key⟨K ′⟩) ∈ Vξ

Σ1,Σ′
1
JkeyℓK.

Since K ∼ ℓ ∈ Σ1 and K ′ ∼ ℓ ∈ Σ′
1, then the signatures must be of the form Σ1 =

Σ∗
1, K ∼ ℓ and Σ′

1 = Σ′∗
1 , K

′ ∼ ℓ. Additionally, since we have µ1 ≡ξ µ′
1 : Σ1 ⊎ Σ′

1, by
definition, it must be the case that µ1 = µ∗

1 ⊗K ↪→ vk and µ′
1 = µ′∗

1 ⊗K ′ ↪→ v′k.
We proceed by casing on whether ϵ ⊑ ξ:
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ϵ ⊑ ξ:

In this case, we have that

∀v2 ∈ V2. ∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
Jencℓ τK

∀v′2 ∈ V′
2. ∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ2,Σ′
2
Jencℓ τK

By the definition of the binary value interpretation, this means that, for each pair
(v2, v

′
2), we have

− ∃k, p. p = D(k, v2)

− ∃k′, p′. p′ = D(k′, v′2)

By Corollary 3 and Lemma 23, we have that νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2} such
that V2 ∈ LVΣ2J(encℓ τ)ϵK, and we have that νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′

2{V′
2 ∥ µ′

2}
such that V′

2 ∈ LVΣ′
2
J(encℓ τ)ϵK.

Unfolding the definition of leaf-determinism, this means that

∀v2 ∈ V2, v2 ∈ Eℓ(k, p)

∀v′2 ∈ V′
2, v

′
2 ∈ Eℓ(k′, p′)

Since decryption is deterministic, it must be that the k, k′, p, p′ are the same ones
obtained in the binary value interpretation.
We proceed by casing on whether ℓ ⊑ ξ:

◦ ℓ ⊑ ξ:

This means that k = k′ and (p, p′) ∈ Vξ
Σ2,Σ′

2
JτK.

Similarly, since ℓ ⊑ ξ and (key⟨K⟩,key⟨K ′⟩) ∈ Vξ
Σ1,Σ′

1
JkeyℓK, we have that

K = K ′. Since we also have that µ1 ≡ξ µ′
1 : Σ1 ⊎ Σ′

1, we have that µ1(K) =
µ′
1(K

′), meaning that the corresponding values vk and v′k are equal.
We case on whether k = vk. That is, whether the key used to decrypt the cipher-
texts is the same as the one used to encrypt them:

⋆ k = vk

If this is the case, then it must be that ∀v2 ∈ V2. D(k, v2) = p and ∀v′2 ∈
V′

2. D(k, v′2) = p′.
This means that we can apply the following set-lifted dynamics rule:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ∗

1 ⊗K ↪→ vk}
νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2} V = {D(vk, v2) | v2 ∈ V2}

νΣ′{decryptℓ(γ̂(e1); γ̂(e2)) ∥ µ} ⇓ νΣ1 ∪ Σ2{{Ok(p) | p ∈ V} ∥ µ1 ∪ µ2}
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νΣ′′{γ̂′(e1) ∥ µ} ⇓ νΣ′∗
1 , K

′ ∼ ℓ{{key⟨K ′⟩} ∥ µ′
1 ⊗K ′ ↪→ v′k}

νΣ′′{γ̂′(e2) ∥ µ} ⇓ νΣ′
2{V′

2 ∥ µ′
2} V′ = {D(v′k, v

′
2) | v′2 ∈ V′

2}
νΣ′′{decryptℓ(γ̂′(e1); γ̂′(e2)) ∥ µ} ⇓ νΣ′

1 ∪ Σ′
2{{Ok(p′) | p′ ∈ V′} ∥ µ′

1 ∪ µ′
2}

All that’s left to show is that

∀v ∈ V. ∃v′ ∈ V′. (v, v′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ resultϵK

∀v′ ∈ V′. ∃v ∈ V. (v, v′) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ resultϵK

Since ϵ ⊑ ξ and ℓ ⊑ ξ, this mean that ϵ ⊔ ℓ ⊑ ξ (Lemma 26), this means we
need to show each double contained pair is in the binary value interpretation
at Vξ

Σ1∪Σ2,Σ′
1∪Σ′

2
Jτ resultK. This should follow from the fact that (p, p′) ∈

Vξ
Σ2,Σ′

2
JτK and Lemma 16.

⋆ k ̸= vk

In this case, it must be that D(k, v2) = ⊥ and D(k, v′2) = ⊥ for all v2 ∈ V2

and v′2 ∈ V′
2.

This means that we can apply the following set-lifted dynamics rule:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ∗

1 ⊗K ↪→ vk}
νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2} (D(vk, v2) = ⊥)v2∈V2

νΣ′{decryptℓ(γ̂(e1); γ̂(e2)) ∥ µ} ⇓ νΣ1 ∪ Σ2{{Error} ∥ µ1 ∪ µ2}

νΣ′′{γ̂′(e1) ∥ µ′} ⇓ νΣ′∗
1 , K

′ ∼ ℓ{{key⟨K ′⟩} ∥ µ′∗
1 ⊗K ′ ↪→ v′k}

νΣ′′{γ̂′(e2) ∥ µ′} ⇓ νΣ′
2{V′

2 ∥ µ′
2} (D(v′k, v

′
2) = ⊥)v′2∈V′

2

νΣ′′{decryptℓ(γ̂′(e1); γ̂′(e2)) ∥ µ} ⇓ νΣ′
1 ∪ Σ′

2{{Error} ∥ µ′
1 ∪ µ′

2}

We immediately have that (Error,Error) ∈ Vξ
Σ1∪Σ2,Σ′

1∪Σ′
2
Jτ resultϵ⊔ℓK.

◦ ℓ��⊑ ξ:

This means that p ∈ Vξ
Σ2

JτK, p′ ∈ Vξ
Σ′

2
JτK, and v2

.
= v′2.

Observe that if ϵ ⊑ ξ and ℓ��⊑ ξ, then ϵ ⊔ ℓ��⊑ ξ (Lemma 26). This means that for
any sets V,V′ which result from the stepping of decryptℓ(γ̂(e1); γ̂(e2)) and
decryptℓ(γ̂′(e1); γ̂′(e2)), respectively, we only need to show that

∀v ∈ V. v ∈ Vξ
Σ1∪Σ2

Jτ resultK

∀v′ ∈ V′. v′ ∈ Vξ
Σ′

1∪Σ′
2
Jτ resultK

This follows by the Theorem 3 on γ̂(decryptℓ(e1; e2)) and γ̂′(decryptℓ(e1; e2)).
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ϵ��⊑ ξ:

In this case, we have that

∀v2 ∈ V2. v2 ∈ Vξ
Σ2

Jencℓ τK

∀v′2 ∈ V′
2. v

′
2 ∈ Vξ

Σ′
2
Jencℓ τK

Since ϵ��⊑ ξ, then for all ℓ, it must also be that ϵ ⊔ ℓ��⊑ ξ (Lemma 25). This means
that for any sets V,V′ which result from the stepping of decryptℓ(γ̂(e1); γ̂(e2)) and
decryptℓ(γ̂′(e1); γ̂′(e2)), respectively, we only need to show that

∀v ∈ V. v ∈ Vξ
Σ1∪Σ2

Jτ resultK

∀v′ ∈ V′. v′ ∈ Vξ
Σ′

1∪Σ′
2
Jτ resultK

This follows by the Theorem 3 on γ̂(decryptℓ(e1; e2)) and γ̂′(decryptℓ(e1; e2)).
• Case: T-KEY-GEN

T-KEY-GEN
kc ⊑ ℓ

Σ; Γ ⊢kc gen⟨ℓ⟩ : τ

WTS: (γ̂(gen⟨ℓ⟩), γ̂(gen⟨ℓ⟩)) ∈ Eξ
Σ′,Σ′′JτK

By definition of substitution, we have γ̂(gen⟨ℓ⟩) = gen⟨ℓ⟩ and γ̂′(gen⟨ℓ⟩) = gen⟨ℓ⟩.
Suppose we have µ, µ′ such that µ ≡ξ µ′ : Σ′ ⊎ Σ′′, and suppose we have (G1,K1) ≡ξ

(G2,K2). By the dynamics, we have

G1 = G ′
1[ℓ 7→ vk :: vks] K1 = K′

1[ℓ 7→ K :: Ks]

(G1,K1, νΣ
′{gen⟨ℓ⟩ ∥ µ}) ⇓ (G ′

1[ℓ 7→ vks],K′
1[ℓ 7→ Ks], νΣ′, K ∼ ℓ{{key⟨K⟩} ∥ µ⊗K ↪→ vk})

G2 = G ′
2[ℓ 7→ v′k :: vks

′] K1 = K′
2[ℓ 7→ K ′ :: Ks′]

(G2,K2, νΣ
′′{gen⟨ℓ⟩ ∥ µ′}) ⇓ (G ′

2[ℓ 7→ vks
′],K′

1[ℓ 7→ Ks′], νΣ′′, K ′ ∼ ℓ{{key⟨K ′⟩} ∥ µ′ ⊗K ′ ↪→ v′k})

To show this case, we need to show that (key⟨K⟩,key⟨K ′⟩) ∈ V(Σ′,K∼ℓ),(Σ′′,K′∼ℓ)JkeyℓK
and that (µ⊗K ↪→ vk) ≡ξ (µ

′ ⊗K ′ ↪→ v′k) : (Σ
′, K ∼ ℓ) ⊎ (Σ′′, K ′ ∼ ℓ).

We proceed by casing on whether ℓ ⊑ ξ:

ℓ ⊑ ξ:

Since we had (G1,K1) ≡ξ (G2,K2), we know that vk = v′k, vks ≈ vks
′, K = K ′, and

Ks ≈ Ks′.
The fact that K = K ′ gives us immediately what we want to show for the value
interpretation.
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For the memory compliance, we must show that (µ ⊗K ↪→ vk)(K) = (µ′ ⊗K ′ ↪→
v′k)(K

′), which is also immediate by the respective memory contents at K (since the
symbols are equal) being vk (since the key values are equal).
We also have that (G ′

1[ℓ 7→ vks],K1[ℓ 7→ Ks]) ≡ξ (G ′
2[ℓ 7→ vks

′],K′
2[ℓ 7→ Ks′]) since

vks ≈ vks
′ and Ks ≈ Ks′.

ℓ��⊑ ξ:

In this case, it’s sufficient to show that key⟨K⟩ ∈ VΣ′,K∼ℓJkeyℓK and key⟨K ′⟩ ∈
VΣ′′,K′∼ℓJkeyℓK. This holds immediately by the definition of the unary value inter-
pretation.
For the memory compliance, since the keys are unobservable, we only need to show
that the keys are in memory, which is immediate by the structure of the memory.
Similarly, since the keys are unobservable, we have that the resultant (G ′

1[ℓ 7→ vks],K′
1[ℓ 7→

Ks]) and (G ′
2[ℓ 7→ vks

′],K′
2[ℓ 7→ Ks′]) stream maps are trivially related.

• T-KEY-ACCESS

WTS: (γ̂(key⟨K⟩), γ̂′(key⟨K⟩)) ∈ Eξ
Σ′,Σ′′JkeyℓK

Note that in this case, Σ′ ≤ Σ, K ∼ ℓ and Σ′′ ≤ Σ, K ∼ ℓ, since that is the current signa-
ture. Since they’re in the future, by definition, they must be of the form Σ′ = Σ∗, K ∼ ℓ
and Σ′′ = Σ∗∗, K ∼ ℓ.
Suppose we have µ ≡ξ µ

′ : Σ′ ⊎Σ′′. Given this, it must be the case that µ = µ∗ ⊗K ↪→ vk
and µ′ = µ∗∗ ⊗K ↪→ v′k.
From the dynamics, we then have

νΣ∗, K ∼ ℓ{key⟨K⟩ ∥ µ∗ ⊗K ↪→ vk} ⇓ νΣ∗, K ∼ ℓ{{key⟨K⟩} ∥ µ∗ ⊗K ↪→ vk}

νΣ∗∗, K ∼ ℓ{key⟨K⟩ ∥ µ∗∗ ⊗K ↪→ v′k} ⇓ νΣ∗∗, K ∼ ℓ{{key⟨K⟩} ∥ µ∗∗ ⊗K ↪→ v′k}

It suffices to show that (key⟨K⟩,key⟨K⟩) ∈ Vξ
(Σ∗,K∼ℓ),(Σ∗∗,K∼ℓ)JkeyℓK. We proceed by

casing on whether ℓ ⊑ ξ:

ℓ ⊑ ξ:

In this case, we must show K = K, which is immediate.

ℓ��⊑ ξ:

In this case, it’s sufficient to show that key⟨K⟩ ∈ VΣ∗,K∼ℓJkeyℓK and key⟨K⟩ ∈
VΣ∗∗,K∼ℓJkeyℓK. This holds immediately by the definition of the unary value inter-
pretation.
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• Case: T-SUB

T-SUB
Σ; Γ ⊢kc′ e : τ

′ kc ⊑ kc′ τ ′ ≤ τ

Σ; Γ ⊢kc e : τ

WTS: (γ̂(e), γ̂′(e)) ∈ Eξ
Σ′,Σ′′JτK

From the IH, we have that (γ̂(e), γ̂′(e)) ∈ Eξ
Σ′,Σ′′Jτ ′K.

Suppose we have µ ≡ξ µ
′ : Σ′ ⊎ Σ′′. Unfolding the term interpretation, this means that

Since (γ̂(e), γ̂′(e)) ∈ Eξ
Σ′,Σ′′Jτ ′K,

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ1{V ∥ µ1}

νΣ′′{γ̂′(e) ∥ µ′} ⇓ νΣ2{V′ ∥ µ2}

such that µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and

∀v ∈ V. ∃v′ ∈ V′. (v, v′) ∈ Vξ
Σ1,Σ2

JτK

∀v′ ∈ V′. ∃v ∈ V. (v, v′) ∈ Vξ
Σ1,Σ2

JτK

By Lemma 31, since
∀v ∈ V.∃v′ ∈ V′. (v, v′) ∈ Vξ

Σ1,Σ2
Jτ ′K

∀v′ ∈ V′.∃v ∈ V. (v, v′) ∈ Vξ
Σ1,Σ2

Jτ ′K

, we have the above double containment for Vξ
Σ1,Σ2

JτK, which allows us to show that
(γ̂(e), γ̂′(e)) ∈ Eξ

Σ′,Σ′JτK.
• Omitted: nat, resMatch, ok, err

A.3 Proof of Unary FTLR
Suppose Σ′ such that Σ′ ≤ Σ, and σ such that σ :LD Γ;Σ′ and ∀γ ∈ sing(σ). γ : Γ; Σ′.

Suppose we have an arbitrary such γ. We proceed by rule induction on the typing judgment:
• Case: T-PROD

WTS: γ̂⟨e1, e2⟩ ∈ Eξ
Σ′Jτ1 × τ2K[kc]

By definition of substitution, we have that γ̂⟨e1, e2⟩ = ⟨γ̂(e1), γ̂(e2)⟩.
From the premises, we have Γ;Σ ⊢kc e1 : τ1 and Γ;Σ ⊢kc e2 : τ2.

By the IH, we have that γ̂(e1) ∈ Eξ
Σ′Jτ1K[kc] and γ̂(e2) ∈ Eξ

Σ′Jτ2K[kc].
Suppose we have µ such that µ : Σ′. By the definition of the term interpretation, we have
that
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Since γ̂(e1) ∈ Eξ
Σ′Jτ1K[kc],

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

such that µ1 : Σ1 and
∀v1 ∈ V1.v1 ∈ Vξ

Σ1
Jτ1K

and ∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ′). kc ⊑ ℓ1

Since γ̂(e2) ∈ Eξ
Σ′Jτ2K[kc],

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

such that µ2 : Σ2 and
∀v2 ∈ V2.v2 ∈ Vξ

Σ2
Jτ2K

and ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ′). kc ⊑ ℓ2

By the set-lifted dynamics rules, we have

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1} νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
νΣ′{⟨γ̂(e1), γ̂(e2)⟩ ∥ µ} ⇓ νΣ1 ∪ Σ2{{⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} ∥ µ1 ∪ µ2}

Define
Vp = {⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2}

By Lemma 15, since Σ1 ∪ Σ2 ≤ Σ1 (Lemma 21), we have

∀v1 ∈ V1. v1 ∈ Vξ
Σ1∪Σ2

Jτ1K

Similarly, via Lemma 15, we have that

∀v2 ∈ V2. v2 ∈ Vξ
Σ1∪Σ2

Jτ2K

With both of these assumptions, we have that

∀⟨v1, v2⟩ ∈ Vp. ⟨v1, v2⟩ ∈ Vξ
Σ1∪Σ2

Jτ1 × τ2K

Since we have µ1 : Σ1 and µ2 : Σ2, we have that µ1 ∪ µ2 : Σ1 ∪ Σ2 (Lemma 19).

Since we have ∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ′). kc ⊑ ℓ1 and ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ′). kc ⊑ ℓ2,
then we have that

∀k ∼ ℓ ∈ ((Σ1 ∪ Σ2) \ Σ′). kc ⊑ ℓ

since the elements of (Σ1 ∪ Σ2) \ Σ′ are exactly the elements in Σ1 \ Σ′ and Σ2 \ Σ′

by definition of union and difference.

Since we have all of the above, we have that (γ̂⟨e1, e2⟩) ∈ Eξ
Σ′Jτ1 × τ2K.
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• Case: T-PROJ-I

WTS: γ̂(e · i) ∈ Eξ
Σ′JτiK[kc] for i ∈ {1, 2}

By definition of substitution, we have that γ̂(e · i) = γ̂(e) · i.
From the premise, we have Γ;Σ ⊢kc e : τ1 × τ2.

By the IH, we have that γ̂(e) ∈ Eξ
Σ′Jτ1 × τ2K[kc].

Suppose we have µ such that µ : Σ′. By the definition of the term interpretation, we have
that

Since γ̂(e) ∈ Eξ
Σ′Jτ1 × τ2K[kc],

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}

such that µ′ : Σ′′ and
∀v ∈ V. v ∈ Vξ

Σ′′Jτ1 × τ2K

and ∀K ∼ ℓ ∈ (Σ′′ \ Σ′). kc ⊑ ℓ.

From the IH, unfolding the definition of the value interpretation at τ1 × τ2, we have

∀v ∈ V. v = ⟨v1, v2⟩, v1 ∈ Vξ
Σ′′Jτ1K ∧ v2 ∈ Vξ

Σ′′Jτ2K

By the set-lifted dynamics rules, we have

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}
νΣ′{γ̂(e) · i ∥ µ} ⇓ νΣ′′{{vi | ⟨v1, v2⟩ ∈ V, i ∈ {1, 2}} ∥ µ′}

Since we have ∀⟨v1, v2⟩, we separately have ∀v1 and ∀v2. Thus, we can split our assump-
tions into the following:

1. ∀v1 ∈ V1. v1 ∈ Vξ
Σ′′Jτ1K

2. ∀v2 ∈ V2. v2 ∈ Vξ
Σ′′Jτ2K

We also have µ′ : Σ′′ and ∀K ∼ ℓ ∈ (Σ′′ \ Σ′). kc ⊑ ℓ from the IH, and that (with the
above) is sufficient to show γ̂(e · i) ∈ Eξ

Σ′JτiK[kc].
• Case: T-INJ-I

WTS: γ̂(i · e) ∈ Eξ
Σ′J(τ1 + τ2)ℓK[kc]

By definition of substitution, we have that γ̂(i · e) = i · γ̂(e).
From the premise, we have Γ;Σ ⊢kc e : τi for i ∈ {1, 2}.

By the IH, we have that γ̂(e) ∈ Eξ
Σ′JτiK[kc].

Suppose we have µ such that µ : Σ′. By the definition of the term interpretation, we have
that

Since γ̂(e) ∈ Eξ
Σ′JτiK[kc],

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}
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such that µ′ : Σ′′ and
∀v ∈ V. v ∈ Vξ

Σ′′JτiK

and ∀K ∼ ℓ′ ∈ (Σ′′ \ Σ′). kc ⊑ ℓ′.

By the set-lifted dynamics, we have

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}
νΣ′{i · γ̂(e) ∥ µ} ⇓ νΣ′′{{i · v | v ∈ V} ∥ µ′}

Define
Vs = {i · v | v ∈ V}

To show γ̂(i · e) ∈ Eξ
Σ′J(τ1 + τ2)ℓK[kc], we must show that

νΣ′{i · γ̂(e) ∥ µ} ⇓ νΣ′′{Vs ∥ µ′}

with µ′ : Σ′′ and
∀vs ∈ Vs. vs ∈ Vξ

Σ′′J(τ1 + τ2)ℓK

and ∀K ∼ ℓ′ ∈ (Σ′′ \ Σ′). kc ⊑ ℓ′

We received µ′ : Σ′′ and the condition on effects from the IH.
According to the unary logical relation, to show a value v ∈ Vξ

Σ′′JtℓK, it is sufficient to
show that v ∈ Vξ

Σ′′JtK.
From the IH, we have

∀v ∈ V. v ∈ Vξ
Σ′′JτiK

Then, we have
∀vs ∈ Vs. vs = i · v, v ∈ Vξ

Σ′′JτiK

Then, by the definition of the value interpretation at type τ1 + τ2, we have

∀vs ∈ Vs.vs ∈ Vξ
Σ′′Jτ1 + τ2K

• Case: T-CASE

T-CASE
Σ; Γ ⊢kc e : (τ1 + τ2)ℓ

Σ; Γ, x1 : τ1 ⊢kc⊔ℓ e1 : τ Σ; Γ, x2 : τ2 ⊢kc⊔ℓ e2 : τ ℓ ◁ τ

Σ; Γ ⊢kc case e {x1.e1 | x2.e2 } : τ

WTS: γ̂(case e {x1.e1 | x2.e2 }) ∈ Eξ
Σ′JτK[kc]

By definition of substitution (upto alpha-equivalence on x1 and x2), we have γ̂(case e {x1.e1 |
x2.e2 }) = case γ̂(e) {x1.γ̂(e1) | x2.γ̂(e2) }.
By IH, we have

γ̂(e) ∈ Eξ
Σ′J(τ1 + τ2)ℓK[kc]
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∀Σ1,Σ1 ≤ Σ, ∀σ1 such that σ1 :LD Γ, x1 : τ1; Σ1 and ∀γ1 ∈ sing(σ1). γ1 :Γ, x1 :τ1; Σ1,
∀γ1 ∈ sing(σ1), γ̂1(e1) ∈ Eξ

ΣJτK[kc ⊔ ℓ].

∀Σ2,Σ2 ≤ Σ, ∀σ2 such that σ2 :LD Γ, x2 : τ2; Σ2 and ∀γ2 ∈ sing(σ2). γ2 :Γ, x2 :τ2; Σ2,
∀γ2 ∈ sing(σ2), γ̂2(e2) ∈ Eξ

ΣJτK[kc ⊔ ℓ].

Unfolding the term interpretations, we have

Since γ̂(e) ∈ Eξ
ΣJ(τ1 + τ2)ℓK[kc],

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}

such that µ′ : Σ′′ and
∀v ∈ V. v ∈ Vξ

Σ′′J(τ1 + τ2)ℓK

and ∀K ∼ ℓ′ ∈ (Σ′′ \ Σ′). kc ⊑ ℓ′.

Since γ̂1(e1) ∈ Eξ
ΣJτK[kc ⊔ ℓ], if isOf ∗ µ1Σ1, then

νΣ1{γ̂1(e1) ∥ µ1} ⇓ νΣ′
1{V1 ∥ µ′

1}

such that µ′
1 : Σ

′
1 and

∀v1 ∈ V1. v1 ∈ Vξ
Σ′

1
JτK

and ∀K1 ∼ ℓ1 ∈ (Σ′
1 \ Σ1). kc ⊔ ℓ ⊑ ℓ1.

Since γ̂2(e2) ∈ Eξ
ΣJτK[kc ⊔ ℓ], if µ2 : Σ2, then

νΣ2{γ̂2(e2) ∥ µ2} ⇓ νΣ′
2{V2 ∥ µ′

2}

such that µ′
2 : Σ

′
2 and

∀v2 ∈ V2.v2 ∈ Vξ
Σ2

JτK

and ∀K2 ∼ ℓ2 ∈ (Σ′
2 \ Σ2). kc ⊔ ℓ ⊑ ℓ2.

By Corollary 2 and Lemma 23, we have that νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′} such that
V ∈ LVΣ′′J(τ1 + τ2)ℓK.
Unfolding the definition of leaf-determinism, this means that either V = {1·vi1 | vi1 ∈ Vi1}
with Vi1 ∈ LVΣ′′Jτ1K or V = {2 · vi2 | vi2 ∈ Vi2} with Vi2 ∈ LVΣ′′Jτ2K.
We proceed by casing on these two possibilities:

V = {1 · vi1 | vi1 ∈ Vi1}
Consider the extension σ[x1 7→ Vi1]. First, observe that σ[x1 7→ Vi1] :LD Γ, x1 : τ1; Σ

′′,
since Vi1 ∈ LVΣ′′Jτ1K (and the signature of all other values in the map can be ex-
tended by Lemma 17). Then, by definition of sing(σ[x1 7→ Vi1]), we have

sing(σ[x1 7→ Vi1]) = {γ[x1 7→ vi1] | γ ∈ sing(σ), vi1 ∈ Vi1}

First, observe that ∀γ[x1 7→ vi1] ∈ sing(σ[x 7→ Vi1]). γ[x1 7→ vi1] : Γ, x1 : τ1; Σ
′′ for

all 1 · v1 ∈ V due to IH (and existing values can be extended to future signature by
Lemma 17).
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Then, according to the IH (since Σ′′ ≤ Σ) and set-lifted dynamics, we have the
following:

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}
(νΣ′′{ ̂γ[x1 7→ vi1](e1) ∥ µ′} ⇓ νΣ′

1{Vv ∥ µ′
1})∀v∈V,v=1·vi1

νΣ′{case γ̂(e) {x1.γ̂(e1) | x2.γ̂(e2) } ∥ µ} ⇓ νΣ′
1{

⋃
v∈V

Vv
1 ∥ µ′

1}

Since we have the IH result for each individual Vv
1, we also get that we have the result

for all the unioned ones.
Thus, we have that the results of evaluation are in value interpretations Vξ

Σ′
1
JτK.

By the IH, we have that ∀K ∼ ℓ′ ∈ (Σ′′ \ Σ′). kc ⊑ ℓ′ and ∀K1 ∼ ℓ1 ∈ (Σ′
1 \

Σ′′). kc ⊔ ℓ ⊑ ℓ1.
We would like to show that ∀K ′

1 ∼ ℓ′1 ∈ (Σ′
1 \ Σ′). kc ⊑ ℓ′1. Since Σ′

1 ≤ Σ′′,
observe that the set Σ′

1 \ Σ′ is equal to (Σ′′ \ Σ′) ∪ (Σ′
1 \ Σ′′) (Lemma 22). We then

have kc ⊑ ℓ′1, immediately for K ′
1 ∼ ℓ′1 ∈ (Σ′′ \ Σ′), and otherwise, we have that

kc ⊔ ℓ ⊑ ℓ′1 implies kc ⊑ ℓ′1 (Lemma 27).
Given all of this, we have that the expressions are in Eξ

Σ′JτK[kc].
∀v ∈ V, v = 2 · v2
This case is symmetric.

• Case: T-LAM

WTS: γ̂(λ(x : τ1.e)) ∈ Eξ
Σ′Jτ1

ℓk−→ τ2K[kc]

By definition of substitution (upto alpha-equivalence on x), we have γ̂(λ(x : τ1.e)) =

λ(x : τ1.γ̂(e)).
From the premise, we have Σ; Γ, x : τ1 ⊢ℓk

e : τ2.
By the IH, we have ∀Σ1,Σ1 ≤ Σ, ∀σ1 such that σ1 :LD Γ, x : τ1; Σ1 and ∀γ1 ∈ sing(σ1). γ1:
Γ, x : τ1; Σ1,
∀γ1 ∈ sing(σ1). γ̂1(e) ∈ Eξ

Σ1
Jτ2K[ℓk].

By the dynamics, we have

νΣ′{λ(x : τ1.γ̂(e)) ∥ µ} ⇓ νΣ′{{λ(x : τ1.γ̂(e))} ∥ µ}

To show this case, it is sufficient to show that λ(x : τ1.γ̂(e)) ∈ Vξ
Σ′Jτ1

ℓk−→ τ2K.
Suppose we have some Σ1 such that Σ1 ≤ Σ and set V1 such that ∀v1 ∈ V1. v1 ∈ VΣ1

Jτ1K.
First, observe that σ[x 7→ V1] :LD Σ1 by all assumptions. By the definition of sing, we
have that

sing(σ[x 7→ V1]) = {γ[x 7→ v1] | γ ∈ sing(σ), v1 ∈ V1}
Then, observe that γ[x 7→ v1] : Γ, x : τ1; Σ1, since γ : Σ1 for all γ ∈ sing(σ) (extended to
Σ1 by Lemma 17) and each v1 ∈ VΣ1

Jτ1K.
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By definition, ̂γ[x 7→ v1](e) = [v1/x]γ̂(e), meaning we have that ̂γ[x 7→ v1](e) ∈ Eξ
Σ1

Jτ2K[ℓk]
by the IH.
We must also show that ∀K ∼ ℓ ∈ (Σ′ \ Σ′). kc ⊑ ℓ. Since Σ′ \ Σ′ = ∅, this holds
vacuously.

• Case: T-APP

T-APP

Σ; Γ ⊢kc e1 : τ1
ℓk−→ τ2 Σ; Γ ⊢kc e2 : τ1 kc ⊑ ℓk

Σ; Γ ⊢kc e1(e2) : τ2

WTS: γ̂(e1(e2)) ∈ Eξ
Σ′Jτ2K[kc]

By definition of substitution, we have γ̂(e1(e2)) = γ̂(e1)(γ̂(e2)).
By IH, we have

γ̂(e1) ∈ Eξ
Σ′Jτ1

ℓk−→ τ2K[kc]

γ̂(e2) ∈ Eξ
Σ′Jτ1K[kc]

Unfolding the term interpretations, we have

Since γ̂(e1) ∈ Eξ
ΣJτ1

ℓk−→ τ2K[kc],

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

such that µ1 : Σ1 and
∀v1 ∈ V1. v1 ∈ Vξ

Σ1
Jτ1

ℓk−→ τ2K

and ∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ). kc ⊑ ℓ1

Since γ̂(e2) ∈ Eξ
ΣJτ1K[kc], we have that exists Σ2 such that Σ2 ≤ Σ. Then, we have

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

such that µ2 : Σ2 and
∀v2 ∈ V2. v2 ∈ Vξ

Σ2
Jτ1K

and ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ). kc ⊑ ℓ2

From the IH, we have that ∀v1 ∈ V1, v1 ∈ Vξ
Σ1

Jτ1
ℓk−→ τ2K. Unfolding the definition, this

means that for all Σ′
1 such that Σ′

1 ≤ Σ1 and for all V′
1 ∈ LVΣ′

1
Jτ1K with ∀v1 ∈ V1, v1 ∈

Vξ
Σ′

1
Jτ1K, we have that [v1/x]e ∈ Eξ

Σ′
1
Jτ2K[ℓk] for v1 = λ(x : τ1.e).

From the IH, we also have ∀v2 ∈ V2, v2 ∈ Vξ
Σ2

Jτ1K. By Corollary 2 and Lemma 23, we
have that V2 ∈ LVΣ1Jτ1K. By Lemma 15, we have that they are all in Vξ

Σ1∪Σ2
Jτ1K (and

LVΣ1∪Σ2Jτ1K), since Σ1 ∪ Σ2 ≤ Σ2. We also have that Σ1 ∪ Σ2 ≤ Σ1, which means that,
for each pair (v1, v2) ∈ V1 × V2, we have

[v2/x]e ∈ Eξ
Σ1∪Σ2

Jτ2K[ℓk] with each v1 = λ(x : τ1.e)
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From the IHs and Lemma 19, we have that µ1 ∪ µ2 : Σ1 ∪ Σ2. Unfolding the definition of
the term interpretation, we have that

Since [v2/x]e ∈ Eξ
Σ1∪Σ2

Jτ2K[ℓk],

νΣ1 ∪ Σ2{[v2/x]e ∥ µ1 ∪ µ2} ⇓ νΣ∗{V ∥ µ∗}

such that µ∗ : Σ∗ and
∀v ∈ V. v ∈ Vξ

Σ∗Jτ2K

and ∀K ∼ ℓ ∈ (Σ∗ \ (Σ1 ∪ Σ2)). ℓk ⊑ ℓ

Given all of these, we are able to apply the following set-lifted dynamics rule:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1} νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
(νΣ1 ∪ Σ2{[v2/x]e ∥ µ1 ∪ µ2} ⇓ νΣ∗{Vv1,v2 ∥ µ∗})v1=λ(x:τ1.e)

νΣ′{γ̂(e1)(γ̂(e2)) ∥ µ} ⇓ νΣ∗{
⋃

(v1,v2)∈V1×V2

Vv1,v2 ∥ µ∗}

Since we have that each individual v ∈ Vv1,v2 for (v1, v2) ∈ V1 × V2 is in Vξ
Σ∗Jτ2K by the

above reasoning, it should also be the case that all the values in the Union of all these sets
are in the value interpretation.
The only thing left to show for the term interpretation is that ∀K∗ ∼ ℓ∗ ∈ (Σ∗\Σ′). kc ⊑ ℓ∗.
This should follow from the premise kc ⊑ ℓk, as well as all the facts learned from unfolding
IHs and term interps.

• Case: T-ENC-MOBILE

ENC-MOBILE
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : τ τ ◀ ℓ

Σ; Γ ⊢kc encryptℓ(e1; e2) : (encℓ τ)⊥

WTS: γ̂(encryptℓ(e1; e2)) ∈ Eξ
Σ′J(encℓ τ)⊥K[kc]

By definition of substitution, we have γ̂(encryptℓ(e1; e2)) = encryptℓ(γ̂(e1); γ̂(e2)).
By IH, we have

γ̂(e1) ∈ Eξ
Σ′JkeyℓK[kc]

γ̂(e2) ∈ Eξ
Σ′JτK[kc]

Unfolding the term interpretations, we have

Since γ̂(e1) ∈ Eξ
ΣJkeyℓK[kc],

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

such that µ1 : Σ1 and
∀v1 ∈ V1. v1 ∈ Vξ

Σ1
JkeyℓK

and ∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ′). kc ⊑ ℓ1
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Since γ̂(e2) ∈ Eξ
ΣJτK[kc],

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

such that µ2 : Σ2 and
∀v2 ∈ V2. v2 ∈ Vξ

Σ2
JτK

and ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ′). kc ⊑ ℓ2

By Corollary 2 and Lemma 23, we have that νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1} such
that V1 ∈ LVΣ1JkeyℓK. Unfolding the definition of leaf-determinism, this means that
V1 = {key⟨K⟩} for some K ∼ ℓ ∈ Σ1.
Since K ∼ ℓ ∈ Σ1, then the signature must be of the form Σ1 = Σ∗

1, K ∼ ℓ. Additionally,
since we have µ1 : Σ1, by definition, it must be the case that µ1 = µ∗

1 ⊗K ↪→ vk

We can then apply the following set-lifted dynamics rule, after defining the set U in the
required manner:

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}

νΣ{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2} U = {u | v ∈ V2, u ∈ Eℓ(vk, v)}
νΣ′{encryptℓ(γ̂(e1); γ̂(e2)) ∥ µ} ⇓ νΣ1 ∪ Σ2{U ∥ µ1 ∪ µ2}

We must now show that all u ∈ U are in Vξ
Σ1∪Σ2

J(encℓ τ)⊥K. This is equivalent to showing
that they are all in Vξ

Σ1∪Σ2
Jencℓ τK.

By the definition of the value interpretation, we would need to show that ∃v, vk such that
v = D(vk, u) and v ∈ Vξ

Σ1∪Σ2
JτK. By set construction, we know that each u ∈ U is the

product of Eℓ(vk, v) for v ∈ V2, so we can take vk, v to be such values by the definition of
the encryption scheme (decryption is deterministic)..
The only thing left to show is that v ∈ Vξ

Σ1∪Σ2
JτK. From the IH, we have that each

v ∈ V2 is in Vξ
Σ2

JτK, which means that by Lemma 15, we have that v ∈ Vξ
Σ1∪Σ2

JτK since
Σ1 ∪ Σ2 ≤ Σ2.
The final thing to show is that ∀K ∼ ℓ′ ∈ ((Σ1 ∪ Σ2) \ Σ′). kc ⊑ ℓ′. This follows
immediately from the results from the IH on Σ1 and Σ2.

• Case: T-ENC-STATIC

This case is symmetric to ENC-MOBILE, since the unary relation is agnostic to any outer
labels or the relationship between the level of the plaintext and the key.

• Case: T-DEC

T-DEC
Σ; Γ ⊢kc e1 : keyℓ Σ; Γ ⊢kc e2 : (encℓ τ)ϵ

Σ; Γ ⊢kc decryptℓ(e1; e2) : τ resultϵ

WTS: γ̂(decryptℓ(e1; e2)) ∈ Eξ
Σ′Jτ resultϵK[kc]

By definition of substitution, we have γ̂(decryptℓ(e1; e2)) = decryptℓ(γ̂(e1); γ̂(e2)).
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By IH, we have

γ̂(e1) ∈ Eξ
Σ′JkeyℓK[kc]

γ̂(e2) ∈ Eξ
Σ′J(encℓ τ)ϵK[kc]

Unfolding the term interpretations, we have

Since γ̂(e1) ∈ Eξ
Σ′JkeyℓK[kc],

νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

such that µ1 : Σ1 and
∀v1 ∈ V1. v1 ∈ Vξ

Σ1
JkeyℓK

and ∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ′). kc ⊑ ℓ1.

Since γ̂(e2) ∈ Eξ
ΣJ(encℓ τ)ϵK[kc],

νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

such that µ2 : Σ2 and
∀v2 ∈ V2. v2 ∈ Vξ

Σ2
J(encℓ τ)ϵK

and ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ′). kc ⊑ ℓ2.

Since each u ∈ Vξ
Σ2

J(encℓ τ)ϵK (and therefore, by definition, are in Vξ
Σ2

Jencℓ τK), by the
definition of the value interpretation, we have v′k, v such that v = D(v′k, v) and v ∈ Vξ

Σ2
JτK.

Furthermore, by Corollary 3 and Lemma 23, we have that νΣ′{γ̂(e2) ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
such that V2 ∈ LVΣ2J(encℓ τ)ϵK. Unfolding the definition of leaf-determinism, this means
that V2 = {u | u ∈ Eℓ(v′k, v), v ∈ V} for V ∈ LVΣ2JτK. That is, each value in V2 is the
product of one call to Eℓ with the same plaintext v and key v′k.
Also by Corollary 2 and Lemma 23, we have that νΣ′{γ̂(e1) ∥ µ} ⇓ νΣ1{V1 ∥ µ1} such
that V1 ∈ LVΣ1JkeyℓK. Unfolding the definition of leaf-determinism, this means that
V1 = {key⟨K⟩} for some K ∼ ℓ ∈ Σ1.
Since K ∼ ℓ ∈ Σ1, then the signature must be of the form Σ1 = Σ∗

1, K ∼ ℓ. Additionally,
since we have µ1 : Σ1, by definition, it must be the case that µ1 = µ∗

1 ⊗K ↪→ vk.
We proceed by casing on whether vk = v′k (i.e. whether the key used to decrypt is the same
as the one used to encrypt):

vk = v′k

In this case, we have that all u ∈ Eℓ(vk, v), meaning D(vk, u) = v by the determinism
of decryption. We can then apply the following dynamics rule:

νΣ′{e1 ∥ µ} ⇓ νΣ∗
1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}

νΣ′{e2 ∥ µ} ⇓ νΣ2{V2 ∥ µ2} V = {D(vk, u) | u ∈ U}
νΣ′{decryptℓ(e1; e2) ∥ µ} ⇓ νΣ1 ∪ Σ2{{Ok(v) | v ∈ V} ∥ µ1 ∪ µ2}

To show that all v′ ∈ Vξ
Σ1∪Σ2

Jτ resultϵK, it is sufficient to show v′ ∈ Vξ
Σ1∪Σ2

Jτ resultK.
To show this, since we know that each v′ = Ok(v), we would only need to show that
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v ∈ Vξ
Σ1∪Σ2

JτK. This follows from the previous fact that v ∈ Vξ
Σ2

JτK and Lemma 15.

vk ̸= v′k

In this case, we have that for all u ∈ Eℓ(v′k, v) for some mismatched key v′k, meaning
D(vk, u) = ⊥.
We apply the following dynamics rule:

νΣ′{e1 ∥ µ} ⇓ νΣ1{{key⟨K⟩} ∥ µ1}
νΣ′{e2 ∥ µ} ⇓ νΣ2{V2 ∥ µ2} (D(vk, u) = ⊥)u∈U

νΣ′{decryptℓ(e1; e2) ∥ µ} ⇓ νΣ1 ∪ Σ2{{Error} ∥ µ1 ∪ µ2}

Since each v′ in the resulting set is Error, we immediately have that ∀v′. v′ ∈
Vξ
Σ1∪Σ2

Jτ resultϵK.

The final thing to show is that ∀K ∼ ℓ′ ∈ ((Σ1 ∪ Σ2) \ Σ′). kc ⊑ ℓ′. This follows
immediately from the results from the IH on Σ1 and Σ2.

• Case: T-KEY-GEN
T-KEY-GEN

kc ⊑ ℓ

Σ; Γ ⊢kc gen⟨ℓ⟩ : τ

WTS: γ̂(gen⟨ℓ⟩) ∈ Eξ
Σ′JτK[kc]

By definition of substitution, we have γ̂(gen⟨ℓ⟩) = gen⟨ℓ⟩.
Suppose µ : Σ′. Then, we can apply the following dynamics rules:

G = G ′[ℓ 7→ vk :: vks] K = K′[ℓ 7→ K :: Ks]

(G,K, νΣ′{gen⟨ℓ⟩ ∥ µ}) ⇓ (G ′[ℓ 7→ vks],K′[ℓ 7→ Ks], νΣ′, K ∼ ℓ{{key⟨K⟩} ∥ µ⊗K ↪→ vk})

First, we need to show that {key⟨K⟩} ∈ VΣ′,K∼ℓJkeyℓK, this is immediate from the fact
that K ∼ ℓ ∈ Σ′, K ∼ ℓ.
We’d also like to show that ∀K ′ ∼ ℓ ∈ (Σ′, K ∼ ℓ) \ Σ′. kc ⊑ ℓ. This follows from the
premise.

• Case: T-KEY-ACCESS

WTS: γ̂(key⟨K⟩) ∈ Eξ
Σ′JkeyℓK[kc]

Suppose we have µ : Σ′. Note that since Σ′ ≤ Σ, K ∼ ℓ, Σ′ must be of the form Σ′ =
Σ∗, K ∼ ℓ. With µ : Σ∗, K ∼ ℓ, it must be the case that µ = µ∗ ⊗K ↪→ vk.
From the dynamics, we then have
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νΣ∗, K ∼ ℓ{key⟨K⟩ ∥ µ∗ ⊗K ↪→ vk} ⇓ νΣ∗, K ∼ ℓ{{key⟨K⟩} ∥ µ∗ ⊗K ↪→ vk}

Also note that (Σ∗, K ∼ ℓ)\ (Σ∗, K ∼ ℓ) = ∅, so the effect condition is proven vacuously.
It suffices to show that key⟨K⟩ ∈ Vξ

Σ∗,K∼ℓJkeyℓK, since that is the only element in the
set. This reduces to showing that K ∼ ℓ ∈ Σ∗, K ∼ ℓ, which is immediate.

• Case: T-SUB

T-SUB
Σ; Γ ⊢kc′ e : τ

′ kc ⊑ kc′ τ ′ ≤ τ

Σ; Γ ⊢kc e : τ

WTS: γ̂(e) ∈ Eξ
Σ′JτK[kc]

From the IH, we have that γ̂(e) ∈ Eξ
Σ′Jτ ′K[kc′].

Unfolding the term interpretation, this means that

Since γ̂(e) ∈ Eξ
ΣJτ ′K[kc′],

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}

such that µ′ : Σ′′ and
∀v ∈ V. v ∈ Vξ

Σ′′Jτ ′K

and ∀K ∼ ℓ ∈ (Σ′′ \ Σ′). kc′ ⊑ ℓ

First, observe that since kc ⊑ kc′, then for all keys in Σ′′ \Σ′, the levels being greater than
or equal to kc′ implies they are greater than or equal to kc.
By Lemma 30, since ∀v ∈ V. v ∈ Vξ

Σ′′Jτ ′K, we have that all v ∈ Vξ
Σ′′JτK, which allows us

to show that γ̂(e) ∈ Eξ
Σ′JτK[kc].

• Omitted: nat, unit, error, ok, resmatch

A.4 Proofs of Remaining Lemmas
We have the following corollaries of the Theorem 1, one for the binary and one for the unary:
Corollary 4. If Σ; Γ ⊢kc e : τ , and

• ∀Σ′ such that Σ′ ≤ Σ,
• ∀σ such that σ :LD Γ;Σ′ and ∀γ ∈ sing(σ). γ : Γ; Σ′,
• µ : Σ′,

we have ∀γ ∈ sing(σ),
νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}

with V ∈ LVΣ′′JτK.
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Proof. Suppose Σ; Γ ⊢kc e : τ , Σ′ such that Σ′ ≤ Σ, σ such that σ :LD Γ;Σ and ∀γ ∈
sing(σ). γ : Γ; Σ, and µ : Σ′.

Given this σ, by Lemma 8, we have that set(γ) :LD Γ;Σ for all γ ∈ sing(σ).

By Theorem 1, we have that ŝet(γ)(e) ∈ LΣ′JτK. Unrolling the definition, we have

∀e′ ∈ ŝet(γ)(e). νΣ′{e′ ∥ µ} ⇓ νΣ′′{Ve′ ∥ µ′}

with µ′ : Σ′′ and
⋃

e′∈ŝet(γ)(e) V
e′ ∈ LVΣ′′JτK.

By Lemma 10, we know that ŝet(γ)(e) = {γ̂(e)}. Applying this to the above unfolding, this
gives us that

νΣ′{γ̂(e) ∥ µ} ⇓ νΣ′′{V ∥ µ′}
with V ∈ LVΣ′′JτK, as required.

Corollary 5. If Σ; Γ ⊢kc e : τ , and
• ∀Σ1,Σ2 such that Σ1 ≤ Σ and Σ2 ≤ Σ,
• ∀σ1, σ2 such that σ1 :LD Γ;Σ1, σ2 :LD Γ;Σ2, and ∀(γ1, γ2) ∈ sing(σ1) × sing(σ2). γ1 ≡ξ

γ2 : Γ; (Σ1 ⊎ Σ2), and
• µ1 ≡ξ µ2 : Σ1 ⊎ Σ2,

we have ∀(γ1, γ2) ∈ sing(σ1)× sing(σ2),

νΣ1{γ̂1(e) ∥ µ1} ⇓ νΣ′
1{V1 ∥ µ′

1}

νΣ2{γ̂2(e) ∥ µ2} ⇓ νΣ′
2{V2 ∥ µ′

2}
with V1 ∈ LVΣ′

1
JτK and V2 ∈ LVΣ′

2
JτK.

Proof. Suppose we have the above assumptions.
By Lemma 9, we have that set(γ1) :LD Γ;Σ1 and set(γ2) :LD Γ;Σ2 for all (γ1, γ2) ∈

sing(σ1)× sing(σ2).

By definition of µ1 ≡ξ µ2 :Σ1⊎Σ2, we have that separately µ1 :Σ1 and µ2 :Σ2. By Theorem 1,
we have that ŝet(γ1)(e) ∈ LΣ1JτK and ŝet(γ2)(e) ∈ LΣ2JτK. Unrolling the definition, we have

• For ŝet(γ1)(e) ∈ LΣ1JτK, we get

∀e′1 ∈ ŝet(γ1)(e). νΣ1{e′1 ∥ µ1} ⇓ νΣ′
1{V

e′1
1 ∥ µ′

1}

with µ′
1 : Σ

′
1 and

⋃
e′2∈ ̂set(γ1)(e)

Ve′1 ∈ LVΣ′
1
JτK.

• For ŝet(γ2)(e) ∈ LΣ2JτK, we get

∀e′2 ∈ ŝet(γ2)(e). νΣ2{e′2 ∥ µ1} ⇓ νΣ′
2{V

e′2
2 ∥ µ′

2}

with µ′
2 : Σ

′
2 and

⋃
e′2∈ ̂set(γ2)(e)

Ve′2 ∈ LVΣ′
2
JτK.
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By Lemma 10, we know that ŝet(γ1)(e) = {γ̂1(e)} and ŝet(γ2)(e) = {γ̂2(e)}. Applying this
to the above unfolding, this gives us that

νΣ1{γ̂1(e) ∥ µ1} ⇓ νΣ′
1{V1 ∥ µ′

1}

νΣ2{γ̂2(e) ∥ µ2} ⇓ νΣ′
2{V1 ∥ µ′

2}

with V1 ∈ LVΣ′
1
JτK and V2 ∈ LVΣ′

2
JτK, as required.

Lemma 41 (Transitivity). If Σ2 ≤ Σ1 and Σ3 ≤ Σ2, then Σ3 ≤ Σ1.

Proof. Suppose Σ2 ≤ Σ1 and Σ3 ≤ Σ2.
We would like to show that ∀K ∼ ℓ ∈ Σ1, K ∼ ℓ ∈ Σ3. From the first assumption,

we have that ∀K ∼ ℓ ∈ Σ1, K ∼ ℓ ∈ Σ2, and then from the second assumption we have
∀K ∼ ℓ ∈ Σ2, K ∼ ℓ ∈ Σ3. Therefore, since all elements in Σ1 are contained in Σ2 and all
elements in Σ2 are contained in Σ3, we get that all elements in Σ1 are contained in Σ3.

Lemma 42 (Unary Anti-Monotonicity). If v ∈ VΣJτK and Σ′ ≤ Σ, then v ∈ VΣ′JτK.

Proof. We proceed by induction on the type τ :

• Case: τ = unit
Since v ∈ VΣJunitK, we have that v = ⟨⟩. We immediately have that v ∈ VΣ′JunitK for
any signature Σ′.

• Case: τ = keyℓ

Since v ∈ VΣJkeyK, we have that v = key⟨K⟩ with K ∼ ℓ ∈ Σ.
Since Σ′ ≤ Σ, we have that ∀K ′ ∼ ℓ′ ∈ Σ, K ′ ∼ ℓ′ ∈ Σ′. Thus, we have that K ∼ ℓ ∈ Σ′,
which gives us what we need to show key⟨K⟩ ∈ VΣ′JkeyℓK.

• Case: τ = τ1 × τ2
By the definition of the value interpretation, we have that v = ⟨v1, v2⟩ with v1 ∈ VΣJτ1K
and v2 ∈ VΣJτ2K. By the IH, we have that v1 ∈ VΣ′Jτ1K and v2 ∈ VΣ′Jτ2K, which gives us
what we want to show for ⟨v1, v2⟩ ∈ VΣ′Jτ1 × τ2K.

• Case: τ = (τ1 + τ2)ℓ
By the definition of the value interpretation, we have that either v = 1 ·v1 with v1 ∈ VΣJτ1K
or v = 2 · v2 with v2 ∈ VΣJτ2K. By the IH, we have that vi ∈ VΣ′JτiK, which gives us what
we want to show for i · vi ∈ VΣ′J(τ1 + τ2)ℓK.

• Case: τ = τ1
ℓk−→ τ2

By the definition of the value interpretation, we have that v = λ(x.e) such that ∀Σ1 such
that Σ1 ≤ Σ and ∀V1 ∈ LVΣ1Jτ1K with ∀v1 ∈ V1. v1 ∈ VΣ1

Jτ1K, we have [v1/x]e ∈
EΣ1

Jτ2K.
Suppose we have Σ′

1 such that Σ′
1 ≤ Σ′ and V′

1 ∈ LVΣ′
1
Jτ1K such that ∀v′1 ∈ V1. v

′
1 ∈

VΣ′
1
Jτ1K.

By Lemma 14, observe that Σ′
1 ≤ Σ, since Σ′ ≤ Σ and Σ′

1 ≤ Σ′. This means we can apply
the result from the value interpretation to obtain [v′1/x]e ∈ EΣ′

1
Jτ2K, as required.
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• Case: τ = (encℓ τ
′)ϵ

By the definition of the value interpretation, we have that ∃vk, v′. v′ = Dℓ(vk, v) such that
v′ ∈ VΣJτ ′K.
By the IH, we have that v′ ∈ VΣ′Jτ ′K, which gives us what we need to show v ∈ VΣ′J(encℓ τ

′)ϵK.
• Case: τ = τ ′ resultℓ

By the definition of the value interpretation, we have that either v = Error or v = Ok(v′)
with v′ ∈ VΣJτ ′K.
In the former case, we immediately have that Error ∈ VΣ′Jτ ′ resultℓK. In the latter
case, we have by the IH that v′ ∈ VΣ′Jτ ′K, which gives us that Ok(v′) ∈ VΣ′Jτ ′ resultℓK.

Lemma 43 (Binary Anti-Monotonicity). If (v1, v2) ∈ Vξ
Σ1,Σ2

JτK and Σ′
1 ≤ Σ1 and Σ′

2 ≤ Σ2,
then (v1, v2) ∈ Vξ

Σ1,Σ2
JτK.

Proof. We proceed by induction on the type τ :

• Case: τ = unit
In this case, we have that v1 = v2 = ⟨⟩ by the definition of the value interpretation. This
immediately gives us that (v1, v2) ∈ Vξ

Σ′
1,Σ

′
2
JunitK.

• Case: τ = keyℓ

In this case, we have that v1 = key⟨K1⟩ and v2 = key⟨K2⟩ for K1 ∼ ℓ1
• Case: τ = tℓ

We proceed by casing on whether ℓ ⊑ ξ:
ℓ ⊑ ξ:
In this case, we have that (v1, v2) ∈ Vξ

Σ1,Σ2
JtK. We proceed by casing on t:

− Case: t = τ1 + τ2
In this case, we have that either v1 = 1 · v′1 and v2 = 1 · v′2 with (v′1, v

′
2) ∈

Vξ
Σ1,Σ2

Jτ1K or v1 = 2 · v′1 and v2 = 2 · v′2 with (v′1, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ2K.

By the IH, we have that (v′1, v
′
2) ∈ Vξ

Σ′
1,Σ

′
2
JτiK, which gives us what we need to

show (i · v′1, i · v′2) ∈ Vξ
Σ′

1,Σ
′
2
J(τ1 + τ2)ℓK.

− Case: t = encℓ′ τ
′

In this case, we have that ∃vki, v′i. v′i = Dℓ(vki, vi) for i ∈ {1, 2}.
We proceed by casing on whether ℓ′ ⊑ ξ:

· ℓ′ ⊑ ξ:
In this case, we have that vk1 = vk2 and (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ ′K. By the IH, we

have that (v′1, v
′
2) ∈ Vξ

Σ′
1,Σ

′
2
Jτ ′K, which then gives us what we need to show

for (v1, v2) ∈ Vξ
Σ′

1,Σ
′
2
J(encℓ′ τ

′)ℓK.
· ℓ′ ��⊑ ξ:

In this case, we have that v′1 ∈ Vξ
Σ1

Jτ ′K, v′2 ∈ Vξ
Σ2

Jτ ′K, and v1
.
= v2.

By Lemma 15, we have that v′1 ∈ Vξ
Σ′

1
Jτ ′K and v′2 ∈ Vξ

Σ′
2
Jτ ′K, which gives us

what we need to show (v1, v2) ∈ Vξ
Σ′

1,Σ
′
2
J(encℓ′ τ

′)ℓK.
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− Case: τ = τ ′ result
In this case, we have that either v1 = v2 = Error or v1 = Ok(v′1) and v2 =
Ok(v′2) with (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ ′K.

In the former case, we immediately have that (Error,Error) ∈ Vξ
Σ′

1,Σ
′
2
Jτ ′ resultℓK.

In the latter, from the IH, we have that (v′1, v
′
2) ∈ Vξ

Σ′
1,Σ

′
2
Jτ ′K, which gives us what

we need to show for (Ok(v′1),Ok(v
′
2)) ∈ Vξ

Σ′
1,Σ

′
2
Jτ ′ resultℓK.

ℓ��⊑ ξ:
In this case, we have that v1 ∈ VΣ1

JtK and v2 ∈ VΣ2
JtK. By Lemma 15, we have that

v1 ∈ VΣ′
1
JtK and v2 ∈ VΣ′

2
JtK, which then gives us (v1, v2) ∈ Vξ

Σ′
1,Σ

′
2
JtℓK by definition.

• Case: τ = τ1
ℓk−→ τ2

By definition, this means we have v1 =α λ(x.e1) and v2 =α λ(x.e2) such that ∀Σ′
1,Σ

′
2 such

that Σ′
1 ≤ Σ1 and Σ′

1 ≤ Σ2 and ∀V1 ∈ LVΣ′
1
Jτ1K,V′

1 ∈ LVΣ′
2
Jtau1K, with ∀(v1, v′1) ∈

V1 × V′
1. (v1, v

′
1) ∈ Vξ

Σ′
1,Σ

′
2
Jτ1K, we have ([v1/x]e1, [v

′
1/x]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K.

Suppose we have Σ∗
1,Σ

∗
2 such that Σ∗

1 ≤ Σ′
1 and Σ∗

2 ≤ Σ′
2. Suppose also that we have

V1 ∈ LVΣ∗
1
Jτ1K,V′

1 ∈ LVΣ∗
2
Jτ1K with ∀(v1, v′1) ∈ V1 × V′

1. (v1, v
′
1) ∈ Vξ

Σ∗
1,Σ

∗
2
Jτ1K.

By Lemma 14, observe that Σ∗
1 ≤ Σ1 and Σ∗

2 ≤ Σ2, since we have Σ′
1 ≤ Σ1 and Σ′

2 ≤ Σ2.
We then have ([v1/x]e1, [v

′
1/x]e2) ∈ Eξ

Σ∗
1,Σ

∗
2
Jτ2K from the value interpretation result.

Lemma 44. If γ : Γ; Σ and Σ′ ≤ Σ, then γ : Γ; Σ′.

Proof. By definition of γ : Γ; Σ, we have that ∀x : τ ∈ Γ, γ(x) ∈ VΣJτK. By Lemma 15, we have
that γ(x) ∈ Vξ

Σ′JτK for each x, which gives us that γ : Γ; Σ′.

Lemma 45. If γ ≡ξ γ
′ : Γ; Σ1 ⊎ Σ2 and Σ′

1 ≤ Σ1, Σ′
2 ≤ Σ2, then γ : Γ; Σ′

1 ⊎ Σ′
2.

Proof. By definition of γ ≡ξ γ
′ : Γ; Σ1 ⊎Σ2, we have that ∀x : τ ∈ Γ. (γ(x), γ′(x)) ∈ VΣ1,Σ2

JτK.
By Lemma 16, we have that (γ(x), γ′(x)) ∈ VΣ′

1,Σ
′
2
JτK for all x, which gives us that γ ≡ξ

γ′ : Σ′
1 ⊎ Σ′

2.

Lemma 46. If µ1 : Σ1 and µ2 : Σ2, then µ1 ∪ µ2 : Σ1 ∪ Σ2.

Proof. (Outline) This should follow from the definition of memory well-formedness, since indi-
vidually each of µ1 and µ2 are well-formed against Σ1 and Σ2, together they continue to well-
formed, the union does not induce any elements that are unaccounted for.

Lemma 47. If µ1 ≡ξ µ
′
1 : Σ1⊎Σ′

1 and µ2 ≡ξ µ
′
2 : Σ2⊎Σ′

2, then µ1 ∪ µ2 ≡ξ µ
′
1 ∪ µ′

2 : (Σ1∪Σ2)⊎
(Σ′

1 ∪ Σ′
2)

Proof. (Outline) From the previous lemma, we can obtain that µ1∪µ2:Σ1∪Σ2 and µ′
1∪µ′

2:Σ
′
1∪Σ′

2.
To show the equivalence of the two joint memories, we can simply choose the pairs from the
original µ1, µ

′
1 and µ2, µ

′
2 to show the equivalence for, since we know it held originally and not

additional elements need to be accounted for.

Lemma 48. For all Σ1,Σ2, Σ1 ∪ Σ2 ≤ Σ1.
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Proof. We would like to show that ∀K ∼ ℓ ∈ Σ1. K ∼ ℓ ∈ Σ1 ∪ Σ2. This follows from the fact
that, by definition, Σ1 ∪ Σ2 contains all of the elements in Σ1.

Lemma 49. For all Σ1,Σ2,Σ3, if Σ1 ≤ Σ2, then Σ1 \ Σ3 = (Σ1 \ Σ2) ∪ (Σ2 \ Σ3).

Proof. (Outline) Observe that (Σ1 \ Σ2) ∪ Σ2 = Σ1, which means that the RHS is equivalent to
Σ1 \ Σ3.

Lemma 50. If (G,K, νΣ{e ∥ µ}) ⇓ (G1,K1, νΣ1{V1 ∥ µ1}) and (G,K, νΣ{e ∥ µ}) ⇓ (G2,K2, νΣ2{V2 ∥ µ2}),
then V1 = V2, Σ1 = Σ2, and µ1 = µ2 (and G1 = G2, K1 = K2).

Proof. We proceed by rule induction on the first stepping judgment:

• Case:
νΣ{⟨⟩ ∥ µ} ⇓ νΣ{{⟨⟩} ∥ µ}

Proceeding by rule induction on the other judgment, the only non-vacuous case is

νΣ{⟨⟩ ∥ µ} ⇓ νΣ{{⟨⟩} ∥ µ}
, which immediately gives us what we want to show since

{⟨⟩} = {⟨⟩}, Σ = Σ, and µ = µ.

• Case:
νΣ{e1 ∥ µ} ⇓ νΣ1{V1 ∥ µ2} νΣ{e2 ∥ µ} ⇓ νΣ2{V2 ∥ µ2}

νΣ{⟨e1, e2⟩ ∥ µ} ⇓ νΣ1 ∪ Σ2{{⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} ∥ µ1 ∪ µ2}
Proceeding by rule induction on the other judgment, the only non-vacuous case is

νΣ{e1 ∥ µ} ⇓ νΣ′
1{V′

1 ∥ µ′
2} νΣ{e2 ∥ µ} ⇓ νΣ′

2{V′
2 ∥ µ′

2}
νΣ{⟨e1, e2⟩ ∥ µ} ⇓ νΣ′

1 ∪ Σ′
2{{⟨v′1, v′2⟩ | v′1 ∈ V′

1, v
′
2 ∈ V′

2} ∥ µ′
1 ∪ µ′

2}
,

By the IH, we have that
Σ1 = Σ′

1, V1 = V′
1, µ1 = µ′

1

Σ2 = Σ′
2, V2 = V′

2, µ2 = µ′
2

This then gives is that Σ1 ∪ Σ2 = Σ′
1 ∪ Σ′

2, µ1 ∪ µ2 = µ′
1 ∪ µ′

2, and the sets

{⟨v1, v2⟩ | v1 ∈ V1, v2 ∈ V2} = {⟨v′1, v′2⟩ | v′1 ∈ V′
1, v

′
2 ∈ V′

2}

as required.

• Case:
νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (i ∈ {1, 2})

νΣ{e · i ∥ µ} ⇓ νΣ′{{vi | ⟨v1, v2⟩ ∈ V} ∥ µ′}
Proceeding by rule induction on the other judgment, the only non-vacuous case is
νΣ{e ∥ µ} ⇓ νΣ′′{V′ ∥ µ′′} (i ∈ {1, 2})

νΣ{e · i ∥ µ} ⇓ νΣ′′{{vi | ⟨v1, v2⟩ ∈ V′} ∥ µ′′}
.

By the IH, we have that Σ′ = Σ′′, V = V′, µ′ = µ′′.
Since V = V′, we have that ∀v ∈ V and ∀v ∈ V′, v = ⟨v1, v2⟩. As such, we get that the
resultant sets {vi | ⟨v1, v2⟩ ∈ V} and {vi | ⟨v1, v2⟩ ∈ V′} are equal.

• Case:
νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (i ∈ {1, 2})
νΣ{i · e ∥ µ} ⇓ νΣ′{{i · v | v ∈ V} ∥ µ′}

Proceeding by rule induction on the other judgment, the only non-vacuous case is
νΣ{e ∥ µ} ⇓ νΣ′′{V′ ∥ µ′′} (i ∈ {1, 2})
νΣ{i · e ∥ µ} ⇓ νΣ′′{{i · v | v ∈ V′} ∥ µ′′}

.

86



By the IH, we have that Σ′ = Σ′′, V = V′, µ′ = µ′′. Since V = V′, we then have by set
construction that {i · v | v ∈ V} = {i · e | v ∈ V′}.

• Case:
νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (νΣ′{[v′/x1]e1 ∥ µ′} ⇓ νΣ1{Vv ∥ µ1})v=1·v′

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ1{
⋃
v∈V

Vv ∥ µ1}

Proceeding by rule induction on the other judgment, we have the two following non-
vacuous cases:

Case:
νΣ{e ∥ µ} ⇓ νΣ′′{V′ ∥ µ′′} (νΣ′′{[v′/x1]e1 ∥ µ′′} ⇓ νΣ′

1{V′v ∥ µ′
1})v=1·v′

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ′
1{

⋃
v∈V′

V′v ∥ µ′
1}

By the IH, we have that Σ′ = Σ′′, V = V′, µ′ = µ′′. In this case, we have that ∀v ∈ V
and ∀v ∈ V′, v = 1 · v′.
We also have from the IH that Σ1 = Σ′

1, Vv = V′v for each v ∈ V, and µ1 = µ′
1.

Since Vv = V′v and V = V′, we have that
⋃

v∈V Vv =
⋃

v∈V′ V′v, as required.

Case:
νΣ{e ∥ µ} ⇓ νΣ′′{V′ ∥ µ′′} (νΣ′′{[v′/x2]e2 ∥ µ′′} ⇓ νΣ2{V′v ∥ µ2})v=2·v′

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ2{
⋃
v∈V

V′v ∥ µ2}

By the IH, we have that Σ′ = Σ′′, V = V′, µ′ = µ′′. However, in this case, we have
that ∀v ∈ V, v = 1 · v′ and ∀v′ ∈ V′, v′ = 2 · v′′, which is a contradiction with the IH
result. Thus, this case is vacuous.

• Case:
νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′} (νΣ′{[v′/x2]e2 ∥ µ′} ⇓ νΣ2{Vv ∥ µ2})v=2·v′

νΣ{case e {x1.e1 | x2.e2 } ∥ µ} ⇓ νΣ2{
⋃
v∈V

Vv ∥ µ2}

This case is symmetric to the previous.

• Case:
νΣ{λ(x : τ1.e) ∥ µ} ⇓ νΣ{{λ(x : τ1.e)} ∥ µ}

Proceeding by rule induction on the other judgment, the only non-vacuous case is

νΣ{λ(x : τ1.e) ∥ µ} ⇓ νΣ{{λ(x : τ1.e)} ∥ µ}
This immediately gives us what we want to show, since Σ = Σ, {lam[τ1;τ2](x : τ1.e)} =
{λ(x : τ1.e)}, and µ = µ.

• Case:

νΣ{e1 ∥ µ} ⇓ νΣ1{V1 ∥ µ1} νΣ{e2 ∥ µ} ⇓ νΣ2{V2 ∥ µ2}
(νΣ1 ∪ Σ2{[v2/x]e ∥ µ1 ∪ µ2} ⇓ νΣ∗{Vv1,v2 ∥ µ∗})v1=λ(x:τ1.e)

νΣ{e1(e2) ∥ µ} ⇓ νΣ∗{
⋃

(v1,v2)∈V1×V2

Vv1,v2 ∥ µ∗}

Proceeding my rule induction on the other judgment, the only non-vacuous case is
νΣ{e1 ∥ µ} ⇓ νΣ′

1{V′
1 ∥ µ′

1} νΣ{e2 ∥ µ} ⇓ νΣ′
2{V′

2 ∥ µ′
2}

(νΣ′
1 ∪ Σ′

2{[v2/x]e ∥ µ′
1 ∪ µ′

2} ⇓ νΣ∗∗{V′v1,v2 ∥ µ∗∗})v1=λ(x:τ1.e)

νΣ{e1(e2) ∥ µ} ⇓ νΣ∗∗{
⋃

(v1,v2)∈V1×V2

V′v1,v2 ∥ µ∗∗}

By the IH, we have
Σ1 = Σ′

1, V1 = V′
1, and µ1 = µ′

1
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Σ2 = Σ′
2, V2 = V′

2, and µ2 = µ′
2

This gives us that Σ1 ∪ Σ2 = Σ′
1 ∪ Σ′

2 and µ1 ∪ µ2 = µ′
1 ∪ µ′

2. As such, by the IH on
the third premise, we have that Σ∗ = Σ∗∗, Vv1,v2 = V′v1,v2 for all (v1, v2) ∈ V1 × V2, and
µ∗ = µ∗∗.
Finally, since Vv1,v2 = V′v1,v2 , we get that

⋃
(v1,v2)∈V1×V2

Vv1,v2 =
⋃

(v1,v2)∈V′
1×V′

2
V′v1,v2 .

• Case:

νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{V ∥ µ2} U = {u | v ∈ V, u ∈ Eℓ(vk, v)}

νΣ{encryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{U ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}
Proceeding by rule induction on the other judgment, the only non-vacuous case is

νΣ{e1 ∥ µ} ⇓ νΣ′
1, K

′ ∼ ℓ{{key⟨K ′⟩} ∥ µ′
1 ⊗K ↪→ v′k}

νΣ{e2 ∥ µ} ⇓ νΣ′
2{V′ ∥ µ′

2} U′ = {u | v ∈ V′, u ∈ Eℓ(v′k, v)}
νΣ{encryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ′

1, K
′ ∼ ℓ) ∪ Σ′

2{U′ ∥ (µ′
1 ⊗K ′ ↪→ v′k) ∪ µ′

2}
By the IH, we have that

Σ1, K ∼ ℓ = Σ′
1, K

′ ∼ ℓ, {key⟨K⟩} = {key⟨K ′⟩}, and µ1 ⊗ K ↪→ vk = µ′
1 ⊗

K ′ ↪→ v′k.
Σ2 = Σ′

2, V = V′, µ2 = µ′
2

Note that this means key⟨K⟩ = key⟨K ′⟩ (i.e. the strings K and K ′ are equal) and
vk = v′k.
The above results give us that (Σ1, K ∼ ℓ) ∪ Σ2 = (Σ′

1, K ∼ ℓ) ∪ Σ′
2, {u | v ∈ V, u ∈

Eℓ(vk, v)} = {u | v ∈ V′, u ∈ Eℓ(vk, v)}, and (µ1⊗K ↪→ vk)∪µ2 = (µ′
1⊗K ↪→ vk)∪µ′

2.

• Case:

νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{U ∥ µ2} V = {D(vk, u) | u ∈ U}

νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{{Ok(v) | v ∈ V} ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}
Proceeding by rule induction on the other judgment, we have two non-vacuous cases:

Case:

νΣ{e1 ∥ µ} ⇓ νΣ′
1, K

′ ∼ ℓ′{{key⟨K ′⟩} ∥ µ′
1 ⊗K ↪→ v′k}

νΣ{e2 ∥ µ} ⇓ νΣ′
2{U′ ∥ µ′

2} V′ = {D(v′k, u) | u ∈ U′}
νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ′

1, K
′ ∼ ℓ) ∪ Σ′

2{{Ok(v) | v ∈ V′} ∥ (µ′
1 ⊗K ′ ↪→ v′k) ∪ µ′

2}
In this case, by the IH, we have that
− Σ1, K ∼ ℓ = Σ′

1, K
′ ∼ ℓ, {key⟨K⟩} = {key⟨K ′⟩}, and µ1 ⊗ K ↪→ vk =

µ′
1 ⊗K ′ ↪→ v′k.

− Σ2 = Σ′
2, U = U′, µ2 = µ′

2

Note that this means key⟨K⟩ = key⟨K ′⟩ (i.e. the strings K and K ′ are equal)
and vk = v′k. Similarly, since U = U′, we have that {Dℓ(vk, u) | u ∈ U} =
{Dℓ(vk, u

′) | u′ ∈ U′}.
The above results give us that (Σ1, K ∼ ℓ) ∪ Σ2 = (Σ′

1, K ∼ ℓ) ∪ Σ′
2, {Ok(v) | v ∈

V} = {Ok(v) | v ∈ V′}, and (µ1 ⊗K ↪→ vk) ∪ µ2 = (µ′
1 ⊗K ↪→ vk) ∪ µ′

2.

Case:

νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{U ∥ µ2} (D(vk, u) = ⊥)∀u∈U

νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{{Error} ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}
In this case, by the IH, we have that
− Σ1, K ∼ ℓ = Σ′

1, K
′ ∼ ℓ, {key⟨K⟩} = {key⟨K ′⟩}, and µ1 ⊗ K ↪→ vk =

µ′
1 ⊗K ′ ↪→ v′k.
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− Σ2 = Σ′
2, U = U′, µ2 = µ′

2

However, note that in this case, the decryption of each of the ciphertexts in U′ fails,
whereas all of the ciphertexts in U succeed, which is a contradiction. Thus, this case
is vacuous.

Case:

νΣ{e1 ∥ µ} ⇓ νΣ1, K ∼ ℓ{{key⟨K⟩} ∥ µ1 ⊗K ↪→ vk}
νΣ{e2 ∥ µ} ⇓ νΣ2{U ∥ µ2} (D(vk, u) = ⊥)∀u∈U

νΣ{decryptℓ(e1; e2) ∥ µ} ⇓ ν(Σ1, K ∼ ℓ) ∪ Σ2{{Error} ∥ (µ1 ⊗K ↪→ vk) ∪ µ2}
This case is symmetric to the previous.

Case:
G = G ′[ℓ 7→ vk :: vks] K = K′[ℓ 7→ K :: Ks]

(G,K, νΣ{gen⟨ℓ⟩ ∥ µ}) ⇓ (G ′[ℓ 7→ vks],K′[ℓ 7→ Ks], νΣ, K ∼ ℓ{{key⟨K⟩} ∥ µ⊗K ↪→ vk})
Proceeding by rule induction on the other judgment, the only non-vacuous case is

G = G ′[ℓ 7→ vk :: vks] K = K′[ℓ 7→ K :: Ks]

(G,K, νΣ{gen⟨ℓ⟩ ∥ µ}) ⇓ (G ′[ℓ 7→ vks],K′[ℓ 7→ Ks], νΣ, K ∼ ℓ{{key⟨K⟩} ∥ µ⊗K ↪→ vk})
.

Note that since the expressions are being evaluated in the same environment, we have
that the key string K and key value vk produced in both runs is the same. Thus, we
have what we want to show.

• Omitted: err, ok, resmatch, key

Lemma 51. If νΣ{e ∥ µ} ⇓ νΣ′{V ∥ µ′}, then Σ′ ≤ Σ.

Proof. (Outline) Proceed by induction on the stepping judgment, the signature always grows.

Lemma 52. If ℓ1 ��⊑ ℓ2, then for all ℓ, we have that ℓ1 ⊔ ℓ��⊑ ℓ2.

Proof. Suppose it is the case that ℓ1 ⊔ ℓ ⊑ ℓ2. By the definition of least upper bound, this means
that ℓ2 is the lowest such label that ℓ1 ⊑ ℓ2 and ℓ ⊑ ℓ2. However, we already have that ℓ1 ��⊑ ℓ2,
so this is impossible.

Lemma 53. If ℓ1 ⊑ ℓ and ℓ2 ⊑ ℓ, then ℓ1 ⊔ ℓ2 ⊑ ℓ.

Proof. In a lattice, by definition, there must exist a least upper bound between two elements. In
this case, suppose ℓ1 ⊔ ℓ2 = ℓ′. We consider whether ℓ′ = ℓ:

• ℓ′ = ℓ

In this case, we immediately have what we want to show by the definition of least upper
bound.

• ℓ′ ̸= ℓ

By the definition of least upper bound, we have that ℓ′ is the lowest element such that
ℓ1 ⊑ ℓ′ and ℓ2 ⊑ ℓ′. Since ℓ′ is the least upper bound, it cannot be the case that ℓ ⊑ ℓ′,
since that would make ℓ the lowest element satisfying the bound. It also cannot be the case
that ℓ′ ��⊑ ℓ or ℓ��⊑ ℓ′—in the former case, this would contradict that ℓ1 ⊑ ℓ and ℓ2 ⊑ ℓ by
transitivity, and in the latter case, it would contradict the fact that ℓ1 ⊑ ℓ′ and ℓ2 ⊑ ℓ′ by
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the least upper bound (again by transitivity). Thus, we must have ℓ′ ⊑ ℓ, which gives us
ℓ1 ⊔ ℓ2 ⊑ ℓ by transitivity.

Lemma 54. If ℓ1 ⊔ ℓ2 ⊑ ℓ, then ℓ1 ⊑ ℓ and ℓ2 ⊑ ℓ.

Proof. This follows directly from the definition of least upper bound.

Lemma 55. If ℓ1 ⊑ ℓ2 and ℓ1 ��⊑ ℓ3, then ℓ2 ��⊑ ℓ3.

Proof. Suppose it is the case that ℓ2 ⊑ ℓ3, then, it must be the case that ℓ1 ⊑ ℓ3, since we
have that ℓ1 ⊑ ℓ2 and we can apply transitivity. However, we have that ℓ1 ��⊑ ℓ3, so this is a
contradiction and thus we must have ℓ2 ��⊑ ℓ3.

Lemma 56 (Binary-Unary Subsumption). If (v1, v2) ∈ Vξ
Σ1,Σ2

JτK, then v1 ∈ VΣ1
JτK and v2 ∈

VΣ2
JτK.

Proof. Suppose we have (v1, v2) ∈ Vξ
Σ1,Σ2

JτK. We proceed by induction on the type τ :

• Case: τ = unit
In this case, we have that (v1, v2) ∈ Vξ

Σ1,Σ2
JunitK. By definition, this means that v1 =

v2 = ⟨⟩, and this immediately gives us that v1 ∈ VΣ1
JunitK and v2 ∈ VΣ2

JunitK by
definition of the unary value interpretation.

• Case: τ = τ1 × τ2
In this case, we have that (v1, v2) ∈ Vξ

Σ1,Σ2
Jτ1 × τ2K. By definition, this means that v1 =

⟨v′1, v′′1⟩ and v2 = ⟨v′2, v′′2⟩ with (v′1, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ1K and (v′′1 , v

′′
2) ∈ Vξ

Σ1,Σ2
Jτ2K. By the IH,

we have that v′1 ∈ VΣ1
Jτ1K, v′2 ∈ VΣ2

Jτ1K, v′′1 ∈ VΣ1
Jτ2K, and v′′2 ∈ VΣ2

Jτ2K.
Then, by the definition of the unary interpretation, we have that ⟨v′1, v′′1⟩ ∈ VΣ1

Jτ1 × τ2K
and ⟨v′2, v′′2⟩ ∈ VΣ2

Jτ1 × τ2K, as required.
• Case: τ = tℓ

We proceed by casing on whether ℓ ⊑ ξ:
ℓ ⊑ ξ:
In this case, by the definition of the binary interpretation, we have that (v1, v2) ∈
Vξ
Σ1,Σ2

JtK. We proceed by casing on t:
− Case: t = τ1 + τ2

By the definition of the binary interpretation, we have that either v1 = 1 ·v′1, v2 =
1 · v′2 ∧ (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ1K or v1 = 2 · v′1, v2 = 2 · v′2 ∧ (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ2K.

WLOG, suppose it is the case that v1 = 1·v′1 and v2 = 1·v′2. In this case, we have
(v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ1K. By the IH, we have that v′1 ∈ VΣ1

Jτ1K and v′2 ∈ VΣ2
Jτ1K,

which gives us that 1 · v′1 ∈ VΣ1
J(τ1 + τ2)ℓK and 1 · v′2 ∈ VΣ2

J(τ1 + τ2)ℓK by
definition of the unary value interp.
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− Case: t = τ ′ result
By the definition of the binary interpretation, we have that either v1 = v2 =
Error or v1 = Ok(v′1), v2 = Ok(v′2) and (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ ′K.

In the former case, we immediately have that v1 ∈ VΣ1
Jτ ′ resultℓK and v2 ∈

VΣ2
Jτ ′ resultℓK.

In the latter case, by the IH we have that v′1 ∈ VΣ1
Jτ ′K and v′2 ∈ VΣ2

Jτ ′K, which
gives us that Ok(v′1) ∈ VΣ1

Jτ ′ resultℓK and Ok(v′2) ∈ VΣ2
Jτ ′ resultℓK.

− Case: t = encℓ′ τ
By the definition of the binary value interpretation, we have that ∃v′1, vk1. v′1 =
D(vk1, v1) and ∃v′2, vk2. v′2 = D(vk2, v2).
We proceed by casing on whether ℓ′ ⊑ ξ:

· ℓ′ ⊑ ξ:
In this case, we have that (v′1, v

′
2) ∈ Vξ

Σ1,Σ2
JτK. By the IH, we have that

v′1 ∈ VΣ1
JτK and v′2 ∈ VΣ2

JτK, which gives us what we need to show for
v1 ∈ VΣ1

J(encℓ′ τ)ℓK and v2 ∈ VΣ2
J(encℓ′ τ)ℓK.

· ℓ′ ��⊑ ξ:
In this case, we have that v′1 ∈ VΣ1

JτK and v′2 ∈ VΣ2
JτK, which immediately

gives us that v1 ∈ VΣ1
J(encℓ′ τ)ℓK and v2 ∈ VΣ2

J(encℓ′ τ)ℓK.
ℓ��⊑ ξ:
In this case, by the definition of the binary interpretation, we have that v1 ∈ VΣ1

JtK
and v2 ∈ VΣ2

JtK. By the definition of the unary interpretation, we then have v1 ∈
VΣ1

JtℓK and v2 ∈ VΣ2
JtℓK, as required.

• Case: τ = τ1
ℓk−→ τ2

By the definition of the binary interpretation, we immediately have that v1 ∈ VΣ1
Jτ1

ℓk−→ τ2K

and v2 ∈ VΣ2
Jτ1

ℓk−→ τ2K.
• Case: τ = keyℓ

By the definition of the binary value interpretation, we have v1 = key⟨K2⟩ and v2 =
key⟨K2⟩ for K1 ∼ ℓ ∈ Σ1 and K2 ∼ ℓ ∈ Σ2. This immediately gives that key⟨K1⟩ ∈
VΣ1

JkeyℓK and key⟨K2⟩ ∈ VΣ2
JkeyℓK by the definition of the unary value interp.

Lemma 57. If γ ≡ξ γ
′ : Γ; Σ ⊎ Σ′, then γ : Γ; Σ and γ′ : Γ; Σ′.

Proof. Suppose we have γ ≡ξ γ
′ : Γ; Σ ⊎Σ′. By definition, this means that ∀x : τ1 ∈ Γ, we have

that (γ(x), γ′(x)) ∈ Vξ
Σ,Σ′JτK, γ :LD Γ;Σ, and γ′ :LD Γ;Σ′.

By Lemma 11, we have that γ(x) ∈ VΣJτK and γ′(x) ∈ VΣ′JτK. With the leaf-determinism
conditions that we already have, we get that γ : Γ; Σ and γ′ : Γ; Σ′.

Lemma 58 (Value Splitting Lemma). If ℓ ◁ τ and ℓ��⊑ ξ, then if v ∈ VΣ1
JτK and v′ ∈ VΣ2

JτK,
then (v, v′) ∈ Vξ

Σ1,Σ2
JτK.

Proof. We proceed by rule induction on the judgment ℓ ◁ τ :
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• Case:
ℓ ⊑ ℓ′

ℓ ◁ tℓ′
Since ℓ ⊑ ℓ′ and ℓ��⊑ ξ, it must be the case that ℓ′ ��⊑ ξ (Lemma 28).
By the definition of the binary value interpretation, to show (v, v′) ∈ Vξ

Σ1,Σ2
Jtℓ′K, we need

to show that v ∈ VΣ1
JtK and VΣ2

JtK. This is immediate from our assumptions.

• Cases:
ℓ ◁ unit

To show that (v, v′) ∈ Vξ
Σ1,Σ2

JunitK, we must show that v = v′ = ⟨⟩.
From the unary term interpretation, we already have that v = ⟨⟩ and v′ = ⟨⟩, which gives
us what we want to show.

• Case:
ℓ ◁ τ1 ℓ ◁ τ2

ℓ ◁ τ1 × τ2
To show that (v, v′) ∈ Vξ

Σ1,Σ2
Jτ1 × τ2K, we must show that v = ⟨v1, v2⟩, v′ = ⟨v′1, v′2⟩ such

that (v1, v′1) ∈ Vξ
Σ1,Σ2

Jτ1K and (v2, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ2K.

From our assumptions, since v ∈ VΣ1
Jτ1 × τ2K and v′ ∈ VΣ2

Jτ1 × τ2K, we have that
v = ⟨v1, v2⟩ with v1 ∈ VΣ1

Jτ1K and v2 ∈ VΣ2
Jτ2K

v′ = ⟨v′1, v′2⟩ with v′1 ∈ VΣ2
Jτ1K and v′2 ∈ VΣ2

Jτ2K
From the premises, we have that ℓ ◁ τ1 and ℓ ◁ τ2, alongside ℓ��⊑ ξ from our assumptions.
Given that, by the IH, we have that (v1, v′1) ∈ Vξ

Σ1,Σ2
Jτ1K and (v2, v

′
2) ∈ Vξ

Σ1,Σ2
Jτ2K, which

is precisely what we want to show.

• Case:
ℓ ⊑ ℓk ℓ ◁ τ2

ℓ ◁ τ1
ℓk−→ τ2

To show that (v, v′) ∈ Vξ
Σ1,Σ2

Jτ1
ℓk−→ τ2K, we must show that v = λ(x1 : τ1.e1), v′ =

λ(x2 :τ2.e2) such that for all Σ′
1 ≤ Σ1 and Σ′

2 ≤ Σ2, if V1 ∈ LVΣ′
1
Jτ1K and V′

1 ∈ LVΣ′
2
Jτ1K

such that ∀(v1, v′1) ∈ V1×V′
1, (v1, v

′
1)V

ξ
Σ′

1,Σ
′
2
Jτ1K, then ([v1/x1]e1, [v

′
1/x2]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K

(for all (v1, v′1)), as well as v ∈ VΣ1
Jτ1

ℓk−→ τ2K and v′ ∈ VΣ2
Jτ1

ℓk−→ τ2K.
The latter two proof goals are immediate from our assumptions.
From our assumptions, since v ∈ VΣ1

Jτ1
ℓk−→ τ2K and v′ ∈ VΣ2

Jτ1
ℓk−→ τ2K, we have that

v = λ(x1 : τ1.e1) such that ∀Σ′
1 ≤ Σ1, if V1 ∈ LVΣ′

1
Jτ1K such that ∀v1 ∈ V1, v1 ∈

VΣ′
1
Jτ1K, then [v1/x1]e1 ∈ EΣ′

1
Jτ2K[ℓk]

v′ = λ(x2 : τ1.e2) such that ∀Σ′
2 ≤ Σ2, if V′

1 ∈ LVΣ′
2
Jτ1K such that ∀v′1 ∈ V′

1, v
′
1 ∈

VΣ′
2
Jτ1K, then [v′1/x2]e2 ∈ EΣ′

2
Jτ2K[ℓk]

Suppose we have µ ≡ξ µ
′ :Σ′

1⊎Σ′
2. By definition, this gives us µ :Σ′

1 and µ′ :Σ′
2. Unrolling

the unary term interpretation, we have
Since [v1/x1]e1 ∈ EΣ′

1
Jτ2K[ℓk],

νΣ′
1{[v1/x1]e ∥ µ} ⇓ νΣ′′

1{V2 ∥ µ1}

such that µ1 : Σ
′′
1 and

∀v2 ∈ V2. v2 ∈ VΣ′′
1
Jτ2K

and ∀K1 ∼ ℓ1 ∈ (Σ′′
1 \ Σ′

1). ℓk ⊑ ℓ1

92



Since [v′1/x2]e2 ∈ EΣ′
2
Jτ2K[ℓk],

νΣ′
2{[v′1/x2]e2 ∥ µ′} ⇓ νΣ′′

2{V′
2 ∥ µ2}

such that µ2 : Σ
′′
2 and

∀v′2 ∈ V′
2. v

′
2 ∈ VΣ′′

2
Jτ2K

and ∀K2 ∼ ℓ2 ∈ (Σ′′
2 \ Σ′

2). ℓk ⊑ ℓ2
To show that ([v1/x1]e1, [v

′
1/x2]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K, we must show that

If µ ≡ξ µ
′ : Σ′

1 ⊎ Σ′
2 then

νΣ1{[v1/x1]e1 ∥ µ} ⇓ νΣ′′
1{V2 ∥ µ1}

νΣ2{[v′1/x2]e2 ∥ µ′} ⇓ νΣ′′
2{V′

2 ∥ µ2}

such that µ1 ≡ξ µ2 : Σ
′′
1 ⊎ Σ′′

2 and

∀v2 ∈ V2,∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ′′
1 ,Σ

′′
2
Jτ2K

∀v′2 ∈ V′
2,∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ′′
1 ,Σ

′′
2
Jτ2K

Note that since ℓ ⊑ ℓk and ℓ ��⊑ ξ, we have that ℓk ��⊑ ξ (Lemma 28). As such, since
each of the effects satisfy ℓk ⊑ ℓ1 and ℓk ⊑ ℓ2, we also have that ℓ1 ��⊑ ξ and ℓ2 ��⊑ ξ
(Lemma 28). That is, neither [v1/x1]e1 nor [v′1/x2]e2 produce observable effects. Since
∀K1 ∼ ℓ1 ∈ (Σ′′

1 \ Σ′
1). kc ⊑ ℓ1, ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ). kc ⊑ ℓ2, with ℓ1 ��⊑ ξ and ℓ2 ��⊑ ξ,

we have that µ1 : Σ
′′
1 and µ2 : Σ

′′
2 implies µ1 ≡ξ µ2 : Σ

′′
1 ⊎ Σ′′

2. This is because we already
had that µ ≡ξ µ

′ : Σ′
1 ⊎Σ′

2, and we additionally have that Σ′′
1 ≤ Σ′

1 and Σ′′
2 ≤ Σ′

2, meaning
any observable keys in the memory maintain their relatedness and any new keys are unob-
servable and thus can be arbitrary.

Since we have ℓ ◁ τ2, by the IH on values in V2 and V′
2, we have that ∀v2 ∈ V2,∀v′2 ∈

V′
2, (v2, v

′
2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K. This gives us what we want to show for ([v1/x1]e1, [v

′
1/x2]e2) ∈

Eξ
Σ′

1,Σ
′
2
Jτ2K.

So far, we have that ∀v1 ∈ V1 and ∀v′1 ∈ V′
1 that ([v1/x1]e1, [v

′
1/x2]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K,

where v1 ∈ VΣ′
1
Jτ1K and v1 ∈ VΣ′

1
Jτ1K. We would like to show that ∀(v1, v′1) ∈ V1 × V′

1

with (v1, v
′
1) ∈ Vξ

Σ′
1,Σ

′
2
Jτ1K, then ([v1/x1]e1, [v

′
1/x2]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K.

By Lemma 11, we have that if (v1, v′1) ∈ Vξ
Σ′

1,Σ
′
2
Jτ1K, then v1 ∈ VΣ′

1
Jτ1K and v′1 ∈ VΣ′

2
Jτ1K.

Thus, given the above results, we immediately have that if (v1, v
′
1) ∈ Vξ

Σ′
1,Σ

′
2
Jτ1K then

([v1/x1]e1, [v
′
1/x2]e2) ∈ Eξ

Σ′
1,Σ

′
2
Jτ2K, as required.

• Case:
ℓ ⊑ ℓ′

ℓ ◁ keyℓ′

Since ℓ ⊑ ℓ′ from the premise and ℓ��⊑ ξ, we have that ℓ′ ��⊑ ξ. As such, by the definition of
the binary value interpretation, we need to show that v ∈ Vξ

Σ1
Jkeyℓ′K and v′ ∈ Vξ

Σ2
Jkeyℓ′K,

which is immediate from our assumptions.
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Lemma 59 (Term Splitting Lemma). If ℓ ◁ τ and ℓ��⊑ ξ, then if e ∈ EΣJτK[kc] and e′ ∈ EΣ′JτK[kc]
and kc��⊑ ξ, then (e, e′) ∈ Eξ

Σ,Σ′JτK.

Proof. Suppose we have that e ∈ EΣJτK[kc] and e′ ∈ EΣ′JτK[kc] and kc��⊑ ξ. Suppose we have
µ ≡ξ µ′ : Σ ⊎ Σ′, which by definition gives us µ : Σ and µ′ : Σ′. By the definition of the unary
term interpretation, this means that

• Since e ∈ EΣJτK[kc],
νΣ{e ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

such that µ1 : Σ1 and
∀v1 ∈ V1. v1 ∈ VΣ1

JτK

and ∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ). kc ⊑ ℓ1
• Since e′ ∈ EΣ′JτK[kc],

νΣ′{e ∥ µ′} ⇓ νΣ2{V2 ∥ µ2}

such that µ2 : Σ2 and
∀v2 ∈ V2. v2 ∈ VΣ2

JτK

and ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ′). kc ⊑ ℓ2

To show that (e, e′) ∈ Eξ
Σ,Σ′JτK, we must show that

• If µ ≡ξ µ
′ : Σ ⊎ Σ′ then

νΣ{e ∥ µ} ⇓ νΣ1{V1 ∥ µ1}

νΣ′{e′ ∥ µ′} ⇓ νΣ2{V2 ∥ µ2}

such that µ1 ≡ξ µ2 : Σ1 ⊎ Σ2 and

∀v1 ∈ V1,∃v2 ∈ V2. (v1, v2) ∈ Vξ
Σ1,Σ2

JτK

∀v2 ∈ V2,∃v1 ∈ V1. (v1, v2) ∈ Vξ
Σ1,Σ2

JτK

Note that since kc��⊑ ξ, since each of the effects satisfy kc ⊑ ℓ1 and kc ⊑ ℓ2, we also have
that ℓ1 ��⊑ ξ and ℓ2 ��⊑ ξ (Lemma 28). That is, neither e nor e′ produce observable effects. Since
∀K1 ∼ ℓ1 ∈ (Σ1 \ Σ). kc ⊑ ℓ1, ∀K2 ∼ ℓ2 ∈ (Σ2 \ Σ′). kc ⊑ ℓ2, with ℓ1 ��⊑ ξ and ℓ2 ��⊑ ξ, we
have that µ1 : Σ1 and µ2 : Σ2 implies µ1 ≡ξ µ2 : Σ1 ⊎ Σ2. This is because we already had that
µ ≡ξ µ

′ : Σ ⊎ Σ′, and we additionally have that Σ1 ≤ Σ and Σ2 ≤ Σ′ (Lemma 24), meaning any
observable keys in the memory maintain their relatedness and any new keys are unobservable
and thus can be arbitrary.

From Lemma 12, we know that with ∀v1 ∈ V1. v1 ∈ VΣ1
JτK and ∀v2 ∈ V2. v2 ∈ VΣ2

JτK,
we get that ∀v1 ∈ V1. v2 ∈ V2. (v1, v2) ∈ Vξ

Σ1,Σ2
JτK, which is sufficient to show the double

containment required by the binary term interpretation.

Lemma 60 (Un-Subtype). If τ ′ ≤ τ , then if v ∈ VΣJτ ′K, then v ∈ VΣJτK.
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Proof. Suppose we have τ ′ ≤ τ and v ∈ VΣJτ ′K. We proceed by rule induction on τ ′ ≤ τ :

• Case:
τ ′1 ≤ τ1 τ ′2 ≤ τ2 ℓ1 ⊑ ℓ2

(τ ′1 + τ ′2)ℓ1 ≤ (τ1 + τ2)ℓ2
In this case, we have that v ∈ VΣJ(τ ′1 + τ ′2)ℓ2K. By the definition of the value interpretation,
this means that v ∈ VΣJτ ′1 + τ ′2K, which then means that either v = 1 · v1 for v1 ∈ VΣJτ ′1K
or v = 2 · v2 for v2 ∈ VΣJτ ′2K.
WLOG, suppose it is the case that v = 1 · v1. By the IH, since τ ′1 ≤ τ1 and v1 ∈ VΣJτ ′1K,
we have that v1 ∈ VΣJτ1K, which gives us that 1 · v1 ∈ VΣJτ1 + τ2K, which then implies
that v1 ∈ VΣJ(τ1 + τ2)ℓ1K, all by definition of the value interpretation.

• Case:
τ ′1 ≤ τ1 τ ′2 ≤ τ2

τ ′1 × τ ′2 ≤ τ1 × τ2
In this case, we have that v ∈ VΣJτ ′1 × τ ′2K. By the definition of the value interpretation,
this means that v = ⟨v1, v2⟩ for v1 ∈ VΣJτ ′1K and v2 ∈ VΣJτ ′2K.
By the IH, since τ ′1 ≤ τ1 and τ ′2 ≤ τ2, we have that v1 ∈ VΣJτ1K and v2 ∈ VΣJτ2K, which
gives us that v ∈ VΣJτ1 × τ2K.

• Case:
τ1 ≤ τ ′1 τ ′2 ≤ τ2 ℓk ⊑ ℓ′k

τ ′1
ℓ′k−→ τ ′2 ≤ τ1

ℓk−→ τ2

In this case, we have that v ∈ VΣJτ ′1
ℓ′k−→ τ ′2K. By the definition of the value interpretation,

this means that v = λ(x.e) such that for all Σ′ such that Σ′ ≤ Σ and for all V1 such that
V1 ∈ LVΣ′Jτ1K and ∀v1 ∈ V1. v1 ∈ VΣ′Jτ ′1K, we have that [v1/x]e ∈ EΣ′Jτ ′2K[ℓ′k].

We would like to show that v ∈ VΣJτ1
ℓk−→ τ2K. We already have that v = λ(x.e).

Suppose that we have some Σ′ ≤ Σ and set V1 ∈ LVΣ′Jτ1K with ∀v1 ∈ V1. v1 ∈ VΣ′Jτ1K.
By the IH, since τ1 ≤ τ ′1, we have that v1 ∈ VΣ′Jτ ′1K. From the previous reasoning, this
means we can obtain that [v1/x]e ∈ EΣ′Jτ ′2K[ℓ′k].
Unfolding the definition of the term interpretation, we have

Since [v1/x]e ∈ EΣ′Jτ ′2K[ℓ′k], if µ : Σ′, then

νΣ′{[v1/x]e ∥ µ} ⇓ νΣ∗{V ∥ µ∗}

such that µ∗ : Σ∗ and
∀v′2 ∈ V. v′2 ∈ VΣ∗Jτ ′2K

and ∀K ∼ ℓ ∈ (Σ∗ \ Σ′). ℓ′k ⊑ ℓ.
By the IH, we have that each v′2 is in VΣ∗Jτ2K. Also, note that since ℓk ⊑ ℓ′k, for all keys in
Σ∗ \ Σ′, the levels being greater than or equal to ℓ′k implies they are greater than or equal
to ℓk.
With this, we have what we need to show for the term interpretation [v1/x]e ∈ EΣ′Jτ2K[ℓk].

• Case:
τ1 ≤ τ2 ϵ1 ⊑ ϵ2

(encℓ τ1)ϵ1 ≤ (encℓ τ2)ϵ2
In this case, we have that v ∈ VΣJ(encℓ τ1)ϵ1K. By the definition of the value interpreta-
tion, this means that v ∈ VΣJencℓ τ1K, which then means that ∃v′, vk. v = D(vk, v

′) and
v′ ∈ VΣJτ1K.
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By the IH, we have that v′ ∈ VΣJτ2K, and with the existing vk, we have what we want to
show for v ∈ VΣJ(encℓ τ2)ϵ2K.

• Omitted: unit, key

Lemma 61 (Bin-Subtype). If τ ′ ≤ τ , then if (v, v′) ∈ Vξ
Σ1,Σ2

Jτ ′K, then (v, v′) ∈ Vξ
Σ1,Σ2

JτK.

Proof. Suppose we have τ ′ ≤ τ and (v, v′) ∈ Vξ
Σ1,Σ2

Jτ ′K. We proceed by rule induction on
τ ′ ≤ τ :

• Case:
τ ′1 ≤ τ1 τ ′2 ≤ τ2 ℓ1 ⊑ ℓ2

(τ ′1 + τ ′2)ℓ1 ≤ (τ1 + τ2)ℓ2
In this case, we have that (v, v′) ∈ Vξ

Σ1,Σ2
J(τ ′1 + τ ′2)ℓ1K.

We proceed by casing on whether ℓ1 ⊑ ξ:
ℓ1 ⊑ ξ:

By the definition of the value interpretation, we have that either
− v = 1 · v1 and v′ = 1 · v′1 for (v1, v′1) ∈ Vξ

Σ1,Σ2
Jτ ′1K, or

− v = 2 · v2 and v′ = 2 · v′2 for (v2, v′2) ∈ Vξ
Σ1,Σ2

Jτ ′2K
WLOG, suppose it is the case that v = 1 · v1 and v′ = 1 · v′1. By the IH, since τ ′1 ≤ τ1
and (v1, v

′
1) ∈ Vξ

Σ1,Σ2
Jτ ′1K, we have that (v1, v′1) ∈ Vξ

Σ1,Σ2
Jτ1K.

We proceed by casing on whether ℓ2 ⊑ ξ:
− ℓ2 ⊑ ξ:

In this case, we must show that (v, v′) ∈ Vξ
Σ1,Σ2

Jτ1 + τ2K, which we have imme-
diately.

− ℓ2 ��⊑ ξ:

In this case, we must show that v ∈ Vξ
Σ1

Jτ1 + τ2K and v′ ∈ Vξ
Σ2

Jτ1 + τ2K. By
the definition of the unary interpretation, this means either v = 1 · v1 with v1 ∈
Vξ
Σ1

Jτ1K or v = 2 · v2 with v2 ∈ Vξ
Σ2

Jτ2K (and similarly for v′). We already have
that v = 1 · v1 and v′ = 1 · v1, and we have that (v1, v′1) ∈ Vξ

Σ1,Σ2
Jτ1K. By the

Lemma 11, we also have that v1 ∈ Vξ
Σ1

Jτ1K and v′1 ∈ Vξ
Σ2

Jτ1K, as required.
ℓ1 ��⊑ ξ:

By the definition of the value interpretation, we have that v ∈ Vξ
Σ1

Jτ ′1 + τ ′2K and
v′ ∈ Vξ

Σ2
Jτ ′1 + τ ′2K.

Note that since ℓ1 ��⊑ ξ and ℓ1 ⊑ ℓ2, it must be the case that ℓ2 ��⊑ ξ (Lemma 28).
As such, it is sufficient to show that v ∈ VΣ1

Jτ1 + τ2K and v′ ∈ VΣ2
Jτ1 + τ2K. This

follows from Lemma 30.

• Case:
τ ′1 ≤ τ1 τ ′2 ≤ τ2

τ ′1 × τ ′2 ≤ τ1 × τ2
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In this case, we have that (v, v′) ∈ Vξ
Σ1,Σ2

Jτ ′1 × τ ′2K. By the definition of the value in-
terpretation, this means that v = ⟨v1, v2⟩ and v′ = ⟨v′1, v′2⟩ for (v1, v′1) ∈ Vξ

Σ1,Σ2
Jτ ′1K and

(v2, v
′
2) ∈ Vξ

Σ1,Σ2
Jτ ′2K.

By the IH, since τ ′1 ≤ τ1 and τ ′2 ≤ τ2, we have that (v1, v′1) ∈ Vξ
Σ1,Σ2

Jτ1K and (v2, v
′
2) ∈

Vξ
Σ1,Σ2

Jτ2K, which gives us that (v, v′) ∈ Vξ
Σ1,Σ2

Jτ1 × τ2K.

• Case:
τ1 ≤ τ ′1 τ ′2 ≤ τ2 ℓk ⊑ ℓ′k

τ ′1
ℓ′k−→ τ ′2 ≤ τ1

ℓk−→ τ2

In this case, we have that (v, v′) ∈ Vξ
Σ1,Σ2

Jτ ′1
ℓ′k−→ τ ′2K. By the definition of the value inter-

pretation, this means that v =α λ(x.e) and v′ =α λ(x.e′) such that for all Σ′
1,Σ

′
2 such that

Σ′
1 ≤ Σ1 and Σ′

2 ≤ Σ2 such that for all ∀V1,V′
1 such that V1 ∈ LVΣ′

1
Jτ1K, V′

1 ∈ LVΣ′
2
Jτ1K,

and ∀(v1, v′1) ∈ V1×V′
1, (v1, v′1) ∈ Vξ

Σ′
1,Σ

′
2
Jτ ′1K, we have that ([v1/x]e, [v′1/x]e

′) ∈ Eξ
Σ′Jτ ′2K.

We would like to show that (v, v′) ∈ Vξ
ΣJτ1

ℓk−→ τ2K. We already have that v = λ(x.e) and
v′ = λ(x.e′).
Suppose that we have some Σ′

1 ≤ Σ1 and Σ′
2 ≤ Σ2 and V1,V′

1 such that V1 ∈ LVΣ′
1
Jτ1K,

V′
1LVΣ′

2
Jτ1K, and ∀(v1, v′1) ∈ V1 × V′

1, (v1, v′1) ∈ Vξ
Σ′

1,Σ
′
2
Jτ1K. By the IH, since τ1 ≤ τ ′1,

we have that (v1, v′1) ∈ Vξ
Σ′

1,Σ
′
2
Jτ ′1K. From the previous reasoning, this means we can obtain

that ([v1/x]e, [v′1/x]e
′) ∈ Eξ

Σ′
1,Σ

′
2
Jτ ′2K.

Suppose we have µ ≡ξ µ′ : Σ′
1 ⊎ Σ′

2. Unfolding the definition of the term interpretation,
we have

Since ([v1/x]e, [v
′
1/x]e

′) ∈ Eξ
Σ′

1,Σ
′
2
Jτ ′2K,

νΣ′
1{[v1/x]e ∥ µ} ⇓ νΣ∗{V2 ∥ µ∗}

νΣ′
2{[v′1/x]e′ ∥ µ′} ⇓ νΣ∗∗{V′

2 ∥ µ∗∗}

such that µ∗ ≡ξ µ
∗∗ : Σ∗,Σ∗∗ and

∀v2 ∈ V2. ∃v′2 ∈ V′
2. (v2, v

′
2) ∈ Vξ

Σ∗,Σ∗∗Jτ ′2K

∀v′2 ∈ V′
2. ∃v2 ∈ V2. (v2, v

′
2) ∈ Vξ

Σ∗,Σ∗∗Jτ ′2K

By the IH, we have that each double contained pair (v2, v′2) is in Vξ
Σ∗,Σ∗∗Jτ2K.

With this, we have what we need to show for the term interpretation ([v1/x]e, [v
′
1/x]e

′) ∈
Eξ
Σ′

1,Σ
′
2
Jτ2K.

• Case:
τ1 ≤ τ2 ϵ1 ⊑ ϵ2

(encℓ τ1)ϵ1 ≤ (encℓ τ2)ϵ2
In this case, we have that (v, v′) ∈ Vξ

Σ1,Σ2
J(encℓ τ1)ϵ1K.

We proceed by casing on whether ϵ1 ⊑ ξ:
ϵ1 ⊑ ξ:
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This means that we have (v, v′) ∈ Vξ
Σ1,Σ2

Jencℓ τ1K.
By the definition of the binary value interpretation, this means we have ∃vi, vki. v1 =
D(vk1, v) and v2 = D(vk2, v

′) for i ∈ {1, 2}.
We proceed by casing on whether ℓ ⊑ ξ:
− ℓ ⊑ ξ:

In this case, we have that vk1 = vk2 and (v1, v2) ∈ Vξ
Σ1,Σ2

Jτ1K. By the IH, we
have that (v1, v2) ∈ Vξ

Σ1,Σ2
Jτ2K.

For ϵ2 ⊑ ξ, with all of the above results, we have that (v, v′) ∈ Vξ
Σ1,Σ2

J(encτ2 ℓ)ϵ2K.
For ϵ2 ��⊑ ξ, by Lemma 11, we have that v1 ∈ Vξ

Σ1
Jτ1K and v2 ∈ Vξ

Σ2
Jτ1K, which

then allows us to show v ∈ Vξ
Σ1

J(encτ2 ℓ)ϵ2K and v′ ∈ Vξ
Σ2

J(encτ2 ℓ)ϵ2K.
− ℓ��⊑ ξ:

In this case, we have that v1 ∈ Vξ
Σ1

Jτ1K, v2 ∈ Vξ
Σ2

Jτ1K, and v
.
= v′. By the IH,

we have that v1 ∈ Vξ
Σ1

Jτ2K and v2 ∈ Vξ
Σ2

Jτ2K.
For ϵ2 ⊑ ξ, with all of the above results, we have that (v, v′) ∈ Vξ

Σ1,Σ2
J(encτ2 ℓ)ϵ2K.

For ϵ2 ��⊑ ξ, with the IH result we immediately have that v ∈ Vξ
Σ1

J(encτ2 ℓ)ϵ2K
and v′ ∈ Vξ

Σ2
J(encτ2 ℓ)ϵ2K.

ϵ1 ��⊑ ξ:

This means that v ∈ Vξ
Σ1

Jencℓ τ1K and v′ ∈ Vξ
Σ2

Jencℓ τ1K.
Note that since ϵ1 ��⊑ ξ and ϵ1 ⊑ ϵ2, it must be the case that ϵ2 ��⊑ ξ (Lemma 28).
As such, it is sufficient to show that v ∈ Vξ

Σ1
Jencℓ τ2K and v′ ∈ Vξ

Σ2
Jencℓ τ2K. This

follows from Lemma 30.
• Omitted: unit, key
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