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Abstract
Detecting individual data sequences corresponding to actionable events in large-

scale, dynamic data streams, also known as data monitoring, is a challenging com-
putational problem with applications across multiple domains. Specifically in public
health, these data sequences can correspond to events like outbreaks or quality is-
sues directly impacting downstream decision-making and outbreak response efforts.
However, as the volume of public health-related data continues to grow, traditional
machine learning algorithms for anomaly or event detection, designed for smaller
datasets, become increasingly ineffective – for example, by outputting tens of thou-
sands of uninformative alerts that lead to reviewer fatigue. These challenges are
exacerbated by the noise, non-stationarity, and incompleteness of public health data
and hinder the ability of domain experts to perform data monitoring.

My thesis enables domain experts to monitor large-scale data streams via novel
ranked-list based algorithms that address the question, “Which data should be exam-
ined first, and why?” In contrast to traditional approaches that use statistical alerts,
the output list of the top-ranked data prioritizes data reviewers’ attention so that
they remain engaged with the algorithmic outputs. These underlying algorithms, de-
signed to be simple, scalable, and generalizable, include (1) ranking outliers from
limited-history, nonstationary, noisy data streams with weekday effects, (2) rerank-
ing extreme outlier data points across large streams, and (3) ranking top anomalous
subsequences of any length from dynamic, partially observed data without sampling.

Evaluating these algorithms and the overall approach in offline and deployed
settings show strong results. For instance, when paired with custom user interfaces,
the approach enabled a 53-fold increase in monitoring efficiency for data reviewers
performing data monitoring at the Delphi Group at Carnegie Mellon University for
over two years, allowing them to detect over 200 noteworthy data issues from 15
million new data points each week. This monitoring approach directly supports
efficient and accurate public health surveillance and can readily be deployed at the
state, national, or international level to enhance the effectiveness of public health
data-driven decision-making and the core algorithms can be relevant to other critical
monitoring domains.
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Introduction

1.1 Contributions

This thesis introduces a novel approach and algorithms for monitoring large-scale data streams in

critical settings designed to better align with the needs and work�ows of human data reviewers.

Existing monitoring systems often rely on human data reviewers inspecting alerts generated using

rigid statistical thresholds or heuristics. When applied to modern data volumes with complex

statistical properties, these approaches tend to fail. Instead, this thesis develops:

• a human-in-the-loop approach and fully deployed system built atop

• 3 novel interpretable and ef�cient algorithms that scale expert input for event detection:

1. FlaSH (Flexible outlier ranking method): A customizable algorithmic ranking ap-

proach that scales expert feedback and constraints, allowing for context-aware outlier

detection despite the data noise, nonstationarity, and incompleteness that are common

in real-world data.

2. OutsHiNes (Reranking extreme outliers):Identi�es a new machine learning prob-

lem, multi-stream outlier ranking, and a solution algorithm rooted in extreme value

theory, adapted for nonstationary and noisy data.

3. Enlighten (Anomalous subsequence detection & system development):An algo-

rithm and complete system that data reviewers use to identify and analyze anomalous

data subsequences of any length.

Data monitoring is important in public health settings. It is used to detect important events,

such as disease outbreaks and data quality issues, that are important for downstream data users

like data scientists and public health decision-makers. For example, data scientists can build

better models that exclude outliers or uncover informative disease dynamics that might otherwise

1



go unnoticed. Nevertheless, the known theoretical and statistical limitations of data monitoring at

scale become apparent and pressing in public health due to the prevalence of real-world statistical

properties of the data and the critical nature of the events. Progress forward for data monitoring

at scale requires new computational approaches.

The strongest validation of the practicality of this approach is that it has been deployed in

practice for two years and counting. To ensure practical utility in this setting, the above algo-

rithms were designed, developed, and evaluated over several months in deployment with real-

world public health data reviewers at the Delphi Group at Carnegie Mellon University. By work-

ing directly with data reviewers and users, the limitations of traditional alert-based monitoring

systems became clear (see Appendix A) and inspired an approach that aligns with real-world data

review practices. The �nal rank-based, human-in-the-loop anomaly triage system works by scal-

ing reviewer intuition and prioritizing reviewer attention. Our evaluation includes surveys and

longitudinal deployment studies that have shown that this system signi�cantly improves public

health data event detection processes, making it, as far as we know, the only open-source, sta-

tistically sound, scalable, and deployed approach for modern public health data monitoring. As

the proposed methods also address computational challenges of data monitoring at scale in a

statistically rigorous manner, they can also be applicable in other critical domains.

1.2 Motivation and Research Approach

Data saves lives. Better data saves more lives.-United States Centers for Disease

Control and Prevention (CDC) [40]

Background

Public health data curators, such as the CDC [40], UN [110], and WHO [2], regularly publish

aggregated population-level time series data from various traditional and public health-adjacent

sources. These data streams, referred to as indicators [41], are used for resource allocation,

disease tracking, and identifying health disparities [30]. An advantage of these data curators is

that they can monitor large volumes of data for critical events, or unexpected patterns in the data,



that may indicate system failures or meaningful shifts in public health dynamics [73].

Monitoring is particularly vital in public health, where curators are responsible for producing

high-quality data streams [21, 85] and preventing costly attribution errors from downstream data

users [87, 88]. Curators have unique advantages. They have aggregate data available at a scale

larger than individual data providers. They also can have more data and compute their their

downstream data users to detect critical events across multiple streams [2, 55, 112]. These events

tend to belong to one of the following categories:

• Data quality issues, like shifts, errors, & delays in data collection and reporting [8, 11, 29])

which can have downstream impacts.

• Changes inunderlying disease dynamics, like outbreaks [19].

Figure 1.1: Examples of unexpected data points classi�ed as events (highlighted in red)
belonging to these different categories in public health data. Delphi's % COVID-like Illnesses
indicator is calculated from Doctor's Visits data [96].

Plot (a) shows an increase in a respiratory illness indicator that is consistent with an out-
break, which represents a change in theunderlying disease dynamics.

Plot (b) shows many days of reported data as 0 between November and December 2024,
then a few weeks of missing data in December 2024, followed by a very high value for a
respiratory illness signal.

According to one reviewer's analysis of this geospatial region, similar data streams, and
external information, this data suggests that there was adata qualityevent, like delayed data
reporting from the months of November and December 2024.

These events categories and how they manifest in the data correspond to different parts of

how public health data is collected and reported (see Fig 1.1).



• Data qualityissues typically stem from measurement/reporting errors in the data reporting

pipeline, which can include imperfect human recorded data, breakdowns in reporting at

multiple stages, changes in data de�nitions or aggregation, and data censored for individual

privacy.

• Disease dynamicscan represent changes in the ground truth of illnesses transmission.

Figure 1.2:Data quality changes in case counts, shown by the large spikes in March and July
2022, when cases were trending down, resulted in similar spikes for predicted counts (red) from
multiple forecasts that were then sent to the US CDC. This forecast is one of hundreds reported
weekly and was likely missed by most in any downstream applications.

Once the data is identi�ed and triaged as events by a data reviewer, they can be sent to

stakeholders. However, these events are not equally relevant to all stakeholders. For example,

modeling teams may care about data quality events relevant to data preprocessing, like single

point outliers, while public health departments may care about the disease dynamics events and

do not want to misattribute a data quality issue for an outbreak, like in Fig. 1.2.

Nevertheless, these events and their relative severity to different downstream data users are

dif�cult to distinguish statistically through the data alone because different events can manifest

similarly in these data streams. Instead, domain experts (e.g., epidemiologists, policymakers)

need to use some type of external context (e.g., policy changes, public health reports) to triage

these unexpected data sequences as events with different severity for downstream users. Then,

these data users can readily use the classi�ed, contextualized, and annotated data events they care



about. For example, during the COVID-19 pandemic, the modeling community used human-

reported data quality events to revise forecasts [117], and data users also wanted to use events

identify regions experiencing unexpected disease transmission, particularly in smaller geospatial

regions without local public health departments or resources to monitor newly collected data

streams.

Despite the demand and importance of event detection through data monitoring, for decades

[55], reviewers have increasingly struggled to monitor incoming public health data thoroughly.

One issue is that the data sequences corresponding to important events can be subtle [69], and

detecting them requires careful attention that quickly exhausts limited data reviewing resources.

In the current big-data setting for public health data, this constraint clari�es several limitations

in existing approaches [27]. For example, existing methods can be uninformative because their

output is highly sensitive to parameter tuning that needs to be continuously performed as the

frequency of events change over time. Or, these methods produce too many alerts to be usable in

practice. Monitoring challenges like these are likely to become more widespread as data mod-

ernization initiatives from curators [89, 118], although necessary, have consistently increased the

volume, variety, and velocity of public health data [10] (modern data).

These factors culminated in an emergency at the Delphi Group at Carnegie Mellon Univer-

sity (Delphi). Delphi is a public health data curator for indicators related to respiratory illnesses

in the United States1. As part of its curation process to provide various aggregate data sources

free and open source to the public, Delphi monitors its data for events relevant to its users –

including public health authorities, researchers, and the public. In line with large scale public

health modernization initiatives [40], Delphi's daily data intake has increased over 1000× in the

past three years, enabling more varied, timely, and high resolution data streams to be published

[72, 96, 119]. While curators like Delphi only work with aggregate data—meaning they cannot

detect events by analyzing individual records as some providers might, they are uniquely poised

to identify and analyze unexpected data given that they can centrally access data from multiple

1In this thesis, the data used is from the Delphi Group and can be accessed through their open-source APIs [95].



data sources. Historically, they've used standard state-of-the-art anomaly or event detection ap-

proaches on smaller data volumes. However, as multiple stakeholders have pointed out, these

existing methods are �awed. They are unable to �nd important `needles' that users can take

action over from a very large haystack of data. This need informs the thesis research question:

Research Question:How can computational limitations in monitoring large volumes of hetero-

geneous (modern) public health data streams be addressed?

This thesis presents a computational approach that involves designing both a novel system for

data monitoring and developing new monitoring algorithms that support the system.

Preliminaries

The data monitoringsystemdesign must account for several nuances. For example, the moni-

toring process must provide �exibility to accommodate user and context preferences regarding

“unexpected” or anomalous data [101] that correspond to data events. In fact, rigid systems,

which fail to adapt to evolving user needs for event detection over time, are a primary limita-

tion of prior approaches [15, 17], as described by public health experts [50], because they fail

to adapt to evolving user needs for event detection over time without considerable effort. The

proposed approaches should also focus on unexpected datapatternsinstead of data validation

or algorithms that need external labels/metadata that are quickly outdated given the nonstation-

arity of public health data [105]2. Additionally, all incoming data should be processed directly,

rather than using sampling techniques, to prevent a common issue where regions with lower

populations have fewer of their events detected due to sample size and noise. Beyond regional

variability, the framework must be robust to changes in indicator sets, regional data quality [74],

and shifting correlation structures as public health conditions evolve [43, 57]. This ensures the

system remains useful to a large set of public health data curators, including USAFacts, JHU

CSSE, The New York Times COVID Data, and the CDC. Finally, practical constraints—such

2Labeled data is also highly subjective and tends to only available in small samples [103].



as �nite reviewer attention, computational resources, and data update cycles that limit real-time

processing—must be addressed in the approach design.

Research Approach:Continuous, human-in-the-loop, anomalous subsequence monitoring sys-

tem across all data streams to identify, “Which events should be examined �rst, and why?”

Continuous data monitoring involves (1) running a detection algorithm per data stream, [20, 59],

like a control chart method, that (2) produces an alert, like when the method's resulting p-value

falls below a threshold [18], that (3) reviewers inspect [126]. Continuous approaches are used in

a number of domains to �nd real time anomalies in data streams (instead of identifying anoma-

lous times or historical anomalies) [25, 36] . However, these alerting algorithms break down in

modern public health data settings, as supported by attempts detailed in [19] and discussed in the

Acute Phase Approach section.

Prior works are fundamentally limited or not applicable in this setting. First, similar ap-

proaches in networks, systems, and IoT literature rely on assumptions that do not necessarily

hold for public health data. Public health data is incomplete and often an estimate, making

it incompatible with many root cause analysis or formal veri�cation methods. Further, other

approaches focus on edge/node computing or sampling strategies because of limitations on com-

munication protocols and privacy constraints [123, 124, 127]. In contrast, public health curators

receive all their data over the course of a day and have no such limitations. These curators also

need to process all their data, including streams aggregated at higher resolutions, because differ-

ently aggregated streams may include additional individuals that were not available or accounted

for at more granular resolutions. Finally, by processing all the data they receive and not sam-

pling, curators can be sure that all available data points are considered and identify problems in

the data curation pipelines that are geography independent [2, 35, 55, 102]. So, popular methods

that rely on dimension reduction [43, 57] or identify entire streams as anomalous are not relevant

for this type of data-level monitoring.

Still, approaches for data-level monitoring do not scale with or perform well on modern pub-



lic health data. These approaches, including those embedded in public health monitoring systems

3, like ESSENCE[18, 79] system4, are variations of the standard outlier detection method pro-

cess. Take the World Health Organization's District Health Information System (DHIS) [3]. It

produces an alert when a summary statistic (min, max, z-score) exceeds a baseline (determined

by a stream's own history, the national stream, or streams from similar indicators at that geogra-

phy) by a static value, like 10 %. While this approach is mathematically straightforward [121],

using it in practice requires considerable manual effort for parameter tuning and data review as it

is only intended for use across a limited number of streams (e.g. limited its intended use case in

districts or counties). At scale across millions of heterogeneous and nonstationary streams, these

approaches introduce multiple hypothesis testing errors [51]and necessitate manually updating

thousands of thresholds and rules before new data arrives for the continuous setting. Even more

statistically sophisticated alerting approaches, such as RAMMIE [83] and its extensions5, can

generate an extremely high and highly variable number of alerts when deployed across a large

geography.

The challenges of these approaches, both statistically and in practice, have been documented

by public health practitioners in papers like “What can you really do with 35,000 alerts a week

anyway” [27, 50] , and tutorials/research from the International Society For Disease Surveillance

through efforts from Michael Coletta, Wayne Loschen, and Howard Burkom. Yet, a statistically

sound solution for data-level monitoring is needed.

Acute Phase Approach

The above limitations of existing approaches were validated after implementing and testing his-

torical monitoring and surveillance algorithms on Delphi's data.

3[24] overviews biosurveillance systems, including ESSENCE, RODS, INFERNO, BioSense, BioPortal, and
NYC Syndromic Surveillance Systems. Others, including [44, 48], WHO's DHIS2, SAGES, and EARS, are also
notable

4ESSENCE is the premier tool for Syndromic Surveillance (public health monitoring) in the United States [38,
39], and is widely used, even in local public health organizations.

5These methods are used by Public Health England to monitor national public health data.



During the acute phase of the COVID-19 pandemic, Delphi's data users wanted to surface

unexpected data corresponding to important events (“�nding a needle in a haystack.”) Over two

years, I served as a developer, engineer, and data reviewer to adapt existing approaches for mon-

itoring with no sustained success. For example, a straightforward approach involves adding

outlier scores directly to the data [107] using the standard Gaussian outlier detection equation.

Yet, this approach not �exible enough to accommodate users' varying preferences for identifying

underlying events and it was unclear what these scores meant in practice– an important require-

ment to stakeholders [19, 55]. It would have also doubled the size of our database. Another

approach was similar to the DHIS approach, where our implementation setalerts for z-scores

calculated using a rolling window that were above an adaptive threshold. This resulted in tens of

thousands of daily alerts that, when reviewed, tended to contain few events and take up consid-

erable human reviewer time. While we used the aggregate total number of alerts per provider as

a heuristic of processes gone awry (similar to [27]), these alerts were eventually turned off after

several months of parameter tuning, and other reviewers reverted to sporadic, manual inspection

of the data.

The fundamental failures of existing monitoring approaches for modern public health data

highlighted methodological gaps, as previously noted by practitioners and biostatisticians [19,

20]. These challenges include statistical issues, such as excessive false positives; computational

issues, such as processing time and storage constraints; and practical issues, such as the inability

of data reviewers to prioritize data for event detection, leading to delayed responses.

Approach Design

Based on the background and preliminaries, the three challenges this approach needed to address

are:

C1: Informative Detection Algorithm: The underlying algorithm for ranking is central to sep-

arating random variation from substantive changes, but �nding approaches �exible enough to

meet the needs of different users is challenging. In addition, the “correct” event detection algo-

rithm is dependent on the current state of public health (e.g., at the start of an in�uenza wave)

[17]. Because updating the algorithms manually is costly, and parameter tuning requires long



data history that may not be available, the current best approaches are manual review or review

based on multiple generic outlier detection algorithms [18].

C2: Addressing Overwhelming Alerts: These occur when multiple possible temporal, spa-

tial, and value-range rules (explicitly or via a model) are applied to millions of data points,

resulting in tens of thousands of alerts. Reviewing these alerts is taxing for reviewers because

they are dif�cult to prioritize and focus on, which may undermine trust in the alerting algorithm

itself. Manually tuning thresholds is labor-intensive, and increasing the thresholds using mul-

tiple hypothesis corrections [20] or waiting for consecutive days of alerting [1] produces data

point outliers independent of relevant context, which rarely require human review. Moreover, the

subtle anomalies that indicate important events are often missed [18, 91].

C3: Identifying Anomalous Subsequences:Data reviewers need relevant context (situational

awareness) to identify consistent and actionable changes across and within multiple data streams.

Speci�cally for anomalous subsequence detection, existing approaches include trying to �nd

consensus for the anomaly across different data sources by combining p-values [19] or splitting

a sequence into distinct subsequences based on data drift. However, these methods and their

parameters (1) can be meaningless to domain-expert data reviewers, (2) do not necessarily work

on non-iid streaming data, (3) may rely on consistent relationships between different streams,

and (4) are susceptible to the data quality issues and unique statistical properties that characterize

public health data.

These challenges are the root of the growing disconnect between public health surveillance

systems and those they are meant to serve. For nearly two decades, practitioners have found that

these monitoring systems fail to meet the needs of the individuals they were built for , from [55]

to a recent survey from over 90 health practitioners [50]. Further, as many of these systems were

built from a statistician's point of view, over time, they were not able to retrospectively account

for engineering challenges in data processing and computational complexity, or for the system

users' needs, such as transparency through clearly declared thresholds, parameters, and a desire

to have an understanding of their data (situational awareness) [6, 36]. In fact many practitioners

[19, 126] share sentiments like:



The current disconnect among algorithm developers, implementers, and users

has ... foster[ed] distrust in statistical monitoring and in biosurveillance itself [103].

When looking to the future of data monitoring systems, building one that supports triaging

events that correspond to changes in public health dynamics and data quality changes while im-

plicitly accounting for statistical, engineering, and reviewer perspectives may be able to address

the widening gap between theory and practice for public health monitoring [126].

Outside of these methodological challenges, there is little consensus onevaluating monitoring

systems or methods [126]. Most public health monitoring systemguidelines[6, 17, 19, 20, 113,

126] emphasize evaluation using realistic data and practical metrics. Yet, manyevaluations,

especially related to respiratory illness, have started to rely on synthetic data. In fact, because

identifying outliers in large volumes of data requires substantial domain expert effort it is often

assisted by the very algorithms that are meant to be evaluated(circularity problem) [17, 126].

Practical evaluation metrics also differ based on the perspectives of developers, engineers, and

reviewers, who each have different needs from a public health data monitoring system. Finally,

some types of evaluation are not possible or can be dif�cult in big data settings, where humans

are not able to review and label millions of data streams [86] (e.g. generating recall bounds).

Accordingly, metrics and evaluation strategies meaningful for modern public health data surveil-

lance were designed with domain experts, which are synthesized into the following evaluation

criteria: [37, 103, 126]:

E1: CorrectnessHow valuable is the approach and its evaluation [50, 126]?

E2: Feasibility Can it run over all recent production data for data curation organizations in a

timely manner [21, 50]?

The primary metric reviewers care about isef�ciency, or the number of events detected

per minute. Given the large volume of data and the limited time/attention of human reviewers,

surfacing more events for reviewers to triage and publish than the status quo is a considerable



Figure 1.3: The redesigned monitoring approach takes advantage of method, engineering, and
reviewer experts strengths. This design necessitates novel algorithms described in this thesis.

improvement in increasing the data utility. This metric is tied to precision and directly informs

the method's design and evaluation criteria.

1.3 System and Algorithms Overview

This approach and underlying methods are inspired from the failures of the Acute Phase Ap-

proach, data characteristics from other completed projects in Sec. 5 and, weekly interactions

with domain experts in public health – especially observing, surveying, and interacting with

Delphi staff.

The redesigned system is a human-in-the-loop data monitoring work�ow/system (Fig. 1.3),

that combines novel analytic methods, engineering design, visualization techniques, and insights

from human-computer interaction to help reviewers analyze unexpected data patterns (anoma-

lies) in public health-related data. Instead of an alerting system, where users are only shown

values that cross a p-value threshold (alerts), this approachranks the most extreme of all re-

cently updated databy how much it warrants reviewer attention. Reviewers can then decide

how many data points they want to investigate, which prioritizes a reviewer's time and does not

require them to review a certain number of alerts �agged via a (somewhat arbitrary) threshold.

Then, novel algorithms for each of the listed challenges [C1-3] were developed and evaluated

across relevant metrics as described next.



FlaSH: Flexible Outlier Detection Method

Full paper in IJCAI '23 [65]

Most outlier detection methods (e.g. Gaussian outlier detection) have a recombinant structure

[14, 84] with the following steps: data processing, baseline creation, test-statistic/residual gen-

eration, threshold setting, and alert generation. The differences in the vast majority of these

methods can be attributed to changes in the baseline creation step (e.g. underlying forecasting

method) than any other step. Additionally, domain experts are tasked with setting thresholds,

which can be more unintuitive at scale than knowing the appropriate baseline to use. This dis-

crepancy provides a unique opportunity to rely on experts to inform baseline creation, and instead

develop new methodsto scale expert intuition.

FlaSH is a customizable outlier detection method that incorporates reviewer data expectations

in the form of a model and difference metric for the baseline creation and test-statistic generation

step. Then, these distances and expectations are used to quantify `unexpected' data.

The core method is about scaling expert intuition – which needed a new approach. For ex-

ample, model-based residual thresholding methods can be useful to generate alerts and rankings.

Standard approaches use parametric models of the residual distribution to return p-values sensi-

tive enough to meet thresholds like< 0.01. However, using parametrized models for residuals

across millions of data streams likely results in many streams where the model is inaccurate.

On the other hand, empirical residual distributions can be more robust across millions of data

streams. Still, the empirical residual models are limited by the data history available in nonsta-

tionary public health settings.

FlaSH overcomes this data history limitation to scale intuition, and makes a model-based

approach feasible in public health data streams, by pooling together historical empirical test

statistic distributions from streams that share the same indicator, geographic level (e.g., county,

state, nation), and geographic parent (e.g., all states in a country). Then, new test statistics (� )

are ranked in comparison to their respective sibling-stream empirical test statistic distributions.

I conducted two rounds of evaluation using a custom evaluation interface In this setting, all

data points were evaluated from chosen data streams over time. I started with a binary clas-

si�cation evaluation (IRB 1; Appendix) but, the thresholds for outlier classi�cation varied by



reviewer, which inspired the ranked list (vs. alert classi�cation) approach. These studies were

preregistered (Preregistration 1, IRB 2) and evaluated using a revised FlaSH approach. FlaSH

met targets for feasibility, outperformed 13+ outlier detection methods on standard binary and

ranking metrics, as well as metrics important to Delphi members, and, crucially – like how many

additional points were identi�ed using the algorithm over what would have been obvious to a

human in the �rst place (Assistive Rank).

OutsHiNes: Addressing Overwhelming Top-Ranked Outliers

Full Paper at AAAI '24

FlaSH was initially deployed on only a handful of indicators, so only a few points were tied

as top-ranked outliers. However, when we expanded FlaSH over all indicators and all recently

updated data (which includes recently updated historical data), reviewers were suddenly over-

whelmed by the thousands of tied, top-ranked outliers that resulted from the FlaSH approach. To

address this problem, I �rst formalized the problem as a new machine learning task, which we

called the multi-stream outlier ranking task. In this task, an algorithm takes as input values from

univariate outlier detection methods and outputs rankable scores over all recently updated data

per day. Because this is a new problem, there are no directly related existing works, and existing

approaches adapted to this setting performed poorly.

OutsHiNes tackles the multi-stream outlier ranking task and identi�es the most extreme out-

liers given test statistics from a univariate outlier detection algorithm, like FlaSH. In this setting,

the top-ranked data points were evaluated for precision per day, over time. I conducted ablation,

correctness, and deployment evaluations [IRB 3 and Preregistration 2] and OutsHiNes led to a

9.2x speedup over the manual investigation in identifying data quality changes.

Enlighten: Surfacing Anomalous Subsequences

After OutsHiNes was deployed, reviewers, for the �rst time, could �nd the point data quality

and public health changes they most cared about from all of Delphi's data. Yet, investigating

changes, especially if they occurred over multiple days, and understanding any higher-level in-

sights from the outliers still required a lot of effort from reviewers. To more directly support



process assurance for reviewers, (1) with the data monitoring time, we designed a novel interface

for data review using participatory design, and (2) I developed new complementary methods to

detect and aggregate anomalous sequences.

For (1), the interface and visualizations alone improved the ef�ciency of reviewers by6x

over the9.2x previously documented using the OutsHiNes algorithm, as detailed by a 3-month

longitudinal study and survey [IRB 4 and Preregistration 3]. Additionally, the novel Enlighten

method to identify anomalous subsequences was evaluated in an (a) of�ine survey, (b) in online

reviewer performance, and (c) against the outputs from OutsHiNes. The �nal results support

a 1.7x improvement in the number of higher-level events detected across multiple geographies,

indicators, or time, and an overall288xincrease in reviewer ef�ciency over the deployed manual

baseline as calculated using data points reviewed/minute. In another evaluation focused on pre-

cision and recall, scores were evaluated considering the a) top-k listed rows b) random sampling

conditioned on output Enlighten scores, and c) a uniform random sampling (given that the scores

are zero-in�ated by design).

Summary and Impact: This thesis' system and methods considerably improved data moni-

toring processes in theory and practice. The overarching system re-envisioned how engineers,

method developers, and public health data experts interact for data monitoring, and the resulting

novel methods are applicable to monitoring and surveillance processes across domains. As a

testament to its practicality, this system has been deployed for at least two years for the Delphi

Group at Carnegie Mellon University.

FlaSH

This section is adapted from [65], which appeared in IJCAI '23.

Summmary: FlaSH (FlaggingStreams in publicHealth) ranks the most recent real-time out-

liers from data streams corresponding to a public health indicator (appx. 3000 streams) that

15



are relevant to data quality reviewers. FlaSH accomplishes this through simple, scalable, and

intuitive models that explicitly capture the statistical properties of public health data, like nonsta-

tionarity, noise, and weekday effects. To address challenges in evaluating unsupervised outlier

detection methods in time series data, I also developed and conducted a classi�cation and ranking

evaluation of FlaSH's performance using input from several data reviewers. In these evaluations,

FlaSH matches or outperforms standard outlier detection methods, including recent deep learn-

ing baselines, using only a lightweight autoregressive (AR) model for forecasting.

Inputs:

1. Geospatial streams from one indicator at different granularities (county, state, national).

2. Univariate point prediction method (that may have multivariate inputs)

Outputs: Ranking outlier detection score,� as an intermediate output

Evaluation: Binary and ranking expert feedback using a custom user interface on Delphi's data

streams.

Open Source Code, Preregistration[67]

2.1 Background

Prior Work: Detecting data irregularities that correspond to events across many sources is

uniquely challenging for typical outlier detection methods, leading to a range of failure modes

observed in our experiments. First, deep learning outlier detection methods struggle with the

large number of time series, each with a short history and rapid distribution shifts [90] typical

in public health settings. Moreover, high computational costs mean these methods scale poorly

to real-time operation over thousands of distinct time series. Second, simpler statistical meth-

ods [15] are not attuned to the speci�c structure of public health data and struggle to accurately

identify events [120]. Third, neither class can leverage features of public health data streams that

could assist with diagnosing events. Some source-speci�c public health outlier detection meth-

ods [34] that operate on data streams before Delphi receives them do not have publicly available

methods, but the continued presence of important events in those streams that impacts down-

stream data stakeholders, especially related to data quality or errors from the curator, highlights



Figure 2.1: In the FlaSH outlier ranking method, data stream inputs are processed through FlaSH
to generate informational outlier scores. FlaSH itself has three steps. The raw data (gray) is
processed [S1] (purple), and modelm is used to predict future values [S2] (blue). Then, the
historical performance of modelm is captured with the test statistic distribution (gold), and this
distribution is used to compare predicted and actual values [S3].

their limitations.

User Preferences Based on our exploratory analysis on data streams1 from different sources

at different geographic resolutions until December 2021, I identi�ed that Delphi's stakeholders

care about data that deviate strongly from the recent trends (e.g. case counts were rising last

week, but today's count is low) or from the recent trends of close geographic regions. These

phenomena, which we calltrendline outliers, are the most dif�cult for humans to detect and can

indicate critical irregularities in the context of recent data.

1The streams were from National, Texas, New York, LA County (CA), and Loving County (TX) sourced from
JHU CSSE, Department of Health and Human Services, Google, and USA Facts.



2.2 Formulation and Method

Problem Formulation We denote a single data stream as a time seriesX t , t = s:::T. Here,s

is the starting time for the stream analysis2, andT is the current time. When discussing multiple

geographic regions, we useX r to denote the stream for a given quantity in geographic regionr

(e.g. the stream of COVID cases in a given US county).

Suppose thatX s:T � 1 � m for somem 2 M , whereM is a set of models. We test the

hypothesis that the most recent point in the stream is drawn from the same model (H0 : X T � m).

If the observed data has a low probability under this hypothesis, it means thatX T was likely

not generated from the same modelm as the historical data. This sudden shift from the data-

generating distribution indicates a potential irregularity that signi�es a notable event (e.g. disease

dynamics change or data quality issue). We conduct the hypothesis test by �rst calculating a test

statistic measuring the discrepancy between observed values and values predicted bym. We

then obtain ap-value by comparing the real-time test statistic value to a historical distribution

of test statisticsP. FlaSH instantiates this entire method via 3 steps: data processing, obtaining

predicted values, and comparing predicted and observed values (Fig. 2.1).

S1: Process Data. We want to �t a modelm such that points with irregularities appear in the

most extreme tails of them's predictive distribution. However, trainingm on less subtle outliers

both distorts the model and in�ates the tails of the distribution of prediction error so that more

subtle deviations no longer stand out. We process the data to identify and impute these outliers

before training. The key challenge in this step is to accommodate the statistical properties of

public health data (see paper for more details).

S2: Obtain Predicted Values. After processing, we �t a parametric modelm from a model

classM that uses the history of the stream to predict future values. Choosing an appropriateM

is nontrivial. Heavily parameterized models are unsuitable because of the limited data history

available to tune the model and the rapid distribution shifts in the data. FlaSH usesM : Linear

Autoregressive (AR) models (lag=7) , wherem is characterized by the linear weights,�̂ , �t

2Often, there is a ramp-up period before streams report reliable measurements, so we do not start at t=0.



during training. This class of models is preferred in public health applications for its simplicity

and performance withlimited historical data[81]. The remaining processed historical data (not

used to �t the model) is used to generate predictionsX̂ t .

S3: Compare Predicted and Observed Values. Finally, FlaSH compares the observed and

predicted values to test ifX T could have been generated fromm given the historical performance

of observed and predicted values. The critical decision in this step is the choice of the test statistic

and construction of its distribution under the null hypothesis, which are complicated by short

training histories and the resulting need to share information across geographic regions.

Test Statistic:To quantify the discrepancy between predicted and observed values, letN r

denote the total population of geographic regionr . The day of week corrected observed values

(w(X r
t ), corrected to be comparable to the predicted values) and the predicted values (X̂ r

t =

�̂ � w(X r
t � 1:t � 7)) are used to calculate the test statistic� t :

� t = ( P(w(X r
t ) < D ))

D � Bin

 

n = N r ; p =
X̂ r

t

N r

!

Extreme values of the test statistic indicate that the observations were much bigger or smaller

than expected, given the predictions.

Comparison Distribution:Each stream model's typical performance discrepancy is speci�ed

by a distributionP r , composed of test statisticskr
30:T � 1, that compares observed values and the

predicted values for the out-of-sample historical dataX r
30:T � 1. However, there is often too little

history to approximate the null distribution of an individual stream effectively. Accordingly,

we de�ne the pooled test statistic distributionP, speci�ed by
S

r 2 R kr
30:T � 1, whereR is all the

counties in a state ifr is a county, elseR is all states and territories in a nation because these

streams share geographic context and tier (sibling streams). Note that pooling is enabled by

the design of our test statistic, which is chosen to ensure comparable distributions across regions

(e.g. via normalizing by the population).

The �nal output is a list of real-time points ranked by how extreme their test statistic is via



Figure 2.2: Example of a Survey Task. Respondents click on the time series plot to mark points
as unevaluated, uninteresting, or warrants investigation. They also rank points that warrant in-
vestigation, and these rankings appear on the plot in yellow. Respondents could zoom, pan, and
see a 7-day average per graph.

the transformationj2p � 1j, wherep is thep-value for the real-time test statistic in the pooled

historical test statistic distributionP. This transformation ensures that the most outlying points

(from either distribution tail) will top the ranked list.

2.3 Survey and Analysis

To understand FlaSH's performance on empirical data, I designed an interactive web survey (Fig.

2.2) for Delphi's engineers and researchers to evaluate data points with enough context to triage

and categorize data as events. First, respondents classi�ed candidate data points from a public

health stream as `warrants human investigation' or `uninteresting.' Then, they ranked (with pos-

sible ties) the subset of these candidates they think would warrant additional human inspection.

They were also asked how likely they would have �agged each point for human review had it

not been identi�ed by an algorithm (`unlikely,' `somewhat unlikely,' `neither,' `somewhat likely,'

or `likely'). This allowed us to measure the value added by the algorithm over what would have

been obvious to a human (Assistive Rank).

To form a candidate set of evaluation points, I took the union of the top outlying points output



by both FlaSH and 8 previously proposed outlier detection methods3 given all historical data so

that the candidate set is limited to points that are considered anomalous by some method. This

empirically meant the candidate set comprised of points that were at least interesting enough

to classify and rank. I evaluated the algorithm's performances in a realistic setting of only 60

days of history for training (12/21/2021-1/31/2022). Our test set was the following 100 days

(2/1-5/12/2022).

We compare FlaSH off-the-shelf outlier detection algorithm baselines implemented in TODS,

which have in-built data processing [S1] and prediction comparison [S3] steps, just like FlaSH.

Additionally, for an ablation study, I compared results from the TODS AR model implementa-

tion, which has the same model classM as FlaSH, to a mixed implementation (Mixed), where

the processing step [S1] is the same as FlaSH, and the prediction comparison step [S3] is from

TODS.

FlaSH is computationally scalable per indicator. Each algorithm was trained on the full

3341 JHU CSSE COVID-19 case streams with 60 days of history on our deployment hardware.

Deep learning algorithms did not �nish training within one day (DNF), which is when the data

would be updated. Training time can only increase for these deep learning implementations as

historical data increases, and while GPU acceleration may bene�t deep learning models, such

specialty hardware may not be available in many public health settings.

FlaSH performs well on outlier detection metrics. Table 2.1 shows the 95% CI of vari-

ous traditional binary and ranking outlier detection metrics across all participants per algorithm.

In the binary analysis, points identi�ed by the majority of respondents as to-investigate were

marked as outliers (ground truth). To calculate binary labels from each algorithm, I took the top

k points per algorithm, wherek denotes the number of human-identi�ed outliers for a stream,

ranked according to the algorithm's outlier scores, as the predicted outliers for binary classi�-

cation tasks and compared these results to the ground truth labels. On average, FlaSH meets or

exceeds the performance of all baselines in the binary analysis. FlaSH performs slightly bet-

3DeepLog [35], Telemanom (Telem.) [54], Variational Autoencoder (VAE) [7], Local Outlier Factor (LOF) [16],
Lightweight Online Detector of Anomalies (LODA) [92], Isolation Forest (IF) [78], k-Nearest Neighbors (KNN)
[9], and Linear AR Model [47]



Model Class AR
Implementation TODS Mixedy FlaSH

Training (s) 10:1� 0:3 169� 0:8

B
in

ar
y Accuracy 0:78� 0:02 0:71� 0:04 0:8� 0:03 X

Bal.Acc. 0:68� 0:02 0:59� 0:06 0:73� 0:05X
F1 0:54� 0:05 0:43� 0:09 0:64� 0:08X
ROCAUC 0:79� 0:02 0:73� 0:06 0:75� 0:06

R
an

ki
ng Distance 0:66� 0:39 1� 0 0:62� 0:39X

RBO 0:84� 0:1 0:89� 0:08 0:84� 0:1

Corr. 0:2� 0:63 0:42� 0:45 0:37� 0:57

Assistive Rank* 8:00� 6 3:66� 1 1:33� 0:7 X

Model Class DeepLog Telem. VAE LOF LODA IF KNN
Implementation TODS

Training (s) DNF DNF DNF 8� 0:2 71� 0:1 DNF 7� 0:08 X

B
in

ar
y Accuracy 0:8� 0:04X 0:6� 0:04 0:76� 0:04 0:69� 0:01 0:68� 0:04 0:79� 0:04 0:74� 0:03

Bal.Acc. 0:72� 0:05 0:42� 0:03 0:67� 0:07 0:55� 0:03 0:54� 0:05 0:7� 0:07 0:62� 0:05

F1 0:63� 0:07 0:19� 0:07 0:53� 0:12 0:33� 0:08 0:34� 0:09 0:56� 0:11 0:42� 0:09

ROCAUC 0:82� 0:05X 0:42� 0:07 0:68� 0:06 0:62� 0:04 0:44� 0:07 0:66� 0:08 0:65� 0:07

R
an

ki
ng Distance 0:63� 0:36 0:83� 0:24 0:66� 0:37 0:66� 0:39 0:7� 0:39 0:67� 0:39 0:66� 0:39

RBO 0:84� 0:1 0:84� 0:1 0:89� 0:07 0:88� 0:08 0:93� 0:06X0:91� 0:11 0:88� 0:08

Corr. 0:43� 0:54X � 0:13� 0:710:18� 0:64 0:21� 0:67 0:24� 0:69 0:17� 0:68 0:22� 0:66

Assistive Rank* 2:33� 0:7 41:33� 38 32:00� 57 24:00� 40 70:67� 51 47:33� 39 5:33� 5

* Mean rank of points somewhat unlikely or unlikely to be caught by human
y Mixed model with FlaSH data processing [S1] and TODS comparison of predicted and observed values
[S3].

Table 2.1: Summary of algorithm comparison with 60 days of historical data.X marks the best algorithm
in each row.



ter than DeepLog, an unusable but performant deep learning method. Some model classes like

Telemanom and LODA performed poorly on the ROC-AUC score because while they identi�ed

global outliers very clearly, they failed to capture trendline outliers. For the ranking analysis,

each algorithm's ranking of the subset points available that a majority of participants marked as

warrants suspicion was compared to each respondent's rankings using Hamming distance (lower

is better), Ranked-Biased Overlap (RBO) [115], and swap correlation (corr). Once again, FlaSH

performs comparably to DeepLog and is competitive with the other algorithms. Finally, FlaSH

shows strong improvements over the TODS AR implementation. By using data processed using

FlaSH's �rst step (Mixed) [S1], the AR model can better build a null model of the data. Still, be-

cause the TODS outlier scoring uses the absolute difference between the predicted and observed

values to rank points, the mixed approach performs poorly on streams with small case counts

[S3], as re�ected in the results.

FlaSH can complement human judgment. FlaSH ranks useful points that were unlikely to

have been inspected without computational assistance (via an algorithm identifying the point),

as shown in the Assistive Rank row of Table 2.1. This metric is computed from the set of points

that (a) the majority of humans rated as warranting investigation after a full examination, and

(b) at least 40% of such respondents said that they were “unlikely” or “somewhat unlikely” to

have identi�ed the point without algorithmic assistance. We reported the mean rank assigned

to such points, where a smaller rank indicates that the algorithm would prioritize those points

more for human inspection. FlaSH consistently ranks these points near the top of its list (more

so than other methods), indicating that FlaSH can usefully direct human attention to points that

would have been missed otherwise. This is a result of FlaSH's emphasis on discovering trendline

outliers, which our prototyping showed are dif�cult for humans to recognize in public health data

streams.

Conclusion: FlaSH can scale to the data streams per indicator required, perform well on tradi-

tional outlier detection metrics, especially compared to the best-performing deep learning mod-

els, and crucially, prioritize points for human review that would not have been discovered other-

wise. Based on FlaSH's empirical performance and design, it was deployed as part of Delphi's



daily work�ow in February 2023. It ran on selected streams, and a data reviewer inspected the

ranked, outlying points. As reviewers prioritized different events, I modi�ed the point prediction

method to FlaSH to detect those respective outliers as seen next in the OutsHiNes work, where

the predictions came from an Exponentially-Weighted Moving Average model.

The next challenge was to generalize this approach to the 100+ indicators with real-time updates

to historical data that Delphi receives per day viaOutsHiNes.



OutsHiNes

This section is adapted from [68], which appeared in AAAI '24.

Summary: Outlier detection methods typically return< 0.01 of the data. When they are are

applied to hundreds of indicators (data streams) with hundreds of recently revised points across

thousands of geographies, they output too many maximum-priority outliers to review (e.g. tens

of thousands ranked as number), in addition to mathematically less meaningful outputs, like an

overall ranking based on a naive combination of smaller ranked lists (with different contexts and

granularity dependent on the amount of historical data available). This task is formalized as

multi-stream outlier ranking, where algorithms rank the outputs of univariate outlier detection

methods applied to each of a large number of data streams. Our approach for this task (Out-

sHiNes) uses a combination of hierarchical networks and extreme value analysis to rank outliers

across multiple streams. In expert evaluations, the best-performing approach (across all metrics

considered) used OutsHiNes, and data reviewers report identifying noteworthy data points9.1x

faster while using OutsHiNes than baselines.

Inputs: Test statistics for all recently acquired data from univariate outlier detection methods.

Outputs: Ranked list of Outlier Scores

Evaluations: Interactive human binary and ranking evaluation on Delphi's data streams and de-

ployed performance.

Open Source Code, Preregistration [66]

3.1 Background

Univariate outlier detection methods, like the previously described FlaSH, identify outlier data

points in individual streams as needed, [15, 53, 94], can operate over data streams with different
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Figure 3.1: OutsHiNes models streams as a hierarchy, applies a univariate method across all
streams to calculate� s, createsPi;t via block maxima per indicatori and dayt across sibling
streams, and �nally, outputs the quantile of new� t to Pi;t to rank.

properties (e.g. scale1, noise, and outlier patterns) [28], and are fully parallelizable over large

sets of streams. Yet, as they are currently used, these methods return too many alerts (14k-20k

from 3-4m points for FlaSH in July 2023).

Motivated by this setting, we introduce a new task calledmulti-stream outlier ranking ,

where the goal is to rank the overall highest-priority outliers across all data streams, thus pri-

oritizing expert time. Algorithms for this task take values produced by any univariate outlier

detection method applied independently to each of a large number of data streams as input and

must rank them in a way that leverages the historical behavior of the underlying univariate outlier

detection method on each stream.

As this is a new task, prior work has not explicitly considered this task. However, existing

algorithms can be adapted as baselines because they prioritize outliers within a single stream

or a small set of similar streams. Generally, these ranking algorithms are already baked into

outlier detection methods and score new data points by comparing them to an empirical reference

distribution,P, formed from historical data. As the size ofP increases, so too does the resolution

of quantiles possible that determine empirical scores used for outlier ranking. The most common

approach, which we callthreshold ranking, identi�es a dynamic outlier threshold per stream

and returns a binary classi�cation based on values that exceed the threshold [53, 75]. The other

approach, which we callsibling ranking, from FlaSH, considers data from multiple, similar

streams that share a parent. Both rankings return too many alerts, among other issues, because

(1) their P is generated from only one or only a few streams, (2) they use the whole stream's

1E.g., the raw COVID case count in a rural county (0-10) will be much differently scaled than that in a city
(0-1000)



Figure 3.2: The geospatial hierarchy for public health streams covers 4270 regions. HRRs may
serve multiple states like HRR 112 and 225 serve both D.E. and M.D. residents.

history instead of values that share temporal context, and (3) they have only a small and varying

number of values inP because data is limited per stream and some streams have a number of

missing days.

3.2 Notation and Method

In this section, we use the following notations for clarity. Each day,T, a curator receives data

di;r (t), wherei is an indicator in the set of curated indicatorsI , r is a region inR, whereR

contains all the regions in Fig. 3.2 from different geospatial tiers (e.g. county, state or national),

andt is a historical day0 � t � T. This geospatial-temporal data forms data streams, where each

stream, identi�ed byi; r , consists ofdi;r (t) 8 t 2 [0; T]. In public health data, the number of data

streams is large (jIj � jRj ) and far exceeds the history (T) available per stream. Higher-tiered

regions (e.g., states) may include data from more people than expected by combining information

from county-level sub-regions due to data privacy reasons, so these streams must be analyzed

separately. Regions inR form a geospatial hierarchy (see Fig. 3.2). Two context-speci�c

tiers that capture rich geospatial and epidemiological relationships are hospital referral regions

(HRR), which are regions that share a hospital system [31], and HHS groups, which contain

nearby states [49]. Experts use these hierarchical relationships (e.g., parent, sibling (which share

a parent), and child streams) when ranking outliers by how different they are from similar points



in sibling streams.

Algorithm 1 OutsHiNes Ranking
Using Block Maxima to makePi;t for indicatori and dayt
Input :� (di;r (t)) 8 r 2 R
Output :y(di;r (t)) 8 r 2 R

1: l = regime length
2: for R sib 2 R : #Stream Aggregation Dim.
3: Pi; R sib ;t = fg
4: for h 2 [t � l=2; t) [ (t; t + l=2]: #Temporal Dim.
5: #Block Maxima
6: Pi; R sib ;t = Pi; R sib ;t [ max(� (di;r (h)jr 2 R sib))
7: Pi;t = [ R sib 2R Pi; R sib ;t

8: y(di;r (t))  q(� (di;r (t)) ; Pi;t ) � log( jPi;t j)
log(max jPi;t j) 8 r 2 R

Method: First, OutsHiNes (shown in Fig. 3.1) models the hierarchical relationships in data

streams per indicatori . The resultinghierarchical networkimplicitly captures contextual rela-

tionships across all data streams. Then, OutsHiNes inputs the test statistics output from any uni-

variate outlier detection method applied to recently updated values in these hierarchical streams

(� (d) 8 d 2 f di;r (t) 8 r 2 R ; t 2 [0; T]g). These test statistics (� ) measure the degree of agree-

ment between predicted and observed values, and extreme� indicate a potential outlier. The uni-

variate outlier detection method must ensure that, per stream, the ranking of each� is expected.

Yet, because� is computed per stream, and some streams ill-suited to the chosen univariate out-

lier detection method may consistently return extreme� , � alone does not provide an informative

ranking across many data streams and must be contextualized. Finally, OutsHiNes outputs the

real-valued quantile of test statistics from all regions in the hierarchy at timet from an empirical

reference distribution generated per day, per indicatorPi;t .

OutsHiNes createsPi;t by using hierarchical relationships and extreme value analysis on data

from time close tot. We adapt the block maxima approach from extreme value analysis, which

traditionally splits a data stream into equally-sized non-overlapping data blocks (e.g. one block

per month) and calculates the maximum value in each block to formP [42]. Highly-ranked

outliers are pointsd for which � (d), the test statistic, is large even with respect to the reference

distributionP. The intuition is that if� is miscalibrated for a particular data stream and regularly



returns� with large values,P will contain many such examples, and a new data point must have

even more extreme� to stand out. Yet, traditional block maxima does not apply to streams with

limited, nonstationary, non-i.i.d data [98] like public health streams.

Instead, our approach changes the block sizes, to address both limited data history and non-

stationarity in streams of� . Each block has a temporal dimension (day, week, month, etc.) and

a stream aggregation dimension (typically one stream). Aggregating homogenous, or similar,

streams per block is a known way to calculate block maxima over more data, but identifying

an appropriate homogeneity test is dif�cult [77]. Instead, we designate homogenous streams as

those that share a parentr 2 R sib. Aggregating streams acrossR sib creates blocks of similar

regions. Then, to address nonstationarity, we limit the range of block maxima calculations to

data that is temporally similar to the time being evaluated (a regime of lengthl) so thatPi;t is

generated from days that are the most similar to the time considered. The block maxima calcu-

lated over these blocks de�nePi; R sib ;t , which contains the maximum� per indicator, perRsib

per t in the regime. To make an empirical reference distribution with many observations that

capture extreme� from all R sib, thesePi; R sib ;t for R sib 2 R can be pooled together to create

Pi;t , which represents the distribution of recent extreme� equally weighted from each set of

geospatial regions, as shown in Alg. 1, lines 5 & 6.

If OutsHiNes is applied separately across different indicators, as it is for Delphi's data, scores

from Pi;t with more observations should be weighted higher because these scores are more re-

�ned. Thus, OutsHiNes scales each quantile byjP i;t j divided by the log of the maximum possible

observations, (e.g.log(jR sib 2 Rj� regime)) to return a score (y) in [0, 1], as shown in Alg. 1,

line 7.

OutsHiNes is preferable to other ranking algorithms because it ensures thatPi;t does not

over-represent any region or time, it compares every� (di;r (t)) 8 r 2 R to the samePi;t , unlike

sibling or threshold ranking, and �nally it has more granular output scores because it has more

observations that characterizeP than alternatives.



Task
Ranking Method

Thresh. Opt. Thresh.

Timing/Indicator (s) Generate�

U
O

D

Delphi-Deployed 57.9� 35.17 * 6.71 � 2.59 * 6.6 � 2.51
FlaSH 458.81� 146.21 * 5.33� 2.32 * 5.2� 2.12
AR 36.13� 19.85 5.61� 3.92 4.32� 3.02
Isolation Forest 420.59� 270.15 65.04� 43.16 61.84� 41.92
DeepLog 6.52k� 4.398k 53.2� 36.13 52.79� 35.95
Telemanom 6.16k� 4.449k 64.65� 47.08 68.26� 52.38

# Ties/Indicators

U
O

D

Delphi-Deployed - *15.81k� 1.97k * 6.05k � 2.54k
FlaSH - * 22.02k� 1.97k * 8.08k� 2.13k
AR - 42.11k� 18.84k 7.02k� 3.714k
Isolation Forest - 89.87k� 67.23k 39.80k� 21.93k
DeepLog - 32.29k� 26.07k 14.24k� 3.44k
Telemanom - 78.78k� 39.10k 53.31k� 32.42k

Task
Ranking Method

Sibling OutsHiNes

Timing/Indicator (s)

U
O

D

Delphi-Deployed 319.67� 172.55 50.58� 46.40
FlaSH 326.54� 160.64 45.85� 46.84
AR 270.61� 156.14 58.97� 47.10
Isolation Forest 190.58� 104.08 39.06� 29.10
DeepLog 188.78� 102.44 38.97� 28.97
Telemanom 293.36� 159.5 57.75� 43.44

# Ties/Indicators

U
O

D

Delphi-Deployed 585.33� 549.13 6.67� 0.65
FlaSH 159.33� 23.37 7.67� 2.85
AR 127.67� 18.29 11.67� 10.51
Isolation Forest 3.87k� 2.23k 20.67� 20.88
DeepLog 260.33� 63.78 18.0� 2.99
Telemanom 215.0� 89.44 14.0� 2.26

Table 3.1: Baseline Comparisons with the blue highlighted deployed combination.



3.3 Evaluation and Results

We calculate standard outlier detection metrics comparing the expert-labeled data to outputs of

different univariate x ranking methods we collected from a sample of 6383 streams. All streams

are from 1. Outpatient doctor visits for COVID-related symptoms, 2. % COVID-positive antigen

tests, and 3. The univariate methods (UOD) were 1. Delphi-Deployed (Described in paper):

an exponentially weighted moving average forecasting model (EWMA) we tailored for Delphi

using the FlaSH process, 2. the original FlaSH method, 3. Telemanom, 4. DeepLog, 5. Isolation

Forest (IF) and Linear Autoregressive Models (AR), with 2-6 using the TODS implementation

[75].Estimated % of new COVID hospital admissions based on claims data. The four comparison

ranking methods are: Threshold ranking [75], Optimized Threshold ranking2, Sibling ranking

[65], and OutsHiNes ranking.

Approach Feasibility As shown in Table 3.13, all tested combinations are theoretically feasible

as they executed in under a day. Of the ranking methods, OutsHiNes is more than 4.5x faster

than sibling ranking and generally faster than TODS threshold ranking. Because OutsHiNes

computesPi;t across al-day window (parallel) of� instead of all historical� in a stream (serial),

there may be more pronounced performance gains asT increases. OutsHiNes is also theonly

ranking method that produced a number of maximum tied points that reviewers could investigate

daily.

Expert Evaluation In our of�ine expert evaluation, experts interactively inspected, classi�ed,

and ranked a subset of points in 8 streams that were tied using Sibling Ranking (14k+) but dif-

ferentiated when using OutsHiNes. These selected streams allow us to test if OutsHiNes ranking

matches that from experts on points that would otherwise have been tied according to sibling

ranking, the previously best method. We display mean metrics per stream per person with a 95

% CI error bar for each combination off outlier detection x ranking methodg in Fig. 3.3. Binary

2The TODS threshold=0.9. The optimized threshold ranking is set to 0.99 to match the frequency outliers are
expected [121]

3Because Delphi-Deployed and FlaSH are not in TODS, we implemented a comparison ranking method (indi-
cated by *).



Figure 3.3: The red box highlights the best-performing combination of outlier detection x ranking
method for standard binary and ranking outlier detection metrics. Correlations were N/A when
the method returned all 0's or 1's.



metrics (Accuracy, F1, and ROCAUC) were calculated using the top-k points as the positive

class, where k is the number of streams with a ranked outlier per person, and ranking metrics

(Swap Correlation (higher is better) and Hamming Distance (lower is better)) were calculated

using the respondent's absolute ranking. Our results show that OutsHiNes scores best match the

expert ranking of all combinations tested, as per these standard metrics.

Deployed Performance Delphi's reviewers have used OutsHiNes in their daily outlier review

process since April 2023. We report experts' performance metrics from using OutsHiNes from

July 10th to August 5th. During this time, the daily data volume was 3.5 million� 280k points,

which OutsHiNes took123:44� 189:16minutes to process and produced21� 5:5 ties/day (far

fewer than sibling ranking on the same data:14k � 1:7k). OutsHiNes increased the rate of

expert irregularity identi�cation over the baseline of manual inspection, as shown in Fig. 3.4 by

9:13� 2:26x.

Comparing OutsHiNes to other ranking methods in deployment was not straightforward be-

cause experts felt that manual review was more fruitful than only analyzing a random sample of

thousands of outliers, like those produced by sibling ranking. Still, for experimental complete-

ness, for one week, experts split their time reviewing the top 10 data points from OutsHiNes and

10 random maximum-tied points from sibling ranking. In this direct comparison, experts found

4.02x as many outliers using the OutsHiNes points and at3:96� 1:27x the rate.

Conclusion OutsHiNes provided the �rst-ever insight into outlier data points on a large scale

for Delphi. Based on self-reports, experts valued analyzing alerts prioritized by using OutsHiNes

over exploring a random subset of maximally tied outliers. Experts also felt that the feedback

cycle with the research team was crucial in updating their FlaSH-input predictive model needs

from an autoregressive model to the EWMA model.

However, it takes many individual point outliers to diagnose data quality issues, and often, multi-

ple data points together are more anomalous than individual data points. To assist data evaluators

with data diagnosis, theEnlighten approach combines visualization design and method general-

ization to improve monitoring outcomes.



Figure 3.4: Experts can identify outliers of interest more quickly with OutsHiNes output than
their alternative baseline atscale– manual review.



Enlighten

Summary: With OutHiNes, data reviewers needed to go through each ranked outlier using a

basic review interface to triage the category and severity of issue (see Fig. 4.1). However, re-

viewers needed to go through hundreds of rows that often contain subsequent or similar types

of outliers to gain situational awareness1. To enhance situational awareness, I (a) designed an

overall incremental, participatory design approach to systematically improve the design interface

with design choices made as part of a team of methodologists, engineers, and data reviewers, and

(b) developed a method generalization to identify anomalous subsequences. Together, these ap-

proaches improve the ef�ciency and number of events detected.

Inputs: Test statistics (� ) for all recently acquired data from univariate outlier detection methods

(e.g., from �rst steps of FlaSH).

Outputs: Ranked list of Anomalous Segment Scores in a Dashboard and System.

Evaluations: Interactive human evaluation on Delphi's data streams, deployed performance, and

statistical comparison to outliers detected.

Preregistration[64]

Images in this section render best on a computer (multiple layers) and may not print properly.

Please contact the author if you run into any issues.

Motivation: Providing data reviewers with situational awareness and relevant context during

data review can support ef�cient and effective data monitoring. However, de�ning and provid-

ing relevant situational awareness is dif�cult. A good standard is based on how epidemiologists

search for situational awareness in practice. A 2005 study had epidemiologists review 60 anoma-

lous subsequences in public health data to �nd outbreaks (they did not �nd any). As part of their

1Process-related issues impact multiple streams, from a handful to thousands

35



investigation, they needed to ask questions like, `For how many days has the anomaly lasted?'”

[106] and `Are similar patterns found in adjacent regions?'. These are the types of higher-order

questions we want data reviewers to understand because they correspond with situational aware-

ness.

Towards this goal, we have two mechanisms to support situational awareness among review-

ers triaging unexpected data:

(a) User Interface and Visualizations for Triaging : Many biosurveillance systems rely on

highly customizable interfaces so that epidemiologists can quickly convey concerning as-

pects of the data [1]. I had implemented a Slack interface (Sec. A), where reviewers would

be directed to an external site to view data streams, a dynamic HTML webpage that only

showed the top 25 streams per day (OutsHiNes), and the �nal deployed version – a highly

interactive, record-keeping web dashboard (implemented by Nolan Gormley and Richa

Gadgil with design choices including Tina Townes and Catalina Vajiac). As part of this

dashboard, we designed and evaluated the bene�t of different visualization approaches on

reviewer rates for completing data assurance tasks (via IRB 4).

(b) Methods for anomalous sequence detection within a stream: Many data quality issues

span multiple days. Current systems address this challenge by providing an alert only if

a p-value goes below the user-set threshold multiple days in a row [1]. This approach has

two issues. First, sequential points alone may not be noteworthy, but their sequence can

be concerning (anomalous sequences). Second, reviewers want to �nd these anomalous

sequences as contextualized by other similar streams rather than trending subsequences

within a stream (which is less indicative of a data quality issue or widespread outbreak).

Other approaches, such as those which split the stream into different independent subse-

quences or that evaluate data subsequences of different lengths are limited in theory and

practice, as explored in Sec 4.2.



(a) Dashboard

(b) Fault Record Keeper

Figure 4.1: Dashboard (a) that reviewers iterate through daily for triaging unexpected data as
events for downstream users and the Fault Record Keeper (b), which stores the notes per data
row a reviewer has inspected.



4.1 User Interface Design Process and Evaluation

The key aspect of the UI is to support data reviewer triage. More generally, triage is a form of

anomaly analysis that emphasizes a standard, structured classi�cation. There are many cross-

domain anomaly analysis systems that support data prioritization and contextualization from

large volumes of data (e.g., [33, 82]). The core design features of these mechanisms prioritize

data discovery algorithms and visualizations. Notably, they tend to treat different dimensions

of data similarly. This dimension-agnostic segmentation is not appropriate for public health

data, where the temporal and geospatial dimensions are the most important. There are other

geospatial-temporal visualizations [22, 71]. In most of these systems, the geospatial segment of

the data is the prominent dimension (like a map) with interactive panels for temporal data as-

pects. These methods have geospatial bias stemming from how smaller populations and regions

are represented on maps, which can bias against regions with smaller geographical area or pop-

ulations. Furthermore, these methods focus on the temporal dimension of the data more than the

geospatial dimension, which is problematic for data reviewers. Regardless of the incompatibili-

ties, the individual elements in these approaches, like maps, line plots, and �lters [46] informed

our initial approaches, which were limited in their speed and responsiveness.

To start, I documented and classi�ed how data reviewers currently analyze data with and

without a ranking. Reviewers typically performed four main actions:

• Identify unexpected (outlier) data points.These outliers might correspond to either a re-

porting error or to the early stages of an outbreak.

• Contextualize outlier points.This broader analysis ensures that signi�cant events are not

overlooked, even if they appear minor in isolation.

• Structure and record �ndings.These should be in a format that public health stakeholders

can readily use.

• Decide whether to continue reviewing.This decision balances the reviewing urgency with



the reviewer's attention capacity and capability to perform high-quality event detection.

Identi�cation was often based on recent news and exploring different data segments. Once

an anomalous data point was identi�ed, reviewers �rst prioritized the temporal dimensions of the

data and analyzed individual data streams before expanding to other data dimensions. Then, they

recorded their �ndings in paragraphs and, based on the severity of recent classi�ed (triaged) data

points, decided whether to keep reviewing. For reviewers to complete these actions, the system's

UI and visualization needed to address the following considerations:

1. Analysis Support. Visualizations must provide context within a stream (including revi-

sions) and about the event detection method, meeting stakeholders' need for transparency.

Here, it is critical to balance avoiding oversimpli�cation and cognitive overload to prevent

misinterpretation. Some design questions we asked for this consideration are:

• How should the system segment this data's dimensions for analysis to balance po-

tential user overwhelm with providing the needed data for the reviewer to make an

informed decision?

• What combinations of visualization and interactivity techniques [46] can we use so

that the reviewer is more aware of event detection choices (e.g., are they aware of

changes in events due to data revisions)?

2. Engagement:Engagement is critical to sustained system use but can be affected by a few

challenges. One such challenge we identi�ed wasalgorithmic fatigue, where reviewers

become less engaged with the system, for example, due to the volume of alerts. Another

challenge,algorithmic over-reliance, happens when reviewers trust the system's results

without conducting their own contextual analysis. One opportunity to address these chal-

lenges and increase engagement is to provide real-time situational awareness [128], which

can help reviewers decide whether to spend longer reviewing data (e.g., there is an out-

break) or only check a few data points. Some design questions we asked for this consider-

ation are:

• How can we provide situational awareness to data reviewers?

• How can we prioritize/�lter the data we show to reviews so as not to cause algorithmic



Figure 4.2: Previous iterations of the user interface for the reviewing system match general
classes of visualization tools for geospatial data.

A. This system focused on geospatial data segmentation and was subject to the drill-down
fallacy across dimensional layers.

B. This system focused on temporal data segmentation and displayed data streams with
some context for similar regions (e.g., sibling streams come from regions that share a spatial
parent, like states in a nation) and a map to orient the reviewer.

fatigue?

3. Structured Event Detection Information Reviewers need tools to correct or validate

events they have �agged historically, even though data is processed in real time. Repre-

senting past events in the context in which they were viewed presents an ongoing challenge

due to the revised nature of the data.

• How can we standardize the unstructured triaging process?

• How can we save past events in the context they were reviewed for quality assurance

checks?

Baseline Approaches

Baseline 1:Exploratory Interface. Identifying events in exploratory systems via visual inspec-

tion (Fig. 4.2A)) requires drilling down several clicks, and reviewers have been shown to miss

subtle but important public health data events when they rely on this type of visual inspection



[55, 65, 104]. Another challenge is that if there are several events with different strengths across

different geographic tiers, any aggregation strategy could result in a drill-down fallacy [76],

where reviewers could still end up needing to explore a combinatorial number of dimensions to

locate the data event. For 120 weeks, reviewers used this exploratory approach for triaging.

As expected, reviewers missed important events, especially those in smaller regions and out-

side of the indicators that are displayed �rst on the interface. Then, between a) randomly choos-

ing data �lters, b) using multiple clicks to drill down to the raw data level, c) �nding the appropri-

ate regional tier responsible for the event by trial and error, and d) scrolling to compare indicator

behavior across signals, whether relevant or not, reviewers became fatigued. This emphasized

the importance of designing an engaging data review system.

Baseline 2: Temporal Segementation Ablation. Based on reviewer's emphasis on the temporal

dimension as the most important dimension to segment on, we focus on interfaces that emphasize

the time series aspect of geospatial data, like [33, 82]. In this approach, we displayed interactive

line plots in a static HTML �le for the top-k data streams (Fig. 4.2B). Here, we ensured that each

data row had some relevant context for reviewers to complete their tasks. This is the starting

point for this study.

Triaging System Design

Our design needed to address the questions data reviewers face, namely around decisions on how

to segment data, acquire situational awareness, and understand data revisions. Speci�cally for

the UI, we also needed to reconcile the challenge that data reviewers are under pressure and have

little time for onboarding or learning about changing systems [23, 58] with the need to summarize

and present large volumes of modern data. Our sequential modi�cation strategy described here

attempts to do both and also provide reviewers time to adjust to incremental changes and provide

feedback.

Basic Interface

The basic interface (Fig. 4.5) segments the data so the temporal dimension is emphasized in

analysis. It features a straightforward list of data points ranked only by their event score and



Figure 4.3: The record-keeping interface provides Delphi with enough data to understand why
the reviewer triaged a speci�c event and allows reviewers to add updates and notes. They can
also add a record formeta-eventsthey notice across events.

presented in a time-series format. Reviewers can easily expand each data row, which includes

a custom map to orient the reviewer and other stream properties. Each row also contains an

interactive line plot with data streams. Our two key design elements here are: 1) any 0 values are

represented as clearly visible open circles because they may represent missing or censored data,

and 2) contextualization across tiers is controlled by legend items the reviewer can toggle to see

data streams in the same tier that share the same regional parent (i.e., a sibling stream), as well

as parent streams and child streams with a 95 % CI.

After reviewers analyze events, they triage the data by creating a record corresponding to

the type of event (e.g., a data quality issue), its severity (low, medium, or high), and if the point

identi�ed was the source of the event (yes/no). These events themselves may lead to hypotheses

across events that reviewers want to investigate, so structures to report, parse, and pushmeta-

eventsto stakeholders are needed. These meta-events are very informative as they provide a

broader context and help in understanding the overall data trends.

Once the reviewer submits their event characterization, the results are automatically saved

in Delphi's event recording system (Fig. 4.3) for downstream processing. This system allows

stakeholders with access to correct or update identi�ed events because it savesthe contextin



which a data point was reviewed2. This is especially important as this data is revised, and over

time, the values, and thus triage values, may change (see Fig. 4.7). Reviewers also use this

interface to recordmeta-eventsthat combine multiple events from individual data points into

informative, higher-level phenomena.

Then to support this segmentation strategy, situational awareness, and analysis around data

revisions, we incorporate the following modi�cations sequentially, as shown in Fig. 4.4.

M1: Filtering Data Points After Event Detection

Given the choice to focus on the temporal dimension of the data as the primary interaction seg-

ment, we need to design how users will access other data segments. However, preliminary analy-

sis indicated that popular complex, multi-dimensional �ltering strategies brought up worries that

more complex �ltering hypotheses using data fusion that intend to highlight very speci�c events

would mute the more important, widespread events that appear with only a few �lters. Another

challenge to more popular combination �lters was the number of possible �ltering combinations

in this setting, especially considering the desire for multiple �lters (including exclusions) per

category of data provider, indicator, and geographic region. We use this step to validate if the

performance simple �ltering strategy is appropriate for data review.

M2: Displays to Inform Data Point Investigations

Reviewers brought up that the simple news-feed format, which only provides temporal context,

fails to provide them the situational context they need to triage potential events. This context

is especially important because reviews are usually completed as the reviewer's �rst assignment

each day, so they are missing information about potential indicator data failures or regions with

outbreaks and may need to revise their annotations if they lack context.

Our approach supports situational awareness via two displays of OutsHiNes scores seg-

mented and aggregated across geography and indicator. This is only possible because OutsHiNes

scores can be compared across these dimensions wheras raw values cannot due to spatial hetero-

2Delphi hosts both the Record Keeper and the reviewing interface hosts these Svelte interfaces, containerized
with Docker, and served using Apache.



geneity of public health data. Scoress(x) across different spatial tierse 2 E, are aggregated

across indicatorsi 2 I , and time (T:T-7). For the map, the choropleth color valuec for each

county (on a scale of 0 to 1) is calculated using:

8r 2 R ; c(r) =

P
e2E

P
i 2 I log (�s(x i;e (r);T � 7:T )+1)(=log(w)

jI j

jEj

wheree(r) is the region that subregionr belongs to at tiere. The log scores make the more

extreme events appear more clearly on the map. The indicator display scores are calculated using

P
r 2 R (s(x i;r )(T � 7 : T))

jRj

.

In ways, this can be thought of as a fusion strategy once the previously incomparable raw

data values have been standardized through a process contextualized for public health data.

M3: Event Evolution

Finally, as data is revised over time, the historical OutsHiNes scores also change with the addi-

tional data availability and presence of new events. Capturing this evolution of OutsHiNes scores

across historical revisions communicates the uncertainty [23] of the OutsHiNes scores over time

to reviewers. Our approach for capturing the evolution OutsHiNes scores is inspired by the

design of industrial stagger charts [45]. It involves calculating the rolling mean and standard

deviation over time, across data revisions, via Welford's online algorithms [116]:

�xT =
�xT � 1 � (T � 1) + xT

T

T = T � 1 � (�xT � 1 � xT ) � (�xT � xT )
T

We include a 1D heat map under the interactive time series plot to give reviewers the context

of the event history and provide the average variance score across time. These help the reviewer

understand the volatility in OutsHiNes scores over time, as shown in Figure 4.5.



Figure 4.4: The initial displays support situational awareness and help reviewers get a sense of
where data events may be found(M2). This can help them guide their review via the data level
�lters ( M1). M3 captures the impact of data evolution on OutsHiNes scores for each data row,
and is shown on 4.5. Each of these modi�cations is used in conjunction with the basic interface's
visualizations and after the of�ine event ranking to reduce data misinterpretation.

Figure 4.5: Thebasicreview interface focuses on segmenting public health data by prioritizing
the temporal dimensions. For mechanismM3, we added a tag with the rolling variance and a 1D
heatmap of the rolling mean OutsHiNes scores so that reviewers have an intuition for how event
severity changes over data revisions and time.
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