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Abstract

Decisionproceduresfor �rst-order logicsarewidely applicablein designveri�ca-

tion andstaticprogramanalysis. However, existing proceduresrarely scaleto large

systems,especiallyfor verifying propertiesthatdependon dataor timing, in addition

to control.

This thesispresentsa new approachfor building ef�cient, automateddecisionpro-

ceduresfor �rst-order logics involving arithmetic. In this approach,decisionprob-

lems involving arithmeticare transformedto problemsin the Booleandomain,such

asBooleansatis�ability solving, therebyleveragingrecentadvancesin thatarea.The

transformationautomaticallydetectsandexploitsproblemstructurebasedonnew theo-

reticalresultsandmachinelearning.Theresultsof experimentalevaluationsshow that

ourdecisionprocedurescanoutperformotherstate-of-the-artproceduresby severalor-

dersof magnitude.

The decisionproceduresform thecomputationalenginesfor two veri�cation sys-

tems,UCLID andTMV. Thesesystemshave beenappliedto problemsin computer

security, electronicdesignautomation,andsoftwareengineeringthat requireef�cient

andpreciseanalysisof systemfunctionalityandtiming. This thesisdescribestwo such

applications:�nding format-stringexploits in software,andverifying circuits thatop-

erateundertiming assumptions.
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Chapter 1

Intr oduction

Our increasingrelianceoncomputersystemsplacesanevergreaterneedfor ensuringthatthey per-

form asexpected.Errorsin systemdesignandimplementationaswell asmaliciousattacksposea

majorbarrierto exploiting thebene�tsof computing,creatingproblemsrangingfrom laggingpro-

ductivity to dangerousvulnerabilitiesin safety-criticalsystems.Accordingto arecentsurvey [117],

thecostof softwarebugsto theU.S.economyis of theorderof 60billion dollarseveryyear, under-

lining thecostsof failurein computersystems.

Errors can be found at variousstagesin a system's lifetime, rangingfrom design-time,through

compile-time,to run-time,andevenpost-mortem.It is preferableto �nd errorsasearlyaspossible,

asthecostsof failurein deployedsystems,particularlyin unsupervised,safety-criticalsettings,can

be enormous.Techniquesfor formal designveri�cation andstaticprogramanalysisaretargeted

towardsimproving thereliability andsecurityof systemsbeforerun-time.Theinput to every such

techniquecomprisesa systemdescriptionanda speci�cation,andoutputsa yes/noansweras to

whetherthesystemsatis�esits speci�cation(andpossibly“don't know” in somecases).Thescala-

bility of thesetechniquesdependsonthatof thecomputationalengines,or decisionprocedures, that

underliethem.Thesedecisionproceduresanalyzea formal model,usuallyexpressedin mathemat-

ical logic, to provide theyes/noanswer.

Decisionproceduresfor decidablefragmentsof �rst-order logic have foundusein analyzingmany

kindsof systems,includingapplicationandsystemsoftware,gate-level circuit designs,hybrid sys-

tems,and high-level microprocessordesigns. For example,decisionproceduresplay important

rolesin extendedstaticchecking[55], predicateabstraction-basedsoftwareveri�cation (e.g.,[11,

36,69]), �nite-statemodelchecking(e.g.,[33,41]), modelcheckingtimedsystems(e.g.,[71]), and

processorveri�cation (e.g., [29,34]). Of theseapplications,the previous industrial-scaleappli-

cationshave beenlargely restrictedto analyzingsystemswith Booleanstate(suchas �nite-state

systemsor pushdown systems)or techniquesthatgenerateBooleanabstractions.Thesesuccesses
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have beendriven in large part by the ef�ciency of techniquesfor reasoningaboutandmanipulat-

ing Booleanfunctions,suchasBinary DecisionDiagrams(BDDs) [27] andBooleansatis�ability

(SAT) solvers(e.g.,[63,104]). In thisthesis,thesetechniquesarecollectively referredto asBoolean

methods.

Theef�ciency bene�tsof modelingsystemspurelywith Booleanstatearecounterbalancedby aloss

of modelingprecision.Reducedprecisionresultsin falsealarms,andtheinability to verify proper-

tiesdependingheavily ondataandtiming, in additionto control.Thesuccessesof �nite-statemodel

checkingandpredicateabstraction-basedsoftwareanalysishavebeenrestrictedto analyzingcontrol

properties,suchasverifying cache-coherenceprotocolsandcheckingdevicedriverusageprotocols.

Examplesof analysesthat requiremoreprecisemodelingof dataandtiming includedetectionof

maliciouscode(suchasvirusesor worms),high-level microprocessordesignveri�cation, array-

boundscheckingandbuffer overrundetection,andverifying real-timesystemsandtimedcircuits.

In thesetasks,a rich setof non-Booleandata-typesmustoften be modeled,including �nite- and

arbitrary-precisionintegers,realand�oating-point numbers,memories,arrays,anddatastructures

suchasqueuesor lists. Theresultingdecisionproblemsareonly expressiblein �rst-order logicsor

sometimesevenonly in higher-orderlogics.Previousdecisionproceduresfor thesemoreexpressive

logicshave rarelyscaledto industrial-scalesystemswithout someform of manualassistance.

This thesispresentsa new approachto building ef�cient, automateddecisionproceduresfor �rst-

order logics involving arithmeticbasedon Booleanmethods. The practicality of this approach

is demonstratedby incorporatingit in veri�cation tools that have beensuccessfullyapplied to

industrial-scalehardwareandsoftwaresystems.Therearetwo key ideasin thisapproach.

1. Leverage Booleanmethods:Thedecisionprocedurespresentedin this thesisoperateby per-

formingaBooleanencodingof thedecisionproblem,eitherasa Booleansatis�ability (SAT)

problem,or a probleminvolving manipulationof quanti�ed Booleanformulas(QBF).More-

over, theencodingis eager, meaningthatit is donein a singlestep.This enablesusto easily

leveragerecentdramaticadvancesin Booleanmethods.

2. Useadaptiveencoding:TheBooleanencodingalgorithmsareadaptive, meaningthatanen-

codingalgorithmor its parametersareautomaticallychosenbasedonthestructureof its input.

This is achievedby acombinationof theoreticalresultson formalizingproblemstructureand

the applicationof machinelearningto inputsencounteredin the past. The useof adaptive

Booleanencodingenablesus to solve the resultingBooleanproblemsmore ef�ciently, in

many casesby ordersof magnitudecomparedto previousapproaches.

Thedecisionproceduresproposedin this thesisform thecomputationalenginesfor two veri�cation

systems,UCLID andTMV. Thesesystemshave beenappliedto a varietyof applicationareas;the

onesexploredin this thesisaresoftwaresecurityandtheveri�cation of timedcircuits.
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1.1 BooleanEncodingTechniques

We review andclassifypreviouswork on decisionproceduresbasedon Booleanmethodssoasto

placethecontributionsof thisthesisin context. Detailedsurveysof previousworkonspeci�c topics,

includingapplicationareas,areincludedin thecorrespondingchapters.

DecisionproceduresbasedonBooleanencodingmethodsfall into two maincategories:

1. Eager encodingmethods:Decisionproceduresin thisclassperformtheBooleanencodingin

asinglestep.For thequanti�er-freelogicsconsideredin thisthesis,theinputformulais trans-

latedto anequi-satis�ableBooleanformulain a singlestep,anda SAT solver is invoked on

theresult.For thequanti�ed logic considered,thetranslationgeneratesa logically equivalent

quanti�ed Booleanformula(QBF), which canbemanipulatedusingwell-known techniques

for QBF basedonBDDsor SAT.

Thesemethodshave beendevelopedfor the theoriesof uninterpretedfunctionsandequal-

ity [29,122], a restrictedsetof lambdaexpressions(which canmodelarrays,memories,and

somedatastructures)[30], andvarioustheoriesof lineararithmeticover theintegersandthe

rationals[30,146,148],with verylimited supportfor quanti�ers[89]. Counterexamplesatthe

level of theoriginal logical theoriesareeasilygenerated,by mappingbackfrom assignments

generatedby theSAT solver.

Eagerencodingtechniquescan be further divided into two kinds. The �rst kind [28,30,

122] exploit a smallmodelpropertyof theunderlyingtheory;i.e., if a satisfyingassignment

exists for the original formula, then thereis one in which the valuesof groundtermsare

bounded.This naturallyleadsto a bit-vectorencodingof thegroundterms.Thesecondclass

of techniques[32,62,148] aredirect encodingtechniques,in which eachatomicpredicate

is encodedasa Booleanvariable. The resultingBooleanencodingis augmentedwith the

Booleanencodingof instantiationsof �rst-order axioms,suchascongruenceandtransitivity

of equality, over thegroundtermsin theformula.

2. Lazyencodingmethods:Proceduresin thiscategory(e.g.,[8, 13,51,56]) constructtheBoolean

encodingiteratively. Proversbasedon thesemethods,suchasCVC andCVC-Lite [13,14],

ICS[51], andVeriFun[56], aredesignedto handleafairly generalclassof �rst-order logic; in

additionto the theorieshandledby theafore-mentionedeagertechniques,theseproverscan

handleasubsetof thetheoriesof bit-vectors,lists,andrecords,andsomealsoprovidesupport

for quanti�ers. Anotheradvantageof thesemethodsis that they aretypically designedto be

proof-generating.

Thelazy encodingprocedureswork, in essence,asfollows. They startwith a directBoolean

encodingof theoriginal formula,obtainedby replacingeachatomicpredicatewith a corre-
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spondingBooleanvariable.If theSAT solverreturnsthisformulato beunsatis�able,it means

that theoriginal formulais alsounsatis�able.Otherwise,theSAT solver returnsa satisfying

assignment,which mustbecheckedfor consistency with the�rst-order theories.This is per-

formedusinga �rst-order prover for checkingthesatis�ability of conjunctions,alsoknown

asa grounddecisionprocedure. If theassignmentis consistent,thenit impliesthat theorig-

inal formula is satis�able. Otherwise,the proof of unsatis�ability generatedby the ground

decisionprocedureis analyzedto generateadditionalclausesthat areaddedto the Boolean

encodingto constrainthesearchof theSAT solver, andtheprocessrepeats.

Thedifferencesbetweenthevariousproversbasedonlazyencodingmethodsaremainlywith

respectto the tightnessof integrationbetweentheSAT solver andthegrounddecisionpro-

cedures,andthedetailsof thegrounddecisionproceduresthemselves. Thegrounddecision

proceduresaregenerallybasedonatechniquefor combiningdecisionproceduresfor individ-

ual theories,suchasthatgivenby NelsonandOppen[109] or Shostak[141].

Thelazyencodingapproachhasalsobeenappliedto quanti�er-eliminationin decidablequan-

ti�ed �rst-order logics[52].

Thedecisionproceduresproposedin this thesisfall into the�rst category. Thequanti�er-freelogic

consideredin this thesisis a combinationof the theoriesof uninterpretedfunctionsandequality,

quanti�er-freePresburgerarithmetic[125], andtherestrictedsetof lambdaexpressionsmentioned

above (describedin Chapter7). In addition,this thesispresentsthe�rst eagerencodingapproachto

performingquanti�er-eliminationin quanti�ed differencelogic (describedin Chapter8).

Let uscomparelazyandeagerencodingmethodsfor thequanti�er-freefragmentof �rst-order logic

consideredin this thesis.

Eagerencodingmethodshave theadvantagethattheresultingSAT problemhasall the“�rst-order

information”necessaryto constraintheSAT solver's search,whereasaddingthis informationlazily

might causetheSAT solver to exploremany assignmentsthatareinconsistentwith the �rst-order

theories(exponentiallymany in the worst-case).Also, with eagermethods,it is trivial to replace

oneSAT solverwith another, andthusreadilyleverageany advancesin SAT solving;thiscanbefar

harderin lazy techniquesdependingon how tightly the SAT solver is integratedinto thedecision

procedure.

On the otherhand,it is alsopossiblefor eagerencodingalgorithmsto addtoo much“�rst-order

information,” generatingSAT problemsbeyondthereachof currentSAT solvers.Lazymethodsare

particularlyeffective whenvery little �rst-order reasoningis required(for example,whenpropo-

sitional reasoningsuf�ces to decideunsatis�ability). Furthermore,many lazy methodsareproof-

generating,which is useful for certi�ed veri�cation (suchas proof-carryingcode[106]) as well

asfor abstractionre�nement [67]. It is not yet clearhow to generateproofswith eagerencoding

methods,especiallythosebasedon thesmall-domainencoding.
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In therestof this thesis,we will compareeagerandlazy methodsfor speci�c theoriesvia experi-

mentalevaluation.

1.2 ThesisContributions

My thesisstatementis:

AdaptiveBooleanencodingmethodsenabletheconstructionof ef�cient andautomated

decisionproceduresfor expressive �rst-order logicsinvolving arithmetic,increasingthe

precisionandscalabilityof veri�cation toolsfor hardwareandsoftwaresystems.

This thesismakescontributionsin a numberof areas.Themain theoreticalandconceptualcontri-

butionsinclude:

� The�rst decisionprocedurefor quanti�er-freePresburgerarithmeticthatisbasedonapolynomial-

time,polynomial-sizetranslationto SAT, andwhich formally exploits thestructureof linear

constraintsin softwareanalysis(Chapter5);

� New theoreticalresultson boundingthe sizeof solutionsfor generalized2SAT constraints

andquanti�er-freePresburgerarithmetic(Chapters4 and5);

� The�rst approachto automatedalgorithmselectionin a theoremproving context, basedon

theuseof machinelearning(Chapter6);

� The �rst eagerencodingapproachfor quanti�er elimination in quanti�ed differencelogic

(Chapter8);

� Thenotionof generalizedrelativetiming for modelingtiming assumptionsin circuits(Chap-

ter9).

Therearealsoseveralappliedcontributions,includingtoolsandindustrialcasestudies:

� A publicly-available, multipurposeveri�cation tool, called UCLID, for verifying systems

modeledusingthequanti�er-freefragmentof �rst-order logic mentionedearlier, with demon-

stratedapplicationsin processorveri�cation andsoftwaresecurity(Chapter7);

� Theapplicationof UCLID to �nding aclassof securityexploitscalledformat-stringexploits,

demonstratedon widely-usedsoftwarepackages(Chapter7);

� A fully symbolicmodelchecker, calledTMV, for modelcheckingtimedautomata(Chapter9);

� Theapplicationof TMV to theveri�cation of timedcircuits,includinga publishedcircuit of

thePentium4 microprocessor(Chapter9).
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1.3 ThesisOverview

This thesiscoversa wide rangeof areas,spanningtheory, hardware,andsoftware. Accordingly,

thethesisis organizedinto threeparts,includingoneonbackgroundmaterial,sothatthecontentof

eachmainpartof thethesisis fairly independentof thatof theother.

The�rst partof thethesis,comprisingChapters2and3,givesbackgroundmaterialneededin therest

of thethesis.Chapter2 coversbasicnotationandlinearprogrammingconcepts.Chapter3 describes

differencelogic, a basiclogic that forms the foundationfor the conceptsin this thesis,and two

Booleanencodingalgorithms:thesmall-domainencodingandthedirectencodingalgorithm. The

materialin Chapter3 is basedon joint work with R. E. Bryant,S.K. Lahiri, andO. Strichman[30,

148].

The secondpart of the thesis(Part I) presentsour new decisionproceduresfor linear arithmetic

over the integers,extensionsto handleothertheories,andthe implementationandapplicationof

theUCLID system.Chapter4 describeshow thesmall-domainBooleanencodingmethodcanbe

extendedto a logic of generalized2SAT linearconstraints,andis basedon joint work with R. E.

BryantandK. Subramani[138]. Chapter5 shows how thesameclassof encodingalgorithmscan

be extendedto quanti�er-free Presburger arithmetic,by exploiting the sparsestructureof linear

constraintsin softwareanalysis;this is joint work with R. E. Bryant[135]. Chapter6 comparesthe

two encodingalgorithmsfor differencelogic andshows how they canbecombinedusingmachine

learningto automaticallyselectencodingsfor sub-formulae.A verypreliminaryversionof thework

in this chapterappearedin a joint paperwith R. E. BryantandS. K. Lahiri [133], andthematerial

in this chapteris a substantialrevision of thatwork. Part I is closedby Chapter7, which describes

how theoriesotherthaninteger linear arithmeticareencodedto SAT, alongwith a descriptionof

theUCLID veri�cation systemandanapplicationof UCLID to �nding format-stringexploits. The

initial part of this chapteris basedon joint work with R. E. Bryant and S. K. Lahiri [30]. The

applicationto format-stringexploits is basedon joint work with R. E. Bryant,V. Ganapathy, S.Jha,

andT. W. Reps[58]; in particular, theideaof viewing theformat-stringasasequenceof commands

to printf is dueto my co-authorsGanapathy, Jha,andReps.

The third part of this thesis(Part II) describeshow operationsin quanti�ed differencelogic can

behandledusingBooleanmethods,anddescribesanapplicationto modelcheckingtimedcircuits.

Chapter8 describestheoperationsonquanti�ed differencelogic (QDL), andis basedon joint work

with R. E. Bryant [134]. Although the contentof this chapteris usedfor modelcheckingtimed

systems,otherapplicationsarepossible,andthematerialis fairly independentof theapplicationex-

ploredin this thesis.Chapter9 describeshow weusetheQDL operationsin TMV, amodelchecker

for timedautomata,andtheapplicationof TMV to theveri�cation of timedcircuits. This chapter

alsodescribesthenotionof generalizedrelative timing, which is anew techniquefor modelingtim-
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ing assumptionsin systems.Thematerialin this chapteris basedon joint paperswith R. E. Bryant

andK. S.Stevens[134,136].

Finally, Chapter10 summarizesthe major conceptualcontributions and designdecisionsin this

thesis,andproposesseveraldirectionsfor futurework.
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Chapter 2

Preliminaries

Weintroducenotationandconceptsfrom linearprogrammingthatareusefulin therestof thisthesis.

Standardtextbooks(e.g.[111,131]) canbeconsultedfor additionalinformation.

2.1 Notation

Wewill use� to denotethenumberof linearconstraints,and � to denotethenumberof variables.

A systemof � linearconstraintsin � variablesis writtenasfollows:

	�

���

(2.1)

In general,
	���� ����� ���

is an ����� matrixwith entriesin � ,
�

is a ����� vectorof real-valuedentries,

and



is a �
� � vectorof real-valuedvariables.

System(2.1)de�nesapolyhedronin �"! formedby theintersectionof half-spacescorrespondingto

thelinearconstraints.

For Part I of this thesis,wewill only considerintegervariablesandconstants;thatis, for all # and$ ,
�%��� �'&)(*�+&

�

�-,/.

.

In system(2.1), theentriesin



canbe negative. A standardtransformation(see,e.g.,[119]) can

beusedto constrainthevariablesto benon-negative. Thetransformationinvolvesaddingadummy

variable �
�

that refersto the“zero value,” replacingeachoriginal variable �

�

by �10

�32

�
�
, andthen

adjustingthecoef�cients in thematrix
	

to getanew constraintmatrix
	

0 andthefollowing system:

	

0




0

���




0

��4

(2.2)
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Notethat � � is anelementof thevector



0 of dimension�657� . Matrix
	

0 hasdimensions�8�-�657� ,

wherethe last columncorrespondsto �9� . The :�#

&

$�;

th entry of
	

0 is the sameas that for
	

for

�=<>$?<@� , and
�

0

�A�

!'B�C

is
2ED

!

��F

C

�%��� �

.

Thetransformationfrom system(2.1) to system(2.2)preservessatis�ability, asshown here:

Proposition2.1 System(2.1)hasa solutionif andonly if system(2.2)hasone.

Proof: For the “if part”, supposewe have a solution



0 to (2.2). Constructa candidatesolution

vector



by setting �

�-�

�10

�G2

� � . Then,considerthe #

th constraintin
	

0 , for any # . Thefollowing

sequenceof inequalitiesholds:

:

!

H

��F

C

�

0

�A� �

�

0

�

;35

�

0

���

!'B�C

�
�

� (*�

:

!

H

��F

C

�
��� �

�

0

�

;95I:

2

!

H

��F

C

�
��� �

;J�K�

� (
�

!

H

��F

C

�
��� �

:��

0

�

2

�K�L;

� (
�

!

H

��F

C

����� �

�

� � (*�

Thus,we canconcludethatthe #

th constraintof
	

is satis�edby



for all # . Thus,we have founda

solutionto system(2.1).

Now considerthe“only if ” part,wherewestartwith asolutionto system(2.1).Clearly, any valueof



0 thatsets�K0

�

�

�

�

57�
�

for all $ will satisfy
	

0




0

���

. But wealsoneedto satisfy



0

�M4

. If none

of the �

�

arenegative, thensimply set �
0

�

�

�

�

and �
�

�N4

andwe aredone.Otherwise,set �
�

�

2/OQPSRUT

� VXWZY

�

�

T

, andset �
0

�

�

�

�

5/�
� . Notethat �

�\[

4

by construction.Thus,if for aparticular$ ,

�

�

[

4

, then �]0

�

[

4

. Supposenot. Then, �

�^�

OQPSRUT

� V
W

Y

�

�

T

andso �]0

�

�

�

�

2>OQPSRUT

� V
W

Y

�

�

T

�M4

.

Thus,wehave asolution



0 thatsatis�es(2.2). _

Finally, wede�ne thequantities
�a`cb+d

and
(*`cb+d

asfollows:

��`cb+d �

OQegf

h

��� ��i6j

���A� �

j (2.3)
(*`cb+d �

OQegf

k

j

(

k

j (2.4)

In words,thequantity
(l`cb+d

is the mon normof thevector
�

. Wenotethat
�p`cb+d

and
(�`cb+d

are(tight)

upperboundson theabsolutevaluesof entriesof
	

and
�

respectively.
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2.2 Variable Classes

Given a setof � linear constraintsover � variables,the setof variablescanbe partitionedinto

subsetsasfollows: Two variablesareplacedin thesamesubsetif thereis aconstraintin whichthey

bothappearwith non-zerocoef�cients. Wewill refereachresultingsubsetasavariableclass.

If thesetof constraintsappearsin asystemof constraints,likesystem2.1,thenpartitioningvariables

into variableclassescorrespondsto partitioning the systeminto sub-systemsthat can be solved

independentlyof eachother. (In matrix terms,thematrix
	

is transformedto block-diagonalform.)

Importantly, note that this partitioning optimizationcan be performedbefore addingthe “zero”

variable� � . A differentzerovariableis thenusedfor eachvariableclass.

The notion of variableclassescanbe extendedto Booleancombinationsof linear constraintsby

applyingit to thesetof all linearconstraintsappearingin the formula. For example,considerthe

formula

�

C

5>�]q

�

�>rtsu�]q

2

�Kv

��4Mw

�]x

2

�]y

��4{z

In this case,variables�

C

, �Kq , and �Kv fall into oneclass,while �|x and �Ky will beput into a different

class.

2.3 Fourier-Motzkin Elimination

Fourier-Motzkin (FM) elimination[49] is aclassictechniquefor projectinga variablefrom a setof

linearconstraints.

Considersystem(2.1). In orderto obtainthesystemof linearconstraintsafterprojectingoutvariable

�

�

, FM eliminationproceedsasfollows:

1. Partitionthesystemof constraintsinto threesets}

�

, ~

�

, •

�

asfollows. For eachconstraint# ,

��<@#"<@� , we addit to:

}

�

, if
����� �

[

4

;

~

�

, if
�

��� �=€
4

;

•

�

, otherwise.

2. Initialize thesetof new constraints,• , to •

�

.

3. For every pair of constraints( #ƒ‚ , #+„ ), where #J‚

,

}

�

and #J„

,

~

�

, add the following

constraintto • :
!

H

T

F

C

s

���†…|� �ˆ‡L�
�†‰c�

TŠ2

�
�‹…K�

T

‡L�%�‹‰c� �Lzˆ‡

�

T

�Œ()�
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Clearly, thecoef�cient of �

�

in everyconstraintin • is
4

.

If

•,

� ! , this transformationpreserves satis�ability. In otherwords, thereis a solution to the

systemof constraintsin • if and only if there is one to the system(2.1). Thus, by using FM

eliminationto projectoutall variables,wecanconcludethattheoriginalsystemis satis�ableif and

only if thesystemwith zerovariablesdoesnothave a trivially falseconstraint(suchas
4Ž�

� ).

In the worst case,the numberof new constraintsgeneratedby � stepsof FM eliminationcanbe

�

qƒ• , i.e.,doublyexponentialin theinputsize[37].



Chapter 3

Differ enceLogic

A simplebut extremelyusefulform of linear constraintis the differenceconstraint. This chapter

presentsBooleanencodingtechniquesfor a logic of differenceconstraints,termedas difference

logic. Theseencodingtechniquesform thebasisfor many ideasin therestof this thesis.

De�nition 3.1 A differenceconstraint is a linear constraint of the form �

�

2

�

�Ž•u‘’(

k or �

�“•u‘’(

k ,

where �

�

and �

�

are real-valuedvariables,
(

k is a real-valuedconstant,and
•u‘

denotesa relational

symbolin theset ”
[

&Z�-&*�•&
€

&

<=– .

A constraintof the form �

�"•u‘—(

k canbewritten as �

�

2

�
�

•u‘˜(

k where �
�

is a special“variable”

denotingzero.Thisconventionis followedin therestof thethesis,unlessstatedotherwise.

Differenceconstraintsarealsoreferredto in theliteratureasdifference-boundconstraintsor sepa-

ration predicates, anddifferencelogic is alsocommonlytermedasseparation logic. We will use

DL asanacronym for differencelogic.

bool-expr ™†™

� šX›•œŸž

j� ¢¡1£�¤

ž

j bool-var jL¥ bool-expr

j

: bool-expr r bool-expr ;

j

: num-expr
�

num-expr;

num-expr ™†™

�

�

�

j num-expr 5

(

j ITE : bool-expr
&

num-expr
&

num-expr ;

Figure3.1: Differencelogic syntax. �

�

,
4

<¦#�<§� , and
(

denotea variableandconstantrespec-

tively.

Figure3.1summarizestheexpressionsyntaxfor differencelogic. Expressionscanbeof two types:

numericalor Boolean.Booleanexpressionsareformedby usingBooleanconnectivesto combine

equalities,inequalities,or Booleanvariables.Numericalexpressionsareeithernumerical(integer
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or real)variables,or areformedby addingaconstantoffsetto numericalexpressions,or by applying

theITE (“if-then-else”)operator. TheITE operatorchoosesbetweentwo valuesbasedonaBoolean

control value,i.e., ITE :

šX›•œŸžK&

�

C

&

�]qL; yields �

C

while ITE :

 ¢¡]£A¤

ž]&

�

C

&

�]qX; yields �Kq . Booleanand

relationaloperatorsnotusedin Figure3.1canbeexpressedin termsof thoseemployed.

Remarkson notation

Note that the grammarin Figure3.1 permitsreal and integer variablesto be mixed in relational

comparisonsandif-then-elseexpressions.For the purposesof this thesis,we will considereither

only integer variables,or only real variables,dependingon thecontext. For the remainderof this

chapter, wewill restrictall variablesandconstantsto beinteger-valued.

Second,as notedin Chapter2, multiple zero variableswill usuallybe introduced,one for each

variableclass. In the restof this chapter, we will assumethat thesevariableshave alreadybeen

introducedinto theDL formula,sothateverydifferenceconstraintcomprisesexactly two variables,

eachtakingvaluesin ¨ .

Finally, althoughthesyntaxpermitsusto write expressionsof theform num-expr
�

num-expr, we

will usenotationin which only variablesappearonly on the left-handside,andno morethanone

constanttermappearson theright-handside. Thus,a differenceconstraintwill usuallybewritten

eitheras �

�

2

�

�-�M(

k or as �

�©�

�

�

5

(

k .

Complexity of the decisionproblem

Theproblemof decidingthesatis�ability of aDL formula ªG«ƒ¬ ­ over theintegersis NPcomplete.It

is NP-hardsinceBooleansatis�ability canbetrivially reducedto it. In addition,it is in NPbecause

thelogic hasa small-modelproperty: A DL formula ªŠ«®¬ ­ is satis�ableif andonly if thereexistsa

satisfyingassignmentwhosesize,measuredin bits, is polynomiallyboundedin thesizeof ª�«ƒ¬ ­ . A

proofof thelatterpropertyis presentedin Section3.2.

However, if werestrictthesyntaxof DL by disallowing Booleanvariables,ITE expressions,andall

Booleanconnectivesexcept r , thesatis�ability problemispolynomial-timesolvable.Thisrestricted

problemis simply thatof �nding a feasiblesolutionto a systemof differenceconstraints,andcan

besolvedusinga formulationasashortest-pathproblem[43].

Overview

In this chapter, we presenttwo approachesto decidingdifferencelogic via eagerencodingto SAT:
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1. Small-DomainEncoding [30]: This approachexploits thesmall-modelpropertyof DL, and

worksasfollows:

(a) Computethepolynomialbound ¯ on solutionsize.

(b) Searchfor asatisfyingsolutionto ªˆ«ƒ¬ ­ in theboundedspace”

4p&

�

&Z°Z°Z°±&)²%³

2

�g– ! .

Thesmall-domainencodingapproachis alsotermedas�nite instantiation.

In themethodsdescribedin thisthesis,thesearchin Step(b) is conductedusingaSAT solver.

To do this, ª"«®¬ ­ is translatedto a Booleanformula by encodingeachinteger variableasa

vectorof Booleanvariablesof length ¯ . Arithmetic andrelationaloperatorsareencodedas

arithmeticcircuitsandcomparators.

However, notethatanon-SAT-basedsearchtechniquecanjustaswell beused.

2. Dir ect Encoding [148]: A decisionprocedurebasedon thedirectencodingmethodoperates

in ´ steps:

(a) EliminatetheITE constructfrom theformula,to geta formulathatis aBooleancombi-

nationof differenceconstraints.

(b) Replaceeachuniquedifferenceconstraintwith afreshBooleanvariableto getaBoolean

formula ª¶µ¸·º¹ƒ» .

(c) GenerateaBooleanformula ª¶¹ƒ»u¬½¼¿¾ thatconstrainsthevaluesof theintroducedBoolean

variablessoasto preserve thearithmeticinformationin theoriginal formula.

(d) Decidethesatis�ability of Booleanformula ªGµ¢·+¹ƒ»cr’ª"¹ƒ»u¬¿¼½¾ usingaSAT solver.

Thedirectencodingapproachhasalsobeentermedasper-constraint encoding.

At the time of writing this thesis,all decisionproceduresbasedon eagerencodingto SAT canbe

viewedasinstancesof oneof theabove two methods.

3.1 Constraint Graph

Webegin by describingabasicdatastructureusedin therestof thischapter.

Given a setof � differenceconstraintsinvolving � variables,we constructa weighted,directed

multigraphasfollows:

1. A vertex À

�

is introducedfor eachvariable�

�

.

2. For eachdifferenceconstraintof theform �

�

2

�

�-�M(

k , weaddadirectededgefrom À

�

to À

�

of weight
(

k .
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The resultingstructurehas � edgesand � verticesand is termedthe constraint graph. It is, in

general,a multigraphsincetherecanbemultiple constant(right-handside)termsfor a given left-

handsideexpression�

�

2

�

�

. However, wewill referto it simply asagraph.

Example3.1 Considerthefollowing setof Á constraintsinvolving Â variables:

�

C

2

�Kq

� 4

�]q

2

�Kv

� 4

� v

2

�

C

�

�

�1x

2

�Ky

�

�

4'4

�Ky

2

�]Ã

� Ä•4

�KÃ

2

�1x

�

2

�

4'4

� Ã

2

� y

�

2

´%Å

�|Æ

2

�1x

�

2

�

4'4

Theconstraintgraphrepresentingtheabove setof constraintsis depictedin Figure3.2 _

Ç�È

Ç�É

Ç±Ê

Ç�Ë

Ì Ì

Í

ÎÐÏcÑ

Í1Ì©Ì

Î

Í]Ì±Ì

Î

Í]Ì©Ì Ò

Ì

ÇŸÓ

Ç©Ô

Ç“Õ

Figure3.2: Exampleof constraint graph

3.2 Small-DomainEncoding

The crucial pieceof informationneededto implementthe small-domainencodingmethodis the

boundon solutionsize, ¯ .

In this section,we obtain a bound Ö on the valuesof variablesin a DL formula suchthat it is

suf�cient only to searchfor satisfyingsolutionsin thespace”

4p&

�

&)²U&Z°Z°Z°©&

Ö×–
! . Then, ¯ is computed

usingthefollowing equation:

¯

�ÙØ�Ú†Û'Ü

:ÝÖ�5I�X;JÞ (3.1)

Weprove thefollowing theorem:

Theorem 3.1 Let ªo«ƒ¬ ­ be a DL formula with � variables. Let
(Z`cb+d

be the maximumover the

absolutevaluesof all differenceconstraints in ªG«ƒ¬ ­ . Then,ª"«ƒ¬ ­ is satis�able if andonly if it hasa
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solutionin ”

4p&

�

&)²U&Z°Z°Z°±&

Ö×–X! where

Ö

�

:��

2

�X;

‡

:

(*`cb+d

5I�X;

Proof: The“if ” partof theproof is trivial. Let usconsiderproving the“only if ” part.

Assumeinitially that ªo«®¬ ­ doesnothave any ITE expressions.

Since ªo«ƒ¬ ­ is satis�able, let ß be a satisfyingassignment.Under ß , eachdifferenceconstraint

evaluatesto
šà›gœ�ž

or  J¡1£�¤

ž

. Constructthesetof differenceconstraints• asfollows:

1. If ß

�

�

�

2

�

���M(

k

�|�MšX›•œŸž

, add �

�

2

�

�=�M(

k to • .

2. If ß

�

�

�

2

�

�
�M(

k

�|�

 ¢¡]£A¤

ž

, addthenegationof �

�

2

�

�
�Œ(

k , viz., �

�

2

�

�
�

2

(

k

5I� , to • .

Considertheconstraintgraphá correspondingto • . Thereare � vertices,onefor eachvariable,and

at most � edges,onefor eachconstraintor its negation.Notethat,while negatingconstraints,the

constanttermcanincreaseby atmost � . Therefore,theweightof any edgein á is atmost
(•`cb+d

5M�

in absolutevalue.

The constraintcorrespondingto eachedgein á is
šX›•œŸž

under ß . Therefore,therecannotbe any

cyclesin thegraphsuchthatthesumof theweightsof thecycle's edgesis positive.

Now, constructa graphá©0 asfollows:

1. Negatetheweightof every edgein á . Thus,thereis anedgefrom À

�

to À

�

of weight
(

k in á
0

if f �

�

2

�

�=�

2

(

k is aconstraintin • .

2. Introduceasourcevertex À source, andedgesof weight
4

from À sourceto every À

�

.

Shortestpathsâ

�

from À sourceto every À

�

areguaranteedto exist sincethereareno negative cycles

in á�0 . Moreover, for every edgein áã0 from À

�

to À

�

of weight
(

k , â

�

<Nâ

�

5

(

k . In otherwords,an

assignmentß 0 suchthat ß
0

�

�

���K�

â

�

is asatisfyingassignmentto ªˆ«ƒ¬ ­ .

Any path in á±0 hasat most �

2

� edges,eachof weight at most
(Z`cb+d

5�� . Therefore,for all # ,

â

�9�

ß
0

�

�

�S�

<¦:��

2

�X;

‡

:

(*`cb+d

5ä�X; .

Thus,thereexistsasatisfyingsolutionin ”

4p&

�

&)²U&Z°Z°Z°ã&

Ö×–
! where

Ö

�

:��

2

�X;

‡

:

(*`cb+d

5I�X;
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Finally, if ªo«ƒ¬ ­ hasITE expressions,we caneliminatethemusingtherewrite rule

ITE : bool-expr
&

num-expr
C

&

num-expr
q

;

�

num-expr
v

å

�

: bool-expr
�9æ

num-expr
C

�

num-expr
v

;9r :

¥ bool-expr
�9æ

num-expr
q

�

num-expr
v

;

�

Applicationof this rewrite rule cannotdecreasethevaluesof � or
(à`cb+d

. Thus,thebound Ö applies

evenif ª"«®¬ ­ hasITE expressions. _

Weobserve that ¯

��ç

:

Ú†Û'Ü

�

‡LÚ†Û'Üo(�`cb+d

; , which is polynomialin theinput size.

Remark 3.1 Notethattheabove analysisis conservative in two respects:

1. Supposethat therearemultiple variableclasses.Thereareno edgesbetweenverticescor-

respondingto differentvariableclasses,andhencea separateboundcanbe computedand

employedfor eachclass.If �

�

and
(

`cb+d

�

arevaluesof � and
(

`cb+d

for variableclass# , abound

of :��

�

2

�X;

‡

:

(*`cb+d

�

5ä�X; suf�ces for variablesin thatclass.

2. Theterm :��

2

�X;

‡

:

(�`cb+d

5��X; canbereplacedby
D

!�è3C

��F

C

j

(*�êé

5¦�

j , where
(��AëZ&)(*�‹ìà&Z°Z°Z°Ÿ&)(*�

•Lí

ë

arethe �

2

� largestelementsof
(

, in absolutevalue.

_

Example3.2 Considerthefollowing DL formula:

:��

C

�

�]qÐr•�Kq

�

�]vÐr•�Kv

�

�

C

5ä�X;

w

:��]x

�

�]y“5ä�

4'4

r ITE :��Ky

�

�]Ãc5

Ä•4p&

�]Ã

&

�KÆZ;

�

�1x

2

�

4'4

;

Therearetwo variableclasses,viz., ”L�

C

&

�]q

&

�Kvg– and ”L�1x

&

�Ky

&

�]Ã

&

�KÆà– .

For the�rst class,�

�Iî

and
(l`cb+d��

� . Thevalueof Ö is therefore
²�‡X²^�

´ .

For thesecondclass,�

�

´ and
(l`cb+d��

�

4'4

. Thevalueof Ö is therefore
î=‡

�

4

�

�Iî•4{î

.

Usingtheobservationmadein Part (2) of Remark3.1doesnot improve theabove bounds. _

Complexity

Computing� and
(�`cb+d

requiresa linearscanof theinputDL formula.

Thepropositionalencodingcanalsobedonein polynomialtime. Eachvariableis encodedusing ¯

bits,and ¯ is polynomialin theinputsize.Adder, comparator, andmultiplexor circuits(requiredto

encodetheoperators5 ,
�

, andITE respectively) areall polynomialin thesizeof theirarguments.
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Thus,thesmall-domainencodingmethodcanbeperformedin polynomialtime. Furthermore,the

resultingencodingis polynomialin thesizeof theinputDL formula.

3.3 Dir ect Encoding

Givena DL formula ªo«ƒ¬ ­ , theDIRECT methodtranslatesit to anequi-satis�ableBooleanformula

ª"µ�ï¢ï®ð in thefollowing ´ steps:

1. Preprocessing: First, all ITE expressionsareeliminatedfrom ª6«ƒ¬ ­ by recursively usingthe

following rewrite rules:

ITE : bool-expr
&

num-expr
C

&

num-expr
q

;

�

num-expr
v

å

�

: bool-expr r num-expr
C

�

num-expr
v

;

w

:

¥ bool-expr r num-expr
q

�

num-expr
v

;

�

(3.2)

num-expr
C

�

ITE : bool-expr
&

num-expr
q

&

num-expr
v

;

å

�

: bool-expr r num-expr
C

�

num-expr
q

;

w

:

¥ bool-expr r num-expr
C

�

num-expr
v

;

�

(3.3)

Next, negationsareeliminatedfrom theresultingformula.Let theresultbe ª6ñ
ïƒ»uò .

2. GenerateBooleanskeleton: Eachdifferenceconstraint�

�-�

�

�

5

(

in ª“ñ
ïƒ»uò is replaced

by a freshBooleanvariable ógô

�A� �

. This preservesonly the Booleanstructureof ªˆñ
ïƒ»uò . The

resultingBooleanformulais denotedby ªGµ¸·º¹ƒ» .

3. Generatetransiti vity constraints: In orderto preserve thearithmeticinformationin ª
ñ

ïƒ»uò ,

constraintsaregeneratedto disallow satisfyingassignmentsto ª\µ¸·º¹ƒ» thatcannotbeextended

to asatisfyingassignmentto ª¶ñ
ïƒ»uò . Theseconstraints,termedastransitivityconstraints, are

generatedasfollows:

(a) Constructtheconstraintgraph á©ñ
ïƒ»uò correspondingto thesetof differenceconstraints

appearingin ª"ñ
ïƒ»uò .

(b) Initialize theBooleanformula ª
¼õ»S¹

ñZö to
šX›•œ�ž

.

(c) Pick a vertex À

�

. (Usually, À

�

is a vertex for which the productof its in-degreeand

out-degreeis minimum.) If no vertex exists,skip to Step(4).

Let ( À

�

, À

�

,
(

C

) and( À

�

, À

T

,
(

q ) denoteapairof incomingandoutgoingedgesincidentat

À

�

. For everysuchpair:
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- If $§÷

�ùø

, we add the edge( À

�

, À

T

,
(

C

5

(

q ). Additionally, we updateª ¼õ»S¹ ñZö as

follows:

ª ¼õ»S¹ ñZöoúûª ¼õ»S¹ ñZö±r7:uó

ô

ë

�®� �

r’ó

ô

ì

�A�

T

�9æ

ó

ô

ë

B ô

ì

�)�

T

;

- If $

�Iø

, and
(

C

5

(

q [

4

, weupdateª ¼õ»S¹ ñZö asfollows:

ª

¼õ»S¹ ñZö úûª

¼õ»S¹ ñZö r7:uó

ô

ë

�®� �

r’ó

ô

ì

�A�

T

�9æ

 J¡1£�¤

ž

;

(d) DeleteÀ

�

andall its incidentedges,andreturnto Step(3c).

Note that thevertex eliminationstepin theabove procedureis Fourier-Motzkin elimination

viewedgraph-theoretically.

4. AssembleBooleanencoding: The�nal Booleanencodingª6µ�ï¢ïƒð is ª"µ¢·º¹ƒ»ãrüª
¼õ»S¹

ñZö .

Theorem 3.2 ª"«®¬ ­ and ªoµ�ïJïƒð areequi-satis�able.

Proof: First, note that ªo«®¬ ­ and ª“ñ
ïƒ»uò areequi-satis�able. Secondly, if ª¶ñ

ïƒ»uò is satis�able, so

is ª"µ�ïJïƒð , sincethe assignmentto differenceconstraintsin ªˆñ
ï®»uò canbe directly appliedto satisfy

ªoµAïJïƒð .

Wethereforefocusonproving thatif ªŠµ�ïJïƒð is satis�able,sois ª"ñ
ïƒ»uò . In particular, weclaimwecan

extendany satisfyingassignmentß of ªŠµ�ï¢ïƒð to ª“ñ
ïƒ»uò suchthat

ß

�

�

�
�

�

�

5

()�|�

ß

�

ó

ô

�A� �

�

Wewill saythatanedge( À

�

, À

�

,
(

) of áŸñ
ïƒ»uò is

šX›•œŸž

if ß

�

ó
ô

��� �

�K�ŒšX›•œ�ž

.

The formula ª"ñ
ïƒ»uò is satis�ed by ß if á±ñ

ïƒ»uò doesnot containany cyclesof positive cumulative

weightwith all edges
šX›•œŸž

. We will show thatunder ß , at leastoneedgeof eachpositive weight

cyclemustbe  ¢¡]£A¤

ž

.

Consideranarbitrarycycle ý§™{À

C

&

À'q

°Z°Z°�&

À

!

&

À

C

of positivecumulativeweight.Let
(

q

&)(

v

°Z°Z°9&)(

!

&)(

C

betheweightsof edges:�À

C

&

À'qX;

&

:�À'q

&

À'vX;

&Z°Z°Z°Ÿ&

:�À

!

&

À

C

; respectively andlet þŽ:¸ý^; denotethecumu-

lative weightof cycle ý . Thus, þ•:¸ýÿ;

�

D

!

�‹F

C

()�

[

4

.

Assumewithout loss of generalitythat the eliminationorder is À

C

€

À'q

€
°Z°Z°

€

À

!

. Starting

with ý
�

�

ý , the # th eliminationstepresultsin a new cycle ý

�

suchthat j

ý

�

j

�

j

ý

�

è3C

j

2

� and

þ•:¸ý

�

;

�

þ•:¸ý

�

è3C

; . Eachprojectionaddsa transitivity constraint.For example,the�rst elimination

addsó

ô

ë

!

�

C

rEó

ô

ì

C

�

q

�9æ

ó

ô

ë

B
ô

ì

!

�

q

. In the :��

2

�X; th eliminationstepwe areleft with a cycle between

À

!%è3C

and À

!

of weight þ•:¸ýÿ; , atwhichsteptheprojectionmethodreplacestheimplicantwith false.
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All together, thefollowing conjunctionof constraintsappearsin ª ¼õ»S¹ ñZö :

ó

ô

ë

!

�

C

r—ó

ô

ì

C

�

q

�9æ

ó

ô

ë

B ô

ì

!

�

q

r

ó

ô

ë

B ô

ì

!

�

q

r—ó

ô��

q

�

v

�9æ

ó

ô

ë

B ô

ì

B ô��

!

�

v

r

...

r

ó

�

•Lí

ë

���

ë

ô

�

!

�

!�è3C

r—ó

ô

•

!�è3C

�

!

�9æ

 ¢¡1£�¤

ž

This chainof constraintsforcesat leastoneof theedgesto be  ¢¡]£A¤

ž

. _

Example 3.3 We illustratetheDIRECT encodingmethodusingtheDL formula introducedin Ex-

ample3.2,reproducedbelow:

:��

C

�

�KqÐr•�]q

�

�KvÐr•�]v

�

�

C

5ä�X;

w

:��1x

�

�]yc5ä�

4'4

r ITE :��Ky

�

�KÃ“5

Ä•4p&

�KÃ

&

�KÆL;

�

�]x

2

�

4'4

;

Themainstepsareoutlinedbelow:

1. After eliminatingtheITE expression,weobtainthefollowing DL formula:

:��

C

�

�]qÐr �]q

�

�KvÐr•�]v

�

�

C

5ä�X;

w

s

�]x

�

�]y“5Œ�

4'4

r

�

:��]y

�

�]Ãc5

Ä•4

r’�]Ã

�

�]x

2

�

4'4

;

w

:

¥

�Ky

�

�]Ãc5

Ä•4

rü�KÆ

�

�]x

2

�

4'4

;

�

z

Next, weobtainthenegation-freeform ª¶ñ
ï®»uò :

:��

C

�

�]qÐr �]q

�

�KvÐr•�]v

�

�

C

5ä�X;

w

sÝ�
x

�

�
y

5Œ�

4'4

r

�

:��
y

�

�
Ã

5

Ä•4

r’�
Ã

�

�
x

2

�

4'4

;

w

:��
Ã

�

�
y

2

´%Å6r �
Æ

�

�
x

2

�

4'4

;

�Az

2. TheBooleanskeletonªˆµ¸·º¹ƒ» is:

:uó

�

C

�

q

r ó

�

q

�

v

rÙó

C

v

�

C

;

w

s
ó

C

�ƒ�

x

�

y

r

�

:uó

y
�

y

�

Ã

r˜ó

è3C

�ƒ�

Ã

�

x

;

w

:uó

è

x��

Ã

�

y

r˜ó

è3C

�ƒ�

Æ

�

x

;

�
z
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3. Theconstraintgraphá±ñ ïƒ»uò correspondingto ªoñ ïƒ»uò is thegraphdepictedin Figure3.2.

Supposewe performFourier-Motzkin eliminationusingthe heuristicof picking the vertex

for which theproductof in-degreeandout-degreeis minimum. Oneordergeneratedby this

heuristicis À{q

€

À'v

€

À

C

€

À{Æ

€

À•x

€

À'y

€

À	� . Theresultinggraphis shown in Figure3.3.

Theformula ª ¼õ»S¹ ñZö comprisingof thegeneratedtransitivity constraintsis

ó

�

C

�

q

r˜ó

�

q

�

v

�Ÿæ

ó

�

C

�

v

r

ó

�

C

�

v

r˜ó

C

v

�

C

�Ÿæ

 J¡1£�¤

ž

r

ó

è3C

�ƒ�

Ã

�

x

r˜ó

C

�ƒ�

x

�

y

�Ÿæ

ó

�

Ã

�

y

r

ó

�

Ã

�

y

r˜ó

y
�

y

�

Ã

�Ÿæ

 J¡1£�¤

ž

r

ó

è

x��

Ã

�

y

r˜ó

y
�

y

�

Ã

�Ÿæ

 J¡1£�¤

ž

_
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Figure3.3: Illustration of DIRECT encoding. The�nal stateof theconstraintgraphis shown, with

originaledgesindicatedby solid linesandnew edgesindicatedby dashedlines.

Complexity

In theworstcase,theDIRECT encodingcangenerateexponentiallymany transitivity constraintsin

theproblemsize. Hereis anexamplethatdemonstratesthisworst-casebehavior.

Example3.4 Considertheconstraintgraphin Figure3.4. It is cyclic on � verticesÀ

C

&

À•q

&Z°Z°Z°�&

À

!

.

Thereare � edgesgoing from À

�

to À

�

B�C

for �E< #�< �

2

� andalsofrom À

!

to À

C

to closethe
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cycles.Theweightson theedgesarechosenasfollows. For �Ž< #Š<I�

2

� , theweightson edges

goingfrom À

�

to À

�

B�C

are
4p&

�

�

è3C

&)²

�

�

è3C

&Z°Z°Z°�&

:��

2

�X;J�

�

è3C . Theweightsonedgesgoingfrom À

!

to

À

C

are
4p&

� !%è3C

&)²

� !�è3C

&Z°Z°Z°9&

:��

2

�X;J� !�è3C .

Observe that thereare �Ÿ! distinct simple cycles in this graph,eachwith a different cumulative

weightin therange
� 4p&

� !

2

�

�

.

Thus,nomatterwhatorderof vertex eliminationweselect,in the :��

2

²

; th vertex eliminationstep,

therewill be � !�è3C new edgesadded.Eachof theseedgeswill form oneedgeof a two-edgecycleof

cumulative weightin therange
� 4p&

� !

2

�

�

.

Sinceevery two-edgecycle yields a correspondingtransitivity constraint,
ç

:�� ! ; transitivity con-

straintswill begeneratedon thisexample.

The weight of eachedgein the startinggraph,encodedin binary, requires
ç

:��

Ú†Û'Ü

��; spaceand

thereare �

q edgesto startwith. Thus,thisexampleillustratestheworst-casescenario. _
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Figure3.4: Exampledemonstratingexponentialblow-up of DIRECT encoding

3.4 RelatedWork

The small-domainanddirect encodingalgorithmswereoriginally proposedfor decidingequality

logic (anduninterpretedfunctions)via translationto SAT. Pnueliet al. [122] andBryantet al. [28]

proposeddifferentsmall-domainencodingalgorithms. The former is basedon range allocation,

wherethe structureof the formulasis analyzedso asto generatea setof values(not necessarily

in a contiguousrange)for eachvariableover which it suf�ces to searchfor satisfyingsolutions.

The latter approachis basedon the notion of positiveequality, wherethe polarity of equalities

in the formula is analyzedto reducethe small-domainsizefor certainvariablesto singletonsets.
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Theoriginsof thedirectencodingalgorithmarein a paperby Goelet al. [62], wheretheBoolean

reasoningis BDD-based.Bryant andVelev [32] later proposedthe direct encodingalgorithmfor

equality logic basedon generatingtransitivity constraints;the encodingalgorithmfor difference

logic describedin thischapteris anextensionof theirwork.

Recently, Talupuret al. [153] have proposedanextensionof Pnueliet al.'s rangeallocationmethod

for differencelogic. While thedomainscomputedusingtheirmethodcanbefarmorecompactthan

the onederived in this chapter, the algorithmfor computingthosedomainsis currentlya perfor-

mancebottleneck.

3.5 Discussion

Thesmall-domainencodingmethodcanbeviewedasa“modelcheckingapproach”to decidingthe

satis�ability of DL, sinceit searchesfor a modelfor theformulaover a �nite domain.On theother

hand,thedirectencodingmethodcanbeviewedasa “theoremproving approach,” sinceit is based

on creatingenoughBooleaninstancesof theaxiomof transitivity soasto preserve satis�ability.

An experimentalcomparisonof theSDandDIRECT encodingmethodswill bemadein Chapter6.

In the remainderof this thesis,we will extendtheSD andDIRECT encodingmethodsto apply to

richerlogics.
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Chapter 4

Generalized2SAT Constraints

Generalized 2SAT constraints are a specialclassof linear constraintsover integer variables. A

generalized2SAT (G2SAT) constraint(alsocalledaunit twovariableper inequalityor UTVPI con-

straint)hasat most two variables,andvariablecoef�cients arein ”

2

�

&

�g– . The variablesarenot

requiredto have �nite upperor lower bounds. Useful optimizationproblems,suchas the mini-

mumvertex cover andthemaximumindependentsetproblems,canbemodeledusinggeneralized

2SAT constraints,andseveralapplicationsof constraintlogic programmingandautomatedtheorem

proving alsogenerateG2SAT constraints(e.g.,see[10,81]).

A G2SAT formulais aBooleancombinationof G2SAT constraints.In thischapter, weconsiderthe

problemof checkingthesatis�ability of G2SAT formulas.It is easilyseenthatthis problemis NP-

complete.However, thespecialcaseof checkingsatis�ability of aconjunctionof G2SAT constraints

(i.e., �nding a feasibleintegerpoint in aG2SAT polyhedron)canbesolvedin polynomialtime; for

example,amodi�ed versionof Fourier-Motzkin elimination(reviewedin Section4.2)runsin
ç

:��

v

;

time.

Currentapproaches(e.g.,[10]) to checkingthesatis�ability of a G2SAT formulaemploy a combi-

nationof Booleansatis�ability solvingandlinearconstraintsolving. Truth valuesareassignedto

linearconstraintssothattheG2SAT formulais satis�ed.Eachsuchtruthassignmentcorrespondsto

aG2SAT polyhedron.If thispolyhedronhasa feasibleintegerpoint, thatpointsatis�estheoriginal

G2SAT formulaaswell. If not, anothertruth assignmentmustbefound. Givena G2SAT formula

ª%$®ö
¹ƒ¼ with � constraintsand � variables,andassumingthat integer feasibility is checked using

theafore-mentionedmodi�ed Fourier-Motzkin eliminationalgorithm,thecurrenttechniqueshavea

worst-caserunningtimeof
ç

:

²'&Œ‡

�

v

; .1

In this chapter, we prove thata satisfyingsolutionexists for a G2SAT formula ª($®ö
¹ƒ¼ if andonly if

thereis a solutionto ª
$®ö

¹ƒ¼ with eachvariabletakingvaluesin the�nite range
�

2

�

‡

:

(
`cb+d

5I�X;

&

�

‡

1Assumingthetrivial worst-caseboundof )+*-,

‰/.

for checkingsatis�ability of aBooleanformulain 0 variables.
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:

(*`cb+d

57�X;

�

, where� is thenumberof variablesin ª1$®ö ¹ƒ¼ , and
(*`cb+d

is themaximumover theabsolute

valuesof constanttermsin the constraints.That sucha boundedsolutionexists is not surprising,

sincesatis�ability solvingof G2SAT formulasis in NP. However, thepreviouslybestknown solution

bounds[22,84,118,160]are 2-:��

q

‡

:

(*`cb+d

5>�X;

‡º²

!a; . In particular, our resulteliminatesthe
²

! term,

therebyexponentiallyreducingthesolutionbound.

Ourresultcanbeusedto implementasmall-domainencodingbaseddecisionprocedurefor G2SAT

formulas.Sucha procedurecheckssatis�ability of G2SAT formulasin worst-casetime
ç

:

²

!#35476	8g;

where Ö

� ² ‡

�

‡

:

(�`cb+d

5 �X; , by encodingeachinteger variablewith
Ú†Û'Ü

Ö Booleanvariables.

This yieldsa moreef�cient satis�ability checker for highly over-constrainedformulas,where�

�

2-:��

‡�Ú†Û'Ü

Öp; .2 In our experience,the latter is often the casefor theoremproving applicationsin

programanalysisandhardwareveri�cation.

A key stepin our proof is to show that for a G2SAT polyhedron,if a feasibleintegerpoint exists,

thenoneexistswithin a unit hypercubecenteredat any minimal facesolution(extremepoint). As

a corollary of this result,we obtaina polynomial-timealgorithmfor approximatingoptimato an

additive factorin generalized2SAT integerprograms.

Our theoreticalresultsarevalidatedby an experimentalevaluation(in Section4.4) on randomly

generatedG2SAT formulas,which shows that a decisionprocedurebasedon our approachcan

greatlyoutperformotherprocedures.

4.1 Previous Work

Therehasbeenmuchpreviouswork on integerprogrammingwith two variablesperinequality(see,

e.g.,the work by Hochbaumet al. [73–75]). The main differencesbetweenthis work (appliedto

G2SAT constraints)andoursarethreefold.First, our focusis on satis�ability solvingof arbitrary

G2SAT formulasandnot linear optimizationover G2SAT polyhedra.Second,we do not require

variablesto be bounded. Finally, for our approximationresult, the objective function canbe an

arbitrarylinearfunction,withoutany restrictionon thesignof costcoef�cients.

Previousresultsonboundingsolutionshavebeenderivedin thecontext of showing thatintegerlin-

earprogrammingis in NP [22,84,118,160]. Evenwhenspecializedfor G2SAT integerprograms,

theseboundsare 2-:��

q

‡

:

(*`cb+d

5M�X;

‡Z²

!
; . Our resultis thereforeanexponentialreductionin theso-

lution boundfor G2SAT integerprograms,and,to thebestof ourknowledge,hasnotbeenobtained

before.

Our resultsrely on themodi�ed versionof Fourier-Motzkin eliminationfor checkingintegerfeasi-
2For a conjunctionof G2SAT constraints,9 is ):*<;

ì

.

, sinceonecaneliminateredundantconstraints.However, for

anarbitraryBooleancombination,this is not thecase.
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bility of a G2SAT polyhedron;this algorithmis describedby Subramani[149], andanincremental

versionhasbeengivenby Harvey andStuckey [66].

TheoremproversthatcancheckG2SAT formulas,suchasCVC-Lite [48], areessentiallya combi-

nationof a SAT solver anda solver for asystemof linearconstraints.In thecaseof CVC-Lite, this

solver is the Omega test [127], which for G2SAT constraintsis identicalto the modi�ed Fourier-

Motzkin eliminationalgorithmreferencedabove.

4.2 Background

Westatehere,in brief, somede�nitions andtheoremsusedin theremainderof thechapter. Further

detailscanbe found in standardtextbookson polyhedraltheoryand integer linear programming

(e.g.,[112,131]).

Following standardlinearprogrammingnotation,wedenotethenumberof variablesby � andnum-

berof constraintsby � . Weassumethata linearconstraintis speci�edin theform ¡

‡*
Ð�M(

, where
¡ is a � -dimensionalintegervector

� �

C

&c�

q

&ˆ°Z°Z°Ÿ&®�

!

�

,



is a � -dimensionalvectorof integer-valued

variables
�

�

C

&

�]q

&Z°Z°Z°�&

�

!

�

, and
(

is an integer. A systemof constraintsis speci�ed as
	¦‡•
�� �

,

where
	

is a � �—� matrix with integral entries,
�

is a �ù�Ð� integervector
�ê(

C

&)(

q

&Z°Z°Z°�&)(

&

� T, and



is a �M��� vectorof integer-valuedvariables. We use
(

`cb+d

to denotethe m
n norm of

�

; i.e.,
()`cb+d=�

OQegf

�

j

(*�

j .

The termsfeasibleandsatis�able areusedinterchangeably, as also are lattice point and integer

point.

G2SAT Formulas

De�nition 4.1 A constraint ¡

‡�
Ð��(

is saidto beanabsoluteconstraint if exactlyoneof the
�|�>=

is

non-zero, a puredifferenceconstraint if exactlytwo of the
�1�?=

are non-zero with onebeing 5�� and

theother
2

� , anda sumconstraint if exactlytwoof the
�

�
=

arenon-zero with both 5Ž� or both
2

� .

¡

‡'
��•(

is said to be a G2SAT constraintif it is either an absolute, a pure difference or a sum

constraint.

Notethatdifferenceconstraintsareeitherabsoluteor puredifferenceconstraints.

A G2SAT formulais generatedby thefollowing grammar:

ª
$®ö

¹ƒ¼

™†™

� šX›•œŸž

jl ¢¡]£A¤

ž

j

�

C

5 �
q

�M(

j

�

C

2

�
q

�M(

j

�

�M(

j ¥

ª@$®ö
¹ƒ¼

j

ª@$®ö
¹ƒ¼

C

r’ª@$®ö
¹ƒ¼

q

j

ª@$®ö
¹ƒ¼

C

w

ª@$®ö
¹ƒ¼

q
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Notice that a negation on a G2SAT constraintcan be eliminatedby rewriting the constraint. A

G2SAT constraintremainsG2SAT undersuchrewriting. Theonly changeis to thesignof variable

coef�cients, andto theconstantterm,whichcanincreasein absolutevalueby atmost � .

Example4.1 Considerthefollowing G2SAT formula

:

¥

�

C

5 � q

�

2

�X;/rtsÝ� q

2

� v

��4Mw

� x

�

�

z

Theconstraint�

C

5 �]q

�

2

� is a sumconstraint,�|q

2

�]v

�I4

is a puredifferenceconstraint,and

�1x

�

� is an absoluteconstraint.The negationcanbe eliminatedto obtainan equivalentG2SAT

formula
2

�

C

2

�Kq

�M²

r s �]q

2

�]v

�M4Mw

�1x

�

�

z

Notethatthevalueof
(�`cb+d

hasincreasedfrom � to
²

aftereliminatingthenegation.

Not all familiesof linearconstraintsareclosedundereliminatingnegations.For example,theclass

of Horn-SAT constraints,which comprisesall constraintswith at mostonevariablewith a positive

coef�cient, arenot closedundereliminatingnegations.

De�nition 4.2 Givena G2SAT formula ª1$®ö
¹ƒ¼ , anenumerationboundis aninteger Ö such that ª1$)ö

¹®¼

is lattice point feasibleif and only if it containsa lattice point in the � -dimensionalhypercube
A

!

�‹F

C

�

2

Ö

&

Ö

�

. Theinterval
�

2

Ö

&

Ö

�

is termedasan enumerationdomain.

Polyhedral Theory

De�nition 4.3 A minimal faceof a polyhedron is a facethatdoesnotcontainanyotherfaceof the

polyhedron. A point lying on a minimalfaceis calleda minimal facesolution(MFS).

Whentheminimal faceis anextremepoint (a vertex), aMFS is abasicfeasiblesolution.

We write :

	

0

&6�

0
;CB :

	^&\�

; to indicatethat thepolyhedralsystem
	

0

‡g
M�¦�

0
is a subsystemof

thepolyhedralsystem
	Œ‡L
>�M�

. Also, for a matrix
	

, let D×:

	

; denotetherankof
	

. Wehave the

following characterizationof aminimal face.

Theorem 4.1([131]) Let E

�

”




™

	ä‡X
 ���

– denotea polyhedron. A non-emptysubsetFGBHE

is a minimal faceof E , if andonly if F

�

”




™

	

0

‡g
 �8�

0�– , for somesystem
	

0

‡g
@�§�

0 , where

:

	

0

&c�

0
;IB¦:

	ÿ&"�

; , and D×:

	

0

&“�

0
;

�

D×:

	ÿ&c�

; .

SupposeweapplyFourier-Motzkin (FM) eliminationto projectavariable�

�

from aG2SAT polyhe-

dron E8™

	 ‡J
 �M�

. Denotetheresultingpolyhedronby JE�™LK

	 ‡

J


 �

J

�

. In general,JE is notG2SAT.

This is becauseaddinga sumconstraintinvolving �

�

and �

�

with a differenceconstraintinvolving

thosevariablescanresultin anon-G2SAT constrainteitherof theform
²

�

�©�M(

or
2

²

�

�±�Œ(

.
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However, it is possibleto modify thebasicFM eliminationprocedureby addinga coef�cient nor-

malizationstep,so that the resultingpolyhedronremainsG2SAT, and moreover, is lattice point

feasibleiff E is. Themodi�cation hingeson theobservation that theonly non-G2SAT constraints

in JE areof theform
²

�

�o� (

or
2

²

�

�o� (

. By dividing bothsidesof a newly creatednon-G2SAT

constraintby
²

, androundinguptheRHSif it is anoddmultipleof C

q

, weobtainaG2SAT constraint

with thesameintegral solutionsastheoriginal. In thisway, wereplaceeachnon-G2SAT constraint

in JE with a correspondingG2SAT constraintto obtainaG2SAT polyhedronE 0 ™

	

0

‡L


0

���

0 .

We will refer to themodi�ed FM eliminationprocedureasFourier-Motzkineliminationwith coef-

�cient normalization(FM-CN). It is easyto seethatFM-CN preservesintegral solutions,i.e., E is

latticepoint feasibleiff E 0 is. OnecanuseFM-CN to checkthefeasibility of G2SAT polyhedrain

time
ç

:��

v

; , by successively eliminatingvariables,checkingat eachstepthatwe do not generatea

trivially falseconstraint.At any step,we areguaranteedto have a systemof no morethan
ç

:��

q

;

constraints,sincethereareonly ´

‡

s

!

q

z

possiblenon-redundantG2SAT constraintson � variables.

4.3 Theoretical Results

Our theoreticalresultsareorganizedasfollows. We begin, in Section4.3.1,by showing that if a

G2SAT polyhedronhasa minimal facesolution(MFS), thenthereexists a MFS with eachcom-

ponenthalf-integral andin
�

2

�

‡%(
`cb+d

&

�

‡%(
`cb+d

�

. The main theorem,presentedin Section4.3.3,

enablesusto go from boundinga MFS to boundingintegersolutions.This theoremstatesthat if a

G2SAT polyhedronis integerfeasible,thenit is possibleto �nd a integralsolutionwithin aunit box

centeredat any MFS; i.e., by “rounding” a MFS. In this section,we alsodescribehow to extend

resultsfor G2SAT polyhedrato arbitraryG2SAT formulas.Section4.3.2presentsauxiliary results

on roundingthat areusedto prove the main theorem.Finally, in Section4.3.4,we show that the

main theoremcanbe usedto obtainan additive approximationresult for optimizing an arbitrary

linearconstraintover aG2SAT polyhedron.

4.3.1 Minimal FaceSolutionsof G2SAT Polyhedra

Webegin with ausefullemma.

Lemma 4.1 Let E ™

	Œ‡L
>�M�

representa systemof � pure differenceconstraintson � variables.

Then, E hasa feasibleinteger solution if and only if it hasan integer solution in the hypercube
A

!

�‹F

C

� 4p&

:��

2

�X;

‡X(
`cb+d

�

.

Proof: Follows from Theorem3.1. _
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The following lemmaconsidersboundinga MFS of a G2SAT polyhedronin the non-negative or-

thant.

Lemma 4.2 Let E8™

	Œ‡Z

���"&“
 �NM

denotean arbitrary G2SAT polyhedron in thenon-negative

orthantwith � constraintsand � variables.Then,if a MFSexists,thenthere is a MFSwith each

componenthalf-integral andat most�

‡X( `cb+d

.

Proof: SupposepolyhedronE hasa minimal facesolution.Hochbaumet al. [75] have shown that

thisMFS mustbehalf-integral. Wefocushereon showing the �

‡X(X`cb+d

bound.

By de�nition, the minimal facecorrespondingto this MFS satis�esa system
	

0

‡{
I�Ù�

0 , where

:

	

0

�

0S;OB :

	 �

; , and D×:

	

0†;

�

D×:

	

;

� ø

for some �7<

ø

< � (assuming,w.l.o.g., that � <

� ). Accordingly, thereare
ø

independentvariablesand �

2

ø

dependentvariablesin the system;

without lossof generality, weassumethatthe�rst
ø

variablesareindependentandsetthedependent

variablesto
4

. This resultsin a systemEQP ™

	

0 0

‡à


0ê0

�N�

0 0

&ˆ


0 0

�RM

, wherethecomponentsof
�

0 0

arealsocomponentsof
�

, and



0 0

���

�

C

&

�Kq

&Z°Z°Z°Ÿ&

�

T

�<S

.

ThesystemELP contains
î

typesof constraints(equations),viz., absolute,puredifference,andsum.

Weconsidereachof thesetypesin turn:

1. An absoluteconstraintis of the form �

�Ž� (

. Since



0 0

�TM

, the valueof �

�

mustbe in
� 4p&)(

`cb+d
�

.

2. A sumconstraintcanbe written in the form �

�

5Œ�

�˜� (

, where
(’� 4

. Since



0 0

�UM

, it

follows that
4

<@�

�
&

�

�

<

(

<

(
`cb+d

.

3. Fromthetwo casesabove,weconcludethatthevalueof any variableappearingin anabsolute

or sumconstraintmustlie in
� 4p&)(

`cb+d
�

(andmoreover, thereexistssucha half-integral value).

W.l.o.g,let �

C

&

�Kq

&Z°Z°Z°9&

�WV , X©<

ø

, bevariablesappearingin theabsoluteandsumconstraints,

andlet �ZY

C

&

�ZY

q

&Z°Z°Z°Ÿ&

�[Y

V

be thecorrespondinghalf-integral valuesin
� 4p&)(

`cb+d
�

satisfyingthese

constraints.Substitutingthesevaluesinto the puredifferenceconstraintsmight createnew

absoluteconstraints,but nonew puredifferenceor sumconstraints.Theconstanttermin new

absoluteconstraintsgeneratedthusis half-integral andof absolutevalueat most
²'(•`cb+d

. The

substitutionprocesscanbe iteratedat most
ø

2

� timesleadingto absoluteconstraintswith

half-integral constanttermsatmost
ø6‡º(Z`cb+d

. Thus,avariableappearingin any of theabsolute

constraintsgeneratedin this iterative processtakeshalf-integral valuesin
� 4p&)ø�‡X(g`cb+dL�

.

Whenthe above iterative substitutionprocessterminates,the only constraintspossiblyleft

aresomeof the original puredifferenceconstraints,eachwith an integral constantterm of

absolutevalueatmost
(

`cb+d

. Sincetheseconstraintsaresatis�able,we canapplyLemma4.1

to concludethatthereexistsa solutionto theseconstraintswith eachvariabletakingintegral

valuesin
� 4p&

:

ø

2

�X;

‡à(*`cb+dZ�

(sinceatmost
ø

variablesappearin theseconstraints).
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Since
ø

<@� , weconcludethatthereexistsasolutionto E\P with eachcomponentatmost �

‡L(l`cb+d

.

_

Wenow generalizetheresultto anarbitraryG2SAT polyhedron.

Theorem 4.2 Let E•™

	Œ‡L
 �ä�

denotean arbitrary G2SAT polyhedron with � constraintsand �

variables.If a MFSexists,thereexistsa MFSwith each componenthalf-integral andin theinterval
�

2

�

‡à(*`cb+d{&

�

‡X(*`cb+dZ�

.

Proof: Suppose



Y is a MFS of E . Let $

C

&

$Lq

&Z°Z°Z°9&

$

T

be the set of all column indices, �N<

$

C

&

$Lq

&Z°Z°Z°9&

$

T

<Ù� , suchthat � Y

�^]

€ 4

for all X , � <_X•<

ø

. Constructa matrix
	

0 by multiply-

ing the $`V th columnof
	

by
2

� for all X , leaving othercolumnsunchanged.Weobserve that:

1. ThepolyhedronE^0|™

	

0

‡Z

�M�“&c
 �aM

is alsoG2SAT.

2. If we construct



0

Y from



Y by negating �ZY

�
]

for all X , ��<bXo<

ø

,



0

Y satis�es E-0 . Moreover, we

arguethatit is aMFSof E
0 asfollows:

Let :/K

	•&

J

�

;cBÙ:

	ÿ&®�

; betheconstraintssatis�ed with equalityat



Y , and :
K

	

0

&

J

�

0

;dBÙ:

	

0

&®�

0‹; be

theconstraintssatis�edwith equalityat



0

Y . Then, D×:
K

	

;

�

D×:eK

	

0

; , since K

	

and K

	

0

correspondto

thesamerows (of
	

and
	

0 respectively). Also, notethat D×:

	

;

�

D×:

	

0‹; . Finally, since :fK

	•&

J

�

;

de�ne aminimal faceof E , D×:gK

	

;

�

D×:

	

; [131].

Thus, D×:
K

	

0

;

�

D×:

	

0†; , andso



0

Y is aMFS of E-0 .

Usinganidenticalargument,weconcludethat,from aMFSof EŽ0 , wecanconstructaMFSof E by

negatingvaluesto �

�)ël&

�

�ºìL&Z°Z°Z°�&

�

�ºW

.

SinceE-0 hasaMFS,by Lemma(4.2) it musthave aMFSwith eachcomponenthalf-integral andin
� 4p&

�

‡X(*`cb+dL�

. It follows that E hasa MFS with eachcomponenthalf-integral andin
�

2

�

‡à(à`cb+d%&

�

‡

(
`cb+d

�

. _

Remark 4.1 Notethattheenumerationboundstatedin Theorem4.2is tight.

First,noticethatif
(�`cb+d=�ä4

, thentheorigin is aMFS,andtheboundis tight.

Evenif
(*`cb+d

[

4

, theenumerationdomainis still tight in thatoneof its endpointscanbeattained.

For example,supposethatthesystemof constraintscomprisesthefollowing � equalities:

�

C

� (*`cb+d

�

�

2

�

�

è3C

� (*`cb+d ²

<@#c<@�

2

�

�

!

5 �

!%è3C

�

2

(
`cb+d

It is easyto seethatthesolutionsetspanstheinterval
�

2

�

‡à(X`cb+d{&

:��

2

�X;

‡à(*`cb+dZ�

. _
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4.3.2 Rounding and Semi-Rounding

De�nition 4.4 A rationalnumber� is saidto beoddhalf-integral if it is anoddmultipleof C

q

.

De�nition 4.5 A vector h is saidto bea roundingof a vector



if h is integral and j†j

h

2




j†j

n•<

C

q

.

De�nition 4.6 Avectorh is saidto beasemi-roundingofavector



if all of thefollowingconditions

hold: (1) j†j

h

2




j†j

n <

C

q

; (2) all componentsof h are half-integral; and(3) if a componentof



is

integral, sois thecorrespondingcomponentof h .

Lemma 4.3 Let ¡

‡a
 � (

be a G2SAT constraint. Let



Y be a half-integral vector such that
¡

‡Z


Y [

(

, andlet ijY bean arbitrary semi-roundingof



Y . Then,¡

‡

ijY

�M(

.

Proof: Theproofproceedsby casesplittingon thenumberof variablesin theconstraint.

1. Supposethe constraintinvolvesonly onevariable. Then,it is eitherof the form �

�=� (

or
2

�

�¶�¦(

. Correspondingly, we eitherhave �
Y

�

[

(

or
2

�
Y

�

[

(

. Since �
Y

�

is half-integral, in

bothcasestheLHS exceeds
(

by at least C

q

. Thus,any semi-roundingþcY

�

of �[Y

�

satis�esthe

constraint.

2. Supposethe constrainthastwo variables,�

�

and �

�

. Then,since �#Y

�

and �ZY

�

areboth half-

integral,oneof thefollowing two casesmusthold:

(a) TheLHS is integral, andexceeds
(

by at least � . But any semi-roundingof �
Y

�

and �
Y

�

candecreasetheLHS by atmost � , andhencesatis�estheconstraint.

(b) TheLHS is oddhalf-integral, i.e., oneof �eY

�

and �ZY

�

is integral andtheotheroddhalf-

integral. Thus,theLHS exceeds
(

by at least C

q

. In this case,any semi-roundingof �
Y

�

and �ZY

�

candecreasetheLHS by atmost C

q

, andwill satisfytheconstraint.

_ Sinceevery roundingh of



Y is alsoasemi-roundingof



Y , weobtainthefollowing corollary:

Corollary 4.1 Let ¡

‡�
 � (

be a G2SAT constraint. Let



Y be a half-integral vectorsuch that
¡

‡Z


Y
[

(

, andlet h bean arbitrary roundingof



Y . Then,¡

‡

h

�M(

.

Wenow stateausefulpropertyof Fourier-Motzkin eliminationwith coef�cient normalization.

Proposition4.1 Let E8™

	ÿ‡ê

���

denoteaG2SATpolyhedron in �
!•B�C and




Y

�

:��[Y

C

&

�ZY

q

&Z°Z°Z°Ÿ&

�[Y

!'B�C

;

denotea half-integral feasiblesolutionto E . Further, supposethat E is latticepoint feasible.

Let E-0¶™

	

0

‡•


0

� �

0 be obtainedfrom E by projectingout variable �

!•B�C

usingFourier-Motzkin

eliminationwith coef�cient normalizationanddenote:��/Y

C

&

�[Y

q

&Z°Z°Z°�&

�[Y

!

; by



0

Y . Then,there existsa

semi-roundingi
0

Y of



0

Y such that i
0

Y is a solutionto E
0 .
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Proof: First,notethatsinceE is latticepoint feasible,sois E 0 .

If



0

Y is alreadyasolutionto Eÿ0 thenthetheoremholdstrivially.

So supposethat



0

Y doesnot satisfy E 0 . The only reasonthis occursis because



0

Y is cut off by

coef�cient normalization,i.e.,dueto thepresenceof oneor bothof thefollowing situations:

1. Thereexistsat leastonevariable�

�

, #

,lk

, suchthat E hasconstraintsof theform:

�

�

2

�

!'B�C

� (*�

(4.1)

�

�

5 �

!'B�C

� (

0

�

(4.2)

which resultin thefollowing constraintin E•0 :

�

�©�nm

(*�

5

(

0

�

² o (4.3)

where,
(*�

5

(

0

�

is odd.

Since



0

Y doesnotsatisfy E^0 , thefollowing equalityalsoholds:

�

Y

�

�

(*�

5

(

0

�

² (4.4)

2. Thereexistsat leastonevariable�

�

, $

,qp

, suchthat E hasconstraintsof theform:

2

�

�

5 �

!'B�C

� (º�

(4.5)
2

�

�

2

�

!'B�C

� (

0

�

(4.6)

which resultin thefollowing constraintin E•0 :

�

�

<nr

2

(
�

2

(

0

�

² s (4.7)

where,
(º�

5

(

0

�

is odd.

Since



0

Y doesnotsatisfy E
0 , thefollowing equalityalsoholds:

�

Y

�

�

2

(º�

2

(

0

�

² (4.8)

Notethat for some#

,tk

, and $

,up

, if #

�

$ , thenwe musthave ô

�

B
ô>v

�

q

�

è
ô

é

è
ô>v

é

q

. But thatwould

meanthat E
0 is infeasible,sinceconstraints(4.3)and(4.7)wouldcontradicteachother. Hence,we

canassumehereafterthatthetwo index sets
k

and
p

aredisjoint.

We now give a roundingalgorithmthatgeneratesa semi-roundingi
0

Y of



0

Y thatsatis�es E
0 . The

roundingalgorithmis asfollows:
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1. Initialize thesetof variablesto beroundedup, w , to be ”L�

�

j

#

,�k

– . Similarly, initialize the

setof variablesto beroundeddown, x as ”L�

�

j

$

,tp

– .

2. w � ™

�

w , x � ™

�

x , yo™

�ä4

.

3. Computew

k

B�C

and x

k

B�C

asfollows. For every �

�±,

w

k and �

�=,

x

k ,

(a) Include in w

k

B�C

any variable �

T

suchthat the following constraintsin E•0 , which are

valid for E , hold with equalityat



0

Y :

�

TG2

�

�t� (

T

�

(4.9)

�

�

5 �

T

� ( �

T

(4.10)

(b) Include in x

k

B�C

any variable �

T

suchthat the following constraintsin E
0 , which are

valid for E , hold with equalityat



0

Y :

2

�

TŠ2

�

�
� (

0

T

�

(4.11)

�

�

2

�

T

� (

0

�

T (4.12)

4. If w

k

B�C

Bzw and x

k

B�C

B{x , stop.

Otherwise,performtheassignmentsw ™

�

w}|~w

k

B�C

, x ™

�

xR|jx

k

B�C

, y\™

�

y�5I� , andgo to

step(3).

It is easyto prove by inductionon y , that for any �

T

,

w ,
ø

÷

,�k

, thereeitherexists #

,{k

andan

integer
(

T

�

suchthat

�

Y

T

2

�

Y

�

��(

T

�

(4.13)

or a $

,tp

andaninteger
(

�

T

suchthat

�

Y

�

5 �

Y

T

�I(
�

T

(4.14)

Similarly, for each�

T

,

x ,
ø

÷

,qp

, thereeitherexists #

,lk

andaninteger
(

0

T

� suchthat

2

�

Y

T

2

�

Y

�

��(

0

T

�

(4.15)

or a $

,tp

andaninteger
(

0

�

T suchthat

�

Y

�

2

�

Y

T

�I(

0

�

T (4.16)

Supposethetwo setsw and x aredisjoint. Then,to obtaina semi-roundingi
0

Y of



0

Y , we round

up everyvariablein w androunddown everyvariablein x .

To completetheproof, thefollowing two sub-goalsremainto beestablished:
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1. w€•\x

�N•

.

2. i 0

Y satis�es E 0 .

Assumingthe�rst sub-goal,considerthesecondsub-goal�rst. Weobserve that:

� By Lemma4.3,any constraintsin Eÿ0 thatarenot satis�edwith equalityat



0

Y will continue

to besatis�edby iü0

Y .

� FromEquations(4.13)–(4.16),we notethatfor all �

T

,

wa|\x , � Y

T is oddhalf-integral, since

it is anintegral offsetfrom � Y

�

or �[Y

�

for some#

,lk

or $

,‚p

.

Thus,for all �

T

,

wƒ|„x , therecannotbe any absoluteconstraintinvolving �

T

in E 0 that

holdswith equalityat



0

Y . Thus,by Lemma4.3, thesemi-roundingproducedby theabove

algorithmsatis�estheseabsoluteconstraints.

� Steps3(a) and3(b) of the roundingalgorithmensurethat all two-variableconstraintsof E
0

satis�ed with equalityat



0

Y continueto be satis�ed by the generatedsemi-rounding.For

example,if �

T\2

�

�c��(

T

�

is satis�edwith equalityat



0

Y , and �ZY

�

is roundedup,sois �#Y

T , so

theconstraintcontinuesto besatis�ed.

Thus,if thetwo setsw and x aredisjoint,wecanconcludethat i/0

Y satis�es E-0 . Wewill now show

thattheformeris indeedthecase.

Theproof is by contradiction.Supposew�•…x ÷

�}•

. Let �

T

beavariablepresentin bothsets.As we

notedbefore,for any #

,qk

and $

,up

, #=÷

�

$ , sowe canassumethat
ø

is neitherin
k

nor in
p

. We

have thefollowing cases,eachof which leadsto acontradiction:

1. Equations(4.13)and(4.16)hold. Then,for someinteger
(��)�

, wehave

�

Y

�

2

�

Y

�

�I(
�)�

(4.17)

The above equationcorrespondsto the following inequality derived by adding Inequali-

ties(4.9)and(4.12),which is valid for both E and E
0 :

�

�

2

�

�±�M(º�®�

(4.18)

Further, from Equation(4.17)andInequalities(4.1), (4.2), (4.5),and(4.6),we canconclude

that

2

(º�)�|�

�

Y

�

2

�

Y

�

� ()�

5

(º�

(4.19)
2

(º�)�|�

�

Y

�

2

�

Y

�

� (

0

�

5

(

0

�

(4.20)
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Also from Equations(4.4)and(4.8),weknow that

2

(º�®�3�

�

Y

�

2

�

Y

�

�

(*�

5

(º�

5

(

0

�

5

(

0

�

² (4.21)

From(4.19),(4.20),and(4.21)above,we infer that
(X�

5

(º�6�I(

0

�

5

(

0

�

�

2

(º�)�

.

Thus,the inequalitiesin (4.19)and(4.20)hold with equality. Also, from Inequalities(4.1)

and(4.5), �

�

2

�

���Œ()�

5

(º�

is valid for E . Thus,wecanconcludethatInequality(4.18)holds

with equalityfor E . This further implies that Inequalities(4.1), (4.2), (4.5), and(4.6) hold

with equalityfor E .

Sincethereis auniquesolutionto Constraints(4.1),(4.2),(4.5),(4.6)and(4.18)thatsatis�es

themwith equality, in every feasiblesolutionof E , �

�Š�

�[Y

�

, �

�’�

�[Y

�

, and �

!'B�C

�

�ZY

!•B�C

.

Sinceat leastoneof �
Y

�

and �
Y

�

is oddhalf-integral, this contradictsthepremisethat E hasa

latticepoint solution.

2. Equations(4.14)and(4.15)hold. Thiscaseis identicalto Case(1) above.

3. Equations(4.14)and(4.16)hold. Then,wehave

�

Y

�

�

(
�

T

5

(

0

�

T

² (4.22)

This impliesthat ô

é

W

B
ô

v

é

W

q

�

è
ô

é

è
ô>v

é

q

.

Further, Equation(4.22)correspondsto thefollowing valid cut for EQ0 (i.e., it preserveslattice

point solutions),obtainedby adding(4.10)and(4.12):

�

�
�nm

(
�

T

5

(

0

�

T

²

o (4.23)

However, Constraints(4.7) and(4.23)contradicteachother, implying that EQ0 is not lattice

point feasible,whichcontradictsthetheorem's premise.

4. Equations(4.13)and(4.15)hold. Thiscaseis identicalto Case(3) above.

Thus,w€•\x

�}•

andwe obtainasemi-roundingi’0

Y of



0

Y asrequired.Thiscompletestheproof.

_

4.3.3 Main Theorems

Wenow arrive at thekey resultof thischapter.

Theorem 4.3 Let E ™

	I‡g
 �¦�

denotea G2SAT polyhedron and



Y denotea half-integral MFS.

If E is lattice point feasible, thenit containsa lattice point h such that j†j

h

2




Y

j†j

n <

C

q

, i.e., h is a

roundingof



Y .
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Proof: Weprove thetheoremby inductionon thelengthof



.

BaseCase:Let

7�

�

,

� . If �#Y is a MFS, thereexistsa constraint�

�I(

thatholdswith equality

for � Y . Thus,thetheoremholdstrivially for h

�

� Y .

InductionStep:Let usassumethatthetheoremholdsfor all vectors



of lengthup to � .

Considerthe casewhen

�,

�c!•B�C . Since E hasa MFS, by Theorem(4.2), it hasonewith half-

integral entries.Let



Y

�

:��[Y

C

&

�ZY

q

&Z°Z°Z°�&

�[Y

!'B�C

; beonesuchMFS of E . If



Y is integral, we set h to



Y andwe aredone.So,let usassumethat



Y hassomeoddhalf-integral entries.Notethat if two

variables�

�

and �

�

appeartogetherin a constraintof E thatholdswith equality, eitherboth � Y

�

and

�[Y

�

areintegral or bothareoddhalf-integral.

Projectvariable �

!'B�C

out of E usingFourier-Motzkin eliminationwith coef�cient normalization

(FM-CN). Let E-0|™

	

0

‡L


0

���

0 betheresultingsystem,where



0

,

�
! .

Supposethereexistsalatticepointsolution†

�

:ˆ‡

C

&

‡{q

&Z°Z°Z°Ÿ&

‡

!'B�C

; of E . Thus,†
0

�

:ˆ‡

C

&

‡{q

&Z°Z°Z°�&

‡

!

;

is a latticepointsolutionof Eÿ0 .

Consider



0

Y

�

:��
Y

C

&

�
Y

q

&Z°Z°Z°9&

�
Y

!

; . We will show that thereexistsa rounding h
0

�

:>‰

C

&

‰Xq

&Z°Z°Z°Ÿ&

‰

!

;

of



0

Y whichsatis�es E^0 . Weconsiderthefollowing threecases:

Case1:



0

Y is in theinteriorof E
0 , i.e.,noneof theconstraintsin

	

0

‡L


0

�ä�

0 hold with equality. By

Corollary4.1,any roundingof



0

Y yieldsa latticepointsolution h
0 of E

0 .

Case2: Supposethat



0

Y is asolutionof E-0 thatsatis�essomeconstraintswith equality. Supposethat

for some :

	

0ê0

&Š�

0 0S;(B :

	

0

&Š�

0S; ,
	

0 0

‡à


0

Y

�N�

0 0 , andtheremainingconstraintsarestrict, i.e.,

not satis�edwith equality. Since



0

Y is a MFS of
	

0 0

‡L


0

�ä�

0ê0 , by theinductionhypothesis,

we canconcludethat thereexistsa latticepoint rounding ha0 of



0

Y , suchthat h{0 is a solution

of
	

0 0

‡X


0

���

0 0 . Since,by Corollary4.1,any roundingof



0

Y satis�esthestrict constraints,

h
0 is alsoa latticepointsolutionof E

0 .

Case3: It is possiblethataftercoef�cient normalization,



0

Y doesnotsatisfy E-0 . By Proposition4.1,

thereexists a semi-roundingi˜0

Y of



0

Y that satis�es E-0 . Thus,eitherCase(1) or Case(2)

applieswith



0

Y replacedby i
0

Y , andwecanobtainaroundingh
0 of i

0

Y thatis a latticepoint

solutionof E-0 . Finally, notethata roundingof i˜0

Y is alsoa roundingof



0

Y , sinceintegral

componentsof



0

Y arepreservedin iü0

Y . This completesCase(3).

Thus,wecanobtaina latticepoint solution h
0 of E

0 thatis a roundingof



0

Y .

Since E is G2SAT, and E^0 is obtainedfrom E usingFM-CN, a latticepoint solutionof E�0 canbe

extendedto oneof E . Thus,thereexistsanintegral ‰

!'B�C

suchthat h

�

:>‰

C

&

‰àq

&Z°Z°Z°9&

‰

!

&

‰

!'B�C

; is a

solutionof E .
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To completetheproof,we show thatthereexistssuchanintegral ‰

!'B�C

that is moreover a rounding

of �ZY

!•B�C

. Since



Y is a MFS of E , thereexists a subsetof constraints:IK

	•&

J

�

; of :

	ÿ&®�

; that hold

with equalityat



Y . Thevalueof �

!'B�C

is constrainedonly by thevaluesof othervariables�

�

such

thatthereexistsanequationin K

	G
>�

J

�

in which �

!'B�C

and �

�

appeartogether. Let
p

bethe index

setof all suchvariables�

�

. We now show that thereexists a rounding ‰

!'B�C

of � Y

!'B�C

thatsatis�es

E…P^™…K

	6

�

J

�

. Therearetwo cases:

1. If � Y

!•B�C

is integral,sois � Y

�

for all $

,qp

. Thus, ‰

!•B�C

�

� Y

!'B�C

satis�es ELP , andwearedone.

2. If � Y

!'B�C

is oddhalf-integral, so is � Y

�

for all $

,Šp

. In this case,we claim that thereexistsa

consistentway to round �#Y

!'B�C

, eitherupor down, sothattheresultsatis�es E P . Supposenot,

i.e., thereexistsconstraintsthatforce �eY

!'B�C

to beroundedup aswell asdown. Therearefour

instancesin which thismightoccur:

(a) Thereexist constraints�

!'B�C

2

�

�ã�M(

and �

�

2

�

!'B�C

�Œ(

0 in E thatholdwith equality

at



Y ; furthermore,‰

�
�Œ‹

�[Y

�Ž•

and ‰

�
� Ø

�[Y

�

Þ . Thus,we have �#Y

�•2

�[Y

�

� (

5

(

0 , but

‰

�

2

‰

�
€

(

5

(

0 . Since �

�

2

�

�¶�¦(

5

(

0 is a valid inequalityfor E , this meansthat h

doesnot lie in E , acontradiction.

(b) Thereexist constraints
2

�

!•B�C

2

�

�±�M(

and �

�

5—�

!'B�C

�M(

0 in E thatholdwith equality

at



Y ; furthermore,‰

�6�_‹

�
Y

�
•

and ‰

�Ÿ� Ø

�
Y

�

Þ . Thiscaseis identicalto Case(2a)above.

(c) Thereexist constraints�

�

2

�

!•B�C

�ä(

and �

�

5 �

!'B�C

�M(

0 in E thathold with equality

at



Y , with ‰

�•�T‹

�
Y

�
•

. Thus,
²

�
Y

�

�8(

5

(

0 . Since,�
Y

�

is oddhalf-integral,
(

5

(

0 must

be an odd integer. Moreover,
²

‰

�
€
(

5

(

0 . However, since
²

�

�
� (

5

(

0 is a valid

inequalityfor E , thismeansthat h doesnot lie in E , acontradiction.

(d) Thereexist constraints�

!•B�C

2

�

�
�Œ(

and
2

�

!'B�C

2

�

�
�M(

0 in E thatholdwith equality

at



Y , with ‰

�Ÿ�ÙØ

�ZY

�

Þ . Thiscaseis identicalto Case(2c) above.

Thus,thereexists a consistentway to round �eY

!'B�C

eitherup or down andsatisfyevery con-

straintin ELP . Let ‰

!•B�C

bethis rounding.

Applying Corollary4.1,any roundingof �eY satis�estheconstraintsin :

	^&®�

;e•�:%K

	•&

J

�

; .

Thus,wecanobtaina roundingh of



Y thatis a latticepoint solutionof E .

_

FromTheorem(4.2)andTheorem(4.3),wecanconcludethefollowing theorem.

Theorem 4.4 Let E ™

	ä‡à
 ���

denotea G2SAT polyhedron with � constraintsand � variables.

Then,E hasenumeration bound�

‡à(l`cb+d

.

Theabove resultis easilygeneralizedfor arbitraryG2SAT formulas.
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Theorem 4.5 Let ªI$®ö ¹ƒ¼ denotea G2SAT formula with � constraints, � variables,and let
(X`cb+d

be the maximumover the absolutevaluesof constanttermsappearingin ª $®ö ¹ƒ¼ . Then, ª $®ö ¹ƒ¼ has

enumeration bound�

‡

:

(l`cb+d

5ä�X; .

Proof: If ª $)ö ¹®¼ hasa satisfyinginteger solution,that solutionmustsatisfyoneof the termsin the

disjunctive normalform (DNF) of ª•$)ö ¹®¼ . Eachtermin theDNF representationof ª‘$®ö ¹ƒ¼ is aG2SAT

polyhedronin which theconstantterm in any constrainthasabsolutevalueat most
(g`cb+d

5§� (we

use
(*`cb+d

5¦� in placeof
(*`cb+d

to accountfor eliminatingnegationson constraints).It follows that

thereis asolutionto ªI$)ö ¹®¼ in
�

2

�

‡

:

(*`cb+d

5ä�X;

&

�

‡

:

()`cb+d

5ä�X;

�

. _

4.3.4 Approximation Resultsfor Optimization

Considertheproblemof optimizinganarbitrarylinearfunctionover a G2SAT polyhedronE . This

problemis NP-hard(minimum vertex cover is a specialcase). As a corollary of Theorem(4.3),

we obtainthefollowing theoremshowing thatonecanapproximatetheoptimalvalueto within an

additive factor.

Theorem 4.6 Let E

�

”




™

	ä‡à
 � �

– denotea G2SAT polyhedron that containsa lattice point.

Let theinteger linear programbe
OQegf

”`’

‡L


™


 ,

EŽ– .

If theoptimumvalueis �nite, solvingtheLP-relaxationandroundingthesolutioncanyield a fea-

sible lattice point that approximatestheoptimumto within an additivefactor of “

�

•

é

�

ë	” •

é

”

q

. If the

LP-relaxationis unbounded,sois theinteger program.

Proof: If the optimumvalue À–Y of the LP-relaxationis �nite, it is attainedat a MFS



Y . Since

E is lattice point feasible,by Theorem4.3, thereexists a lattice point h in E suchthat suchthat
j†j

h

2




Y

j†j

n
<

C

q

. It follows that ’

‡

h is within “

�

•

é

�

ë
” •

é

”

q

of À	Y , andhenceof theintegeroptimum.

If the LP-relaxationis unbounded,so must the integer program,since E is lattice point feasi-

ble [112]. _

Moreover, an approximatesolution can be obtainedin polynomial time in the following three

steps:

1. CheckwhetherE is latticepoint feasibleusingFourier-Motzkin eliminationwith coef�cient nor-

malization.If E is latticepoint infeasible,stop.

2. If E is lattice point feasible,solve its LP-relaxation. If it is unbounded,we concludethat the

original IP is alsounbounded.Otherwise,theoptimumis attainedat aMFS



Y .

3. Round



Y to obtainan integersolutionthat is within “

�

•

é

�

ë
” •

é

”

q

of theoptimum. Therounding

is performedasfollows. For eachvariable �

�

that hasan odd half-integral value � Y

�

, we check

whetheraddingtheconstraint�

��� Ø

�
Y

�

Þ to E preserveslatticepoint feasibility. If not,we set �

�



42 CHAPTER4. GENERALIZED2SAT CONSTRAINTS

to
‹

� Y

�—•

anditerate,picking anothervariableto round,until we have obtaineda feasibleinteger

solution.

It is easyto seethat eachstepcanbe performedin polynomial time. Notice that if lattice point

feasibility is preserved by setting �

�

either to
Ø

� Y

�

Þ or to
‹

� Y

�˜•

, the directionof roundingcanbe

chosenheuristicallyto obtaina tighterapproximation.

Our approximationtheoremis general,in that it appliesto any generalized2SAT integerprogram,

including non
4

- � programswith arbitrary coef�cients in the objective function. However, the

approximationfactor is additive, andthe result is morelikely to be useful for non
4

- � programs.

In contrast,the resultsof Hochbaumet al. [75] guaranteea
²

-approximationfor G2SAT integer

programsexpressedasa minimizationproblemwherethe objective function is requiredto have

non-negative coef�cients.

4.4 Experimental Evaluation

Wenow presentexperimentalresultsdemonstratingthatadecisionprocedurebasedon thesolution

boundderivedhereincanoutperformotherstate-of-the-artprocedures.

4.4.1 Implementation

We implementeda decisionprocedurethat operatesin threesteps.First, given a G2SAT formula

ª@$®ö
¹ƒ¼ , it computesthe enumerationbound �

‡

:

(Z`cb+d

5��X; . Second,it translatesthe input G2SAT

formula to a Booleanformula by replacingeachinteger variableby a �nite-precision, signedbit-

vectorthatcantakeany valuein therange
�

2

�

‡

:

(
`cb+d

5/�X;

&

�

‡

:

(
`cb+d

5—�X;

�

. Arithmeticandrelational

operatorsarethenencodedasarithmeticcircuits andcomparators.Let ª\µ�ï¢ï®ð denotethe resulting

Booleanformula. Clearly, ªŠµAïJïƒð is satis�ableif andonly if ª1$®ö
¹ƒ¼ is satis�able. Thus,the�nal step

consistsof invoking a Booleansatis�ability (SAT) solver on ª6µ�ï¢ïƒð . Notice that the translationto

SAT takespolynomialtimeandthatthesizeof ªŠµ�ïJïƒð is polynomialin thatof ª•$®ö
¹ƒ¼ .

Themain reasonfor usinga translationto SAT, asopposedto a non-SAT-basedprocedure,is that

our benchmarkspossessa non-trivial Booleanstructure.Also, by this approach,we canleverage

therecentadvancesin SAT solving(e.g.,[63,104]). For our experiments,we employedthezChaff

satis�ability solver [104]; however, any otherSAT solver canbeemployedinsteadjustaseasily.

4.4.2 Setup

A setof randomlygeneratedG2SAT formulaswasusedfor theexperimentalevaluation.A G2SAT

formulacanbeviewed asa Booleancircuit wherethe inputsto thecircuit areG2SAT constraints
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ratherthanbeingBooleanvariables.Eachformulawasgeneratedbasedon
î

parameters:themaxi-

mumnumberof variables,anupperboundonthesizeof theconstantterm,andthemaximumdepth

of thecircuit. Wevariedthemaximumnumberof variablesover theset ”L´

4p&

Á

4p&

�™�

4p&)î'²•4a&

�g´

4

– , the

constanttermupperboundover theset ”%�™�

&)²'Ä

�

&

´

4

Å'�

&

�

Ä'Ä{î

�

&

�

4

´%Á

Ä

Âš��– , andthemaximumcircuit

depthover ”›�

&

Â

&

Á

&

Å

&

�

4

– . For eachchoiceof thesethreeparameters,wegenerateda formulausing

oneof threedifferentrandomseeds;the seedwasusedin generating,at eachlevel in the circuit,

eithera randomlychosenBooleanoperatoror aG2SAT constraint.Thevariablesandconstantterm

in eachG2SAT constraintwererandomlygeneratedaswell. Finally, theresultingG2SAT formula

wasconjoinedwith a setof upperandlower boundconstraintson eachvariable,wherethebounds

wererandomlyselectedto bebetween
4

andtheupperboundon theconstantterm.This lastopera-

tion wasperformedin orderto generatea mix of bothsatis�ableandunsatis�ableformulas.Thus,

in total, thebenchmarksuitecomprises
î

Â

Ä

formulas,of which
²•4{²

areunsatis�able.

Wecomparedourprocedureagainsttwootherdecisionprocedures.Botharebasedonacombination

of a SAT solver with asolver for asystemof integerlinearconstraints.The�rst is apublicly avail-

abletheoremprover calledCVC-Lite [48] (theversionavailableasof December2004).CVC-Lite

usesa SAT solver for �nding Booleanassignmentsto the formula, treatingG2SAT constraintsas

Booleanliterals.For everysuchassignment,it decidesthefeasibilityof thecorrespondingconjunc-

tion of G2SAT constraintsby usingtheFM-CN procedure(it actuallyusestheOmega test[127],

which specializesto FM-CN for G2SAT constraints).DetailsaboutCVC-Lite's operationcanbe

foundin thepapersby Barrettet al. andGaneshet al. [13,17]. TheSAT solver usedby CVC-Lite

is a modi�ed versionof thezChaff solver usedby our procedure.Theseconddecisionprocedure,

written by Daniel Kroening(currentlyat ETH Zürich), works on similar principlesto CVC-Lite,

exceptthat it usestheCPLEX commercialoptimizationsoftware[46] (version9.0) insteadof the

FM-CN procedure.This procedurealsousesthezChaff solver asits SAT solvingengine.

ExperimentswererunonaLinux workstationwith a
²

GHzPentium4 processorand � GB of RAM.

Ourdecisionprocedure,calledUCLID, is writtenmostlyin Moscow ML, adialectof StandardML.

A timeoutof �

4'4

secondswasimposedon eachrun.

4.4.3 Comparison

Figures4.1and4.2compareUCLID' s total time (time for bothencodingandSAT solving)to that

taken by CVC-Lite andtheCPLEX-basedsolver respectively. In eachplot, the y-coordinateof a

point is thetime takenby UCLID, andthex-coordinateis thetime takenby thedecisionprocedure

we compareit against.UCLID' s total time is dominatedby the SAT solving time. Note that the

X andY axesareon differentscales.This is becauseUCLID �nishes within
î•4

secondson all

benchmarkswhereastherun-timesfor theothersolversarespreadoutover theentirerange
� 4p&

�

4'4g�

.
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Figure4.1: Experimental comparisonof UCLID versusCVC-Lite for G2SAT formulas. Note

thatthescaleon theY-axisis about
²•4

timesthatof theX-axis.
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Figure4.2: Experimental comparisonof UCLID versusCPLEX-basedsolver for G2SAT for-

mulas. Notethatthescaleon theY-axisis about
²•4

timesthatof theX-axis.

First,considerthecomparisonwith CVC-Lite. Weobserve from Figure4.1thatCVC-Lite performs

worsethanUCLID overall, timing out on Å

Ä

of the
î

Â

Ä

benchmarks.However, notethat thereare

�XÂU� benchmarksonwhichCVC-Lite outperformsUCLID. UCLID completeswithin �

Ä

secondson

all of thesebenchmarks,andwithin
Ä

secondson all but
²'²

of them.

The comparisonwith the CPLEX-basedsolver yields similar results,asonecanobserve in Fig-
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ure4.2. In fact,theCPLEX-basedsolver evenperformsworsethanCVC-Lite, timing outon
²

´œ� of

the
î

Â

Ä

benchmarks.UCLID is outperformedononly �™� benchmarks,on all of which it terminates

within Â seconds.

We furtheranalyzedour resultsby dividing thebenchmarksinto ´ categories,with eachcategory

comprisingbenchmarksonwhichUCLID' s timefallswithin acertainrange.For eachcategory, we

computedthepercentageof benchmarkson which UCLID outperformstheothertwo solvers.This

datais displayedin Table4.1. We notethatthebenchmarkson which UCLID is outperformedare

thoseon whichbothit andthecompetingsolver �nish within a few seconds.NotealsothatUCLID

�nishes within
Ä

secondsonover Á

4œ•

of thebenchmarks.

UCLID time range Numberof % of benchmarksonwhichUCLID runsfaster

(time in seconds) benchmarks CVC-Lite prover CPLEX-basedsolver

[0, 5]
î

�

Ä Ä'²p°¿î

Á Å

Äp°¿²

´

(5, 10] ´

² Ä

´

°

Âž� Å{Â

°

�

²

(10,20] �

Ä

Á

4×° 4'4

�

4'4a° 4'4

(20,30)
î

�

4'4×° 4'4

�

4'4a° 4'4

Table4.1: Comparing UCLID with other solvers using a time-wisebreak-up of benchmarks.

Thesecondcolumnindicatesthenumberof benchmarkson which UCLID' s run-timeis within the

indicatedrange.

Thus,onecanconcludethat the enumerative approachpresentedhereincangreatlyoutperforma

more traditionalapproachbasedon combininga SAT solver with a constraintsolver. The main

reasonfor this seemsto bethatsolversbasedon thelatterapproachenumerateseveralSAT assign-

mentsthat,while satisfyingtheBooleanskeletonof the formula,correspondto infeasiblesystems

of G2SAT constraints.On theotherhand,UCLID' sencodingaddsin all the“G2SAT information”

necessaryfor theSAT solver to signi�cantly pruneits searchspace.

4.5 Summary

We have proposeda new approachto decidingthesatis�ability of Booleancombinationsof gener-

alized2SAT constraints.Thecentralinsight is that it is suf�cient to searchfor boundedsolutions,

whereeachvariableis restrictedwithin the�nite range
�

2

�

‡

:

(
`cb+d

5��X;

&

�

‡

:

(
`cb+d

5M�X;

�

. Thesolu-

tion boundwe derive improvesover previousresultsby anexponentialfactor. Thekey stepin our

derivation is a novel resultfor G2SAT polyhedraon �nding integersolutionsby roundingminimal

facesolutions.Experimentsdemonstratetheef�cacy of a SAT-baseddecisionprocedurebasedon

our theoreticalresults.
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Chapter 5

Quanti�er -FreePresburger Arithmetic

Presburger arithmetic[125] is de�nedasthe�rst-order theoryof thestructureŸ�¨

&)4p&

�

&› �&

5c¡ , where

¨ denotesthesetof naturalnumbers.Thesatis�ability problemfor Presburgerarithmeticis decid-

able,but of super-exponentialworst-casecomplexity [54]. Fortunately, for many applications,such

asin programanalysis(e.g.,[127]) andhardwareveri�cation (e.g.,[26]), the quanti�er-free frag-

mentsuf�ces. Weareconcerned,in thischapter, with thesatis�ability problemfor this fragment.

A formula ª•¢¤£<¥ in quanti�er-free Presburger arithmetic(QFP)is constructedby combininglinear

constraintswith Booleanoperators( r ,
w

, ¥ ). Formally, the #

th constraintis of theform

!

H

�*F

C

����� �

�

�-�M(*�

wherethecoef�cients andtheconstanttermsareintegerconstantsandthevariables�

C

&

�]q

&Z°Z°Z°Ÿ&

�

!

areinteger-valued1. An integer linearprogramis a conjunctionof linearconstraints,andhenceis a

specialkind of QFPformula.

Thesatis�ability problemfor QFPis NP-complete.TheNP-hardnessfollowsfrom astraightforward

encodingof the
î

SAT problemasa
4

- � integer linearprogram.That it is moreover in NP canbe

concludedfrom theresultthatintegerlinearprogrammingis in NP [22,84,118,160].

Thus,if thereis a satisfyingsolutionto a QFPformula,thereis onewhosesize,measuredin bits,

is polynomially boundedin the problemsize. Problemsizeis traditionally measuredin termsof

the parameters� , � ,
Ú†Û'Ü"�

`cb+d

, and
Ú†Û'Ü"(

`cb+d

. Recall that � is the total numberof constraintsin

theformula, � is thenumberof variables,and
�a`cb+d•�

O?egf

h

�A� ��i

j

����� �

j and
(*`cb+d•�

OQegf

�

j

(*�

j arethe

maximumsof theabsolutevaluesof coef�cients andconstanttermsrespectively.
1While Presburgerarithmeticis de�ned over ¦ , we interpretthevariablesover § asit is generalandmoresuitablefor

applications.It is straightforwardto translatea formulawith integervariablesto onewherevariablesareinterpretedover

¦ , andvice-versa,by adding(linearlymany) additionalvariablesor constraints.
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Project MaximumFractionof MaximumWidth of a

Non-DifferenceConstraints Non-DifferenceConstraint

Blast 0.0255 6

Magic 0.0032 2

MIT 0.0087 3

WiSA 0.0091 4

Table5.1: Linear arithmetic constraints in software veri�cation are mostly differencecon-

straints. Foreachsoftwareveri�cation project,themaximumfractionof non-differenceconstraints

is shown, aswell asthemaximumwidth of anon-differenceconstraint,wherethemaximumis taken

overall formulasin theset.TheBlastformulasweregeneratedfrom devicedriverswrittenin C, the

Magic formulasfrom an implementationof openssl written in C, the MIT formulasfrom Java

programs,andtheWiSA formulasweregeneratedin thecheckingof formatstringvulnerabilities.

Theabove resultimplies thatwe canusea small-domain(SD) encodingapproachto checkingthe

satis�ability of a QFPformula ª‘¢¤£<¥ . To recapitulate,we �rst computethepolynomialbound ¯ on

solutionsize,andthensearchfor asatisfyingsolutionto ª:¢¤£<¥ in theboundedspace”

4p&

�

&Z°Z°Z°±&)²
³

2

�g–L! . However, a nä�ve implementationof a SD-baseddecisionprocedurefails for QFPformulas

encounteredin practice.Theproblemis thattheboundonsolutionsize, ¯ , is
ç

:

Ú†Û'Ü

��5

Ú†Û'Ü“(g`cb+d

5

�

� Ú†Û'Ü

� 5

Ú†Û'Ü“��`cb+dL�

; . In particular, the presenceof the �

Ú†Û'Ü

� term meansthat, for practical

problemsinvolving hundredsof linearconstraints,theBooleanformulasgeneratedarelikely to be

too largeto bedecidedby present-daySAT solvers.

In thischapter, weexplorethesmall-domainencodingapproachto decidingQFPformulas,but with

a focuson formulasgeneratedin softwareveri�cation. It hasbeenobserved,by usandothers,that

formulasfrom thisdomainhave:

1. Mainly DifferenceConstraints: Of the � constraints,�
2

ø

aredifferenceconstraints,where
øO¨

� .

2. SparseStructure: The
ø

non-differenceconstraintsaresparse,with at most þ variablesper

constraint,whereþ is “small”. Wewill referto þ asthewidthof theconstraint.

Pratt [124] observed that most inequalitiesgeneratedin programveri�cation aredifferencecon-

straints.More recently, theauthorsof the theoremprover Simplify observed in thecontext of the

ExtendedStaticChecker for Java (ESC/Java) project that “the inequalitiesthat occur in program

checkingrarelyinvolve morethantwo or threeterms”[53]. Wehaveperformedastudyof formulas

generatedin variousrecentsoftwareveri�cation projects: the Blast projectat Berkeley [69], the

MagicprojectatCMU [36], theWisconsinSafetyAnalyzer(WiSA) project[164], andthesoftware
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upgradecheckingprojectat MIT [97]. The resultsof this study, indicatedin Table5.1, support

theafore-mentionedobservationsregardingthe“sparse,mostlydifference”natureof constraintsin

QFPformulas.To ourknowledge,nopreviousdecisionprocedurefor QFPhasattemptedto exploit

this problemstructure.

Thefollowing novel contributionsaremadein thischapter:

� We derive boundson solutionsfor QFPformulas,not only in termsof thetraditionalparam-

eters � , � ,
� `cb+d

, and
( `cb+d

, but also in termsof
ø

and þ . In particular, we show that the

worst-casenumberof bits requiredper integervariableis linearin
ø

, but only logarithmicin

þ . Unlike previously derivedbounds,oursis not in termsof thetotal numberof constraints

� .

� We usethe derived boundsin a soundandcompletedecisionprocedurefor QFPbasedon

small-domainencoding,andpresentempiricalevidencethatour methodcangreatlyoutper-

form otherdecisionprocedures.

The restof this chapteris organizedasfollows. We begin with a discussionof relatedwork (Sec-

tion 5.1) andsomebackgroundmaterial(Section5.2). Our main theoreticalresultson computing

solutionboundsarepresentedin Section5.3. Techniquesfor improving theboundin practiceare

discussedin Section5.4. An experimentalevaluationis presentedin Section5.5, followed by a

discussionin Section5.6.

5.1 RelatedWork

Therehasbeenmuchwork on decidingquanti�er-free Presburger arithmetic;we presenta brief

discussionhereandreferthereaderto a recentsurvey [59] for moredetails.Recenttechniquesfall

into four categories.

Enumerating DNF terms

The�rst classcomprisesprocedurestargetedtowardssolvingconjunctionsof constraints,with dis-

junctionshandledby enumeratingtermsin adisjunctive normalform (DNF). Examplesincludethe

Omega test[127] (which is an extensionof Fourier-Motzkin eliminationfor integers)andsolvers

basedon otherinteger linearprogrammingtechniques.Thedrawbackof thesemethodsis theneed

to enumeratethe potentiallyexponentiallymany termsin the DNF representation.Our work is

targetedtowardssolvingformulaswith a complicatedBooleanstructure,which oftenarisein veri-

�cation applications.
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Lazy translation to SAT

Thesecondsetof methodsattemptto remedytheaboveproblemby insteadrelyingonmodernSAT

solvingstrategies.Theapproachworksasfollows. A Booleanabstractionof theQFPformula ª©¢¤£<¥

is generatedby replacingeachlinearconstraintwith a correspondingBooleanvariable. If theab-

stractionis unsatis�able,thenso is ª‘¢<£¤¥ . If not, the satisfyingassignment(model)is checked for

consistency with the theoryof quanti�er-free Presburger arithmetic,usinga grounddecisionpro-

cedurefor conjunctionsof linearconstraints(a procedurefor checkingfeasibility of integer linear

programs).Assignmentsthat are inconsistentareexcludedfrom later considerationby addinga

“lemma” to the Booleanabstraction.The processcontinuesuntil eithera consistentassignment

is found,or all (exponentiallymany) assignmentshave beenexplored. Examplesof decisionpro-

ceduresin this classthat have somesupportfor QFP includeCVC [13,17] and ICS [51]. (The

generalideafor combiningaSAT solver with a linearprogrammingengineoriginatesin apaperby

WolfmanandWeld [165].) The grounddecisionproceduresusedby provers in this classemploy

a combinationframework suchasthe Nelson-Oppenarchitecturefor cooperatingdecisionproce-

dures[109] or a Shostak-like combinationmethod[139,141]. Thesemethodsareonly de�ned for

combiningdisjoint theories. In orderto exploit the mostly-differencestructureof a formula, one

approachcouldbeto combinea decisionprocedurefor a theoryof differenceconstraintswith one

for a theoryof non-differenceconstraints,but this needsanextensionof thecombinationmethods

thatappliesto thesenon-disjointtheories.

Eager translation to SAT

Strichman[146] presentsSAT-baseddecisionproceduresfor linear arithmetic(over the rationals)

andQFP. The translationto SAT is a generalizationof DIRECT encodingfor arbitrarylinearcon-

straints.ForQFP, thebasicideais tocreateaBooleanencodingof all thepossiblevariableprojection

stepsperformedby theOmegatest. SinceFourier-Motzkin elimination(andtherefore,theOmega

test)hasworst-casedouble-exponential complexity in bothtimeandspace[37], thisapproachleads

to a SAT problemthat, in theworst-case,is doubly-exponentialin thesizeof theoriginal formula

andtakesdoubly-exponentialtime to generate.

Ourapproachalsofalls in thiscategory. However, in contrastto Strichman's translation,ourencod-

ing algorithmgeneratesSAT problemsthatarepolynomialin thesizeof theoriginal formulas,and

runsin polynomialtime.
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Automata theory-basedmethods

The�nal classof methodsarebasedon �nite automatatheory(e.g.,[59,166]). Thebasicideais to

constructa �nite automatoncorrespondingto the input QFPformula ª(¢¤£<¥ , suchthat languageac-

ceptedby theautomatonconsistsof thebinaryencodingsof satisfyingsolutionsof ªC¢¤£<¥ . According

to a recentexperimentalevaluationwith othermethods[59], thesetechniquesarebetterthanothers

at solvingformulaswith very largecoef�cients, but do not scalewell with thenumberof variables

andconstraints.

Note thatautomata-basedtechniquescanhandlefull Presburger arithmetic,not just thequanti�er-

freefragment.

Unique featuresof our approach

Theapproachwe presentin this chapteris distinctfrom thecategoriesmentionedabove. In partic-

ular, thefollowing uniquefeaturesdifferentiateit from previousmethods:

� It is the �rst small-domainencodingmethodandthe �rst tractableprocedurefor translating

a QFPformulato SAT in a singlestep.Theclearseparationbetweenthetranslationandthe

SAT solvingallows usto leveragefutureadvancesin SAT solvingfar moreeasilythanother

SAT-basedprocedures.

� It is the �rst technique,to thebestof our knowledge,that formally exploits thestructureof

formulascommonlyencounteredin softwareveri�cation.

In additionto theabove, theboundswederive in thischapterarealsoof independenttheoreticalin-

terest.For instance,they indicatethatthesolutionboundis independentof thenumberof difference

constraints.

5.2 Background

Wede�ne usefulnotationandstatethepreviousresultson boundingsatisfyingsolutionsof ILPs.

5.2.1 Preliminaries

Considera systemof � linearconstraintsin � integer-valuedvariables:

	G
 �M�

(5.1)
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Here
	

is an � ��� matrix with integral entries,
�

is a � �>� vectorof integral entries,and



is a

�
�Ð� vectorof integer-valuedvariables.A satisfyingsolutionto system(5.1) is anevaluationof



thatsatis�es(5.1).

As outlinedin Section2.1, the variablescanbe constrainedto be non-negative by addinga zero

variable� �
, replacingeachoriginalvariable�

�

by �]0

��2

� �
, andthenadjustingthecoef�cients in the

matrix
	

to getanew constraintmatrix
	

0 andthefollowing system:2

	

0




0

�M�




0

�aM

(5.2)

Herethesystemhas� 0

�

�?5Œ� variables,and



0

���

� 0

C

&

� 0

q

&Z°Z°Z°�&

� 0

!

&

� �

�<S

.
	

0 hasthestructurethat
�

0

�A� �

�ä�
��� �

for $

�

�

&)²U&Z°Z°Z°±&

� and
�

0

�A�

!'B�C

�

2
D

!

��F

C

�
��� �

. Notethatthelastcolumnof
	

0 is a linear

combinationof theprevious � columns.Proposition2.1 shows thatsystem(5.1) hasa solutionif

andonly if system(5.2)hasone.

Finally, addingsurplusvariablesto thesystem,wecanrewrite system(5.2)asfollows:

	

0 0




0ê0

�ä�




0ê0

�€M

(5.3)

where
	

0ê0

�û� 	

j

2

k

&

�

is an � ��:��
0

5I��; integer matrix formedby concatenating
	

with the

negationof the � �˜� identitymatrix
k

& .

For conveniencewe will drop the primes,referringto
	

0ê0 and



0ê0 simply as ª and



. Rewriting

system(5.3) thus,we get

	6
E�ä�



�€M

(5.4)

Remark 5.1 A solutionto system(5.4)alsosatis�essystem(5.2).

We formally de�ne thetermssolutionboundandenumeration boundfor QFPformulas.

De�nition 5.1 Givena QFP formula ª‘¢¤£<¥ , a solutionboundis an integer Ö such that ª+¢¤£<¥ hasan

integer solutionif andonly if it hasan integer solutionin the � -dimensionalhypercube
A

!

�‹F

C

� 4p&

Ö

�

.

De�nition 5.2 Givena QFP formula ª1¢<£¤¥ , an enumerationboundis an integer Ö such that ª+¢¤£<¥

has an integer solution if and only if it has an integer solution in the � -dimensionalhypercube
A

!

�‹F

C

�

2

Ö

&

Ö

�

. Theinterval
�

2

Ö

&

Ö

�

is termedasan enumerationdomain.
2Notethatthisprocedurecanincreasethewidth of aconstraintby « . Thestatisticsin Table5.1showsthewidth before

this procedureis applied,computedfrom constraintsasthey appearin theoriginal formulas.
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Thefollowing propositionis easilyobtained.

Proposition5.1 A solutionboundÖ

��4

for system(5.2) is anenumerationboundfor system(5.1).

Proof: Givena solution



0

Y to system(5.2), we constructa solution



Y to system(5.1) by setting

�[Y

�

�

�]0

�

Y

2

�[Y

�

. Sinceeach�K0

�

Y and �ZY

�

arein
� 4p&

Ö

�

, �ZY

�

,>�

2

Ö

&

Ö

�

for all $ . _

Similarly, if Ö is anenumerationboundfor system(5.1),then
²

Ö is asolutionboundfor system(5.2).

5.2.2 Previous Results

Theboundsfor QFPfollow directly from thosefor integerlinearprograms.In particular, theresults

of this chapterbuild on a resultobtainedby Borosh,Treybig, andFlahive [21,22] on boundingthe

solutionof systemsof theform (5.4).Westatetheir resultin thefollowing theorem:

Theorem 5.1 Considertheaugmentedmatrix
� 	

j

�Ÿ�

of dimension� � :��
0

5>�85Œ�X; . Let ¬ bethe

maximumof theabsolutevaluesof all minors of this augmentedmatrix. Then,thesystem(5.4)has

a satisfyingsolutionif andonly if it hasonewith all entriesboundedby :��ü5

²

;­¬ .

Note that the determinantof a matrix canbe morethanexponentialin the dimensionof the ma-

trix [25]. In the caseof the Borosh-Flahive-Treybig result, it meansthat ¬ can be as large as
®›¯

h

&

B�C

i>°

¯#±

ë³²¤´¢ì

q

¯

, where�

�

OQegf

:

�
`cb+d

&)(
`cb+d

; .

Papadimitriou[118,120] alsogivesaboundof similarsize,statedin thefollowing theorem:

Theorem 5.2 If theILP of (5.4)hasa satisfyingsolution,thenit hasa satisfyingsolutionwhereall

entriesin thesolutionvectorare boundedby :��±0%5 ��;l:º�"5

()`cb+d

;l:��

��`cb+d

;

q

&

B

v .

Papadimitriou's boundimplies that we need
ç

:

Ú†Û'Ü

� 5

Ú†Û'Üo(L`cb+d

5Œ�

� Ú‹Û'Ü

� 5

Ú†Û'Ü“��`cb+dL�

; bits to

encodeeachvariable(assuming��0

�Nç

:���; ). TheBorosh-Flahive-Treybig boundimpliesneeding
ç

:��

� Ú†Û'Ü

� 5

Ú‹Û'Ü

�

�

; bitspervariable,which is of thesameorder.

5.3 Main Theoretical Results

We begin in Section5.3.1by deriving boundsfor ILPs for thecaseof
ø���4

, whenall constraints

aredifferenceconstraints.Then, in Section5.3.2,we computea boundfor ILPs for arbitrary
ø

.

Finally, in Section5.3.3,we show how our resultsextendto arbitraryQFPformulas.
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5.3.1 Boundsfor a Systemof DifferenceConstraints

Let us �rst considercomputingsolutionboundsfor an ILP for the casewhere
øI� 4

, i.e., sys-

tem(5.4)comprisesonly of differenceconstraints.

In this case,theleft-handsideof eachequationcomprisesexactly threevariables:two variables�

�

and �

�

where
4

<�#

&

$ <@� andonesurplusvariable�#V where�?5ä��<ŠX±<@�?5>� . The y

th equation

in thesystemis of theform �

�

2

�

�

2

�WV

��(

k .

As we notedin Section5.2.1,thematrix
	

canbe written as
� 	¶µ

j

2

k

&

�

where
	·µ

comprisesthe

�rst �90

�

� 5ä� columns,and
k

& is the � �˜� identitymatrix.

The importantpropertyof
	©µ

is that eachrow hasexactly one 5Ž� entry andexactly one
2

� en-

try, with all otherentries
4

. Thus,
	

S

µ

can be interpretedas the node-arcincidencematrix of a

directedgraph.Therefore,
	

S

µ

is totally unimodular(TUM), i.e.,everysquaresubmatrixof
	

S

µ

has

determinantin ”

4p&

2

�

&

5Ž�g– [120]. Therefore,
	©µ

is TUM, andsois
	I�8� 	Cµ

j

2

k

&

�

.

Now, let usconsiderusingtheBorosh-Flahive-Treybig boundstatedin Theorem5.1. Thisboundis

statedin termsof theminorsof thematrix
� 	

j

�9�

. For thespecialcaseof this section,we have the

following boundon thesizeof any minor:

Theorem 5.3 Theabsolutevalueof any minor of
� 	

j

�Ÿ�

is boundedabove by
=�(à`cb+d

, where
=E�

OQP‹R

:�� 5I�

&

��; .

Proof:

Considerany minor ¸ of
� 	

j

�Ÿ�

. Let D betheorderof ¸ .

If theminoris obtainedby deletingthelastcolumn(correspondingto
�

), thenit is aminorof
	

, and

its valueis in ”

4p&

2

�

&

5Ž�g– since
	

is TUM. Thus,theboundof
=±(

`cb+d

is attainedfor any non-trivial

minorwith
=-�

� and
(�`cb+d^�

� .

Supposethe
�

columnis notdeleted.

First, note that the matrix
	

is of the form
� 	dµ

j

2

k

&

�

wherethe rank of
	Cµ

is at most
=

0

�

OQP‹R

:��

&

��; . This is because
	Cµ

hasdimensions�����G5E� , andthelastcolumnof
	cµ

, corresponding

to thevariable �
�
, is a linearcombinationof theprevious � columns.(Referto theconstructionof

system(5.2) from system(5.1).)

Next, supposethesub-matrixcorrespondingto ¸ comprises¹ columnsfrom the
2

k

& part, D

2

¹

2

�

columnsfrom the
	Cµ

part, and the column correspondingto
�

. Sincepermutingthe rows and

columnsof ¸ doesnot changeits absolutevalue,we canpermutetherows of ¸ andthecolumns
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correspondingto the
2

k

& partto getthecorrespondingsub-matrixin thefollowing form:
º»

»

»

»

»

»

»

»

»

»

»

»¼

4 °Z°Z° 4

2

�

(

k

ë

4 °Z°Z°

2

�

4 (

k

ì

	·µ

...
‡Z‡Z‡

...
...

...

part
2

�

°Z°Z° 4 4 (

k¾½

4 °Z°Z° 4 4 (

k

½

±

ë

...
‡Z‡Z‡

...
...

...
4 °Z°Z° 4 4 (

kÀ¿

Á¾Â

Â

Â

Â

Â

Â

Â

Â

Â

Â

Â

Â

Ã

Expandinģ alongthelastcolumn,weget

j

¸

j

�

j

(

k

ë

¸

C

2

(

k

ì

¸>q“5

(

k

�

¸ v

2

°Z°Z°

:

2

�X;ÅÄ

è3C

(

k
¿

¸

Ä

j

whereeacḩ
�

is aminorcorrespondingto asubmatrixof
	

.

However, noticethat ¸

�“��4

for all �?<�#\<�¹ , sinceeachof thoseminorshave anentirecolumn

(from the
2

k

& part)equalto
4

. Therefore,we canreducetheright-handsideto thesumof D

2

¹

terms:
j

¸

j

<

j

(

k

½

±

ë

¸„Æ

B�C

j

5

j

(

k

½

±

ì

¸„Æ

B

q

j

5

°Z°Z°

j

(

k
¿

¸

Ä

j

Noticethat,sofar, wehave notmadeuseof thespecialstructureof
	

.

Now, observingthat
	

is TUM, j

¸

�

j

<¦� for all # .

j

¸

j

<

j

(

k

½

±

ë

j

5

j

(

k

½

±

ì

j

5

°Z°Z°

5

j

(

k
¿

j

For all # , j

(

k

�

j

<

(*`cb+d

. Further, sinceeachnon-zero̧
�

canbe of orderat most
=

0 , D

2

¹@<

= �

�˜#¸�“:

=

0%5Œ�

&

��; .3 Therefore,weget
j

¸

j

<

=�(*`cb+d

_

Using the terminologyof Theorem5.1, we have ¬t<

=�(L`cb+d

. Thus,the solutionbound Ö in this

caseis :�� 5

²

;

=�(�`cb+d

.

Thus, ¯ , theboundon thenumberof bitspervariable,is

Ø�Ú†Û'Ü

:�� 5

²

;Ÿ5

Ú†Û'Ü•=

5

Ú†Û'Ü"(
`cb+d

Þ

Formulasgeneratedfrom veri�cation problemstendto beoverconstrained,sowe assume�

€

� .

Thus,
=\�

�?5ä� , andtheboundreducesto
ç

:

Ú†Û'Ü

�?5

Ú‹Û'Üo(Z`cb+d

; bitspervariable.

Weclosethissectionwith thefollowing two observationsaboutTheorem5.3.
3We use Ç

vŽÈ

« andnot Ç

v

to accountfor thecasewhereÉ¶ÊÌË . Theminimumwith 9 is takenbecauseÇ

vŽÈ

« can

exceed9 but Í hasonly 9 elements.



56 CHAPTER5. QUANTIFIER-FREEPRESBURGERARITHMETIC

Remark 5.2 Thederivedsolutionboundis conservative. FromTheorem3.1,weknow thatatighter

solutionboundis �

‡p( `cb+d

. This indicatesthat theremight be room for improving the boundin

Theorem5.1.

Remark 5.3 The only propertyof the
	

matrix that the proof of Theorem5.3 relies on is the

totally unimodular(TUM) property. Thus,Theorem5.3 would alsoapply to any systemof linear

constraintswhosecoef�cient matrix is TUM. Examplesof suchmatricesincludeintervalmatrices,

or moregenerallynetworkmatrices.Note that theTUM propertycanbe testedfor in polynomial

time [131].

5.3.2 Boundsfor a SparseSystemof Mainly DifferenceConstraints

Wenow considerthegeneralcasefor ILPs,wherewehave
ø

non-differenceconstraints,eachrefer-

ring to atmost þ variables.

Without lossof generality, we canreorderthe rows of matrix
	

so that the
ø

non-differencecon-

straintsarethetop
ø

rows,andthedifferenceconstraintsarethebottom �

2

ø

rows. Reorderingthe

rows of
	

canonly changethesignof any minor of
� 	

j

�9�

, not theabsolutevalue.Thus,thematrix
� 	

j

�9�

canbeput into thefollowing form:

º»

»

»

»¼

	

C

(

C

2

k

&

(

q

	

q

...
(

&

Á¾Â

Â

Â

Â

Ã

Here,
	

C

is a
ø

� ��5N� dimensionalmatrix correspondingto the non-differenceconstraints,
	

q

is a �

2

ø

���—5¦� dimensionalmatrix with thedifferenceconstraints,
k

& is the � �E� identity

correspondingto thesurplusvariables,andthelastcolumnis thevector
�

.

For easeof presentation,we will assumein therestof Sections5.3.2and5.3.3that
ø

<M� 5ä� . We

will revisit thisassumptionat theendof Section5.3.

The matrix composedof
	

C

and
	

q will be referredto, asbefore,as
	©µ

. Note that eachrow of
	

C

hasat most þ non-zeroentries,andeachrow of
	

q hasexactly one 5Ž� andone
2

� with the

remainingentries
4

. Thus,
	

q is TUM.

Weprove thefollowing theorem:

Theorem 5.4 The absolutevalue of any minor of
� 	

j

�Ÿ�

is boundedabove by
=�(à`cb+d

:

��`cb+d

þ�;

T

,

where
=6�

O?P‹R

:�� 5ä�

&

��; .

Proof:
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Considerany minor ¸ of
� 	

j

�9�

, andlet D beits order.

As in Theorem5.3, if ¸ includes ¹ columnsfrom the
2

k

& part of
	

, then we can infer that

D

2

¹/<

=

. (Ourproofof thispropertyin Theorem5.3madeno assumptionson theform of
	…µ

.)

If ¸ includesthelastcolumn
�

, thenasin theproofof Theorem5.3,wecanconcludethat

j

¸

j

<ù:ˆD

2

¹3;

()`cb+dŽ�

Ä

OQegf

��F

C

j

¸

�

j

�

(5.5)

wherȩ
�

is aminorof
	Cµ

.

If ¸ doesnot include
�

, thenit is a minor of
	

. Without lossof generality, we canassumethat ¸

doesnot includea columnfrom the
2

k

& partof
	

, sincesuchcolumnsonly contribute to thesign

of thedeterminant.

So,let usconsiderboundingaminor ¸

�

of
	·µ

of order D (or D

2

� , if ¸ includesthe
�

column).

Since
	·µü�ÏÎÑÐ

ë

Ð

ì`Ò , considerexpanding ¸

�

, usingthe standarddeterminantexpansionby minors

alongthetop
ø

rowscorrespondingto non-differenceconstraints.Eachtermin theexpansionis (up

to asign)theproductof atmost
ø

entriesfrom the
	

C

portion,onefrom eachrow, andaminor from
	

q . Since
	

q is TUM, eachproducttermis boundedin absolutevalueby
�1`cb+d

T

. Furthermore,there

canbe at most þ

T

non-zerotermsin theexpansion,sinceeachnon-zeroproductterm is obtained

by choosingonenon-zeroelementfrom eachof therows of the
	

C

portionof ¸

�

, andthis canbe

donein at most þ

T

ways.

Therefore, j

¸

�

j is boundedby :

�U`cb+d

þ�;

T

. Combiningthis with the inequality (5.5), and since

D

2

¹/<

=

, we get
j

¸

j

<

=±(
`cb+d

:

�
`cb+d

þ�;

T

which is whatwe setout to prove. _

Thus,we concludethat ¬ <

=±(�`cb+d

:

��`cb+d

þ=;

T

, where
=/�

O?P‹R

:��E5N�

&

��; . From Theorems5.1

and5.4,andRemark5.1,we obtainthefollowing theorem:

Theorem 5.5 A solutionboundfor thesystem(5.2) is

:�� 5

²

;­¬

�

:�� 5

²

;

‡`=Š‡X(
`cb+d

‡

:

�
`cb+d

þ=;

T

Thus,thesolutionsize ¯ is

Ø�Ú†Û'Ü

:�� 5

²

;Ÿ5

Ú†Û'ÜI=

5

Ú†Û'Ü¶()`cb+d

5

ø

:

Ú†Û'Ü"��`cb+d

5

Ú†Û'Ü

þ�;JÞ

Remark 5.4 We make the following observations about the boundderived above, assumingas

before,that �

€

� , andso
=��

�?5ä� :
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� DependenceonParameters: Weobserve thattheboundis linearin
ø

, logarithmicin
�K`cb+d

, þ ,

� , and
( `cb+d

. In particular, theboundis not in termsof thetotal numberof linearconstraints,

� .

� Worst-caseAsymptoticGrowth: In theworstcase,
ø/�

� , þ

�

�ü5 � , and �

�8ç

:���; , and

wegetthe
ç

:

Ú†Û'Ü

� 5

Ú†Û'Üo(�`cb+d

5 �

� Ú†Û'Ü

� 5

Ú†Û'Ü"��`cb+dZ�

; boundof Papadimitriou.

� Typical-caseAsymptoticGrowth: As observedin ourstudyof formulasfrom softwareveri�-

cation, þ is typically asmallconstant,sothenumberof bitsneededpervariableis
ç

:

Ú†Û'Ü

�^5

Ú‹Û'Üo(*`cb+d

5

ø¶Ú†Û'Ü"��`cb+d

5

ø

; . In many cases,
�U`cb+d

and
ø

arealsoboundedby asmallconstant.

Thus, ¯ is typically
ç

:

Ú†Û'Ü

�/5

Ú‹Û'Ü"( `cb+d

; . This reducesthe searchspaceby an exponential

factorover usingtheboundexpressedin termsof � .

� RepresentingNon-differenceConstraints: Therearemany waysto representnon-difference

constraintsand thesehave an impact on the boundwe derive. In particular, it is possible

to transforma systemof non-differenceconstraintsto onewith at most threevariablesper

constraint.For example,thelinearconstraint�

C

5 �]qc5 �Kv“5 �1x

�

�Ky canberewrittenas:

�

C

5 �

0

C

�

�]y

�]q“5 �

0

q

�

�

0

C

�
v

5 �
x

�

�

0

q

For theoriginal representation,
øQ�

� and þ

�IÄ

, while for thenew representation
ø?�Iî

and

þ

�Iî

. Sinceourboundis linearin
ø

andlogarithmicin þ , theoriginal representationwould

yield a tighterbound.

Similarly, onecaneliminatevariableswith coef�cients greaterthan � in absolutevalueby

introducingnew variables;e.g.,
²

� is representedas ��5 �
0 with an additionaldifference

constraint�

�

�]0 . This canbe usedto adjust þ ,
�a`cb+d

, and � so that the overall boundis

reduced.

The derived boundonly yields bene�ts in the casewhenthe systemhasfew non-differencecon-

straintswhich themselvesaresparse.In this case,we caninstantiatevariablesover a �nite domain

that is muchsmallerthan that obtainedwithout makingany assumptionson the structureof the

system.

Finally, from Proposition5.1andTheorem5.5,weobtainanenumerationboundfor system(5.1):

Theorem 5.6 Anenumeration boundfor system(5.1) is

:�� 5

²

;

‡`=G‡à(*`cb+dŠ‡

:

��`cb+d

þ�;

T

Notethatthevaluesof
�U`cb+d

and þ in thestatementof Theorem5.6arethosefor system(5.2).



5.3. MAIN THEORETICALRESULTS 59

5.3.3 Boundsfor Arbitrary Quanti�er -FreePresburger Formulas

We now returnto our original goal, thatof �nding a solutionboundfor anarbitraryQFPformula

ª@¢<£¤¥ .

Supposethat ª•¢<£¤¥ has � linear constraintsÓ

C

&

ÓKq

&Z°Z°Z°9&

Ó

& , of which �

2

ø

aredifferencecon-

straints,and � variables�

C

&

�]q

&Z°Z°Z°�&

�

!

. As before,we assumethateachnon-differenceconstraint

hasat most þ variables,
� `cb+d

is themaximumover theabsolutevaluesof coef�cients
� ��� �

of vari-

ables,and
(*`cb+d

is themaximumovertheabsolutevaluesof constants
(X�

appearingin theconstraints.

Furthermore,let us assumethat thezerovariable(usedin transformingsystem5.1 to system5.2)

have alreadybeenintroducedinto theconstraints,andthat
� `cb+d

and þ have beencomputedafter

this introduction.

Weprove thefollowing theorem.

Theorem 5.7 :�� 5

²

;

‡

¬ is a solutionboundfor ª1¢<£¤¥ where

¬

�}=

:

(*`cb+d

5ä�X;|:

��`cb+d

þ�;

T

and
=\�

OQP‹R

:�� 5ä�

&

��; .

Proof: Let ß beanarbitrarysatisfyingassignmentto ª+¢<£¤¥ . Let �—0 constraints,Ó

�AëZ&

Ó

�‹ìà&Z°Z°Z°Ÿ&

Ó

�

¯

v

,

evaluateto
šX›•œŸž

underß , therestevaluatingto  J¡1£�¤

ž

. Let
	

0

� � ����� ���

bea �
0

�˜� matrix in which

eachrow comprisesthecoef�cients of variables�

C

&

�
q

&Z°Z°Z°Ÿ&

�

!

in a constraintÓ

�‹W

, �˜<

ø

< �˜0 .

Thus,
	

0

�8� �%��� �l�

where#

,

”L#

C

&Z°Z°Z°Ÿ&

#

&

v

– .

Now consideraconstraintÓ

�‹W

where
ø

[
�—0 , thatevaluatesto  ¢¡1£�¤

ž

underß . Ó

�‹W

is theinequality

!

H

��F

C

�%�
W

� �

�

�-�M(*�
W

Then ß satis�es ¥

Ó

�‹W

which is theinequality

!

H

��F

C

�%�
W

� �

�

�
€

(*�
W

or equivalently,
!

H

��F

C

2

���
W

� �

�

���

2

(*�
W

5Œ�

Let
	

0 0 be a :��

2

�˜0‹;•� � matrix correspondingto the coef�cients of variablesin constraints
¥

Ó

�

¯

v

±

ë

, ¥

Ó

�

¯

v

±

ì

,
°Z°Z°

, ¥

Ó

�

¯

. Thus,
	

0 0

���

2

����� ���

where#

,

”L#

&

v

B�C

&Z°Z°Z°Ÿ&

#

&

– .

Finally, let
� �8�ê(��

ë
&)(*�

ì
&Z°Z°Z°Ÿ&)(*�

¯

v

&

2

(*�

¯

v

±

ë

5ä�

&

2

(*�

¯

v

±

ì

5Œ�

&Z°Z°Z°�&

2

(*�

¯

5ä�

�
S
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Clearly, ß is a satisfyingsolutionto theILP givenby
Ô

	

0

	

0ê0ÖÕ



���

(5.6)

Also, if thesystem(5.6)hasa satisfyingsolutionthen ª+¢<£¤¥ is satis�edby thatsolution.Thus, ª‘¢¤£<¥

andthesystem(5.6)areequi-satis�able,for everypossiblesystem(5.6)weconstructin themanner

describedabove.

By Theorems5.1and5.4,we canconcludethatif system(5.6)hasa satisfyingsolution,it hasone

boundedby :��ü5

²

;­¬ where

¬

�H=

:

(*`cb+d

5ä�X;|:

��`cb+d

þ=;

T

and
=��

OQPSR

:�� 5I�

&

��; . Moreover, thisboundworksfor everypossiblesystem(5.6).

Therefore,if ª•¢<£¤¥ hasa satisfyingsolution,it hasoneboundedby :�� 5

²

;­¬ . _

Thus,to generatetheBooleanencodingof thestartingQFPformula,we mustencodeeachinteger

variableasasymbolicbit-vectorof length ¯ givenby

¯

�ÙØ�Ú†Û'Ü|�

:�� 5

²

;­¬

�

Þ

� Ø�Ú†Û'Ü

:�� 5

²

;Ÿ5

Ú†Û'Ü•=

5

Ú†Û'Ü

:

()`cb+d

5ä�X;95

ø

:

Ú†Û'Üo�%`cb+d

5

Ú†Û'Ü

þ=;JÞ

Remark 5.5 If thezerovariableis not introducedinto theformula ª:¢<£¤¥ , wecansearchfor solutions

in
A

!

�‹F

C

�

2

Ö

&

Ö

�

, whereÖ

�

:���5

²

;­¬ . As notedearlier, valuesof
�a`cb+d

and þ usedin computing¬

arethoseobtainedafterintroducingthezerovariable.

Remark 5.6 In Section5.3.2,we assumed,for easeof presentation,that
ø

<��˜5¦� . If this does

not hold,we cansimply replace
ø

in theresultsof Sections5.3.2and5.3.3by
OQP‹R

:

øK&

�ü5��X; . This

is becausethedimensionof theminor ¸

�

of
	·µ

(mentionedin theproofof Theorem5.4) is limited

by �Q5I� .

Remark 5.7 Let us specializethe derived solution boundfor G2SAT formulas. Since, þ <

²

,
��`cb+d��

� , theboundspecializesto :��Ž5

²

;

=

:

(l`cb+d

5��X;

²

T

. This indicatesthatthederivedboundis

conservative.

Summary of notation

Weconcludethissectionby summarizingthesymbolsusedto representformulaparametersandthe

quantitiesderivedtherefrom.For easyreference,they arelistedin Table5.2.
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Symbol Meaning

� Numberof variables

� Numberof constraints
( `cb+d

Maximumconstantterm
� `cb+d

Maximumvariablecoef�cient
ø

Numberof non-differenceconstraints

þ Maximumnumberof non-zerocoef�cients in any constraint
=

OQP‹R

:�� 5I�

&

��;

¬

=G‡

:

( `cb+d

5ä�X;

‡

:

� `cb+d

þ�;

T

Ö Solutionbound, :�� 5

²

;­¬

¯ Solutionsize,
ØgÚ†Û'Ü

:ÝÖ�5I�X;�Þ

Table5.2: Parametersand derived quantities

5.4 Impr ovements

Theboundswederivedin theprecedingsectionareconservative. For aparticularprobleminstance,

the sizeof minorscanbe far smallerthanthe boundwe computed.However, this cannotbe di-

rectly exploitedby enumeratingminors,sincethenumberof minorsgrows exponentiallywith the

dimensionsof theconstraintmatrix. Also, thereis a specialcaseunderwhich onecanimprove the

:��’5

²

;­¬ bound.If all theconstraintsareoriginally linearequalitiesandthesystemof constraints

hasfull rank,a boundof ¬ suf�ces [20]. However, in our experience,evenif thelinearconstraints

areall equalities,they still tendto belinearly dependent.Thus,we have not beenableto make use

of thisspecialcaseresult.

Fortunately, thereareothertechniquesfor improving thesolutionboundthatwe have foundto be

fairly usefulin practice.Theseincludetheoreticalimprovementsaswell asheuristicsthatareuseful

in practice.Wedescribethesemethodsin thissection.

5.4.1 Variable Classes

Recallthe notionof a variableclassintroducedin Section2.2. The variablesandconstraintsin a

QFPformulacanusuallybepartitionedinto severalclasses.Parameters� ,
ø

,
(

`cb+d

,
�

`cb+d

, and þ can

beseparatelycomputedfor eachvariableclass,resultingin a separatelycomputedsolutionbound

for eachclass.

Thecorrectnessof this optimizationfollows from a reductionto ILP asperformedin theproof of

Theorem5.7, andthe observation that a satisfyingsolutionto a systemof ILPs, no two of which
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shareavariable,canbeobtainedby solvingthemindependentlyandconcatenatingthesolutions.

Moreover, if all theconstraintsin avariableclassaredifferenceconstraints(or G2SAT constraints),

onecanusethetightersolutionboundsderivedin Chapters3 and4.

5.4.2 Lar geCoef�cients and Widths

In theexpressionfor ¯ , theterminvolving
�a`cb+d

(and þ ) is multiplied by a factorof
ø

. Thus,any

increasein
Ú‹Û'Ü“��`cb+d

getsampli�ed by a factorof
ø

. It is thereforeusefulto morecarefullymodel

thedependenceof ¯ on coef�cients. Wepresenttwo techniquesto alleviatetheproblemof dealing

with largecoef�cients. Thesetechniquesalsoapplyto dealingwith largeconstraintwidths.

An �

T

-fold reduction

Thecoef�cient of thezerovariable�
�

has,sofar, beenusedin computing
�p`cb+d

. Wewill now show

that we can ignore this coef�cient, andalso ignoreany contribution of �
� to the width þ . This

optimizationcanresultin a reductionof up to a factorof �

T

in thesolutionboundÖ .

Thelargestreductionoccurswhen,in theoriginalformula,wehaveaconstraintof theform
D

�

���

�

�=�

(
�

, where
�

�

is thelargestcoef�cient in absolutevalue.After addingthezerovariable,thisconstraint

is transformedto :

D

�

�%�

�

�

;

2

:��

‡'�%�

;J�
�

��(*�

. Thus,
��`cb+d

now equals�

‡'�U�

, a factorof � times

greaterthanin theoriginal formula.

Let usrevisit thetransformationperformedin Section5.2.1to convert system(5.1) to system(5.2).

A different,commonly-usedtransformationto non-negativevariablesis to write each�

�

as �

B

�

2

�

è

� ,

where�

B

�

&

�

è

�

�M4

for all $ . Let theresultingsystembereferredto assystem(5.2'). Let usassume

that this different transformationis usedin placeof the original onethat generatessystem(5.2),

leaving all successive transformationsthesame.

Now, considertheform of thematrix
� 	

j

�Ÿ�

, asusedin Section5.3.2,reproducedbelow:

º»

»

»

»
¼

	

C

(

C

2

k

&

(

q

	

q

...
(

&

Á¾Â

Â

Â

Â

Ã

With thenew transformationmethod,
	

C

is a
ø

�

²

� dimensionalmatrixcorrespondingto thenon-

differenceconstraints,
	

q is a :��

2

ø

;c�

²

� dimensionalmatrixwith thedifferenceconstraints,
k

&

is the � �˜� identitycorrespondingto thesurplusvariables,andthelastcolumnis thevector
�

.

Importantly, notethat
	

q is still totally unimodularandtheranksof
	

C

and
	

q arethesameasthey

werewith theuseof thesinglezerovariable�
� . This is becauseany non-singularsub-matrixof

	dµ
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mustincludeexactly oneof thecolumnscorrespondingto �

B

� and �

è

� , sincethey arenegationsof

eachother. Therefore,thevaluesof þ and
� `cb+d

usedin theproof of Theorem5.4arethosefor the

system(5.1).

Thus,if we usethetransformationmethodof replacing�

�

with �

B

�

2

�

è

� , thevaluesof þ and
�U`cb+d

usedin thestatementof Theorem5.4arethosefor thesystem(5.1).

Note,however, thatby replacing�

�

with �

B

�

2

�

è

� , thenumberof variablesin theproblemdoubles,

and in particular, the numberof input variablesin the SAT-encodingis doubled. This is rather

undesirable.

Fortunately, therearetwo solutionsthatavoid thedoublingof variablesat theminor costof only �

extra bit pervariable.

1. The�rst solutionis basedon thefollowing propositionthatmirrorsProposition5.1.

Proposition5.2 A solutionbound Ö

�§4

for system(5.2') is an enumeration boundfor sys-

tem(5.1).

Proof: Given a solution



0

Y within the solution bound Ö to system(5.2'), we constructa

solution



Y to system(5.1)by setting� Y

�

�

�

B

�

Y

2

�

è

�

Y . Clearly, �#Y

�

,Ð�

2

Ö

&

Ö

�

for all $ . _

Thus,wecanrestrictoursearchto thehypercube
A

!

�‹F

C

�

2

Ö

&

Ö

�

, wherethesolutionboundÖ is

computedusingthevaluesof þ and
�

`cb+d

for thesystem(5.1).

2. Thesecondsolutionusesthefollowing propositionshowing thatwecanusethetechniqueof

addinga zerovariable �
� andthe valuesof þ and

�U`cb+d

for the system(5.1), while paying

only aminorpenaltyof � extrabit pervariable.

Proposition5.3 SupposeÖ

�ä4

is a solutionboundsuch that system(5.2') hasa solutionin
� 4p&

Ö

�

iff system(5.1) is feasible. Then,system(5.2) hasa solutionin
� 4p&)²

Ö

�

iff system(5.2')

hasa solutionin
� 4p&

Ö

�

.

Proof:

(if part): Supposesystem(5.2') hasa solutionin
� 4p&

Ö

�

; i.e., �

B

�

&

�

è

�

,Œ� 4p&

Ö

�

for all $ . Then,

weconstructa satisfyingassignmentto system(5.2)asfollows:

�

�
�

is assignedthevalue
OQegf

�

�

è

� .
�

�

�

, for $
[

4

, is assignedthevalue �

B

�

5I:��
�

2

�

è

�

; .

Since
4

<�:��
�

2

�

è

�

;G<IÖ , we canconcludethat
4

<ä�

�

<

²

Ö for all $ . It is easyto seethat

theresultingassignmentsatis�essystem(5.2).
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(only if part): Supposesystem(5.2) hasa solution in
� 4p&)²

Ö

�

. This meansthat the original

system(5.1) is feasible.It follows thatsystem(5.2') hasasolutionin
� 4p&

Ö

�

.

_

In both solutions,we mustsearch
²

ÖŽ5§� valuesfor eachvariable �

�

, �—<N$>< � . However, the

formeravoids theneedto add � � , andhencewill have fewer input variablesin theSAT-encoding.

Hence,theformersolutionis preferable.

The readermustnote,though,that this optimizationis only relevant whenthe introductionof the

zerovariable(signi�cantly) affectsthevalueof
�×`cb+d

. (The impacton þ is minor.) If thevalueof
��`cb+d

is unaffectedby theintroductionof thezerovariable� �
, using � �

canresultin amorecompact

SAT-encodingthanusingan enumerationdomainof
�

2

Ö

&

Ö

�

for eachvariable. If oneusesthe �
�

variable,oneintroduces
Ú†Û'Ü

Ö input Booleanvariablesfor �
� in the SAT-encoding.On the other

hand,without the �
�

variable,oneintroduces� additionalBooleanvariablesto encodesign bits.

The relative sizeof the SAT-encoding,andhencethe decisionto introduce �
� , would dependon

whether� exceeds
Ú†Û'Ü

Ö .

Product of
ø

largestcoef�cients and widths

Thereis asimpleroptimizationwhichwe have foundto beusefulin practice.

In the proof of Theorem5.4, in deriving the :

�a`cb+d•‡

þ�;

T

term, we have assumedthe worst-case

scenarioof eachterm in the determinantexpansionequaling
�1`cb+d

T

and therebeing þ termsto

choosefrom in eachrow.

In fact,we canreplace
�p`cb+d

T

with
A

T

�‹F

C

��`cb+d

�

, where
�U`cb+d

�

denotesthe largestcoef�cient in row

# , in absolutevalue.Similarly, þ

T

canbereplacedwith
A

�

þ

�

, whereþ

�

is thewidth of constraint# .

5.4.3 Lar geConstant Terms

For someformulas,thevalueof
(

`cb+d

is very largedueto thepresenceof asinglelargeconstant(or

very few of them). In suchcases,a lessconservative analysisor otherproblemtransformationsare

useful.Wepresenttwo suchtechniqueshere.

Product of
=

largestconstants

It is easyto seethat, in theproof of Theorem5.4, the
=±(X`cb+d

term canbereplacedby
DH×

�*F

C

j

(*� é

j ,

where
(*�

ë
&)(*�

ì
&Z°Z°Z°�&)(*�¤Ø

arethe
=

largestelementsof
(

in absolutevalue.Similarly, theexpressionfor
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¬ derivedin Theorem5.7getsmodi�ed to

¬

�ÚÙ

×

H

��F

C

:

j

()� é

j

5ä�X;^Û

‡

:

�%`cb+d

þ=;

T

This optimization,like thatof Section5.4.2,hasalsoprovedfairly usefulin practice.

Shift of origin

Another transformationthat can be useful for dealingwith large constanttermsis to replacea

variable�

�

by �

�

2ÌÜ

�

; thiscorrespondsto shifting theorigin in � ! by
Ü

�

alongthe �

�

-axis.

The #

th constraintis thentransformedinto
D

�

����� �

:��

�

2ŠÜ

�

;

� (*�

. Rewriting this, we obtainthe

form
D

�

����� �

�

���Œ(

0

�

, where
(

0

�

�I(*�

5�:

D

�

����� �

Ü

�

; .

Thenew valueof
(�`cb+d

, after thetransformation,is
OQegf

�

j

(

0

�

j . Therefore,we wish to �nd valuesof
Ü

�

ssoasto minimizethevalueof
OQegf

�

j

(

0

�

j .

This problemcanbephrasedasthefollowing integerlinearprogram:

OQP‹R

‰

subjectto

‰

� (
�

5�:

H

�

�
��� �

Ü

�

; �=<@#“<@�

‰

�

2

(
�

2

:

H

�

�
�A� �

Ü

�

; ��<�#“<@�

‰

� 4

‰

,/.�&

Ü

�-,/.

for �=<>$?<@�

Theabove ILP has� 5ä� variablesand
²

� 5ä� constraints(includingthenon-negativity constraint

on ‰ ).

In fact,onecanwrite onesuchILP for eachvariableclass,sincethey do not shareany variablesor

constraints.Then,theoptimumvaluefor eachclasswill indicatethenew valueof
(•`cb+d

to usefor

thatclass.

5.5 Experimental Evaluation

We usedthe boundderived in the previous sectionto implementa decisionprocedurebasedon

small-domainencoding.We describethe implementationdecisionsin Section5.5.1andpresenta

detailedexperimentalevaluationin Section5.5.2.
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5.5.1 Implementation

Thedecisionprocedurestartsby analyzingtheformulato obtainparameters,andcomputestheso-

lution bound.Wefoundthattheoptimizationsof Section5.4.1andthe�rst half of Section5.4.2are

alwaysuseful,especiallysinceformulastendto containmany variablesclassescomprisingof only

differenceconstraints.Hence,our base-lineimplementationalwaysincludestheseoptimizations.

Theimpactof otheroptimizationsis studiedin Section5.5.2.

Giventhesolutionboundde�ning a �nite rangeof values,integervariablesin theQFPformulaare

encodedassymbolicbit-vectors(in twoscomplementencoding)largeenoughto expressany inte-

gervaluewithin thatrange.Arithmetic operatorsareimplementedasarbitrary-precisionbit-vector

arithmeticoperations. In our implementation,we useda ripple-carryaddercircuit for encoding

the “ 5 ” and“
2

” operators,a shift-and-addcircuit to encodemultiplicationby a constant.Equal-

ities andinequalitiesover integer expressionsaretranslatedto comparatorcircuitsover bit-vector

expressions.TheresultingBooleanformulais passedasinput to aSAT solver.

We implementedour procedureaspart of the UCLID veri�er [156], which is written in Moscow

ML [103]. In our implementationwe usedthezChaff SAT solver [169] version2003.7.22.In the

sequel,wewill referto ourdecisionprocedureasthe“UCLID” procedure.

5.5.2 Experimental Results

We reporthereon a seriesof experimentswe performedto evaluateour decisionprocedureagainst

other theoremprovers, as well as to assessthe impact of the variousoptimizationsdiscussedin

Section5.4.

All experimentswere performedon a Pentium-IV
²

GHz machinewith � GB of RAM running

Linux. A timeoutof
î

�

4'4

seconds( � hour)wasimposedoneachrun.

Benchmarks

For benchmarks,we used �

4

formulasfrom the WisconsinSafetyAnalyzer (WiSA) project on

checkingformat stringvulnerabilities,and
î

generatedby theBlast softwaremodelchecker. The

benchmarksincludebothsatis�ableandunsatis�ableformulasin anextensionof QFPwith uninter-

pretedfunctions.Uninterpretedfunctionswere�rst eliminatedusingAckermann's technique[2],4

andthedecisionprocedureswererunon theresultingQFPformula.
4Ackermann's functioneliminationmethodreplaceseachfunctionapplicationby afreshvariable,andtheninstantiates

the congruenceaxiom for thoseapplications.For instance,the formula Ý	*<Þ

.

Ê�Ý	*<ß

.

is translatedto the function-free

formula àâá

ë

Êjàâá

ìWã

*<Þ:ÊjßqÊœäåà—á

ë

Êjà—á

ì

.

.
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Somecharacteristicsof the formulasaredisplayedin Table 5.3. For eachformula, we indicate

whetherit is satis�able or not. We give the valuesof parameters� , � ,
ø

, þ ,
� `cb+d

and
( `cb+d

correspondingto the variableclassfor which ¯

� Ø�Ú†Û'ÜK�

:�� 5

²

;­¬

�

Þ is largest,i.e, for which we

needthe largestnumberof bits pervariable. Thevaluesof theparametersfor theoverall formula

arealsogiven(althoughthesearenotusedin computinḡ for any variableclass);thus,thevaluesof

� and � in thesecolumnsarethetotal numbersof variablesandconstraintsfor theentireformula.

Thetop �

4

formulaslisted in thetablearefrom theWiSA project. Onekey characteristicof these

formulasis thatthey involve a signi�cant numberof Booleanoperators( r ,
w

, ¥ ), andin particular

thereis a lot of alternationof r and
w

. Theotherimportantcharacteristicof thesebenchmarksis

that,althoughthey vary in � , � , and
(Z`cb+d

, thevaluesof
ø

, þ , and
�p`cb+d

are�x edatasmallvalue.

Threeformulasfrom the Blast suitearelisted at the bottomof Table5.3. All theseformulasare

unsatis�able. Eachformula is a conjunctionof two sub-formulae:a large conjunctionof linear

constraints,andaconjunctionof congruenceconstraintsgeneratedby Ackermann's functionelimi-

nationmethod.Thus,thereis only onealternationof r and
w

in theseformulas.

Formula Ans. Parameterscorr. to max. ¯ Max. parametersoverall

� �

ø

þ

��`cb+d (*`cb+d

¯ � �

ø

þ

�%`cb+d ()`cb+d

s-20-20 SAT 28 263 5 4 4 21 36 64 550 5 4 4 255

s-20-30 SAT 28 263 5 4 4 30 36 64 550 5 4 4 255

s-20-40 UNS 28 263 5 4 4 40 37 64 550 5 4 4 255

s-30-30 SAT 38 383 5 4 4 31 37 82 800 5 4 4 255

s-30-40 SAT 38 383 5 4 4 40 37 82 800 5 4 4 255

xs-20-20 SAT 49 323 5 4 4 21 37 84 632 5 4 4 255

xs-20-30 SAT 49 323 5 4 4 30 38 84 632 5 4 4 255

xs-20-40 UNS 49 323 5 4 4 40 38 84 632 5 4 4 255

xs-30-30 SAT 69 473 5 4 4 31 39 114 922 5 4 4 255

xs-30-40 SAT 69 473 5 4 4 40 39 114 922 5 4 4 255

blast-tl2 UNS 54 67 7 3 1 0 24 145 274 7 3 1 128

blast-tl3 UNS 201 2669 19 6 1 15 70 260 2986 19 6 1 128

blast-f8 UNS 255 6087 0 2 1 2560 20 321 7224 0 2 1 2560

Table5.3: Benchmark characteristics.Thetophalf of thetableconsistsof theWiSA benchmarks

andthebottomthreearegeneratedby theBlastsoftwareveri�er.

Impact of optimizations

In thissection,we discusstheimpactof optimizationsdiscussedin Sections5.4.2and5.4.3.
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Table5.4comparesthefollowing ´ differentencodingoptionsbasedondifferentwaysof computing

thesolutionbound:

Base: Thebase-linemethodof computingthesolutionbound.

Coeff: Usingtheoptimizationof Section5.4.2alone.

Const: Usingtheoptimizationof Section5.4.3alone.

All: Usingoptimizationmethodsof bothSections5.4.2and5.4.3.

The comparisonis madewith respectto the largestnumberof bits neededfor any variableclass,

andtherun-timesfor bothgeneratingtheSAT-encodingandfor SAT solving.

First, we note that Coeff andConst both generatemorecompactencodingsthanBase; on the

WiSA benchmarks,they useabout
Ä

- �

4

fewer bits per variablein the largestvariableclass. The

reductionin the total numberof bits, summedover all variablesin all variableclasses,is similar,

sincemostvariablesfall into asingleclass.

Theencodingtimesdecreasewith reductionin numberof bits; this is justasonewouldexpect.

However, the comparisonof SAT solving times is moremixed; on a few benchmarksCoeff and

Const outperformBase, andon others,they do worse.The latterbehavior is observed especially

on satis�ableformulas.Thereasonfor this mightbetherelative easein �nding largersolutionsfor

thoseformulasthan�nding smallersolutions.

WhenCoeff andConst arebothused(indicatedas“All”), we �nd thatnotonly areencodingtimes

smallerthanthe Base technique,but SAT solving timesarealsosmallerin all casesexceptone,

wherethe differenceis only minor. This seemsto indicatethat a reductionin SAT-encodingsize

beyondacertainlimit overcomesany negative effectsof restrictingthesearchto smallersolutions.

Wealsoperformedanexperimentto exploretheuseof theshift-of-originoptimizationdescribedin

Section5.4.3.UCLID automaticallyformulatedtheILP andinvokedCPLEX[46], anintegerlinear

programmingsolver (version8.1),to solve it. Sincenoneof thebenchmarkslistedin Table5.3have

especiallylargeconstants,we usedadifferent,unsatis�ableformulafrom theBlastsuitewhichhas

only differenceconstraints,but with largeconstants.

Table5.5summarizesthekey characteristicsof this formulaaswell astheresultsobtainedby com-

paringversionsof thebase-line(Base) implementationwith andwithout theoptimizationenabled.

We list thevaluesof parameters,with andwithout theshift-of-origin optimizationenabled,for the

variableclassesthatyield thetwo largestvaluesof ¯ whentheoptimizationis disabled.

With the optimizationturnedon, the largestconstantin the entire formula falls from
²

�p�'�

î'î'²

´

²

to ´

î'²'Ä'î

Å , a �

4'4

-fold reduction.However, if we restrictour attentionto the largestvariableclass,
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Formula Ans. Max. #bits/var. EncodingTime(sec.) SAT Time(sec.)

B
as

e

C
oe

ff

C
on

st

A
ll

B
as

e

C
oe

ff

C
on

st

A
ll

B
as

e

C
oe

ff

C
on

st

A
ll

s-20-20 SAT 36 26 31 21 1.66 1.25 1.27 1.00 5.41 9.28 8.34 0.48

s-20-30 SAT 36 26 31 22 1.72 1.24 1.32 1.02 3.99 2.28 4.82 0.50

s-20-40 UNS 37 27 32 22 1.72 1.28 1.30 1.03 1.37 1.35 0.92 0.87

s-30-30 SAT 37 27 32 22 2.27 1.90 1.99 1.57 17.22 0.88 14.31 9.57

s-30-40 SAT 37 28 32 23 2.39 1.96 2.03 1.55 20.17 8.22 4.80 11.99

xs-20-20 SAT 37 28 32 22 2.29 1.88 1.93 1.55 17.67 21.62 11.67 7.15

xs-20-30 SAT 38 28 32 23 2.29 1.95 2.00 1.61 23.21 18.19 1.50 7.18

xs-20-40 UNS 38 29 33 23 2.41 1.99 2.04 1.59 7.32 8.60 10.55 8.01

xs-30-30 SAT 39 29 33 23 3.84 2.71 2.89 2.17 79.10 18.40 20.16 27.92

xs-30-40 SAT 39 30 33 24 3.76 2.83 2.67 2.12 27.60 45.63 13.36 13.45

blast-tl2 UNS 24 24 19 19 1.54 1.48 1.10 1.08 0.05 0.04 0.03 0.03

blast-tl3 UNS 70 53 62 46 29.98 19.34 22.50 17.57 0.78 0.54 0.66 0.46

blast-f8 UNS 20 20 12 12 18.37 17.99 10.71 10.68 6.22 6.15 2.63 2.29

Table5.4: An experimental evaluation of encodingoptimizations. We comparethe ´ different

UCLID encodingoptionswith respectto themaximumnumberof bits neededfor any integervari-

able(“Max. #bits/var.”), thetimetakento generatetheBooleanencoding,andthetimetakenby the

SAT solver.

comprising
²'î•4

variables,thereductionin
(L`cb+d

is moremodest,abouta factorof ´ . This yieldsa

saving of
²

bits pervariablefor thatvariableclass.Thesaving in thetotal numberof bits,summed

over all variableclasses,is �{Â'Â . This is, however, not large enoughto reduceeithertheencoding

timeor theSAT time. In fact,theencodingtimeincreasesby aboutasecond;thisis thetimerequired

to runCPLEXandfor theprocessingoverheadof creatingtheILP.

Eventhoughtheshift-of-originoptimizationhasnot resultedin fasterrun-timesin ourexperiments,

it clearly hasthe potentialto greatly reducethe numberof bits, andmight prove usefulon other

benchmarks.

Comparisonwith other theorem provers

WecomparedUCLID' sperformancewith thatof theSAT-basedproversICS [80] (version2.0)and

CVC-Lite [48] (the new implementationof CVC, version1.1.0), as well as the automata-based

procedureLASH [92]. While CVC-Lite and LASH are soundand completefor QFP, ICS 2.0

is incomplete;i.e., it can reporta formula to be satis�able when it is not. The grounddecision

procedureICSusesis theSimplex linearprogrammingalgorithmwith someadditionalheuristicsto

dealwith integervariables.However, in our experiments,bothUCLID andICS returnedthesame
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Shift-of-origin Param.for largest ¯ Param.for
² nd largest ¯ Total Time(sec.)

enabled? � �

(�`cb+d

¯ � �

(*`cb+d

¯ #bits Enc. SAT

No 230 6417 2162688 29 2 2 261133242 28 7510 24.68 0.70

Yes 230 6417 432539 27 2 2 0 1 6833 25.78 0.71

Table5.5: Evaluating the shift-of-origin optimization. We list the valuesof parameterscorre-

spondingto variableclasseswith thetwo largestvaluesof ¯ , ascomputedwithouttheshift-of-origin

optimization.“Total #bits” indicatesthenumberof bits neededto encodeall integervariables.En-

codingtime is indicatedas“Enc.” andSAT solvingtimeas“SAT”.

answerwhenever ICS terminatedwithin thetimeout.Thegrounddecisionprocedurefor CVC-Lite

is aproof-producingvariantof theOmegatest[17].

LASH wasunableto completeon any benchmarkwithin the timeoutsinceit wasunableto con-

structthecorrespondingautomata;we attribute this to therelatively largenumberof variablesand

constraintsin our formulas,andnotethatGaneshet al. obtainedsimilar resultsin their study[59].

A comparisonof UCLID versusICS and CVC-Lite is displayedin Table 5.6. From Table 5.6,

we observe thatUCLID outperformsICS on all theWiSA benchmarks,terminatingwell within a

minuteon eachone.However, ICS performsbeston theBlastformulas,�nishing within a fraction

of a secondon all. CVC-Lite doesnot outperformthe otherprocedureson any formula,andwas

unableto completeonany of theWiSA benchmarks.Wesuspectthatthistimeis beingmainlyspent

in thegrounddecisionprocedurebasedon theOmegatest,but have beenunableto obtaindetailed

statistics.

Let usconsidertheWiSA benchmarks�rst. Theseformulashave a complicatedBooleanstructure

thatrequiresICS to enumeratemany inconsistentBooleanassignmentsbeforebeingableto decide

the formula. The ICS run-timeis dominatedby the time taken by thegrounddecisionprocedure.

Weobserve thatthenumberof inconsistentBooleanassignmentsaloneis nota preciseindicatorof

total run-time,whichalsodependson thetimetakenby thegrounddecisionprocedurein ruling out

asingleBooleanassignment.

The reasonfor UCLID' s superiorperformanceis the formula structure,where
ø

, þ , and
�|`cb+d

remain�x edat a low valuewhile � , � , and
(Z`cb+d

increase.Thus,themaximumnumberof bits per

variablestaysaboutthesameeven as � increasessubstantially, andthe resultingSAT problemis

within thecapacityof zChaff. Also, for thesebenchmarks,theSAT time is almostalwaysthelarger

portionof UCLID' srun-time;this is notsurprisingsinceBooleanstructureof theoriginalformulais

non-trivial, andmoreover, thetimeto computetheparametervaluesandgeneratetheSAT-encoding

is polynomialin theinputsize.

Next, considerthe resultson the Blast formulas. The reasonfor ICS's superiorperformanceon
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Formula Ans. UCLID Time ICS CVC-Lite

(sec.) #(Inc. Time(sec.) TotalTime

Enc. SAT Total assn.) Ground Total (sec.)

s-20-20 SAT 1.13 1.02 2.15 904 23.32 23.76 *

s-20-30 SAT 1.17 1.02 2.19 1887 51.68 52.29 *

s-20-40 UNS 1.16 1.35 2.51 25776 658.01 669.99 *

s-30-30 SAT 1.73 11.12 12.85 2286 268.21 269.42 *

s-30-40 SAT 1.77 13.81 15.58 14604 1621.27 1625.15 *

xs-20-20 SAT 1.63 8.38 10.01 2307 97.21 98.32 *

xs-20-30 SAT 1.50 7.22 8.72 33103 1519.77 1540.27 *

xs-20-40 UNS 1.65 8.84 10.49 97427 3468.91 * *

xs-30-30 SAT 2.26 29.73 31.99 72585 3287.47 * *

xs-30-40 SAT 2.32 15.65 17.97 33754 3082.34 * *

blast-tl2 UNS 1.08 0.03 1.11 1 0.01 0.01 1.38

blast-tl3 UNS 17.57 0.46 18.03 0 0.00 0.01 37.77

blast-f8 UNS 10.68 2.29 12.97 1 0.01 0.05 179.43

Table5.6: Experimental comparisonwith other theoremprovers. TheUCLID versionis theone

with all optimizationsturnedon(“All”). For ICS,wegive thetotal time, thenumberof inconsistent

Booleanassignmentsanalyzedby the grounddecisionprocedure(“#(Inc. assn.)”),aswell asthe

overall time taken by the grounddecisionprocedure(“Ground”). For CVC-Lite, we indicatethe

total run-time.A “ æ ” indicatesthatthedecisionproceduretimedout after
î

�

4'4

sec.LASH did not

completewithin thetimeoutonany formula.

thesecanbe gaugedby the numberof inconsistentBooleanassignmentsit hasto enumerate.On

theformulanamed“blast-tl3”, purelyBooleanreasoningsuf�ces to decideunsatis�ability. For the

othertwo formulas,thereasonfor unsatis�ability is a mutually-inconsistent subsetamongstall the

linearconstraintsthatareconjoinedtogether, anda singlecall to ICS's grounddecisionprocedure

suf�ces to infer theinconsistency.

On the otherhand,UCLID' s run-timeis dominatedby the encodingtime. Oncethe encodingis

generated,theSAT solver decidesunsatis�ability easily.

To summarize,it appearsthatdecisionproceduresbasedon a lazy translationto SAT, suchasICS,

areeffective whenthe formula structureis suchthat only a few calls to the grounddecisionpro-

cedurearerequired.UCLID performsbetteron formulaswith complicatedBooleanstructureand

comprisinglinearconstraintswith thesparsestructureformalizedin this chapter.
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5.6 Discussion

Wehavepresentedaformalapproachto exploiting the“sparse,mainlydifferenceconstraint”nature

of quanti�er-freePresburger formulasencounteredin softwareveri�cation. Our approachis based

onformalizingthissparsestructureusingnew parameters,andderiving anew parameterizedbound

on satisfyingsolutionsto QFPformulas.We have alsoproposedseveralwaysin which thebound

canbereducedin practice.Experimentalresultsshow thebene�ts of usingthederivedboundin a

SAT-baseddecisionprocedurebasedon small-domainencoding.

Table5.7summarizesthevalueof Ö for all theclassesof linearconstraintsexploredin this thesis.

Wecanclearlyseethattheboundderivedin thischapterfor quanti�er-freePresburgerarithmeticis

Classof LinearConstraints SolutionBound Ö

Differenceconstraints �

‡

:

(l`cb+d

5ä�X;

Generalized2SAT constraints
²�‡

�

‡

:

(Z`cb+d

5ä�X;

Arbitrary linearconstraints :�� 5

²

;

‡

O?P‹R

:�� 5ä�

&

��;

‡

:

(Z`cb+d

5Œ�X;

‡

:�þ

‡L��`cb+d

;

T

Table5.7: Solution boundsfor classesof linear constraints. Theclassesarelistedtop to bottom

in increasingorderof expressiveness.

conservative. For example,if all constraintsaredifferenceconstraints,theexpressionfor Ö derived

in this chaptersimpli�es to :��/5

²

;

‡

OQPSR

:���5§�

&

��;

‡

:

(l`cb+d

5§�X; . This is �/5

²

timesasbig as

theboundderivedin Chapter3; notethattheloosenessin theboundis a carry-over from theresult

of Borosh,Treybig, andFlahive. For generalized2SAT constraints,theboundderivedfor arbitrary

QFPis muchlooser. In theworstcase,it is looserby anexponentialfactor:if
ø

is
ç

:���; ,
�K`cb+d

is � ,

and þ is
²

, thentheboundis
ç

:ƒ:��ü5

²

;

‡

O?P‹R

:�� 5I�

&

��;

‡

:

(l`cb+d

5ä�X;

‡g²
&

; , whereastheresultsof

Chapter4 tell usthatthesolutionbound Ö

�¦²-‡

�

‡

:

(Z`cb+d

5I�X; suf�ces (since �

‡

:

(�`cb+d

5��X; is an

enumerationbound).

Dueto theconservative natureof theboundderived in this chapter, andin spiteof themany opti-

mizationsdiscussed,thecomputedsolutionboundcangenerateaSAT problembeyondthereachof

currentsolvers. Thelattersituationcanalsoarisefor problemdomainsthatdo not generatesparse

linearconstraints.Thereis thereforea needfor anef�cient algorithmto computea tightersolution

bound.

Recentwork by the authorand colleagues[87], implementedin UCLID, presentsoneapproach

towardscomputinga tighter solution bound. The centralidea is to computethe solutionbound

incrementally, startingwith a smallboundandincreasingit “on demand”.Figure5.1 outlinesthis

lazyapproachto computingthesolutionbound.

Givena QFPformula ª•¢<£¤¥ , we startwith anencodingsizefor eachintegervariablethat is smaller
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solution bound
Select small

Encoding
  SAT

Generate

Generate
Sound

Abstraction

YES NO

YES

Increase solution bound to cover satisfying solution

NO

Proof

d

Satisfiable?
Formula
Boolean Is

Abstraction
Satisfiable?

QFP Formula Satisfiable QFP Formula Unsatisfiable

Figure5.1: Lazy approachto computing solution bound

thanthatprescribedby theconservative bound(say, for example, � bit pervariable).

If theresultingBooleanformulais satis�able,so is ª:¢¤£<¥ . If not, theproof of unsatis�ability gener-

atedby theSAT solver is usedto generatea soundabstraction ª�0

¢¤£<¥

of ªI¢¤£<¥ . A soundabstractionis

a formula,usuallymuchsmallerthantheoriginal, suchthat if it is unsatis�able,so is theoriginal

formula.A soundandcompletedecisionprocedurefor QFP(suchastheoneproposedin thischap-

ter) is thenusedon ª^0

¢<£¤¥

. If this decisionprocedureconcludesthat ª•0

¢¤£<¥

is unsatis�able,so is ª1¢¤£<¥ .

If not, it providesa counterexamplewhich indicatesthenecessaryincreasein theencodingsize.A

new SAT-encodingis generated,andtheprocedurerepeats.

The bound ¯ on solution size that we derive in this chapterimplies an upperbound ��¯ on the

numberof iterationsof this lazy encodingprocedure;thusthelazy encodingprocedureneedsonly

polynomiallymany iterationsbeforeit terminateswith thecorrectanswer. Of course,eachiteration

involvesa call to aSAT solver aswell asto adecisionprocedurefor QFP.

A key componentof this lazyapproachis thegenerationof thesoundabstraction.While thedetails

areoutsidethe scopeof this thesis,we sketchoneapproachhere. (Detailscanbe found in [87].)

Assumethat ª•¢¤£<¥ is in conjunctive normalform (CNF); thus, ª‘¢<£¤¥ canbeviewedasasetof clauses,

eachof which is a disjunctionof linear constraintsandBooleanliterals. A subsetof this setof

clausesis asoundabstractionof ª1¢<£¤¥ . Thissubsetis computedby retainingonly thoseclausesfrom

theoriginal setthatcontributeto theproofof unsatis�ability of theSAT-encoding.
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Thepotentialadvantageof this lazyapproachis twofold: (1) It avoidsusingtheconservativebounds

we have derived in this chapter, and (2) if the generatedabstractionsare small, the soundand

completedecisionprocedureusedby this approachwill run much fasterthan if it were fed the

original formula.

For theWiSA benchmarksdiscussedin Section5.5,wefoundthatasolutionboundof
²èç

2

� , i.e., Á

bitspervariable,is suf�cient to decidesatis�ability. However, thetimerequiredto derivethisbound

usingthemethodof [87] is muchgreaterthantherun-timeswe reportin Section5.5. Still, thelazy

approachcanproveespeciallyusefulin casesin which ¯ is solargethattheSAT problemis outside

thereachof currentSAT solvers.Amongotherthings,thereis potentialto improve its ef�ciency by

usinganincrementalSAT solver in theloop.



Chapter 6

AutomatedSelectionof Boolean

Encoding

Chapter3 introducedtwoverydistinctmethodsof decidingadifferencelogic formulavia translation

to SAT. Thisnaturallygivesriseto thefollowing question:Givenadifferencelogic formula,which

encodingtechniqueshouldoneuseto decidethat formulathefastest?

In this chapter, we �rst presentevidencethat this questioncannotbe resolved entirely in favor of

eithermethod.We thenshow thatonecanselectanencodingmethodbasedon formulacharacter-

isticsusinga rule generatedby machinelearningfrom pastexamples(formulas).Moreover, parts

of a singleformulacorrespondingto differentvariableclassescanbe encodedusingdifferenten-

codingmethods.The resultinghybrid encodingalgorithmis morerobust to variationin formula

characteristicsthaneitherof thetwo techniquesof Chapter3.

6.1 The Needfor Algorithm Selection

An experimentalstudycomparingthe small-domain(SD) andDIRECT encodingmethodsover a

rangeof benchmarksindicatesthat neithermethoddominatesthe other in run-timeperformance.

Section6.1.1presentstheresultsof this study. These�ndings motivatetheuseof automatedalgo-

rithm selection,describedin Section6.1.2.

6.1.1 Comparing the SDand DIRECT Methods

Wecomparethespaceandtimecomplexity of theSDandDIRECT decisionprocedureswith respect

to bothencodingandSAT-solvingsteps.
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Let us�rst comparetheencodingstepsof thetwo decisionprocedures.TheSDencodingalgorithm

runsin polynomialtimeandgeneratesaSAT problemthatispolynomial-sizein theoriginalformula.

On the otherhand,the DIRECT encodingcangenerate,in the worst case,a SAT problemthat is

exponentialin the sizeof the original formula (this is dueto a worst-caseexponentialnumberof

transitivity constraints;seeExample3.4).

The above comparisonsuggestsalways favoring SD over DIRECT, sincethe SD encodingphase

is polynomial-timeand the SAT instanceis polynomial-sizein the input. Unfortunately, sucha

simplejudgementcannotbemade.First,theoreticalworst-caseresultsdonotalwaysre�ect practice.

Second,the run-timesof SAT solversdo not always increasemonotonicallywith the sizeof the

SAT instance. In this section,we presentexperimentalevidencesupportingthe latter behavior,

which hasalsobeenobservedin othercontexts (e.g.,[77,126]). Wewill alsoformally characterize

thestructureof the SAT instancesgeneratedby the DIRECT encodingmethod,showing thateven

whenthey arebiggerthanthosegeneratedby theSD method,thespecialstructureof theDIRECT

encodingmethodmakestheSAT time only polynomially-dependent on thenumberof transitivity

constraints.

NotealsothatbothencodingmethodscangeneratearbitrarySAT instances.For example,whenthe

startingformulais purelyBoolean,bothmethodsgenerateidenticaloutput.

Experimental setup

All experimentsreportedin this chapterwerebasedon a setof ´%Å differencelogic formulas,1 all

but ´ of which areunsatis�able. Theseformulasare drawn from problemsencounteredin both

hardwareandsoftwaredesignveri�cation. Thehardwaredesignsincludethe load-storeunit of an

industrialmicroprocessor, an out-of-ordermicroprocessordesign[89], a cachecoherenceproto-

col [61], anda
Ä

-stageDLX pipeline.Thesoftwarebenchmarksaregeneratedin theveri�cation of

safetypropertiesof devicedriver code[68], andin translationvalidation[123].

Experimentswererun on a Pentium-IV2 GHz machinewith 1 GB of RAM. A timeoutof
î

�

4'4

seconds(onehour)wasimposedon eachrun. For theSAT solvingphase,we usedthezChaff SAT

solver (version2003.7)with thedefault options.

Analysisof results

Figure6.1shows a scatterplotcomparingthetotal run-time(encodingtime andSAT time) for both

encodingmethods.In theplot, thex-coordinateof eachpoint is thetime takenby DIRECT, andthe

y-coordinateis thetime takenby SD.Wealsoplot thediagonalline ‡

�

� in eachplot.
1Theformulasoriginally alsoincludedapplicationsof uninterpretedfunctions,but theseare�rst eliminatedusingthe

methodproposedby Bryantet al. [29]. This methodis reviewedin Chapter7.
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Figure6.1: Comparing SDand DIRECT encodingmethods.Notethelog scalesonbothaxes.
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Figure 6.2: Comparing SD and DIRECT methods when DIRECT encoding phasecompletes.

Notethelog scaleson bothaxes.

Thus,pointsabove thediagonalcorrespondto benchmarkson which DIRECT outperformsSD,and

vice-versafor the pointsbelow the diagonal. Note that somepointsarespacedcloseenoughto

appearsuperimposedon eachother.
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TheSD methodtimesout on two benchmarks,whereastheDIRECT methoddoesnot completeon

�

²

. As expected,theSAT solvingphaseis thereasonthattheSDmethodfails to �nish. Ontheother

hand,theDIRECT methodfails to reachtheSAT solvingphaseon �'� of the �

²

formulasit doesnot

�nish on.

Figure 6.2 shows the scatterplotrestrictedto the
î

Á benchmarksfor which the DIRECT method

reachestheSAT solvingstage.It is evidentthattheDIRECT outperformsSDon almostall of these

formulas.

A closerlook at thedatain Figure6.2revealsthenon-monotonicbehavior of thezChaff SAT solver.

Table6.1 shows the effect of the encodingmethodon zChaff 's performanceon a representative

sampleof benchmarksfrom out-of-orderprocessorveri�cation [89]. EventhoughtheSD method

generatessmallerSAT instances,zChaff doesmorebacktrackingandrunsslower on SD-instances

ascomparedto DIRECT-instancs.

Benchmark # of CNF # of CNF # of Con�ict SAT Time

Variables Clauses Clauses (sec.)

SD DIRECT SD DIRECT SD DIRECT SD DIRECT

OOO.rf9 14744 15898 43741 47786 84748 7849 152.49 8.61

OOO.tag14 48825 53910 145570 167308 65012 8934 220.38 34.59

Table6.1: Effect of encodingon zChaff performance. “Con�ict Clauses”denotesthe con�ict

clausesaddedby zChaff onbacktracking.

Wehave alsoobservedthesamebehavior for othersolversbasedon theDavis-Putnam-Logemann-

Loveland(DPLL) method,suchasBerkMin [63] andSiege[142].

The structureof SAT instancesgeneratedby the DIRECT methodcanbe characterizedformally.

Recallfrom Section3.3 thata transitivity constraintgeneratedin the DIRECT encodingalgorithm

eitherhastheform ó

ô

ë

�)� �

r¶ó

ô

ì

���

T

�9æ

ó

ô

ë

B
ô

ì

�)�

T or theform ó

ô

ë

�®� �

r¶ó

ô

ì

���

T

�9æ

 ¢¡]£A¤

ž

. Rewriting theconstraint

asa CNF clause,we eitherget the expression:

¥

ó

ô

ë

�®� �

;

w

:
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ó

ô

ì

���

T

;

w

ó

ô
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ô
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T or :
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�)� �

;

w

:

¥

ó

ô

ì

�A�

T

; . In

eithercase,thereis at mostonepositive literal in thegeneratedCNF clause.In otherwords,each

transitivity constraintis a Horn clause. Sincetransitivity constraintsarethesourceof exponential

blow-up in thesizeof SAT problemsgeneratedusingthe DIRECT encoding,onecancharacterize

theDIRECT encodingasgeneratingmostly-Horn-SAT problems,in theworst-case.

A SAT instancecomprisingonly Horn clauses(a Horn-SAT instance)is linear time solvable,with

unit propagationbeingthemainstep[38]. Thus,in theworst-case,therun-timeof a SAT solver is
ç

:

²Ž&

; , where � is thenumberof original differenceconstraints;i.e., the run-timedoesnot grow

exponentiallyin thenumberof transitivity constraints.
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AlthoughcurrentDPLL-basedSAT solverssuchaszChaff do not explicitly checkfor Horn struc-

ture, they cansolve mostly-Horn-SAT instancesvery fast. This appearsto be mainly dueto the

ef�cient implementationof unit propagation.

Discussion

Weconcludethissectionwith asummaryof our �ndings. Wenotethat:

1. Theperformanceof DPLL-basedSAT solverson instancesgeneratedusingtheDIRECT en-

codingalgorithmis superiorto theirperformanceoninstancesgeneratedusingtheSDencod-

ing, evenwhenthelatterinstancesarelarger.

2. The DIRECT encodingalgorithmcan,in theworst-case,generatea SAT problemthat is ex-

ponentiallylargein theoriginal differencelogic formula;moreover, this worst-casebehavior

manifestsitself in practicesometimes.In contrast,theSD encodingalgorithmalwaysgener-

atesapolynomial-sizeSAT problem.

Thebottleneckfor theDIRECT encoding,therefore,is theBooleanencodingstep.In experiments,

we have observedthatif this stepcompletes,it is almostalwaysthecasethatDIRECT outperforms

SD.

6.1.2 AutomatedAlgorithm Selection

Sinceneitheroneof SDandDIRECT encodingmethodsdominatestheother, wearepresentedwith

thefollowing questions:

1. Givenaninput formulain differencelogic, canweautomaticallyselecttheBooleanencoding

methodthatis bestfor thatformula?

2. CantheSDandDIRECT encodingmethodsbecombinedfor thesameformula?

Let usconsiderthesecondquestion�rst. As we saw in Chapter3, variablesandconstraintscanbe

partitionedinto equivalenceclasses.A separateencodingmethodcanbeusedfor eachequivalence

class,andthis decisionis independentof thosemadefor otherclasses.Thus,we cananswerthe

secondquestionin theaf�rmati ve.

The �rst questioncanbe viewed asan instanceof a moregeneralproblemcalled the algorithm

selectionproblem[129]. Thisproblemis statedasfollows:

Givena portfolio of algorithmsfor a problemanda speci�c probleminstance,which

algorithmmustoneselectto solve thatinstancein theleastamountof time?
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The algorithm selectionproblemhasbeenstudiedin variouscontexts, but never beforefor the

speci�c problemweconsider. Algorithm selectionarisesnaturallyin thecaseof NP-hardproblems

due to the unpredictabilityof run-timesof heuristic-basedalgorithms. For example,researchers

have recentlyconsideredthe problemof selectingoneof several differentalgorithmsfor integer

linearprogramming[93]. Therehasalsobeenwork onchoosingbetweendifferentpolynomial-time

algorithmsfor aproblem,e.g.,for selectingbetweensortingalgorithms[88].

Thegeneralframework for algorithmselectionis asfollows:

1. Selectfeaturesé

C

&

é•q

&Z°Z°Z°Ÿ&

é

T

of the input that characterizethe run-timeof eachalternative

algorithm. Thesefeaturesmust be computablein (low-degree)polynomial time. Feature

selectionis typically donemanually.

2. Usemachinelearningtechniquesto derive a rule D basedon the featuresfrom a trainingset

of probleminstances(formulas,in our case).Mathematically, therule is a functionfrom the

featurespaceto thesetof candidatealgorithms.

3. At run-time,computethevaluesof featuresfor theinput,andevaluatetherule: D×:�é

C

&

é•q

&Z°Z°Z°Ÿ&

é

T

;

is theselectedalgorithm.

In thenext section,wepresentanapproachbasedontheaboveframework to automaticallyselecting

betweentheSDandDIRECT Booleanencodingalgorithms.

6.2 Learning-BasedApproach

Applying the above learning-basedapproachin our speci�c context requiresmaking two design

decisions.First,asuitablesetof input featuresmustbeselected.This is addressedin Sections6.2.1

and6.2.2.Second,a machinelearningalgorithmmustbechosen;this is discussedin Section6.2.3.

In addition,modi�cations mustbe madeto theBooleanencodingalgorithmso asto permit com-

biningbothSDandDIRECT methodswhilst usingautomatedalgorithmselection.Wediscussthese

modi�cationsin Section6.2.4.

6.2.1 Complexity of Counting Transitivity Constraints

Our �rst taskis to pick a featureof the input formula that bestcharacterizesthe run-timesof the

SD andDIRECT algorithms.We observed in Section6.1.1thattheDIRECT algorithmoutperforms

SD whentheDIRECT encodingphasecompletes.Thus,a predictorof therun-timeof theDIRECT

encodingphaseis a naturalchoiceof formulafeature.Thebestpredictorof theDIRECT encoding

time is thenumberof transitivity constraints.
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Unfortunately, thefollowing resultshows thatthenumberof transitivity constraintsis notasuitable

formulafeature.

Theorem 6.1 A polynomial-timealgorithmfor countingthenumberof transitivityconstraintscan-

notexist.

Proof: Theproof is by contradiction.Supposeapolynomial-timealgorithm ê doesexist.

Every transitivity constraintinvolving threevariablesinvolves the additionof an edgeto the con-

straintgraph,if it did not alreadyexist. We show that ê mustkeeptrackof (i.e., maintainat least

onebit of storagefor) every new edgeaddedto theconstraintgraph.As illustratedin Example3.4,

the numberof new edgesaddedat a nodeeliminationstepcanbe exponentialin the sizeof the

original formula(thestartingconstraintgraphfor Example3.4is reproducedin Figure6.3,for con-

venience).This implies that, in theworst-case,ê performsexponentiallymany writes,which is a

contradiction.
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Figure6.3: Exponential blow-up of DIRECT encoding,revisited

Supposeê doesnot keeptrackof every newly addededge.Considerthegraphin Figure6.3. We

observe that:

1. Thereare �

T

pathsof distinctweightbetween
ø

adjacentvertices.

2. Eachnew edgethat is addedin the DIRECT encodingalgorithm,asa resultof eliminating

somevertex À

�

, accumulatesthe weightsof edgeson a distinct path betweena subsetof

adjacentverticescontainingÀ

�

.

3. Every newly addededgeis generatedby applying the transitivity rule to a uniquepair of

previouslyexistingedges,andthisprocedurecontinuesuntil only two verticesremain.
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Thus,if theedgeó missedby ê wasaddedat the #

th nodeeliminationstep,ê will fail to recordthe

� !�è

�

è

q new edgesthataregeneratedtransitively from ó . In otherwords,thecountmaintainedby

ê will fall shortof thecorrectcountby at least� !�è

�

è

q .

Thus,ê mustkeeptrackof everynewly addededge,implying thatapolynomial-timealgorithmfor

countingthenumberof transitivity constraintscannotexist. _

6.2.2 FeatureSelection

The hardnessof countingtranstivity constraints,expressedin Theorem6.1, implies that we must

look for otherformulafeaturesto basethealgorithmselectoron.

Fourfeatureswereselectedfor theresultsreportedhere.Thefeaturesandtherationalefor selecting

themareasfollows:

1. � , thenumberof differenceconstraints: Constraintgraphswith very few edges(boundedby

asmallconstant)arelikely to generatefew transitivity constraints.

2. � , thenumberof variables:Therationaleis similar to thatfor � .

3.
&

!

: This ratio is the averagenumberof edgesper vertex. If a vertex hasa large numberof

bothincomingandoutgoingedges,eliminatingit is likely to generatemany new edges.

4.
&

!

ì

: This ratio is theaveragenumberof edgespernode-pair, andis a measureof thedensity

of thegraph.

Thus,eachdifferencelogic formulais representedby acorrespondingfeaturevector :��

&

�

&

&

!

&

&

!

ì

; .

Note that all four features,by themselves,arenot perfectpredictorsof the numberof transitivity

constraints.For example,if thestartingconstraintgraphis a directedacyclic graph(DAG), elimi-

natingverticesin a topologicallysortedorderwill resultin no edgesbeingadded,evenif � is very

large. Thereis alsono formal reasonwhy this setof featuresis adequate.Theonly justi�cation of

ourchoiceis theexperimentalvalidationpresentedin Section6.3.

A majoradvantageof our choiceof featuresis that they arecomputablein low-degreepolynomial

time. In theabsenceof ITE expressions,all four featuresareexactly computablein lineartime,by

performinga scanof the formula. However, if ITE expressionsarepresent,it is preferablenot to

eliminatethemsincetheeliminationstepitself canleadto anexponentialblow-up. Therefore,we

insteadestimate� by performinga cross-productoperationat eachrelationaloperator. A detailed

descriptionof thisoperationaredeferredto Section6.2.4.
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6.2.3 Machine Learning Technique

Thechoiceof a machinelearningtechniquedependson thedomainandrangeof thefunctionto be

learnt.In oursituation,wewish to learnabinary-valueddecisionfunction D×:��

&

�

&

&

!

&

&

!

ì

; suchthat

D×:��

&

�

&

�

�

&

�

�

q

;

� ÿ

���

� if DIRECT mustbeselected
4

if SDmustbeselected
(6.1)

Thedomainof thedecisionfunction D is
.

�

.

�o�-�"� . A particularlysuitabletechniquefor learning

abinaryfunctionof numericalparametersis thesupportvectormachine[157]. Givenasetof points

in �ã! with somepoints labeled
4

(negative examples)and somelabeled � (positive examples),

a supportvector machine(SVM) attemptsto �nd the “best possible”separationof the negative

examplesand the positive examples. In the simplestcase,the examplesare linearly separable,

andthegeneratedseparatoris a linearfunctionde�ning thehalf-spaceof �ˆ! in which thepositive

exampleslie. However, in practice,examplesarenotusuallylinearlyseparableandthedatacanalso

benoisy. Therealstrengthof SVMslies in theirability to learnnon-linearseparatorsthatoptimally

separatetheexamples(for a suitablede�nition of optimality). Thekey ideais to projectthepoints

into ahigherdimensionalspacein whichanoptimallinearseparatorcanbefound.

Furtherdetailson SVMs are outsidethe scopeof this thesis. We refer the interestedreaderto

ChristopherBurges' tutorial on thesubject[35].

In our context, an SVM learneris usedasfollows. First, we generatefeaturevectorsfor a setof

training examples, viz., a setof formulasusedto learna decisionrule. TheSVM learneris applied

to the resultingsetof featurevectorsto obtaina decisionrule. Note that this processof learning

is off-line. Second,given a new formula to decide,the learneddecisionrule is usedto classifyit

accordingto Equation6.1.

Detailson theSVM implementationweusedarediscussedin Section6.3.

6.2.4 Hybrid EncodingAlgorithm

ThechoicebetweenSDandDIRECT encodingalgorithmsis local, madeseparatelyfor eachvariable

class. Sincea differencelogic formula typically correspondsto several variableclasses,making

local decisionsbasedon thelearneddecisionrule D leadsto a hybridencodingalgorithm.

Figure6.4re-de�nesdifferencelogic syntaxfor easyreferencein thissection.

Givena differencelogic formula ªˆ«ƒ¬ ­ , thehybrid encodingalgorithmgeneratesanequi-satis�able

Booleanformula ªˆµAïJïƒð in thefollowing six steps.

1. Generatevariable classes.Let � denotethe setof variables.We startby assigningeach
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bool-expr ™†™

� šX›•œŸž

j� ¢¡1£�¤

ž

j bool-var jL¥ bool-expr j

: bool-expr
w

bool-expr ;

j

: bool-expr r bool-expr ;

j

: int-expr
�

int-expr;

j

: int-expr
€

int-expr ;

int-expr ™†™

�

�

�

j int-expr 5

(

j ITE : bool-expr
&

int-expr
&

int-expr ;

Figure6.4: Differencelogic syntax,revisited. �

�

,
4

<�#o<�� , and
(

denoteanintegervariableand

constantrespectively.

variableto its own class.Wethencomputethedependencysetfor eachtermin ª6«ƒ¬ ­ , denoting

somesubsetof variablesin � to which this termcouldevaluate.While doing this, someof

theclassesaremergedsothateachdependency setis asubsetof someclass.For term �

°

�

�

�

,

its dependency setis ”L�

�

– . For term �

°

�

�

C

5

(

, its dependency setis thesameasthatof

�

C

. For �

°

�

ITE :Ýª

&

�

C

&

�3qX; , its dependency setis the unionof thoseof �

C

and �3q . If the

dependency setsof �

C

and �
q aresubsetsof two distinctclasses,thenwemergethoseclasses.

For eachequation�

C

�

�3q andeachinequality �

C

€

�3q , we performa similar merging if

the dependency setsof �

C

and �3q aresubsetsof distinct classes.Let �

C

&Z°Z°Z°9&

��� be the �

differentvariableclassesgeneratedby thisprocedure.

2. Generateground terms. A groundtermis anexpressionof theform �

�

5

(

, viz., aninteger

offset from a variable. We transformthe formula to generategroundtermsby repeatedly

applyingthefollowing rewrite rulesuntil a �x edpoint is reached.

� 5

4	�

�

:
� 5

(

C

;35

(

q

�

� 5�:

(

C

5

(

q
;

ITE :Ýª

&

�

C

&

�3qX;95

(��

ITE :Ýª

&

�

C

5

(X&

�3q“5

(

;

At this point, the termsat the leavesof the formula (viewed asa expressiongraph)consist

only of groundterms.

3. Compute solution boundsfor eachvariable class.Recallfrom Remark3.1 in Section3.2

thatthesolutionboundÖ

�

for avariableclass�

�

with �

�

variablesis givenby

Ö

�9�

!

�

è3C

H

��F

C

j

(*� é

5Œ�

j (6.2)

where
(*��ëZ&)()�‹ìà&Z°Z°Z°Ÿ&)(*�

•Xí

ë

arethe �

�

2

� largestconstantsappearingin constraintscorrespond-

ing to class�

�

.

The quantity �

�

is easilycomputable,but computingthe constantstakesa little morework

dueto the presenceof ITE expressions.The constantsarecomputedasfollows. For each

equation�

C

�

�|q andeachinequality �

C

€

�3q correspondingto class �

�

, we �nd the setof
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groundterms �?:
�

C

; and �Q:
�3qX; that �

C

and �3q canevaluateto, respectively. This is done

by modifying thealgorithmfor computingthe dependencyset(describedabove) to include

groundtermsin additionto variables.For everypair :��

T

ë

5

(

T

ë &

�

T

ì

5

(

T

ì

; in thecrossproduct

�?:
�

C

;ˆ�
�Q:
�3qL; , where
ø

C

÷

�Nø

q , we computetheconstantterm j

(

T

ë

2

(

T

ì

j

5�� . The �

�

2

�

largestsuchtermsarerecorded,andusedfor computingÖ

�

.

Given Ö

�

, we obtainthe length ¯

�

of thebit-vectorrequiredto encodeeachvariablein class

�

�

.

4. Compute an upper bound on the number of differenceconstraints for eachclass. For

eachof the classes�

�

, we computean upperbound ��� �������

�

on the numberof difference

constraints�

�

. This is doneasfollows. Initially, ��� �������

�

� 4

, for eachclass �

�

. Then,for

eachequation�

C

�

�3q andeachinequality �

C

€

�3q correspondingto �

�

, we �nd the setof

groundterms �Q:
�

C

; and �Q:
�3qL; that �

C

and �3q canevaluateto, respectively. For every pair

:ˆy

C

&

y+qX; in thecrossproduct �?:
�

C

;ˆ���Q:
�3qZ; thathasnot beenencounteredyet,andwherey

C

and yºq aredistinctfrom eachother, we increment��� �������

�

by � .

Notethat ��� �������

�

is anupperboundon �

�

becausewecountconstraintsthatdisappearafter

eliminatingITEs,e.g.,counting :��

C

&

�]qX; at thenodeITE :Ýª

&

�

C

&

�KqZ;

�

ITE :

¥

ª

&

�Kq

&

�

C

; .

5. Perform hybrid encoding. At this point,we have all theinformationwe needto encodethe

differencelogic formulainto aBooleanformula.

Thealgorithmproceedsby recursingon theformulastructure.A Booleanvariableretainsthe

sameencoding.For a node é

C

r‚é
q (or é

C

w

é
q ), we recursively encodethesubexpressions

é

C

, é•q andconjoin (or disjoin) the results. Similarly, ¥

é

C

is evaluatedby encodingé

C

and

negatingtheresult.Themoreinterestingcasesinvolve equationor inequalities.

For eachequation�

C

�

�|q or aninequality �

C

€

�3q , we �nd theclass�

T

whichcontainsthe

variablesthatappearin �?:
�

C

; and �?:
�3qX; .

WethenevaluatetheSVM classi�er for �

T

. Theresultof theclassi�er for �

T

is

D×:���� �������

T

&

�

T

&

��� �������

T

�

T

&

��� �������

T

�

q

T

;

Notethattheclassi�er hasto beevaluatedonly oncefor eachvariableclass.

If theclassi�er returns
4

, thenwe encode�

C

, �3q usingtheSD method.Theencodingsof �

C

and�3q aresymbolicbit-vectorsof size ¯

T

. Bitwiseequalityor comparisonis usedto translate

arelationaloperatorto aBooleanexpression.Thearithmeticoperations5 and
2

areencoded

usingbinaryarithmetic,andITE expressionsareencodedasmultiplexors.

Otherwise,if theclassi�er returns � , we usetheDIRECT methodto encode�

C

and �
q , using

thetechniqueproposedby Bryantetal. [29]. Suppose�

C

evaluatesto agroundterm �

�

under
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the condition �gC

�

, and �3q evaluatesto �

�

under �

q

�

. For example, the term ITE :Ýª

&

�

C

&

�KqX;

evaluatesto � q under ¥

ª . The encodingof the predicate�

C

•u‘

� q , where
•u‘p,

”

�Ž& €

– , is

given by �

��� �

� C

�

r��

q

�

r ó� "!

#

�

�

#

é

, where ó� "!

#

�

�

#

é

is a symbolic Booleanconstantto encodethe

constraint�

�|•u‘

�

�

.

6. Generate ªoµ�ïJïƒð . Let ªoµ¸·º¹ƒ» denotethe formulaobtainedby performingthehybrid encoding

on ª"«ƒ¬ ­ . We generatethe conjunctionª ¼õ»S¹ ñZö of all transitivity constraintsfor predicatesin

ª"«ƒ¬ ­ encodedusingtheDIRECT method.The�nal Booleanformula ª6µ�ï¢ïƒð is thengenerated

as( ª ¼õ»S¹ ñZö

�9æ

ªoµ¢·+¹ƒ» ).

Hereafter, thehybridencodingalgorithmwill bedenotedasHYBRID.

6.3 Experimental Evaluation

TheHYBRID encodingalgorithmwasimplementedin UCLID. Wereportheron experimentscom-

paring HYBRID with the SD and DIRECT encodingmethods. We also report comparisonswith

CVC-Lite [13,48] (the latestversionat the time of writing), a publicly-available SAT-basedde-

cision procedurethat is soundandcompletefor integers. CVC-Lite is the successorto SVC, the

StanfordValidity Checker [12].

Theexperimentalsetupwasidenticalto thatusedin Section6.1.1;weusedthesamé%Å benchmarks,

thezChaff SAT solver, andthesameplatformandtimeout(
î

�

4'4

sec.)settings.

Implementation of HYBRID

Theimplementationof HYBRID exactly follows thealgorithmdescribedin Section6.2.4.Theonly

remainingdetailsconcernouruseof SVM learning.

Weusedapublicly availablepackagecalledSVM-Light [83,151]. Aboutone-thirdof theformulas

( �XÂ out of ´%Å ) wereusedasa trainingset.For eachof theseformulas,we ranbothSDandDIRECT

encodingalgorithms. If the DIRECT encodingalgorithm ran out of memoryon a formula, we

marked it asa negative example;if not, we marked it asa positive example. The input to SVM-

Light comprisedthelabeledfeaturevectorscorrespondingto thesetrainingexamples.Notethatthe

� valuesin thefeaturevectorswerecomputedexactly, sincewerantheDIRECT encodingalgorithm

which eliminatesITE expressionsasa �rst step.Theonly preprocessingstepappliedto thefeature

vectorsbeforerunningtheSVM-Light learneron themwasto scaleall featuresto beof thesame

orderby multiplying by a constant(for our case,in andaroundtherange
� 4p&

�

�

), asrecommended

by Hsuetal. [79]. This is to avoid larger-valuedfeatures(suchas � ) dominatingsmallerones(such
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as
&

!

ì

), andalsoto avoid numericalcomputationerrors.We usedSVM-Light to learna non-linear

separatorby choosingadegree-threepolynomialkernelwith unit coef�cients.

Results

Figure6.5shows a scatterplotcomparingthetotal run-time(encoding+ SAT) of theSD methodto

that for the HYBRID method. The format of this plot is identical to thosein Figures6.1 and6.2.

We observe that HYBRID outperformsSD on almostall benchmarks,includingoneon which SD

timesoutwhile HYBRID completeswithin about
²

minutes.Thereis onebenchmarkonwhichboth

HYBRID andSD fail to completewithin the timeout; this is an exampleon which neitherSD nor

DIRECT completedueto thetime takenby theSAT solver. Therearea few benchmarkson which

SDoutperformsHYBRID, but bothrun-timesareeitherverycloseor on theorderof a few seconds.
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Figure6.5: Comparing SDand HYBRID encodingmethods.Notethelog scalesonbothaxes.

Figure6.6showsthecomparisonof HYBRID with DIRECT. AgainweseethatHYBRID outperforms

DIRECT on the majority of formulas, including �'� on which DIRECT times out while HYBRID

�nishes. Therearealsotwo exampleson which DIRECT outperformsHYBRID by abouta factor

of four andon which both methodstake longerthana minute. The reasonfor DIRECT's superior

performanceon thesebenchmarksis to dueto misclassi�cationby theSVM learner, which, in turn,

is likely becausethe setof featuresis inadequateto fully characterizethe numberof transitivity

constraints.

Figure6.7comparesHYBRID with CVC-Lite. CVC-Lite terminateswithin thetimeouton �LÅ of the



88 CHAPTER6. AUTOMATED SELECTIONOFBOOLEAN ENCODING

0.06

0.25

1

4

16

64

256

1024

timeout

0.06 0.25 1 4 16 64 256 1024 timeout

 T
ot

al
 T

im
e 

fo
r 

D
ire

ct
 (

se
c.

) 

 Total Time for Hybrid (sec.) 

Figure6.6: Comparing DIRECT and HYBRID encodingmethods. Note the log scaleson both

axes.

´%Å benchmarks.HYBRID outperformsCVC-Lite onall but Á benchmarks,on all of which HYBRID

terminateswithin a minute. TheseÁ benchmarksareall conjunctionsof atomicpredicateswhich

requiresCVC-Lite to only make a singlecall to its grounddecisionprocedurethatsolvesa system

of differenceconstraintsusingFourier-Motzkin elimination. On the remaining �'� benchmarkson

which CVC-Lite terminates,we canseethatHYBRID sometimesoutperformsCVC-Lite by over a

factorof �

4'4'4

.

In summary, theimprovementof HYBRID over DIRECT is dueto reductionin thenumberof tran-

sitivity constraints,while the improvementover SD is due to reducedSAT time. We have also

demonstratedthatHYBRID cangreatlyoutperformastate-of-the-artproceduresuchasCVC-Lite.

6.4 Discussion

Wepresenteda novel hybridBooleanencodingmethodfor differencelogic, makingtwo maincon-

ceptualcontributions. First,we demonstratedthecomplementarystrengthsof theSD andDIRECT

encodingsandshowedhow they canbecombined.Second,weshowedhow machinelearningcanbe

usedto automaticallyselectbetweenthetwo encodingalgorithmsbasedon pastexamples.Experi-

mentalresultsdemonstratetherobustnessof theresultingHYBRID methodto variationsin formula

characteristics.

The work in this chapteris just a �rst steptowardsautomatedalgorithmselectionin the context
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Figure6.7: Comparing CVC-Lite and the HYBRID encodingmethod. Note the log scaleson

bothaxes.

of decisionprocedures,in general,andfor SAT-basedprocedures,in particular. Therearemany

directionsfor futurework.

The problemof misclassi�cationandfeatureselectionneedfurther study. The featuresetcanbe

expanded,andtechniquesfor featuresubsetselection[50] canbe employed. Othermethodsfor

learninga binary function of numericalinputs, suchas logistic regression[78], deserve further

exploration.

Althoughthenumberof transitivity constraintscannotbecountedexactly in polynomialtime,there

is still thepossibilityof �nding anapproximationalgorithm. A somewhat relatedproblem,thatof

countingthenumberof cyclesin a directedgraph,hasbeenproved to behardto approximateto a

�o5%$ factor[82]. This problemappearsto berelatedsincethegoalof addingtransivity constraints

is to ensurethat the constraintgraphcorrespondingto a satisfyingassignmentdoesnot containa

positiveweightcycle. Theimplicationsof thehardnessresultfor countingtransivity constraintsare,

however, unclear.
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Chapter 7

ExtendedLogic and Applications

The decisionproceduresdescribedin this thesisare implementedin a veri�cation systemcalled

UCLID. Thelogic underlyingUCLID includesnotonly lineararithmeticover integers,but alsotwo

otherlogical constructs,viz., uninterpretedfunctionsanda restrictedform of lambdaexpressions.

Theseadditionalconstructsarevery useful in modelinga variety of both hardwareandsoftware

systems.

The�rst half of thischapterdescribestheextensionsto thelogic andthecorrespondingextensionsto

UCLID' sdecisionprocedures.In thesecondhalf, wedescribetheveri�cation techniquesavailable

in UCLID, for which the decisionproceduresform the computationalengine. We also illustrate

how oneof thesetechniques,boundedmodelchecking, hasprovedusefulin analyzingsoftwarefor

a classof securitybugsknown asformat-stringvulnerabilities.

7.1 ExtendedLogic

Figure7.1givesthesyntaxfor theextendedlogic thatincludesthefollowing threetheories:

1. Uninterpretedfunctions

2. Quanti�er-freePresburgerarithmetic

3. Restrictedlambdaexpressions(thesecanbeusedto expressarrays,for example)

Expressionsin theextendedlogicareof four differenttypes.As before,two of thetypesareBoolean

andinteger. Booleanexpressions,or formulas,yield true or false. Integer expressions,alsoreferred

to asterms, yield integervalues.Predicateexpressionsdenotefunctionsfrom integersto Boolean

values.Functionexpressions,on theotherhand,denotefunctionsfrom integersto integers.
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bool-expr ™†™

� šà›gœ�ž
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bool-expr ;

j

:

!

H

��F

C

�•�¶‡

int-expr
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int-expr
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;
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int-expr ;

int-expr ™†™

�
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(

j int-expr 5 int-expr j
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j ITE : bool-expr
&

int-expr
&
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Figure7.1: Expressionsyntax for extendedUCLID logic. Expressionscandenotecomputations

of Booleanvalues,integers,or functionsof integersyielding Booleanvaluesor integers.
�

�

and
(

denoteintegerconstants.

ThesimplestBooleanexpressionsarethevaluestrue andfalse. Booleanexpressionscanalsobe

formedasa linearequationor inequalityover integerexpressions,by applyinga predicateexpres-

sionto a list of integerexpressions,andby combiningBooleanexpressionsusingBooleanconnec-

tives. RelationalandBooleanoperatorsnot shown in the �gure canexpressedin termsof those

employed.

Integerexpressionscanbe integervariables,usedonly astheformal argumentsof lambdaexpres-

sions,or anintegerconstant(notethedifferenceherewith thesyntaxusedearlierin thethesis).They

canalsobeformedby combiningintegerexpressionswith theoperators(interpretedfunctions)for

lineararithmetic,by applyinga functionexpressionto a setof integerexpressions,or by applying

theITE (“if-then-else”)operator.

Functionexpressionscanbeeitherfunctionsymbols,representinguninterpretedfunctions,or lambda

expressions,de�ning thevalueof the function asan integer expressioncontainingreferencesto a

setof argumentvariables.Functionsymbolsof arity zeroarealsocalledsymbolicconstants. They

denotearbitraryintegervalues,andplay thesamerole in this chapterasintegervariables(denoted

�

�

) in previouschapters.Sincethesesymbolsareinstantiatedwithout any arguments,we will omit

theparentheses,writing é insteadof éã:¸; .

Similarly, predicateexpressionscanbeeitherpredicatesymbols,representinguninterpretedpredi-

cates,or lambdaexpressions,de�ning thevalueof thepredicateasaBooleanexpressioncontaining

referencesto a setof argumentvariables.Predicatesymbolsof arity zeroarealsocalledsymbolic

Booleanconstants. They denotearbitraryBooleanvalues,andplay thesamerole asBooleanvari-
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ablesin previouschapters.We will alsoomit theparenthesesfollowing the instantiationof sucha

predicate.

Notice that we restrict the parametersto a lambdaexpressionto be integers,andnot function or

predicateexpressions.Thereis no way in our logic to expressany form of iterationor recursion.

An integervariable� is saidto beboundin expression( whenit occursinsidea lambdaexpression

for which � is oneof the argumentvariables. We say that an expressionis well-formedwhenit

containsnounboundvariables.Thevaluedenotedby awell-formedexpressionis de�nedrelative to

aninterpretation
k

of thefunctionandpredicatesymbols.Interpretation
k

assignsto eachfunction

symbol of arity
ø

a function from
.

T

to
.

, and to eachpredicatesymbol of arity
ø

a function

from
.

T

to ”

šà›gœ�žK&

 ¢¡1£�¤

ž

– . Given an interpretation
k

of the functionandpredicatesymbolsanda

well-formedexpression( , wecande�ne thevaluationof ( under
k

, denoted
�

(

�*)

, accordingto its

syntacticstructure.Thevaluationof ( is eitheraBooleanvalue,aninteger, afunctionfrom integers

to Booleanvalues,or a function from integersto integers,accordingto whether ( is a Boolean

expression,anintegerexpression,apredicateexpression,or a functionexpression,respectively. We

omit thedetails.A well-formedformula ª is true underinterpretation
k

if
�

ª

�+)

is true. It is valid

whenit is trueunderall possibleinterpretations.

Notethatour logic is quanti�er-free. It is well-known thataddingquanti�ers to eventhesub-logic

of uninterpretedfunctionsandequalityresultsin undecidability[19,65].

Wenow show how thenewly addedlogicalconstructscanbeusedfor modelingarangeof hardware

andsoftwareconstructs.

7.1.1 UninterpretedFunction Symbols

Uninterpretedfunctionsandpredicatessatisfyno particularpropertyotherthanfunctionalconsis-

tency, viz., that they evaluateto thesamevalueon thesamearguments.Functionalconsistency is

formalizedin the theoryof uninterpretedfunctionsasthecongruenceaxiom. This axiomis stated

below for anarbitraryuninterpretedfunctionsymbol é of arity
ø

:

,

�

CƒC

&

�

C

q

&Z°Z°Z°�&

�

C

T

&

�]q

C

&

�Kqƒq

&Z°Z°Z°9&

�
q

T

™

:��

CƒC

�

�]q

C

rü�

C

q

�

�]qƒq“r

°Z°Z°

r �

C

T

�

�
q

T

;

�9æ

éã:��

CƒC

&

�

C

q

&Z°Z°Z°9&

�

C

T

;

�

éã:��]q

C

&

�Kqƒq

&Z°Z°Z°9&

�
q

T

;

(7.1)

Uninterpretedfunctionsandpredicatesareusedin hardwareveri�cation to abstractword-level val-

uesof dataand implementationdetailsof functionalblocks. Similarly, in softwareanalysis,op-

eratorsfor non-linearfunctionssuchasmultiplication anddivision canbe abstractedusingunin-

terpretedfunctions. In addition,uninterpretedfunctionsandpredicatesareparticularlyuseful in

modelingdataaccessfunctions,suchasarrayandmemoryoperations.
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Uninterpretedfunctionsareusefulwhencomparingtwo systemsfor behavioral equivalence,such

as a speci�cation and its implementation.This is becauseusing the samefunction symbol in a

symmetricway in thetwo systemsensuresthatit will returnthesamevalueswhenappliedto equal

arguments.For example,onesuccessfuluseof theUCLID systemis in theveri�cation of pipelined

microprocessordesigns, wherea pipelinedimplementationis comparedwith an instructionsetar-

chitecture(ISA) model [89]. Similarly, in software analysis,uninterpretedfunctions�nd usein

applicationssuchas translationvalidation [123], wheretwo programfragmentsarechecked for

behavioral equivalence.

7.1.2 Lambda Expressions

Lambdaexpressionsareextremelyusefulin modelingdatastructures.In thissection,wegiveafew

representative examples.Weusearecordnotationto representdatastructuresthatarecharacterized

by multipleexpressions.

Memories

Lambdanotationallows us to model the effect of a sequenceof readandwrite operationson a

memory(theselectandupdateoperationsonanarray).At any pointof systemoperation,amemory

is representedby afunctionexpression- denotingamappingfromaddressesto values(for anarray,

themappingis from indicesto values).Theinitial stateof thememoryis givenby anuninterpreted

function symbol �
� indicating an arbitrary memorystate. The effect of a write operationwith

integerexpressions
	

and . denotingtheaddressanddatavaluesyieldsa functionexpression-80 :

-

0

�

&	/

�0��1

°

ITE :

/

�2��1

�’	ÿ&

.

&

- :

/

�0��1%;ƒ;

Readingfrom array ¸ at address
	

is simply yieldsthefunctionapplicatioņ :

	

; .

Multi-dimensionalmemoriesor arraysareeasilyexpressedin exactly the sameway. Moreover,

lambdaexpressionscanexpressparallel-updateoperations,which expressthe resultof updating

multiple memorylocationsin a singlestep.This is particularlyrelevant for hardware,andcanalso

beusedin modelingconcurrentsoftware.For instance,to expresstheresultof resettingto zeroall

memorylocationsthathave negative values,wecanwrite

-

0

�

&	/

°

ITE :3- :

/

;

€
4p&14p&

- :

/

;ƒ;

Theability to modeltheselectandupdatearrayoperationsraisesa naturalquestionaboutwhether

the lambdanotationintroducedin this sectionis more(or less)expressive thanthe standardnon-

extensionaltheoryof arrays[34,110]. In fact,thesetwo theoriesareincomparable,for thefollowing

reasons:
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1. Thestandardtheoryof arrayscannotmodelparallel-updateoperations.As we have shown,

thesecanbeeasilyexpressedwith our lambdanotation.

2. Thestandardtheoryof arraysallows two arraysto becomparedfor equality. Formally, such

a comparisonbetweenarrays ¸

C

and ¸ q canbe written as
,

#

°

¸

C

:�#º;

�

¸>q{:�#º; . Sinceour

logic is quanti�er-free(with implicit universalquanti�cationon all symbolsat thetop level),

suchacomparisoncanonly bemadewhenit appearsin theformulaunderanevennumberof

negations,by applyingbotharraysto a freshsymbolthat is universallyquanti�ed at thetop

level.

Otherforms of memorycanbe modeledaswell usinglambdaexpressions.For example,we can

modela ContentAddressableMemory(CAM) thatstoresassociationsbetweenkeys anddata.We

representaCAM 4 atany point in thesystemoperationby two expressions:apredicateexpression

4

° 5

17698�6:��� suchthat 4

° 5

1�6:8�6����L:

ø

; is truefor any key
ø

that is storedin theCAM, anda function

expression4

°

�

/

�

/ , suchthat 4

°

�

/

�

/

:

ø

; yieldsthedataassociatedwith key
ø

, assumingthekey is

present.As aninitial statein invariantcheckingwecanrepresentaCAM 4 having anarbitrarystate

by letting 4

° 5

1�6:8�6:���

�

¹
� and 4

°

�<;����*6:���=8

�

�
� , where¹

� (respectively, �
� ) is an uninterpreted

predicate(resp.,function).

Insertioninto a CAM is expressedby theoperation>?�@8�6:1:�L:�4

&?A
&?B

; . This operationyieldsa new

CAM 4
0 where:

4

0

° 5

17698�6:���

�

&DC

6:E

°

C

6:E

�

�

w

4

° 5

1�6:8�6����L:

C

6�Ep;

4

0

°

�

/

�

/

�

&DC

6:E

°

ITE :

C

6:E

�

�

&

.

&

4

°

�

/

�

/

:

C

6:Ea;ƒ;

Ontheotherhand,theeffectof deletingtheentryassociatedwith key � is expressedby theopera-

tion
B

6:FG6��*6�:�4

&?A

; . This operationyieldsanew CAM 4�0 where

4

0

° 5

1�6:8�6����

�

&HC

6�E

°

¥

:

C

6:E

�

� ;3r%4

° 5

17698�6:���L:

C

6:E×;

4

0

°

�

/

�

/

�

4

°

�

/

�

/

Ordered Data Structures

Weshow how anordereddatastructure,suchasaqueue,canbemodeledusinglambdanotationand

lineararithmetic.

A queueof arbitrarylengthcanbemodeledasarecord I having componentsI

°

�?;����*6:���=8 , I

°KJ

6

/

� ,

and I

°

�

/

�
F . Conceptually, the contentsof the queueare representedassomesubsequenceof an

in�nite sequence,where I

°

�<;����*6:���=8 is a function expressionmappingan integer index # to the

valueof sequenceelement# . I

°KJ

6

/

� is anintegerexpressionindicatingtheindex of theheadof the

queue,i.e.,thepositionof theoldestelementin thequeue. I

°

�

/

�=F is anintegerexpressionindicating
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theindex atwhichto insertthenext element.In general,werequire I

°KJ

6

/

�˜<LI

°

�

/

�
F asaninvariant

property. M is modeledashaving anarbitrarystateby letting I

°

�?;����*6:���=8

�

�g� , I

°KJ

6

/

�

�ON

� , and

I

°

�

/

�=F

�

y �
, where � �

is anuninterpretedfunctionand
N

�
and y �

aresymbolicconstantssatisfying

theconstraint
N

� <}y � . This constraintis enforcedby includingit in theantecedentof theformula

whosevalidity we wish to check.

Theoperationtestingif thequeueis emptycanbeexpressedquitesimply as:

�
8�P'Q

5

�REK::I-;

�

::I

°KJ

6

/

�

�

I

°

�

/

�=FÝ;

Usingthisoperationwe cande�ne thefollowing threeoperationson thequeue:

1. ST;

5

::I-; : The pop operationon an non-emptyqueuereturnsa new queueMŽ0 with the �rst

elementremoved;this is modeledby incrementingthehead.

I

0

°KJ

6

/

�

�

ITE :U�
8�PVQ

5

�RE9::I-;

&

I

°KJ

6

/

�

&

I

°KJ

6

/

�ÿ5ä�X;

2. WX�=1<8:�L::I=; : This operationreturnstheelementat theheadof thequeue,providedthequeueis

non-empty. It is de�ned as I

°

�<;����*6:���=8�::I

°KJ

6

/

�]; .

3. S'YZ8

J

::I

&<[

; : Pushingdataitem
[

into I returnsanew queueM
0 where

I

0

°

�

/

�
F

�

I

°

�

/

�=F×5ä�

I

0

°

�<;����*6����=8

�

&

#

°

ITE :�#

�

I

°

�

/

�
F

&]\�&

I

°

�<;����*6����=8�:�#+;ƒ;

Assumingwe startin a statewhere
N

�
<Ry

� , I

°KJ

6

/

� will never begreaterthan I

°

�

/

�
F becauseof

theconditionsunderwhichwe incrementthehead.

Boundedlengthqueuescanbesimilarly expressed,with anadditionalconstraintin thecaseof the

pushoperationdisallowing a pushwhen the queueis full. In particular, to bounda queueto a

maximumlengthof
ø

(where
ø

is an integer, not a symbolicconstant),we addthe conditionfor

pushingthat I

°

�

/

�
F is incrementedonly when I

°

�

/

�=F

€

I

°KJ

6

/

�ÿ5

ø

.

Partially Inter pretedFunctions

We notedearlierthatnon-lineararithmeticoperationscanbe abstractedusinguninterpretedfunc-

tions.Lambdaexpressionsallow usto assignapartialinterpretationto suchoperations.

For instance,for integermultiplication,wecanexpressthepropertythattheconstant� is themulti-

plicative identityand
4

is theannihilator, by de�ning multiplicationasfollows:

Q^Y_F

�

&

#

&

$

°

ITE :�#

�’46w

$

�’4p&]4p&

ITE :�#

�

�

&

$

&

ITE :†$

�

�

&

#

&

Q^Y_FK�l:�#

&

$�;ƒ;ƒ;ƒ;
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Heretheuninterpretedfunction Q^Y_F"� is thedefault in casenoneof thespecialcasesarematched.

Theuseof suchpartially interpretedfunctionscanreducethe imprecisionthatabstractionof non-

linearoperatorsintroduces.

7.2 DecisionProcedure Extensions

Given a formula ªa`9bJð in the extendedlogic of UCLID, we decideits validity by performinga

satis�ability-preserving translationto a Booleanformula ª6µ�ïJïƒð in a singlestep,andtheninvoking a

SAT solver on ª¶µAïJïƒð . Thetranslationoperatesin threesteps:

1. All lambdaexpressionsareeliminated,resultingin a formula ªGñ
ïƒ»uò .

2. Functionandpredicateapplicationsof non-zeroarity areeliminatedto geta formula ª�¹ƒ»u¬½¼½¾ .

3. Formula ªo¹ƒ»u¬¿¼½¾ is in quanti�er-free Presburger arithmetic. We translateªG¹ƒ»u¬¿¼½¾ to an equi-

satis�ableBooleanformula ªˆµ�ï¢ï®ð usingthemethodsdescribedin Chapters3–6.

A brief descriptionof the �rst two stepsof translationfollows. Detailson eliminating function

applicationsareoutsidethescopeof this thesisandcanbefoundin earlierwork [2,29].

7.2.1 Elimination of Lambda Expressions

Recallthattheextendedlogic syntaxdoesnotpermitrecursionor iteration.Therefore,eachlambda

applicationin ªa`:b¢ð canbeexpandedby beta-substitution, i.e., by replacingeachargumentvariable

with thecorrespondingargumentterm.Denotetheresultingformulaby ªGñ
ïƒ»uò .

This stepcanresultin anexponentialblow-up in formulasize.Supposethatall expressionsin our

logic arerepresentedasdirectedacyclic graphs(DAGs) so asto sharecommonsub-expressions.

Then,the following exampleshows how we canget an exponential-sizedDAG representationof

ªcñ
ïƒ»uò startingfrom a linear-sizedDAG representationof ª�`9bJð .

Example 7.1 Let ªa`:b¢ð bede�ned recursively by thefollowing setof expressions:

ªX`9bJð

°

�

}?:Ým

C

:

(

;ƒ;

m

C

°

�

&

�

°

é

C

:Ým"q{:��|;

&

m“q{:
�

C

:��|;ƒ;ƒ;

m“q

°

�

&

�

°

é•q':Ým"v{:��|;

&

m“v{:
�'q{:��|;ƒ;ƒ;

...
...

m

!%è3C

°

�

&

�

°

é

!�è3C

:Ým

!

:��|;

&

m

!

:
�

!%è3C

:��3;ƒ;ƒ;

m

!

°

�

�

!
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Notice that therepresentationof ªV`9bJð is linear in � . Supposewe performbeta-substitutionon m

C

.

The sub-expressionm

C

:

(

; getstransformedto é

C

:Ým q :

(

;

&

m q :
�

C

:

(

;ƒ;ƒ; . Next, if we expand m q , we

getfour applicationsof m¶v , viz., m"v{:

(

;

&

m“v{:
�

C

:

(

;ƒ;

&

m"v%:
�'q{:

(

;ƒ;

&®�

�9Ö%m"v%:
�'q{:
�

C

:

(

;ƒ;ƒ; . Noticethatthere

wereoriginally only two applicationsof mˆv .

Continuingtheeliminationprocess,after
ø

2

� eliminationsteps,we will get
²

T

è3C distinctappli-

cationsof m

T

. This canbe formalizedby observingthat after
ø

2

� stepseachargumentto m

T

is comprisedof applicationsof functionsfrom a distinct subsetof c?:J”��

C

&

�'q

&Z°Z°Z°Ÿ&

�

T

è3C

–g; . Thus,

afterall lambdaeliminationsteps,ª¶ñ ïƒ»uò will contain
²

!%è3C distinctapplicationsof �

!

, andhenceis

exponentialin thesizeof ªd`9bJð . _

In practice,however, we have never encounteredthis exponentialblow-up. This is becausethe

recursive structurein mostlambdaexpressions,includingthosefor memoryoperations,tendsto be

linear. For example,hereis thelambdaexpressioncorrespondingto theresultof thememorywrite

operation:
&	/

�0��1

°

ITE :

/

�0��1

�’	ÿ&

.

&

-8:

/

�2��1%;ƒ;

Noticethatthe“recursive” useof - occursonly in oneof thebranchesof theITE expression.

7.2.2 Elimination of Function and PredicateApplications

Thesecondstepin thetransformationto a Booleanformulais to eliminateapplicationsof function

andpredicatesymbolsof non-zeroarity. Theseapplicationsare replacedby symbolicconstants

(integer or Boolean,asthecasemay be),but only afterencodingenoughinformationto maintain

functionalconsistency.

Therearetwo differenttechniquesof eliminatingfunction(andpredicate)applications.The�rst is

aclassicmethoddueto Ackermann[2] thatinvolvescreatingsuf�cient instancesof thecongruence

axiom(asstatedin Equation7.1).Thesecondis a recenttechniqueintroducedby Bryantetal. [29]

thatexploits thepolarityof equationsandis basedon theuseof ITE expressions.Webrie�y review

eachof thesemethods.

Ackermann'smethod

We illustrateAckermann's methodusinganexample.

Supposethatfunctionsymbol é hasthreeoccurrences:éã:

�

C

; , éã:

�

qL; , and éã:

�

vZ; . First,wegenerate

threefreshsymbolicconstantse7f

C

, e�f

q

, and e7f

v

to replaceall instancesof theseapplicationsin

ª
ñ

ïƒ»uò .
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Then,thefollowing setof functionalconsistency constraintsfor é is generated:

�

C

�Œ�

q

�Ÿæ

e�f

C

�

e�f

q

�

C

�Œ�

v

�Ÿæ

e�f

C

�

e�f

v

�

q

�Œ�

v

�Ÿæ

e�f

q

�

e�f

v

In asimilarfashion,functionalconsistency constraintsaregeneratedfor eachfunctionandpredicate

symbol in ª“ñ ïƒ»uò . Denotethe conjunctionof all theseconstraintsby ª bÝï ñ?g . Then, ª"¹ƒ»u¬½¼½¾ is the

formula ª bÝï ñ?g

�9æ

ªcñ ïƒ»uò .

Bryant et al.'s method

The functioneliminationmethodproposedby Bryant et al. exploits a propertyof functionappli-

cationscalledpositiveequality. The generalideais to determinethe polarity of eachequationin

theformula,i.e.,whetherit appearsunderaneven(positive) or odd(negative) numberof negations.

Applicationsof uninterpretedfunctionscanthenbeclassi�edaseitherp-functionapplications,i.e.,

usedonly underpositive equalities,or g-functionapplications,i.e., generalfunction applications

thatappearunderotherequalitiesor underinequalities.Thep-functionapplicationscanbeencoded

in propositionallogic with fewer Booleanvariablesthanthe g-functionapplications,thusgreatly

simplifying theresultingSAT problem.Weomit thedetails.

In order to exploit positive equality, Bryant et al. eliminatefunction applicationsusinga nested

seriesof ITE expressions.As an example, if function symbol é hasthreeoccurrences:éã:

�

C

; ,

éã:

�

qX; , and éã:

�

vL; , thenwe would generatethreenew symbolicconstantse7f

C

, e�f

q

, and e7f

v

. We

would thenreplaceall instancesof éã:

�

C

; by e7f

C

, all instancesof éã:

�

qL; by ITE :

�

q

�/�

C

&

e�f

C

&

e�f

q

; ,

andall instancesof éã:

�

vL; by ITE :

�

v

�7�

C

&

e�f

C

&

ITE :

�

v

�7�

q

&

e�f

q

&

e�f

v

;ƒ; . It is easyto seethatthis

preservesfunctionalconsistency.

Predicateapplicationscanbe removed by a similar process.In eliminatingapplicationsof some

predicate¹ , we introducesymbolicBooleanconstantse

5

C

&

e

5

q

&Z°Z°Z°

.

Functionandpredicateapplicationsin theresultingformula ª6¹ƒ»u¬¿¼½¾ areall of zeroarity.

7.2.3 Summary

Weconcludethissectionwith observationsontheworst-caseblow-up in formulasizein goingfrom

thestartingformula ªVb¢ð ` to thequanti�er-free Presburger formula ªŠ¹ƒ»u¬¿¼½¾ . The lambdaelimination

stepcanresultin a worst-caseexponentialblow-up. In goingfrom thelambda-freeformula ª
ñ

ï®»uò

to ª"¹ƒ»u¬¿¼½¾ , theworst-caseblow-up is only quadratic.Thus,if theresultof lambdaexpansionis linear

in thesizeof ªdbJð ` , asis typically thecase,ª¶¹®»u¬¿¼½¾ is at mostquadraticin thesizeof ª'b¢ð ` .
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7.3 Veri�cation Techniquesin UCLID

UCLID is a tool for specifyingandverifying systemsmodeledin the extendedlogic describedin

this chapter. The UCLID systemhasbeenpublicly availableon the Web [156] sinceMay 2001.

It hasbeenappliedto a rangeof systems,including out-of-order, pipelined,microprocessorde-

signs[89,90,95], a complex load-storeunit of an industrial microprocessor, a cachecoherence

protocol[61], andanalyzingsoftwarefor securityvulnerabilities[58]. The last applicationis the

subjectof Section7.4.

SpecifyingIn�nite-State Systemsin UCLID

TheUCLID speci�cationlanguagecanbeusedto specifyan in�nite-state system.Thestatevari-

ablescaneitherhave oneof threeprimitive types— Boolean,enumerated,andinteger — or are

functionsof integerargumentsthatevaluateto oneof theseprimitive types.Theinitial (reset)state

of eachstatevariableis describedby an expressionin the extendedlogic. The transitionrelation

is speci�ed by assigningan expressionfor computingthe valueof a variablein state# , given the

valuesof variablesin states#

2

� and # . Speci�cally, thenext stateof astatevariableis speci�edas

anexpressionin theextendedlogic in whichreferencesto thevaluesof statevariablesin thecurrent

andnext statecanappearin placeof symbolicconstants.Detailson thespeci�cationlanguageand

UCLID usagearegiven in AppendixA; we only mentionherethat the languagewasinspiredby

andis similar to thatof theCMU versionof theSMV modelchecker [42,98].

It is alsoworth mentioningonenotablefeatureabouttheinternalencodingof enumeratedtypesin

UCLID. An enumeratedtype ( of
ø

valuesis encodedasanintegersequence”`‰Zh

&

‰ih65˜�

&Z°Z°Z°Ÿ&

‰ihG5

ø

2

�g– , wherea differentsymbolicconstant‰�h is usedfor eachtype ( . The typechecker in the

UCLID front-endenforcestherestrictionthatvariablesof anenumeratedtypecanonly becompared

for equalityagainstothervariablesof thesameenumeratedtype. Thus,eachenumeratedtypegen-

eratesa uniquesingletonvariableclass”`‰�ho– . If thesmall-domainencodingis used,‰�h is encoded

with a constantbit encoding.On the otherhand,if the DIRECT encodingis used,eachequation

correspondingto anenumeratedtypegetsreducedto either
šX›•œ�ž

or  ¢¡1£�¤

ž

afterITE expressionsare

eliminated.

Veri�cation Techniques

Figure7.2shows how theUCLID veri�cation systemis structured.TheUCLID veri�cation engine

comprisestwo maincomponents:

1. A symbolicsimulatorthat canbe con�gured by the userfor differentkinds of veri�cation

tasks.



7.3. VERIFICATION TECHNIQUESIN UCLID 101

Symbolic Simulator

Decision Procedure
UCLID
SPECIFICATION

Package
BDD

Checker
SAT

Front

End

Back

End
VALID
 or

COUNTEREXAMPLE

.ucl

UCLID

Figure7.2: Structureof the UCLID system

2. A decisionprocedurefor theextendedlogic describedin thischapter.

In addition,thereis afront-endthatincludesatypechecker, andaback-endthattranslatestheresult

of the decisionprocedureinto an outputeitherstatingthat the systemsatis�es the propertybeing

veri�ed, or giving a counterexamplecomprisinga sequenceof statesshowing how thepropertyis

violated.

Thefollowing veri�cation methodsaresupported:1

1. Boundedmodelchecking: Thesystemis symbolicallysimulatedfor a �x ednumberof steps,

speci�ed by the user, startingfrom a resetstate. At eachstep, the decisionprocedureis

invoked to checkthevalidity of a safetyproperty. If thepropertyfails, UCLID generatesa

counterexampletracefrom theresetstate.

2. Inductiveinvariant checking: Thesystemis initialized in a mostgeneralstatesatisfyingthe

invariantto beproved. It is symbolicallysimulatedfor onestep,andtheinvariantis checked

on theresultingstateby thedecisionprocedure.

3. Proving commutativediagrams: In this method,we attemptto show thata speci�cationma-

chinesimulatesan implementationmachine. This includesthe methodof correspondence

checking for superscalarprocessors,suchasin thestyleof BurchandDill [34]. UCLID al-

lows the userto set the valuesof certaindesignatedstatevariablesat differentstepsof the

symbolicsimulation.For example,in verifying pipelinedprocessors,this allows theuserto

specifythestepsat which thepipelinemustbe�ushed.

UCLID' sdecisionprocedurecancheckthesatis�ability of theBooleanformula ¥

ª�µAïJïƒð usingeither

a BDD packageor a SAT solver. We have foundSAT solversto outperformBDDs in all practical
1We only describethe methodssupportedby the baseversionof UCLID. ShuvenduLahiri hasbuilt a predicate

abstraction-basedveri�er [91] on top of UCLID, but describingthat tool is outsidethe scopeof this thesis. We only

mentionthattheBooleanencodingmethodsdescribedin Chapters3–7canbeusedwith Lahiri'swork aswell.
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applicationsexploredthusfar; however, we have alsoencounteredarti�cially generatedexamples

on whichBDDsoutperformSAT.

A very useful featureof UCLID is its ability to generatecounterexample traces,like a model

checker. A counterexample to a formula ª'`9bJð in UCLID' s logic is a partial interpretation
k

to

the function andpredicatesymbolsin the formula, which is generatedfrom a satisfyingassign-

mentto ¥

ªoµ�ï¢ï®ð . If thesystemhasbeensymbolicallysimulatedfor
ø

steps,thenthe interpretation
k

generatedabove canbe appliedto the expressionsat eachstep,therebyresultingin a complete

counterexampletracefor
ø

steps.

Unboundedmodelcheckingof in�nite-state systemsthat canbe modeledin UCLID is undecid-

able[31].

7.4 CaseStudy: Finding Format-String Exploits

Format-stringvulnerabilities[76,113] area dangerousclassof securitybugsthatallow anattacker

to executearbitrarycodeon the victim machine.printf is a variable-argumentC function that

treatsits �rst argumentas a format-string.2 A format-stringcontainsconversion speci�cations,

whichareinstructionsthatspecifythetypesthatthiscall onprintf expectsfor its arguments,and

instructionson how to formattheoutput.For instance,theconversionspeci�cation"%s" instructs

printf to look for apointerto achar valueasits next argument,andprint thevalueat thatloca-

tion asa string. Whenarg doesnot containconversionspeci�ers,thestatementsprintf ("%s" ,

arg ) andprintf (arg ) havethesameeffect. However, if printf (arg ) is usedin anapplication,

andausercancontrolthevaluepassedto arg , thentheapplicationmaybesusceptibleto a format-

stringvulnerability. A possible�x for suchvulnerabilitiesis to doasource-to-sourcetransformation

that replacesall occurrencesof printf (arg ) with printf ("%s", arg ), but this may not al-

waysbepossible,for instancewhenthesourcecodeof theapplicationis notavailable,or whenthe

applicationgeneratesformat-stringsdynamically.

Shankaret al. [140] have built a tool, Percent-S,to analyzesourcecodeand identify “tainted”

format-stringsthatcanbecontrolledby anattacker. Potentiallyvulnerableprintf locationscan

alsobe identi�ed in binaryexecutables[76]. However, theaforementionedtechniquesdo not pro-

duceformat-stringexploits, i.e.,stringsthatexploit thevulnerabilitiesthey identify.

We presenta novel way to analyzeandunderstandprintf -family format-stringvulnerabilities.

The format-stringcanbe viewed asa sequenceof commandsthat instructsprintf to look for

differenttypesof argumentson theapplication's runtimestack. We have usedUCLID to analyze

potentiallyvulnerablecall sitesto printf anddetermineif anexploit is possible.If anexploit is
2While we restrictour discussionto printf , the conceptsdiscussedapply to otherprintf -family functionsas

well, e.g.,syslog , sprintf .
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possible,UCLID producesa format-stringthat demonstratesthe exploit. Our techniquedoesnot

requirethesourcecodeof theapplicationandcananalyzepotentiallyvulnerableprintf locations

from binary executables.We have also usedUCLID in conjunctionwith Percent-Sto generate

format-stringsthat exploit the vulnerabilitiesidenti�ed (seeSection7.4.3). Our discussionand

implementationmake the following platform-speci�cassumptions,althoughthe techniqueapplies

to otherplatformsaswell:

1. Wework with thex86 architecture.In particular, theruntimestackof anapplicationgrows from

higheraddressesto lower addresses,andthemachineis assumedto belittle-endian.

2. The argumentsto a function areplacedon the stackfrom right to left. A call to foo (arg
C

,

arg q ) �rst placesarg q on thestack,followedby arg
C

. This is a popularC calling convention

implementedby severalcompilers.

3. Weanalyzeprintf from theglibc-2.3 library.

7.4.1 Background

This sectionreviews theworkingof printf anddescribeshow anattacker canreadfrom or write

to anarbitrarylocation.

Understandingprintf

Considerthecodefragmentshown in Figure7.3.Procedurefoo acceptsuserinput,whichis copied

(1) int foo (char *usrinp) {

(2) char fmt[LEN];

(3) int a, b;

(4) strncpy(fmt, usrinp, LEN - 1);

(5) fmt[LEN - 1] = '\0';

(6) printf(fmt);

(7) }

Figure7.3: A procedure with a vulnerable call to printf

into thelocal variablefmt , a local arrayof LENcharacters.printf is thencalledwith fmt asits

argument.Becausethe �rst argumentto printf canbecontrolledby theuser, this programcan

potentiallybeexploited.Whenprintf is calledon line (6), theargumentspassedto printf are

placedon thestack,the returnaddressandframepointeraresaved,andspaceis allocatedfor the

localvariablesof printf , asshown in Figure7.4(A). In thiscase,printf is calledwith apointer
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to fmt , which is a local characterbuffer in foo . Thispointeris shown asthedarkly shadedregion

in Figure7.4(A).
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Figure7.4: Runtime executionstack for the program in Figure 7.3

As mentionedearlier, printf assignsspecialmeaningto the�rst argumentpassedto it, andtreats

it asa format-string.Any otherargumentspassedto printf appearat higheraddressesthanthe

format-stringon the runtimestack. In our case,only fmt waspassedasan argument,andhence

thereareno otherargumentson theruntimestack.

Theprintf implementationinternallymaintainstwo pointersto thestack;we will refer to these

pointersasFMTPTR andARGPTR. Thepurposeof FMTPTR is to trackthecurrentformattingchar-

acterbeingscannedfrom theformat-string,while ARGPTR keepstrackof thelocationon thestack

from whereto readthenext argument.Beforeprintf begins to readany arguments,FMTPTR is

positionedat thebeginningof theformat-stringandARGPTR is positionedjust after thepointerto

theformat-stringfmt , asshown in Figure7.4(A).

Whenprintf beginsto execute,it movesFMTPTR alongformat-stringfmt . Advancingapointer

makesit move towardshigheraddressesin memory, henceFMTPTR movesin thedirectionopposite

to which thestackgrows. printf canbein oneof two “modes”. In printing mode,it readsbytes

off theformat-stringandprintsthem.In argument-capture mode,it readsargumentsfrom thestack



7.4. CASESTUDY: FINDING FORMAT-STRINGEXPLOITS 105

from the locationpointedto by ARGPTR. The typeof theargument,andthusthenumberof bytes

by which ARGPTR hasto be advancedasit readsthe argument,is determinedby the contentsof

the locationpointedto by FMTPTR. As FMTPTR andARGPTR move towardhigheraddresses,they

reachintermediatecon�gurations,asshown in Figure7.4(B).Note that ARGPTR advancesonly if

thecontentsof fmt causesprintf to enterargument-capturemodeat leastonce.

To take a concreteexample,supposethat fmt is "Hi%d" whenprintf is calledin Figure7.3.

printf startsoff in printing mode,andadvancesFMTPTR, printing Hi to stdout asa result.

WhenFMTPTR encountersthe byte "%" , it entersargument-capturemode. WhenFMTPTR is ad-

vanced,it pointsto the byte "d" – which instructsprintf to readfour bytesfrom the location

pointedto by ARGPTR andprint theresultingvalueto theterminalasaninteger. Thisalsoresultsin

ARGPTR beingadvancedby four bytes,thesizeof aninteger. Notethatno integerargumentswere

explicitly passedto printf in Figure7.3,henceinsteadof readinga legitimateintegervalueoff

thestack,in this caseARGPTR readsthevaluesof local variablesin thestackframeof foo . As a

result,it is possibleto readthecontentsof thestack,which maypossiblycontainvaluesof interest

to anattacker, suchasreturnaddresses.

Format-String Exploits

Thekey observationin understandingformat-stringexploits is thateachbytein theformat-stringis

aninstructionto printf to move FMTPTR andARGPTR by anappropriateamount,andto interpret

theargumentspassedto it. In the format-stringexploits discussedherein,thegoalof theattacker

is to control thecontentsof theformat-stringin sucha way thatARGPTR advancesalongthestack

until it enterstheformat-stringitself. By doingso, theattacker cancontrol theargumentsreadby

printf aswell ashow thoseargumentsareinterpreted.

Eachcall to printf is characterizedby two parameters,namelythevaluesDIS andLEN shown

in Figure7.4.Theformat-stringvulnerabilitiesweconsideroccurwhentheformat-stringis abuffer

on theruntimestack.LEN denotesthe lengthof this buffer. DIS denotesthenumberof bytesthat

separatethe pointer to the format-stringfrom the format-stringitself. Figure7.4 shows a simple

scenariowherethestackframecontainingtheformat-stringandthestackframeof printf aread-

jacent.In general,they canbeseparatedby stackframesof severalintermediatefunctions,resulting

in largervaluesof DIS. Fromtheattacker's viewpoint, ARGPTR hasto move by at leastDIS bytes

by thetime FMTPTR movesLEN
2

� bytes.

Therearetwo mainkindsof format-stringexploits:

1. Read exploits: One of the ways an attacker canprint the contentsof memoryat address
�

x

�

v

�

q

�

C

, where
�

x is themost-signi�cantbyte,is to constructa format-stringthatsatis�es

thefollowing property:Theformat-stringmustmove FMTPTR andARGPTR suchthatwhen
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printf is in printingmodeandFMTPTR pointsto thebeginningof a"%s" , ARGPTR points

to the beginning of a sequenceof four byteswhosevalueasa pointer is
�

x

�

v

�

q

�

C

. Then,

whenprintf readsthe"%s" , it interpretstheargumentat ARGPTR asa pointerandprints

thecontentsof thememorylocationspeci�edby thepointerasa string,which would let the

attacker achieve hisgoal.

2. Write exploits: Anotherkind of format-stringexploit allows anattacker to write a valueof

his choiceat a location in memorychosenby him. To do so, he makes useof the "%n"

featureprovidedby printf . Whenprintf is in printing modeandencountersa "%n" in

theformat-string,it readsanargumentoff thestack,which it interpretsto bea pointerto an

integer. It thenwrites to this locationthenumberof bytesthathave beenoutputby this call

on printf . As thewrite locationis of theattacker's choice,it couldbe thereturnaddress

of printf , for example,makingprintf returnto anattackscriptinsteadof thefunctionit

wascalledfrom.

Note that the valuesof the addressbytes
�

C

&®�

q

&®�

v

&®�

x mustbe non-zero,becausea zerovalueis

interpretedas ` • 0' , and terminatesthe format-string. For easeof explanation,we imposethe

additionalrestrictionthat
�p�

÷

�

"%" , for #

,

”%�

&)²U&)îU&

´p– . If
�U�Ÿ�

"%" , theaddresscancontain(parts

of) aconversionspeci�er. However, UCLID canalsodiscover exploitswheretheaddress
�

x

�

v

�

q

�

C

contains"%" .

7.4.2 Formal Speci�cation

Themaininsightin deriving aformalmodelof theproblemis to view printf asthesystembeing

subvertedandtheformat-stringastheinput to printf thatis undertheattacker's control.Wewill

show in thissectionhow printf canbemodeledasanin�nite-statesystemandhow thetwo kinds

of exploits describedin Section7.4.1canbeformalizedasviolationsof safetyproperties.

Formal Model of printf

We canmodelprintf asan in�nite-statesystemexpressiblein UCLID with the following three

components:

1. State Variables: The setof statevariabless is simply the setof local variablesin the im-

plementationof printf that capturesthe currentstate. We identi�ed
²

´ local variables

(or “�ags”) with integerandBooleanvalues3 by examiningthesourcecodeandmanualsof
3In the actualimplementationof printf , the �ags areC integer andpointerdatatypes,i.e., �nite-precision bit-

vectors.In our model,�ags thatjust take two values,Ë and « , arede�ned asBooleanvariables,while therestaretreated
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printf . While our implementationconsidersall these�ags, for easeof explanationwe re-

strict ourselvesto describingjust four �ags: FMTPTR, ARGPTR, DONE, and IS LONGLONG.

FMTPTR andARGPTR arepointerswhosefunctionalitywasdiscussedearlier. We shall treat

theseas integer values. DONE is an integer that countsthe numberof bytesprinted, and

IS LONGLONG is a Booleanvariablethatdetermineswhethertheargumenton thestackis a

long long valueor not (a long long int is Á bytesin length).In additionto thelocal

variablesin printf , s alsoincludesavariableMODE thatmodelstheprogramcounter.

In additionto thestatevariablesmentionedabove,weneededtomodeltheruntimestack.This

wasmodeledusinganuninterpretedfunction 8:�

/

�

C justasillustratedfor modelingmemories

in Section7.1.2.

2. Initial State: The initial stateof printf is determinedby the initial valuesof the �ags in

s . We assumethat all addressingis relative to the initial locationof ARGPTR. Thus, the

assignmentof initial valuesto the four �ags discussedhereare as follows: ARGPTR =
4

,

FMTPTR = DIS, DONE =
4

, andIS LONGLONG = FALSE.

3. Transition Relation: As describedearlier, eachbytein theformat-stringis interpretedasan

instructionto printf . Thus,thenext stateof eachstatevariableis a functionof thecurrent

andnext stateof othervariablesaswell ascurrentbyte at the stacklocationpointedto by

FMTPTR. For eachvariable,thenext statefunctioninvolvesseveralcases,far toomany to be

listedhere.We will thereforejust illustratehow oneof the
²'Ä

� possiblevaluesof thecurrent

entryin theformat-stringbuffer affectsthenext statevaluesof thefour variableshighlighted

here.

Considerthe effect of readingthe character̀ %' . If printf is in printing mode(deter-

minedby thevalueof MODE), FMTPTR is incremented,andprintf entersargument-capture

mode. If printf is in argument-capturemode,thenFMTPTR andDONE areincremented,

andprintf entersprinting mode(correspondsto printing a "%" to stdout ). Formally,

[(MODE = printing)
�

(FMTPTR 0 = FMTPTR + 1) r (MODE0 = argument-capture)]r [(MODE

= argument-capture)
�

(FMTPTR 0 = FMTPTR + 1) r (DONE0 = DONE + 1) r (MODE0 = print-

ing)], where,following customarynotation,primedvariablesdenotenext-statevaluesof the

correspondingvariables.

Themodelof printf describedabovewasmanuallyextractedfrom theglibc-2.3 sourcecode.

All arithmeticoperationsperformedby printf areexpressibleaslineararithmeticoperators.

as(unbounded)integers. While this approachachievesef�ciency by raisingthe level of abstraction,it doesnot model

integerover�ow, andmayleadto imprecision.
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SafetyProperty Formulation

Eachkind of format-stringexploit is formalizedusinga predicatewe shall denoteby Bad. This

predicateis a formulaon theelementsof s in UCLID' s logic; viz., it involvesquanti�er-freePres-

burgerarithmetic,uninterpretedfunctions,andthetheoryof memories.

Figure7.5shows thevaluesof thepredicateBad for theread-exploit andwrite-exploit describedin

Section7.4.1.

(A) Bad for ReadExploit (B) Bad for Write Exploit
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Figure7.5: The predicateBad usedfor readand write exploits. We usethenotation* PTR asa

short-formfor 89�

/

�

C (PTR).

Notethefollowing two pointsabouttheentriesin Figure7.5:

1. The little-endiannessof the machineis re�ected in the formulationof Bad: bytesarearranged

from most-signi�cant to least-signi�cantas addressesdecrease;for example,
�

C

appearsat a

lower addressthan
�

x .

2. Symbolicvaluesof differentstacklocations,suchasthoseat FMTPTR andARGPTR, appearin

Bad, andshow theneedto trackstackcontentsprecisely.

Veri�cation Method

Wechoseto usetheboundedmodelcheckingcapabilitiesof UCLID, checkingateachstepwhether

thepredicateBad is satis�ed. If so,thecounterexamplegeneratedby UCLID is directly translated

to a format-stringthat demonstratesthe exploit. At eachcall-site to printf , we only needto
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examineformat-stringsof lengthlessthanor equalto LEN
2

� (we excludetheterminating` •

4

' ).

Hence,a boundof LEN
2

� suf�ces to make boundedmodelcheckingcompleteat that call-site;

i.e.,aprintf locationdeemedsafeusingour tool with theboundLEN
2

� will indeedbesafewith

respectto classof exploitsbeingchecked.

7.4.3 Results

Given theUCLID modelfor printf constructedasdescribedin Section7.4.2andthepredicate

Bad for a family of exploits, the only remainingdetailsare the valuesof DIS and LEN. Note

that thesevaluesarethe only detailsthat arespeci�c to the softwarebeinganalyzed.The values

of DIS and LEN for eachprintf call are obtainedby disassemblingthe binary executableof

the applicationthat calls printf , andexaminingthe call graphandthe sizesof stackframesof

relevantfunctions.

In thissection,wedescribetheresultsobtainedby analyzingtheUCLID modelfor arangeof values

of DIS andLEN, bothfor toy modelsandfor realsoftwarepackages.

Analysis for a rangeof valuesof DIS and LEN

Figure7.6 shows someexamplesof read-exploits producedby the tool for variousvaluesof DIS

andLEN. For instance,line (3) shows thattheformat-string"
�

C

�

q

�

v

�

x %d%s"canbeusedto read

the contentsof memoryat
�

x

�

v

�

q

�

C

whenDIS andLEN are4 and16, respectively. The exploit

proceedsasfollows: initially FMTPTR pointsto the format-string,and ARGPTR is 4 smallerthan

FMTPTR. printf startsexecutionin printing mode;it advancesFMTPTR andprints thebytes
�

C

,
�

q ,
�

v , and
�

x to stdout . Whenprintf readsthe`%' , it advancesFMTPTR by oneandenters

argument-capturemode.Whenit reads̀ d' , it advancesFMTPTR by one,readsaninteger(4 bytes)

from the locationpointedto by ARGPTR, prints this integer to stdout , and returnsto printing

mode.As aresultARGPTR pointsto thebeginningof theformat-string,andFMTPTR is positionedat

thebeginningof thesequence"%s" . Whenprintf processesthe"%s" , thecontentsof memory

at location
�

x

�

v

�

q

�

C

areprintedto stdout .

Wemake a few moreobservationson theentriesin Figure7.6:

1. In line (2), the tool is ableto infer thatanexploit is not possible.Intuitively, this is becausethe

format-stringis toosmallto containasequenceof commandsthatcarryout theexploit.

2. Lines(3) and(4) presenttwo format-stringsfor thesameparameters.We achieved this by �rst

observingcase(3), and running the tool again,appendinga suitableterm to Bad to exclude

case(3). This techniquecanbeiteratedto infer asmany variantsof thisexploit asdesired.

Figure7.6alsogivesexamplesof write-exploits, wheretheinteger
²'î

´ is to bewritten to memory
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Sl.no. DIS LEN Readexploit Write exploit

Exploit stringdiscovered Time (sec.) Exploit stringdiscovered Time(sec.)

(1) 0 7 " t

ë

t

ì

t

�

tiu %s" 0.2 No exploit possible. 0.3

(2) 4 7 No exploit possible. 0.3 No exploit possible. 0.3

(3) 4 16 " t

ë

t

ì

t

�

tiu %d%s" 0.4 "%234Lg%nt

ë

t

ì

t

�

tiu " 4.8

(4) 4 16 "%Lx%ld%s t

ë

t

ì

t

�

tiu " 1.0 " t

ë

t

ì

t

�

tiu %%%229X%n" 13.1

(5) 8 16 " t

ë

t

ì

t

�

t u %Lx%s" 0.9 " t

ë

t

ì

t

�

t u %230g%n" 22.2

(6) 16 16 "%Lg%Lg%st

ë

t

ì

t

�

t u " 1.1 " t

ë

t

ì

t

�

t u %137g%93g%n" 106.5

(7) 20 20 " t

ë

t

ì

t

�

t u %Lg%g%s" 5.3 " t

ë

t

ì

t

�

t u %210Lg%20g%n" 148.7

(8) 24 20 " t

ë

t

ì

t

�

t u %Lg%Lg%s" 2.1 " t

ë

t

ì

t

�

t u %61Lg%169Lg%n" 204.2

(9) 32 24 " t

ë

t

ì

t

�

t u %g%Lg%Lg%s" 13.5 " t

ë

t

ì

t

�

t u %78Lg%80g%72Lg%n" 343.5

Figure7.6: Someformat-string exploitsgeneratedby UCLID. For thewrite exploit, wechoseto

write theinteger
²'î

´ to thememorylocationwith aspeci�c address
�

x

�

v

�

q

�

C

.

address
�

x

�

v

�

q

�

C

. Considerline (5) for instance;for thevaluesÁ and �™� for DIS andLEN, respec-

tively, thetool inferredthe format-string"
�

C

�

q

�

v

�

x %230g%n". Whenprintf startsexecution,

it is in printingmode,andARGPTR is 8 bytesbelow FMTPTR onthestack.As FMTPTR movesalong

theformat-string,
�

C

,
�

q ,
�

v , and
�

x (4 bytes)areprintedto stdout , thusincrementingDONE by

4. The next byte "%" incrementsFMTPTR by 1 byte andforcesprintf into argument-capture

mode.Thenext 3 bytes,`2' , `3' and`0' aretreatedasa width parameter, andprintf stores

the value
²'î•4

in an internal �ag WIDTH (part of s for printf ). Whenprintf processesthe

next byte,`g' , it advancesARGPTR by 8 bytes,readsa double valuefrom thestack,prints this

value(appropriatelyformatted)to stdout , incrementsDONE by thevalueof WIDTH, andreturns

to printing mode. At this point, ARGPTR pointsto the beginningof the format-string,whose�rst

four bytescontain
�

C

�

q

�

v

�

x , DONE is
²'î

´ , and FMTPTR pointsto the beginning of the sequence

"%n" . Whenprintf processes"%n" , thevalueof DONE is written to
�

x

�

v

�

q

�

C

, completingthe

exploit.

The executiontimes shown in Figure 7.6 were obtainedon a machinewith an Intel Pentium-4

processorrunningat 2GHz,with 1GB of RAM, runningRedhatLinux-7.2. For theseexperiments,

UCLID usedtheSiegeSAT solver [142]. All runscompletedwithin a few minutes.As a general

trend,the time taken increasesasLEN increases,althoughnot monotonically. The reasonis that

for largervaluesof LEN, it is necessaryto run theboundedmodelchecker UCLID for moresteps,

leadingtoalargerformulafor it tocheck;thelargestformulaswereBooleancombinationsof several

thousandlinearconstraintsoveraboutahundredintegervariables.Notealsothatthetime takenfor

�nding readexploits is muchlower thanthat for �nding write exploits. This is because�nding a

write exploit involvessolvinga moreconstrainedproblemthanfor thereadexploit: In additionto

�nding asequenceof conversionspeci�cationsthatmovesARGPTR into theformat-string,oneneeds

to �nd associatedwidth valuesthataddup to thedesiredvalue(
²'î

´ in Figure7.6). Furthermore,
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thelengthof thissequencecanbeatmostLEN
2

� (of course,thisholdsfor readexploitsaswell).

Optimizations

In our model of printf , each byte in the format-stringrequiresone stepof execution. As an

optimizationwe canaugmentthemodelsothatmorethanonecharacteris processedat a time. For

example,wecouldaugmentthemodelsothatthegroupof threecharacters"%Lg" movesFMTPTR

by 3 bytes,ARGPTR by 12 bytes,andreadsa long double value.Similarly, aggregatedgroups

of characterscanincludeconservative width speci�ers;4 e.g.,"%60Lg" incrementsDONE by �

4

in

additionto changingtheother�ags asdescribedabove. Augmentingthemodelin thiswaydoesnot

affect soundnessbecausewe retainall previously modeledbehavior. Thus,all the format-strings

thatUCLID couldpreviously generatecanstill begenerated.It is anoptimizationbecauselonger

stringscanpotentiallybefoundwith fewer iterationsof boundedmodelchecking.

Comparisonwith existing tools

To demonstratetheeffectivenessof our tool, we comparedit with Percent-S[140], a tool thatan-

alyzessourcecodeusingtype-quali�ers[57] to identify “tainted” (i.e., user-controlled)inputsthat

could potentiallybe usedas format-strings.We reporton two experimentshere: the �rst show-

ing how we canreducethe falsealarmrate,andthe secondshowing how we cancon�rm a true

vulnerabilityby generatinganexploit.

Considertheprogramin Figure7.3. Whencompiledon our machine,thevalueof DIS is 28 bytes.

Irrespective of the valueof LEN, the sizeof the buffer fmt , Percent-Sreportsthat the printf

statementon line (6) is exploitable.Clearly, smallvaluesof LEN precludethepossibilityof attack.

As a result, Percent-Sproducesfalsealarms,becauseit doesnot accountfor the valuesof the

parametersDIS andLEN.

Ontheotherhand,usingourmodelof printf , wewereableto infer thataread-exploit (similar to

theonereportedearlier)is notpossibleunlessLEN is at least �

Ä

bytes,andawrite-exploit (to write

theinteger
²'î

´ ) is not possibleunlessLEN is at least
²•4

bytes.In eachof thesecases,our analysis

producesa format-stringthatdemonstratestheexploit, while Percent-Sdoesnot.

We also usedthe tool to analyzeknown format-stringvulnerabilitiesin software packages;Fig-

ure 7.1 hasthe details. php-3.0.16 is a language-processor for the widely-usedweb-scripting

languagephp , qpopper-2.53 is a POP3mail server, andwu-ftpd-2.6.0 is a popular�le-

transferdaemon.Weexplain in detailtheexploit againstwu-ftpd-2.6.0 ; theothersaresimilar.
4Thenumberof bytesprintedis themaximumof thewidth speci�er andthatneededto preciselyrepresenttheoutput;

sothewidth speci�er mustbeconservatively large.
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No. Software DIS LEN Exploit Exploit stringdiscovered

(1) php-3.0.16 [45] 24 1024 Write 0xbfff8cc3 to " v

ë

v

ì

v

�

v

u

%36000Lg%31Lg%n" +
0xbfff88c3 ( v

u

v

�

v

ì

v

ë

) "?
ô

ë

ô

ì

ô��ƒô

u

%13000Lg%111g%n"

(2) qpopper-2.53 [132] 2120 1024 Readcontents ("%Lg" )

ì

uxw + ("?" ) y

ì

+
at0xbfff88c3 ( v

u

v

�

v

ì

v

ë

) "%Ld%Ld%d%d%sv

ë

v

ì

v

�

v

u

"

(3) wu-ftpd-2.6.0 [154] 9364 4096 Write 0xbfffbcab to " v

ë

v

ì

v

�

v

u

%99g
ô

ë

ô

ì

ô��ƒô

u

" +

0xbfff88c3 ( v

u

v

�

v

ì

v

ë

) ("%60Lg" ) zxzR{ + "%912g%600Lg%n%852X%n"

Table7.1: Exploits generatedagainst vulnerabilities in real-world software packages. "?"

representsanon-zeronon-%ASCII character. Theaddress
(

x

(

v

(

q

(

C

is
�

x

�

v

�

q

�

C

5

²

.

Percent-Scorrectly identi�ed the locationof the vulnerability in wu-ftpd-2.6.0 , but did not

producea format-stringdemonstratingthe exploit. The valueof DIS andLEN for this example

were Å

î

�g´ and ´

4

Å'� , respectively, which we obtainedby disassemblingthebinaryexecutable.For

thesevaluesof DIS andLEN, we checked whetherthe attacker could performthe following ex-

ploit: Theattacker usesthebuffer thatstorestheformat-stringto additionallystoremaliciouscode,

andthenoverwritesthereturnaddressin thestackframeof printf usinga write exploit soasto

point to thebeginningof themaliciouscodesequenceinstead.We assumedthatthereturnaddress

to be overwrittenis at the stacklocation0xbfff88c3 , andthat the maliciouscodeis locatedat

the address0xbfffbcab , �

î'²

Á'Á bytesabove (andhencelocatedwithin the buffer that storesthe

format-string).Theseaddressvaluesareeasilyreadoff thestackusinganotherexploit, asexplained

in Section7.4.1. Becausethevalueto bewritten is fairly large,we useda variantof thepredicate

Bad thatallows for writing to asingleaddressusingmultiple,slightly misalignedwritesof smaller

values.(Detailson doingsuchmisalignedwritescanbefoundin [113,154].)

Becausethevaluesof DIS andLEN arequite large,we hadto usetheoptimizationsdescribedin

Section7.4.3.Wewereableto infer, in about �

4

minutes,aformat-stringthatis theconcatenationof

thefollowing threestrings:A pre�x " |_}�|�~<|�•<|•€ %99g‚<}�‚�~9‚�•<‚ƒ€ " , amiddlepart „ "%60Lg" …+†U†+‡ consist-

ing of Â'Â•Á repetitionsof groupof characters”%60Lg”, anda suf�x "%912g%600Lg%n%852X%n",

where
�

x

�

v

�

q

�

C

is 0xbfff88c3 and
(

x

(

v

(

q

(

C

=
�

x

�

v

�

q

�

C

5

²

. It canbe veri�ed that this string

writes the desiredvalue to the desiredlocation. Onewrite is performedby each"%n" : the �rst

writes0xbcab to
�

x

�

v

�

q

�

C

andthesecondwrites0xbfff to
(

x

(

v

(

q

(

C

.

Existingformat-stringexploit generatorsattemptto constructformatstringsfrom �x edconversion

speci�ers. For instance,Thuemmel[154] constructsformat-stringswith the "%.8x" conversion

speci�er as the only building block. As a result, thesetechniqueslack soundness:theremay be

exploit stringsoutsidethespaceof stringsexploredby thesetools. By doinganexhaustive search

of thestatespace,our techniqueguaranteessoundnesswithin our modelof printf . In addition,

existing toolsareincapableof �nding variantsof anexploit. As demonstratedin lines(3) and(4) of

Figure7.6,our techniquecanbeusedto discover variantsof anexploit for thesamevaluesof DIS
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andLEN.

7.5 Summary

This chapterextendedquanti�er-free Presburger arithmeticwith uninterpretedfunctionsand re-

strictedlambdaexpressions.Theresultinglogic, which formstheunderlyinglogic for theUCLID

veri�cation system,isexpressiveandtheeagerapproachto translatingtoSAT canbeeasilyextended

to it. We have demonstratedthepracticalapplicabilityof UCLID by applyingit to theanalysisof

format-stringvulnerabilitiesandthegenerationof exploit stringsfor realsoftwarepackages.
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Part II

Model CheckingTimed Systems





Chapter 8

Quanti�ed Differ enceLogic

Quanti�ed differencelogic (QDL) is thelogic obtainedby extendingdifferencelogic with universal

andexistentialquanti�ers. QDL hasapplicationsin modelcheckingtimedsystems,expressed,for

example,astimedautomata[3, 5], sincethefundamentalmodelcheckingoperationsareexpressible

in QDL.

Formally, aQDL formula ˆ is generatedby thefollowing grammar:

ˆ@™†™

�

Ó

jL¥

ˆ

j

ˆ

C

r‰ˆ±q

j

ˆ

C

w

ˆ©q

j�Š

�

°

ˆ

j�Š

ó

°

ˆ

j

,

�

°

ˆ

j

,

ó

°

ˆ (8.1)

We will denotereal-valuedvariablesby �

&

�

C

&

�Kq

&Z°Z°Z°

, Booleanvariablesby ó

&

ó

C

&

óLq

&Z°Z°Z°

, andreal-

valuedconstantsby �

&

�

C

&

�
q

&Z°Z°Z°

. As before,�|� denotesaspecialvariablerepresentingtheconstant
4

. Thesymbol Ó denotesanarbitrarydifferencelogic formulaover Booleanandreal-valuedvari-

ables.Unlike in Chapters3–7,Booleanandrealsaretheonly primitive datatypes.Wewill alsonot

employ theITE construct.

Wewill denoteQDL formulasby ˆ

&

ˆ

C

&

ˆ©q

&Z°Z°Z°

. Thesatis�ability problemfor QDL is known to be

PSPACE-complete[86].

In this chapter, we show how to performoperationsin QDL usingBooleanmethods.Thegeneral

strategy is to transformthe problemof eliminatingquanti�ers on real-valuedvariablesto oneof

eliminatingquanti�erson Booleanvariables.Speci�cally, givena QDL formula ˆ with quanti�ers

over real-valuedvariables,we transformit to an equivalentQDL formula ˆ

ô

µ­µ

V that hasquanti-

�ers only over Booleanvariables.Thesequanti�erscanthenbeeliminatedusingstandardBoolean

techniques(e.g.,[33,99]) thatarebasedon Binary DecisionDiagrams(BDDs) or Booleansatis�-

ability (SAT) solvers. Comparedto previous quanti�er eliminationapproaches,ourshasthe twin

advantagesof leveragingpreviouswork on �nite-statemodelcheckingaswell asavoiding theneed

to enumeratetermsin the Disjunctive Normal Form (DNF) of the quanti�er-free portion of the

formula. Moreover, for a specialclassof QDL formulasoccurringin model checkingof timed



118 CHAPTER8. QUANTIFIED DIFFERENCELOGIC

automata,thetransformationcanbegreatlyoptimized.

Webegin in Section8.1by describinghow quanti�ersoverreal-variablesarereplacedby thoseover

Booleanvariables.TheBooleanencodingmethodemployedis verysimilarto theDIRECT encoding

algorithm introducedin Chapter3. Next, in Section8.2, we describea modi�ed versionof the

DIRECT encodingalgorithmfor DL formulasover real-valuedvariables.Section8.3describeshow

DL formulasarerepresentedandmanipulatedasBooleanformulas.Finally, Section8.4 describes

severaloptimizationsthathaveprovedusefulin practice.Wewill deferadiscussionof relatedwork

to Section9.1,asall prior work hasbeendonein thecontext of modelcheckingtimedsystems.

8.1 Quanti�er Elimination UsingBooleanMethods

Let Ó denoteaDL formulaover � realvariables�

C

&

�Kq

&Z°Z°Z°9&

�

!

, and
ø

Booleanvariablesó

C

&

óXq

&Z°Z°Z°Ÿ&

ó

T

.

Also, let
•u‘p&®•u‘

C

&®•u‘

q

,

”
[

&Z�

– .

ConsidertheQDL formula ˆ

v

°

�

Š

�

v

°

Ó , where
� ,>�

�

°†°

�

�

.

We transform̂
v

to anequivalentQDL formula ˆ

ô

µ­µ

V with quanti�ersover only Booleanvariables

in thefollowing threesteps:

1. Encodedifferenceconstraints:

Considereachdifferenceconstraintin Ó of the form �

�ÿ•u‘

�

�

5‹� whereeither #

� �

or

$

�§�

. For eachsuchpredicate,we generatea correspondingBooleanvariable ó

 Œ!

�

•

�A� � . Differ-

enceconstraintsthatarenegationsof eachotherarerepresentedby Booleanliterals (trueor

complementedvariables)thatarenegationsof eachother;however, for easeof presentation,

wewill extendthenamingconventionfor Booleanvariablesto Booleanliterals,writing ó�•

�

è

•

�)� �

for thenegationof ó0Ž

�

•

��� � .

Let theaddedBooleanvariablesbe ó

 "!

�

ë

�

•

�

ë

��ëƒ�

v

&

ó

 "!

�

ì

�

•

�

ì

�‹ì��

v

&Z°Z°Z°Ÿ&

ó

 "!

�

¯

�

•

�

¯

�

¯

�

v

for theupperboundson

�

v

, and ó

 "!

é

ë

�

•

é

ë

v

� �)ë

&

ó

 "!

é

ì

�

•

é

ì

v

� �+ì

&Z°Z°Z°9&

ó

 "!

é

¯

v

�

•

é

¯

v

v

� �

¯

v

for thelowerboundson it.

We replaceeachpredicate�

v

•u‘

�

�

5•� (or �

�9•u‘

�

v

5•� ) in Ó by thecorrespondingBoolean

variable ó

 Œ!

�

•

v

� � (or ó

 Œ!

�

•

���

v

). Let theresultingDL formulabe Ó

v

ô

µ­µ

V

.

2. Addtransitivityconstraints:

Noticethattherecanbeassignmentsto the ó

 Œ!

�

•

���

v

and ó

 "!

�

•

v

� � variablesthathavenocorresponding

assignmentto thereal-valuedvariables.To disallow suchassignments,we placeconstraints

ontheseaddedBooleanvariables.Eachconstraintis generatedfrom two Booleanliteralsthat

encodepredicatescontaining�

v

. Following theterminologyintroducedin Chapter3, wewill

referto theseconstraintsastransitivityconstraintsfor �

v

.

A transitivity constraintfor �

v

hasoneof thefollowing types:
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(a) ó

 Œ!

ëƒ�

•

ë

�A�

v

r’ó

 Œ!

ì��

•

ì

v

� �

�9æ

:��

�3•u‘

�

�

5•�

C

5•�lqL; ,

whereif
•u‘

C

��•u‘

q , then
•u‘%��•u‘

C

, otherwise,we mustduplicatethis constraintfor both
•u‘%��•u‘

C

andfor
•u‘%��•u‘

q .

(b) ó

 Œ!

ëƒ�

•

ë

�A� �

�9æ

ó

 "!

ì��

•

ì

��� � , where�

C

[ ��q andeither #

�Œ�

or $

�I�

.

(c) ó�•

�

•

�A� �

�9æ

ó�Ž

�

•

��� � , whereeither #

�ä�

or $

�ä�

.

Notethata constraintof type(a) involvesa differenceconstraint:��

�ã•u‘

�

�

5‘�

C

5%�lqL; . This

predicatemightnotbepresentin theoriginal formula Ó .

After generatingall transitivity constraintsfor �

v

, we conjoin themto get the DL formula

Ó

v

•

µ

!

×

.

3. Finally, generatetheQDL formula ˆ

ô

µ­µ

V givenbelow:

Š

ó

 "!

�

ë

�

•

�

ë

��ëº�

v

&

ó

 Œ!

�

ì

�

•

�

ì

�‹ì*�

v

&Z°Z°Z°Ÿ&

ó

 Œ!

�

¯

�

•

�

¯

�

¯

�

v

°

Š

ó

 "!

é

ë

�

•

é

ë

v

� �)ë

&

ó

 Œ!

é

ì

�

•

é

ì

v

� �ºì

&Z°Z°Z°�&

ó

 "!

é

¯

v

�

•

é

¯

v

v

� �

¯

v

°S�

Ó

v

•

µ

!

×

r Ó

v

ô

µ­µ

V

�

Weformalizethecorrectnessof theprecedingtransformationin thefollowing theorem.

Theorem 8.1 ˆ

v

and ˆ

ô

µ­µ

V areequivalent.

Proof: To show that ˆ

v

and ˆ

ô

µ­µ

V areequivalent,weshow that ˆ

v

�9æ

ˆ

ô

µ^µ

V and ˆ

ô

µ­µ

V

�9æ

ˆ

v

.

Denotethe formula ˆ

v

�9æ

ˆ

ô

µ­µ

V by ˆ
C andthe formula ˆ

ô

µ^µ

V

�9æ

ˆ

v

by ˆ

q . Note �rst that

thefreevariablesin bothimplicationsarethereal-valuedvariables�

C

&

�]q

&Z°Z°Z°Ÿ&

�

v

è3C

&

�

v

B�C

&Z°Z°Z°Ÿ&

�

!

andthe Booleanvariablesó

C

&

óLq

&Z°Z°Z°9&

ó

T

. For all # and $ , the valuesassignedto �

�

and ó

�

by an

assignmentß aredenotedby ß

�

�

�A�

and ß

�

ó

�Z�

respectively.

1. We�rst show that ˆGC is valid.

Let ß denotean arbitraryassignmentto all free variablesandto the boundreal variable �

v

in ˆ

v

suchthat ß

�

ˆ

v

�\� šX›•œ�ž

. We extend ß with an assignmentto the Booleanvariables

ó

 Œ!

�

ë

�

•

�

ë

�Aëƒ�

v

&

ó

 "!

�

ì

�

•

�

ì

�‹ì*�

v

&Z°Z°Z°�&

ó

 "!

�

¯

�

•

�

¯

�

¯

�

v

and ó

 "!

é

ë

�

•

é

ë

v

� �)ë

&

ó

 Œ!

é

ì

�

•

é

ì

v

� �ºì

&Z°Z°Z°Ÿ&

ó

 "!

é

¯

v

�

•

é

¯

v

v

� �

¯

v

, suchthat ß

�

ˆ

ô

µ­µ

V

���

šX›•œ�ž

andhenceß

�

ˆ
C

�K�äšX›gœ�ž

.

De�ne anevaluationof thenewly addedBooleanvariablesaccordingto thefollowing rules:

ß

�

ó

•

�

 "!

v

� �

�|�

ß

�

�

v

•u‘

�

�

5•�

�

,

$—÷

�ä�

, for all constants� andrelations
•u‘

(8.2)

ß

�

ó

•

�

 "!

���

v

�|�

ß

�

�

�3•u‘

�

v

5•�

�

,

#G÷

�ä�

, for all constants� andrelations
•u‘

(8.3)

Since ß

�

ˆ

v

�"�8šà›gœ�ž

, ß

�

Ó

�o� šX›•œ�ž

. Further, usingEquations8.2 and8.3,we canconclude

that ß

�

Ó

v

ô

µ­µ

V

�Ÿ�

ß

�

Ó

�

becauseÓ

v

ô

µ­µ

V

is obtainedfrom Ó by replacingpredicates:��

v

•u‘

�

�

5•�L;

and :��

�G•u‘

�

v

5’��0S; (for all #

&

$ andfor all constants�

&

�L0 ) with Booleanvariablesó

•

�

 Œ!

v

� � and

ó

•

v

�

 "!

�A�

v

. Therefore,ß

�

Ó

v

ô

µ­µ

V

�3�ŒšX›•œŸž

.



120 CHAPTER8. QUANTIFIED DIFFERENCELOGIC

To show that ß

�

ˆ

ô

µ^µ

V

�•�ùšX›gœ�ž

, we needto additionallyshow that ß

�

Ó

v

•

µ

!

×

�•�ùšà›gœ�ž

. We

consideranarbitrarytransitivity constraintof eachtype:

(a) ó

 Œ!

ë)�

•

ë

���

v

r—ó

 "!

ì��

•

ì

v

� �

�9æ

:��

�3•u‘

�

�

5•�

C

5•�lqX; .

Supposeß

�

ó

 Œ!

ë*�

•

ë

�A�

v

�ã�

ß

�

ó

 "!

ì��

•

ì

v

� �

�ã��šX›•œŸž

. Then,by Equations8.2and8.3,we conclude

that ß

�

�

�A�?•u‘

C

ß

�

�

v

�

5“�

C

and ß

�

�

v

�?•u‘

q ß

�

�

�l�

5”�lq . If
•u‘

C

��•u‘

q

��•u‘

, we can infer

ß

�

�

���3•u‘

ß

�

�

�l�

5•�

C

5%�lq , andthus ß

�

�

�©•u‘

�

�

5%�

C

5•�lq

�±�¦šX›•œŸž

. If
•u‘

C

÷

�=•u‘

q , thenwe

caninfer ß

�

�

�K•u‘

C

�

�

5��

C

5•�lq

�|�

ß

�

�

�K•u‘

qŠ�

�

5��

C

5•�lq

�|�äšX›gœ�ž

.

(b) ó

 Œ!

ë)�

•

ë

��� �

�Ÿæ

ó

 "!

ì��

•

ì

��� � , where�

C

[ � q andeither #

�ä�

or $

�ä�

.

Supposeß

�

ó

 "!

ë �

•

ë

��� �

�|�ŒšX›•œ�ž

. Then,by Equations8.2and8.3, ß

�

�

�3•u‘

C

�

�

5•�

C

�|�äšX›•œ�ž

.

Since�

C

[ �lq , ß

�

�

�|•u‘

qŠ�

�

5•�lq

�K�Œšà›gœ�ž

, andhenceß

�

ó

 Œ!

ì��

•

ì

�A� �

�|�äšX›gœ�ž

.

(c) ó�•

�

•

��� �

�9æ

ó�Ž

�

•

�A� � , whereeither #

�I�

or $

�ä�

.

Exactly as for type (b) constraints,ß

�

ó
•

�

•

��� �

�•�

ß

�

�

�

[
�

�

5•�

�Ž�ùšX›•œŸž

. Therefore,

ß

�

�

�©�

�

�

5•�

�|�MšX›•œŸž

andhenceß

�

ó
Ž

�

•

�A� �

�K�ŒšX›•œŸž

.

Thus, ß satis�esall transitivity constraints,andhenceß

�

Ó

v

•

µ

!

×

�|�ŒšX›•œ�ž

, completingtheproof

for the�rst part.

2. Wenow show that ˆ

q is valid.

Let ß denoteanarbitraryassignmentto all freevariablesandto theboundBooleanvariables

in ˆ

ô

µ­µ

V suchthat ß

�

ˆ

ô

µ^µ

V

�±� šX›•œ�ž

. We extend ß with anevaluationof �

v

suchthat ß

�

ˆ

v

�Ÿ�

šà›gœ�ž

andhenceß

�

ˆ

q

�|�ŒšX›•œŸž

.

Since ß

�

ˆ

ô

µ­µ

V

�o�•šX›•œŸž

, we know that ß

�

Ó

v

•

µ

!

×

�o�•šX›•œŸž

(i.e., the transitivity constraintsare

satis�edby ß ) and ß

�

Ó

v

ô

µ^µ

V

�K�ŒšX›•œŸž

.

Supposewe can�nd avalue ß

�

�

v

�

thatsatis�esthefollowing equations:

ß

�

�

v

•u‘

�

�

5•�

�|�

ß

�

ó

•

�

 "!

v

� �

�

,

$—÷

�ä�

,
,

constants� (8.4)

ß

�

�

�
•u‘

�

v

5•�

�|�

ß

�

ó

•

�

 "!

���

v

�

,

#Š÷

�ä�

,
,

constants� (8.5)

Then,ß

�

Ó

v

ô

µ­µ

V

�K�

ß

�

Ó

�

becauseÓ

v

ô

µ­µ

V

is obtainedfrom Ó by replacingpredicates:��

v

•u‘

�

�

5–�L;

and :��

�Š•u‘

�

v

5—�*0‹; (for all #

&

$ andfor all constants�

&

�L0 ) with Booleanvariablesó

•

�

 "!

v

� � and

ó

•

v

�

 Œ!

���

v

. Sinceß

�

Ó

v

ô

µ­µ

V

�K�ŒšX›•œ�ž

, ß

�

Ó

�3�MšX›•œ�ž

, andhenceß

�

ˆ

v

�|�Œšà›gœ�ž

.

A value ß

�

�

v

�

thatsatis�esEquations8.4and8.5existsif:

ß

�

�

v

�9�

ß

�

�

�l�

5�� if ß

�

ó

•

�

Ž

v

� �

�K�ŒšX›•œŸž

(8.6)

ß

�

�

v

�
€

ß

�

�

�l�

5�� if ß

�

ó

•

�

Ž

v

� �

�|�

 ¢¡1£�¤

ž

(8.7)

ß

�

�

v

�

[
ß

�

�

�l�

5�� if ß

�

ó

•

�

•

v

� �

�K�ŒšX›•œŸž

(8.8)

ß

�

�

v

�

<�ß

�

�

�l�

5�� if ß

�

ó

•

�

•

v

� �

�|�

 ¢¡1£�¤

ž

(8.9)
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In theabove equations,w.l.o.g.,we useliteralsencodinglower boundson �

v

(e.g., ó

•

�

Ž

v

� � ) in

placeof thoseencodingupperbounds(e.g., ó

è

•

�

•

�®�

v

).

Let ˜

v

�

�˜#¸�

�)�

•

×7™

k

™�š+›+œ •Ÿž

 

œ

é

F¢¡¤£i¥Ÿ¦*§

:Ýß

�

�

� �

5•�L;

and

m

v

�

�

�

�

�)�

•

×�™

k

™7š

›*œ •¨ž

 

œ

é

F�©Uª�«•§

:Ýß

�

�

�l�

5•�L;

˜

v

and m

v

arerespectively thetightestupperandlower boundson ß

�

�

v

�

.

De�ne theorderingrelation ¬ asfollows

¬

� ÿ

�

�

�

if thetightestboundsarenon-strict,i.e., ß

�

�

v

�

<

˜

v

and ß

�

�

v

�Ÿ�

m

v

[
otherwise

(8.10)

Then,theinequalities8.6to 8.9canbesatis�edif:
˜

v

¬Mm

v

(8.11)

In otherwords,if theminimumupperboundon ß

�

�

v

�

is greater(or greaterthanor equalto)

themaximumlowerboundon ß

�

�

v

�

.

Toshow thattheaboveis true,it is enoughto show thatfor any pairof upperandlowerbounds

on ß

�

�

v

�

, therelation ¬ holds,andsoit holdsin particularfor theminimumupperboundand

the maximumlower bound. For example,for the two inequalitiesß

�

�

v

�
€

ß

�

�

�l�

5’�

C

and

ß

�

�

v

�9�

ß

�

�

T

�

5•�
q to betrueweneedthat ß

�

�

�
�

5•�

C

[
ß

�

�

T

�

5•�
q .

Therefore,considertwo arbitraryindices$ and
ø

differentfrom
�

. We needto considerfour

casesbasedon evaluationsof theBooleanliterals ó

•

ëº�

 "!

v

� � and ó

•

ì)�

 Œ!

v

�

T . Note thatcasesin which

both literalsevaluateto
šà›gœ�ž

or both to  J¡1£�¤

ž

only give rise to two lower boundsor to two

upperbounds.By thetransitivity constraintsof types(b) and(c), if theminimumupperbound

(or maximumlower bound)is satis�ed, thenevery otherupperbound(or lower bound)will

besatis�ed.

Thefour casesareenumeratedbelow:

(a) ó

•

ëº�

•

v

� �

�

 ¢¡1£�¤

ž]&

ó

•

ì*�

Ž

v

�

T

�Œšà›gœ�ž

.

This impliesthat

ß

�

�

�Z�Ÿ�

ß

�

�

v

�

2

�

C

and ß

�

�

v

�9�

ß

�

�

T

�

5���q

Weneedto show that

ß

�

�

�l�

5•�

C

�

ß

�

�

T

�

5•��q
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Or

ß

�

�

� �Ÿ�

ß

�

�

T

�

5I:R� q

2

�

C

;

Thelastinequalityis true,sinceß satis�esthetransitivity constraintó

è

•

ë �

Ž

�)�

v

r-ó

•

ì �

Ž

v

�

T

�Ÿæ

:��

�=�

�

T

5•��q

2

�

C

; .

(b) ó

•

ëƒ�

Ž

v

� �

�

 ¢¡]£A¤

ž1&

ó

•

ì)�

•

v

�

T

�äšX›gœ�ž

.

This caseis identicalto theoneabove,with
�

and [ interchanged.

(c) ó

•

ëƒ�

•

v

� �

�

 ¢¡]£A¤

ž1&

ó

•

ì)�

•

v

�

T

�äšX›gœ�ž

.

This impliesthat

ß

�

�

�l�9�

ß

�

�

v

�

2

�

C

and ß

�

�

v

�

[ ß

�

�

T

�

5•�lq

Weneedto show that

ß

�

�

�l�

5•�

C

[
ß

�

�

T

�

5•�lq

Or

ß

�

�

�l�

[
ß

�

�

T

�

5I:R�lq

2

�

C

;

Thelastinequalityis true,sinceß satis�esthetransitivity constraintó

è

•

ëº�

Ž

�)�

v

r-ó

•

ì)�

•

v

�

T

�Ÿæ

:��

�

[
�

T

5•��q

2

�

C

; .

(d) ó

•

ëƒ�

Ž

v

� �

�

 ¢¡]£A¤

ž1&

ó

•

ì)�

Ž

v

�

T

�äšX›gœ�ž

.

This caseis identicalto theoneabove,with
�

and [ interchanged.

Thus,wecanconcludethatEquation8.11is satis�ed,completingtheproofof thispart.

_

Weillustratethetransformationwith asimpleexample.

Example8.1 Let ˆ

v

�

Š

�

v

°

Ó where Ó

�

�

v

< �
�

r>�

C

�

�

v

r>�Kq@< �

v

. Then, Ó

v

ô

µ­µ

V

�

ó
Ž

�

�

�

�

v

r˜ó
Ž

�

�

C

�

v

r˜ó
Ž

�

�

v

�

q

. Ó

v

•

µ

!

×

is theconjunctionof thefollowing constraints:

1. ó�Ž

�

�

�

�

v

r˜ó�Ž

�

�

v

�

q

�9æ

�
�

�

�Kq

2. ó
Ž

�

�

C

�

v

r˜ó
Ž

�

�

v

�

q

�9æ

�

C

�

�Kq

Then,ˆ

ô

µ­µ

V

�

Š

ó
Ž

�

�

�

�

v

&

ó
Ž

�

�

C

�

v

&

ó
Ž

�

�

v

�

q

°S�

Ó

v

•

µ

!

×

r Ó

v

ô

µ­µ

V

�

evaluatesto �
�

�

�]qcrü�

C

�

�]q . _

Thequanti�er transformationproceduredescribedhereworksevenwhen Ó is replacedby a QDL

formula with quanti�ers only over Booleanvariables. In the generalcase,Ó canbe replacedby
Š

ó

C

&

óXq

&Z°Z°Z°Ÿ&

ó`V

°

Ó
0 where Ó

0 is a DL formula. Thetransformationextendsto this moregeneralcase

for the following reason: any satisfyingassignmentß for ˆ

v

can be extendedto one for ˆ

ô

µ­µ

V

(andvice-versa),as in the proof of Theorem8.1, keepingthe partial assignmentto ó

C

&

óLq

&Z°Z°Z°9&

ó™V

unchanged.
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8.2 Satis�ability Checkingof DL Formulas over ­

Supposewe want to decidethe satis�ability of a DL formula Ó . The DIRECT encodingmethod

introducedin Chapter3 cannotdirectly be usedas it assumesthat the DL formula has integer

variablesandconstants,andhencethatevery differenceconstraintcanbere-writtenasa non-strict

inequality.

We usea Booleanencodingalgorithmthat differs slightly from the DIRECT encodingalgorithm

andis basedon the following fact: The DL formula Ó is satis�able iff the QDL formula ˆ

C

™�™

!

�

Š

�

C

&

�]q

&Z°Z°Z°�&

�

!

°

Ó is satis�able.

We cantransform̂
C

™�™

!

to an equivalentQDL formula ˆ

ô

µ­µ

V with existentialquanti�ers only over

Booleanvariablesencodingall differenceconstraints.This is doneby �rst imposingan orderon

thevariables�

C

&

�]q

&Z°Z°Z°Ÿ&

�

!

, andtheneliminatingthequanti�ersover thosevariablesin thatorder,

oneata time,usingTheorem8.1. Theresultingformula ˆ

ô

µ­µ

V is aquanti�ed Booleanformulawith

only existential quanti�ers. Therefore,its satis�ability can be decidedby simply discardingthe

quanti�ersandusingaBooleansatis�ability solver to decidetheresultingBooleanformula.

Theorderin whichvariablesareeliminatedfrom ˆ

C

™�™

!

canhaveanimpactonthesizeof theresulting

Booleanformula. For instance,supposethat Ó

�

�

C

�

�]qˆr—�Kq

�

�]v . If we chooseto eliminate

�]q �rst, we will generatea new inequality �

C

�

�]v anda correspondingtransitivity constraint.

However, if insteadweeliminated�

C

�rst, wewill generatenotransitivity constraints.Observe that

nonearerequiredto preserve satis�ability.

A goodvariableeliminationorderis theoneusedin theDIRECT encodingalgorithmin Chapter3.

For eachquanti�ed real-valuedvariable �

�

, we countthe numberof upperandlower boundcon-

straintsfor it andcomputetheproductof thecounts.(Thecountsareupdatedasnew constraintsare

added.)Variablesareeliminatedin increasingorderof their correspondingproducts.

Notethattheproceduredescribedabovecanbeviewedasonewayto implementthealgorithmgiven

by Strichmanetal. [148].

8.3 Representationand Manipulation of DL Formulas

The materialdiscussedup to this point doesnot rely on any speci�c representationof DL formu-

las. However, sincewe make useof Booleanmethodsfor quanti�er eliminationandsatis�ability

solving,it is convenientto encodeaDL formula Ó asaBooleanformula ® .

Theencodingis performedasfollows. Considereachdifferenceconstraint�

�3•u‘

�

�

5•� in Ó . As in

Section8.1,we introduceaBooleanvariableó

 Œ!

�

•

��� � for �

�|•u‘

�

�

5¯� , only this timewedo it for every

singledifferenceconstraint.Also asbefore,differenceconstraintsthatarenegationsof eachother
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arerepresentedby Booleanliteralsthatarenegationsof eachother. Wethenreplaceeachdifference

constraintin Ó by its correspondingBooleanliteral. TheresultingBooleanformulais ® . Standard

representationsof Booleanfunctions,suchasBinary DecisionDiagrams(BDDs) [27], canbeused

to represent® .

Clearly, ® , by itself, storesinsuf�cient informationfor generatingtransitivity constraints.There-

fore, we alsostorethe 1-1 mappingof differenceconstraintsto the Booleanliterals that encode

them. However, this mappingis usedonly lazily, i.e., whengeneratingtransitivity constraintsdur-

ing quanti�cationandin decidingDL formulas.

Substitution

A commonoperationin modelcheckingis to substitutea “next-state”versionof a statevariable

(Booleanor real-valued)by a the“current-state”versionor by anexpressionof thecorresponding

type.

GiventheBooleanrepresentationdescribedabove,weimplementsubstitutionof a real-valuedvari-

able �

�

by substitutingtheBooleanvariablescorrespondingto differenceconstraintscontaining�

�

.

Speci�cally, for a real-valuedvariable�

�

, weperformthesubstitution
�

�

�

úû�

T

5 Ö

�

(where
ø �I4

or Ö

� 4

), by replacingall Booleanvariablesof the form ó

 "!

�

•

��� � and ó

 "!

v

�

•

v

�)� � , for all $ , by variables

ó

 "!

�

•

è 8

T

� � and ó

 "!
v

�

•

v

BZ8

�)�

T respectively, creatingfreshreplacementvariablesif necessary.

Substitutionof aBooleanvariableby theBooleanencodingof adifferencelogic formulais doneby

Booleanfunctioncomposition.

8.4 Optimizations

Thequanti�er eliminationmethodpresentedin Section8.1canbeoptimizedin a few ways.

First,we canusetheBooleanstructureof theQDL formulato bemoreselective in decidingwhen

to addtransitivity constraints.Second,the quanti�er eliminationmethodcanbe optimizedfor a

specialclassof QDL formulasthatarisecommonlyin modelcheckingtimedsystems.Wedescribe

thesetwo optimizationsin Sections8.4.1and8.4.2respectively.

Thereis oneotheroptimization,describedin Section8.4.3,that is speci�c to a BDD representa-

tion of DL formulas. This optimizationeliminatespathsin the BDD representationthat violate

transitivity constraints.
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8.4.1 Determining if BoundsareConjoined

SupposeÓ is a DL formula with Booleanencoding® , andwe wish to eliminatethe quanti�er in
Š

�

v

°

Ó . As describedin Section8.1, a transitivity constraintfor �

v

involves two Booleanliterals

thatencodedifferenceconstraintsinvolving �

v

. For a syntacticrepresentationof ® , asthenumber

of constraintsgrows, so doesthesizeof
�

®

v

•

µ

!

×

r°®

v

ô

µ­µ

V

�

, the Booleanencodingof
�

Ó

v

•

µ

!

×

r‚Ó

v

ô

µ­µ

V

�

.

Further, new differenceconstraintscanbeaddedwhena transitivity constraintis generatedfrom an

upperboundanda lower boundon �

v

. For a BDD-basedimplementation,this correspondsto the

additionof a new BDD variable. We would thereforelike to avoid addingtransitivity constraints

wherever possible.

In fact,we only needto adda constraintinvolving anupperboundliteral anda lower boundliteral

if they areconjoinedin a minimizedDNF representationof ® .1 Froma geometricviewpoint, this

meansthatwe checkthat thepredicatescorrespondingto the two literalsareboundsfor thesame

convex region. This checkcanbeposedasa Booleansatis�ability problem,which is easilysolved

using a BDD representationof ® . Let the literals be ó

C

and óXq . Then, we usecofactoringand

Booleanoperationsto computethefollowing Booleanformula:

ó

C

r˜óXq“r

�

®

j

š

ëJF�©Uª�«•§

r

¥

:=®

j

š

ëJF¢¡¤£i¥Œ¦3§

;

�

r

�

®

j

š

ìƒF�©ƒª�«•§

r

¥

:=®

j

š

ìƒF¢¡¤£i¥Œ¦3§

;

�

(8.12)

Considerthesubformulaó

�

r

�

®

j

š

�

F�©Uª�«•§

r

¥

:=®

j

š

�

F¢¡¤£i¥Œ¦3§

;

�

for #

�

�

&)²

. This formularepresentsthe

setof input combinationsó in which ó

�

mustbesetto
šX›•œŸž

in orderfor ®": óg; to evaluateto
šX›•œ�ž

.

Thus,the conjunctionof the subformulasfor #

�

� and #

� ²

is satis�ableonly if thereexists a

non-emptysetof input combinationsó in which both ó

C

and óLq mustbe set to
šX›•œ�ž

for ®o: óg; to

evaluateto
šX›•œŸž

. Viewedalternately, Formula8.12expressestheBooleanfunctioncorresponding

to thedisjunctionof all termsin theminimizedDNF representationof ® thatcontainboth ó

C

and óLq

in trueform. Therefore,if Formula8.12is satis�able,it meansthat ó

C

and óXq areconjoined,andwe

mustadda transitivity constraintinvolving themboth.

Note however, that since ® doesnot, by itself, representthe original DL formula Ó , �nding that

ó

C

and óXq areconjoinedin ® doesnot imply that they areboundsin thesameconvex region of Ó .

However, theconverseis true,soourmethodis sound.

8.4.2 Quanti�er Elimination by Eliminating Upper Boundson ±

�

A specialclassof formulasthatappearin themodelcheckingof timedsystemsis expressedasthe

formula ˆ³² below:

ˆ
²

�

Š

$

°

$

�

�
�

r Ó�5•$ (8.13)

1A conservative,syntacticvariantof this ideahasbeenproposedearlierby Strichman[147].
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In theaboveequation,Ó isanarbitraryDL formula,andÓ95´$ denotestheformulaobtainedby adding

$ to all realvariablesoccurringin Ó , computedas Ó

�

�

�

5µ$?¶à�

� &

� <§#\<§�

�

, where �

C

&

� q

&Z°Z°Z°�&

�

!

arethe real variablesin Ó

�

excluding the zerovariable � �
. Note that even though Ó˜5—$ is not in

QDL asdescribedabove, it canberewritten to bein QDL; this rewriting procedureis describedin

Section9.3andwe omit it hereasit is not relevantto thediscussion.

Fromageometricviewpoint, Ó is a region in �o! and ˆ ² is theshadow of Ó for a light sourceat ·�! .

Examplesof Ó andthecorrespondinĝ ² areshown in Figures8.1(a)and8.1(c)respectively.

We can transform ˆ ² to an equivalent DL formula Ó¹¸

ô

by eliminatingupperboundson � � , i.e.,

Booleanvariablesof the form ó

 "!

�

•

���

�

. The transformationis performediteratively in the following

steps:

1. Let Ó
�

�

Ó . Let ó

 Œ!

ë)�

•

ë

��ëƒ�

�

&

ó

 Œ!

ìZ�

•

ì

�†ìl�

�

&Z°Z°Z°�&

ó

 "!

¯

�

•

¯

�

¯

�

�

beBooleanliteralsencodingall upperboundson

�K� thatoccurin Ó .

Note that an upperboundliteral ó

 "!

éL�

•

é

� éZ�

�

occursin Ó , if it appearsin someterm in the min-

imized DNF representationof Ó . This canbe checked by evaluatingthe Booleanfunction
�

®

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©ƒªƒ«•§

r

¥

:=®

j

š

•Ÿž

é

œ ›

é

�

é

œ

w

F¢¡¤£i¥Œ¦3§

;

�

, where® is theBooleanencodingof Ó , andcheckingthat

it is not  ¢¡1£�¤

ž

.

2. For $

�

�

&)²U&Z°Z°Z°±&

� , weconstructÓ

�

asfollows:

(a) Replaceall occurrencesof �

� é
•u‘

�

�K�“5•�

�

in Ó

�

è3C

with ó

 "!

éL�

•

é

� éL�

�

to get Ó

�

� �

è3C

ô

µ­µ

V

.

(b) ConstructÓ

�

� �

è3C

•

µ

!

× , theconjunctionof all transitivity constraints2 for �
�

involving ó

 "!

éZ�

•

é

� éZ�

�

andreal-valuedvariablesin Ó

�

� �

è3C

ô

µ­µ

V

.

(c) Constructtheformula Ó

�

, adisjunctionof two terms:

Ó

�\�

”�:�Ó

�

� �

è3C

ô

µ^µ

V

rjÓ

�

� �

è3C

•

µ

!

×

;

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©ƒª�«•§

–

w

”

�

¥

:��

� éŠ•u‘L�

�
�

5¯�

�

;

�

r

�

Ó

�

� �

è3C

ô

µ^µ

V

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F¢¡¤£i¥Œ¦3§

�

–

The �rst disjunct is the region obtainedby droppingthe bound �

� é’•u‘L�

�
�

5’�

�

from

convex sub-regionsof Ó

�

è3C

whereit is a lower boundon �

�êé

, while enforcingexisting

andtransitively impliedbounds.Theseconddisjunctcorrespondsto sub-regionswhere
¥

:��

� éŠ•u‘L�

�
�

5•�

�

; is anupperbound;theseregionsareleft unchanged.

Theoutputof theabove transformation,Óº¸

ô

, is givenby Ó¢¸

ô

�

Ó

& . Thecorrectnessof this proce-

dureis formalizedin thefollowing theorem.

Theorem 8.2 ˆ
²

and Ó�¸

ô

areequivalent.

Proof: Wemake useof thefollowing lemmas.
2We canusetheoptimizationtechniqueof Section8.4.1in this step.
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Lemma 8.1 For all $

�

�

&Z°Z°Z°�&

� , Š

$

°

$

�

� � rjÓ

�

è3C

5%$ is equivalentto Š

$

°

$

�

� � rjÓ

�

5•$ .

Proof:(Lemma8.1)

We give theproof for an arbitrary $ satisfying �˜<¦$Ð< � . Let ˆ

�

è3C

and ˆ

�

respectively denote
Š

$

�

è3C

°

$

�

è3C

�

� � rLÓ

�

è3C

5»$

�

è3C

and Š

$

�•°

$

�=�

� � rLÓ

�

5»$

�

. Noticethatwehave renamedthebound

variable $ .

1. First,we show that ˆ

�

è3C

�9æ

ˆ

�

. Let ß beanassignmentto thefreeandboundvariablesin

ˆ

�

è3C

suchthat ß

�

ˆ

�

è3C

�±�¦šX›•œŸž

. This meansthat ß

�

Ó

�

è3C

5%$

�

è3C

���¦šX›•œŸž

. Extend ß sothat

ß

�

$

�l�K�

ß

�

$

�

è3C

�

. Thus, ß

�

$

�

è3C

�

� �

�|�

ß

�

$

�=�

� �

�|�ŒšX›•œŸž

.

Weconsidertwo cases.

(a) Case1: ß

�

:��

� é6•u‘L�

�
�

5•�

�

;35•$

�

è3C

�K�ŒšX›•œŸž

.

Notethatby construction,

Ó

�

� �

è3C

ô

µ^µ

V

�

Ó

�

è3C

�

ó

 Œ!

éX�

•

é

� éZ�

�

¶p:��

� é
•u‘

�

�]�“5•�

�

;

�

Fromthetwo equalitiesabove,andsinceß

�

$

�l�K�

ß

�

$

�

è3C

�

, weget

ß

�

Ó

�

è3C

5•$

�

è3C

�K�

ß

�

Ó

�

� �

è3C

ô

µ­µ

V

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©Uª�«•§

5•$

�l�

In addition,thetransitivity constraintsaresatis�ed,i.e.,

ß

�

Ó

�

� �

è3C

•

µ

!

×

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©ƒªƒ«•§

5•$

�Z�K�ŒšX›•œŸž

becauseÓ

�

� �

è3C

•

µ

!

×

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©Uª�«•§

5•$

�

only involvesreal-valuedvariables.Therefore,

ß

�

Ó

�

è3C

5•$

�

è3C

�K�

ß

�

:�Ó

�

� �

è3C

ô

µ­µ

V

r Ó

�

� �

è3C

•

µ

!

×

;

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©ƒª�«•§

5•$

�l�

Thus,we concludethat

ß

�

Ó

�

è3C

5•$

�

è3C

�3�

ß

�

Ó

�

5•$

�l�K�ŒšX›•œ�ž

which in turn impliesthat

ß

�

$

�

è3C

�

�
�

r Ó

�

è3C

5•$

�

è3C

�K�

ß

�

$

�-�

�
�

r Ó

�

5%$

�l�K�äšX›gœ�ž

andso

ß

�

ˆ

�

è3C

�3�

ß

�

ˆ

���3�ŒšX›•œŸž

Thisconcludesthe�rst case.
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(b) Case2: ß

�

:��

�êéG•u‘L�

� � 5��

�

;95•$

�

è3C

�|�

 J¡1£�¤

ž

.

Since

Ó

�

� �

è3C

ô

µ­µ

V

�

Ó

�

è3C

�

ó

 "!

éX�

•

é

� éL�

�

¶p:��

� é6•u‘L�

� � 5•�

�

;

�

and,in addition, ß

�

$

�l�K�

ß

�

$

�

è3C

�

, wehave

ß

�

Ó

�

è3C

5•$

�

è3C

�K�

ß

�

Ó

�

� �

è3C

ô

µ­µ

V

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F¢¡¤£i¥Œ¦3§

5•$

���

Now, sinceß

�

Ó

�

è3C

5%$

�

è3C

�K�äšX›gœ�ž

, weget

ß

�

Ó

�

� �

è3C

ô

µ­µ

V

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F¢¡¤£i¥Ÿ¦*§

5•$

� �K�ŒšX›•œŸž

and

ß

�†�

¥

:��

� éG•u‘L�

�
�

5•�

�

;3r Ó

�

� �

è3C

ô

µ^µ

V

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F¢¡¤£i¥Œ¦3§

�

5•$

���3�MšX›gœ�ž

andso,weconcludethat

ß

�

Ó

�

5•$

���|�

ß

�

$

�=�

�
�

rjÓ

�

5•$

�l�K�

ß

�

ˆ

�l�K�ŒšX›•œ�ž

whichconcludescase2.

Thus, ˆ

�

è3C

�9æ

ˆ

�

.

2. Wenext show that ˆ

�
�Ÿæ

ˆ

�

è3C

.

Let ß beanassignmentto thefreeandboundvariablesin ˆ

�

suchthat ß

�

ˆ

�
�c�8šX›•œŸž

. This

meansthat ß

�

Ó

�

5¼$

���ü� šX›•œ�ž

. We wish to extend ß by an assignmentto $

�

è3C

so that

ß

�

Ó

�

è3C

5•$

�

è3C

�|�ŒšX›•œŸž

and ß

�

$

�

è3C

�

�
�

�K�ŒšX›•œŸž

.

Weconsidertwo cases.

(a) Case1: ß

�

:�Ó

�

� �

è3C

ô

µ­µ

V

r Ó

�

� �

è3C

•

µ

!

×
;

j

š

•Ÿž

é

œ ›

é

�

é

œ

w

F�©ƒªƒ«•§

5•$

�Z�K�ŒšX›•œŸž

.

Therefore,

ß

�

Ó

�

� �

è3C

ô

µ­µ

V

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©Uª�«•§

5•$

���|�ŒšX›•œ�ž

(8.14)

and

ß

�

Ó

�

� �

è3C

•

µ

!

×

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©Uª�«•§

5•$

�
�|�ŒšX›•œ�ž

If ß

�

:��

�êéG•u‘L�

�
�

5•�

�

;95•$

���|�Œšà›gœ�ž

, thenusingtheequality

Ó

�

� �

è3C

ô

µ­µ

V

�

Ó

�

è3C

�

ó

 "!

éX�

•

é

� éL�

�

¶p:��

� é6•u‘L�

�
�

5•�

�

;

�

(8.15)

we canset ß

�

$

�

è3C

�ã�

ß

�

$

�l�

, which yields ß

�

:��

� é••u‘L�

�
�

5µ�

�

;±5‘$

�

è3C

�c�NšX›•œŸž

, andso

usingEquations8.14and8.15,weget

ß

�

Ó

�

è3C

5•$

�

è3C

�|�

ß

�

Ó

�

5%$

���|�äšX›gœ�ž

(8.16)
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However, if ß

�

:��

� éG•u‘L�

� � 5½�

�

;g5‰$

���K�

 ¢¡1£�¤

ž

, thenwemust�nd analternateassignment

to $

�

è3C

, suchthat ß

�

:��

� é •u‘ �

�]�15¾�

�

;%5–$

�

è3C

�|�ŒšX›•œŸž

. Then,wecanconclude,asabove,

thatEquation8.16holds.

Consider, w.r.t. theassignmentß , all lower boundson � � thatoccurin Ó

�

è3C

5‘$

�

(and

hencein Ó

�

� �

è3C

ô

µ­µ

V

5¿$

�

); more precisely, a lower boundon � �
is a predicate :�� �

•u‘

T

�

� W

5•�

T

;Ÿ5•$

�

suchthat ß

�

:�� �

•u‘

T

�

� W

5•�

T

;35•$

���|�Œšà›gœ�ž

.

If no suchlower boundon � �
exists, thenwe canset $

�

è3C

to any valuethat resultsin

ß

�

:��

�êé\•u‘L�

� � 5%�

�

;95•$

�

è3C

�9�äšX›•œŸž

, becausethereis no lower boundto beviolatedby

increasingthevalueof a real-valuedvariable.

Sosupposeat leastonelowerboundon � � existsin Ó

�

è3C

. De�ne thevalue À

×

as

À

×

�

�˜#¸�

T

×7™

k

™7À0Á

h

V

w

 Œ!

W
V

�

W

B

•

W
i

B

²

é�Â½F�©ƒªƒ«•§

:

2

�

TG2

ß

�

�

�‹W

5•$

�
�

; (8.17)

Notethat À

×

��4

sinceß

�

:��K�

•u‘

T

�

�‹W

5•�

T

;35%$

�
�|�äšX›gœ�ž

for all
ø

in Equation8.17.

Let X bethe
ø

for whichtheminimumontheright-handsideof Equation8.17is attained.

If therearemany such
ø

, say
ø

C

&)ø

q

&Z°Z°Z°Ÿ&)ø

8

, set X accordingto thefollowing rules:

i. If thereexists
ø%�

for which
•u‘

T

�

�

[ , set X to any onesuch
ø%�

.

ii. OtherwiseselectX to beany oneof
ø

C

&)ø

q

&Z°Z°Z°Ÿ&)ø

8

.

Thus,

À

×

�

2

�—V

2

ß

�

�

�¤]

5•$

�
�

(8.18)

Next, wede�ne apositive realnumberÃ asfollows:

Ã

� ÿ

���

Ã
� if

•u‘

V

�

[ , andwhereÃ
�

,

:

4p&

ß

�

�

� é

2

�

�<]

2

�

�

2

�—V

�

;

4

otherwise
(8.19)

Notethat ß

�

�

� é

2

�

�
]

2

�

�

2

�—V

�

is non-negative andis strictly positivewhen
•u‘

V

�

[
. This

is becausethereexistsa transitivity constraintin Ó

�

� �

è3C

•

µ

!

× of theform

:uó

 "!

éX�

•

é

� éL�

�

rü�
�

•u‘

V×�

�
]

5•�—VA;

�Ÿæ

:��

� éŠ•u‘L�

�

�
]

5•�

�

5•�—VA;

whichoccursin Ó

�

� �

è3C

•

µ

!

×

j

š

•¨ž

é

œ ›

é

�

é

œ

w

F�©ƒª�«•§ as

:��]�

•u‘

V1�

�<]

5•�—VA;

�9æ

:��

� é
•u‘

�

�

�<]

5•�

�

5•�—V�;

If
•u‘L�

÷

��•u‘

V , thefollowing constraintalsoholds:

:��
�

•u‘

V×�

�
]

5•�—VA;

�9æ

:��

� éG•u‘

V1�

�
]

5•�

�

5•�—VA;
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Sinceß

�

:�� �

•u‘

V×�

� ]

5•�—VA;Ÿ5•$

���3�ŒšX›•œŸž

, thefollowing equalitieshold:

ß

�

:��

� éG•u‘L�

�

� ]

5•�

�

5•�âVÝ;35•$

�l�|�

ß

�

�

� éG•u‘L�

�

� ]

5•�

�

5•�âV

�K�ŒšX›•œŸž

(8.20)

ß

�

:��

�êéG•u‘

V×�

�¤]

5•�

�

5•�—VA;95•$

���|�

ß

�

�

� é6•u‘

V×�

�¤]

5•�

�

5•�âV

�K�ŒšX›•œŸž

(8.21)

Thus, ß

�

�

� é

2

�

� ]

2

�

�

2

�—V

�

is non-negative andis strictly positive when
•u‘

V

�

[ .

We now show that À

×

2

Ã

� 4

. If Ã

�N4

, clearly À

×

2

Ã

� 4

. So,assumethat
•u‘

V

�

[ ,

andthus Ã

,

:

4p&

ß

�

�

� é

2

�

�<]

2

�

�

2

�—V

�

; . Thenwecanconcludethefollowing:

À

×

2

Ã

�

2

�âV

2

ß

�

�

�<]A�

2

ß

�

$

���

2

Ã

[

2

�âV

2

ß

�

�

� ] �

2

ß

�

$

���

2

ß

�

�

�êé

2

�

� ]

2

�

�

2

�—V

�

�

2

�âV

2

ß

�

�

� ] �

2

ß

�

$

���

2

ß

�

�

�êéZ�

5 ß

�

�

� ] �

5��

�

5•�âV

�

�

�

2

ß

�

�

� él�

2

ß
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(sinceß

�
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� éŠ•u‘L�

�
�

5•�

�

;95•$

�l�|�

 ¢¡]£A¤

ž

)

Intuitively, À

×

2

Ã is anon-negative realnumberwecanaddto all real-valuedvariables

without violating lowerboundson �
�

in Ó

�

è3C

5•$

�

.

Now, de�ne ß

�

$

�

è3C

�

asfollows:

ß

�

$

�

è3C

�|�

ß

�

$

�l�

5 À

×

2

Ã (8.22)

SinceÀ

×

2

Ã

��4

, ß

�

$

�

è3C

���

ß

�

$

�
�

.

Giventheabove assignmentto $

�

è3C

, we �rst show that ß

�

:��

� é••u‘L�

�
�

5µ�

�

;©5‘$

�

è3C

�©�

šà›gœ�ž

. Wehave thefollowing sequenceof equalities:
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�
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�êé
�]•u‘

�

�

�
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ß

�

$

�
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�

�
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�

�

�êéZ�]•u‘L�

�

�

2

À

×

5�Ã

2

ß

�

$

�Z�

�

ß

�

�

�êéZ�]•u‘L�

Ã—5��

�

2

�˜#¢�

T

:

2

ß

�

�

�
W

5•$

���

2

�

T

;

2

ß

�

$

�l�

�

ß

�

�

�êé
�]•u‘

�

Ã—5��

�

5I:Ýß

�

�

�<]

5•$

�
�

5•�âVÝ;

2

ß

�

$

�
�

�

ß

�

�

�êéZ�]•u‘L�

Ã—5 ß

�

�

�
]

�

5•�

�

5��âV
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: sinceÃ

,

:

4p&

ß

�

�

�

2

�[V

2

�

�

2

�—V

�

; andfrom Eqn.8.20;

We next show that theassignmentto $

�

è3C

in Equation8.22preservesthe truth assign-

mentto otherboundson �
� ; i.e.,boundsin Ó

�

è3C

5�$

�

otherthan :��

� éŠ•u‘L�

�
�

5��

�

;|5¯$

�

.

Formally, we show thatfor all bounds�
�

•u‘

T

�

�‹W

5•�

T

where
ø

÷

�

$ :

ß

�

:��
�

•u‘

T

�

�
W

5•�

T

;95•$

�
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�|�

ß

�

:��
�

•u‘

T

�

�
W

5•�

T

;95•$

�l�
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Notethatthevalueof differenceconstraintsof theform �

� W

ë

•u‘

�

� W

ì

5Ä�

T

ë

T

ì

is unaffected

by theassignmentto $

�

or $

�

è3C

.

If ß

�

:�� �

•u‘

T

�

� W

5%�

T

;Ÿ5‘$

���Ÿ�

 ¢¡1£�¤

ž

, then ß

�

:�� �

•u‘

T

�

� W

5•�

T
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�
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.

On theotherhand,if ß
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:�� �
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T
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2
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2

ß

�
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Ã

� šX›•œ�ž

(sinceÃ

��4

andfrom Equations8.17and8.18)

To sumup, we have shown that ß

�

:��

� éÐ•u‘L�

�
�

5‹�

�

;"5“$

�

è3C

�ÿ� šX›•œŸž

, even though

ß

�

:��

�êé
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�
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�

;95•$

�
�|�

 J¡1£�¤

ž

. Thus,wecanconcludethat
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5•$
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Thiscompletestheproof for the�rst case.

(b) Case2: ß

�†�

¥

:��
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� �
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Thus
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Letting ß
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andfrom Equation8.15,weget
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Ó
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5•$
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asrequired.

Thus,ˆ

�M�Ÿæ

ˆ

�

è3C

.

Fromparts1 and2 above,we concludethat ˆ

�

è3C

and ˆ

�

areequivalent.

_

Lemma 8.2 SupposetheDL formula Ó doesnot containanydifferenceconstraints that are upper

boundson �
�
; i.e., any satisfyingassignmentto Ó setsall upperboundson �

�
to  J¡1£�¤

ž

, and all

lowerboundpredicatesto
šX›gœ�ž

. Then,Š

$

°

$

�

�
�

r Ó�5•$ is equivalentto Ó .
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Proof:(Lemma8.2)

We �rst show that Ó

�9æ

:

Š

$

°

$

�

�|�“rjÓQ5%$*; .

Let ß beanassignmentto thevariablesin Ó suchthat ß

�

Ó

�|�ŒšX›•œ�ž

. Weextend ß with anevaluation

of $ sothat ß
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. Then, ß

�

$

�

� � rlÓŽ5‘$
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Next, we show that :

Š

$

°

$

�

� � rtÓ�5O$*;

�9æ

Ó . Let ß be an assignmentsuchthat ß

�

Š

$

°

$

�

� � r‚Ó’5’$

�¶� šX›•œŸž

. Thus, ß

�

$

�

� �

�ˆ�•šX›•œŸž

and ß

�

Ó˜5’$

�¶� šX›gœ�ž

. Since Ó doesnot contain

any differenceconstraintsthatareupperboundson � � , for any lower bound� �

•u‘

T

�

T

5%�

T

on � � ,

ß

�

:�� �

•u‘

T

�

T

5Å�

T

;à5Æ$

�|�ŒšX›•œ�ž

andfor anupperbound�ZV

•u‘

V1� � 5Æ�—V on � � , ß

�

:��[V

•u‘

V1� � 5Æ�—VA;X5½$

�K�

 ¢¡]£A¤

ž

.

Then,sinceß

�

$

�Ÿ��4

,

ß

�

:��
�

•u‘

T

�

T

5•�

T

;95•$

�K�ŒšX›•œŸž��

ß

�

�
�

•u‘

T

:��

T

5•$�;35•�

T

�3�

ß

�

�
�

•u‘

T

�

T

5•�

T

�

Similarly, for anupperboundpredicateon �9� , ß

�

�[V

•u‘

V×�K�“5•�—V

�K�

 J¡1£�¤

ž

.

It thenfollows that ß

�

Ó

�|�Œšà›gœ�ž

.

_

From Lemma8.1, we infer that ˆÇ²

�

Š

$

°

$

�

�]�Gr‚ÓK�G5—$ is equivalent to Š

$

°

$

�

�|�Gr‚Ó
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5—$ .

Additionally, since Ó

& doesnot containany upperboundson �
�
, usingLemma8.2, we conclude

that ˆ
² is equivalentto Ó

&

�

Ó�¸

ô

. Thiscompletestheproofof Theorem8.2. _
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Figure8.1: Eliminating upper boundson �9�

Example8.2 Let thesubformulaÓ of ˆÇ² be

Ó

�

:��

C

�

�
�

5

î

r’�]q\<@�
�

5

²

;

w

:��

C

€

�
�

5

î

rü�Kq

�

�
�

5

î

;

Ó is depictedgeometricallyastheshadedregion in Figure8.1(a).It comprisestwo sub-regions,one

for eachdisjunct. The lower boundson theseregions, �

C

�

�
�

5

î

and �Kq

�

�
�

5

î

, areupper

boundson �
� . Weencodetheseby ó2Ž

�

v

C

�

�

and ó�Ž

�

v

q

�

�

.
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Figure8.1(b)shows Ó

C

, theresultof eliminating ó2Ž

�

v

C

�

�

. Formally, wecalculate
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Then,applyingstep2(c)of thetransformation,weget

Ó
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²

rü�

C

�

�]qc5ä�X;
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� � 5

î

;

Similarly, in thenext iteration,we introduceandeliminate ó_Ž

�

v

q

�

�

to get ÓKq , shown in Figure8.1(c),

which is equivalentto ˆ ² . _

8.4.3 Eliminating InfeasiblePaths in BDDs

Suppose® is theBooleanencodingof DL formula Ó . Let Ó

•

µ

!

×

denotetheconjunctionof transitivity

constraintsfor all real-valuedvariablesin Ó , andlet ®

•

µ

!

×

denoteits Booleanencoding. Finally,

denotetheBDD representationsof ® and ®

•

µ

!

×

by ÏÑÐ2Ð1:=®©; and ÏÑÐ2Ð]:=®

•

µ

!

×

; respectively.

We would like to eliminatepathsin ÏÑÐZÐ]:=®±; that violate transitivity constraints,i.e., thosecorre-

spondingto assignmentsto variablesin ® for which ®

•

µ

!

×

�

 ¢¡1£�¤

ž

. We cando this by usingthe

BDD Restrict operator, replacing ÏÑÐZÐ1:=®±; by Restrict( ÏÑÐZÐ�:=®±;

&

ÏÑÐZÐK:=®

•

µ

!

×

; ) . Informally,

Restrict( ÏÑÐ2Ðp:=®±; , ÏÑÐZÐ1:=®

•

µ

!

×

; ) traversesÏÑÐ2ÐK:=®±; , eliminatinga pathon which ®

•

µ

!

×

is  ¢¡]£A¤

ž

aslong asit doesn't involve addingnew nodesto theresultingBDD. DetailsabouttheRestrict

operatormaybefoundin thepaperby CoudertandMadre[44].

Sinceeliminatinginfeasiblepathsin a large BDD canbe quite time consuming,we do not apply

this optimizationvery often. For example,in modelcheckingtimedautomata,this optimizationis

appliedonly to theBDD for thesetof reachablestates,andonly onceon each�xpoint iteration.

8.5 Summary

This chaptershowed how to eliminatequanti�ers over real-valuedvariablesin a quanti�ed dif-

ferencelogic (QDL) formula by transformingthe problemto oneof eliminatingquanti�ers over

Booleanvariablesfrom a quanti�ed Booleanformula. Satis�ability solving of DL formulasover

Booleanandreal-valuedvariableswasdiscussed,asalsoweretechniquesof representingandma-

nipulatingDL formulas.Severaloptimizationscanbeusedto improveonthequanti�er elimination

methodin practice.

In thenext chapter, wewill seehow theBooleanmethodsfor QDL discussedin thischaptercanbe

appliedto theproblemof modelcheckingtimedautomata.
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Chapter 9

Model Checkingand Timed Cir cuits

A timedsystemis a generalizationof a �nite-statesystemwith real-valuedclock or timervariables.

A particularlyexpressive formalismfor timedsystemsis thetimedautomaton[3, 5].

A timedautomatonis ageneralizationof a�nite automatonwith asetof real-valuedclockvariables.

Thestatespaceof atimedautomatonthushasa�nite component(overBooleanstatevariables)and

anin�nite component(overclockvariables).Severalmodelcheckingtechniquesfor timedautomata

have beenproposedover thepast �

Ä

years.Thesecanbeclassi�ed,ontheonehand,asbeingeither

symbolicor fully symbolic, andon theother, asbeingboundedor unbounded. Symbolictechniques

usea symbolicrepresentationfor the in�nite componentof thestatespace,andexplicit represen-

tationsfor the �nite component. In contrast,fully symbolic methodsemploy a single symbolic

representationfor both�nite andin�nite componentsof thestatespace.Boundedmodelchecking

techniqueswork by unfoldingthetransitionrelation Ö times,�nding counterexamplesof lengthup

to Ö , if they exist. As in the untimedcase,thesemethodssuffer from the limitation that, unless

a boundon the lengthof counterexamplesis known, they cannotverify the propertyof interest.

Unboundedmethods,on theotherhand,canproducea guaranteeof correctness.

The theoreticalfoundationfor unbounded,fully symbolicmodelcheckingof timedautomatawas

laid by Henzingeret al. [71]. The characteristicfunction of a setof statesis a formula in differ-

encelogic (DL). Themostimportantmodelcheckingoperationsinvolve decidingDL formulasand

eliminatingquanti�erson realvariablesfrom quanti�ed differencelogic (QDL) formulas.

This chapterdescribesthe �rst approachto unbounded,fully symbolicmodelcheckingof timed

automatathat is basedon a Booleanencodingof DL formulasandthatpreservestheinterpretation

of clocksover thereals.Unlike someotherfully symbolictechniques,our methodcanbeusedto

modelcheckany propertyin the timed � calculusor TimedComputationTreeLogic (TCTL) [4].

Themethodis basedon theresultsof Chapter8, andespeciallyon the techniquefor transforming

theproblemof eliminatingquanti�ersonrealvariablesto oneof eliminatingquanti�ersonBoolean
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variables.

We begin this chapterwith a discussionof relatedwork. Section9.2givesbackgroundinformation

on timedautomataandthetimed � calculus.We describeour fully symbolicmodelcheckingalgo-

rithm in Section9.3, includinga descriptionof our implementationandresultson a toy example.

Section9.4describesour experienceapplyingthis modelcheckingalgorithmto theveri�cation of

timedcircuits.

9.1 RelatedWork

Wediscusstherelatedwork thatis mostrelevantto ourapproachto fully symbolicmodelchecking

of timedautomata.A moredetailedsurvey of techniquesfor modelcheckingtimedsystemscanbe

foundin therecentpaperby Wang[162].

Thework thatis mostcloselyrelatedto oursis theapproachbasedonrepresentingDL formulasus-

ing DifferenceDecisionDiagrams(DDDs) [102]. A DDD is a BDD-like datastructure,wherethe

nodelabelsaregeneralizedto bedifferenceconstraintsratherthanjust Booleanvariables,with the

orderingof constraintsinducedby anorderingof clock variables.This constraintorderingpermits

the useof local reductionoperations,suchaseliminating inconsistentcombinationsof two con-

straintsthatinvolve thesamepairof clockvariables.DecidingaDL formularepresentedasaDDD

is doneby eliminatingall inconsistentpathsin theDDD. This is doneby enumeratingall pathsin

theDDD andcheckingthesatis�ability of theconjunctionof constraintson eachpathusinga con-

straintsolverbasedontheBellman-Fordshortestpathalgorithm.Notethateachpathcanbeviewed

asa disjunctin the Disjunctive NormalForm (DNF) representationof the DDD, andin theworst

casetherecanbe exponentiallymany calls to the constraintsolver. Quanti�er eliminationis per-

formedby theFourier-Motzkin technique[49], which alsorequiresenumeratingall possiblepaths.

In contrast,ourBooleanencodingmethodis generalin thatany representationof Booleanfunctions

maybeused.Our decisionprocedureandquanti�er eliminationschemeusea direct translationto

SAT andBooleanquanti�cation,respectively, avoiding theneedto explicitly enumerateeachDNF

term. In theory, the useof DDDs permitsunbounded,fully symbolicmodelcheckingof TCTL;

however, the DDD-basedmodelchecker [102] canonly checkreachabilityproperties(thesecan

expresssafetyandbounded-livenessproperties[1]).

UPPAAL2K andKRONOS areunbounded,symbolicmodelcheckers that explicitly enumeratethe

discretecomponentof the statespace.KRONOS usesDifferenceBoundMatrices(DBMs) asthe

symbolicrepresentation[168] of the in�nite component.UPPAAL2K uses,in addition,Clock Dif-

ferenceDiagrams(CDDs)to symbolicallyrepresentunionsof convex clockregions[15]. In aCDD,

anodeis labeledby thedifferenceof apairof clockvariables,andeachoutgoingedgefrom anode

is labeledwith an interval boundingthatdifference.Note thatwhile KRONOS cancheckarbitrary
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TCTL formulas,UPPAAL2K is limited to checkingreachabilitypropertiesandvery restrictedlive-

nesspropertiessuchas ª\Fg¹ .

RED is an unbounded,fully symbolicmodelchecker basedon a datastructurecalled the Clock

RestrictionDiagram(CRD) [161]. The CRD is similar to a CDD, labeling eachnodewith the

differencebetweentwo clock variables.However, eachoutgoingedgefrom a nodeis labeledwith

an upperbound,insteadof an interval. RED representsdifferenceformulasby a combinedBDD-

CRD structure,andcanmodelcheckTCTL formulas.

A fully symbolicversionof KRONOS usingBDDs hasbeendevelopedby interpretingclock vari-

ablesoverintegers[24]; however, thisapproachis restrictedto checkingreachabilityfor thesubclass

of closedtimedautomata1, andtheencodingblows up with thesizeof the integerconstants.Rab-

bit [18] is a tool basedon this approachthat additionallyexploits compositionalmethodsto �nd

goodBDD variableorderings.In comparison,our techniqueappliesto all timedautomataandits

ef�ciency is far lesssensitive to thesizeof constants.Also, thevariableorderingmethodsusedin

Rabbitcouldbeusedin aBDD-basedimplementationof our technique.

Many fully symbolic,but boundedmodelcheckingmethodsbasedon SAT have beendeveloped

(e.g.,[9, 114]). McMillan [100] hasrecentlycombinedboundedmodelcheckingmethodswith an

interpolatingtheoremprover to performunboundedmodelcheckingof a sub-classof in�nite-state

systemsthatincludestimedautomata.

9.2 Background

We begin with a brief presentationof backgroundmaterial,basedon papersby Alur [3] andHen-

zingeret al. [71]. Wereferthereaderto thesepapersfor details.

9.2.1 Timed Automata

A timedautomatonÒ is a tuple ŸRÓ

&

Ó
�

&?Ô\&?Õ—&xÖG&�×

¡ , where Ó is a �nite setof locations,Ó
�

BOÓ is

a �nite setof initial locations,
Ô

is a �nite setof labelsusedfor productconstruction,
Õ

is a �nite

setof non-negative real-valuedclockvariables,
Ö

is a functionmappinga locationto aDL formula

(calleda locationinvariant), and
×

is thetransitionrelation,asubsetof Ó>�½ØŒ�ÅÙ•�

Ô

�ÆÓ , where

Ø is a setof DL formulasthatform enablingguard conditionsfor eachtransition,and Ù is a setof

clock resetassignments. A locationinvariantis theconditionunderwhichthesystemcanstayin that

location. A clockresetassignmentis of theform �

�

™

�

�
�

5»� or �

�

™

�

�

�

, where�

�+&

�

�-,ÚÕ

and �

is anintegerconstant,2 andindicatesthattheclock variableon theleft-handsideof theassignment
1Clockconstraintsin a closedtimedautomatondonotcontainstrict inequalities.
2TheassignmentÞ �]Û

ÊÝÜ is representedas Þ

�@Û

ÊjÞ
w

È

Ü . Wherever weuse Þ

� to denotea clockvariable,Þ]ßOË .
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Figure9.1: Exampleof a timed automaton. Reproducedfrom [3].

is resetto thevalueof theexpressionon theright-handside.Wewill denoteguardsby ë

&

ë

C

&Z°Z°Z°

.

Example9.1 An exampleof a timedautomatonis givenin Figure9.1.

For this example,Ó

�

”`X
�

&

X

C

&

XSq

&

XAvg– , Ó
�

�

”`X
�

– ,
ÔM�

”

�1&)(à&

�

&

Öa– ,
Õ �

”L�

C

&

�]qg– ,
Ö

:>X
�

;

�%Ö

:>XSvL;

�

šX›•œŸž

,
Ö

:>X

C

;

�“Ö

:>XAqL;

�

�

C

€

� . The latter locationinvariantensuresthat the transitionlabeled�

from XAq to XSv occurswithin � time unit of theoccurrenceof
�

. Similarly, theguard ��q
[

²

on the

transitionfrom X�v to X
�

ensuresthatthetime betweenthattransitionandtheonelabeledwith
(

is at

least
²

units. _

Two timedautomataarecomposedby synchronizingover commonlabels. We refer the readerto

Alur' spaper[3] for aformalde�nition of productconstruction.Notethatin contrastto thede�nition

of timed automatagiven by Alur [3], we allow locationinvariantsandguardsto be arbitraryDL

formulas,ratherthansimplyconjunctionsover differenceconstraintsinvolving clockvariables.

The invariant
Öíì

for the timedautomatonÒ is de�ned as
ÖÌì��ïî

VGð•ñ

�

óZ�º�':>X¸;

�9æ Ö

:>X¸;

�

, where

óZ�º�':>X¸; denotesthe Booleanencodingof location X . We will also denotea transition y

,ï×

as

ë

�9æ

ê , whereë isaguardconditionoverbothBooleanstatevariables(usedtoencodelocations)

andclockvariablesof thesystem,and ê is asetof assignmentsto clockandBooleanstatevariables.

Timed Guarded Commands

Henzingeret al. [71] show how timedautomatacanbeexpressedastimedguardedcommandpro-

grams. A guardedcommandis of the form ë

�9æ

ê , where ë is a guardconditionover both

Booleanstatevariables(usedto encodelocations)andclock variablesof thesystem,and ê is a set

of assignmentsto clock andBooleanstatevariables. In general,we have oneguardedcommand

correspondingto eachtransitionbetweentwo locations.A timedguardedcommandprogramcorre-

spondingto a timedautomatonis a pair :=c

&xÖÌò

; wherec is a setof guardedcommands,and
Öíò

is

theprograminvariantde�ned as
Ö

ò
�•Öºì

.

We will usethetimedguardedcommandprogramrepresentationof a timedautomatonwheresuit-

able.
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9.2.2 Timed ó Calculusand TCTL

We expresspropertiesof timed automatain a generalizationof the � calculuscalledthe timed �

( ô^� ) calculus.A formula õ of the ô-� calculusis generatedby thefollowing grammar:

õ>™†™

�’\

j

Ó

jL¥

õ

j

õ

C

w

õ±q

j

õ

C

•

õ±q

j

‰

°

õ

j

�

\/°

õ

j�ö

\/°

õ (9.1)

‰ is aspeci�cationclock variable(i.e., ‰˜÷

,�Õ

) and
\

is a formulavariableusedin �xpoint compu-

tation.Theformula õ

C

•

õ±q meansthattheformula õ

C

is trueat thepresentstate,andremainstrue

(astime elapses)until sometransitionis taken, at which time formula õoq becomestrue; thus“
•

”

is essentiallya next-stateoperator. The formula ‰

°

õ is true in a statewhere õ is trueaftersetting

speci�cationclockvariable‰ to zero.Theexpression�

\/°

õ standsfor theleast�xpoint of õ , where
\

is a formulavariableboundinside õ ; ö denotesthegreatest�xpoint operator.

Henzingeret al. [71] show that the ô^� calculuscanexpressthe dense-real-timeversionof Com-

putationTreeLogic (CTL), TimedCTL (TCTL) [4]. TCTL generalizesCTL by allowing atomic

propositionsto be any DL formula,andin additioncontainsformulasof the form ‰

°

õ where ‰ is

a speci�cation clock variableand õ is a TCTL formula in which ‰ appearsfree; the latter class

enablesoneto write time-boundedproperties.Weomit thedetailsfor brevity.

Severalmodelcheckersarespecializedto checkreachabilityproperties.Using thenotationof the

ô-� calculus,a reachabilitypropertyis a formulaof theform

Ó

�

!

�

k

�9æ

¥

�

\/°S�

Ó

š

Ä^Ä

w

:

šX›•œ�ž6•V\

;

�

where Ó

�

!

�

k is theinitial setof states,and Ó

š

Ä­Ä

characterizesthebadstates;theformulaevaluatesto
šX›gœ�ž

if no errorstateis reachablefrom any initial state.

9.3 Fully Symbolic Model Checking

Our model checkingalgorithmcan be viewed as an implementationof one given by Henzinger

et al. [71], wherewe performoperationsin QDL usingBooleanmethods.This algorithmchecks

thata timedautomatonÒ satis�esa speci�cationgivenasa ô^� formula õ . Thealgorithmalways

terminates,andgeneratesa DL formula j

õ

j , suchthat,if Ò is non-zeno(i.e., time candivergefrom

any state),then j

õ

j is equivalentto
Ö

ì

.

Thealgorithmis fully symbolicsinceit avoidstheneedto enumeratelocationsby representingsets

of valuesof bothBooleanstatevariablesandclockvariablesasDL formulas.It performsbackward

explorationof thestatespaceandusesthefollowing threespecialoperatorsoverDL formulas:

1. Time Elapse: Ó

Cd÷

ÓKq denotesthesetof all statesthatcanreachthestateset Ó�q by allowing
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time to elapse,while stayingin stateset Ó

C

atall timesin between.Formally,

Ó

Cd÷

Ó]q

°

�

Š

â'”àâ

�

� � rjÓKq“5 âˆr

,

$

�

� � <µ$ˆ<Œâ

�9æ

Ó

C

5•$

�

– (9.2)

where Óü5�â denotestheformulaobtainedby adding â to all clock variablesoccurringin Ó ,

computedas Ó

�

�

�

5Eâ�¶à�

� &

�-<@#“<@�

�

, where�

C

&

� q

&Z°Z°Z°Ÿ&

�

!

aretheclockvariablesin Ó

�

(i.e.,

not includingthezerovariable� � ).

2. Assignment: Ó

�

ê

�

, whereê is a setof assignments,denotestheformulaobtainedby simul-

taneouslysubstitutingin Ó theright handsideof eachassignmentin ê for theleft handside.

Formally, if ê is thelist ó

C

™

�

Ó

C

&Z°Z°Z°�&

ó

T

™

�

Ó

T

&

�

C

™

�

�

�®ë

5��

C

&Z°Z°Z°Ÿ&

�

!

™

�

�

�

•

5��

!

, where

eachó

�

is a Booleanvariable,each�

�

is a clock variable,andfor each�

� ]

, $™V

�§4

or �—V

�§4

,

then

Ó

�

ê

�K�

Ó

�

Ó

C

¶•ó

C

&Z°Z°Z°Ÿ&

Ó

T

¶•ó

T

&

�

�)ë

5•�

C

¶à�

C

&Z°Z°Z°Ÿ&

�

�

•

5•�

!

¶à�

!

�

Assignmentsare thusperformedvia substitutionsof Booleanand real-valuedvariablesby

expressionsof the correspondingtype. We usethe techniquesdescribedin Section8.3 to

performthesesubstitutions.

3. Weakest Pre-condition: ¹ D{ó

ì

Ó denotesthe weakestpreconditionof Ó with respectto the

timedautomatonÒ . Formally,

¹ D{ó

ì

Ó

��Ö
ì

r
:�Ó

w�ø

k

ðúù

¹ D{ó

k

:

Ö
ì

r Ó3;ƒ;

wherefor a transitiony

�

ë

�Ÿæ

ê

¹ D{ó

k

:�Ó3;

�

ë7r Ó

�

ê

�

Notethat ¹WD'ó

ì

is de�ned usingassignmentsandBooleanoperations.

The modelcheckingalgorithmis de�ned inductively on the structureof ô^� formulas,asshown

below:

�

j

Ó

j

™

�•Ö
ì

r Ó

�

jê¥

õ

j

™

��Ö
ì

r

¥Šj

õ

j

�

j

õ

C

w

õ±q

j

™

�

j

õ

C

j

w

j

õ�q

j

�

j

õ

C

•

õ±q

j

™

�

j

:

j

õ

C

j

w

j

õ±q

j

;

÷

¹ D{ó

ì

:

j

õ±q

j

;

j

�

j

‰

°

õ

j

™

�

j

õ

j

�

‰?™

�I4g�

�

j

�

\�°

õ

j is theresultof thefollowing iteration:
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Ó

!

š*û

™

�

 ¢¡1£�¤

ž�ü

›gžZý“ž

¡

š

Ó

µ

V

8

™

�

Ó

!

š+û

ü

Ó

!

š*û

™

�

j

õ

� \

™

�

Ó

µ

V

8

�

j

ü

œÌþKšúÿ

£

:�Ó

!

š+û

�9æ

Ó

µ

V

8

;

ü

›gž%šgœŸ›�þ

Ó

µ

V

8

ü

As canbeseenfrom thealgorithmdescriptionabove,apartfrom Booleanoperators,themaincom-

ponentsof the algorithmare: quanti�er elimination in the time elapseoperation,substitutionof

statevariablesin anassignment,andthedecisionprocedureusedto checkcontainmentin �xpoint

computation.For a fully symbolicmodelchecker that representsstatesetsasDL formulas,these

modelcheckingoperatorscanbede�ned asoperationsin QDL. Weelaboratebelow.

Time Elapse

Considertheformulaon theright handsideof Equation9.2,thede�nition of thetimeelapseopera-

tor. This formulais not in QDL, sinceit includesexpressionsthatarethesumof two realvariables

(e.g., ��5§â ). However, it can be transformedto a QDL formula, by using, insteadof â and $ ,

variablesâ and $ thatrepresenttheir negations:

Š

â'” â•<@�
�

r ÓKq“5I:

2

â';3r

,

$

�

â•< $ˆ<@�
�

�9æ

Ó

C

5I:

2

$*;

�

– (9.3)

Formula9.3 is expressiblein QDL, sincethe substitution Ó

�

�

�

5 :

2

â•;�¶à�

�º&

�M< #E< �

�

can be

computedas Ó

�

â�¶à�
�

�

.3 Thisyields,

Š

â'” â•<@�
�

r ÓKq

�

â�¶à�
�

�

r

,

$L: â•< $ˆ<@�
�

�9æ

Ó

C

�

$?¶à�
�

�

;)– (9.4)

Finally, wecanrewrite Formula9.4purelyin termsof existentialquanti�ers:

Š

â%” âÿ<@�
�

r Ó]q

�

â�¶à�
�

�

r

¥ÇŠ

$L: $G<@�
�

r âÿ< $©r

¥

Ó

C

�

$?¶à�
�

�

;)– (9.5)

A procedurefor performingthe time elapseoperationthereforerequiresonefor eliminating(exis-

tential) quanti�ers over real variablesfrom a DL formula. For this purpose,we usethequanti�er

transformationtechniquedescribedin Section8.1.

In addition,we canexploit the specialstructureof Formula9.5 so asto avoid introducing $ alto-

gether. Thus,we canavoid addingnew quanti�ed Booleanvariablesencodingpredicatesinvolving

$ .
3NotethatsubstitutingÞ

w by � or � canbeviewedasshifting thezeroreferencepoint to a morenegative value,thus

increasingthevalueof any clock variablerelative to zero(e.g.,[9, 102]).
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Considertheinnerexistentiallyquanti�ed DL formulain Formula9.5,reproducedhere:

Š

$L: $ˆ<@� � r âÿ< $�r

¥

Ó

C

�

$9¶à� �

�

;

Groupingtheinequality âÿ< $ with theformula ¥

Ó

C

�

$?¶à�K�

�

, weget:

Š

$�” $G<@� � r : â•<�� � r

¥

Ó

C

;

�

$9¶à� �

�

– (9.6)

Finally, treating â asa clock variable,we canrevert backto $ from $ , transformingFormula9.6 to

thefollowing form:

Š

$

�

$

�

� � r7: â•<@� � r

¥

Ó

C

;Ÿ5•$

�

(9.7)

Formula9.7 is a specialcaseof theformula ˆ
² given in Equation8.13. Therefore,we canemploy

theoptimizationdescribedin Section8.4.2.

CheckingContainment

Containmentof onesetof states,Ó

!

š+û

, in another, Ó

µ

V

8

, is checked by decidingthevalidity of the

DL formula Ó

°

�

Ó

!

š+û

�9æ

Ó

µ

V

8

(or equivalently, thesatis�ability of ¥

Ó ). Thesatis�ability of ¥

Ó

is decidedusingthetechniqueof Section8.2.

Reachability Analysis

A simplebut veryusefulspecialcaseof modelcheckingis to computethesetof reachablestatesof

thetimedautomaton.This canbeusedfor checkingsafetyproperties.

Let Ó
�

denotea DL formula characterizingthe initial setof statesof a timed automatonÒ . The

following three-stepalgorithmcomputesaDL formula Ó reachrepresentingthesetof reachablestates

of Ò .

1. Ó

!

š*û

™

�

Ó
� .

2. Do

(a) Ó

µ

V

8

™

�

Ó

!

š+û

(b) Ó]0|™

�

posttime :�Ó

µ

V

8

; ” Let time elapse –

(c) Ó]0ê0K™

�

post
ò

:�Ó]0S; ” Fire a transition –

(d) Ó

!

š*û

™

�

Ó

µ

V

8

w

Ó
0 0

” Union of sets –

While ( Ó

µ

V

8

÷

�

Ó

!

š+û

) ” Check termination –
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3. Ó reach ™

�

Ó

!

š+û

.

Thesymbolic“next-state”operatorsposttime andpost
ò

arede�ned asfollows:

posttime :�Ó|;

°

�

Š

â{”àâ

��4

r Ó

2

âˆr

,

$

� 4

<µ$ˆ<Œâ

�Ÿæ Ö ì

2

$

�

– (9.8)

where Ó

2

â denotesthe formula obtainedby subtractingâ from all clock variablesoccurringin

Ó , computedas Ó

�

�

�

2

â�¶à�

�º&

�’<N#=<§�

�

, where �

C

&

�]q

&Z°Z°Z°Ÿ&

�

!

aretheclock variablesin Ó

�

(and

similarly for
Öíì

2

$ ).

Intuitively, â is thetimeelapsedsincethelasttransition�red. Theinnerquanti�ed formulain Equa-

tion 9.8ensuresthatwhile allowing timeto elapse,thevaluesof clockvariablesmustalwaysrespect

theinvariant
Ö ì

. Theformulaobtainedaftereliminatingquanti�ersfrom posttime :�Ó3; representsall

statesreachablefrom Ó by allowing somedurationof time to elapsewithin theconstraintsimposed

by
Öºì

.

Theoperationpost
ò

, whenappliedto a setof statesÓ , returnsthesetof statesreachedfrom Ó by

makingsometransition.Formally,

post
ò

:�Ó3;

°

� ø

h��

F�����i

ðúù

:�ÓQr‰ë¶;

�

ê

�

(9.9)

9.3.1 Implementation and Results

We implementeda modelchecker calledTMV thatusesBDDs to representBooleanfunctionsand

incorporatesall the optimizationsdescribedin Section8.4. The modelchecker is written in the

O'Caml languageandusestheCUDD package[47] for BDD manipulation.

Wehave performedexperimentscomparingtheperformanceof ourmodelchecker for bothreacha-

bility andnon-reachabilityô^� properties.For reachabilityproperties,wecompareagainsttheother

unbounded,fully symbolicmodelcheckers,viz., aDDD-basedchecker (DDD) [102] andRED ver-

sion 4.1 [161], which have beenshown to outperformUPPAAL2K and KRONOS for reachability

analysis.For non-reachabilityproperties,suchascheckingthata systemis non-zeno,we compare

againstKRONOS andRED, theonly otherunboundedmodelcheckersthatchecksuchproperties.

As anillustrative example,weuseFischer's protocolfor mutualexclusion.ToolssuchasDDD and

RED that we compareagainsthave beenshown to performwell on this examplefor reachability

properties.Theautomatonfor the # th processin this protocolis shown in Figure9.2. We ran two

experimentswith thisexample.The�rst experimentcomparedourmodelcheckeragainstDDD and

RED, checkingthatthesystempreservesmutualexclusion(a reachabilityproperty).In thesecond

experiment,we comparedagainstKRONOS and RED for checkingthat the productautomatonis

non-zeno(anon-reachabilityproperty).All experimentswererunon anotebookcomputerwith a1
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GHz Pentium-IIIprocessorand128MB RAM, runningLinux. We ranDDD, KRONOS, andRED

with their default options. For our implementation,we turnedoff dynamicvariablereorderingin

CUDD. To comeupwith astaticvariableordering,weclassi�edtheBDD variablesin ourBoolean

encodingasfollows. The�rst class,ý	��
 , consistsof variablesencodingthesharedinteger id . For

each# , classýQ:�#º; containstheBDD variablesencodinglocationsandclock constraintsfor process

# . Finally, classýQ:�#

&

$U; encodespredicatesrelatingclockvariablesfrom processes# and$ . Weused

a staticvariableorderingthat groupstogethervariablesin the sameclass,placesclass ý���
 at the

top, orders ý?:�#+; before ýQ:†$�; if #

€

$ , andplacesýQ:�#

&

$�; right after ýQ:†$�; for $ [ # . New BDD

variablesaddedduringmodelcheckingareinsertedinto theorderatpositionsthatdependuponthe

classthey fall into. Thesamestaticvariableorderwasusedfor thecorrespondingBooleanvariables

anddifferenceconstraintsin DDD.

x[i]<=10
id!=i

x[i]>10 & id=i

x[i]:=0; id:=iid:=0

idle[i]
rdy[i]

x[i]<=10

id=0   x[i]:=0

crit[i] wait[i]

Figure 9.2: Fischer's mutual exclusion protocol. The timed automatonfor the # th processis

shown. Edgesarelabeledwith guardsandassignments,omittingeitherwhereunnecessary.

Table9.1showstheresultsof thecomparisonagainstDDD andRED for checkingmutualexclusion

for increasingnumbersof processes.For DDD andTMV, the table lists both the run-timesand

the peaknumberof nodesin the decisiondiagramfor the reachablestateset. We �nd that DDD

outperformsTMV dueto the blow-up of BDDs. In spiteof the optimizationsof Section8.4, the

peaknodecount in the caseof DDD is lessthan that for TMV for the larger benchmarks.In

particular, in additionto eliminatinginfeasiblepathsasTMV does,the local reductionoperations

performedby DDD during nodecreationcaneliminateunnecessaryDDD nodeswithout adding

any time overhead.For example,DDD canreducea functionof the form ó

C

r7óXqŠr�óXv underthe

transitivity constraint
�

ó

C

r�óLq

� �9æ

óLv to simply theconjunctionó

C

r/óXq . TheBDD Restrict

operatorcannotalwaysachieve this asit is sensitive to the BDD variableordering. Furthermore,

TMV containsmany otherBDDs,suchasthosefor thetransitivity constraints,to which we do not

apply the Restrict optimizationdueto its runtimeoverhead.Finally, in comparisonto RED,
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we seethatwhile TMV is fasteron thesmallerbenchmarks,RED's superiormemoryperformance

enablesit to completefor 7 processeswhile TMV runsoutof memory.

Numberof RED DDD TMV

Processes Time Time ReachSet Time ReachSet

(sec.) (sec.) (peaknodes) (sec.) (peaknodes)

3 0.21 0.06 130 0.11 101

4 1.13 0.14 352 0.38 316

5 4.53 0.33 854 1.85 1127

6 15.11 0.90 2375 17.41 4685

7 46.31 2.65 6346 * *

Table9.1: Checking mutual exclusion for Fischer's protocol. A “*” indicatesthat the model

checker ranoutof memory.

Table9.2shows thecomparisonwith KRONOS andRED for checkingnon-zenoness.Thetime for

KRONOS is thesumof thetimesfor productconstructionandbackwardmodelchecking.Wenotice

that while KRONOS doesbetterfor smallernumbersof processes,the productautomatonit con-

structsgrows veryquickly, becomingtoo largeto constructat6 processes.Therun timesfor TMV,

ontheotherhand,grow muchmoregradually, demonstratingtheadvantagesof a fully symbolicap-

proach.For thisproperty, theBDDsremainsmallevenfor largernumbersof processes.Thus,TMV

outperformsRED, especiallyasthenumberof processesincreases.Theseresultsindicatethatwhen

therepresentation(BDDs) remainssmall,Booleanmethodsfor quanti�er eliminationanddeciding

DL canoutperformnon-Booleanmethodsby asigni�cant factor.

Numberof KRONOS RED TMV

Processes Time(sec.) Time(sec.) Time(sec.) ReachSet

(peaknodes)

3 0.03 0.28 0.24 28

4 0.23 1.30 0.44 39

5 1.98 5.05 0.80 54

6 * 17.80 2.15 69

7 * 57.95 6.61 88

Table9.2: Checking non-zenonessfor Fischer's protocol. A “*” indicatesthat KRONOS exited

with an“out of memory”error.
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Discussion

The resultsin this section,althoughlimited, indicatethat our modelchecker basedon a general

purposeBDD packagecanoutperformmethodsbasedon specializedrepresentationsof DL formu-

las. The drawbackof our BDD-basedimplementationis its poor memoryperformanceon some

examples.However, thereis scopefor improving our implementation,especiallyin �nding more

ef�cient waysof eliminatingunnecessaryBDD nodesasis possiblewith DDDs. Furthermore,note

that thememoryproblemswe facearisefrom our useof BDDs, while the techniquesproposedin

this thesiscanmake useof any representationof Booleanfunctions. In particular, a SAT-based

implementationof ourmethodmightbetterhandlethegrowth in thenumberof Booleanvariables.

While Fischer's protocol is an interestingtoy example,the real testof our modelchecker is how

it performson practicalproblems. In the next section,we describean applicationof our model

checker to theveri�cation of timedcircuits.

9.4 Veri�cation of Timed Cir cuits

Timing assumptionsarecommonlyusedin thedesignof bothasynchronousandsynchronouscir-

cuits in orderto improve performance.ExamplesincludetheGasPcircuits [150], theGlobalSTP

circuit in theIntel Pentium4 processor[72], andtheRAPPIDinstructiondecoder[143]. However,

the useof timing assumptionscomesat an addedveri�cation cost: The circuit behavior mustbe

veri�ed undertheseconstraints,andfurthermore,theconstraintsmustthemselvesbe veri�ed pre-

andpost-layout.

A promisingrecentapproachto this veri�cation problemis to usea designmethodologybasedon

relativetiming [145]. In therelative timing (RT) paradigm,timing assumptionsaremadeexplicit,

by addingconstraintson therelative orderingof signaltransitionsto anotherwiseuntimeddesign.

In contrast,othermethodsuseimplicit timing assumptions,wherethetiming assumptionsareeither

implicit in adesignstyle(suchasBurst-Modetechniques,e.g.[115]) or imposedat thegate-level in

thecircuit model(suchasmetric timedcircuit design[105]). UsingtheRT paradigm,veri�cation

proceedsin two steps:

1. Checking correctnessundertiming constraints: RT constraintsareidenti�ed andthecorrect

operationof thecircuit is veri�ed underthoseconstraints.Typically, oneeitherchecksthat

the implementedcircuit
Ö

only exhibits behaviors of a speci�cation 
 , or that it satis�esa

speci�c propertyõ formulatedin asuitabletemporallogic.

2. Verifying that the circuit obeys timing constraints: The identi�ed RT constraintsarethem-

selvesveri�ed usingstandardsimulationor statictiming analysistechniques.Theconstraints
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canbe veri�ed pre-layoutto ensurethat they have suf�cient margin basedon expectedde-

sign parameters.The constraintsalsomustbe validatedpost-layoutwith extracteddatato

ensurethat placeandroute,sizing,andbuffer insertionhave not skewed the delaysbeyond

acceptablevalues.

TheRT approachof explicitly statingtiming constraintshastheadvantagethat it appliesto many

asynchronousdesignstyles[145]. It supportsa designphilosophyof addingtiming constraints

incrementallyandof giving thedesigner�e xibility in usingtiming constraints.Also, unlike gate-

level metrictiming, it doesnot rely onconservatively setmin-maxboundson gatedelays.

However, currentRT-basedveri�cation techniques(e.g.,[85,121]) fall shortin threerespects.First,

not all timing constraintscanbeexpressedastherelative orderingof signaltransitions.Secondly,

currentveri�cation tools are yet to scaleup to relatively large circuits and achieve the success

obtainedby symbolicmethodsfor untimedsystems(e.g.,[33]). Finally, previouswork on relative

timing-basedveri�cation [85,121] doesnot satisfactorily addresstheproblemof verifying thatthe

circuit obeys theconstraints.

In thissection,we addresstheseshortcomingsby makingthefollowing novel contributions:

� A generalizednotion of relativetiming: We introducethe conceptof a generalizedrelative

timing (GRT) constraint,one that speci�es a relative orderingnot just betweenevents,but

betweenthe time intervals betweenpairsof events. This generalizationaddsthe capability

to modelsomemetrictiming informationwhich is formally modeledusingreal-valuedclock

variables.The resultingcircuit model is a timed automaton.However, sincemetric timing

constraintsaretypically far fewer thannon-metricGRT constraints,weemploy relatively few

clockvariables.

� Applicationof fully symbolicveri�cation methods:We usethe new fully symbolicmodel

checkingalgorithmintroducedearlier in this chapter. Along with the modelingmethodol-

ogy describedabove, this enablesus to verify circuits thataresigni�cantly larger thanthose

veri�able with othermethods.As an examplewe have ef�ciently analyzedtheGlobal STP

circuit [72], �nding anerror in thepublishedcircuit, andthensuccessfullyverifying a �x ed

version.

This sectionis organizedasfollows. We introducethe ideaof generalizedrelative timing in Sec-

tion 9.4.2.In Section9.4.3,wedescribehow timedcircuitsareformalizedastimedautomata.Case

studiesarepresentedin Section9.4.4.
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9.4.1 PreviousWork

Several techniqueshave beenproposedin the past �

Ä

yearsto modeltiming constraintsin circuit

design. A commonapproachis to specifyupperandlower boundson the delaybetweenwhena

transitionis enabledandwhenit �res. Formalismssuchas timed transitionsystems[70], timed

Petrinets[128] andtimedeventandevent/level structures[16,101,105] areusedfor this purpose,

andtheconstraintsarereferredto asgate-level metrictimingconstraints.This is anintuitive model,

but sincethetiming informationis providedat thegate-level, veri�cation toolsbasedon thismodel

are restrictedto relatively small circuits. Even with the useof partial order reductionmethods

(e.g.,[16,101]), the sizeof the untimedstatespacestill presentsa performancebottleneck. The

min-maxdelayboundscanimposeunnecessarytiming constraintson unrelatedpartsof thecircuit.

Furthermore,designersmustberelatively conservative on how they setthebounds,sincethesecan

dependon post-layoutinformation.

Anotherformalismfor modelingtimedsystemsis thatof timedautomata[5], whichis moreexpres-

sive thantimedtransitionsystems[6], in thatit canmodel“more global” timing constraints.Maler

andPnueli[94] modelasynchronouscircuits usingtimed automata,but their modelis alsoat the

gate-level, requiringoneclock variableper gate. Thus,it suffers from thesamescalingproblems

astheafore-mentionedmetric timing methods.Our work alsousestimedautomataasthemodel-

ing formalism,but in an entirely differentway: We modeltiming constraintsat a higherlevel of

abstraction,andintroduceclockvariablesonly wherenecessary.

The observation that enablesus to selectively useclock variablesis that most timing constraints

are on pairs of events that have a commonstart event, i.e., a “point-of-divergence.” A similar

observation was madeby Negulescuand Peeters[107,108], who presentthe notion of a chain

constraint, which speci�es that onesequenceof transitionsmustoccurbeforeanotherwith both

sequencessharinga commonpre�x. A “point-of-divergence” constraintis morerestrictive thana

chainconstraintin a logical sense(it speci�esa relative orderingfor all intermediatesequencesof

transitionsbetweenthestartandendevents),but for thesamereason,it is morecompactto specify.

Moreover, wecanmodelmoregeneralkindsof constraints,aswedescribein Section9.4.2.

Therehasbeenprior work on RT-basedveri�cation, with a focuson automaticallygeneratingcon-

straints.Pẽnaet al. [121] presentanapproachbasedon thenotionof lazytransitionsystems. Their

approachautomaticallyanditeratively generatesRT constraintsto rule out spuriouscounterexam-

ples; however, the processof addingRT constraintsrelieson knowing min-maxboundson gate

delays. Kim et al. [85] presenta veri�cation methodologybasedon a different techniqueof au-

tomaticallygeneratingRT constraints,but do not addresstheproblemof verifying that thecircuit

obeys theconstraints.While we do not automaticallygeneratetiming constraints,our work targets

a moregeneralclassof timing constraints,andprovideswaysof verifying thattheconstraintshold

for thecircuit.
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Clariśo andCortadella[40] presenta gate-level modelingapproachthat representsgatedelaysby

symbols,ratherthanby constantbounds.Thus,this modelis moreexpressive thanmetric timing.

However, theveri�cation problemis evenharderthanfor timedtransitionsystems,andtheapproach

is restrictedto verysmallcircuits.

In thecontext of asynchronouscircuits,therehasbeenmuchwork onalgorithmsfor modelchecking

timedsystems;see,for example,thework by Myers,Yoneda,et al.(e.g.,[16,101,105,167]). The

maindifferencewith ourwork is thatthesemethodsaresymbolicin thereal-valuedpart,but explicit-

statein theBooleanpart;hence,in spiteof incorporatingpartial-orderreduction,largecircuitsare

oftenoutsidetheir capacity.

Therehasalsobeenwork on methodsthat usecompositionalreasoningor abstractionto achieve

betterscalability(e.g.,[170]). Ourfocus,in thisthesis,is ondemonstratingscalabilitywithoutusing

compositionalreasoningor abstraction;however, nothingprecludesusingthetechniquespresented

hereinalongwith suchmethods.

9.4.2 Modeling Timed Cir cuits

A timedcircuit is a triple :=s

&

Ù

&

Ò�; , wheres is a set ”LÀ

C

&

À•q

&Z°Z°Z°�&

À

!

– of circuit signals, Ù is a set

”™D

C

&

DXq

&Z°Z°Z°Ÿ&

D

&

– of rules, and Ò is a set ”��

C

&

�Zq

&Z°Z°Z°�&

�7ÆU– of timing constraints. The setof initial

valuesof signalsin s is speci�edasaBooleanformula
k��

.

The circuit signals,which arethe statevariablesof the system,arecomprisedof inputs,outputs,

andintermediatesignals.A transition(alsoreferredto asevent) is achangein logic level of asignal.

TransitionÀ

���

correspondsto thetransitionof À

�

from
4

to � , and À

�

å

to thetransitionfrom � to
4

.

Wewill usethesymbol �

�

to referto eithertransitionfor signal À

�

.

Theuntimedcircuit behavior is de�ned by thesetof rules Ù , which comprises�

�N²

� rules,one

for eachsignaltransition.4 The
²

rulesfor the # th signal À

�

arewrittenas

×��

� ���

�

À

���

and
×��

� ���

�

À

�

å

where
×��

� is aBooleanformulaover s indicatingtheenablingconditionfor transition�

�

to �re.

Althoughwehaveonly introducedtwo eventspersignal(correspondingto upanddown transitions),

it would bestraightforward to add�nitely-many instancesof eachevent. That is, for a givenevent

�

�

, we cankeeptrackof not only eachinstanceof �

�

, but alsoevery second,third, ...,
ø th instances

of �

�

for a constant
ø

, with theuseof additionalstatebits to keeptrackof a “count.” However, we

have rarelyneededto trackmorethanoneinstanceof eachevent.

We will assumeaninertial gatemodel(but without boundson gatedelays).Thus,it is allowedfor

a transitionthatwasenabledto becomedisabledwithouthaving �red, aslongasthecircuit satis�es
4Noticethatthis is similar to thelanguageof productionrules[96].
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its speci�cation. In the absenceof an explicit timing constraintinvolving transition �

�

, the time

taken for �

�

to �re after beingenabledcanbe any valuein
� 4p&

·@; ; i.e., rules,by themselves,are

purelyuntimed.

GeneralizedRelative Timing

The novel aspectof how we model circuits is in the formulation of generalized relative timing

constraints,which combinerelative timing with a capability to incorporatesomemetric timing

information.

Let ¬—:��

�J&

�

�

; denotethetime interval betweenanoccurrenceof �

�

andtheoccurrenceof �

�

imme-

diatelyprecedingit.

Thefollowing de�nition formalizesthenotionof generalizedrelative timing (GRT):

De�nition 9.1 Let �

�
&

�'0

�

&

�

�
&

�

T

befour transitionssuch that �

�

÷

�

�

T

. Then,a generalizedrelative

timingconstraint on �

�+&

�'0

�

&

�

�'&

�

T

is of theform:

For all occurrencesof transitions�

�

and �

T

,

¬/:��

�+&

�

�

;

€

¬—:��

0

�

&

�

T

;35 Ö

where Ö is a rationalconstant.

It is sometimesusefulto usea non-strictinequality( < ) insteadof thestrict inequalityusedabove,

or to droponeof the ¬—:

‡†&Z‡

; termsin theinequalitysoasto imposeanupperor lower boundon the

time interval betweenevents.

Point-of-divergenceconstraint. An extremelycommonsub-classof GRT constraintsare those

suchthat �

�ˆ�

�
0

�

, Ö

� 4

, andthesameoccurrenceof �

�

immediatelyprecedesall occurrencesof

both �

�

and �

T

. In this case,the timing constraintspeci�es thatmeasuringtime from thepoint �

�

occurs,�

�

mustalwaysoccurbefore �

T

. We will refer to this specialcaseasa point-of-divergence

(POD)constraint.(Thenamecomesfrom thedivergencein two pathsstartingfrom transition �

�

.)

Wewrite aPODconstraintas �

� �

�

���

�

T

.

Typically, �

�

and �

T

causallydependon �

�

. However, notethat this neednot be thecase! By the

de�nition of ¬—:��

�J&

�

�

; , thepoint-of-divergence in theconstraintis simply theoccurrenceof �

�

that

is closestin timeto �

�

and �

T

, whichneednothave causedeitherof them.

Note alsothat the conceptof a POD constraintsis essentiallythe sameasthat of the original RT

constraint,since,in orderto implementa relative orderingbetweenevents,onewouldhave to trace

thembackto apoint-of-divergence; hencethenamegeneralizedrelative timing.

Metric timing constraints. Thepresenceof Ö in thede�nition allowsustoexpressalimited formof

metrictiming constraints.In particular, wecanexpressconstraintsof theform Ö

C

<€¬—:��

�+&

�

�

;¶<�Ö%q .
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Note,however, thatwecannotdirectlyspecifythemin-maxtiming assumptionsusedin timedtran-

sitionsystems[70] andrelatedformalisms,sincethatwouldrequireconstrainingthedelaybetween

whena transitionis enabledandwhenit �res.5

Compound timing constraints. In somecases,suchastheGlobalSTPcircuit that is our primary

casestudy, we have observed theneedfor compoundtiming constraints formedasan XOR of two

(simple) timing constraints. Sucha constraintis written as �

�

XOR �

�

. We have neededsuch

compoundconstraintsto reasonaboutrelative orderingbetweeninstancesof eventsfrom different

cyclesof circuit operation.Furtherdiscussionof suchconstraintsis deferredto the casestudyin

Section9.4.4.

In all our casestudiesto date,we have found the classof generalizedrelative timing constraints

to be suf�cient. In fact,mostconstraintstendto besimple(i.e., not compound)POD constraints.

Metric timing constraintsareusedonly whenthereis explicit useof delayvaluesin thedesign.

Wepresenttwo examplesto illustrateourmethodologyfor modelingtiming constraints.

Example 9.2 Considertheimplementationof aC-elementusingthreeAND gatesandanORgate,

asshown in Figure9.3.

c

ab

ac

bc

a

b

Figure9.3: Implementation of a C-element

 and! denotetheinputsignals,and " is theoutput.It is easyto seethatin orderto workcorrectly, it

is suf�cient for thecircuit in Figure9.3to respectthefollowing two fundamentalmodeconstraints,

formulatedhereasPODconstraints:"

���

 

"

�#�

!

å

and "

�•�

!$"

�#�

 

å

. _

While PODconstraintssuf�ce for theprecedingexample,in general,wemightneedamoreexpres-

sive timing constraint.Thefollowing exampledemonstratestheneedfor increasedexpressiveness.

Example 9.3 Figure9.4depictsa simplebuffer stageelementgeneratedfrom theCASH compiler

thatcompilesANSI-C programsinto asynchronouscircuits[159]. For correctoperation,thiscircuit

relieson two timing assumptions:datatransfersbetweenstagesusea bundleddataprotocol,anda

stageincorporatesamatcheddelayelement.
5However, notethattheformalismthatweuse,viz. timedautomata,is generalenoughto expresssuchconstraints[6].
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DELAY

REG

AC

Creq_in

data_in

ack_in

data_out

ack_out req_out

data_in_aux

enable

trigger

Figure9.4: Buffer stagefrom CASH compiler

Thematcheddelaycanbeformalizedwith thefollowing two timing assumptions�

CASH

C

and �

CASH
q

:

¬/:�%

 '&� (*)

�]&

%

 '&� (*)  ,+.-

�

;

€

¬—:0/

)1 

!32'/

�]&

&543(76�6

/

4

�

; ( �

CASH

C

)

¬/:�%

 '&� (*)

å

&

%

 '&� (*)  ,+.-

å

;

€

¬—:0/

)1 

!32'/

�]&

&543(76�6

/

4

�

; ( �

CASH
q

)

To ensurethatthestagerespectsthebundleddataprotocol,weadditionallyneedto imposetwo POD

constraints:/

)1 

!32'/

�•�

%

 '&� 8,+�&

�#�

4

/59

87+.&

�

, and /

)1 

!32'/

�%�

%

 :&. 8,+�&

å

�

4

/59

87+.&

�

.

_

Note that thematcheddelayassumptions�

CASH

C

and �

CASH
q

in Example9.3 canbe reformulatedas

PODconstraintsby tracingbackto the /

); 

!325/ signalof thepreviousstage.However, this breaks

modularity, sincethetiming constraintsinvolving signalsof a modulereferenceinternalsignalsof

anothermodule. In general,we have found that while it is often possibleto reformulatemetric

timing constraintsasPODconstraints,it is at thecostof modularity.

Verifying Timing Constraints

Theveri�cation methodspresentedin thischapterprovethatthetimedcircuit designis correctgiven

thesetof timing constraintsÒ . However, it doesnot prove thattheconstraintsactuallyhold given

the true delaysin the design. Timing constraintscanbe constructedthat do not hold in a design,

aswill beshown later in Section9.4.4. Therefore,thesemustbeproved separately, in additionto

verifying thelogicalfunctionalityof thecircuit. Webrie�y describethisprocessto show aconsistent

design�o w existsfor ourveri�cation method.

Given a POD constraint�

�»�

�

�<�

�

T

we mustprove that any sequenceof eventsfrom �

�

to

�

�

alwaysoccursbeforetheeventsfrom �

�

to �

T

. This is accomplishedby tracingandtiming the
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maximumandminimumdelaypathsfrom thePODto theendpoints,andcomparingtheresults.We

computethemaximumdelayof the left path( �

�>=

�

�

) andtheminimumdelayfor the right path

( �

� =

�

T

). This ensuresthatno combinationof delayswill cause�

T

to occurbefore �

�

. Thesame

conditionsexist for thegeneralform of constraints¬—:��

�J&

�

�

;"<€¬/:�� 0

�

&

�

T

;'5’Ö wherethetracingmay

occurto differentstartingpoints,andaconstantdelayis addedwhenthepathdelaysarecompared.

Weillustratestatictimingvalidationusingthecircuit in Figure1. TherearetwoPODconstraints,the

�rst of which is "

�%�

 

"

�?�

!

å

. Validatingthis constraintrequiresevaluationof themax-delay

pathfrom "

�

to  

"

�

. This is simply themaximumrisedelaythroughthegatecorrespondingto  

"

sincesignal  is alreadyasserted.Similarly, theminimumdelaypathfrom "

�

to !

å

, whichdepends

on how the gateis connectedto its environment,is calculatedandcomparedwith the maximum

rising delayof thegate  

" to validatethis constraint.Thesecondconstraint"

�O�

!@"

�A�

 

å

is

similarly validated.

Thecapabilityof automaticallytracingandtiming maximumandminimumdelaypaths,andcom-

paringtheresultsis supportedin mostcommercialtiming toolssuchasPrimeTime[152]. Therefore,

it is possibleto automaticallyvalidateall theconstraintsin Ò . However, somecomplicationsarise

in automaticallytracingsignalsthroughsequentialelements(suchastheC-elementof Figure9.3),

sincestatictoolsmaynot correctlycut feedbacksthat exist solely to retainstate.Fully automatic

translationandvalidationof GRT constraintsusingstatictiming toolsis left to futurework.

Thetiming constraintsusedin this chapterwereidenti�ed manually, many with theassistanceof a

relative-timingenhancedveri�cation engine[144]. Automaticgenerationof GRT constraintsis left

to futurework.

9.4.3 From Cir cuits to Timed Automata

We describehow we formally model timed circuits astimed automata.The timedguardedcom-

mandsrepresentationof timedautomatais used,asit is moreintuitive in thecurrentcontext.

Thetranslationof a timedcircuit :=s

&

Ù

&

ÒQ; to a timedautomatonÒ is performedin threesteps.

Initialization. Thesetof Booleanstatevariablesof Ò is initialized to bethesetof signalss , while

thesetof clockvariables
Õ

is initialized to
•

.

Eachrule of the timed circuit getstranslatedto a correspondingguardedcommandof the timed

automaton;thus,thereis exactly oneguardedcommandfor eachtransition � . For transition � with

correspondingrule
×1�

�

�

� , we initialize its guardedcommandto be
×3���9æ

� .

Theinvariant
Ö

ì

is initialized to be
šX›gœ�ž

, and Ó
� is setto be

k
�

(thesetof initial signalvalues).

Adding auxiliary variables. For eachtiming constraint,we addan additionalBooleanor clock

variableto storetiming information.
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Let �

�

bethe #

th timing constraint.

If �

�

is aPODconstraint,we only introducea freshBooleanstatevariable
(g�

into s .

Suppose�

�

is notaPODconstraint,andis of theform ¬—:��

�+&

�

�

;o<€¬/:�� 0

�

&

�

T

;×57Ö . Thenwenotonly

introducea freshBooleanstatevariable
(L�

into s , but alsoaddtwo clockvariables�

�

�

� � é

and �

�

v

�

� �+W

to
Õ

.

Encoding timing constraints. We encodetiming constraintsin sequence,runningthroughtheset

Ò

�

”��

C

&

�Zq

&Z°Z°Z°Ÿ&

�7ÆU– . As we encountertiming constraintscontaininga transition � , we updatethe

guardedcommandcorrespondingto it.

Supposeweareencodingtiming constraint�

k , whichmentionstransition� . Let thecurrentform of

theguardedcommandB for � be ë

�Ÿæ

ê .

How we modify B dependson whetherthetiming constraintis a PODconstraintor not,andon the

roleof � in theconstraint,aselaboratedbelow:

� PODconstraint: Supposetheconstraintis of theform �

�H�

�

���

�

T

. Therearethreecases,

with B beingmodi�ed differentlyin eachcase:

Case�

�

�

�

: B�™

�

ë

�Ÿæ

ê
0 ,

whereê•0

�

ê}|E”

(

k

�

– .

Case�

�

�

�

: BE™

�

ë

�9æ

ê•0 ,

whereê•0

�

ê}|E”

(

k

å

– .

Case�

�

�

T

: B�™

�

ë“0

�9æ

ê ,

whereë
0

�

ë r

¥

(

k .

The intuition is thatwe take theproductof the timedautomaton(constructedso far) with a

two-statemonitorautomatonasshown in Figure9.5(a)to enforcetheorderingspeci�ed by

thePODconstraint.Thevariable
(

k encodesthestatesof this automaton.Transition �

T

can

only occurin thestatelabeled¥

(

k ; i.e., thestatein which
(

k is  J¡1£�¤

ž

.

� Non-PODconstraint: Supposetheconstraintis of the form ¬—:��

�+&

�

�

;•< ¬—:��'0

�

&

�

T

;©5ŒÖ . To

encodethis constraint,we introducea non-negative constantÖ
0 suchthat ¬—:��

�J&

�

�

;�<•Ö
0

5

Ö and Ö
0

<n¬—:��
0

�

&

�

T

; . The valueof Ö
0 is usuallyknown at designtime sincea non-POD

constraintarisesonly in designstylesthatmake useof someform of metrictiming, suchthe

matcheddelayassumptionusedin thecircuit in Figure9.4.

Wehave four casesto consider:

Case�

�

�

�

: B�™

�

ë

�Ÿæ

ê
0 ,

whereê•0

�

ê}|E”

(

k

�×&

�

�

�

�
�

é

™

�ä4

– .
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Figure9.5: Monitor automata for timing
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In addition,we updatethe invariant
Ö

ì

of the timed automatonby conjoining the current

invariantwith theDL formula
(

k

�Ÿæ

�

�

�

�
�

é

<�Ö=5 Ö{0 .

The intuition behindthis translationis asfollows. First, noticethat theBooleanvariable
(

k

encodes,asbefore,thestateof a monitorautomaton,depictedin Figure9.5(b). However, in

thiscase,when
(

k is
šX›•œ�ž

, �

�

�

�
�

é

cannotprogressbeyond Ö�5 Ö�0 , asenforcedby theinvariant
Ö

ì

. Sincetheclockvariable�

�

�

�
�

é

is resetwhen �

�

�res, this forces�

�

to occurwithin Ö=5 Ö
0

time units of �

�

. Secondly, clock variable �

�

v

�

�
�ºW

is resetwhen �%0

�

�res, and the augmented

guardfor �

T

ensuresthat �

T

canonly �re Ö�0 time unitsafter �%0

�

. Theabove two mechanisms,

in conjunction,ensurethatthetiming constraint�

k is enforced.

The extensionof the translationto handlecompoundtiming constraintsis straightforward; a XOR

of two constraintscan be encodedby making a non-deterministicchoiceto either monitor one

constraintor the other. The monitor automatonfor the compoundconstraint�

×

XOR �

k , where

�

×

°

�

�

×

ë
�

�

×

ì
�

�

×

�

and �

k

°

�

�

k

ë
�

�

k

ì
�

�

k

�

is shown in Figure9.5(c).Weomit thedetails.

Example

Considerthecircuit in Figure9.4.Therulecorrespondingto thetransition&�4;(,6�6
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Timing constraints�
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Following thetranslationschemedescribedin thissection,weintroduce
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whereÖ 0 is thedelaycorrespondingto thedelayelementin the�gure.
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respectively, andare resetby %
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respectively. Thus, our encodingsimply formalizesthe constraintthat the delay

throughthebuffer is lessthanthatof thedelayelement.

9.4.4 CaseStudies

Wehaveappliedourmodelchecker, TMV, to severalcasestudies.Themainindustrialcasestudyis

apublishedversionof theGlobalSTPcircuit, aself-timedcircuit usedin theintegerunit in theIntel

Pentium4 processor[72]. OthercasestudiesincludetheGasPFIFO controlcircuit [150], STAPL

circuits[116], andtheSTARI circuit [64].

Experimentsreportedon herewererun on a Linux workstationwith a
²

GHz Pentium4 processor

and � GB of memory.

Global STP Cir cuit

The Globally ResetDomino with Self-TerminatingPrecharge (Global STP)circuit [72] is a self-

resettingdominocircuit usedin the integerunit of thePentium4 processor. Thecircuit usesboth

footedandunfooteddominoinverters,shown in Figure9.6. Figure9.7 is a hierarchical,gate-level

depictionof theGlobalSTPcircuit. Thecircuit wediscusshere,shown in Figure9.7,is thesimplest

form of thepublishedcircuit [72], with N-logic blocksreplacedby wires,andstaticblocksreplaced

by inverters;ourveri�cation methodsapplyto themoregeneralcircuitsaswell.

The top-level circuit is shown in Figure 9.7(d), with the input "�h being a ´ -GHz clock and the

outputbeingadelayedversionof thesameclock. In thebeginningof theclockcycle,thelastfooted

dominogateis beingreset,while the �rst threeSTPstagesgo throughan evaluation. After the

prechargeof thelastdominogatehasbeenturnedoff, theevaluatesignalpropagatesto theoutput,

whereit is held until the next cycle. Interestingly, notethat the threeSTPstagesareresetin the

samecycle in which they evaluate.
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Figure9.7: Global STPcircuit

This circuit relieson a numberof timing constraintsto ensurecorrectoperation.We wereableto

formulateall thesetiming constraintseitherasPODconstraintsor asaXOR of two PODconstraints.

Wediscusssomeof themoreinterestingtiming constraintshere.

Considerthe #

th STPstage,for all #

,

”%�

&)²U&)î

– (refer to Figure9.7(a)).Shortcircuit currentin the

dominoinvertermustbeavoidedby ensuringthat thepullup andpulldown transistorsarenot both

conducting.This is avoidedwith the following POD constraintthat doesnot allow the pullup to

assertuntil after the pulldown hasbeenturnedoff. This constraintstatesthat for stagei:j5kml , the

delayof aclockphasemustbeshorterthanthedelaythroughthe n�o.i3l block:

"�h

�•�

i,j�k%#

°

%
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å
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/;p
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( �
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� � )

Thepulsewidth of theoutputsin the n�o.i stageof Figure9.7(b)aredeterminedby thedelaythrough
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theoutputbuffers andtheself-resettingloop. The following constrainsthe minimumpulsewidth

on n�o1i5q
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Next, considerthefooteddominoinverterin Figure9.7(d). Theresetphasemustterminatebefore

thedatais removedto guaranteethedominogatecorrectlylatchesdata.Tracingthepathsfrom the

clock,wecanexpressthis in termsof thefollowing orderingbetweentwo sequencesof transitions:
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Thisorderingis enforcedwith thefollowing constraint:
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To preventincorrectoverlapof theresetof thedominogatein eachSTPstageweneeda constraint

statingthat i:j5k�#

°

4

/;p

å

triggeredby thepreviousrisingedgeof "*h mustoccurbeforei:j�k%#

°

h

s>�

trig-

geredby thecurrentrisingedgeof "�h . This is amulti-cycleconstraint,whichwhenwrittenin terms

of asequenceof transitions,is "�h
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We can rephrasethis multi-cycle constraintas a compoundtiming constraint�

GSTP
x

� �

XOR �
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,

where�
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x

� �

and �

GSTP
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� �

aretwo PODconstraintsgivenbelow:
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To seewhy this is so, let us performa caseanalysis. The �rst caseis whenthe secondinstance

of transition "�h

�

occursbefore i:j5kU#

°

4

/1p

å

. In this case,the sameinstanceof "�h

�

precedesboth

i:j5k�#

°

h

sw�

and i:j5kU#

°

4

/1p

å

, andhencewe cansimplywrite it asthePODconstraint�

GSTP
x

� � . However,

if thesecondinstanceof "�h

�

doesnot precedei:j�k%#

°

4

/1p

å

, it simply meansthat i,j�k%#

°

4

/;p

å

occurs

before "�h

�

�res again;i.e., �

GSTP
y

� �

holds,andsodoesthemulti-cycle constraint.

Finally, considerthedominoinverterin theLP stage,depictedin Figure9.7(c). To avoid a short-

circuit in this inverter, thefollowing constraintis necessary:
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å
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In all, we needed
î'î

timing constraints,asshown in Table5.6 (we counta compoundtiming con-

straintasa singleconstraint). We modelcheckedthecircuit to verify theabsenceof short-circuits
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in all thedominoinverters.Themodelchecker's run-timewaswithin a few minutes(seeTable5.6)

andmemoryconsumptionwaslessthan �

Ä•4

MB.

Next, we turnedto verifying all the timing constraints,successfullyverifying all but one: �

GSTP
Ã

.

Considerthis constraint. It takesonly
Ä

gatedelaysgoing from "�h

�

to n�o1i;l

°

4

l

å

, while it takes

Â going from "�h

�

to
r

k

° s

"�tZæ

å

. This meansthat the circuit, asdescribedin thepaper[72], hasa

short-circuiterror. Themainimpactof this errorappearsto beincreasedpower consumptionanda

greaterpropensityfor device failurein theunfooteddominoinverter.

To eliminatethiserror, wereplacedtheunfooteddominoinverterin theLP stageby afooteddomino

inverter. With this replacement,constraint�

GSTP
Ã

becomesunnecessary. Correctnessof themodi�ed

circuit wasveri�ed withoutusingthisconstraintin about́ minutes.

Other Cir cuits

Among the othercircuits we veri�ed, we brie�y report hereon the modelingof two: the GasP

controlcircuit [150] andtheSTAPL left-right buffer circuit [116].

uf
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Figure9.8: GasPstage

A singlestageof theGasPcontrolcircuit is depictedat thegate-level in Figure9.8 with normally

distributed pullup and pulldown collapsedinto the unfooteddomino inverter. To ensurecorrect

operationof thiscircuit,weneededto specify ´ PODconstraintsfor eachstage.A sampleconstraint

is
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å
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We connected�

4

GasPstagestogetherin a ring with exactly onefull stage,andmodelchecked it

for absenceof shortcircuitsandto verify thatexactly onestagewasfull at any givenpointof time.

Bothveri�cation runscompletedwithin aminute,asshown in Table9.3.
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The STAPL left-right buffer, shown in Figure9.9, is different from the other two circuits in that

it usesmetric timing constraints. Figure 9.9 shows a single FIFO stagethat passesa single bit

encodedusingdual rail encoding(with signals 2'z and 2;l ) to the output (assignals 4

z and 4

l ).

For correctoperation,the circuit employs two pulsegenerators(shown in Figure 9.9 as square

boxes)with pulse-lengthslessthanconstantsß

©Uª�«•§

and ß

¡¤£i¥Œ¦3§

respectively. Correspondingto the

pulsegenerators,therearetwo pathsin thecircuit thatarerespectively requiredto take longerthan

constants{

©Uª�«•§

and {

¡¤£i¥Ÿ¦*§

. An additionalconstraintis imposedthat {

©ƒª�«•§
�

ß

©ƒª�«•§

and {

¡¤£i¥Œ¦3§ �

ß

¡¤£i¥Œ¦3§

. Thesetiming constraintsnaturallylend themselvesto beingmodeledasmetricconstraints

with clock variables,with
²

constraints( ´ clock variables)per buffer stage. In additionto these

constraints,eachstagealsorequires� POD constraints.Eachstagehas �

4

Booleansignals(not

countingits inputs; note that the pulsegeneratorshave one internalBooleansignaleach). We

modelcheckedaringof
î

STAPL buffers(for samepropertiesastheGasPcircuit); bothveri�cations

completedsuccessfullywithin a few minutes.

l1

l0

R4 r

re r0

r1

r0_

r1_

rv

Figure9.9: STAPL left-right buffer. Reproducedfrom [116]. Thepulsegeneratorwith pulsewidth

lessthan ß

©Uª�«•§

is shown with a dashedcircle while thatwith width lessthan ß

¡¤£i¥Œ¦3§

is shown using

adottedcircle. Thecorrespondingpathsaredashedanddottedrespectively.

Comparisonwith Other Tools

Table9.3summarizesourexperimentalresultson the
î

circuitsdiscussedsofar.
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Circuit j

s

j j

Ò

j TMV Run-Time

POD XOR Metric (seconds)

GlobalSTP 28 27 6 0 �'�

°¿î'²

GasP-10 60 40 0 0
²

�

°

�

4

STAPL-3 30 18 0 6
²

Â•Á

° 4{Ä

Table9.3: Summary of experimental resultswith TMV. j

s

j is thenumberof signals,and j

Ò

j is

thenumberof timing constraintswith associatedbreak-upinto categories.

We comparedtheperformanceof TMV to ATACS [155], which is basedon metric timing. ATACS

usesmodel checkingalgorithmsthat are explicit-statein the Booleancomponentand prunethe

searchspaceusingpartial-orderreductionmethods.6 In modelingthe Global STP(the corrected

version)andSTAPL circuits,we assignedmin-maxdelayrangesto all gatessothattiming is anal-

ogousto countingtransitions,but for the GasPcircuit we hadto assignrangesmorecarefully so

thatall PODconstraintsweresatis�ed. For all threecircuits,ATACS did not �nish within anhour,

runningoutof memoryfor theSTAPL andGlobalSTPcircuits.

For thecircuitsdiscussedsofar, mosttiming constraintsaresimplePODconstraints,andvery few

constraintsaremetric.Hence,weonly neededto introducefew clockvariables,if any. Thisenabled

TMV to scalewell on thesecircuits.

As mentionedin Section9.4.2,metricconstraintscanusuallybereformulatedasPODconstraints,

but at the costof modularity. Using the STARI circuit [64], we studiedthe relative performance

of TMV for two differentwaysof modelingconstraints.(The readeris referredto Greenstreet's

thesis[64] for a descriptionof thecircuit.) All timing constraintsfor this circuit canbemodeledas

PODconstraints,wherethePODis theclockthatis distributedto bothsenderandreceivermodules.

This breaksmodularity, sincetiming constraintsfor eachbuffer stagebetweenthesenderandthe

receiver requiretracingbackto theglobalclock. Onecanalsoformulatetheseconstraintsasmetric

timing constraintsspecifyingthat,for eachbuffer stage,anoutputdatabit and  

"�h mustfollow an

input within a clock phase.In our circuit model,we abstractedthe data-pathto only onebit, and

modeledonly oneof the two bits makingup the dual rail encoding.Thus,eachstagecontributes

only two Booleanstatevariables. The resultingtimed automatonhas ´ clock variables(oneper

metricconstraint)for every two stages;thus,thereis exactly oneclock variablefor every Boolean

signalin astage.

Wecomputedthesetof reachablestatesfor STARI circuits(initializedto behalf-full) for increasing

numbersof buffer stagesandin threedifferentways: (1) usingATACS, (2) usingTMV with purely

POD constraints,and(3) usingTMV with modularlyspeci�ed metricconstraints.The resultsare
6Theresultsreportedfor ATACS arefor thepartial-orderreductionoptionthatyieldedbestresults.
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Figure9.10: Resultsfor STARI circuit. NotethattheY-axisis on a log scale.A timeoutof
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displayedin Figure9.10. UsingTMV with purelyPODconstraintsis themostscalableapproach,

followedby ATACS. Whenusedon a modelwith metricconstraints,TMV scalesvery poorly. The

reasonfor this appearsto bethateachclock zonehasfew correspondingBooleanstates,sincethe

ratio of clockvariablesto Booleansignals,perstage,is fairly high (comparedto theSTAPL buffer,

for instance). This reducesthe bene�ts of using fully symbolic Booleanmethodsof quanti�er

elimination. On the modelbasedpurely on POD constraints,TMV runs an orderof magnitude

fasterthanATACS.

9.5 Summary

In this chapter, we presentedanew approachfor fully symbolicmodelcheckingof timedautomata

basedon theBooleanmethodsfor quanti�ed differencelogic proposedin Chapter8. We have ap-

plied thismodelchecker to theveri�cation of timedcircuits,includingindustrialexamples.Results

demonstratetheutility of ourapproach.



Chapter 10

Conclusion

This concludingchapterdiscussesthe main theoreticalresultsanddesigndecisionsin this thesis,

summarizesthethesiscontributions,andsuggestsdirectionsfor futurework.

10.1 Summary of Contributions

Adaptive Booleanencodingmethodsprovide a new way of building ef�cient, automateddecision

proceduresfor �rst-order logics involving arithmetic. This thesishasmadea �rst steptowards

extendingBooleanencodingmethodsto a rich subsetof logic that is useful for a wide rangeof

applications,andhasdemonstratedtheef�ciency of theapproach.

A centraldesigndecisionin our approachis to useeagerBooleanencodingtechniques.This en-

ablesus to leveragefuture advancesin Booleanmethodsfar moreeasily than the lazy encoding

methods.In ourexperience,thiscleanseparationof encodingandSAT canleadto ordersof magni-

tudespeedupon someproblems.It alsoallows usto generatecounterexamplesfairly easily.

The eagerencodingtechniquesare basedon new theoreticalresultsgiving solution boundsfor

arbitraryquanti�er-freePresburgerarithmetic,aswell asfor specializedfragmentssuchasthelogic

of G2SAT constraints.Theseresultsimprove over previoussolutionbounds,in thetypical case,by

anexponentialfactor. Theexponentialimprovementdirectlytranslatesintoanexponentialreduction

in thesearchspaceof theSAT solver.

Booleanencodingmethodscanbemadeadaptive by incorporatingmachinelearningfor automated

algorithmselection. Our experienceshows that the useof machinelearningcannot only relieve

theuserof theburdenof settingtheright combinationof command-lineoptions,but canalsoyield

ordersof magnitudespeedupcomparedto previousapproaches.

TheUCLID veri�cation systemincorporatedall of theabove ideas,andhasbeenappliedto a wide
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rangeof applicationsin hardwareandsoftwareveri�cation. In this thesis,we demonstratedits ap-

plicationto �nding format-stringexploits,aclassof securityvulnerabilitiesin softwarethatrequires

precisemodelingof data.

Booleanencodingmethodscanalsobeusedfor quanti�er eliminationin quanti�ed logicsthatad-

mit suchelimination. Onesuchusefullogic, exploredin this thesis,is quanti�ed differencelogic.

We have shown how quanti�er eliminationbasedon Booleanmethodscanbe appliedin the fully

symbolicmodelcheckingof timedsystems.In conjunctionwith a new approachto modelingtim-

ing assumptionsin circuits,our fully symbolicmodelchecker, TMV, hasscaledto industrial-size

circuits.

10.2 OpenProblems

While this dissertationhasansweredmany questions,it hasalsoposedseveralnew problems.We

discusssomeof theopenproblemshere.

Theoretical Problems

Therearemany opentheoreticalproblemsthatdeserve furtherexploration.

In decidingquanti�er-freePresburger(QFP)arithmetic,wemadeuseof thebound :��\5

²

;

‡

¬ given

by Borosh,Treybig, andFlahive (seeTheorem5.1). In their 1992paper[23], BoroshandTreybig

conjecturethat this boundcanbe improved to just ¬ . As far aswe know today, this conjectureis

still open.

In Chapter5, we showed how the presenceof a large numberof differenceconstraintscan be

exploited in computinga compactsolutionbound. Chapter4 shows that the solutionboundfor

G2SAT formulasis very similar to that for differenceformulas. It is thereforea naturalquestion

asto whetherthe resultsof Chapter5 canbe generalizedto apply to formulascomprisingmainly

G2SAT constraints.

The resultsof Chapter5 apply to arbitrary-precisionintegerarithmetic. It would be interestingto

seeif similar resultscouldbeobtainedfor �nite-precision(modular)integerarithmetic.In thelatter

case,wealreadyhavea(trivial) �nite boundonsolutionsize,but would like to �nd a tighterbound,

or perhapsawayof performinga sparseencodingover thetrivial �nite bound.

SAT and Machine Learning

In Chapter6, we observed the impactof thestructureof SAT instancesgeneratedby the DIRECT

encodingontherelativeperformancewith theSDencoding.Moreworkneedsto bedoneto formally
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understandthestructureof SAT instancesgeneratedby bothencodingalgorithms.In particular, for

theSD encoding,we have usedonly onechoiceof arithmeticcircuits throughoutthis thesis(e.g.,

using ripple carry addersfor addition). Thereneedsto be a more comprehensive evaluationof

differentchoicesof arithmeticcircuits in theSD encodingwith respectto theeasewith which the

resultingSAT instancesaresolved.

Ourexperiencewith SAT solvershasbeenverypositive, indicatingthepresenceof hiddenstructure

in theinstanceswegenerate(usingall thedifferentencodingalgorithms).Formalizingthisstructure

canhelpin designingmoreef�cient SAT solvers,besidesproviding valuabletheoreticalinsightinto

our applicationdomains.Thework of Hoos[77] andWilliams et al. [163] aregoodstartingpoints

for tacklingthisproblem.

Ourwork onusingmachinelearningfor automatedalgorithmselection,althoughdemonstratedjust

for theSD andDIRECT encodingalgorithmsfor differencelogic, haswider applicability. Speci�-

cally, it couldbeusedfor differentlogical theoriesat multiple levelsin theUCLID decisionproce-

dure.Forexample,it couldbeusedfor selectingbetweenAckermann's technique[2] for eliminating

functionapplicationsandthatgivenby Bryantet al. [29].

Applications

Automatingthegenerationof formal modelsfrom descriptionsof realhardwareandsoftwaresys-

tems,in languagessuchasC andVerilog, is critical to make thetechniquesproposedin this thesis

easierto use.

While therehasbeenwork on automaticallygenerating�nite-statemodelsfrom sourcecodeusing

techniquessuchaspredicateabstraction(e.g.,[11,36]), similarmethodsfor generatingin�nite-state

modelshave yet to bedemonstrated.Therecentwork by AndrausandSakallah[7] on generating

UCLID modelsfrom Verilog is a �rst stepin thisdirection.

Similarly, an importantnext stepin our work on verifying timedcircuits is to automatethegener-

ationof timing constraints.Therehasbeenpastwork on automaticallygeneratingrelative timing

constraintsby attemptingto ruleoutspuriouscounterexamples[85,121],but they donotscalewell,

andrequiretheuseof min-maxdelaybounds.An approachworth exploring is to infer af�ne rela-

tionsover time intervals betweeneventsbasedon applyingmachinelearningto simulationtraces;

to ourknowledgethishasnever beenattemptedbefore.

10.3 Looking Ahead

Booleanmethodshave the potentialto greatly increasethe scalabilityof decisionproceduresfor

�rst-order logicsinvolving arithmetic,therebyenablingawholenew rangeof applications.
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Therearetwo directionsin which a future researchplan could be mappedout. The �rst involves

extendingtheframework for decisionproceduresbasedoneagerBooleanencodingsthathasformed

thebasisfor this dissertation.Thesecondconcernsnew applicationsthatwould bene�t from a use

of decisionprocedures.

Many applicationsgeneratenot one,but a wholestreamof formulas(queries)to a theoremprover.

Often,theseformulasdiffer from eachotheronly slightly. For instance,in boundedmodelchecking,

theformulageneratedaftersymbolicallysimulatinga systemfor
ø

steps,is likely to shareseveral

commonsub-expressionswith that generatedafter
ø

2

� steps. It is thereforeadvantageousto

make theBooleanencodingalgorithmsincremental,with theability to re-usework from previous

translations. For the UCLID logic consideredin this thesis,an incrementalencodingalgorithm

will work in tandemwith anincrementalSAT solvingalgorithm.Algorithmsandimplementations

for incrementalSAT solvingalreadyexist [169]. In particular, onewould like to prove theoretical

resultsabouttheextentof additionalwork neededin theincrementaltranslation,givenameasureof

how successive input formulasdiffer.

Thedecisionproceduresproposedin this thesisdo not directly generateproofs. Proof-generating

decisionproceduresareusefulfor at leasttwo reasons.First, it providestheuserwith a certi�cate

of the implementation's correctnesson the input formula, making the systemmore trustworthy.

Second,it canbeusedin veri�cation toolsthatuseproofsfor re�ning abstractions,suchastheBlast

softwaremodelchecker [69].

This dissertationhasonly exploredpurelyeagerBooleanencodingmethods,andhasdemonstrated

theiradvantagesover lazytechniquesfor speci�c logics.However, eagermethodssuffer two limita-

tions: theencodingphasecanbeaperformancebottleneck,andit is harderto extendthesemethods

for new theories.I believe thattheselimitationscanbemitigatedby anintegrationwith lazyencod-

ing techniques,for two reasons.First, whenvery little �rst-order reasoningis requiredfor a given

problem(e.g.,if propositionalreasoningsuf�ces to decideunsatis�ability), lazy encodingmethods

areextremelyeffective. Second,lazy methodscaneasilybuild uponany methodfor decidinga

combinationof theories,suchas NelsonandOppen's method[109]. Someideason integrating

eagerandlazyalgorithmsareincorporatedin therecentpaperby Ganzingeretal. [60].

Thesecondbroaddirectionfor futurework is on new applications.New applicationsexist in hard-

wareandsoftwareveri�cation, aswell asin otherareas.Softwaresecurityseemsto beaparticularly

rich spacefor futureapplications.Findingsecurityvulnerabilitiesin softwareoftenrequiresreason-

ing aboutdatain additionto control,andtheoremproving is particularlyeffectiveatanalyzingdata-

dependentpropertiesof systems.Somespeci�c near-termapplicationsaremalwaredetection[39]

andverifying secureinformation�o w [130]. Thework ontimedcircuitsdescribedin this thesiscan

beextendedto othersystemsoperatingundertiming assumptions,suchasdistributedsystemsand

real-timeembeddedsystems.Finally, automatedreasoningin expressive logicshasawide rangeof
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potentialapplications,from established�elds like constraintprogrammingandoperationsresearch

to emerging areaslike systemsbiology.

Decisionprocedureswill continueto play an importantrole in reasoningaboutthe reliability and

securityof computersystems.Booleanmethodscanbeexploitedto build decisionproceduresthat

scaleto industrial-scaleproblems.The theoreticalconceptsandpracticaltechniquespresentedin

this thesisform a foundationfor futurework on leveragingBooleanreasoningmethodsfor richer

logics.
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Appendix A

UCLID

.

This appendixdescribesthesyntaxandsemanticsof thespeci�cationlanguagefor UCLID version

2.0,alongwith someof theveri�cation methodsthataresupportedin UCLID.

A.1 The UCLID Speci�cation Language

We presentthesemanticsinformally in the discussionaccompanying the descriptionof eachsyn-

tacticconstruct.

Thesyntaxof UCLID is very similar to theinput languageof theCMU versionof theSMV model

checker [98]. However, thereareseveraldifferences,andwewill point theseoutwherenecessary.

A speci�cationin UCLID is dividedinto two logical sections.The�rst partdescribesthemodelof

thesystemto beveri�ed. Theformatof this part is very similar to thatof SMV. Thesecondpart,

alsocalledthecontrol sectionor module,speci�eshow thesymbolicsimulationis to becon�gured

for theveri�cation taskat hand.Onecanview this latterportionascomprisingof commandsthat

onemightordinarily typeat thecursorof aninteractive tool.

A.1.1 Format

Theoverall formatof aUCLID speci�cationis asfollows:

MODEL<modelname>

<typedefs>
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<Global Constants>

<modules>

<Control module>

<modelname> denotesthenameof thespeci�cationbeingchecked.<typedefs> is anoptional

sectioncontainingtypede�nitions of user-de�ned enumeratedtypes.Constantswith globalscope

arede�nedin thefollowing <Global Constants> section.Thisis followedby thespeci�cation

of oneor moremodules.Eachmodulehas� vesubsections:anINPUT sectionthathasdeclarations

of inputsto themodule,a VARsectionfor declaringstatevariablesandmacrovariables,a CONST

sectionfor declaringconstants,a DEFINE sectionfor de�ning macros,and a ASSIGN section

for de�ning the initial stateand statetransitionrelation of the module. The last sectionis the

<Control module> section.This includesthreemandatorysubsections:theEXTVARsection

for declaringexternal variables,the STOREVARsectionfor declaringstoragevariables,and the

EXECsectionfor listing thecommandsto beusedin thesimulation.Theoptionalsubsectionsare

VAR, CONSTandDEFINE, which serve thesamefunctionasfor ordinarymodules.Note that the

term“MODEL” is somewhatof amisnomer, sinceaUCLID speci�cationcontainsboththemodelas

well ascommandsto run thesimulation.

A.1.2 LanguageOverview

Beforedescribingthe languagein detail, we presenta simpleexampleof a UCLID speci�cation.

Considertheexampleof a traf�c light thatchangesbasedonthevalueof aninternaltimer, asshown

in �gure A.1.

Yellow Green

timer = 5

timer=10timer=12
(timer := 0)Red

timer < 5 timer < 12 timer < 10

FigureA.1: A timedtraf�c light

TheUCLID speci�cationof thissystemis givenbelow:
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MODELtimedSignal

typedef signal : enum{red, yellow, green};

MODULEtrafficLight

INPUT

VAR

(* state variables *)

light : signal;

timer : TERM;

(* macro variables *)

FIVE : TERM;

TEN : TERM;

TWELVE: TERM;

CONST

DEFINE

FIVE := succˆ5(ZERO);

TEN := succˆ5(FIVE);

TWELVE:= succˆ2(TEN);

ASSIGN

init[light] := red;

next[light] := case

(light = red) & (timer < FIVE) : red;

(light = red) & (timer = FIVE) : green;

(light = green) & (timer < TEN) : green;

(light = green) & (timer = TEN) : yellow;

(light = yellow) & (timer < TWELVE) : yellow;

(light = yellow) & (timer = TWELVE) : red;

default : light;

esac;

init[timer] := ZERO;

next[timer] := case

(light = yellow) & (timer = TWELVE) : ZERO;

default : succ(timer);

esac;

(*----- CONTROLMODULE-----*)

CONTROL
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EXTVAR

STOREVAR

initRedCondition : TRUTH;

VAR

redCondition : TRUTH;

CONST

DEFINE

redCondition := (trafficLight.light = red) =>

(trafficLight.timer <= trafficLight.FIVE);

EXEC

initRedCondition := redCondition;

print(trafficLight.light);

decide(initRedCondition);

simulate(1);

decide(redCondition);

simulate(1);

decide(redCondition);

simulate(1);

decide(redCondition);

A traf�c signal is modeledasa enumeratedtype with threevalues. Constantsin UCLID canbe

Boolean,integer, of enumeratedtype, or uninterpretedsymbols(we refer to suchuninterpreted

symbolsas symbolic constants).In particular, the keyword ZEROrefersto the integer constant
4

. Within the moduletrafficLight , the VARand CONSTsegmentsconsistof variableand

constantdeclarationsrespectively. Variablesandconstantsdeclaredherehave nameslocal to the

module;however, theseidenti�ers maybereferencedanywhereoutsidethemoduleby pre�xing the

identi�er with thenameof themodulefollowedby a“.”. TheDEFINE segmenthasthesameroleas

in CMU SMV – it is usedto de�ne “macros”for commonlyoccurringsharedsub-expressions.The

ASSIGN segmentconsistsof assignmentsof initial valuesto statevariablesandspeci�cationsof

thenext statefunctions.Thecase expressionis usedfor conditionalassignments,justasin SMV.

The main syntacticadditions(to the SMV style) illustratedin this exampleincludethe successor

function symbol(succ ), andthe CONTROLmodule. The conditionredCondition , de�ned in

thecontrolmodule,checksthatthetimerin thered stateis alwayslessthan5. Wecaneasilyseethat

this conditionis alwaystruefor thespeci�edmodel. ThestoragevariableinitRedCondition

is usedto storethe initial valueof this condition. In theabove example,boundedmodelchecking

hasbeenusedto checkthevalidity of redCondition for 3 steps.A print commandis usedto

print theinitial valueof thestatevariabletrafficLight.li ght . Notethatthestoragevariable
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is unnecessaryin this example;the formula storedin initRedConditi on may be decidedby

insertingadecide(redCondit io n) statementbeforethe�rst simulate command.

A.1.3 Keywords and Lexical Conventions

The lexical analyzerof UCLID is case-sensitive. The following alphabeticstringsare reserved

keywords(somearereservedfor futureuse).

MODELCONTROLEXTVAR STOREVAREXEC typedef enum initialize simulate

decide print printexpr FORALL MODULEINPUT VAR of CONSTDEFINE ASSIGN

SPEC TERM TRUTH FUNC PRED ZERO succ pred case esac default init next Lambda

EXISTS verify model define if then else for endfor while do switch

array vector process function module procedure include boolean

integer signal input output OUTPUTlocal in end assert prove

Namesof identi�ers (statevariables,macrovariables,constantsof all types)maybeany sequence

of symbolsin ” A-Z,a-z,0-9, – beginningwith analphabeticcharacter. Space,newline andtab

arewhitespacesandareignored.UCLID hasML-style comments,wherethecommentis enclosed

beginswith “(*” andendswith “*)”. Nestingof commentsis allowed.

While describingsyntaxin the discussionthat follows, we will enclosewithin quotesall strings

recognizedastokensby theparser. Identi�ers will bedenotedby thestrings“id”, “id0”, “id1”, etc.

A.1.4 Data Typesand TypeDeclarations

Therearesix classesof datatypesin UCLID, aslistedbelow:

1. TRUTH, theBooleandatatype;

2. TERM, theintegerdatatype(uninterpretedfunctionsymbolsof arity 0);

3. FUNC, thedatatypefor uninterpretedfunctionsymbolsof arity greaterthan0. Functionsof

this typetake argumentsof typeTERMandreturnavalueof typeTERM;

4. PRED, thedatatypefor uninterpretedpredicatesymbolsof arity greaterthan0. Predicates

of this typetake argumentsof typeTERMandreturnavalueof typeTRUTH;

5. EnumeratedTypes,whichareC-styleenumeratedtypes;

6. Functionsreturningenumeratedtypes.
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Enumeratedtypesare the only user-de�ned typesin UCLID. They mustbe declaredat the very

beginningof theUCLID speci�cationusinga typedef declaration,asgivenbelow:

type_decl ::= "typedef" id0 ":"

"enum" "{" id1 "," ... idn "}" ";"

An exampleis illustratedbelow:

typedef signal : enum{red, yellow, green};

The scopeof typedef declarationsis global. A typedef declarationis mandatoryfor each

enumeratedtype.After thetypedef declaration,theenumeratedtypeis to bereferredby thetype

de�ned in thatdeclaration.

Variableandconstantdeclarationsaremadein INPUT, VAR, or CONSTsections.1 Typeshave the

syntax

type ::= "TERM" | "TRUTH" | "FUNC" "[" integer "]"

| "PRED" "[" integer "]" | id

| "FUNC" "[" integer "]" "of" id

Considerthe following examples.Identi�ers of typeTERMandTRUTHaredeclaredin a straight-

forwardmannerasshown below:

foo : TRUTH;

bar : TERM;

For functionsandpredicates,in additionalto declaringthetype,theusermustalsodeclarethearity.

For functionsreturninganenumeratedtype,theenumeratedtypeis alsospeci�ed. In theexamples

below, f is afunctionof 10arguments,p is apredicateof 4 arguments,andmanySignalLights

is a functionof oneargumentthatreturnsthetypesignal .

f : FUNC[10];

p : PRED[4];

manySignalLigh ts : FUNC[1] of signal;

Identi�ers of typeFUNCor PREDareusefulin modelingarrays,lookuptablesor memories,queues

andsimilardatastructures,usinglambdaexpressions,asdescribedin Chapter7.
1Externalandstoragevariablesarealsodeclaredin a similar fashion,but we will dealwith theseseparatelyin sec-

tion A.1.12.



A.1. THE UCLID SPECIFICATION LANGUAGE 175

Note thata functionanda predicateof arity 0 mayalsobe de�ned; however, in general,thesedo

notalwaysbehave thesameasif they werede�ned asTERMandTRUTHrespectively. Functionsor

predicatesof arity 0 arebestde�ned ashaving TERM, TRUTH, or anenumeratedtype,asnecessary.

A.1.5 Constants

UCLID constantsareof two kinds:primitiveconstants,andsymbolicconstants.Primitiveconstants

areeitherof typeTRUTHor of enumeratedtype. Theprimitive constantsof typeTRUTHare1 and

0. Thereis only oneprimitive constantof type TERM: ZERO, standingfor the integer constant
4

.

Primitiveconstantsof anenumeratedtypeE arethevaluesin thesetspeci�edin thetypedeclaration

for E. Primitive constantsdonothave to bedeclaredin aCONSTdeclaration.

All constantsother than primitive constantsare symbolic. In UCLID version2.0, therecan be

no symbolicconstantsof enumeratedtype, or of a FUNCtype that returnsenumeratedtype. All

symbolicconstantsmustbedeclaredin aCONSTdeclaration,eithergloballyor within amodule.

Thesyntaxof aCONSTdeclarationis asfollows:

const_decl ::= "CONST"

id1 ":" type1 ";"

id2 ":" type2 ";"

...

Examplesof CONSTdeclarationsaregivenbelow:

CONST

b0 : TRUTH; (* symbolic Boolean constant *)

T0 : TERM; (* symbolic constant of type TERM *)

f0 : FUNC[3]; (* symbolic constant of type FUNC and arity 3 *)

A.1.6 Input Variables

Inputsto amodulemustbedeclaredin theINPUT sectionof themodule.Variablesdeclaredin this

mannerarecalledinput variables.

Inputvariablesaretypically usedto provideinputsto amodulefrom theCONTROL module,where

the valueof the input signalin a given stepmay be controlledby the user. An input variablefor

module ¸ might alsobe a variablein anothermodule ¸
0 that ¸ references;the declarationis

neededonly if ¸ precedeş 0 in the�le.

Thesyntaxof anINPUT declarationis asfollows:
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input_decl ::= "INPUT"

id1 ":" type1 ";"

id2 ":" type2 ";"

...

UCLID version2.0doesnotsupportinstantiationof moduleswithin anothermodule.Weplanto im-

plementthis in thenext version,andthatwill makedifferentuseof theINPUT section(substituting

actualargumentsfor formalarguments).

A.1.7 StateVariables

A stateof aUCLID modelis anassignmentof valuesto statevariables.

Thestatevariablesof eachmodulearedeclaredin theVARsectionof thatmodule.A statevariable

maybe of any of thesix kindsof typesdiscussedin sectionA.1.4. Thesyntaxof a statevariable

declarationis asfollows

var_decl ::= "VAR"

id1 ":" type1 ";"

id2 ":" type2 ";"

...

In addition,to statevariables,auxiliary andmacrovariablesmaybeusedto improve readabilityof

thespeci�cation,andin veri�cation. Thesevariablesmustalsobedeclaredin a VARdeclaration.

They aretypically de�ned in theDEFINE section.

A.1.8 Macro De�nitions

TheDEFINE sectionof amoduleis usedto de�ne macros,especiallyfor sharedsubexpressions,so

asto improve readability. Thesyntaxof aDEFINE declarationis asfollows

defines ::= "DEFINE"

id1 ":=" expr1 ";"

id2 ":=" expr2 ";"

...

Whenever any identi�er thatappearson the left handside(LHS) of a DEFINE statementappears

in anexpressionsubsequentto its de�nition, it is replacedby theexpressionon theright handside

(RHS) of its DEFINE statement.It is an error to usea DEFINE identi�er beforeits de�nition;

circularde�nitions will alsoresultin anerror.
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TheRHSof aDEFINE statementis anexpressionwhosesyntaxis de�ned in sectionA.1.10.

A.1.9 StateAssignmentsand the Transition Relation

Theinitial stateassignmentandthetransitionrelationfor statevariableswithin amodulearede�ned

in theASSIGNsection.

Thesyntaxof anASSIGNdeclarationis asfollows

assigns ::= "ASSIGN"

lval1 ":=" expr1 ";"

lval2 ":=" expr2 ";"

...

lval ::= "init" "[" id "]" | "next" "[" id "]"

NoticethatUCLID syntaxdiffersfrom SMV syntaxin thatweusesquarebracketsinsteadof paren-

theseswith theinit andnext strings.

An l-value,denotedaboveby lval , denoteseithertheinitial statevalueof astatevariablev (written

init[v] , or thenext statevalueof v (writtennext[v] ). TheexpressionontheRHSof aninit

assignmentis evaluatedprior to the simulation's run-time,andassignedto be the initial valueof

thestatevariablereferencedontheLHS. For anext assignment,theexpressionis evaluatedasthe

simulationis run,andwill bethenext statevalueof thestatevariablereferencedon theLHS.

Expressionson theRHSof anext stateassignmentof avariablemayreferencethenext statevalues

of otherstatevariables.It is thereforepossibleto have a combinationaldependency amongststate

variablesarisingfrom next stateassignments.TheUCLID interpreterextractsthesedependencies

automaticallyandevaluatesthestatevariablesin asuitableorder. Circulardependenciesarereported

aserrors;the interpreterin UCLID version2.0 doesnot reproducethedependenciesin caseof an

error. TheRHSof aninitial stateassignmentmayincludeotherstatevariables,but nocombinational

dependenciesareresolved,andif onearises,it is reportedasa compile-timeerror. If the initial or

next stateof a statevariableis assignedmorethanonce,the last assignmentis the only onethat

applies.

A.1.10 Expressions

Expressionsin UCLID aregeneratedaccordingto thefollowing syntax:

expr ::= simple-expr
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| case-expr /* Case expression */

| nondet-expr /* Nondeterminist ic expression */

simple-expr ::= truth-expr /* Truth expression */

| term-expr /* Term expression */

| enum-expr /* Enum type expression */

| func-expr /* Function expression */

| enum-fexpr /* Enum type Function expression */

| pred-expr /* Predicate expression */

Notethatparenthesescanalwaysbeputaroundexpressions,exceptfor case-expressionsandnonde-

terministicexpressions,which don't needany. ParenthesesalsocannotbeplacedaroundFORALL

expressions,whichareintroducedin SectionA.1.12.

Truth expressions

Truthexpressionsor Booleanexpressions,have typeTRUTH. Their syntaxis asfollows:

truth-expr ::= 1 | 0 /* primitive Boolean constants */

| id /* symbolic Boolean constant or variable */

| "next" "[" id "]"

/* Next state value of state variable */

| "˜" truth-expr1 /* Not */

| truth-expr1 "&" truth-expr2 /* And */

| truth-expr1 "|" truth-expr2 /* Or */

| truth-expr1 "=>" truth-expr2 /* Implication */

| truth-expr1 "<=>" truth-expr2 /* Equivalence */

| term-expr1 "=" term-expr2 /* Equality */

| term-expr1 "!=" term-expr2 /* Not-equality */

| enum-expr1 "=" enum-expr2 /* Equality */

| enum-expr1 "!=" enum-expr2 /* Not-equality */

| term-expr1 "<" term-expr2 /* Less than */

| term-expr1 ">" term-expr2 /* Greater than */

| term-expr1 "<=" term-expr2 /* Less than or Equal */

| term-expr1 ">=" term-expr2 /* Greater than or Equal */

| pred-expr "(" term-expr1 "," term-expr2 ... ","

term-exprn ")" /* Predicate application */

Theprecedenceof logicalandrelationaloperatorsisgivenbelow, fromhighestto lowestprecedence.
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=, !=, <, >, <=, >=

˜

&

|

=> <=>

All operatorsof equalprecedenceassociateto theleft, exceptfor =>, whichassociatesto theright.

Term expressions

Termexpressionshave typeTERM; they maybeviewedasintegers,althoughthereareno primitive

integerconstantsde�ned. Their syntaxis asfollows:

term-expr ::= id /* symbolic constant or variable */

| "next" "[" id "]"

/* Next state value of state variable */

| "ZERO" /* the integer constant 0 */

| "succ" "(" term-expr ")" /* term-expr + 1 */

| "pred" "(" term-expr ")" /* term-expr - 1 */

| "succˆ" k "(" term-expr ")"

/* term-expr + k, for constant

positive integer k */

| "predˆ" k "(" term-expr ")"

/* term-expr - k, for constant

positive integer k */

| term-expr1 "+" term-expr2 /* integer addition */

| term-expr1 "-" term-expr2 /* integer subtraction */

| k "*" term-expr /* multiplication by a positive integer

constant k */

| func-expr "(" term-expr1 "," term-expr2 ... ","

term-exprn ")" /* Function application */

Enumerated type expression

Enumeratedtypeexpressionsevaluateto auser-de�nedenumeratedtype;theirsyntaxis verysimilar

to thatof termexpressions.

enum-expr ::= id /* primitive constant or variable */
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| "next" "[" id "]"

/* Next state value of state variable */

| enum-fexpr "(" term-expr1 "," term-expr2 ... ","

term-exprn ")" /* Enum Function application */

Function expressions

Functionexpressionsevaluateto functionsthat take argumentsof typeTERMandreturnvaluesof

typeTERM. A powerful featureof UCLID is to beableto de�ne functionswhosebodychangesover

steps.Thisallows functionsto modelmemories,queues,lists andotherusefuldatastructures.

func-expr ::= id /* symbolic constant or variable */

| "next" "[" id "]"

/* Next state value of state variable */

| "Lambda" "." "(" id1 "," id2 ... "," idn

")" term-expr

Thelist of argumentsto theLambda operatormusthave at leastoneelement.Also, thearguments

to a Lambda mustbe declaredassymbolicconstants.Both of thesehold goodfor the Lambda

operatorin sectionsA.1.10andA.1.10.

Function expressionsreturning enumtype

Functionexpressionsthattakeargumentsof typeTERMandreturnvaluesof auser-de�ned enumer-

atedtypearealsoveryuseful.

enum-fexpr ::= id /* symbolic constant or variable */

| "next" "[" id "]"

/* Next state value of state variable */

| "Lambda" "." "(" id1 "," id2 ... "," idn

")" enum-expr

Predicateexpressions

Predicateexpressionsevaluateto functionsthat take argumentsof typeTERMandreturnvaluesof

typeTRUTH. Usingtheability of UCLID to expresslambdaexpressions,wecanbuild, for example,

predicateexpressionsthatrepresentbooleanstatetablesof arraysof processes.
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pred-expr ::= id /* symbolic constant or variable */

| "next" "[" id "]"

/* Next state value of state variable */

| "Lambda" "." "(" id1 "," id2 ... "," idn

")" truth-expr

Nondeterminism

TheUCLID syntaxallows for expressionsthatevaluateto setsof values.Internally, freshsymbolic

Booleanconstantsaregeneratedto encodesetsof valuesasan“if-then-else”expressionconditioned

on thevaluesof theseconstants.ThesefreshBooleanconstantshave namesof theform pN where

N is anaturalnumber, andsometimesgetassignedvaluesin acounterexample.

Thesyntaxof nondeterministicexpressionsis asfollows:

nondet-expr ::= "{" simple-expr1 "," simple-expr2 ... ","

simple-exprn "}"

Caseexpressions

Conditionalassignmentsaremadeusingcaseexpressions.The syntaxof a caseexpressionis as

follows.

case-expr ::= simple-case-exp r

| lambda-case-exp r

simple-case-expr ::= "case"

truth-expr1 ":" gen-expr1 ";"

truth-expr2 ":" gen-expr2 ";"

...

default ":" gen-exprn ";"

"esac"

lambda-case-expr ::= "Lambda" "." "(" id1 "," id2 ... "," idm ")"

"case"

truth-expr1 ":" gen-expr1 ";"

truth-expr2 ":" gen-expr2 ";"

...

default ":" gen-exprn ";"
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"esac"

gen-expr ::= truth-expr

| term-expr

| enum-expr

| "{" truth-expr1 "," ... "," truth-exprn "}"

| "{" term-expr1 "," ... "," term-exprn "}"

| "{" enum-expr1 "," ... "," enum-exprn "}"

Notethatwe usetheC-styledefault for thelastitem in thecaseasopposedto theSMV-style1.

Nestingof caseexpressionsis notallowed.

A.1.11 Modules

A moduleis usedto collect togetherrelatedstatevariablesandassociatedconstants,macrode�ni-

tionsandstateassignments.UCLID version2.0 haslimited modulesupport,andprovidesessen-

tially two features.First,we allow localnaming,wherevariableswith samenamescanbedeclared

in differentmodules.Second,we alsoallow theuseof input signalsfrom othermodules,including

theControlmodule. This latter featureallows theuserto con�gure a simulationasneeded.Note

thatUCLID version2.0doesnotallow oneto instantiatemoduleswithin othermodules.

Thesyntaxof amodulede�nition (otherthantheControlmodule)is asfollows:

module ::= "MODULE" id

"INPUT"

... /* input variable declarations */

"VAR"

... /* state variable and macro declarations */

"CONST"

... /* symbolic constant declarations */

"DEFINE"

... /* macro definitions */

"ASSIGN"

... /* state variable assignments */

A.1.12 The Control Module

TheControlmoduleallows theuserto con�gure thesymbolicsimulationfor theveri�cation taskat

hand.In sectionA.2, we describesomeof theveri�cation techniquesthatUCLID canbeusedfor,
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andhow theControlmodulecanbeusedfor thosetechniques.

Thesyntaxof theControlmoduleis asfollows:

control ::= "CONTROL"

"EXTVAR"

... /* external variable declarations */

"STOREVAR"

... /* storage variable declarations */

"VAR"

... /* macro variable declarations */

"CONST"

... /* symbolic constant declarations */

"DEFINE"

... /* macro definitions */

"EXEC"

... /* simulator commands */

The VAR, CONSTandDEFINE segmentsof the Control moduleserve exactly the samepurpose

asfor any othermodule,andhave the samesyntax. The VAR, CONSTandDEFINE sectionsare

optional.TheVARsegmentwill notcontainany declarationsfor statevariablesastherearenostate

variablesin theControlmodule.

External Variables

In symbolicsimulation,theusermightsometimeswish to controlthevaluea statevariabletakesat

aspeci�c step.For example,in correspondencecheckingusingthemethodpioneeredby Burchand

Dill, onesideof thecommutativediagramis asimulationthat�rst performs�ushing, projection,and

thenexecutesastepof thespeci�cationmachine,while theothersideof thediagram�rst executesa

stepof theimplementationmachine,andthenperforms�ushing. In thiscase,the�ush signalneeds

to take on speci�c valuesat speci�c steps,andthesestepsaredifferentdependinguponwhich side

of thecommutative diagramwe aretrying to simulate.

Theexternalvariable is a featureof UCLID thataddressesthis problem.An externalvariableis a

user-controlledinput to thesystemthatcanbeassignedspeci�c valuesatspeci�c steps.An external

variabledeclarationincludes,in additionto thetypedeclaration,anassignmentof thedefault value

thatthevariabletakes,asshown here:

extvar_decl ::= "EXTVAR"

id1 ":" type1 ":=" expr1 ";"
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id2 ":" type2 ":=" expr2 ";"

...

Externalvariablesarealsodeclaredasinputsto modulesbeforethey aredeclaredin the Control

module(however, whenthey aredeclaredasinputs,no default valueis assigned).It is anerror to

declareanexternalvariablethatis notaninput to any module.

Thevalueof anexternalvariableat step # is usedin thesimulationat step #Ÿ5 � . For example,for

externalvariableflush , theassignment

flush[3] := 0;

meansthatthevalueof �ush usedin thefourthstepof simulationis
4

.

Externalvariables�nd usein veri�cation taskswherethevaluesof variablesat certainstepsmust

beuser-speci�ed, suchasin correspondencechecking.For example,they areusedin the �ushing

operationfor verifying pipelinedprocessordesignsby theBurch-Dill method[34].

StorageVariables

During symbolicsimulation,onemight wish to storeintermediatevaluesof variablesandexpres-

sionsfor laterreference.Storagevariablesserve preciselythispurpose.

Thesyntaxof astoragevariabledeclarationis asfollows:

storevar_decl ::= "STOREVAR"

id1 ":" type1 ";"

id2 ":" type2 ";"

...

Commandsand Assignments

TheEXECsectionof theControlmodulecontains4 kindsof commandsandtwo kindsof assign-

ments.Thesyntaxof anEXECsectionis asfollows:

exec ::= "EXEC"

stmt1 ";"

stmt2 ";"

...

stmt ::= "simulate" "(" integer ")" /* Simulate command */
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| "initialize" /* Re-initialize all state */

| "decide" "(" gen-truth-expr ")" /* Decide command */

| "print" "(" id ")" /* Print the value of a state variable */

| "print" "(" `"` string `"` ")" /* Print any arbitrary string

enclosed in double quotes */

| "printexpr" "(" expr ")" /* Print the value of an expr */

| id ":=" expr /* Storage variable assignment */

| id "[" integer "]" ":=" expr

/* external variable assignment */

The simulatecommandtakes an integer argument
ø

that speci�es the numberof stepsthe sym-

bolic simulationis to be run for, and simulatesthe systemfor
ø

steps. The initialize command

re-initializesall statevariablesin thesystemto their initial value.This is useful,for instance,while

doingcorrespondencechecking.

Thedecidecommandtakesasargumenta “generalized”truth-expression.Thesyntaxof thisgener-

alizedtruthexpressionis givenbelow:

gen-truth-expr ::= truth-expr

| forall-truth-e xpr "=>" truth-expr

| forall-truth-e xpr 1 "=>" forall-truth-ex pr 2

forall-truth-exp r ::= "FORALL" "(" id1 "," id2 ... "," idn ")"

truth-expr

A generalizedtruthexpressioniseitheranordinarytruth-expression,asintroducedin sectionA.1.10,

or an expressionof the form
	 æ

ý wheretheantecedent
	

hassomevariables(of type TERM)

universallyquanti�ed,while theconsequentý mayor maynothaveuniversallyquanti�edvariables

(of typeTERM). Thelist of argumentsto theFORALLoperatormusthave at leastoneelement.We

will describehow thissyntacticfeatureis usedin sectionA.2.

UCLID version2.0providestwo commandsfor printing: print andprintexpr. Theprint command

hastwo variants.The�rst allowsoneto print thevalueof any statevariableatany step.Thesecond

allows theuserto print anarbitrarystringenclosedin doublequotationmarks,primarily for pretty

formattingof theoutput. Theprintexpr commandallows oneto print thevalueof any expression

(respectingthesyntaxof expr ) at thecurrentsimulationstep.

Thesizeof theoutputgeneratingby printing thevaluesof statevariablesandexpressionsproduces

blowsupveryquickly asthenumberof simulationstepsincreases;wethereforestronglydiscourage

printingstatevariablesandexpressionsafteravery largenumberof simulationstepsunlessthey are

known to besmall.
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Assignmentsto storagevariablesaresimilartomacrode�nitions. Thestoragevariablenameappears

on the LHS of the assignment,andit canbe assignedan expressionof its type. Assignmentsto

externalvariablesalsoneedto specifythestepof simulationtheRHSexpressionis to beevaluated

at. At thatstep,theexpressionis evaluatedandthevalueis usedwherever theexternalvariableis

used.Thenaturalnumberspecifyingthesimulationstepis written in squarebracketson theLHS

next to theexternalvariablename.

A.2 Veri�cation with UCLID

UCLID version2.0canbeusedwith severalveri�cation methods,aswasbrie�y describedin Sec-

tion 7.3. We describethemorecommonlyusedtechniquesin this sectionusingthe languagecon-

structsintroducedin SectionA.1. Usingtheprimitive constructsdescribedin SectionA.1, theuser

caneasilydeveloptechniquesbasedon symbolicsimulationotherthanthoselistedbelow.

BoundedModel Checking

Plainsymbolicsimulationor boundedmodelchecking canbedoneby simply runningthesimu-

late command,specifyingthenumberof stepsasanargument.Thedecide commandcanthen

be usedto checkthe validity of a propertyof interestin a given state. This canbe a very useful

bug-�nding tool.

Boundedmodelcheckingcanbe usedto checksafetyproperties(stateinvariants)for a bounded

numberof simulationsteps.If thepropertydoesnot hold for any state,UCLID generatesa coun-

terexamplethatcanbeusedto generatea traceshowing how thebug maybeexploited.However, if

thepropertyholdsfor all statesin thesimulation,we cannotmake any assertionsaboutwhetherit

will continueto hold for futuresteps.

Limited checkingof livenesspropertiesis also possible. For example,if we wish to checkif a

processreleasesa lock eventually (startingfrom an initial state)and if the symbolic simulation

leadsto sucha state,then,we canassertthat thepropertydoesindeedhold. However, we cannot

�nd counterexamplesfor sucha livenessproperty(if it doesnotholdon a truncatedrun).

Theexamplein sectionA.1.2illustratestheuseof UCLID for boundedmodelchecking.In bounded

modelchecking,all statevariablesareinitialized to their initial statevaluesusingthe init state-

ment. To checkthe validity of safetypropertiesof interestaftereachstepof simulation,the user

insertsdecide commandsafter the correspondingsimulate commands.If the formulasare

valid at eachstepup to
ø

stepsstartingfrom aninitial state
=

�
, thenthesafetypropertyof interest

holdsfor the�rst
ø

stepsstartingfrom
=

� . We have foundboundedmodelcheckingto beusefulin

catchingbugs,especiallyasa �rst stepbeforetrying to verify thesystemusingtechniquessuchas
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correspondencecheckingor inductive invariantchecking.

CorrespondenceChecking

Correspondencecheckinginvolves simulatingtwo differentsidesof a commutative diagramand

checkingthevalidity of thepropertyof interestat theend[34,158]. Thus,theoutlineof theveri�-

cationtask,asspeci�edin theControlmoduleof aUCLID speci�cation,will beasfollows:

1. Assignvaluesof externalvariablesat speci�c stepsin thesimulation,usingexternalvariable

assignments.

2. Runthesimulationfor onesideof thediagram,usingthesimulate command.

3. Save thevaluesof relevantstatevariablesusingstoragevariables.

4. Re-initializeto thestartstate,usingtheinitialize command.

5. (Re-)Assignvaluesof externalvariablesatdifferentsteps.

6. Runthesimulationfor theothersideof thediagram.

7. (Optional)Save thevaluesof relevantstatevariablesin storagevariables.

8. Constructa formulafor thepropertyof interest,andcheckits validity by usingthedecide

command.

Deductive Veri�cation

Anotherveri�cation techniquethat UCLID canbe usedon is to prove the inductive invariantof

a system.In this technique,the startingstateis initialized to a mostgeneralstate. The systemis

symbolicallysimulatedfor onestep.Then,a propertyof theform
k

�3À

æ

~7óZ�Wyl:

k

�3Àp; is checked,

where
k

�3À denotesa formula for the invariantpropertywe wish to verify, and ~7óZ�Wyl:

k

�3Àp; is its

next-stateversion.

In general,theproperty
k

�3À will needto beaugmentedby severalotherauxiliary invariants,justas

is oftenthecasein theoremproving. Theuserhasto comeupwith “lemmas”to prove theinductive

invariant,but theprocessof checkingthevalidity of theselemmasis entirelyautomatic.TheUCLID

counterexamplegeneratoris veryusefulin providing hintsfor lemmas.
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Quanti�ers and AntecedentInstantiation

Formulasthatarecheckedfor validity usingthedecide commandareformulasin theCLU logic.

Thislogiccanexpressany propertyin quanti�er-free�rst orderlogic involving counterarithmetic.It

is oftenthecasethatpropertiesof interestinvolve quanti�ers. In particular, many propertiesinvolve

theuseof theuniversal(
,

) quanti�er. UCLID version2.0 provideslimited supportfor specifying

propertieswith universalquanti�ers.

Therearethreeclassesof quanti�ed formulasthatUCLID version2.0canhandle:

1. Universal Quanti�cation on theoutsideof a quanti�er-free formula: Thegeneralform of a

propertyof this kind is
,

#

C

°

,

#¢q

°Z°Z°

,

#
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°

}?:�#
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&

#Jq
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where }?:�#

C
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#¢q

&Z°Z°Z°Ÿ&

#

T

; is anarbitraryformulain CLU wherethe #

�

s have typeTERM. Since

a universallyquanti�ed formula is valid if andonly if thea formulawithout thequanti�ers

is valid (i.e., a formula in which the #

�

s appearfree), this casecanbe expressedby simply

droppingthequanti�ers,andexpressingthequanti�er-freeformulain UCLID syntax.

For example,considertheformulabelow:
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,
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°

:�#6÷
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æ
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�

éã:†$�;ƒ;

This canbeexpressedin UCLID syntaxquitesimply as

(i != j) => (f(i) != f(j))

Wehave foundthatmostpropertiesfall underthiscase.

2. Universal Quanti�cation only over variablesappearingin theantecedent:Thegeneralform

of a formula ¹ of thiskind is

:
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Noticethatby pulling out theuniversalquanti�ers, ¹ canberewrittenas

Š
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Formula¹ canbeveri�ed in UCLID in two ways.The�rst methodinvolvesproving a more

conservative versionof ¹ , namelytheformula
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Noticethattheabove formulais of thekind handledin item1 above,andsocanbetranslated

to anequivalentformulain CLU.

Often, the moreconservative propertyfails to hold, andother techniquesareneeded.The

secondmethodinvolves the useof instantiation. Instantiationis the processby which the

universalquanti�er over theantecedentof ¹ is convertedto a �nite conjunctionof instances

of theantecedent.Eachinstanceis generatedby assigningasymbolicconstantto aquanti�ed

variable,and droppingthe universalquanti�er over that variable. For example,the above

formula ¹ wouldgettranslatedto anew formula ¹

�
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This procedureis sound,but necessarilyincomplete,becauseit would otherwiseimply the

decidabilityof �rst-order logic. In otherwords,if ¹

�

!

×

k is valid, so is ¹ , but ¹ couldbevalid

without ¹

�

!

×

k beingvalid. Wehave foundthatusinganinstantiationtechniqueis oftenuseful

in proving thevalidity of thepropertyof interest.

UCLID version2.0 incorporatesa simple heuristic strategy to instantiatethe antecedent,

which hashad somesuccess.The strategy essentiallyinvolves instantiatingeachquanti-

�ed variableswith all relevant termsfrom theconsequentformula ý . Furtherdetailsof this

procedureareavailableelsewhere[89].

Instantiationmay be speci�ed in the UCLID languageasfollows. For theproperty¹ given

above,theuserwouldwrite acorrespondingUCLID formula(of typeTRUTH) asgivenbelow

(assume
ø �I²

)

FORALL(i1, i2) A(i1, i2) => C

whereA andCareUCLID truth-expressionscorrespondingto
	

and ý above, respectively.

3. Universal Quanti�cation performedseparately over variablesappearingin the antecedent

andin theconsequent:Thegeneralform of a formula } of this kind is

:
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} is equivalentto thefollowing formula
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which in turn is equivalentto

:
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Notice that the last formulaabove is in the form of item 2 above. Therefore,we canhandle

this formula using the conservative approachand the instantiationtechniquesdescribedin

item 2.

However, UCLID version2.0 allows theuserto beexplicit aboutwhich variablesarebeing

universallyquanti�ed in theconsequentý . Thus,for
ø—�

� and �

�N²

, } maybewritten in

UCLID as

FORALL(i1) A(i1) => FORALL(j1, j2) C(j1, j2)

In UCLID version2.0,thiswill have exactly thesameeffectaswriting

FORALL(i1) A(i1) => C(j1, j2)

Automaticinstantiationis a fairly expensive operation— theformulablows up exponentiallywith

increasein the numberof variablesto be instantiated.Fortunately, automaticinstantiationneed

not alwaysbedone.Considertheclassof propertiesthat imposeconstraintson thevaluesof state

variables.In thesecases,theusercanencodetheinvariantinto theinit stateassignmentto those

variables. Suchan invariant hasthe form À

�

} , where À is a statevariableand } is a case

expressionenumeratingall the possibleexpressionsÀ can evaluateto along with the conditions

underwhich À canequalthem.

In the caseof inductive invariantchecking,if the invariant formula on a variable À is denotedby
k

�3À , theninsteadof checkingthevalidity of a formulaof theform
k

�3À

æ

~7óZ�Wyl:

k

�3Àp; , we merely

encode
k

�3À into theinitial stateof À , simulatefor onestep,andthencheck~7óZ�Wyl:

k

�3Àp; .

Considertheexampleof sectionA.1.2. Supposewe wantedto prove thefollowing propertyusing
inductive invariantchecking:

(trafficLight.timer = ZERO) => (trafficLight.light = red)

Wecouldencodetheinvariantinto theinitial stateasfollows:

init[light] := case

timer = ZERO : red;

default : {red, yellow, green};

esac;

Further Inf ormation

More informationonUCLID usagecanbefoundin theuser's manual[137].
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