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Abstract

Decisionproceduregor rst-order logicsarewidely applicablein designveri ca-
tion and static programanalysis. However, existing proceduresarely scaleto large
systemsegspeciallyfor verifying propertieshatdependon dataor timing, in addition
to control.

This thesispresents nen approacHor building ef cient, automatediecisionpro-
ceduresfor rst-order logics involving arithmetic. In this approachdecisionprob-
lemsinvolving arithmeticare transformedo problemsin the Booleandomain,such
asBooleansatis ability solving, therebyleveragingrecentadvancesn thatarea.The
transformatiorautomaticallydetectsaandexploits problemstructurebasecdn new theo-
reticalresultsandmachindearning.Theresultsof experimentalkvaluationsshav that
ourdecisionprocedureganoutperformotherstate-of-the-anproceduredy severalor-
dersof magnitude.

The decisionproceduregorm the computationaknginesfor two veri cation sys-
tems,UCLID and TMV. Thesesystemshave beenappliedto problemsin computer
security electronicdesignautomation and software engineeringhat requireef cient
andpreciseanalysisof systemfunctionalityandtiming. This thesisdescribeswo such
applications: nding format-stringexploits in software,andverifying circuitsthatop-
erateundertiming assumptions.
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Chapter 1

Intr oduction

Ourincreasingelianceon computersystem®placesanever greatemeedfor ensuringthatthey per
form asexpected.Errorsin systemdesignandimplementatioraswell asmaliciousattacksposea
major barrierto exploiting the bene ts of computingcreatingproblemsrangingfrom laggingpro-
ductvity to dangerousulnerabilitiesin safety-criticalsystemsAccordingto arecentsuney [117],
the costof softwarebugsto the U.S.economyis of theorderof 60 billion dollarsevery year under
lining the costsof failurein computersystems.

Errors can be found at variousstagesin a systems lifetime, rangingfrom design-time through
compile-time to run-time,andevenpost-mortemlt is preferable¢o nd errorsasearlyaspossible,
asthecostsof failurein deplo/ed systemsparticularlyin unsupervisedsafety-criticalsettingscan
be enormous. Techniquedor formal designveri cation and static programanalysisare tageted
towardsimproving the reliability andsecurityof systemseforerun-time. Theinputto every such
techniquecomprisesa systemdescriptionand a speci cation, and outputsa yes/noansweras to

whetherthe systensatis esits speci cation(andpossibly“don't know” in somecases)Thescala-
bility of theseechniquesiepend®nthatof thecomputationaénginespr decisionprocedues that

underliethem. Thesedecisionproceduresnalyzea formal model,usuallyexpressedn mathemat-
ical logic, to provide theyes/noanswer

Decisionproceduregor decidablegragmentsof rst-order logic have found usein analyzingmary
kinds of systemsincludingapplicationandsystemsoftware,gate-level circuit designshybrid sys-
tems, and high-level microprocessodesigns. For example, decisionproceduregplay important
rolesin extendedstaticchecking[55], predicateabstraction-basesbftwareveri cation (e.g.,[11,
36,69]), nite-state modelchecking(e.g.,[33,41]), modelcheckingtimedsystemge.g.,[71]), and
processoeri cation (e.g.,[29,34]). Of theseapplications,the previous industrial-scaleappli-
cationshave beenlargely restrictedto analyzingsystemswith Booleanstate(suchas nite-state
systemsor pushdavn systemspr technigueghat generatedBooleanabstractions.Thesesuccesses
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have beendrivenin large part by the ef ciency of techniquedor reasoningaboutand manipulat-
ing Booleanfunctions,suchasBinary DecisionDiagrams(BDDs) [27] and Booleansatis ability

(SAT) solers(e.g.,[63,104]). In thisthesistheseechniquesrecollectvely referredio asBoolean
methods

Theef ciency bene tsof modelingsystemgpurelywith Booleanstatearecounterbalanceby aloss
of modelingprecision.Reducedrecisionresultsin falsealarms,andtheinability to verify proper
tiesdependingheavily ondataandtiming, in additionto control. Thesuccessesf nite-statemodel
checkingandpredicateabstraction-basesbftwareanalysishave beernrestrictedo analyzingcontrol
propertiessuchasverifying cache-coherengarotocolsandcheckingdevice driver usageprotocols.
Examplesof analyseghat requiremore precisemodelingof dataandtiming include detectionof
maliciouscode (suchasvirusesor worms), high-level microprocessodesignveri cation, array-
boundscheckingandbuffer overrundetectionandverifying real-timesystemsandtimed circuits.
In thesetasks,a rich setof non-Booleardata-typesnustoften be modeled,including nite- and
arbitrary-precisionintegers,realand oating-point numbersmemoriesarrays,anddatastructures
suchasqueuesor lists. Theresultingdecisionproblemsareonly expressiblan rst-order logicsor
sometimegvenonly in higherorderlogics. Previousdecisionprocedure$or thesemoreexpressie
logicshave rarely scaledto industrial-scalesystemswvithout someform of manualassistance.

This thesispresentsa newv approactto building ef cient, automatediecisionproceduregor rst-
order logics involving arithmeticbasedon Booleanmethods. The practicality of this approach
is demonstratedy incorporatingit in veri cation tools that have beensuccessfullyappliedto
industrial-scaldhardwareandsoftwaresystemsTherearetwo key ideasin this approach.

1. Leverage Booleanmethods:The decisionprocedurepresentedn this thesisoperateby per
forming a Booleanencodingof the decisionproblem eitherasa Booleansatis ability (SAT)
problem,or a probleminvolving manipulationof quanti ed Booleanformulas(QBF). More-
over, theencodings eager, meaninghatit is donein a singlestep.This enablesisto easily
leveragerecentdramaticadvancesn Booleanmethods.

2. Useadaptiveencoding:The Booleanencodingalgorithmsareadaptive meaningthatanen-
codingalgorithmor its parameterareautomatically}choserbasednthestructureof its input.
Thisis achieved by a combinatiorof theoreticakesultson formalizing problemstructureand
the applicationof machinelearningto inputsencounteredn the past. The useof adaptve
Booleanencodingenablesus to solve the resulting Booleanproblemsmore ef ciently, in
mary casesy ordersof magnitudecomparedo previousapproaches.

Thedecisionprocedureproposedn thisthesisform the computationaénginedor two veri cation
systemsUCLID andTMV. Thesesystemsave beenappliedto a variety of applicationareasthe
onesexploredin this thesisaresoftwaresecurityandtheveri cation of timedcircuits.
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1.1 BooleanEncoding Techniques

We review andclassifyprevious work on decisionproceduredbasedon Booleanmethodsso asto
placethecontritutionsof thisthesisin context. Detailedsurneys of previouswork onspeci ¢ topics,
includingapplicationareasareincludedin the correspondinghapters.

Decisionprocedurepasedn Booleanencodingmethoddall into two main cateyories:

1. Eager encodingmethodsDecisionproceduredn this classperformthe Booleanencodingn
asinglestep.Forthequanti er-freelogicsconsideredn thisthesistheinputformulais trans-
latedto anequi-satis ableBooleanformulain a singlestep,anda SAT solwer is invoked on
theresult. For thequanti ed logic consideredthetranslationgenerates logically equivalent
guanti ed Booleanformula (QBF), which canbe manipulatedusingwell-known techniques
for QBF basedbn BDDs or SAT.

Thesemethodshave beendevelopedfor the theaoriesof uninterpretedunctionsand equal-
ity [29,122], arestrictedsetof lambdaexpressiongwhich canmodelarrays,memoriesand
somedatastructures]30], andvarioustheoriesof lineararithmeticover theintegersandthe
rationalg30,146,148],with verylimited supportfor quanti ers[89]. Countergamplesatthe
level of theoriginal logical theoriesareeasilygeneratedhy mappingbackfrom assignments
generatedby the SAT solwer.

Eagerencodingtechniquescan be further divided into two kinds. The rst kind [28, 30,
122] exploit a smallmodelpropertyof the underlyingtheory;i.e., if a satisfyingassignment
exists for the original formula, thenthereis onein which the valuesof groundtermsare
bounded.This naturallyleadsto a bit-vectorencodingof thegroundterms.The secondclass
of techniqueq32,62,148] are direct encodingtechniquesjn which eachatomic predicate
is encodedas a Booleanvariable. The resultingBooleanencodingis augmentedvith the
Booleanencodingof instantiationf rst-order axioms,suchascongruencendtransitiity
of equality overthegroundtermsin theformula.

2. LazyencodingnethodsProcedurem thiscatayory(e.g.,[8,13,51,56]) constructheBoolean
encodingiteratively. Proversbasedon thesemethodssuchasCVC andCVC-Lite [13,14],
ICS[51], andVeriFun[56], aredesignedo handleafairly generaklassof rst-orderlogic;in
additionto the theorieshandledby the afore-mentione@agertechniquestheseproverscan
handlea subsebf thetheoriesof bit-vectors Jists,andrecordsandsomealsoprovide support
for quanti ers. Anotheradwantageof thesemethodds thatthey aretypically designedo be
proof-generating.

Thelazy encodingproceduresvork, in essenceasfollows. They startwith a directBoolean
encodingof the original formula, obtainedby replacingeachatomicpredicatewith a corre-
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spondingBooleanvariable.If the SAT solverreturnsthisformulato beunsatis ablejt means
thatthe original formulais alsounsatis able.Otherwise the SAT solver returnsa satisfying
assignmentwhich mustbe checled for consisteng with the rst-order theories.Thisis per
formedusinga rst-order prover for checkingthe satis ability of conjunctionsalsoknown
asagrounddecisionprocedue. If theassignmenis consistentthenit impliesthatthe orig-
inal formulais satis able. Otherwise the proof of unsatis ability generatedy the ground
decisionprocedurds analyzedio generateadditionalclauseghat areaddedto the Boolean
encodingo constrainthe searchof the SAT solver, andthe procesgepeats.

Thedifferencedetweerthevariousproversbhasednlazy encodingnethodsaremainly with

respecto the tightnessof integrationbetweenthe SAT solver andthe grounddecisionpro-
ceduresandthe detailsof the grounddecisionprocedureshemseles. The grounddecision
proceduresregenerallybasednatechniqudor combiningdecisionproceduresor individ-

ualtheoriessuchasthatgivenby NelsonandOppen[109] or Shostal{141].

Thelazyencodingapproacthasalsobeenappliedto quanti er-eliminationin decidablegquan-
tied rst-order logics[52].

Thedecisionprocedureproposedn this thesisfall into the rst cateyory. The quanti er-freelogic

consideredn this thesisis a combinationof the theoriesof uninterpretedunctionsand equality

guanti er-free Preslorger arithmetic[125], andtherestrictedsetof lambdaexpressionsnentioned
above (describedn Chapter7). In addition,thisthesispresentshe rst eagerencodingapproacho

performingquanti er-eliminationin quanti ed differencdogic (describedn ChapterB).

Letuscompardazy andeagerencodingnethoddor thequanti er-freefragmentof rst-order logic
consideredn thisthesis.

Eagerencodingmethodshave the adwantagethatthe resultingSAT problemhasall the“ rst-order

information” necessaryo constrainthe SAT solver's searchwhereasddingthis informationlazily

might causethe SAT solver to explore mary assignmentshatareinconsistenwith the rst-order

theories(exponentiallymary in the worst-case).Also, with eagermethodsit is trivial to replace
oneSAT solverwith anotherandthusreadilyleverageary advancedn SAT solving;this canbefar
harderin lazy techniquesiependingon how tightly the SAT solwer is integratedinto the decision
procedure.

On the otherhand,it is alsopossiblefor eagerencodingalgorithmsto addtoo much* rst-order

information; generatingSAT problemsbeyondthereachof currentSAT solvers.Lazy methodsare
particularly effective whenvery little rst-order reasonings required(for example,when propo-
sitional reasoningsufces to decideunsatis ability). Furthermoremary lazy methodsare proof-
generatingwhich is useful for certi ed veri cation (suchas proof-carryingcode[106]) aswell

asfor abstractiorre nement[67]. It is not yet clearhow to generateproofswith eagerencoding
methodsespeciallythosebasedon the small-domairencoding.
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In therestof this thesis,we will comparesagerandlazy methodsfor speci ¢ theoriesvia experi-
mentalevaluation.

1.2 ThesisContrib utions

My thesisstatemenis:

Adaptive Booleanencodingnethodsenableheconstructiorof ef cient andautomated
decisionprocedure$or expressie rst-order logicsinvolving arithmetic,increasinghe
precisionandscalabilityof veri cation toolsfor hardwareandsoftwaresystems.

This thesismakes contritutionsin a numberof areas.The maintheoreticalandconceptuaktontri-
butionsinclude:

The rst decisionprocedurdor quanti er-free Preslirgerarithmeticthatis basednapolynomial-
time, polynomial-sizeranslationto SAT, andwhich formally exploits the structureof linear
constraintsn softwareanalysigChapters);

New theoreticalresultson boundingthe size of solutionsfor generalizedSAT constraints
andquanti er-free Preslirgerarithmetic(Chaptergt and5);

The rst approachto automatedalgorithmselectionin atheoremproving context, basedon
theuseof machindearning(Chapters);

The rst eagerencodingapproachfor quanti er eliminationin quanti ed differencelogic
(ChapterB);

Thenotionof genearlizedrelativetiming for modelingtiming assumptiong circuits (Chap-
ter9).

Therearealsoseveralappliedcontritutions,includingtoolsandindustrialcasestudies:

A publicly-available, multipurposeveri cation tool, called UCLID, for verifying systems
modeledusingthequanti er-freefragmentof rst-order logic mentionedearlier with demon-
stratedapplicationsn processoweri cation andsoftwaresecurity(Chapter7);

Theapplicationof UCLID to nding aclassof securityexploits calledformat-stringexploits
demonstratedn widely-usedsoftware package¢Chapter7);

A fully symbolicmodelchecler, calledTMV, for modelcheckingimedautomatgdChapte9);

Theapplicationof TMV to theveri cation of timedcircuits,includinga publishedcircuit of
the Pentium4 microprocessofChapter9).
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1.3 ThesisOverview

This thesiscovers a wide rangeof areas spanningtheory hardware, and software. Accordingly
thethesisis organizednto threeparts,includingoneon backgroundnaterial ,sothatthe contentof
eachmain partof thethesisis fairly independentf thatof the other

The rst partof thethesiscomprisingChapter® and3, givesbackgroundnaterialneededn therest
of thethesis.Chapter2 coversbasicnotationandlinearprogrammingconceptsChapter3 describes
differencelogic, a basiclogic that forms the foundationfor the conceptsn this thesis,and two
Booleanencodingalgorithms:the small-domairencodingandthe directencodingalgorithm. The
materialin Chapter3 is basedn joint work with R. E. Bryant,S. K. Lahiri, andO. Strichman30,
148].

The secondpart of the thesis(Part 1) presentsour new decisionproceduredor linear arithmetic
over the integers, extensionsto handleothertheories,andthe implementationand applicationof
the UCLID system.Chapter4 describediowv the small-domainBooleanencodingmethodcanbe
extendedto a logic of generalized®SAT linear constraintsandis basedon joint work with R. E.
BryantandK. Subraman[138]. Chapter5 shawvs haw the sameclassof encodingalgorithmscan
be extendedto quanti er-free Preslrger arithmetic, by exploiting the sparsestructureof linear
constraintsn softwareanalysisthisis joint work with R. E. Bryant[135]. Chapter6 compareshe
two encodingalgorithmsfor differencelogic andshavs how they canbe combinedusingmachine
learningto automaticallyselectencodingdor sub-formulaeA very preliminaryversionof thework
in this chapterappearedn a joint paperwith R. E. BryantandS. K. Lahiri [133], andthe material
in this chapteris a substantiaftevision of thatwork. Partl is closedby Chapter7, which describes
how theoriesotherthaninteger linear arithmeticare encodedo SAT, alongwith a descriptionof
the UCLID veri cation systemandanapplicationof UCLID to nding format-stringexploits. The
initial part of this chapteris basedon joint work with R. E. Bryantand S. K. Lahiri [30]. The
applicationto format-stringexploits is basedn joint work with R. E. Bryant,V. GanapathyS. Jha,
andT. W. Repg[58]; in particular theideaof viewing theformat-stringasa sequencef commands
toprintf  is dueto my co-authorsGanapathyJha,andReps.

The third part of this thesis(Part Il) describeshow operationsn quanti ed differencelogic can
be handledusingBooleanmethodsanddescribesnapplicationto modelcheckingtimed circuits.
Chapte8 describeshe operation®n quanti ed differencdogic (QDL), andis basedn joint work
with R. E. Bryant[134]. Although the contentof this chapteris usedfor model checkingtimed
systemsptherapplicationsarepossible andthe materialis fairly independenof theapplicationex-
ploredin thisthesis.Chapter describehow we usethe QDL operationsn TMV, amodelchecler
for timed automataandthe applicationof TMV to the veri cation of timed circuits. This chapter
alsodescribeshenotionof generalizedelative timing, whichis anew techniqueor modelingtim-
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ing assumptioni systems.The materialin this chapteiis basedonjoint paperswith R. E. Bryant
andK. S. Stevens[134,136].

Finally, Chapterl0 summarizeghe major conceptualcontritutions and designdecisionsin this
thesis,andproposeseveraldirectionsfor futurework.
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Chapter 2

Preliminaries

We introducenotationandconceptdrom linearprogramminghatareusefulin therestof thisthesis.
Standardextbooks(e.g.[111,131]) canbeconsultedor additionalinformation.

2.1 Notation

Wewill use todenotethe numberof linearconstraintsand to denotethe numberof variables.

A systemof  linearconstraintsn variabless written asfollows:
(2.1)
In general, isan matrixwith entriesn , isa vectorof real-valuedentries,

and isa vectorof real-\aluedvariables.

System(2.1)de nesapolyhedrorin  formedby theintersectiorof half-spacesorrespondingo
thelinearconstraints.

For Part| of thisthesiswewill only considerintegervariablesandconstantsthatis, for all and

In system(2.1), theentriesin canbe nggative. A standardransformationsee,e.g.,[119]) can
beusedto constrainthevariablesto be non-ngative. Thetransformatiorinvolvesaddingadummy
variable thatrefersto the“zerovalue’ replacingeachoriginal variable by , andthen
adjustingthecoefcients in thematrix to getanew constrainimatrix — andthefollowing system:

2.2)
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Notethat isanelemenbfthevector of dimension . Matrix hasdimensions ,
wherethe last columncorresponddéo . The th entryof s the sameasthatfor  for
,and is

Thetransformatiorfrom system(2.1) to system(2.2) preseressatis ability, asshavn here:
Proposition 2.1 Systen{2.1) hasa solutionif andonlyif system(2.2) hasone

Proof: For the “if part”, supposewve have a solution to (2.2). Constructa candidatesolution
vector by setting . Then,considetthe ™ constrainin , for ary . Thefollowing
sequencef inequalitiesholds:

Thus,we canconcludethatthe ™ constraintof is satis ed by forall . Thus,wehave founda
solutionto system(2.1).

Now consideithe“only if” part,wherewe startwith a solutionto system(2.1). Clearly, ary valueof

thatsets forall will satisfy . But we alsoneedto satisfy . If none
of the areneggative, thensimply set and andwe aredone.Otherwise set
, andset . Notethat by constructionThus,if for aparticular ,
, then . Supposeot. Then, andso

Thus,we have asolution thatsatis es(2.2).

Finally, we de ne the quantities and asfollows:
(2.3)
(2.4)
In words,the quantity is the normof thevector . We notethat and are(tight)

upperboundsontheabsolutevaluesof entriesof and respectiely,
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2.2 Variable Classes

Givenasetof linear constraintsover variables,the setof variablescan be partitionedinto
subsetasfollows: Two variablesareplacedin the samesubseif thereis a constrainin whichthey
bothappeamith non-zeracoefcients. We will refereachresultingsubsetisavariableclass

If thesetof constraint@ppearsn asystenof constraintslike systen®.1,thenpartitioningvariables
into variable classescorresponddo partitioning the systeminto sub-systemshat can be solved
independentlyf eachother (In matrixterms,thematrix is transformedo block-diagonaform.)

Importantly note that this partitioning optimizationcan be performedbefoe addingthe “zero”

variable . A differentzerovariableis thenusedfor eachvariableclass.

The notion of variableclassesanbe extendedto Booleancombinationsof linear constraintshy
applyingit to the setof all linear constraintsaappearingn the formula. For example,considerthe
formula

In thiscaseyariables , ,and fall intooneclasswhile and will beputinto adifferent
class.

2.3 Fourier-Motzkin Elimination

FourierMotzkin (FM) elimination[49] is a classictechniqueor projectinga variablefrom a setof
linearconstraints.

Considesystem(2.1). In orderto obtainthesystenof linearconstraintsfterprojectingoutvariable
, FM eliminationproceedsasfollows:

1. Partitionthesystenof constraintsnto threesets , ,  asfollows. For eachconstraint,
, we addit to:

, otherwise.
2. Initialize thesetof new constraints, , to

3. For every pair of constraints( , ), where and , add the following
constrainto
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Clearly thecoefcient of  in everyconstrainin is .

If , this transformatiorpreseres satis ability. In otherwords, thereis a solutionto the
systemof constraintsn  if andonly if thereis oneto the system(2.1). Thus, by using FM
eliminationto projectoutall variableswe canconcludethatthe original systemis satis ableif and
only if thesystemwith zerovariablesdoesnot have atrivially falseconstraintsuchas ).

In the worst case,the numberof new constraintggeneratedy stepsof FM eliminationcanbe
, I.e.,doublyexponentialin theinput size[37].



Chapter 3

Differ encelLogic

A simplebut extremelyusefulform of linear constraintis the differenceconstaint. This chapter
presentBooleanencodingtechniquedor a logic of differenceconstraintstermedas difference
logic. Theseencodingtechniquegorm the basisfor mary ideasin therestof this thesis.

De nition 3.1 A differenceconstaint is a linear constaint of the form or ,
whee and arereal-valuedvariables, isareal-valuedconstantand denotesrelational
symbolin the set

A constraintof the form canbe written as where is aspecial‘variable”
denotingzero. This corventionis followedin therestof thethesis,unlessstatedotherwise.

Differenceconstraintsaarealsoreferredto in the literatureasdifference-bounaonstaints or sepa-
ration predicates anddifferencelogic is alsocommonlytermedassepaation logic. We will use
DL asanacrorym for differencdogic.

bool-epr bool-var  bool-expr
bool-expr bool-xpr num-epr num-epr

num-epr num-epr ITE bool-pr num-epr num-epr

Figure3.1: Differencelogic syntax. , and denotea variableandconstantespec-
tively.

Figure3.1summarizeshe expressiorsyntaxfor differenceogic. Expressionganbe of two types:
numericalor Boolean. Booleanexpressionsareformedby usingBooleanconnectresto combine
equalities,inequalities,or Booleanvariables.Numericalexpressionsare eithernumerical(integer
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orreal)variablespr areformedby addinga constanbffsetto numericalexpressionsor by applying
thelTE (“if-then-else”)operator The I TE operatorchoosedetweertwo valuesbasednaBoolean
controlvalue,i.e., ITE yields  while ITE yields . Booleanand
relationaloperatorsiot usedin Figure3.1canbe expressedn termsof thoseemployed.

Remarks on notation

Note that the grammarin Figure 3.1 permitsreal andinteger variablesto be mixed in relational
comparison@ndif-then-elseexpressions.For the purposesf this thesis,we will considereither
only integer variables,or only real variables,dependingon the context. For the remainderof this
chapterwe will restrictall variablesandconstantdo beintegervalued.

Second,as notedin Chapter2, multiple zero variableswill usually be introduced,one for each
variableclass. In the restof this chapter we will assumehat thesevariableshave alreadybeen
introducednto theDL formula,sothatevery differenceconstrainttomprisesxactly two variables,
eachtakingvaluesin

Finally, althoughthe syntaxpermitsusto write expression®f theform num-epr  num-epr, we
will usenotationin which only variablesappearonly on the left-handside,andno morethanone
constantermappear®n theright-handside. Thus,a differenceconstraintwill usuallybe written
eitheras oras

Complexity of the decisionproblem

Theproblemof decidingthesatis ability of aDL formula overtheintegersis NP complete It
is NP-hardsinceBooleansatis ability canbetrivially reducedo it. In addition,it isin NP because
thelogic hasa small-modeproperty A DL formula is satis ableif andonly if thereexistsa
satisfyingassignmenivhosesize,measuredh bits, is polynomiallyboundedn the sizeof A
proof of thelatterpropertyis presentedh Section3.2.

However, if we restrictthesyntaxof DL by disalloving Booleanvariables)TE expressionsandall

Booleanconnectiesexcept ,thesatis ability problemis polynomial-timesolvable. Thisrestricted
problemis simply thatof nding afeasiblesolutionto a systemof differenceconstraintsandcan
be solvedusinga formulationasa shortest-patiproblem[43].

Overview

In this chapterwe presentwo approacheto decidingdifferencelogic via eagerencodingo SAT:
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1. Small-Domain Encoding[30]: This approachexploits thesmall-modelpropertyof DL, and
worksasfollows:
(a) Computethe polynomialbound onsolutionsize.

(b) SearcHor asatisfyingsolutionto in theboundedspace

Thesmall-domairencodingapproachs alsotermedas nite instantiation

In themethodsdescribedn thisthesisthesearchn Step(b) is conductedisinga SAT solver.
To do this, is translatedo a Booleanformula by encodingeachinteger variableasa
vectorof Booleanvariablesof length . Arithmetic andrelationaloperatorsareencodedas
arithmeticcircuitsandcomparators.

However, notethata non-SAT-basedsearchtechniguecanjust aswell beused.

2. DirectEncoding[148]: A decisionprocedurébasedon thedirectencodingmethodoperates
in steps:

(a) EliminatethelTE constructfrom theformula,to getaformulathatis a Booleancombi-
nationof differenceconstraints.

(b) Replaceeachuniquedifferenceconstrainwith afreshBooleanvariableto getaBoolean
formula

(c) GenerateaBooleanformula thatconstrainghevaluesof theintroducedBoolean
variablessoasto presere thearithmeticinformationin the original formula.

(d) Decidethesatis ability of Booleanformula usinga SAT soler.

Thedirectencodingapproacthasalsobeentermedasper-constaint encoding

At thetime of writing this thesis,all decisionproceduredvasedon eagerencodingto SAT canbe
viewed asinstance®f oneof theaborse two methods.

3.1 Constraint Graph

We bggin by describinga basicdatastructureusedin therestof this chapter

Givenasetof  differenceconstraintsnvolving variables,we constructa weighted,directed
multigraphasfollows:

1. Avertex isintroducedor eachvariable

2. For eachdifferenceconstrainiof theform , we addadirectededgefrom to
of weight
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The resultingstructurehas edgesand verticesandis termedthe constaint graph It is, in
general a multigraphsincetherecanbe multiple constantright-handside)termsfor a given left-
handsideexpression . However, we will referto it simply asagraph.

Example 3.1 Considerthefollowing setof constraintsnvolving variables:

Theconstraingraphrepresentinghe above setof constraintss depictedn Figure3.2

Figure3.2: Example of constraint graph

3.2 Small-Domain Encoding

The crucial pieceof information neededo implementthe small-domainencodingmethodis the
boundon solutionsize, .

In this section,we obtaina bound on the valuesof variablesin a DL formula suchthatit is
sufcient only to searcHor satisfyingsolutionsin thespace . Then, iscomputed
usingthefollowing equation:

(3.1)

We prove thefollowing theorem:

Theorem 3.1 Let be a DL formulawith  variables. Let be the maximumover the
absolutevaluesof all differenceconstaintsin . Then, is satis ableif andonlyif it hasa
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solutionin whee

Proof: The"“if " partof theproofis trivial. Let usconsidemproving the“only if” part.

Assumeinitially that doesnothave ary ITE expressions.
Since is satis able, let  be a satisfyingassignment.Under , eachdifferenceconstraint
evaluatedo or . Constructhe setof differenceconstraints asfollows:

1. If , add to

2. 1If , addthe negationof , viz., , to

Considettheconstraingraph correspondingo . Thereare verticesonefor eachvariable,and
atmost edgespnefor eachconstraintor its negation. Note that, while negatingconstraintsithe
constantermcanincreaseéy atmost . Thereforetheweightof ary edgein  is atmost

in absolutevalue.

The constraintcorrespondingo eachedgein is under . Therefore therecannotbe ary
cyclesin thegraphsuchthatthe sumof theweightsof the cycle's edgess positive.

Now, constructagraph asfollows:

1. Negatetheweightof every edgein . Thus,thereis anedgefrom to of weight in
iff is aconstraintin

2. Introduceasourcevertex gource andedgesof weight from  gourceto every

Shortespaths from gourceto every  areguaranteedo exist sincethereareno nggative cycles

in . Moreover, for everyedgein  from to of weight , . In otherwords,an
assignment suchthat is a satisfyingassignmento
Any pathin  hasat most edges.eachof weight at most . Thereforefor all |,

Thus,thereexists a satisfyingsolutionin where
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Finally, if hasITE expressionswe caneliminatethemusingtherewrite rule

ITE bool-epr num-epr num-epr num-epr

bool-epr num-epr  numM-epr bool-epr num-pr  nuM-e&pr
Applicationof this rewrite rule cannotdecrease¢he valuesof or . Thus,thebound applies
evenif hasITE expressions.
We obsenre that , whichis polynomialin theinputsize.

Remark 3.1 Notethattheabore analysiss conserative in two respects:

1. Supposedhatthereare multiple variableclasses.Thereare no edgesbetweenverticescor
respondingo differentvariableclassesand hencea separatdooundcanbe computedand

emplo/edfor eachclass.lf  and arevaluesof and for variableclass , abound
of sufces for variablesn thatclass.

2. Theterm canbereplacedoy , Where
arethe largestelementf |, in absolutevalue.

Example 3.2 Consideithefollowing DL formula:

ITE
Therearetwo variableclassesyiz., and
For the rst class, and . Thevalueof istherefore
For theseconctlass, and . Thevalueof istherefore

Usingthe obserationmadein Part (2) of Remark3.1 doesnotimprove theabove bounds.

Complexity

Computing and requiresalinearscanof theinput DL formula.

Thepropositionakencodingcanalsobe donein polynomialtime. Eachvariableis encodedising
bits,and is polynomialin theinputsize. Adder, comparatqrandmultiplexor circuits (requiredto
encodeheoperators , , andITE respeciiely) areall polynomialin the sizeof theirarguments.
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Thus,the small-domairencodingmethodcanbe performedin polynomialtime. Furthermorethe
resultingencodings polynomialin the sizeof theinput DL formula.

3.3 DirectEncoding

GivenaDL formula , the DIRECT methodtranslatest to anequi-satis ableBooleanformula
in thefollowing steps:

1. Preprocessing First, all ITE expressionsareeliminatedfrom by recursvely usingthe
following rewrite rules:

ITE bool-epr num-expr num-epr num-epr

bool-xpr num-&pr  num-epr bool-xpr num-e&pr  num-epr (3.2)

num-epr  ITE bool-pr num-e&pr num-epr

bool-xpr num-&pr  num-epr bool-xpr num-e&pr  num-epr (3.3)
Next, negationsareeliminatedfrom theresultingformula. Let theresultbe

2. GenerateBooleanskeletornt Eachdifferenceconstraint in is replaced
by a freshBooleanvariable . This preseresonly the Booleanstructureof . The
resultingBooleanformulais denotedby

3. Generatetransitivity constraints In orderto presere thearithmeticinformationin ,
constraintaaregeneratedo disallov satisfyingassignmentto thatcannotbe extended
to asatisfyingassignmento . Theseconstraintstermedastransitivity constaints are
generatedsfollows:

(a) Constructthe constraintgraph correspondingo the setof differenceconstraints
appearingn
(b) Initialize the Booleanformula to

(c) Pickavertex . (Usually is avertex for which the productof its in-degreeand
out-degreeis minimum.) If no vertex exists, skip to Step(4).
Let( , , )and( , , )denoteapairofincomingandoutgoingedgesncidentat
. For every suchpair:
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- If , we addtheedge( , , ). Additionally, we update as
follows:
- If ,and , we update asfollows:

(d) Delete andallitsincidentedgesandreturnto Step(3c).

Note thatthe vertex eliminationstepin the above procedurds FourierMotzkin elimination
viewedgraph-theoreticafl

4. AssembleBooleanencoding The nal Booleanencoding is
Theorem 3.2 and are equi-satis able
Proof: First, notethat and are equi-satis able. Secondly if is satis able, so
is , sincethe assignmento differenceconstraintsn canbe directly appliedto satisfy
We thereforefocuson proving thatif is satis able,sois . In particular we claimwe can
extendary satisfyingassignment of to suchthat
Wewill saythatanedge( , , )of is if
The formula is satised by if doesnot containary cyclesof positve cumulatve
weightwith all edges . We will shav thatunder , atleastoneedgeof eachpositve weight

cycle mustbe

Considemnarbitrarycycle of positive cumulatve weight. Let
betheweightsof edges respectrely andlet denotethe cumu-
lative weightof cycle . Thus,

Assumewithout loss of generalitythat the elimination orderis . Starting
with , the th eliminationstepresultsin anew cycle  suchthat and

. Eachprojectionaddsa transitvity constraint.For example the rst elimination
adds . In the th eliminationstepwe areleft with a cycle between

and of weight , atwhich stepthe projectionmethodreplacegheimplicantwith false
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All togetherthefollowing conjunctionof constraintaappearsn

This chainof constraintdorcesatleastoneof theedgedo be

Example 3.3 We illustratethe DIRECT encodingmethodusingthe DL formulaintroducedn Ex-
ample3.2,reproducedelow:

ITE

Themainstepsareoutlinedbelow:

1. After eliminatingthe ITE expressionwe obtainthefollowing DL formula:

Next, we obtainthe nggation-freeform

2. TheBooleanskeleton is:
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3. Theconstraingraph correspondingo is thegraphdepictedn Figure3.2.

Supposewne perform FourierMotzkin elimination usingthe heuristicof picking the vertex
for which the productof in-degreeandout-degyreeis minimum. Oneordergeneratedy this
heuristicis . Theresultinggraphis shavn in Figure3.3.

Theformula comprisingof thegeneratedransitvity constraintss

Figure3.3: lllustration of DIRECT encoding The nal stateof the constraingraphis shavn, with
original edgesndicatedby solid linesandnewn edgesndicatedby dashedines.

Complexity

In theworstcasethe DIRECT encodingcangeneratexponentiallymary transitvity constraintsn
theproblemsize. Hereis anexamplethatdemonstratethis worst-casdehaior.

Example 3.4 Considerthe constraintgraphin Figure3.4. It is cyclic on vertices .
Thereare edgesgoingfrom to for andalsofrom to to closethe
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cycles. Theweightson the edgesarechosemasfollows. For , theweightson edges
goingfrom to are . Theweightson edgegyoingfrom  to
are

Obsenre thatthereare  distinct simple cyclesin this graph, eachwith a differentcumulatve
weightin therange

Thus,no matterwhatorderof vertex eliminationwe select,n the th vertex eliminationstep,
therewill be new edgesadded Eachof theseedgeswill form oneedgeof atwo-edgecycle of
cumulatve weightin therange

Sinceevery two-edgecycle yields a correspondindransitvity constraint, transitvity con-
straintswill be generatean this example.

The weight of eachedgein the startinggraph,encodedn binary requires spaceand
thereare edgedo startwith. Thus,this exampleillustratesthe worst-casescenario.

Figure3.4: Example demonstrating exponentialblow-up of DIRECT encoding

3.4 RelatedWork

The small-domainand direct encodingalgorithmswere originally proposedor decidingequality
logic (anduninterpretedunctions)via translationto SAT. Pnueliet al. [122] andBryantetal. [28]

proposeddifferentsmall-domainencodingalgorithms. The formeris basedon range allocation

wherethe structureof the formulasis analyzedso asto generatea setof values(not necessarily
in a contiguousrange)for eachvariableover which it sufces to searchfor satisfyingsolutions.
The latter approachis basedon the notion of positive equality wherethe polarity of equalities
in the formulais analyzedo reducethe small-domainsizefor certainvariablesto singletonsets.
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The origins of the directencodingalgorithmarein a paperby Goeletal. [62], wherethe Boolean
reasonings BDD-based.BryantandVelev [32] later proposedhe direct encodingalgorithmfor

equality logic basedon generatingransitvity constraints;the encodingalgorithmfor difference
logic describedn this chaptelis anextensionof theirwork.

Recently Talupuretal. [153] have proposedan extensionof Pnueliet al.'s rangeallocationmethod
for differencdogic. While thedomainscomputedusingtheir methodcanbefar morecompacthan
the onederived in this chapter the algorithmfor computingthosedomainsis currently a perfor

mancebottleneck.

3.5 Discussion

Thesmall-domairencodingmethodcanbeviewedasa“model checkingapproach'to decidingthe
satis ability of DL, sinceit searche$or a modelfor theformulaovera nite domain.Ontheother
hand,the directencodingmethodcanbeviewed asa “theoremproving approach, sinceit is based
on creatingenoughBooleaninstance®f theaxiomof transitvity soasto presere satis ability.

An experimentakcomparisorof the SD andDIRECT encodingmethodswill be madein Chapter6.

In the remainderof this thesis,we will extendthe SD andDIRECT encodingmethodsto applyto
richerlogics.
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Chapter 4

Generalized2SAT Constraints

Geneanlized 2SA constaints are a specialclassof linear constraintsover integer variables. A
generalize@SAT (G2SAT) constrainalsocalledaunit two variable perinequalityor UTVPI con-
straint) hasat mosttwo variables,andvariablecoefcients arein . Thevariablesarenot
requiredto have nite upperor lower bounds. Useful optimizationproblems,suchas the mini-
mum vertex cover andthe maximumindependensetproblems,canbe modeledusinggeneralized
2SAT constraintsandseveralapplicationsof constrainfogic programmingandautomatedheorem
proving alsogenerat€52SAl constraintge.g.,see[10,81]).

A G2SA formulais a Booleancombinationof G2SAT constraintsin this chapterwe considerthe
problemof checkingthe satis ability of G2SAT formulas.lIt is easilyseernthatthis problemis NP-
complete However, thespeciakaseof checkingsatis ability of aconjunctionof G2SAT constraints
(i.e., nding afeasibleintegerpointin a G2SAT polyhedron)anbesolvedin polynomialtime; for
example,amodi ed versionof FourierMotzkin elimination(reviewedin Sectiord.2)runsin

time.

Currentapproachege.qg.,[10]) to checkingthe satis ability of a G2SAT formulaemplo/ a combi-
nationof Booleansatis ability solving andlinear constraintsolving. Truth valuesareassignedo
linearconstraintsothatthe G2SAT formulais satis ed. Eachsuchtruth assignmentorrespond$o
a G2SA polyhedronlf this polyhedrorhasa feasibleintegerpoint, thatpoint satis estheoriginal
G2SAl formulaaswell. If not, anothertruth assignmenmustbe found. Givena G2SAT formula

with  constraintsand variables,and assuminghat integer feasibility is checled using
theafore-mentionedhodi ed FourierMotzkin eliminationalgorithm,thecurrenttechniquedave a
worst-caseunningtime of A

In this chapterwe prove thata satisfyingsolutionexistsfor a G2SAT formula if andonly if
thereis a solutionto with eachvariabletakingvaluesin the nite range

! Assumingthetrivial worst-casésoundof for checkingsatis ability of aBooleanformulain  variables.
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,where isthenumberof variablesn ,and is themaximumovertheabsolute
valuesof constantermsin the constraints.That sucha boundedsolutionexistsis not surprising,
sincesatis ability solvingof G2SAT formulasisin NP. However, thepreviously bestknown solution
boundq22,84,118,160]are . In particular ourresulteliminateghe  term,
therebyexponentiallyreducingthe solutionbound.

Ourresultcanbeusedto implementa small-domairencodingbaseddecisionprocedurdor G2SAT
formulas.Sucha procedurecheckssatis ability of G2SATI formulasin worst-casdime
where , by encodingeachinteger variable with Booleanvariables.
Thisyieldsamoreef cient satis ability checler for highly over-constrainedormulas,where

2 In our experience the latter is often the casefor theoremproving applicationsin
programanalysisandhardwareveri cation.

A key stepin our proofis to shav thatfor a G2SAT polyhedron,if afeasibleinteger point exists,
thenoneexists within a unit hypercubecenteredat any minimal facesolution(extremepoint). As
a corollary of this result,we obtain a polynomial-timealgorithmfor approximatingoptimato an
additive factorin generalize @SAT integerprograms.

Our theoreticalresultsare validatedby an experimentalevaluation(in Section4.4) on randomly
generateds2SAT formulas,which shavs that a decisionprocedurebasedon our approachcan
greatlyoutperformotherprocedures.

4.1 PreviousWork

Therehasbeenmuchpreviouswork oninteger programmingwith two variablegperinequality(see,
e.g.,thework by Hochbaumet al. [73—75]). The main differencesbetweenthis work (appliedto
G2SAT constraintsandoursarethreefold. First, our focusis on satis ability solving of arbitrary
G2SAl formulasand not linear optimizationover G2SAI polyhedra. Secondwe do not require
variablesto be bounded. Finally, for our approximationresult, the objectve function canbe an
arbitrarylinearfunction,withoutary restrictionon thesignof costcoefcients.

Previousresultson boundingsolutionshave beenderivedin the contet of shawing thatintegerlin-
earprogrammings in NP [22,84,118,160]. Evenwhenspecializedor G2SAT integer programs,
theseboundsare . Ourresultis thereforeanexponentialreductionin the so-
lution boundfor G2SAT integerprogramsand,to thebestof our knowledge hasnot beenobtained
before.

Ourresultsrely onthemodi ed versionof FourierMotzkin eliminationfor checkingintegerfeasi-

2For a conjunctionof G2SAT constraints, is , sinceonecaneliminateredundantonstraints. However, for
anarbitraryBooleancombinationthisis notthecase.
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bility of a G2SAT polyhedronthis algorithmis describedby Subraman[149], andanincremental
versionhasbeengiven by Harvey andStucley [66].

TheoremproversthatcancheckG2SAT formulas,suchasCVC-Lite [48], areessentiallya combi-
nationof a SAT solver anda solver for a systemof linearconstraintsin the caseof CVC-Lite, this
soler is the Omegatest[127], which for G2SATI constraintsgs identicalto the modi ed Fourier
Motzkin eliminationalgorithmreferencedabore.

4.2 Background

We statehere,in brief, somede nitions andtheoremaisedin theremaindeof the chapter Further
detailscanbe found in standardextbookson polyhedraltheory andinteger linear programming
(e.g.,[112,131)).

Following standardinearprogrammingnotation,we denotehenumberof variablesoy andnum-
berof constraintby . Weassumehatalinearconstraints speci edin theform , Where

isa -dimensionalntegervector , Isa -dimensionalectorof integervalued
variables ,and is aninteger A systemof constraintds speci ed as ,

T

where isa matrix with integral entries, isa integervector ,and

isa vector of integervaluedvariables. We use to denotethe normof ;i.e.,

The termsfeasibleand satis able are usedinterchangeablyas also are lattice point and integer
point.

G2SAT Formulas

De nition 4.1 A constaint is saidto bean absoluteconstaint if exactlyoneofthe  is
non-zeo, a puredifferenceconstaint if exactlytwoofthe  are non-zeo with onebeing  and
theother , andasumconstaint if exactlytwo of the arenon-zeo with both  or both

is saidto be a G2SAT constraintif it is eitheran absolute a pure difference or a sum
constaint.

Notethatdifferenceconstraintareeitherabsoluteor puredifferenceconstraints.

A G2SAI formulais generatedby thefollowing grammar:
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Notice that a negationon a G2SAT constraintcan be eliminatedby rewriting the constraint. A
G2SAI constrainremainsG2SAT undersuchrewriting. Theonly changds to the signof variable
coefcients, andto the constanterm,which canincreasan absolutevalueby atmost .

Example 4.1 Considerthefollowing G2SAT formula

The constraint is asumconstraint, is a puredifferenceconstraintand
is an absoluteconstraint. The nggationcanbe eliminatedto obtainan equvalentG2SAT
formula

Notethatthevalueof hasincreasedrom to aftereliminatingthe negation.

Not all familiesof linearconstraintareclosedundereliminatingnegations.For example theclass
of Horn-SAT constraintsyhich comprisesall constraintsvith at mostonevariablewith a positive
coefcient, arenotclosedundereliminatingnegations.

De nition 4.2 Givena G2SA formula , anenumeratiooundis aninteger sud that
is lattice point feasibleif and only if it containsa lattice point in the -dimensionalhypecube
. Theinterval is termedasan enumeratiordomain

Polyhedral Theory

De nition 4.3 A minimalfaceof a polyhedon is a facethat doesnot containany otherfaceof the
polyhedon. A pointlying on a minimalfaceis calleda minimal facesolution(MFS).

Whenthe minimalfaceis anextremepoint (a vertex), aMFS is a basicfeasiblesolution

We write to indicatethatthe polyhedralsystem is a subsystenof
thepolyhedralsystem . Also, for amatrix , let denotetherankof . We havethe
following characterizatiof a minimalface.

Theorem4.1([131]) Let denotea polyhedon. A non-emptysubset
is a minimalfaceof , if andonlyif , for somesystem , wheee
,and

Supposeve applyFourierMotzkin (FM) eliminationto projectavariable fromaG2SAI polyhe-
dron . Denotetheresultingpolyhedrorby . Ingeneral, isnotG2SAT.
Thisis becausaddinga sumconstraintinvolving and  with adifferenceconstraintinvolving
thosevariablescanresultin anon-G2SA constrainteitherof theform or
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However, it is possibleto modify the basicFM eliminationprocedureby addinga coefcient nor-

malization step, so that the resultingpolyhedronremainsG2SATI, and morewer, is lattice point

feasibleiff is. Themodi cation hingeson the obseration thatthe only non-G2SA constraints
in areof theform or . By dividing bothsidesof a newly createchon-G2SA

constrainby , androundingupthe RHSIf it isanoddmultiple of -, we obtaina G2SAT constraint
with the sameintegral solutionsastheoriginal. In thisway, we replaceeachnon-G2SA constraint
in  with acorrespondin@s2SAT constrainto obtaina G2SAT polyhedron

We will referto themodi ed FM eliminationprocedureasFourier-Motzkin eliminationwith coef-
cient normalization(FM-CN). It is easyto seethatFM-CN preseresintegral solutions,i.e., is
lattice pointfeasibleiff  is. OnecanuseFM-CN to checkthe feasibility of G2SAT polyhedran
time , by successkly eliminatingvariables checkingat eachstepthatwe do not generatea
trivially falseconstraint. At ary step,we areguaranteedo have a systemof no morethan

constraintssincethereareonly possiblenon-redundanG2SAT constrainton  variables.

4.3 Theoretical Results

Our theoreticalresultsare organizedasfollows. We begin, in Section4.3.1,by shaving thatif a
G2SAT polyhedronhasa minimal facesolution (MFS), thenthereexists a MFS with eachcom-
ponenthalf-integral andin . The maintheorem presentedn Section4.3.3,
enablesaisto go from boundinga MFS to boundinginteger solutions. This theoremstateghatif a
G2SAI polyhedronis integerfeasible thenit is possibleto nd aintegral solutionwithin aunit box
centeredat ary MFS; i.e., by “rounding” a MFS. In this section,we alsodescribehow to extend
resultsfor G2SAT polyhedrato arbitraryG2SAT formulas. Section4.3.2presentauxiliary results
on roundingthat are usedto prove the maintheorem. Finally, in Section4.3.4,we shawv thatthe
main theoremcan be usedto obtainan additve approximationresultfor optimizing an arbitrary
linearconstraintover a G2SAT polyhedron.

4.3.1 Minimal FaceSolutionsof G2SAT Polyhedra
We bggin with ausefullemma.

Lemma4.1 Let representa systenof  pure differenceconstaintson variables.
Then, hasa feasibleinteger solutionif and only if it hasan integer solutionin the hypecube

Proof: Follows from Theorem3.1.
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The following lemmaconsidersboundinga MFS of a G2SAT polyhedronin the non-ngative or-
thant.

Lemma4.2 Let denotean arbitrary G2SA polyhedon in the non-ngative
orthantwith  constaintsand variables. Then,if a MFS exists,thenthere is a MFS with eadt
componenhalf-integral andat most

Proof: Supposeolyhedron hasa minimal facesolution. Hochbaumet al. [75] have shavn that
this MFS mustbe half-integral. We focushereon shaving the bound.

By de nition, the minimal facecorrespondindo this MFS satis esa system , Where
, and for some (assumingw.l.0.g., that
). Accordingly thereare independentariablesand dependenvariablesin the system;
withoutlossof generalitywe assuméhatthe rst  variablesareindependenandsetthedependent
variablesto . Thisresultsin a system , Wherethe component®f
arealsocomponent®f , and

Thesystem contains typesof constraint§equations)yiz., absolutepuredifferenceandsum.
We considereachof thesetypesin turn:

1. An absoluteconstraintis of the form . Since , thevalueof  mustbein
2. A sumconstraintcanbe written in the form , Where . Since , it
follows that

3. Fromthetwo casesabove, we concludehatthevalueof ary variableappearingn anabsolute

or sumconstrainimustlie in (andmoreawver, thereexistssucha half-integral value).
W.l.o.g,let , , bevariablesappearingn the absoluteandsumconstraints,
andlet be the correspondindnalf-integral valuesin satisfyingthese

constraints.Substitutingthesevaluesinto the pure differenceconstraintanight createnev
absoluteconstraintsbut no new puredifferenceor sumconstraintsTheconstantermin nev
absoluteconstraintgeneratedhusis half-integral andof absolutevalueat most . The
substitutionprocesscanbe iteratedat most timesleadingto absoluteconstraintswith
half-integral constantermsat most . Thus,avariableappearingn ary of theabsolute
constraintgyeneratedh this iterative processakeshalf-integral valuesin

Whenthe abore iterative substitutionprocessterminatesthe only constraintgossiblyleft
aresomeof the original pure differenceconstraintsgachwith anintegral constantterm of
absolutevalueatmost . Sincetheseconstraintsaresatis able,we canapplyLemma4.1
to concludethatthereexists a solutionto theseconstraintswith eachvariabletakingintegral
valuesin (sinceatmost variablesappeaiin theseconstraints).
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Since , we concludethatthereexistsa solutionto with eachcomponentat most

We now generalizeheresultto anarbitraryG2SAT polyhedron.

Theorem4.2 Let denotean arbitrary G2SA polyhedonwith  constaintsand
variables.If a MFSexists,there existsa MFSwith eadh componenhalf-integral andin theinterval

Proof: Suppose isaMFSof . Let be the setof all columnindices,
, suchthat for all , . Constructa matrix by multiply-
ingthe thcolumnof by forall ,leaving othercolumnsunchangedWe obsere that:

1. Thepolyhedron is alsoG2SAT.

2. If weconstruct from  bynegating forall , , satises . Moreover, we
amguethatit isaMFSof  asfollows:
Let bethe constraintssatis ed with equalityat , and be
the constraintssatis edwith equalityat . Then, ,since and correspondo
thesamerows (of and respectiely). Also, notethat . Finally, since
de ne aminimalfaceof [131].
Thus, ,andso isaMFSof

Usinganidenticalagumentwe concludethat,fromaMFSof , wecanconstruceeMFSof by
negatingvaluesto

Since hasaMFS, by Lemma(4.2)it musthave a MFS with eachcomponenhalf-integral andin
. It followsthat hasa MFS with eachcomponenhalf-integral andin

Remark 4.1 Notethattheenumeratiorboundstatedn Theoremd.2is tight.
First, noticethatif , thentheorigin is aMFS, andthe boundis tight.

Evenif , theenumeratiordomainis still tight in thatoneof its endpointscanbeattained.
For example,supposédhatthe systemof constraintcompriseghefollowing equalities:

It is easyto seethatthesolutionsetspangheintenal



34 CHAPTER4. GENERALIZED 2SAT CONSTRAINTS

4.3.2 Rounding and Semi-Rounding
De nition 4.4 Arationalnumber is saidto beoddhalf-integral if it is an odd multipleof -.
De nition 4.5 Avector issaidto bearoundingofavector if isintegral and -.

De nition 4.6 Avector issaidtobeasemi-roundingfavector if all ofthefollowingconditions
hold: (1) —; (2) all componentsf are half-intggral; and (3) if a componenbf is
integral, sois the correspondingcomponenof .

Lemma4.3 Let be a G2SA constaint. Let  be a half-integral vector suc that
,andlet  beanarbitrary semi-oundingof . Then,

Proof: The proof proceedsy casesplitting on the numberof variablesin the constraint.

1. Supposdhe constraintinvolves only onevariable. Then,it is eitherof the form or

. Correspondinglywe eitherhave or . Since s half-integral, in

both caseghe LHS exceeds by atleast-. Thus,ary semi-rounding of satis esthe
constraint.

2. Supposehe constrainthastwo variables, and . Then,since and areboth half-
integral, oneof thefollowing two casesnusthold:

(a) TheLHS is integral, andexceeds by atleast . But ary semi-roundingpf  and
candecreas¢he LHS by atmost , andhencesatis esthe constraint.

(b) The LHS is odd half-intggral, i.e.,oneof and s integral andthe otherodd half-
integral. Thus,the LHS exceeds by atleast-. In this caseary semi-roundingof
and candecreas¢helLHS by atmost-, andwill satisfytheconstraint.

Sinceeveryrounding of isalsoasemi-roundingf , we obtainthefollowing corollary:

Corollary 4.1 Let bea G2SA constaint. Let  be a half-intggral vectorsud that
,andlet beanarbitrary roundingof . Then,

We now statea usefulpropertyof FourierMotzkin eliminationwith coefcient normalization.

Proposition4.1 Let denotea G2SA polyhedonin and

denotea half-integral feasiblesolutionto . Further, supposehat is lattice pointfeasible

Let be obtainedfrom by projectingout variable using Fourier-Motzkin
eliminationwith coefcient normalizationand denote by . Then.ther existsa

semi-punding of  sudithat is a solutionto



4.3. THEORETICALRESULTS 35

Proof: First,notethatsince is lattice pointfeasible sois
If is alreadyasolutionto  thenthetheoremnholdstrivially.

Sosupposdhat  doesnot satisfy . Theonly reasorthis occursis because s cut off by
coefcient normalizationj.e., dueto the presenc®f oneor both of the following situations:

1. Thereexistsatleastonevariable ,suchthat hasconstraintsof theform:
(4.2)
(4.2)
which resultin thefollowing constrainin
e (4.3)
where, is odd.
Since  doesnotsatisfy , thefollowing equalityalsoholds:
—_— (4.4)
2. Thereexistsatleastonevariable ,suchthat hasconstraint®f theform:
(4.5)
(4.6)
which resultin thefollowing constrainin
4.7)
where, is odd.
Since  doesnotsatisfy , thefollowing equalityalsoholds:
(4.8)
Notethatfor some , and , if , thenwe musthave —  ——. But thatwould

meanthat isinfeasible sinceconstraintg4.3) and(4.7) would contradicteachother Hence we
canassumdereaftethatthetwo index sets and aredisjoint.

We now give aroundingalgorithmthatgenerates.semi-rounding of  thatsatises . The
roundingalgorithmis asfollows:
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1. Initialize the setof variablesto beroundedup, , to be . Similarly, initialize the

setof variableso beroundeddowvn, as

2. , )
3. Compute and asfollows. For every and ,
(a) Includein ary variable  suchthat the following constraintsn
valid for , hold with equalityat
(b) Includein ary variable  suchthatthe following constraintan
valid for , holdwith equalityat
4. If and , stop.
Otherwise performthe assignments , ,
step(3).
It is easyto prove by inductionon , thatfor ary , , thereeitherexists
integer  suchthat
ora andaninteger  suchthat
Similarly, for each , , thereeitherexists andaninteger  suchthat
ora andaninteger  suchthat
Supposdhetwo sets and aredisjoint. Then,to obtainasemi-rounding  of

up everyvariablein androunddown every variablein

To completethe proof, thefollowing two sub-goalgemainto be established:

, which are

(4.9)
(4.10)

, which are

(4.11)
(4.12)

, andgoto

andan

(4.13)

(4.14)

(4.15)

(4.16)

, we round
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2. satis es
Assumingthe rst sub-goalconsiderthe secondsub-goalrst. We obsere that:

By Lemma4.3,ary constraintsn  thatarenot satis edwith equalityat  will continue
to besatis edby

FromEquationg4.13)—(4.16)we notethatfor all , Isoddhalf-intggral, since
it is anintegral offsetfrom  or  for some or
Thus, for all , therecannotbe ary absoluteconstraintinvolving in that

holdswith equalityat . Thus,by Lemma4.3, the semi-roundingoroducedby the abore
algorithmsatis estheseabsoluteconstraints.

Steps3(a) and 3(b) of the roundingalgorithmensurethat all two-variableconstraintsof
satis ed with equality at continueto be satis ed by the generatedsemi-rounding. For
example,if is satis edwith equalityat ,and isroundedup,sois ,so
theconstraincontinuedo besatis ed.

Thus,if thetwo sets and aredisjoint,we canconcludethat satises . Wewill nov shav
thattheformeris indeedthecase.

Theproofis by contradiction.Suppose . Let  beavariablepresenin bothsets.As we
notedbefore for ary and , , sowe canassumehat is neitherin norin . We
have thefollowing casesgachof which leadsto a contradiction:

1. Equationg4.13)and(4.16)hold. Then,for someinteger , we have

(4.17)

The abore equationcorrespondgo the following inequality derived by adding Inequali-
ties(4.9)and(4.12),whichis valid for both and

(4.18)

Further from Equation(4.17)andInequalities(4.1), (4.2),(4.5),and(4.6), we canconclude
that

(4.19)
(4.20)
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Also from Equationg4.4)and(4.8),we know that

(4.21)

From(4.19),(4.20),and(4.21)abore, we infer that

Thus,the inequalitiesin (4.19)and (4.20) hold with equality Also, from Inequalities(4.1)
and(4.5), isvalidfor . Thus,wecanconcludethatinequality(4.18)holds
with equalityfor . This furtherimplies that Inequalities(4.1), (4.2), (4.5), and (4.6) hold
with equalityfor

Sincethereis auniquesolutionto Constraint$4.1),(4.2),(4.5),(4.6)and(4.18)thatsatis es
themwith equality in every feasiblesolutionof , , and .
Sinceatleastoneof and is oddhalf-integral, this contradictghe premisethat hasa
lattice point solution.

2. Equationqd4.14)and(4.15)hold. This cases identicalto Case(1) above.

3. Equationqd4.14)and(4.16)hold. Then,we have
(4.22)

Thisimpliesthat

Further Equation(4.22)correspondso thefollowing valid cutfor  (i.e.,it presereslattice
pointsolutions) obtainedby adding(4.10)and(4.12):

(4.23)

However, Constraintg4.7) and (4.23) contradicteachother implying that  is not lattice
pointfeasible which contradictshetheorems premise.

4. Equationg4.13)and(4.15)hold. This cases identicalto Case(3) above.

Thus, andwe obtainasemi-rounding of  asrequired.This completegheproof.

4.3.3 Main Theorems

We now arrive atthekey resultof this chapter

Theorem4.3 Let denotea G2SA polyhedonand  denotea half-integral MFS.
If islattice pointfeasible thenit containsa lattice point sud that -, i.e., isa
roundingof
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Proof: We prove thetheoremby inductionon thelengthof

BaseCase:Let . If  isaMFS,thereexistsa constraint thatholdswith equality
for . Thus,thetheoremholdstrivially for

InductionStep:Let usassumehatthetheoremholdsfor all vectors of lengthupto

Considerthe casewhen . Since hasa MFS, by Theorem(4.2), it hasonewith half-

integral entries.Let beonesuchMFSof .If isintegral,weset to
andwe aredone. So,let usassumdhat  hassomeodd half-integral entries.Note thatif two

variables and appeatogetheiin aconstraintof thatholdswith equality eitherboth  and
areintegral or bothareodd half-integral.

Projectvariable outof  usingFourierMotzkin eliminationwith coefcient normalization
(FM-CN). Let betheresultingsystemwhere
Supposghereexistsalatticepointsolution of . Thus,

is alattice point solutionof

Consider . We will shav thatthereexistsarounding
of  whichsatis es . Weconsiderthefollowing threecases:

Casel: isin theinteriorof , i.e.,noneof theconstraintsn hold with equality By
Corollary4.1,any roundingof  yieldsalatticepointsolution of

Case2: Suppos¢hat isasolutionof thatsatis essomeconstraintsvith equality Suppose¢hat
for some , , andtheremainingconstraintsarestrict, i.e.,
not satis edwith equality Since  is aMFS of , by theinductionhypothesis,
we canconcludethatthereexistsalattice pointrounding of , suchthat is asolution
of . Since,by Corollary4.1, ary roundingof satis esthe strict constraints,

is alsoa lattice point solutionof

Case3: It is possiblethataftercoefcient normalization, doesnotsatisfy . By Propositiord.1,
thereexists a semi-rounding  of thatsatis es . Thus,eitherCase(1) or Case(2)
applieswith replacedby  , andwecanobtainarounding of thatis alattice point
solutionof . Finally, notethata roundingof is alsoaroundingof |, sinceintegral
componentef  arepreseredin . ThiscompleteCase(3).

Thus,we canobtainalattice pointsolution of  thatis aroundingof

Since is G2SAT, and isobtainedfrom usingFM-CN, a lattice point solutionof ~ canbe
extendedto oneof . Thus,thereexistsanintegral suchthat isa
solutionof
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To completethe proof, we shawv thatthereexists suchanintegral thatis morearer arounding

of . Since isaMFSof |, thereexistsa subsetof constraints of that hold

with equalityat . Thevalueof is constrainednly by thevaluesof othervariables such

thatthereexistsan equationin in which and appeatogetherLet betheindex

setof all suchvariables . We now shawv thatthereexists a rounding of that satis es
. Therearetwo cases:

1. If is integral,sois  for all . Thus, satises , andwearedone.

2. 1If is odd half-intggral, sois  for all . In this casewe claim thatthereexists a
consistentvay to round , eitherup or down, sothattheresultsatis es . Supposenot,
i.e., thereexists constraintghatforce to beroundedup aswell asdown. Therearefour
instancesn which this mightoccur:

(a) Thereexist constraints and in  thatholdwith equality
at ; furthermore, and . Thus,we have , but
. Since is avalid inequalityfor , this meanghat

doesnotliein , acontradiction.

(b) Thereexist constraints and in thatholdwith equality
at ; furthermore, and . Thiscases identicalto Case(2a)above.

(c) Thereexist constraints and in  thathold with equality
at , with . Thus, . Since, is odd half-intgyral, must
be an odd integer Moreover, . However, since is a valid

inequalityfor , thismeanghat doesnotliein , acontradiction.

(d) Thereexist constraints and in  thatholdwith equality
at ,with . Thiscaseis identicalto Case(2c) above.
Thus,thereexists a consistentvay to round eitherup or down andsatisfyevery con-
straintin . Let bethisrounding.

Applying Corollary4.1,ary roundingof  satis estheconstraintsn

Thus,we canobtainarounding of thatis alattice point solutionof

FromTheorem(4.2) andTheorem(4.3), we canconcludethefollowing theorem.

Theorem4.4 Let denotea G2SA polyhedonwith  constaintsand variables.
Then, hasenumeation bound

Theabove resultis easilygeneralizedor arbitraryG2SAT formulas.
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Theorem 4.5 Let denotea G2SA formulawith  constaints, variables,and let
be the maximumover the absolutevaluesof constanttermsappearingin . Then, has
enumeation bound

Proof: If hasa satisfyinginteger solution,that solutionmustsatisfyone of thetermsin the
disjunctive normalform (DNF) of . Eachtermin the DNF representationf isaG2SAr
polyhedronin which the constantermin ary constrainthasabsolutevalue at most (we
use in placeof to accountfor eliminatingnegationson constraints).lt follows that
thereis a solutionto in

4.3.4 Approximation Resultsfor Optimization

Considetthe problemof optimizinganarbitrarylinearfunctionover a G2SAI polyhedron . This
problemis NP-hard(minimum vertex cover is a specialcase). As a corollary of Theorem(4.3),
we obtainthe following theoremshaving that onecanapproximatethe optimal valueto within an
additive factor

Theorem4.6 Let denotea G2SA polyhedon that containsa lattice point.
Lettheinteger linear programbe

If theoptimumvalueis nite, solvingthe LP-relaxationandroundingthe solutioncanyield a fea-
sible lattice point that appioximatesthe optimumto within an additivefactorof ———. If the
LP-relaxationis unboundedsois theinteger program.

Proof: If the optimumvalue  of the LP-relaxationis nite, it is attainedata MFS . Since
is lattice point feasible,by Theorem4.3, thereexists a lattice point in  suchthat suchthat
-. It follows that is within of , andhenceof theintegeroptimum.

If the LP-relaxationis unboundedso mustthe integer program,since s lattice point feasi-
ble[112].

Moreover, an approximatesolution can be obtainedin polynomial time in the following three
steps:

1. Checkwhether is lattice pointfeasibleusingFourierMotzkin eliminationwith coefcient nor
malization.If s lattice pointinfeasible stop.

2. If s lattice point feasible,solwe its LP-relaxation. If it is unboundedwe concludethat the
original IP is alsounboundedOtherwise the optimumis attainedata MFS

3. Round to obtainaninteger solutionthatis within of the optimum. The rounding

is performedasfollows. For eachvariable thathasanodd half-integral value , we check
whetheraddingthe constraint to presereslattice pointfeasibility. If not, we set
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to anditerate,picking anothervariableto round, until we have obtaineda feasibleinteger
solution.

It is easyto seethat eachstepcanbe performedin polynomialtime. Notice thatif lattice point
feasibility is presered by setting eitherto or to , the direction of roundingcanbe
choserheuristicallyto obtainatighterapproximation.

Our approximatiortheoremis generaljn thatit appliesto ary generalize ®SAT integer program,
including non - programswith arbitrary coefcients in the objective function. However, the
approximationfactoris additve, andthe resultis morelikely to be usefulfor non - programs.
In contrast,the resultsof Hochbaumet al. [75] guaranteea -approximationfor G2SAT integer
programsexpressecdas a minimization problemwherethe objective function is requiredto have
non-ngatve coefcients.

4.4 Experimental Evaluation

We now presenexperimentakesultsdemonstratinghata decisionprocedurébasecdbn the solution
boundderived hereincanoutperformotherstate-of-the-amprocedures.

4.4.1 Implementation

We implementeda decisionprocedurehat operatesn threesteps. First, givena G2SAT formula

, it computeghe enumeratiorbound . Secondjt translateghe input G2SAT
formulato a Booleanformula by replacingeachinteger variableby a nite-precision, signedbit-
vectorthatcantake ary valuein therange . Arithmeticandrelational
operatorsarethenencodedas arithmeticcircuits and comparators Let denotethe resulting
Booleanformula. Clearly is satis ableif andonly if is satis able. Thus,the nal step
consistsof invoking a Booleansatis ability (SAT) solver on . Notice that the translationto
SAT takespolynomialtime andthatthe sizeof is polynomialin thatof

The mainreasorfor usinga translationto SAT, asopposedo a non-SA-basedprocedureijs that
our benchmarkgpossess non-trvial Booleanstructure. Also, by this approachwe canleverage
therecentadvancesn SAT solving(e.g.,[63,104]). For our experimentsywe emplo/edthe zChaf
satis ability solver [104]; however, ary otherSAT solver canbeemplo/edinsteadust aseasily

4,42 Setup

A setof randomlygenerateds2SAT formulaswasusedfor the experimentakvaluation.A G2SAT
formulacanbe viewed asa Booleancircuit wheretheinputsto the circuit are G2SAT constraints
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ratherthanbeingBooleanvariables Eachformulawasgeneratedhasebn parametersthe maxi-

mumnumberof variablesanupperboundonthesizeof the constanterm,andthe maximumdepth
of thecircuit. We variedthe maximumnumberof variablesover the set , the
constantermupperboundover the set , andthe maximumcircuit

depthover . For eachchoiceof thesethreeparametersye generated formulausing
oneof threedifferentrandomseedsithe seedwasusedin generatingat eachlevel in the circuit,

eitherarandomlychoserBooleanoperatoror a G2SATI constraint.Thevariablesandconstanterm

in eachG2SAT constraintwererandomlygeneratecswell. Finally, the resultingG2SAT formula
wasconjoinedwith a setof upperandlower boundconstrainton eachvariable,wherethe bounds
wererandomlyselectedo be between andtheupperboundontheconstanterm. Thislastopera-
tion wasperformedn orderto generatea mix of both satis ableandunsatis ableformulas. Thus,
in total, thebenchmarlsuitecomprises  formulas,of which areunsatis able.

We compareaurproceduregainstwo otherdecisiorproceduresBotharebasednacombination
of a SAT solver with asolver for a systemof integerlinearconstraintsThe rst is a publicly avail-
abletheoremprover calledCVC-Lite [48] (theversionavailableasof Decembef004). CVC-Lite
usesa SAT solver for nding Booleanassignment$o the formula, treatingG2SAT constraintaas
Booleanliterals. For every suchassignmenit decideghefeasibility of thecorrespondingonjunc-
tion of G2SATI constraintdby usingthe FM-CN procedurg(it actuallyusesthe Omegatest[127],
which specializego FM-CN for G2SAI' constraints).DetailsaboutCVC-Lite's operationcanbe
foundin the paperdy Barrettetal. andGanestetal. [13,17]. The SAT solver usedby CVC-Lite
is amodi ed versionof the zChaf solver usedby our procedure.The seconddecisionprocedure,
written by Daniel Kroening (currentlyat ETH Zarich), works on similar principlesto CVC-Lite,
exceptthatit usesthe CPLEX commercialoptimizationsoftware [46] (version9.0) insteadof the
FM-CN procedureThis procedurealsouseshe zChaf solver asits SAT solvingengine.

Experimentsvererunonalinux workstationrwitha GHzPentiumd processoand GB of RAM.
OurdecisionproceduregalledUCLID, is writtenmostlyin Moscav ML, adialectof StandardviL.
A timeoutof secondsvasimposedon eachrun.

4.4.3 Comparison

Figures4.1and4.2 compareUCLID' stotal time (time for both encodingand SAT solving)to that
taken by CVC-Lite andthe CPLEX-basedsolver respectiely. In eachplot, the y-coordinateof a
pointis thetime takenby UCLID, andthe x-coordinatds thetime taken by the decisionprocedure
we compareit against. UCLID's total time is dominatedby the SAT solvingtime. Note thatthe
X andY axesareon differentscales. This is becausdJCLID nishes within  secondn all
benchmarksvhereagherun-timesfor theothersolversarespreacutovertheentirerange
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Figure4.1: Experimental comparisonof UCLID versusCVC-Lite for G2SAT formulas. Note
thatthescaleonthe Y-axisis about timesthatof the X-axis.
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Figure4.2: Experimental comparisonof UCLID versusCPLEX-basedsolver for G2SAT for-
mulas. Notethatthescaleonthe Y-axisis about timesthatof the X-axis.

First,considetthecomparisorwith CVC-Lite. We obsere from Figure4.1thatCVC-Lite performs
worsethanUCLID overall, timing outon  of the benchmarksHowever, notethatthereare

benchmark®&nwhich CVC-Lite outperformdJCLID. UCLID completesvithin  second®n
all of thesebenchmarksandwithin second®nall but of them.

The comparisonwith the CPLEX-basedsolwer yields similar results,as one canobsere in Fig-
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ure4.2.In fact,the CPLEX-basedolver evenperformsworsethanCVC-Lite, timing outon of
the benchmarksUCLID is outperformeddnonly  benchmarkspnall of whichit terminates
within  seconds.

We furtheranalyzedour resultsby dividing the benchmarksnto cateyories,with eachcateyory
comprisingbenchmark®nwhich UCLID' stime falls within a certainrange.For eachcateyory, we
computedhe percentagef benchmarken which UCLID outperformghe othertwo solvers. This
datais displayedin Table4.1. We notethatthe benchmark®n which UCLID is outperformedare
thoseon which bothit andthecompetingsolver nish within afew secondsNotealsothatUCLID
nishes within second®n over of thebenchmarks.

UCLID timerange| Numberof | % of benchmark®nwhich UCLID runsfaster
(timein seconds) | benchmarkg CVC-Lite prover CPLEX-basedolver
[0,5]
(5, 10]
(10, 20]
(20,30)

Table4.1: Comparing UCLID with other solvers using a time-wise break-up of benchmarks.
The secondcolumnindicatesthe numberof benchmark®n which UCLID' s run-timeis within the
indicatedrange.

Thus, one canconcludethat the enumeratie approachpresentedereincangreatly outperforma
more traditional approachbasedon combininga SAT solver with a constraintsolver. The main
reasorfor this seemgo bethatsolversbasedon thelatterapproaclenumerateereral SAT assign-
mentsthat, while satisfyingthe Booleanskeletonof the formula, correspondo infeasiblesystems
of G2SAT constraintsOntheotherhand,UCLID's encodingaddsin all the“G2SAT information”
necessaryor the SAT solver to signi cantly pruneits searchspace.

4.5 Summary

We have proposeda new approacho decidingthe satis ability of Booleancombinationof gener
alized2SAT constraints.The centralinsightis thatit is sufcient to searchfor boundedsolutions,
whereeachvariableis restrictedwithin the nite range . Thesolu-
tion boundwe derve improvesover previous resultsby anexponentialfactor The key stepin our
dervationis anovel resultfor G2SATI polyhedraon nding integer solutionsby roundingminimal
facesolutions. Experimentsdemonstrat¢he ef cacy of a SAT-baseddecisionprocedurebasedon
ourtheoreticaresults.
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Chapter 5

Quanti er -FreePreshurger Arithmetic

Preshurger arithmetic[125] is de ned asthe rst-order theoryof thestructure , Where
denoteghesetof naturalnumbers.The satis ability problemfor Preshirger arithmeticis decid-
able,but of superexponentialworst-caseomplity [54]. Fortunatelyfor mary applicationssuch
asin programanalysis(e.g.,[127]) andhardware veri cation (e.g.,[26]), the quanti er-free frag-
mentsufces. We areconcernedin this chapterwith the satis ability problemfor this fragment.

A formula in quanti er-free Preshirger arithmetic(QFP)is constructedy combininglinear
constraintsvith Booleanoperator§ , , ). Formally, the ! constrainis of theform

wherethe coefcients andthe constantermsareintegerconstantandthevariables
areintegervalued. An integerlinear programis a conjunctionof linear constraintsandhenceis a
specialkind of QFPformula.

Thesatis ability problemfor QFPis NP-completeTheNP-hardnesllows from astraightforvard
encodingof the SAT problemasa - integerlinearprogram. Thatit is morewer in NP canbe
concludedrom theresultthatintegerlinearprogrammings in NP [22,84,118,160].

Thus,if thereis a satisfyingsolutionto a QFPformula, thereis onewhosesize, measuredn bits,
is polynomially boundedin the problemsize. Problemsizeis traditionally measuredn termsof
the parameters , , and . Recallthat is thetotal numberof constraintsn
theformula, isthenumberof variablesand and arethe
maximumsof the absolutevaluesof coefcients andconstantermsrespectrely.

While Prestirgerarithmeticis de ned over , weinterpretthevariablesover asit is generaendmoresuitablefor
applicationslt is straightforvardto translatea formulawith integervariableso onewherevariablesareinterpretedover
, andvice-versaby adding(linearly mary) additionalvariablesor constraints.
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Project Maximum Fractionof MaximumWidth of a
Non-DifferenceConstraints| Non-DifferenceConstraint
Blast 0.0255 6
Magic 0.0032 2
MIT 0.0087 3
WIiSA 0.0091 4

Table5.1: Linear arithmetic constraints in software veri cation are mostly difference con-
straints. Foreachsoftwareveri cation project,themaximumfractionof non-diferenceconstraints
is shavn, aswell asthemaximumwidth of anon-diferenceconstraintwherethemaximumis taken
overall formulasin theset. The Blastformulasweregeneratedrom device driverswrittenin C, the
Magic formulasfrom animplementatiorof openssl writtenin C, the MIT formulasfrom Java
programsandthe WiSA formulasweregeneratedn the checkingof formatstringvulnerabilities.

The abore resultimpliesthatwe canusea small-domain(SD) encodingapproacho checkingthe
satis ability of a QFPformula . To recapitulatewe rst computethe polynomialbound on
solutionsize,andthensearchor a satisfyingsolutionto in theboundedspace

. However, a nave implementatiorof a SD-basedlecisionprocedureails for QFP formulas
encountereth practice.Theproblemis thattheboundonsolutionsize, ,is

. In particular the presenceof the term meansthat, for practical

problemsinvolving hundred=of linear constraintsthe Booleanformulasgeneratedrelikely to be
toolargeto bedecidedby present-daysAT solvers.

In this chapterwe explorethesmall-domairencodingapproacho decidingQFPformulas but with
afocusonformulasgeneratedn softwareveri cation. It hasbeenobsered, by usandothers that
formulasfrom this domainhave:

1. Mainly DifferenceConstaints: Of the  constraints, aredifferenceconstraintsywhere

2. Spase Structue: The non-diferenceconstraintsaaresparsewith at most variablesper
constraintwhere is“small”. We will referto  asthewidth of the constraint.

Pratt[124] obsered that mostinequalitiesgeneratedn programveri cation are differencecon-
straints. More recently the authorsof the theoremprover Simplify obsered in the contet of the
ExtendedStatic Checler for Java (ESC/J&a) projectthat “the inequalitiesthat occurin program
checkingrarelyinvolve morethantwo or threeterms”[53]. We have performeda studyof formulas
generatedn variousrecentsoftware veri cation projects: the Blast projectat Berkeley [69], the
Magic projectat CMU [36], theWisconsinSafetyAnalyzer(WiSA) project[164], andthe software



5.1. RELATED WORK 49

upgradecheckingprojectat MIT [97]. The resultsof this study indicatedin Table5.1, support
the afore-mentionedbsenrationsregardingthe “sparse mostly difference’natureof constraintsn
QFPformulas.To our knowledge,no previousdecisionprocedurdor QFPhasattemptedo exploit
this problemstructure.

Thefollowing novel contritutionsaremadein this chapter:

We derive boundson solutionsfor QFPformulas,not only in termsof thetraditionalparam-
eters , , and , but alsoin termsof and . In particular we shav thatthe
worst-casanumberof bits requiredperintegervariableis linearin , but only logarithmicin

. Unlike previously derived boundsoursis notin termsof the total numberof constraints

We usethe derived boundsin a soundand completedecisionprocedurgor QFP basedon
small-domainencoding,andpreseniempiricalevidencethatour methodcangreatly outper
form otherdecisionprocedures.

Therestof this chapters organizedasfollows. We begin with a discussiorof relatedwork (Sec-
tion 5.1) andsomebackgroundmaterial(Section5.2). Our maintheoreticalresultson computing
solutionboundsarepresentedn Section5.3. Techniquedor improving the boundin practiceare
discussedn Section5.4. An experimentalevaluationis presentedn Section5.5, followed by a
discussiorin Section5.6.

5.1 RelatedWork

Therehasbeenmuchwork on decidingquanti er-free Preshirger arithmetic; we presenta brief
discussiorhereandreferthereaderto arecentsuney [59] for moredetails.Recenttechniquedall
into four categories.

Enumerating DNF terms

The rst classcompriseproceduresargetedtowardssolving conjunctionsof constraintsyvith dis-
junctionshandledby enumeratingermsin a disjunctive normalform (DNF). Examplesncludethe
Omaatest[127] (which is an extensionof FourierMotzkin eliminationfor integers)andsolvers
basedon otherinteger linear programmingechniquesThe dravbackof thesemethodss theneed
to enumeratehe potentially exponentiallymary termsin the DNF representation.Our work is
talgetedtowardssolving formulaswith a complicatedBooleanstructure which oftenarisein veri-
cation applications.
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Lazy translation to SAT

Thesecondsetof methodsattemptto remedytheabove problemby insteadrelying on modernSAT
solving stratgies. Theapproachworksasfollows. A Booleanabstractiorof the QFPformula

is generatedy replacingeachlinear constraintwith a correspondind@ooleanvariable. If the ab-
stractionis unsatis able,thensois . If not, the satisfyingassignmen{model)is checled for
consisteng with the theoryof quanti er-free Preshirger arithmetic,usinga grounddecisionpro-
cedurefor conjunctionsof linear constraintga procedurdor checkingfeasibility of integer linear
programs). Assignmentghat are inconsisteniare excludedfrom later consideratiorby addinga
“lemma” to the Booleanabstraction. The processcontinuesuntil eithera consistenassignment
is found, or all (exponentiallymary) assignmenttave beenexplored. Examplesof decisionpro-
ceduredn this classthat have somesupportfor QFPinclude CVC [13,17] andICS [51]. (The
generaldeafor combininga SAT solver with alinearprogrammingengineoriginatesin a paperby
WolfmanandWeld [165].) The grounddecisionproceduresisedby proversin this classemploy
a combinationframeavork suchasthe Nelson-Opperarchitecturefor cooperatingdecisionproce-
dures[109] or a Shostak-lie combinationmethod[139,141]. Thesemethodsareonly de ned for
combiningdisjoint theories. In orderto exploit the mostly-diferencestructureof a formula, one
approactcould be to combinea decisionprocedurdor a theoryof differenceconstraintsvith one
for atheoryof non-diferenceconstraintsput this needsan extensionof the combinationmethods
thatappliesto thesenon-disjointtheories.

Eagertranslation to SAT

Strichman[146] presentsSAT-baseddecisionproceduredor linear arithmetic(over the rationals)
andQFP Thetranslationto SAT is a generalizatiorof DIRECT encodingfor arbitrarylinear con-
straints.For QFR thebasicideais to createa Booleanencodingof all thepossiblevariableprojection
stepsperformedby the Omeayatest. SinceFourierMotzkin elimination(andtherefore the Omega
test)hasworst-casalouble-aponentih compleity in bothtime andspacg37], this approacHeads
to a SAT problemthat,in the worst-caseis doubly-eponentialin the size of the original formula
andtakesdoubly-eponentialtime to generate.

Ourapproaclalsofallsin this cateyory. However, in contrasto Strichmans translationour encod-
ing algorithmgenerateSAT problemsthatarepolynomialin the sizeof the original formulas,and
runsin polynomialtime.
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Automata theory-basedmethods

The nal classof methodsarebasedon nite automataheory(e.g.,[59,166]). Thebasicideais to

constructa nite automatorcorrespondingo the input QFP formula , suchthatlanguageac-
ceptedby theautomatorconsistf the binaryencodingof satisfyingsolutionsof . According
to arecentexperimentakvaluationwith othermethodq59], thesetechniquesrebetterthanothers
at solving formulaswith very large coefcients, but do not scalewell with the numberof variables
andconstraints.

Note thatautomata-basegchniquesanhandlefull Preslirger arithmetic,not just the quanti er-
freefragment.

Unique featuresof our approach

Theapproachwe presentn this chapteris distinctfrom the catgyoriesmentionedabove. In partic-
ular, thefollowing uniquefeaturedifferentiateit from previous methods:

It is the rst small-domairencodingmethodandthe rst tractableprocedurdor translating
a QFPformulato SAT in a singlestep. The clearseparatiorbetweernthetranslationandthe
SAT solvingallows usto leveragefuture advancesn SAT solving far moreeasilythanother
SAT-basedprocedures.

It is the rst techniqueto the bestof our knowvledge,that formally exploits the structureof
formulascommonlyencountereth softwareveri cation.

In additionto theabove, theboundswe derive in this chapterarealsoof independentheoreticalin-
terest.Forinstancethey indicatethatthesolutionboundis independentf the numberof difference
constraints.

5.2 Background
We de ne usefulnotationandstatethe previousresultson boundingsatisfyingsolutionsof ILPs.

5.2.1 Preliminaries

Considerasystemof  linearconstraintsn integervaluedvariables:

(5.1)
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Here isan matrix with integral entries, isa vectorof integral entries,and isa
vectorof integervaluedvariables.A satisfyingsolutionto system(5.1)is anevaluationof
thatsatis es(5.1).

As outlinedin Section2.1, the variablescan be constrainedo be non-ngatve by addinga zero
variable , replacingeachoriginalvariable by , andthenadjustingthe coefcients in the
matrix to getanew constrainimatrix  andthefollowing systen?

(5.2)
Herethe systemhas variablesand . hasthestructurethat
for and . Notethatthelastcolumnof isalinear

combinationof the previous columns. Proposition2.1 shavs thatsystem(5.1) hasa solutionif
andonly if system(5.2) hasone.

Finally, addingsurplusvariablego the systemwe canrewrite system(5.2) asfollows:

(5.3)

where is an integer matrix formedby concatenating with the
negationof the identity matrix

For corveniencewe will drop the primes,referringto and simplyas and . Rewriting
system(5.3) thus,we get

(5.4)
Remark 5.1 A solutionto system(5.4) alsosatis essystem(5.2).
We formally de ne thetermssolutionboundandenumeation boundfor QFPformulas.
De nition 5.1 Givena QFP formula , a solutionboundis aninteger sud that hasan

integer solutionif andonlyif it hasaninteger solutionin the -dimensionahypecube

De nition 5.2 Givena QFP formula , an enumeratiorboundis an integer sud that
has an integer solutionif and only if it hasan integer solutionin the -dimensionalhypecube
. Theinterval is termedasan enumeratiordomain

2Notethatthis procedureanincreasghewidth of aconstrainby . Thestatisticsin Table5.1shavs thewidth before
this proceduras applied,computedrom constraintsasthey appeaiin theoriginal formulas.
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Thefollowing propositionis easilyobtained.

Proposition5.1 A solutionbound for system(5.2)is an enumeation boundfor systen(5.1).

Proof: Givenasolution  to system(5.2), we constructa solution  to system(5.1) by setting
. Sinceeach and arein , forall .

Similarly, if isanenumeratiotoundfor system(5.1),then isasolutionboundfor system(5.2).

5.2.2 Previous Results

Thebounddor QFPfollow directly from thosefor integerlinearprogramsin particular theresults
of this chapterbuild on aresultobtainedoy Borosh,Treybig, andFlahive [21,22] on boundingthe
solutionof systemf the form (5.4). We statetheir resultin thefollowing theorem:

Theorem 5.1 Considertheaugmentednatrix of dimension . Let bethe
maximumnof the absolutevaluesof all minors of this augmentednatrix. Then,the systen(5.4) has
a satisfyingsolutionif andonlyif it hasonewith all entriesboundedy

Note that the determinantf a matrix can be more thanexponentialin the dimensionof the ma-
trix [25]. In the caseof the Borosh-Flahre-Treybig result, it meansthat canbe aslarge as
, Where

Papadimitriou[118,120] alsogivesa boundof similar size,statedn thefollowing theorem:

Theorem5.2 If thelLP of (5.4) hasa satisfyingsolution,thenit hasa satisfyingsolutionwhele all
entriesin the solutionvectorare boundecdby

Papadimitrious boundimplies thatwe need bits to
encodesachvariable(assuming ). The Borosh-Flahie-Treybig boundimplies needing
bits pervariable whichis of the sameorder

5.3 Main Theoretical Results

We begin in Section5.3.1by deriving boundsfor ILPs for the caseof , whenall constraints
are differenceconstraints. Then, in Section5.3.2,we computea boundfor ILPs for arbitrary .
Finally, in Section5.3.3,we shav how our resultsextendto arbitraryQFPformulas.
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5.3.1 Boundsfor a Systemof Differ enceConstraints

Let us rst considercomputingsolution boundsfor an ILP for the casewhere , i.e., sys-
tem(5.4) comprisenly of differenceconstraints.

In this casetheleft-handsideof eachequationcomprisesxactly threevariables:two variables
and where andonesurplusvariable where . The ™ equation
in the systemis of theform

As we notedin Section5.2.1,thematrix canbewritten as where  compriseghe
rst columnsand isthe identity matrix.

The importantproperty of is thateachrow hasexactlyone  entryandexactlyone  en-
try, with all otherentries . Thus, can be interpretedas the node-arcincidencematrix of a
directedgraph.Therefore, istotally unimodular(TUM), i.e., every squaresubmatrixof has
determinantn [120]. Therefore, is TUM, andsois

Now, let usconsidemsingthe Borosh-Flahie-Treybig boundstatedin Theoremb.1. This boundis
statedin termsof the minorsof the matrix . For the specialcaseof this section,we have the
following boundon the sizeof ary minor:

Theorem 5.3 The absolutevalue of any minor of is boundedabove by , Whee
Proof:
Considerary minor  of . Let betheorderof

If theminoris obtainedby deletingthelastcolumn(correspondingo ), thenit isaminorof ,and
its valueisin since is TUM. Thus,theboundof is attainedfor ary non-triial
minor with and

Supposehe columnis notdeleted.

First, note that the matrix  is of the form wherethe rank of is at most

. Thisis because hasdimensions , andthelastcolumnof , corresponding
to thevariable , is alinearcombinationof the previous columns.(Referto the constructiorof
system(5.2) from system(5.1).)

Next, supposehesub-matrixcorrespondingo  comprises columnsfrom the part,
columnsfrom the part, and the column correspondingo . Sincepermutingthe rows and
columnsof  doesnotchangsets absolutevalue,we canpermutetherows of  andthecolumns
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correspondingo the partto getthe correspondingub-matrixin thefollowing form:

part

Expanding alongthelastcolumn,we get

whereeach isaminorcorrespondingo a submatrixof

However, noticethat for all , sinceeachof thoseminorshave anentirecolumn
(from the part)equalto . Thereforewe canreducetheright-handsideto the sumof
terms:

Noticethat,sofar, we have not madeuseof the specialstructureof

Now, observingthat is TUM, forall .

For all , . Further sinceeachnon-zero  canbe of orderat most ,
3 Thereforewe get

Using the terminologyof Theorem5.1, we have . Thus,the solutionbound in this
cases

Thus, ,theboundonthenumberof bits pervariable,is

Formulasgeneratedrom veri cation problemstendto be overconstrainedsowe assume
Thus, , andtheboundreducego bits pervariable.

We closethis sectionwith the following two obserationsaboutTheorenb.3.

3We use andnot to accountfor the casewhere . Theminimumwith is takenbecause can
exceed but hasonly elements.
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Remark 5.2 Thedervedsolutionboundis conserative. FromTheoren.1,we know thatatighter
solutionboundis . This indicatesthat there might be room for improving the boundin
Theoremb. 1.

Remark 5.3 The only propertyof the  matrix that the proof of Theorem5.3 relieson is the
totally unimodular(TUM) property Thus, Theorem5.3 would alsoapplyto ary systemof linear
constraintsvhosecoefcient matrixis TUM. Examplesof suchmatricesincludeinterval matrices,
or moregenerallynetworkmatrices.Note thatthe TUM propertycanbe testedfor in polynomial
time[131].

5.3.2 Boundsfor a SparseSystemof Mainly DifferenceConstraints

We now considerthegenerakasefor ILPs,wherewe have non-diferenceconstraintseachrefer
ring to atmost variables.

Without loss of generality we canreorderthe rows of matrix  sothatthe non-diferencecon-

straintsarethetop rows,andthedifferenceconstraintarethebottom rows. Reorderinghe

rowsof canonly changehesignof ary minor of , hotthe absolutevalue. Thus,the matrix
canbeputinto thefollowing form:

Here, isa dimensionaimatrix correspondindo the non-diferenceconstraints,
isa dimensionamatrix with the differenceconstraints, is the identity
correspondingo the surplusvariables andthelastcolumnis thevector .

For easeof presentatiomywe will assumeén therestof Sections.3.2and5.3.3that . We
will revisit this assumptiorat theendof Section5.3.

The matrix composedf and  will bereferredto, asbefore,as . Notethateachrow of
hasat most non-zeroentries,andeachrow of hasexactlyone andone  with the
remainingentries . Thus, is TUM.

We prove thefollowing theorem:

Theorem 5.4 The absolutevalue of any minor of is boundedabove by ,
whee

Proof:
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Considerary minor  of ,andlet beits order

As in Theorem5.3, if includes columnsfrom the partof , thenwe caninfer that
. (Our proof of this propertyin Theoremb.3 madeno assumptionsntheformof )

If  includesthelastcolumn ,thenasin theproofof Theoremb.3,we canconcludethat
(5.5)

where is aminor of

If  doesnotinclude , thenitisaminorof . Withoutlossof generalitywe canassumehat
doesnotincludea columnfrom the partof , sincesuchcolumnsonly contributeto thesign
of thedeterminant.

So,letusconsidetboundingaminor  of  of order (or ,if includesthe column).

Since — , considerexpanding , usingthe standarddeterminanexpansionby minors
alongthetop rows correspondingo non-diferenceconstraintsEachtermin theexpansioris (up
to asign)theproductof atmost entriesfromthe  portion,onefrom eachrow, andaminorfrom

. Since isTUM, eachproducttermis boundedn absolutesalueby . Furthermorethere
canbeatmost  non-zerotermsin the expansion,sinceeachnon-zeroproducttermis obtained
by choosingonenon-zeroelementfrom eachof therows of the  portionof  , andthiscanbe
donein atmost  ways.

Therefore, is boundedby . Combiningthis with the inequality (5.5), and since
, we get

whichis whatwe setoutto prove.

Thus, we concludethat , Where . FromTheoremss.1
and5.4,andRemark5.1, we obtainthe following theorem:

Theorem 5.5 A solutionboundfor the system(5.2)is

Thus,thesolutionsize is

Remark 5.4 We male the following obserations aboutthe boundderived abore, assumingas
before that , andso
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Dependencen Parametes: We obsenre thattheboundis linearin , logarithmicin .

, and . In particular the boundis notin termsof the total numberof linear constraints,
Worst-caseAsymptotiadGrowth In the worstcase, , ,and ,and
we getthe boundof Papadimitriou.

Typical-caseAsymptoticdGrowth: As obseredin our studyof formulasfrom softwareveri -
cation, istypically asmallconstantsothenumberof bits needecervariableis

. In mary cases, and arealsoboundedby asmallconstant.
Thus, is typically . This reduceghe searchspaceby an exponential
factorover usingthe boundexpressedn termsof

RepesentingNon-diferenceConstaints: Thereare mary waysto representon-diference
constraintsand thesehave an impacton the boundwe derive. In particular it is possible
to transforma systemof non-diferenceconstraintdo onewith at mostthreevariablesper
constraint.For example,thelinearconstraint canberewritten as:

For theoriginal representation, and , While for thenew representation and
. Sinceourboundis linearin  andlogarithmicin , theoriginal representatiowould
yield atighterbound.

Similarly, one caneliminatevariableswith coefcients greaterthan in absolutevalue by

introducingnew variables;e.qg., is represente@s with an additionaldifference
constraint . This canbe usedto adjust , , and sothatthe overall boundis
reduced.

The derived boundonly yields bene ts in the casewhenthe systemhasfew non-diferencecon-

straintswhich themselesaresparseln this casewe caninstantiatevariablesovera nite domain

thatis much smallerthan that obtainedwithout making ary assumption®n the structureof the
system.

Finally, from Propositions.1 andTheoremb.5, we obtainanenumeratioboundfor system(5.1):

Theorem 5.6 Anenumeation boundfor systen{5.1)is

Notethatthevaluesof and in thestatemenof Theoremb.6 arethosefor system(5.2).
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5.3.3 Boundsfor Arbitrary Quanti er -FreePreslurger Formulas

We now returnto our original goal, thatof nding a solutionboundfor anarbitrary QFP formula

Supposehat has linear constraints , of which are differencecon-
straints,and variables . As before,we assuméhateachnon-diferenceconstraint
hasatmost variables, is the maximumover the absolutevaluesof coefcients of vari-
ablesand is themaximumovertheabsolutesaluesof constants appearingn theconstraints.
Furthermorelet us assumehat the zerovariable(usedin transformingsystemb5.1 to system5.2)
have alreadybeenintroducedinto the constraintsandthat and have beencomputedafter
thisintroduction.

We prove the following theorem.

Theorem5.7 is a solutionboundfor whee

and

Proof. Let beanarbitrarysatisfyingassignmento . Let  constraints, ,

evaluateto under , therestevaluatingto . Let bea matrix in which

eachrow compriseghe coefcients of variables in a constraint

Thus, where

Now consideraconstraint  where , thatevaluatedo under . is theinequality

Then satis es whichis theinequality

or equialently

Let be a matrix correspondingo the coefcients of variablesin constraints
: v . Thus, where

Finally, let
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Clearly is asatisfyingsolutionto theILP givenby
— (5.6)

Also, if the system(5.6) hasa satisfyingsolutionthen is satis ed by thatsolution. Thus,
andthe system(5.6) areequi-satis ablefor every possiblesystem(5.6) we construcin themanner
describedhbore.

By Theorems.1and5.4,we canconcludethatif system(5.6) hasa satisfyingsolution,it hasone
boundedoy where

and . Moreover, this boundworksfor every possiblesystem(5.6).
Thereforejf hasa satisfyingsolution,it hasoneboundedoy

Thus,to generatehe Booleanencodingof the startingQFPformula, we mustencodesachinteger
variableasa symbolichit-vectorof length givenby

Remark 5.5 If thezerovariableis notintroducednto theformula , We cansearchor solutions
in , Where . As notedearlier valuesof and usedin computing
arethoseobtainedafterintroducingthe zerovariable.

Remark 5.6 In Section5.3.2,we assumedfor easeof presentationthat . If thisdoes
not hold, we cansimply replace in theresultsof Sectionss.3.2and5.3.3by . This
is becausg¢hedimensionof theminor  of  (mentionedn the proofof Theorenb.4)is limited

by

Remark 5.7 Let us specializethe derived solution boundfor G2SAT formulas. Since, ,
, theboundspecializeso . Thisindicateghatthederivedboundis
consenrative.

Summary of notation

We concludethis sectionby summarizinghe symbolsusedto represenformulaparameterandthe
guantitiesdervedtherefrom.For easyreferencethey arelistedin Table5.2.
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‘ Symbol‘ Meaning

Numberof variables

Numberof constraints

Maximumconstanterm

Maximumvariablecoefcient

Numberof non-diferenceconstraints

Maximum numberof non-zerccoefcients in ary constraint

Solutionbound,
Solutionsize,

Table5.2: Parametersand derived quantities
5.4 Improvements

Theboundswe dervedin theprecedingsectionareconserative. For a particularprobleminstance,
the size of minorscanbe far smallerthanthe boundwe computed. However, this cannotbe di-
rectly exploited by enumeratingninors, sincethe numberof minorsgrows exponentiallywith the
dimensionf the constraintmatrix. Also, thereis a specialcaseunderwhich onecanimprove the

bound.If all the constraintsareoriginally linearequalitiesandthe systemof constraints
hasfull rank,aboundof sufces [20]. However, in our experiencegvenif thelinearconstraints
areall equalitiesthey still tendto belinearly dependentThus,we have not beenableto make use
of this specialcaseresult.

Fortunately thereare othertechniquedor improving the solutionboundthatwe have foundto be
fairly usefulin practice.Thesencludetheoreticaimprovementsaswell asheuristicghatareuseful
in practice.We describeéhesemethodsn this section.

5.4.1 Variable Classes

Recallthe notion of a variableclassintroducedin Section2.2. The variablesand constraintsn a
QFPformulacanusuallybe partitionednto severalclassesParameters, , , ,and can
be separatelycomputedor eachvariableclass,resultingin a separatel}computedsolutionbound
for eachclass.

The correctnes®f this optimizationfollows from a reductionto ILP as performedin the proof of
Theoremb.7, andthe obseration that a satisfyingsolutionto a systemof ILPs, no two of which
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sharea variable,canbe obtainedby solvingthemindependenthandconcatenatinghe solutions.

Moreover, if all theconstraintsn avariableclassaredifferenceconstraintgor G2SAT constraints),
onecanusethetightersolutionboundsderivedin Chapters3 and4.

5.4.2 LargeCoef cients and Widths

In the expressiorfor , theterminvolving (and ) is multiplied by afactorof . Thus,ary
increasdn getsampli ed by afactorof . It is thereforeusefulto morecarefully model
thedependencef oncoefcients. We presentwo techniquego alleviate the problemof dealing
with large coefcients. Thesetechniqueslsoapplyto dealingwith large constrainwidths.

An -fold reduction

Thecoefcient of thezerovariable has,sofar, beenusedin computing . Wewill now shav
that we canignorethis coefcient, andalsoignoreary contritution of  to thewidth . This
optimizationcanresultin areductionof upto afactorof  in thesolutionbound .

Thelargestreductionoccurswhen,in theoriginalformula,we have aconstrainof theform

,Where isthelargestcoefcient in absolutesalue. After addingthezerovariable this constraint
is transformedo . Thus, now equals , afactorof times
greaterthanin theoriginal formula.

Let usrevisit thetransformatiorperformedn Section5.2.1to corvert system(5.1)to system(5.2).
A different,commonly-usedransformatiorio non-ngative variablesstowriteeach as ,
where for all . Lettheresultingsystembereferredto assystem(5.2"). Let usassume
that this differenttransformations usedin placeof the original onethat generatesystem(5.2),
leaving all successie transformationshe same.

Now, considerthe form of the matrix , asusedin Section5.3.2,reproducedelow:

With thenew transformatiormethod, isa dimensionamatrix correspondingo thenon-
differenceconstraints, isa dimensionamatrix with the differenceconstraints,

is the identity correspondingo the surplusvariables andthelastcolumnis thevector .

Importantly notethat  is still totally unimodularandtheranksof ~and arethesameasthey
werewith the useof thesinglezerovariable . Thisis becauseary non-singulasub-matrixof
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mustinclude exactly oneof the columnscorrespondingo and , sincethey areneggationsof

eachother Thereforethevaluesof and usedin the proof of Theoremb.4 arethosefor the
system(5.1).
Thus,if we usethetransformatiormethodof replacing  with , thevaluesof and

usedin the statemenbf Theoremb.4 arethosefor the system(5.1).

Note,however, thatby replacing  with , thenumberof variablesin the problemdoubles,
andin particular the numberof input variablesin the SAT-encodingis doubled. This is rather
undesirable.

Fortunately therearetwo solutionsthatavoid the doublingof variablesat the minor costof only
extra bit pervariable.

1. The rst solutionis basedn thefollowing propositionthatmirrors Propositiorb. 1.

Proposition5.2 A solutionbound for system(5.2") is an enumeation boundfor sys-
tem(5.1).

Proof: Given a solution within the solutionbound to system(5.2"), we constructa

solution  to system(5.1) by setting . Clearly, forall .
Thus,we canrestrictour searcho thehypercube , wherethesolutionbound is
computedusingthevaluesof and for thesystem(5.1).

2. Thesecondsolutionusesthefollowing propositionshaving thatwe canusethetechniqueof
addinga zerovariable andthevaluesof and for the system(5.1), while paying
only aminor penaltyof extrabit pervariable.

Proposition5.3 Suppose is a solutionboundsud that system(5.2") hasa solutionin
iff system(5.1) is feasible Then,systen(5.2) hasa solutionin iff system(5.2")
hasa solutionin

Proof:
(if part): Supposesystem(5.2") hasa solutionin ;l.e., forall . Then,
we construcita satisfyingassignmento system(5.2) asfollows:

is assignedhevalue

, for , Is assignedhevalue

Since , we canconcludethat for all . It is easyto seethat
theresultingassignmensatis essystem(5.2).
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(only if part): Supposesystem(5.2) hasa solutionin . This meansthat the original
system(5.1)is feasible.It follows thatsystem(5.2") hasa solutionin

In both solutions,we mustsearch valuesfor eachvariable , . However, the
formeravoidstheneedto add , andhencewill have fewer input variablesin the SAT-encoding.
Hence theformersolutionis preferable.

The reademustnote,though,thatthis optimizationis only relevant whenthe introductionof the

zerovariable(signi cantly) affectsthe valueof . (Theimpacton is minor.) If thevalueof
is unafectedby theintroductionof thezerovariable , using canresultin amorecompact

SAT-encodingthanusingan enumeratiordomainof for eachvariable. If oneusesthe

variable,oneintroduces input Booleanvariablesfor  in the SAT-encoding. On the other

hand,withoutthe variable,oneintroduces additionalBooleanvariablesto encodesign bits.
Therelative size of the SAT-encoding,and hencethe decisionto introduce , would dependon
whether exceeds

Product of largestcoef cients and widths

Thereis a simpleroptimizationwhich we have foundto be usefulin practice.

In the proof of Theorem5.4, in derving the term, we have assumedhe worst-case
scenarioof eachtermin the determinantxpansionequaling andtherebeing termsto
choosdrom in eachrow.

In fact,we canreplace with , Where denoteghe largestcoefcient in row
, in absolutevalue. Similarly, canbereplacedwith ,where isthewidth of constraint.

5.4.3 LargeConstantTerms

For someformulas,thevalueof is very large dueto the presencef a singlelarge constan{or
very few of them). In suchcasesa lessconserative analysisor otherproblemtransformationsre
useful. We presentwo suchtechniquesere.

Product of largestconstants

It is easyto seethat, in the proof of Theoremb5.4, the term canbereplacedby ,
where arethe largestelementof in absolutevalue. Similarly, theexpressiorfor
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derivedin Theorenb.7 getsmodi ed to

This optimization like thatof Section5.4.2,hasalsoprovedfairly usefulin practice.

Shift of origin

Another transformationthat can be useful for dealingwith large constanttermsis to replacea

variable by ; this correspondso shifting the origin in by alongthe -axis.

The ™ constraintis thentransformednto . Rewriting this, we obtainthe
form , where

The new valueof , afterthetransformationijs . Thereforewe wishto nd valuesof

ssoasto minimizethevalueof

This problemcanbe phrasedasthe following integerlinearprogram:

subjectto

for

Theabove ILP has variablesand constraintgincludingthe non-ngatiity constraint
on ).

In fact,onecanwrite onesuchILP for eachvariableclass,sincethey do not shareary variablesor
constraints.Then,the optimumvaluefor eachclasswill indicatethe new value of to usefor
thatclass.

5.5 Experimental Evaluation

We usedthe boundderied in the previous sectionto implementa decisionprocedurebasedon
small-domainencoding.We describethe implementatiordecisionsn Section5.5.1andpresenia
detailedexperimentakvaluationin Section5.5.2.
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5.5.1 Implementation

Thedecisionprocedurestartsby analyzingthe formulato obtainparametersandcomputeghe so-
lution bound.We foundthatthe optimizationsof Section5.4.1andthe rst half of Section5.4.2are
alwaysuseful,especiallysinceformulastendto containmary variablesclassesomprisingof only
differenceconstraints.Hence,our base-linemplementatioralways includestheseoptimizations.
Theimpactof otheroptimizationds studiedin Section5.5.2.

Giventhesolutionboundde ning a nite rangeof values,ntegervariablesin the QFPformulaare
encodedassymbolichit-vectors(in twos complemenencoding)large enoughto expressary inte-
gervaluewithin thatrange.Arithmetic operatorsareimplementedasarbitrary-precisiorbit-vector
arithmeticoperations. In our implementationwe useda ripple-carryaddercircuit for encoding
the“ " and“ " operatorsa shift-and-adctircuit to encodemultiplication by a constant.Equal-
ities andinequalitiesover integer expressionsaretranslatedo comparatorcircuits over bit-vector
expressionsTheresultingBooleanformulais passedsinputto a SAT soler.

We implementedour procedureas part of the UCLID veri er [156], which is written in Moscaov
ML [103]. In ourimplementatiorwe usedthe zChaf SAT solver [169] version2003.7.22.In the
sequelwe will referto our decisionprocedureasthe“UCLID” procedure.

5.5.2 Experimental Results

We reporthereon a seriesof experimentave performedo evaluateour decisionprocedureagainst
othertheoremprovers, aswell asto assesshe impact of the variousoptimizationsdiscussedn
Sectionb.4.

All experimentswere performedon a Pentium-IV  GHz machinewith GB of RAM running
Linux. A timeoutof secondg hour)wasimposedoneachrun.

Benchmarks

For benchmarkswe used formulasfrom the WisconsinSafety Analyzer (WiSA) projecton
checkingformat string vulnerabilities,and generatedy the Blast software modelchecler. The
benchmarkécludebothsatis ableandunsatis ableformulasin anextensionof QFPwith uninter
pretedfunctions. Uninterpretedunctionswere rst eliminatedusingAckermanns technique?2],
andthedecisionproceduresvererun ontheresultingQFPformula.

4 Ackermanns functioneliminationmethodreplacesachunctionapplicatiorby afreshvariable andtheninstantiates
the congruenceaxiom for thoseapplications.For instance the formula is translatedo the function-free
formula
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Somecharacteristicof the formulasare displayedin Table5.3. For eachformula, we indicate
whetherit is satis able or not. We give the valuesof parameters, , , and
correspondingo the variableclassfor which is largest,i.e, for which we
needthe largestnumberof bits per variable. The valuesof the parametergor the overall formula
arealsogiven(althoughthesearenotusedin computing for ary variableclass);ithus,thevaluesof
and in thesecolumnsarethetotal numberf variablesandconstraintgor theentireformula.

Thetop formulaslistedin thetablearefrom the WiSA project. Onekey characteristiof these
formulasis thatthey involve a signi cant numberof Booleanoperator , , ), andin particular
thereis alot of alternationof and . Theotherimportantcharacteristiof thesebenchmarkss
that,althoughthey varyin , ,and , thevaluesof , ,and are x edatasmallvalue.

Threeformulasfrom the Blast suite are listed at the bottom of Table5.3. All theseformulasare
unsatis able. Eachformulais a conjunctionof two sub-formulae:a large conjunctionof linear
constraintsanda conjunctionof congruenceonstraintgeneratedy Ackermanns functionelimi-
nationmethod.Thus,thereis only onealternationof and in theseformulas.

Formula | Ans. Parametergorr. to max. Max. parametersverall
s-20-20 | SAT 28| 263| 5| 4 4 21|36 64| 550| 5| 4 4| 255
s-20-30 | SAT 28| 263| 5| 4 4 30|36 64| 550| 5| 4 4| 255
s-20-40 | UNS|| 28| 263| 5| 4 4 40 | 37| 64| 550| 5| 4 4| 255
s-30-30 | SAT 38| 383| 5| 4 4 31|37 82| 800| 5| 4 4| 255
s-30-40 | SAT 38| 383| 5| 4 4 40 | 37| 82| 800| 5| 4 4| 255
Xs-20-20| SAT 49| 323| 5| 4 4 21|37 84| 632| 5| 4 4| 255
xs-20-30| SAT 49| 323| 5| 4 4 30|38 84| 632| 5| 4 4| 255
xs-20-40{ UNS || 49| 323| 5] 4 4 40 | 38| 84| 632| 5| 4 4| 255
xs-30-30| SAT 69| 473| 5| 4 4 31|39 114 922| 5| 4 4| 255
xs-30-40| SAT 69| 473| 5| 4 4 40 (39| 114| 922| 5| 4 4 | 255
blast-tl2 | UNS || 54 67| 7| 3 1 0|24 145| 274 7| 3 1| 128
blast-tI3 | UNS || 201 | 2669 | 19 | 6 1 15|70 || 260 | 2986 | 19 | 6 1| 128
blast-f8 | UNS || 255 | 6087 | 0| 2 1]12560|20| 321|7224| 0| 2 1| 2560

Table5.3: Benchmark characteristics. Thetop half of thetableconsistf the WiSA benchmarks
andthe bottomthreearegeneratedby the Blastsoftwareveri er.

Impact of optimizations

In this sectionwe discusgheimpactof optimizationsdiscussedn Sections.4.2and5.4.3.
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Table5.4compareshefollowing differentencodingoptionsbasedn differentwaysof computing
thesolutionbound:

Base: Thebase-linemethodof computingthe solutionbound.
Coeff: Usingtheoptimizationof Section5.4.2alone.
Const: Usingthe optimizationof Section5.4.3alone.

All: Usingoptimizationmethodsof both Sections.4.2and5.4.3.

The comparisoris madewith respecto the largestnumberof bits neededor ary variableclass,
andtherun-timesfor bothgeneratinghe SAT-encodingandfor SAT solving.

First, we note that Coeff and Const both generatemore compactencodingsthan Base; on the
WIiSA benchmarksthey useabout - fewer bits per variablein the largestvariableclass. The
reductionin the total numberof bits, summedover all variablesin all variableclassesis similar,
sincemostvariablesfall into asingleclass.

Theencodingimesdecreaseavith reductionin numberof bits; thisis justasonewould expect.

However, the comparisornof SAT solving timesis more mixed; on a few benchmarkoeff and
Const outperformBase, andon others,they do worse. The latterbehaior is obsered especially
on satis ableformulas. Thereasorfor this might betherelative easeén nding larger solutionsfor

thoseformulasthan nding smallersolutions.

WhenCoeff andConst arebothused(indicatedas”All"), we nd thatnotonly areencodingimes
smallerthanthe Base technique put SAT solvingtimesarealsosmallerin all casesexceptone,
wherethe differenceis only minor. This seemdo indicatethata reductionin SAT-encodingsize
beyondacertainlimit overcomesary negative effectsof restrictingthe searctto smallersolutions.

We alsoperformedanexperimentto explorethe useof the shift-of-originoptimizationdescribedn

Section5.4.3.UCLID automaticallyformulatedthe ILP andinvoked CPLEX [46], anintegerlinear
programmingsolver (version8.1),to solwe it. Sincenoneof thebenchmarkéistedin Table5.3have
especiallylarge constantsye useda different,unsatis ableformulafrom the Blastsuitewhich has
only differenceconstraintsbut with large constants.

Table5.5summarizeshekey characteristicsf this formulaaswell astheresultsobtainedby com-
paringversionsof thebase-lingBase) implementatiorwith andwithout the optimizationenabled.
We list the valuesof parametersyith andwithout the shift-of-origin optimizationenabledfor the
variableclasseghatyield thetwo largestvaluesof ~whenthe optimizationis disabled.

With the optimizationturnedon, the largestconstantin the entire formula falls from
to ,a -fold reduction.However, if we restrictour attentionto the largestvariableclass,
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Formula | Ans. Max. #bits/ar. EncodingTime (sec.) SAT Time (sec.)
a2l 5| 2 o | 2 o B 2
| S| 8] =% a| 8| 8| = a| S| 8| =
s-20-20 | SAT || 36| 26| 31 | 21 1.66| 1.25| 1.27| 1.00| 5.41| 9.28| 8.34| 0.48
s-20-30 | SAT || 36| 26| 31 | 22 1.72| 1.24| 1.32| 1.02| 3.99| 2.28| 4.82| 0.50
s-20-40 | UNS || 37 | 27 | 32 | 22 1.72| 1.28| 1.30| 1.03| 1.37| 1.35| 0.92| 0.87
s-30-30 | SAT || 37| 27| 32| 22 227| 1.90| 1.99| 1.57|| 17.22| 0.88| 14.31| 9.57
s-30-40 | SAT || 37| 28| 32 | 23 239| 1.96| 2.03| 155]| 20.17| 8.22| 4.80| 11.99
Xs-20-20| SAT || 37| 28| 32| 22 229| 1.88| 193| 155| 17.67| 21.62| 11.67| 7.15
Xxs-20-30| SAT || 38| 28| 32| 23 229| 195| 200| 1.61| 23.21|18.19| 150| 7.18
Xxs-20-40| UNS || 38 | 29| 33| 23 241| 199| 204| 159| 7.32| 8.60| 10.55| 8.01
xs-30-30| SAT || 39| 29| 33| 23 3.84| 271| 2.89| 2.17| 79.10| 18.40| 20.16| 27.92
xs-30-40| SAT || 39| 30| 33| 24 3.76| 2.83| 2.67| 2.12| 27.60| 45.63| 13.36| 13.45
blast-tl2 | UNS || 24 | 24| 19 | 19 154| 1.48| 1.10| 1.08| 0.05| 0.04| 0.03| 0.03
blast-tI3 | UNS || 70 | 53 | 62 | 46 || 29.98| 19.34 | 22,50 | 17.57|| 0.78| 0.54| 0.66| 0.46
blast-f8 | UNS || 20 | 20 | 12 | 12 || 18.37| 17.99| 10.71| 10.68|| 6.22 | 6.15| 2.63| 2.29

Table5.4: An experimental evaluation of encodingoptimizations. We comparethe different
UCLID encodingoptionswith respecto the maximumnumberof bits neededor ary integervari-
able(“Max. #bitshar”), thetime takento generatehe Booleanencodingandthetime takenby the
SAT soher.

comprising  variablesthereductionin is moremodestabouta factorof . Thisyieldsa
saving of  bits pervariablefor thatvariableclass.The saving in the total numberof bits, summed
over all variableclassesis . Thisis, however, not large enoughto reduceeitherthe encoding
timeortheSAT time. In fact,theencodingimeincreaseby aboutasecondthisis thetimerequired
to run CPLEX andfor the processingverheacdbf creatingthelLP.

Eventhoughtheshift-of-origin optimizationhasnot resultedn fasterun-timesin our experiments,
it clearly hasthe potentialto greatly reducethe numberof bits, and might prove usefulon other
benchmarks.

Comparisonwith other theorem provers

We comparedJCLID's performancavith thatof the SAT-basedoroversICS [80] (version2.0)and
CVC-Lite [48] (the new implementationof CVC, version1.1.0), aswell asthe automata-based
procedureLASH [92]. While CVC-Lite and LASH are soundand completefor QFR ICS 2.0
is incomplete;i.e., it canreporta formulato be satis able whenit is not. The grounddecision
procedurdCS usess the Simplex linearprogrammingalgorithmwith someadditionalheuristicsto
dealwith integervariables.However, in our experimentspoth UCLID andICS returnedthe same
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Shift-of-origin Param.for largest Param.for " largest Total || Time(sec.)
enabled? #bits || Enc.| SAT
No 230 | 6417 | 2162688| 29 || 2 | 2 | 261133242 28 || 7510 | 24.68| 0.70
Yes 230 | 6417 | 432539| 27| 2| 2 0| 11| 6833| 25.78| 0.71

Table5.5: Evaluating the shift-of-origin optimization. We list the valuesof parametergorre-
spondingo variableclassesvith thetwo largestvaluesof , ascomputedvithouttheshift-of-origin
optimization.“T otal #bits” indicatesthe numberof bits neededo encodeall integervariables.En-
codingtimeisindicatedas“Enc.” andSAT solvingtime as“SAT".

answemwheneer ICS terminatedwithin thetimeout. The grounddecisionprocedurdor CVC-Lite
is a proof-producingvariantof the Omegatest[17].

LASH wasunableto completeon ary benchmarlkwithin the timeoutsinceit wasunableto con-
structthe correspondinguutomataywe attribute this to the relatvely large numberof variablesand
constraintsn our formulas,andnotethatGanestet al. obtainedsimilar resultsin their study[59].

A comparisonof UCLID versusICS and CVC-Lite is displayedin Table5.6. From Table5.6,
we obsenre that UCLID outperformdCS on all the WiSA benchmarksterminatingwell within a
minuteon eachone. However, ICS performsbeston the Blastformulas, nishing within afraction
of asecondon all. CVC-Lite doesnot outperformthe otherproceduresn ary formula, andwas
unableto completeonary of the WiSA benchmarksWe suspecthatthistimeis beingmainly spent
in thegrounddecisionprocedurebasedon the Omeagatest,but have beenunableto obtaindetailed
statistics.

Let usconsiderthe WiSA benchmarksrst. Theseformulashave a complicatedBooleanstructure
thatrequiresCS to enumeratenary inconsistenBooleanassignmentbeforebeingableto decide
the formula. The ICS run-timeis dominatedby the time taken by the grounddecisionprocedure.
We obsenre thatthe numberof inconsistenBooleanassignmentaloneis not a preciseindicatorof
total run-time,which alsodepend®n thetime taken by the grounddecisionproceduren ruling out
asingleBooleanassignment.

The reasonfor UCLID's superiorperformancds the formula structure,where , , and
remain X edatalow valuewhile , ,and increase.Thus,the maximumnumberof bits per
variablestaysaboutthe sameevenas increasesubstantiallyandthe resultingSAT problemis
within thecapacityof zChaf. Also, for thesebenchmarksthe SAT timeis almostalwaysthelarger
portionof UCLID' srun-time;thisis notsurprisingsinceBooleanstructureof theoriginalformulais
non-trvial, andmorewer, thetime to computethe parametevaluesandgeneratéhe SAT-encoding
is polynomialin theinputsize.

Next, considerthe resultson the Blast formulas. The reasonfor ICS's superiorperformanceon
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Formula | Ans. UCLID Time ICS CVC-Lite
(sec.) #(Inc. Time (sec.) Total Time

Enc.| SAT | Total | assn.)| Ground Total (sec.)

s-20-20 | SAT 1.13| 1.02| 2.15 904 23.32 23.76 *
s-20-30 | SAT 117 1.02| 2.19| 1887 51.68 52.29 *
s-20-40 | UNS || 1.16| 1.35| 2.51| 25776| 658.01| 669.99 *
s-30-30 | SAT 1.73 ] 11.12| 12.85| 2286| 268.21| 269.42 *
s-30-40 | SAT 1.77 | 13.81| 15.58 | 14604 | 1621.27| 1625.15 *
Xs-20-20| SAT 1.63| 8.38| 10.01| 2307 97.21 98.32 *
xs-20-30| SAT 150| 7.22| 8.72| 33103| 1519.77| 1540.27 *
xs-20-40| UNS || 1.65| 8.84| 10.49|| 97427 | 3468.91 * *
xs-30-30| SAT 2.26| 29.73| 31.99| 72585 | 3287.47 * *
xs-30-40| SAT 2.32| 15.65| 17.97 || 33754 | 3082.34 * *
blast-tl2 | UNS || 1.08| 0.03| 1.11 1 0.01 0.01 1.38
blast-tI3 | UNS || 17.57| 0.46 | 18.03 0 0.00 0.01 37.77
blast-f8 | UNS || 10.68| 2.29| 12.97 1 0.01 0.05 179.43

Table5.6: Experimental comparisonwith other theoremprovers. TheUCLID versionistheone

with all optimizationgurnedon (“All"). For ICS, we give thetotal time,thenumberof inconsistent
Booleanassignmentanalyzedby the grounddecisionprocedurg(“#(Inc. assn.)”),aswell asthe

overall time taken by the grounddecisionprocedurg(“Ground”). For CVC-Lite, we indicatethe

totalrun-time.A “ " indicatesthatthe decisionprocedurdimed out after sec.LASH did not

completewithin thetimeouton ary formula.

thesecanbe gaugedby the numberof inconsistenBooleanassignment# hasto enumerateOn
theformulanamed‘blast-tI3”, purely Booleanreasoningsufces to decideunsatis ability For the
othertwo formulas,thereasorfor unsatis ability is a mutually-inconsistet subseamongsall the
linear constraintghatareconjoinedtogetheranda singlecall to ICS's grounddecisionprocedure
sufces to infer theinconsisteng

On the otherhand,UCLID' s run-timeis dominatedby the encodingtime. Oncethe encodingis
generatedthe SAT solver decidesunsatis ability easily

To summarizeijt appearghatdecisionprocedure®asedon alazy translationto SAT, suchasICS,
are effective whenthe formula structureis suchthatonly a few calls to the grounddecisionpro-
cedurearerequired. UCLID performsbetteron formulaswith complicatedBooleanstructureand
comprisinglinear constraintavith the sparsestructureformalizedin this chapter
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5.6 Discussion

We have presented formal approacho exploiting the “sparse mainly differenceconstraint’nature
of quanti er-free Preslirger formulasencounteredh softwareveri cation. Our approachs based
onformalizingthis sparsestructureusingnewv parametersandderiving a new parameterizetound
on satisfyingsolutionsto QFPformulas. We have alsoproposedseveral waysin which the bound
canbereducedn practice.Experimentatesultsshav the bene ts of usingthe derived boundin a
SAT-basedlecisionprocedurédasedon small-domairencoding.

Table5.7 summarizeshevalueof for all the classe®f linear constraintsexploredin this thesis.
We canclearly seethatthe boundderivedin this chapterfor quanti er-free Preshirgerarithmeticis

Classof LinearConstraints SolutionBound

Differenceconstraints

Generalize®@SAT constraints
Arbitrary linearconstraints

Table5.7: Solution boundsfor classe®f linear constraints. The classesrelistedtop to bottom
in increasingorderof expressieness.

conserative. For example,if all constraintsaredifferenceconstraintsthe expressiorfor derived
in this chaptersimpli es to . Thisis timesasbhig as
theboundderivedin Chapter3; notethattheloosenes theboundis a carry-over from theresult
of Borosh, Treybig, andFlahie. For generalizeSAT constraintsthe boundderivedfor arbitrary

QFPis muchlooser In theworstcaseijt is looserby anexponentiaffactor:if is , is
and is ,thentheboundis , Whereagheresultsof
Chapters tell usthatthe solutionbound sufces (since isan
enumeratiorbound).

Dueto the conserative natureof the boundderivedin this chapterandin spite of the mary opti-
mizationsdiscussedthe computedsolutionboundcangenerate SAT problembeyondthereachof
currentsolvers. Thelatter situationcanalsoarisefor problemdomainsthatdo not generatesparse
linear constraints Thereis thereforea needfor anef cient algorithmto computeatightersolution
bound.

Recentwork by the authorand colleagueg87], implementedn UCLID, presentsone approach
towards computinga tighter solution bound. The centralideais to computethe solution bound
incrementally startingwith a smallboundandincreasingt “on demand”.Figure5.1 outlinesthis

lazyapproacho computingthe solutionbound.

Givena QFPformula , we startwith anencodingsizefor eachintegervariablethatis smaller
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Select small

solution bound
d

Generate Increase solution bound to cover satisfying solution
SAT
Encoding
l YES
Boolean Generate Is

Abstraction

—_—
Sound Satisfiable?

NO

Formula

Satisfiable? Abstraction

QFP Formula Satisfiable QFP Formula Unsatisfiabl

Figure5.1: Lazy approachto computing solution bound

thanthatprescribedy the conserative bound(say for example, bit pervariable).

If theresultingBooleanformulais satis able,sois . If not, the proof of unsatis ability gener
atedby the SAT solver is usedto generatea soundabstmaction of . A soundabstractioris
a formula, usuallymuchsmallerthanthe original, suchthatif it is unsatis able,sois the original
formula. A soundandcompletedecisionprocedurdor QFP(suchasthe oneproposedn this chap-
ter) is thenusedon . If this decisionprocedureconcludeghat is unsatis able,sois

If not, it providesa countergamplewhich indicateshe necessarincreasean the encodingsize. A
new SAT-encodings generatedandthe procedureepeats.

The bound on solutionsize that we derve in this chapterimplies an upperbound  on the
numberof iterationsof this lazy encodingprocedurethusthelazy encodingprocedureneedsonly
polynomiallymary iterationsbeforeit terminatesvith the correctanswer Of course gachiteration
involvesa call to a SAT solver aswell asto adecisionprocedurdor QFR

A key componentf thislazy approachs the generatiorof the soundabstractionWhile the details
are outsidethe scopeof this thesis,we sketchoneapproachere. (Detailscanbe foundin [87].)
Assumethat is in conjunctve normalform (CNF); thus, canbeviewedasasetof clauses,
eachof which is a disjunctionof linear constraintsand Booleanliterals. A subsetof this setof
clausess a soundabstractiorof . This subsets computeddy retainingonly thoseclausesrom
the original setthatcontritute to the proof of unsatis ability of the SAT-encoding.
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Thepotentialadvantageof thislazy approachs twofold: (1) It avoidsusingtheconserative bounds
we have derved in this chapter and (2) if the generatedabstractionsare small, the soundand
completedecisionprocedureusedby this approachwill run much fasterthanif it werefed the
original formula.

For the WiSA benchmarksliscussedh Sections.5,we foundthata solutionboundof ,.e.,
bitspervariable,is sufcient to decidesatis ability. However, thetimerequiredto derive thisbound
usingthe methodof [87] is muchgreaterthanthe run-timeswe reportin Section5.5. Still, thelazy
approactcanprove especiallyusefulin casesn which is solargethatthe SAT problemis outside
thereachof currentSAT solvers. Amongotherthings,thereis potentialto improve its ef ciency by
usinganincrementaSAT solverin theloop.



Chapter 6

Automated Selectionof Boolean
Encoding

Chapte introducedwo verydistinctmethodsf decidingadifferencdogic formulavia translation
to SAT. This naturallygivesriseto thefollowing question.Givena differenceogic formula,which
encodingechniqueshouldoneuseto decidethat formulathefastest?

In this chapterwe rst presentevidencethatthis questioncannotbe resohed entirely in favor of
eithermethod.We thenshav thatonecanselectan encodingmethodbasedon formula character
istics usinga rule generatedy machinelearningfrom pastexamples(formulas). Moreover, parts
of a singleformulacorrespondindo differentvariableclassesanbe encodedusingdifferenten-
coding methods. The resultinghybrid encodingalgorithmis more rohust to variationin formula
characteristicthaneitherof thetwo technique®f Chapter3.

6.1 The Needfor Algorithm Selection

An experimentalstudy comparingthe small-domain(SD) and DIRECT encodingmethodsover a
rangeof benchmarksndicatesthat neithermethoddominateghe otherin run-time performance.
Section6.1.1presentsheresultsof this study These ndings motivatethe useof automatedlgo-
rithm selectiondescribedn Section6.1.2.

6.1.1 Comparing the SD and DIRECT Methods

We compardhespaceandtime complity of theSD andDIRECT decisionproceduresvith respect
to bothencodingandSAT-solvingsteps.
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Letus rst comparegheencodingstepsof thetwo decisionproceduresThe SD encodingalgorithm
runsin polynomialtime andgeneratea SAT problemthatis polynomial-sizen theoriginalformula.
On the otherhand,the DIRECT encodingcangeneratejn the worst case,a SAT problemthatis
exponentialin the size of the original formula (this is dueto a worst-casexponentialnumberof
transitvity constraintsseeExample3.4).

The abore comparisonsuggestsalways favoring SD over DIRECT, sincethe SD encodingphase
is polynomial-timeandthe SAT instanceis polynomial-sizein the input. Unfortunately sucha
simplejudgementannothemade.First, theoreticalvorst-caseesultsdonotalwaysre ect practice.
Second the run-timesof SAT solvers do not always increasemonotonicallywith the size of the
SAT instance. In this section,we presentexperimentalevidencesupportingthe latter behaior,
which hasalsobeenobseredin othercontets (e.g.,[77,126]). We will alsoformally characterize
the structureof the SAT instancegieneratedy the DIRECT encodingmethod,shaving thateven
whenthey arebiggerthanthosegeneratedy the SD method the specialstructureof the DIRECT
encodingmethodmalkesthe SAT time only polynomially-depeneit on the numberof transitvity
constraints.

NotealsothatbothencodingnethodscangeneratearbitrarySAT instancesFor example whenthe
startingformulais purely Boolean bothmethodggeneratedenticaloutput.

Experimental setup

All experimentsreportedin this chapterwerebasedon a setof  differencelogic formulas? all
but of which are unsatis able. Theseformulasare dravn from problemsencounteredn both
hardwareandsoftwaredesignveri cation. The hardware designsncludethe load-storeunit of an
industrial microprocessogran out-of-ordermicroprocessodesign[89], a cachecoherenceproto-
col [61], anda -stageDLX pipeline. The softwarebenchmarksregeneratedn the veri cation of
safetypropertiesof device driver code[68], andin translationvalidation[123].

Experimentsivererun on a Pentium-1V2 GHz machinewith 1 GB of RAM. A timeoutof
secondgonehour)wasimposedon eachrun. For the SAT solving phasewe usedthe zChaf SAT
solver (version2003.7)with thedefault options.

Analysis of results

Figure6.1shaws a scatterplotomparingthetotal run-time(encodingtime and SAT time) for both
encodingmethods.n theplot, the x-coordinateof eachpointis thetime taken by DIRECT, andthe
y-coordinatds thetime takenby SD. We alsoplot thediagonaline in eachplot.

1Theformulasoriginally alsoincludedapplicationsof uninterpretedunctions,but theseare rst eliminatedusingthe
methodproposedy Bryantetal. [29]. This methodis reviewedin Chapter7.
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Figure6.1: Comparing SD and DIRECT encodingmethods.Notethelog scaleson bothaxes.
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Figure 6.2: Comparing SD and DIRECT methodswhen DIRECT encoding phasecompletes.
Notethelog scaleson bothaxes.

Thus,pointsabove thediagonalcorrespondo benchmark®n which DIRECT outperformsSD, and
vice-versafor the points belav the diagonal. Note that somepoints are spacedclose enoughto
appeasuperimposedn eachother
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The SD methodtimesout ontwo benchmarkswhereaghe DIRECT methoddoesnot completeon

. As expectedthe SAT solvingphasas thereasorthatthe SD methodfailsto nish. Ontheother
hand,the DIRECT methodfails to reachthe SAT solvingphaseon  of the
nish on.

formulasit doesnot

Figure 6.2 shavs the scatterplotrestrictedto the  benchmarkdor which the DIRECT method
reacheshe SAT solvingstage.lt is evidentthatthe DIRECT outperformsSD on almostall of these
formulas.

A closerook atthedatain Figure6.2revealsthenon-monotonibehaior of thezChaf SAT solver.
Table 6.1 shaws the effect of the encodingmethodon zChaf's performanceon a representate
sampleof benchmarkg$rom out-of-orderprocessoweri cation [89]. Eventhoughthe SD method
generatesmallerSAT instanceszChaf doesmorebacktrackingandrunsslowver on SD-instances
ascomparedo DIRECT-instancs.

Benchmark # of CNF # of CNF #of Con ict SAT Time
Variables Clauses Clauses (sec.)
SD | DIRECT SD DIReECT | SD | DIRECT SD | DIRECT
OO0O.rf9 | 14744 | 15898| 43741| 47786 | 84748 7849 | 152.49 8.61
OO0O.tagl4| 48825| 53910 145570| 167308| 65012 8934 | 220.38 34.59

Table6.1: Effect of encodingon zChaff performance. “Conict Clauses’denoteshe con ict
clausesaddedby zChaf onbacktracking.

We have alsoobseredthe samebehaior for othersolversbasedn the Davis-Putnam-Logemann-
Loveland(DPLL) method suchasBerkMin [63] andSiege[142].

The structureof SAT instancegjeneratedy the DIRECT methodcanbe characterizedormally.
Recallfrom Section3.3 thata transitvity constraintgeneratedn the DIRECT encodingalgorithm
eitherhastheform ortheform . Rewriting theconstraint
asa CNF clause,we eitherget the expression or . In
eithercase thereis at mostonepositive literal in the generatedCNF clause.In otherwords,each
transitvity constraintis a Horn clause Sincetransitvity constraintsarethe sourceof exponential
blow-up in the sizeof SAT problemsgeneratedisingthe DIRECT encoding,onecancharacterize
the DIRECT encodingasgeneratingnostly-Horn-SA problemsjn theworst-case.

A SAT instancecomprisingonly Horn clausega Horn-SAT instance)s lineartime sohable,with
unit propagatiorbeingthe mainstep[38]. Thus,in theworst-casethe run-timeof a SAT solver is

, Where is the numberof original differenceconstraintsj.e., the run-timedoesnot grow
exponentiallyin the numberof transitvity constraints.
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AlthoughcurrentDPLL-basedSAT solverssuchaszChaf do not explicitly checkfor Horn struc-
ture, they cansolve mostly-Horn-SA instancesvery fast. This appeardo be mainly dueto the
ef cient implementatiorof unit propagation.

Discussion
We concludethis sectionwith a summaryof our ndings. We notethat:

1. Theperformanceof DPLL-basedSAT solverson instancegeneratedisingthe DIRECT en-
codingalgorithmis superiotto their performanceninstancegeneratedisingthe SD encod-
ing, evenwhenthelatterinstancesrelarger

2. The DIRECT encodingalgorithmcan,in the worst-casegeneratea SAT problemthatis ex-
ponentiallylarge in the original differencdogic formula; morewer, this worst-casdoehaior
manifestgtself in practicesometimesin contrastthe SD encodingalgorithmalwaysgener
atesa polynomial-sizeSAT problem.

The bottleneckfor the DIRECT encodingthereforejs the Booleanencodingstep.In experiments,
we have obseredthatif this stepcompletesit is almostalwaysthe casethat DIRECT outperforms
SD.

6.1.2 Automated Algorithm Selection

Sinceneitheroneof SD andDIRECT encodingmethodsiominateghe other we arepresentedvith
thefollowing questions:

1. Givenaninputformulain differencdogic, canwe automaticallyselectthe Booleanencoding
methodthatis bestfor thatformula?

2. CantheSDandDIRECT encodingmethodshe combinedfor the sameformula?

Let usconsiderthe secondquestionrst. As we sawv in Chapter3, variablesandconstraintsanbe
partitionedinto equivalenceclassesA separatencodingmethodcanbe usedfor eachequivalence
class,andthis decisionis independenbf thosemadefor otherclasses.Thus,we cananswerthe
secondjuestionn theaf rmative.

The rst questioncan be viewed as an instanceof a more generalproblemcalledthe algorithm
selectiornproblem[129]. This problemis statedasfollows:

Givena portfolio of algorithmsfor a problemanda speci ¢ probleminstancewhich
algorithmmustoneselectto solve thatinstancdan theleastamountof time?
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The algorithm selectionproblem hasbeenstudiedin various contets, but never beforefor the
speci ¢ problemwe consider Algorithm selectionarisesnaturallyin the caseof NP-hardproblems
dueto the unpredictabilityof run-timesof heuristic-basea@lgorithms. For example,researchers
have recentlyconsideredhe problemof selectingone of several differentalgorithmsfor integer
linearprogrammind93]. Therehasalsobeenwork onchoosingoetweerdifferentpolynomial-time
algorithmsfor a problem,e.qg.,for selectingoetweersortingalgorithms[88].

Thegeneraframavork for algorithmselections asfollows:

1. Selectfeatures of the input that characterizeghe run-time of eachalternatve
algorithm. Thesefeaturesmustbe computablein (low-degree) polynomialtime. Feature
selections typically donemanually

2. Usemachinelearningtechniquego derive arule basedon the featuresrom atraining set
of probleminstancegformulas,in our case).Mathematicallytherule is a functionfrom the
featurespaceo the setof candidatealgorithms.

3. At run-time,computehevaluesof featuregor theinput,andevaluatetherule:
is theselectedalgorithm.

In thenext sectionwe presenainapproactbasedntheabore framavork to automaticallyselecting
betweerthe SD andDIRECT Booleanencodingalgorithms.

6.2 Learning-BasedApproach

Applying the above learning-base@dpproachin our speci ¢ contet requiresmaking two design
decisionsFirst, a suitablesetof inputfeatureanustbeselectedThisis addresseth Sections$.2.1
and6.2.2.Seconda machindearningalgorithmmustbe chosenthis is discussedh Section6.2.3.
In addition, modi cations mustbe madeto the Booleanencodingalgorithmso asto permitcom-
bining bothSD andDIRECT methodswhilst usingautomatedlgorithmselection We discusghese
modi cationsin Section6.2.4.

6.2.1 Complexity of Counting Transitivity Constraints

Our rst taskis to pick a featureof the input formulathat bestcharacterizeghe run-timesof the
SD andDIRECT algorithms.We obseredin Section6.1.1thatthe DIRECT algorithmoutperforms
SD whenthe DIRECT encodingphasecompletes.Thus,a predictorof the run-timeof the DIRECT
encodingphases a naturalchoiceof formulafeature. The bestpredictorof the DIRECT encoding
time is the numberof transitvity constraints.
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Unfortunatelythefollowing resultshavs thatthe numberof transitiity constraintss notasuitable
formulafeature.

Theorem 6.1 A polynomial-timealgorithmfor countingthe numberof transitivity constaints can-
not exist.

Proof: The proofis by contradiction.Suppose polynomial-timealgorithm  doesexist.

Every transitvity constraintinvolving threevariablesinvolvesthe additionof an edgeto the con-
straintgraph,if it did not alreadyexist. We shaw that mustkeeptrackof (i.e., maintainat least
onebit of storagefor) every new edgeaddedo the constrainigraph.As illustratedin Example3.4,
the numberof new edgesaddedat a nodeelimination stepcan be exponentialin the size of the
original formula(the startingconstraingraphfor Example3.4is reproducedn Figure6.3,for con-
venience).Thisimpliesthat, in theworst-case, performsexponentiallymary writes,whichis a
contradiction.

Figure6.3: Exponential blow-up of DIRECT encoding,revisited

Suppose doesnot keeptrack of every newly addededge.Considerthe graphin Figure6.3. We
obsere that:

1. Thereare pathsof distinctweightbetween adjacenvertices.

2. Eachnew edgethatis addedin the DIRECT encodingalgorithm,asa resultof eliminating
somevertex , accumulateshe weightsof edgeson a distinct path betweena subsetof
adjacenterticescontaining

3. Every newly addededgeis generatedy applyingthe transitvity rule to a unique pair of
previously existing edgesandthis procedurecontinuesuntil only two verticesremain.
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Thus,if theedge missecby wasaddedatthe ™ nodeeliminationstep, will fail to recordthe
new edgegshataregeneratedransitively from . In otherwords,the countmaintainedby
will fall shortof the correctcountby atleast

Thus, mustkeeptrackof every newly addededge mplying thata polynomial-timealgorithmfor
countingthe numberof transitvity constraintannotexist.

6.2.2 Feature Selection

The hardnes®f countingtranstiity constraintsexpressedn Theorem6.1, implies thatwe must
look for otherformulafeaturedo basethealgorithmselectoron.

Fourfeaturesvereselectedor theresultsreportechere. Thefeaturesandtherationalefor selecting
themareasfollows:

1. ,thenumberof differenceconstaints: Constrainfgraphswith very few edgeqgboundedy
asmallconstantharelikely to generatdew transitvity constraints.

2. ,thenumberof variables: Therationaleis similarto thatfor

3. —: Thisratio is the averagenumberof edgesper vertex. If a vertex hasa large numberof
bothincomingandoutgoingedgeseliminatingit is likely to generatenary new edges.

4. —: Thisratiois the averagenumberof edgesper node-pairandis a measuref the density
of thegraph.

Thus,eachdifferencdogic formulais representetly a correspondindeaturevector - —.

Note that all four features by themseles, are not perfectpredictorsof the numberof transitvity
constraints.For example,if the startingconstraintgraphis a directedagyclic graph(DAG), elimi-
natingverticesin atopologicallysortedorderwill resultin no edgesbeingaddedgevenif  isvery
large. Thereis alsono formal reasonwhy this setof featuress adequateThe only justi cation of
our choiceis the experimentalalidationpresentedh Section6.3.

A majoradvantageof our choiceof featuress thatthey arecomputablén low-degreepolynomial
time. In theabsencef ITE expressionsall four featuresareexactly computablan lineartime, by
performinga scanof the formula. However, if ITE expressionsarepresentit is preferablenotto
eliminatethemsincethe eliminationstepitself canleadto an exponentialblow-up. Thereforewe
insteadestimate by performinga cross-producbperationat eachrelationaloperator A detailed
descriptionof this operationaredeferredo Section6.2.4.
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6.2.3 Machine Learning Technique

The choiceof amachindearningtechniquedepend®n the domainandrangeof thefunctionto be
learnt.In our situation,we wishto learnabinary-valueddecisionfunction — — suchthat

if DIRECT mustbeselected 6.1)
if SD mustbeselected '

Thedomainof thedecisionfunction is . A particularlysuitabletechniqudor learning
abinaryfunctionof numericalparameterss the supportvectormadine[157]. Givenasetof points
in with somepoints labeled (negative examples)and somelabeled (positve examples),
a supportvector machine(SVM) attemptsto nd the “best possible”separatiorof the neggative
examplesand the positve examples. In the simplestcase,the examplesare linearly separable,
andthe generatedeparatois alinearfunctionde ning the half-spaceof in which the positive
exampledie. However, in practice examplesarenotusuallylinearly separabl@ndthe datacanalso
benoisy Therealstrengthof SVMsliesin their ability to learnnon-linearseparatorghatoptimally
separate¢he exampleg(for a suitablede nition of optimality). Thekey ideais to projectthe points
into ahigherdimensionakpacdan which anoptimallinearseparatocanbefound.

Furtherdetailson SVMs are outsidethe scopeof this thesis. We refer the interestedreaderto
ChristopheBurges'tutorial onthe subject35].

In our contet, an SVM learneris usedasfollows. First, we generatdeaturevectorsfor a setof
training examplesviz., asetof formulasusedto learna decisionrule. The SVM learneris applied
to the resultingsetof featurevectorsto obtaina decisionrule. Note thatthis procesof learning
is off-line. Secondgiven anew formulato decide,the learneddecisionrule is usedto classifyit
accordingo Equation6.1.

Detailsonthe SVM implementatiorwe usedarediscussedn Section6.3.

6.2.4 Hybrid EncodingAlgorithm

ThechoicebetweerSDandDIRECT encodingalgorithmss local, madeseparatelyor eachvariable
class. Sincea differencelogic formulatypically correspondgo several variableclassesmaking
local decisionsdhasenthelearneddecisionrule leadsto a hybrid encodingalgorithm.

Figure6.4re-de nesdifferencelogic syntaxfor easyreferencen this section.

Givena differencelogic formula , the hybrid encodingalgorithmgeneratean equi-satis able
Booleanformula in thefollowing six steps.

1. Generatevariable classes.Let denotethe setof variables. We startby assigningeach
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bool-epr bool-var bool-epr bool-epr bool-epr
bool-expr bool-pr int-expr int-expr int-expr int-expr

int-expr int-expr ITE bool-epr int-expr int-expr

Figure6.4: Differ encelogic syntax, revisited. ,and denoteanintegervariableand
constantespecitiely.

variableto its own class.Wethencomputehedependencgetfor eachtermin , denoting
somesubsebf variablesin  to which this term could evaluate. While doing this, someof
theclassesremeigedsothateachdependencsetis asubsebf someclass.Forterm

its dependengc setis . Forterm , its dependeng setis the sameasthat of
. For ITE , its dependengc setis the union of thoseof and . If the
dependencsetsof and aresubset®f two distinctclassesthenwe meigethoseclasses.
For eachequation and eachinequality , we performa similar mewging if
thedependencsetsof and aresubsetof distinctclasses.Let bethe

differentvariableclassegeneratedby this procedure.

2. Generateground terms. A groundtermis anexpressiorof theform , Viz., aninteger
offset from a variable. We transformthe formula to generategroundtermsby repeatedly
applyingthefollowing rewrite rulesuntil a x edpointis reached.

ITE ITE

At this point, the termsat the leaves of the formula (viewed as a expressiongraph)consist
only of groundterms.

3. Compute solution boundsfor eachvariable class. Recallfrom Remark3.1in Section3.2
thatthesolutionbound for avariableclass with  variabless givenby

(6.2)

where arethe largestconstant@ppearingn constraintsorrespond-
ing to class

The quantity is easilycomputableput computingthe constantdakesa little morework
dueto the presencef ITE expressions.The constantsaare computedasfollows. For each
equation andeachinequality correspondindo class , we nd thesetof
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groundterms and that and canevaluateto, respectiely. Thisis done
by modifying the algorithmfor computingthe dependencget (describecabore) to include
groundtermsin additionto variables.For every pair in thecrossproduct
, where , we computethe constanterm . The
largestsuchtermsarerecordedandusedfor computing

Given , we obtainthelength  of the bit-vectorrequiredto encodeeachvariablein class

4. Compute an upper bound on the number of differenceconstraints for eachclass. For
eachof the classes , we computean upperbound on the numberof difference
constraints . Thisis doneasfollows. Initially, , for eachclass . Then,for
eachequation andeachinequality correspondingo , we nd thesetof
groundterms and that and canevaluateto, respectiely. For every pair

in the crossproduct thathasnot beenencountereget, andwhere
and aredistinctfrom eachother we increment by .

Notethat isanupperboundon  becauseve countconstraintghatdisappeaafter
eliminatingITEs, e.g.,counting atthenodelTE ITE

5. Perform hybrid encoding At this point, we have all theinformationwe needto encodehe
differencelogic formulainto a Booleanformula.

Thealgorithmproceed®y recursingontheformulastructure A Booleanvariableretainsthe

sameencoding.For a node (or ), we recursvely encodethe subepressions
, andconjoin (or disjoin) the results. Similarly, is evaluatedby encoding and

negatingtheresult. The moreinterestingcasesnvolve equationor inequalities.

For eachequation or aninequality ,we nd theclass whichcontainghe
variableghatappeatn and

Wethenevaluatethe SVM classi erfor . Theresultof theclassi erfor s

Notethattheclassi er hasto be evaluatedonly oncefor eachvariableclass.

If theclassi erreturns , thenweencode , usingthe SD method.Theencodingsof
and aresymbolicbit-vectorsof size . Bitwise equalityor comparisons usedto translate
arelationaloperatotto a Booleanexpression.Thearithmeticoperations and areencoded
usingbinaryarithmetic,andITE expressionareencodedismultiplexors.

Otherwisejf theclassi erreturns , we usethe DIRECT methodto encode and , using
thetechniqueoroposedy Bryantetal. [29]. Suppose evaluatego agroundterm under
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the condition , and evaluatesto under . For example,the term ITE

evaluatesto under . Theencodingof the predicate , Where , IS
given by , where is a symbolic Booleanconstantto encodethe
constraint
6. Generate . Let denotethe formula obtainedby performingthe hybrid encoding
on . We generatehe conjunction of all transitvity constraintdor predicatesn
encodedisingthe DIRECT method.The nal Booleanformula is thengenerated
as( ).

Hereafterthe hybrid encodingalgorithmwill bedenotedasHYBRID.

6.3 Experimental Evaluation

TheHYBRID encodingalgorithmwasimplementedn UCLID. We reportheron experimentscom-
paring HYBRID with the SD and DIRECT encodingmethods. We also report comparisonswith
CVC-Lite [13,48] (the latestversionat the time of writing), a publicly-available SAT-basedde-
cision procedurethatis soundand completefor integers. CVC-Lite is the successoto SVC, the
StanfordValidity Checler[12].

Theexperimentaketupwasidenticalto thatusedn Section6.1.1;weusedthesame benchmarks,
thezChaf SAT solver, andthe sameplatformandtimeout( sec.)settings.

Implementation of HYBRID

Theimplementatiorof HYBRID exactly follows thealgorithmdescribedn Section6.2.4. The only
remainingdetailsconcernour useof SVM learning.

We useda publicly availablepackagecalledSVM-Light [83,151]. About one-thirdof theformulas
( outof )wereusedasatrainingset.For eachof theseformulas,we ranbothSD andDIRECT
encodingalgorithms. If the DIRECT encodingalgorithmran out of memoryon a formula, we
marked it asa neggative example;if not, we marked it asa positive example. The input to SVM-
Light comprisedhelabeledfeaturevectorscorrespondingo thesetrainingexamples.Notethatthe
valuesin thefeaturevectorswerecomputedxactly, sinceweranthe DIRECT encodingalgorithm
which eliminatesITE expressionssa rst step.Theonly preprocessingtepappliedto thefeature
vectorsbeforerunningthe SVM-Light learneron themwasto scaleall featureso be of the same
orderby multiplying by a constan{(for our case,n andaroundthe range ), asrecommended
by Hsuetal.[79]. Thisis to avoid largervaluedfeatureqsuchas ) dominatingsmallerones(such
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as —), andalsoto avoid numericalcomputatiorerrors. We usedSVM-Light to learna non-linear
separatoby choosinga degree-thregolynomialkernelwith unit coefcients.

Results

Figure6.5 shaws a scatterplocomparingthe total run-time (encoding+ SAT) of the SD methodto
thatfor the HyBRID method. The format of this plot is identicalto thosein Figures6.1and6.2.
We obsere that HYBRID outperformsSD on almostall benchmarksincluding one on which SD
timesoutwhile HYBRID completesvithin about minutes.Thereis onebenchmarlonwhich both
HyBRID and SD fail to completewithin the timeout; this is an exampleon which neitherSD nor
DIReCT completedueto thetime taken by the SAT solver. Therearea few benchmark®n which
SD outperformsHY BRID, but bothrun-timesareeithervery closeor ontheorderof afew seconds.

timeout F————- T T T T T e e S

T e e
.
R e

T T -,

Total Time for Small-Domain (sec.)

025 [

0.06 ; ; ; ; ; ; ;
0.06 0.25 1 4 16 64 256 1024 timeout
Total Time for Hybrid (sec.)

Figure6.5: Comparing SD and HYBRID encodingmethods.Notethelog scaleson bothaxes.

Figure6.6shavsthecomparisorof Hy BRID with DIRECT. Againwe seethatHY BRID outperforms
DIRECT on the majority of formulas,including  on which DIRECT times out while HYBRID
nishes. Therearealsotwo exampleson which DIRECT outperformsHYBRID by abouta factor
of four andon which both methodstake longerthana minute. The reasonfor DIRECT's superior
performancenthesebenchmarkss to dueto misclassi cationby the SVM learneywhich, in turn,
is likely becauseahe setof featuresis inadequateo fully characterizeéhe numberof transitvity
constraints.

Figure6.7 comparediyBRID with CVC-Lite. CVC-Lite terminatesvithin thetimeouton  of the
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Figure 6.6: Comparing DIRECT and HYBRID encodingmethods. Note the log scaleson both
axes.

benchmarksHYBRID outperformsCVC-Lite onall but benchmarkspnall of whichHYBRID
terminateswithin a minute. These benchmarksareall conjunctionsof atomicpredicatesvhich
requiresCVC-Lite to only make a singlecall to its grounddecisionprocedurghatsolvesa system
of differenceconstraintausing FourierMotzkin elimination. Ontheremaining benchmark®n
which CVC-Lite terminatesye canseethat HYBRID sometime®utperformsCVC-Lite by over a
factorof

In summarytheimprovementof HyBRID over DIRECT is dueto reductionin the numberof tran-
sitivity constraintswhile the improvementover SD is dueto reducedSAT time. We have also
demonstratethatHYBRID cangreatlyoutperforma state-of-the-aproceduresuchasCVC-Lite.

6.4 Discussion

We presente novel hybrid Booleanencodingmethodfor differencelogic, makingtwo maincon-
ceptualcontritutions. First, we demonstratethe complementangtrengthof the SD andDIRECT
encodingandshavedhow they canbecombined.Secondwe shavedhow machindearningcanbe
usedto automaticallyselectbetweernhe two encodingalgorithmsbasedon pastexamples.Experi-
mentalresultsdemonstrat¢éhe robustnesof theresultingHy BRID methodto variationsin formula
characteristics.

The work in this chapteris just a rst steptowardsautomatedalgorithm selectionin the context
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Figure 6.7: Comparing CVC-Lite and the HYBRID encodingmethod. Note the log scaleson
bothaxes.

of decisionproceduresin general,andfor SAT-basedoroceduresin particular Thereare mary
directionsfor futurework.

The problemof misclassi cationandfeatureselectionneedfurther study The featuresetcanbe
expanded,andtechniquedor featuresubsetselection[50] canbe emplo/ed. Other methodsfor
learninga binary function of numericalinputs, suchas logistic regression[78], desere further
exploration.

Althoughthe numberof transitvity constraint&annotbe countedexactly in polynomialtime, there
is still the possibilityof nding anapproximatioralgorithm. A somevhatrelatedproblem,that of
countingthe numberof cyclesin a directedgraph,hasbeenprovedto be hardto approximateo a

factor[82]. This problemappeardo berelatedsincethe goalof addingtransvity constraints
is to ensurethat the constraintgraphcorrespondindo a satisfyingassignmentioesnot containa
positive weightcycle. Theimplicationsof thehardnessesultfor countingtransvity constraintsare,
however, unclear
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Chapter 7

ExtendedLogic and Applications

The decisionproceduresiescribedn this thesisareimplementedn a veri cation systemcalled
UCLID. Thelogic underlyingUCLID includesnotonly lineararithmeticoverintegers,but alsotwo
otherlogical constructsyiz., uninterpetedfunctionsanda restrictedform of lambdaexpressions
Theseadditionalconstructsare very usefulin modelinga variety of both hardware and software
systems.

The rst half of thischapterdescribesheextensiongo thelogic andthecorrespondingxtensiongo
UCLID' sdecisionproceduresln the secondhalf, we describethe veri cation techniqueswvailable
in UCLID, for which the decisionproceduregorm the computationakngine. We alsoillustrate
how oneof thesetechniquesboundednodelcheding, hasprovedusefulin analyzingsoftwarefor
aclassof securitybugsknown asformat-stringvulnembilities.

7.1 ExtendedLogic

Figure7.1givesthe syntaxfor theextendedogic thatincludesthefollowing threetheories:

1. Uninterpretedunctions
2. Quanti er-free Preshirgerarithmetic

3. Restrictedambdaexpressiongthesecanbeusedto expressarraysfor example)

Expressionin theextendedogic areof four differenttypes.As before two of thetypesareBoolean
andinteger. Booleanexpressionspr formulas,yield true orfalse Integer expressionsalsoreferred
to asterms yield integer values. Predicateexpressionglenotefunctionsfrom integersto Boolean
values.Functionexpressionspnthe otherhand,denotefunctionsfrom integersto integers.
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bool-epr bool-epr bool-expr bool-expr  bool-expr bool-epr
int-expr int-expr
predicate-&pr int-expr int-expr
int-expr int-var int-expr  int-expr int-expr

ITE bool-epr int-expr int-expr

function-e&pr int-expr int-expr
predicate-gpr predicate-symbol int-var int-var bool-epr
function-epr function-symbol int-var int-var int-expr

Figure7.1: Expressionsyntax for extendedUCLID logic. Expressiongandenotecomputations
of Booleanvalues,integers,or functionsof integersyielding Booleanvaluesor integers.  and
denoteintegerconstants.

The simplestBooleanexpressionsarethe valuestrue andfalse Booleanexpressionganalsobe
formedasa linear equationor inequalityover integer expressionsby applyinga predicatesxpres-
sionto alist of integerexpressionsandby combiningBooleanexpressionsisingBooleanconnec-
tives. Relationaland Booleanoperatoranot shawvn in the gure canexpressedn termsof those
emplo/ed.

Integer expressioncanbe integer variables,usedonly asthe formal agumentsof lambdaexpres-
sions,or anintegerconstan{notethedifferenceherewith thesyntaxusedearlierin thethesis).They
canalsobe formedby combininginteger expressionsvith the operatorginterpretedunctions)for
lineararithmetic,by applyinga function expressiorto a setof integer expressionsor by applying
thelTE (“if-then-else”) operator

Functionexpressionganbeeitherfunctionsymbols representingininterpretedunctions,orlambda
expressionsde ning the value of the function asan integer expressioncontainingreferenceso a
setof agumentvariables.Functionsymbolsof arity zeroarealsocalledsymbolicconstants They
denotearbitraryinteger values,andplay the samerole in this chapterasinteger variables(denoted

) in previous chapters Sincethesesymbolsareinstantiatedvithout any agumentswe will omit
theparenthesesyriting insteadof

Similarly, predicateexpressionganbe eitherpredicatesymbols representingininterpretedredi-
catespr lambdaexpressionsge ning thevalueof the predicateasa Booleanexpressiorcontaining
referencedo a setof agumentvariables.Predicatesymbolsof arity zeroarealsocalledsymbolic
Booleanconstants They denotearbitraryBooleanvalues,andplay the samerole asBooleanvari-
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ablesin previous chaptersWe will alsoomit the parenthesefollowing the instantiationof sucha
predicate.

Notice that we restrictthe parameterso a lambdaexpressionto be integers,and not function or
predicateexpressionsThereis noway in ourlogic to expressary form of iterationor recursion.

An integervariable is saidto beboundin expression whenit occursinsidealambdaexpression
for which is oneof the agumentvariables. We say that an expressionis well-formedwhenit

containsounboundvariables.Thevaluedenotedy awell-formedexpressioris de nedrelative to

aninterpretation of thefunctionandpredicatesymbols.Interpretation assigndo eachfunction
symbol of arity a function from to , andto eachpredicatesymbolof arity a function
from to . Givenaninterpretation of the function andpredicatesymbolsanda
well-formedexpression , we cande ne thevaluationof under ,denoted , accordingoits
syntacticstructure.Thevaluationof is eitheraBooleanvalue,aninteger, afunctionfromintegers
to Booleanvalues,or a function from integersto integers,accordingto whether is a Boolean
expressionanintegerexpressiona predicateexpressionpr afunctionexpressionrespecirely. We

omit thedetails.A well-formedformula is true underinterpretation if is true. It is valid

whenit is trueunderall possibleinterpretations.

Notethatourlogic is quanti er-free. It is well-known thataddingquanti ersto eventhe sub-logic
of uninterpretedunctionsandequalityresultsin undecidability[19, 65].

We now shav how thenewly addedogical constructsanbe usedfor modelingarangeof hardware
andsoftwareconstructs.

7.1.1 Uninterpreted Function Symbols

Uninterpretedunctionsand predicatessatisfyno particularpropertyotherthanfunctionalconsis-
tency viz., thatthey evaluateto the samevalueon the samearguments.Functionalconsisteng is
formalizedin thetheoryof uninterpretedunctionsasthe congruenceaxiom This axiomis stated
below for anarbitraryuninterpretedunctionsymbol of arity

(7.1)

Uninterpretedunctionsandpredicatesareusedin hardwareveri cation to abstractvord-level val-
uesof dataandimplementationdetailsof functionalblocks. Similarly, in software analysis,op-
eratorsfor non-linearfunctionssuchas multiplication and division canbe abstractedising unin-
terpretedfunctions. In addition, uninterpretedunctionsand predicatesare particularly usefulin
modelingdataaccessunctions,suchasarrayandmemoryoperations.
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Uninterpretedunctionsare usefulwhencomparingtwo systemsfor behaioral equivalence,such
asa speci cation andits implementation. This is becausaising the samefunction symbolin a
symmetricway in thetwo systemsensureshatit will returnthe samevalueswhenappliedto equal
argumentsFor example onesuccessfuliseof the UCLID systemis in theveri cation of pipelined
microprocessordesigns wherea pipelinedimplementatioris comparedvith aninstructionsetar
chitecture(ISA) model[89]. Similarly, in software analysis,uninterpretedunctions nd usein
applicationssuchastranslationvalidation [123], wheretwo programfragmentsare checled for
behaioral equivalence.

7.1.2 Lambda Expressions

Lambdaexpressionareextremelyusefulin modelingdatastructuresin this sectionwe give afew
representate examples.We usearecordnotationto representlatastructureghatarecharacterized
by multiple expressions.

Memories

Lambdanotationallows us to modelthe effect of a sequencef read and write operationson a
memory(theselectandupdateoperation®nanarray). At ary pointof systemoperationamemory
isrepresentetly afunctionexpression denotingamappingfrom addresset® valueqfor anarray
themappingis from indicesto values).Theinitial stateof the memoryis givenby anuninterpreted
function symbol indicating an arbitrary memory state. The effect of a write operationwith
integerexpressions and denotingtheaddres&nddatavaluesyieldsafunctionexpression

ITE

Readingromarray ataddress is simplyyieldsthefunctionapplication

Multi-dimensionalmemoriesor arraysare easily expressedn exactly the sameway. Moreover,
lambdaexpressionscan expressparallel-updateoperationswhich expressthe resultof updating
multiple memorylocationsin a singlestep.Thisis particularlyrelevantfor hardware,andcanalso
be usedin modelingconcurrensoftware. For instancefo expressthe resultof resettingto zeroall
memorylocationsthathave negative values,we canwrite

ITE

Theability to modelthe selectandupdatearrayoperationgaisesa naturalquestionaboutwhether
the lambdanotationintroducedin this sectionis more (or less)expressie thanthe standardhon-
extensionatheoryof arrayq34, 110]. In fact,thesawo theoriesareincomparablefor thefollowing

reasons:
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1. Thestandardheoryof arrayscannotmodelparallel-updat@perations.As we have shavn,
thesecanbe easilyexpressedvith our lambdanotation.

2. Thestandardheoryof arraysallows two arraysto be comparedor equality Formally, such
a comparisorbetweenarrays  and canbe written as . Sinceour
logic is quanti er-free (with implicit universalquanti cationon all symbolsat thetop level),
suchacomparisorcanonly bemadewhenit appearsn theformulaunderanevennumberof
negations,by applyingboth arraysto a freshsymbolthatis universallyquanti ed at the top
level.

Otherforms of memorycanbe modeledaswell usinglambdaexpressions.For example,we can
modela ContentAddressabléemory (CAM) thatstoresassociationbetweerkeys anddata. We
represena CAM  atary pointin thesystemoperationby two expressionsa predicateexpression

suchthat is truefor ary key thatis storedin the CAM, anda function
expression , suchthat yieldsthedataassociatedvith key , assuminghekey is
presentAs aninitial statein invariantcheckingwe canrepresenaCAM  having anarbitrarystate
by letting and , where (respectiely, ) is anuninterpreted

predicatgresp. function).

Insertioninto a CAM is expressedy the operation . This operationyieldsa nev
CAM  where:

ITE

Ontheotherhand,theeffect of deletingthe entryassociateavith key  is expressedy the opera-
tion . Thisoperationyieldsanevn CAM  where

Ordered Data Structures

We shav how anordereddatastructure suchasaqueue canbemodeledusinglambdanotationand
lineararithmetic.

A queueof arbitrarylengthcanbemodeledasarecord having components , ,

and . Conceptuallythe contentsof the queueare represente@s somesubsequencef an
in nite sequencewhere is a function expressionmappingan integer index to the
valueof sequencelement. is anintegerexpressiorindicatingtheindex of theheadof the

gueuej.e.,thepositionof theoldestelemenin thequeue. is anintegerexpressiorindicating
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theindex atwhichto insertthenext element.ln generalwerequire asaninvariant
property is modeledashaving anarbitrarystateby letting , , and

, where isanuninterpretedunctionand and aresymbolicconstantsatisfying
the constraint . This constraintis enforcedby includingit in the antecedentf the formula
whosevalidity we wishto check.

Theoperationtestingif thequeueas emptycanbe expressedjuitesimply as:

Usingthis operationwe cande ne thefollowing threeoperation®nthequeue:

1. : The pop operationon an non-emptyqueuereturnsa nev queue  with the rst
elementemoved;thisis modeledby incrementinghehead.

ITE
2. : This operatiorreturnsthe elemeniat the headof the queue providedthe queueis
non-emptylt is de ned as
3. : Pushingdataitem into returnsanew queue where
ITE
Assumingwe startin a statewhere , will never be greaterthan becausef

the conditionsunderwhichwe incrementhe head.

Boundedengthqueuesanbe similarly expressedwith anadditionalconstraintin the caseof the
pushoperationdisalloving a pushwhenthe queueis full. In particular to bounda queueto a
maximumlengthof (where is aninteger, not a symbolic constant) we addthe conditionfor
pushingthat is incrementednly when

Partially Inter preted Functions

We notedearlierthat non-lineararithmeticoperationscanbe abstractedising uninterpretedunc-
tions. Lambdaexpressionsllow usto assigna partialinterpretatiorto suchoperations.

For instancefor integer multiplication,we canexpressthe propertythatthe constant is the multi-
plicative identityand is theannihilator by de ning multiplicationasfollows:

ITE ITE ITE
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Herethe uninterpretedunction is thedefaultin casenoneof thespecialcasesaarematched.

The useof suchpatrtially interpretedunctionscanreducethe imprecisionthat abstractiorof non-
linearoperatorsntroduces.

7.2 DecisionProcedure Extensions

Given a formula in the extendedlogic of UCLID, we decideits validity by performinga
satis ability-presering translationto a Booleanformula in asinglestep,andtheninvoking a
SAT solveron . Thetranslationoperatesn threesteps:

1. All lambdaexpressionsareeliminated resultingin aformula
2. Functionandpredicateapplicationsof non-zeraarity areeliminatedto geta formula

3. Formula is in quanti er-free Preslirger arithmetic. We translate to an equi-
satis ableBooleanformula usingthemethodsdescribedn Chapters3—6.

A brief descriptionof the rst two stepsof translationfollows. Details on eliminating function
applicationsareoutsidethe scopeof this thesisandcanbefoundin earlierwork [2, 29].

7.2.1 Elimination of Lambda Expressions

Recallthattheextendedogic syntaxdoesnot permitrecursioror iteration. Thereforegachlambda
applicationin canbe expandedoy beta-substitutioni.e., by replacingeachagumentvariable
with the correspondingrgumentterm. Denotetheresultingformulaby

This stepcanresultin anexponentialblow-up in formulasize. Supposehatall expressionsn our

logic arerepresentedsdirectedacgyclic graphs(DAGS) so asto sharecommonsub-e&pressions.

Then, the following exampleshavs how we canget an exponential-sizedAG representatioof
startingfrom alinearsizedDAG representationf

Example 7.1 Let bede ned recursiely by thefollowing setof expressions:
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Noticethatthe representationf is linearin . Supposeave performbeta-substitutioon
The sub-epression getstransformedo . Next, if we expand , we
getfour applicationsof , viz., . Noticethatthere

wereoriginally only two applicationsof

Continuingthe eliminationprocessafter eliminationsteps,we will get distinctappli-
cationsof . This canbe formalizedby observingthat after stepseachamgumentto

is comprisedof applicationsof functionsfrom a distinct subsetof . Thus,
afterall lambdaeliminationsteps, will contain distinctapplicationof , andhenceis
exponentialin the sizeof

In practice,howvever, we have never encounteredhis exponentialblow-up. This is becausdahe
recursve structurein mostlambdaexpressionsincludingthosefor memoryoperationstendsto be
linear For example,hereis the lambdaexpressiorcorrespondingo the resultof the memorywrite
operation:

ITE

Noticethatthe“recursive” useof  occursonly in oneof thebranche®f the ITE expression.

7.2.2 Elimination of Function and PredicateApplications

Thesecondstepin thetransformatiorio a Booleanformulais to eliminateapplicationsof function

and predicatesymbolsof non-zeroarity. Theseapplicationsarereplacedby symbolic constants
(integer or Boolean,asthe casemay be), but only after encodingenoughinformationto maintain

functionalconsisteng

Therearetwo differenttechniquef eliminatingfunction (andpredicateapplications.The rst is
aclassicmethoddueto Ackermann2] thatinvolvescreatingsufcient instance®f thecongruence
axiom (asstatedn Equation7.1). Theseconds arecenttechniqueantroducedoy Bryantetal. [29]
thatexploits the polarity of equationsndis basedntheuseof ITE expressionsWe brie y review
eachof thesemethods.

Ackermann's method

WeillustrateAckermann$ methodusinganexample.

Supposédhatfunctionsymbol hasthreeoccurrences: , , and . First,we generate
threefreshsymbolicconstants , and to replaceall instancesf theseapplicationsin
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Then,thefollowing setof functionalconsisteng constraintdor is generated:

In asimilarfashion functionalconsisteng constraintaregeneratedor eachfunctionandpredicate
symbolin . Denotethe conjunctionof all theseconstraintsby . Then, is the
formula

Bryant et al.'s method

The function eliminationmethodproposedy Bryantet al. exploits a propertyof function appli-
cationscalledpositiveequality The generalideais to determinethe polarity of eachequationin
theformula,i.e.,whethernt appearsinderaneven (positve) or odd (hegatve) numberof negations.
Applicationsof uninterpretedunctionscanthenbe classi ed aseitherp-functionapplicationsij.e.,
usedonly underpositive equalities,or g-functionapplications,.e., generalfunction applications
thatappeamunderotherequalitiesor underinequalities. Thep-functionapplicationscanbeencoded
in propositionallogic with fewer Booleanvariablesthanthe g-functionapplications thus greatly
simplifying theresultingSAT problem.We omit the details.

In orderto exploit positve equality Bryantet al. eliminatefunction applicationsusinga nested
seriesof ITE expressions. As an example, if function symbol hasthreeoccurrences: ,

, and , thenwe would generateghreenanv symbolicconstants ,and . We
would thenreplaceall instance®f by ,allinstance®f by ITE ,
andall instance®f by ITE ITE . It is easyto seethatthis

preseresfunctionalconsisteng

Predicateapplicationscanbe removed by a similar process.In eliminating applicationsof some
predicate , we introducesymbolicBooleanconstants

Functionandpredicateapplicationsn theresultingformula areall of zeroarity.

7.2.3 Summary

We concludethis sectionwith obserationsontheworst-casdlow-upin formulasizein goingfrom
the startingformula to the quanti er-free Preshirger formula . Thelambdaelimination
stepcanresultin aworst-casexponentialblow-up. In goingfrom the lambda-fredormula

to , theworst-casdlow-upis only quadratic.Thus,if theresultof lambdaexpansioris linear
in thesizeof , asis typically thecase, is at mostquadratidn the sizeof
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7.3 Verication Techniquesin UCLID

UCLID is atool for specifyingandverifying systemamodeledin the extendedlogic describedn
this chapter The UCLID systemhasbeenpublicly available on the Web [156] sinceMay 2001.
It hasbeenappliedto a rangeof systemsjncluding out-of-order pipelined, microprocessode-
signs[89,90,95], a comple load-storeunit of an industrial microprocessora cachecoherence
protocol[61], andanalyzingsoftware for securityvulnerabilities[58]. The lastapplicationis the
subjectof Section7.4.

Specifyingln nite-State Systemsn UCLID

The UCLID speci cationlanguagecanbe usedto specifyanin nite-state system.The statevari-
ablescaneitherhave one of threeprimitive types— Boolean,enumeratedandinteger — or are
functionsof integeragumentghatevaluateto oneof theseprimitive types. Theinitial (reset)state
of eachstatevariableis describedoy an expressionin the extendedlogic. The transitionrelation
is speci ed by assigningan expressionfor computingthe value of a variablein state , giventhe
valuesof variablesin states and . Speci cally, the next stateof a statevariableis speci edas
anexpressiorin theextendedogic in whichreferenceso thevaluesof statevariablesn thecurrent
andnext statecanappeaiin placeof symbolicconstantsDetailson the speci cationlanguageand
UCLID usagearegivenin AppendixA; we only mentionherethatthe languagewvasinspiredby
andis similar to thatof the CMU versionof the SMV modelchecler[42,98].

It is alsoworth mentioningonenotablefeatureabouttheinternalencodingof enumeratedypesin
UCLID. An enumeratetiype of valuesis encodedisanintegersequence

, Wherea differentsymbolicconstant is usedfor eachtype . Thetype checlerin the
UCLID front-endenforcegherestrictionthatvariablesof anenumeratetlypecanonly becompared
for equalityagainstothervariablesof the sameenumeratedlype. Thus,eachenumeratedype gen-
eratesa uniquesingletonvariableclass . If thesmall-domairencodings used, isencoded
with a constantit encoding. On the otherhand,if the DIRECT encodingis used,eachequation
correspondingo anenumeratetlype getsreducedo either or afterITE expressionsre
eliminated.

Veri cation Techniques

Figure7.2shavs how the UCLID veri cation systemis structured The UCLID veri cation engine
compriseswo maincomponents:

1. A symbolicsimulatorthat canbe con gured by the userfor differentkinds of veri cation
tasks.
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UCLID :
' | Front Symbolic Simulator Back 5
: 5 : VALID
: = = e
ucCLID ™| End End : or
: isi i COUNTEREXAMPLE
SPECIFICATION ! Decision Procedure !

— / ________ \\ ___________________________ |

BDD SAT
Package Checker

Figure7.2: Structur e of the UCLID system

2. A decisionprocedurdor the extendedogic describedn this chapter

In addition,thereis afront-endthatincludesatype checler, anda back-endhattranslatesheresult
of the decisionprocedurdnto an outputeitherstatingthat the systemsatis esthe propertybeing
veri ed, or giving a countergamplecomprisinga sequencef statesshaving how the propertyis
violated.

Thefollowing veri cation methodsaresupported:

1. Boundedmodelchedking: The systemis symbolicallysimulatedfor a x ed numberof steps,
speci ed by the user startingfrom a resetstate. At eachstep,the decisionprocedureis
invoked to checkthe validity of a safetyproperty If the propertyfails, UCLID generates
countergampletracefrom theresetstate.

2. Inductiveinvariant chedking: The systemiis initialized in a mostgeneralstatesatisfyingthe
invariantto be proved. It is symbolicallysimulatedfor onestep,andtheinvariantis checled
ontheresultingstateby the decisionprocedure.

3. Proving commutativediagrams: In this method,we attemptto shav thata speci cationma-
chine simulatesan implementatiormachine. This includesthe methodof correspondence
cheking for superscalaprocessorssuchasin the style of BurchandDill [34]. UCLID al-
lows the userto setthe valuesof certaindesignatedtatevariablesat different stepsof the
symbolicsimulation. For example,in verifying pipelinedprocessorsthis allows the userto
specifythe stepsat which the pipelinemustbe ushed.

UCLID' sdecisionprocedurecancheckthesatis ability of the Booleanformula usingeither
a BDD packageor a SAT solver. We have found SAT solversto outperformBDDs in all practical

We only describethe methodssupportedby the baseversionof UCLID. Shuxendu Lahiri hasbuilt a predicate
abstraction-basederi er [91] on top of UCLID, but describingthat tool is outsidethe scopeof this thesis. We only
mentionthatthe Booleanencodingmethodsdescribedn Chapters3—7 canbeusedwith Lahiri's work aswell.



102 CHAPTERY7. EXTENDED LOGIC AND APPLICATIONS

applicationsexploredthusfar; howvever, we have alsoencounteredrti cially generateagxamples
onwhich BDDs outperformSAT.

A very useful featureof UCLID is its ability to generatecountergample traces,like a model
checler. A countergampleto a formula in UCLID's logic is a partial interpretation to
the function and predicatesymbolsin the formula, which is generatedrom a satisfyingassign-
mentto . If the systemhasbeensymbolicallysimulatedfor stepsthenthe interpretation

generatedibose canbe appliedto the expressionst eachstep,therebyresultingin a complete
countergampletracefor steps.

Unboundedmodel checkingof in nite-state systemshat can be modeledin UCLID is undecid-
able[31].

7.4 CaseStudy: Finding Format-String Exploits

Format-stringvulnerabilitieg[76, 113] area dangerouglassof securitybugsthatallow anattacler

to executearbitrarycodeon the victim machine.printf  is a variable-agumentC function that
treatsits rst amumentas a format-string? A format-stringcontainscorversion speci cations

whichareinstructionghatspecifythetypesthatthiscall on printf  expectsfor its amgumentsand
instructionson how to formatthe output. For instancethe corversionspeci cation"%s" instructs
printf  tolook for apointerto achar valueasits next agument.andprint thevalueatthatloca-

tion asastring. Whenarg doesnot containcorversionspeci ers,the statementgrintf  ("%s" ,

arg )andprintf  (arg ) havethesameeffect. However, if printf  (arg ) is usedn anapplication,
andausercancontrolthevaluepassedo arg , thentheapplicationmaybe susceptibléo aformat-

stringvulnerability A possiblex for suchvulnerabilitiesis to doasource-to-sourceansformation
thatreplacesall occurrence®f printf  (arg ) with printf  ("%s", arg ), but this may not al-

waysbe possiblefor instancevhenthe sourcecodeof the applicationis not available,or whenthe

applicationgenerate$ormat-stringsdynamically

Shankaret al. [140] have built a tool, Percent-S{o analyzesourcecode and identify “tainted”
format-stringghatcanbe controlledby an attacler. Potentiallyvulnerableprintf  locationscan
alsobeidenti ed in binary executableg76]. However, the aforementionedechniquesio not pro-
duceformat-stringexploits i.e., stringsthatexploit the vulnerabilitiesthey identify.

We presenta novel way to analyzeandunderstangrintf  -family format-stringvulnerabilities.
The format-stringcan be viewed as a sequencef commandghat instructsprintf  to look for
differenttypesof agumentson the applications runtime stack. We have usedUCLID to analyze
potentiallyvulnerablecall sitesto printf  anddetermindf anexploit is possible.If anexploit is

2While we restrictour discussiorto printf , the conceptsdiscussedapply to otherprintf  -family functionsas
well, e.g.,syslog , sprintf
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possible,UCLID producesa format-stringthat demonstratethe exploit. Our techniquedoesnot
requirethesourcecodeof theapplicationandcananalyzepotentiallyvulnerableprintf  locations
from binary executables. We have alsousedUCLID in conjunctionwith Percent-S0 generate
format-stringsthat exploit the vulnerabilitiesidenti ed (seeSection7.4.3). Our discussionand
implementatiormale the following platform-speci cassumptionsalthoughthe techniqueapplies
to otherplatformsaswell:

1. Wework with the x86 architectureln particular the runtimestackof anapplicationgrows from
higheraddresse® lower addressesgndthe machines assumedo belittle-endian.

2. The agumentsto a function are placedon the stackfrom right to left. A call to foo (arg |,
arg ) rst placesarg onthestack,followedby arg . Thisis apopularC calling corvention
implementedy severalcompilers.

3. Weanalyzeprintf  fromtheglibc-2.3 library.

7.4.1 Background

This sectionreviews theworking of printf  anddescribehiow anattacler canreadfrom or write
to anarbitrarylocation.

Understanding printf

Considethecodefragmentshavn in Figure7.3. Procedurdoo acceptaserinput,whichis copied

(1) int foo (char *usrinp) {

2) char fmt[LEN];

3) int a, b;

4) strncpy(fmt, usrinp, LEN - 1);
(5) fmtlLEN - 1] = "0}

(6) printf(fmt);

(") }

Figure7.3: A procedure with a vulnerable call to printf

into thelocal variablefmt , alocal arrayof LEN charactersprintf  is thencalledwith fmt asits
argument. Becausdhe rst agumentto printf  canbe controlledby the user this programcan
potentiallybe exploited. Whenprintf  is calledonline (6), theagumentgassedo printf  are
placedon the stack,the returnaddressandframe pointerare saved, andspaceis allocatedfor the
localvariablesof printf  , asshavn in Figure7.4(A).In thiscaseprintf  is calledwith apointer
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tofmt , whichis alocal charactebuffer in foo . This pointeris shavn asthe darkly shadedegion
in Figure7.4(A).

i
o ;
= !
S : FMTPTR
< fmt LEN fmt
g :
! FMTPTR ‘
o t
=3 ! ARGPTR
3 other local DIS | other local
| variables of foo | variables of foo
‘X ARGPTR :
© |
=
g ! return address, < return address,
x| frame pointer. 2 frame pointer.
& S
! x
: 8
- | local variables o local variables
=y of printf 5 of printf
S S
| sy
' o
(A) (B)

Figure7.4: Runtime executionstack for the program in Figure 7.3

As mentioneckarlier printf  assignspecialmeaningo the rst agumentpassedo it, andtreats
it asa format-string. Any otheragumentspassedo printf  appearat higheraddressethanthe
format-stringon the runtime stack. In our case,only fmt waspassedaisanagument,andhence
thereareno otheragumentson the runtimestack.

Theprintf  implementatiorinternally maintainstwo pointersto the stack;we will referto these
pointersasFMTPTR andARGPTR. The purposeof FMTPTR is to track the currentformattingchar

acterbeingscannedrom the format-string while ARGPTR keepstrack of the locationon the stack
from whereto readthe next agument. Beforeprintf  beginsto readary agumentsFMTPTR is

positionedat the beginning of the format-stringand ARGPTR is positionedjust after the pointerto

theformat-stringfmt , asshavn in Figure7.4(A).

Whenprintf  beaginsto execute it movesFMTPTR alongformat-stringfmt . Advancinga pointer
makesit move towardshigheraddressem memory hencerM TPTR movesin thedirectionopposite
to whichthestackgrows. printf  canbein oneof two “modes”. In printing mode, it readsbytes
off theformat-stringandprintsthem.In argument-captw mode it readsagumentsrom the stack



7.4. CASESTUDY: FINDING FORMAT-STRINGEXPLOITS 105

from the locationpointedto by ARGPTR. Thetype of the agument,andthusthe numberof bytes
by which ARGPTR hasto be adwvancedasit readsthe agument,is determinedby the contentsof
thelocationpointedto by FMTPTR. As FMTPTR andARGPTR move toward higheraddresseshey
reachintermediatecon gurations,asshawvn in Figure7.4(B). Note that ARGPTR adwvancesonly if

thecontentof fmt causesprintf  to enteragument-capturenodeat leastonce.

To take a concreteexample,supposehatfmt is "Hi%d" whenprintf s calledin Figure7.3.
printf  startsoff in printing mode,and advancesFMTPTR, printing Hi to stdout asa result.
WhenFMTPTR encountersghe byte "%" , it entersagument-capturenode. WhenFMTPTR is ad-
vanced,t pointsto thebyte"d" — which instructsprintf  to readfour bytesfrom the location
pointedto by ARGPTR andprint theresultingvalueto theterminalasaninteger. Thisalsoresultsin
ARGPTR beingadwancedby four bytes,the sizeof aninteger Notethatno integeramgumentsvere
explicitly passedo printf  in Figure7.3, henceinsteadof readinga legitimateinteger value off
the stack,in this caseARGPTR readsthe valuesof local variablesin the stackframeof foo . As a
result,it is possibleto readthe contentsof the stack,which may possiblycontainvaluesof interest
to anattacler, suchasreturnaddresses.

Format-String Exploits

Thekey obserationin understandingormat-stringexploits is thateachbyte in the format-stringis
aninstructionto printf  to move FMTPTR andARGPTR by anappropriateamountandto interpret
the agumentspassedo it. In the format-stringexploits discussederein,the goal of the attacler
is to controlthe contentsof the format-stringin sucha way that ARGPTR adwvancesalongthe stack
until it entersthe format-stringitself. By doing so, the attacler cancontrolthe agumentsreadby
printf  aswell ashow thoseamgumentsareinterpreted.

Eachcall to printf  is characterizedby two parameterspamelythe valuesDIS andLEN shovn
in Figure7.4. Theformat-stringvulnerabilitieswe consideccurwhentheformat-stringis a buffer
ontheruntimestack.LEN denoteghelengthof this buffer. DIS denoteghe numberof bytesthat
separatdhe pointerto the format-stringfrom the format-stringitself. Figure 7.4 shavs a simple
scenariovherethe stackframecontainingtheformat-stringandthe stackframeof printf  aread-
jacent.In generalthey canbeseparatethy stackframesof severalintermediatdunctions,resulting
in larger valuesof DIS. Fromthe attacler's viewpoint, ARGPTR hasto move by at leastDIS bytes
by thetime FMTPTR movesLEN bytes.

Therearetwo mainkindsof format-stringexploits:

1. Read exploits: One of the ways an attacler can print the contentsof memoryat address
, Where isthemost-signi cantbyte,is to constructa format-stringthatsatis es
thefollowing property: The format-stringmustmove FMTPTR andARGPTR suchthatwhen
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printf  isin printingmodeandFMTPTR pointsto thebeaginningof a"%s" , ARGPTR points
to the begginning of a sequencef four byteswhosevalue asa pointeris . Then,
whenprintf  readsthe"%s" , it interpretsthe agumentat ARGPTR asa pointerandprints
the contentsof the memorylocationspeci ed by the pointerasa string, which would let the
attacler achieve hisgoal.

2. Write exploits: Anotherkind of format-stringexploit allows an attacler to write a value of
his choiceat a locationin memorychosenby him. To do so, he makes useof the "%n"
featureprovidedby printf . Whenprintf  isin printing modeandencounters"%n" in
the format-string,it readsanargumentoff the stack,which it interpretsto be a pointerto an
integer. It thenwritesto this locationthe numberof bytesthathave beenoutputby this call
onprintf . Asthewrite locationis of the attacler's choice,it couldbethereturnaddress
of printf  , for example,makingprintf  returnto anattackscriptinsteadof the functionit
wascalledfrom.

Note that the valuesof the addresdytes mustbe non-zerobecause zerovalueis
interpretedas ™ 0' , and terminatesthe format-string. For easeof explanation,we imposethe
additionalrestrictionthat "0p" , for f "%" , theaddressancontain(parts

of) acornversionspeci er. However, UCLID canalsodiscover exploits wheretheaddress
contains'%" .

7.4.2 Formal Speci cation

Themaininsightin deriving aformal modelof the problemis to view printf  asthesystembeing
sulvertedandtheformat-stringastheinputto printf  thatis undertheattacler's control. We will
shaw in thissectionhow printf  canbemodeledasanin nite-state systemandhow thetwo kinds
of exploits describedn Section7.4.1canbeformalizedasviolationsof safetyproperties.

Formal Model of printf

We canmodelprintf  asanin nite-state systemexpressiblein UCLID with the following three
components:

1. State Variables: The setof statevariables is simply the setof local variablesin the im-
plementationof printf  that capturesthe currentstate. We identi ed local variables
(or“ags”) with integerandBooleanvalues by examiningthe sourcecodeand manualsof

3In the actualimplementatiorof printf , the ags are C integer and pointer datatypes,i.e., nite-precision bit-
vectors.In our model, ags thatjusttake two values, and , arede ned asBooleanvariableswhile therestaretreated
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printf . While ourimplementatiorconsidersall these ags, for easeof explanationwe re-
strict ourselhesto describingjust four ags: FMTPTR, ARGPTR, DONE, andIS_LONGLONG.
FMTPTR andARGPTR arepointerswhosefunctionality wasdiscusseckarlier We shalltreat
theseas integer values. DONE is an integer that countsthe numberof bytesprinted, and
IS_LONGLONG is a Booleanvariablethatdeterminesvhetherthe agumenton the stackis a
long long valueornot(along long int is bytesinlength).In additionto thelocal
variablesn printf , alsoincludesavariablem ODE thatmodelsthe programcounter

In additionto thestatevariableanentionedibore, we neededo modeltheruntimestack.This
wasmodeledusinganuninterpretedunction justasillustratedfor modelingmemories
in Section7.1.2.

2. Initial State: Theinitial stateof printf  is determinedoy theinitial valuesof the ags in

. We assumehat all addressings relatve to the initial locationof ARGPTR. Thus,the

assignmenbf initial valuesto the four ags discussechereare asfollows: ARGPTR =
FMTPTR = DIS, DONE = , andIS_LONGLONG = FALSE.

3. Transition Relation: As describeckarlier eachbytein theformat-stringis interpretecasan
instructionto printf . Thus,the next stateof eachstatevariableis a functionof thecurrent
andnext stateof othervariablesaswell ascurrentbyte at the stacklocation pointedto by
FMTPTR. For eachvariable,the next statefunctioninvolvessereral casesfartoo mary to be
listedhere.We will thereforgjustillustratehow oneof the possiblevaluesof the current
entryin the format-stringbuffer affectsthe next statevaluesof thefour variableshighlighted
here.

Considerthe effect of readingthe character%' . If printf  is in printing mode (deter
minedby thevalueof MODE), FMTPTR is incrementedandprintf  entersagument-capture
mode. If printf  is in agument-capturenode,thenFMTPTR and DONE areincremented,
andprintf  entersprinting mode(correspondso printing a "%" to stdout ). Formally
[(MODE = printing) (FMTPTR =FMTPTR +1) (MODE = argument-capture)] [(MODE
= amgument-capture) (FMTPTR =FMTPTR+1) (DONE =DONE+1) (MODE = print-
ing)], where,following customarynotation,primedvariablesdenotenext-statevaluesof the
correspondingariables.

Themodelof printf  describedibore wasmanuallyextractedfrom theglibc-2.3 sourcecode.
All arithmeticoperationgperformedby printf  areexpressibleaslineararithmeticoperators.

as(unbounded)ntegers. While this approachachievesef ciency by raisingthe level of abstractionjt doesnot model
integerover ow, andmayleadto imprecision.
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SafetyProperty Formulation

Eachkind of format-stringexploit is formalizedusing a predicatewe shall denoteby Bad. This
predicatas aformulaontheelementof in UCLID'slogic; viz., it involvesquanti er-free Pres-
burgerarithmetic,uninterpretedunctions,andthetheoryof memaories.

Figure7.5shavs the valuesof the predicateBad for theread-eploit andwrite-exploit describedn
Section7.4.1.

(A) Bad for ReadExploit (B) Bad for Write Exploit
FMTPTR DIS+(LEN 1) 1 FMTPTR DIS+(LEN 1) 1
ARGPTR DIS ARGPTR DIS
ARGPTR DIS+(LEN 1) 4 ARGPTR DIS+(LEN 1) 4
FMTPTR %' FMTPTR %'

FMTPTR 's' FMTPTR n'
ARGPTR ARGPTR

ARGPTR ARGPTR

ARGPTR ARGPTR

ARGPTR ARGPTR
MODE printing DONE WRITEVAL

MODE  printing

Figure7.5: The predicateBad usedfor read and write exploits. We usethe notation*PTR asa
short-formfor (PTR).

Notethefollowing two pointsaboutthe entriesin Figure7.5:

1. Thelittle-endiannes®f the machineis re ected in the formulationof Bad: bytesarearranged
from most-signi cantto least-signi cantas addresseslecreasefor example,
lower addresshan

appearsat a

2. Symbolicvaluesof differentstacklocations,suchasthoseat FMTPTR and ARGPTR, appealin
Bad, andshav the needto track stackcontentsprecisely

Veri cation Method

We choseo usetheboundednodelcheckingcapabilitiesof UCLID, checkingateachstepwhether
the predicateBad is satis ed. If so,the counter@amplegeneratedby UCLID is directly translated
to a format-stringthat demonstrateshe exploit. At eachcall-siteto printf , we only needto
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examineformat-stringsof lengthlessthanor equalto LEN  (we excludetheterminating® ' ).
Hence,a boundof LEN  sufces to make boundedmodel checkingcompleteat that call-site;
i.e.,aprintf  locationdeemedafeusingourtool with theboundLEN  will indeedbesafewith
respecto classof exploits beingchecled.

7.4.3 Results

Giventhe UCLID modelfor printf  constructedhsdescribedn Section7.4.2andthe predicate
Bad for a family of exploits, the only remainingdetails are the valuesof DIS and LEN. Note
thatthesevaluesarethe only detailsthat are speci ¢ to the software beinganalyzed. The values
of DIS and LEN for eachprintf  call are obtainedby disassemblinghe binary executableof
the applicationthatcalls printf  , andexaminingthe call graphandthe sizesof stackframesof
relevantfunctions.

In thissectionwe describéheresultsobtainedoy analyzingthe UCLID modelfor arangeof values
of DIS andLEN, bothfor toy modelsandfor realsoftwarepackages.

Analysis for arange of valuesof DIS and LEN

Figure 7.6 shavs someexamplesof read-&ploits producedby the tool for variousvaluesof DIS
andLEN. For instanceline (3) shavs thatthe format-string" %d%s"canbeusedto read
the contentsof memoryat whenDIS andLEN are4 and 16, respectiely. The exploit
proceedsasfollows: initially FMTPTR pointsto the format-string,and ARGPTR is 4 smallerthan
FMTPTR. printf  startsexecutionin printing mode;it advancesFfMTPTR andprintsthe bytes

, ,and tostdout .Whenprintf readsthe %', it advancessMTPTR by oneandenters
amgument-capturenode.Whenit readsd' , it advancessMTPTR by one,readsaninteger (4 bytes)
from the location pointedto by ARGPTR, prints this integer to stdout , andreturnsto printing
mode.As aresultARGPTR pointsto thebeginningof theformat-stringandrFMTPTR is positionecdat
thebeginningof thesequencé%s" . Whenprintf  processethe"%s" , the contentsof memory
atlocation areprintedto stdout

We male afew moreobsenrationsontheentriesin Figure7.6:
1. In line (2), thetool is ableto infer thatanexploit is not possible.Intuitively, thisis because¢he

format-stringis too smallto containa sequencef commandshatcarry out the exploit.

2. Lines (3) and(4) presentwo format-stringsfor the sameparametersWe achiered this by rst
observingcase(3), and running the tool again, appendinga suitabletermto Bad to exclude
caseg(3). Thistechniquecanbeiteratedto infer asmary variantsof this exploit asdesired.

Figure7.6 alsogivesexamplesof write-exploits, wherethe integer is to be written to memory
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Sl.no. | DIS | LEN Readexploit Write exploit

Exploit stringdiscorered Time (sec.) | Exploit stringdiscosered Time (sec.)
(1) 0 70" %s" 0.2 | No exploit possible. 0.3
2) 4 7 | No exploit possible. 0.3 | No exploit possible. 0.3
(3) 4 16 | " %d%s" 0.4 | "%234Lg%n " 4.8
4) 4 16 | "%Lx%ld%s " 10| " %9%%229X%n" 13.1
(5) 8 16 | " %Lx%s" 09| " %230g%n" 22.2
(6) 16 16 | "%Lg%Lg%s " 11" %1379%93g%n" 106.5
(7) 20 20 | " %Lg%Qg%s" 531" %210Lg%20g%n" 148.7
(8) 24 20 | " %Lg%Lg%s" 21| " %61Lg%169Lg%n" 204.2
9) 32 24 | " %g%Lg%Lg%s" 135 " %78Lg%809%72Lg%n" 343.5

Figure7.6: Someformat-string exploits generatedby UCLID. Forthewrite exploit, we choseto
write theinteger to thememorylocationwith aspeci ¢ address

address . Considedine (5) for instancefor thevalues and for DIS andLEN, respec-
tively, thetool inferredthe format-string" %230g%n". Whenprintf  startsexecution,

it isin printingmode,andARGPTR is 8 bytesbelov FMTPTR onthestack.As FMTPTR movesalong

theformat-string, , , ,and (4 bytes)areprintedto stdout ,thusincrementingpoNE by

4. The next byte "%" incrementsFMTPTR by 1 byte andforcesprintf  into agument-capture
mode. Thenext 3 bytes, 2" ,’3' and’0' aretreatedasawidth parameterandprintf  stores
the value in aninternal ag wiDTH (partof for printf ). Whenprintf  processeshe

next byte, g' , it advancesARGPTR by 8 bytes,readsadouble valuefrom the stack,printsthis

value (appropriatelyformatted)to stdout , incrementDONE by thevalueof wiDTH, andreturns

to printing mode. At this point, ARGPTR pointsto the beginning of the format-string,whose rst

four bytescontain , DONE is , andFMTPTR pointsto the begginning of the sequence
"%n" . Whenprintf  processe%%n" , thevalueof DONE is writtento , completingthe
exploit.

The executiontimes shawn in Figure 7.6 were obtainedon a machinewith an Intel Pentium-4
processorunningat 2GHz,with 1GB of RAM, runningRedhatLinux-7.2. For theseexperiments,
UCLID usedthe Siege SAT solver [142]. All runscompletedwithin a few minutes. As a general
trend, the time taken increaseasLEN increasesalthoughnot monotonically Thereasonis that
for largervaluesof LEN, it is necessaryo run the boundednodelchecler UCLID for moresteps,
leadingto alargerformulafor it to check;thelargestformulaswereBooleancombination®f several
thousandinearconstraintover abouta hundredntegervariables .Note alsothatthe time takenfor
nding readexploits is muchlower thanthatfor nding write exploits. This is becausending a
write exploit involves solvinga moreconstrainegroblemthanfor the readexploit: In additionto
nding asequencef corversionspeci cationsthatmovesaRGPTR into theformat-stringoneneeds
to nd associatedvidth valuesthataddup to the desiredvalue ( in Figure7.6). Furthermore,
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thelengthof this sequenceanbeatmostLEN  (of coursethis holdsfor readexploits aswell).

Optimizations

In our modelof printf  , ead bytein the format-stringrequiresone stepof execution. As an
optimizationwe canaugmenthe modelsothatmorethanonecharacters processeat a time. For

example ,we couldaugmenthe modelsothatthe groupof threecharacter§%Lg" movesFMTPTR

by 3 bytes,ARGPTR by 12 bytes,andreadsalong double value.Similarly, aggrgatedgroups
of characterganincludeconserative width speci ers? e.g.,"%60Lg" increment®ONE by  in

additionto changingheother ags asdescribedhbore. Augmentingthemodelin thisway doesnot
affect soundnesbecausave retainall previously modeledbehaior. Thus,all the format-strings
that UCLID could previously generatecanstill be generatedlt is an optimizationbecausdonger
stringscanpotentiallybefoundwith feweriterationsof boundednodelchecking.

Comparisonwith existingtools

To demonstratehe effectivenessof our tool, we comparedt with Percent-§140], a tool thatan-
alyzessourcecodeusingtype-quali ers[57] to identify “tainted” (i.e., usercontrolled)inputsthat
could potentially be usedas format-strings. We reporton two experimentshere: the rst shaw-
ing how we canreducethe falsealarmrate, and the secondshawving how we cancon rm atrue
vulnerability by generatinganexploit.

Considerthe programin Figure7.3. Whencompiledon our machine thevalueof DIS is 28 bytes.
Irrespectie of the value of LEN, the size of the buffer fmt , Percent-Seportsthat the printf
statemenbnline (6) is exploitable.Clearly smallvaluesof LEN precludethe possibility of attack.
As a result, Percent-Sroducesfalse alarms, becausdt doesnot accountfor the valuesof the
parameter®IS andLEN.

Ontheotherhand,usingour modelof printf  , wewereableto infer thataread-aploit (similarto
theonereportedearlier)is notpossibleunlessLEN is atleast bytes,andawrite-exploit (to write
theinteger ) is notpossibleunlessLEN is atleast bytes.In eachof thesecasespuranalysis
producesa format-stringthatdemonstratethe exploit, while Percent-Rloesnot.

We also usedthe tool to analyzeknown format-stringvulnerabilitiesin software packagesfig-
ure 7.1 hasthe details. php-3.0.16  is alanguage-processdor the widely-usedweb-scripting
languagephp, gpopper-2.53  is aPOP3mail sener, andwu-ftpd-2.6.0 is apopular le-
transferdaemonWe explainin detailthe exploit againswu-ftpd-2.6.0 ; theothersaresimilar.

“Thenumberof bytesprintedis the maximumof thewidth speci er andthatneededo preciselyrepresentheoutput;
sothewidth speci er mustbe conseratively large.
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No. Software DIS | LEN | Exploit Exploit stringdiscovered

(1) php-3.0.16  [45] 24 | 1024 | Write Oxbfff8cc3  to " %36000Lg%31Lg%n" +
0xbfff88c3  ( ) "? %13000Lg%111g%n"

2 gpopper-2.53  [132] 2120 | 1024 | Readcontents ("%Lg") +("?") +
atOxbfff88c3  ( ) "%Ld%Ld%d%d%s

3) | wu-ftpd-2.6.0 [154] | 9364 | 4096 | Write Oxbfffbcab  to " %99¢g "+
Oxbfff88c3 ) ("%60Lg" )  +"%912g%600Lg%n%852X%n"

Table 7.1: Exploits generatedagainst vulnerabilities in real-world software packages. "?"
representanon-zeronon2ASCII characterTheaddress is

Percent-Sorrectlyidenti ed the locationof the vulnerability in wu-ftpd-2.6.0 , but did not
producea format-stringdemonstratinghe exploit. The value of DIS and LEN for this example
were and , respectrely, which we obtainedby disassemblinghe binary executable.For
thesevaluesof DIS and LEN, we checled whetherthe attacler could performthe following ex-
ploit: Theattacler usesthe buffer thatstoresthe format-stringto additionallystoremaliciouscode,
andthenoverwritesthereturnaddressn the stackframeof printf  usinga write exploit soasto
pointto the beginning of the maliciouscodesequencenstead.We assumedhatthereturnaddress
to be overwrittenis at the stacklocation 0xbfff88c3 , andthat the maliciouscodeis locatedat
the addres®Oxbfffbcab bytesabore (andhencelocatedwithin the buffer that storesthe
format-string).Theseaddresvaluesareeasilyreadoff the stackusinganothermexploit, asexplained
in Section7.4.1. Becausdahevalueto be written is fairly large, we useda variantof the predicate
Bad thatallows for writing to a singleaddressisingmultiple, slightly misalignedwritesof smaller
values.(Detailson doingsuchmisalignedwritescanbefoundin [113,154].)

Becausehe valuesof DIS andLEN arequite large, we hadto usethe optimizationsdescribedn
Section7.4.3.Wewereableto infer, in about minutesaformat-stringthatis theconcatenatioonf
thefollowing threestrings:A pre x " %99g ", amiddlepart "%60Lg" consist-
ing of repetitionsof groupof character§%60Lg", andasufx "%912g%600Lg%n%852X%n;
where is Oxbfff88c3  and = . It canbe veri ed thatthis string
writes the desiredvalue to the desiredlocation. One write is performedby each"%n" : the rst
writesOxbcab to andthesecondwritesOxbfff  to

Existing format-stringexploit generatorattemptto constructformatstringsfrom x edcornversion
speci ers. For instance,Thuemmel[154] constructformat-stringswith the "%.8x" corversion
speci er asthe only building block. As a result, thesetechniquedack soundnesstheremay be
exploit stringsoutsidethe spaceof stringsexploredby thesetools. By doing an exhaustve search
of the statespace pur techniqueguaranteesoundnessvithin our modelof printf . In addition,
existingtoolsareincapableof nding variantsof anexploit. As demonstrated lines(3) and(4) of
Figure7.6, our techniguecanbe usedto discover variantsof anexploit for the samevaluesof DIS
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andLEN.

7.5 Summary

This chapterextendedquanti er-free Preslrger arithmeticwith uninterpretedunctionsand re-

strictedlambdaexpressionsThe resultinglogic, which forms the underlyinglogic for the UCLID

veri cation systemjs expressie andtheeagempproacho translatingo SAT canbeeasilyextended
to it. We have demonstratethe practicalapplicability of UCLID by applyingit to the analysisof

format-stringvulnerabilitiesandthe generatiorof exploit stringsfor realsoftwarepackages.
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Part 1l

Model Checking Timed Systems






Chapter 8

Quanti ed DifferencelLogic

Quanti ed differencelogic (QDL) is thelogic obtainedby extendingdifferenceogic with universal
andexistentialquanti ers. QDL hasapplicationan modelcheckingtimed systemsgxpressedfor

example astimedautomatd3, 5], sincethefundamentaimodelcheckingoperationsareexpressible
in QDL.

Formally, aQDL formula is generatedby thefollowing grammar:

(8.1)
We will denotereal-valuedvariablesby , Booleanvariableshy , andreal-
valuedconstantdy . As before, denotesaspecialvariablerepresentinghe constant

. Thesymbol denotesanarbitrarydifferencelogic formulaover Booleanandreal-\aluedvari-
ables.Unlike in Chapters3—7,Booleanandrealsaretheonly primitive datatypes.We will alsonot
employ thelTE construct.

We will denoteQDL formulasby . Thesatis ability problemfor QDL is known to be
PSRACE-completd86].

In this chapterwe shav how to performoperationsn QDL usingBooleanmethods.The general
stratgy is to transformthe problemof eliminating quanti ers on real-\aluedvariablesto one of

eliminatingquanti ers on Booleanvariables.Speci cally, givena QDL formula with quanti ers
over real-valuedvariables,we transformit to an equivalentQDL formula that hasquanti-
ers only over Booleanvariables.Thesequanti ers canthenbe eliminatedusingstandardBoolean
techniquege.g.,[33,99]) thatarebasedon Binary DecisionDiagrams(BDDs) or Booleansatis -

ability (SAT) solvers. Comparedo previous quanti er eliminationapproachespurshasthe twin

advantage®f leveragingpreviouswork on nite-state modelcheckingaswell asavoiding theneed
to enumeratdermsin the Disjunctve Normal Form (DNF) of the quanti er-free portion of the
formula. Moreover, for a specialclassof QDL formulasoccurringin model checkingof timed
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automatathetransformatiorcanbe greatlyoptimized.

We bgginin Section8.1by describinghow quanti ersoverreal-\ariablesarereplacedy thoseover
Booleanvariables.TheBooleanencodingmethodemplg/edis very similarto the DIRECT encoding
algorithmintroducedin Chapter3. Next, in Section8.2, we describea modi ed versionof the
DirecT encodingalgorithmfor DL formulasover real-valuedvariables.Section8.3 describeow
DL formulasarerepresentedndmanipulatecasBooleanformulas. Finally, Section8.4 describes
severaloptimizationghathave provedusefulin practice We will deferadiscussiorof relatedwork
to Section9.1,asall prior work hasbeendonein the context of modelcheckingtimed systems.

8.1 Quanti er Elimination Using BooleanMethods

Let denoteaDL formulaover realvariables ,and Boolearvariables

Also, let

Considerthe QDL formula , Where

Wetransform to anequvalentQDL formula with quanti ersover only Booleanvariables

in thefollowing threesteps:

1. Encodedifferenceconstaints:

Considereachdifferenceconstraintin  of the form whereeither or

. For eachsuchpredicatewe generatea correspondind@ooleanvariable . Differ-
enceconstraintdhatare negationsof eachotherarerepresentetty Booleanliterals (true or
complementedariables)thatarenegationsof eachother; however, for easeof presentation,
wewill extendthenamingconventionfor Booleanvariableso Booleanliterals,writing
for the negationof

Let the addedBooleanvariablesbe for the upperboundson
,and for thelower boundsoniit.
We replaceeachpredicate (or )in by thecorrespondinddoolean

variable (or ). LettheresultingDL formulabe

2. Addtransitivity constaints:

Noticethattherecanbeassignmentto the and variableghathave no corresponding
assignmento thereal-\aluedvariables.To disallov suchassignmentsye placeconstraints
ontheseaddedBooleanvariables Eachconstrainis generatedrom two Booleanliteralsthat
encodepredicategontaining . Following theterminologyintroducedn Chapter3, we will
referto theseconstraintsastransitivity constaintsfor

A transitivity constrainfor  hasoneof thefollowing types:
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(a) :
whereif , then , otherwise,we mustduplicatethis constraintfor both
andfor
(b) , Where andeither or
(© , Whereeither or
Notethata constraintof type (a) involvesa differenceconstraint . This

predicatemight notbe presenin theoriginalformula .

After generatingall transitvity constraintfor , we conjointhemto getthe DL formula

3. Finally, generatehe QDL formula givenbelaw:

We formalizethe correctnessf the precedingransformatiorin thefollowing theorem.

Theorem8.1  and are equivalent.

Proof: Toshav that and areequvalent,we shav that and

Denotethe formula by andtheformula by . Note rst that
thefreevariablesn bothimplicationsarethereal-valuedvariables

andthe Booleanvariables . Forall and , thevaluesassignedo and by an
assignment aredenotedby and respectely.

1. We rst shaw that isvalid.

Let denotean arbitraryassignmento all free variablesandto the boundreal variable
in  suchthat . We extend with anassignmento the Booleanvariables
and , suchthat
andhence

De ne anevaluationof the nevly addedBooleanvariablesaccordingo thefollowing rules:

, for all constants andrelations (8.2)
, for all constants andrelations (8.3)
Since , . Further usingEquations3.2 and8.3, we canconclude
that because is obtainedfrom by replacingpredicates
and (for all andfor all constants ) with Booleanvariables and

. Therefore,
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To shav that , we needto additionally shawv that . We
consideranarbitrarytransitvity constrainiof eachtype:

(a)
Suppose . Then,by Equations8.2and8.3, we conclude
that and L f , we can infer
, andthus f , thenwe
caninfer
(b) , Where andeither or
Suppose . Then,by Equations8.2and8.3,
Since , , andhence
(© , Whereeither or
Exactly asfor type (b) constraints, . Therefore,
andhence
Thus, satis esall transitvity constraintsandhence , completingthe proof

for the rst part.

. Wenow shav that  is valid.

Let denoteanarbitraryassignmento all freevariablesandto theboundBooleanvariables
in suchthat . Weextend with anevaluationof  suchthat
andhence

Since , we know that (i.e., thetransitvity constraintsare
satis edby ) and

Supposeave can nd avalue thatsatis esthefollowing equations:
, constants (8.4)
, constants (8.5)
Then, because is obtainedrom by replacingpredicates
and (for all andfor all constants ) with Booleanvariables and
. Since , , andhence
A value thatsatis esEquations8.4 and8.5 existsif:
if (8.6)
if (8.7)
if (8.8)

if (8.9)
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In the above equationsw.l.o0.g.,we useliterals encodinglower boundson  (e.g., )in
placeof thoseencodingupperboundde.g., ).

Let

and

and arerespecirely thetightestupperandlower boundson

De ne theorderingrelation asfollows

if thetightestboundsarenon-strict,i.e., and
(8.10)
otherwise
Then,theinequalitiesd.6to 8.9 canbesatis edif:
(8.11)
In otherwords,if the minimumupperboundon is greater(or greaterthanor equalto)

themaximumlower boundon

Toshaw thattheaboveis true, it is enoughto shav thatfor ary pairof upperandlower bounds

on , therelation holds,andsoit holdsin particularfor the minimumupperboundand

the maximumlower bound. For example,for the two inequalities and
to betruewe needthat

Thereforeconsidertwo arbitraryindices and differentfrom . We needto considerfour
casedasedon evaluationsof the Booleanliterals and . Notethatcasesn which
both literals evaluateto or bothto only give rise to two lower boundsor to two
upperbounds By thetransitvity constraint®f types(b) and(c), if theminimumupperbound
(or maximumlower bound)is satis ed, thenevery otherupperbound(or lower bound)will
besatis ed.

Thefour casesareenumeratedbelow:

(a)
Thisimpliesthat

and

We needto shaw that
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Or

Thelastinequalityis true,since satis esthetransitvity constraint

(b)

This caseis identicalto theoneabove,with  and interchanged.

(c)
Thisimpliesthat

and

We needto shaw that
Or

Thelastinequalityis true,since satis esthetransitivity constraint

(d)

This caseis identicalto theoneabove,with  and interchanged.

Thus,we canconcludethatEquation8.11is satis ed,completingthe proof of this part.

We illustratethetransformatiorwith a simpleexample.

Example 8.1 Let where . Then,
is the conjunctionof the following constraints:

1.

2.
Then, evaluatedo

The quanti er transformatiorproceduredescribechereworks evenwhen s replacedby a QDL

formulawith quanti ers only over Booleanvariables. In the generalcase, canbe replacedby
where isaDL formula. Thetransformatiorextendsto this moregeneralcase

for the following reason: ary satisfyingassignment for can be extendedto one for

(andvice-wersa),asin the proof of Theorem8.1, keepingthe partial assignmento

unchanged.
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8.2 Satis ability Checkingof DL Formulas over

Supposeave want to decidethe satis ability of a DL formula . The DIRECT encodingmethod
introducedin Chapter3 cannotdirectly be usedasit assumeghat the DL formula hasinteger
variablesandconstantsandhencethatevery differenceconstraintcanbe re-writtenasa non-strict
inequality

We usea Booleanencodingalgorithm that differs slightly from the DIRECT encodingalgorithm
andis basedon the following fact: The DL formula is satis ableiff the QDL formula
is satis able.

We cantransform to an equivalentQDL formula with existentialquanti ers only over
Booleanvariablesencodingall differenceconstraints.This is doneby rst imposingan orderon
thevariables , andtheneliminatingthe quanti ers over thosevariablesin thatorder
oneatatime, usingTheoremB.1. Theresultingformula is aquanti ed Booleanformulawith
only existential quanti ers. Therefore,its satis ability canbe decidedby simply discardingthe
guanti ersandusingaBooleansatis ability solverto decidetheresultingBooleanformula.

Theorderin whichvariablesareeliminatedirom canhave animpactonthesizeof theresulting
Booleanformula. For instance supposdhat . If we chooseto eliminate
rst, we will generatea new inequality and a correspondingransitvity constraint.

However, if insteadwe eliminated  rst, wewill generatenotransitvity constraintsObsenre that
nonearerequiredto presere satis ability.

A goodvariableeliminationorderis the oneusedin the DIRECT encodingalgorithmin Chapter3.
For eachquanti ed real-\valuedvariable , we countthe numberof upperandlower boundcon-
straintsfor it andcomputethe productof the counts.(Thecountsareupdatedasnewn constraintare
added.)Variablesareeliminatedin increasingorderof their correspondingroducts.

Notethatthe proceduralescribedibore canbeviewedasonewayto implementhealgorithmgiven
by Strichmanretal. [148].

8.3 Representationand Manipulation of DL Formulas

The materialdiscussedip to this point doesnot rely on ary speci c representatioof DL formu-
las. However, sincewe male useof Booleanmethodsfor quanti er eliminationand satis ability
solving, it is corvenientto encodea DL formula asaBooleanformula .

Theencodings performedasfollows. Considereachdifferenceconstraint in .Asin
Section8.1,we introducea Booleanvariable for , only thistimewe doit for every
singledifferenceconstraint.Also asbefore,differenceconstraintghatare negationsof eachother
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arerepresentetly Boolearliteralsthatarenegationsof eachother We thenreplaceeachdifference
constraintin by its correspondindgooleanliteral. The resultingBooleanformulais . Standard
representationsf Booleanfunctions,suchasBinary DecisionDiagrams(BDDs) [27], canbe used
torepresent .

Clearly , by itself, storesinsufcient informationfor generatingransitvity constraints.There-
fore, we also storethe 1-1 mappingof differenceconstraintso the Booleanliterals that encode
them. However, this mappingis usedonly lazily, i.e., whengeneratingransitvity constraintdur
ing quanti cationandin decidingDL formulas.

Substitution

A commonoperationin model checkingis to substitutea “next-state” versionof a statevariable
(Booleanor real-valued)by athe “current-state’versionor by anexpressionof the corresponding
type.

GiventheBooleanrepresentatiodescribedabore, we implementsubstitutiorof a real-valuedvari-
able by substitutingthe Booleanvariablescorrespondingdo differenceconstraintsontaining

Speci cally, for areal-valuedvariable , we performthesubstitution (where
or ), by replacingall Booleanvariablesof the form and , for all , by variables
and respectiiely, creatingfreshreplacemenvariablesf necessary

Substitutionof a Booleanvariableby the Booleanencodingof a differencdogic formulais doneby
Booleanfunctioncomposition.

8.4 Optimizations

Thequanti er eliminationmethodpresentedn Section8.1 canbe optimizedin afew ways.

First, we canusethe Booleanstructureof the QDL formulato be moreselectve in decidingwhen
to addtransitvity constraints.Second the quanti er elimination methodcanbe optimizedfor a
specialclassof QDL formulasthatarisecommonlyin modelcheckingtimed systemsWe describe
thesetwo optimizationsn Sections8.4.1and8.4.2respectrely.

Thereis one otheroptimization,describedn Section8.4.3,thatis speci ¢ to a BDD representa-
tion of DL formulas. This optimizationeliminatespathsin the BDD representatiorhat violate
transitvity constraints.
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8.4.1 Determining if Boundsare Conjoined

Suppose is a DL formulawith Booleanencoding , andwe wish to eliminatethe quanti er in

. As describedn Section8.1, a transitvity constraintfor involves two Booleanliterals
thatencodedifferenceconstraintsnvolving . For asyntacticrepresentationf , asthenumber
of constraintgyrows, so doesthe size of , the Booleanencodingof .
Further new differenceconstraintsanbeaddedwhenatransitvity constraints generatedrom an
upperboundanda lower boundon . For a BDD-basedmplementationthis correspondso the
additionof a new BDD variable. We would thereforelike to avoid addingtransitvity constraints
wherever possible.

In fact,we only needto adda constraininvolving anupperboundliteral anda lower boundliteral

if they areconjoinedin a minimized DNF representationf .1 Froma geometricviewpoint, this
meanghatwe checkthatthe predicatesorrespondingo the two literals are boundsfor the same
convex region. This checkcanbe posedasa Booleansatis ability problem,which s easilysolved

using a BDD representatiomf . Lettheliteralsbe and . Then,we usecofactoringand
Booleanoperationgo computethefollowing Booleanformula:

(8.12)

Considerthe subformula for . Thisformularepresentshe

setof input combinations™ in which  mustbe setto in orderfor ~ to evaluateto

Thus, the conjunctionof the subformulagor and is satis ableonly if thereexistsa

non-emptysetof input combinations in whichboth and mustbe setto for ~ to

evaluateto . Viewedalternately Formula8.12 expresseshe Booleanfunction corresponding
to thedisjunctionof all termsin theminimizedDNF representationf thatcontainboth and

in trueform. Thereforejf Formula8.12is satis able,it meanghat and areconjoinedandwe

mustaddatransitvity constraininvolving themboth.

Note however, thatsince doesnot, by itself, representhe original DL formula , nding that
and areconjoinedin  doesnotimply thatthey areboundsin the samecorvex region of
However, the corverseis true,soour methodis sound.

8.4.2 Quanti er Elimination by Eliminating Upper Boundson

A specialclassof formulasthatappeaiin the modelcheckingof timed systemss expressedisthe
formula below:

(8.13)

A conserative, syntacticvariantof this ideahasbeenproposedearlierby Strichman{147].
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Intheaboveequation, isanarbitraryDL formula,and denotesheformulaobtainedy adding

to all realvariablesoccurringin , computedas , Where
aretherealvariablesin  excludingthe zerovariable . Note thateventhough is notin
QDL asdescribedabore, it canberewrittento bein QDL,; this rewriting proceduras describedn
Section9.3andwe omit it hereasit is notrelevantto the discussion.

Fromageometricviewpoint, isaregionin  and istheshadev of for alight sourceat
Examplesof andthecorresponding areshawn in Figures8.1(a)and8.1(c)respecirely.

We cantransform to an equvalentDL formula by eliminatingupperboundson | i.e.,
Booleanvariablesof the form . The transformatioris performediteratively in the following
steps:

1. Let . Let beBoolearliteralsencodingall upperboundson

thatoccurin

Note that an upperboundliteral occursin , if it appearsn sometermin the min-
imized DNF representatiomf . This canbe checled by evaluatingthe Booleanfunction
, Where istheBooleanencodingof , andcheckingthat

it is not
2. For ,weconstruct asfollows:
(a) Replaceall occurrencesf in with to get
(b) Construct , the conjunctionof all transitvity constrainté for  involving

andreal-waluedvariablesn

(c) Constructheformula , adisjunctionof two terms:

The rst disjunctis the region obtainedby droppingthe bound from

corvex sub-rgionsof whereit is alower boundon , while enforcingexisting

andtransitvely implied bounds.The secondlisjunctcorrespondso sub-rgionswhere
is anupperbound;theseregionsareleft unchanged.

The outputof the abore transformation, , is givenby . Thecorrectnessf this proce-
dureis formalizedin thefollowing theorem.

Theorem8.2 and  areequivalent.

Proof: We make useof thefollowing lemmas.

2\We canusethe optimizationtechniqueof Section8.4.1in this step.
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Lemma8.1 For all , is equivalento

Proof,(Lemma8.1)

We give the proof for anarbitrary satisfying . Let and respectrely denote
and . Noticethatwe have renamedhebound
variable .
1. First,we shawv that . Let beanassignmento thefreeandboundvariablesin
suchthat . Thismeanghat . Extend sothat
. Thus,

We considentwo cases.

(a) Casel:
Notethatby construction,

Fromthetwo equalitiesabore, andsince , we get

In addition,thetransitvity constraintsaresatis ed, i.e.,

because only involvesreal-valuedvariables.Therefore,

Thus,we concludethat

whichin turnimpliesthat

andso

Thisconcludeghe rst case.
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(b) Case2:
Since
and,in addition, , we have
Now, since , We get
and

andso,we concludethat

which concludesase?.
Thus,

2. We next shaw that

Let beanassignmento thefreeandboundvariablesn  suchthat . This
meansthat . We wish to extend by an assignmento so that
and

We considenwo cases.

(a) Casel:
Therefore,
(8.14)
and
If , thenusingtheequality
(8.15)
we canset , Which yields , andso

usingEquations8.14and8.15,we get

(8.16)
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However, if , thenwemust nd analternateassignment

to , suchthat . Then,we canconcludeasabove,

thatEquation8.16holds.

Considerw.r.t. theassignment , all lower boundson  thatoccurin (and

hencein ); more precisely a lower boundon is a predicate
suchthat

If nosuchlowerboundon  exists, thenwe canset to ary valuethatresultsin
, becausehereis no lower boundto beviolatedby
increasinghevalueof areal-\aluedvariable.

Sosupposatleastonelowerboundon  existsin . De ne thevalue as

(8.17)

Notethat since forall in Equation8.17.
Let bethe forwhichtheminimumontheright-handsideof Equation8.17is attained.
If therearemary such , say , set accordingo thefollowing rules:

i. If thereexists for which , Set toary onesuch

ii. Otherwiseselect to beary oneof

Thus,
(8.18)
Next, we de ne apositve realnumber asfollows:
if , andwhere
(8.19)
otherwise
Notethat is non-n@ative andis strictly positive when . This
is becausehereexistsatransitivity constrainin of theform
which occursin as

If , thefollowing constraintalsoholds:
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Since , thefollowing equalitieshold:
(8.20)
(8.21)
Thus, is non-ngatie andis strictly positive when
We now shaw that f , Clearly . So,assumehat ,
andthus . Thenwe canconcludethefollowing:
(since )
Intuitively, is anon-n@ative realnumberwe canaddto all real-\aluedvariables
withoutviolating lower boundson  in
Now, de ne asfollows:
(8.22)
Since ,
Giventhe abore assignmento , we rst shaw that
. We have thefollowing sequencef equalities:
since andfrom Eqn.8.20
We next shav thatthe assignmento in Equation8.22 preseresthe truth assign-
mentto otherboundson ; i.e.,boundsn otherthan

Formally, we shav thatfor all bounds where
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Notethatthevalueof differenceconstraint®f theform is unafected
by theassignmento or

If , then , since
Ontheotherhand,if , then

(since andfrom Equations8.17and8.18)
To sumup, we have shavn that , eventhough

. Thus,we canconcludethat

This completeghe prooffor the rst case.
(b) Case2:
Thus

and

Letting andfrom Equation8.15,we get

asrequired.

Thus,

Frompartsl and2 abore, we concludethat and areequialent.

Lemma 8.2 Suppose¢heDL formula doesnot containany differenceconstaintsthat are upper

boundson ; i.e, anysatisfyingassignmento setsall upperboundson to , and all
lower boundpredicateso . Then, is equivalentto
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Proof:(Lemma8.2)
We rst shav that

Let beanassignmento thevariablesn suchthat . Weextend with anevaluation
of sothat . Then, , since . Therefore,
. Thus,

Next, we shaw that . Let beanassignmensuchthat

. Thus, and . Since doesnot contain
ary differenceconstraintgshatareupperboundson , for ary lower bound on

andfor anupperbound on ,

Then,since ,

Similarly, for anupperboundpredicateon

It thenfollows that

From Lemmas8.1, we infer that is equivalentto :
Additionally, since  doesnot containary upperboundson , usingLemma8.2, we conclude
that isequialentto . Thiscompletegheproofof Theorem8.2.

A

@ (b) (c)

Figure8.1: Eliminating upper boundson
Example 8.2 Letthesubformula of be
is depictedgeometricallyasthe shadedegionin Figure8.1(a).It comprisegwo sub-rgions,one

for eachdisjunct. The lower boundson theseregions, and , areupper
boundson . We encodeheseby and
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Figure8.1(b)shavs , theresultof eliminating . Formally, we calculate

Then,applyingstep2(c) of thetransformationye get

Similarly, in the next iteration,we introduceandeliminate toget , shavnin Figure8.1(c),
whichis equialentto

8.4.3 Eliminating Infeasible Pathsin BDDs

Suppose istheBoolearencodingof DL formula . Let denoteheconjunctionof transitiity
constraintdor all real-\aluedvariablesin , andlet denoteits Booleanencoding. Finally,
denotethe BDD representationsf and by and respectiely.

We would like to eliminatepathsin that violate transitvity constraintsj.e., thosecorre-
spondingto assignmentso variablesin ~ for which . We cando this by usingthe
BDD Restrict  operator replacing by Restrict( ) . Informally,
Restrict( , ) traverses , eliminatinga pathon which is

aslong asit doesnt involve addingnen nodesto theresultingBDD. Detailsaboutthe Restrict
operatomaybefoundin the paperby CoudertandMadre[44].

Sinceeliminatinginfeasiblepathsin a large BDD canbe quite time consumingwe do not apply
this optimizationvery often. For example,in modelcheckingtimed automatathis optimizationis
appliedonly to theBDD for the setof reachablestatesandonly onceon each xpoint iteration.

8.5 Summary

This chaptershaved how to eliminate quanti ers over real-\alued variablesin a quanti ed dif-
ferencelogic (QDL) formula by transformingthe problemto one of eliminating quanti ers over
Booleanvariablesfrom a quanti ed Booleanformula. Satis ability solving of DL formulasover
Booleanandreal-\aluedvariableswasdiscussedasalsoweretechnique®f representingndma-
nipulatingDL formulas.Severaloptimizationscanbe usedto improve onthequanti er elimination
methodin practice.

In the next chapterwe will seehow the Booleanmethoddor QDL discussedh this chaptercanbe
appliedto the problemof modelcheckingtimedautomata.
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Chapter 9

Model Checkingand Timed Cir culits

A timedsystems a generalizatiorof a nite-state systemwith real-\aluedclodk or timer variables.
A particularlyexpressie formalismfor timed systemss thetimedautomator{3, 5].

A timedautomatorns ageneralizatioof a nite automatormwith asetof real-valuedclockvariables.
Thestatespaceof atimedautomatorthushasa nite componen{over Booleanstatevariablesland

anin nite componenfoverclockvariables).Severalmodelcheckingiechniquesor timedautomata
have beenproposedverthepast years.Thesecanbeclassi ed,ontheonehand,asbeingeither
symbolicor fully symboli¢ andon the other asbeingboundeddr unboundedSymbolictechniques
usea symbolicrepresentatiofior thein nite componenbf the statespace and explicit represen-
tationsfor the nite component.In contrast,fully symbolic methodsemplo/ a single symbolic

representatiofor both nite andin nite component®f the statespace.Boundedmodelchecking
techniquesvork by unfoldingthetransitionrelation times, nding countergamplesof lengthup

to , if they exist. As in the untimedcase,thesemethodssuffer from the limitation that, unless
a boundon the lengthof countergamplesis known, they cannotverify the propertyof interest.
Unboundednethodspn the otherhand,canproducea guarante®f correctness.

The theoreticalfoundationfor unboundedfully symbolicmodelcheckingof timed automatavas
laid by Henzingeret al. [71]. The characteristidunction of a setof statess a formulain differ-
encelogic (DL). Themostimportantmodelcheckingoperationsnvolve decidingDL formulasand
eliminatingquanti ersonrealvariablesfrom quanti ed differencdogic (QDL) formulas.

This chapterdescribeghe rst approachio unboundedfully symbolic model checkingof timed
automatahatis basedon a Booleanencodingof DL formulasandthatpreserestheinterpretation
of clocksover the reals. Unlike someotherfully symbolictechniquespur methodcanbe usedto
modelcheckary propertyin thetimed calculusor Timed ComputationTreelLogic (TCTL) [4].
The methodis basedon the resultsof Chapter8, andespeciallyon the techniquefor transforming
the problemof eliminatingquanti ersonrealvariableso oneof eliminatingquanti erson Boolean
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variables.

We begin this chaptewith a discussiorof relatedwork. Section9.2 givesbackgroundnformation
ontimedautomatandthetimed calculus.We describeour fully symbolicmodelcheckingalgo-
rithm in Section9.3, including a descriptionof our implementatiorandresultson a toy example.
Section9.4 describeur experienceapplyingthis modelcheckingalgorithmto the veri cation of
timed circuits.

9.1 RelatedWork

We discusgherelatedwork thatis mostrelevantto our approacho fully symbolicmodelchecking
of timedautomataA moredetailedsuney of techniquesor modelcheckingtimedsystemsanbe
foundin therecentpaperby Wang[162].

Thework thatis mostcloselyrelatedto oursis theapproactbasednrepresentindL formulasus-
ing DifferenceDecisionDiagrams(DDDs) [102]. A DDD is aBDD-like datastructure wherethe
nodelabelsaregeneralizedo be differenceconstraintgatherthanjust Booleanvariableswith the
orderingof constraintsnducedby anorderingof clock variables.This constraintorderingpermits
the useof local reductionoperations suchas eliminating inconsistentcombinationsof two con-
straintsthatinvolve the samepair of clock variables Decidinga DL formularepresentedsa DDD

is doneby eliminatingall inconsistenpathsin the DDD. This is doneby enumeratingll pathsin

the DDD andcheckingthe satis ability of the conjunctionof constraintson eachpathusinga con-
straintsolver basednthe Bellman-Ford shortespathalgorithm.Notethateachpathcanbeviewed
asadisjunctin the Disjunctve Normal Form (DNF) representationf the DDD, andin the worst
casetherecanbe exponentiallymary calls to the constraintsolver. Quanti er eliminationis per

formedby the FourierMotzkin techniqug49], which alsorequiresenumeratingall possiblepaths.
In contrastpur Booleanencodingmethodis generalin thatary representationf Booleanfunctions
may be used.Our decisionprocedureandquanti er eliminationschemeusea directtranslationto

SAT andBooleanquanti cation, respectiely, avoiding the needto explicitly enumerateachDNF

term. In theory the useof DDDs permitsunboundedfully symbolicmodelcheckingof TCTL;

however, the DDD-basedmodelchecler [102] canonly checkreachabilityproperties(thesecan
expresssafetyandbounded-kenesgpropertieq1]).

UprrPaAL2K and KRONOS are unboundedsymbolic modelcheclersthat explicitly enumeratehe
discretecomponenbf the statespace. KRONOS usesDifferenceBound Matrices(DBMs) asthe
symbolicrepresentatiofil68] of thein nite component.UrPPAALZ2K uses,n addition,Clock Dif-

ferenceDiagramq CDDs)to symbolicallyrepresentinionsof convex clockregions[15]. InaCDD,
anodeis labeledby thedifferenceof a pair of clock variablesandeachoutgoingedgefrom anode
is labeledwith aninterval boundingthat difference.Note thatwhile KRONOS cancheckarbitrary
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TCTL formulas,UpPPAALZ2K is limited to checkingreachabilitypropertiesandvery restrictedive-
nesspropertiesuchas

RED is an unboundedfully symbolic model checler basedon a datastructurecalled the Clock
RestrictionDiagram(CRD) [161]. The CRD is similar to a CDD, labeling eachnodewith the
differencebetweentwo clock variables.However, eachoutgoingedgefrom a nodeis labeledwith
an upperbound,insteadof aninterval. RED representslifferenceformulasby a combinedBDD-
CRD structureandcanmodelcheckTCTL formulas.

A fully symbolicversionof KrRoNOS usingBDDs hasbeendevelopedby interpretingclock vari-
ablesoverintegers[24]; however, thisapproachs restrictedo checkingreachabilityfor thesubclass
of closedtimed automaté, andthe encodingblows up with the sizeof the integer constantsRab-
bit [18] is a tool basedon this approachthat additionally exploits compositionaimethodsto nd
goodBDD variableorderings.In comparisonpur techniqueappliesto all timed automataandits
efciency is far lesssensitie to the size of constants Also, the variableorderingmethodsusedin
Rabbitcouldbeusedin a BDD-basedmplementatiorof ourtechnique.

Many fully symbolic, but boundedmodelcheckingmethodsbasedon SAT have beendeveloped
(e.g.,[9, 114]). McMillan [100] hasrecentlycombinedboundedmodelcheckingmethodswith an
interpolatingtheoremprover to performunboundednodelcheckingof a sub-clas®f in nite-state
systemghatincludestimedautomata.

9.2 Background

We begin with a brief presentatiorof backgroundmaterial,basedon papersoy Alur [3] andHen-
zingeretal. [71]. We referthereaderto thesepaperdor details.

9.2.1 Timed Automata

A timedautomaton is atuple ,where isa nite setof locations, is
a nite setof initial locations, isa nite setof labelsusedfor productconstruction, isa nite
setof non-ngatie real-\aluedclock variables, is afunctionmappingalocationto a DL formula
(calledalocationinvarianf), and isthetransitionrelation,a subsebf , where
is a setof DL formulasthatform enablingguard conditionsfor eachtransition,and is a setof
clok resetassignmentsA locationinvariantis theconditionunderwhichthesystencanstayin that
location. A clockresetassignmenis of theform or , where and
is aninteger constan® andindicatesthatthe clock variableon the left-handsideof the assignment

Clock constraintsn a closedtimed automatorto not containstrictinequalities.
*Theassignment is representeds . Whereverweuse to denoteaclockvariable,
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o

Figure9.1: Example of atimed automaton. Reproducedrom [3].

is resetto thevalueof the expressioron theright-handside.We will denoteguardsby

Example 9.1 An exampleof atimedautomatons givenin Figure9.1.

For thisexample, , , , )

, . Thelatter locationinvariantensureghatthe transitionlabeled
from to occurswithin time unit of the occurrenceof . Similarly, the guard onthe
transitionfrom to ensureshatthetime betweenrnthattransitionandthe onelabeledwith is at
least units.

Two timed automataare composedy synchronizingover commonlabels. We referthe readerto
Alur'spapel3] for aformalde nition of productconstructionNotethatin contrasto thede nition
of timed automategiven by Alur [3], we allow locationinvariantsand guardsto be arbitrary DL
formulas,ratherthansimply conjunctionsover differenceconstraintsnvolving clock variables.

Theinvariant  for thetimedautomaton is de ned as , Where
denotesthe Booleanencodingof location . We will also denotea transition as
,Where isaguardconditionoverbothBoolearstatevariablequsedo encoddocations)
andclockvariablesof thesystemand is asetof assignmentt clockandBooleanstatevariables.

Timed Guarded Commands

Henzingeretal. [71] shav how timed automatacanbe expressedastimedguarded commandpro-

grams A guadedcommands of the form , where is a guardconditionover both

Booleanstatevariablegusedto encoddocations)andclock variablesof thesystemand  is aset
of assignmentso clock and Booleanstatevariables. In general,we have one guardedcommand
correspondingo eachtransitionbetweertwo locations.A timedguardedcommandgrogramcorre-
spondingto atimedautomatoris a pair where is asetof guardeccommandsand s

the programinvariantde ned as

We will usethetimedguardedcommandorogram representationf atimedautomatonvheresuit-
able.
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9.2.2 Timed Calculusand TCTL

We expresspropertiesof timed automatan a generalizatiorof the calculuscalledthe timed
( )calculus.A formula ofthe  calculusis generatedby thefollowing grammar:

(9.1)
is aspeci cationclod variable(i.e., Yand isaformulavariableusedin xpoint compu-
tation. Theformula meanghattheformula istrueatthepresenstate andremainstrue

(astime elapsesuntil sometransitionis taken, at which time formula  becomedrue; thus

is essentiallya next-stateoperator The formula is truein a statewhere s true after setting

speci cationclockvariable tozero.Theexpression standdor theleast xpoint of , where
is aformulavariableboundinside ; denoteghegreatestxpoint operator

Henzingeret al. [71] shawv thatthe calculuscanexpressthe dense-real-timeersionof Com-
putationTreeLogic (CTL), Timed CTL (TCTL) [4]. TCTL generalize<TL by allowing atomic
propositionsto be ary DL formula, andin additioncontainsformulasof the form where is
a speci cation clock variableand is a TCTL formulain which appeardree; the latter class
enableneto write time-boundedbroperties We omit the detailsfor brevity.

Severalmodelcheclersarespecializedo checkreachabilityproperties.Using the notationof the
calculusareachabilitypropertyis aformulaof theform

where is theinitial setof statesand characterizethe badstatestheformulaevaluateso
if no errorstateis reachabldrom ary initial state.

9.3 Fully Symbolic Model Checking

Our model checkingalgorithm can be viewed as an implementationof one given by Henzinger
etal. [71], wherewe performoperationsn QDL usingBooleanmethods.This algorithmchecks
thatatimedautomaton satis esaspeci cationgivenasa  formula . Thealgorithmalways
terminatesandgeneratea DL formula , suchthat,if isnon-zendi.e.,time candiverge from

ary state)then is equvalentto

Thealgorithmis fully symbolicsinceit avoidsthe needto enumeratéocationsby representingets
of valuesof bothBooleanstatevariablesandclock variablesasDL formulas.It performsbackward
explorationof the statespaceandusesthefollowing threespecialoperatorsover DL formulas:

1. Time Elapse: denoteshesetof all stateghatcanreachthestateset by allowing
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time to elapsewhile stayingin stateset  atall timesin betweenFormally,
(9.2)

where denoteghe formulaobtainedby adding to all clock variablesoccurringin
computedas , Where aretheclockvariablesn (i.e.,
notincludingthezerovariable ).

. Assignment: , Where is asetof assignmentgjenoteghe formulaobtainedby simul-

taneouslysubstitutingn  theright handsideof eachassignmenin  for theleft handside.
Formally, if isthelist , Where
each isaBooleanvariable,each isaclockvariable,andfor each , or ,
then

Assignmentsare thus performedvia substitutionsof Booleanand real-valued variablesby
expressionf the correspondingype. We usethe techniquesdescribedn Section8.3 to
performthesesubstitutions.

. Weakest Pre-condition: denoteghe wealestpreconditionof  with respecto the

timedautomaton . Formally,

wherefor atransition

Notethat is de ned usingassignmentandBooleanoperations.

The modelcheckingalgorithmis de ned inductvely on the structureof formulas,asshavn
below:

is theresultof thefollowing iteration:
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As canbeseenfrom the algorithmdescriptiorabore, apartfrom Booleanoperatorsthe maincom-
ponentsof the algorithmare: quanti er eliminationin the time elapseoperation,substitutionof
statevariablesin anassignmentandthe decisionprocedureusedto checkcontainmenin xpoint
computation.For a fully symbolicmodelchecler thatrepresentstatesetsasDL formulas,these
modelcheckingoperatorsanbede ned asoperationsn QDL. We elaboratebelow.

Time Elapse

Considettheformulaon theright handsideof Equation9.2,thede nition of thetime elapseopera-
tor. Thisformulais notin QDL, sinceit includesexpressionghatarethe sumof two realvariables
(e.q., ). However, it canbe transformedto a QDL formula, by using, insteadof and ,

variables and~ thatrepresentheir negations:

- - - 9.3)
Formula 9.3 is expressiblein QDL, sincethe substitution - canbe
computechs .3 Thisyields,
- B - - - (9.4)
Finally, we canrewrite Formula9.4 purelyin termsof existentialquanti ers:
o B - ST - (9.5)

A procedurdor performingthe time elapseoperationthereforerequiresonefor eliminating (exis-
tential) quanti ers over real variablesfrom a DL formula. For this purposewe usethe quanti er
transformationechniquedescribedn Section8.1.

In addition,we canexploit the specialstructureof Formula9.5 so asto avoid introducing ™ alto-
gether Thus,we canavoid addingnewv quanti ed Booleanvariablesencodingpredicatesnvolving

SNotethatsubstituting by~ or ~ canbe viewed asshifting the zeroreferencepoint to a morenegative value, thus
increasinghevalueof ary clock variablerelative to zero(e.g.,[9, 102]).
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Considettheinnerexistentiallyquanti ed DL formulain Formula9.5,reproducedere:

Groupingtheinequality ~ ~ with theformula - , we get:

- - - (9.6)

Finally, treating asa clock variable,we canrevert backto from -, transformingFormula9.6 to
thefollowing form:

(9.7)

Formula9.7is a specialcaseof theformula  givenin Equation8.13. Therefore we canemplg
the optimizationdescribedn Section8.4.2.

Checking Containment

Containmenbf onesetof states, , in another , Is checled by decidingthe validity of the
DL formula (or equivalently thesatis ability of ). Thesatis ability of
is decidedusingthetechniqueof Section8.2.

Reachability Analysis

A simplebut very usefulspecialcaseof modelcheckingis to computethe setof reachablestatesof
thetimedautomatonThis canbeusedfor checkingsafetyproperties.

Let denotea DL formulacharacterizinghe initial setof statesof atimed automaton . The
following three-ste@lgorithmcompute® DL formula eachrepresentinghesetof reachablestates
of

1.

2. Do
(a)
(b) POStime Let time elapse
(© post Fire a transition
(d) Union of sets

While ( ) Check termination
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3. reach

Thesymbolic*next-state”operatorgostinme andpost arede ned asfollows:

POStime (9.8)

where denoteghe formula obtainedby subtracting from all clock variablesoccurringin

, computedas , Where arethe clock variablesin  (and
similarly for ).

Intuitively, isthetime elapsedincethelasttransition red. Theinnerquanti edformulain Equa-
tion 9.8ensuresghatwhile allowing timeto elapsethevaluesof clock variablesnustalwaysrespect
theinvariant . Theformulaobtainedaftereliminatingquanti ersfrom postine  representsil

stategeachabldrom by allowing somedurationof time to elapsewithin the constraintsmposed

by
The operationpost , whenappliedto a setof states , returnsthe setof stateseachedrom by
makingsometransition.Formally,

post (9.9)

9.3.1 Implementation and Results

We implementeca modelchecler calledTMV thatusesBDDs to represenBooleanfunctionsand
incorporatesall the optimizationsdescribedn Section8.4. The modelchecler is written in the
O'Camllanguageanduseshe CUDD packagd47] for BDD manipulation.

We have performedexperimentscomparinghe performancef our modelchecler for bothreacha-
bility andnon-reachability  propertiesFor reachabilitypropertieswe compareagainstheother
unboundedfully symbolicmodelcheclers,viz., aDDD-based:hecler (DDD) [102] andRED ver
sion 4.1 [161], which have beenshavn to outperformUPPAAL2K and KRONOS for reachability
analysis.For non-reachabilityproperties suchascheckingthata systemis non-zenowe compare
againstK RONOS andRED, theonly otherunboundednodelcheclersthatchecksuchproperties.

As anillustrative example,we useFischers protocolfor mutualexclusion. ToolssuchasDDD and
RED that we compareagainsthave beenshavn to performwell on this examplefor reachability
properties.The automatorfor the th processn this protocolis shavn in Figure9.2. We rantwo
experimentswith thisexample.The rst experimenttomparedur modelchecleragainsDDD and
RED, checkingthatthe systempreseres mutualexclusion(areachabilityproperty).In the second
experiment,we comparedagainstK RONOS and ReD for checkingthat the productautomatons
non-zendanon-reachabilityproperty).All experimentsvererunonanotebookcomputemwith al
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GHz Pentium-lllprocessoand128 MB RAM, runningLinux. WeranDDD, KRoONOS, andRED
with their default options. For our implementationwe turnedoff dynamicvariablereorderingin

CUDD. To comeup with a staticvariableordering,we classi edthe BDD variablesn our Boolean
encodingasfollows. The rst class, , consistof variablesencodingthe sharedntegerid . For

each , class containghe BDD variablesencodingocationsandclock constraintdor process

. Finally, class encodegpredicateselatingclock variablesrom processesand . We used
a staticvariableorderingthat groupstogethervariablesin the sameclass,placesclass atthe
top, orders before if , andplaces right after for . New BDD
variablesaddedduringmodelcheckingareinsertednto the orderat positionsthatdependuponthe
classthey fall into. Thesamestaticvariableorderwasusedfor thecorrespondin@oolearnvariables
anddifferenceconstraintsn DDD.

x[il<=10

id:=0 X[i]:=0; id:=i

critfi] X[[>10 & id=i

Figure 9.2: Fischer's mutual exclusion protocol. The timed automatonfor the th processis
shavn. Edgesarelabeledwith guardsandassignmentgymitting eitherwhereunnecessary

Table9.1shavstheresultsof thecomparisoragainsD DD andReD for checkingmutualexclusion
for increasingnumbersof processesFor DDD andTMV, the tablelists both the run-timesand
the peaknumberof nodesin the decisiondiagramfor the reachablestateset. We nd thatDDD
outperformsTMV dueto the blow-up of BDDs. In spite of the optimizationsof Section8.4,the
peaknode countin the caseof DDD is lessthanthat for TMV for the larger benchmarks.In
particulay in additionto eliminatinginfeasiblepathsasTMV does,the local reductionoperations
performedby DDD during nodecreationcan eliminateunnecessaripDD nodeswithout adding
ary time overhead.For example,DDD canreducea function of the form underthe
transitvity constraint to simply the conjunction . TheBDD Restrict
operatorcannotalwaysachieve this asit is sensitve to the BDD variableordering. Furthermore,
TMV containsmary otherBDDs, suchasthosefor thetransitvity constraintsto which we do not
apply the Restrict  optimizationdueto its runtime overhead. Finally, in comparisorto RED,
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we seethatwhile TMV is fasteron the smallerbenchmarksRED's superiormemoryperformance
enablest to completefor 7 processewhile TMV runsout of memory

Numberof | RED DDD T™MV
Processes| Time | Time ReachSet | Time ReachSet
(sec.)| (sec.)| (peaknodes)| (sec.)| (peaknodes)
3 0.21| 0.06 130| 0.11 101
4 1.13| 0.14 352 | 0.38 316
5 453| 0.33 854 | 1.85 1127
6 15.11| 0.90 2375 | 17.41 4685
7 46.31| 2.65 6346 * *

Table 9.1: Checking mutual exclusionfor Fischer's protocol. A “*" indicatesthat the model
checler ranout of memory

Table 9.2 shaws the comparisorwith KRoONOS and ReD for checkingnon-zenonessThetime for

KRoONOS is thesumof thetimesfor productconstructiorandbackward modelchecking.We notice
that while KRONOS doesbetterfor smallernumbersof processesthe productautomatont con-
structsgrows very quickly, becomingtoo largeto constructat 6 processesTheruntimesfor TMV,

ontheotherhand,grov muchmoregradually demonstratingheadvantage®f afully symbolicap-
proach.For this property theBDDsremainsmallevenfor largernumberf processesThus, TMV

outperformsRED, especiallyasthe numberof processemcreasesTheseresultsindicatethatwhen
therepresentatio(BDDs) remainssmall,Booleanmethodgor quanti er eliminationanddeciding
DL canoutperformnon-Boolearmethodsby a signi cant factor

Numberof | KRONOS RED T™MV
Processes| Time(sec.)| Time(sec.)| Time (sec.) ReachSet
(peaknodes)
3 0.03 0.28 0.24 28
4 0.23 1.30 0.44 39
5 1.98 5.05 0.80 54
6 * 17.80 2.15 69
7 * 57.95 6.61 88

Table9.2: Checking non-zenonesdgor Fischer's protocol. A “*" indicatesthat KRONOS exited
with an“out of memory”error.
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Discussion

The resultsin this section,althoughlimited, indicatethat our model checler basedon a general
purposeBDD packagecanoutperformmethodsasedn specializedepresentationsf DL formu-
las. The dravbackof our BDD-basedimplementatioris its poor memoryperformanceon some
examples.However, thereis scopefor improving our implementationgspeciallyin nding more
ef cient waysof eliminatingunnecessargDD nodesasis possiblewith DDDs. Furthermorenote
thatthe memoryproblemswe facearisefrom our useof BDDs, while the techniquesgproposedn
this thesiscan make useof any representatiof Booleanfunctions. In particular a SAT-based
implementatiorof our methodmight betterhandlethe growth in the numberof Booleanvariables.

While Fischers protocolis aninterestingtoy example,the real testof our modelchecler is how
it performson practicalproblems. In the next section,we describean applicationof our model
checlerto theveri cation of timedcircuits.

9.4 Veri cation of Timed Cir cuits

Timing assumptiongrecommonlyusedin the designof both asynchronouandsynchronougir-
cuitsin orderto improve performance Examplesncludethe GasPcircuits[150], the Global STP
circuitin theIntel Pentium4 processof72], andthe RAPPIDinstructiondecodef143]. However,
the useof timing assumptiongomesat an addedveri cation cost: The circuit behaior mustbe
veri ed undertheseconstraintsandfurthermore the constraintanustthemselesbe veri ed pre-
andpost-layout.

A promisingrecentapproactto this veri cation problemis to usea designmethodologybasedon
relativetiming [145]. In therelative timing (RT) paradigmtiming assumptiongsre madeexplicit,

by addingconstrainton the relative orderingof signaltransitionsto an otherwiseuntimeddesign.
In contrastpthermethodauseimplicit timing assumptionsyherethetiming assumptionareeither
implicit in adesignstyle (suchasBurst-Modetechniquese.g.[115]) orimposedatthegate-leel in

the circuit model (suchasmetric timed circuit design[105]). Usingthe RT paradigmeri cation

proceedsn two steps:

1. Chedking correctnessundertiming constaints: RT constraintsareidenti ed andthe correct
operationof the circuit is veri ed underthoseconstraints.Typically, oneeitherchecksthat
the implementectircuit  only exhibits behaiors of a speci cation , or thatit satis esa
speci ¢ property formulatedin a suitabletemporallogic.

2. \erifying that the circuit obeys timing constaints: Theidenti ed RT constraintsarethem-
sehesveri ed usingstandaragimulationor statictiming analysisgechniquesThe constraints
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canbe veri ed pre-layoutto ensurethatthey have sufcient magin basedon expectedde-
sign parameters.The constraintsalso must be validatedpost-layoutwith extracteddatato
ensurethat placeandroute, sizing, and buffer insertionhave not skewed the delaysbeyond
acceptablealues.

The RT approachof explicitly statingtiming constraintshasthe advantagethatit appliesto mary
asynchronouslesignstyles[145]. It supportsa designphilosophyof addingtiming constraints
incrementallyandof giving the designere xibility in usingtiming constraints.Also, unlike gate-
level metrictiming, it doesnotrely on conseratively setmin-maxboundson gatedelays.

However, currentRT-basedveri cation techniquege.g.,[85,121]) fall shortin threerespectsFirst,
not all timing constraintcanbe expressedasthe relative orderingof signaltransitions.Secondly
currentveri cation tools are yet to scaleup to relatvely large circuits and achieve the success
obtainedby symbolicmethodgor untimedsystemge.g.,[33]). Finally, previouswork on relative
timing-basedreri cation [85,121] doesnot satishctorily addresghe problemof verifying thatthe
circuit obeys the constraints.

In this sectionwe addressheseshortcomingdy makingthefollowing novel contritutions:

A genealized notion of relativetiming: We introducethe conceptof a geneglizedrelative
timing (GRT) constraint,one that speci es a relatve orderingnot just betweenevents, but
betweenthe time intenals betweenpairs of events. This generalizatioraddsthe capability
to modelsomemetrictiming informationwhich is formally modeledusingreal-waluedclock
variables. The resultingcircuit modelis a timed automaton.However, sincemetric timing
constraintaretypically far fewerthannon-metricGRT constraintsywe employ relatively few
clockvariables.

Application of fully symbolicveri cation methods: We usethe new fully symbolic model
checkingalgorithmintroducedearlierin this chapter Along with the modelingmethodol-
ogy describedabore, this enablesusto verify circuitsthataresigni cantly largerthanthose
veri able with othermethods.As an examplewe have ef ciently analyzedthe Global STP
circuit [72], nding anerrorin the publishedcircuit, andthensuccessfullyerifying a x ed
version.

This sectionis organizedasfollows. We introducethe ideaof generalizedelative timing in Sec-
tion 9.4.2.1n Section9.4.3,we describehow timedcircuitsareformalizedastimed automataCase
studiesarepresentedn Section9.4.4.



148 CHAPTERY9. MODEL CHECKINGAND TIMED CIRCUITS

9.4.1 PreviousWork

Severaltechniquesave beenproposedn the past  yearsto modeltiming constraintsn circuit

design. A commonapproachs to specify upperandlower boundson the delay betweerwhena

transitionis enabledandwhenit res. Formalismssuchastimed transitionsystemdq70], timed

Petrinets[128] andtimed eventandevent/level structure416,101,105] areusedfor this purpose,
andtheconstraintarereferredto asgate-lavel metrictiming constraintsThisis anintuitive model,
but sincethetiming informationis provided atthe gate-leel, veri cation toolsbasedn this model
are restrictedto relatvely small circuits. Even with the use of partial order reductionmethods
(e.g.,[16,101]), the size of the untimedstatespacestill presentsa performancebottleneck. The
min-maxdelayboundscanimposeunnecessariiming constraintson unrelatedpartsof the circuit.

Furthermoredesignersnustberelatively conserative on how they settheboundssincethesecan
dependn post-layoutnformation.

Anotherformalismfor modelingtimedsystemss thatof timedautomatd5], whichis moreexpres-
sive thantimedtransitionsystemg6], in thatit canmodel“more global” timing constraints Maler

andPnueli[94] modelasynchronousircuits usingtimed automataput their modelis alsoat the
gate-level, requiringoneclock variableper gate. Thus, it suffers from the samescalingproblems
asthe afore-mentionednetric timing methods.Our work alsousestimed automataasthe model-
ing formalism, but in an entirely differentway: We modeltiming constraintsat a higherlevel of

abstractionandintroduceclock variablesonly wherenecessary

The obseration that enablesus to selectvely useclock variablesis that mosttiming constraints
are on pairs of eventsthat have a commonstartevent, i.e., a “point-of-divergerce’ A similar

obseration was madeby Negulescuand Peeterd107,108], who presentthe notion of a chain

constaint, which speci esthat one sequencef transitionsmust occur beforeanotherwith both

sequencesharinga commonpre x. A “point-of-divergencé constraintis morerestrictve thana

chainconstraintin alogical sensgit speci esarelative orderingfor all intermediatesequencesf

transitionsbetweerthe startandendevents),but for the samereasonit is morecompacto specify

Moreover, we canmodelmoregenerakinds of constraintsaswe describan Section9.4.2.

Therehasbeenprior work on RT-basedveri cation, with afocuson automaticallygeneratingon-
straints.Pdlaetal. [121] presenanapproactbasedon the notion of lazytransitionsystemsTheir
approachautomaticallyanditeratvely generate®RT constraintdo rule out spuriouscountergam-
ples; however, the processof addingRT constraintsrelies on knowing min-maxboundson gate
delays. Kim et al. [85] presenta veri cation methodologybasedon a differenttechniqueof au-
tomaticallygeneratingRT constraintsput do not addresgshe problemof verifying thatthe circuit
obegys the constraints While we do not automaticallygeneratdiming constraintspur work tamgets
amoregeneralklassof timing constraintsandprovideswaysof verifying thatthe constraintshold
for thecircuit.
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Clarish and Cortadella[40] presenta gate-leel modelingapproactthat representgatedelaysby
symbols,ratherthanby constantbounds. Thus,this modelis moreexpressie thanmetrictiming.
However, theveri cation problemis evenharderthanfor timedtransitionsystemsandtheapproach
is restrictecto very smallcircuits.

In thecontext of asynchronousircuits,therehasbeenmuchwork onalgorithmsfor modelchecking
timed systemssee for example,the work by Myers, Yonedagetal.(e.g.,[16,101,105,167]). The
maindifferencewith ourwork is thatthesemethodsaresymbolicin thereal-\aluedpart,but explicit-
statein the Booleanpart; hence,n spiteof incorporatingpartial-ordemreduction large circuits are
oftenoutsidetheir capacity

Therehasalsobeenwork on methodsthat usecompositionakeasoningor abstractiorto achiee
betterscalability(e.g.,[170]). Ourfocus,in thisthesisjs ondemonstratingcalabilitywithoutusing
compositionateasoningr abstractionhowever, nothingprecludesisingthetechniquegresented
hereinalongwith suchmethods.

9.4.2 Modeling Timed Cir culits

A timedcircuitis atriple , Where isaset of circuit signals isaset
of rules and is a set of timing constaints The setof initial
valuesof signalsin  is speci edasaBooleanformula

The circuit signals,which arethe statevariablesof the system,are comprisedof inputs, outputs,
andintermediatesignals.A transition(alsoreferredio aseven) is achangen logic level of asignal.
Transition correspond$o thetransitionof from to , and to thetransitionfrom to .
We will usethesymbol to referto eithertransitionfor signal

The untimedcircuit behaior is de ned by the setof rules , which comprises rules,one
for eachsignaltransition? The rulesfor the th signal arewrittenas

and

where isaBooleanformulaover indicatingtheenablingconditionfor transition to re.

Althoughwe have only introducedwo eventspersignal(correspondingo upanddown transitions),
it would be straightforvard to add nitely-many instancesf eachevent. Thatis, for a given event

, we cankeeptrackof notonly eachinstanceof , but alsoevery secondthird, ..., ™ instances
of for aconstant , with the useof additionalstatebits to keeptrack of a“count” However, we
have rarelyneededo trackmorethanoneinstanceof eachevent.

We will assumeninertial gatemaodel(but without boundson gatedelays).Thus, it is allowedfor
atransitionthatwasenabledo becomedisabledwithouthaving red, aslong asthecircuit satis es

“Noticethatthis s similarto thelanguageof productionrules[96].
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its speci cation. In the absencenf an explicit timing constraintinvolving transition , thetime
takenfor to re afterbeingenabledcanbe ary valuein ; i.e., rules, by themseles, are
purelyuntimed.

GeneralizedRelative Timing

The novel aspectof how we model circuits is in the formulation of genealized relative timing
constraints,which combinerelative timing with a capability to incorporatesomemetric timing
information.

Let denotethetime intenal betweemanoccurrencef andtheoccurrenceof imme-
diatelyprecedingt.

Thefollowing de nition formalizesthe notionof generalizedelative timing (GRT):

De nition 9.1 Let befour transitionssud that . Then,a genealizedrelative
timing constaint on is of theform:
For all occurrencesf transitions and

whee is arational constant.

It is sometimeausefulto usea non-strictinequality( ) insteadof the strictinequalityusedabore,
or to droponeof the termsin theinequalitysoasto imposeanupperor lower boundon the
time intenal betweerevents.

Point-of-divergenceconstraint. An extremely commonsub-clasf GRT constraintsare those
suchthat , , andthe sameoccurrenceof  immediatelyprecedesll occurrencesf
both and . In this casethetiming constraintspeci esthat measuringime from the point
occurs, mustalwaysoccurbefore . Wewill referto this specialcaseasa point-of-divegene
(POD) constraint.(The namecomesfrom the divergencein two pathsstartingfrom transition )
We write aPOD constraintas

Typically, and causallydependon . However, notethatthis neednot be the case! By the
de nition of , the point-of-divergene in the constraintis simply theoccurrenceof  that
isclosestintimeto and , whichneednothave causeditherof them.

Note alsothat the conceptof a POD constraintds essentiallythe sameasthat of the original RT
constraintsince,in orderto implementarelative orderingbetweerevents,onewould have to trace
thembackto a point-of-divergen@; hencethe namegenealizedrelative timing.

Metric timing constraints. Thepresencef inthede nition allowsusto expressalimited form of
metrictiming constraintsin particular we canexpressconstraint®f theform
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Note,however, thatwe cannotdirectly specifythe min-maxtiming assumptionsisedin timedtran-
sition systemg70] andrelatedformalisms sincethatwould requireconstraininghe delaybetween
whenatransitionis enabledandwhenit res.®

Compoundtiming constraints. In somecasessuchasthe Global STPcircuit thatis our primary
casestudy we have obsered the needfor compoundiming constaints formedasan xor of two
(simple) timing constraints. Sucha constraintis written as X0R . We have neededsuch
compoundconstraintdo reasoraboutrelatve orderingbetweerninstanceof eventsfrom different
cyclesof circuit operation. Furtherdiscussiorof suchconstraintds deferredto the casestudyin
Section9.4.4.

In all our casestudiesto date,we have found the classof generalizedelative timing constraints
to be sufcient. In fact, mostconstraintdendto be simple(i.e., not compound)POD constraints.
Metric timing constraintareusedonly whenthereis explicit useof delayvaluesin thedesign.

We presentwo examplego illustrateour methodologyfor modelingtiming constraints.

Example 9.2 Considettheimplementatiorof a C-elemenusingthreeAND gatesandanOR gate,
asshavn in Figure9.3.

a ab

o

=

Figure9.3: Implementation of a C-element

and denoteéheinputsignalsand istheoutput.lt is easyto seethatin orderto work correctly it
is sufcient for thecircuit in Figure9.3to respecthefollowing two fundamentamodeconstraints,
formulatedhereasPOD constraints: and

While PODconstraintsufce for theprecedingexample,in generalywe mightneeda moreexpres-
sive timing constraint.Thefollowing exampledemonstratethe needfor increasegxpressieness.

Example 9.3 Figure9.4 depictsa simplebuffer stageelementgeneratedrom the CASH compiler
thatcompilesANSI-C programsnto asynchronousircuits[159]. For correctoperationthis circuit
reliesontwo timing assumptionsdatatransferdetweerstagesisea bundleddataprotocol,anda
stageincorporatesa matcheddelayelement.

SHowever, notethattheformalismthatwe use,viz. timedautomatais generaknougtto expresssuchconstraintg6].
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Figure9.4: Buffer stagefrom CASH compiler

Thematcheddelaycanbeformalizedwith thefollowing two timing assumptions A" and ©ASH:

( CASH)

( CASH)

To ensurdhatthestagerespectshebundleddataprotocol,we additionallyneedto imposetwo POD
constraints: _ _ , and _ _

Note thatthe matcheddelayassumptions “AsH and ©*sH in Example9.3 canbe reformulatedas
POD constraintdy tracingbackto the signalof the previous stage.However, this breaks
modularity sincethetiming constraintsnvolving signalsof a modulereferenceanternalsignalsof

anothermodule. In general,we have found that while it is often possibleto reformulatemetric
timing constraintasPOD constraintsit is atthe costof modularity

Verifying Timing Constraints

Theveri cation methodgresentedh thischapteprove thatthetimedcircuit designis correctgiven
the setof timing constraints . However, it doesnot prove thatthe constraintsactuallyhold given
the true delaysin the design. Timing constraintscanbe constructedhatdo not hold in a design,
aswill be shawvn laterin Section9.4.4. Therefore thesemustbe proved separatelyin additionto
verifying thelogicalfunctionalityof thecircuit. Webrie y describehisprocesgo shav aconsistent
design o w existsfor our veri cation method.

Given a POD constraint we mustprove that ary sequencef eventsfrom to
alwaysoccursbeforethe eventsfrom to . Thisis accomplishedy tracingandtiming the
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maximumandminimumdelaypathsfrom thePODto theendpoints,andcomparingheresults.We

computethe maximumdelayof the left path( ) andthe minimum delayfor the right path
( ). This ensureghatno combinationof delayswill cause to occurbefore . Thesame
conditionsexist for thegeneraform of constraints wherethetracingmay

occurto differentstartingpoints,anda constantelayis addedwhenthe pathdelaysarecompared.

Weillustratestatictiming validationusingthecircuitin Figurel. Therearetwo PODconstraintsthe
rst of whichis . Validatingthis constraintrequiresevaluationof the max-delay
pathfrom to . Thisis simply the maximumrise delaythroughthe gatecorrespondingo
sincesignal is alreadyassertedSimilarly, theminimumdelaypathfrom to , whichdepends
on how the gateis connectedo its ervironment,is calculatedand comparedwith the maximum
rising delayof thegate to validatethis constraint.The secondconstraint is
similarly validated.

The capabilityof automaticallytracingandtiming maximumandminimum delaypaths,andcom-
paringtheresultss supportedn mostcommerciatiming toolssuchasPrimeTime[152]. Therefore,
it is possibleto automaticallyvalidateall the constraintsn . However, somecomplicationsarise
in automaticallytracingsignalsthroughsequentiatlementgsuchasthe C-elemenbf Figure9.3),
sincestatictools may not correctly cut feedbackghat exist solely to retainstate. Fully automatic
translationandvalidationof GRT constraintausingstatictiming toolsis left to futurework.

Thetiming constraintsisedin this chaptemwereidenti ed manually mary with the assistancef a
relative-timing enhancederi cation enging[144]. Automaticgeneratiorof GRT constraintgs left
to futurework.

9.4.3 From Cir cuits to Timed Automata

We describehow we formally modeltimed circuits astimed automata.The timed guarded com-
mandsrepresentationf timed automatds used asit is moreintuitive in the currentcontext.

Thetranslationof atimedcircuit to atimedautomaton is performedn threesteps.

Initialization. Thesetof Booleanstatevariablesof s initialized to bethesetof signals , while
thesetof clock variables isinitializedto .

Eachrule of the timed circuit getstranslatedo a correspondingguardedcommandof the timed
automatonthus,thereis exactly oneguardeccommandor eachtransition . For transition with
correspondingule , we initialize its guardeccommando be

Theinvariant isinitializedto be ,and issettobe (thesetof initial signalvalues).

Adding auxiliary variables. For eachtiming constraint,we addan additionalBooleanor clock
variableto storetiming information.
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Let bethe ™ timing constraint.

If isaPODconstraintwe only introducea freshBooleanstatevariable into

Suppose is notaPODconstraintandis of theform . Thenwe notonly
introducea freshBooleanstatevariable into , but alsoaddtwo clock variables and
to

Encodingtiming constraints. We encoddiming constraintsn sequence;unningthroughthe set
. As we encountetiming constraintcontaininga transition , we updatethe
guardeccommanccorrespondingo it.

Supposeave areencodingtiiming constraint , which mentiongransition . Let the currentform of
theguardeccommand for be

How we modify depend®nwhetherthetiming constraintis a POD constraintor not, andon the
roleof in theconstraintaselaboratedelow:

POD constaint: Supposeheconstrainis of theform . Therearethreecases,
with beingmodi ed differentlyin eachcase:

Case : ,
where

Case : ,
where

Case : ,
where

Theintuition is that we take the productof thetimed automatonconstructedo far) with a
two-statemonitor automatorasshavn in Figure9.5(a)to enforcethe orderingspeci ed by
the POD constraint. Thevariable encodeshe statesof this automaton.Transition can

only occurin thestatelabeled ; i.e.,thestatein which is
Non-PODconstaint: Supposedhe constraintis of the form . To
encodethis constraintwe introducea non-n@ative constant suchthat

and . Thevalueof is usuallyknown at designtime sincea non-POD

constraintarisesonly in designstylesthatmake useof someform of metrictiming, suchthe
matcheddelayassumptiorusedin thecircuit in Figure9.4.

We have four casedo consider:

Case : ,
where
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(a)POD (b) Non-POD (c) xor of POD

Figure9.5: Monitor automatafor timing

Case : ,
where

Case : ,
where

Case : ,
where
In addition, we updatethe invariant  of the timed automatorby conjoining the current
invariantwith the DL formula

The intuition behindthis translationis asfollows. First, noticethatthe Booleanvariable
encodesasbefore,the stateof a monitor automatongdepictedin Figure9.5(b). However, in

thiscasewhen is , cannotprogresseyond , asenforcedby theinvariant
. Sincetheclock variable isresetwhen res, thisforces to occurwithin
time unitsof . Secondly clock variable is resetwhen res, andthe augmented

guardfor ensureghat canonly re timeunitsafter . Theabore two mechanisms,
in conjunctionensurghatthetiming constraint is enforced.

The extensionof the translationto handlecompoundiming constraintds straightforvard; a xorR
of two constraintscan be encodedby making a non-deterministicchoiceto either monitor one
constraintor the other The monitor automatorfor the compoundconstraint XoOR , where

and is shawvn in Figure9.5(c). We omit the details.

Example

Considetthecircuitin Figure9.4. Therule correspondingo thetransition is
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Timing constraints “*sH and ©AS" bothmentionthetransition

Following thetranslatiorschemealescribedn thissectionweintroduce clockvariables
,and _ _ . The nal guardeccommandor is

where isthedelaycorrespondingo the delayelementn the gure.

Theinvariant  is theBooleanformula

and aresetby _ and _ respectiely, and are resetby - and
o respectrely. Thus, our encodingsimply formalizesthe constraintthat the delay
throughthebuffer is lessthanthatof thedelayelement.

9.4.4 CaseStudies

We have appliedour modelchecler, TMV, to several casestudies.The mainindustrialcasestudyis
apublishedversionof the GlobalSTPcircuit, a self-timedcircuit usedin theintegerunitin theIntel
Pentium4 processof72]. Othercasestudiesincludethe GasPFIFO controlcircuit [150], STAPL
circuits[116], andthe STARI circuit [64].

Experimentgeportedon herewererun on a Linux workstationwith a GHz Pentium4 processor
and GB of memory

Global STP Cir cuit

The Globally ResetDomino with Self-TerminatingPrechage (Global STP) circuit [72] is a self-

resettingdominocircuit usedin the integer unit of the Pentium4 processor The circuit usesboth
footedandunfooteddominoinverters,shavn in Figure9.6. Figure 9.7 is a hierarchical gate-leel

depictionof the Global STPcircuit. Thecircuit wediscusshere,shavn in Figure9.7,is thesimplest
form of the publishedcircuit [72], with N-logic blocksreplacediy wires,andstaticblocksreplaced
by inverters;our veri cation methodsapplyto the moregenerakircuitsaswell.

The top-level circuit is shavn in Figure 9.7(d), with the input  beinga -GHz clock andthe
outputbeingadelayedversionof thesameclock. In thebeginningof theclock cycle, thelastfooted
dominogateis beingreset,while the rst three STP stagesgo throughan evaluation. After the
prechage of the lastdominogatehasbeenturnedoff, the evaluatesignalpropagateso the output,
whereit is held until the next cycle. Interestingly note thatthe three STP stagesareresetin the
samecycle in whichthey evaluate.
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Figure9.6: Unfootedand footeddomino inverters
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Figure9.7: Global STP circuit

This circuit relieson a numberof timing constraintso ensurecorrectoperation.We wereableto
formulateall thesetiming constrainteitherasPOD constraint®r asa X Or of two PODconstraints.
We discusssomeof themoreinterestingtiming constraintdere.

Considerthe " STPstagefor all (referto Figure9.7(a)). Shortcircuit currentin the
dominoinvertermustbe avoidedby ensuringthatthe pullup andpulldown transistorsarenot both
conducting. This is avoided with the following POD constraintthat doesnot allow the pullup to
assertuntil afterthe pulldown hasbeenturnedoff. This constraintstatesthat for stage , the
delayof aclock phasemustbe shorterthanthe delaythroughthe block:

( GSTP)

Thepulsewidth of theoutputsin the stageof Figure9.7(b)aredeterminedy thedelaythrough
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the outputhbuffers andthe self-resettingoop. The following constrainghe minimum pulsewidth
on

( GSTP)

Next, considerthe footeddominoinverterin Figure9.7(d). The resetphasemustterminatebefore
thedatais removedto guarante¢he dominogatecorrectlylatchesdata. Tracingthe pathsfrom the
clock, we canexpresshisin termsof thefollowing orderingbetweertwo sequencesf transitions:

This orderingis enforcedwith thefollowing constraint:

( GSTP)

To preventincorrectoverlapof theresetof thedominogatein eachSTPstagewe needa constraint
statingthat triggeredby thepreviousrisingedgeof = mustoccurbefore trig-
geredby thecurrentrisingedgeof . Thisis amulti-cycle constraintwhichwhenwrittenin terms
of asequencef transitionsjs

We can rephrasethis multi-cycle constraintas a compoundtiming constraint 5™ xor ©STP,
where ©5™P and ©S™P aretwo POD constraintgjivenbelow:

( GSTP)

( GSTP)

To seewhy this is so0, let us performa caseanalysis. The rst caseis whenthe secondinstance

of transition occurshefore . In this case the sameinstanceof precededoth
and , andhencewe cansimply write it asthe PODconstraint ©S™. However,
if the secondnstanceof doesnot precede , it simply meanghat occurs

before res again;i.e., °5™ holds,andsodoesthe multi-cycle constraint.

Finally, considerthe dominoinverterin the LP stage depictedin Figure9.7(c). To avoid a short-
circuitin this inverter thefollowing constraints necessary

( GSTP)

In all, we needed timing constraintsasshawn in Table5.6 (we counta compoundiming con-
straintasa singleconstraint). We modelchecledthecircuit to verify the absencef short-circuits
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in all thedominoinverters.Themodelchecler's run-timewaswithin afew minutes(seeTable5.6)
andmemaoryconsumptiorwaslessthan MB.

Next, we turnedto verifying all the timing constraints successfullyverifying all but one: ©5™.
Considerthis constraint. It takesonly gatedelaysgoing from to , While it takes

going from to . This meanghatthe circuit, asdescribedn the paper[72], hasa
short-circuiterror. The mainimpactof this errorappeargo beincreasegower consumptioranda
greatempropensityfor device failurein the unfooteddominoinverter

To eliminatethiserror, wereplacedheunfooteddominoinverterin the LP stageby afooteddomino
inverter With this replacementonstraint ™ becomesinnecessaryCorrectnessf themodi ed
circuit wasveri ed withoutusingthis constraintn about minutes.

Other Cir cuits

Among the other circuits we veri ed, we brie y reporthereon the modelingof two: the GasP
controlcircuit [150] andthe STAPL left-right buffer circuit [116].

ri

li lo

PLACE

PATH

Figure9.8: GasPstage

A singlestageof the GasPcontrol circuit is depictedat the gate-leel in Figure9.8 with normally
distributed pullup and pulldown collapsedinto the unfooteddomino inverter To ensurecorrect
operatiorof this circuit, we neededo specify PODconstraintgor eachstage A sampleconstraint
is

( GASP)

We connected GasPstagedogetherin aring with exactly onefull stage.andmodelchecled it
for absencef shortcircuitsandto verify thatexactly onestagewasfull atary givenpointof time.
Both veri cation runscompletedwithin a minute,asshavn in Table9.3.
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The STAPL left-right buffer, shavn in Figure 9.9, is differentfrom the othertwo circuitsin that
it usesmetric timing constraints. Figure 9.9 shaws a single FIFO stagethat passes single bit
encodedusing dual rail encoding(with signals and ) to the output(assignals and ).
For correctoperation,the circuit employs two pulsegeneratorgshavn in Figure 9.9 as square
boxes)with pulse-lengthdessthanconstants and respectrely. Correspondindo the
pulsegeneratorstherearetwo pathsin the circuit thatarerespectrely requiredto take longerthan
constants and . An additionalconstraintis imposedthat and

. Thesetiming constraintaturallylend themselesto beingmodeledas metric constraints
with clock variables,with  constrainty clock variables)per buffer stage. In additionto these
constraintspachstagealsorequires POD constraints.Eachstagehas  Booleansignals(not
countingits inputs; note that the pulsegeneratordiave one internal Booleansignaleach). We
modelchecledaringof STAPL buffers(for samepropertiesaasthe GasRircuit); bothveri cations
completedsuccessfullywithin afew minutes.

Figure9.9: STAPL left-right buffer. Reproducedrom[116]. Thepulsegeneratowith pulsewidth
lessthan is shavn with a dashedtircle while thatwith width lessthan is shavn using
adottedcircle. Thecorrespondingathsaredashedanddottedrespectiely.

Comparisonwith Other Tools

Table9.3 summarize®ur experimentaresultsonthe circuitsdiscussedofar.
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Circuit TMV Run-Time
POD‘ XOR ‘ Metric (seconds)
GlobalSTP | 28 27 6 0
GasP-10 | 60 40 0 0
STAPL-3 30 18 0 6
Table9.3: Summary of experimental resultswith TMV. is the numberof signals,and  is

the numberof timing constraintsvith associatedreak-upinto cateyories.

We comparedhe performanceof TMV to ATACS [155], which is basedon metrictiming. ATACS
usesmodel checkingalgorithmsthat are explicit-statein the Booleancomponentand prunethe
searchspaceusing partial-orderreductionmethods® In modelingthe Global STP (the corrected
version)and STAPL circuits, we assignednin-maxdelayrangedo all gatessothattiming is anal-
ogousto countingtransitions,but for the GasPcircuit we hadto assignrangesmore carefully so
thatall POD constraintsveresatis ed. For all threecircuits, ATACS did not nish within anhour
runningout of memoryfor the STAPL andGlobal STPcircuits.

For thecircuitsdiscussedofar, mosttiming constraintsaresimple POD constraintsandvery few
constraint@aremetric. Hence we only neededo introducefew clock variablesjf ary. Thisenabled
TMV to scalewell onthesecircuits.

As mentionedn Section9.4.2,metric constraintanusuallybe reformulatedasPOD constraints,
but at the costof modularity Usingthe STARI circuit [64], we studiedthe relative performance
of TMV for two differentways of modelingconstraints.(The readeris referredto Greenstrees'

thesis[64] for a descriptionof the circuit.) All timing constraintdor this circuit canbe modeledas

PODconstraintsywherethe PODis theclock thatis distributedto bothsendeandrecever modules.
This breaksmodularity sincetiming constraintsor eachbuffer stagebetweenthe senderandthe

recever requiretracingbackto the globalclock. Onecanalsoformulatetheseconstraintaasmetric

timing constraintspecifyingthat, for eachbuffer stage an outputdatabit and mustfollow an

input within a clock phase.In our circuit model,we abstractedhe data-patto only onebit, and

modeledonly one of the two bits makingup the dual rail encoding. Thus, eachstagecontrikutes

only two Booleanstatevariables. The resultingtimed automatorhas clock variables(one per

metric constraint)for every two stagesthus,thereis exactly oneclock variablefor every Boolean

signalin astage.

We computedhesetof reachablestatedor STARI circuits(initialized to be half-full) for increasing
numbersof buffer stagesandin threedifferentways: (1) usingATACS, (2) usingTMV with purely
POD constraintsand(3) using TMV with modularlyspeci ed metric constraints.The resultsare

5Theresultsreportedor ATACs arefor the partial-ordereductionoptionthatyieldedbestresults.
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Figure9.10: Resultsfor STARI circuit. Notethatthe Y-axisis onalog scale.A timeoutof
secondsvasimposedon all runs.

displayedin Figure9.10. Using TMV with purely POD constraintds the mostscalableapproach,
followed by ATACS. Whenusedon a modelwith metricconstraintsTMV scalesvery poorly. The
reasorfor this appeargo bethateachclock zonehasfew correspondindg@ooleanstatessincethe
ratio of clock variablesto Booleansignals perstagejs fairly high (comparedo the STAPL buffer,
for instance). This reducesthe bene ts of using fully symbolic Booleanmethodsof quanti er
elimination. On the model basedpurely on POD constraints,TMV runs an orderof magnitude
fasterthanATAcCs.

9.5 Summary

In this chapterwe presentec new approachor fully symbolicmodelcheckingof timedautomata
basedon the Booleanmethodsfor quanti ed differencelogic proposedn Chapter8. We have ap-

pliedthismodelchecler to theveri cation of timedcircuits,includingindustrialexamples .Results
demonstratéhe utility of ourapproach.



Chapter 10

Conclusion

This concludingchapterdiscusseshe main theoreticalresultsand designdecisionsn this thesis,
summarizeshethesiscontritutions,andsuggestslirectionsfor futurework.

10.1 Summary of Contrib utions

Adaptive Booleanencodingmethodsprovide a new way of building ef cient, automatedlecision
proceduredor rst-order logics involving arithmetic. This thesishasmadea rst steptowards
extendingBooleanencodingmethodsto a rich subsetof logic that is usefulfor a wide rangeof
applicationsandhasdemonstratetheef ciency of theapproach.

A centraldesigndecisionin our approachs to useeagerBooleanencodingtechniques.This en-
ablesus to leveragefuture adwvancesin Booleanmethodsfar more easily thanthe lazy encoding
methodsln our experiencethis cleanseparatiorof encodingandSAT canleadto ordersof magni-
tudespeedumn someproblems.t alsoallows usto generateounter@amplesfairly easily

The eagerencodingtechniquesare basedon new theoreticalresultsgiving solution boundsfor
arbitraryquanti er-free Preshirgerarithmetic,aswell asfor specializedragmentsuchasthelogic
of G2SAT constraintsTheseresultsimprove over previous solutionboundsjn thetypical case py
anexponentiafactor Theexponentiaimprovementirectlytranslatesnto anexponentiareduction
in thesearchspaceof the SAT solver.

Booleanencodingmethodscanbe madeadaptve by incorporatingmachindearningfor automated
algorithmselection. Our experienceshavs that the useof machinelearningcannot only relieve
the userof the burdenof settingthe right combinationof command-lineoptions,but canalsoyield
ordersof magnitudespeedugomparedo previousapproaches.

The UCLID veri cation systemincorporatedall of theabove ideas,andhasbeenappliedto a wide
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rangeof applicationsn hardwareandsoftwareveri cation. In this thesis,we demonstratedts ap-
plicationto nding format-stringexploits, aclassof securityvulnerabilitiesin softwarethatrequires
precisemodelingof data.

Booleanencodingmethodscanalsobe usedfor quanti er eliminationin quanti ed logicsthatad-
mit suchelimination. Onesuchusefullogic, exploredin this thesis,is quanti ed differencelogic.
We have shavn how quanti er eliminationbasedon Booleanmethodscanbe appliedin the fully
symbolicmodelcheckingof timed systems.ln conjunctionwith a new approachto modelingtim-
ing assumptiongn circuits, our fully symbolicmodelchecler, TMV, hasscaledto industrial-size
circuits.

10.2 OpenProblems

While this dissertatiorhasanswerednary questionsijt hasalsoposedseseral new problems.We
discusssomeof the openproblemshere.

Theoretical Problems

Therearemary opentheoreticaproblemshatdesere furtherexploration.

In decidingquanti er-free Preshirger (QFP)arithmetic,we madeuseof thebound given
by Borosh,Treybig, andFlahive (seeTheorem5.1). In their 1992paper{23], Boroshand Treybig
conjecturethatthis boundcanbeimprovedto just . As far aswe know today this conjecturds
still open.

In Chapter5, we shaved how the presenceof a large numberof differenceconstraintscan be
exploited in computinga compactsolution bound. Chapter4 shawvs that the solution boundfor
G2SAT formulasis very similar to that for differenceformulas. It is thereforea naturalquestion
asto whetherthe resultsof Chapters canbe generalizedo apply to formulascomprisingmainly
G2SA constraints.

Theresultsof Chapterb applyto arbitrary-precisionnteger arithmetic. It would be interestingto
seef similarresultscouldbeobtainedfor nite-precision(modular)integerarithmetic.In thelatter
casewe alreadyhave a(trivial) nite boundonsolutionsize,but wouldliketo nd atighterbound,
or perhapsaway of performinga sparseencodingover thetrivial nite bound.

SAT and Machine Learning

In Chapter6, we obsenred theimpactof the structureof SAT instancegeneratedy the DIRECT
encodingntherelative performanceavith theSD encoding Morework needgo bedoneto formally
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understandhe structureof SAT instancegeneratedby bothencodingalgorithms.In particular for
the SD encoding,we have usedonly onechoiceof arithmeticcircuits throughoutthis thesis(e.qg.,
using ripple carry addersfor addition). Thereneedsto be a more comprehense evaluation of
differentchoicesof arithmeticcircuitsin the SD encodingwith respecto the easewith which the
resultingSAT instancesresolved.

Ourexperiencenith SAT solvershasbeenvery positve, indicatingthe presencef hiddenstructure
in theinstancesve generatg€usingall thedifferentencodingalgorithms).Formalizingthis structure
canhelpin designingmoreef cient SAT solvers,besidegproviding valuabletheoreticalinsightinto

our applicationdomains.Thework of Hoos[77] andWilliams et al. [163] aregoodstartingpoints
for tacklingthis problem.

Ourwork onusingmachindearningfor automatedlgorithmselection althoughdemonstrategust
for the SD and DIReCT encodingalgorithmsfor differencelogic, haswider applicability Speci -
cally, it couldbe usedfor differentlogical theoriesat multiple levelsin the UCLID decisionproce-
dure.Forexample,it couldbeusedfor selectingbetweemckermannstechniqug?2] for eliminating
functionapplicationsandthatgivenby Bryantetal. [29].

Applications

Automatingthe generatiorof formal modelsfrom descriptionsof real hardware andsoftware sys-
tems,in languagesuchasC andVerilog, is critical to make thetechniquegproposedn this thesis
easierto use.

While therehasbeenwork on automaticallygeneratingnite-state modelsfrom sourcecodeusing

techniquesuchaspredicateabstractior{e.g.,[11,36]), similarmethoddor generatingn nite-state

modelshave yet to be demonstratedThe recentwork by Andrausand Sakallah[7] on generating
UCLID modelsfrom Verilogis a rst stepin thisdirection.

Similarly, animportantnext stepin our work on verifying timed circuitsis to automatethe gener
ation of timing constraints.Therehasbeenpastwork on automaticallygeneratingelative timing
constraintdy attemptingo rule outspuriouscountergampleg85, 121], but they do notscalewell,
andrequirethe useof min-maxdelaybounds.An approactworth exploring is to infer af ne rela-
tions over time intenals betweeneventsbasedon applyingmachinelearningto simulationtraces;
to our knowledgethis hasnever beenattemptedefore.

10.3 Looking Ahead

Booleanmethodshave the potentialto greatlyincreasehe scalability of decisionproceduregor
rst-order logicsinvolving arithmetictherebyenablinga whole new rangeof applications.
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Therearetwo directionsin which a future researctplan could be mappedout. The rst involves
extendingtheframavork for decisionprocedurepasedn eagemBooleanencodingshathasformed
the basisfor this dissertation.The secondconcernsiew applicationghatwould bene t from ause
of decisionprocedures.

Many applicationggeneratanot one,but a whole streamof formulas(queries}to atheoremprover.
Often,thesdormulasdiffer from eachotheronly slightly. Forinstancein boundednodelchecking,
the formula generatedfter symbolicallysimulatinga systemfor ~ steps|s likely to shareseveral
commonsub-epressionswith that generatechfter steps. It is thereforeadvantageougo
make the Booleanencodingalgorithmsincrementalwith the ability to re-usework from previous
translations. For the UCLID logic consideredn this thesis,an incrementalencodingalgorithm
will work in tandemwith anincrementalSAT solving algorithm. Algorithmsandimplementations
for incrementalSAT solving alreadyexist [169]. In particular onewould like to prove theoretical
resultsabouttheextentof additionalwork neededn theincrementatranslationgivena measuref
how successie inputformulasdiffer.

The decisionproceduregproposedn this thesisdo not directly generatgroofs. Proof-generating
decisionproceduresreusefulfor atleasttwo reasonsFirst, it providesthe userwith a certi cate
of the implementatiors correctnes®n the input formula, making the systemmore trustworthy.
Secondit canbeusedin veri cation toolsthatuseproofsfor re ning abstractionssuchastheBlast
softwaremodelchecler[69].

This dissertatiorhasonly exploredpurely eagemBooleanencodingmethodsandhasdemonstrated
theiradvantage®verlazytechniquegor speci c logics. However, eagemethodssufer two limita-
tions: theencodingohasecanbea performancéottleneckandit is harderto extendthesemethods
for new theories| believe thatthesdimitations canbemitigatedby anintegrationwith lazy encod-
ing techniquesfor two reasonsFirst, whenvery little rst-order reasonings requiredfor a given
problem(e.qg.,if propositionakeasoningsufces to decideunsatis ability), lazy encodingmethods
are extremely effective. Secondlazy methodscan easily build uponary methodfor decidinga
combinationof theories,suchas Nelsonand Oppens method[109]. Someideason integrating
eagerandlazy algorithmsareincorporatedn therecentpaperby Ganzingeetal. [60].

The secondbroaddirectionfor futurework is on new applicationsNew applicationsxist in hard-
wareandsoftwareveri cation, aswell asin otherareas Softwaresecurityseemgo beaparticularly
rich spacdor futureapplications Findingsecurityvulnerabilitiesin softwareoftenrequireseason-
ing aboutdatain additionto control,andtheorenproving is particularlyeffective atanalyzingdata-
dependenpropertiesof systems.Somespeci ¢ nearterm applicationsare malware detection39]

andverifying securdanformation o w [130]. Thework ontimedcircuitsdescribedn thisthesiscan
be extendedto othersystemsoperatingundertiming assumptionssuchasdistributed systemsand
real-timeembeddedystemsFinally, automatedeasoningn expressie logicshasawide rangeof



10.3. LOOKING AHEAD 167

potentialapplicationsfrom establishedelds like constraintprogrammingandoperationgesearch
to emeging areadik e systemsiology.

Decisionprocedurewvill continueto play animportantrole in reasoningaboutthe reliability and
securityof computersystemsBooleanmethodscanbe exploitedto build decisionprocedureshat
scaleto industrial-scalgroblems. The theoreticalconceptsand practicaltechniquegpresentedn
this thesisform a foundationfor future work on leveragingBooleanreasoningnethodsfor richer
logics.
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Appendix A

UCLID

This appendixdescribeshe syntaxandsemantic®f the speci cationlanguagdor UCLID version
2.0,alongwith someof the veri cation methodghataresupportedn UCLID.

A.1 TheUCLID Speci cation Language

We presentthe semanticsnformally in the discussioraccompaying the descriptionof eachsyn-
tacticconstruct.

Thesyntaxof UCLID is very similar to theinputlanguageof the CMU versionof the SMV model
checler [98]. However, thereareseveraldifferencesandwe will pointtheseoutwherenecessary

A speci cationin UCLID is dividedinto two logical sections.The rst partdescribeshe modelof
the systemto beveri ed. Theformatof this partis very similar to thatof SMV. The secondpart,
alsocalledthecontiol sectionor module,speci eshow the symbolicsimulationis to be con gured
for the veri cation taskat hand. Onecanview this latter portion ascomprisingof commandghat
onemightordinarily typeatthe cursorof aninteractve tool.

A.1.1 Format

Theoverallformatof aUCLID speci cationis asfollows:

MODEL<modelname>

<typedefs>
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<Global Constants>
<modules>

<Control module>

<modelname> denoteghenameof thespeci cationbeingchecled. <typedefs> isanoptional

sectioncontainingtype de nitions of userde ned enumeratedypes. Constantsvith global scope
arede nedin thefollowing <Global Constants> section.Thisis followedbythespeci cation

of oneor moremodules Eachmodulehas ve subsectionsanINPUT sectionthathasdeclarations
of inputsto the module,a VARsectionfor declaringstatevariablesandmacrovariablesa CONST
sectionfor declaringconstantsa DEFINE sectionfor de ning macros,and a ASSIGN section
for de ning the initial stateand statetransitionrelation of the module. The last sectionis the

<Control module> section. This includesthreemandatorysubsectionsthe EXTVARsection
for declaringexternal variables,the STOREVARsectionfor declaringstoragevariables,and the

EXECsectionfor listing the commandgo be usedin the simulation. The optionalsubsectionsire

VAR CONSTandDEFINE, which sene the samefunctionasfor ordinarymodules.Note thatthe

term“MODELis someavhatof amisnomeyrsincea UCLID speci cationcontainsboththemodelas

well ascommanddo runthe simulation.

A.1.2 LanguageOverview

Beforedescribingthe languagen detail, we presenta simple exampleof a UCLID speci cation.
Considettheexampleof atrafc light thatchangedasednthevalueof aninternaltimer, asshavn

in gure A.1l.

timer =5

timer=12 timer=10

(timer := 0)

timer<5

FigureA.1: A timedtrafc light

TheUCLID speci cationof this systemis givenbelow:
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MODELtimedSignal

typedef signal : enum{red, vyellow, green};
MODULEtrafficLight

INPUT

VAR

(* state variables *)

light : signal;

timer : TERM;

(* macro variables *)
FIVE : TERM,;

TEN : TERM;

TWELVE: TERM;

CONST

DEFINE

FIVE := succ’5(ZERO);
TEN := succ 5(FIVE);
TWELVE:= succ™2(TEN);

ASSIGN

init[light] = red;

next[light] ‘= case
(light = red) & (timer < FIVE) : red;
(light = red) & (timer = FIVE) : green;
(light = green) & (timer < TEN) : green;
(light = green) & (timer = TEN) : yellow;
(light = yellow) & (timer < TWELVE) : vyellow;
(light = yellow) & (timer = TWELVE) : red;
default . light;

esac;

init[timer] = ZERO;

next[timer] = case
(light = yellow) & (timer = TWELVE): ZERO;
default . succ(timer);

esac;

(*----- CONTROLMODULE-----*)

CONTROL
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EXTVAR

STOREVAR
initRedCondition . TRUTH,;

VAR
redCondition . TRUTH;

CONST

DEFINE
redCondition = (trafficLight.light = red) =>
(trafficLight.timer <= trafficLight.FIVE);

EXEC

initRedCondition := redCondition;
print(trafficLight.light);
decide(initRedCondition);

simulate(1);

decide(redCondition);

simulate(1);

decide(redCondition);

simulate(1);

decide(redCondition);

A trafc signalis modeledasa enumeratedype with threevalues. Constantsn UCLID canbe
Boolean,integer, of enumeratedype, or uninterpretedsymbols(we refer to suchuninterpreted
symbolsas symbolic constants).In particular the keyword ZEROrefersto the integer constant
. Within the moduletrafficLight , the VAR and CONSTsegmentsconsistof variableand
constantdeclarationgespecuely. Variablesand constantdeclarednerehave namedocal to the
module;however, thesadenti ers maybereferencedrnywhereoutsidethe moduleby pre xing the
identi er with thenameof themodulefollowedby a“.”. TheDEFINE segmenthasthesameroleas
in CMU SMV - it is usedto de ne “macros”for commonlyoccurringsharedsub-e&pressionsThe
ASSIGN sggmentconsistsof assignmentsf initial valuesto statevariablesand speci cationsof
thenext statefunctions.Thecase expressioris usedfor conditionalassignmentgustasin SMV.

The main syntacticadditions(to the SMV style) illustratedin this exampleincludethe successor
function symbolgucc ), andthe CONTROImodule. The conditionredCondition , de ned in
thecontrolmodule checkghatthetimerin thered states alwayslessthan5. We caneasilyseethat
this conditionis alwaystrue for the speci ed model. The storagevariableinitRedCondition

is usedto storetheinitial valueof this condition. In the abore example,boundedmodelchecking
hasbeenusedto checkthevalidity of redCondition  for 3 steps.A print commands usedto
print theinitial valueof the statevariabletrafficLight.li ght . Notethatthe storagevariable
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is unnecessarin this example;the formula storedin initRedConditi on may be decidedby
insertingadecide(redCondit io n) statemenbeforethe rst simulate command.

A.1.3 Keywords and Lexical Conventions

The lexical analyzerof UCLID is case-sensite. The following alphabeticstringsare resered
keywords(someareresered for futureuse).

MODELCONTROLEXTVAR STOREVAREXEC typedef enum initialize simulate

decide print  printexpr FORALL MODULEINPUT VAR of CONSTDEFINE ASSIGN

SPEC TERMTRUTH FUNC PRED ZERO succ pred case esac default init next Lambda
EXISTS verify  model define if then else for endfor while do switch

array vector process function module procedure include  boolean

integer  signal input output OUTPUTIocal in end assert prove

Namesof identi ers (statevariablesmacrovariables constantof all types)may beary sequence
of symbolsin A-Z,a-z,0-9, _ baginningwith analphabeticharacterSpacenewline andtab
arewhite spacesandareignored.UCLID hasML-style commentswherethe comments enclosed
beginswith “(*” andendswith “*)”. Nestingof commentss allowed.

While describingsyntaxin the discussiorthat follows, we will enclosewithin quotesall strings
recognizedastokensby the parserldenti ers will bedenotedoy the strings“id”, “id0”, “id1”, etc.

A.1.4 Data Typesand Type Declarations

Therearesix classe®f datatypesin UCLID, aslistedbelow:

1. TRUTH, theBooleandatatype;
2. TERM, theintegerdatatype (uninterpretedunctionsymbolsof arity 0);

3. FUNC, thedatatypefor uninterpretedunctionsymbolsof arity greatethan0. Functionsof
thistypetake amgumentof type TERMandreturna valueof type TERM

4. PRED, the datatype for uninterpretegredicatesymbolsof arity greaterthan0. Predicates
of this typetake agumentsof type TERMandreturnavalueof type TRUTH

5. EnumeatedTypeswhich areC-styleenumeratedlypes;

6. Functionsreturningenumeatedtypes
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Enumeratedypesare the only userde ned typesin UCLID. They mustbe declaredat the very
beginningof the UCLID speci cationusingatypedef declarationasgivenbelow:

type_decl = ‘“typedef'  id0 ":"
"enum” " id1 " .. idn T}y

An exampleis illustratedbelow:
typedef signal : enumi{red, yellow, green};

The scopeof typedef declarationss global. A typedef declarationis mandatoryfor each
enumeratedlype. After thetypedef declarationtheenumeratedlypeis to bereferredoy thetype
de nedin thatdeclaration.

Variableandconstandeclarationsiremadein INPUT, VAR or CONSTsections: Typeshave the
syntax

type == "TERM" | "TRUTH" | "FUNC" "[' integer ']"
| "PRED" '[" integer " | id
| "FUNC" '"[" integer " "of" id

Considerthe following examples.ldenti ers of type TERMand TRUTHaredeclaredn a straight-
forwardmannerasshavn below:

foo : TRUTH;
bar : TERM;

For functionsandpredicatesin additionalto declaringthetype,theusermustalsodeclarehearity.
For functionsreturningan enumeratedype, the enumeratedypeis alsospeci ed. In theexamples
below, f isafunctionof 10agumentsp is apredicateof 4 agumentsandmanysSignalLights

is afunctionof oneamgumentthatreturnsthetype signal

f : FUNC[10];
p : PREDI[4];
manySignalLigh ts : FUNC[1] of signal;

Identi ers of type FUNCor PREDareusefulin modelingarrays Jookuptablesor memoriesgueues
andsimilar datastructuresusinglambdaexpressionsasdescribedn Chapter7.

1Externalandstoragevariablesarealsodeclaredn a similar fashion,but we will dealwith theseseparatelyn sec-
tion A.1.12.
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Note thata functionanda predicateof arity 0 may alsobe de ned; however, in generalthesedo
notalwaysbehae the sameasif they werede ned asTERMandTRUTHrespectiely. Functionsor
predicate®f arity O arebestde ned ashaving TERM TRUTH or anenumeratetlype,asnecessary

A.1.5 Constants

UCLID constantareof two kinds: primitive constantsandsymbolicconstantsPrimitive constants
areeitherof type TRUTHor of enumeratedype. The primitive constantof type TRUTHarel and
0. Thereis only oneprimitive constanif type TERM ZERQ standingfor the integer constant .
Primitive constant®f anenumeratetlype E arethevaluesin thesetspeci edin thetypedeclaration
for E. Primitive constantslo not have to bedeclaredn a CONSTdeclaration.

All constantsother than primitive constantsare symbolic In UCLID version2.0, therecan be
no symbolic constantof enumeratedype, or of a FUNCtype that returnsenumeratedype. All
symbolicconstantsnustbe declaredn a CONSTdeclarationgitherglobally or within amodule.

Thesyntaxof a CONSTdeclarations asfollows:

const_decl = "CONST"
id1 ™" typel "
id2 ™" type2 "

Examplesof CONSTdeclarationgaregivenbelow:

CONST
bO : TRUTH; (* symbolic Boolean constant *)
TO : TERM; (* symbolic constant of type TERM?)
fO : FUNCI[3]; (* symbolic constant of type FUNCand arity 3 %)

A.1.6 Input Variables

Inputsto a modulemustbedeclaredn theINPUT sectionof themodule.Variablesdeclaredn this
mannerarecalledinput variables

Inputvariablesaretypically usedto provide inputsto amodulefrom the CONTROL module where
the value of the input signalin a given stepmay be controlledby the user An input variablefor
module  might alsobe a variablein anothermodule  that referencesthe declarationis
needednlyif  precedes inthe le.

Thesyntaxof anINPUT declarations asfollows:
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input_decl n=  "INPUT"
idl II:II typel Il;ll
id2 II:II typez II;II

UCLID version2.0doesnotsupporinstantiatiorof moduleswithin anothemodule.We planto im-
plementhisin thenext version,andthatwill make differentuseof theINPUT section(substituting
actualamgumentdor formal aguments).

A.1.7 StateVariables

A stateof aUCLID modelis anassignmenof valuesto statevariables.

The statevariablesof eachmodulearedeclaredn the VARsectionof thatmodule.A statevariable
may be of ary of the six kinds of typesdiscussedn sectionA.1.4. The syntaxof a statevariable
declarations asfollows

var_decl := "VAR"
idl |I:I| typel II;II
id2 |I:I| typez II;II

In addition, to statevariables auxiliary andmacrovariablesmay be usedto improve readabilityof
the speci cation,andin veri cation. Thesevariablesmustalsobe declaredn a VARdeclaration.
They aretypically de nedin the DEFINE section.

A.1.8 Macro De nitions

The DEFINE sectionof amoduleis usedto de ne macrosgspeciallyfor sharedsubepressionsso
asto improve readability The syntaxof a DEFINE declaratioris asfollows

defines = "DEFINE"
id1 ™=" exprl "
id2  "="  expr2 "

Wheneer ary identi er thatappearson the left handside (LHS) of a DEFINE statementappears
in anexpressiorsubsequenb its de nition, it is replacedoy the expressioron the right handside
(RHS) of its DEFINE statement.lIt is an errorto usea DEFINE identi er beforeits de nition;
circularde nitions will alsoresultin anerror
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The RHS of a DEFINE statemenis anexpressiorwhosesyntaxis de ned in sectionA.1.10.

A.1.9 State Assignmentsand the Transition Relation

Theinitial stateassignmenandthetransitionrelationfor statevariableswithin amodulearede ned
in the ASSIGNsection.

Thesyntaxof an ASSIGNdeclaratioris asfollows

assigns = "ASSIGN"
lvall "=" exprl ""
val2z "=" expr2 "
val == "init" toid T ] "nextt Y id M

NoticethatUCLID syntaxdiffersfrom SMV syntaxin thatwe usesquarédracletsinsteadof paren-
theseswith theinit andnext strings.

Anl-value,denotechborebylval , denoteithertheinitial statevalueof astatevariablev (written
init[v] , orthenext statevalueof v (writtennext[v] ). TheexpressiorontheRHSof aninit
assignments evaluatedprior to the simulations run-time,and assignedo be the initial value of
thestatevariablereferencedntheLHS. Foranext assignmentheexpressions evaluatedasthe
simulationis run, andwill bethenext statevalueof thestatevariablereferencednthe LHS.

Expression®nthe RHS of a next stateassignmenof a variablemayreferencahenext statevalues
of otherstatevariables.It is thereforepossibleto have a combinationadependencamongsistate
variablesarisingfrom next stateassignmentsThe UCLID interpreterextractsthesedependencies
automaticallyandevaluateghestatevariablesn asuitableorder Circulardependencieasrereported
aserrors;theinterpreterin UCLID version2.0 doesnot reproducehe dependenciei caseof an
error TheRHSof aninitial stateassignmentnayincludeotherstatevariableshbut nocombinational
dependencieareresolhed, andif onearises,t is reportedasa compile-timeerror If theinitial or
next stateof a statevariableis assignednore thanonce,the last assignments the only onethat
applies.

A.1.10 Expressions

Expressiongn UCLID aregenerateg@ccordingo thefollowing syntax:

expr = simple-expr
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| case-expr /* Case expression  */
| nondet-expr /* Nondeterminist ic expression  */
simple-expr = truth-expr /* Truth expression */
| term-expr [* Term expression  */
| enum-expr /* Enum type expression  */
| func-expr /* Function  expression  */
| enum-fexpr /* Enum type Function expression  */
| pred-expr /* Predicate  expression  */

Notethatparenthesesanalwaysbe putaroundexpressionsexceptfor case-gpressionandnonde-

terministicexpressionsyhich dont needary. Parenthesealsocannotbe placedaround
expressionsywhich areintroducedn SectionA.1.12.

Truth expressions

Truth expression®r Booleanexpressionshave type TRUTH Their syntaxis asfollows:

FORALL

truth-expr = 1| O /* primitive Boolean constants  */
| id [* symbolic Boolean constant or variable *
| "next" " id "
/* Next state value of state variable *
| "™ truth-exprl I* Not *
| truth-exprl "&"  truth-expr2 ¥ And */
| truth-exprl "I" truth-expr2 [* Or *
| truth-exprl "=>" truth-expr2 /¥ Implication */
| truth-exprl "<=>"  truth-expr2 /* Equivalence  */
| term-exprl  "=" term-expr2 /¥ Equality *
| term-exprl  "I="  term-expr2 [*  Not-equality *
| enum-exprl "=" enum-expr2 /¥ Equality *
| enum-exprl "=" enum-expr2 /¥ Not-equality */
| term-exprl  "<" term-expr2 [* Less than */
| term-exprl  ">" term-expr2 /¥ Greater than */
| term-exprl  "<=" term-expr2 /* Less than or Equal *
| term-exprl  ">=" term-expr2 [* Greater than or Equal
| pred-expr (" term-exprl )" term-expr2
term-exprn "' [* Predicate  application

Theprecedencef logicalandrelationaloperatorgs givenbelow, from highesto lowestprecedence.

*/

*/
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== <=>

All operatorof equalprecedencassociateo theleft, exceptfor =>, which associateto theright.

Term expressions

Termexpressiondave type TERMthey maybe viewed asintegers,althoughthereareno primitive

integerconstantgle ned. Their syntaxis asfollows:

term-expr = id /* symbolic constant or variable */
| "next" [ id "
/* Next state value of state variable *
| "ZERO" [* the integer constant 0 *
| "succ" (" term-expr )" [* term-expr + 1 *
| "pred” "(" term-expr )" [* term-expr - 1 *
| "succ™ k "(* term-expr )"
/¥ term-expr + k, for constant
positive integer k */
| "pred™ k "(* term-expr )"
/¥ term-expr - k, for constant
positive integer k */
| term-exprl  "+" term-expr2 /* integer  addition */
| term-exprl "' term-expr2 /* integer  subtraction */
| k ™" term-expr [*  multiplication by a positive integer
constant  k */
| func-expr "(*  term-exprl )" term-expr2
term-exprn  ")" [* Function application */

Enumerated type expression

Enumeratedlypeexpressiongvaluateto auserde ned enumeratetiype;their syntaxis very similar

to thatof termexpressions.

enum-expr = id /¥ primitive constant

or variable

*/
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| Ilnextll ll[ll id Il]ll
/* Next state value of state variable */

| enum-fexpr "(* term-exprl , term-expr2 ,
term-exprn  ")" /* Enum Function  application */

Function expressions

Functionexpressionsvaluateto functionsthattake agumentsof type TERMandreturnvaluesof
type TERMA powerful featureof UCLID is to beableto de ne functionswhosebodychangesver
steps.This allows functionsto modelmemoriesqueueslists andotherusefuldatastructures.

func-expr w= id [* symbolic constant or variable *
| "next" [* id "]
/¥ Next state value of state variable */
| "Lambda" " "(* idl1 " id2 .. " idn
"' term-expr

Thelist of agumentgo the Lambda operatomusthave atleastoneelement.Also, theamguments
to a Lambda mustbe declaredas symbolic constants.Both of thesehold goodfor the Lambda
operatolin sectionsA.1.10andA.1.10.

Function expressiong eturning enumtype

Functionexpressionshattake agumentsof type TERMandreturnvaluesof auserde ned enumer
atedtypearealsovery useful.

enum-fexpr = id /* symbolic constant or variable */
| "next" "[* id "
/* Next state value of state variable *
| “"Lambda"™ " "(* id1 " id2 .. " idn
) enum-expr

Predicateexpressions

Predicatexpressionsvaluateto functionsthattake agumentsof type TERMandreturnvaluesof
type TRUTH Usingtheability of UCLID to expresdambdaexpressionswe canbuild, for example,
predicateexpressionshatrepresenbooleanstatetablesof arraysof processes.
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id /* symbolic constant or variable */
| "next" [ id "
/* Next state value of state variable */
| "Lambda" " "(* idl ") id2 .. " idn
' truth-expr

pred-expr

Nondeterminism

TheUCLID syntaxallows for expressionghatevaluateto setsof values.Internally freshsymbolic
Booleanconstantaregeneratedo encodesetsof valuesasan‘if-then-else”expressiorconditioned
onthevaluesof theseconstantsThesefreshBooleanconstantdhiave namesof theform pN where
Nis a naturalnumbey andsometimegetassignedraluesin a countergample.

The syntaxof nondeterministiexpressionss asfollows:

nondet-expr = """ simple-exprl , simple-expr2 ,
simple-exprn "

Caseexpressions

Conditionalassignmentare madeusing caseexpressions.The syntaxof a caseexpressionis as
follows.

case-expr .= simple-case-exp r
| lambda-case-exp r

simple-case-expr = ‘"case"
truth-exprl "" gen-exprl ;"
truth-expr2 "" gen-expr2 ";"
default ™" gen-exprn "
"esac"
lambda-case-expr = ‘"Lambda" " "(* idl " id2 .. "" idm ")"
"case"
truth-exprl "" gen-exprl "
truth-expr2 ""  gen-expr2 "

default ™" gen-exprn "
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"esac"
gen-expr = truth-expr
| term-expr
| enum-expr
| "{" truth-exprl "t " truth-exprn "
| {* term-exprl1 " ... "" term-exprn "}"
| {* enum-expri " .. "" enum-exprn "}"

Notethatwe usethe C-styledefault  for thelastitemin the caseasopposedo the SMV-style1.
Nestingof caseexpressionss not allowed.

A.1.11 Modules

A moduleis usedto collecttogetherelatedstatevariablesandassociate@onstantsmacrode ni-
tions and stateassignmentsUCLID version2.0 haslimited modulesupport,and providesessen-
tially two featuresFirst, we allow local naming,wherevariableswith samenamescanbedeclared
in differentmodules.Secondwe alsoallow the useof input signalsfrom othermodules,ncluding
the Controlmodule. This latter featureallows the userto con gure a simulationasneeded.Note
thatUCLID version2.0doesnotallow oneto instantiatemoduleswithin othermodules.

The syntaxof amodulede nition (otherthanthe Controlmodule)is asfollows:

module := "MODULE" id
"INPUT"
.. I* input variable declarations */
"VAR"
... [I* state variable and macro declarations */
"CONST"
... I* symbolic constant declarations */
"DEFINE"
... I* macro definitions */
"ASSIGN"

[* state variable assignments  */

A.1.12 The Control Module

The Controlmoduleallows the userto con gure the symbolicsimulationfor the veri cation taskat
hand. In sectionA.2, we describesomeof the veri cation techniqueshat UCLID canbe usedfor,
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andhow the Controlmodulecanbe usedfor thosetechniques.

The syntaxof the Controlmoduleis asfollows:

control = "CONTROL"

"EXTVAR"

[* external variable declarations */
"STOREVAR"

[* storage variable declarations */
"VAR"

/* macro variable declarations *
"CONST"

/* symbolic constant declarations */
"DEFINE"

/*  macro definitions */
"EXEC"

/* simulator commands */

The VAR CONSTand DEFINE segmentsof the Control modulesene exactly the samepurpose
asfor ary othermodule,and have the samesyntax. The VAR CONSTand DEFINE sectionsare
optional. TheVARsggmentwill notcontainary declarationgor statevariablesasthereareno state
variablesn the Controlmodule.

External Variables

In symbolicsimulation,the usermight sometimesvish to controlthe valuea statevariabletakesat

aspeci c step.For example,in correspondenceheckingusingthe methodpioneeredy Burchand

Dill, onesideof thecommutatve diagramis asimulationthat rst performsushing, projection,and

thenexecutesa stepof thespeci cationmachinewhile theothersideof thediagramrst executesa

stepof theimplementatiormachine andthenperforms ushing. In this casethe ush signalneeds
to take on speci ¢ valuesat speci ¢ stepsandthesestepsaredifferentdependingiponwhich side

of thecommutatie diagramwe aretrying to simulate.

The externalvariableis a featureof UCLID thataddressethis problem.An externalvariableis a
usercontrolledinputto thesystenthatcanbeassignedpeci ¢ valuesatspeci ¢ steps.An external
variabledeclarationncludes,n additionto thetype declarationanassignmenof the default value
thatthevariabletakes,asshavn here;:

extvar_decl n=  "EXTVAR"
id1 ™" typel "=" exprl "
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id2 ™" type2 "="  expr2 "

Externalvariablesare also declaredasinputsto modulesbeforethey aredeclaredin the Control
module(however, whenthey aredeclaredasinputs,no default valueis assigned)lt is anerrorto
declareanexternalvariablethatis notaninputto any module.

Thevalueof anexternalvariableat step is usedin the simulationat step . For example,for
externalvariableflush , theassignment

flush[3] = 0

meanghatthevalueof ush usedin thefourth stepof simulationis .

Externalvariablesnd usein veri cation taskswherethe valuesof variablesat certainstepsmust
be userspeci ed, suchasin correspondencehecking. For example,they areusedin the ushing
operatiorfor verifying pipelinedprocessodesigndy the Burch-Dill method[34].

StorageVariables

During symbolic simulation,one might wish to storeintermediatevaluesof variablesandexpres-
sionsfor laterreference Storagevariablessene preciselythis purpose.

The syntaxof a storagevariabledeclarations asfollows:

storevar_decl = "STOREVAR"
idl ™" typel "
id2 " type2 "

Commandsand Assignments

The EXECsectionof the Control modulecontains4 kinds of commandsandtwo kinds of assign-
ments.The syntaxof anEXECsectionis asfollows:

exec = "EXEC"
stmtl ;"
stmt2 "

stmt = ‘“"simulate" "(" integer )" /*  Simulate command */
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| “initialize" [* Re-initialize all  state */

| “"decide™ (" gen-truth-expr "' [* Decide command */

| "print" " id ™" [ Print the value of a state variable */

| "print" ("™ sting ™ ")" [* Print any arbitrary string
enclosed in double quotes */

| “printexpr” " expr "M)" [* Print the value of an expr *

| id ™=" expr [* Storage variable assignment  */

| id "[" integer "]" "="  expr

[* external variable assignment  */

The simulatecommandtakes an integer agument that speci esthe numberof stepsthe sym-
bolic simulationis to be run for, and simulatesthe systemfor steps. The initialize command
re-initializesall statevariablesn the systento theirinitial value.Thisis useful,for instancewhile

doingcorrespondencehecking.

Thedecidecommandakesasamgumenta “generalizedtruth-expression.The syntaxof this gener
alizedtruth expressioris givenbelow:

gen-truth-expr = truth-expr
| forall-truth-e Xpr "=>" truth-expr
| forall-truth-e xpr 1 "=>" forall-truth-ex pr2
forall-truth-exp r = "FORALL" "(" id1 "" id2 .. "" idn ")"
truth-expr

A generalizedruthexpressions eitheranordinarytruth-expressionasintroducedn sectionA.1.10,

or anexpressionof the form wherethe antecedent hassomevariables(of type TERM

universallyquanti ed, while theconsequent mayor maynothave universallyquanti ed variables
(of type TERM. Thelist of agumentgo the FORALLoperatormusthave atleastoneelement.We

will describenow this syntacticfeatureis usedin sectionA.2.

UCLID version2.0 providestwo commanddor printing: print andprintexpr. The print command
hastwo variants.The rst allows oneto print thevalueof ary statevariableatary step.Thesecond
allows the userto print anarbitrarystringenclosedn doublequotationmarks,primarily for pretty
formatting of the output. The printexpr commandallows oneto print the value of ary expression
(respectinghe syntaxof expr ) atthecurrentsimulationstep.

Thesizeof the outputgeneratindyy printing the valuesof statevariablesandexpressiongproduces
blows up very quickly asthenumberof simulationstepsncreasesye thereforestronglydiscourage
printing statevariablesandexpressionafteraverylarge numberof simulationstepsunlesshey are
known to besmall.
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Assignmentso storagevariablesaresimilarto macrode nitions. Thestoragevariablenameappears
on the LHS of the assignmentandit canbe assignecan expressionof its type. Assignmentgo
externalvariablesalsoneedto specifythe stepof simulationthe RHS expressioris to be evaluated
at. At thatstep,the expressionis evaluatedandthe valueis usedwherever the externalvariableis
used. The naturalnumberspecifyingthe simulationstepis written in squarebracletson the LHS
next to the externalvariablename.

A.2 Verication with UCLID

UCLID version2.0 canbe usedwith severalveri cation methodsaswasbrie y describedn Sec-
tion 7.3. We describethe morecommonlyusedtechniguesn this sectionusingthe languagecon-
structsintroducedn SectionA.1. Usingthe primitive constructdescribedn SectionA.1, theuser
caneasilydeveloptechniquedasedn symbolicsimulationotherthanthoselistedbelow.

BoundedModel Checking

Plain symbolicsimulationor boundedmodelchedking canbe doneby simply runningthe simu-
late commandspecifyingthe numberof stepsasanagument.Thedecide commancdccanthen
be usedto checkthe validity of a propertyof interestin a given state. This canbe a very useful
bug- nding tool.

Boundedmodel checkingcanbe usedto checksafetyproperties(stateinvariants)for a bounded
numberof simulationsteps.If the propertydoesnot hold for ary state,UCLID generates coun-
terexamplethatcanbeusedto generata traceshaving how the bug may be exploited. However, if
the propertyholdsfor all statesn the simulation,we cannotmale ary assertionaboutwhetherit
will continueto hold for futuresteps.

Limited checkingof livenesspropertiesis also possible. For example,if we wish to checkif a
processreleasesa lock eventually (startingfrom an initial state)andif the symbolic simulation
leadsto sucha state,then,we canasserthatthe propertydoesindeedhold. However, we cannot
nd countergamplesfor suchalivenesgroperty(if it doesnot hold on atruncatedun).

Theexamplein sectionA.1.2illustratestheuseof UCLID for boundednodelchecking.In bounded
modelchecking,all statevariablesareinitialized to their initial statevaluesusingtheinit state-
ment. To checkthe validity of safetypropertiesof interestafter eachstepof simulation,the user
insertsdecide commandsafter the correspondingimulate  commands.If the formulasare
valid ateachstepupto stepsstartingfrom aninitial state , thenthe safetypropertyof interest
holdsfor the rst  stepsstartingfrom . We have foundboundedmodelcheckingto be usefulin

catchingbugs,especiallyasa rst stepbeforetrying to verify the systemusingtechniquesuchas
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correspondenceheckingor inductive invariantchecking.

CorrespondenceChecking

Correspondenceheckinginvolves simulatingtwo different sidesof a commutatve diagramand
checkingthe validity of the propertyof interestattheend[34,158]. Thus,theoutline of theveri -
cationtask,asspeci edin the Controlmoduleof a UCLID speci cation,will beasfollows:

1. Assignvaluesof externalvariablesat speci ¢ stepsin the simulation,usingexternalvariable
assignments.

2. Runthesimulationfor onesideof thediagram,usingthesimulate  command.
3. Savethevaluesof relevant statevariablesusingstoragevariables.

4. Re-initializeto the startstate usingtheinitialize command.

5. (Re-)Assignvaluesof externalvariablesat differentsteps.

6. Runthesimulationfor the othersideof thediagram.

7. (Optional)Save thevaluesof relevantstatevariablesn storagevariables.

8. Constructa formulafor the propertyof interest,andcheckits validity by usingthe decide
command.

Deductive Veri cation

Anotherveri cation techniquethat UCLID canbe usedon is to prove the inductive invariant of
a system. In this technigue the startingstateis initialized to a mostgeneralstate. The systemis
symbolicallysimulatedfor onestep. Then,a propertyof theform is checled,
where denotesa formula for the invariant propertywe wish to verify, and is its
next-stateversion.

In generaltheproperty  will needto beaugmentedby severalotherauxiliary invariants just as
is oftenthe casen theoremproving. Theuserhasto comeupwith “lemmas”to prove theinductive
invariant,but theproces®f checkingthevalidity of thesdemmass entirelyautomatic.TheUCLID

countergamplegeneratois very usefulin providing hintsfor lemmas.
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Quanti ers and Antecedentinstantiation

Formulasthatarechecledfor validity usingthedecide commandareformulasin theCLU logic.
Thislogic canexpressary propertyin quanti er-free rst orderlogic involving counterarithmetic.It
is oftenthe casethatpropertief interestinvolve quanti ers. In particulayr mary propertiesnvolve
the useof the universal( ) quanti er. UCLID version2.0 provideslimited supportfor specifying
propertieswvith universalquanti ers.

Therearethreeclasse®f quanti ed formulasthatUCLID version2.0 canhandle:

1. Universal Quanti cation on the outsideof a quanti er-free formula: The generalform of a
propertyof thiskind is

where is anarbitraryformulain CLU wherethe shave type TERM Since
a universallyquanti ed formulais valid if andonly if the a formulawithout the quanti ers
is valid (i.e., aformulain which the s appearfree), this casecanbe expressedyy simply
droppingthe quanti ers,andexpressinghequanti er-free formulain UCLID syntax.

For example,considettheformulabelow:

This canbeexpressedn UCLID syntaxquitesimply as

(i =) =0 = 1)
We have foundthatmostpropertiedall underthis case.

2. Universal Quanti cation only over variablesappearingin the antecedentThe generaform
of aformula of thiskind is

where and arearbitraryformulasin CLU, and donotappear
freein

Noticethatby pulling outtheuniversalquanti ers, canberewrittenas

Formula canbeveri ed in UCLID in two ways. The rst methodinvolvesproving a more
conserative versionof , namelytheformula
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Noticethattheabore formulais of thekind handledn item 1 abore, andsocanbetranslated
to anequivalentformulain CLU.

Often, the more conserative propertyfails to hold, and othertechniquesare needed. The
secondmethodinvolves the useof instantiation Instantiationis the processby which the
universalquanti er over the antecedentf is corvertedto a nite conjunctionof instances
of theantecedentEachinstancds generatedy assigninga symbolicconstanto aquanti ed
variable,and droppingthe universalquanti er over that variable. For example,the abore
formula would gettranslatedo anew formula givenbelov

This procedurds sound,but necessarilyncomplete becausat would otherwiseimply the
decidabilityof rst-order logic. In otherwords,if isvalid, sois , but couldbevalid
without beingvalid. We have foundthatusinganinstantiationtechniques oftenuseful
in proving thevalidity of the propertyof interest.

UCLID version 2.0 incorporatesa simple heuristic stratgy to instantiatethe antecedent,
which hashad somesuccess. The stratgy essentiallyinvolves instantiatingeachquanti-
ed variableswith all relevanttermsfrom the consequenformula . Furtherdetailsof this
proceduraareavailableelsevhere[89].

Instantiationmay be speci ed in the UCLID languageasfollows. For the property given
above,theuserwouldwrite acorresponding CLID formula(of typeTRUTH asgivenbelow
(assume )

FORALL(i1, i2) A(@l, i2 =>C

whereA andC areUCLID truth-expressionsorrespondingo and above, respectiely.

3. Universal Quanti cation performedsepaately over variablesappearingin the antecedent
andin theconsequentThegeneraform of aformula of thiskindis

where and arearbitraryformulasin CLU sothat
donotappeafreein ,and donotappeafreein

is equivalentto thefollowing formula
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whichin turnis equivalentto

Notice thatthe lastformulaabaove is in the form of item 2 above. Therefore we canhandle
this formula using the conserative approachand the instantiationtechniquesdescribedn
item 2.

However, UCLID version2.0 allows the userto be explicit aboutwhich variablesarebeing
universallyquanti ed in the consequent . Thus,for and , maybewrittenin
UCLID as

FORALL(1) A(1) => FORALL(1, j2) C(1, j2)
In UCLID version2.0,thiswill have exactly the sameeffectaswriting
FORALL(1) A(1) => C(1, j2)

Automaticinstantiationis afairly expensve operation— the formulablows up exponentiallywith
increasen the numberof variablesto be instantiated. Fortunately automaticinstantiationneed
not alwaysbe done. Considerthe classof propertieghatimposeconstraintson the valuesof state
variables.In thesecasesthe usercanencodeheinvariantinto theinit  stateassignmento those
variables. Suchan invariant hasthe form , Where is a statevariableand is a case
expressionenumeratingall the possibleexpressions canevaluateto alongwith the conditions
underwhich canequalthem.

In the caseof inductive invariantchecking,if the invariantformulaon a variable is denotedby
, theninsteadof checkingthe validity of aformulaof theform , we merely
encode intotheinitial stateof , simulatefor onestep,andthencheck

Considerthe exampleof sectionA.1.2. Supposave wantedto prove the following propertyusing
inductve invariantchecking:

(trafficLight.timer = ZERO) => (trafficLight.light = red)

We couldencodeaheinvariantinto theinitial stateasfollows:

init[light] ‘= case
timer = ZERO: red;
default . {red, vyellow, green};

esac;

Further Information

More informationon UCLID usagecanbefoundin theusers manual[137].
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