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Abstract

Modern society has produced a wealth of data to preserve for the long $ame
data we keep for cultural benet, in order to make it available to future giums,
while other data we keep because of legal imperatives. One way to yEesech
data is to store it usingurvivablestorage systems. Survivable storage is distinct from
reliable storage in that it tolerates con dentiality failures in which unauthdrizsers
compromise component storage servers, as well as crash failuresvefsseThus, a
survivable storage system can guarantee both the availability and thdesurality of
stored data.

Research into survivable storage systems investigates the usefefi threshold
sharing schemes to distribute data to servers, in which each servetreseaeshare of
the data. Anym shares can be used to reconstruct the data, butngng shares reveal
no information about the data. The central thesis of this dissertation is thatlyo tr
preserve data for the long term, a system that uses threshold schemésaiy=irate
recovery protocols able to overcome server failures, adapt to clgpagailability or
con dentiality requirements, and operate in a decentralized manner.

To support the thesis, | present the design and experimental perfoeraaalysis
of averi able secret redistributiorprotocol for threshold sharing schemes. The pro-
tocol redistributes shares of data from old to new, possibly disjoint, setergérs,
such that new shares generated by redistribution cannot be combinealdhstiares to
reconstruct the original data. The protocol is decentralized, andraesquire inter-
mediate reconstruction of the data; thus, one does not create a ceimtabffailure
or risk the exposure of the data during protocol execution. The prbitocarporates a
veri cation capability that enables new servers to con rm that their shaesn be used
to reconstruct the original data.



Vi

Acknowledgements

| think no student could nd a better advisor than in mine, Jeannette Wingh&halways been
there to provide feedback, support, and guidance throughout theecolimy dissertation research,
and | thank her for all of her efforts. | also thank the members of my commit@®eg-Ganger,
Mike Reiter, and Chenxi Wang—for their feedback and support.

I would also like to acknowledge the guidance that | have received fromathgagues in the re-
search community. In particular, | would like to thank Garth Gibson (my prevaalvisor), Richard
Golding, and John Wilkes for their research and personal advice.

| am grateful to both Ken Birman (my M.Eng. advisor) and Fred Schnetdgomell University
for providing lab facilities and research feedback while | was in Ithaca fmonth in 2002. | also
thank the members of the PDL Consortium (including EMC, Hewlett-Packard;hdjtBM, Intel,
LSI, Microsoft, Network Appliance, Oracle, Panasas, Seagate,a&uhyeritas) for their feedback
and support.

I would like to thank Paul Mazaitis and Joan Digney for taking the time to pradfray dis-
sertation for any bugs in the writing, as well as for all of their help durind. R&treats and Open
Houses.

| have been fortunate to have been a part of the CMU SCS community. Ngsdta top-notch
research environment, but it has also been a friendly and welcomingtplaee | have made many
friends while at CMU, and | thank them all for their support, and for beingart of my life and
letting me be a part of theirs.

Last, but not least, | would to thank my wife, Addie, for her love and ermgement. She never
stopped believing that | could (and would) nish my dissertation, even whed my doubts.

And, for anyone who has been aaphyr in the last two years,<slip>".



Contents

1 Introduction

1.1 Thesisstatement. . . . . . . . . .. o3
2 System model 5
2.1 Abstract storage systemmodel . . . . .. ... L 5
2.2 The mobile adversary and its effectonservers . . . . . ... ... ... ... 7
2.3 Thedynamic membershipmodel . . . . . ... ... ... ... ........ D 10
2.4 SUMMANY . . . . o e e e e e D 11
3 \Veri able Secret Redistribution
3.1 Cryptographic buildingblocks . . . .. .. ... ... ... ...........
3.1.1 Shamir's threshold sharingscheme . . . . . . .. ... ... ...... L o14
3.1.2 Desmedt and Jajodia’'s secret redistribution protocol . . . . ... ... 14
3.1.3 Feldman'sVSSscheme . .. ... .. ... ... ... ... . ..., .15
3.2 TheVSRprotocol . . . .. . . . . . .. . . E 1
3.2.1 Assumptions about faulty shareholders . . . .. ... ... ...... H 2
3.2.2 Detection of faulty old shareholders . . . . ... ... ... ....... 22
3.23 Computationcost . . . . . . . ... ] 23
3.2.4 Protocol correctness on termination . . . . .. ... ... L 24
3.2.5 Protocolsecurity . . . .. .. .. D 26
3.3 The mobile adversary and the VSR protocol . . . .. .. ... ... ... ... 30
3.4 SUMMANY . . . . e .33
4 Hathor: An Experimental Storage System

4.1 Datadistributionschemes . . . . . . . . . . . D 36



viii

CONTENTS

4.2 Client and server implementation . . . . . .. .. ... ...
4.3 l/Ooperations . . . . .. .. ...
431 STORE . .« v v vttt e e e e e
4.3.2 REDISTRIBUTE . . « « v v v v v e e et e e e e e
433 RETRIEVE . . . .« i ittt ittt
4.4 SUMMAry . . . . . e e e e e e

5 Performance Evaluation

5.1 Shamir's threshold sharing scheme performance . . . . .. .. ... .. ...

5.2 \Veri able secret redistribution performance
5.2.1 VSR with an exponentiation witness function

5.2.2 VSR with an elliptic curve witness function . . . . . .
5.3 Hathor storage system performance . . ... ... ... ..

54 Summary . .. ...

6 Related Work

6.1 Redistribution for threshold sharing schemes . . . . . . . ..
6.2 Survivable storagesystems . . . .. .. ... ...
6.3 Design studies for survivable storage systems . . . . .. ... ... ...

7 Conclusions and future work

7.1 Researchcontributions . . . ... ... ... ........

7.2 Futurework . . . . . ...

A REDISTRIBUTE for REPLICA and HYBRID

.......... .| 57



List of Figures

11

2.1
2.2
2.3

3.1
3.2
3.3
3.4

4.1
4.2
4.3
4.4
4.5
4.6

5.1
5.2
5.3
5.4
5.5
5.6
5.7

A storage system without a recovery mechanism. . . . .. ... ... .... 2
Abstract model of a storage systemwiteervers . . . . . ... ... L. 6
A storage system in the presence of an mobile adversary 8
A storage system with a recovery protocol in the presence of a mobiesady . . 9
Desmedt and Jajodia’s secret redistribution protocol . . . . . . ... ... .. 15
Feldman's veri able secret sharingscheme . . . . .. ... ... ... ... 16
Veri able secret redistribution protocol . . . . . . .. .. ... ... .. ... 19

A storage system with the VSR protocol in the presence of a mobile adyers . 132

Data distribution schemes implemented inHathor . . . . . ... ... ... .. .l 36
Functional modules of the client and server implementations in Hathor . ..... .38
STOREOperation state machine for clients and servers in Hathor . . . . . . .. Ll a0
REDISTRIBUTEOperation state machine for old servers in Hathor . . . . . . . . Y
REDISTRIBUTEOperation state machine for new servers in Hathor . . . . . . . L 44
RETRIEVE operation state machine for clients and servers in Hathor . . . . . . D 47
Performance of Shamir's threshold sharing scheme . . . . . . ... .. ... 50
Performance of the VSR protocol with an exponentiation witness function . . 53
suBSHAREperformance of the VSR protocol . . . . .. .. ... ... ..... D 54
Performance of the VSR protood. block size . . . .. .. ... ... ...... | 56
Performance of the VSR protocol with an elliptic curve witness function . . . 58
SHARESVALID performance of the VSR protoces. nite eld bit sizes . . . . . 60
Performance of Hathars. lesize . . . . . . .. ... ... ... .. | 63



LIST OF FIGURES

Al

A.2

REDISTRIBUTE Operation state machine for old servers in Hathor, in a system that
uses th&REPLICASCheme . . . . . . . . . . . . . . ... ... | 176

REDISTRIBUTE operation state machine for old servers in Hathor, in a system that
usesthedYBRID SCheme . . . . . . . .. .. ... ... . 77



List of Tables

51
5.2

5.3

5.4
5.5

6.1
6.2

Time per exponentiation moduldfor exponents modulg . . . . . . . . ... .. |52
Time per exponentiation modugpfor exponents modul@, using Brickell expo-
nentiation, foran 8 KB block . . . . . . . . . ... ... 55
Time per point multiplication in the elliptic curve computed over the nite &g,

using Brickell exponentiation, foran8 KBblock . . .. .. ... ... .....
Time taken to store, redistribute, and retrieve a 0-byte le in Hathor . . . . . @,

Average 1/O overhead in Hathor of th@BRID scheme over theRePLICA scheme . | 62

A comparison of robugin; n) threshold sharing schemes . . . . . ... ... .. D 66

A comparison of survivable storage systems . . . . .. .. ... ... .... 68



Xii LIST OF TABLES




Chapter 1

Introduction

Modern society has produced a wealth of data to preserve for the lang$ame data we keep for
cultural bene t, in order to make it available to future generations. Fomgte, the Internet Archive
(http://www.archive.org ) aims to preserve inde nitely both the contents of all Internet
websites and of all digitized physical media. Other data we keep becalesgabimperatives. For
example, several law® (g, the Gramm-Leach-Bliley Act of 1999 and the Sarbanes-Oxley Act of
2002) mandate retention and privacy standards for nancial records

One way to preserve long-term data is to store it usingvivablestorage systems. Surviv-
able storage systems are generally aggregations of unreliable compauettss heterogeneous
“bricks” able to provide both storage and metadata management funct@®n34R or peer-to-peer
workstations/[1, 46]. They are distinct from reliable storage systenjsrji4@at they tolerate con-
dentiality failures (in which unauthorized users compromise componentseiisw crash failures
of components. Thus, survivable storage systems are able to gudbalttesvailability (will one
be able to recover one's data?) and con dentiality (can one be suranhatauthorized person has
not obtained one's data?).

A number of researchers propose usmepf-n threshold sharing schemp)] in survivable
storage systems to tolerate component failures. A system that uses althisgieme distributes
n sharesof the original data to components such that amgan be used to reconstruct the data.
Moreover, anym;i 1 shares reveal no information about the data. Thus, the system caateoler
the lossnj m shares without losing data availability, and the compromisenpfl sharesi(e.,
revelation to an unauthorized user) without losing data con dentiality. Saoxaenples of such
systems include e-Vault [33] and PASIS [53].


http://www.archive.org
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Availability 2-0f-3 threshold scheme

"You-lose" line

wlslsls

2 3 4 Time

Figure 1.1: A storage system that uses a 2-0f-3 threshold sharing schatineut recovery. Availability

is plotted informally on they axis, and time is plotted on theaxis. Suppose that the system suffers a
server failure at time 1. Data remains available througletirbecause enough serveirg.( 2) remain to
serve shares. However, suppose that the system sufferseaf@ture at time 3. From that time forward, an
insuf cient number of servers remain.

A survivable storage system requires mechanisms to recover from cemiptailures, as a
threshold scheme by itself is insuf cient for the long term. Consider thelgmagrigure 1.1 of a
three-component system that uses a 2-of-3 scheme to store dataasumees that all components
will eventually fail, then the system will reach a point when only one nondailamponent remains.
By then, the end-user's data will be lost. To recover from failures irstiwkel sharing scheme-based
systems, researchers have propgmedctive secret sharin(PSS) schemes [19, 20, 21, 31, 32, 44,
56, 55]. PSS schemes enable systems to replace lost shares andoemplemised shares useless.

Recovery mechanisms for survivable storage systems muddantralizedA nave approach
to recovery would be for a system to usesaovery serveto reconstruct all of the stored data and
redistribute new shares. An obvious shortcoming with this centralized agipis that it introduces
a single point of failure in the system. If the recovery server itself ciasiexzovery becomes
impossible. Worse, unauthorized users who compromise the server immedgitetyre ability to
obtain all stored data.

This dissertation research contributes the rst recovery mechanismetiadiles a system to
adjustmandn, even if some of its components are controlled by unauthorized userdintitagion
with mechanisms that only replace lost shares (such as PSS schemeghis #ssumptions behind
the selection ofm andn may prove to be invalid over time: components may be more crash-prone,
or unauthorized users may be more aggressive in their attacks. The abitihatgem andn
enables a system to survive more crash-prone components, by ingrea®r to defend against
more aggressive unauthorized users, by increasing
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1.1 Thesis statement

The thesis statement of this dissertation is:

We can create a survivable storage system that:

2 Recovers from component failures,
2 Adapts to changing requirements, and

2 Accomplishes these goals in a decentralized manner.

To support the thesis, | present the design and experimental perfoeraaalysis of a&eri able
secret redistributiorfVSR) protocol for Shamir's threshold sharing scheme [49]. The V&Rogol
redistributes shares of data from old to new, possibly disjoint, sets ofrseisuch that new shares
generated by redistribution cannot be combined with old shares to readrkgwriginal data. The
protocol is decentralized, and does not require intermediate recaimtret the data; thus, one
does not create a central point of failure or risk the exposure of tteediaing protocol execution.
The protocol incorporates a veri cation capability that enables newessrio con rm that their
shares can be used to reconstruct the original data.

The rest of this dissertation is organized as follows. In Chapter 2, éptes abstract model of
a survivable storage system, and a model of a mobile adversary whertaibervers in the system
and causes them to fail. | also postulate the design requirements for a&mggoetocol in the
context of a mobile adversary. In Chagter 3, | present the design &f$ieprotocol, which can
be used by a storage system to counteract the adversary discusseapieiC. | prove that the
shares held by servers after protocol execution can be used tosteairthe original secret, and
demonstrate that it satis es all of the design requirements for a recovetggol. In Chapter 4,
| discuss the design and implementation of an experimental storage systechHaileor. The
primary purpose of Hathor is to provide a platform on which to evaluate tdet@end cost of
storing, redistributing, and retrieving data using a variety of data distribsttbiemes (including
Shamir's scheme). In Chapter 5, | present and analyze the resultpaifiments done to measure
the raw computational performance of the VSR protocol, as well as theksesexperiments done
to measure the end-to-end cost of storing, redistributing, and retrievdtaywith Hathor. The
results demonstrate that although the VSR protocol is computationally expetis cost can be
offset through careful selection of the data distribution scheme. Int€hép! survey the related
work on survivable storage systems and recovery protocols fortblicesharing schemes. Finally,
in Chapter 7, | end with a discussion of conclusions, research resudtsli@ctions of future work.
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Chapter 2

System model

Lay not up for yourselves treasures upon earth, where moth andlatistcorrupt,
and where thieves break through and steal.

— Matthew 6:19 (KJV)

In this chapter, | present an abstract model of a survivable stoyagens consisting of clients,
servers, and a communication network. | also present a model of hasamnsarymight subvert
the servers in such a system, and discuss how the subverted serddrattempt to disrupt system
operation. | then discuss how the system can use a recovery protaomlinteract the actions of
the adversary, and identify the design requirements for the protocol.

2.1 Abstract storage system model

The abstract storage system model consists of clients, servers, andnauaications network.
Figurel 2.1 shows clients, servers, and the network channels thatatasliemts and servers to
each other. In this section, | present a high-level description of thersysomponents, and the
assumptions | make about their behavior.

Clients are hosts that store and retrieve data mitbf-n distribution schemes. Clients are always
correct given datad and schems, a client appliesto d according to the speci cation &f Servers
are hosts that store pieces of data on stable storage. Servers diyamuect: given a piece of
data, a server saveon stable storage when it receiyeBom a client, and returngwhen requested
by the client. However, a server may sometimegaudty, exhibiting Byzantine behavior: given
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Broadcast channel

Clients

Servers

Figure 2.1: Abstract model of a storage system witlservers. The solid lines show point-to-point connec-
tions between components: clients are connected to seaugasa server is connected to all other servers.
The dashed lines show connections of servers to a broadeastel. Dots indicate elided clients or servers.

a faulty server may refuse to sapeon stable storage, or save a corrupted pigtiastead ofp, or
refuse to returrp. | assume that correct servers make forward progress; in partieusarver is
deemed faulty if it does not send messages when expected to in a timely manner.

| assume that underlying authentication and permission mechanisms exisefoeato con rm
that a client has the right to store a piece at the server. | also assun@afahat the membership
of the set of servers is constant, though | will relax this assumption later.

The network in the system provides point-to-point channels from a cliet$ervers, and from
a server to all other servers. The channels deliver messages reliaislyim rst-out (FIFO) order
for each pair of hosts: if a hogt sends a messadé to hostB, B is guaranteed to receiwd, and
guaranteed to receivd before any other messai#’ that A sends after sending. The channels
are authenticated: A& sends a message no hostE can masquerade as eithfeor B. Lastly, the
channels are private: A sends a messageBpits contents are known only #andB.

The network also provides a broadcast channel that connects\atseihe channel delivers
messages from a server reliably in FIFO order: if a server broadaasisssag®/ followed by
MO all other servers receivd followed byM® However, the channel does not enforce an ordering
between messages sent by different servers: if sekvamoadcastd, and serveB broadcasts
Mg, serverC may receiveMa followed by Mg or Mg followed by Ma, and serveD may receive
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Ma andMg in an order different fron€C. The channel is authenticated: no serkZeregardless of
whether it is correct or faulty, can masquerade as some other seevet Cannot forge signatures
on messages).

2.2 The mobile adversary and its effect on servers

An adversaryis an external entity that attempts to subvert servers. Once subvertedves s
controlled by the adversary, and may behave in ways that deviate frompeits ation. In this
section, | present a temporal model of how an adversary may subrgat servers.

Conceptually, the adversary is an external host that is connectedriytpgooint channels to all
servers, while also being connected to the broadcast channel. Téesadwvis not connected to the
clients, and in any case cannot subvert the clients (consistent with thaatssn of correct clients).
The adversary cannot eavesdrop on the point-to-point channéhgecr messages into those chan-
nels that purport to be from other hosts (consistent with the assumptions e point-to-point
channels). The adversary can see all messages sent over theastoaithnnel, and can also send
messages over the channel or inject messages via servers undetribé. Cbime adversary causes
subverted servers to become faulty, and exhibit the Byzantine behastmsded in Section 2.1. In
turn, a faulty server may reveal its memory conteptg,(stored pieces of data) to the adversary.

To reason about the temporal behavior of the adversary, | adophdhde adversarynodel
proposed by Ostrovsky and Yung [39] and re ned by Herzbetrgl. [32]. In the model, time is
divided intoepochsin which the adversary may subvert a limited number of servers. The limit is
speci ed implicitly by the data distribution scheme used in the system,for anm-of-n scheme,
the adversary may control at mosf 1 servers per epoch. Aupdate phaseeparate consecutive
epochs. At the start of the update phase, the system tries to remove \@ttedgbservers from
under the control of the adversary, though it might succeed in removihgsome or none. A
formerly subverted server may have corrupted memory contents. Aftenthef the update phase,
the adversary may again subvert servers, up to the limit speci ed by thriébditon scheme. The
adversary is constrained from re-subverting servers during thaetemhase, which is reasonable
provided that an update phase is short relative an epoch. OstrouskYyumng assume that the
system has some external mechanism for the detection and repair oftsdlservers.

One can visualize the mobile adversary as having a xed number of “pgbiblat it may place
on servers during each epoch. A server is covered by at most théep@t the start of the update
phase, the system tries to remove all pebbles and gives them back to énsaagyvthough it might
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Figure 2.2: A storage system that uses arof-n data distribution scheme, in the presence of a mobile
adversary. The memory contenie( pieces of data) of the adversary and servers are shown.dVeesary
may only control at mosinj 1 servers per epoch. Crosshatched servers are controllgn lagdversary. In
epocht, the adversary subverts servers 1 throogh 1 and obtains their pieces. During the update phase,
the system removes all servers from under the control ofdlieraary. In epoch+ 1, the adversary subverts
serverm and obtains its piece. The adversary can then reconstricridinal data.

succeed in removing only some or none. At the start of the next epocladtiesary may again
place pebbles on servers. A server that is covered by a pebble isltauhipy the adversary. A
covered server that is later uncovered is no longer controlled by thersaty.

Even though a mobile adversary can only subvert a limited number of sdérveach epoch,
it can eventually subvert every server over multiple epochs. For exaombsider the system in
Figure 2.2 that uses an-of-n scheme. The adversary may control at mmst 1 servers per epoch.
Initially, in epocht, the adversary subverts servers 1 throogh 1, and obtains the pieces held by
those servers. During the update phase, the system removes all aividnes $eom under the control
of the adversary. In epodht 1, the adversary subverts serverand obtains the piece held by
thus, the adversary may now reconstruct the original data.

To counteract the adversary, the system requires a recovery prtiaxecute after it has tried
to remove subverted servers from under the control of the adver$argstulate the following
protocol design requirements in the context of the mobile adversary model:

2 It must generate new pieces for the next epoch such that they caretigaiseconstruct
the secret, and such that they cannot be combined with pieces from tiemtcapoch to
reconstruct the secret.
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Figure 2.3: A storage system with a recovery protocol in the presencewdlaile adversary. The adversary
may only control at mosinj 1 servers per epoch. Crosshatched servers are controllétegdversary.
The system executes a recovery protocol during the updatsefb generate new (shaded) pieces for correct
servers. New pieces cannot be combined with current piecesbnstruct the original data. In epdglthe
adversary subverts servers 1 through 1 and obtains their pieces. During the update phase, thersyst
removes all servers from under the control of the adverdargpocht + 1, the adversary subverts server
and obtains its piece. However, the adversary does notrobitaiugh pieces (current or new) to reconstruct
the original data.

2 It must include mechanisms to prevent the adversary from corruptingqmioexecution,
because the adversary may still control some servers during the updete. p

2 |t must erase the pieces for the current epoch from server memoriggyvenpthe adversary
from ever obtaining any other current pieces it needs.

With a recovery protocol that satis es these design requirements, thensygsin prevent a mo-
bile adversary from ever obtaining enough pieces to reconstruct iffieairdata; | will prove this
point in Section 3.3. For example, consider the system in Figure 2.3 thatinsesf-n scheme,
and contrast it with the system in Figure 2.2. As before, the adversancomgol at mosm;j 1
servers per epoch. Initially, in epoththe adversary subverts servers 1 throogh 1, and obtains
the pieces held by those servers. During the update phase, the systexeseall of the servers
from under the control of the adversary, and executes the recpvetycol. In epoch + 1, the ad-
versary subverts servar, and obtains the piece held by however, this piece cannot be combined
with the pieces front to reconstruct the data.
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2.3 The dynamic membership model

Ostrovsky and Yung assumesgatic membership modef the system in their mobile adversary
model [39]. In their model, the number of servers, the membership of thef servers, and the
threshold parameter of the underlying data distribution scheme are all xeddhout the duration
of system operation. In practice, however, one might wish for the systeemxclude subverted
servers from the system, replacing them with new servers. Also, one mightto increase the
number of servers in the system (and the threshold parameter of théyimgldrstribution scheme),
in order to increase the number of servers the adversary must sirbgeder to reconstruct data.

| adopt adynamic membership modaf a system by extending the mobile adversary model to
allow servers to join and leave the system. As in the original model, | divide timepdohs during
which an adversary may subvert a limited number of servers. Conseapichs are separated
by an update phase. At the start of the update phase, the system triesoerall subverted
servers from under the control of the adversary (though it mightesetm removing only some or
none), and admits new servers. It then executes the recovery grb&joece allowing old servers
to leave the system. After the end of the update phase, the adversary aiaysalvert servers.
The adversary is constrained from subverting servers during thegeiptiase, and from corrupting
the state of underlying membership protocols that manage the set of sé&nevkl server, once it
leaves the system, is treated like a new server if it tries to rejoin the system.

The dynamic membership model impacts the design of mechanisms put in placeent e
adversary from corrupting recovery protocol execution (the sgezequirement in Section 2.2).
The set of servers in the next epoch may be completely disjoint from thie #& current epoch,
thus none of the new servers will have any information about the origatal ¢.g, none of them
will have ever stored pieces of the data). This lack of information rulesioytle adaptations of
recovery protocols designed around static membership models, in whiatigzart servers perform
veri cation computations (to prevent an adversary from corruptingetien) in the current update
phase that require information that they have received in the previalaeaiphase.

| impose a new requirement on the recovery protocol to accommodate dymamibership:

2 ]t must enable the system to change the threshold parameter of the ungidesardistribution
scheme.

| motivate the new requirement with the following example. Consider a systemsefvers
that uses am-of-n scheme. Suppose that the set of servers changes such that theteeaxers,
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wheren®< n. The system must change the parameters of the underlying distributionssochat
a lower number of pieces can be used to reconstruct the data.

Because the threshold parameter may change, | need to add a new pEEu@ipgions to the
adversary model. Suppose the system usas-afin scheme in the current epoch, and will use an
mZof-n°scheme in the next epoch. With these parameters, the adversary can abntostm; 1
servers in the current epoch, and at mo&t 1 servers in the next epoch. Also, at the start of the
update phase, | assume that the system removes subverted semerwstter the control of the
adversary such that, during the update phase, at mpst servers from the current epoch and at
mostmPj 1 servers from the next epoch are subverted. Previously, in a syisé¢msed am-of-n
scheme, the adversary could control at most 1 servers per epoch; | assumed that the system
would try to remove all subverted servers from under the control ofdkeraary at the start of the
update phase, though it might succeed in removing only some or none.

2.4 Summary

| have presented the abstract storage system model that | will use tioaiuthe remainder of this
dissertation. Distinct from previous work, the set of servers in the syl a dynamic member-
ship: the number of servers, the membership of the set, and the threshamdeper of the under-
lying data distribution scheme may change during the lifetime of the system. | lsvdiscussed
the design requirements for a recovery protocol that the system cda asanteract an adversary
in the context of a dynamic membership model.
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Chapter 3

Veri able Secret Redistribution

Trust, but verify.

— Russian proverb

In this chapter, | present theri able secret redistributiorfVSR) protocol for threshold sharing
schemes. The VSR protocol is designed to counteract a mobile adversagystem of servers
with dynamic membership, and ensure that the servers have valid shadias after redistribution.
The protocol executes in the update phase between epochs, aftestém 1as removed some
(perhaps none) of the servers from under the control of the amyesny shares of data obtained by
the adversary prior to protocol execution are rendered uselessaftegssful execution, provided
that the adversary had only obtained a sub-threshold number of shdoesover, the adversary
cannot combine shares obtained prior to protocol execution with shhr@ised after execution to
reconstruct the data.

In the presentation of the VSR protocol, | employ the terminology that is giyesed in the
discussion of threshold sharing schemes. Thus, in this chapter | redatamssecrets clients as
dealers and servers ashareholders

The rest of this chapter is organized as follows. In Section 3.1, | outlinertipographic pro-
tocols that are the building blocks for the VSR protocol. In Section 3.2 deurethe VSR protocol,
and prove that shares held by shareholders after protocol execatiobe used to reconstruct the
original secret. In Section 3.3, | show that the VSR protocol ful lls all of tesign requirements
discussed in Chapter 2, and demonstrate how it counteracts a mobileaaglvers
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3.1 Cryptographic building blocks

In this section, | outline the building blocks of the VSR protocol: Shamir's thméssharing scheme
[49], Desmedt and Jajodia's secret redistribution protocol [16],Feidman's VSS scheme [17].

3.1.1 Shamir's threshold sharing scheme

Shamir presents a scheme for distributinghares of a secret toshareholders, such that the shares
of any subset ofnunique shareholders can be used to reconstruct the secret [¢83t<kare in the
nite eld of integers Z, (wherep is prime andp > n). Shareholdersare in the set of participants
P (jPj = n). Sharess of i are also in the sef,. Each subset af unique shareholders forms an
authorized subsdB; all authorized subsets are in thecess structuré‘:(Pm;").

To distributek to i 2 P, a dealer selects a randamy 1 degree polynomiad(x) with constant
term equal tk and random coef cients; ... am 1 2 Zp, and uses(x) to generate for eachi:

s = k+ agi+ i1+ ay 1™ T modp (3.1)

To reconstruck, the dealer retrievesy sharess of i 2 B, and uses Lagrange interpolation to
recover the constant term afx), i.e., k:

k= & bis modp where b= O )

—__ modp (3.2)
i2B sz;jgi(Jl i)

For the rest of the chapter, | omit the modulus operator to simply the notation.

3.1.2 Desmedt and Jajodia’s secret redistribution protocb

Desmedt and Jajodia present a protocol for the redistribution of sloérescrets for threshold
sharing schemes [16] that does not require the intermediate reconstrfdfie secret. | summarize
a specialized version of their protocol for use with Shamir's thresholdreipacheme [49], as shown
in Figure(3.1. To redistribute a sectetrom the access structu@™ to the access structure
cg‘;q”(b, one selects an authorized subSe2 dpm;”). Each shareholdér2 B uses Shamir's scheme

to distributesubshare; of its shares to each shareholdgr2 po

§j=s+aj+ i+ aﬂmol 1)ij'1 (3.3)
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Desmedt and Jajodia’'s Secret Redistribution protocol foargir's scheme
To redistribute a secrét2 Z,, from the access structu@™ to the access structu@"(}q”(5 using the
authorized subsd 2 G5™:

1. For each 2 B, use the random polynomiaf(j) = s+ a%j+ :::+ aP(mOI 1)ij' ! to compute the
subshares;"of 5, and send; to the corresponding 2 po

2. For eachj 2 P° generate a new shas%by Lagrange interpolation:

0_ 2 nha. A X
S i?BbISJ where b'_ng@i(xi )

bi are constant for eadt? B, are independent of the choicea¥x), and may be precomputed.

Figure 3.1: Protocol for the redistribution of shares of a secret fromdhcess structu(é;m;") to the access
structuredD'T(}Q"(a [16] with Shamir's threshold sharing scheme [49].

Eachj then generates a new shafeby Lagrange interpolation:

X

S:

—O

A bs; where b= O (3.4)
2B

x2B;x6i (Xi i)
One can redistribute shareslofn arbitrary number of times prior to the reconstructiok.of

To reconstruck after redistribution, one retrieves’ sharess? of j 2 B? and uses Lagrange
interpolation:

X

k=8 % where 0= O (3.5)

i2BO x2Boxs | (Xi 1)
3.1.3 Feldman's VSS scheme

Feldman presents a scheme for veri able secret sharing (VSS) [1fliaaeholders of a secret can
use to verify that their shares aralid; i.e., the shares of any authorized subset of shareholders can
be used to reconstruct the original secret.

To use Feldman's scheme, assume that there exists a homomwifrtgss function Wk) of the
form
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Feldman's Veri able Secret Sharing scheme for Shamir's scheme
To distribute a secrdt2 Z, to the access structu@™:

1. Use the random polynomia{i) = k+ aji+ :::+ am 1i™ ! to compute the sharesof k, and send; to the
corresponding 2 P over private channels.

2. Use a witness functiow/(x) to computeW(k);W(ay) :::W(am; 1), and send them to ail2 P over the
broadcast channel.

3. For each 2 P, verify that:

W(s) " W(K©(W(a1)- )©:::0(W(ar)- i" 1)

If the condition holdsi broadcasts a “commit” message. Otherwidwpadcasts an “abort” message.

Figure 3.2: Feldman's VSS scheme [17] for Shamir's threshold sharimgstwe [49].

W(a+ b)
W(ab)

W(a) ©W(b) (3.6)
W(a)- b (3.7)

for which inversion is intractable: that is, giv&M(x) it is intractable to computg The witness
functions allows one to prove knowledge of some value without revealingahe. The© and
- operations are the homomorphic equivalents of addition and multiplication in ftee eld of
integers.

The VSS scheme works as follows. The dealer uses Shamir's scheme asitticar polynomial
a(x) to distribute the secrét2 Z, to the access structufé,m;”). In addition to sending the shargs
to shareholders2 P, the dealer broadcastgtnesse®f k and the coef cients ... an 1 of a(x),
i.e, W(k) andW(ay) ... W(am; 1). Eachi may then verify thas is a valid share ok using

W(s) WK ©(W(ay)- )O©:::©(W(a)- i1 (3.8)
which is the result of applyingV(x) to a(x) (Equation[(3.1)). Because the inversionW{x) is

intractable, no one can leakror a; ... ay; 1 from the broadcast of the witnesses.

In this dissertation, | consider two candidate witness functions: expotientia a nite eld
and point multiplication on an elliptic curve.
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Exponentiation

The nite eld of integersZ,, (p prime) has a corresponding multiplicative riﬁq (g prime; q=
pr+ 1;r is a positive integer). Giveri, andZg, one can de ne a witness function

W(x)= g where x2Z, (3.9)

where integeig 2 Za is a publicly-knowngeneratorof a sub-ring ofza of prime order. The in-
tractability of the inversion ofV(x) is based on theliscrete logarithm problenDLP) for nite
elds: given g andgX, it is hard to computdé. The© operation is multiplication irZ2, and the-
operation is exponentiation m; (cf. Equation|(3.6)):

9°g° (3.10)
(g?)P (3.11)

W(a+ b)
W(ab)

Point multiplication on an elliptic curve

An elliptic curveE over the nite eld Fpn (p prime;mis a positive integer) is denoted B(F ),
and is de ned by the equation

yV=x+ax+b (p, 3 (3.12)
Y+ xy= XC+ax+hb (p=2) (3.13)

where the coordinate poinksy 2 Fpm. The points on the curve form a group comprisjBgF pm)j
points, with a rule that de nes the addition of poirf.isand Q and another rule that de nes the
multiplication of a pointP by a scalar integek. The group contains an additive identity called the
point at in nity O (that is, a pointP added to the point at in nity yield®). Blake, Seroussi, and
Smart present a more comprehensive discussion of elliptic curves itogrgphy [6].

Given an elliptic curve, one can de ne a witness function

W(X)=[X]G where 1< x<r;[r]G=0 (3.14)
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whereG 2 E(Fpm) is a publicly-known pointgf., g for exponentiation) that generates a prime order
subgroup ofE(Fpm) of orderr < jJE(Fpm)j. The notationx]G distinguishes the scalar variabte
from the multi-dimensional coordinate. The intractability of the inversion aiV(x) is based on
the analog to the DLP for elliptic curves: giverand[K]P, it is hard to comput&. The®© operation

is point addition, and the operation is scalar multiplicatioref, Equation|(3.6)):

W(a+ b)
W(ab)

[a]G+[b]G (3.15)
[ bl([a]G) (3.16)

3.2 The VSR protocol

Here, | present the veri able secret redistribution protocol for secdistributed with Shamir's
threshold sharing scheme [49]. The protocol takes as input sha@sedret distributed to an
authorized subsd in the access structu(é,m;”), and outputs shares of the secret distributed to the
access structw@(P'Eq”%. | assume that there exists a witness funcid(x) with the properties shown

in Equation((3.6), and assume that inversio(f) is intractable. The system model is the one
presented in Section 2.1, in which the dealer is always correct, but in whink of the shareholders
may be subverted by an adversary. | assume that there are anleastect old shareholders, and
that there are at mostj 1 faulty old shareholders. | also assume that there are atrt€asirrect
new shareholders, and that there are at mfst 1 faulty new shareholders. | assume that correct
shareholders make forward progress; a shareholder is deemedifaultpes not send protocol
messages in a timely manner. The dealer and shareholders are fully mmhteeeach other by
private channels, and shareholders are also connected to eachythleroadcast channel.

The initial distribution of a secret KiTIAL in Figure[3.3) is with Shamir's threshold scheme
[49]. The dealer of secrétdistributes shares to each shareholdé?2 P, using the random poly-
nomiala(i) (step 1 of NITIAL). The dealer also sends the witn®8€k) to eachi (step 2). Each
receives the same value féf(k), consistent with the assumption that the dealer is correct.

Redistribution of the secret g®I1sTin Figure 3.3) is similar to Desmedt and Jajodia’s protocol
[16]. Eachi in an authorized subs& 2 dpm;”) uses Shamir's scheme (with the random polynomial
alj)) to distribute subshares 2 Z, of its shares to shareholderg2 PO(step 1 of ReDIsT). Each
j receivessj from eachi, and generates a new shafe(Equation (3.4), which is step 4). One can
redistribute shares d&fan arbitrary number of times prior to reconstructiorkof
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Veri able Secret Redistribution protocol for Shamir's sharing scheme
INITIAL _
To distribute a secrdt2 Z, to the access structu@™:

1.
corresponding 2 P over private channels.

2.

REDIST
To redistributek 2 Z,, from the authorized subsBtin the access structu@™ to the access structuggn™:

1.

. For eachj 2 P verify that:

. Ifatleast 2% 1 j 2 P%broadcast “‘commit’ messages, egajjenerates a new shasg

5.

Use the random polynomia(i) = k+ aji+ :::+ am; 1i™ 1 to compute the sharesof k, and send; to the

Use witness functiow/(x) to computéN(k), and send it to ali 2 P over private channels.

For eacthi 2 B, use the random polynomiaf( j) = s+ a% j+ :::+ a].o(moi " ™ 1 to compute the subshares
§j of 5, and sendj to the corresponding 2 POover private channels. Anthat has a null share sengls
nothing. Aj that does not receive a timedy fromi broadcasts an “abort” message.

For each 2 B, useW(x) to computeV/(s);W(a%) :: :W(aio(moi 1)), and send them and¥(k) to all j 2 po
over the broadcast channel. Aithat has a null share sends nothing.j Ahat does not receive a timely
broadcast froni broadcasts an “abort” message.

812 B:W(§))" W(s)OW(a)- ))O:::0(W(ayp 1) i™ %)

and:

W(K) * g W(s)- b where b= O li
i2B 12876 (17 1)

If the conditions holdj broadcasts a “commit” message. Otherwisbroadcasts an “abort” message.j A
that does not send a timely “commit” message is assumed to have implicitlgrséabort” message.

A ~ I
= § bi§; where b= QO )

i2B 12B;l6i \' |
and stores‘j) andW(k); all i 2 P then erase their shares. jAthat has received fewer than subshareg
generates a null share.

If at leastm” j 2 PPbroadcast “abort” messages, ial B and allj 2 PPabort the protocol.

Figure 3.3: Protocol for the veri able redistribution of shares of a sdrom the authorized subd8tin the
access structur@s™” to the access structufé,rﬁ)‘%(b with Shamir's threshold sharing scheme|[49].
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For the new shareholders to have a valid sharing of the secret afigritadion, two conditions,
calledSHARESVALID andSUBSHARESVALID, must hold:

SHARES-VALID :
k= aighis

SUBSHARESVALID :
9B%2 G :8i 2 B 1§ = & jppob’s;

The VSR protocol must ensure that correct new shareholders haliel gsharing after protocol
execution,i.e,, that there exists an authorized subset with shares that can be usednstrect
the original secret. Thus, | de ne REwW-SHARESVALID condition, which holds if an authorized
subset of new shareholders have valid shares of the secret. | pr&ection 3.2.4 thaNEw-
-SHARESVALID holds if SHARESVALID and SUBSHARESVALID hold. The de nition of NEwW-
SHARESVALID is similar to Equation (3.2):

NEW-SHARES-VALID :
9B°2 C'Z‘\;;noﬁn(b k= éngob?S?

The de nition of NEW-SHARESVALID may seem counterintuitive, as one may ex@austsub-
set ofm’new shareholders to have shares than can be used to recokstdastever, observe that
some new shareholders may not have valid shares. First, faulty neehsldgrs may not have
valid shares. Second, whem2, 1 shareholders broadcast a “commit” message (step 5eef R
DIST), there may exist new shareholders that have received fewentkabshares, and thus cannot
generate new shares; such shareholders must stautt share. As | will prove in Section 3.2.4,
there will still exist at leasim” new shareholders that can generate new shares.

| use Feldman's VSS scheme [17] to verify tlsaiBSHARESVALID holds. The distribution of
§j froms (step 1 of REDIST) is just an application of Shamir's scheme. Thus, é&B broadcasts
witnesses of its share and the coef cientsafj), W(s) andW(aj1) ... W(&j(m; 1)), which eachj
uses to verify the validity o (step 2).

The key insight embodied in the VSR protocol is that thévaaxtension of Desmedt and
Jajodia's protocol with Feldman's scheme does not in itself allow the nevesbhters to verify that
NEW-SHARESVALID holds. The dif culty arises because Feldman's scheme only veri essbat
SHARESVALID holds, which in the absence eHARESVALID is insuf cient to verify thatNEw-
-SHARESVALID holds. Although Desmedt and Jajodia observe that the linear propertibeiof
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protocol and the properties ®(x) ensure that eachgenerates valid shares [16], they implicitly
assume that eadl? B distributes subshares of valgl The VSS scheme only enable® prove
that it distributed validsj of some value. However,may have distributed “subshares” of some
random value instead of subsharessof Thus, one requires a sub-protocol faio prove that it
distributeds;j of s.

A similar aw can be found in the proactive RSA scheme proposed by Edailal. [18]. Their
protocol uses a poly-to-sum redistribution from a polynomial sharingreetto an additive sharing
scheme, and a sum-to-poly redistribution from the additive scheme backdigraomial scheme.
They suggest that changes in the threshold and number of sharehcéshebe accommodated in
the poly-to-sum redistribution. Unfortunately, their veri cation check&dhanly if one retains the
same set of shareholders, because their “proper secret” check oelia witnessg®L? in their
paper) computed from information distributed in the preceding executioregdrttocol.

To allow the new shareholders to verify theHARESVALID holds, the old shareholders in
the protocol broadcast a witness of the original sekreEachi 2 B storesW(k) received during
INITIAL and later broadcast it to ajl2 P2 Recall that eacl receivesN(s) from eachi to verify
thatSUBSHARESVALID holds. Oncej receivedN(K), it veri es that eacls is a valid share ok:

M
W(k) = W(s)- b (3.17)
i2B
which is the result of applyingV(x) to Equation (3.2). Because inversionW{x) is intractable,
no-one can leark directly from the broadcast &¥(K).

3.2.1 Assumptions about faulty shareholders

During redistribution from the authorized subdtin access structurG(Pm;”) to access structure
G(F,TO’"(b with the VSR protocol, | assume that at leasshareholders i® are correct, and that at
mostmj 1 shareholders iR are faulty. | also assume that at leaSshareholders if°are correct,
and that at mostn®j 1 shareholders iP° are faulty. | denote faulty shareholders and invalid
values with over-bars. A correct sharehold@rP distributes valid subshareg of its shares; to

all shareholderg 2 P°and broadcast/(k) corresponding to secr&t(REDIST in Figure 3.3). A
faulty shareholder 2 P may distribute invalid subshar€g or broadcas/(k) not corresponding
to k; of course; may instead distribute valid subshares or valid withesses.
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One can derive a relationship between the old threshold scheme parametss. If at least
mold shareholders must be correct and at mogtl old shareholders may be faulty, it is required
thatm+ mj 1- n,or

1 [o]
n+ 1

2

(3.18)

One can also derive a relationship between the new threshold schemepesa’andn® To
avoid a race condition in which some new shareholders have receivedsata®; 1 “commit”
messages and fewer thef“abort” messages, while others have received at lef&abort” mes-
sages but fewer tham®; 1 “commit” messages, it is required th@m?% 1)+(m% 1), n® Also,
to ensure that new shareholders broadcast at ledt 2 “commit” messages, it is required that
2m° 1- n® Hence,

» ]/4 1 (o]
n%+ 2 o no+1

(3.19)

3.2.2 Detection of faulty old shareholders

The VSR protocol enables new shareholders to detect that some stilsebld shareholders are
faulty. However, depending on the actions taken by faulty shareholihersiew shareholders may
not be able to pinpoint the identity of the faulty shareholders. | considediffierent scenarios for
redistribution between access strucﬂ@%m andG(prBﬁ”%, and show the circumstances in which the
new shareholders can pinpoint a faulty old shareholdean authorized subsé& 2 dp”‘?”).

First, suppose that2 B broadcasts valid witness®¥(k), W(s) andW(a1) ... W(a(m 1))
(step 2 of REDIST in Figure 3.3). If” sends an invalid subshaég to j 2 P2 j will nd that
the SUBSHARESVALID condition does not hold.j can pinpoint’, because only can generate
the information used to verify whether or neUBSHARESVALID holds {.e, W(s), W(a1) ...
W(ay 1)), andsj). j will therefore broadcast an “abort” message (step 3BHRT).

On the other hand, suppose tharoadcasts an invalid witne¥g(k) 6 W(k) (or an invalid wit-
nessN(s)), while the other shareholder@ B broadcast the valid witnedg(k) (or valid withesses
W(s)). j will nd that the SHARESVALID condition does not hold. Howevejrcannot pinpoint,
becausg cannot distinguish between the case whdreoadcasts an invalid witness, and the case
where” is correct and the other shareholder8imave conspired to broadcast invalid witnesses.
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Any randomly selected authorized subBemust contain at least one correct shareholder (con-
sistent with the assumption that at maost 1 old shareholders are faulty). If the new shareholders
nd that one of theSHARES-VALID or SUBSHARESVALID conditions does not hold, they can restart
the redistribution protocol with another authorized subset until both conditiold. ForG(pm;”), the
number of times the new shareholders must restart the redistribution prigdeolinded in the
worst case by the number of sets of sme&ontaining at least one faulty shareholder, given 1
faulty shareholders:

A1l A ! A 1A !
n ni m+1 Ml mil njm+l
i = a _ _ (3.20)
The VSR protocol does not specify a restart mechanism. A system tlwaporates the VSR
protocol would need to implement a mechanism to detect “abort” messages3(sfeREDIST in

Figure 3.3), and restart the protocol with a different authorized sub&™ .

3.2.3 Computation cost

The computation cost of veri cation for each old shareholder in the VSRogol (step 2 of RDIST
in Figure 3.3) isO(m% W(x) computations. Consider redistribution from the access strudﬂw
to the access structufé,rﬂ%%. Each old shareholdé2 B (B 2 G5™™) computes/(s) for its share
s, andW(a;;) for each of ther®; 1 coef cientsa;j in the subshare generation polynonagk), for
a total cost ofO(m").

The computation cost of veri cation for each new shareholder (stepgRgofiST) is O(m) W(X)
computationsQ(mnf) © operations, an@®(mnd) - operations. Again, consider redistribution from
the access structu@™ to the access structu@'ﬂq”%. Each new shareholdgr2 P°computes
W(§)) to obtain a witness of the subshage ffom eachi (i 2 B, jBj = m), for a total cost of
O(m). Eachj also performsn’j 1 © operationsB°2 Gpo; jBY = m®) andm®; 1 - operations
for m old shareholders2 B to verify that SUBSHARESVALID holds (Equation (3.8)), for a total
cost ofO(mnd). Finally, eachj also performanj 1 © operations anan - operations to verify
thatSHARESVALID holds (Equation (3.17)), for a total cost©@f{m); | exclude the (small) cost of
computing the powers dfbecause it is generally small compared to the cost/(f), ©, and-
(Chapter 5).
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3.2.4 Protocol correctness on termination

For the veri able redistribution of shares of a seckdtom an authorized subsé& in the access
structureG™ to the access structu@n™™, | prove that if at least @ 1 new shareholders
broadcast a “commit” message{ARESVALID andSUBSHARESVALID both hold. | then prove
thatSHARESVALID andSUBSHARESVALID are suf cient conditions fONEW-SHARESVALID .

Lemma 1 If at least2m®; 1 shareholders inP° broadcast a “commit” messageSUBSHARES
VALID holds.

PROOF Assume that at leastn®j 1 shareholders ifP° broadcast a “commit” message. Also,
recall the assumption that, at mos®j 1 shareholders ifP®are faulty. | then need to prove that
SUBSHARESVALID holds.

Consider the sharessof old shareholderis2 B, and the subshareg that are distributed to new
shareholderg 2 P2 At most,m°; 1 “commit” messages originate from faulty new shareholders.
Because at least®; 1 new shareholders broadcast “commit” messages, atf€aséssages must
originate from correct shareholders that together constitute an awttianibseB°2 G(Prgﬂ”(b. Each
j 2 B%broadcasts a “commit” message only if Equation (3.8) holds for its subshdrem eachi
(step 3 of REDIST N Figure 3.3),.e,,

8j2B% 82 B:W(§)  W(S)OW(a])- |)©:::0(W(alys 1)~ ™Y
which (from the homomorphic properties of the witness funci(x)) is equivalent to
8j2B%8i2B:§j=g+a)jad g ™

Thesj of j can be used to reconstrigby Lagrange interpolation.e.,

8i2B:s= g bl
j2Bo
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Lemma 2 If at least ifshareholders ifP°broadcast a “commit” messageHARES-VALID holds.

PROOF Assume that at least®shareholders ifP®broadcast a “commit” message. Also, recall the
assumption that, at most?; 1 shareholders iP%are faulty. | then needs to prove treHiARES:
VALID holds.

Consider the secrdd¢, the shares; of old shareholders2 B, and the witnessed/(s) of the
shares anW/(K) of the secret. At mosty®j 1 “commit” messages originate from faulty sharehold-
ers. Any remaining “commit” messages must originate from correct shiaerisg 2 P°. Eachj
broadcasts a “commit” message only if Equation (3.17) holds (step &bfdR in Figure 3.3),.e,,

M
W)= W(s)- b
i2B

which (from the homomorphic properties of the witness funci(x)) is equivalent to
k= § bis
i2B
Note that because the witnesses are sent by reliable broadcast, alarelalders will see the

same values. Thus, SHARESVALID holds at one correct shareholder, it will hold at all correct
shareholderss

Theorem 1 (VSR correctness on termination)lf SHARESVALID and SUBSHARESVALID hold,
NEW-SHARESVALID holds.

PROOF. Assume thaBHARESVALID andSUBSHARESVALID hold. One then needs to prove that
NEW-SHARESVALID holds.

The correctness proof is similar to that for Desmedt and Jajodia’s seclistribution protocol
[16]. There exist8°2 Gf;”f”(b such that:
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K abs (Lemma2)
i2B

A !

_ é_ b & b?ﬁj (Lemma 1)
2B j2B°

_ é_ é_ bib?éj (X(y+ 2) = xy+ x2)
i2B j2BO

= 4 anbbhs  (xy=yx
i2B j2BO

= a abbs  (x+ry=y+x)
28128 |

= & BADbS (v xz=xy+2)
j2BO° i2B

= 4 b)s  (Equation (3.4))
j2BO

3.2.5 Protocol security

For the veri able redistribution of shares of a seckdrom an authorized subs& in the access
structureGM™ to the access structu@i™, | show that an adversary cannot reconstiufrom

a combination of shares from the old and new sets of shareholderstticufa, | prove a lemma,
Lemma 7, that an adversary cannot combine the shares of shareholttershon-authorized sub-
setB 2 G(Pm;”) (iBj < m) and the shares of shareholders in the non-authorized SFB%(%BR”%

(iBY < md to uniquely determiné&. | have not been able to prove a second lemma, Lemma 8, that
a computationally-bound adversary cannot use the shares of shmehin B with the witnesses

to uniquely determiné&.
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| require some lemmas presented by Beaumont [4] and Kostrikin [36] &iesys ofu linear
equations irv unknowns of the form

M1Xp+ MoXo+ ¢ C& Myyxy = by

X1+ Xo+ CC ¢ Xy = b
Mp1X1 + MpoXo Moy Xy 2 (3.21)

Myu1Xg + MypXo+ ¢C& myyXy = by
Let M, x, andb denote

3 2 3
m; ¢CCCmyy X1

my ¢Cemy Xy by
let [Mb] denote theaugmented matrix
mi; ¢¢¢myy b1
[Mjb]=§ : :
mgy ¢¢emy, by

let rank(M) denote the rank d¥1 (number of linearly independent columnsht), and letdet(M)
denote the determinant &f.

Lemma 3 rank(M) = rank(MT).

Lemma 4 (Kronecker-Capelli theorem) Iff rank(M) = rank([Mjb]), Equation (3.21) has a solu-
tion for x. Furthermore, if rankM) < v, Equation (3.21) has no unique solution for

Lemma 5 (Cramer's rule) If u= v and defM) 6 0, Equation (3.21) has a unique solution far

Lemma 6 For u£ u matrixA, vE v matrixB, and ut v matrixC,

A #!
det AC defA)detB)
0 B

PROOF By Kostrikin [36]. @
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Lemma 7 (VSR share security) An adversary cannot combine the shargsfsshareholders i in
any non-authorized subsBt2 o™ (jBj < m) with the shares{sof shareholders j in any non-
authorized subsdB02 G‘PT% (iBY < md to uniquely determine k.

PROOF. Assume that there is a unique solution kdrom the shares of shareholdersBrandB° |
will show that this assumption leads to a contradiction.

Suppose thgBj= mj 1andjBy= m’ 1, and suppose that the adversary has obtainafd 2

Equation (3.1) can be used to construct the system of equations

1 1  ¢¢¢ qm?t 0 ¢c¢ 0 2 5 3
¢ee 5 3 :
. - : . : k
1 i ¢cee Mt : - : 5
. . . . . al .
: : cee : : : : :
1 (mj 1 ¢¢e¢(mj p™? 0 ¢ee 0 ' Sm 1
! ! o am12=8 " (3.22)
1 0 ¢¢¢ 0 1 ¢¢e 1™ 0 <
1 .
1 ¢ee : :
; 31 ' L
1 .
] cece agﬂ ) .J
1 : : : ¢ece : '
1 0 ¢ee O (Ml 1) cee(m® it S0 1

Let M denote the left-hand matrix in Equation (3.22}he coef cient vectok, a; ... aﬂpl 1, and
sthe share vector. The maximum possible valugdmk(M) is the number of rowsng+ mP; 2, by
Lemma 3), which is less than the number of valuea m+ m% 1). Also,rank(M) = rank([Mjs])
sincesis a linear combination of the columnsdf (by the method of share generation). Thus, there
are no unique solutions farin Equation (3.22) (by Lemma 4). One arrives at the same conclusion
for anyB?2 G(p”(]% such tha§BYj < n?; 1.
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By assumption, there is a unique solution kothus Equation (3.22) can be re-written as

i1 2 3
1 ¢¢e 1M 0  ¢c¢ 0 si k
¢cee : :
2 3 :
[ ¢cee Mt ap si k
: ¢cee : : : :
(mj 1) ¢¢¢(mj p™M1?t 0 ¢ee 0 am 17 Bsm1i k
m’ 1 07 . (3.23)
0 ¢¢¢ O 1 ¢ee 1™ a? Qi k
: ¢cee : : :
0 .
i cee L 7 gy Si k
: : : cee :
0 ¢ee 0 (nP 1) cee(n® p™? Sho 1 K

Let Mk denote the left-hand matrix in Equation (3.23), andaletienote the coef cient vector
ay ... a0 ;. LetM?- andMR denote the upper-left and lower-right square sub-matricés,of

1 ¢ee 1Mt

wee=§ o
(mj 1) ¢¢e¢(mj p™?

and

1 ¢ee 1Ml

MkR=§ : . :
Mm% 1) cee(m® p™?

One can expreste( ML) as

¢cee  1mi2

RO

=1¢ceei ) O (i )

1 05j- mi 1;i>j

de(M{) = 1¢¢@n; 1)=
1 ¢ee(mj D™?

and observe immediately theet(M ") anddetMLR) are non-zero. ThuslefMy) is non-zero
sincedet(My) = det(Mt)detMLR) (by Lemma 6).
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Equation (3.23) has a unique solution &, becausealet{My) is non-zero (by Lemma 5). If
Equation (3.23) has a unique solution &, Equation (3.22) has a unique solution &rbecause
there is a unique solution fae But it has been established that there is no unique solutiore for
S0 assuming that there is a unique solutionkfbas led to a contradictiom.

Lemma 8 (VSR witness security)A computationally-bound adversary cannot use the shares of
shareholders in any non-authorized subBe2 G5*” (jBj < m) with the witnesses (), W(sy),
.11, W(sy) to uniquely determine k.

PROOF skETCH To prove the lemma, | would prove that determinkfyom the shares of share-
tractable problem of determinirigfrom W(k)

Conjecture 1 (VSR security) A computationally-bound adversary cannot use the shares of share-
holders in any non-authorized sub&® G5 (jBj < m), the shares of shareholders in any non-

determine k.

PROOF SkKETCH From Lemma 7, the adversary cannot uniquely deterrkifrem the shares of
shareholders iB andB® From Lemma 8, the adversary cannot uniquely deterrkifrem the

3.3 The mobile adversary and the VSR protocol
Here, | show that the VSR protocol ful lls requirements from ChapterrZafoecovery protocol.

2 |t generates new shares for the next epoch such that they cand®useonstruct the secret
(Theorem 1), and such that they cannot be combined with shares feoouttent epoch to
reconstruct the secret (Lemma 7).

2 Jtincludes mechanisms to prevent the adversary from corrupting miadgecution, because
the adversary may still control some servers.(shareholders) during the update phase. The
old servers broadcast witnesses for ftARESVALID and SUBSHARESVALID conditions
(step 2 of REDIST in Figure 3.3). The new servers then verify that 81 ARESVALID and
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SUBSHARESVALID conditions hold before they generate new shares (step 3); if the con-
ditions hold, the new shares are valid (Theorem 1). The protocol dateseconstruct the
original secret, thus there is no server the adversary can subvdxtatio the secret directly.

2 |t erases the shares for the current epoch from server memoripg(Sté&EDIST), to prevent
the adversary from ever obtaining any other current shares it needs

2 ]t must allow the system to change the threshold parameter of the undertadidtribution
scheme. The system can accomplish such a change when executingttmlpistep 1 of
REDIST).

| show how an abstract storage system with dynamic membership can us&kherdgtocol
to counteract a mobile adversary. Consider the system shown in FigurelBel gure shows
the memory contents of the servers and the adversary during two ctimsezpochd andt + 1
and the intervening update phase. The system uses Shamir's threshofdygtheme [49], with
the parameterém;n) in epocht and(m®n9 in epocht + 1. For simplicity, assume that the sets of
servers in the two epochs are disjoint. In each epoch, the adversamgntyasontrol a sub-threshold
number of servers.

Initially, in epocht, the adversary has subverted servers 1 thranghl and has obtained their
shares. During the update phasecorrect servers from epoc¢h(say, m through 2n;j 1) use the
VSR protocol to redistribute their shares to the servers from epech; note that the adversary
still controls servers 1 throughij 1, but does not control any of the new servetthtoughn®. At
the end of the update phase, servers from eparise their shares. In epoch 1, the adversary
subverts serversthroughm®j 1 and obtains their shares.

The VSR protocol, by ful lling the design requirements for a recoverytpeol, is able to
prevent the mobile adversary from ever obtaining enough sharesaosteact the original data. In
epocht + 1, the adversary will have the shares from all of the servers it stdav@n all epochs,
i.e, at mostmj 1 shares from epoclhandmoi 1 shares from epod+ 1. However, it is unable
to combine the two sets of shares to reconstku@ection 3.2.5). The adversary can never obtain
more thanmj 1 shares from epochbecause all of the correct servers from epbod@rase their
shares (step 4 of BoIsT). There is no server that the adversary can subvert to oktdirectly
because the protocol does not reconstruct the secret at any. semally, the adversary cannot
learnk directly from the broadcast (k) (step 2 of REDIST), consistent with the assumption that
inversion of the witness function is intractable.
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Figure 3.4: A storage system with dynamic membership that uses the V8tRqwl to redistribute shares of

a secret from the access structﬂfe";”) to the access structu@rgqnq, in the presence of a mobile adversary.
The memory contents.€., shares) of the adversary and servers are shown for two catns=epochs and

t+ 1 and the intervening update phase. The adversary may ontyoto; 1 servers in epocty andm? 1
servers in epoch+ 1. Crosshatched servers are under the control of the adyerBlae sets of servers in
epochg andt + 1 are disjoint. The system executes the VSR protocol dutirgupdate phase to generate
new (marked by primes) shares for correct servers. New sttamnot be combined with current shares to
reconstruct the original data. The distribution of subshaluring the update phase is shown, but the broadcast
of witnesses is omitted to simplify the gure. In epoththe adversary subverts servers 1 throaogh 1 and
obtains their shares. During the update phase, the systaoves all servers from under the control of the
adversary. In epocht+ 1, the adversary subverts serve?#itoughm?; 1 and obtains their shares. However,
the adversary does not (and can never) obtain enough slearesnt or new) to reconstruct the original data.
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3.4 Summary

| have presented the VSR protocol for Shamir's sharing scheme. TIRepr&ocol operates by
having an authorized subset of old shareholders distribute subsifaiesr shares to new share-
holders. The new shareholders generate new shares from thesegsh key insight embodied in
the VSR protocol is that the veri cation is a two-step process: not only itineshew shareholders
verify the validity of the subshares they receive (fneBSHARESVALID condition), but they must
also verify the validity of the shares used to distribute those subsharesH#tRES VALID con-
dition). To enable veri cation of the validity of old shares, the dealer of thgioal secret must
provide a witness of the secret to the old shareholders during the distrilnftghares, and the old
shareholders in the authorized subset must all broadcast the witnessnevttshareholders. The
old shareholders must also broadcast witnesses of their sharesf, #uedcoef cients of the sub-
share generation polynomials. By verifying the validity of shares andhsubs, new shareholders
implicitly verify the validity of their new shares (theew-SHARES VALID condition).

| have shown how a storage system can use the VSR protocol to cartberanobile adversary
in a system with dynamic membership. If a faulty old shareholider & shareholder under the con-
trol of the adversary) sends invalid protocol information, the new $twdders will detect that some
subset of the old shareholders are faulty. The new shareholdersn ca@ses can pinpoint faulty
shareholders that send invalid informatiang, if a faulty shareholder sends an invalid subshare),
but otherwise can only detect that faulty shareholders exist.
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Chapter 4

Hathor: An Experimental Storage
System

O thou beautiful Being, thou dost renew thyself in thy season in the form of the
Disk, within thy mother Hathor.

— Papyrus of Nekht, Brit. Mus. No. 10471, Sheet 2

In this chapter, | discuss the design and implementation of an experimenggegystem called
Hathor'. The primary purpose of Hathor is to prove the thesis that recovery eaf dient. It is
an experimental platform for the evaluation of the end-to-end cost ahgtoredistributing, and
retrieving data, using a variety of data distribution schemes. Hathor is @ekstgroperate in the
system environment de ned by the abstract system model describedaipt€2: a client-server
environment in which clients are always correct, but in which some numibservers may be
controlled by an adversary—that is, they may be faulty. In what followssd “the client” as a
shorthand to refer to the portion of Hathor that executes on clients in thensyand “the server”
as a shorthand to refer to the portion that executes on servers.

IHathor is the Greek transliteration of the Egyptian natteHrt. In Egyptian mythology, Hathor is the Goddess of
the Dead and the Protectoress of the City of the Dead in Thebes. | wantékta gystem name that (for once) was
not a Greek or Roman name. Also, Hathor was originally conceivedvas#texinfrequently, read-mostly data archive
prototype, which made the name seem particularly appropriate.
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REPLICA THRESHOLD HYBRID
1
m B 1
Data z z . =
Foem mée L
s Data s -
n n
” . &1 )
Encrypted replicas Shares + witness Key

Encrypted replicas
+

Key shares + key witness

Figure 4.1: REPLICA, THRESHOLD, andHYBRID data distribution schemes implemented in Hathor. In each
schemen servers stores a piece of the original data, mrqaleces are required to recover the data. For both
REPLICA andHYBRID, the servers store identical encrypted replicas of the ddtiitionally forHYBRID, the
servers store different shares of the encryption key buitide key witnesses. FOHRESHOLD, the servers
store different shares of the data but identical withessé#stdata. Each replica, data share, and data witness
is the same size as the original data; each key share and kegswiis the same size as the key.

4.1 Data distribution schemes

Hathor implements three data distribution schenfePLICA, THRESHOLD, andHYBRID. | have
selected these schemes in order to model common schemes used in othabiistorage systems.
Thus, the performance evaluation in Chapter 5 should provide a roudg tguthe cost of supporting
decentralized recovery in a variety of environments.

All of the schemes arerof-n schemes. Figure 4.1 shows the contents of the pieces stored by
each server given a particular scheme. To store data, a client distritpieezof the data to each of
then servers; each piece contains a replica, a share, and a withness@grggteifor the distribution
scheme in use. To retrieve the data, the client retrieves the piecesrfgmrvers and reconstructs
the data. In terms of the mobile adversary model, | assume that storagetiaeehl@perations
occur during an epoch (and not during a update phase), and thdivarsary can subvert at most

mj 1 servers in an epoch.

Informally, the process of distribution and reconstruction of data fon sabeme is as follows:

2 REPLICA: To store data, the client distributes an encrypted replica of the data tseadr,
and stores the encryption key locally. Each server stores the encnggich. To retrieve
data, the client retrieves replicas framservers, veri es that all of the replicas are identical
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(to prevent faulty servers from convincing it to accept an invalid replaad decrypts one of
the replicas to recover the original data.

REPLICA is similar to the scheme used in the Farsite [1, 11], PAST [47], and Pond{37,
survivable storage systems.

2 THRESHOLD: To store data, the client uses theitiAL phase of the VSR protocol (Fig-
ure 3.3) to generate shares of the data and a witness of the data. Each server stores a share
and the witness; the servers will use the witness during the redistributidracés (the R-
DIST phase of the VSR protocol). To retrieve data, the client retrieves sfiraresn servers,
and uses Shamir's scheme [49] to reconstruct the original data.

A variant of THRESHOLD without redistribution is implemented as one of the available
schemes in the PASIS survivable storage system [53].

2 HYBRID: To store data, the client distributes an encrypted replica of the data tcea. It
also uses theNITIAL phase of the VSR protocol to generatkey shares and a key witness.
Each server stores the encrypted replica, a key share, and the kegsyithe servers will
use the witness during the redistribution of key shares. To retrieve datali¢imt retrieves
shares and replicas from servers, veri es that all of the replicas are identical (to prevent
faulty servers from convincing it to accept an invalid replica), and $&esnir's scheme to
reconstruct the original encryption key. It then decrypts one of tp#ces to recover the
original data.

A variant of HYBRID without redistribution of key shares is similar to the scheme used in the
Publius robust publishing system [52]. It is also similar to the scheme used @Vault data
repository [33]; the difference is that e-Vault stores IDA fragmen®3 4 the original data at
each server, instead of a complete replica.

Previous comparison studies show tRapPLICA is generally faster than eith&HRESHOLD or
HYBRID [53], which raises the question as to why one would use schemes oth&gharcA. One
reason is that diversity in schemes can provide an additional defeagestgystem compromise,
in the same way that diversity in server operating systems provides asdefan adversary may
not be able to leverage the ability to compromise data stored with one scheme&geigcA)
to compromise data stored with a different scheme (el RESHOLD). A second reason is that
THRESHOLD andHYBRID enable the client to store data without the need manage an encryption
key: with THRESHOLD, no key is required, while witlRiYBRID, the key is managed with the data.
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May be correct or faulty

!' Always correct

(User application) Redistribution

Distribution & reconstruction Event handling

P Communication/ | f
Communication / group membership iDlsk 110

Client Client-server Server
channel

Other
client-server/
server-server

channels

Figure 4.2: Functional modules of the client and server implementatiminHathor. The broken line rep-
resents the border between parts of Hathor that are alwaysctoand parts of Hathor that may be either
correct or faulty (i.e., the parts that may be controlled hyadversary). The user application is shown as
a module (though it is not strictly part of Hathor), and islitted inside the border to emphasize the fact
that the application can only access the servers via theldigon and reconstruction module. The various
point-to-point channels are also included inside the horde

Though | will useREPLICA as the baseline scheme for the performance evaluation in Chapter 5,
one should bear in mind the non-performance reasons for UsiRgSHOLD Or HYBRID.

4.2 Client and server implementation

The Hathor client and server implementations are fairly lightweight. The implemamn&tjaports

the REPLICA, THRESHOLD, andHYBRID schemes as described above, and also supports the pro-
tocols necessary to redistribute pieces of data generated by the schiérsepports enough of

a communications and disk storage infrastructure to measure the end-tostimf data storage,
redistribution, and retrieval operations.

The client and server implementations in Hathor are composed of abstnatibfial modules,
as shown in Figure 4.2. The dashed line around the modules represdmsdaebetween the parts
of the Hathor that are always correct and the parts that may potentialpulig {i.e., the modules
that may be controlled by an adversary). | include the various pointitat-pbhannels inside the
border to emphasize the assumptions about their privacy, reliability, alediog properties.
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The Hathor client implements the functionality necessary to store and retaéxe The distri-
bution and reconstruction module implements the threshold sharing and gocgigorithms used
by REPLICA, THRESHOLD, andHYBRID, and the communication module manages the client-server
channels. A user application stores and retrieves data through andetént is exported by the
distribution module. | assume that the application can only access the seivéng distribution
module, and thus cannot disrupt server operation through the directiomjeof invalid messages
into the client-server channel. To emphasize this constraint, | show the @ppii@s a module in
the clientin Figure 4.2, and include it inside the border of the parts of Hatlabare always correct.

The Hathor server is more complex than the client. The redistribution module impieme
pair of state machines (Section 4.3.2) to manage the redistribution of piecatadbdrREPLICA,
THRESHOLD, andHYBRID. A disk I/O module marshals pieces of data to and from the on-disk
representations. An event module parses the messages that drivéistrirgion state machine; it
also passes client requests to store and retrieve pieces to the disk I/O module

The server communication module is largely a wrapper around the Enseroble gymmuni-
cations toolkit [29]. The module manages the client-server channels, lbasixtbe server-server
channels. The module (in conjunction with the communication modules on othersealso im-
plements a broadcast channel abstraction on top of the server-seaverels. A group membership
service within the module maintainsveéew of active servers that are sending and receiving broad-
cast messages. The service updates the view whenever a server jeieges Hathor, and assigns
a uniquerank to each server in the view. The communication module is included inside therborde
of modules that are always correct, consistent with the assumption in Cl2ajbiat an adversary
cannot disrupt the broadcast channel (e.g., a set of serverskeatry the adversary cannot break
the property that a broadcast messiyis either delivered to all servers or to none of them). Note
that the adversary can still see all broadcast messages even if the cmationnmodules are al-
ways correct: a server controlled by the adversary can simply passyonessages received by the
server at the event module.

4.3 1/O operations

Hathor supports three basic 1/0 operatio830ORE REDISTRIBUTE, andRETRIEVE. STOREStores
pieces of data to a set of serveETRIEVE retrieves a suf cient number of pieces to reconstruct
the original data.REDISTRIBUTE redistributes pieces from an old set of servers to the new set of
servers, and veri es that any new pieces can be used to recorsiewariginal data. In this section, |
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Figure 4.3: sTOREstate machine for clients and servers. States correspantetonediate computations,
while state transitions correspond to sent or received agess Clients start in thieitial-client state, and
servers start in thimitial-server state. Solid arrows indicate transitions taken by corréents and servers,
while dashed arrows indicate transitions that may be takefality servers. Unlabeled dashed arrows that
loop to the same state indicate no-op self-transitions.

discuss what steps each operation takes for each data distribution s¢heraeicular, | show how
the implementation oREDISTRIBUTE for the THRESHOLD scheme corresponds to the VSR pro-
tocol in Section 3.2, and how the implementation®abisTRIBUTEdiffer between th&kEPLICA,
THRESHOLD, andHYBRID schemes (which will help to explain the results in Section 5.3).

For each scheme, | consider storage and retrieval using-@fn scheme, and redistribution
to change the scheme parameters fiorof-n to m2of-n® As stated before, | assume during a
STORE Or RETRIEVE that at mosimj 1 servers may be faulty. Additionally, | assume during a
REDISTRIBUTEthat at leasim old servers are correct, that at mast 1 old servers are faulty, that
at leastm® new servers are correct, and that at mo®t 1 new servers are faulty, consistent with
the assumptions about faulty servers in the presentation of the VSR gdrotoco

4.3.1 STORE

The state machines in Figure 4.3 show the sequences of steps at the diseraar for asTORE
to anm-of-n scheme. Transitions between states are atagg,the client does not make a transi-
tion from theack-waitstate to thelone-clientstate until it has received atl acknowledgments. |
describe the sequence of steps for a client, a correct server, anttyaderver below.
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A client starts in thenitial-client state. When the client receives data from the user application,
it makes a transition to theist state, in which it obtains the view of active servers from the servers'
group membership service, and distributes a piece of the data to each efwbess The client also
computes and sends an checksum of the data to each server; it will latireushecksum to verify
the validity of reconstructed data. The client next makes a transition tacthevaitstate, in which
it waits to receive an acknowledgment from each ofrilservers; an acknowledgment indicates that
a server has written its piece to disk. The client then makes a nal transitioe tiotie-clientstate.

A correct server starts in thieitial-server state. When the server receives a piece of data and a
checksum from a client, it makes a transition to tbev state. In theecvstate, the server “sends”
a write request to itself, and immediately makes a transition tatite state. In thevrite state, the
server writes the piece and the checksum to disk, sends an acknowtgdgpuk to the client, and
makes a transition to th#one-servestate.

A faulty server also starts in thaitial-server state. When the server receives a piece of data
from a client, it makes a transition to tiecv state. In therecv state, a faulty server may send an
acknowledgment to the client, and make a transition talthree-servestate. The client will think
the server has stored its piece even though the server has not writtéedbedisk. Howevem
servers are guaranteed to write their pieces to disk (consistent with thmp@tssn that at leagin
servers are correct), thus subsequeEFbISTRIBUTEOr RETRIEVE Operations can execute.

A faulty server may also cease to send messages while nether write states, which results
in no-op self-transitions. If the server remains in these states foreeec)iémt that sent the piece
(that triggered the transition from th@tial-server state tadist state) will wait forever to receive an
acknowledgment from the server, and will thus wait forever to complsteoRE

Strictly speaking, a client does not need to wait to receive acknowledgrfrem the servers,
because the servers are guaranteed to receive pieces sent byrthgolisistent with the assump-
tion of reliable private channels in Chapter 2), and at leasbrrect servers are guaranteed to write
their pieces to disk. In practice, the client waits to receive acknowledgrtentsasure of the end-
to-end cost of storing data: the client starts its timer when it receives daatetlfre application, and
stops its timer when it receives acknowledgments fronmteervers. The client thus runs the risk
that it will wait forever in theack-waitstate if a faulty server does not send an acknowledgment.
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Figure 4.4: REDISTRIBUTEState machine for old servers. States correspond to intBateecomputations,
while state transitions correspond to sent or received agess Old servers start in thétial-old state. Solid
arrows indicate transitions taken by correct servers, avtidshed arrows indicate transitions that may be
taken by faulty servers. Unlabeled dashed arrows that lotipet same state indicate no-op self-transitions.

4.3.2 REDISTRIBUTE

The state machines in Figure 4.4 and Figure 4.5 show the sequences dbs®REDISTRIBUTE
when changing scheme parameters frorof-n to m%of-n% in which m old servers redistribute
their pieces of the original data t8 new servers. There is no client state machine because clients
do not participate iIrREDISTRIBUTE As for STORE transitions between states are atoneig,

an old server does not make the transition fromehese-waitstate to theerasestate until it has
received alln®“commit” messages. For simplicity, | describe the steps WheRESHOLD is used

to distribute pieces of the original data, and then highlight R@&®LICA or HYBRID differ.

In the current implementation of Hatham old servers and alh® new servers participate in
REDISTRIBUTE Moreover, Hathor requires atf new servers to send “commit” messages before
completing redistribution, to ensure that all non-faulty servers have vadicep of data; thus, a
faulty old server or a faulty new server can cause all servers to eigmgy or abort. In an exper-
imental system whose primary purpose is to measure the end-to-end aesligifibution, such
behavior is tolerable: a human operator can shut Hathor down and degettreinause of the fault.
However, such behavior would be unacceptable for a productionnsyste
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Old server state machine

A correct old server follows the state machine transitions indicated by thessabws in Figure 4.4.
The server starts in thaitial-old state with a share of the original data and a witness of the data.
When the server receives a redistribution request, it makes a transiticerealibt state. There, the
server distributes subshares of its share (step 1eafi&r in the VSR protocol of Figure 3.3) and
the checksum of the original data to each server. The server alsddasia the witness of the data,
the witness of its share, and the witnesses of the coef cients of its subgkaeration polynomial
(step 2 of REDIST). Once the server has sent subshares and witnesses, it makestaitrémshe
erase-waitstate. In theerase-waitstate, the server waits to receive a “commit” message from each
of then®new servers. Upon receiving th&“commit” messages, the server makes a nal transition
to theerasestate, and erases its share.

A faulty old server may make the following additional state machine transitiomsdesited by
the dashed arrows in Figure 4.4

2 |t may send its share to the adversary while in any state other thardkestate. Sending
a share results in a self-transition. Témsestate does not have this self-transition since the
server will have erased its share in this state.

Note that the adversary will never obtain enough shares to reconsteuatitfinal data, con-
sistent with the assumption that at mast 1 old servers are faulty.

2 |t may “send” an erase request to itself while in any state other thamrtsestate, which
results in a transition to therasestate.

2 |t may send invalid subshares, witnesses, or checksums while rediststate. Recall from
Section 3.2.1 that invalid subshares do not reconstruct a consistee &atlithat invalid wit-
nesses do not correspond to the original data, or to shares of thedetdhe coef cients of
the subshare generation polynomial. Sending invalid information results ifti@esesition:
the server remains in thredist state.

2 |t may refuse to send subshares or witnesses while iretitist state, and thus remain in that
state forever (resulting in a no-op self-transition).

2 It may refuse to “send” an erase request to itself while irgitase-waitstate, and thus remain
in that state forever (resulting in a no-op self-transition).
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RECV:
m (INVALID) SUBSHARES & WITNESSES,
m (INVALID) CHECKSUMS

Figure 4.5: REDISTRIBUTEState machine for new servers. States correspond to intéateecomputations,
while state transitions correspond to sent or received agess New servers start in th@tial-new state.
Solid arrows indicate transitions taken by correct serwstsle dashed arrows indicate transitions that may
be taken by faulty servers. Unlabeled dashed arrows thptttihe same state indicate no-op self-transitions.

New server state machine

A new server follows the state machine transitions indicated by the solid aimdwgure4.5. The
server starts in thaitial-new state. When the server receives a redistribution request, it makes a
transition to theverify-waitstate, in which the server waits to receive a subshare, the corresgondin
witnesses, and a checksum from each ofrtheld servers; note that a faulty old server may send
invalid information. Upon receiving then subshares, witnesses, and checksums, the server makes
a transition to theverify state.

While in theverify state, a new server tries to verify that hieARESVALID andSUBSHARES
-VALID conditions hold for the subshares and witnesses (step Zpfd$R in the VSR protocol of
Figure 3.3). It also tries to verify that ath of the received checksums match (to prevant1 faulty
servers from convincing it to accept an invalid checksum). The samagrithen make one of several
possible transitions:

2 |f it veri es that the SHARESVALID and SUBSHARESVALID conditions hold, and that the
checksums match, it broadcasts a “commit” message, which results in a tratesitegen-
wait state.

2 |If it nds that the SHARESVALID and SUBSHARESVALID conditions do not both hold, or
that the checksums do not match, it broadcasts an “abort” message tdenttiatit has
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received invalid information from at least one of the old servers (i.e.ast lene of then old
servers is faulty; recall from Section 3.2.2 that new servers may ndilbaapinpoint faulty
old servers). Sending an “abort” message results in a transition abtréstate.

2 |fitreceives an “abort” message, it makes a transition tcathvart state.

When the server enters thgen-waitstate, it waits to receive a “commit” message from each of
then®new servers (note that it will have received its own message). If tirerseceives an “abort”
message, it makes a transition to #imort state. Otherwise, upon receiving‘commit” messages,
the server makes a transition to tpenstate, in which it generates a new share from the received
subshares, and writes the share, the witnhess to the original data, amgtheum to disk.

A faulty old server may make the following additional state machine transitiomsdesited by
the dashed arrows in Figure 4.5:

2 |t may broadcast a “commit” message while in any of ithigal-new, verify-wait, or verify
states, even if it has not veri ed that tl®1ARES VALID andSUBSHARESVALID conditions
both hold. This results in a transition to tgen-waitstate.

2 |t may broadcast an “abort” message while in any of ithigal-new, verify-wait or verify
states, even if it has not found that theARES VALID andSUBSHARESVALID conditions do
not both hold. This results in a transition to thieort state.

2 |t may refuse to broadcast either a “commit” or an “abort” message while indhify state,
and thus remain in that state forever (resulting in a no-op self-transition).

2 |t may refuse to generate a new share, and thus remain getievaitstate forever (resulting
in a no-op self-transition).

REDISTRIBUTE for REPLICA

The steps for an old server feePLICA are slightly different from that forHRESHOLD. In the

state machine in Figure 4.4, an old server starts inirtiieal-old state with an encrypted replica

of the original data. In theedist state, the server sends its encrypted replica (instead of subshares
and witnesses). A faulty old server may instead send an invalid replica (@e.that is not an
encryption of the original data). A key difference betweaPLICA and THRESHOLD is that no
broadcast occurs durimgdist
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The steps for a new server are also slightly different. In the state machirigumne 4.5, a
new server in theverify-wait state waits to receive a replica from each of theld servers. In
the verify state, the server tries to verify that ailof the received replicas match (to prevemi 1
faulty servers from convincing it to accept an invalid replica). If theeplicas match, the server
broadcasts a “commit” message, otherwise it broadcasts an “abort” reedsatpegenstate, the
server simply writes the replica to disk.

Versions of the old and new server state machinegEsLICA are shown in Figure A.1.

REDISTRIBUTE for HYBRID

The steps foHYBRID are a combination of those for boREPLICA andTHRESHOLD. In the state
machine in Figure 4.4, an old server starts inithigal-old state with an encrypted replica of the
original data, a share of the encryption key, and a key witness. Irethst state, the server sends
its encrypted replica, and also sends subshares of its key share ammirésponding withesses. A
faulty old server may instead send invalid information.

The steps for a new server are also a combination. In the state machinetlia #iguthe server
in the verify-wait state waits to receive a replica, a key subshare, and witnesses frorofehem
old servers. In theerify state, a server veri es that ath of the received replicas match, and also
veri es that theSHARESVALID andSUBSHARESVALID conditions hold for the key subshares and
witnesses. If thenreplicas match and tr®HARES VALID andSUBSHARESVALID conditions hold,
the server broadcasts a “commit” message, otherwise it broadcastsati fabssage. In thgen
state, the server generates a new key share from the receivedbdghases, and writes the share,
the key witness, and the replica to disk.

Versions of the old and new server state machinesY@RrID are shown in Figure A.2.

4.3.3 RETRIEVE

The state machines in Figure 4.6 show the sequences of steps at the diesgreer for aRE-
TRIEVE from anm-of-n scheme. Transitions between states are atoenis, the client does not
make a transition from theeconst-waitstate to theeconststate until it has received ath shares,
checksums, and replicas (as appropriate for the distribution scheme}ctilie the sequence of
steps for a client, a correct server, and a faulty server below.

A client starts in thenitial-client state. When the client receives a retrieval request for the
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RECV:
RECV: SEND: m (INVALID) PIECES, SEND:
DATA REQ mRETRIEVAL REQS ~ m (INVALID) CHECKSUMS DATA

done-client

Client reconst-wait

(ABORT)

SEND:
RECV: PIECE,
RETRIEVAL REQ CHECKSUM

Server [initial-server done-server

SEND:
INVALID SHARE,
INVALID CHECKSUM

Figure 4.6: RETRIEVEState machine for clients and servers. States correspamtmediate computations,
while state transitions correspond to sent or received agess Clients start in thieitial-client state, and
servers start in thimitial-server state. Solid arrows indicate transitions taken by corréents and servers,
while dashed arrows indicate transitions that may be takefality servers. Unlabeled dashed arrows that
loop to the same state indicate no-op self-transitions.

original data from a user application, it makes a transition taetréeve state, in which it obtains

the view of active servers from the servers' group membership seascksends a retrieval request

to the m highest ranked servers for their pieces of the data and the checldstira data. The
client then makes a transition to tiheconst-waitstate, in which it waits to receive a piece and
checksum from each of the servers. Upon receiving thm pieces and checksums, the client
makes a transition to theconststate, in which it reconstructs the data from the pieces as described
in Section 4.1. It also veri es that ath of the received checksums match. If the checksums do
not match, or the checksum of the reconstructed data does not matchrigeecechecksum, the
client makes a transition to thebort state. Otherwise, it sends the original data back to the user
application, and makes a transition to ttene-clientstate.

A correct server starts in thaitial-server state. When the server receives a retrieval request
from a client, it makes a transition to tiead state, in which it reads its piece and checksum of the
original data from disk, and sends the piece and checksum to the cli¢hénlinakes a transition
to thedone-servestate.

A faulty server also starts in theitial-serverstate. When the server receives a retrieval request,
it makes a transition to thead state. In theead state, a faulty server may send an invalid piece or
an invalid checksum to the client. It then makes a transition taltme-servestate.



48 CHAPTER 4. HATHOR: AN EXPERIMENTAL STORAGE SYSTEM

A faulty server may also cease to send messages while iedldestate, which results in a no-op
self-transition. If the server remains in this state forever, the client tijatested the piece of data
will wait forever for a piece from the server, and will thus wait forei@complete &ETRIEVE.

In the current implementation of Hath&gTRIEVE suffers from a similar weakness R&DIS-
TRIBUTE: one or more faulty servers can cause the operation to hang. In agtimdaystem, the
client could retrieve pieces from at leastservers and try eaah size permutation the pieces until
it found a permutation that contained only valid pieces.

4.4 Summary

| have presented the design and implementation of Hathor, an experimemggestystem for
evaluating the cost of storing, redistributing, and retrieving data. Theeptation includes details
of theREPLICA, THRESHOLD, andHYBRID data distribution schemes, as well as client and server
state machine speci cations for tlsg ORE REDISTRIBUTE, andRETRIEVE operations.



Chapter 5

Performance Evaluation

I've got signals! I've got readings—in front and behind!

— Pvt. William Hudson, in “Aliens” (1986)

In this chapter, | present the results of experiments to measure the rawizdiop performance
of the VSR protocol (Chapter 3). The results show that the cost of the M8tocol is dominated
by the cost of the withess function used in veri cation operations. | algsemt the results of
experiments to measure the end-to-end cost of storing, redistributingeti®ving data with the
Hathor storage system (Chapter 4), usingrEeLICA, THRESHOLD, andHYBRID data distribution
schemes (Section 4.1). The results show that although the overhead®$HOLD overREPLICA
increases with le size for all storage operations, the overheadeRID remains roughly constant.
I go on to discuss ways of reducing the overhead still further.

In the presentation of the VSR protocol, | treated secrets as integera fhaw a nite eld
with prime modulusp (Section 3.1.1). In practice, blocks of data cannot be treated as a single
integer: to treat a 1024-byte block this way would require a 8193-bit mstdlus, | treat blocks
of data as sequences of multi-bhunks If the modulus has sizgp j, then each chunk has size
j pii 1 bits, to ensure that the integer representation of a chunk is lespthaa will see shortly
thatj pj, and hence the chunk size, can have a counterintuitive effect corpenhce.

All performance numbers were taken on 2 GHz Intel Pentium 4 CPU waitssavith 512 MB
of RAM. Arbitrary-precision integer operations were implemented using tmadVlpackage [50].
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Figure 5.1: Graphs of the time taken to generatehares of an 8 KB secret, and reconstruct an 8 KB secret
from mshares, when using Shami(isy; n) threshold sharing scheme [49].

5.1 Shamir's threshold sharing scheme performance

In this section, | present the results of experiments to measure the cdsawiitsS (m; n) thresh-
old sharing scheme [49] in a nite eld. Sharing operations were computeduitoa 1024-bit
prime numbermp. No witness function operations were performed. The results on theirang/n
unremarkable, but they will serve to show that the bulk of the computatidro€esri able secret
redistribution is in veri cation-related operations, and not in thresholdisbaperations.

ThesHAREandrRECONSTRUCTgraphs in Figure 5.1 show the time taken to genenateares of
an 8 KB secret, and the time taken to reconstruct an 8 KB secretrfrehares. For both operations,
the time taken is linear imfor xed n. We observe that the marginal cost 8HAREwith increasing
nto generate an extra share is relatively small, and is constant fornxed



5.2. VERIFIABLE SECRET REDISTRIBUTION PERFORMANCE 51

5.2 \eri able secret redistribution performance

In this section, | present the results of experiments to measure the computagioof the VSR
protocol (Section 3.2). To assist with understanding where the cosis ¢ne VSR protocol, |
present the time taken to execute the following steps within the protocol:

2 SUBSHARE The time taken by an old shareholdeto generate subshareg and sus-
SHARESVALID witnessedV(s), W(ay) :::W(am; 1) for the new shareholdefs(steps 1 and
2 of REDIST in the VSR protocol of Figure 3.3).

2 SHARESVALID: The time taken by a new shareholdeto verify that theSHARES VALID
condition holds (the second veri cation in step 3).

2 SUBSHARESVALID : The time taken by a new shareholdeto verify that theSUBSHARES
VALID condition holds, which involves computiVg(§j) (the rst veri cation in step 3).

2 GENERATE-NEW-SHARE: The time taken by a new shareholdeio generate a new sha$%
from the subshares (step 4).

The cost of the VSR protocol is dominated by the time taken to compute the witmesioh
W(x) used inSUBSHARE and SUBSHARESVALID . To investigate the cost, | measured the time
taken by each of the protocol steps using the two witness functions ineddacSection 3.1.3:
exponentiation and point multiplication in an elliptic curve.

5.2.1 VSR with an exponentiation witness function

Here, | present the performance results$SOBSHARE SHARESVALID , SUBSHARESVALID, and
GENERATENEW-SHARE With an exponentiation witness function (Section 3.1.3), for redistribution
from an(m;n) to an(m® nY threshold scheme. Sharing operations were computed modulo a 1024-
bit prime numbem. The witness function was exponentiation modulo a 1025-bit prime number
whereq= pr+ 1 (r being a positive integer); givencpof sizej qj bits, the largest possible has

sizej pj less than or equal foqji 1. The original secret, shares, and subshares were all 8 KB.

The SUBSHAREandSUBSHARESVALID steps of the VSR protocol involve repeated exponen-
tiation with a common basg. The Miracl [50] package implements basic square-and-multiply
exponentiation, and also implements a method of fast exponentiation (withngpetation of in-
termediate values) presented by Brickatllal. [12]. Brickell exponentiation yields a considerable
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| ipj | jaj | Basicexpfs) | Brickell exp (us) | Brickell precomp fs) |

160 | 1024 3376 1201 12622
192 | 1024 3991 1350 15053
1023 | 1024 19957 5301 62684
257 | 1025 5445 1627 20619
1024 | 1025 20283 5486 64408

Table 5.1: Time per exponentiation modugpfor exponents modulp, for basic square-and-multiply expo-
nentiation and Brickell fast exponentiation [12]. The mmeputation time required for Brickell exponentia-
tion is also shown.

performance boost over square-and-multiply (Table 5.1), provida@dtieamortizes the precom-
putation over multiple exponentiations. Where possible, | used Brickellrexi@tion.

The suBsHAREgraph in Figure 5.2 shows the time taken by an old shareholiegenerate
subshares and witnesses from its share for a frehn9 threshold scheme. The time taken is
linear inm°for xed n% as predicted in the performance model of Section 3.2.3. The generation
of subshares (without generation of witnesses) fo(rehn® scheme is mathematically equivalent
to generation of shares of a secret for(am® n% scheme, and therefore has the same performance
characteristics as treHARE operation in Figure 5.1. For xed?, the marginal cost with increasing
n°comes from the time taken to generate an extra subshare.

Given the results fosHARE, and given that generation of subshares is equivalent to generation
of shares, it is clear that the bulk of the costsafsSHAREcomes from the time taken to generate
the witnessy® for the old shares. Consider Figure 5.3, which shows two curves B 8: the
time taken to generate subshares, and the time taken to generate substhavitsessses. The bulk
of the cost ofsuBsHAREcomes from the time taken to compute the witngs$or the old shares.

This fact is demonstrated by the pointsiE 1, at which one only computegs (the corresponding
subshare generation polynomial has no coef cients).

The SHARESVALID graph in Figure 5.2 shows the time taken by a new shareh¢glaeverify
the validity of shares held by the shareholders in an authorized subtet ofd (m;n) threshold
scheme. The veri cation was performed using witnesses sent by then @t shareholders @

VALID veri cation equation

¢ O (5.1)

i2B
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Figure 5.2: Graphs of the time taken IBUBSHARE, SHARES VALID , SUBSHARESVALID , andGENERATE
-NEW-SHARE with an exponentiation witness function. Redistributioassrom an(m; n) threshold sharing
scheme to aim®n9 scheme. The original secret, shares, and subshares w8rgRlIThey-axis scales on
the graphs are different because the results are of suanatifforders of magnitude.
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Figure 5.3: Graph of time taken bguBSHAREwith an exponentiation witness function. The graph shows
both the time take to generate subshares only, and the tkar ta generate subshares and witnesses. Redis-
tribution was from ar{m; n) threshold sharing scheme to @m®n% scheme. The original secret, shares, and
subshares were all 8 KB.

(Equation (3.17) for exponentiation), and observe that a new shdeshamly exponentiates by the
Lagrange coef cientsd;. By experiment, | con rmed that the sum bf givenmandp is

» Ya

a b = miz ! p+ 1 (5.2)

i.e,, the sum of the exponents in Equation (5.1) is the same for pairs of cdiveecu(2 and 3,
4 and 5, etc.), and increases linearly with even values.ofThus, the cost of computation for
Equation (5.1) will be similar for pairs of consecutire

The SUBSHARESVALID graph in Figure 5.2 shows the time taken by new sharehglder
verify the validity of the subshares sent by the shareholders in an @etosubset of the old
(m; n) threshold scheme. The time taken is lineamnas predicted in the performance model of
Section 3.2.3. Moreover, the time is smaller that $hsRESVALID time for all m; to understand
this, recall thesUBSHARESVALID veri cation equation

. 3 Ml
8i2B:g%” ¢ Q (¢g*)! (5.3)
=1

and observe that a new shareholder only computes exponentiationseaf by s; (excluding the
j' term); thus, one can use Brickell exponentiation.



5.2. VERIFIABLE SECRET REDISTRIBUTION PERFORMANCE 55

| ipj | iaj | Exponentiationjfs) | Chunk size (bits)] Chunks/block| Expected time/block (ms)
160 | 1024 1204 159 413 496
192 | 1024 1350 191 344 463
1023 | 1024 5301 1022 65 340
1024 | 1025 5486 1023 65 351

Table 5.2: Time per exponentiation modubpfor exponents modul@, using Brickell exponentiation [12].
A block was 8 KB.

The GENERATE-NEW-SHARE graph in Figure 5.2 is unremarkable: because this step is mathe-
matically equivalent to secret reconstruction in Shamir's threshold shacimgme [49], the results
are the same as in Figure 5.1.

Protocol cost versus size of secret

One would expect the cost of the VSR protocol to be linear in the block &kl ran experiments
to con rm that this is the case. The graphs in Figure 5.4 show the time takesUBgHARE
SHARESVALID,, SUBSHARESVALID , andGENERATENEW-SHARE as the block size increases, for
redistribution from a (4,8) threshold sharing scheme to a (4,8) schemeae3his indeed con rm
that the cost is linear in the block size.

Protocol cost versus size of modulup

At rst glance, it would seem that using a prime modulp®f 1024 bits would needlessly incur
a high cost during witness generation, or during veri cation that SR RESVALID and SuB-
SHARESVALID conditions hold. By comparison, the Digital Signature Standard [51] ordgisss

p of 160 bits. Consider Table 5.2, which shows the time taken to exponentiatelormpdiven
exponents modul@ with bit sizej p j; note the change in the size gfor 1024-bitp. On the one
hand, smallej pj indeed lowers the time per exponentiation. On the other hand, one mustffrade o
a lower time per exponentiation against the number of exponentiations réqwith a smallej pj,
one can only process a smaller chunk of data at a time. For example, an B&8o data is 64K
bits, which is equivalent to either 413 159-bit chunks or 65 1022-bihk&d-an almost sevenfold
difference. We see, then, that the expected time to generate a witness&dtEablock is greater
with the smallejj pj.
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Figure 5.4: Graphs of the time taken IBUBSHARE, SHARESVALID , SUBSHARESVALID , andGENERATE
-NEW-SHARE with an exponentiation witness function. The time takerhisven as a function of block size.
Redistribution is from a (4,8) threshold sharing scheme(# ) scheme.
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5.2.2 VSR with an elliptic curve witness function

In this section, | present the performance resultssSbSHARE SHARESVALID, SUBSHARES
-VALID , and GENERATE-NEW-SHARE with an elliptic curve witness function (Section 3.1.3), for
redistribution from ar(m;n) to an(m®n% threshold scheme. Sharing operations were computed
modulo a 192-bit prime number The witness function was multiplication of a public poton

an elliptic curve. The curve was computed over the integers modulo a 19#hi number® (so
designated to distinguish it from the modulus for the exponentiation witnessidan g° andr
were such that - g% andG was such thar]G was equal to the point at in nitfD. The parameters

for the underlying elliptic curve and coordinates@fvere those speci ed in the Digital Signature
Standard [51] for a 192-bit elliptic curve. The original secret, shanmed subshares were all 8 KB.

The results are similar to those for exponentiation (Section 5.2.2). In particula

2 TheSHARESVALID graph in Figure 5.5 exhibits the same stepping behavior as Figure 5.2 for
SHARESVALID with a exponentiation witness function, for the same reason.

2 Brickell exponentiation [12] can be adapted for point multiplication on an ellqiiwe [50].
Thus, as with exponentiation, the time takendyBSHARESVALID is lower than than the
time taken forsHARESVALID for all m.

Comparison with exponentiation witness functions

The use of elliptic curves in cryptography was rst proposed by KobB&][and Miller [38]. One
feature of elliptic curves that makes their use in cryptography attractivaighbre are no known
sub-exponential algorithms for nding discrete logs on general elliptieesi{though certain curves
have exploitable weaknesses; Blakel. [6] present a full discussion of weak curves and attacks).
Another is that elliptic curve-based systems require far fewer bits (in therlying nite eld) than
exponentiation-based systems to achieve equivalent “security” in terthe ecbmputational effort
required to solve the DLP. With fewer bits, one would expect an overdllaton in the cost of a
protocol based on the DLP. However, the reduction does not materiatitieef VSR protocol.

The reason that the VSR protocol does not bene t from a switch to ellipticecwitness func-
tions is that one must process more chunks for a block of xed size, simitetproblem discussed
in Section 5.2.1. For elliptic curve point multiplication, the chunk size is limitegl ol which in
turn is limited byj q°j; for a 192-bit nite eld, the chunk size is 191 bits. Consider Table 5.2 and
Table 5.3, and compare multiplication on a curve computed over a 192-bit edatgonentiation
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Figure 5.5: Graphs of the time taken IBUBSHARE, SHARES VALID , SUBSHARESVALID , andGENERATE
NEW-SHARE with an elliptic curve witness function. The elliptic curv@as computed over the 192-bit nite
eld speci ed in the Digital Signature Standard [51]. Retlibution was from ar(m;n) threshold sharing
scheme to aifm®n% scheme. The-axis scales on the graphs are different because the reseltsf such
different orders of magnitude.
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| j % | Multiplication (us) | Chunk size (bits)| Chunks/block| Expected time/block (ms})

192 1192 191 344 407
224 1411 223 294 413
256 1742 255 258 446
384 4741 383 172 809
521 8247 520 127 1037

Table 5.3: Time per point multiplication in the elliptic curve compdtever the nite eld Z, using Brickell
exponentiation [12]). A block was 8 KB. The elliptic curverpmeters were taken from the Digital Signature
Standard [51].

in a 1024-bit eld (which each require roughly equivalent computatiafdrt to solve the DLP).
If we compare multiplication to exponentiation with 1023-bit exponeings [ pj= 1023, the max-
imum possible size), exponentiation is faster than multiplication: 340 ms/b®ck07 ms/block.
The reason for the faster performance of exponentiation is that evaghhbe per-exponentiation
cost is higher than the per-multiplication cost by 4.4 times, the number of chperkislock for
exponentiation is lower by 5.3 times.

Even though the results suggest that exponentiation yields better penimgrtan point mul-
tiplication now, the performance advantage will fall away as the bit size otitfekerlying elds
increases in the future. Figure 5.6 compares the time taken by a new ddaretooverify that
the SHARESVALID condition holds with both exponentiation and elliptic curve witness functions.
We see that veri cation based on exponentiation becomes an order ofito@gislower than the
equivalent based on elliptic curves. Thus, for systems that will userlbiggzes, or to ensure that
a system remains secure for the long term, one should use elliptic curve siitmesions.

5.3 Hathor storage system performance

In this section, | present the results of experiments to evaluate the Hathagestwy/stem described
in Chapter 4. The experiments measured the COSITOIRE REDISTRIBUTE, andRETRIEVE 0p-
erations for theREPLICA, THRESHOLD, andHYBRID data distribution schemes implemented in
Hathor. The results show that the overhead of redistribution incurrétleoy SR protocol can be
small, provide one is careful in choosing the data distribution scheme.

The experimental infrastructure comprised seven workstations that easdtinor server dae-
mon, and one workstation that ran an experiment client driver. The eieh$ervers were connected
by a switched 100baseT Ethernet network, which provided full link fédith between all pairs of
workstations. The client driver initiatesifOREand RETRIEVE operations, and also triggered-
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Figure 5.6: Graphs of the time taken ISHARES-VALID with both exponentiation and elliptic curve witness
functions, as a function of nite eld bit size. The squaresdacircles highlight points that require roughly
equivalent computational effort to solve the DLP. The ¢iligurves were computed over the nite elds
speci ed in the Digital Signature Standard [51]. Redigftibn was from an (4,8) threshold sharing scheme
to an (4,8) scheme.
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| Operation || REPLICA (Ms) | THRESHOLD (ms) | HYBRID (ms) |

STORE 31 73 99
REDISTRIBUTE 39 92 153
RETRIEVE 2 3 2

Table 5.4: Time taken to store, redistribute, and retrieve a 0-bytanlélathor. Each data point represents
the average cost over 100 executions of an operation.

DISTRIBUTE operations at the servers. Recalling the relationship between the thresinaldeter
mand number of shareholdarns

(Equation (3.18), repeated for convenience), | con gurReEPLICA, THRESHOLD, andHYBRID as
3-of-7 distribution schemes.

The results foREDISTRIBUTE are for redistribution from a 3-of-7 scheme to a 3-of-7 scheme.
For shares of les inTHRESHOLD and shares of encryption keys iYBRID, REDISTRIBUTEiNn-
cludes the execution of the VSR protocol (Figure 3.3). RBPLICA andHYBRID, REDISTRIBUTE
includes the time taken for three old servers to send their replicas of a le toetlveservers; with
three received replicas, the new servers would be able to detect up @y old servers by
comparing the replicas.

To emphasize the added costs of inter-server communication and diskeso®er raw com-
putation, | used similar bit sizes for the prime number moduli as for the VSRriexgets (Sec-
tion 5.2). REPLICA andHYBRID use AES encryption in electronic code-book mode with a 256-bit
key. THRESHOLD performs threshold sharing modulo a 1024-bit prime number, and witness fu
tion exponentiation modulo a 1025-bit prime numbersRrID performs threshold sharing modulo
a 257-bit prime number, and witness function exponentiation modulo a 1i@p&rbe number. Be-
cause the secret sizeg(, the AES key size) foHYBRID is xed at 256 bits, one can reduce the
cost of witness generation by using the smaller modulus for threshold gh@na thus reducing
the cost of exponentiation (Table 5.1)). The security of the witness vidues affected in practice;
recall that the Digital Signature Standard [51] speci es a 160-bit modwugs exponents.

| ran experiments that measured the time taken to store, redistribute, anderatrie of zero
bytes in length, in order to understand the overheads introducgd®gsHOLD andHYBRID over
the baseline oREPLICA. Table 5.4 shows results of these experiments. FF@wRE the 0-byte
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| Operation || Average overhead (ms) Standard deviation (ms)

STORE 69 1
REDISTRIBUTE 111 7
RETRIEVE 0 1

Table 5.5: AveragesSTORE REDISTRIBUTE, andRETRIEVE overhead oHYBRID OVErREPLICA.

overhead of HRESHOLD andHYBRID OVEerrREPLICA arises from the time taken to generate witness
(step 2 of NITIAL in the VSR protocol of Figure 3.3). The overheadrefRESHOLD comes from
the time taken to compute witnesses for the coef cients of the share genepatigromial, even
though these witnesses are not sent to the servers. The overheadrab comes from the time
taken to generate a random AES key and the time taken to generate keyamditae key witness,
even though no data is encrypted. REDISTRIBUTE, the 0-byte overhead of the other schemes
overREPLICA is due to the cost of the VSR protocol. The overheadtttRESHOLD comes from
the time taken to generate and broad@sBSHARESVALID witnesses (step 2 of BIST) from

old servers to new servers, even though the subshares are ofizerd’he overhead afiyBRID
comes from the time taken to execute the VSR protocol for shares of the &E 8ven though the
(encrypted) le is of zero size.

The trend in overheads aHRESHOLD andHYBRID over REPLICA become very different as
the le size increases. The graphs in Figure 5.7 show the time taksmbRE REDISTRIBUTE, and
RETRIEVE for different le sizes. The overhead aiHRESHOLD over REPLICA for all operations
increases as the le size increases, as one would expect given this ieg-igure 5.4. On the other
hand, the overhead efyBRID overREPLICA for all operations remains roughly constant; Table 5.5
shows the average overhead for each operation. InterestingBrID imposes no overhead over
REPLICA for RETRIEVE.

5.4 Summary

From the results presented in Section 5.2, we see that the bulk of the cibst USR protocol
comes from the time taken by veri cation-related operations: generatiGUBBHARESVALID
witnesses at old shareholders, and veri cation that $hR@RESVALID and SUBSHARESVALID
conditions hold at the new shareholders. Improvements in CPU perfoenanspecial hardware
for arbitrary-precision integer operations, would likely improve the pertnce of the protocol.
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Figure 5.7: Log-scale graphs of the time taken ByORE REDISTRIBUTE, andRETRIEVE in Hathor, as a
function of le size. REPLICA, THRESHOLD, andHYBRID are 3-of-7 distribution scheme&EPLICA and
HYBRID use AES encryption in electronic code-book mode with a 25&dy. The maximum le size for
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A surprising result is that the substitution of an elliptic curve-based witnesstibn for an
exponentiation-based witness function currently hurts rather than hefferpance, though the
result makes sense given the analysis in Section 5.2.2. However, weasess tthe bit size of
underlying elds increases in the future, elliptic curve-based functiofioffer better performance
than exponentiation-based functions.

The high cost of the VSR protocol, if employed in a storage system, carfided thfrough careful
selection of the data distribution scheme. For a system in which le storageealistribution
operations are infrequent relative to retrieval operations, one mayllip@wo trade off the slower
storage and redistribution performanceHofBRID (compared t®REPLICA) in return for the ability
to manage the encryption key of a le with its encrypted replicas (Sectiondspgcially given that
retrieval operations forYBRID incur no extra overhead oveEPLICA.



Chapter 6

Related Work

And some things that should not have been forgotten were lost. Histoayneec
legend, legend became myth,...

— Galadriel, in “Lord of the Rings: Fellowship of the Ring” (2001)

My thesis covers both the theoretical and practical aspects of desigringigable storage
system with decentralized recovery. In this chapter, | compare the bgi secret redistribution
(VSR) protocol to other protocols for protecting threshold-shared ishathe face of Byzantine
adversaries. | then survey survivable storage systems and highlegintiiarities and differences
between the Hathor system prototype and existing systems. Finally, | disooss theoretical
design studies for survivable storage system architectures.

6.1 Redistribution for threshold sharing schemes

Since the invention of threshold sharing by Blakley [8] and Shamir [49],ymarearchers have
proposed mechanisms to make threshold sharing schemegobog that is, able to withstand

the failure of some of the participants. In this section, | highlight the diffegsrbetween the VSR
protocol and other robugin; n) threshold sharing schemes, and discuss the relative advantages and
disadvantages of the protocol. Table 6.1 summarizes some of the main desigg giaobust
schemes, and shows the greater exibility offered by the VSR protoaolpewed to other schemes.

As in Chapter 3, | refer to data as secrets, clients as dealers, antsszsahareholders.
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Scheme type Faulty Faulty (m;n)
dealer OK | shareholders OK| changes OK
\eri able secret redistribution Y Y Y
Secret redistribution: Desmedt and Jajodia [18}\/A N Y
Secret redistribution: Franket al. [18] Y Y N
Proactive secret sharing Y Y N
Veri able secret sharing Y Varies N/A

Table 6.1: A comparison of robugtm; n) threshold sharing schemes, showing the scheme type, whbthe
dealer or shareholders may be faulty, and whether n may be changed. Note that Desmedt and Jajodia
[16] do not specify a phase for the initial distribution obses of a secret.

My work on the VSR protocol follows from research on robust schethnasinvolve physical
redistribution of shares. Desmedt and Jajodia [16] present a redigirilmcheme in which current
shareholders distribute subshares of their shares to new sharsh@xectly as in the VSR pro-
tocol. However, their scheme only veri es that tBBBSHARESVALID condition holds, leaving it
vulnerable to corruption by faulty shareholders. Frardtedl. [18] propose a proactive public-key
cryptography scheme in which shareholders redistribute their sharéswisteps: goly-to-sum
redistribution from arfm; n) polynomial sharing to a(m; m) additive sharing, followed by sum-to-
poly redistribution from the additive sharing back to(an n) polynomial sharing. In their scheme,
the mechanism for the veri cation of shares after redistribution requirgsiie membership of the
set of shareholders (and thosremains static. The distinguishing features of the VSR protocol
compared to these schemes include the ability to prevent share corruptfanltyyshareholders
(up to the limits speci ed in Section 3.2) and support for changes &mdn.

Other schemes exist that support only limited changesaon. Blakley et al. consider thresh-
old schemes thatisenroll(remove) shareholders from the access structure with broadcasigesss
[7]; the new shareholders are always a subset of the current Gaekin proposes a secret sharing
scheme thagnrolls (adds) shareholders in the access structure after the initial shariipghéaew
shareholders are always a superset of the current ones. By deamahe VSR protocol supports
arbitrary changes tmandn (provided thamis less than or equal ta).

Blundo et al. present a scheme in which the dealer broadcasts messages to actieatnliff
possibly disjoint, authorized subsets [10]. A single message activatedeactivates the current
subset. All shareholders have a share even if they are not in the aativerized subset, and thus
receive a share during the initial distribution of the secret. In contrasteil8R protocol only cur-
rent shareholders have a share, the trade-off being that botmtan® new shareholders broadcast
multiple messages—an important consideration in environments where bsbedespensive.
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The VSR protocol is closely related pooactive secret sharin(PSS) schemes, in which share-
holders periodically refresh their shares of the secret to countenacb#e adversary [39]. The key
distinction is that PSS schemes keepndn static, whereas the VSR protocol enables changes to
andn. Herzberget al. [31, 32] present a PSS scheme in which shareholders exchadgée shares
among themselves, and combine the update shares with their current #taasSchneider, and
van Renesse present a PSS scheme called Asynchronous PSS, (AR&3sing update shares,
for asynchronous wide-area networks [56, 55]; they independentigose conditions similar to
SHARESVALID andSUBSHARESVALID to verify the validity of shares after protocol execution.
Though APSS does not support changemtandn, it does have the advantage over the VSR pro-
tocol of not requiring a broadcast channel. Frangehl. [19, 20, 21] and Rabin [44] propose
several PSS schemes in which shareholders exchange subshiies siiares among themselves,
similar to the VSR protocol. Each shareholder then combines the receigellases to generate a
new share. As with the proactive cryptography scheme of Fragtkal described above [18], the
mechanisms for the veri cation of new shares require thaindn remain the same.

The VSR protocol is also related teri able secret sharingVSS) schemes, which are designed
to verify that a dealer distributes valid shares of a secret, and to enaltedt) shareholders to
agree that they have valid shares. Non-interactive VSS schemes bydfe]di7] (Section 3.1.3) and
Pedersen [41] assume that only the dealer may be faulty. Interactivesfesies assume that either
the dealer or some of the shareholders may be faulty, and include multipsroticommunication
between the dealer and the shareholders to identify faulty participant&segpative examples
include schemes by Chet al. [15], Benaloh [5], Gennaro and Micali [25, 26], Goldreiehal.
[28], and Rabin and Ben-Or [43, 45]. Interactive schemes, at baekt,tolerate shareholders that
become faulty before or during the initial distribution, while the VSR protodstimjuishes itself
in its ability to tolerate shareholders that become faulty after the initial distribufitrecsecret.

6.2 Survivable storage systems

The Hathor system prototype is an experimental platform on which to evahat®st of storage,
redistribution, and retrieval for different data distribution schemes. ueh sits design involves
similar decisions as for survivable storage systems: whether or notitirilecte data in response
to server failures, and what type of server failures to tolerate. In tlotsose | discuss the design
points (summarized in Table 6.2) that distinguish Hathor from related systems.
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System Redistribute| Server Distribution
data? failure schemes
mode
Hathor Yes Byzantine | Encrypted replication

Threshold sharing
Hybrid sharing + replication

Farsite Yes Byzantine| Encrypted replication
PAST Yes Byzantine | Encrypted replication
Pond Yes Byzantine| Encrypted replication
Erasure-resilient coding
InterMemory | Yes Crash Erasure-resilient coding
Pangaea Yes Crash Replication
e-Vault No Byzantine | Information dispersal
Publius No Byzantine | Hybrid
sharing + replication
PASIS No Crash Encrypted replication

Information dispersal
Threshold sharing

Table 6.2: A comparison of survivable storage systems, showing: vérath not redistribution of data on
server failure is supported, what type of server failurestalerated, and what data distribution schemes are
implemented.

The underlying research purpose behind Hathor is to develop a dal@drredistribution pro-
tocol for threshold-shared data in a system with dynamic membership. Asisstands in contrast
to Farsite [1, 11], PAST [47], and Pond [46] (the OceanStore pro#of$f]), which implement
redistribution mechanisms for replicated data only (though Farsite also implemn®8S scheme
for refreshing signature keys). However, Hathor and these systeraBate common design fea-
tures. They incorporate mechanisms to redistribute data in response ¢o feéitwes. Also, they
are designed under the assumption that servers suffer Byzantineedailumd thus they include
mechanisms to verify the validity of data received from servers during paiions.

InterMemory [14, 27] is a long-term archival service. It stores datagia scheme based on an
erasure-resilient code [9]: one server stores a full copy of thénadiglata, and another servers
storen erasure-codeftagmentsof the data, any=2 of which can be used to reconstruct the data.
InterMemory redistributes data when a server fails by reconstructing) adipy or generating a
new fragment (depending on what the failed server held) on a replatemeer. Unlike Hathor,
InterMemory assumes that servers suffer crash failures. ThusMieteory does not include mech-
anisms to verify the validity of data received from servers during 1/O atrs. In practice, a
system designed on the assumption of crash failures may be limited to deplayncéoged net-
works, in which hosts are under the control of a trusted administrator.
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Pangaea [48] is a scalable storage utility that uses a high degree of tiepliwapreserve data
availability in the face of server failures. It implements a tree-structuredy$tesn withgold and
bronzereplicas of regular les and directory les: a gold replica of a le points timer gold replicas
of the le, to the bronze replicas of the le, and to the gold replicas of theptand children, while
a bronze replica of a le points to the gold replicas of the le and the parertte distinction
between replica types reduces the overhead of managing le repliceaus® only gold replicas
need to be updated when the directory topology changes, or when theegtitch of a child or
parent fails. In particular, the system can quickly create new bromieas to replace lost ones.
Like InterMemory, Pangaea assumes that servers suffer craske&ihmd thus comes with same
caveat regarding deployability.

e-Vault [33, 23] and Publius [52] rely upon the inherent redundamtye supported data distri-
bution schemes to protect the availability of data from server failures, @sse to redistributing
data. e-Vault uses Rabin's information-dispersal algorithm [42] to iggedragments of the (op-
tionally encrypted) data for each server. Publius uses a distributiomschtentical toHYBRID
(Section 4.1). For all of these systems, the distribution parameters (the nofrdegvers used to
store data, and the number of correct servers required to retrievatiieade static. Thus, in con-
trast to Hathor, none of these systems can adapt the parameters irseegpeither server failures
or the addition of new servers (apart from retrieving and re-storingehe

PASIS [53, 54] also relies upon the inherent redundancy in the stggbechemes to protect
data. It implements several distribution schemes to evaluate their relativié\ggmrformance, and
availability characteristics, including encrypted replication, Rabin's IDAd &hamir's threshold
sharing scheme [49]. My research on the VSR protocol and Hath@mbag a project to devise
decentralized recovery protocols for the distribution schemes in PASIS.

6.3 Design studies for survivable storage systems

In addition to the systems described in Section 6.2, there are severaltitedatesign studies of
survivable storage systems. | present these studies here, and eghgrarto my work.

Herlihy and Tygar propose two different system designs for making egplicdata secure [30].
One design uses symmetric encryption to preserve the con dentiality of atgdiclata: the system
distributes shares of the encryption key with Shanfirsn) threshold scheme [49], and retrievas
shares to reconstruct the key prior to performing 1/0O operations on the dhe other design uses
asymmetric encryption: the system distributes shares of a decryptidizkayd an encryption key
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Ke with Shamir's(my; n) and(me; n) respectively. This allows the system to use different threshold
values on readhfy) and write (ng) operations, and thus allows the end user to tune the performance,
availability, and security characteristics of each operation. Unlike Hattiey,do not propose any
mechanisms for changing the threshold parameters during system opétatiagh they do propose

a mechanism for changing the key in the private-key system).

Anderson proposes a design for a long-term data repository calleditiZte3]. The primary
design goal of Eternity is to protect data against attempts to censor staeedydeemoval or cor-
ruption. Anderson identi es a number of existing technologies that coulasied to build Eternity,
including protocols for wide-area data replication, encrypted and aniaeg communications, and
Byzantine agreement. He also identi es open-ended research probleims design of Eternity,
including the need for long-term data indexing services, payment sysaetiseliable distributed
clocks. My work on the VSR protocol helps to address the primary goBleriity, by providing
a mechanism to both redistribute data upon server removal and to detecfauity servers send
invalid data.

Alon et al. present a distribution scheme to guarantee the availability of data in envirtsimen
where up to half of the storage servers suffer Byzantine failuresIf2kheir scheme, &HARE
function distributes fragments of the data to servers with a Reed-Solomamrcerrecting code
[24]. Conceptually, the servers are vertices istare graph SHARE also generates veri cation
information for each vertex, which is used to cross-check both the fraignaad the veri cation
information of neighboring vertices. The scheme offers lower spaagtieads than traditional error-
correcting codes, but with the trade-off that (with negligible probabilitypaupted fragment may
go undetected during reconstruction of the data. In contrast to my wdwok,ek al. do not address
the problem of guaranteeing the con dentiality of data in the face of Byzargerver failures,
considering it to be an orthogonal issue to availability.
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Conclusions and future work

The central thesis of this dissertation is that to truly preserve data for thyetéom, a survivable
storage system must include recovery protocols capable of overcosivey $ailures, adapting to
changing availability or con dentiality requirements, and operating in a deakred manner. To
support this thesis, | presented the design and performance analftsisvafri able secret redistri-
bution (VSR) protocol. | showed how the VSR protocol is able to presbevéong-term availability
and con dentiality of data stored using threshold sharing schemes by implierg¢ine desired ca-
pabilities for recovery protocols.

A simple, yet critical, observation underpins the design of the VSR prote@coiore accurate
model of a survivable storage system must assume dynamic membershipcinpalticipating
servers may join and leave the system. In the limit, a set of new servers edtercof membership
changes may be disjoint from the old set. This assumption impacts the desigrtludmsnms to
prevent an adversary from corrupting the execution of recoverppols. In protocols that assume
static membership, participating servers verify correct protocol exechyiaising information they
have received in a previous execution. Under an assumption of dynamibenghip, one must
include mechanisms in the recovery protocol for new servers to obtaircatern information
during the current execution, as they will have no information from amyipus execution.

The VSR protocol has a high computational cost, but one can mitigate ththomsgh careful
selection of the data distribution scheme in a survivable storage system.ygtems in which
data storage and redistribution operations are infrequent relative tevedtoperations, a hybrid
threshold sharing and encrypted replication scheme—in which sharasrgpéion keys are stored
with encrypted replicas of data—offers the ability to manage encryptionwilisdata. Such ease
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of management comes at the cost of a modest slowdown in storage andhbetits performance

compared to a standard encrypted replication scheme.

7.1 Research contributions

2 | presented a new model of a mobile adversary who subverts servessarage system. The

new model assumes dynamic membership in the set of participant servessassamption
imposes a pair of design requirements on any recovery protocol usee syskem to coun-
teract the adversary: it must include mechanisms for new servers to tfxainformation
needed to verify correct protocol execution, and it must allow the systetmange the thresh-
old parameters of the underlying data distribution scheme. These requissaneim addition
to those that arise under an assumption of static membership in the set e§serve

| designed and implemented the VSR protocol for the redistribution of sbheesecret orig-
inally distributed with Shamir's threshold sharing scheme [49]. The protoedbrms redis-
tribution from an authorized subset of old shareholders to all new lsblaiers. | showed that
the protocol satis es all of the design requirements needed to counteraobile adversary
in a system with dynamic membership. In particular, | proved that the shaté$y share-
holders after redistribution can be used to reconstruct the originats@covided that all of
the veri cation conditions in the protocol hold.

| conducted a performance analysis to con rm that the bulk of the compuotdtaost of the
VSR protocol is in the time taken to compute the witness functions used in verircagiated
operations. Surprisingly, an elliptic curve-based witness function yieldsgp performance
than an exponentiation-based witness function, when comparing funttianare currently
considered to be secure. | also analyzed the performance tradeetfisen different data
distribution schemes in an experimental storage system.

7.2 Future work

There are many other open issues in survivable storage systemschegeaxplore beyond that

of failure recovery. One area of potential exploration includes deirdomechanisms for self-

aggregation: can we arrange for a set of connected storage contpdbecks or workstations) to

discover each other, pool their storage, and present a single systegm imt&he end user? Self-
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aggregation is easier in systems where physical connectivity implies mernbiergie set of com-
ponents €.g, a rack of disks), but is more dif cult in a distributed environmeatg, a network
of workstations: when a new workstation joins the network, should it immediatetrporate it-
self into the storage system, and should the other components trust it?). igevcéan the system
grow before it requires a dedicated entity to perform management fusgtoich as partitioning
the available capacity across different data and user types? Can tie siedegate those functions
to one of the storage components, and (especially in the case where anemhpay be a user's
workstation) what impact will that have on the performance of the chosempaonent?

Failure recovery is far from a solved problem, though. This dissertatimsiigates the ques-
tion “what do we do when system components fail”, but prompts the questibart have failures
occurred”. When one moves beyond considering crash failureyegids to think about compro-
mised components that eavesdrop on data (but appear outwardly to fuoatrectly), it becomes
clear that detecting failures is a non-trivial problem. Possible avenuasuoé research include de-
veloping temporal models of how frequently components are likely to becomproonised, which
can then be used by a system to decide when to execute a recoveryppotactively.
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Appendix A

REDISTRIBUTE for REPLICA and
HYBRID

In this appendix, | present trREDISTRIBUTE operation state machines for tRePLICA andHY-
BRID data distribution schemes in Hathor.
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Figure A.1: REDISTRIBUTE state machines for old and new servers, in a system that hs&EPLICA
scheme. States correspond to intermediate computatidiile, state transitions correspond to sent or received
messages. Old servers start in thitial-old state. New servers start in ti@tial-new state. Solid arrows
indicate transitions taken by correct servers, while dastreows indicate transitions that may be taken by
faulty servers. Unlabelled dashed arrows that loop to theesstate indicate no-op self-transitions.
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Figure A.2: REDISTRIBUTE state machines for old and new servers, in a system that beesr8RID
scheme. States correspond to intermediate computatidiile, state transitions correspond to sent or received
messages. Old servers start in thitial-old state. New servers start in ti@tial-new state. Solid arrows
indicate transitions taken by correct servers, while dastreows indicate transitions that may be taken by
faulty servers. Unlabelled dashed arrows that loop to theesstate indicate no-op self-transitions.
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