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Percentage of false alarms
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Datastream = [ [ [ [ [+[+[+[+[Flr[FlrlF[F[FLF+ [+ [+ ]+ [ L[]
T— Span considered for hits and miss&s—r

Size of detector window: 5

Size of foreign sequence injected: 8

F: marks the elements of the injected foreign sequence

+ : marks the elements that are involved in the sequences that make up the external boundary conditions
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Charting the performance space of the Markov anomaly-detector




Size of detector window required to detect the foreign sequence anomaly
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Charting the performance space of the STIDE detector












Raw number of mismatches in atrace

Normaiized Anomaly Signal
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Hamming distance detector applied on the decode, syslogd and sunsendmailcp.

160

140
Decode 1 sm-260 1t pid 263

2 Sm-314.int pd 317
sunsendmaiicn
forwardingloops fwd-oops-1int162 /./'
orwardingloops fwe-loops-1.inti63

ingloops e Ioops-2 inti 70 .

120 rwardingloops fwd-ioops-3 int182 -
forwardingloops fwct-ioops-3 nii53 -
forwardingloops fwd-100ps-4.i206 ==
forwardingloaps fwctioops-4.ni207 P
forwardingloops fwetio0ps 5.nti 19 /‘, =

100 — <

0

60

a0

20

o 1 2 5 4 5 6 7 5 5 10 11 12 15 14 15 16 17 20 21

5 19
Sequence tength, N
Results for STIDE for intrusive data decode, sunsendmailcp and forwardingloops















